Appendix A Inporting Cettificates

Use the SelectFile dialog boxto locate the certificate and then clickOpen.
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Removing a Certificate in Fire fox

This se c tion shows you how to remove a public key c e rtific ate in Fire fox.
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Appendix A Inporting Certtificates

Open Firefox and click Tools > Options.
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In the Options page, click Privacy & Security, scrollto the bottom ofthe page, and then click View
Certtificates.
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In the Certificate Manager, c lic k Authorities and select the certificate you want to remove. Clic k Dele te
or Distrust.
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The next time you go to the web site thatissued the public key certificate you just removed, a
certification emorappears.
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A PPENDIX B
IPv6

Overview

IPv6 (Intemet Protocolversion 6),isdesigned to enhance IPaddress size and features. The increase in
IPv6 address size to 128 bits (from the 32-bit IPv4 address) allowsup to 3.4 x 1038 IPaddresses.

IPv6 Addressing

The 128-bit IPv6 addressis written as eight 16-bit hexadecimalblocksseparated by colons (:). Thisis an
example IPv6 address 2001:0db8:1a2b:0015:0000:0000:1a2£:0000.

IPv6 addressescanbe abbreviated in two ways:

e [eading zerosina blockcanbe omitted. So 2001:0db8:1a2b:0015:0000:0000:1a2£f:0000canbe
written as 2001 :db8:1a2b:15:0:0:1a2f:0.

e Anynumberofconsecutive blocksofzeroscanbe replaced by a double colon. Adouble coloncan
only appearonce in an IPv6 address. So 2001:0db8:0000:0000:1a2£:0000:0000:0015canbe
written as 2001 :0db8::1a2£:0000:0000:0015,2001:0db8:0000:0000:1a2f::0015,
2001:db8::1a2f:0:0:150r2001:db8:0:0:1a2f::15.

Prefix and Prefix Iength

Similarto an IPv4 subnet mask, IPv6 usesan address prefix to represent the networkaddress. An IPv6
prefix length specifies how many mo st signific ant bits (start from the left) in the addresscompose the
network address. The prefix length is written as “/x” where xisa number. Forexample,

2001:db8:1a2b:15::1a2f:0/32

meansthat the first 32 bits (2001 : db8) is the subnet prefix.

Iink-local Address

Alink-localaddressuniquelyidentifiesa device on the localnetwork (the IAN). kissimilarto a “private IP
address” in IPv4. You can have the same link-localaddresson multiple nterfaceson a device. A link-
localunicastaddresshasa predefined prefix offe80::/10. The link-localunicastaddressformatisas
follows.

Table 83 Link-localUnicast Address Format

11111110 10 0 Interface D
10 bits 54 bits 64 bits
Global Address

Aglbaladdressuniquely identifiesa device on the Intemet. kissimilarto a “public IPaddress” in IPv4. A
globalunicastaddressstarts with a 2 or3.
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Unspecified Address

An unspecified address (0:0:0:0:0:0:0:0 or::) isused asthe source addresswhen a device doesnothave
itsown address. kis similarto “0.0.0.0” in IPv4.

Ioopback Address

Aloopbackaddress(0:0:0:0:0:0:0:1 or::1) allows a hostto send packetsto itself. It is similarto “127.0.0.1”
in IPv4.

Multic ast Address

In IPv6, multicastaddresses provide the same functionality asIPv4 broadcastaddresses. Boadc asting is
notsupported in IPv6. A multicastaddressallowsa hostto send packetsto allhostsin a multicast group.

Multicast scope allows you to determine the size ofthe multicast group. A multicastaddresshasa
predefined prefix of ff00::/8. The following table describes some ofthe predefined multicast addresses.

Table 84 Predefined Multicast Address

MULIIC A STADDRESS DESCRIPIION
FF01:0:0:0:0:0:0:1 Alhostsona localnode.
FF01:0:0:0:0:0:0:2 Alroutersona localnode.
FF02:0:0:0:0:0:0:1 Alhostsona localconnected link.
FF02:0:0:0:0:0:0:2 Alrouterson a localconnected link
FF05:0:0:0:0:0:0:2 Allrouterson a localsite.
FF05:0:0:0:0:0:1:3 AIDHCPseverson a localsite.

The folowing table describesthe multicastaddresses which are reserved and cannotbe assigned to a
multicast group.

Table 85 Reserved Multic ast Address

MULIIC ASTADDRESS
FF00:0:0:0:0:0:0:0

FF01:0:0:0:0:0:0:0

FF02:0:0:0:0:0:0:0

FF03:0:0:0:0:0:0:0

FF04:0:0:0:0:0:0:0

FF05:0:0:0:0:0:0:0

FF06:0:0:0:0:0:0:0

FF07:0:0:0:0:0:0:0

FF08:0:0:0:0:0:0:0

FF09:0:0:0:0:0:0:0

FFOA:0:0:0:0:0:0:0

FFOB:0:0:0:0:0:0:0

FF0C:0:0:0:0:0:0:0

FFOD:0:0:0:0:0:0:0

FFOE:0:0:0:0:0:0:0

FFOF:0:0:0:0:0:0:0
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Subnet Masking

Interface

EUI- 64

Both an IPv6 address and IPv6 subnet maskcompose of 128-bit binary digits, which are divided into
eight 16-bit bloc ks and written in hexadecimalnotation. Hexadecimalusesfourbitsforeach character
(1~10,A~F.Eachblocks16 bitsare thenrepresented by fourhexadecimalcharacters. Forexample,
FFYF FFFF FFFF: FFFE: FC 00:0000:0000:0000.

ID

In IPv6, an interface IDisa 64-bitidentifier. kidentifies a physicalinterfface (forexample, an Ethemet
port) ora vitualinterface (forexample, the managementIPaddressfora VIAN). One nterface should
have a unique mterface ID.

The EUEF64 (Extended Unique Identifier) defined by the IEEE (Institute of Ele c tricaland Hec tronics
Engineers)isan interface ID format designed to adapt with IPv6. kis derived from the 48-bit (6-byte)
Ethemet MAC addressasshown next. EUF64 inse rts the he x digits fffe betwe en the third and fourth byte s
ofthe MAC addressand complementsthe seventh bit ofthe fist byte of the MAC address. See the
following example.

Table 86

‘ MAC ‘00 H13 |:|49 12 |:‘34 |:‘56 ‘

Table 87

‘ EUL 64 ‘02 H13 H49 :‘FE HFE ‘:12 |:|34 |:‘56 ‘

Sta te le ss Auto c onfiguration

DHCPv6

With stateless autoconfiguration in IPv6, addressescan be uniquely and automatically generated.
Unlike DHC Pv6 (Dynamic Ho st Configuration Protocolversion six) which isused in IPv6 state ful
autoconfiguration, the ownerand statusofaddressesdon’tneed to be maintained by a DHCP server.
Every IPv6 device isable to generate itsown and unique IPaddress automatic ally when IPv6 is initia te d
onitsinteface. t combinesthe prefix and the interface ID (generated from its o wn Ethe met MAC
address, see Interface ID and EUEF64) to form a complete IPv6 address.

When IPv6isenabled on a device, itsinterface automatically generatesa link-localaddress (begnning
with fe 80).

When the interface isconnected to a network with a muterand the ZyxelDevice issetto automatic ally
obtain an IPv6 network pre fix from the routerforthe interface, it generates lanotheraddress which
combinesitsinterface ID and globaland subnetinformation advertised from the o uter. Thisisa routable
globallPaddress.

The Dynamic Host Configuration ProtocolforIPv6 (DHCPv6, RFC 3315) isa serverclient protocolthat
allowsa DHCP serverto assign and passIPv6 networkaddresses, prefixes and otherconfiguration
information to DHCP c lients. DHC Pv6 servers and clients exchange DHCP message s using UDP.

1. IhIPv6,allnetworkinterfacescanbe associated with severaladdresses.
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Fach DHCPclient and serverhasa unique DHCP Unique IDe ntifie r (DUID), whic h is use d fo rid e ntific a tion
when they are exchanging DHCPv6 messages. The DUD isgenerated from the MAC address, time,
vendorassigned ID and/orthe vendorsprivate enterprise numberregistered with the JANA. It should not
change overtime even afteryourebootthe device.

Identity Association

An Identity Association (JA)isa collection ofaddresses assigned to a DHCP client, through whic h the
serverand clientcan manage a setofrelated IPaddresses. Each JA mustbe associated with exactly
one interface. The DHCP client uses the IA assigned to an interface to obtain configuration fom a DHCP
serverforthatinterface. Each JA consistsofa unique IAID and associated IP informa tion.

The IA type isthe type ofaddressin the JA. Each IA holdsone type ofaddress. IA_NA means an id e ntity
association fornon-temporary addressesand JA_TA isan identity association fortemporary addresses.
AnJA_NA option containsthe Tl and T2 fields, butan JA_TA option doesnot. The DHCPv6 serveruses Tl
and T2 to controlthe time at whic h the client contac ts with the serverto extend the lifetimeson any
addressesin the JA_NA before the lifetimesexpire. AfterTl, the client sendsthe server(S1) (from whic h
the addressesin the JA_NA were obtained) a Renew message. fthe time T2 isreached and the server
doesnotrespond, the clientsendsa Rebind message to any available server(S2). Foran IA_TA, the
clientmay send a Renew orRebind message atthe client's disc re tion.
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DHCPRelay Agent

A DHCPrelay agentison the same networkasthe DHCP clientsand helpsforward messagesbetween
the DHCP serverand clients. When a clientcannot use itslink-localaddress and a weIl-kno wn multic a st
addressto locate a DHCPserveron itsnetwork, it then needsa DHCPrelay agentto send a message to
a DHCPserverthatisnotattached to the same network.

The DHCPrelay agentcan add the remote identific ation (remote-ID) option and the interface-IDoption
to the Relay-Forward DHCPv6 messages. The remote-ID option camiesa userdefined string, such as the
system name. The interface-ID option provides slot number, port information and the VIAN ID to the
DHCPv6 server. The remote-ID option (if any) isstripped from the Relay-Reply messagesbefore the relay
agentsendsthe packetsto the clients. The DHCP servercopiesthe interface-ID option from the Relay-
Forward message into the Relay-Reply message and sendsitto the relay agent. The interface-ID should
notchange even afterthe relay agent restarts.

Pre fix Delegation

Prefixdelegationenablesan IPv6 routerto use the IPv6 prefix (networkaddress) received from the ISP (or
a connected uplink router) forits LAN. The ZyxelDevice usesthe received IPv6 prefix (forexample,
2001:db2::/48) to generate its IANIPaddress. Through sending Router Adve rtise me nts (RAs) regulady by
multic a st, the ZyxelDevice passesthe IPv6 prefix information to its LAN ho sts. The hosts then can use the
prefixto generate theirIPv6 addresses.
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ICMPv6

Intemet Control Message ProtocolforIPv6e (ICMPv6 or ICMP forIPv6) isdefined in RFC 4443. ICMPv6 has
a preceding Next Headervalue of 58, whic h is different from the value used to id e ntify IC MP fo r IPv4.
ICMPv6isan integralpart of IPv6. IPv6 nodesuse ICMPv6 to reportenmorsencountered in packet
processing and perform otherdiagnostic func tions, such as "ping".

NeighborDiscovery Protocol (NDP)

The NeighborDiscovery Protocol(NDP)isa protocolused to discoverotherIPv6 devices and track
neighborsreachability n a network. An IPv6 device uses the following IC MPv6 messages types:

* Neighborsolicitation: A request from a hostto determine a neighborslnk-layeraddress (MAC
address) and detectifthe neighborisstillreachable. A neighborbeing “reachable” meansit
respondsto a neighborsolicitation message (from the host) with a neighboradvertisement message.

* Neighboradvertisement: A response from a node to announce its link-layeraddress.

* Routersolicitation: Arequestfrom a hostto locate a muterthatcanactasthe default muterand
forward packets.

* Routeradvertisement: A response to a mutersolicitation ora periodic al multic ast adve rtise me nt from
a routerto advertise its presence and otherparameters.

IPv6 Cache

An IPv6 hostisrequired to have a neighborcache, destination cache, prefix list and default route rkist.
The ZyxelDevice maintains and updatesits IPv6 caches constantly using the information from re sponse
messages. In IPv6, the ZyxelDevice configuresa link-localaddress automatically, and then sends a
neighborsolicitation message to checkifthe addressisunique. Fthere isan addressto be resolved or
verified, the ZyxelDevice also sendsouta neighborsolicitation message. When the Zyxel Device
receivesa neighboradvertise mentin response, it store s the neighborslnk-layeraddressin the neighbor
cache. When the ZyxelDevice usesa routersolicitation message to query fora routerand receives a
routeradvertisement message, it addsthe routersinformation to the neighborcache, prefix list and
destination cache. The ZyxelDevice createsan entry in the default outerlist cache ifthe routercanbe
used asa default outer.

When the ZyxelDevice needsto send a packet, it first c o nsults the destination cache to determine the
next hop. fthere isno matching entry in the destination cache, the Zyxel Devic e use s the pre fix list to
determine whetherthe destination addressison-linkand canbe reached directly without passing
through a router. ¥the addressis onlink, the addressisconsidered asthe next hop. Otherwise, the Zyxel
Device determmine s the next-hop from the default outerlist orrouting table. Once the next hop IP
addressisknown, the ZyxelDevice looksinto the neighborcache to getthe link-layeraddressand sends
the packet when the neighborisreachable. fthe Zyxel Device cannot find an entry in the neighbor
cache orthe state forthe neighborisnotreachable, it startsthe addressresolution process. Thishelps
reduce the numberofIPv6 solicitation and advertise ment messages.

Multic ast Listener Discovery
The Multic a st Liste ne r Disc o very (MID) protocol(defined in RFC 2710) isderived from IPv4's htemet
Group Management Protocolversion 2 (IGMPv2). MID uses ICMPv6 message types, ratherthan IGMP

message types. MIDv1 isequivalent to IGMPv2 and MIDv2 is equivale nt to IGMPv3.

MID allows an IPv6 switch orrouterto discoverthe presence of MID liste ners who wish to receive
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multicast packetsand the IPaddressesof multic ast groupsthe hosts want to join on its ne two rk.
MID snooping and MID proxy are analogousto IGMP snooping and IGMP proxy in IPv4.

MID filte ring ¢ ontrols whic h multicast groupsa portcan join.

MID Messages

Example

Example

A multicast muterorswitch periodically sends generalqueriesto MID hosts to update the multic ast
forwarding table. When an MID host wants to join a multicast group, it sendsan MID Report message
forthataddress.

An MID Done message isequivalentto an IGMPIeave message. When an MID host wantsto leave a
multicast group,itcan send a Done message to the muterorswitc h. The muterorswitch then sendsa
group-specific query to the port on which the Done message isreceived to determine if otherdevices
connected to thisport should remain in the group.

- Enabling IPv6 on Windows XP/ 2003/ Vista

By default, Windows XP and Windows 2003 suppo1t IPv6. Thisexample showsyou how to use the ipvé
install command on Windows XP/2003 to enable IPv6. This also displays how to use the ipconfig
command to see auto-generated IPaddresses.

C:\>ipv6 install
Installing...
Succeeded.

C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :
IP Address. . « « « « « « + « . . : 10.1.1.46

Subnet Mask . . . . . . . . . . . : 255.255.255.0
IP Address. . . . « « <« <« « « < . : feB80::2d0:59ff:feb8:103c%4
Default Gateway . . . . . . . . . : 10.1.1.254

IPv6 isinstalled and enabled by defaultin Windows Vista. Use the ipconfigcommand to checkyour
automatic configured IPv6 addressaswell You should see atleastone IPv6 addressavailable forthe
interface on yourcomputer.

- Enabling DHCPv6 on Windows XP
WindowsXPdoesnotsupport DHCPv6. fyournetworkuses DHCPv6 forIPaddress assignment, you have
to additionally installa DHCPv6 client software on your Windows XP. (Note: Fyou use static IPaddresses

orRouter Advertise ment for IPv6 address assignment in yournetwork, ignore this sec tion.)

Thisexample uses Dibblerasthe DHCPv6 client. b enable DHCPv6 clienton yourcomputer:
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1 InstallDibblerand selectthe DHCPv6 clientoption on yourcomputer.
2 Afterthe installation iscomplete, select Start > All Pograms > Dibblerr DHCPv6 > Client Install as service.
3 SelectStart> Control Panel > Administrative Tools > Services.

4 Double clickDibbler- a DHCPv6 client.
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6 Now yourcomputercanobtain an IPv6 address from a DHCPv6 server.

Example - Enabling IPv6 on Windows 7

Windows 7 supports IPv6 by default. DHCPv6 is also enabled when you enable IPv6 on a Windows 7
computer.

™ enable IPv6 n Windows 7:
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1 SelectControl Panel > Network and Sharing Center> Iocal Area Connec tion.
2 Selectthe IntemetProtocol Version 6 (TCP/IPv6) checkboxto enable it.

3 ClickOKto save the change.
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4 ClckClose to exitthe Iocal Area Connection Status screen.
5 SelectStart> AllPrograms > Accessories > Command Prompt.

6 Use the ipconfigcommand to checkyourdynamic IPv6 address. Thisexample showsa globaladdress
(2001:b021:2d::1000) obtained from a DHCP server.

C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IPv6 Address. . . « +« « « « « « o« : 2001:b021:2d::1000
Link-local IPv6 Address . . . . . : fe80::25d8:dcab:c80a:5189%11
IPv4 Address. . . . . . . . . . . : 172.16.100.61

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : fe80::213:49ff:feaa:7125%11

172.16.100.254
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APPENDIX C
Customer Support

In the eventofproblemsthatcannotbe solved by using thismanual, you should contactyourvendor. ¥
youcannotcontactyourvendor, then contacta Zyxeloffice forthe region in which you bought the
device.

See hitps://www.zyxelcom /homepage.shtmland also
https: [ lwww.zyxe Lcom Jabo ut_zyxe l/zyxe _worndwide .shtml forthe late st info ma tio n.

Ple ase have the following nformation ready when youcontactan office.

Re quired Information
* Poductmodeland serdalnumber.
e Wamanty Infoma tion.
* Date thatyoureceived yourdevice.

* Briefdescription ofthe problem and the stepsyoutookto solve it.

Comporate Headquarters (Woddwide)

Asia

Tahiwan
e ZyxelCommunic ations Corporation

* http://www.zyxelcom

China

e Zyxel Communic ations (Shanghai) Cop.
Zyxel Communic ations (Befing) Cop.
Zyxel Communic ations (Tanjin) Co1p.

* https://www.zyxelcom/cn/zh/

India
e ZyxelTechnology India Pvt Itd

* https://www.zyxelcom/in/en/

Kazakhstan
e ZyxelKazakhstan
* https//www.zyxe Lkz
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Europe

Korea

e ZyxelKorea Corp.
* http://www.zyxe Lkr

Malaysia
e ZyxelMalaysia Sdn Bhd.

* http://www.zyxelcom.my

Pakistan
e ZyxelPakistan (Pvt.) Itd.
* http://www.zyxelcom.pk

Philippines
¢ ZyxelPhilippines
* http://www.zyxelcom.ph

Singapore
e ZyxelSingapore Pte Itd.

* http://www.zyxelcom.sg

Taiwan
e ZyxelCommunic ations Corporation

* https://www.zyxelcom/tw/zh/

Thailand
e ZyxelThailand Co., Itd
* https://www.zyxe lLc om/th/th/

Vie tham

* Zyxel Communic ations Corporation-Vietnam Office

* https://www.zyxelcom/vn/vi

Belarus
e Zyxel BY
* https://www.zyxelby

Be lg ium
¢ Zyxel Communic ations B.V.

* https://www.zyxelcom/be/nl
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* https://www.zyxelcom/be/fv

Bulgaria
e Zyxel bbArapus

* https://www.zyxelcom/bg/bg/

Czech Republic

e ZyxelCommunications Czech s.r.o

* https://www.zyxelcom/cz/cs/

Denmark

¢ ZyxelCommunications A/S

* https://www.zyxelcom/dk/da/

Estonia

* ZyxelEsto nia

* https://www.zyxelcom/ee/et/

Finland

¢ Zyxel Communic ations

* https://www.zyxe lc om/fV fi/

France
e ZyxelFrance
* https//www.zyxe Lfr

Gemany
e ZyxelDeutschland GmbH
* https://www.zyxelcom/de/de/

Hungary
e ZyxelHungary & SEE
e https://www.zyxe lc om/hu/hu/

Haly

¢ ZyxelCommunic ations kaly

e https://www.zyxelcom/it/it/

Latvia
e Zyxellatvia
* https://www.zyxelcom/Iv/Iv/
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Lithuania

e Zyxellithuania
* https://www.zyxelcom/It/ It/

Nethedands
* ZyxelBenelux

* https//www.zyxelcom/nl/nl

Norway
e Zyxel Communic ations

* https://www.zyxelcom/no/no/

Poland

¢ Zyxel Communic ations Poland

* https://www.zyxelcom/pVpV

Romania

e Zyxel Romania

* https://www.zyxelcom/ro/10

Russia

¢ ZyxelRussia

* https://www.zyxelcom/ru/ru/

Slo va kia
¢ ZyxelCommunications Czech s.ro. organizacna zlo zka

* https://www.zyxe Lc o m/ sk/ sk/

Spain
* Zyxel Communic ations ES Itd

* https://www.zyxelcom/es/es/

Sweden
e Zyxel Communic ations

* https://www.zyxelcom/se/sv/

Switze dand

* Studerus AG

* https://www.zyxelch/de
* https://www.zyxe lc h/fr
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Turke y
e ZyxelTurkey A.S.
* https://www.zyxe lc om/tr tr/

UK

e Zyxel Communic ations UKItd.

* https://www.zyxelcom/uk/en/

Ukra ine
e Zyxel Ukraine

* http://www.ua.zyxelcom

South Amernica

Argentina
e ZyxelCommunic ations Cormporation

* https://www.zyxelcom/co/es/

Bra zil

¢ Zyxel Communic a tions Brasil [tda.
e https://www.zyxelcom/bv pt/

Colombia

e ZyxelCommunic ations Corporation

* https//www.zyxelcom/co/es/

Ecuador

e ZyxelCommunic ations Cormporation

* https://www.zyxelcom/co/es/

South Amernca

¢ ZyxelCommunications Coporation

* https://www.zyxelcom/co/es/

Middle East

Israel

e ZyxelCommunic ations Corporation

* http://ilzyxelcom/
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Middle East

e ZyxelCommunications Cormporation

* https://www.zyxelcom/me/en/

North America

USA

e Zyxel Communic ations, Inc. - North America Headquarters

* https//www.zyxelcom/us/en/

Oceania

Australia

e ZyxelCommunic ations Corporation

* https://www.zyxelcom/au/en/

Africa

South Africa
* Nolgy (Pty) Ltd.

* https//www.zyxelcom/za/en/
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APPENDIX D
Iegal Information

Copyright © 2021 by Zyxel Communic ations Corporation.

The contents ofthispublication maynotbe reproduced many partorasa whole, transcrbed, stored in a retrieval system, translated into any
language, ortransmitted in any form orby any means, electronic, mechanical magnetic, optical, chemical photocopying, manual or
otherwise, witho ut the prior written pemmission of Zyxel Communic ations Corporation.

Published by ZyxelCommunic ations Corporation. Allrightsreserved.

Disclaimers

Zyxeldoesnotassume any liability arising outofthe application oruse of any products, orsoftware descrbed herein. Neitherdoesitconvey any
license underits patent rights northe patentrightsof others. Zyxelfurtherreserwesthe right to make changesin any productsdescrbed herein
witho ut notic e. This public ation is subjectto change withoutnotice.

Youruse ofthe ZyxelDevice issubjectto the termsand conditionsofany related service providers.

Trademarks

Tademarks mentioned in thispublication are used foridentification purposesonly and maybe propertiesoftheirrespective owners.

Regulatory Notice and Statement

UNIIED STATES of AMERIC A

BRAZIL

The following nformation appliesif you use the product within USA area.

FCC EMC Statement

e Thisdevice complieswith part 15 of the FCC Rules. Operation issubject to the following two conditions:
(1) Thisdevice may notcause harmfulinterference, and
(2) thisdevice mustacceptany interference received, ncluding interfference that may cause undesired operation.

* Changesormodificationsnotexpressly approved by the party responsble forcomplance could void the usersauthority to operate the
device.

e Thisproducthasbeen tested and complies with the specificationsfora ClassBdigitaldevice, pursuant to Part 15 of the FCC Rules. The se
limitsare designed to provide reasonable protection againstharmfulinterfference in a residentialinstallation. Thisdevice generates, uses, and
canradiate radio frequency eneigy and, f notinstalled and used according to the instruc tions, may cause hammfulinterference to radio
communic ations. However, there isno guarantee thatintefference wilnotoccurin a partic ularinsta lla tio n.

e Ithisdevice doescause harmfulinterference to radio ortelevision reception, which is found by tuming the device offand on, the useris
encouraged to try to comect the interfference by one ormore ofthe following me asures:

* Reonentorrelocate the receiving antenna
e Increase the separation between the devices
e Connectthe equipmentto an outlet otherthan the receivers

* Consulta dealeroranexperenced radio/TV tec hnician forassistance

FCC Caution: Any changesormodificationsnotexpressly approved by the party responsible forcompliance could void the usersauthority to
operate this equipment.

FCC Radiation Exposure Statement

e Thisdevice complieswith FCC RFradiation exposure limits set forth foran uncontrolled environme nt.

¢ 'his transmittermustbe atleast21 cm from the userand mustnotbe co-located oroperating in conjunc tion with any otherantenna or
transmitter.

* Country Code selection feature to be disabled forproducts marketed to the UY CANADA.

* Operationofthisdevice isrestricted to indooruse only.

The folowing appliesif you use the product within Bra zil

Este equipamento opera em caritersecunddrio, isto é, ndo tem direito a prote¢do contra interferéncia prejudicial, mesmo de estagdesdo mesmo
tipo, e ndo pode causarinterfferéncia a sistemasoperando em cardterprimario.
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CANADA

The folowing nformation appliesifyou use the productwithin Canada area.

Innovation, Science and Economic Development Canada ICES Statement
CAN ICES-3 (B/ NMB-3(B)

Innovation, Science and Economic Development Canada RSS-GEN & RSS-247 Statement

* 'Thisdevice containslicence-exempt transmitte (s)/receivexr(s) that comply with hnovation, Science and Economic Development Canada's
licence-exempt RSS(s). Operation issubject to the following two conditions: (1) thisdevice may notcause interfference, and (2) thisdevice
mustacceptany inteference, ncluding interference thatmay cause undesired operation of the device.

I the productwith 5G wirele ss func tion operating in 5150-5250 MHz and 5725-5850 MHz, the folo wing attention mustbe paid,

e 'The device foroperation in the band 5150-5250 MHz is only forindooruse to reduce the potentialforhammfulinterference to co-channel
mobile satellite systems.

e Where applicable, antenna type(s), antenna model(s), and the wost-case tit angle(s) necessary to remain complant with the e.irp.
elevation maskrequirementset forth in Section 6.2.23 0o f RSS247 shallbe cleady indicated.

I the productwith 5G wirele ss func tion operating in 5250-5350 MHz and 5470-5725 MHz, the follo wing attention must be paid.

e Lémetteurrécepteurexemptde licence contenudansle présentappareilest conforme aux CNRd'lnovation, Scienceset
Développementéconomique Canada applicablesauxappareisradio exemptsde licence. Lexploitation est autorisée aux deux c onditions
suivantes: (1) lappareilne doit pasproduire de brouillage; (2) Lappareildoitacceptertoutbrouilage radioélectrique subi méme sile
brouilage estsusceptible d'en compromettre le fonctionnement.

Iorsque la fonction sans fil 5G fonc tionnant en 5150-5250 MHz and 5725-5850 MHz est activée pource produit, lest nécessaire de porterune
attention particuliére aux chosessuivantes

e lesdispositifs fonctionnantdansla bande de 5150 a 5 250 MHz sont rése rvé s unique me nt pourune utilisation a Iinté ieurafin de ¥ duire les
rsquesde brouilage préjudiciable aux systt mesde satellites mobiles utilisantles mémes canaux;

e JIomrsqulilya lieu,lestypesd'antennes(sily en a plusieurs), lesnumérsde modeéle de lantenne etlespiresanglesd'inclinaison nécessaires
pourresterconforme a lexigence de la p.ire. applicable aumasque d'élévation, énoncée a la section 6.2.2.3 du CNR-247, doivent é tre
clairrment indiqués.

Iorsque la fonction sans fil 5G fonc tionnant en 5250-5350 MHz et 5470-5725 MHz est activée pource produit, lest nécessaire de porterune
attention particuliere aux chosessuivantes.

Industry Canada radiation exposure statement

This e quipment c o mplie s with radiation exposure limits set forth foran uncontrolled environme nt. This e quipme nt should be installed and
operated with a minimum distance 0f24 cm between the radiatorand yourbody.

Déclaration d’exposition aux radiations:

Cetéquipementestconforme auxlimites d’exposition aux rayonnements ISED établies pourun envimnnementnon controlé.Cet équipement
doit étre nstallé et utilisé avec un minimum de 24 cm de distance entre la source de rayonnementetvotre comps.

Caution:

(i) the device foroperation in the band 5150-5250 MHz is only forindooruse to reduce the potentialforhamfulinterference to co-channel
mobile sate llite systems;

(i) Forindooruse only.

Avertisse ment:

(i) les disp o sitifs fonc tionnant dansla bande 5150-5250 MHz sont 1€ servé s uniquement pourune utilisation 4 I'inté Heurafin de réduire lesrisques
de brouilage préjudiciable aux systt mes de satellites mobiles utiisant les mémes canaux;

(i) Pourune utilisa tion e n inté rie ur uniq ue me nt.

EUROPEAN UNION and UNITIED KINGDOM

UK
C € and Cn

The following mformation appliesif you use the product within the European Union and United Kngdom.

Declaration of Conformity with Regard to EU Dire c tive 2014/ 53/ EU (Radio Equipm e nt Dire ¢ tive, RED) and
UKregulation

* Compliance information forwireless productsrelevant to the EU, United Kingdom and otherCountries follo wing the EU Dire ¢ tive 2014/53/ EU
(RED) and UKregulation. And thisproductmay be used in allEUcountries (and othercountres following the EU Dire c tive 2014/53/EU) and
United Kingdom without any limitation except forthe countries mentioned below table:

* Inthe majority of the EUand otherEuropean countries, the 5GHzbandshave been made available forthe use of wirelesslocalarea
ne two rks (LANs). Iaterin thisdocument you will find an overview of c ountrie s in which additionalre stric tions orrequirementsorboth are
applcable. The requirementsforany country may evolve. Zyxelrecommends that you check with the loc alauthoritie s forthe latest statusof
theirnationalre gulations forthe 5GHz wire le ss TANs.

e Ithisdevice foroperation in the band 5150-5350 MHz, it is forindooruse only.

e 'Thisequipmentshould be installed and operated with a minimum distance 0f20 cm between the radio equipment and yourbody.

* The maximum RFpoweroperating foreachband asfollows:
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NWA50AX

¢ 'The band 2,400 MHz to 2,483.5 MHz is 99.77 mW,
¢ 'The band 5,150 MHz to 5,350 MHz is 199.07 mW,
¢ 'The band 5,470 MHz to 5,725 MHz is 997.70 mW.

BbArapckm C HOCTOALLLOTO Zyxe 1 AEKAGPUMPA, Y€ TOBA OBOPYABAHE € B CbOTBETCTBME CbC ChLLLECTBEHUTE UUCKBAHUS U ADYTUTE
(Bulgaran) NPUAOXKMMM pa3nopeaduTe Ha AmpekTnea 2014/53/EC.

National Re stric tions

¢ 'The Belgian Institute forPostal Services and Telecommunic ations (BIPT) must be notified of any outdoorwireless link
having a range exceeding 300 meters. Please check http://www.bipt.be formore details.

* Draadloze vertbindingen voorbuitengebruiken meteen reikwijdte van meerdan 300 meterdienen aangemeld te
worden bijhet Belgisc h Instituut voorpostdiensten en tele communic atie (BIPT). Zie http://www.bipt.be voormeer
gegevens.

e Ieslaisonssansfilpourune utlisation en extéieurd’une distance supérieure & 300 metresdoivent étre notifiées a
I'Institut Belge desservices Postauxet des T 1é c o mmunic ations (IBPT). Visite z http://www.bptbe pourde plusamples
détails.

Espatol Pormedio de la presente Zyxeldeclara que elequipo cumple conlosrequisitosesencialesy cualesquiera otras

(Spanish) disposicionesaplicableso exigiblesde la Directiva 2014/53/UE

Cestina Zyxeltimto prohlasuje, Ze tento zafizenije ve shod € se zdkladnimipoZadavky a dalimipfisluénymiustano ve nimi smé&mic e

(Czech) 2014/53/EU.

Dansk (Danish) Undertegnede Zyxelerkle rerherwed, atfplgende udstyrudstyroverholderde vae sentlige kravog gvrige relevante krav i
dire ktiv 2014/ 53/ EU.

National Re stric tions

¢ In Denmark, the band 5150 - 5350 MHz is also allowed foroutdoorusage.

e IDanmarkmé frekvensbandet 5150 - 5350 ogsd anvendesudendgrs.

Deutsc h Hie mit e rkléirt Zyxel dasssich das Gerit Ausstattung in Ubereinstimmung mit den grundlegenden Anforderungen und den
(Geman) iibrigen einsc hligigen Be stimmungen derRic htlinie 2014/53/EUbe findet.

Eestikeel Kiesolevaga kinnitab Zyxelseadme seadmed vastavust dire ktiivi2014/53/EU po hind ue tele ja nimetatud dire ktiivist
(Estonian) tulenevatele teistele asjakohastele sitetele.

EANVIKG ME THN MAPOYIA Zyxel AHAQNEI OTI eEoTAICUOG TYMMOP®QNETAI MPOX TIX OYIIQAEIL AMAITHIEIT KAI TIZ AOIMEY IXETIKEX
(Greek) AIATAZEIX THX OAHTIAY 2014/53/EU.

English Hereby, Zyxeldeclaresthatthisdevice isin compliance with the essentialrequirementsand otherrelevant provisionsof

Dire c tive 2014/53/EU.

Francais Parla présente Zyxeldéclare que lappareiléquipementsestconforme auxexigencesessentiellesetaux autres disp o sitio ns
(French) pertinentesde la direc tive 2014/53/EU.

Hrva tski Zyxelovime izjavluje da je radiska oprema tipa u skladu s Dire ktivom 2014/53/EU.

(Croatian)

Isle nska Hérme?d lysir, Zyxelpviyfirad pessibunadurerisamre mivid grunnkmfurog énnurvideigandidkvae d1itiskipunar2014/53/
(kelandic) EU.

kalano (kalian)

Con la presente Zyxeldic hiara che questo attrezzatura & conforme airequisitiessenzialied alle altre dispo sizio nipe rtine nti
stabilite dalla direttiva 2014/53/EU.

National Re stric tions

¢ Thisproductmeetsthe NationalRadio Interfface and the requirements specified in the National Frequency Alloc ation
Table forkaly. Unless this wirelessIAN productis o perating within the boundaresofthe ownersproperty, its use requires
a “generalauthorization.” Please checkhttp://www.sviuppoeconomico.gov.it/ formore details.

* Questo prodotto & conforme alla specifiche dilnterfaccia Radio Nazionalie rispetta il Piano Nazionale diripartizione
delle frequenze in kalia. Se non viene installato all'imtemo delproprio fondo, l'utilizzo diprodo tti Wire le ss LAN ric hied e
una “Autorizzazione Generale”. Consultare http://www.sviluppoeconomico.gov.it/ permaggioridettagh.

IatvieSuvaloda
(Latvian)

Arso Zyxeldeklare, ka iekQrtas a tbilst Dire ktivas 2014/53/ EU b Utiska jOm praslbOm un citiem arto saistitajie m no te kumie m.
National Re stric tions

¢ 'The outdoorusage ofthe 2.4 GHzband requires an authorization from the Eec tronic Communic ations Office. Please
checkhttp://www.esd.lv formore details.

e 24GHzfrekvenéujoslasizmantodanaidmpustelpAm nepieciedama atiauja no Elektronisko sakaru dire ke jas. Vaird k
informécias: http://www.esd.lv.

Lie tuviy kalba

Siuo Zyxeldeklaruoja, kad Sisjranga atitinka e sminius re ikala vimus ir kitas 2014/53/ EU Dire ktyvo s nuo stata s.

(Lithuanian)

Magyar Aluliro tt, Zyxe I nyilatkozom, hogy a berendezésmegfelela vonatkozé alapvets kovetelményeknek és az 2014/53/EU

(Hung arian) ranyelvegyéb elofrdsainak.

Malti (Malte se) HawnheKkk, Zyxel, jiddikjara idan taghmirjikkonforma mal-htidijiet e ssenzjaliu ma provvedimentiohrajn relevantiihemm
fid -Dirre ttiva 2014/53/ EU.

Nederands Hierbjjverklaart Zyxeldat het to e stel uitrusting in overeenstemming ismetde essentiéle eisenen de andere relevante

(Dutch) bepalingen van rc htlijn 2014/53/EU.

Po Iski (Po lish) Ninie jszym Zyxelo$wiadc za, Ze sprzetje st zgodny z zasadnic zymiwymo gamioraz po zo statymisto so wnymipo stano wie niami

Dyre ktywy 2014/53/EU.
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(Romanian)

Portugués Zyxeldeclara que este equipamento estd conforme com osrequisitosessenciaise outrasdisposic6esda Directiva 2014/53/
(Portuguese) EU.
RomAand Prin prezenta, Zyxeldeclard cOacestechipamenteste in conformitate cucerinfele esentiale sialte prevederirelevante ale

Dire c tivei2014/53/ EU.

Slo ve nCina

Zyxeltymto vyhlasuje, e zariadenia spifia zakladné poziadavky a vietky prisluiné ustanovenia Smemice 2014/53/EU.

(Slo vak)
Slo ve n&Cina Zyxelizjavla, da je ta oprema v skladu z bistve nimi za hte vamiin o stalimirele vantnimidolo Cili dire ktive 2014/53/EU.
(Slove ne)
Suo mi (Finnish) Zyxelvakuuttaa titen ettd laitteet tyyppinen laite on dire ktiivin 2014/53/EU o le e lliste n vaatimuste n ja sitd ko ske vien
dire ktiivin muiden e hto jen mukainen.
Sve nska Hamed intygarZyxelatt denna utrustning stirIo verensstimmelse med de viasentliga egenskapskravoch 6vriga relevanta
(Swedish) bestimmelsersom framgarav dire ktiv 2014/53/EU.
No sk BEkle rerhewed Zyxelatdette utstyreterIsamsvarmed de grunnleggende kravene og andre relevante bestemmelserl
(Norwe gian) dire ktiv 2014/53/EU.
Notes:

1. Although Norway, Switzeland and Liec htenstein are not EUmemberstates, the EUDirec tive 2014/53/EUhas also been implemented in those

countres.

2. The regulatory limits formaximum output powerare specified in EIRP. The EIRP level(in dBm) ofa device canbe calculated by adding the
gain ofthe antenna used (specified in dBi) to the output poweravailable atthe connector(specified in dBm).

List ofnationalcodes

COUNTRY 1ISO 3166 2 LETTER CODE | COUNTRY 1SO 3166 2 LETTER CODE
Austria AT Lie ¢ hte nste in I
Belgium BE Lithua nia LT
Bulg ara BG TIuxe mb o urg U
Croatia HR Malta MT
Cyprus CY Nethedands NL
Czech Republic CR Norway NO
Denmark DK Poland PL
Esto nia EE Portugal PT
Finland FI Romania RO
France FR Sebia RS
Gemany DE Slo va kia SK
Greece GR Slo ve nia ST
Hungary HU Spain ES
keland B Sweden SE
Teland E Switze dand CH
kaly o Turke y TR
Iatvia v United Kingdom GB

Safety Wamings

Do notuse thisproductnearwater, forexample,in a wetbasementorneara swimming pool

Do notexpose yourdevice to dampness, dust orcomosive liquids.

Do notstore thingson the device.

Do notobstructthe device ventiation slots as insufficient aiflow may harmm yourdevice. Forexample, do notplace the device in an

enclosed space suchasa boxorona very softsurface suchasa bed orsofa.

Do notinstall, use, orsewice thisdevice during a thunderstorm. There isa remote risk of elec tric shock from lightning.

e Connect ONLY suitable accessoriesto the device.

Do notopen the device orunit. Opening orremoving coverscan expose youto dangemus high voltage pointsorothe rrisks. ONLY qua lifie d

service personnelshould service ordisassemble thisdevice. Please contactyourvendorforfurthe rinfoma tion.

Make sure to connectthe cablesto the comectports.
Place connecting cablescarefully so thatno one willstep on them orstumble overthem.
Alwaysdisconnectallcablesfrom thisdevice before servicing ordisassembling.

Do notremove the plug and connectitto a poweroutletby itself; alwaysattach the plug to the poweradaptorfistbefore connecting it to

a poweroutlet.

* Do notallow anything to rest on the poweradaptororcord and do NOTplace the product where anyone can walk on the poweradaptor
orcond.

* Please use the provided ordesignated connectioncables/powercables/adaptors. Connectitto the rightsupply voltage (forexample, 110V

AC in North America 0r230V AC in Europe). Fthe poweradaptororcord isdamaged, it mightcause electrocution. Remove it from the

device and the powersource, repairing the poweradapterorcord isprohibited. Contact yourlocalvendorto ordera new one.

NWA50AX User's Guide

247



Appendix D Iegallnformation

* Do notuse the device outside, and make sure allthe connectionsare indoors. There isa remote riskofelectric shock from lightning.

e CAUION:Riskofexplosionifbatteryisreplaced by anincomecttype, dispose ofused batteriesaccording to the instruc tion. Dispose them at
the applicable collection point forthe recycling ofelectricaland electronic devices. Fordetailed information about recycling of this
product, please contactyourlocalcity office, yourhousehold waste disposalservice orthe store where you purchased the product.

e 'Thisdevice mustbe grounded by qualified service personnel Neverdefeatthe ground conductororoperate the device in the absence ofa
suitably installed ground conductor. Contactthe qualified seivice personnelif you are uncertain that suitable grounding isavailable.

e The folowing waming statementsapply, where the disconnectdevice isnotincorporated in the device orwhere the plug on the power
supply cord isintended to serve asthe disconnectdevice,

* Forpemanently connected devices, a readily accessible disconnectdevice shallbe incomporated extemalto the device;

e Forpluggable devices, the socket-outlet shallbe installed nearthe device and shallbe easilyaccessble.

Environment statement

EP (Energy-related Products)

Zyxelproducts put on the EUand United Kngdom marketin compliance with the requirement of the European Padiament and the Council
published

Dire ¢ tive 2009/125/EC and UKregulation establishing a framework forthe setting ofecodesign requirements forenergy-related products
(recast), so called

as "BP Directive (Energy-related Productsdirective) aswellasecodesignrequirementlaid downin applcable inplementing measures, power
consumption hassatisfied regulation requirements which are:

Network standby powerconsumption < 8W, and/or
Offmode powerconsumption < 0.5W, and/or
Standby mode powerconsumption < 0.5W.

Forwirele ss se tting, please referto the chapterabout wirele ss se ttings formore detail

Disposal and Recycling Information

The symbolbelow meansthataccording to localregulations yourproductand/oritsbattery shallbe disposed of separately from dome stic
waste. Fthisproductisend oflife, take itto a recycling station designated by localauthorities. At the time ofdisposal, the separate collection of
yourproductand/oritsbattery wilhelp save naturalresourcesand ensure thatthe envimnment is sustamable development.

Die folgende Symbolbedeutet, dass hrProdukt und/oderseine Batterie gem& den d1tlic hen Be stimmungen getrennt vom Hausmiillentsorgt
werden muss. Wenden Sie sich an eine Recyclingstation, wenn dieses Produkt das Ende seinerlebensdauereneicht hat. Zum Zeitpunktder
Entsorgung wid die getrennte Sammlung von Poduktund/oderseinerBatterie dazu beitragen, natiidiche Ressourcen zu sparen und die Unwelt
und die menschliche Gesundheit zu sc hiitze n.

Elsimbolo de abajo indica que segunlasregulacioneslocales, su producto y/o subateria deberin depositarse como basura separada de la
doméstica. Cuando este producto alcance elfinalde suvida tuti, lé velo a un punto limpio. Cuando legue elmomento de desecharel
producto,la recogida porseparado éste y/o subateria ayudard a salvarlosrecursosnaturalesy a protegerla salud humana y
medioambiental

Ie symbole ci-dessoussignifie que selonlesréglementationslocalesvotre produitet/ousa batterie doiventétre é iminéssépardmentdesordures
ménageres. lorsque ce produit atteint sa fin de vie, amenez-le 2 uncentre de recyclage. Aumomentde la mise aurebut,la collecte séparée
de votre produitet/oude sa batterie aidera 4 économiserlesressourcesnaturelleset protégerlenvionnementetla santé humaine.

Iisimbolo sotto significa che secondo iregolamentilocaliilvostro prodotto e/o batteria deve essere smaltito separatamente dairfiutidome stic i
Quando questo prodotto raggiunge la fine della vita diservizio portarlo a una stazione diriciclaggio. Almomento dello smaltimento, la raccolta
separata delvostro prodotto e/o della sua batteria ajuta a rispamiare risorse naturalie a proteggere lambiente e la salute umana.

Symbolen mnebérattenligtlokallagstiftning ska produktenoch/ellerdessbatterikastasseparatfran hushallsavfallet. Nirden harprodukten nar
slutet av sin livskingd ska duta den tilen atervinningsstation. Vid tiden forkasseringen bidrardu tilen bé ttre milio och ménsklig hilsa genom att
gora dig avmed den pa ett Atervinningsstille.
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UTHREERARERHEZGEE
WSEREPZEINRGERY | FRZE , 8. BRAEAZTUAGEEEEER. MANXNEEFERFAZHUERINE. BINXFERM 2 ERFEE
ERMZERTEGAEE  RRATERRR , BUBER  INEERTERSSEERR. teXEE  BRESEEINEFEZRREBER.
BEINRGEBRMEARRGEBENLE. NERBERAERENTERRBZ TE.
e S L RMIA R ER R ZIRIE.

UTHEREERARERBREXRZRIHEETSEE

FEMARERTRABLZERRTE  GEREER  BEASEEREL —REEE -

ZEES - RTENZE  FRMABNTESRIER:
- BOBLERBEK  OKEUNEES BB -
- BRRHEBCEORE - D2RRHEEK WK BRE - SKERERTREN KL -
. REERSSY) - YIBEKE - 559 - Dt - BYREMREBIOME -
- BWARE FERE  ERREEL0RE - BUSTR0ER -
- O7ERRELRE  DAERFERNEREES -

g

. BIREEREBREMANEH -

- MREB/AEBZENERX  SHEBRENER - BREEDRASEECHABZEN -

- BREENERTEENERNEFRELWE -

. BEORREELR -

- B7EBRREBOBHIL  ERERAEBTERREEE -

- FREEEMNEERMAEE (0465 / 8E8BE 110V AC - BNZ 230V AQ) -

- BEERZEBHZVEREZBHNERBIR  BIUOEENRR  BMEEEEEEN  SAEBSTTHER -
- B2ANEEEEREERATREERNER  HARE  FEEMECEENER BE—ENNEREES -
o BERIRBZEREIN  WREEBSHEREA -

o FOBE—MUREE -

- BERERBEMLNORBERENE -

- BEEEREBRNEFYE LMNFRRE -

- BRAERZRE  ERFBINIEZRIBRZEERE ;
- BHERAZRE  MELRERIRRZHMEEZNERY -

About the Symbols

Varous symbolsare used in thisproductto ensure conmectusage, to preventdangerto the userand others, and to prevent property damage.
The meaning ofthese symbolsare descrbed below. Eisimportantthat youread these descrptionsthoroughly and fully understand the
contents.
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Appendix D Iegallnformation

Explanation of the Symbols

SYMBOL EXPLANATION
Altemating cument (AC):

""-‘\‘_,p' AC isanelectric curmrentin which the flow ofelectric charge periodically reverses direc tion.
Direc t cument (DC):

DC if the unidirectionalflow ormovementofelectric charge camniers.

Earth; ground:

A wiring terminalintended forconnection of a Protective Earthing Conductor.

Class Iequipment:
D The method of protection against electric shockin the case ofclassTequipmentiseitherdouble insulation or
reinforced insulation.

Vie wing C ertific a tions

Go to http://www.zyxelcom to view thisproduct'sdocumentation and c ertific a tions.

Zyxel Limited Wamanty

Zyxelwamantsto the originalend user(purchaser) thatthisproductisfree from any defectsin materalorworkmanship fora specific period (the
Wamanty Period) from the date of purchase. The Wamanty Period variesby region. Check with yourvendorand/orthe authorized Zyxellocal
distributorfordetais about the Wamanty Period of this product. During the wamanty period, and upon proofofpurchase, should the product
have indicationsoffailure due to faulty workmanship and/ormatenals, Zyxelwill, atits discretion, repairorreplace the defective productsor
components without chaige foreitherpartsorlabor, and to whateverextentitshalldeem necessary to restore the productorcomponentsto
properoperating condition. Any replacementwillconsistofa new orre-manufactured func tionally equivalentproductofequalorhighervalue,
and willbe solely atthe discretion ofZyxel This wamanty shallnotapply ifthe producthasbeen modified, misused, tampered with,damaged by
anactofGod,orsubjected to abnomalworking ¢ onditions.

Note

Repairorreplacement, as provided underthis wamanty, is the exclusive remedy ofthe purchaser. This wamanty isin leu ofallother wamanties,
expressorimplied, ncluding any implied wamanty of merc hantability orfitness fora particularuse orpurpose. Zyxelshallin no eventbe held
liable forindirectorconsequentialdamagesofany kind to the purchaser.

D obtain the servicesof thiswamanty, contactyourvendor. You may also referto the wamanty policy forthe region in which you bought the
device athttp://www.zyxelcom/web/support_wamanty_info.php.

Registration

Registeryourproductonlne at www.zyxelcom to receive e-mailnoticesoffimware upgradesand related information.

Open Source lLicenses

Thisproduct may contain in part some free software distitbuted under GPLlicense terms and/orGPLlike licenses. Open source licensesare
provided with the frmware package. Youcandownload the latest frmware at www.zyxelcom. Fyou cannot find it there, contactyourvendor
orZyxelTechnical Support at suppont@zyxelcom.tw.

™ obtain the source code covered underthose Licenses, please contactyourvendororZyxelTechnicalSupportatsuppornt@zyxelcom.
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Symbols

Numbers

802.11k 19
802.11r 19
802.11v 19

A

AC.See APController
access 30
accessprvieges 16

accessusers 86
see also users 86

admin users 86
multiple logins 91
see also users 86

alerts 157,161, 162, 164, 165, 166
AP Controller 19, 22

applications
MBSSID 16
Repeater 13

Assisted Roaming, see 802.11k/v

B

backing up configuration files 169
Basic Service Set

Index

BSS 16

C

CA
and centificates 123

CA (Certificate Authority), see certificates
CEF(Common Event Format) 158, 164

Certificate Authority (CA)
see centificates

Certificate Management Potocol(CMP) 128

Certificate Revocation List (CRD) 123
vsOCSP 137

certificates 122
advantagesof 123
and CA 123
and FIP 156
and HTIPS 144
and SSH 153
and WWW 145
certification path 123, 130, 135
expired 123
factory-default 123
file formats 123
fingerprints 131, 136
impornting 126
notused forencryption 123
revoked 123
self-signed 123,127
serialnumber 130, 135
storage space 125,133
thumbprnt algorithms 124
thumbprints 124
used forauthentication 123
verifying fingerprints 124
certification requests 127, 128

see BSS . .
c e rtific a tions
Bluetooth viewing 250
BIE see Bluetooth Low Energy
channel 17
Bluetooth low Energy 19
boot dule 174 CII 27, 35
cotmodule button 35
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Index

messages 35 dualradios 17
popup window 35 dualradio application 17
Reference Guide 2

dynamic channelselection 76
cold start 42

commands 27
sentby Web Configurator 35
Common Event Format (CEF) 158, 164

configuration
mformation 178,193

E

encryption 13
ESSID 203
Extended Service Set IDentification 93

configuration files 167
atrestart 169
backing up 169
downlbading 170
downloading with FIP 155 F
editing 167
how appled 168
lastgood.conf 169, 171
managing 168

Fast Roaming, see 802.11r
FCC interference statement 244

startup-c onfig.conf 171 file extensions

startup-config-bad.conf 169 configuration files 167

syntax 167 shellscripts 167

system-default.conf 171 file manager 167

uplbading 172 Frefox 30

uploading with FIP 155 fimwa re

use withoutrestart 167 and restart 173
contactinformation 238 bootmodule, see bootmodule
cookies 30 current version 45,174
copyright 244 getting updated 173
CPUusage 45,47 uplbading 173,174
cunentdate/tine 45, 139 uploading with FIP 155

daylight savings 141 flash usage 45

setting manualy 142 FIP 27,155

time server 142 and cettificates 156

customersupport 238 with Transport layer Securty (TLS) 156

D G
date 139 Guide
daylight savings 141 ClReference 2
DCS 76
DHCP 139
and domamn name 139 H
diagnostics 178,193
disclaimer 244 HTTP

overSSL, see HTIPS
redirectto HTIPS 145

domain name 139
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vs HTIPS 144
HTIPS 143
and cettificates 144
authentic ating clients 144
avoiding waming messages 147
example 145
vs HTIP 144
with Intemet Explorer 146
with Netscape Navigator 146

Hyperlext TansferProtocoloverSecure Socketlayer,
se e HTIPS

IFEE 802.1x 94
mterface
status 46

mterfaces
as DHCPservers 139

mnterference 17
Intemet Explorer 30
Intemet Protocolversion 6, see IPv6

IPAddress 69, 189
gateway IPaddress 69

IPsubnet 69

Pv6 230
addressing 230
EUL64 232
globaladdress 230
interface ID 232
link-localaddress 230
NeighborDiscovery Protocol 230
ping 230
prefix 230
prefixlength 230
stateless autoconfiguration 232
unspecified address 231

J

Java

pemissions 30
JavaScrpts 30

K

key pairs 122

L

lastgood.conf 169, 171
IED suppression 180
IEDs 28

IocatorIED 181

log messages
categores 162,164, 165, 166
debugging 66

regular 66
typesof 66
logout

Web Configurator 34
logs
e-mailprofiles 157
e-mailng log messages 68, 161
formats 158
log consolidation 162
settings 157
syslog servers 157
system 157
typesof 157

MAC address
range 45

managementmode 20
Management, NCC 20
Management, Standalone 20
managing the device

good habits 27

using FIP, see FIP
MBSSD 16
memory usage 45,48

messages
CII 35

mode,default 20

modelname 44
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My Certificates, see also certificates 125

N

NCC, see Nebula ControlCenter
Nebula ControlCenter 20
Netscape Navigator 30
Network Time Protocol(NTP) 141

(0

objects
certificates 122
users, account
user 86

Onlne Certificate Status Potocol(OCSP) 137

vs CRL 137

overview 42,186

P

pop-up windows 30

poweroff 43

poweron 42
productregistration 250

Public -Ke y Infra struc ture (PK) 123
public -private key pairs 122

R

radio 17
Radio Frequency monitor 12
reboot 42,183
vsreset 183
Reference Guide, CII 2
re g istra tion
product 250
remote management
FIP, see FIP
WWW, see WWW

reset 205
vsreboot 183
vs shutdown 184
RESETbutton 43, 205
restart 183
RFinterference 17
RFmonitor, see Radio Frequency Monitor
RFC

2510 (Certificate Management Pootocolor
CMP) 128

Rive st, Shamirand Adleman public-key algorthm
(RSA) 127

RSA 127,135, 136

RSSIthre shold 99

S

SCEP (Smple Certificate Enrollment Protocol) 128
screen reso lution 30
Secure SocketIayer, see SSL
serialnumber 44
service control
and users 143
limitations 143
timeouts 143
Service Set 93

Service Set Identifier
see SSID
shellscripts 167
downloading 176, 193
editing 175, 192
how applied 168
managing 175, 192
syntax 167
uploading 177,193
shutdown 43, 184
vsreset 184
Simple Ce rtific ate Enrollment Protocol (SCEP) 128
SSH 151
and cettificates 153
clientrequirements 153
encryption methods 153
forsecure Telnet 154
how connectionisestablished 152
versions 153
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with Iinux 154 shellscripts 175, 192
with Mic ro so ft Windows 154 usage

SSD 16 CPU 45,47

SSID pro file flash 45
pre-configured 16 memory 45,48

SSID profiles 16 onboard flash 45

SSI, 143 userauthentication 86
starting the device 42 username
les 87
startup-c onfig.conf 171 res
femors 169 userobjects 86
missing atrestart 169 users 86
presentatrestart 169 access,see also accessusers

admin (type) 86

admin, see also admin users

startup-config-bad.conf 169

station 76
and serwice control 143
status 187 curmently logged in 45
stopping the device 42 defaultlease time 90, 92
supported browsers 30 default reauthentication time 90, 92
syslog 158, 164 lease time 89
syslog sewvers, see also logs limite d-admin (type) 86
lockout 91
system log, see logs
re authentic ation time 89
system name 44,139
typesof 86
system uptime 45 user(type) 86
System-default.conf 171 usernames 87
T \')
Telnet Vantage Report (VRPT) 158, 164
with SSH 154 VituallocalArea Network 72
time servers (default) 142 introduc tion 72
trademarks 244 VRPT(Vantage Report) 158, 164
Tansport LlayerSec urity (TLS) 156
troubleshooting 178, 193
Tusted Centificates, see also centificates 132 W

wam start 42

U wamanty 250
note 250
upgrading WDS 13
fimware 173 Web Configurator 26, 30
uploading access 30
configuration files 172 requirements 30
fimware 173 supported browsers 30
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WEP (Wired Equivalent Privacy) 94
wirele ss channel 203

wireless client 76

Wire le ss Distrib ution System (WDS) 13
wirele ssIAN 203

wire le ss ne two rk
example 75

overview 75

wireless profile 93
layer2isolation 93
MAC filtering 93
radio 93
securty 93
SSD 93

wire le ss sec urity 16, 203
wireless station 76
Wizard Setup 49

WIAN interface 17
WPA2 94

WWW 144
and certificates 145
see also HTIP, HTIPS 144

Y4

7DP 22
ZON Utility 22
ZyxelDiscovery Potocol 22
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