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Thisisa series Users Guide. Screenshots and graphicsin thisbook may differslightly from whatyou see
due to differencesin yourproduct fimware oryourcomputeroperating system. Every effort hasbeen
made to ensure thatthe information in thismanualisaccurate.

Related Documentation
e Quick Start Guide

The Quick Start Guide showshow to connectthe ZyxelDevice.
* More nformation

Go to support.zyxelcom to find otherinformation on the ZyxelDevice.
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Document Conve ntions

Wamings and Notes

These are how wamings and notesare shown in this guide.

Wamings tell you about things that could hamm you oryourZyxel
Device.

Note: Notestellyou otherimportant nformation (forexample, otherthings you may need to
configure orhelpfultips) orrecommendations.

Syntax Conventions
* The [IEdevice in thisusersguide maybe referred to asthe “Zyxel Device” in this guide.
* Productlabels, screen names, field labelsand field choicesare allin bold font.

e Arnghtangle bracket(>) within a screenname denotesa mouse click. Forexample, Ne twork Se tting
> Routing > DNS Route me ans you first ¢ lic k Network Setting in the navigation panel, then the Routing
submenu and finally the DNS Route tab to getto thatscreen.

Icons Used in Figures

Figuresin thisuserguide may use the folb wing generic icons. The ZyxelDevice iconisnotanexact
representation of yourZyxelDevice.

ZyxelDevic e Generc Router Switc h
Fire wall USBStorage Device
i -
Printer
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1.1 Overview

ZyxelDevice refersto these modelsasoutlned below.

OUIDOOR INDOOR
L[IE7240-M403 LIE3301-PLUS
LIE7461-M602 LIE5388-M804
L[IE7480-M804 LIFE5398-M904
[IE7480-S905 LIE3316-M604
LIE7490-M904 LIE5388-S905
LIE7485-3905

CHAPTER 1
Inttoduc tion

The folowing table descrbesthe feature differencesofthe ZyxelDevice by model

Table 1 OutdoorZyxelDevice Comparison Table

TIE7240- LIE7461- LIE7480- TIE7480- TIE7490- IIE7485-
M403 M602 M804 S905 M904 S905

2.4G WIAN A% A% v A% \% \%
5G WIAN - - - - - -
LTESpeed 150/50 Mbps | 400/150 Mbps | 600/100 Mbps 573/15.1 1200/150 573/15.1

(FDD-LIE) (FDD-LIE) Mbps Mbps Mbps

(IDD-LIE (IDD-LIE
config. #2) config. #2)
GigabitEthemet \% A% \% A% \% A%
Port
Ethe met WAN - - - - - -
IP Passthrough \% \'% A% \% A% A%
USB fo r File A% A% - A% - A%
Sharing
Extemal - - - - - -
Antennas
PoEjector A% A% - A% - v
Wall Mo unt \ \' \' A\ v v
Pole Mount - \'% A% A% v A%
Frmware 2.00 2.00 1.00 2.00 1.00 1.00
Version
Parental Control - - - - - -
Voice - - - - - -
TR0O69 \% \% \" v A% A%
IIESerie s Users Guide
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Table 2 IndoorZyxelDevice Comparison Table
LIE3301-PILUS IIE5388-M804 LIE5398-M904 IIE3316-M604 I1E5388-S905
2.4G WIAN A% A% A% A% A%
5G WIAN A% A% A% A% -
LIESpeed 300/50 Mbps 600/100 Mbps 1200/150 Mbps 300/50 Mbps 580/30 Mbps
GigabitEthemet v \% v \% A%
Port
Ethemet WAN IAN4 canbe a IANlcanbe a IANlcanbe a IANlcanbe a -
WAN backup. WAN backup. WANbackup. WAN backup.
IP Passthrough Available when Available when | Avaiable when Avaiable when A%
IAN4 doesn’tact IAN1 doesn’t IANl1 doesn’t IANldoesn’tact
asa WAN actasa WAN actasa WAN asa WAN
backup. backup. backup. backup.
USB fo r File \% \% \% - -
Sharing
Extemal A% - - - -
Antennas
PoEhjector - - - - -
Wall Mo unt - - - \% -
Pole Mount - - - - -
Frmware 1.00 1.00 1.00 2.00 1.00
Version
Parental Control A% A% \% - -
Voice - v \' v -
TR069 A% A% \% A% A%

The ZyxelDevice isan LIE(Iong Term Evolution) muterthat supports (but notlimited to) the following:

* WAN Bac kup (IIE3301-PIUS/ LIE5388-M804 / LIE5398-M904 / LIE3316-M604)

e Gigabit Ethemetconnection

e DHCP (Dynamic Host Configuration Protocol) server
* NAT(Network Addre ss Transla tion)
e DMZ (Demiltarized Zone)

* Port Forwarding/Tiggering
e AIG (Applcation IayerGateway)
e Embedded Bridge/Routermode

* Dynamic DNS(Domain Name System) forthe fist APN (AccessPoint Name)

e Static/Dynamic Route setting forRIP (Routing hformation Protocol)

* Remote ManagementunderBridge mode
* Address Resolution Protocol(ARP)
* Frewallthatuses Stateful Packet lnspection (SP) technology

* Protectsagainst Denialof Service (Do S) attacks

e Filterof ITAN MAC address, IANIPaddressand URILs

* Iocaland remote device management

* Fmware upgrade via TR-069 and Web Configurator

ITE Series User's Guid e
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The embedded Web-based Configuratorenables straightforward management and maintenance. Just insert the
SIM card (with an active data plan) and make the hardware connections. See the Quick Start Guide forhow to do
the hardware installation, wal/pole mounting, and Intemet setup.

Note: These are the theoreticaldownlink/uplinkrates. LIEspeed isaffected by strength ofsignal, network
congestion, LIEband(s) orfrequency(-ies) to which yourZyxelDevice isconnected, and so forth.

1.2 Application forthe Zyxel Device

Wireless WAN

The ZyxelDevice can connectto the hntemetthrough a 2G/3G/4G LIESIM card to accessa wireless WAN
connection. Justinsert a SIM card into the SIM card slot at the bottom ofthe ZyxelDevice.

Note: You must insert the SIM card into the card slot before tuming on the ZyxelDevice.

Youcaninstalltwo extemalantennasto improve yourwireless WAN signalstrength. See Table 1 on page 16 forthe
feature differences.

Wireless IAN (WiF)

Wielessclientscan connectto the IIEDevice to accessnetworkresources and the Inte met. Yo ur 'IE De vic e

i, ——

Wireless LAN .~ B LIE ° .. Wireless WAN

Intemet Access

YourZyxelDevice providesshared Intemetaccessby connecting to an IIEnetwork. Acomputercan connectto the
ZyxelDevice’s PoEinjectorora IAN por1t forconfiguration via the Web Configurator. See Table 1 on page 16 forthe
feature differences.
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Figure 1 ZyxelDevice’sIntemmet Access Application

LAN WAN
LTE (4G)/3G/2G

WiFi

.,_-—@

CamierAggregation (IIE7480-M804 / 'IE7490-M904/ LIE5388-M804 / LIE5398-M904 /
LIE3316-M604)

CamierAggregation (CA)isa technology to deliverhigh downlnkdata ratesby combining more than one camerin
the same ordifferentbandstogether.

Figure 2 ZyxelDevice’s CA Application

CA
Data Pipe

|

( )) Carrier 1 _._
EE Carrier 2 > P

Earrler 3

Ethemet WAN (LIE3301- PIUS / IIE5388-M804 / LIE5398-M904 / L'IE3316-M604)

Fyouhave anotherbroadband modem ormuteravailable, you can use the Ethemet WANportand thenconnectit
to the bonadband modem orruter. Thisway, youcan accessthe ntemetvia an Ethemet connection and still use
the Frewall function on the ZyxelDevice.

Note: For 'TE3301-P1US, convert IAN port numberfourasa WAN port first. See Section 6.4 on page 91 for
more information about the Network Setting > Bnadband > Fthemet WAN screen.

No te : For ITE5388-M804 / LlIE5398-M904 / I'TE3316-M604, convert AN port numberone asa WAN po 1t first.
See Section 6.4 onpage 91 formore information about the Network Se tting > Boadband >
Ethemet WAN screen.
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Figure 3 ZyxelDevice’sIntemet Access Applic ation: Ethemet WAN

WLAN | WAN

—— //II! | Ethemet — ’Iﬁhmé’l
. WAN Y o

LAN
—  —

1.2.1 WAN Priority (LIE3301-PLUS / I'lE5388-M804 / ['IE5398-M904 / LIE3316-
M604)

The WAN connection priorty is as follows:
1 Ethemet WAN

2 CelularWAN (3G/4G)

1.3 Manage the Zyxel Device

Use the Web Configuratorformanagementofthe ZyxelDevice using a (supported) web browser.

1.4 Good Habits forManaging the Zyxel Device

Do the following thingsregulardy to make the ZyxelDevice more secure and to manage the ZyxelDevice more

effectively.

* Change the password. Use a password that'snoteasy to guessand thatconsistsofdifferenttypesofcharacters,
such asnumbers and letters.

e Write down the password and putitin a safe place.

* Backup the configuration (and make sure you know how to restore it). Referto Section 34.2 on page 274.
Restoring an eardierworking configuration may be usefulifthe ZyxelDevice becomesunstable oreven crashes. ¥
you forget yourpassword to accessthe Web Configurator, you wil have to reset the ZyxelDevice to its factory
default settings. Fyoubacked up an earierconfiguration file, you would not have to totally re-c onfigure the Zyxel
Device. Youcould simply restore yourlast c onfiguration. Write down any information your ISP provide s you.

1.5 Front and Bottom Panels

The IED indicatorsare located on the front (LIE7240-M403 / LIE3301-PIUS/ LIE5388-M804 / LIE5398-M904 / LIE3316-
M604 / LIE5388-3905)/ the bottom panel(IlIE7461-M602 / LIE7480-M804 / LIE7480-S905 / LlIE7490-M904 / L'IE7485-3905)/
the rearpanels (LTE5388-M804 / LIE5398-M904 / LIE3316-M604).
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Front & Top Panels
Figure 4 Front Panel (LIE3301-PLUS)
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Figure 5 Front Panel (I'IE7240-M403)

et
Figure 6 Front Panel (ITE5388-M804 / ITE5398-M904)
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Figure 7 Tp Panel (LIE5388-M804 / LTE5398-M904 / LIE5388-S905)

Figure 8 Front Panel (I'IE3316-M604)

4

Figure 9 Tp Panel(ITE3316-M604)
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Figure 10 Font Panel (LIE5388-S905)
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Bottom / Rear/Side Panels

Figure 11 RearPanel (LIE3301-PLUS)
L1

=L | ==

“@ 10909 .0 p

EHEr EET T

—————— _— =

Figure 12 Bottom Panel (I'IE7240-M403)
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Figure 13 Bottom Panel(IIE7461-M602 / LTE7480-M804 / I'TE7480-S905 / L'TE7490-M904 / L'TE7485-S905)
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IED

Figure 14 RearPanel(LIE5388-M804 / LTE5398-M904)
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Figure 15

Figure 16 RearPanel (L'TE3316-M604)

Bo ttom Panel(ITE5388-M804 / LIE5398-M904 / LIE5388-S905)
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Figure 17 Side Panel (I'TE3316-M604)
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1.5.1 IEDs (Lights)

None ofthe IEDsare on if the ZyxelDevice isnotreceiving power.

Table 3 L[IE3301-PLUS LED De sc rip tio ns
IED COIOR | STATUS DESCRIPIION

POWER White On The ZyxelDevice isreceiving powerand ready foruse.

Blinking The ZyxelDevice isbooting orself-te sting.

Off The ZyxelDevice isnotreceiving power.

Intemet White On There is Intemet c onnec tion.

Blinking The ZyxelDevice is sending orreceiving IP tra ffic .

Off There isno Intemet connec tion.
LI 3G White On The ZyxelDevice isregistered and successfully connected to a 4G network.
Blinking The ZyxelDevice isconnected to a 3G network.
(slow)
Blinking The ZyxelDevice is trying to connectto a 3G/4G network
(fa st)
Off There isno service.
Green On The ZyxelDevice hasan Ethemetconnection on the WAN.
Off There isno Ethemetconnection on the WAN.
Signal Green On The signalstre ngth is e xc e lle nt.
Stre ng th Amber On The signalstrength is fair.
Red On The signalstrength ispoor.
Blinking There isno SIM card inserted, no signal, orthe signalstrength isbelow the
poorlevel
off The SIM cand isinvalid, orthe PINcode isnotcomect.
WIAN Green On The 2.4 GHz wirelessnetworkisactivated.
Blinking The ZyxelDevice is setting up a WPSconnection with a 2.4 GHz wire le ss
(slow) c lient.
Blinking The ZyxelDevic e is communic ating with 2.4 GHz wire le ss c lie nts.
(fast)
White On The 5 GHz wireless networkisactivated.
Blinking The ZyxelDevice is setting up a WPSconnec tion with a 5 GHz wire le ss ¢ lie nt.
(slow)
Blinking The ZyxelDevice is communic ating with 2.4 GHz and 5 GHz wire le ss c lie nts.
(fast)
Off The wirelessnetworkisnotactivated.
USB White On The ZyxelDevice recognizesa USBconnection through the USBport.

Blinking The ZyxelDevice is sending/receiving data to/from the USBdevice
connected to it.

Ooff The ZyxelDevice doesnotdetecta USBconnection through the USBport.

No te: Blinking (slow) meansthe IED blinksonce persecond. Blinking (fast) meansthe IED blinksonce per
0.5second.

ITE Series User's Guid e

25



Chapterl Introduction

Table 4 IIE7240-M403 LED De sc rip tio ns
IED COIOR | STATUS DESCRIPIION

POWER Green On The ZyxelDevice isreceiving powerand ready foruse.

Blinking The ZyxelDevice isbooting orself-te sting.

Off The ZyxelDevice isnotreceiving power.
ETHERNET Green On The ZyxelDevice hasa successful10/100/1000 Mbps Ethemet connection
with a device on the IncalArea Network (LAN).
Off The ZyxelDevice doesnothave an Ethemetconnection with the TAN.
LIF3G/2G Green On The ZyxelDevice isregistered and successfully connected to a 4G network.

Blinking The ZyxelDevice isconnected to a 3G/2G network.
(slow)

Blinking The ZyxelDevice is trying to connectto a 4G/3G/2G network.

(fast)
Off There isno service.
WIAN Green On The wirelessnetworkisactivated.
Off The wirelessnetworkisnotactivated.
Signal Green On The signalstre ngth is e xc e lle nt.
Stre ng th Orange On The signalstrength is fair.
Red On The signalstrengthispoor.
Blinking There isno SIM card inserted, the SIM card isinvalid, the PINcode isnot
comect.
Off There isno signalorthe signalstrength isbelow the poorlevel

No te : Blinking (slow) meansthe IED blinksonce persecond. Blinking (fast) meansthe IED blinksonce per
0.2second.

Table 5 I[IE7461-M602 / L'TE7480-M804 / L'TE7480-S905 / L'TE7490-M904 LED De sc rip tio ns

COIOR STATUS DESCRIPIION
Red Blinking The ZyxelDevice is booting orself-testing.
On The ZyxelDevice encountered anemnor.
Green Blinking The ZyxelDevice is trying to connectto the Intemet.
On The ZyxelDevice isconnected to the Intemet.
Amber Blinking The ZyxelDevice WiFiis on.

Table 6 LIE5388-M804 / LIE5398-M904 IED De sc rip tio ns

IED COIOR STATUS DESCRIPIION
Power/ System orUSB | Green On The ZyxelDevice isreceiving powerand ready foruse.
Blinking The ZyxelDevice isbooting.
Off The ZyxelDevice isnotreceiving power.
Blue On The ZyxelDevice issending/receiving data to/from the USB
device connected to it.
Off The ZyxelDevice doesnotdetecta USBconnection though
the USBport.
IIESeries Users Guide
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Table 6 LIE5388-M804 / I'TE5398-M904 1ED De sc rip tio ns (c ontinue d)

IED COIOR STATUS DESCRIPIION
Inte me t/ SMS Green On There is htemet connection.
Blinking There isa new SMSmessage.
Off There isno Intemet connection.
LIF'3G SignalStrength | Green On The signalstrength is exc e lle nt.
Orange On The signalstrength is fair.
Red On The signalstrength ispoor.
Blinking There isno I'TF/ 3G signalorthe signalstrengthisbelow the poor
level
Wi/ WPS Green On The WiFiAPisactivated.
Blinking Data isbeing transmitted and received.
(fa st)
Blinking The WPSisactivated.
(slow)
Voice Green On Atelephone connected to the PHONEport hasitsreceiveroff
the hook.
Blinking The ZyxelDevice isreceiving an incoming call
Off A telephone connected to the PHONEport hasitsreceiveron
the hook.
IAN Green On The ZyxelDevice recognizes an Ethemetcable through the
IANport.
Blinking The ZyxelDevice is sending/receiving data through the IAN.
Off The wirelessnetworkisnotactivated.

Table 7 IIE3316-M604 LED De sc rip tio ns

IED COIOR STATUS DESCRIPIION
Power White On The ZyxelDevice isreceiving powerand func tioning
propendy.
Blinking The ZyxelDevice isin the processofstarting up ordefault
restoring.
Off The ZyxelDevice isnotreceiving power.
Intemet White On The ZyxelDevice’s WAN connection isready, but there is no
tra ffic .
Blinking The ZyxelDevice is transmitting and receiving data through
the WAN.
Off The WAN connectionisnotready, orhasfailed.
LIF' 3G/ Ethemet White On The ZyxelDevice is suc c essfully connected to a 4G network.
Blinking The ZyxelDevice issuccessfully connected to a 3G network
Green On The ZyxelDevic e is suc c essfully connected to an Ethemet
WAN network.
LIF' 3G SignalStrength | Green On The signalstrengthisgood.
Orange On The signalstrength is fair
Red On The signalstrength ispoor.
Blinking A valid SIM card isinserted, but no signalisdetected.
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Table 7 LIE3316-M604 LED De sc rip tio ns (¢ ontinue d )

IED COIOR STATUS DESCRIPTION
Wik WPS White On Thisindic ates either5G and 2.4G wirelessIAN are bothonor
the 5G wireless [AN ison.
Blinking Thisindic ates either5G and 2.4G WPSare both on orthe 5G
WPSison.
Green On The 2.4G wireless IAN is on, but the ZyxelDevice isnot
sending/receiving data through the wirele ss TAN.
Blinking The ZyxelDevice isready and the 2.4G WPSison.
Voice White On A telephone connected to the PHONEport hasitsreceiver
on the hook.
Blinking The ZyxelDevice isreceiving an incoming call
Off Atelephone connected to the PHONEport hasitsreceiver
offthe hook.
IAN Green On A 10/100 MbpsIAN connectionisready.
Blinking The ZyxelDevice issending/receiving data at 10/100 Mbps
through a TAN port.
Off The wirelessnetworkisnotactivated.
Orange On A 1000 MbpsIAN connectionisready.
Blinking The ZyxelDevice is sending/receiving data at 1000 Mbps
through a TAN port.
Off The wirelessnetworkisnotactivated.

Table 8 ITE5388-S905 LED De sc rip tio ns

IED COIOR STATUS DESCRIPIION
Power Green On The ZyxelDevice isreceiving powerand ready foruse.
Blinking The ZyxelDevice isbooting.
Off The ZyxelDevice isnotreceiving power.
Intemet Green On There isan Intemet connection.
Off There isno Intemet connection.
LIE Signal Stre ng th Green On The signalstre ngth is e xc e lle nt.
Orange On The signalstrength is fair.
Red On The signalstrength ispoor.
Blinking A valid SIM card isinserted, but no signalisdetected.
Wity WPS Green On The wirelessnetworkisactivated.
Blinking The WPSprmcessisin progresss.
Off The WiV WPSisnotactivated.
IAN Green On The ZyxelDevice recognizes an Ethemet cable through the

TANport.

Table 9 IIE7485-S905 IED De sc rip tio ns

COIOR STATUS DESCRIPIION
Red Blinking The ZyxelDevice isbooting orself-te sting.
On The ZyxelDevice encountered anenor.
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Table 9 ILIE7485-S905 LED De sc rip tio ns

COIOR STATUS DESCRIPIION

Green Blinking The ZyxelDevice is trying to connectto the Intemet.
On The ZyxelDevice isconnected to the Intemet.

Amber Blinking The ZyxelDevice WiFiis on.

1.5.2 PanelPorts & Buttons

The connection portsare located on the bottom/rearpanels.

The following table describesthe itemson the bottom panel

Table 10 PanelPorts and Buttons

TIABEIS DESCRIPTION

ANTI-ANT2 Installthe extemalantennasto strengthen the cellularsignal

USB The USBportofthe ZyxelDevice isused forfile sharing.

IAN/Ethemet Connecta computervia the PoEinjectorforconfiguration.

Connectthe PoEinjectorto a poweroutletto start the device.

IAN/WAN For LTE5388-M804 / L'IE5398-M904 / I'IE3316-M604, connectan RJ45 cable to a modem to
connectto the ntemet when using a IANportasa WAN port.

IAN ForIE5388-M804 / ITE5398-M904 / I'TE3316-M604 / L'IE5388-S905, connectan RJ45 cable to a
computerto connectto the mtemalnetworklh using a IAN port.

Wik Pre ss the WIAN (WiF) button formore than five secondsto enable the wirelessfunction. T set
up a WiFiconnection between the ZyxelDevice and a wirele ss ¢ lie nt, pre ssthe WPSbutton for
longerthan five seconds for LTE5388-M804 / L'IFE5398-M904 / LTE5388-S905, and pre ss the WPS
button fortwo seconds forlIE3316-M604.

WPS Afterthe wireless function isenabled, press the WIAN button formore than one second but
lessthan five secondsto quickly setup a secure wirelessconnection between the Zyxel
Device and a WPScompatible client. o enable WPS, pre ss the WPS button forless than five
seconds for'TE5388-M804 / 'TE5398-M904 / 'TE5388-S905, and press the WPSbutton formore
than five seconds for IE3316-M604.

RESET Pre ss the button formore than five secondsto retum the ZyxelDevice to the factory defaults.

PO WER Button Pre ss the POWERDbutton afterthe poweradapterisconnected to start the ZyxelDevice.

POWER/DC IN Connectthe poweradapterand pressthe POWERDbutton to start the ZyxelDevice.

Reboot Pre ssthe RESETbutton formore than 2secondsbutlessthan 5 seconds, it willc ause the system
to reboot.

SIM c ard Insert a mic1wo-SIM card into the slot with the chip facing down and the beveled comerin the
top leftcomer.

PHONE For 'IE5388-M804 / I'TE5398-M904 / I'IE3316-M604, the phone portisused forVoIP and Vo LIE

INT EXT For IE5388-M804 / I'TE5398-M904, the intemalextemalswitch isused forselecting between

the intemalorextemal LIEantenna.

1.5.3 Tuming On/ Off Wiki

Use the WPS or WiF¥/ WPS button on the ZyxelDevice to tum on ortum o ff the wirele ss netwo rk.
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Note: Use the Wik func tion ofthe LTE7461-M602 / 'TE7480-M804 / I'TK7480-S905 / L'TE7490-M904 / L'TK7485-
S905 forconfiguration (forexample, connectto the ITEAlly app of yourmobile device to find the
optimal LlEsignalstrength and manage yourIE7461-M602 / L'TE7480-M804 / L'TE7480-S905 /
LIE7490-M904 / IlIE7485-3905).

Figure 19 [IE3301-PLUS WiF¥ WPS Button
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Figure 20 [IE7240-M403 Wil Button
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Figure 22 [E5388-M804 / LTE5398-M904 / LIE5388-S905 WPSb utton

Figure 23 [IE3316-M604 WPSbutton
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To tum on WiFi:

* Make sure the POWERIED is on and not blinking. Pre ss the WiFior WiFY WPS button formore than 5 seconds and
release it.

For LIE3301-PLUS:
Once WiFiis tumed on, the WIAN LED tums gre e n/ white .

For LIE7240-M403:
Once WiFiis tumed on, the WIAN IED shines green.

ForIE7461-M602 / I'TE7480-M804 / I'TE7480-S905 / LlIE7490-M904 / I'TE7485-S905:
Once WiFiistumed on, the IED blinks amber.

Fo r LTE5388-M804 / I'IE5398-M904 / I'TE5388-S905:
Once WiFiistumed on, the IED tums green.

e Make sure the POWERIED ison and not blinking. Pre ss the WiFi or WiF¥ WPS button for2 sec onds.

ForLIE3316-M604:
Once WiFiis tumed on, the WIAN ILED tums gre e n/ white .
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To activate WPS (WiFi must be already on):

Youcanalso quickly setup a secure wirelessconnection between the ZyxelDevice and a WPS-compatible clientby
adding one device ata time.

* Pressthe WiFior WiFY WPS button formore than 1 second butlessthan 5secondsand release it (pressing more
than 5 seconds will tum o ff WiFi). Pre ss the WPSbutton on another WPS-enabled device within range ofthe Zyxel
Device.

Fo r [TE3301-PLUS:
Once a wirelessconnection isready, the WLAN IED tums green/white .

ForI'IE7240-M403:
Once a wirelessconnection isready, the WLIAN IED shines green.

ForIlE7461-M602 / I'IE7480-M804 / I'TE7480-S905 / I'TE7490-M904/ ITE7485-S905:
Once a wirelessconnectionisready, the IED blinks amber.

Fo r LIE5388-M804 / I'IE5398-M904 / I'TE5388-S905:
Once a wirelessconnection isready, the WPSIED blinks green.

* Pressthe WiFior WiF¥ WPS button formore than 5 second ofthe ZyxelDevice and release it. Pre ss the WPSbutton
on another WPS-enabled device within range ofthe ZyxelDevice.

ForIIE3316-M604:
Once a wirelessconnectionisready, the WPS IED b links gre e n/ white .

¢ Pressthe WPSbutton formore than 1-4 secondsofthe ZyxelDevice and release it. Pre ssthe WPSbutton on
another WPS-enabled device within range ofthe ZyxelDevice.

To tum off the wirele ss network:
* Pressthe WiFior WiFV WPS button formore than 5 seconds.

Fo r 'TE3301-PIUS:
The WIAN IED tums o ff when the wirele ss network is o ff.

Fo r TE7240-M403:
The WIAN IED tums o ff when the wirele ss network is o ff.

ForIIE7461-M602 / I'TE7480-M804 / I'TE7480-S905 / I'TE7490-M904/ I'IE7485-S905:
The amberIED tums o ff when the wire le ss netwo rk is o ff.

Fo r I'TE5388-M804 / I'TE5398-M904 / I'TE3316-M604 / LITE5388-S905:
The WIAN IED tums o ff when the wire le ss netwo rk is o ff.

* Pressthe WiFior WiFV WPS button for2 seconds.

For TE3316-M604:
The WIAN IED tums o ff when the wirele ss network is o ff.

1.5.4 The RESET Button

Fyouforgetyourpassword orcannotaccessthe Web Configurator, you wilneed to use the RESETbutton of the
ZyxelDevice asshown in the following figure to reload the factory-default c onfiguration file. This me ans that you wil
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lose allconfigurationsthat you had previously saved. The password wilbe resetto the default (see the ZyxelDevice
label) and the IPaddresswillbe resetto 192.168.1.1.

Figure 24 Reset Button (ITE3301-PLUS)
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Figure 25 Reset Button (LIE7240-M403)
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Figure 26 Reset Button (IIE7461-M602 / I'TE7480-M804 / I'IE7480-3905 / 'TE7490-M904/ LIE7485-S905)
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Figure 27 Reset Button (ITE5388-M804 / LIE5398-M904)
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Figure 28 Reset Button (I'IE3316-M604)
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Figure 29 Reset Button (LIE5388-S905)
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1 Make sure the ZyxelDevice isconnected to powerand POWERIED ison.

@

2 D setthe ZyxelDevice backto the factory default settings, press the RESETbutton for5 seconds.

Note: Fyou pressthe RESETbutton formore than 2 secondsbutlessthan 5 seconds, it willcause the
system to reboot/restart.

1.6 Wall Mounting

Please referto the installation guide below forthe wallmounting procedures of the I'IE3316-M604. You may need
screw anchorsif mounting ona concrete orbrickwall
Table 11 WallMounting Information

Distance between holes 100 mm
M4 Screws Two
Screw anchors (optional) Two

Do the following to attach yourZyxelDevice to a wall

1 Selecta position free of obstructionson a wallstrong enough to hold the weight ofthe device.

2 Marktwo holesonthe wallatthe approprate distance apart forthe screws.

Be careful to avoid damaging pipes orcables located inside the wall when
dilling holes forthe screws.
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Do not wall mount the Zyxel Device overa heightof2 m.

3 Ifusing screw anchors, drilltwo holesforthe screw anchorsinto the wall Push the anchorsinto the full
depth ofthe holes, then insert the scre wsinto the anchors. Do notinsert the screwsallthe wayin -leave
a smallgap ofabout 0.5 cm.

Fnotusing screw anchors, use a screwdriverto insert the screwsinto the wall. Do notinsert the screwsallthe way in -

leave a gap ofabout0.5 cm.

4 Make sure the screwsare fastened wellenough to hold the weight ofthe ZyxelDevice with the
connectioncables.

5 Algn the holeson the backofthe ZyxelDevice with the screwson the wall Hang the ZyxelDevice on
the screws.

Figure 30 Wall Mo unting Example

Figure 31 Wall Mounting Screw Spe c ific a tio ns
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C HAPTER 2
The Web Configurator

2.1 Overview

The Web Configuratorisan HIMI-based management nterface thatallows easy system setup and
management via Intemetbrowser. Use a browserthat supports HIMI5, such as Intemet Explorer11,
Mo zilla Firefox, orGoogle Chrome. The recommended screen resolution is 1024 by 768 pixels.

Inorderto use the Web Configuratoryou need to allow:

* Web browserpop-up windows from yourZyxelDevice.
e JavaScript (enabled by default).

* Java pemissions (enabled by default).

2.1.1 Access the Web Configurator

1 Make sure yourZyxelDevice hardware ispropery connected (referto the Quick Start Guide).

2 Tlaunchyourweb browser. Fthe ZyxelDevice doesnotautomatically re-direct you to the login screen,
go to http://192.168.1.1.

3 Apassword screen displays. Selectthe language you prefer(upperrght).

4 D accessthe Web Configuratorand manage the ZyxelDevice, type the default usemame admin and
the randomly assigned default password (see the ZyxelDevice label) in the Ingin screen and clickIogin.
Fyouhave changed the password, enteryourpassword and clickIogin.

Figure 32 Password Screen
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Note: The first time you enterthe password, you willbe asked to change it. Make sure the new
password must contain atleast one uppercase letter, one owercase letterand one
number.

5 'The Connection Status screen appears. Use thisscreen to configure basic hntemetaccessand wireless
se tting s.
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Figure 383 Connec tion Status
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2.2 Web ConfiguratorIlayout

Figure 34 Screen Ilayout
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Asillustrated above, the main screen isdivided into these parts:

e A-Settingskon (Navigation Panel& Side Bar)
e B-Widgetkon
e C -Main Window

2.2.1 Settings Icon

Click thisicon (E’) to see the side barand navigation panel

2.2.1.1 Side Bar

The side barprovides some iconson the right hand side.
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Figure 35 Side Bar
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The icons provide the following func tio ns.

Table 12 Web Configuratork onsin the Ttle Bar

ICON DESCRIPTION
Wizard: Click thisicon to open screens where you can configure the ZyxelDevice’s time zone
I;I and wireless settings. See Chapter3onpage 45 formore information about the Wizard sc reens

Cal TH HH

Theme: Click thisicon to selecta colorthat you preferand apply it to the Web Configurator.
&

b
Thomie

Ianguage: Selectthe language youprefer.

Restart: Click thisicon to reboot the ZyxelDevice without tuming the poweroff.

Iogout: Click thisicon to log out ofthe Web Configurator.
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2.2.1.2 Navigation Panel

Use the menu items on the navigation panelto open screensto configure Zyxel Device features. The

following tablesdescribe each menu item.

Table 13 Navigation Panel Summary

IINK TAB FUNCTION
Home Use thisscreen to configure basic Intemetaccessand wirele ss se tting s.
This screen also showsthe network statusofthe ZyxelDevice and
computers/devicesconnected to it.
Ne two rk Se tting
Broadband Broadband Use thisscreen to view and configure ISPparameters, WAN IP address
assignment, and otheradvanced properties.
WAN Bac kup Use thisscreen to configure yourZyxelDevice’s Inte met se tting s if the
cellularconnection isdown.
Ethe met WAN Use thisscreen to convertthe IAN port as WAN port, orrestore the WAN
portto IAN port.
Cellular WAN Use thisscreen to c onfigure an LIEWAN c onnec tion.
Cellular APN Use thisscreen to c onfigure the AccessPoint Name (APN) provided by
yourservice provider.
Celular SIM Use thisscreen to entera PIN foryourSIM card to prevent others from
using it.
CellularBand Use thisscreen to configure the I'lEfrequency bandsthatcanbe used
forlmtemetaccessasprovided by yourserwice provider.
Cellular PIMN Use thisscreen to view avaiable PIMNs and selectyourpreferred
network.
CelularIP Use thisscreen to enable IP Passthrough mode (bridge mode).
Passthrough
Note: Thisscreenisnotavailable when the fourth IAN portacts
asan Ethemet WAN port. See Table 1 on page 16 forthe
feature differencesofthe ZyxelDevices.
CelularIock Use thisscreen to enable ordisable PCIIock
Wire le ss General Use thisscreen to configure the wirele ss AN settings and WIAN
authe ntic a tio n/ se ¢ urity se tting s.
Guest/More AP Use thisscreen to ¢ onfigure multiple BSSs on the ZyxelDevice.
MAC Use thisscreen to blockorallow wireless traffic from wirelessdevicesof
Authentic ation certain SSIDs and MAC addressesto the ZyxelDevice.
WPS Use thisscreen to configure and view your WPS(WiFi Protected Setup)
se tting s.
WMM Use thisscreen to enable ordisable Wi MultiMedia (WMM).
Others Use thisscreen to configure advanced wire le ss se ttings.
WIAN Scheduler | Use thisscreen to create rulesto schedule the times to permit ntemet
traffic from each wirelessnetworkinterfaces.
Channel Sta tus Use thisscreen to scan wireless TAN channelnoises and view the results.
Home ] TAN Se tup Use thisscreen to c onfigure IAN TCP/IP settings, and otheradvanced
Ne two rking properties.
Static DHCP Use thisscreen to assign specific IPaddressesto individual MAC
addresses.
UPnP Use thisscreen to tum UPnP and UPnP NATTon oroff.
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Table 13 Navigation PanelSummary (c ontinued)

IINK TAB FUNCTION
Ro uting Sta tic Route Use thisscreen to view and setup static routeson the ZyxelDevice.
DNS Ro ute Use thisscreen to forward DNSqueresforcertain domain namesthrough
a specific WAN interface to its DNSserve(s).
Po lic y Ro ute Use thisscreen to configure policy routing on the ZyxelDevice.
RIP Use this screen to ¢ onfigure Routing Information Protocolto exchange
ro uting info mation with otherro uters.
NAT Port Forwarding Use thisscreen to make yourlocalservers visible to the outside word.
Po rt Trig g e ring Use thisscreen to change yourZyxelDevice’sport triggering se ttings.
DMZ Use thisscreen to configure a defaultserverwhichreceivespacketsfrom
portsthatare notspecified in the Port Forwarding screen.
AIG Use thisscreen to enable ordisable SIP ALG.
Address Mapping | Use thisscreen to change yourZyxelDevice'sIPaddressmapping
se tting s.
Se ssio ns Use thisscreen to imit the numberof NATsessionseach clientcan use.
DNS DNS Entry Use thisscreen to view and configure DNSroutes.
Dynamic DNS Use thisscreen to allow a static hostname aliasfora dynamic IPaddress.
USB USB Servic e Use thisscreen to enable file sharing via the ZyxelDevice.
Se ¢ urity
Frewall General Use thisscreen to configure the securty levelofyourfirewall
Protocol Use thisscreen to add Intemet services and configure firewallrules.
AccessControl Use thisscreen to enable specific traffic direc tions fornetwork services.
DoS Use thisscreen to activate protection against Denialof Service (Do S)
attacks.
MAC Filter MAC Fiter Use thisscreen to blockorallow traffic from devicesofcertain MAC
addressesto the ZyxelDevice.
Parental ParentalControl | Use thisscreen to define time periodsand days during which the Zyxel
Control Device performsparentalcontroland/orblock web site s with the
specific URL
Certtificates IocalCertificates | Use thisscreen to view a summary listof centificates and manage
certificates and cetific ation re q ue sts.
Trusted CA Use thisscreen to view and manage the list ofthe trusted CAs.
Voice Voice Mode Use thisscreen to enable the Voice Mode on the ZyxelDevice.
SIP Use thisscreen to set up nformation about yourSIP account.
Phone Use thisscreen to change settingsthatdepend on the country you are
n.
CallRule Use thisscreen to add, edit, orremove speed-dialnumbers foroutgoing
calls.
Call Histo ry Use thisscreen to view a c all histo ry list.

Syste m Mo nitor
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Table 13 Navigation PanelSummary (c ontinued)

IINK

TAB

FUNCTION

Iog

System Iog

Use thisscreen to view the statusofeventsthatoccumed to the Zyxel
Device. Youcanexportoremailthe logs.

Se c urity Io g

Use thisscreen to view allsecurity related events. You can select the
leveland category ofthe security eventsin theirproperdrop-down list
window.

Ievelsinclude:

* Emergency

e Alent

e Crtical

e Enor

e Waming

e Notice

¢ Informational
e Debugging

Categoriesinclude:

e Account

e Attack

e TFrewal

e MAC Hilter

Taffic Status

WAN

Use thisscreen to view the statusofallnetwork traffic going through the
WAN port ofthe ZyxelDevice.

IAN

Use thisscreen to view the statusofallnetwork traffic going through the
IAN portsofthe ZyxelDevice.

Vo IP Status

Vo IP Sta tus

Use thisscreen to view VoIP registration, cunrent c all status and phone
numbers.

ARPtable

ARP table

Use thisscreen to view the ARPtable. It displaysthe IPand MAC address
ofeach DHCP connection.

Routing Table

Routing Table

Use thisscreen to view the routing table on the ZyxelDevice.

WAN Sta tion
Sta tus

WAN Sta tion
Sta tus

Use thisscreen to view the wireless stationsthatare cunently associated
to the ZyxelDevice’s wireless TAN.

Cellular WAN
Sta tus

Cellular Sta tistic s

Use thisscreen to lookatthe cellularnte met c onnec tion status.

Maintenance

Syste m

Syste m

Use thisscreen to set the ZyxelDevice name and Domain name.

UserAccount

UserAccount

Use thisscreen to change the userpassword on the ZyxelDevice.

Remote MGMTSewices Use thisscreen to enable specific traffic direc tions fornetwork services.
Management
MGMTSerwices Use thisscreen to enable variousapprwachesto accessthis ZyxelDevice
forIP Passthrough | emotely form a WAN and/orIAN connec tion.
Trust Domain Use thisscreen to view a listof public IPaddresses which are allowed to
accessthe ZyxelDevice through the servicesconfigured in the
Maintenance > Remote Managementscreen.
Tust Domain for | Use thisscreen to enable public IPaddressesto accessthis Zyxel Devic e
IP Passthrough remotely from a WAN and/orIAN connec tion.
TR-069 Client TR-069 Client Use thisscreen to c onfigure yourZyxelDevice to be managed remotely
by an Auto Configuration Server (ACYS) using TR-069.
Tme Tme Use thisscreen to change yourZyxelDevice’stime and date.
Email Email Notification | Use thisscreen to configure up to two maiserwersand senderaddresses
No tific a tion on the ZyxelDevice.
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Table 13 Navigation PanelSummary (c ontinued)

IINK TAB FUNCTION
Iog Setting Iog Setting Use thisscreen to change yourZyxelDevice’slog settings.
Fimware Fimware Use thisscreen to upload fimware to yourZyxelDevice.
Upgrade Upgrade

Backup/Restore | Backup/Restore Use thisscreen to backup and restore yourZyxelDevice’s configuration

(settings) orreset the factory default settings.

Reboot Reboot Use thisscreen to reboot the ZyxelDevice witho ut tuming the powero ff.
Dia g no stic Ping &Tacerute | Use thisscreen to identify proble ms with the DSLconnection. You can
&Nslo o kup use Ping, TraceRoute, orNslookup to help you identify proble ms.

2.2.1.3 Dashboard

Use the menu itemsin the navigation panelon the rightto open screensto configure the ZyxelDevice’s
features.

Figure 36 Navigation Panel
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2.2.2 Widgetlcon

C]ickthisicon(!') in the lowerleftcomerto amange the screenorder.
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Figure 37 Widgetkon
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The following screen appears. Selecta blockand hold it to move arund. Clic k the Checkicon(El)in

the lowerleftcomerto save the changes.

Figure 38 'The Screen Order
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C HAPTER 3
Quick Start

3.1 Overview

Use the Wizard screens to configure the ZyxelDevice’stime zone and wire le ss se tting s.

Note: See the technicalreference chapters(starting on Chapter5on page 72) for
background information on the featuresin thischapter.

3.2 Quick Start Se tup

Youcan clickthe Wizard icon in the side barto open the Wizard screens. See Section 2.2.1.1 onpage 38
formore information about the side bar. Afteryou click the Wizard icon, the following screen appears.
ClickIets go to proceed with settings on time zone and wireless networks. t willtake you a fe w minute s
to complete the settings on the Wizard screens. You can click Skip to leave the Wizand sc reens.

Figure 39 Wizard - Home
Guick Start Wimrd
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3.3 Time Zone

Selectthe time zone ofyourlocation. Clic k Next.
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Figure 40 Wizard - Time Zone
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3.4 The Intemet Connection Se tup

Selectthe htemetconnection mode ofthe ZyxelDevice. Click Nextto c ontinue.

Figure 41 Wizand - Intemet
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3.4.1 SuccessfulIntemet Connection

The ZyxelDevice has htemetaccess.

Figure 42 Wizard - Successful Intemet Connection
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3.4.2 Unsuccessful ntemet Connection

The ZyxelDevice didn’tdetecta WAN connec tion.

Figure 43 Wizard - Intemet Connectionisdown

3.5 Quick Start Se tup-Wirele ss

Tum WiFion oroff. Fyou keep it on, record the WiFiName and Password in thisscreen so youcan
configure yourwireless clientsto connectto the ZyxelDevice. Fyou want to show orhide your Wil
password, click the Eye icon (%5#).

Figure 44 Wizard - Wire le ss

Gnie

Note: Youcan also enable the wireless service using any ofthe following methods:
Clic k Network Setting > Wireless to open the Generalscreen. Then select Enable in the
Wireless field. Or, Press the WiFibutton located underthe RESETbutton (see Section
1.54onpage 32 forthe location and forhow long the wire le ss func tion is tumed on) for
one second.
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3.6 Quick Start Se tup-Finish

YourZyxelDevice savesyoursettingsand attemptsto connectto the Intemet.
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C HAPTER 4
Tutonals

4.1 Overview

Thischapterprovide s tutorials forse tting up yourZyxel Device.

* SetUp a Wirele ss Netwo 1tk Using WPS

* Connectto the ZyxelDevice’s Wik Ne two rk
e Use Multiple SSIDs on the ZyxelDevice

* Make a VoIP/VoLIEPhone Cal

* Configure a Fire wall Rule

e Configure MAC Filter

* Upgrade Fiimware on the ZyxelDevice

e Backup a Configuration Fle

* Restore Configuration

* Connectto the Intemet

¢ Configure DHCP

e Configure Static Route for Routing to AnotherNetwo 1k
* Accessthe ZyxelDevice Using DDNS

4.2 SetUp a Wireless Ne twork Using WPS

Thissection givesyou an example of how to set up wirele ss network using WPS. Thisexample use s the
ZyxelDevice asthe APand a WPS-enabled Android smartphone asthe wireless c lie nt.

There are two WPSmethodsforcreating a secure connection via the web configuratororutiity. This
tutorialshows you how to do both.

* Push Button Configuration (PBC) - create a secure wirelessnetwork simply by pressing a button. See
Section 4.2.1 on page 50. Thisis the easiermethod.

* PIN Configuration-create a secure wirelessnetworksimply by entering a wirele ss ¢ lie nt's PIN (Personal
Id entific ation Number) in the ZyxelDevice’sinterface. See Section 4.2.2 on page 51. Thisis the more
secure method, since one device can authenticate the other.
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4.2.1 Push Button Configuration (PBC)

1 Make sure thatyourZyxelDevice is tumed on. Make sure the wireless IAN is tumed on by pressing the
WiF/ WPS button fortwo seconds, and thatthe device isplaced within range of yournotebook (for
IIE3316-M604). Formore information about Wi/ WPS se tting s, see Section 1.5.3 on page 29.

2 WPSisenabled by default on the ZyxelDevice. Fnot, log into the ZyxelDevice’s Web Configuratorand
pre ss the Push Button in the Configuration > Network Se tting > Wireless > WPSscreen. You can either
press the WPSbutton on the ZyxelDevice’stop/side panelorpress WPS in the screen.

3 Go to yourphone settings and tum on WiF. Open the WiFinetwo rks list and tap WPS Push Button orthe

WPSicon(@).

Note:ktdoesn’t matter which button is pressed first. You must pre ss the second button within
two minutesof pressing the first one.

The ZyxelDevice sendsthe properconfiguration settings to the wirele ss ¢ lient. This may take up to two
minute s. Then the wirelessclientisable to communic ate with the Zyxel Device securely.

The following figure showsyou an example to setup wireless network and security by pressing a button
on both ZyxelDevice and wireless c lient (the Andrid smartphone in thisexample).

Figure 45 Example WPSProcess: PBC Method

Wireless Client
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4.2.2 PIN Configuration

When you use the PIN configuration method, youneed to checkthe client's PINnumberand use the
ZyxelDevice’s configuration interface.

1 Go to yourphone settingsand tum on WiF. Open the WiFine two rks list and tap WPS PIN Entry to geta
PIN number.

2 Enterthe client’'s PIN numberin the PIN field in the Configuration > Ne twork Se tting > Broardband >
Cellular SIM screen on the ZyxelDevice.

3 ClckStartbutton (orthe button next to the PIN field) on the ZyxelDevice’s CellularSIM sc re e n within two
minute s.

The ZyxelDevice authenticatesthe wirelessclient and sendsthe properconfiguration settings to the
wirele ss c ient. Thismay take up to two minute s. Then the wirelessclientisable to communic ate with the
ZyxelDevice securely.

The following figure showsyou the example to set up wireless network and sec urity on Zyxel Device and
wire le ss c lient (e x. the Android smartphone in thisexample) by using PIN Me thod.
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Figure 46 Example WPSProcess: PIN Method
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4.3 Connectto the Zyxel Device’s Wiki Ne twork

In thisexample, you’ve configured the ZyxelDevice’s Wi Network to the following se ttings.

‘SSID |SS]D_Examp1e ‘

LTE Series Users Guide

52



Chapter4 Tutorals

Channel 6
Se c urity WPA2-PSK

(Pre-Shared Key: ThisismyWPA-PSKpre -share d ke y)

Note: In thisexample, we use a Windows 7 laptop that hasa built-in wirelessadapterasthe
wire le ss ¢ lie nt.

The ZyxelDevice supports IEEE802.11b, IEEE 802.11g, and IEEE802.11n wire le ss ¢ lie nts. Make sure that
yournotebookorcomputerswirelessadaptersupports one ofthese standards.

Click the WiFiicon in yourcomputers system tray.

The Wireless Network Connection screen displays. Clic k the re fre sh button to update the list of the
avaiable wirele ss APs within range.

Select SSID_Example and click Connect.
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The following screen displaysif WPSisenabled on the ZyxelDevice but you didn’t pre ss the WPSbutton.
Click Connectusing a security key instead.
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Type the nebwork security ey

Security ey ThisismyWek- P e-sharedios]
17 Hide characiers

ok ] [ conce |

7 Checkthe statusofyourwireless connection in the screen below.
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8 Ifthe wielessclientkeepstrying to connectto oracquiring an IPaddress from the Zyxel Device, make
sure you entered the comect securty key.

I the connection haslimited orno connec tivity, make sure the DHCP serverisenabled on the Zyxel

Device.

Fyourconnection issuccessful, open yourlntemetbrowserand enterhttp://www.zyxelcom orthe URL
ofany otherwebsite in the addressbar. Fyou are able to accessthe web site, yourwireless connec tion
is suc c e ssfully c onfigured.

4.4 Use Multiple SSIDs on the Zyxel Device

You can configure more than one SSID on a ZyxelDevice. See Section 7.3 on page 106.

This allows you to configure multiple independent wirele ss networks on the ZyxelDevice asif there were
multiple APs (virtual APs). Each vitual AP hasits own SSID, and wire le ss se ¢ urity type . Thatis,each SSID on
the ZyxelDevice represents a different access point/ wirele ss network to wire le ss ¢ lients in the ne two rk.

Clientscan associate only with the SSIDs for whic h they have the comect sec urty se ttings. Clie nts using
different SSIDscan accessthe hntemetand the wired networkbehind the ZyxelDevice (such asa

printer).

Forexample, you may setup three wirelessnetworks (A, Band C) in youroffice. A isforworkers, Bisfor
guestsand C isspecific to a VoIPdevice in the meeting room.
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4.4.1 Configure Sec urity Se ttings of Multiple SSIDs

The ZyxelDevice isin omutermode by default.
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Thisexample shows you how to configure the SSIDs with the following parameters on yourZyxelDevice.

SSID SEC URITY TYPE KEY
SSID_Wortker WPA2-PSK Do No tSte a IMyWire le ssNe two tk

WPA Compatible
SSID_Vo IP WPA-PSK VoIPOnly12345678
SSID_Gue st WPA-PSK keyexample 123

1 Connectyourcomputerto the IAN port ofthe ZyxelDevice using an Ethemetcable.

2 'The defaultIPaddressofthe ZyxelDevice is “192.168.1.1”. In thiscase, yourcomputermust have an IP
addressin the range between “192.168.1.2” and “192.168.1.254”.

3 ClckStart> Runon yourcomputerin Windows. Type “cmd” in the dialog box. Enter“ipc onfig” to show
yourcomputersIPaddress. FyourcomputersIlPaddressisnotin the comectrange thensee Section 7.3
onpage 106 forinformation on changing yourcomputersIPaddress.

4 Afteryou've setyourcomputersIPaddress,opena web browsersuch asIntemet Explorerand type
“http://192.168.1.1” asthe web addressin yourweb browser.

5 Use “admin” asthe username and “1234” (default) asthe password and clickIogin.

6 Go to Configuration > Network Se tting > Wireless > Guest/ More AP. Clic k the Modify/Editicon of the first
entry to configure wirele ss and sec urity se tting s for SSID_Worker.

Lea@ iU M P

L IahE L8 e St L imil WL [

.' : oo

7 Configure the screen asfollows. In thisexample, you enable Intra-BSS Taffic for SSID_Workerto alow
wirele ss ¢ lients in the same wirelessnetworkto communic ate with each other. Clck OK
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Click the Modify/Editicon of the second entry to configure wirele ss and sec urity se tting s for SSID_VoIP.

i ol e e
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Configure the screen asfollows. In thisexample, you do notenable Intra-BSS Taffic for SSID_VolIP. Clic k
OK
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10 Click the Modify/Editic on ofthe third entry to ¢ onfigure wirele ss and se c urity se tting s for SSID_Gue st.
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11 Configure the screen asfollows. In thisexample, you enable Intra-BSS Taffic for SSID_Guestto allow

wirele ss ¢ lients in the same wirelessnetworkto communic ate with each other. Clck OK
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4.5 Make a VoIP/ VollIE Phone Call

Youcan make phone callsoverthe VoIP/VoLIEvia the ZyxelDevice.

1 ForVolP, make sure a SIM card isinstalled on the ZyxelDevice to have Intemetaccess. ForVoLIE
(Vo3G), contactyourISP to make sure thatyourSIM card supports Vo LIE (Vo 3G).

2 Iog into the Web Configurator.
3 Go to the Configuration > Voice > Voice Mode screen.

4 SelectEnable in the Voice Mode screen to activate the VoIP/VoLIEservice. Click Apply.
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Bpply

5 Connectananalog telephone to a PHONEportto make phone callsoverthe VoIP/VoLIE

4.6 Configure a Fire wall Rule

Youcan enable the frewallto protectyour AN computers from malicio us attac ks from the Inte met if
you want to allow specific traffic in from the Intemet.

1 Click Configuration > Security > Firewallto open the Generalscreen.

2 SelectIPv4 Firewall/ IPv6 Firewallto enable the firewall, and click Apply.
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Apply

3 Openthe Access Controlscreen to create a rule.

4 ClckAdd New ACLRule to setup a rule.
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* FilterName: Entera name to identify the firrwall rule.

* Source IP Address: Enterthe IPaddressofthe computerthat initialize s traffic forthe applicationor
service.

* SelectDestination IPAddress: Enterthe IPaddressofthe computerto which traffic forthe application
orservice isentering.

* Protocol Selectthe protocol(TCP, UDPorICMP) used to transport the packets.
* Custom Source Port: Enterthe pot numberrange ofthe source thatdefine the traffic type.
* Custom Destination Port: Enterthe port numberrange ofthe destination that define the traffic type.

5 SelectEnable Rate Limitto activate the rulesyoucreated. Click OK

dokd Mew Hi| Kuie

4.7 Configure MAC Flter

Youcanblockcertain web featuresand specific website addresses.

1 Go to the Configuration > Security > MAC Flterscreen. Click Add New Rule.

2 'Type the Host Name and the comesponding MAC Address that you want to blockin the MAC Filter
screen.

3 Selectthe Active checkboxand click Apply.
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4.8 Upgrade Filmmware on the Zyxel Device

Upload the muterfimware to the ZyxelDevice forfeature enhancements.

1 Download the fimware file at www.zyxelcom in a compressed file. Decompress the file.
2 Go to the Maintenance > Fiomware Upgrade screen.

3 ClckBrowse and selecta .bin file to upload. Click Upload.

Firmware Upgrade
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4 'Thisprocessmay take up to two minutesto finish. Aftertwo minutes, log in again and checkyournew
fimware version in the Status screen.
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4.9 Back up a Configuration Hle

Backup a configuration file in case you want to retum to yourpre vio us se tting s.

1 Go to the Maintenance > Backup/Restore screen.

2 ClickBackup in the Backup Configuration section, and a configuration file wilbe saved to your

computer.
Backup/Restore
Iackup Conlguratian
Reiicde Corfiguralion
i Hplémil
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4.10 Restore Configuration

Youcanupload a previously saved configuration file from yourcomputerto yourZyxelDevice to restore
that pre vio us ¢ o nfigura tion.

1 Go to the Maintenance > Backup/Restore screen.

2 ClickBrowse in Restore Configuration section, and selectthe configuration file thatyou wantto upload.
Click Upload.
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3 'The ZyxelDevice willrestart automatic ally afterthe configuration file is suc c e ssfully uploaded. Wait for
one minute before logging into the ZyxelDevice again.

4.11 Connectto the Intemet

Thissection givesyou an example on how to connectto the Intemet.

1 Insertthe SIM Card into yourZyxelDevice SIM slot. Make sure this SIM hasan active data plan with your
Intemet Service Provider (ISP).

2 ConnectyourZyxelDevice to yourcomputer,and log into the Web Configurator.
3 KyourSIM hasa PINCode, enterthiscode in the Boardband > Cellular SIM sc reen.

4 Use the Home screen to checkthe Intemet Status (IPv4) or Intemet Status (IPv6). If it shows Connected
thismeans your htemet connection isup.
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4.12 Configure DHCP

Youcan enable the DHCP (Dynamic Host Configuration Protocol) in yourZyxelDevice to assign IP
addressesand DNSservers to systemsthat support DHCP clientcapability. DHCP allows clients to obtain
TCP/IP configuration at start-up from a server.

The following figure shows how Client A uses DHCP to join the ZyxelDevice’s network. Fist Client A
searchesforan available DHCP, and sendsa DHCP Discoverbrmadcast message asking foran IP
addressto connectto. Then the DHCPselectsan IPaddressfrom itspoolofIPaddressesforClient A. The
DHCPsendsa DHCPOfferinc luding the IPaddressselected and a lease time, which isthe period oftime
Clent A wilbe able to use thisIPaddress, AfterClient A hasreceived DHCPoffersforan IPaddress, it
choosesone and sendsouta DHCP Requestincluding the IPaddressit chose. Finally the DHCP c o nfirms
through a DHCPAck (Acknowledge) message thatthe host can use the IPaddressforthe previously
specified lease time.
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T configure the DHCP in yourZyxelDevice:

1 Iog into the ZyxelDevice’s Web Configurator.
2 Click Netwoxk Setting > Home Networking > IAN Se tup.
3 SelectEnable DHCP Server State.

4 Entera range ofaddressesfrom which your DHCP will assign to devicesin yournetwork.

Note: Do notinclude the ZyxelDevice’sIANIPaddressin yourrange of addresses.
5 Tpe the DHCPServerlease Time, the period oftime (in minutes) a device can use one ofthe IP

addresses from the DHCP pool The lease time helpsrecycle unused IPaddresses so that othercan use
them again. Click Apply.

4.12.1 Add Devices to Your Static DHCP lList

IPaddresses from the DHCP poolcanbe reused afterthey have completed theirlease time. Add your
devicesto yourStatic DHCP List so they have the same IPaddresseverytime they connectto your
ne twork.

T add a device to yourStatic DHC P List:

1 Iog into the ZyxelDevice’s Web Configurator.

2 Go to Network Setting > Home Networking > Static DHCP screen.
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3 Click Static DHCP Configuration in the Static DHCP Configuration screen.
4 SelectActive and type the IPaddress you want to assign to yourdevice.

5 'Tpe the MAC Address ofyourdevice to which the L'IE7460 assigns the IPaddressand click OK

ihafic OHCF Configurafion

2K

4.13 Configure Static Route for Routing to Another
Network

Inorderto extend yourIntranet and controltraffic flowing direc tions, you may connecta rmuterto the
ZyxelDevice’s IAN. The mutermay be used to separate two area networks. This tutorial shows how to
configure a static routing rule fortwo netwo rk ro utings.

In the following figure, outerRisconnected to the ZyxelDevice’s IAN. Rconnectsto two networks, N1
(192.168.1.x/24) and N2 (192.168.10.x/24). Fyou want to send traffic from computerA (in N1 ne twork) to
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computerB (in N2 network), the traffic is sent to the ZyxelDevice’s WAN default gateway by default. n
thiscase, Bwilneverreceive the traffic.

v

L R

Youneed to specify a static outing rule on the ZyxelDevice to specify Rasthe muterin chaige of
forwarding traffic to N2. In this case, the ZyxelDevice moutes traffic from A to Rand then Rroute s the

tra ffic to B.
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This tuto rial use s the following example IP settings:

Table 14 IP Settingsin this Tutoral

DEVICE/ COMPUIER IP ADDRESS
The ZyxelDevice’s IAN 192.168.1.1
A 192.168.1.34
R'sN1 192.168.1.253
RsN2 192.168.10.2
B 192.168.10.33
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T configure a static oute to route traffic from N1 to N2:

Iog into the ZyxelDevice’s Web Configurator.

Go to Network Setting > Routing > Static Route screen.

Clck Add New Static Route in the Static Route screen.

Configure the Static Route Setup screen using the following settings:

4a Type 192.168.10.2 and subnet mask 255.255.255.0 forthe de stination, N2.
4b Type 192.168.1.253 (R's N1 address) in the Gateway IP Address field.

4c ClckOK

Now Bshould be able to receive traffic from A. You may need to additionally c onfigure Bsfirewall
settingsto allow specific traffic to passthrough.

& Add Maow Sialic Rouls
@
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4.14 Access the Zyxel Device Using DDNS

FyouconnectyourZyxelDevice to the Intemetand itusesa dynamic WAN IP address, it is inc o nve nie nt
foryou to manage the device from the Intemet. The ZyxelDevice’s WAN IPaddresschanges
dynamic ally. Dynamic DNS(DDNS) allowsyou to accessthe ZyxelDevice using a domain name.

: a.b.cd
WX Y. 2

To use this feature, you have to apply for DDNSservice at www.dyndns.org.

This tutoralcovers:

* Registering a DDNSAccounton www.dyndns.org
* Configuring DDNSon Yo urZyxelDevic e
e Testing the DDNS Se tting

Note: Fyou have a private WAN IPaddress, then you cannot use DDNS.

4.14.1 Registera DDNS Account on www.dyndns.org

1 Openabrowserand type http:// www.dyndns.org.
2 Applyfora useraccount. This tutorial use s UsexNamel and 12345 asthe usemame and passwomd.
3 Iog into www.dyndns.org using youraccount.
4 Add a new DDNShost name. This tutorialuse s the following settngsasan example.
* Hostname: zyxelouterdyndns.org
* Serwice Type: Host with IP address
e [P Address: Enterthe WAN IPaddress that yourZyxelDevice is c unrently using. You c an find the IP
addresson the ZyxelDevice’s Web ConfiguratorHome page.
5

Then you wilneed to configure the same accountand hostname on the ZyxelDevice later.

4.14.2 Configure DDNS on YourZyxel Device

Configure the following se ttings in the Netwouik Se tting > DNS > Dynamic DNSscreen

e Select Enable Dynamic DNS.
e Select www.DynDNS.com as Service Provider.
* Type zyxelouter.dyndns.org in the Host Name field.
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* Type the username (UserName1l) and password (12345).

Cpmomrss OHE

Dynamsc OHE Sehp

Bynames DRE ok

Apply

Click Apply.

4.14.3 Test the DDNS Se tting s

Now you should be able to accessthe ZyxelDevice from the Intemet. T te st this:

1 Opena web browseron the computer(using the IPaddressa.b.c.d) thatisconnected to the lnte met.
2 Tpe http://zyxehouter.dyndns.org and press [Enter].
3

The ZyxelDevice’slogin page should appear. Youcan then log into the ZyxelDevice and manage it.
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C HAPTER 5
Connection Status

5.1 Connection Status Overview

Afteryou log into the Web Configurator, the Connection Status screen appears. You can c onfigure

basic Intemetaccessand wireless settings in thisscreen. It also shows the network status of the Zyxel
Device and computers/devicesconnected to it.

5.1.1 Connec tivity

Use thisscreen to view the network connec tion status ofthe ZyxelDevice and its c lie nts.

Figure 47 Conne c tivity

Connechviby
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Click the Armow icon([:.") to view IPaddressesand MAC addressesofthe wirelessand wired devices
connected to the ZyxelDevice.

Figure 48 Connectivity: Connected Devices
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Youcan change the icon and name ofa connected device. Place yourmouse within the device
block, and an Editicon(|_|!‘_'.') wilappear. Click the Editicon, and you'llsee there are severalicon
choicesforyouto select. Entera name in the Device Name field fora connected device. Click to
enable (-'_-v‘)ilntemetBlocking fora connected device. Click Save to save yourchanges.
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Figure 49 Connectivity: Edit
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5.1.2 System Info
Use thisscreen to view the basic system information ofthe ZyxelDevice.

Figure 50 System Info
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Click the Amow icon ({Z7) to view more information on the statusofyourfirewalland interfaces (WAN,
IAN, and WIAN).
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Figure 51 System Info: Detailed Information
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Each field isdescrbed in the following table.
Table 15 System Info: Detailed Information
TABEL DESCRIPIION
Ho st Name This field displays the ZyxelDevice system name. It is used forid e ntific a tion.
ModelName This shows the modelnumberofyourZyxelDevice.
Serial Number This field displays the serialnumberofthe ZyxelDevice.
Fimmware Version This is the cumrent version of the fimware inside the ZyxelDevice.
System Up Time This field displays how long the ZyxelDevice hasbeen running since it last started up. The
ZyxelDevice startsup when you plug it in, when you restart it (Maintenance > Reboot),or
when you reset it.

Interface Status

Vitualportsare shown here. You can see the portsin use and theirtransmission rate.

WAN Information (These fieldsdisplay when you have a WAN connection.)

Mode This field displays the current mode of yourZyxelDevice.

P Address This field displaysthe cumentIPaddressofthe ZyxelDevice in the WAN.
IP Subnet Mask | Thisfield displaysthe cument subnet maskin the WAN.

IPv6 Address This field displays the cument IPv6 address of the ZyxelDevice in the WAN.
Primary DNS This field displays the fust DNSserveraddress assigned by the ISP.

sewer

Secondary DNS | This field displaysthe second DNSserveraddress assigned by the ISP.
sewer

Primary DNSv6 This field displays the fist DNSserverIPv6 address assigned by the ISP.
sewer
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Table 15 System Info: Detailed Ihformation (c ontinued)

TABEL DESCRIPIION
Secondary This field displays the second DNSserverIPv6 address assigned by the ISP.
DNSv6 server
IAN Information
IP Address This is the current IP address of the Zyxel Device in the TAN.
Subnet Mask This is the c umre nt subnet mask in the TAN.
DHCP This field displays what DHCP servic e s the ZyxelDevice is providing to the TAN. The possible
valuesare:

Server- The ZyxelDevice isa DHCP serverin the IAN. k assignsIPaddressesto other
computersin the TAN.

Relay - The ZyxelDevice actsasa sumogate DHCP serverand relays DHCP re que sts and
responsesbetween the remote serverand the clients.

None - The ZyxelDevice isnotproviding any DHCP services to the LAN.

Se ¢ urity
Fire wall This displays the firrwall's c urre nt se c urity level

WIAN Informa tion
MAC Address This shows the wirelessadapter MAC (Media Access Control) Address of the wireless

interface.

Sta tus This displays whe therthe WIAN isactivated.
SSID This is the descriptive name used to ide ntify the ZyxelDevice in a wirele ss LAN.
Channel This is the c hannelnumbercumently used by the wirelessinterface.
Se ¢ urity This displays the type ofsecurity mode the wireless interface is using in the wirele ss LAN.
802.11 Mode This displays the type 0f802.11 mode the wirele ssinterface is using in the wirele ss TAN.
WPS This displays whether WPSis activated on the wirelessinterface.

5.1.3 CellularInfo

Use thisscreen to view the LIEconnection detailsand LIEsignalstrength value thatyoucan use as
reference forpositioning the ZyxelDevice,aswellasSIM card and module info ma tion.

Figure 52 Cellular Info
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Click the Armow icon(l-:.") to view the more information on the I'TEconnec tion.
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Figure 53 Cellular Info: Detailed Information
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The folowing table describesthe labelsin thisscreen.

Table 16 CellularInfo: Detailed Information

IABEL

DESCRIPIION

Mo dule Information

IMEI This shows the Intemational Mobile Equipment Identity ofthe ZyxelDevice.
Module SW This shows the software version ofthe LIEmodule.

Version

SIM Sta tus

SIM Card Status

This displays the SIM card status:

None - the ZyxelDevice doesnotdetectthatthere isa SIM card inserted.

Available - the SIM card could eitherhave ordoesn’thave PINcode securty.
Iocked - the SIM card hasPIN code securty, but you did not enterthe PINcode yet.

Blocked - you entered anincomect PINcode too many times, so the SIM card hasbeenlocked;
callthe ISP fora PUK(Pin Unlock Key) to unlock the SIM card.

BEror- the ZyxelDevice detected thatthe SIM card hasemnors.

MSI This displays the Inte mational Mobile Subsc riberIdentity (IMSD o f the installed SIM card. An IMSlis
a unique ID used to identify a mobile subscrberin a mobile netwo rk.
ICCDD Integrated Circ uit Card Id e ntifie r (ICCID). This is the serialnumberofthe SIM card.
PIN Pro te c tion A PIN (Personalld entification Number) code isa key to a SIM card. Without the PINcode, you
cannotuse the SIM cand.
Sho ws Enable if the service providerrequires you to entera PIN to use the SIM card.
Sho ws Disable if the service providerlets you use the SIM witho ut inputting a PIN.
PIN Re maining This is how many more timesyou can try to enterthe PINcode before the ISP bloc ks yo ur SIM
Attempts card.

IP Pa ssthrough Status
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Table 16 Cellularnfo: Detailed Information

TABEL DESCRIPIION

IP Passthrough This displays if IP Passthrough isenabled on the ZyxelDevice.

Enable
IP Passthrough alowsa IANcomputeron the localnetworkofthe ZyxelDevice to have access
to web servicesusing the public IPaddress. When IP Passthrough is c onfigured, all tra ffic is
forwarded to the JANcomputerand wilnot go through NAT

IP Pa ssthrough This displays the IP Passthrough mode.

Mode
This displays Dynamic and the ZyxelDevice willallow traffic to be forwarded to the fist IAN
computerrequesting an IPaddress from the ZyxelDevice.
This displays Fixed and the ZyxelDevice wilalow traffic to be forwarded to a specific IAN
computeron the localnetwork of the ZyxelDevice.

Cellular Status

Cellular Status This displays the status ofthe cellularhtemet connection.

Data Roaming

This displaysifdata maming isenabled on the ZyxelDevice.

4G roaming isto use yourZyxelDevice in an area whichisnotcovered by yourserice provider.
Enable maming to ensure thatyourZyxelDevice iskeptconnected to the htemet when you are
traveling outside the geographicalcoverage area ofthe networkto which you are registered.

Operator

This displays the name ofthe service provider.

PIMN

This displays the PLIMN number.

Se rvic e Info rm a tio

n

Access Thisdisplaysthe type ofthe mobile network (such as LIE UMTS, GSM) to whic h the ZyxelDevice is
Technology connecting.
Band This displays the current LIEband of yourZyxelDevice (WCDMA2100).
RSSI This displays the strength ofthe 3G/LIEsignalstrength between an associated cellularstation
and the ZyxelDevice.
CelD This shows the cellID, whic h is a unique numberused to identify the Base Transc eiver Station to
which the ZyxelDevice isconnecting.
The value dependson the Cumrent AccessTechnology:
e ForGPRS itisthe Cellldentity asspecified in 3GPP-TS.25.331.
e ForUMTS, itisthe Cellldentity as defined in SIB3 3GPP-TS.25.331, 3GPP-15.24.008.
e ForllE itis the 28-bit binary numberCell ldentity as specified in SIBl1 in 3GPP-T5.36.331.
The value is‘0’ (zero ) or‘N/A’ if there isno network connec tion.
PhysicalCellID This sho ws the PhysicalCellID (PCD, which are queriesand repliesbetween the ZyxelDevice and
the mobile networkitisconnecting to. The normalrange is 1 to 504.
ULBandwidth This shows the 'lEc hannelbandwidth from device to base station. According to 3GPP
(MHz) specifications, the bandwidths defined by the standard are 1.4, 3, 5, 10, 15, and 20 MHz. The
widerthe bandwidth the higherthe throughput.
DLBandwid th This shows the IIEc hannelbandwidth from base station to LIEdevice. According to 3GPP
(MHz) specific ations, the bandwidths defined by the standard are 1.4, 3, 5, 10, 15, and 20 MHz. The

widerthe bandwidth the higherthe throughput.
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Table 16 Celularnfo: Detaied Information

TABEL

DESCRIPIION

RFCN

This displays the Radio Frequency ChannelNumberofDLcamerfrequency used by the mobile
network to which the ZyxelDevice is connecting.

The value dependson the Cumment Access Technology:

e ForGPRS, itisthe ARFCN (Absolute Radio-Frequency ChannelNumber) asspecified in 3G PP-
TS.45.005.

e ForUMTS, it is the UARFCN (UIRA Absolute Radio-Frequency ChannelNumber) asspecified in
3GPP-15.25.101.

e ForllE it isthe EARFCN (E-UIRA Absolute Radio-Frequency ChannelNumber) asspecified in
3GPP-15.36.101.

The value is‘0’ (zer ) or‘N/A’ if there isno network connec tion.

This displays the Reference SignalReceive Power(RSRP), which is the average received power
ofallResource Element (RE) thatcany cell-specific Reference Signals (RS) within the specified
bandwid th.

The received RSRP levelofthe connected EF-UIRA cell, in dBm, isas specified in 3GPP-TS.36.214.
The reporting range is specified in 3GPP-TS.36.133.

An undetectable signalisindicated by the lowerlmit, example -140 d Bm.

This parameteris for LIEonly. The normalrange is-30 to -140. The value is -140 if the Current
AccessTechnology isnot LIE The value is ‘N/A’ if there isno network connec tion.

RSRQ

Thisdisplaysthe Reference SignalReceive Quality (RSRQ), whic h is the ratio o f RSRP to the E-UIRA
camierRSSIand indic atesthe quality of the received reference signal

The received RSRQ levelofthe connected EUIRA cell,in 0.1 dB,isasspecified n 3GPP-15.36.214.
An undetectable signalisindicated by the lowerlmit, example -240.

Thisparameteris for LTEonly. The normalrange is-30 to -240. The value is -240 if the Cumrent
AccessTechnology isnot LTE The value is ‘N/A’ if there isno network connec tion.

RSCP

This displays the Received SignalCode Power, which measuresthe powerofchannelused by
the ZyxelDevice.

The received signallevel in dBm, isofthe CPICHchannel(Ref. 3GPP TS 25.133). An
undetectable signalisindicated by the lowerlimit, example -120 d Bm.

Thisparameteris for UMTS only. The normalrange is-30 to -120. The value is-120 if the Cument
AccessTechnology isnot UMTS. The value is‘N/A’ if there isno network connec tion.

Ec No

This displays the ratio (in dB) ofthe received energy perchip and the interference level

The measured EcNo isin 0.1 dBand isreceived in the downlink pilot channel An undetectable
signalisindicated by the lowerlimit, example -240 dB.

Thisparameteris for UMTS only. The normalrange is -30 to -240. The value is -240 if the Cumrent
AccessTechnologyisnot UMTSorthere isno network connec tion.

This displays the Tracking Area Code (TAC), which isused to identify the country ofa mobile
subscrber.

The physicalcellID of the connected EEUIRAN cell, isasspecified in 3GPP-TS.36.101.

Thisparameteris for LIEonly. The value is‘0’ (zero) or‘N/A’ if the Curent AccessTechnology is
not ITEorthere isno network connec tion.

IAC

This displays the 2-octetIocation Area Code (IAC), which isused to identify a location area
within a PIMN.

The TAC ofthe connected cellisasdefined in SIB1 [3GPP-TS.25.331]. The concatenation of
PIMN ID (MCC+MNC) and IAC uniquely id e ntifie s the IAI(Iocation Area ID) [3GPP-TS.23.003].

Thisparameteris forUMTS or GPRS. The value is‘0’ (zero) if the Cument AccessTechnologyisnot
UMTSor GPRS. The value is‘N/A’ if there isno network connec tion.
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Table 16 Cellularnfo: Detailed Information

TABEL DESCRIPIION

RAC This displays the RAC (Routing Area Code), which isused in mobile network “packet domain
service” (PS) to identify a outing area within a location area.

In a mobile network, it uses IAC (Iocation Area Code) to identify the geographicallocation for
the old 3G voice only service, and use RAC to identify the location of data servic e like HSDPA or
LTE

The RAC ofthe connected UIRAN cellisasdefned in SIB1 [3GPP-1S.25.331]. The conc atenation
of PIMN ID (MCC+MNC), IAC, and RAC uniquely id e ntifie s the RAI(Routing Area ID) [3GPP-
1S.23.003].

Thisparameteris forUMTSor GPRS. The value is‘0’ (zero) if the Cumrent AccessTechnologyisnot
UMTSor GPRS. The value is ‘N/A’ if there isno network connec tion.

BSIC The Base Station Identity Code (BSIC), whichisa code used in GSM to uniquely identify a base
sta tio n.

Thisparameteris for GPRSonly. The value is‘0’ (zer ) if the Cument Access echnologyisnot
GPRS. The value is ‘N/A’ if there isno network connec tion.

SINR Thisdisplaysthe Signalto Interference plus Noise Ratio (SINR) in dB. Thisisalso a measure ofsignal
quality and used by the UE (User Equipment) to calculate the Channel Quality hdicator(CQJ
thatit reports to the network. Anegative value meansmore noise than signal

CQI This displays the ChannelQuality hdicator(CQJ. kisan indicatorcanying the information on
how good/bad the communication channelquality is.

MCS MCSstandsformodulation coding scheme. The base station selects MCSbased on curment
radio conditions. The higherthe MCSthe more bitscan be transmitted pertime unit.

RI This displays the Rank Indic ation, one ofthe controlinformation thata UEwillreportto e NodeB
(Evolved Node-B) on either PUC CH (Physic al Uplink Control Channel) or PUSC H (Physic al Uplink
Shared Channel) based on uplink sc heduling.

PMI This displays the Precoding Ma trix Indic a to r (PMD).

PMTIis fortransmission modes4 (closed loop spatial multiple xing), 5 (multi-user MIMO), and 6
(closed loop spatial multiple xing using a single layer).

PMIdetermineshow cellulardata are encoded forthe antennasto improve downlnk rate.

5.1.4 WiFi Se ttings

Use thisscreen to enable ordisable the main wirele ss ne twork. When the switc h tums blue (:9F), the
functionisenabled. Otherwise, it'snot. You can use thisscreen orthe QRcode on the upperrightcomer
to checkthe SSIDs (WiFinetworkname) and passwords ofthe main wirele ss networks. F you want to
show orhide your WiFipasswords, click the Eye icon ().

Figure 54 Wik Settings
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Click the Anmow icon () to configure the SSIDsand/orpasswordsforyourmain wirele ss ne two rks. Clic k
the Eye icon (/#) to display the charmactersasyou enterthe WiFiPassword.

Figure 55 WiFi Settings: Configuration
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Fach field isdescrbed in the following table.

Table 17 WiH Settings: Configuration

TABEL DESCRIPIION

2.4G / 5G WiH Clic k this switch to enable ordisable the 2.4 GHz/ 5 GHz wirele ss netwo rk. When the switch
tums blue ¢*M | the function isenabled. Otherwise, i snot.

WiH Name The SSID (Service Set IDentity) id e ntifie s the service set with which a wirelessdevice is

associated. Wirelessdevices associating to the accesspoint (AP) must have the same SSID.

Entera descriptive name (up to 32 English keyboard characters) forthe wirele ss TAN.

WiH Pa ssword Fyouselected Random Passwomd, thisfield displaysa pre-shared key generated by the Zyxel
Device.

Fyoudid notselect Random Password, youcan manually type a pre-shared key from 8 to 64
case-sensitive keyboard characters.

Click the Eye icon to show orhide the password foryourwirele ssnetwork When the Eye icon
is slashe d %ﬁ,you’]lsee the password in plain text. Otherwise, it's hidden.

Random Password Selectthisoption to have the ZyxelDevice automatically generate a password. The WiFi
Password field wilnotbe configurable when you select thisoption.

Hide WiF netwo rk Selectthischeckboxto hide the SSID in the outgoing beacon frame so a station cannot
name obtain the SSID through sc anning using a site survey tool

Note: Disable WPSin the Network Se tting > Wireless > WPS screen to hide the SSID.

Save Click Save to save yourchanges.

5.1.5 Guest WiFi Se tting s

Use thisscreen to enable ordisable the guest wirele ss network. When the switc h tums blue ( .),the
functionisenabled. Otherwise, it'snot. You can use thisscreen orthe QRcode on the upperrightcomer
to checkthe SSIDs (WiFinetworkname) and passwords ofthe guest wirele ss netwoks. ¥ you want to
show orhide your WiFipasswonds, c lick the Eye icon (%:’I).
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Figure 56 Guest Wik Setting s
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Click the Amow icon ({Z7) to configure the SSIDsand/orpasswords forthe guest wirele ss networks. Click
the Eye icon (%) to display the charmctersasyou enterthe WiFi Password.

Figure 57 Guest WiH Se ttings: Configuration
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Each field isdescrbed in the following table.

Table 18 Gue st WiHi Se ttings: Configura tion

TABEL DESCRIPIION

2.4G / 5G Wil Clic k this switc h to enable ordisable the 2.4 GHz/ 5 GHz wirele ss netwo rk. When the switch
tums blue 75, the function isenabled. Otherwise, i snot.

Wi Name The SSID (Service Set IDentity) id e ntifie s the service set with which a wirelessdevice is
associated. Wirelessdevices associating to the access point (AP) must have the same SSID.
Entera descriptive name (up to 32 English keyboard characters) forthe wirele ss TAN.

WiH Pa ssword Fyouselected Random Passwomnd, thisfield displaysa pre-shared key generated by the Zyxel

Device.

Fyoudid notselect Random Password, youcan manually type a pre-shared key from 8 to 64
case-sensitive keyboard characters.

Clickthe Eye icon to show orhide the password foryourwire le ss network. When the Eye icon
is slashe d %ﬂ, you'llsee the password in plain text. Otherwise, it's hidden.

Random Password

Selectthisoption to have the ZyxelDevice automatically generate a password. The WiFi
Passwomrd field wilnotbe configurable when you select this o ption.

Hide WiFine two rk
name

Selectthischeckboxto hide the SSID in the outgoing beacon frame so a station cannot
obtain the SSID through sc anning using a site survey tool

Note: Disable WPSin the Network Se tting > Wireless > WPS screen to hide the SSID.

Save

Click Save to save yourchanges.
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5.1.6 TAN

Use thisscreen to view the IJANIP address, subnet mask, and DHCP settings of yourZyxel Device.

Figure 58 IAN
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Clickthe Amow icon (ﬁ:-) to configure the IAN IP se ttings and DHCP se tting foryourZyxelDevice.

Figure 59 IAN Setup
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Each field isdescrbed in the following table.
Thble 19 StatusScreen
TABEL DESCRIPTION
IAN IP Se tup

IP Address Enterthe IAN IPv4 IPaddress you want to assign to yourZyxelDevice in dotted decimal

notation, forexample, 192.168.1.1 (factory de fault).

Subne t Ma sk Type the subnetmaskofyournetworkin dotted decimalnotation, forexample 255.255.255.0
(factory default). YourZyxelDevice automatically computesthe subnet maskbased on the
IP Addressyou enter, so do notchange thisfield unless you are instructed to do so.

IP Addressing Values

Be ginning IP This field spec ifie s the first of the contiguousaddressesin the IPaddresspool
Address
Ending TP This field specifies the last ofthe contiguousaddressesin the IPaddresspool
Address

DHCP Server State
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Table 19 Status Screen (continued)

TABEL DESCRIPIION
DHCP Server This is the period of time DHCP-assigned addressesisused. DHCP automatic ally assigns IP
lease Tme addressesto clients when theylog in. DHCP centralizesIPaddressmanagementon central
computers that run the DHCP serverprogram. DHCPleasesaddresses, fora period of time,
which meansthatpastaddressesare “recycled” and made available forfuture
reassignment to othersystems.
Days/Ho urs/ Enterthe lease time ofthe DHCP server.
Minute s
Save Click Save to save yourchanges.
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C HAPTER 6
Broadband

6.1 Overview

This c hapterdisc usse s the Zyxel Device’s Boadband screens. Use these screensto configure yourZyxel
Device forntemetaccess.

A WAN (Wide Area Network) connectionisan outside connection to anothernetworkorthe ntemet. &
connectsyourprivate networks, such asa IAN (IocalArea Network) and othernetworks, so thata
computerinone location can communicate with computersin otherlocations.

Figure 60 IAN and WAN
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6.1.1 WhatYou Can Do in this Chapter

Use the Broadband screen to view a WAN interface. You can also configure the WAN settings on the
ZyxelDevice forlntemetaccess(Section 6.2 on page 85).

Use the WAN Backup screen to configure yourZyxelDevice’s WAN backup settings (Section 6.3 on
page 90).

Use the Ethemet WAN screen to convert LAN port numberfourasa WAN portorrestore the Ethemet
WAN portto a IAN port(Section 6.4 on page 91).

Use the CellularWAN screen to configure an LZIEWAN connection (Section 6.5 on page 92).
Use the CellularAPN screen to configure the APN setting (Section 6.6 on page 92).
Use the CellularSIM screen to enterthe PINofyourSIM card (Section 6.6 on page 92).

Use the CellularBand screen to view oreditan LIEWAN interface. You can also c onfigure the WAN
settings on the ZyxelDevice forntemetaccess(Section 6.2 0on page 85).

Use the CellularPIMN screen to display available Public Iand Mobile Networks (Section 6.9 on page
95).

Use the CellularIP Passthrough screen to configure an LIEWAN connection (Section 6.10 on page 98)
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* Use the CellularIock screen to

configure the base station youchoose to connectto (Section 6.110on

page 99).
Table 20 WAN Setup Overview
IAYER-2 INTERFACE INTERNETCONNECTION
CONNECTION |DSLIINKTYPE | MODE ENCAPSUIATION CONNECTION SETIING S
Ethemet N/A Ro uting IPoE WAN IPv4/IPv6 IP addre ss, NAT DNS
serverand routing feature.

6.1.2 WhatYou Need to Know

The following termsand conceptsmay help asyouread thischapter.

WAN IP Address

The WANIPaddressisan IPaddressforthe ZyxelDevice, which makesitaccessble from an outside
network kisused by the ZyxelDevice to communicate with otherdevicesin othernetworks. The ISP
dynamically assignsiteach time the ZyxelDevice triesto accessthe Intemet.

APN

AccessPoint Name (APN) is a unique string which indicatesan IIEnetwork. An APNisrequired forTE
stations to enterthe LIEnetwork and then the Intemet.

6.1.3 Before You Begin

Youmayneed to know yourlhtemetaccesssettingssuch as LIEAPN, WANIPaddressand SIM card’s
PIN code if the INTERNETlight on yourZyxelDevice is o ff. Get this nformation from yourservice provider.

6.2 Broadband

Use thisscreen to change yourZyxelDevice’sIntemetaccesssettings. The summary table showsyou the
configured WAN services (connections) on the ZyxelDevice. Use mformation provided by yourISP to
configure WAN se tting s.

Click Netwoxk Setting > Boadband to accessthisscreen.
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Figure 61 Netwo

k Setting > Boadband
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The following table descrbesthe labelsin thisscreen.

Table 21 Network Setting > Boadband

TABEL DESCRIPTION

# This is the ndex numberofthe entry.

Name This is the service name ofthe connection.

TBpe This shows whetheritisa cellularor Ethemet c onnec tion.

Mode This shows the connec tion is in routing mode.

Enc apsulation This is the method ofencapsulation used by this connec tion.

802.1p This indic ate s the 802.1p priority levelassigned to traffic sent through this ¢ o nnec tion. This
displays N/A when there isno priorty levelassigned.

802.1q This indic ate s the VIAN ID numberassigned to traffic sent through this c onnec tion. This displays
N/A when there isno VIAN ID numberassigned.

IGMP Pro xy This sho ws whe therthe ZyxelDevice actasan IGMP proxy on this connec tion.

NAT This shows whether NATis activated ornot forthis c onnec tion.

Default This sho ws whe therthe ZyxelDevice use the WAN interface ofthisconnection asthe system

Gateway default gateway.

IPv6 This shows whetherIPv6 isactivated ornotforthisconnection. IPv6 isnotavaiable when the
connection usesthe bridging service.

MID Pro xy This sho ws whe the r Multic a st Liste ne rDisc o very (MID) isac tivated ornot forthis c onne c tion. MID
isnotavailable when the connection usesthe bridging service.

Mo dify Clic k the Edit or Modify icon to configure the WAN connec tion.
Click the Delete icon to remove the WAN connec tion.

6.2.1 Add/Edit Intemet Connection

Click the Edit orModify icon to open the folowing screen. Use thisscreen to configure a WAN

connection.
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Figure 62 Network Setting > Bnadband > Add/Edit New WAN Interface

AL Py

Geneml ]

iF Addrazs

BN Server

BHOPC Dpliam

IFwk Rowding Feoturs

Hpyey my Swpienall
e wey

Ed WAN Inkerfoce

k!

Arphy =
PLaT

i

Appty

WLAM L

MTY

bawling Feclure

|
B Geloss w0
Fvd Addres

iFyid DML frves

The following table descrbesthe labelsin thisscreen.

Table 22 Network Setting > Bonadband > Add/Edit New WAN Interface

TABEL DESCRIPIION

General Clic k this switc h to enable ordisable the interface. When the switch goes to the right il the
function isenabled. Otherwise, it is not.

Name This is the service name ofthe connection.

TBpe This sho ws the type ofthe connection the ZyxelDevic e is ¢ urmre ntly associated with.

Mode This sho ws the connection is in Routing orBridge mode.

I the ZyxelDevice isin outing mode, yourISP givesyou one IPaddressonly and you want
multiple computersto share an Intemetaccount.
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Table 22 Network Setting > Bonadband > Add/Edit New WAN Interface (continued)

TABEL

DESCRIPIION

Encapsulation

This is the method ofencapsulation used by this c onnec tion.

IPv4/1Pv6 Mode

This sho ws IPv4 IPv6 DualStack.

IPv4 IPv6 DualStack allows the ZyxelDevice to run IPv4 and IPv6 at the same time.

VIAN Clic k this switch to enable ordisable VIAN on this WAN interface. When the switch goesto the
right 7, the function isenabled. Otherwise, itisnot.

802.1p IEEE 802.1p definesup to 8 separate traffic typesby inserting a tag into a MAC-layerframe that
contains bits to define classofservice.
Selectthe IEEE802.1p priorty level (from 0 to 7) to add to traffic through this ¢c onnec tion. The
greaterthe number, the higherthe priorty level

802.1q Tpe the VAN ID number(from 1 to 4094) fortraffic through thisconnection.

MTU

MTU Enterthe MTU (Maximum Transfe r Unit) size fo r this tra ffic .

P Address

Obtain an IP A static Paddressisa fixed IPthat yourISP givesyou. A dynamic IPaddressisnot fixed; the ISP

Address assignsyou a differentone each time you connectto the ntemet. Select thisif you have a

Automatic ally dynamic IPaddress.

Static IP Address

Selectthisoption Ifthe ISP assigned a fixed IPaddress.

P Address Enterthe static IPaddressprovided by yourISP.
Subnet Mask | Enterthe subnet mask provided by yourISP.
Gateway IP | Enterthe gateway IPaddressprovided by yourISP.
Address
DNS Sewer
Select Obtain DNS Info Automatically if you want the ZyxelDevice to use the DNSserver
addresses assigned by yourISP.
Select Use Following Static DNS Address if you want the ZyxelDevice to use the DNSserver
addressesyou configure manually.
Primary DNS Enterthe first DNSserveraddress assigned by the ISP.
Server
Secondary DNS | Enterthe second DNSserveraddress assigned by the ISP.
Server

Ro uting Fe ature

NAT

Clic k this switch to activate ordeactivate NATon this connec tion. When the switch goesto the
right <M, the function isenabled. Otherwise, itis not.

IGMP Pro xy Intemet Group Multicast Protocol(IGMP) isa network-layerprotocolused to establish
membership in a Multicast group -itisnotused to cany userdata.
Clic k this switc h to have the ZyxelDevice actasan IGMP proxy on this c onnec tion. When the
switch goesto the right M, the function isenabled. Otherwise, it is not.
This allows the ZyxelDevice to get subscrbing mformation and maintain a joined memberlist for
each multicast group. k can reduce multic ast tra ffic signific antly.
ApplyasDefault | Clic k this switc h to have the ZyxelDevic e use the WAN interface ofthisconnection asthe system
Gateway defaultgateway. When the switch goesto the right <M, the function isenabled. Otherwise, it is

not.
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Table 22 Network Setting > Boadband > Add/Edit New WAN Interface (continued)

TABEL

DESCRIPIION

Fullc one NAT

Clic k this switch to enable ordisable fullc one NATon this connection. When the switch goesto
the right M the function isenabled. Otherwise, itisnot.

This field isavailable only when you ac tivate NAT

In fullc one NAT, the ZyxelDevice mapsalloutgoing packetsfrom an intemallPaddressand port
to a single IPaddressand port on the extermalnetwork. The ZyxelDevice also mapspackets
coming to thatextemallPaddressand portto the mtemallPaddressand port.

DHCPC Options

Request Options

Select Option 43 to have the ZyxelDevice automatically add vendorspecific information in the
DHCPpacketsto requestthe vendorspecific options from the DHCP server.

Select Option 120 to have the ZyxelDevice getthe IPaddressora fully-qualified domain name
of SIP server from DHCP.

Select Option 121 to have the ZyxelDevice push static routesto clients.

Sent Options
option 60 Selectthisand enterthe device identity you want the ZyxelDevice to add in the DHCP discovery
packetsthatgo to the DHCP server.
VendorD Enterthe VendorClass dentifier, such asthe type ofthe hardware orfimware.
option 61 Select thisand enterany string that ide ntifies the device.
IAD Enterthe Identity Association Identifier (IAID) ofthe device, forexample, the WAN connection
index number.
DUD Enterthe hardware type, a time value and the MAC addressofthe device.
option 125 Select this to have the ZyxelDevice automatically generate and add vendorspec ific
parametersin the DHCP discovery packetsthatgo to the DHCP server.
IPv6 Address
Obtamn an IPv6 Select Obtain an IPv6 Address Automatically if you want to have the ZyxelDevice use the IPv6
Address prefix from the connected routers Router Advertisement (RA) to generate an IPv6 address.
Automatic ally
Sta tic IPv6 Select Static IPv6 Address if you have a fixed IPv6 address assigned by yourISP. When you select
Address this, the following fieldsappear.
IPv6 Address | Enteran IPv6 IPaddressthat yourISP gave to you forthis WAN interface.
Prefix Iength | Enterthe address prefix length to specify how many most significant bitsin an IPv6 address
compose the networkaddress.
IPv6 Default | Enterthe IPaddressofthe next-hop gateway. The gateway isa muterorswitch on the same
Gateway segmentasyourZyxelDevice'sinterface(s). The gateway helpsforward packetsto their

de stina tions.

IPv6 DNS Server

Obtain IPv6 DNS | Select Obtain IPv6 DNS Info Automatically to have the ZyxelDevice getthe IPv6 DNSserver
Info addresses from the ISP automatic ally.

Automatic ally

Use Following Select Use Following Static IPv6 DNS Address to have the ZyxelDevice use the IPv6 DNSserver
Static IPv6 DNS | addressesyou configure manually.

Address

Primary DNS Ente rthe first IPv6 DNSserveraddress assigned by the ISP.

Server

Secondary DNS | Enterthe second IPv6 DNSserveraddress assigned by the ISP.

Server

IPv6 Routing Fe ature
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Table 22 Network Setting > Boadband > Add/Edit New WAN Interface (continued)

TABEL DESCRIPIION
MID Pro xy Selectthischeckbox/option to have the ZyxelDevice actasan MID proxy on this connec tion.
Enable This allo ws the ZyxelDevice to getsubscrption information and maintain a joined memberlist for

each multicast group. k can reduce multic ast tra ffic sig nific antly.

ApplyasDefault | Selectthisoption to have the ZyxelDevice use the WAN interface ofthisconnection asthe

Gateway system default gateway.
Cancel Click Cancelto exit this sc reen witho ut saving.
Apply Click Apply to save yourchanges.

6.3 WAN Backup

Use thisscreen to configure yourZyxelDevice’s ntemet se tting s if the wired connection isdown. You
canuse an altemative network, and assign an IPaddressto verify the accessibility ofthe Intemet and
the time intervalallowed betweeneach connection check.

Click Network Setting > Boadband > WAN Backup to display the following screen.

Figure 63 Network Setting > Boadband > WAN Bac kup
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The following table descrbesthe fieldsin this screen.

Table 23 Network Setting > Bonadband > WAN Bac kup

TABEL DESCRIPIION

WAN Backup Enable SelectEnable to have the ZyxelDevice use the cellularconnection asyourWANora
backup when the wired WAN connection fails.

Primary WAN This field displays the connection the ZyxelDevice would use fist when the wired
WAN connection fails. You can choose EthemetorCellularasthe primary WAN
connection foryourZyxelDevice.
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Table 23

Network Setting > Boadband > WAN Backup (continued)

TABEL

DESCRIPIION

The Destination for
Connection Check

Configure this field to te st yourZyxelDevice's WAN accessbility. Trpe the IPaddress
ofa reliable neartby computer(forexample, yourISP's DNSserveraddre ss).

Note: Fyou activate eithertraffic redirect ordialbackup, you must
configure atleastone IPaddress here. When using a WAN bac kup
connection, the Zyxel Device periodically pingsthe addresses
configured here and usesthe other WAN backup connec tion (if
configured) if there isno response.

Connection Check Interval

When the ZyxelDevice isusing a lowerprority c onnec tion (usually a WAN bac kup
connection), it periodically checksto whetherornotitcan use a higher priorty
connection. Trpe the numberofseconds(30 ecommended) forthe ZyxelDevice to
waitbetween checks. Alow more time if yourdestination IPaddresshandleslotsof
tra ffic .

Check Fail imit Type the numberoftimes (2 recommended) that yourZyxelDevice may ping the IP
addresses configured in the WAN Backup Enable field without ge tting a re sponse
before switc hing to a WAN backup connection (ora different WAN bac kup
connection).

Cancel Click Cancelto exit this sc reen without saving.

Apply Click Apply to save yourchanges.

6.4 Ethemet WAN

Use thisscreen to have a IAN portactasan Ethemet WAN port. Youcanrestore tbackfrom a WAN
portto a TAN port. Click the switc h to set up the configuration. When the switch goesto the right, the
IAN portactsasan Ethemet WAN port. Otherwise, the JAN port remainsasa IAN port. The Ethemet
WAN connection has priority overthe DSLconnection. Clic k Apply to save yourchangesbackto the

ZyxelDevice.

Click Netwoik Setting > Broadband > Fthemet WAN to display the following screen.

Figure 64 Network Setting > Boadband > Ethemet WAN
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6.5 Cellular WAN

Click Netwoik Setting > Broadband > Cellular WAN to display the following screen. Use this screen to
enable data maming and network monitoring when the ZyxelDevice cannot ping a base station.

Note: Roaming chargesmay apply when Data Roaming isenabled.

Figure 65 Network Setting > Boadband > Cellular WAN
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The following table descrbesthe fieldsin thisscreen.

Table 24 Network Setting > Bonadband > Cellular WAN

IABEL DESCRIPIION

Antenna

Antenna Select | Selectbetween Extermal orIntemal Antenna foryourZyxelDevice.

Roaming

Data Roaming | Clickthisto enable ( d_.-) data maming on the ZyxelDevice.

4G roaming isto use yourmobile device manarea whichisnotcovered by yourservice provider.
Enable maming to ensure that yourZyxelDevice iskeptconnected to the htemet when you are
traveling outside the geographicalcoverage area ofthe networkto which you are registered.

Apply Clic k this to save yourchanges.

Cancel Clic k this to e xit this sc re e n witho ut saving.

6.6 Cellular APN

Click Network Setting > Broadband > Cellular APN to display the following screen.

Note: APN information can be obtained from the service provider.
Automatic APN Mode isnotsupported when operating in 3G only mode.
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Figure 66 Network Setting > Boadband > Cellular APN
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Table 25 Network Setting > Boadband > Cellular APN

TABEL DESCRIPTION

APN Se tting s

# This is the ndex numberofthe entry.

Enable This field indic ates whetherthe cellular APN setting isenabled ornot.

Mode Fthe cellularAPN setting isdisabled, the ZyxelDevic e willc onfigure the APN (Access
Point Name) of an LIEnetwork automatic ally. Otherwise, enterthe APN manually in
the field.

APN This field allows you to display the Access Point Name (APN) in the profie.

Enterthe Access Point Name (APN) provided by yourservice provider. Connec tions
with different APNs may provide different services (such asIntemetaccessor MMS
(Multi-Media Messaging Service)) and charging method.

Youcan enterup to 30 printable ASCIlcharacters. Spacesare allowed.

Authentic ation Type

Selectthe type of authentication method peersuse to connectto the ZyxelDevice
in IIEc onnec tions.

In Password Authentic ation Protoc ol (PAP) peersidentify themselves with a user
name and password. In Challenge Handshake Authentic ation Protocol(CHAP)
additionally to username and password the ZyxelDevice sendsregularchallenges
to make sure an ntruderhasnotreplaced a peer. Otherwise select PAP/CHAPor
None.

PDP Type SelectIPv4 if you want the ZyxelDevice to run IPv4 (Intemet Protocolversion 4
addressing system) only.
Select IPv4/IPv6 if you want the ZyxelDevice to run both IPv4 and IPv6 (Intemet
Protocolversion 4 and 6 addressing system) atthe same time.

Mo d ify Clic k the Editicon to change the APN settings.

Cancel Clic k this to e xit this sc re en witho ut saving.

6.7 Cellular SIM Configuration

Entera PINforyourSIM card to prevent others from using it.
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Entering the wrong PIN code 3 consecutive times locks the SIM card
after which you need a PUK (Personal Unlocking Key) from the service
providerto unlock it.

Click Network Setting > Broadband > Cellular SIM. The folowing screen opens.

Figure 67 Network Setting > Boadband > Cellular SIM
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Note: The PINisautomatically saved in the ZyxelDevice.
Entering the wrong PINexceeding a set numberoftimeswilllockthe SIM card.

The following table descrbesthe fieldsin thisscreen.

Table 26 Network Setting > Bonadband > Cellular SIM

IABEL DESCRIPIION

PIN Management

PIN Protection | A PIN (Personalldentification Number) code isa key to a SIM card. Without the PINcode, you
cannotuse the SMcard.

Clickto enable ( .-.') if the service providerrequiresyou to entera PIN to use the SIM card.

Clickto disable if the service providerlets you use the SIM witho ut mputting a PIN.

PIN Fyouenabled PIN verific ation, enterthe 4-digit PINcode (0000 forexample) provided by yourISP.
IFyouenterthe PINcode incomectly too many times, the ISPmayblockyourSIM card and notlet
you use the accountto accessthe Intemet.

Attempts Thisishow many more timesyou can try to enterthe PINcode before the ISPblocksyourSIM camd.
Remaining

Apply Click Apply to save yourchanges.

Cancel Click Cancelto retum to the previous sc reen without saving.

6.8 Cellular Band Configuration

Fitherselect Auto to have the ZyxelDevice connectto an available network using the default settings
onthe SIMcard orselect the type ofthe network (4G, 3G, or2G) to which you want the ZyxelDevice to
connect.

Click Network Setting > Broadband > CellularBand. The following screen opens.
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Figure 68 Network Setting > Bonadband > Cellular Band
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The folowing table descrbes the fields in this screen.

Table 27 Network Setting > Bonadband > Cellular Band

TABEL DESCRIPIION

AccessTechnology

Preferred Access Selectthe type ofthe network (4G, 8G, or2G) to which you want the ZyxelDevice to
Technology connectand click Apply to save yoursettings.

Otherwise, select Auto to have the ZyxelDevice connectto an available network using the
default settingson the SIM card. fthe cunently registered mobile networkisnotavailable or
the mobile network's signalstrength istoo low, the ZyxelDevice switc hesto another
available mobile network

Band Management

Band Auto Selection | Selectthe LIEbandsto use forthe ZyxelDevice’s WAN connection. Clickto enable (-.__'l)
automatic IIEfrequency band selection asprovided by yourservice provider. Otherwise,

selectdisabled.
Apply Clic k this to save yourchanges.
Cancel Clic k this to e xit this sc reen witho ut saving.

6.9 Cellular PIMN Configuration

Eachserwice providerhasits o wn unique Public Iand Mobile Network (PLMN) number. Eithersele c t PIMN
Auto Selection to have the ZyxelDevice connectto the service providerusing the default settingson the
SIM card ormanually view available PIMNs and select yourservice provider.

Click Network Setting > Boadband > Cellular PIMN. The screen appearsasshown next.

Figure 69 Network Setting > Boadband > Cellular PLIMN
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The following table descrbesthe labelsin thisscreen.

Table 28 Network Setting > Bonadband > Cellular PIMN

IABEL DESCRIPIION
PIMN Management
PIMN Auto Selection Clickto enable (7=#) and have the ZyxelDevice automatically connectto the first

avaiable mobile network

Selectdisabled to display the network list and manually selecta preferred network

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Cancel Click Cancelto exit this sc reen without saving.

Afterselecting to disable the folowing waming appears. Clic k OKto continue.

Figure 70 Network Setting > Boadband > Cellular PLMN > Manual Scan Waming
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ClickScanto checkforavailable PIMNsin the area surmounding the ZyxelDevice, and then display them
in the network list. Select from the networklist and click Apply.
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Figure 71

Network Setting > Boadband > Cellular PIMN > ManualScan
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The following table descrbesthe labelsin thisscreen.

Table 29 Network Setting > Bnadband > Cellular PIMN > ManualScan

TABEL DESCRIPIION
# Click the radio button so the ZyxelDevice connectsto this ISP.
Sta tus This sho ws Cumrent to show the ISP the ZyxelDevice is cumently connected to.
This sho ws Forbidden to indic ate the ZyxelDevice cannotconnectto this ISP.
This shows Available to indicate an available ISP yourZyxelDevice can connectto.
Name This shows the ISP name.
TBpe This sho ws the type of network the ISP provides.
PIMN This sho ws the PIMN number.
Apply Click Apply to save yourchangesbackto the ZyxelDevice.
Cancel Click Cancelto exitthis sc reen without saving.
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6.10 CellularIP Passthrough

Enable IP Passthrough to allow Intemet traffic to go to a IAN computerbehind the ZyxelDevice without
going through NAT

Click Netwoik Setting > Broadband > Cellular IP Passthrough to display the following screen.

Note: Thisscreenisnotavailable when the fourth IAN portactsasan Ethemet WAN port. See
Table 1onpage 16 forthe feature differencesofthe ZyxelDevices.

Figure 72 Network Setting > Boadband > CellularIP Passthrough
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Note: Changing the IP Passthrough settings may affect the network setting ofclientdevices.
Afterselecting to enable the following waming appears. Click OKto continue.

Figure 78 Network Setting > Bonadband > Cellular IP Passthrough > Enable Waming
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The folowing table descrbes the fields in this screen.

Table 30 Network Setting > Boadband > CellularIP Passthrough

IABEL DESCRIPIION

IP Passthrough Management

IP Passthrough | IP Passthrough allowsa IANcomputeron the localnetworkofthe ZyxelDevice to have accessto
web servic esusing the public IPaddress. When IP Passthrough isc onfigured, alltraffic isforwarded
to the JAN computerand wilnot go through NAT
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6.11

Table 30 Network Setting > Bonadband > CellularIP Passthrough (c ontinued)

TABEL DESCRIPIION
Passthrough SelectDynamic to allow traffic to be forwarded to any IANcomputeron the localnetworkofthe
Mode ZyxelDevice. SelectFixed to allow traffic to be forwarded to a specifi [ANcomputeron the local
network of the ZyxelDevice.
Note: This field will show upon enabling IP Passthrough in the previous field.
Passthrough Enterthe MAC addressofa IJANcomputeron the localnetwork of the ZyxelDevice upon
to fixed MAC selecting Fixed in the previous field.
Note: This field will show upon selecting Fixed in the previous field.
Apply Clic k this to save yourchanges.
Cancel Clic k this to e xit this sc re en witho ut saving.

CellularlIock

CellularIlocklocksthe CPEto the base station thatitis c umently connected to. This is use fulif the CPEis
within range of multiple base stations, and you would preferthe CPEto connectto one base station

overthe others.

Click Network Setting > Broadband > CellularIock. The following screen displays.

Figure 74 CellularIock
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The following table descrbesthe fieldsin thisscreen.

Table 31 Celularlock

TABEL DESCRIPTION

PCIlock Selectthisto enable ordisable PCI(Physical Cellldentifier) Iock.

Add New Rule Selectthisif you wantto add a new rule orto configure cellularlock rules.

PhysicalCell ID Use thisto enterthe PCInumberofthe base station youchoose to connect to
(0~504).

RFCN Use RFCN (Radio Frequency ChannelNumber) to enterthe LIEfrequency of the
selected PCInumben(1~65535).

LIESeries Users Guide

99




Chapter6 Boadband

Table 31 Celularlock

TABEL

DESCRIPIION

Cancel

Clic k this to e xit this sc re en witho ut saving.

Apply

Clic k this to save yourchanges.
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C HAPTER 7
Wirele ss

7.1 Overview

Thischapterdescrbesthe ZyxelDevice’s Network Setting > Wireless sc reens. Use these screensto setup
yourZyxelDevice’s WiFinetwork and se c urity se ttings.

7.1.1 WhatYou Can Do in this Chapter

Thissection descrbesthe ZyxelDevice’s Wireless sc reens. Use these screensto setup yourZyxelDevice’s
WiH c o nnec tion.

* Use the Generalscreen to enable the Wirele ss LAN, enterthe SSID and select the WiFise c urity mode
(Section 7.2 on page 102)

¢ Use the Guest/ More APscreen to set up multiple wireless networks on yourZyxelDevice (Section 7.3
onpage 106).

* Use the MAC Authentication screen to allow ordeny wireless clientsbased on their MAC addresses
from connecting to the ZyxelDevice (Section 7.5 on page 110).

* Use the WPSscreen to enable ordisable WPS, view orgenerate a sec urity PIN (Pe rso nalld e ntific ation
Number) (Section 7.6 on page 112).

* Use the WMM screen to enable WiFi MultiMe dia (WMM) to e nsure quality ofservice in WiFinetworks for
multimedia applications (Section 7.7 on page 114).

* Use the Othersscreen to configure WiHadvanced features, such asthe RIY CTSThreshold (Section 7.8
onpage 115).

® Use the WIAN Schedulerscreen to create rulesto schedule the timesto pemit Inte met traffic from
each wirelessnetworkinterfaces(Section 7.9 on page 117).

* Use the Channel Status screen to sc an the numberofaccessing pointsand view the results (Section
7.10 on page 119).

7.1.2 WhatYou Need to Know

Wireless Basics

“Wirele ss” is essentially radio communic ation. In the same way that walkie-talkie radios send and
receive mformation overthe airwaves, wirele ssnetworking devices exc hange information with one
another. A wireless networking device isjustlike a radio thatletsyourcomputerexchange information
with radios attached to othercomputers. Like walkie-talkie s, mo st wirele ss networking devicesoperate
atradio frequency bandsthatare open to the public and do notrequire a license to use. However,
wire le ss netwo rking is different from that of most traditionalradio communic ationsin thatthere are a
numberofwireless networking standards available with different methodsofdata encryption.
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Finding Out More

See Section 7.11 on page 120 foradvanced technic alinformation on Wik ne two rks.

7.2 General Settings

Use thisscreen to enable the Wirele ss AN, enterthe SSID and select the wirele ss sec urity mode. We
recommend thatyou select More Secure to enable WPA2-PSKdata encryption.

Note: Fyou are configuring the ZyxelDevice from a computerconnected by WiFiand you
change the ZyxelDevice’s SSID, channelorsec urty se ttings, you willlose yourwirele ss
connection when you press Apply. You must change the wireless settings of your
computerto match the new settings on the ZyxelDevice.

Click Network Setting > Wireless to open the Generalscreen.
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Figure 75 Network Setting > Wireless > General
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The following table descrbesthe generalwireless IAN labels in this screen.

Table 32 Netwo

rk Setting > Wireless > General

TABEL DESCRIPIION

WiH Ne two 1k Se tup

Band This shows the WiFiband which thisradio profile is using. 2.4GHz is the frequency used by IEEE
802.11b/g/n WiFic lients while 5GHz isused by IEEE802.11a/ac WiFi ¢ lie nts.

Wik Click Enable to enable the wirele ss IAN in this field.

Channel Use Auto to have the ZyxelDevice automatically determine a channelto use.

LIESeries Users Guide

103




Chapter7 Wirele ss

Table 32 Network Setting > Wirele ss > General(c ontinued)

TABEL DESCRIPIION
Bandwidth Select whetherthe ZyxelDevice usesa WiFichannelwidth o f 20MHz, 40MHz o r 20/ 40MHz.
A standard 20MHz c hanneloffers transferspeedsofup to 150Mbps whereasa 40MHz c hannel
usestwo standard channelsand offersspeedsofup to 300Mbps.
40MHz (channelbonding ordualchannel) bondstwo adjacentradio channelsto increase
throughput. The WiFiclients must also support 40MHz. kisoften betterto use the 20MHz se tting in
a location where the envimnment hinders the Wikisignal
Select20MHz if you want to lessen radio interfference with other WiFide vicesin your
neighborhood orthe Wikiclientsdo notsupportchannelbonding.
Control Thisisavaiable forsome regionswhen youselecta specific channeland setthe Bandwidth field
Sideband to 40MHz. Set whetherthe controlc hannel(setin the Channelfield) should be in the Ioweror
Upperrange of channelbands.
WiH Ne two 1k Se tting s
WiH Ne two tk The SSID (Service Set IDentity) id e ntifies the service set with which a WiFidevice isassociated.
Name WiFidevicesassociating to the accesspoint (AP) must have the same SSID.
Entera descriptive name (up to 32 English keyboard characters) forthe wirele ss TAN.
Max Clients Specify the maximum numberofclientsthatcan connectto thisnetworkatthe same time.
Hide SSID Selectthischeckboxto hide the SSID in the outgoing beacon frame so a station cannotobtain
the SSID through sc anning using a site survey tool
Thischeckboxisgrayed outif the WPSfunction isenabled in the Network > Wireless > WPS
screen.
Multic a st Selectthischeckboxto allow the ZyxelDevice to convert wire le ss multic a st tra ffic into wirele ss
Forwarding unic a st tra ffic .

Max. Upstream

Specify the maximum rate forupstream wirele ss traffic to the WAN from this WIAN in kilo bits per

Bandwidth second (Kbps).

Max. Specify the maximum rate fordownstream wirele ss traffic to this WIAN from the WAN in kilo bits

Downstream persecond (Kbps).

Bandwid th

BSSID This shows the MAC addressofthe wireless interface on the Zyxel Device when wirele ss IAN is
enabled.

Se c urity Level

Se ¢ urity Mode

SelectMore Secure (WPA2-PSK) to add sec urity on this WiFine two k. The WiFi ¢ lie nts whic h want
to associate to thisnetwork must have the same Wil se c urity se ttings as the ZyxelDevice. When
you selectto use a security, additionaloptionsappearsin thisscreen.

OryoucanselectNo Security to allow any clientto associate with thisnetwork without any data
encryption orauthentic ation.

See the following sectionsformore details about this field.

Cancel

Click Cancelto restore yourpreviously saved settings.

Apply

Click Apply to save yourchanges.

7.2.1 No Se curity

SelectNo Security to allow wirele ss stations to communic ate with the access points without any data

encryption orauthentic a tion.

Note: Fyoudo notenable any WiFise c urity on yourZyxelDevice, yournetworkisaccessble to
any wire le ss ne two rking device thatis within range.
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Figure 76 Wireless > General No Sec urty
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The following table descrbesthe labelsin thisscreen.

Table 33 Wireless > General: No Sec urity

TABEL

DESCRIPIION

Se c urity Level

Choose No Security to allow all WiFiconnections without data encryption orauthe ntic a tion.

7.2.2 More Secure (WPA2-PSK)

The WPA2-PSK se c urity mode isa newer, more robust version ofthe WPA encryption standard. It offers
slightly b e tte r se c urity, although the use of PSKmakesitlessrobustthanitcould be. Using a Pre-Shared
Key (PSK), both the ZyxelDevice and the connecting clientshare a common password in orderto

validate the connection.

Click Network Setting > Wireless to display the Generalscreen. Select More Secure asthe securty level
WPA2-PSK is the default Security Mode.

Figure 77 Wireless > General: More Secure: WPA2-PSK
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The folowing table describesthe labelsin thisscreen.

Table 34 Wireless> General: More Secure: WPA2-PSK

TABEL

DESCRIPIION

Se c urity Level

Select More Secure to enable WPA2-PSKdata encryption.

Se ¢ urity Mode

WPA2-PSK is the default security mode.
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Table 34 Wieless> General: More Secure: WPA2-PSK(c ontinued)

TABEL DESCRIPIION
Generate Selectthisoption to have the ZyxelDevice automatically generate a password. The password
password field wilnotbe configurable when you select this option.
automatic ally
Password Select Generate password automatically orentera Password.
The password hastwo uses.
1. Manual Manually enterthe same password on the ZyxelDevice and the client. Enter8-63
ASCIicharactersorexactly 64 hexadecimal(‘0-9’, ‘a-f') characters.
2. WPS. When using WPS, the ZyxelDevice sends thispassword to the client.
Note: Enter8-63 ASClIcharactersonly. 64 hexadecimalcharactersare notaccepted
for WPS.
Clic k the Eye icon to show orhide the password foryourwirele ss network. When the Eye icon is
slashe d %ﬂ, you'llsee the password in plain text. Otherwise, it's hidden.
more... Click this #+ | to show more fieldsin this section. Clic k this % ] to hide them.
Encryption AESis the defaultdata encryption type, which usesa 128-bit key.
Tmer This is the rate at which the RADIUSserversendsa new group key out to all ¢ lie nts.

7.3 Guest/ More AP

Use thisscreen to configure a guest wirelessnetworkthatallowsaccessto the ntemetthrough the Zyxel

Device. Clic k Network Se tting > Wireless > Guest/ More AP. The screen appearsasshown. Thisallowsyou
to use one accesspointto provide several BSSs simultaneously. You can then assign varying se ¢ urity
typesto different SSIDs. Wire le ss ¢ lients c an use different SSIDs to associate with the same accesspoint.

Figure 78 Network Setting > Wireless > Gue st/ More AP
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The following table descrbesthe labelsin thisscreen.

Table 35 Guest/ More APNetwork Setting > Wire le ss >

IABEL

DESCRIPIION

#

This is the ndex numberofeach SSID profile.

Sta tus

This shows whe therthe SSID profile isactive (a yellow bulb) ornot(a gray bulb).

An SSID profile isthe setofparametersrelating to one ofthe ZyxelDevice’s BSSs. The
SSID (Servic e Set IDe ntifie r) id e ntifie s the Service Set with which a wirelessdevice is
associated. You can configure up to fourSSIDsto enable multiple BSSs (Basic Servic e
Sets) on the ZyxelDevice.

This field displays the name ofthe wireless profile on the network. When a wireless
clientscansforan AP to associate with, thisisthe name thatisbradcastand seen
in the wire le ss ¢ lie nt utility.

Se ¢ urity

This field indic ate s the security mode ofthe SSID profile.

Guest WIAN

This field shows whetherthe SSID profile isan extemalorhome guest.

Mo d ify

Clic k Modify to change the SSID profile.

7.4 More AP Edit

Use thisscreen to create a guest wireless network and configure its se ¢ urity se tting s. Clic k the Modify
icon in the More APscreen. The following screen displays. Clic k Network Se tting > Wireless > More AP

Edit.
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Figure 79 Network Setting > Wireless > More AP Edit
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The following table descrbesthe labelsin thisscreen.
Table 36 Network Setting > Wireless > More AP Edit
TABEL DESCRIPTION
WiH Ne two 1k Se tup
Wik Click Enable to enable the wirele ss TAN in this field.
Se ¢ urity Le vel
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Table 36 Network Setting > Wireless > More AP Edit (c ontinued)

TABEL DESCRIPTION

WiH Ne twotk Name The SSID (Service Set IDentity) id e ntifies the service set with which a WiFidevice is
associated. WiFidevicesassociating to the accesspoint (AP) must have the same
SSID.
Entera descriptive name (up to 32 English keyboard characters) forthe wirele ss TAN.

Hide SSID Selectthischeckboxto hide the SSID in the outgoing beacon frame so a station
cannotobtain the SSID through sc anning using a site survey tool
Thischeckboxisgrayed outif the WPSfunction isenabled in the Network > Wireless
> WPSscreen.

Gue st WIAN Selectthe checkboxto enable Guest WLIAN.

Access Scenario

Fyouselect Home Guest, clients connecting to the same SSID can ¢ ommunic ate
with each otherdirec tly.

Fyouselect ExtemalGuest, clientsare blocked from connecting to each other
dire c tly.

Max. Upstream Bandwidth

Specify the maximum rate forupstream wirele ss traffic to the WAN from this WLAN in
kiobits persecond (Kbps).

Max. downstream

Specify the maximum rate fordownstream wire le ss tra ffic to this WIAN from the WAN

Bandwidth in kilobitspersecond (Kbps).

BSSID This shows the MAC addressofthe wirelessinterfface on the ZyxelDevice when
wireless [ANisenabled.

BBSID Subnet Select Enable to create anindependent subnet forthe SSID, which isseparated
from the IAN subne t(s).

DHCP Start Address Enterthe first ofthe contiguousaddressesin the IPaddresspoolforthe SSID subnet.

The ZyxelDevice assignsIPaddressesfrom this DHCP poolto wireless c lients
connecting to the SSID.

DHCP End Address

Enterthe last ofthe contiguousaddressesin the IPaddress poolforthe SSID subnet.

SSID Subnet Ma sk

Enterthe subnetmaskofthe ZyxelDevice forthe SSID subnet.

IANIP Address

Enterthe IPaddressofthe ZyxelDevice forthe Gue st SSID.

Se c urity Le vel

Se ¢ urity Mode

Select More Secure or WPA2-PSK to add sec urty on this WiFine two rk. The Wik
clients which wantto associate to this network must have the same WiH se c urity
settings as the ZyxelDevice. When you select to use a security, additional options
appearsin thisscreen.

OryoucanselectNo Security to allow any client to associate with this network
without any data encryption orauthentic a tion.

See the following sectionsformore details about this field.

Generate password
automatically

Selectthisoption to have the ZyxelDevice automatically generate a password. The
passwomrd field wilnotbe configurable when you select thisoption.
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Table 36 Network Setting > Wireless > More AP Edit (c ontinued)

TABEL DESCRIPIION

Password Select Generate password automatically orentera Password.

The password hastwo uses.

1. Manual Manually enterthe same password on the ZyxelDevice and the client.
Enter8-63 ASCIIcharactersorexactly 64 hexadecimal(‘0-9’,‘a-f') characters.

2. WPS. When using WPS, the ZyxelDevice sends thispassword to the client.

Note: Enter8-63 ASCIIcharactersonly. 64 hexadecimalcharactersare not
accepted for WPS.

Click the Eye icon to show orhide the password foryourwirele ss network. When the
Fye icon isslashed %ﬂ,you’]lsee the password in plain te xt. Otherwise, it's hidden.

more... Clickthis =, to show more fieldsin this sec tion. Clic k this % ] to hide them.
Encryption AESisthe defaultdata encryption type, which usesa 128-bit key.

Tmer This is the rate at which the RADIUSserversendsa new group key out to all ¢ lie nts.
Cancel ClickCancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

7.5 MAC Authentication

Use thisscreen to give exclusive accessto specific devices (Allow) orexclude specific devices from
accessing the ZyxelDevice (Deny), based on the MAC addressofeach device. Every Ethemetdevice
hasa unique factory-assigned MAC (Media Access Control) address, which consistsofsix pairsof
hexadecimalcharacters, forexample: 00:A0:C5:00:00:02. You need to know the MAC addressesof the
device you wantto allow/deny to configure thisscreen.
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Use thisscreen to
Network Se tting >

view yourZyxelDevice’s MAC filtersettings and add new MAC fiterrules. Click
Wireless > MAC Authentication. The screen appearsasshown.

Figure 80 Network Setting> Wirele ss > MAC Authentic ation
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Apply

The following table descrbesthe labelsin thisscreen.

Table 37 Network Setting> Wire le ss > MAC Authentic ation

TABEL DESCRIPIION

General

SSID Selectthe SSID forwhich you want to ¢ onfigure MAC filte r se tting s.

MAC Restric t Define the filteraction forthe list of MAC addressesin the MAC Address table.
Mode

Select Disable to tum o ff MAC filte ring.

Select Deny to blockaccessto the ZyxelDevice. MAC addressesnotlisted wilbe allowed to
accessthe ZyxelDevice.

Select Allow to permit accessto the ZyxelDevice. MAC addressesnotlisted wilbe denied
accessto the ZyxelDevice.

MAC address List
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Table 37 Network Setting> Wire le ss > MAC Authentic ation (c ontinued)

TABEL DESCRIPIION
Add new MAC This field isavaiable when you select Deny or Allow in the MAC Restrict Mode field.
address Click thisif you wantto add a new MAC addressentry to the MAC filterlist below.
Enterthe MAC addressesofthe WiFidevicesthatare alowed ordenied accessto the Zyxel
Device in these address fields. Enterthe MAC addressesin a valid MAC address format, thatis,
sixhexadecimalcharacterpairs, forexample, 12:34:56:78:9a:bc.
Figure 81 Add New MAC Address
B Add MAC addrass o list
Ta odd a device, pleais snied devices MAC adcdpeds
QK
# This is the mdex numberofthe entry.
MAC Address This is the MAC addressesofthe WiFidevicesthatare allowed ordenied accessto the Zyxel
Device.
Mo d ify Click the Editicon and type the MAC addressofthe peerdevice in a valid MAC addressformat
(sixhexadecimalcharacterpairs, forexample 12:34:56:78:9a:bc).
Click the Delete icon to delete the entry.
Cancel Click Cancelto exit this sc reen witho ut saving.
Apply Click Apply to save yourchanges.

7.6 WPS

Use thisscreen to configure Wili Protected Setup (WPS) on yourZyxelDevice.

WiFi Protected Setup (WPS) allows you to quickly set up a wirele ss ne two 1k with strong se ¢ urity, witho ut
having to configure securty settings manually. Select one ofthe WPSmethods and follow the

mstruc tions to establish a WPSconnection.Yourdevices must support WPSto use this fe ature. We
recomme nd using Push Button Configuration (PBC) if yourdevice supportsit. See Section 7.11.7.3 on
page 128 formore information about WPS.

Note: The ZyxelDevice appliesthe securty settings ofthe main SSID (SSID1) profile to the WPS
wirelessconnection(see Section 7.2.2 on page 105).

Note: The WPSswitc h isunavailable if the wirelessIAN isdisabled.
FWPSisenabled, UPnP wilautomatically be tumed on.

Clic k Network Se tting > Wireless > WPS. The following screen displays. Clic k this switc h and it will tum b lue .
Click Apply to activate the WPS func tion. Then you can c onfigure the WPS se tting s in this sc reen.
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Figure 82 Network Setting > Wire le ss > WPS
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The following table descrbesthe labelsin thisscreen.

Table 38 Network Setting > Wire le ss > WPS

TABEL DESCRIPIION
General
WPS Clickto enable (-._'-) and have the ZyxelDevice activate WPS. Otherwise, it isdisabled.

Add a new device with WPSMethod

Method 1 PBC

Use thissection to set up a WPS WiH ne two rk using Push Button Configuration (PBC). Clic k this
switch to make it tum blue. Click Apply to activate WPSmethod 1 on the ZyxelDevice.

WPS

Clic k this button to add another WPS-enabled WiFidevice (within WiFirange ofthe Zyxel
Device) to your WiFine two rk. This button may eitherbe a physicalbutton on the outside ofa
device,ora menu button similarto the WPS button on this screen.

Note: You must press the other WiFide vice’s WPSbutton within two minutes of
pressing this button.

Method 2 PIN

Use thissection to setup a WPS WiFinetworkby entering the PIN of the client into the Zyxel
Device. Click this switch to make it tum blue. Clic k Apply to activate WPSmethod 2 on the Zyxel
Device.
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Table 38 Network Setting > Wire le ss > WPS (c ontinued)

TABEL DESCRIPIION

Register Enterthe PINofthe device thatyou are setting up a WPSconnection with and c lick Registerto
authenticate and add the WiFidevice to your WiFine two rk.

You can find the PIN eitheron the outside ofthe device, orby checking the device’s settings.

Note: You must also activate WPSon that device within two minutes to have it
present its PIN to the ZyxelDevice.

Method 3 Use thissection to setup a WPSWiFinetwork by entering the PIN of the ZyxelDevice into the
c lient. Clic k this switc h to make it tum blue. Click Apply to activate WPSmethod 3 on the Zyxel
Device.
Release The default WPS statusis configured.
Configuration

Click thisbutton to remove allc onfigured WiFiand WiFi se c urity se ttings for WPSconnec tionson
the ZyxelDevice.

Generate Fthismethod hasbeen enabled, the PIN (Personallde ntific ation Number) ofthe ZyxelDevice is
New PIN sho wn here. Ente rthis PIN in the ¢ onfiguration utility ofthe device you wantto connectto using
WPS.

The PINisnot necessary when you use the WPS push-button method.

Click the Generate New PIN button to have the ZyxelDevice create a new PIN.

Cancel ClickCancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

7.7 WMM

Use thisscreen to enable WiFi MultiMe dia (WMM) and WMM Automatic PowerSave (APSD) in wire le ss
networks formultimedia applic ations. WMM enhances data transmission quality, while APSD improves
powermanagement of wire le ss c lients. This allows delay-sensitive applic ations, such asvoice and
videos, to run more smo o thly.

Click Netwoik Setting > Wireless > WMM to display the following screen.

Figure 83 Network Setting > Wire le ss > WMM
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Apply

Note: WMM cannotbe disabled if 802.11 mode includes 802.11n or802.11ac.
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The following table descrbesthe labelsin thisscreen.

Table 39 Network Setting > Wire le ss > WMM

IABEL DESCRIPIION

WMM ofSSID1~4 | Select On to have the ZyxelDevice automatically give the WiFinetwork (SSIDx) a priority level
according to the o Svalue in the Pheaderofpacketsit sends. WMM Qo S (WiFi MultiMe d ia
Quality of Service) gives high priority to video, which make s them run more smoo thly.

If the 802.11 Mode in Network Setting > Wireless > Others isset to include 802.11n or802.11ac,
WMM cannotbe disabled.

WMM Selectthisoption to extend the battery life of yourmobile devices (especially usefulforsmall

Automatic devicesthatare running multime dia applic ations). The ZyxelDevice goesto sleep mode to save

PowerSave powerwhen itisnot transmitting data. The AP buffersthe packetssentto the ZyxelDevice unti

Delivery (APSD) | the ZyxelDevice "'wakesup."The ZyxelDevice wakesup periodically to check forincoming
data.

No te : This wo rks only if the WiFide vice to which the ZyxelDevice isconnected also

supports this fe ature.
Cancel ClickCancelto restore yourpreviously saved settings.
Apply Click Apply to save yourchanges.

7.8 Others Screen

Use thisscreen to configure advanced wirele ss se tting s, such as additional sec urty se ttings, power
saving, and data transmission se ttings. Clic k Netwoik Se tting > Wireless > Others. The screen appearsas
shown.

See Section 7.11.2 on page 122 fordetailed definitions ofthe terms listed here.

Figure 84 Network Setting > Wirele ss > Others

Apply
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The following table descrbesthe labelsin thisscreen.

Table 40 Network Setting > Wire le ss > Othe rs

TABEL DESCRIPTION
RISYCTS Data with its frame size largerthan thisvalue will perform the RIS(Request T Send)/CTS(Clear
Thre sho ld T Send) handshake.

Entera value between 0 and 2347.
Fragmentation This is the maximum data fragment size thatcan be sent. Entera value between 256 and 2346.
Thre sho ld
Output Power Set the output powerofthe ZyxelDevice. fthere isa high density of APsin an area,decrease

the output powerto reduce interference with other APs. Select one ofthe following: 20%, 40%,
60%,80% 0r100%.

Beacon Interval

When a wirelessly networked device sendsa beacon, itincludes withita beacon interval This
specifiesthe time period before the device sendsthe beacon again.

The intervaltellsreceiving devices on the networkhow long they can waitin low powermode
before waking up to handle the beacon. Thisvalue can be setfrom 50msto 1000ms. A high
value helpssave cunment consumption ofthe accesspoint.

DTM Interval Delivery Traffic Indic ation Message (DTIM) is the time period afterwhich broadcastand
multicast packets are transmitted to mobile clients in the PowerSaving mode. A high DTIM
value can cause clientsto lose connec tivity with the network. Thisvalue canbe setfrom 1 to
255.

802.11 Mode For2.4GHz frequency WIAN devices:

* Select802.11b Only to allow only IEEE802.11b compliant WIAN devices to associate with
the ZyxelDevice.

¢ Select802.11g Only to allow only IEEE802.11g compliant WIAN devices to associate with
the ZyxelDevice.

¢ Select802.11n Only to allow only IEEE802.11n compliant WIAN devices to associate with
the ZyxelDevice.

¢ Select802.11b/g Mixed to allow either IEEE802.11b orIEEE802.11g compliant WIAN
devicesto associate with the ZyxelDevice. The transmission rate ofyourZyxelDevice might
be reduced.

* Select802.11b/g/n Mixed to allow IEEE802.11b, IEEE802.11g or IEEES802.11n compliant
WIAN devicesto associate with the ZyxelDevice. The transmission rate ofyourZyxelDevice
mightbe reduced.

For5GHz frequency WIAN devices:

e Select802.11a Only to allow only IEEE802.11a compliant WIAN devices to associate with
the ZyxelDevice.

* Select802.11n Only to allow only IEEE802.11n compliant WIAN devicesto associate with
the ZyxelDevice.

¢ Select802.11ac Only to allow only IEEE802.11ac compliant WIAN devicesto associate with
the ZyxelDevice.

¢ Select802.11a/n Mixed to allow eitherIEEE802.11a orIEEE802.11n compliant WIAN devices
to associate with the ZyxelDevice. The transmission rate ofyourZyxelDevice mightbe
reduced.

¢ Select802.11n/ac Mixed to allow either IEEE802.11n or IEEE 802.11ac compliant WIAN
devicesto associate with the ZyxelDevice. The transmission rate ofyourZyxel Device might
be reduced.

e Select802.11a/n/ac Mixed to allow IEEE802.11a, IEEE802.11n orIEEES802.11ac compliant
WIAN devicesto associate with the ZyxelDevice. The transmission rate ofyourZyxelDevice
mightbe reduced.

802.11 Protec tion

Enabling thisfeature can help prevent collisionsin mixed-mode networks (networks with bo th
IEEE 802.11b and IEEE802.11g traffic).

Select Auto to have the wirelessdevices transmit data aftera RIY CTShandshake. This helps
improve IEEE802.11g performance.

Select Offto disable 802.11 protec tion. The transmission rate ofyourZyxelDevice mightbe
reduced in a mixed-mode network.

This field displays Offand isnot configurable when you set 802.11 Mode to 802.11b Only.
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Table 40 Network Setting > Wire le ss > Others (c ontinued)

TABEL DESCRIPIION

Preamble Selecta preamble type from the drop-down listbox. Choices are Iong orShort. See Section
7.11.6 on page 125 formore informa tion.

This field is c onfigurable only when you set 802.11 Mode to 802.11b.

Protected WiH with Protected Management Frames (PMF) provide s pro te c tion forunic ast and multic ast
Management managementaction frames. Unicast managementaction framesare protected from both
Frames eavesdropping and forging, and multicast managementaction framesare protected from

forging. Select Capable if the WiFic lient suppo rts PMF, then the management frameswillbe
encrypted. Select Required to force the WiFi c lient to suppo 1t PMF, othe rwise the
authentication cannotbe performed by the ZyxelDevice. Otherwise, select Disabled.

Cancel ClickCancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

7.9 WIAN Scheduler

Use the WIAN Schedulerscreen to create rulesto sc hedule the timesto permit Inte met traffic from each
wireless network interfaces. Selecta specific time and day ofa weekforscheduling. You can also
create a rule to automatic ally switch off allthe WLAN together.

Clic k Netwoxk Se tting > Wireless > WIAN Scheduler.

Figure 85 Network Setting > Wirele ss > WIAN Sc heduler
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The folowing table describesthe labelsin thisscreen.

Table 41 Network Setting > Wirele ss > WIAN Sc heduler

TABEL DESCRIPTION
WIAN Scheduler Clic k this switch to enable the WIAN sc he dule r func tio n. This serves:asthe main switc h to
Access allow the individualrulesto func tion. When the switc h tumsblue =M ,the functionisenabled.
Otherwise, it’s not.
Add New Rule Clic k this to c onfigure a new WIAN sc hedulerrule.
# This is the index numberofthe entry.
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Table 41 Network Setting > Wirele ss > WIAN Sc heduler(c ontinued)

TABEL

DESCRIPIION

Active

Clickthe checkboxto enable individualrules.

Note: Make sure to enable the WIAN SchedulerAccess switch forthe individual
rule s to work.

Rule Name

This field displays the name ofthe rule.

SSID

This is the descriptive name used to id e ntify the wirelessnetworkinterface thatthisrule applies
to. Will show AILWIAN if you select All wirele ss networks in the Add New Rule screen.

Day

This field displays the day(s) of the week that you wish to apply this rule.

Time

This field displays the time ofthe day thatyou wish to apply this rule.

Description

This field shows a description ofthe rule, usually to help id e ntify it.

Mo d ify

Clic k the Editicon to c onfigure the rule.

Click the Delete icon to remove the rule.

Note: Fyou enable a rule fora specific SSID, you wilnotbe able to connectto otherwireless

ne two rks.

7.9.1 Add/Edit Rules

Click Add New Rule in the WIAN Schedulerscreen, orc lick the Editicon next to a sc heduling rule, and
the following screen displays.

Use thisscreen to create a scheduling rule to permit Inte met traffic from each wirelessnetworkinterface.

Figure 86 Network Setting > Wirele ss > WIAN Sc heduler> Add New Rule

Add New Rulo

LIESeries Users Guide

118




Chapter7 Wirele ss

The following table descrbesthe labelsin thisscreen.

Table 42 Network Setting > Wire le ss > WIAN Schedule > Add New Rule

TABEL DESCRIPIION
Active Stide the switch to the right (:_ #/)to enable this WLAN sc he dulerrule.
SSID Select All wireless networks if you want the rule to apply to allwirelessnetworkinterffacesor

selecta wirelessnetwork interface to apply the rule to.

Rule Name

Entera descrptive name forthe rule.

Day

Selectthe day(s) ofthe weekthatyou wish to apply thisrule.

Tme of Day Range

Specify the time ofthe day that you wish to apply to thisrule (format hh:mm).

Note: Clickthe checkboxforAllday if you wish to apply the rule forthe whole day
(24 ho urs).

Description

Entera descrption ofthe rule, usually to help id e ntify it (its purpo se).

OK

Click OKto save the changesbackto the ZyxelDevice.

Cancel

ClickCancelto close the window with changesunsaved.

7.10 Channel Status

Use thisscreen to scan forwirele ssIAN channelnoises and view the results. Click Scan to start, and then
view the results in the Channel Scan Result section. The value on each channelnumberindic ates the

numberofAccessPoints (AP) using thatchannel The Auto-channelselection algorithm doesnotalways
direc tly follow the APcount;otherfactorsaboutthe channelsare also considered. Clic k Ne twork Se tting
> Wireless > Channel Status. The screen appearsasshown. Click Scan to scan wireless TAN c hannels.

You can view the results in Channel Status screen.
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Figure 87 Network Setting > Wirele ss > Channel Status
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7.11 Technical Reference

This se c tion disc usse s wire le ss [ANs in de pth.

7.11.1 WiKi Network Overview

WiFine tworks c onsist of WiFic lients, access pointsand bridges.

* AWiFiclentisa radio connected to a userscomputer.

* Anaccesspointisa radio with a wired connection to a netwoik, which can connect with numerous
WiHclients and let them accessthe network

e Abridge isa radio thatrelayscommunicationsbetween accesspoints and WiH c lients, exte nding a
network’srange.

Nomally, a WiFinetworkoperatesin an “infrastruc ture” type ofnetwork. An “infrastruc ture” type of
networkhasone ormore accesspointsand one ormore WiFic lients. The WiFiclients connect to the
accesspoints.
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The following figure providesan example ofa WiFinetwo rk.

Figure 88 Example of a WiFiNetwork
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The WiFinetworkis the partin the blue circle. In this WiFinetwork, devices A and Buse the accesspoint
(AP) to interact with the otherdevices(such asthe printer) or with the Inte me t. Yo urZyxe 1 De vic e is the
AP.

Every WiFinetwork must follow these basic guidelnes.

* Every device in the same WiFinetwork must use the same SSID.
The SSID is the name ofthe WiFinetwork & standsforService Set IDentifier.
e Ftwo WiFinetworksoverap, they should use a different channel

Like radio stationsortelevision channels, each WiFinetworkusesa specific channel, orfrequency, to
send and receive information.

* Every device in the same WiFinetwork must use security compatible with the AP.

Se ¢ urity stops unauthorized devices from using the WiFinetwork. kcan also protect the nformation
thatis sent in the Wikine two rk.

Radio Channels

In the radio spectrum, there are certain frequency bandsallocated forunlicensed, civilian use. Forthe
purposesof WiFinetworking, these bandsare divided into numerus channels. Thisallowsa varety of
networks to exist in the same place without interfering with one another. When you create a network,
youmust selecta channelto use.

Sinc e the avaiable unlicensed spectrum varies from one country to another, the numberofavailable
channelsalso vares.
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7.11.2 Additional Wireless Terms

The following table descrbessome WiFinetworktermsand acronymsused in the ZyxelDevice’s Web
Configurator.

Table 43 Additional WiFi Te rms

TERM DESCRIPIION

RIY C'IS Thre sho ld In a WiFinetwork whichcoversa large area, WiFidevicesare sometimesnotaware of
eachotherspresence. Thismay cause them to send information to the AP at the same
time and result in information colliding and not getting through.

By se tting this value lowerthan the default value, the WiFidevices must sometimes get
pemission to send information to the ZyxelDevice. The lowerthe value, the more often
the devicesmust get permission.

I this value is greaterthan the fragmentation threshold value (see below), then WiFi
devicesneverhave to get pemmission to send information to the ZyxelDevice.

Preamble A preamble affectsthe timing in your WiFinetwork. There are two preamble modes: long
and short. Fa device usesa different preamble mode than the ZyxelDevice does, it
cannotcommunic ate with the ZyxelDevice.

Authentic ation The processofverfying whethera WiFidevice isallowed to use the WiFine two rk.
Fragmentation A smallfragmentation threshold isrecommended forbusy networks, while a laiger
Thre shold threshold provides fasterperformance if the networkis not very busy.

7.11.3 WiH Se curity Overview

By theirnature, radio communic ations are simple to intercept. For WiFidata netwo ks, thismeans that
anyone within range of a WiFine twork without security can not only read the data passing overthe
aimrwaves, but also join the network. Once an unauthorized person hasaccessto the network, he orshe
can stealinformation orintrorduce malware (malicious software) intended to compromise the network.
Forthese reasons, a varety of security systems have been developed to ensure that only authorized
people canuse a WiFidata network, orunderstand the data camied on it.

The se securty standards do two things. Fist, they authenticate. Thismeansthatonly people presenting
the right credentials (often a usemame and password,ora “key” phrase) can accessthe network
Second, they encrypt. This meansthatthe nformation sentoverthe airisencoded. Only people with
the code key can understand the information, and only people who have been authenticated are
given the code key.

The se security standardsvary in effectiveness. Some canbe broken, such asthe old Wired Equivalent
Protoc ol (WEP). Using WEP isbetterthan using no security atall, butit wilnotkeep a determined
attackerout. Othersecurty standardsare secure in themselvesbutcanbe broken ifa userdoesnot use
them propedy. Forexample, the WPA-PSKse c urity standard isvery secure if you use a long key which is
difficult foran attackerssoftware to guess-forexample, a twenty-letterlong string of apparently
random numbersand letters- butitisnot very secure if you use a short key which isvery easy to guess -
forexample, a three-letterword from the dictionary.

Because ofthe damage thatcanbe done by a maliciousattacker, it'snotjust people who have
sensitive information on theirnetwork who should use securty. Everybody who uses any WiF ne two rk
should ensure thateffective securty isin place.

A good way to come up with effective securty keys, passwordsand so on isto use obscure information
that you personally wileasily emember, and to enteritin a way thatappearsrandom and doesnot
include realwords. Forexample, f yourmotherownsa 1970 Dodge Challengerand herfavorte mo vie is
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Vanishing Point (which you know wasmade in 1971) you could use “70dodchal7lvanpoi’ asyour
securnty key.

The following sectionsintroduce different types of WiFisecurity you can set up in the WiFine two rk.

7.11.3.1 SSID

Nomally, the ZyxelDevice actslike a beacon and regulardly broadc asts the SSID in the area. Youcan
hide the SSID instead, in which case the ZyxelDevice doesnotbradcastthe SSID. h addition, you
should change the default SSID to so mething that is diffic ult to guess.

Thistype ofsecurty isfaidly weak, however,because there are waysforunauthorized WiFidevicesto get
the SSID. In addition, unauthorized WiFidevicescan still see the information thatis sent in the WiFi
ne two k.

7.11.3.2 MAC Address Flter

Every device thatcan use a Wilinetworkhasa unique identific ation number,called a MAC address! A
MAC addressis usually writte n using twe lve hexadecimalcharacters’; forexample, 00A0C5000002 or
00:A0:C5:00:00:02. T getthe MAC addressforeach device in the WiFinetwo1k, see the device’s Users
Guide orotherdocumentation.

You can use the MAC addressfiterto tellthe ZyxelDevice which devicesare allowed ornotallowed to
use the WiFinetwork. Fa device isallowed to use the WiFinetwork, it still hasto have the comect
information (SSID, channel, and securty). fa device isnotallowed to use the WiFinetwork, it doesnot
matterifit hasthe cormectinforma tion.

This type ofsecurity doesnot protectthe information thatis sentin the WiFine two rk. Furthermore, there
are waysforunauthorized Wilidevicesto getthe MAC addressofan authorized device. Then, theycan
use that MAC addressto use the WiFine two rk.

7.11.3.3 User Authentic ation

Authentic ation is the processofverfying whethera WiFidevice isallowed to use the WiFinetwork. You
canmake every userlog in to the WiFinetworkbefore using it. However, every device in the WiFi
network hasto support IEEE802.1x to do this.

ForWiFinetworks, you can store the usernamesand passwordsforeach userin a RADIUSserver. Thisis a
serverused in businessesmore thanin homes. Fyoudo nothave a RADIUSserver,youcannotsetup user
namesand passwords foryourusers.

Unauthorized WiFidevicescan still see the information thatis sentin the WiFinetwork, even if they
cannotuse the WiFine twork. Furthermore, there are ways forunauthorized WiFiusersto geta vald user
name and password. Then, they can use that username and password to use the WiFine two rk.

7.11.3.4 Encryption

Wikinetworkscan use encryption to protectthe information thatis sent in the WiFine two rk. Enc ryp tion is
like a secretcode. Fyoudo not know the secretcode, you cannotunderstand the message.

1. Some wirelessdevices,such asscanners,can detect WiFinetworksbutcannotuse WiFine two rks. The se kinds
of wirelessdevices might not have MAC addresses.

2. Hexadecimalcharactersare 0,1,2,3,4,5,6,7,8,9,A,B C,D,E and F.
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The typesofencryptionyoucanchoose depend on the type ofauthentication. (See Section 7.11.3.30n
page 123 forinformation about this.)

Table 44 TypesofEncryption forEach Type of Authentication

NO AUHENTICATION RADIUS SERVER
Weakest No Sec urity WPA
I WPA-PSK
Strong e st WPA2-PSK
WPA2

Forexample, if the WiFinetworkhasa RADIUSserver,youcan choose WPA orWPA2. Fusersdo notlog in
to the WiFinetwork, you can choose no encryption, WPA-PSK, or WPA2-PSK.

Note: kisrecommended that WiFine two rks use WPA-PSK, WPA, orstrongerenc ryption. The
othertypesofencryption are betterthan none atal, butitisstillpossble for
unauthorized WiFidevices to figure out the original informa tion pre tty quic kly.

Many typesofencryption use a key to protectthe information in the WiFinetwo1k. The longerthe key,
the strongerthe encryption. Every device in the WiFine twork must have the same key.

7.11.4 Signal Problems

Because WiFinetworksare radio networks, theirsignalsare subjectto limitationsofdistance, interference
and absomption.

Problems with distance occurwhen the two radiosare too faraparn. Poblems with nterference occur
when otherradio wavesinterrupt the data signal Interference may come from otherradio
transmissions, such as military orairtraffic controlc ommunic ations, orfrom machinesthatare
coincidentalemitterssuch aselectric motorsormicrowaves. Poblems with absorption occurwhen
physicalobjects (such asthick walls) are between the two radios, muffling the signal

7.11.5 BSS

A Basic Service Set (BSS) exists when allcommunicationsbetween wirele ss stations go through one
accesspoint (AP).

Intra -BSS tra ffic is traffic betwe en wire le ss sta tions in the BSS. Whe n Intra -BSS tra ffic bloc king isdisabled,
wireless station A and Bcan accessthe wired network and communic ate with each other. When Intra -
BSStraffic blocking isenabled, wireless station A and Bcan stillaccessthe wired networkbutcannot
communicate with each other.
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Figure 89 Basic Service Set

7.11.6 Preamble Type

Preamble isused to signalthatdata iscoming to the receiver. Short and long referto the length of the
sync hronization field in a packet.

Short preamble increases perfformance aslesstime sending preamble meansmore time forsending
data. AIIEEE802.11 compliant wirelessadapters supportlong preamble, butnotallsupport short
preamble.

Use long preamble if you are unsure whatpreamble mode other WiFidevices on the network support,
and to provide more reliable ¢ o mmunic atio ns in busy WiFine two rks.

Use short preamble if you are sure all WiFidevices on the network supportit, and to provide more
e ffic ie nt c o mmunic a tio ns.

Use the dynamic setting to automatic ally use short preamble when all WiFidevices on the network
supportit, otherwise the ZyxelDevice useslong preamble.

Note: The WiFide vices MUSTuse the same preamble mode in orderto communicate.

7.11.7 Wil Protected Setup (WPS)

YourZyxelDevice supports WiFi Protected Setup (WPS), whichisan easy way to set up a secure WiFi
network. WPSis an industry standard specification, defined by the WiFi Alliance.

LTE Series Uses Guid e

125



Chapter7 Wirele ss

WPSallowsyou to quickly set up a WiFine two rk with strong se ¢ urity, witho ut having to c onfigure se c urity
settings manually. Each WPSconnection worksbetween two devices. Both devices must support WPS
(checkeachdevice’sdocumentation to make sure).

Depending on the devicesyou have,youcan eitherpressa button (on the device itself, orin its
configuration utility) orentera PIN (a unique Personalldentification Numberthat allowsone device to
authenticate the other) meach ofthe two devices. When WPSisactivated on a device, it has two
minute s to find anotherdevice thatalso has WPSactivated. Then, the two devicesconnectand setup
a secure network by themselves.

7.11.7.1 Push Button Configuration

WPSPush Button Configuration (PBC) isinitiated by pressing a buttononeach WPS-enabled device, and
allowing them to connectautomatically. Youdo notneed to enterany informa tion.

Notevery WPS-enabled device hasa physical WPSbutton. Some may have a WPSPBC button in their
configuration utilities instead of orin addition to the physic albutton.

Take the following stepsto set up WPSusing the button.

1 Ensure thatthe two devicesyou wantto setup are within wirelessrange ofone another.

2 Iookfora WPSbhuttononeachdevice. fthe device doesnothave one, log into its ¢ o nfig ura tio n utility
and locate the button (see the device’s Users Guide forhow to do this- forthe ZyxelDevice, see
Section 7.6 on page 112).

3 Pressthe buttononone ofthe devices(itdoesn’t matterwhich). Forthe ZyxelDevice you must press the
WiFibutton formore than five seconds.

4 Within two minutes, press the button on the otherdevice. The registrarsends the network name (SSID)
and security key through a secure connection to the enwlee.

Fyouneed to make sure that WPSworked, checkthe list of associated WiFic lients in the AP’s
configuration utility. ¥ you see the Wikic lie nt in the list, WPSwas suc c e ssful.

7.11.7.2 PIN Configuration

Each WPS-enabled device hasits own PIN (Personal ld entific ation Number). Thismay eitherbe static (it
cannotbe changed) ordynamic (in some devicesyoucan generate a new PINby clicking on a button
in the configuration interface).

Use the PINmethod instead ofthe push-button configuration (PBC) method if you want to ensure that
the connectionisestablished between the devicesyou specify, notjust the first two devicesto activate
WPSin range ofeach other. However,youneed to log into the configuration interffacesofboth devices
to use the PIN method.

When you use the PINmethod, you must enterthe PIN from one device (usually the Wik c lie nt) into the
second device (usually the Access Point orwireless outer). Then, when WPSisactivated on the first
device, it presents its PIN to the second device. Fthe PINmatches, one device sendsthe network and
se c urity informa tion to the other, allowing it to join the netwo rk.

Take the following stepsto setup a WPSconnectionbetweenanaccesspointorwirelessrouter
(referred to here asthe AP) and a clientdevice using the PIN method.
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Ensure WPSisenabled onboth devices.

Accessthe WPSsection ofthe AP sconfiguration interface. See the device’sUsers Guide on how to do
this.

Iookforthe client's WPSPIN; it willbe displayed eitheron the device, orin the WPSsection ofthe client’s
configuration interface (see the device’s Users Guide on how to find the WPSPIN - forthe ZyxelDevice,
see Section 7.6 on page 112).

Enterthe client’s PIN in the AP’s configuration interface.

¥the clientdevice’sconfiguration interfface hasan area forentering anotherdevice’s PIN, you can
eitherenterthe client’s PINin the AP, orenterthe AP s PINin the client-it doesnot matter which.

Start WPSon both devices within two minutes.
Use the configuration utility to activate WPS, not the push-button on the device itself.

On a computerconnected to the WiFiclient, try to connectto the Intemet. Fyoucan connect, WPS
was suc c e ssful

Fyoucannotconnect, checkthe listofassociated WiFic lients in the AP’s ¢ o nfiguration utility. ¥you see
the WiH ¢ lient in the list, WPSwa s suc ¢ e ssful.

The following figure showsa WPSenabled Wil c lient (installed in a notebookcomputer) connecting to
the WPS-enabled AP via the PIN me thod.
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Figure 90 Example WPSProcess: PIN Method
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7.11.7.3 How WPS Woiks

When two WPS-enabled devicesconnect,each device must assume a specific mle. One device acts
asthe registrar(the device that supplies network and sec urity settings) and the otherdevice actsasthe
enwllee (the device thatreceivesnetwork and se c urity se ttings. The registrarcreates a secure EAP
(Extensible Authentication Protocol) tunneland sendsthe networkname (SSID) and the WPA-PSKor
WPA2-PSKpre-shared key to the enrollee. Whe ther WPA-PSKor WPA2-PSKisused dependson the
standards supported by the devices. fthe registrarisalready partof a netwok, it sends the existing
information. Fnot, it generatesthe SSID and WPA(2)-PSKrandomly.

The following figure showsa WPSenabled client (installed in a notebookcomputer) connecting to a
WPS-enabled accesspoint.
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Figure 91 How WPSworks
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The mlesofregistrarand enmwllee last only aslong asthe WPSsetup processisactive (two minute s). The
next time you use WPS, a differentdevice can be the registrarif necessary.

The WPSconnection processislike a handshake;only two devicesparticipate in each WPStransac tion.
Fyouwantto add more devicesyou should repeat the process with one ofthe existing networked
devicesand the new device.

Note thatthe accesspoint (AP) isnotalwaysthe registrar, and the WiFiclientisnotalwaysthe enmwlee.
AllWPS-—certified APscanbe a registrar, and so can some WPS-enabled WiH c lie nts.

By default,a WPSdevice is ‘unconfigured’. Thismeansthatitisnotpartofan existing networkand can
actaseitherenmlee orregistrar(if it sup ports b o th func tio ns). Fthe re gistraris unc onfigured, the se ¢ urity
setting s it transmits to the enrllee are randomly-generated. Once a WPS-enabled device has
connected to anotherdevice using WPS, itbecomes‘configured’. A configured WiFiclientcan stillact
asenmwllee orregistrarin subsequent WPSconnections,buta configured accesspointcanno longeract
asenmlee. Ewilbe the registrarin all subsequent WPSconnectionsin which itisinvolved. ¥you want a
configured APto actasanenrllee, you mustresetit to its fac tory defaults.

7.11.7.4 Example WPS Ne twoik Se tup
This se c tion sho ws how se c urity se ttings are distrlbuted in a sample WPSsetup.

The following figure showsa sample network. In step 1, both AP1 and Client1 are unc onfigured. When
WPSisactivated on both, they perform the handshake. In thisexample, AP1 is the registrar, and Client 1
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isthe enrllee. The registrarrandomly generate s the securty information to set up the network, since itis
unconfigured and hasno existing informa tio n.

Figure 92 WPS: Example Network Step 1
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CLIENT 1 AP1

Instep 2,youadd anotherWiFc lient to the network. You know that Client1 supportsregistrarmode, but
itisbetterto use APl forthe WPShandshake with the new client since you must connectto the access
pointanyway i orderto use the network. In thiscase, APl mustbe the registrar, since itisconfigured (it
aleady has securty nformation forthe network). AP1 supplies the existing sec urity information to Client
2.

Figure 93 WPS: Example Network Step 2
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Instep 3,youadd anotheraccesspoint (AP2) to yournetwork. AP2isoutofrange of AP1,so youcannot
use AP1 forthe WPShandshake with the new accesspoint. However, you know that Client 2 supports
the registrarfunc tion, so you use it to perform the WPShandshake instead.
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Figure 94 WPS: Example Network Step 3
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7.11.7.5 Limitations of WPS

WPShassome limitations of which you should be aware.

* When you use WPS, it worksbetween two devicesonly. Youcannotenrollmultiple devices
simultane ously, you must enrollone afterthe other.

Forinstance, iff you have two enmlleesand one registraryou must set up the first enmwlee (by pressing
the WPSbutton on the registrarand the fistenmllee, forexample), then checkthatit was suc c e ssfully
enwlled, then set up the second device in the same way.

e WPSworksonly with other WPS-enabled devices. However,youcan stiladd non-WPSdevicesto a
networkyou aleady set up using WPS.

WPSworks by automatic ally issuing a randomly-generated WPA-PSKor WPA2-PSKpre-shared key
from the registrardevice to the enrllee devices. Whe the rthe ne two rk use s WPA-PSK o r WPA2-PSK
dependsonthe device. Youcancheckthe configuration interface ofthe registrardevice to discover
the key the networkis using (if the device supports thisfeature). Then, you can enterthe key into the
non-WPSdevice and join the networkasnomal (the non-WPSdevice must also support WPA-PSKor
WPA2-PSK).

* When you use the PBC method, there isa short period (from the moment you pressthe button on one
device to the moment you pressthe button on the otherdevice) when any WPS-enabled device
could join the network. Thisisbecause the registrarhasno way ofidentifying the ‘comect’ enrollee,
and cannotdifferentiate between yourenmwllee and a mgue device. Thisisa possible way fora
hackerto gainaccessto a network.

Youcaneasilycheckto see if thishashappened. WPSonly works simultaneously between two
devices, so fanotherdevice hasenmwlled yourdevice wilbe unable to enro 1, and wilnot have
accessto the network Fthishappens,openthe accesspoint’sconfiguration interface and lookat
the listofassociated clients(usually displayed by MAC address). kdoesnotmatterifthe accesspoint
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is the WPSregistrar, the enmllee, orwasnotinvolved in the WPShandshake; a rogue device must stil
associate with the accesspointto gain accessto the network. Checkthe MAC addressesofyour Wik
clients (usually printed on a labelon the bottom ofthe device). ffthere isan unknown MAC address
youcanremove itorresetthe AP.
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C HAPTER 8
Home Networking

8.1 Overview

AlocalArea Network (IAN) isa shared communic ation system to which many computers are
attached. AIANisusuallylocated in one immediate area such asa buiding orfloorofa building.

The TAN screenscan help you configure a IANDHCP serverand manage IPaddresses.

;yﬁ' 2 . *:r

8.1.1 WhatYou Can Do in this Chapter

LAN

* Use the IAN Setup screen to setthe IANIP address, subnet mask, and DHCP settings (Section 8.2 on
page 134).

® Use the Static DHCPscreen to assign IPaddresseson the IAN to specific individualcomputersbased
on their MAC addresses(Section 8.3 on page 138).

* Use the UPnPscreen to enable UPnP (Section 8.4 on page 140).

8.1.2 WhatYou Need To Know

The following termsand conceptsmay help asyouread thischapter.

8.1.2.1 AboutIAN

IP Address

Similarto the way houseson a streetshare a common streetname, so too do computerson a TAN share
one common network number. Thisis known asan Intemet Pootocoladdress.

Subnet Mask

The subnet mask specifiesthe networknumberportion ofan IPaddress. YourZyxelDevice willcompute
the subnet maskautomatically based on the IPaddressthatyou entered. Youdo notneed to change
the subnet maskcomputed by the Zyxel Device unless you are instructed to do otherwise.
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DHCP

DHCP (Dynamic Host Configuration Protocol) allows clientsto obtain TCP/IP c o nfiguration at start-up
from a server. This Zyxel Device hasa built-in DHCP servercapability that assigns IPaddresses and DNS
servers to systemsthat support DHCP c lient c apability.

DNS

DNS(Domain Name System) mapsa domain name to itscomesponding IPaddressand vice versa. The
DNSserverisextremely inportant because without it, you must know the IPaddressofa computer
before youcanaccessit. The DNSserveraddressesyou enterwhen you set up DHCP are passed to the
client machines along with the assigned IPaddress and subnet mask.

8.1.2.2 About UPnP

How do I know if I'm using UPnP?

UPnP hardware isidentified asan icon in the Network Connectionsfolder(Windows 7). Each UPnP
compatible device installed on yournetworkwilappearasa separate icon. Selecting the iconofa
UPnPdevice wilallow you to accessthe information and propertiesofthatdevice.

Cautions with UPnP

The automated nature of NATtraversalapplic ationsin establishing theirown services and opening
frewallports may present ne two rk se ¢ urity issues. Network information and configuration may also be
obtained and modified by users in some ne twork e nviro nme nts.

When a UPnPdevice joinsa network, it announcesits presence with a multicast message. Forse c urty
reasons, the ZyxelDevice allows multicast messageson the IAN only.

AllUPnP-enabled devicesmay communic ate freely with each otherwithout additionalc onfiguration.
Disable UPnP if thisis not yo urinte ntion.

UPnP and Zyxel

Zyxelhasachieved UPnP certific ation from the Universal Plug and Play Forum UPnP™ Imple me nte rs
Com. (ULC). Zyxels UPnP implementation suppornts htemet Gateway Device (IGD) 1.0.

See Section 8.6 on page 142 forexampleson installing and using UPnP.

8.2 IAN Se tup

ATANIPaddressisthe IPaddressofa networking device in the TAN. You can use the ZyxelDevice'sIAN
IPaddressto accessits Web Configuratorfrom the IAN. The DHCP serverse ttings de fine the ruleson
assigning IPaddressesto IAN clients on yournetwork.

Use thisscreen to setthe IocalArea NetworkIPaddressand subnet maskofyourZyxelDevice.
Configure DHCP settings to have the ZyxelDevice ora DHCP serverassign IPaddressesto devices. Click
Network Setting > Home Networking to open the IAN Setup screen.
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Figure 95 Network Setting > Home Networking > TAN Se tup
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The following table descrbesthe fieldsin thisscreen.

Table 45 Network Setting > Home Networking > LIAN Se tup

IABEL

DESCRIPIION

Interface Group

Group Name

This displays the name ofthe group thatyourZyxelDevice belongsto.

IAN IP Se tup

IP Address Enterthe IANIPaddressyou want to assign to yourZyxelDevice in dotted decimalnotation,
forexample, 192.168.1.1 (factory default).

Subnet Mask Type the subnetmaskofyournetworkin dotted decimalnotation,forexample 255.255.255.0
(factory default). YourZyxelDevice automatically computesthe subnet maskbased on the
IPaddressyou enter, so do notchange thisfield unless you are instructed to do so.

DHCP Server State

DHCP SelectEnable to have yourZyxelDevice assign IPaddresses,an IPdefault gateway and DNS

serversto JAN computersand otherdevicesthatare DHCP clients.

FyouselectDisable,youneed to manually configure the IPaddressesofthe computersand
otherdeviceson yourAN.

Fyouselect DHCPRelay, the ZyxelDevice actsasa sunogate DHCPserverand relays DHCP
requestsand responses between the remote serverand the clie nts.

When DHCPisused, the folowing fieldsneed to be set:

IP Addressing Values

Be ginning IP
Address

This field specifies the first of the contiguousaddressesin the IPaddresspool

Ending IP Address

This field specifies the last ofthe contiguousaddressesin the IPaddresspool

Auto reserve IPfor
the same host

Enable thisif you want to reserve the IPaddress forthe same host.

DHCP Serverlease Time

Days/Hours/ Minutes | DHCPserverleasesan addressto a new device fora period oftime, called the DHCP lease
time. When the lease expires, the DHCP servermight assign the IPaddressto a different
device.

DNSValues

DNS The ZyxelDevice supports DNSproxy by default. The ZyxelDevice sendsoutits own IAN IP

addressto the DHCP clients as the first DNSserveraddress. DHCP c lie nts use this first DNS
serverto send domain-name queriesto the ZyxelDevice. The ZyxelDevice sendsa response
directly fithasa record ofthe domain-name to Paddressmapping. Fitdoesnot, the Zyxel
Device queries an outside DNSserverand relays the response to the DHCP c lie nt.

SelectFrom ISPif yourISP dynamic ally assigns DNSserverinformation (and the ZyxelDevice's
WAN IP addre ss).

Select Static if you have the IPaddressofa DNSserer. Enterthe DNSserersIP addressin
the field to the right.

Select DNS Proxy to have the DHCP clients use the ZyxelDevice’sown IAN IP address. The
ZyxelDevice worksasa DNSrelay.

IAN IPv6 Mode Setup

IPv6 Ac tive

Use this field to Enable orDisable IPv6 ac tivation on the ZyxelDevice.

When IPv6 activation isused, the following fieldsneed to be set:
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Table 45 Network Setting > Home Networking > IAN Se tup (c ontinued)

TABEL DESCRIPIION
LinkIocalAddress Alink-localaddressuniquely identifiesa device on the localnetwork (the IAN). & is similar to
TBpe a “private IPaddress” in IPv6. You can have the same link-localaddresson multiple
interfaceson a device. A link-localunicastaddresshasa predefned prefix of fe 80::/10. The
link-localunicast address formatisasfollows. Select EUI64 to allow the ZyxelDevice to
generate an interfface ID forthe IAN interface’slink-localaddre ss using the EUI-64 format.
Otherwise, enteran interface ID forthe IAN interface’slink-localaddressifyou select
Manual
Limk-koc ol Usicost Address Formct
}
[l | 5 b | e i
IANGlobal Select EUI64 to have the ZyxelDevice generate an interface ID using the EUI-64 format forits
Hdentifier ype globaladdress. Select Manualto manually enteran interface ID forthe IAN interface’s
globallPv6 address.
IAN IPv6 Pre fix SelectDelegate prefix from WAN to automatically obtain an IPv6 netwo rk pre fix from the
Se tup service provideroran uplink router. Select Static to configure a fixed IPv6 address forthe
ZyxelDevice’s IAN IPv6 address.
IAN IPv6 Address Selecthow you wantto obtain an IPv6 address:
Assign Se tup

Stateless: The ZyxelDevice uses IPv6 statele ss auto c onfiguration. RADVD (Router
Advertisement Daemon) isenabled to have the ZyxelDevice send IPv6 prefix nformation in
routeradvertisements periodically and in response to route rso lic ita tio ns. DHC Pv6 se rveris
disabled.

Sta te ful: The ZyxelDe vic e use s IPv6 sta te ful auto ¢ o nfiguration. The DHCPv6 serverisenabled
to have the ZyxelDevice actasa DHCPv6 serverand passIPv6 addressesto DHCPv6 c lie nts.

TIAN IPv6 DNS Assign
Se tup

Selecthow the ZyxelDevice provide DNSserverand domain name information to the
c lients:

From Router Advertisement: The ZyxelDevice provides DNSinformation through router
advertise me nts.

From DHCPv6 Server: The ZyxelDevice provides DNS informa tion through DHC Pv6.

From RA & DHCPv6 Server: The ZyxelDevice provides DNSinformation through both router
advertisements and DHCPv6.

DHCPv6 DHCPv6 Active showsthe statusofthe DHCPv6. DHCPv6 Serverdisplaysifyou configured the

Configuration ZyxelDevice to actasa DHCPv6 serverwhic h assigns IPv6 addressesand/or DNSinformation
to clients.

IPv6 Router RADVD Active shows whetherRADVD isenabled ornot.

Advertise me nt Sta te

IPv6 DNS Values

IPv6é DNS Server
1~3

Specify the IPaddressesup to three DNSserwvers forthe DHCP clients to use. Use one ofthe
following waysto specify these IPaddresses.

UserDefined - Select thisif you have the IPv6 addressofa DNSserver. Enterthe DNSserver
IPv6 addressesthe Zyxel Device passesto the DHCP c lie nts.

From ISP - Select this if yo ur ISP dynamic ally a ssigns IPv6 DNS se rve r info rma tio n.

Proxy - Select thisif the DHCP c lients use the IPaddressofthisinterface and the ZyxelDevice
worksasa DNSrelay.

Otherwise, select None if you do not want to ¢ onfigure IPv6 DNS serve rs.
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Table 45 Network Setting > Home Networking > IAN Setup (c ontinued)

TABEL DESCRIPIION

DNSQuery Scenario | Selecthow the ZyxelDevice handles clients’ DNSinformation re q ue sts.

IPv4/IPv6 DNS Server: The ZyxelDevice forwards the requeststo both the IPv4 and IPv6 DNS
servers and sends c lients the first DNSinformation it rec eives.

IPv6 DNS Server Only: The ZyxelDevice forwards the re quests to the IPv6 DNSserverand
sends c lients the DNSinformation it rec eives.

IPv4 DNS ServerOnly: The ZyxelDevice forwards the requests to the IPv4 DNSserverand
sends c lients the DNSinformation it receives.

IPv6 DNS Server First: The ZyxelDevice forwards the requests to the IPv6 DNS se rve r first and
then the IPv4 DNSserver. Then it se nds c lie nts the first DNSinformation it receives.

IPv4 DNS Server Fist: The ZyxelDevice forwards the requests to the IPv4 DNS se rve r first and
then the IPv6 DNSserver. Then it se nds c lie nts the first DNSinformation it rec eives.

Apply Click Apply to save yourchanges.

Cancel Click Cancelto restore yourpreviously saved settings.

8.3 Static DHCP

When any ofthe IAN clientsin yournetwork want an assigned fixed IPaddress, add a static lease for
each IAN client. Knowing the IAN client's MAC addressesisnecessary. Thistable allowsyou to assign IP
addresseson the IAN to individualcomputersbased on their MAC addresses.

Every Ethemetdevice hasa unique MAC (Media AccessControl) address. The MAC addressisassigned
atthe factory and consistsofsix pairsofhexadecimalcharacters, forexample, 00:A0:C5:00:00:02.

8.3.1 Before You Begin

Find out the MAC addressesofyournetworkdevicesif you intend to add them to the Static DHCP
screen.

Use thisscreen to change yourZyxelDevice’s static DHCP se ttings. Clic k Network Setting > Home
Networking > Static DHCPto open the folowing screen.

Figure 96 Network Setting > Home Networking > Static DHCP
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The following table descrbesthe labelsin thisscreen.

Table 46 Network Setting > Home Networking > Static DHCP

TABEL DESCRIPIION

Static DHCP Clic k this to c onfigure a static DHC P e ntry.

Configuration

# This is the ndex numberofthe entry.

Sta tus Active

MAC Address The MAC (Media AccessControl) orEthemetaddresson a IAN (IncalArea Network) is
unique to yourcomputer(six pairsofhexadecimalnotation).
A networkinterface card such asan Fthemetadapterhasa hardwired addressthatis
assigned atthe factory. Thisaddress followsan industry standard thatensuresno other
adapterhasa similaraddress.

P Address This field displays the IPaddressrelative to the # field listed above.

Mo dify Clic k the Editicon to c onfigure the connec tion.
Click the Delete icon to remove the connection.

Fyou clic k Static DHCP Configuration in the Static DHCP screen, the following screen displays.

Figure 97 Static DHCP: Static DHCP Configuration
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The folowing table describesthe labelsin thisscreen.

Table 47 Static DHCP: Configuration

IABEL

DESCRIPIION

Active

Select Enable to activate static DHCP in yourZyxelDevice.

Group Name

This displays the Group Name, usually De fa ult.

P Tpe

The IPType is nomally IPv4 (non-configurable).

Select Device Info

Selectbetween Manual mput which allows you to enterthe nexttwo fields (MAC Address
and IP Address); orselecting an existing device would show its MAC addressand IPaddress.

MAC Address Enterthe MAC addressofa computeron yourIAN if you select Manual lnputin the previous
field.

IP Address Enterthe IPaddressthat you want to assign to the computeron yourIAN with the MAC
addressthatyou willalso specify if you select Manual mputin the previous field.

OK Click OKto save yourchanges.

Cancel Click Cancelto exit this sc reen witho ut saving.
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8.4 UPnP

Universal Plug and Play (UPnP) isan open networking standard thatuses TCP/IP forsimple peerto-peer
network connectivity between networking devicesorsoftware applications which have UPnPenabled.
A UPnPdevice can dynamically join a network, obtain an IPaddress, advertise itsservices, and leam
aboutotherdeviceson the network. A device can also leave a networkautomatically when it is no

longerin use.

See Section 8.6 on page 142 formore information on UPnP.

Use the following screen to c onfigure the UPnP se ttings on yourZyxelDevice. Clic k Network Se tting >

Home Networking > UPnPto display the screen shown next.

Figure 98 Network Setting > Home Networking > UPnP
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The folowing table descrbesthe labelsin thisscreen.

Table 48 Network Settings > Home Networking > UPnP

TABEL DESCRIPIION

UPnP State

UPnP SelectEnable to activate UPnP. Be aware thatanyone could use a UPnPapplication to open
the Web Configuratorslogin sc reen without entering the ZyxelDevice'sIP address (although
you must still enterthe password to accessthe Web Configurator).

UPnP NATTState

UPnP NATT Select Enable to activate UPnP with NATenabled. UPnP NATtraversalautomatesthe process
ofallowing anapplication to operate through NAT UPnPnetworkdevicescan automatically
configure networkaddressing, announce theirpresence in the networkto otherUPnPdevices
and enable exchange of simple productand service de sc rip tio ns.

# This field displays the mdex numberofthe entry.

Description This field displays the description ofthe UPnP NATTc onne c tion.

Destination IP This field displaysthe IPaddressofthe otherconnected UPnP-enabled device.

Address

ExtemalPort This field displays the extemalport numberthat identifie s the service.
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Table 48 Network Settings > Home Netwoking > UPnP

TABEL DESCRIPIION

IntemalPort This field displays the intemalport numberthat ide ntifies the service.

Protocol This field displays the protocolofthe NATmapping rule. Choicesare TCP or UDP.
Apply Clck Apply to save yourchanges.

Cancel Click Cancelto restore yourpreviously saved settings.

8.5 Technical Reference

This sec tion provides some tec hnicalbackground information about the topicscovered in thischapter.

IANs, WANSs and the Zyxel Device

The actualphysicalconnection determine s whetherthe ZyxelDevice portsare JAN or WAN ports. There
are two separate IP networks, one inside the IAN network and the otheroutside the WAN network as
sho wn ne xt.

Figure 99 IANand WANIP Addresses
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Private IP Addresses

Every machine on the ntemet must have a unique address. Fyournetworks are isolated from the
Intemet, forexample, only between yourtwo branch offices, youcan assign any IPaddresses to the
ho sts without problems. However, the Inteme t Assigned Numbers Authority (IANA) hasreserved the
following three blocksofIPaddresses specifically forprivate netwo rks:

* 10.0.0.0 — 10.255.255.255
* 172.16.0.0 — 172.31.255.255
* 192.168.0.0 — 192.168.255.255

Youcanobtain yourIPaddressfrom the JANA, from an ISPoritcanbe assigned from a private network.
Fyoubelong to a smallorganization and yourlntemetaccessisthrough an ISP, the ISPcan provide you
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with the Intemetaddressesforyourlocalnetworks. On the otherhand, ifyou are partofa much larger
organization, you should consult yournetwork administratorforthe appropriate IPaddresses.

Note: Regardlessofyourparticularsituation, do notcreate an arbitrary IPaddress; always
follow the guidelinesabove. Formore information on address assignment, please refer

to RFC 1597, “Address Allocation for Private Intemets” and RFC 1466, “Guidelines for
ManagementofIP Address Space.”

8.6 Tum on UPnPin Windows 7 Example

This se c tion shows you how to use the UPnP feature in Windows 7. UPnP serverisinstalled in Windows 7.
Activate UPnP on the ZyxelDevice by clic king Network Setting > Home Networking > UPnP.

Make sure the computerisconnected to the IAN port ofthe ZyxelDevice. Tum on yourcomputerand
the ZyxelDevice.

1 Clickthe starticon, Control Panel and then the Network and Sharing Center.

Ll |
L | = .

]
R Y

2 ClckChange Advanced Sharing Settings.

O T = - i | Him

3 SelectTum on network discovery and click Save Changes. Network discovery allows yourcomputerto
find othercomputersand devices on the networkand othercomputers on the network to find your
computer. Thismakesiteasierto share files and printers.
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8.6.1 Auto-discoverYour UPnP-enabled Network Device

Before you follow these steps, make sure you already have UPnPactivated on the ZyxelDevice and in
yourcomputer.

Make sure yourcomputerisconnected to the IAN portofthe ZyxelDevice.

1 Open Windows Explorerand clic k Netwouk.

2 Rightclickthe ZyxelDevice icon and select Properties.
Figure 100 Network Connec tions
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In the Intemet Connection Properties window, click Settings to see port mappings.
Figure 101 Intemet Connection Properties
= —

TS g Dueca

= B B e ey
i Crieei Lo

T STECTN Bal Vi TI CVRRY 1D R PR TLgh & WA AR
e drii P i b

[ T

Youmayeditordelete the pot mappingsorclckAdd to manually add port mappings.

Figure 102 Intemet Connection Properties: Advanced Settings
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Figure 103 Intemet Connection Properties: Advanced Settings: Add
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Note: When the UPnP-enabled device isdisconnected from yourcomputer, allport
mappingswillbe deleted automatic ally.

5 ClckOK Checkthe networkicon on the system tray to see yourhtemet connec tion status.

6 ' see more details about yourcurment Intemet connec tion status, right clic k the networkicon in the
system tray and click Open Network and Sharing Center. ClickIocal Area Network.

Figure 105 Intemet Connec tion Status
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8.7 Taum on UPnPin Windows 10 Example

This se ¢ tion shows you how to use the UPnP fe ature in Windo ws 10. UPnP serverisinstalled in Windo ws 10.
Activate UPnP on the ZyxelDevice by clic king Network Setting > Home Networking > UPnP.

Make sure the computerisconnected to the IAN port ofthe ZyxelDevice. Tum on yourcomputerand
the ZyxelDevice.
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Click the starticon, Settings and then Network & Inte met.
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Click Network and Sharing Center.
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Click Change advanced sharing settings.
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UnderDomain, select Tum on network discovery and clickSave Changes. Networkdiscovery allowsyour

computerto find othercomputersand deviceson the networkand othercomputerson the network to
find yourcomputer. Thismakesiteasierto share filesand printers.
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8.7.1 Auto-discover YourUPnP-enabled Network Device

Before you follow these steps, make sure you already have UPnPactivated on the ZyxelDevice and in
yourcomputer.

LIESeries Users Guide

147




Chapter8 Home Netwo rking

Make sure yourcomputerisconnected to the IAN port of the ZyxelDevice.

1 Open Fle Explorerand c lic k Ne twork.

2 Right-click the ZyxelDevice icon and select Properties.
Figure 106 Network Connec tions
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3 In the Intemet Connection Properties window, c lick Se ttings to see port mappings.
Figure 107 Intemet Connection Properties
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4 Youmayeditordelete the potmappingsorclickAdd to manually add port mappings.
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Figure 108 Intemet Connection Properties: Advanced Settings
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Figure 109 Intemet Connection Properties: Advanced Settings: Add
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Note: When the UPnP-enabled device isdisconnected from yourcomputer, allport
mappingswilbe deleted automatic ally.

Click OK Checkthe networkicon on the system tray to see yourInte met c onne c tion status.

To see more details about yourcunent Intemet c onnec tion status, right c lic k the networkicon in the

system tray and click Open Network & Intemet se ttings. Clic k Network and Sharing Centerand c lic k the
Connections.
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Figure 111 Intemet Connec tion Status

8.8 Web Configurator Easy Access in Windows 7

With UPnP, you can accessthe Web-based Configuratoron the Zyxel Device without needing to find

outthe IPaddressofthe Zyxel Device first. Thiscomeshelpfulif you do not know the IPaddressofthe
ZyxelDevice.

Follow the stepsbelow to accessthe Web Configurator.

1 Open Windows Explorer.

2 Click Netwoxk.
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Figure 112 Network Connections
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An icon with the description foreach UPnP-enabled device displays underNetwork Infrastruc ture.

Right-click the icon foryourZyxelDevice and select View device webpage. The Web Configuratorlogin
screen displays.

Figure 113 Network Connections: My Network Places
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5 Rightclickthe icon foryourZyxelDevice and selectProperties. Clic kthe Network Device tab. A window

displays with information about the ZyxelDevice.
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8.9 Web Configurator Easy Access in Windows 10

1

2

Figure 114 Network Connections: My Network Places: Pooperties: Example
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Follow the stepsbelow to accessthe Web Configurator.

Open Fle Explorer.

Clic k Ne twoxk.

LIESeries Users Guide

152



Chapter8 Home Netwo rking

Figure 115 Network Connections
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3 Anicon with the description foreach UPnP-enabled device displays underNetwork Infrastruc ture .

Right-click the icon foryourZyxelDevice and select View device webpage. The Web Configuratorlogin
screen displays.

Figure 116 Network Conne c tio ns: Ne two rk Infra struc ture
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5 Right-clickthe icon foryourZyxelDevice and selectProperties. Click the Network Device tab. A window
displays information about the ZyxelDevice.
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Figure 117 Network Connec tions: Ne two rk Infra struc ture: Properties: Example
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C HAPTER 9
Routing

9.1 Overview

The ZyxelDevice usually usesthe default gateway to route outbound traffic from computers on the TAN
to the Intemet. T have the ZyxelDevice send data to devicesnotreachable through the default
gateway, use static routes.

Forexample, the next figure showsa computer(A) connected to the ZyxelDevice’s AN interface. The
ZyxelDevice routes most traffic from A to the Intemet through the ZyxelDevice’sdefault gateway (R1).
Youcreate one static oute to connectto servicesoffered by yourISPbehind muterR2. You create
anotherstatic route to communicate with a separate networkbehind a muterR3 connected to the
IAN.

Figure 118 Example of Static Routing Topology

A

9.2 Configure Static Route

Use thisscreen to view and configure static route ruleson the ZyxelDevice. A static route isused to save
time and bandwidth usage when IAN devices within an Intranet are transfeming flesorpackets,
especially when there are more than two Intemet connectionsin yourhome oroffice network. Click
Network Setting > Routing to open the Static Route screen.
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Figure 119 Network Setting > Routing > Static Route
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The following table descrbesthe labelsin thisscreen.

Table 49 Network Setting > Routing > Static Route

TABEL DESCRIPIION

Add New Static Click thisto setup a new static oute on the ZyxelDevice.

Ro ute

# This is the numberofan individualstatic route.

Sta tus This field indic ates whetherthe rule isactive (yellow bulb) ornot(gray bulb).
Name This is the name ofthe static route.

Destination IP

Thisparameterspecifies the IPnetworkaddress ofthe finaldestination. Routing isalwaysbased
on network number.

Subne t Ma sk/ Thisparameterspecifies the IPnetwork subnet maskofthe finaldestination.

Prefix Iength

Gateway Thisis the IPaddressofthe gateway. The gateway isa routerorswitch on the same network
segment asthe ZyxelDevice'sIAN or WAN po1t. The gateway helpsforward packetsto their
d e stina tio ns.

Interface This is the WAN interfac e through whic h the traffic isrouted.

Mo d ify Click the Editicon to go to the screen where youcan setup a static oute on the ZyxelDevice.

Click the Delete icon to remove a static route from the ZyxelDevice.

9.2.1 Add/Edit Static Route

Click Add New Static Route in the Static Route screen, the following screen appears. Configure the
required information fora static route.

Note: The Gateway IP Address must be within the range ofthe selected interface in Use

Interface.
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Figure 120

Network Se tting > Routing > Static Route > Add New Static Route

Temiaar B oAk - R RELE B T

Al New Biolic Boube

T TR

=t

The following table descrbesthe labelsin thisscreen.

Table 50 Network Setting > Routing > Static Route > Add New Static Route

TABEL DESCRIPIION

Active Select Enable to activate yourstatic route.

Route Name Assign a name foryourstatic route (up to 15 characters). Specialcharactersare allowed
exceptthe folowing: double quote (") backquote () apostrophe orsingle quote (') lessthan
(<) greaterthan (>) caretorcicumflexaccent(”) dollarsign ($) verticalbar(|) ampersand (&)
semicolon (;)

P Bpe Selectbetween IPv4 orIPv6. Compared to IPv4, IPv6 (Intemet Protocolversion 6),isdesigned to

enhance IPaddresssize and features. The increase in IPv6 address size to 128 bits (from the 32-
bit IPv4 address) allowsup to 3.4 x 1038 IPaddresses. The ZyxelDevice can use IPv4/IPv6 dual
stackto connectto IPv4 and IPv6 networks, and supports IPv6 rapid deployment (6RD).

Destination IP

Thisparameterspecifiesthe IPnetworkaddressofthe finaldestination. Routing isalwaysbased

Address onnetworknumber. Fyouneed to specify a route to a single host, use a subnet maskof
255.255.255.255 in the subnet mask field to force the networknumberto be identicalto the host
D.

IP Subnet Ma sk Enterthe IP subnet mask here.

Use Gateway IP
Address

Select Enable to enable forwarding packetsto a gateway IPaddressora bound interface.

Gateway IP
Address

Youcandecide ff you wantto forward packetsto a gateway IPaddressora bound interface.

Fyouwantto configure Gateway IPAddress, enterthe IPaddressofthe next-hop gateway. The
gatewayisa muterorswitch on the same network segment asthe ZyxelDevice's IAN or WAN
port. The gateway helpsforward packetsto theirdestinations.

Use Interface

Youcandecide iff you wantto forward packetsto a gateway IPaddress (Default) ora bound
interface (Cellular WAN).

Fyou wantto configure bound interface, choose an interface through whic h the traffic is se nt.
You must have the WAN interfacesalready configured in the Broadband screen.

OK

Clic k this to save yourchanges.

Cancel

Clic k this to e xit this sc re e n witho ut saving.
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9.3 DNS Route

Use thisscreen to view and c onfigure DNSrouteson the ZyxelDevice. A DNSroute entry defnesa policy
forthe ZyxelDevice to forward a particularDNSquery to a specific WAN interface. Clic k Ne twork Se tting
> Routing > DNS Route to open the DNS Route screen.

Figure 121 Network Setting > Routing > DNS Ro ute
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The folowing table describesthe labelsin thisscreen.

Table 51 Network Setting > Routing > DNS Ro ute

TABEL DESCRIPIION

Add New DNS Click thisto create a new entry.

Ro ute

# This is the numberofan individual DNSro ute.

Sta tus This field indic ates whetherthe rule isactive (yellow bulb) ornot(gray bulb).
Domain Name This is the domain name to which the DNSroute apples.

WAN Interface This is the WAN interfac e through which the matched DNSrequestisouted.

Sub ne t Ma sk Thisparameterspecifies the IP network subnet mask.

Mo d ify Click the Editicon to configure a DNSroute on the ZyxelDevice.

Click the Delete icon to remove a DNSmute from the ZyxelDevice.

9.3.1 Add/Edit DNS Route

Click Add New DNS Route in the DNS Route screen, use thisscreen to ¢ onfigure the re quire d information
fora DNSrute.
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9.4

Figure 122 Network Setting > Routing > DNSRoute > Add New DNSRo ute
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The following table descrbesthe labelsin thisscreen.

Table 52 Network Setting > Routing > DNSRoute > Add New DNS Ro ute

TABEL DESCRIPIION
Active Enable DNSroute in yourZyxelDevice.
Domain Name Enterthe domain name you want to resolve.

You can use the wildcard character,an “* (asterisk) asthe left mostpartofa domain name,
such as*example.com. The ZyxelDevice forwards DNSqueriesforany domain name ending in
example.com to the WAN interface specified in this route.

Sub ne t Ma sk Type the subnet maskofthe networkforwhich to use the DNSroute in dotted decimalnotation,
forexample 255.255.255.255.

WAN Interface Selecta WAN interfac e through whic h the matched DNSquery is se nt. You must have the WAN
interface(s) aleady configured in the Boadband screen.

OK Clic k this to save yourchanges.

Cancel Clic k this to e xit this sc re e n witho ut saving.

Policy Route

By default, the ZyxelDevice mutespacketsbased on the shortest path to the destination address. Policy
routesallow youto ovemide the defaultbehaviorand route packetsbased on othercrtera, such asthe
source address. Forexample,you can use policy-based routing to direct traffic from specific users
through specific connectionsordistribute traffic across multiple pathsforload sharng. Policy-based
routing isapplied to outgoing packetsbefore the default outing rulesare appled.
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The Policy Route screen let you view and configure routing policies on the ZyxelDevice. Clic k Network
Se tting > Routing > Policy Route to open the following screen.

Figure 123 Network Setting > Routing > Policy Route
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The following table descrbesthe labelsin thisscreen.

Table 53 Network Setting > Ro uting > Po lic y Ro ute

TABEL DESCRIPIION

Add New Policy | Clickthisto create a new policy forwarding rule.

Ro ute

# This is the index numberofthe entry.

Sta tus This field displays whe therthe DNSroute isactive ornot. A yellow bulb signifie s tha t this DNSro ute
isactive. A gray bulb signifie s that this DNSrute isnotactive.

Name This is the name ofthe rule.

Source IP This is the source IPaddress.

Source Subnet This is the source subnet maskaddress.

Mask

Protocol This is the transportlayerprotocol

Source Port This is the source port number.

Source MAC This is the source MAC address.

So urc e This is the interface from which the matc hed traffic is sent.

Interface

WAN Interface This is the WAN interfac e through whic h the traffic is outed.

Mo d ify Click the Editicon to edit this policy.

Click the Delete icon to remove a policy from the ZyxelDevice. A window displays asking you to
confim thatyou want to delete the policy.
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9.4.1 Add/Edit Policy Route

Click Add New Policy Route in the Policy Route screen orclick the Editicon next to a policy. Use this
screen to configure the required information fora policy route.

Figure 124 Policy Route: Add/Edit

Add New Falicy Roule

The following table descrbesthe labelsin thisscreen.

Table 54 Policy Route: Add/Edit

TABEL DESCRIPIION

Active Click thisto enable (tumsblue) activation of the policy oute. Otherwise, clickto disable (tums
gray).

Route Name Entera descriptive name ofup to 8 printable English keyboard characters, notincluding spaces.

Source IP Enterthe source IPaddress.

Address

Source Subnet Enterthe source subnet maskaddress.

Mask

Protocol Selectthe transportlayerprotocol(TCP, UDP, or None).

Source Port Enterthe source port number.

Source MAC Enterthe source MAC address.

Source Interfface | Type the name ofthe interface from which the matched traffic is sent.

(ex:bror

IAN1~IAN4)

WAN Interface Selecta WAN interface through whic h the traffic is sent. You must have the WAN interface(s)
alleady configured in the Boadband screens.

Cancel Click Cancelto exitthis sc reen without saving.

OK Click OKto save yourchanges.
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9.5 RIPOverview

Routing Information Protoc ol (RIP, RFC 1058 and RFC 1389) allows the ZyxelDevice to exc hange routing
information with othermuters. b activate RIP forthe WAN interface, select the supported RIP version
and operation.

9.5.1 RIP

Clic k Network Setting > Routing > RIPto open the RIPscreen. Select the desired RIP version and
operation by clicking the checkbox. T stop RIPon the WAN interface, clearthe checkbox. Clic k the
Apply button to start/stop RIP and save the configuration.

Figure 125 Network Setting > Routing > RIP
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Apply

The following table descrbesthe labelsin thisscreen.

Table 55 Network Setting > Routing > RIP

TABEL DESCRIPIION

# This is the ndex of the interface in whic h the RIP se tting is used.

Interface This is the name ofthe interface in which the RIP se tting isused.

Version The RIP version controls the format and the broadcasting method ofthe RIP packetsthat the

ZyxelDevice sends (it recognizesboth formats when receiving). RIPv1 is unive rsally supported
but RIPv2 cames more information. RIPvl isprobably adequate formo st netwo rks, unless you

have anunusualnetworktopology. When set to Both, the ZyxelDevice willbroadc ast its ro uting

table periodically and incorporate the RIP information thatitreceives

Operation

Select Passive to have the ZyxelDevice update the routing table based on the RIPpackets

received from neighborsbutnotadvertise its o ute mformation to otherruters in thisinterface.

Select Active to have the ZyxelDevice advertise its o ute information and also listen forr uting
updates from neighboring routers.

Enable Selectthe checkboxto activate the settings.

Disable Default Selectthe checkboxto setthe ZyxelDevice to not send the route information to the default
Gateway gateway.

Cancel Click Cancelto exit this sc reen without saving.

Apply Click Apply to save yourchangesbackto the ZyxelDevice.
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CHAPTER 10
Network Address Tianslation
(NAD

10.1 Overview

NAT(Network Addre ss Translation - NAT, RFC 1631) is the translation of the IPaddressofa hostin a
packet, forexample, the source addressofan outgoing packet, used within one network to a different
IP addre ss known within anothernetwo k.

10.1.1 What You Can Do in this Chapter
* Use the Port Forwarding screen to configure forward incoming service re quests to the serverson your
localnetwork (Section 10.2 on page 164).

* Use the Port Tiggering screen to add and configure the ZyxelDevice’striggerport settings (Se c tion
10.3 on page 167).

* Use the DMZscreen to configure a default server(Section 10.4 on page 170).
* Use the AIG screen to enable ordisable the SIP ALG (Section 10.50n page 171).

* Use the Address Mapping screen to enable and disable the NATAddress Mapping in the ZyxelDevice
(Section 10.6 on page 172).

* Use the Sessions screen to limit the numberofconcument NATsessionseach clientcan use (Section
10.7on page 174).

10.1.2 WhatYou Need To Know

The following termsand conceptsmay help asyouread thischapter.

Inside/Outside and Global Iocal

Inside/outside denoteswhere a hostislocated relative to the ZyxelDevice, forexample, the computers
of yoursubscrbers are the inside hosts, while the web servers on the Intemet are the outside ho sts.

Globallocaldenotesthe IPaddressofa hostina packetasthe packettraversesa router, forexample,
the localaddressrefersto the IPaddressofa host when the packetisin the localnetwork, while the
globaladdressrefersto the IPaddress ofthe host when the same packetistraveling in the WAN side.

NAT

In the simplest form, NATchangesthe source IPaddressin a packetreceived from a subscriber(the
inside localaddress) to another(the inside globaladdress) before forwarding the packetto the WAN
side. When the response comesback, NATtranslatesthe destination addre ss (the inside globaladdress)
backto the inside ocaladdressbefore forwarding it to the originalinside ho st.
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Port Forwarding

Aportforwarding setisa listofinside (behind NATon the LIAN) servers, forexample, web orFIP, that you
can make visible to the outside word even though NATmakesyourwhole inside networkappearasa
single computerto the outside wodd.

10.2 Port Forwarding Overview

Use Port Forwarding to forward incoming service re que sts from the Intemet to the server(s) on yourlocal
network Port forwarding iscommonly used when you want to host onlne gaming, P2P file sharing, or
otherserverson yournetwork.

You may entera single pot numberora range of port numbersto be forwarded, and the localIP
addressofthe desired server. The port numberidentifiesa service;forexample, web service ison port 80
and FIPon port 21. n some cases,such asforunknown servicesorwhere one servercan support more
than one serwice (forexample both FIPand web service), t mightbe betterto specify a range ofport
numbers. Youcanallocate a serverIPaddressthatcomespondsto a portora range of ports. Please
referto RFC 1700 forfurtherinformation about port numbers.

Note: Many residentialbroadband ISPaccountsdo notallow you to run any serverprocesses
(such asa Web orFIPserver) from yourlocation. YourISPmay periodically checkfor
serversand may suspend youraccountifitdiscoversany active servicesat your
location. Fyou are unsure, referto yourISP.

Configure Servers Behind Port Forwarding (Example)

Iet'ssay you want to assign ports 21-25 to one FIP, e net and SMTP server(A in the example), port 80 to
another(Bin the example),a defaultserverlPaddressof 192.168.1.35 to a third (C in the example), and
adefaultserverlPaddressof192.168.1.36 to a fourth (Din the example). You assign the IJANIPaddresses
and the ISP assigns the WAN IPaddress. The NATnetworkappearsasa single host on the Intemet.

Figure 126 Multiple Servers Behind NATExample
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10.2.1 Port Forwarding
Click Netwoik Setting > NATto open the Port Forwarding screen.

Note: TCPport 7547 isreserved forsystem use.

Figure 127 Network Setting > NAT> Port Forwarding

= Forl Forwoming - = L L L L * 1 mia
> Pl by, i = = = & I
|- i} ' 8
Pealeq  Delgiealisg L] ke P Pl Fnd Transdniien Transbalign
L] Haiup FMame IF irrigrfoc e F ¥ 0 B Pt S P el Fagat Brpinricd oy

The following table descrbesthe fieldsin this screen.

Table 56 Network Setting > NAT> Port Forwarding

TABEL DESCRIPIION

Add New Rule Click thisto add a new port forwarding rule.

# This is the ndex numberofthe entry.

Sta tus This field indic ates whetherthe rule isactive ornot.

A yellow bub signifiesthat thisrule isactive. A gray bub signifies that thisrule isnotactive.

Service Name This is the service’sname. This shows UserDefined if you manually added a serwice. Youcan
change thisby clicking the editicon.

Originating IP This is the source’sIPaddress.

WAN Interface Selectthe WAN interface forwhich to c onfigure NATport forwarding rules.

ServerIP Address | Thisisthe serversIPaddress.

Start Port This is the first extemalport numberthatidentifiesa service.

End Port This is the last extemalport numberthatidentifiesa service.

Tanslation Start This is the fist intemalport numberthatidentifiesa service.

Port

Translation End This is the last intemalport numberthatidentifiesa serwice.

Port

Protocol This field displays the protoc ol(TCP, UDP, TC P+UDP) used to transport the packetsforwhich
you wantto apply the rule.

Mo d ify Click the Editicon to edit the port forwarding rule.

Click the Delete icon to delete an existing port forwarding rule. Note that subsequentaddress
mapping rulesmove up by one when you take thisac tion.

10.2.2 Add/Edit Poxt Forwarding

Create oredita portforwarding rule. Specify eithera portora range ofports, a serverIPaddress, and a
protocolto configure a portforwarding rule. Click Add New Rule in the Port Forwarding screen orthe Edit
icon nextto an existing rule to open the following screen.
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Figure 128 Port Forwarding: Add/Edit
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Note: T configure port forwarding, you need to have the same configurationsin the Start
Port, End Port, Translation Start Port, and Translation End Port field s.
T configure porttranslation, you need to have diffe rent c o nfigura tions in the Start Port,
End Port, Translation Start Port, and Translation End Port field s.
Here isan example to configure port translation. Configure Start Port to 100, End Port to
120, Translation Start Port to 200, and Translation End Port to 220.

Note: TCPport 7547 isreserved forsystem use.

The following table descrbesthe labelsin thisscreen.

Table 57 Port Forwarding: Add/Edit

TABEL DESCRIPTION
Active Selectorclearthisfield to tum the port forwarding rule on oroff.
Service Name Selecta service to forward orselect UserDefined and entera name in the field to the right.

WAN Interface Selectthe WAN interface forwhich to configure NATport forwarding rules.
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Table 57 Port Forwarding: Add/Edit (c ontinued)

TABEL DESCRIPIION

Start Port Configure thisfora user-defined entry. Enterthe originaldestination port forthe packets.
D forward only one port, enterthe port numberagain in the End Port field.

D forward a seriesofpoits, enterthe start port numberhere and the end port numberin the
End Portfield.

End Port Configure thisfora user-defined entry. Enterthe last port ofthe originaldestination port range.

D forward only one port, enterthe port numberin the Start Port field above and then enterit
again in this field.

D forward a seriesof ports, enterthe last port numberin a series thatbegins with the port
numberin the Start Port field above.

Translation Start Configure thisfora user-defined entry. This shows the port numberto which you want the Zyxel
Port Device to translate the incoming port. Fora range ofports, enterthe first numberofthe range
to which you want the incoming portstranslated.

Translation End Configure thisfora user-defined entry. This shows the last port of the translated port range.
Port

ServerIP Address | Enterthe inside IPaddressofthe vitualserverhere.

Configure Click the Enable checkboxto enterthe originating IP in the next field.

Originating IP

Originating IP Enterthe originating IPaddress here.

Protocol Selectthe protocolsupported by this vitualserver. Choices are TCP, UDP, o r TCP/ UDP.
OK Clic k this to save yourchanges.

Cancel Clic k this to e xit this sc reen without saving.

10.3 Port higgering

Some servicesuse a dedicated range of portson the clientside and a dedicated range of portson the
serverside. With regularport forwarding, you set a forwarding portin NATto forward a service (c oming
in from the serveron the WAN) to the IPaddressofa computeron the client side (LAN). The problem is
that port forwarding only forwardsa service to a single JANIPaddress. h orderto use the same service
on a different AN computer, you have to manually replace the IANcomputersIP addressin the
forwarding port with anotherIAN computersIPaddress.

Tiggerport forwarding alowscomputerson the IAN to dynamic ally take tums using the serwvice.

The ZyxelDevice recordsthe IPaddressofa IAN computerthat sends traffic to the WAN to request a
service with a specific port numberand protocol(a \"trigger\"pornt). When the ZyxelDevice's WAN port
receivesa response with a specific portnumberand protocol(\"'open\"port), the ZyxelDevice forwards
the traffic to the IANIPaddressofthe computerthat sent the request. Afterthatcomputers
connection forthatservice closes, anothercomputeron the IAN can use the service in the same
manner. Thisway you do notneed to configure a new IPaddresseach time you want a different AN
computerto use the applic ation.

Forexample:
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Figure 129 TiggerPort Forwarding Process: Example
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Jane requests a file from the RealAudio server(port 7070).

Port 7070 isa “trigger’ portand causesthe ZyxelDevice to record Jane’scomputerIPaddress. The Zyxel
Device associatesJane'scomputerIP address with the "open"port range 0f6970-7170.

The RealAudio serverresponds using a port numberranging between 6970-7170.

The ZyxelDevice forwards the traffic to Jane’scomputerIP address.

Only Jane canconnectto the RealAudio serveruntilthe connectionisclosed ortimesout. The Zyxel
Device times out in three minute s with UDP (UserDatagram Protocol) ortwo hours with TCP/IP (Transfer

ControlProtocol/Intemet Protocol).

Clic k Netwoik Setting > NAT> Port Triggering to open the following screen. Use thisscreen to view your
ZyxelDevice’s triggerport se tting s.

Note: TCPport 7547 isreserved forsystem use.

Note: The sum oftriggerportsin allrules mustbe lessthan 1000 and everyopen portrange
must be lessthan 1000. When the protocolis TCP/UDP, the portsare counted twice.

Figure 130 Network Setting > NAT> Port Thig ge ring
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The following table descrbesthe labelsin thisscreen.

Table 58 Network Setting > NAT> Port Tiggering

IABEL

DESCRIPIION

Add New Rule

Click thisto create a new rule.

#

This is the ndex numberofthe entry.

Sta tus

This field displays whetherthe port triggering rule isactive ornot. A yellow bulb signifie s that this
rule isactive. A gray bub signifies that thisrule isnot active.

Service Name

This field displays the name of the service used by this rule.

WAN Interface

This field showsthe WAN interface through which the service isforwarded.

ThggerStart Port

The triggerportisa port(ora range of ports) thatcauses (ortriggers) the ZyxelDevice to record
the IPaddressofthe JAN computerthat sent the traffic to a serveron the WAN.

This is the fist port numberthatidentifiesa service.

ThiggerEnd Port

This is the last port numberthatidentifies a service.

THggerProto.

This is the triggertransportlayerprotocol

Open Start Port

The open portisa port(ora range of ports) thata serveron the WAN uses when it sendsout a
particularservice. The ZyxelDevice forwards the traffic with this port (orrange ofports) to the
client computeron the IAN thatrequested the serwice.

This is the fist port numberthatidentifiesa service.

Open End Port

This is the last port numberthatidentifies a service.

Open Protocol

This is the open transportlayerprotocol

Mo d ify

Click the Editicon to edit this rule.

Click the Delete icon to delete an existing rule.

10.3.1 Add/Edit Port Tiggering Rule

Thisscreen letsyou create new port triggering rules. Click Add New Rule in the Port Tiggering screen or
clicka rule’s Editicon to open the following screen. Use thisscreen to configure a portorrange of ports
and protocolsforsending outrequestsand forreceiving responses.
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10.4

Figure 131 Port Thiggering: Add/Edit
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The following table descrbesthe labelsin thisscreen.

Table 59 Port Tiggering: Add/Edit

TABEL

DESCRIPIION

Active

Clickto enable (blue switch) ordisable (gray switch) to activate ordeactivate the rule.

Service Name

Entera name to ide ntify this rule using keyboard characters (A-Z a-z, 1-2 and so on).

WAN Interface

Selecta WAN interface forwhich you want to configure port triggering rules.

ThggerStart Port

The triggerportisa port(ora range of ports) thatcauses (ortrggers) the ZyxelDevice to record
the IPaddressofthe JAN computerthat sent the traffic to a serveron the WAN.

Tpe a port numberorthe starting port numberin a range of port numbers.

ThggerEnd Port

Tpe a port numberorthe ending port numberin a range of port numbers.

ThHiggerProtocol

Selectthe transportlayerprtocolfrom TCP, UDP, or TCP/ UDP.

Open Start Port

The openportisa port (ora range of ports) thata serveron the WAN uses when it sendsout a
particularservice. The ZyxelDevice forwards the traffic with this port (orrange of ports) to the
client computeron the IAN thatrequested the serwice.

Tpe a port numberorthe starting port numberin a range of port numbers.

Open End Port

Tpe a port numberorthe ending port numberin a range of port numbers.

Open Protocol Selectthe transportlayerprotocolfrom TCP, UDP, o r TCP/ UDP.
Cancel Click Cancelto exit this sc reen witho ut saving.
OK Click OKto save yourchanges.

DMZ

Use thisscreen to specify the IPaddressofa defaultserverto receive packetsfrom portsnotspecified in
the Port Tiggering sc reen. The DMZ (De Militarized Zone) isa networkbetween the WAN and the IAN
thatisaccessible to deviceson both the WAN and IAN with frewallprotec tion. Devices on the WAN
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can initiate connectionsto deviceson the DMZbutnotto those on the LAN.

Youcan putpublic servers, such asemail web, and FIPservers, on the DMZto provide serviceson both
the WAN and IAN. T use this feature, you fist need to assign a DMZho st. Clic k Ne twoxrk Se tting > NAT>
DMZto open the DMZ screen.

Note: Use an IPv4 address forthe DMZserver.

Note: Enterthe IPaddressofthe default serverin the Default Server Address field, and click
Apply to activate the DMZ host. Otherwise, clearthe IPaddressin the Default Server
Address field, and click Apply to deactivate the DMZ ho st.

Figure 132 Network Setting > NAT> DMZ
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The following table descrbesthe fieldsin thisscreen.
Table 60 Network Setting > NAT> DMZ
TABEL DESCRIPTION
Default Server Enterthe IPaddressofthe default serverwhich receivespackets from portsthatare not
Address specified in the Port Forwarding screen.

Note: Fyoudo notassign a default server, the ZyxelDevice discardsallpackets
received forportsnot specified in the virtualserverc onfiguration.

Apply Click this to save yourchangesbackto the ZyxelDevice.

Cancel Click Cancelto restore yourpreviously saved settings.

10.5 AIG

Clic k Netwoik Setting > NAT> AIG to open the ALG screen. Use thisscreen to enable and disable the
NATApplication IayerGateway (ALG) in the ZyxelDevice.

Application IayerGateway (ALG) allowscertain applic ationssuch as Fle Transfe rPro toc o1(FIP), Se ssion
Initia tion Protoc o1 (SIP), orfile transferin Instant Me ssaging (IM) applicationsto passthrough the Zyxel
Device.
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Figure 133 Network Setting > NAT> AIG
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The folowing table descrbes the fields in this screen.

Table 61 Network Setting > NAT> ALG

TABEL DESCRIPIION

SIP ALG Clic k this (switc h tums blue) to make sure SIP (VoIP) works conectly with port-forwarding and
addresss-mapping rules. Otherwise, clic k this to tum o ff (switc h tums gray) the SIP AIG.

PPIP AIG Clic k this to tum on (switc h tums blue) the PPTP ALG on the ZyxelDevice to detect PPIP traffic
and help build PPTP se ssio ns through the ZyxelDevice’s NAT

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Cancel Click Cancelto restore yourpreviously saved settings.

10.6 Address Mapping

Use thisscreen to enable ordisable the NATAddress Mapping in the ZyxelDevice.

10.6.1 Address Mapping Screen

Clic k Network Setting > NAT> Address Mapping to open the Address Mapping screen.

Figure 134 Network Setting > NAT> Address Mapping
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The following table descrbes the fieldsin this screen.

Table 62 Network Setting > NAT> Address Mapping

TABEL DESCRIPIION

Rule Name This is the name ofthe rule.

IocalStart IP This is the starting Inside IocallP Address (ILA).
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Table 62 Network Setting > NAT> Address Mapping (continued)

TABEL DESCRIPIION

IocalEnd IP This is the ending Inside IocallP Address (ILA). ¥ the rule isforalllocallPaddresses,
then this field displays0.0.0.0 asthe IocalStartIPaddressand 255.255.255.255 as the
IocalEnd IPaddress. Thisfield isblank forOne-to-One mapping types.

GlobalStart IP This is the starting Inside GlobalIP Address (IGA). Enter0.0.0.0 here if you have a
dynamic IPaddress from yourISP. You can only do this forthe Many-to-One

mapping type.

GlobalEnd IP This is the ending Inside GlobalIlP Address (IGA). This field is blank for One-to-One
and Many-to-One mapping types.

TBpe This is the address mapping type.

One-to-One: Thismode mapsone locallPaddressto one globallPaddress. Note
that port numbersdo notchange forthe One-to-One NATmapping type.

Many-to-One: Thismode mapsmultiple locallPaddressesto one globallPaddress.
This is e quivalent to SUA (ie., PAT port address translation), the Device's Sngle User
Account feature that previousrouters supported only.

Many-to-Many: Thismode mapsmultiple ocallPaddressesto shared globalIP

addresses.
WAN Interface This is the WAN interface to which the addressmapping rule apples.
Mo d ify Clic k the Editicon to go to the screen where youcan editthe addressmapping rule.

Click the Delete icon to delete an existing address mapping rule. Note that
subsequentaddressmapping rulesmove up by one when you take thisac tion.

10.6.2 Add New Rule Screen

T add oreditan addressmapping rule, click Add New Rule orthe Modify icon in the Address Mapping
screen to display the screen shown next.

Figure 135 Network Setting > NAT> Address Mapping > Add New Rule
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The following table descrbesthe fieldsin thisscreen.

Table 63 Network Setting > NAT> Address Mapping > Add New Rule

TABEL DESCRIPIION

Rule Name Type up to 20 alphanumeric characters forthe name of this rule.

Tpe Choose the IP/port mapping type from one ofthe following.
One-to-One: Thisimode mapsone locallPaddressto one globallPaddress. Note
that pot numbersdo notchange forthe One-to-One NATmapping type.
Many-to-One: Thismode mapsmultiple locallPaddressesto one globallPaddress.
This is equivalent to SUA (ie., PAT port address translation), the Device's Single User
Account feature that previousouterssupported only.
Many-to-Many: Thismode maps multiple ocallPaddressesto shared globalIP
addresses.

IocalStart IP Enterthe starting lnside IocallP Address (ITA).

IocalEnd IP Enterthe ending Inside IocallP Address (ILA). ¥the rule isforalllocallPaddresses,
then thisfield displays 0.0.0.0 asthe IocalStart IPaddressand 255.255.255.255 as the
IocalEnd IPaddress. This field isblank forOne-to-One mapping types.

GlobalStart IP Enterthe starting Inside GlobalIP Address (IGA). Enter0.0.0.0 here if you have a
dynamic IPaddress from yourISP. You can only do this forthe Many-to-One
mapping type.

GlobalEnd IP Enterthe ending Inside GlobalIP Address (IGA). This field is blank for One-to-One
and Many-to-One mapping types.

WAN Interface Selecta WAN interface to which the addressmapping rule apples.

Cancel Click Cancelto exit this sc reen without saving.

OK Click OKto save yourchanges.

10.7 Sessions

Use the Sessions screen to limit the numberofconcument NATsessionseach clientcan use. Click
Network Setting > NAT> Sessions to open the Sessions screen.

Figure 136 Network Setting > NAT> Se ssions
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The following table descrbesthe fieldsin thisscreen.

Table 64 Network Setting > NAT> Se ssions

IABEL

DESCRIPIION

MAX NATSe ssion PerHo st
(0~20480)

Use thisfield to seta common limit to the numberofconcument NATsessionseach
clientcomputercan have.

Fonly a few clientsuse peerto peerapplications, you can raise thisnumberto
improve theirperformance. With heavy peerto peerapplication use, lowerthis
numberto ensure no single clientusestoo many ofthe available NATse ssions.

Cancel

ClickCancelto restore yourpreviously saved settings.

Apply

Click Apply to save yourchanges.
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CHAPTER 11
Dynamic DNS Se tup

11.1 DNSOverview

DNS

DNS(Domain Name System) isformapping a domain name to itscomesponding IPaddressand vice
versa. The DNSserverisextremely important because without it, you must know the Paddressofa
machine before youcan accessit.

In addition to the system DNSserver(s), each WAN interface (service) issetto have itsown static or
dynamic DNSserverlist. You can configure a DNSstatic route to forward DNSqueriesforcertain domain
namesthrough a specific WAN interface to its DNSserve(s). The ZyxelDevice usesa system DNSserver
(in the orderyou specify in the Broadband screen) to resolve domain namesthatdo notmatch any DNS
routing entry. Afterthe ZyxelDevice receivesa DNSreply from a DNSserver, itcreatesa new entry for
the resolved IPaddressin the routing table.

Dynamic DNS

Dynamic DNSallows you to use a dynamic IPaddress with one ormany dynamic DNSservices so that
anyone cancontactyou (in NetMeeting, CU-SeeMe, etc.). Youcan also accessyourFIPserverorWeb
site on yourown computerusing a domain name (forinstance myhost.dhs.org, where myhostisa name
ofyourchoice) that wilneverchange instead ofusing an IPaddressthatchangeseach time you
reconnect. Yourfriendsorrelativeswilalwaysbe able to callyoueven ifthey don't know yourIP
address.

You firstneed to have registered a dynamic DNSaccountwith www.dyndns.org. Thisisforpeople with a
dynamic IP from theirISPor DHCP serverthat would stilllike to have a domain name. The Dynamic DNS
service providerwil give you a password orkey.

11.1.1 WhatYou Can Do in this Chapter

e Use the DNS Entry screen to view, configure, orremove DNSroutes(Section 11.2 on page 177).

* Use the Dynamic DNSscreen to enable DDNSand configure the DDNSsettings on the ZyxelDevice
(Section 11.3 on page 178).

11.1.2 WhatYou Need To Know

DYNDNS Wildcaxd

Enabling the wildc ard feature foryourhost causes *.yourhost.dyndns.org to be aliased to the same IP
address asyourhost.dyndns.org. This fe ature is usefulif you wantto be able to use, forexample,
www.yourhost.dyndns.org and stilreach yourhostname.
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Fyouhave a private WAN IPaddress, then you cannot use Dynamic DNS.

11.2 DNS Entry

DNS(Domain Name System) isused formapping a domain name to itscomesponding IPaddress and
vice versa. Use thisscreen to view and c onfigure DNSroute son the ZyxelDevic e. Clic k Ne twoxk Se tting >

DNSto open the DNS Entry screen.

Note: The host name should consist ofthe host'slocalname and the domain name. For
example, Mycomputerhome isa host name where Mycomputeristhe host'slocal

name, and .home isthe domain name.

Figure 137 Network Setting > DNS > DNS Entry
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The folowing table descrbes the fields in this screen.

Table 65 Network Setting > DNS > DNS Entry

TABEL DESCRIPIION
Add New DNS Entry Click thisto create a new DNSentry.
# This is the index numberofthe entry.
Ho stName This indic ate s the host name ordomain name.
IP Address Thisindicates the IPaddressassigned to thiscomputer.
Mo d ify Click the Editicon to edit the rule.
Click the Delete icon to delete an existing rule.

11.2.1 Add/Edit DNS Entry

Youcan manually add oredit the ZyxelDevice’s DNSname and IPaddress entry. Click Add New DNS
Entry in the DNS Entry screen orthe Editic on next to the entry you want to edit. The screen shown next

appears.

LIESeries Users Guide

177




Chapter1ll Dynamic DNS Setup

Figure 138 DNSEntry: Add/Edit
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The following table descrbesthe labelsin thisscreen.
Table 66 DNS Entry: Add/Edit
TABEL DESCRIPTION
Ho st Name Enterthe host name ofthe DNSentry.
IPv4 Address Enterthe IPv4 address ofthe DNSentry.
Cancel Click Cancelto exit this screen without saving.
OK Click OKto save yourchanges.

11.3 Dynamic DNS

Dynamic DNScan update yourcumentdynamic IPaddressmapping to a hostname. Configure a DDNS

service provideron yourZyxel Device. Clic k Network Se tting > DNS > Dynamic DNS. The screen appears
asshown.
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Figure 139 Network Setting > DNS> Dynamic DNS
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The following table descrbes the fields in this screen.

Table 67 Network Setting > DNS > Dynamic DNS

TABEL DESCRIPIION
Dynamic DNS Se tup
Dynamic DNS Select Enable to use dynamic DNS.
Service Provider Selectyour Dynamic DNSservice providerfrom the drop-down list box.
Host Name Type the domain name assigned to yourZyxelDevice by your Dynamic DNSprovider.
You can specify up to two host namesin the field separated by a comma (",").
Usemame Type yourusername.
Password Type the password assigned to you.
Enable Widcard Selectthe checkboxto enable DynDNSWildcard.
Option
Enable Off Line Check with your Dynamic DNSservice providerto have traffic redirected to a URL(that

Option (Only
appliesto custom
DNYS)

youcan specify) while you are offline.

Dynamic DNS Sta tus

User
Authentic ation
Re sult

This shows Success if the accountisconectly set up with the Dynamic DNSprovider
account.

Iast Updated Tme

This sho ws the last time the IP addressthe Dynamic DNSproviderhasassociated with the
hostname wasupdated.

Curre nt Dynamic

This shows the IP address your Dynamic DNSproviderhas curmently associated with the

P hostname.
Cancel Click Cancelto exit this sc reen without saving.
Apply Click Apply to save yourchanges.
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C HAPTER 12
SAS CBSD

12.1 SASCBSD Overview

CBRS

Citizen Bonadband Radio Service (CBRS) usesthe 3.55 GHzto 3.7 GHzband formobile technology
camersto provide lTEand 5G wirele ss servic es.

SAS

Spectrum Access System (SAS) isa method to assign and manage CBRSfrequenciesto ITEand 5GT
providers. The Federal Communic ations Commission (FCC) uses a 3-tierlic ense system to assign
bandwidth within the CBRSband.

¢ Ihcumbentaccess: The federalgovemment, the coastalnavy, and fixed satellite base stations.

* Priority Access License (PAD: Enterprisesand camersthatobtain spectrum from a lease via an
auction.

* General Authorized Access (GAA): Unlicensed users who do notinterfere with users of highe r prio rity.

ESC

The Envimnmental Sensing Capability (ESC) isa frequency sensorthatdetectsuse ofthe CBRS
according to SASand reportsto the FCC if there are violations.

12.1.1 What You Can Do in this Chapter

* Use the Unregistered screen to allow the ZyxelDevice to re gister with the SASfora pemission to
transmitdata (Section 12.2 on page 181).

* Use the Idle registered screen to configure the nstallation site ofthe ZyxelDevice(Section 12.3 on
page 182).

* Use the Granted screen to configure the antenna setting on the ZyxelDevice (Section 12.4 on page
184).

* Use the Authorized screen to enable a Certified Professional Installer (CPD to provide information for
the SAS(Section 12.5 on page 185).
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12.1.2 WhatYou Need to Know

CBSD

Any certified Citizen Boadband Radio Service Device (CBSD) must follow the SASprocedures to initia te
requests fordata transmission. The SASin charge ofsc heduling frequency will authorize, suspend, or
terminate requestsaccording to variousoperationalparametersin given request messages. A CBSD is
allowed to take the following six measures to mteract with the SAS.

* SASDiscovery: Priorto the Registration procedure,a CBSD mustinitiate an SASDiscovery procedure to
establish a successful SASsession to be recognized by the SAS. ¥ the re quest fails, the SASwillsend a
response with anenorcode.

* Registration: Eismandatory fora CBSD to initiate a Registration request to obtain a CBSD ID. I the
request fails, the CBSD can continue sending the request untilitisaccepted orrevoked.

* Spectrum Ihquiry: Priorto sending a Grantrequest,a CBSD may send a request to the SASto ac quire
information on avaiable frequency ranges. Fthe request fails, the SASwillsend a response with an
emorcode.

e Grant: A CBSD must send a Grant re que st with the parameters, inc luding the frequency range,
maximum EIRP, and the desired accesslicense. I the request fails, the SASwillsend a response with
anemorcode.

e Heartbeat: A CBSD must send a Heartbeatrequestafterreceiving a grant to inform the SASthat it
needsanaccessto the allocated spectrum. Afterthe SASapprovesthe request, the CBSDisallowed
to use the allocated spectrum to transmitdata.

* Relinquish: A CBSD must send a Relinquish request when it no longerwants to use the allocated
spectrum.

* Deregister: A CBSD must send a Deregisterrequestifthe CBSD isnotin the same geographicalplace
orisdecommissioned. Afterthe CBSD receives the deregisterresponse and removes allthe existing
grants, it considersitself asunregistered.

12.2 The Unregistered Screen

Use thisscreen to initiate a request to transmitdata in CBRSforan unregistered ZyxelDevice. Click
Network Setting > SAS CBSD > Unregistered to open the Unregistered screen.
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Figure 140 Network Setting > SASCBSD > Unregistered
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The following table descrbesthe labelsin thisscreen.

Table 68 Network Setting > SASCBSD > Unre giste re d

TABEL DESCRIPIION
UNREG ISIERED
CBSD Enable Selectthisto enable the ZyxelDevice to follow the SASprocedures to initiate a

request fordata transmission.

Auto Registration

Selectthisto enable the ZyxelDevice to automatic ally start the re gistration with the
SAS afterthe ZyxelDevice istumed on.

Process

Select Start to register, Start to deregister, Start to relinquish, orNone from the drop
down list box to initiate the configuration.

Select Start to register, if you have notregistered to the SASyet.
Select Start to deregister, if the CBSD isdecommissioned ormoved to a diffe re nt site .
Select Start to relinquish, if you no longerwant to use the alocated spectrum.

SelectNone, if you only want to update the CBSD se ttings, such as CBRS Enable and
Auto Registration.

12.3 The Idle Registered Screen

Click Network Setting > SAS CBSD > Idle Registered to open the Idle Registered screen.
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Figure 141 Network Setting > SASCBSD > Idle Registered
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The following table descrbesthe labelsin thisscreen.

Table 69 Network Setting > SASCBSD > Idle Registered

TABEL DESCRIPTION
IDIE REG ISTERED
CBSD Enable Selectthisto enable the ZyxelDevice to follow the SASprocedures to initia te

requests fordata transmission.

Auto Registration

Selectthisto enable the ZyxelDevice to automatic ally start the re gistration with the
SAS afterthe ZyxelDevice istumed on.

Process

Select Start to register, Start to deregister, Start to relinquish, orNone from the drop
down list box to initiate the c onfiguration.

Select Start to register, if you have notregistered to the SASyet.
Select Start to deregister, if the CBSD isdecommissioned ormoved to a differe nt site .
Select Start to relinquish, if you no longerwant to use the alocated spec trum.

SelectNone, if you only want to update the CBSD settings, such as CBRS Enable and
Auto Registration.

UserID

Enterthe userID authorized by the SASto ¢ o mmunic ate with the SASserver. The user
ID containsup to 64 alphanumeric characters. Also, spacesand the following
specialcharacterslisted in the brackets ['“<>"$| &;\/:*?"7are notallowed forUserID.

Note: The ZyxelDevice’s serialnumberserves asthe userID by de fault to
communic ate with the SASserver.

FCC DD

Enterthe FCC ID validated by the FCC database to communic ate with the SAS
server. The FCC ID containsup to 20 alphanumeric characters. Also, spacesand the
folowing specialcharacterslisted in the brackets["<>"$| &;\/:*?'] are notalowed
forFCC ID.
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Table 69 Network Setting > SASCBSD > Idle Registered

TABEL DESCRIPIION

CBSD Category Selecta CBSD category (A orB) from the drop down list box.

Category A refersto the CBSDsinstalled with antennasnotexceeding 6 meters.
Category Brefersto the CBSDsinstalled with antennasexceeding 6 meters. The
maximum EIRPofa category A CBSD is 30 d Bm/10MHz, while the maximum EIRP o f a
category BCBSD is 47 d Bm/10MHz.

EIRP is the measured output powerofan isotropic antenna in a specific direc tion.
The equation of EIRP is :

EIRP= The output powerofthe antenna (dBm) - Cable Ioss (dB) + Antenna Gain

(dBi)
Radio echnology Selectthe parameterofthe radio technology used by the ZyxelDevice from the
drop down list box. The default value, E UIRA, me ans the IlEtec hnology.
Iatitude Specify the latitude ofthe installation site measured by a GPSdevice.
Iongitude Specify the longitude ofthe installation site measured by a GPSdevice.
Height Specify the height ofthe antenna on the ZyxelDevice measured by a GPSdevice.
Height Type Selectthe height type ofthe installation from the drop down list box. The default

se tting is AGL(Above Ground Level).

HorizontalAccuracy The horizontalaccuracy verifiesif the CBSD antenna’shorizontallocationisaccurate
based on FCC requirements. The value should be lessthan 50 me ters (0-50000000)
and isaccurate to the sixth decimalplace.

Vertical Accuracy The verticalaccuracy verifies if the CBSD antenna’sverticallocation isaccurate
based on FCC require ments. The value should be lessthan 3 meters (0-3000000) and
isaccurate to the sixth decimalplace.

12.4 The Granted Screen

Click Network Setting > SAS CBSD > Granted to open the Granted screen.

Figure 142 Network Setting > SASCBSD > Granted
]
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The following table descrbesthe labelsin thisscreen.

Table 70 Network Setting > SASCBSD > Granted

IABEL DESCRIPIION
Granted
IndoorDeployment Selectthis to verify thatthe antenna on ZyxelDevice isindoor. Otherwise, SAS will

consideritasanoutdoordevice and apply the standard of Category Bto the Zyxel
Device, which islikely to cause a failed re gistration.

Antenna Azimuth

Enterthe upward angle measured by a GPSlocater.

Antenna Do wntilt

Enterthe downward angle measured by a GPSlocater.

Antenna Gain

Enterthe maximum antenna gain based on the setup ofthe antenna. The value is
between -127 dBiand 128 dBi. The default value ofthe antenna gain forthe LI'TE7485-
S905 is 13.

Eirp Capability

Enterthe maximum ofthe Effective kotropic Radiated Power (EIRP) in d Bm/10MHz.
The allowed range isbetween -127 and +47 (dBm/10MHz). The default value of the
EIRP c apability forthe LIE7485-S905 is 36.

Antenna Beamwidth

Enterthe beamwidth ofthe antenna on the ZyxelDevice. The default value forthe
LIE7485-S905 is 57 degree.

Antenna Model

Enterthe modeltype ofthe antenna on the ZyxelDevice.

Iow Frequency

Enterthe lowest frequency ofthe ZyxelDevice. The allowed frequency range is
between 3550 MHz and 3700 MHz.

High Frequency

Enterthe highest frequency ofthe ZyxelDevice. The allowed frequency range is
between 3550 MHz and 3700 MHz.

Ma ximum Eirp Enterthe maximum ofthe Effective kotropic Radiated Power(ERP) in d Bm/MHz.
The allowed range isbetween -137 and +37 (dBm/MHz). If the maximum EIRP o f the
registration parametersis within this frequency range, itismore likely to obtain a
grant fordata transmission.

SASOperator Selectthe SASoperatorfrom the drop down list box that the ZyxelDevice uses.

SAS Address Enterthe IPaddressofthe SASserver.

SAS RO OTCertific ate Selectthe SASwotcertificate provided by the SASto c ommunic ate with the SAS

server. The support formatsinclude X509 PEM, X.509 DER, PKC S7, and PKC S7 DER.

CBSD Ce ttific a te

Selectthe CBSD certific ate including specific public and private keys to
communic ate with the SASserver. The support formatsinclude X509 PEM and
PKC12.

Cancel

Click Cancelto exit this sc reen without saving.

Apply

Click Apply to save yourchanges.

12.5 The Authonzed Screen

Click Netwoik Setting > SAS CBSD > Authorized to open the Authorized screen.

Figure 143 Network Setting > SASCBSD > Authorized
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The following table descrbesthe labelsin thisscreen.

Table 71 Network Setting > SAS CBSD > Autho rize d

TABEL DESCRIPIION

Authorized

CPIEnable Selectthisto enable a CPIto provide specific mformation forthe SAS. Othe rwise,
selectdisable if CPIdata isnotrequired forthe given installation processes.

CPIDD Enterthe CPIidentific ation numberauthorized by the FCC.

CPIName Enterthe CPIname authorized by the FCC.

Install Ce rtific a tion Time Enterthe time and date ofthe installation certified by the CPL

CPISigned Data Selectthe CPIsigned data including the specific CPIprivate key to validate the

legitimacy ofthe installation. Click Se curity > Certificate to inportdata.
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USB Service

13.1 USB Service Overview

Youcan share fleson a USBmemory stickorhard drive connected to yourZyxelDevice with userson
yournetwo k.

The following figure isan overview ofthe ZyxelDevice’sfile serverfeature. ComputersA and Bcan
accessfilesona USBdevice (C) whichisconnected to the ZyxelDevice.

Figure 144 Fle Sharing Overview

4G

The ZyxelDevice wilnotbe able to join the workgroup if yourlocalarea network has re stric tio ns

setup thatdo notallow devicesto join a workgroup. In thiscase, contactyournetwork
administrator.

13.1.1 WhatYou Need To Know
The following termsand conceptsmay help asyouread thischapter.

13.1.1.1 AboutFie Sharing

Workgroup Name

This is the name givento a setofcomputersthatare connected on a networkand share resourcessuch
asa printerorfiles. Windows automatic ally assignsthe workgroup name when you setup a network.
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Shares

When settings are setto default,each USBdevice connected to the ZyxelDevice isgiven a folder,
called a “share”. fa USBhard drive connected to the Zyxel Device hasmore than one partition, then
each partition wilbe allocated a share. Youcan also configure a “share” to be a sub-folderorfie on
the USBdevice.

File Systems

A file system isa way of storing and organizing filleson yourhard drive and storage device. Often
different operating systemssuch as Windows orLinux have different file syste ms. The file sharing fe ature
on yourZyxelDevice supports File Allocation Table (FAT) and FAT32.

Common Inte met File Syste m

The ZyxelDevice uses Common Intemet File System (CIFS) protocolforits file sharing func tions. CIFS
compatible computerscan accessthe USBfie storage devicesconnected to the Zyxel Device. CIFS
protocolissupported on Microsoft Windows, linux Samba and otheroperating systems (referto your
syste ms sp e c ific a tio ns for CIFS ¢c o mp a tib ility).

13.1.2 Before You Begin

Make sure the ZyxelDevice isconnected to yournetwork and tumed on.

1 Connectthe USBdevice to one ofthe ZyxelDevice’s USBport. Make sure the ZyxelDevice isconnected
to yournetwo rk.

2 'The ZyxelDevice detectsthe USBdevice and makesitscontentsavaiable forbrowsing. Fyou are
connecting a USBhard drive thatcomeswith an extemalpowersupply, make sure itisconnected to an
appropriate powersource thatison.

Note: FyourUSBdevice cannotbe detected by the ZyxelDevice, see the troubleshooting for
sug ge stio ns.

13.2 USB Service

Use thisscreen to set up file sharing through the ZyxelDevice. The ZyxelDevice’sIAN userscan access
the shared folder(orshare) from the USBdevice inserted in the ZyxelDevice.Tb accessthisscreen, click
Network Se tting > USB Service.
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Figure 145 Network Setting > USB Service
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Note: Share Directory List field appearswhen you connecta USBdevice to the USBport.
Otherwise,tdoesnot.

Fach field isdescrbed in the following table.

Table 72 Network Setting > USB Service > File Sharing

TABEL DESCRIPIION

Information

Volume This is the volume name the ZyxelDevice givesto an inserted USBdevice.

Capacity This is the totalavailable memory size (in megabytes) on the USBdevice.

Used Space This is the memory size (in megabytes) aleady used on the USBdevice.

Server Configuration

File Sharing Clic k this switch to enable ordisable file sharing through the ZyxelDevice. When the switch goes
Serwices to the right "M, the functionisenabled. Otherwise, itis not.

Share Direc tory List

Add New Share

Click thisto set up a new share on the ZyxelDevice.

Active

Selectthisto allow the share to be accessed.

Sta tus

This field shows the statusofthe share

-I!-:: The share isnotactivated.

o

% :'The share isactivated.
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Table 72 Network Setting > USB Service > File Sharing

TABEL DESCRIPIION

Share Name This field displays the name ofthe file you shared.

Share Path This field displays the loc ation in the USBof the file you shared.
Share This field displaysa description ofthe file you shared.

Description

Mo d ify Click the Editicon to change the settings of an existing share.

Click the Delete icon to delete this share in the list.

Account Management

Add New User Clickthisbutton to create a useraccountto accessthe secured shares. Thisbutton redirectsyou
to Maintenance > UserAccount.

Sta tus This field shows the statusofthe user.
:'The useraccountisnotactivated forthe share.

ﬁ: The useraccountisactivated forthe share.

UserName This is the name ofa userwho isallowed to accessthe secured shareson the USBdevice.
Cancel Clic k this to restore yourpreviously saved settings.
Apply Click this to save yourchangesto the ZyxelDevice.

13.2.1 Add New Share

Use thisscreen to setup a new share oredit an existing share on the ZyxelDevice. Click Add New Share
in the File Sharing screen orc lick the Edit Modify icon next to an existing share.

Please note that youneed to set up yoursharesin the USBbefore enabling file sharing in the Zyxel
Device. Also, spacesand the folowing specialcharacterslisted in the brackets["<>"$| &;\/:*?'Tare not

alowed forthe USBshare name.

Figure 146 Network Setting > USBService > Hle Sharing > Add New Share
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The folowing table describesthe labelsin this menu.

Table 73 Network Setting > USBService > Media Server

TABEL DESCRIPTION
Volume Selectthe volume in the USBstorage device thatyou wantto add asa share in the Zyxel
Device.

This field isread-only when you are editing the share.

Share Path Manually enterthe file path forthe share, orclick the Browse button and select the folderthat
youwantto add asa share.

This field isread-only when you are editing the share.

Description Youcan eitherentera short description of the share, orleave this field blank.
Accesslevel Select Public if you want the share to be accessed by usersconnecting to the ZyxelDevice.
Otherwise, select Se curity.
Alowed FSecurity isselected in the AccessIevelfield, selectthischeckboxto alow/prohibitaccessto
the share.

UserName This field specifies the userforwhich the Allowed setting applies. Userscan be added or
modified in Maintenance > User Account.

Cancel Click Cancelto retum to the previousscreen.

OK Click OKto save yourchanges.

13.2.2 The Add New UserScreen

Once youclickthe Add New Userbutton, you'llbe directed to the UserAccountscreen. D create a
useraccountthatcanaccessthe secured shareson the USBdevice, clickthe Add New Accountbutton
in the Network Se tting > USB Sexvice > User Accountscreen.

Please see Chapter27 on page 253, fordetailed information about UserAccountscreen.
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CHAPTER 14
Firewall

14.1 Overview

Thischaptershowsyou how to enable the ZyxelDevice firewall Use the firewallto protectyourZyxel
Device and networkfrom attacksby hackers on the Intemetand controlaccessto it. The firewall:

¢ allowstraffic thatorginatesfrom yourI[ANcomputersto go to allothernetworks.

* blockstraffic thatorginateson othernetworks from going to the LAN.

By default, the ZyxelDevice blocks DoSattacks whetherthe frewallisenabled ordisabled.

The following figure illustratesthe frewallaction. User A can initiate an IM (Instant Me ssaging) se ssion
from the IAN to the WAN (1). Re tum traffic forthissession isalso allowed (2). Howe vero the rtraffic
mitiated from the WAN isblocked (3 and 4).

Figure 147 Default FrewallAction
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14.1.1 WhatYou Need to Know About Firewall

DoS

DenialsofService (DoS) attacksare aimed atdevicesand networks with a connection to the Inte me .
Theirgoalisnotto stealinformation, butto disable a device ornetworkso usersno longerhave access
to networkresources. The ZyxelDevice is pre-configured to automatically detectand thwart allknown
DoSattacks.

ICMP

Intemet Control Message Protocol (ICMP) isa message controland emorreporting protocolbetween a
hostserverand a gateway to the Intemet. ICMPuses IhtemetProtocol(IP) datagrams, butthe messages
are processed by the TCP/IPsoftware and directly apparentto the application user.
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Do S Thresholds

ForDoSattacks, the ZyxelDevice uses thresholdsto determine when to drop sessionsthatdo not
become fully established. These thresholdsapply globally to allsessions. You can use the default
thre shold values,oryoucan change them to values more suitable to yoursec urty re q uire me nts.

14.2 Firewall

14.2.1 WhatYou Can Do in this Chapter

* Use the Generalscreen to configure the security levelofthe frrwallon the ZyxelDevice (Section 14.3
onpage 193).

* Use the Protocolscreen to add orremove predefined Intemetservices and configure frewallrule s
(Section 14.4 on page 195).

* Use the Access Controlscreen to view and configure incoming/outgoing fitering rules (Section 14.5
onpage 196).

e Use the DoSscreen to activate protection against Denialof Service (Do S) attacks (Section 14.6 on
page 199).

14.3 Firewall General Se ttings

Use the fiewallto protectyourZyxelDevice and network from attacksby hackerson the Intemetand
controlaccessto it. Use thisscreen to setthe securty levelofthe firewallon the ZyxelDevice. Firewall
rulesare grouped based on the direction oftravelofpackets. A higherfirewalllevelmeansmore

re stric tions on the Intemet activitie s you can perform. Clic k Se c urity > Firewall > Generalto display the
following screen. Use the sliderto selectthe leveloffirewallprotection.
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Figure 148 Securty > Frewall> General
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Note: IAN to WAN isyouraccessto allIntemetservices. WAN to IAN is the accessofother

computerson the Intemetto devicesbehind the ZyxelDevice.
When the securty levelis set to High, Tt Ine t, FIP, HTIP, HTIPS, DNS, IMAP, PO P3, SM'TP,
and/orIPv6 ICMPv6 (Ping) traffic from the IAN are stillallowed.

The following table descrbesthe labelsin thisscreen.

Table 74 Securty > Firewall> General

TABEL DESCRIPIION

Pv4 Enable frewallprotection when using IPv4 (Intemet Protocolversion 4).

Frewall

Pv6 Enable frewallprotection when using IPv6é (Intemet Protocolversion 6).

Frewall

High This se tting bloc ks all traffic to and from the Intemet. Only ocalnetwork traffic and IAN to WAN servic e
(Te Ine t, FIP, HTIP, HTIPS, DNS, POP3, SM'TP) is pe mmitte d.

Medium | Thisisthe recommended setting. k allows traffic to the Intemetbutblocks anyone from the Intemet
from accessing any serviceson yourlocalnetwo rk.

Iow This se tting allo ws tra ffic to the Intemetand also allowssomeone from the Intemetto accessserviceson
yourlocalnetwork. Thiswould be used with Port Forwarding, De fault Server.

Apply Clic k this to save yourchanges.

Cancel Clic k this to restore yourpreviously saved settings.
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14.4 Protocol (Customized Services)

You can configure customized services and port numbersin the Protocolscreen. Each setofpmtocol
rules listed in the table are reusable objectsto be used in conjunc tion with ACLrulesin the Access
Controlscreen. Fora comprehensive listof port numbers and services, visit the JANA (Inte me t Assigne d
Numb erAuthority) website . Clic k Se ¢ urity > Firewall > Protocol to display the following screen.

Note: Removing a protocolrule wilalso remove associated ACLrules.

Figure 149 Security > Frewall> Protocol
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The following table descrbesthe labelsin thisscreen.

Table 75 Securty > Frewall> Protocol

IABEL

DESCRIPIION

Add New
Protocol
Entry

Click this to configure a customized service.

Name

This is the name of yourcustomized service.

Description

Thisisa description of yourcustomized service.

Po rts/
Protocol
Number

This shows the port numberorrange and the IPprotocol(TCP orUDP) that defines yourc ustomized
service.

Mo d ify

Click thisto edita customized service.

14.4.1 Add Customized Service

Add a customized rule oredit an existing rule by specifying the protocoland the port numbers. Click
Add New Protoc ol Entry in the Protocolscreen to display the following screen.
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Figure 150 Securty > Firewall>Protocol: Add New Protocol Entry
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The following table descrbesthe labelsin thisscreen.

Table 76 Securty > Frewall> Protocol: Add New Protoc ol Entry

TABEL DESCRIPIION

Service Name Type a unique name foryourcustom port.

Description Entera descrption foryourcustom port.

Protocol Choose the protocol(TCP, UDP, ICMP, ICMPv6, orOther) that definesyourcustomized port from

the drop down list box.

ProtocolNumber | Type a single port numberorthe range of port numbers (0-255) that define yourcustomized

service.
OK Clic k this to save yourchanges.
Cancel Clic k this to e xit this sc reen without saving.

14.5 Access Control (Rules)

An AccessControlList (ACD) rule isa manually-defined rule thatcanaccept,reject,ordrop mcoming or
outgoing packetsfrom yournetwork. Thisscreen displays a list of the configured incoming oroutgoing
fite ring rules. Note the orderin which the rules are listed. Clic k Se c urity > Firewall > Access Contiol to
display the following screen.

Note: The ordering of yourrulesis very important asrulesare applied in tum.

Figure 151 Security > Firewall> Access Control
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The following table descrbesthe labelsin thisscreen.

Table 77 Securty > Firewall> Rules

TABEL DESCRIPTION
Rules Storage Space Thisread-only barshows how much ofthe ZyxelDevice'smemory forrecording firewall
Usage rule s it is c urre ntly using. When you are using 80% orless ofthe storage space, the baris

green. When the amountofspace used isover80%, the barisred.

Add New ACLRule Selectan indexnumberand clickAdd New ACLRule to add a new firewallrule afterthe
selected ndexnumber. Forexample, ifyouselect“6”, yournew rule becomesnumber?7
and the previousrule 7 (if there isone) becomesrule 8.

# This field displaysthe rule indexnumber. The ordering ofyourrulesisimportantasrulesare
applied in tum.

Name This field displaysthe rule name.

Src P This field displaysthe source IPaddressesto which thisrule apples.

Dest IP This field displaysthe destination IPaddresses to which thisrule apples.

Se rvic e This field displays the protocol(Al TCP, UDP, TC P/ UDP, ICMP, ICMPv6, orany) used to

transport the packetsforwhich you wantto apply the rule.

Action Displays whetherthe firewallsilently discardspackets (Drop), discardspacketsand sends
a TCPresetpacketoran ICMPdestination-unreachable message to the sender(Reject),
orallow the passage of (Accept) packetsthatmatch thisrule.

Mo dify Click the Editicon to edit the firewallrule.

Click the Delete icon to delete an existing frewallrule.

14.5.1 Add New ACLRule Screen

Use thisscreen to configure flrewallrules. In the Access Controlscreen, selectanindexnumberand click
Add New ACLRule orclick a rule’s Editicon to display thisscreen and referto the following table for
information on the labels.
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Figure 152 Securty > Firewall> AccessControl> Add New ACLRule

Add New ACL Rule

The following table descrbesthe labelsin thisscreen.

Table 78 Security > Frewall> Access Control> Add New ACLRule

TABEL DESCRIPIION

Fiter Name Type a unique name foryourfiterrule.

Order Assign the orderofyourrulesasrulesare applied in tum.

Select Source IP Fyou want the source to come from a particular(single) IP, select Specific IP Address. If
Address not,selectfrom a detected device.

Source IP Address

Fyouselected Specific IPAddress in the previousitem, enterthe source device’s IP
address here. Otherwise this field wilbe hidden if you select the detected device.

Se le ¢ t De stina tion
Device

Fyouwantyourrule to apply to packets with a particular(single) IP, select Specific IP
Address. fnot,selecta detected device.

Destination IP Address

Fyouselected Specific IPAddress in the previousitem, enterthe destination device’s IP
address here. Otherwise this field wilbe hidden if you select the detected device.
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Table 78 Securty > Frewall> Access Control> Add New ACLRule (continued)

TABEL DESCRIPIION

P Bpe Selectbetween IPv4 orIPv6. Compared to IPv4, IPv6 (Intemet Protocolversion 6), is
designed to enhance IPaddress size and features. The increase in IPv6 addre ss size to
128 bits (from the 32-bit IPv4 address) allowsup to 3.4 x 1038 IP addresses. The Zyxel
Device can use IPv4/IPv6 dualstackto connectto IPv4 and IPv6 networks, and supports
IPv6 rapid deployment (6RD).

Select Service Selecta service from the Select Service box.

Protocol Selectthe protocol(AIL TCP/ UDP, TCP, UDP, ICMP, or ICMPv6) used to transport the

packetsforwhich you wantto apply the rule.

Custom Source Port

Thisis a single port numberorthe starting port numberofa range thatdefinesyourrule.

Custom De stina tion

Thisis a single port numberorthe ending port numberofa range thatdefinesyourrule.

Port

TCPHag Selectthe TCP Hag (SYN, ACK URG, PSH, RST, FIN).

Policy Use the drop-down listbox to select whetherto discard (Drop), deny and send an ICMP
destination-unreachable message to the sender(Reject), orallow the passage of
(Accept) packetsthat match thisrule.

Dire c tion Select WAN to IAN to apply the rule to traffic from WAN to IAN. Select IAN to WAN to

apply the rule to traffic from IAN to WAN. Select WAN to Routerto apply the rule to traffic
from WAN to outer. Select IAN to Routerto apply the rule to traffic from IAN to router.

Enable Rate Limit

Clickto enable (switch tums blue) the setting of maximum numberofpacketsper
maximum numberofminute/second to limit the throughput o f traffic that matc hes this
rule. Fnot, the nextitem willbe disabled.

Sc hedulerRules

packet(s) per(1-512)

Enterthe maximum numberofpackets (1-512) perminute/second.

Add New Rule

Selecta schedule rule forthis ACLrule from the drop-down listbox. You can configure a
new sc hedule rule by clicking Add New Rule.

OK

Click this to save yourchanges.

Cancel

Clic k this to e xit this sc re en witho ut saving.

14.6 DoS

DoS(DenialofService) attackscan flood yourlntemetconnec tion with invalid packetsand connection
re quests, using so much bandwidth and so many resourcesthat Intemetaccessbecomesunavaiable.
Use the DoSscreen to activate protection agamst DoSattacks.

Click Se c urity > Firewall > DoS to display the following screen.

Figure 153 Security > Firewall> Do S

Aczlicli paodadieeroguioed s kacka Dnd | il Saeei )l anka cam Tava Dy el soereeslon wdlvismacel prasbslk
zrd conmootior smguests Lang w0 muck Banseastt ord 53 mzny reszwzos Tl rhomes azzos: bocomz unovziz bz,
el i < r H H i C] C] C]
Apply
LIESeries Users Guide

199



Chapter14 Firewall

The following table descrbesthe labelsin thisscreen.

Table 79 Securty > Firewall> Do S

IABEL DESCRIPIION

DoSProtection Enable thisto protect against DoSattacks. The ZyxelDevice willdrop sessions that surpass
Blo ¢ king maximum thresholds.

Apply Clic k this to save yourchanges.

Cancel Clic k this to restore yourpreviously saved settings.

14.7 Firewall Technical Reference

Thissection provides some tec hnicalbackground information about the topicscovered in thischapter.

14.7.1 Firewall Rules Overview

Yourcustomized rulestake precedence and overide the ZyxelDevice’s default settings. The Zyxel
Device checksthe source IPaddress, destination IPaddressand IPprotocoltype of netwo rk tra ffic
against the frewallrule s (in the orderyou list them). When the traffic matchesa rule, the ZyxelDevice
takesthe action specified in the rule.

Frewallrulesare grouped based on the direction oftravelofpacketsto which they apply:

e TAN to Router ¢ WAN to IAN
e JTAN to WAN e WAN to Router

By default, the ZyxelDevice’s statefulpacketnspection allows packets traveling in the following
dire c tio ns:
* JAN to Router

These rules specify which computerson the IJANcan manage the ZyxelDevice (remote

management).

Note: Youcan also configure the remote management settingsto allow only a spec ific
computerto manage the ZyxelDevice.
e JAN to WAN

These rules specify which computerson the IJANcan accesswhich computersorservices on the
WAN.

By default, the ZyxelDevice’s statefulpacketinspection dropspacketstraveling in the following
dire c tio ns:
¢ WAN to IAN

These rules specify which computerson the WANcan accesswhich computersorservices on the

IAN.

Note: You also need to configure NATport forwarding (orfullfeatured NATaddress mapping
rules) to allow computerson the WAN to accessdeviceson the TAN.
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* WAN to Router

By default the ZyxelDevice stopscomputerson the WAN from managing the ZyxelDevice. You could
configure one ofthese rulesto allow a WAN computerto manage the ZyxelDevice.

Note: You also need to configure the remote managementsettingsto allow a WAN
computerto manage the ZyxelDevice.

Youmay define additionalrulesand setsormodify existing onesbutplease exercise extreme caution in
doing so.

Forexample, youmaycreate rulesto:

* Blockcertain typesoftraffic, such asIRC (nhtemetRelay Chat), from the IAN to the Inte met.

e Allow certain typesoftraffic, such aslotus Notesdatabase sync hronization, from specific hosts on the
Intemet to specific hostson the TAN.

e Allow everyone exceptyourcompetitorsto accessa web server.
* Restrictuse ofcertain protocols, such asTelnet, to authorized users on the LAN.
These custom rulesworkby comparng the source IPaddress, destination IPaddressand IPprotocol

type of network traffic to rules set by the administrator. Yourc ustomized rulestake precedence and
ovemide the ZyxelDevice’sdefault rules.

14.7.2 Guidelines For Se c urity Enhancement With Your Fire wall

1 Change the default password via the Web Configurator.

2 'Thinkaboutaccesscontrolbefore you connectto the networkin any way.

3 Limitwho canaccessyourmuter.

4 Don'tenable anylocalservice (such astelnet orFIP) that you don't use. Any enabled service could
present a potentialsec urty risk. A determined hackermightbe able to find creative ways to misuse the
enabled servicesto accessthe frewallorthe network

5 Forlocalservicesthatare enabled, protectagainst misuse. Protectby c onfiguring the services to
communic ate only with specific peers,and protectby configuring rulesto blockpacketsforthe services
at specific nterfaces.

6 ProtectagainstIPspoofing by making sure the frewallisac tive.

7 Keep the frewallin a secured (locked) mom.

14.7.3 Security Considerations

Note: Incomectly configuring the frewallmay blockvalid accessorintroduce sec urty risks to
the ZyxelDevice and yourprotected network. Use caution when creating ordeleting
firewallrules and test yourrules afteryou configure them.

Considerthese securty ramificationsbefore creating a rule:
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Doesthisrule stop IAN users from accessing criticalresources on the Intemet? Forexample, if IRC
(Intemet Relay Chat) isblocked, are there users that re quire this service?

it possble to modify the rule to be more specific? Forexample,if IRC isblocked forallusers, willa rule
thatblocksjust certain usersbe more effective?

Doesa rule thatallows ntemetusersaccessto resourceson the JAN create a securty vulnerability? For
example,f FIPports (TCP 20, 21) are allowed from the Intemetto the IAN, htemetusersmaybe able to
connectto computers with running FIP servers.

Doesthisrule ¢ onflict with any e xisting rule s?

Once these questionshave been answered, adding rulesis simply a matterofentering the information
into the comect fieldsin the Web Configuratorscreens.
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15.1 MAC FliterOverview

MAC Hliter

You can configure the ZyxelDevice to permitaccessto clientsbased on their MAC addressesin the
MAC Filterscreen. Thisapplesto wired and wireless connec tions. Every Ethemet device has a unique
MAC (Media AccessControl) address. The MAC addressisassigned atthe factory and consists of six
pairsofhexadecimalcharacters, forexample, 00:A0:C5:00:00:02. Youneed to know the MAC addresses

ofthe IAN client to c onfigure this screen.

15.2 MAC Filter

Enable MAC Address Filterand add the hostname and MAC addressofa IAN client to the table if you
wish to allow ordeny them accessto yournetwork. Youcan choose to enable ordisable the fitersper
entry; make sure thatthe checkboxunderActive isselected if you want to use a filter. Sele ¢ t Se c urity >

MAC Filter. The screen appears asshown.

Figure 154 Security > MAC Filter
MAC Filter
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The following table descrbesthe labelsin thisscreen.

Table 80 Security > MAC Hlter

TABEL DESCRIPTION

MAC Address Filter SelectEnable to activate the MAC filte r func tion.

MAC Restrict Mode Select Allow to only permit the listed MAC addressesaccessto the ZyxelDevice. Select
Deny to permit anyone accessto the ZyxelDevice except the listed MAC addresses.

Add New Rule Click thisbutton to create a new entry.

Set This is the ndex numberofthe MAC address.

Active Select Active to enable the MAC filterrule. The rule wilnotbe applied if Allow isnot
selected under MAC Restrict Mode.

Ho st Name Enterthe host name ofthe wirelessorIAN clientsthatare alowed accessto the Zyxel
Device.

MAC Address Enterthe MAC addressesofthe wirelessorIAN clientsthatare allowed accessto the Zyxel
Device in these address fields. Enterthe MAC addressesin a valid MAC addressformat, that
is, six hexadecimalcharacterpairs, forexample, 12:34:56:78:9a:bc.

Delete Click the Delete icon to delete an existing rule.

Cancel ClickCancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

15.2.1 Add New Rule

Youcanchoose to enable ordisable the fiters perentry; make sure thatthe checkboxunderActive is
selected if you want to use a filter, as shown in the example below. Select Security > MAC FHlter> Add
New Rule. The screen appears asshown.

Figure 155 Security > MAC Filter > Add New Rule
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The following table descrbesthe labelsin thisscreen.

Table 81 Security > MAC Fiter> Add New Rule

TABEL DESCRIPIIO N

Set This is the ndex numberofthe MAC address.

Active Select Active to enable the MAC fiterrule. The rule wilnotbe applied if Allow isnot
selected under MAC Restrict Mode.

Host Name Enterthe host name ofthe wirelessorIAN clientsthatare allowed accessto the
ZyxelDevice.

MAC Address Enterthe MAC addressesofthe wirelessorIAN clientsthatare allowed accessto
the ZyxelDevice in these addressfields. Enterthe MAC addressesin a valid MAC
addressformat, thatis, sixhexadecimalcharacterpais, forexample,
12:34:56:78:9a:bc.

Delete Click the Delete icon to delete an existing rule.

Cancel ClickCancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

LIESeries Users Guide

204




CHAPTER 16
Parental Contiol

16.1 Overview

Use thisscreen to enable parentalcontrioland view parentalcontrolrulesand schedules. Parental
controlallowsyou to limit the time userscan accessthe Intemet, and prevent users from vie wing
mappropriate contentorparticipating in unauthorized online ac tivitie s. These rulesare defined in a
Parental ControlProfile (PCP).

16.2 The Parental Control Screen

Use thisscreen to enable parentalcontol, view the parentalcontrolrulesand schedules.
Click Security > Parental Controlto open the following screen.

Figure 156 Security > ParentalControl
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The folowing table descrbes the fields in this screen.

Table 82 Parental Control> Parental Control

TABEL

DESCRIPIION

Parental Control

SelectEnable to activate parentalcontrol

Add New PCP

Click this if you want to configure a new parentalcontrolrule.

#

This sho ws the index numberofthe rule.
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Table 82 ParentalControl> Parental Control(continued)

TABEL DESCRIPIION

Sta tus Thisindic ates whetherthe rule isactive ornot.
A yelow bubb signifiesthat thisrule isactive. A gray bulb signifies that thisrule isnot
active.

PCP Name This sho ws the name of the rule.

Home Network User
(MAC)

This sho ws the MAC addressofthe IAN userscomputerto which thisrule apples.

Intemet Access This shows the day(s) and time on which parentalcontrolisenabled.
Sc hedule
Network Service This sho ws whe therthe network service isconfigured. ¥ not, None wilbe shown.

Website Blocked

This shows whe therthe website blockis configured. Fnot, None willbe shown.

Mo d ify

Click the Editicon to go to the screen where you can edit the rule.

Click the Delete icon to delete an existing rule.

Cancel

Click Cancelto exit this sc reen witho ut saving.

Apply

Click Apply to save yourchangesbackto the ZyxelDevice.
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16.2.1 Add New Parental Control Rule

Click Add New PCPin the Parental Controlscreen to add a new PCPrule. Use thisscreen to configure a
restricted accessschedule and/orURLfiltering settingsto blockthe users on yournetwork from
accessing certain we b site s.

Figure 157 ParentalControl> Parental Control> Add New PCP
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The following table descrbesthe fieldsin thisscreen.

Table 83 ParentalControl> ParentalControl> Add New PCP

LABEL DESCRIPTION

General

Active Select Enable to activate thisparentalcontrolrule.
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Table 83 ParentalControl> ParentalControl> Add New PCP

LABEL DESCRIPTION
ParentalControl Entera descriptive name forthe rule.
Profile Name

Home Network User

Selectthe IAN userthat you want to apply thisrule to from the drop-down list box.
Fyouselect Custom, enterthe TAN users MAC address. Fyou select Al the rule
appliesto allLAN users.

Rule List In Home Network User, select Custom, enterthe TAN users MAC address, then c lick
the + sign to entera computerMAC address forthis PCP. Up to five are allowed.
Click the - sign to remove one.

Intemet Access Schedule

Day Selectthe daysthatyou want the ZyxelDevice to perform parentalcontrol

Time Drag the time barto define the time thatthe IJAN userisallowed access.

Add New Tme

Click thisto add a new time bar. Up to three are allowed.

Network Service
Network Servic e FyouselectBlock, the Zyxel Device prohibits the users from viewing the Web site s
Se tting with the URIs listed below.

Fyouselect Allow, the ZyxelDevice blocksaccessto alURIsexceptthe oneslisted
below.

Add New Serwice

Click thisto show a screen in which youcan add a new service rule. Youcan
configure the Add New Service, Protocol, and Portofthe new rule.

# This shows the index numberofthe rule. Selectthe checkboxnextto the rule to
activate it.

Protocol This shows the protocolofthe rule. Choicesare TCP, UDP, o r TC P& UDP.

Port This sho ws the port ofthe rule.

Mo d ify Click the Editicon to go to the screen where you can edit the rule.
Click the Delete icon to delete an existing rule.

Site / URLKe ywo rd

BlockorAllow the
Web Site

Fyouselect Block the Web URIs, the ZyxelDevice prohibits the users from vie wing
the Web sites with the URLs listed below.

Fyouselect Allow the Web URLs, the ZyxelDevice blocksaccessto alURIsexcept
the oneslisted below.

# This shows the index numberofthe rule.

We b site This shows the URLofweb site or URLkeyword to which the ZyxelDevice blocksor
allowsaccess.

Mo dify Click the Editicon to go to the screen where you can edit the rule.
Click the Delete icon to delete an existing rule.

Add Click Add to show a screen to enterthe URLof web site or URLkeyword to which
the ZyxelDevice blocksoralowsaccess.

OK Click OKto save yoursettingsbackto the ZyxelDevice.

Cancel Click Cancelto retum to the previous screen without saving any changes.
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Certificates

17.1 Certificates Overview

The ZyxelDevice can use cettificates(also called digital IDs) to authentic ate users. Certificates are
based on public-private key pais. A certificate contains the certificate ownersidentity and public key.
Certtificates provide a way to exchange public keys foruse in authe ntic a tion.

17.1.1 What You Can Do in this Chapter

* Use the IncalCerttificates screen to view and import the ZyxelDevice’s CA-signed (Certific ation
Authority) certificates (Section 17.2 on page 209).

® Use the Trusted CA screen to save the certificatesoftrusted CAsto the ZyxelDevice. You can also
exportthe certificatesto a computer(Section 17.3 on page 213).

17.2 IocalCertificates

Use thisscreen to view the ZyxelDevice’ssummary listof certificates, generate certific ation re que sts,
and importsigned certificates. Youcan import the following certificatesto yourZyxelDevice:

e Web Server- This c ertific ate sec ures HTIP c o nne c tio ns.

* SSH- This c ertificate securesremote connec tions.

Click Security > Certificates to open the Iocal Centificates screen.

Figure 158 Security > Cettificates> IocalCerttificates
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The following table descrbesthe labelsin thisscreen.

Table 84 Securty > Certificates>IocalCerttificates

TABEL DESCRIPIION

Replace Private Key/Certtific ate file in PEM format

Private Key is Selectthe checkboxand enterthe private key into the textboxto store it on the ZyxelDevice.
protected by The private key should notexceed 63 ASCIlcharacters(notincluding spaces).

password

Choose Hle/ Clic k this button to find the certificate file you wantto upload.

Bro wse

Import Certificate | Clickthisbutton to save the certificate that you have enrled from a c ertific a tion autho rity
from yourcomputerto the ZyxelDevice.

Create Certificate | Clickthisbutton to go to the screen where you can have the ZyxelDevice generate a
Request c ertific a tion re q ue st.

Curre nt File This field displays the name used to identify thiscertificate. kisrecommended thatyou give
each certtificate a unique name.

Subject This field displays id e ntifying information about the certificate’sowner, such asCN (Common
Name), OU(Organizational Unit ordepartment), O (Organization orcompany) and C
(Country). Eisrecommended thateach certificate have a unique subject information.

Issuer This field displays id e ntifying information about the c ertific ate’s issuing c e rtific a tion a utho rity,
suchasa common name, organizationalunitordepartment, organization orcompany and
country.

Valid From This field displaysthe date thatthe certificate becomesapplicable. The text displaysin red

and includesa NotYetValid! message if the certificate hasnotyetbecome applicable.

Valid D This field displaysthe date that the certificate expires. The text displaysin red and includesan
Expiring! or Expired! message if the certificate isaboutto expire orhasaleady expired.

Mo dify Click the Viewiconto open a screen with an in-de pth list of information about the certificate.
Fora cettification request, click Ioad Signed to impo1t the signed certificate.

Click the Remove icon to remove the certificate (orcertification request). A window displays
asking you to confirm that you wantto delete the certificate. Note that subsequent
certificatesmove up by one when you take this ac tion.

17.2.1 Create Certificate Request

Click Security > Centificates > Iocal Centificates and then Create Centificate Requestto open the
following screen. Use thisscreen to have the ZyxelDevice generate a certification request. b create a
certificate signing request, youneed to entera common name, organization name, state/province
name, and the two-lettercountry code forthe certificate.
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Figure 159 Create Certtificate Request
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The following table descrbesthe labelsin thisscreen.

Table 85 Create Certificate Request

TABEL DESCRIPTION
Certific a te Type up to 63 ASCIIcharacters (notincluding spaces) to identify this c ertificate.
Name

Common Name

Select Auto to have the ZyxelDevice configure this field automatically. Orselect Customize to
enterit manually.

Type the IPaddress(in dotted decimalnotation), domain name oremaiaddressin the field
provided. The domain name oremailaddresscanbe up to 63 ASCIIcharacters. The domain
name oremailaddressisforidentification purposesonly and can be any string.

Organization Type up to 63 charactersto identify the company orgroup to which the certificate owner

Name belongs. Youmay use any character, including spaces, but the ZyxelDevice drops trailng
spaces.

Sta te / Pro vinc e Type up to 32 charactersto identify the state orprovince where the certificate ownerislocated.

Name Youmay use any character, including spaces, but the ZyxelDevice dropstrailing spaces.

Country/Region | Selecta country to identify the nation where the certificate ownerislocated.

Name

Cancel Click Cancelto exit this sc reen witho ut saving.

OK Click OKto save yourchanges.

17.2.2 View Certtificate Request

Use thisscreen to view in-de pth information aboutthe certific ate re que st. The Certificate isused to verify
the authentic ity of the c e rtific ation authorty. The Prvate Key serves as yourdigital signature for
authentication and mustbe safely stored. The Signing Request contains the c ettific ate signing re que st
value that you willcopy upon submitting the certificate request to the CA (certific ate authorty).

Click the View icon in the Incal Certificates screen to open the following screen.
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Figure 160 Certificate Request: View
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The folowing table descrbes the fields in this screen.

Table 86 Certificate Request: View

TABEL DESCRIPTION

Name This field displays the ide ntifying name of this c ettific ate.

TBpe This field displays generalinformation about the certificate. ca meansthata Cenrtification
Authority signed the cettificate.

Subject This field displaysinformation that id e ntifies the ownerofthe certificate, such asCommon Name
(CN), Organizational Unit (OU), Organization (O) and Country (C).

Certific ate Thisread-only text box displays the certificate in Privacy Enhanced Mail (PEM) format. PEM uses
base 64 to convert the binary certificate into a printable form.
Youcancopyand paste the certificate into an emailto send to fiendsorcolleaguesoryoucan
copy and paste the certificate into a text editorand save the fle on a managementcomputer
forlaterdistrb ution.

Private Key This field displays the private key of this certificate.
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Table 86 Certificate Request: View (continued)

TABEL DESCRIPIION

Signing Request | This field displaysthe CSR(Certific ate Signing Re que st) informa tion o f this c e ttific a te . The CSR will
be provided to a certificate authority, and it includesinformation about the public key,
organization name, domain name, location, and country of this c etific ate.

Back ClickBack to retum to the previous screen.

17.3 Tusted CA

Clic k Se curity > Certificates > Trusted CA to open the following screen. Thisscreen displaysa summary list
of certificatesofthe certification authoritiesthatyou have setthe ZyxelDevice to acceptastrusted. The
ZyxelDevice acceptsany valid certificate signed by a centific ation authorty on thislist asbeing

trustwo rthy, which meansyou do notneed to import any certificate thatissigned by one of these

c ertific a tion authoritie s.

Note: A maximum of4 centificatescanbe added.

Figure 161 Security > Centificates > Trusted CA

The following table descrbesthe labelsin thisscreen.

Table 87 Securty > Certificates > Trusted CA

IABEL DESCRIPIION

Import Certificate | Clickthisbuttonto opena screen where youcan save the cettificate ofa certification
authority that you trust to the ZyxelDevice.

# This is the ndexnumberofthe entry.
Name This field displays the name used to ide ntify this c ertific ate.
Subject This field displays information that identifie s the ownerofthe certificate, suchasCommon

Name (CN), OU(OrganizationalUnit ordepartment), Organization (O), State (SI) and Country
(C).kisrecommended thateach certificate have a unique subject info ma tio n.

TBpe This field displays generalinformation about the certificate. ca meansthata Certification
Authority signed the certificate.

Mo d ify Click the View iconto open a screen with an in-de pth list of information about the c e rtific a te
(orc ertific ation re que st).

Clickthe Remove icon to delete the certificate (orcertification request). Youcannotdelete a
certificate that one ormore featuresisconfigured to use.
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17.4 Import Trusted CA Certific ate

ClickImport Certificate in the Trusted CA screen to open the Import Centificate screen. The Zyxel Device
trusts any valid c ertificate signed by any ofthe imported trusted CA certificates. Certificatesshould be in
one ofthe folowing formats: Bnary X.509, PEM (base-64) encoded, Bnary PRKCS# 7, or PEM (b ase -64)
encoded PRKCS#7.

Note: You mustremove any spacesfrom the certificate’sfilename before youcan importthe
c ettific ate.

Figure 162 Tusted CA > Import

Impoar Certiicale

]

The folowing table describesthe labelsin thisscreen.

Table 88 Securty > Certificates > Trusted CA > Import

TABEL DESCRIPIIO N

Certific ate Fie Type in the location of the file you wantto upload in this field orclick Choose File/Browse to find
Path it.

Choose Hle/ Clic k this button to find the certific ate file you want to upload.

Bro wse

OK Clic k this to save the certificate on the ZyxelDevice.

Cancel Clic k this to e xit this sc reen without saving.

17.5 View Thusted CA Certificate

Use thisscreen to view in-de pth information about the c ertific ation authority’s c e rtific ate . The c e rtific a te
textboxisread-only and can be distrbuted to others.

Clic k Se curity > Certificates > Trusted CA to open the Trusted CA screen. Clickthe Viewicon to open the
View Certificate screen.

LIESeries Users Guide

214



Chapterl7 Cettificates

Figure 163 Tusted CA: View

View Cerfificale

The following table descrbesthe labelsin thisscreen.

Table 89 Trusted CA: View

TABEL DESCRIPIION

Name This field displays the identifying name of this certificate.

Thisread-only textbox displays the certificate orcertification requestin Privacy Enhanced
Mail (PEM) format. PEM uses 64 ASCIIcharactersto convert the binary c ertificate into a
printable form.

Youcancopyand paste the certificate into anemailto send to fiendsorcolleaguesoryou
cancopy and paste the certificate into a texteditorand save the file on a management
computerforlaterdistribution (via USBthumb drive forexample).

Back Clic k this to retum to the previousscreen.

17.6 Certificates Technical Reference

This sec tion provides some tec hnicalbackground information about the topicscovered in thischapter.

Certific ation Authoritie s

A Certtification Authority (CA) issuescertificates and guaranteesthe identity of each certificate owner.
There are commercialcertification authoritie s ike Cyberfiust or VeriSign and govemment c ertification
autho ritie s.
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Public and Private Keys

When using public-key cryptology forauthentication,each hosthastwo keys. One keyispublic and can
be made openly avaiable; the otherkey isprivate and mustbe kept secure. Public-key encryption in
generalworks asfollows.

1 Tm wantsto send a private message to Jenny. Tim generatesa public-private key pair. Whatis
encrypted with one keycan only be decrypted using the other.

2 Tm keepsthe private key and makesthe public key openly available.
3 'Mm useshisprivate key to encryptthe message and sendsitto Jenny.
4 Jennyreceivesthe message and uses Tim’spublic key to decrypt it.

5 Additionally, Jenny usesherown private key to encrypta message and Tim uses Jenny’s public key to
decryptthe message.

The ZyxelDevice usescertificatesbased on public-key cryptology to authentic ate users atte mpting to
establish a connection. The method used to secure the data that you send through an established
connection dependson the type ofconnection. Forexample, a VPN tunnel might use the triple DES
encryption algorthm.

The c etific ation authority use s its private key to sign c ertific ates. Anyone can then use the certific ation
authorty’s public key to verify the certific ates.

Advantages of Cettificates
Certtific ate s o ffer the following b e ne fits.

* The ZyxelDevice only hasto store the certificatesofthe certification authortiesthat youdecide to
trust, no matterhow many devicesyouneed to authenticate.

e Key distrlbution issimple and very secure since youcan freely distibute public keysand you never
need to transmit private keys.

Cetrtificate File Format

The c ertific ation authority c e tificate that you want to importhasto be in PEM (Base-64) encoded X.509
file format. This Privacy Enhanced Maiformatuses 64 ASCIIcharactersto converta binary X.509
certificate into a printable form.

17.6.1 Vernfy a Cefttificate

Before youimporta trusted CA ortrusted remote host certificate into the ZyxelDevice, you should verify
that you have the actualcertificate. Thisisespecially true of trusted CA certificates since the Zyxel
Device also trusts any valid certificate signed by any ofthe imported trusted CA certific ates.

Youcanuse a certificate’s fingerprint to verify it. A certificate’s fingerprintisa message digest

calculated using the MD5 or SHA1 algorithms. The following procedure describeshow to checka
certificate’s fingerprint to verify that you have the actualcertificate.

1 Browse to where you have the certificate saved on yourcomputer.
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2 Make sure thatthe certificate hasa “.cer’ or“.ct” fle name e xtension.

Figure 164 Certtificateson YourComputer
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3 Double-clickthe certificate’sicon to open the Certificate window. Click the Details tab and scrolldown
to the Thumbprint Algorithm and Thumbprint field s.

Figure 165 Certificate Details
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Use a secure method to verify that the certificate ownerhasthe same information in the Thumbprint
Algorithm and Thumbprint fields. The secure method may vary based on yoursituation. Po ssib le
exampleswould be overthe telephone orthrough an HITPSconnec tion.
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Voice

18.1 Overview

4G only supports al-IP-based packet-switc hed telephony services. When Voice service isenabled, the
ZyxelDevice supports Circ uit Switc hed FallBac k (CSFB) to deliverreceive circ uit-switc hed voice calls
and text messagesvia a 3G mobile networkand then goesbackto the 4G LIEnetwork to transmit data
packets.

With the voice service,usersdo notneed a SIPaccountand SIPserverto make phone callsoverthe
Inte met.

18.1.1 WhatYou Can Do in this Chapter

These screensallow you to configure yourZyxelDevice to make phone callsoverthe ntemetand your
regularphone line, and to set up the phone you connectto the ZyxelDevice.

* Use the Voice Mode screen to enable VoIPorVoIllEservices on the ZyxelDevice (Section 18.2 on
page 218).

* Use the SIPAccountscreen to set up mformation about yourSIP account, controlwhich SIP accounts
the phonesconnected to the LIEDevice use and configure audio settingssuch asvolume levelsfor
the phonesconnected to the ZyXELDevice (Section 18.3.1 on page 219).

* Use the SIPService Providerscreen to configure the SIP serverinformation, and the numbersfor
certain phone functions(Section 18.3.3 on page 223).

* Use the Phone screen to change settingsthatdepend on which region ofthe word the ZyxelDevice
isin (Section 18.4 on page 227).

® Use the CallRule screen to setup shortc uts fordialing fre quently-used (VoIP) phone numbers (Section
185 0on page 227).

* Use the Call History screen to view a callhistory list (Section 18.6 on page 228).

18.2 Voice Mode

Use thisscreen to enable VoIPorVoLIEservices on the ZyxelDevice. T accessthisscreen, click Voice >
Voice Mode.
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Figure 166 Voice > Voice Mode

Voice Mode

LY

The following table descrbesthe labelsin thisscreen.

Table 90 Voice > Voice Mode

TABEL DESCRIPIION

Configuration

Voice Service Select Enable to activate VoIPorVoLIEon the ZyxelDevice.
Apply Click Apply to save the settings.

Cancel Click Cancelto start configuring thisscreen again.

18.3 SIP

SIP stand s for Se ssion hitiation Protocol SIPis a signalling standard thatletsone networkdevice (lke a
computerorthe ZyxelDevice) send messagesto another. n VoIP, these messagesare about phone
callsoverthe network. Forexample, when you diala numberon yourZyxelDevice, it sends a SIP
message overthe network asking the otherdevice (the numberyou dialed) to take partin the call. To
accessthisscreen, click Voice > SIP.

18.3.1 SIP Account

Youcan make callsoverthe Intemet using VoIP tec hnology. Forthis, you first need to setup a SIP
account with a SIPservice provider. The ZyxelDevice usesa SIPaccountto make outgoing VoIP calls,
and to checkifan incoming calfsdestination numbermatchesyourSIPaccount’'s VoIP number. In
orderto make and receive VoIPcalls,youneed to enable and configure a SIPaccount, and then map
itto a phone port. The SIPaccountcontainsinformation thatallowsyourZyxelDevice to connectto your
VolPservice provider.

™ accessthisscreen, click Voice > SIP > SIP Account.
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Figure 167 Voice > SIP > SIP Account.

TP il i

_J loidile

SIP

o TERET ) ey o P e B s Wil B L T}

The following table descrbesthe labelsin thisscreen.

Table 91 Voice > SIP> SIP Account

TABEL DESCRIPIION

# This is the ndex numberofthe entry.

Enable This shows whetherthe SIPaccountisactivated ornot. A yellow bulb signifies that
thisSIPaccountisactivated. A gray bulb signifies that thisSIPaccountisactivated.

SIP Account This sho ws the name ofthe SIP account.

Service Provider

This shows the name ofthe SIPservice provider.

Account Number

This sho ws the SIP number.

Mo d ify

Clic k the Modify icon to configure the SIP account.

18.3.2 SIP Account Entry Edit

Youcan configure a SIPaccount. b accessthisscreen, click the Modify ic on.
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Figure 168 Voice > SIP> SIP Account > SIP Ac count Entry Edit
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The following table descrbesthe labelsin thisscreen.

Table 92 Voice > SIP > SIP Account > SIP Ac count Entry Edit

TABEL DESCRIPIION

SIP Se rvic e Provider Asso ciation

SIP Service Provider Selectthe checkboxto use thisaccount. Clearitto not use thisaccount.
Associated with

General

SIP Account Number EnteryourSIP number. I the full SIP URL this is the partbefore the @ symbol Youcan

use up to 127 printable ASCIIc haracters.

Authentic ation

UserName Enterthe username forregistering this SIPaccount, exactly asit wasgiven to you.
You can use up to 95 printable ASCIIcharacters.
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Table 92 Voice > SIP > SIP Account > SIP Ac c ount Entry Edit (c ontinued)

TABEL DESCRIPIION

Password Enterthe password forregistering this SIPaccount, exactly asit wasgiven to you.
You can use up to 95 printable ASCIIcharacters.

URLTpe

URLTpe Select whetherornotto include the SIPservice domain name when the LIE Device

sends the SIP number.
SIP - inc lude the SIP service domain name.

TEL- do notinclude the SIPservice domain name.

Voice Features

Primary Compression Tpe

Secondary Compression

Tpe
Third Compression Type

Selectthe type of voice coderdecoder(codec) that you want the LIEDevice to
use.

G.711 provides highervoice quality but requires more bandwidth (64 kbps).

¢ G.729 providesgood sound quality and reducesthe required bandwidth to 8
kbps.

* G.711a istypically used in Europe.

* G.711uis typically used in North Amerca and Japan.

* G.726-32 operatesat 16, 24,32 0r40 kbps.

* G.722 operatesat 6.3 kbpsor5.3 kbps.

When two SIPdevicesstart a SIP session, they mustagree ona codec.
Selectthe IEDevice’sfistchoice forvoice coderdecoder.

Selectthe LIEDevice’ssecond choice forvoice coderdecoder. Select None if you
only want the LIEDevice to acceptthe firstchoice.

Selectthe LIEDevice’s third choice forvoice coderdecoder. Select None if you
only want the LIEDevice to acceptthe fistorsecond choice.

Speaking Volume Control

Selectthe loudnessthatthe IIEDevice usesforspeech thatit sendsto the peer
device. Choicesare Minimum, Middle, and Maximum.

Listening Volume Control

Selectthe loudnessthatthe LIEDevice usesforspeechthatitreceivesfrom the peer
device. Choicesare Minimum, Middle, and Maximum.

Enable G. 168 Selectthisif you want to eliminate the echo caused by the sound of yourvoice
reverberating in the telephone receiver while you tak.
Enable VAD Se le ¢ t this if the LIE De vic e should stop transmitting when you are not speaking. This

reducesthe bandwidth the ITEDevice uses.

CallFeatures

Send CallerID

Select thisif you want to send ide ntification when you make VoIPphone calls. Clear
thisif you do not want to send id e ntific a tio n.

Enable Call Waiting

Selectthisto enable callwaiting on the IIEDevice. Thisallowsyouto place a callon
hold while you answeranotherincoming callon the same telephone (direc tory)
number.

CallWaiting Reject Tmer

Specify a time ofsecondsthatthe LIEDevice waitsbefore rejecting the second call
if you do not answerit.

Enable Do Not Disturb
(DND)

Select this to turn the do not disturb feature on. This has the Zyxel Device reject
all calls destined to the phone line.

Active Incoming

Select this to have the phone notring forincoming calls with callerID deactivated.

Anonymous CallBlock
OK Clic k this to save yourchanges.
Cancel Clic k this to exit this sc re en without saving.
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18.3.3 SIP Service Provider

Use thisscreen to view the SIP service providerinformation on the ZyxelDevice. A SIP providero ffers
Intemetcallservicesusing VoIPtechnology. You may need to consult yourSIP service providerforthe
following settings. To accessthisscreen, clickVoice > SIP> SIP Service Provider.

Figure 169 Voice > SIP> SIP Service Provider
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The following table descrbesthe labelsin thisscreen.
Table 93 Voice > SIP> SIP Sewice Provider

IABEL

DESCRIPIION

#

This is the ndex numberofthe entry.

SIP Service Provider Name

This sho ws the name ofthe SIPservice provider.

SIP Proxy Server Addre ss This shows the IPaddressordomain name ofthe SIPserver.

Register Server Address This shows the IPaddressordomain name ofthe SIPregistersewer.

SIP Se rvice Domain Enterthe SIPservice domain name. In the full SIP UR], this is the part afterthe

@symbol Youcan use up to 127 printable ASCIIExtended setcharacters.

Mo d ify Clic k the Modify icon to configure the profile of SIP service provider se ttings.

18.3.4 Provider Entry Edit

Use thisscreen to configure the SIP serverinformation, the numbers forcertain phone func tions
and dialing plan fora SIPservice provider. Click Voice > SIP > SIP Service Providerand then c lic k the
Modify icon nextto a profile of SIPservice providersettings to open the following screen.
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Figure 170 Voice > SIP > SIP Service Provider: Edit

The following table descrbesthe labelsin thisscreen.

Table 94 Voice > SIP> SIP Service Provider: Edit

TABEL

DESCRIPIION

General

SIP Service Provider

Select thisif you want the ZyxelDevice to use this SIPprovider. Clearitif you do not
want the ZyxelDevice to use this SIP provider.

SIP Service Provider Name

Enterthe name ofyourSIPservice provider.

SIPIocalPort

Enterthe ZyxelDevice’slistening port number, if yourVoIP service providergave you
one. Otherwise, keep the default value.

SIP Proxy Server Addre ss

Enterthe IPaddressordomain name ofthe SIPserverprovided by yourVoIP servic e
provider. You can use up to 95 printable ASCIicharacters. kdoesnotmatter
whetherthe SIPserverisa proxy, redirectorregisterserver.
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Table 94 Voice > SIP> SIP Service Provider: Edit (c ontinued)

TABEL

DESCRIPIION

SIP Proxy ServerPort

Enterthe SIP serverslistening port number, if your VoIP service providergave you
one. Otherwise, keep the default value.

SIP REGISTAR Server Address | Enterthe IPaddressordomain name ofthe SIPregisterserver, if your Vo IP servic e
providergave you one. Otherwise, enterthe same addressyou entered in the SIP
Server Address field. You can use up to 95 printable ASCIIcharacters.

SIP REGISTAR Server Port Enterthe SIPregisterserversliste ning port number, if yourVoIP service providergave

you one. Otherwise, enterthe same port numberyou entered in the SIP Sexrver Port
field.

SIP Se rvice Domain

Enterthe SIP sewice domain name. In the full SIP URI this is the part afterthe @
symbol Youcan use up to 127 printable ASCIIExtended setcharacters.

RFC Support

PRACK(RFC 3262)

RFC 3262 definesa mechanism to provide reliable transmission of SIP pro visional
response messages, which convey information on the processing progressof the
re que st. This uses the option tag 100reland the Provisional Re sponse
ACEKnowledgement (PRACK) method.

Select Supported orRequired to have the ZyxelDevice include a SIP Re quire/
Supported headerfield with the option tag 100relin all INVIIE re que sts. When the
ZyxelDevice receivesa SIPresponse message indicating thatthe phone itcalled is
ringing, the ZyxelDevice sendsa PRACKmessage to have both sides c onfim the
message isreceived.

FyouselectSupported, the peerdevice supportsthe option tag 100relto send
provisionalresponsesreliably.

Fyouselect Required, the peerdevice requires the option tag 100relto send
provisionalresponsesreliably.

Select Disabled to tum o ff this func tion.

VoIPIOPHags- Select VoIP inte r-o perability se ttings.

Replace dialdigit '#'to '%23' in SIP messages.

Remove 5060 and 'transport=udp’' from request-uriin SIP messages.

Remove the Route' headerin SIPmessages.

Don't send re-Invite to the remote party when there are multiple codecsanswered
in the Session De sc rip tion Pro to c 01(SDP).

Remove the 'Authentication' headerin SIPACKmessages.

Bound Interface Name

Bound Interface Name

Fyouselect AnyWAN, the ZyxelDevice automatically activatesthe VoIP serwvice
when any WAN connection isup.

Fyouselect MuliWAN, you also need to selectthe pre-configured WAN
connections. The VoIPservice isactivated only when one ofthe selected WAN
connectionsisup.

Outbound Proxy

Enable

Selectthisif yourVoIP service providerhasa SIPoutbound serverto handle voice
calls. Thisallows the ZyxelDevice to work with any type of NATrouterand eliminates
the need forSTUN ora SIP ALG. Tum o ff any SIP ALG on a NATrouterin front of the
ZyxelDevice to keep it from re-translating the IPaddress(since thisisalready
handled by the outbound proxy server).

Outbound Proxy Address

Enterthe IPaddressordomain name ofthe SIPoutbound proxy sewer.

Outbound Proxy Port

Enterthe SIPoutbound proxy serverslistening port, if yourVoIPservice providergave
you one. Otherwise, keep the default value.

Use DHCP Option 120 first

Select this to have the ZyxelDevice use DHCP Option 120 first.
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Table 94 Voice > SIP> SIP Service Provider: Edit (c ontinued)

TABEL DESCRIPTION

RIP Port Range

Start Port Enterthe listening port numbex(s) for RIP traffic, if your VoIP service providergave
you thisinformation. Otherwise, keep the default values.

End Port
T enterone port number, enterthe port numberin the Start Port and End Port field s.
D entera range of ports,
¢ enterthe port numberatthe beginning ofthe range in the Start Port field.
¢ enterthe portnumberatthe end ofthe range in the End Port field.

DTIMF Mode Controlhow the ZyxelDevice handlesthe tonesthat yourtelephone makeswhen
you push its buttons. You should use the same mode yourVoIP service provideruses.
RFC2833 - send the DIMFtonesin RIP pac ke ts.
Inband - send the DIMFtonesin the voice data stream. Thismethod worksbest
when you are using a codec thatdoesnotuse compression (ke G.711). Codecs
thatuse compression (like G.726) can distort the tones.
SIPInfo - send the DIMFtonesin SIP messages.

Transport Tpe

Transport Tpe Selectthe transportlayerprotocolUDPorTCP (usually UDP) used for SIP.

Ignore Direct IP

Select Enable to have the connected devicesaccept SIP requests only from the SIP
proxy/registerserverspecified above. SIPrequests sent from otherIPaddresses wil
be ignored.

FAX Option This field controls how the ZyxelDevice handlesfaxmessages.

QoSTg

SIP DSCP Mark Se tting Enterthe DSCP (DiffServ Code Point) numberforSIP message transmissions. The Zyxel
Device createsClassof Service (CoS) priority tags with thisnumberto SIP traffic that
it transmits.

RIP DSCP Mark Se tting Enterthe DSCP (DiffServ Code Point) numberforRIP voice transmissions. The Zyxel
Device createsClassof Service (CoS) priority tags with thisnumberto RIP traffic that
it transmits.

Tmer Se tting

SIP Re giste r Expira tion Enterthe numberofsecondsyourSIPaccountisregistered with the SIPregisterserver

Duration before itisdeleted. The ZyxelDevice automatic ally trie s to re -re giste r yo ur SIP

account when one-half of this time haspassed (The SIPregisterservermight have a
diffe re nt e xpira tion).

SIP Re gister Fall Re -try timer

Enterthe numberofsecondsthe ZyxelDevice waitsbefore it tiesagain to register
the SIP account, if the first try failed orif there isno response.

Se ssio n Expire s [SE]

Enterthe numberofsecondsthe ZyxelDevice letsa SIP session remain idle (witho ut
traffic) before it automatic ally disc onnec ts the se ssion.

Min-SE

Enterthe minimum numberofsecondsthe ZyxelDevice letsa SIP session remain idle
(witho ut traffic) before it automatic ally disc onnec ts the session. When two SIP
devicesstarta SIPsession, they mustagree onanexpiration time foridle se ssio ns. This
field is the shortest expiration time that the ZyxelDevice accepts.

Dialing intervalselec tion

Dialing intervalselec tion

Enterthe numberofsecondsthe ZyxelDevice should wait afteryou stop dialing
numbersbefore it makesthe phone call The value dependson how quickly you dial
phone numbers.

Enable DNS SRV

Select this to have the ZyxelDevice query yourISPs DNSserverfora list of any
avaiable SIP serversthat it maintains. This is use fulif yourstatic SIP serverexperences
d iffic ultie s, making it hard foryourIP phone usersto make SIPcalls.
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Table 94 Voice > SIP> SIP Service Provider: Edit (c ontinued)

TABEL DESCRIPTION
OK Clic k this to save yourchanges.
Cancel Clic k this to exit this sc re e n witho ut saving.

18.4 Phone

Use thisscreen to configure settingsthatdepend on which region ofthe word the ZyxelDevice isin.
Selecting the region where the device isphysicallylocated improvesthe quality of phone calls. o
accessthisscreen, click Voice > Phone.

Figure 171 Voice > Phone
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The following table descrbesthe labelsin thisscreen.

Table 95 Voice > Phone

IABEL

DESCRIPTION

Region Setting

Selectthe place in which the ZyxelDevice islocated.

CallService Mode

Selectthe mode forsupplementary phone services(callhold, callwaiting, call
transferand three-way conference calls) that yourVoIP service providersuppots.

* Europe Type - use supplementary phone servicesin BEuropean mode.
e TUSA Type - use supplementary phone services American mode.

You might have to subscrbe to these servicesto use them. ContactyourVolIP
service provider.

Apply

Click thisto save yourchangesand to apply them to the ZyxelDevice.

Cancel

Click thisto setevery field in this screen to its last-saved value.

Note: Youneed to rebootthe device afterchanging the region settings forit to take effect.

18.5 Call Rule

Use thisscreen to add, edit, orremove speed-dialnumbersforoutgoing calls. Speed dialprovides

shortc uts fordialing fre que ntly-used (VoIP) phone numbers. You also have to create speed-dialentries if
youwantto callSIPnumbersthatcontain letters. Once you have configured a speed dialrule, youcan
use a shortcut (the speed dialnumber, #01 forexample) on yourphone'skeypad to callthe phone
number. T accessthisscreen, click Voice > Call Rule.
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Figure 172 Voice > CallRule
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The following table descrbesthe labelsin thisscreen.

Table 96 Voice > CallRule

TABEL DESCRIPTION

Keys This field displays the speed-dialnumberyou should dialto use this entry.

Number Enterthe SIPnumberyou want the ZyxelDevice to callwhen you dialthe speed-dial
number.

Description Entera short description to identify the party you callwhen you dialthe speed-dial
number. You can use up to 127 printable ASCIIcharacters.

ClearAlSpeed Dials Clic k thisbutton to remove allspeed dialssaved.

Apply Click thisto save yourchangesand to apply them to the ZyxelDevice.

Cancel Click thisto setevery field in this screen to its last-saved value.

18.6 Call History

The ZyxelDevice logscallsfrom orto yourSIPaddresses. Thisscreen allowsyou to view a summary of
received, dialed and missed callsand a callhistory list. You can also view detailed mformation oneach
outgoing and incoming call

18.6.1 Call History Screen

T accessthisscreen, click Voice > Call History.
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Figure 173 Voice > Call History
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The following table descrbesthe labelsin thisscreen.

Table 97 Voice > Call History

TABEL DESCRIPIION

Cla ssify Selectthe type ofthe calls. The calltypesare: hcoming, Outgoing and Missed.
ClearList Clic k this button to remove allentries from the c all history list.

Re fre sh Clic k this button to rene w the c all histo ry list.

Export Click Exportto download a c all histo ry lList.

Tpe This displays the type ofthe calls.

Date This displays the date when the callswere made.

Name This displays the SIPaccountyoucaled.

Number This displays the SIP numberyoucalled.

Phone Device This field displaysthe name ofa phone port on the ZyxelDevice.
Outgoing Number This displayshow many callsoriginated from you thatday.

Dura tion This displays how long the cunentcallhaslasted.

Mo d ify Clic k the Modify icon to make changesto the callhistory.

18.6.2 CallSummary Screen

The ZyxelDevice logscallsto orfrom yourSIPaddresses. Thisscreen allowsyou to view the summary of
received, dialed and missed calls. T accessthisscreen, click Voice > Call History > Call Summary.

Figure 174 Voice > CallHistory > Call Summary
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The following table descrbesthe labelsin thisscreen.

Table 98 Voice > CallHistory > CallSummary

TABEL DESCRIPIION

Re fre sh Clic k this button to rene w the c all histo ry list.

ClearAl Clic k this button to remove allentries from the c all histo ry list.

Date This is the date when the callswere made.

DtalCalls This displays the totalnumberofcalsfrom orto yourSIP numbersthatday.

Outgoing Calls

This displays how many callsoriginated from you thatday.

Incoming Calls

Thisdisplayshow many callsyoureceived thatday.

Missing Calls

This displays how many incoming calls were not answered thatday.

T tal Duration

Thisdisplayshow long allcallslasted thatday.
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CHAPTER 19
Iog

19.1 Iog Overview

These screensallow you to determine the categoriesofeventsand/oralerts that the ZyxelDevice logs
and then display these logsorhave the ZyxelDevice send them to an administrator (through email) or
to a syslog server.

19.1.1 WhatYou Can Do in this Chapter

¢ Use the System Iog screen to see the system logs(Section 19.2 on page 232).

* Use the Security Iog screen to see the security-related logsforthe categoresthatyouselect(Section
19.3 on page 232).

19.1.2 WhatYou Need To Know

The following termsand conceptsmay help asyouread thischapter.

Alerts and Iogs

An alertisa type oflog that wamants more seriousattention. They include system emors, attacks(access
control) and attempted accessto blocked web sites. Some categoriessuch as System Exors consistof
bothlogsand alerts. You may differentiate them by theircolorin the View Iog screen. Alerts display in
red and logsdisplay in black.

Syslog Overview

The syslog protocolallowsdevicesto send event notification messagesacrssan IPnetworkto syslog
serversthatcollectthe event messages. A syslog-enabled device can generate a syslog message and
send it to a syslog server.

Syslog isdefined in RFC 3164. The RFC definesthe packetformat, content and system log related
mformation of syslog messages. Each syslog message hasa facility and severity level The syslog fac ility
identifies a file in the syslog server. Referto the documentation of yoursyslog program fordetails. The
following table descrbesthe syslog severty levels.

Table 99 Syslog Severty Levels

CODE SEVERITY

0 Emergency: The system isunusable.

1 Alert: Action mustbe taken immediately.

2 Critical: The system condition iscrtical

3 Enor There isan emorcondition on the system.

4 Waming: There isa waming condition on the system.
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Table 99 Syslog Severty Levels

CODE SEVERITY

5 Notice: There is a nomalbut signific ant condition on the system.
6 Informational: The syslog contains an informationalmessage.

7 Debugging: The message isintended fordebug-levelpurposes.

19.2 System lIog

Use the System Iog screen to see the system logs. You can fiterthe entriesby selec ting a severity level
and/orcategory. Click System Monitor> Iog to open the System Iog screen.

Figure 175 System Monitor>Iog > System Iog
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The following table descrbesthe fieldsin thisscreen.

Table 100 System Monitor>Iog > System Iog

IABEL DESCRIPIION

ILevel Selecta severity levelfrom the drop-down list box. This filters search resultsaccording to the
severity levelyou have selected. When you selecta severity, the Zyxel Device searc hesthrough
alllogsofthatseverity orhigher.

Category Selectthe type oflogsto display.
Clearlog Click thisto delete allthe logs.

Re fre sh Clic k this to renew the log screen.
Exportlog Clic k this to export the selected log(s).

Emaillog Now Clic k this to send the log file(s) to the emailaddress you specify in the Maintenance > Iogs
Se tting screen.

# This field isa sequentialvalue and isnotassociated with a specific entry.

Tme This field displaysthe time the log wasrecorded.

Fac ility The log facility allows you to send logsto different filesin the syslog server. Referto the
documentation of yoursyslog program formore details.

ILevel This field displays the severity levelofthe log thatthe device isto send to thissyslog server.

Category This field displaysthe type ofthe log.

Messages This field statesthe reason forthe log.

19.3 Security Iog

Use the Security Iog screen to see the securty-related logsforthe categoresthatyouselect. Youcan
fiterthe entriesby selecting a severty leveland/orcategory. Clic k System Monitor> Iog > Security Iog
to open the following screen.
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Figure 176 System Monitor> Iog > Security Iog
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The following table descrbes the fieldsin this screen.

Table 101 System Monitor>Iog > Security log

TABEL DESCRIPIION

Ievel Selecta severity levelfrom the drop-down list box. This filters search resultsaccording to the
severty levelyou have selected. When you selecta severity, the ZyxelDevice searchesthrough
alllogsofthatseverity orhigher.

Category Selectthe type oflogsto display.

Clearlog Click thisto delete allthe logs.

Re fre sh Clic k this to renew the log screen.

Exportlog Click thisto export the selected log(s).

Emaillog Now Clic k this to send the log file(s) to the emailaddress you specify in the Maintenance > Iogs
Se tting screen.

# This field is a sequentialvalue and isnotassociated with a specific entry.

Tme This field displays the time the log wasrecorded.

Fac ility The log facility allows you to send logsto different files in the syslog server. Referto the
documentation of yoursyslog program formore details.

Ievel This field displaysthe severity levelofthe log thatthe device isto send to thissyslog server.

Category This field displaysthe type ofthe log.

Messages This field statesthe reason forthe log.
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C HAPTER 20
Ta flic Status

20.1 Taffic Status Overview

Use the Taffic Status screensto ook atthe network traffic status and statistic s of the WAN/IAN
mterfaces.

20.1.1 WhatYou Can Do in this Chapter

¢ Use the WAN screen to view the WAN traffic statistics (Section 20.2 on page 234).
* Use the IAN screen to view the LAN traffic statistics (Section 20.3 on page 235).

20.2 WAN Sta tus

Clic k System Monitor> Taffic Status to open the WAN screen. The figuresin this sc reen show the number
ofbytesreceived and sent through the ZyxelDevice’s WAN interface. The table below showspacket
sta tistics foreach WAN interface.

Figure 177 System Mo nito r > Taffic Status > WAN
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The folowing table describesthe fieldsin this screen.

Table 102 System Mo nito r> Tra ffic Status > WAN

IABEL DESCRIPIION
Refresh Interval | Selecthow often you want the ZyxelDevice to update thisscreen.
Connected This shows the name ofthe WAN interface thatiscumently connected.
Interface
Packets Sent
Data This indic ates the numberoftransmitted packetson thisinterface.
Emor This indic ates the numberofframes with enors transmitted on thisinterface.
Drop This indic ates the numberofoutgoing packetsdropped on thisinterface.
PacketsReceived
Data This indic ates the numberofreceived packetson thisinterface.
Enor This indic ates the numberofframeswith emorsreceived on thisinterface.
Drop This indic ates the numberofreceived packetsdropped on thisinterface.
Disabled This shows the name ofthe WAN interface thatis cumently disabled.
Interface
Packets Sent
Data This indic ate s the numberoftransmitted packetson thisinterface.
Emor This indic ates the numberofframes with erors transmitted on thisinterface.
Drop This indic ates the numberofoutgoing packetsdropped on thisinterface.
PacketsReceived
Data This indic ates the numberofreceived packetson thisinterface.
Emor This indic ates the numberofframeswith emorsreceived on thisinterface.
Drop This indic ate s the numberofreceived packetsdropped on thisinterface.

20.3 IAN Status

Clic k System Monitor> THaffic Status > IAN to open the folbwing screen. Thisscreen allows you to view
packetstatisticsforeach IAN or WIAN interface on the ZyxelDevice.
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Figure 178 Syste m Mo nito r > Tra ffic Status > IAN
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The folowing table descrbes the fields in this screen.

Table 103 System Mo nitor> Taffic Status > IAN

IABEL

DESCRIPIION

Re fre sh Interval

Selecthow often you want the ZyxelDevice to update thisscreen.

Interface This sho ws the IAN or WIAN interface.
Byte s Sent This indic ates the numberofbytestransmitted on thisinterface.
BytesReceived This indic ate s the numberofbytesreceived on thisinterface.
Interface This shows the IJAN or WIAN interfaces.
Sent (Pac ke ts)
Data This indic ates the numberoftransmitted packetson thisinterface.
Enor This indic ates the numberofframes with enors transmitted on thisinterface.
Drop This indic ate s the numberofoutgoing packetsdropped on thisinterface.

Received (Packets)

Data This indic ates the numberofreceived packetson thisinterface.
Emor This indic ates the numberofframes with emorsreceived on thisinterface.
Drop This ndic ates the numberofreceived packetsdropped on thisinterface.
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CHAPTER 21
ARP Table

21.1 ARPTable Overview

Address Resolution Protocol(ARP) isa protocolformapping an Intemet Protocol(IP) addressto a

physicalmachine address, known asa Media Access Control (MAC) address,on the localarea
netwo rk.

An IPversion 4 addressis 32 bits long. MAC addressesare 48 bitslong. The ARP table maintains an
association between each MAC addressand itscomesponding IPaddress.

21.1.1 How ARP Works

When anincoming packetdestined fora hostdevice ona localarea networkamivesatthe device, the
device's ARPprogram looksin the ARPtable and, if it finds the address, sendsit to the device.

Ino entry isfound forthe IPaddress, ARPbroadcaststhe requestto allthe deviceson the LAN. The
device fillsin its own MAC and IPaddressin the senderaddress fields, and puts the known IPaddressof
the targetin the targetIPaddressfield. h addition, the device putsallonesin the target MAC field
(FF.FF.FF.FF.FF.FFis the Ethemetbradcastaddress). The replying device (which iseitherthe IPaddressof
the device being sought orthe routerthatknowsthe way) replacesthe broadcast address with the
target's MAC address, swapsthe senderand target pairs, and unic asts the answerdirectly backto the

requesting machine. ARPupdatesthe ARPtable forfuture reference and then sendsthe packetto the
MAC addressthatreplied.
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21.2 ARPTable

Use the ARPtable to view the IPv4-to-MAC addressmappingsforeach device connected to the Zyxel
Device. The neighbortable showsthe IPv6-to-MAC addressmappingsofeach IPv6 neighbor. D open
this screen, clic k System Monitor> ARP Table.

Figure 179 System Monitor> ARP Table
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The folowing table describesthe labelsin thisscreen.

Table 104 System Monitor> ARP Table

TABEL DESCRIPTION

# This is the ARP table entry number.

Pv4/1Pv6 This is the leamed IPv4 orIPv6 IPaddressofa device connected to a port.
Address

MAC Address This is the MAC addressofthe device with the listed IP address.

Device This is the type ofinterface used by the device. Youcan clickthe device type to go to its
configuration screen.
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C HAPTER 22
Routing Table

22.1 Routing Table Overview

Routing isbased on the destination addressonly and the ZyxelDevice takesthe shortest path to forward
a packet.

22.2 Routing Table

The table below shows IPv4 and IPv6 ro uting information. The IPv4 subnet maskis ‘255.255.255.255” fora
hostdestination and 0.0.0.0’ forthe default mute. The gateway addressis written as ‘* (IPv4)/‘:’ (IPv6) if
none isset.
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Clic k System Monitor> Routing Table to open the following screen.

Figure 180 System Mo nitor> Routing Table
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The following table descrbesthe labelsin thisscreen.

Table 105 System Monitor> Routing Table

TABEL DESCRIPIION

IPv4/1Pv6 Ro uting Table

Destination This indic ate s the destination IPv4 addressorIPv6 address and pre fix o f this route.
Gateway This indic ates the IPv4 addressorIPv6 addressofthe gateway that helpsforward thisroute’s
tra ffic .
Subnet Mask This indic ate s the destination subnet mask ofthe IPv4 route.
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Table 105 System Monitor> Routing Table (c ontinued)

TABEL

DESCRIPIION

Hag

This indic ate s the route status.

U-Up: The route isup.

I-Reject: The route isblocked and willforce a route lookup to fail

G-Gateway: The route usesa gateway to forward traffic.

H-Host: The targetofthe route isa host.

R-Reinstate: The oute isreinstated fordynamic routing.

D-Dynamic (redirect): The oute isdynamically nstalled by a routing daemon orredirect.

M-Modified (redirect): The oute s modified from a uting daemon orredirect.

Me tric

The metric representsthe "costoftransmission." A muterdeterminesthe best mwute for
transmission by choosing a path with the lowest "cost.”" The smallerthe number, the lowerthe
"cost."

Interface

This indic ate s the name ofthe interface through which the route isforwarded.
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CHAPTER 23
WIAN Sta tion Sta tus

23.1 WIAN Station Status Overview

Use thisscreen to view information and status ofthe wirele ss stations (wire le ss ¢ lie nts) that are c unently
associated with the ZyxelDevice. Being associated meansthata wirelessclient (forexample, your
computerwith a wirelessnetworkcard installed) hasconnected successfully to an AP (orwire le ss router)
using the same SSID, channel, and WiH se c urity se tting s.

Clic k System Monitor> WIAN Station Status to open the following screen.

Figure 181 Syste m Mo nitor> WIAN Sta tion Sta tus
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The folowing table describesthe labelsin thisscreen.

Table 106 System Mo nitor> WIAN Sta tion Sta tus

TABEL DESCRIPTION

# This is the indexnumberofan associated wirele ss station.

MAC Address This field displaysthe MAC addressofan associated wireless sta tion.

Rate (Mbps) This field displays the transmission rate of WiFitraffic between an associated wirele ss station and
the ZyxelDevice.

RSSI(d Bm) The RSSI(Received Signal Strength Indicator) field shows the WiFisignalstrength ofthe station’s
wireless connec tion.
The normalrange is -30d Bm to -79d Bm. I the value dropsbelow -80d Bm, try mo ving the
associated wireless station closerto the ZyxelDevice to getbettersignalstrength.
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Table 106 System Mo nitor> WILIAN Sta tion Status (c ontinued)

TABEL DESCRIPIION

SNR The Signal-to-Noise Ratio (SNR) is the ratio between the received signalpowerand the received
noise power.
The normalrange is 15 to 40. ¥ the value dropsbelow 15, try moving the associated wireless
station closerto the ZyxelDevice to getbetterquality WiFL

Ievel This field displays a numberwhich re pre se nts the strength ofthe WiFisignalbetween an

associated wireless station and the ZyxelDevice. The ZyxelDevice usesthe RSSIand SNRvalues
to determine the strength ofthe WiFisignal

5 meansthe ZyxelDevice isreceiving an excellent Wiisignal
4 meansthe ZyxelDevice isreceiving a very good WiFisignal
3 meansthe ZyxelDevice isreceiving a weak WiFisignal

2 means the ZyxelDevice isreceiving a very weak WiFisignal

1 meansthe ZyxelDevice isnotreceiving a WiFisignal
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C HAPTER 24
Vo IP Sta tus

24.1 VolIP Status Screen

Click System Monitor> VoIP Statusto open the following screen. You can view the Vo IP re gistration,
cument callstatus and phone numbersin this screen.

Figure 182 System Mo nitor> Vo IP Sta tus
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The following table descrbesthe labelsin thisscreen.

Table 107 System Monitor> Vo IP Status

TABEL DESCRIPIION

PollInterval Enterthe numberofsecondsthe Device needsto wait before updating thisscreen and then
click Set Interval Click Stop to have the Device stop updating this screen.

SIP Sta tus

Account Thiscolumn displayseach SIPaccount in the Device.

Registration This field displaysthe cument re gistration statusofthe SIPaccount. You can change thisin the

Statusscreen. Registered - The SIPaccountisregistered with a SIPserver. Not Registered - The
last time the Device tried to registerthe SIP account with the SIPserver, the attemptfailed. The
Device automatic ally tries to registerthe SIPaccount when you tum on the Device orwhen
you activate it. hactive - The SIPaccountisnotactive. You can activate it n VoIP > SIP > SIP
Account.

LIESeries Users Guide

244



Chapter24 Vo IP Status

Table 107 System Mo nitor> Vo IP Status (c ontinued)

TABEL

DESCRIPIION

Re gistration Time

This field displays the last time the Devic e successfully registered the SIP account. The field is
blank if the Devic e hasneversuccessfully registered this account.

URI

This field displaysthe account numberand service domain ofthe SIPaccount. Youcan
change these in the VoIP > SIPscreen.

Message Waiting

This field indicates whetherornotthere are any messages waiting forthe SIP account.

ILast hc oming This field displays the last numberthatcalled the SIP account. The field isblankifno number

Number haseverdialed the SIP account.

Iast Outgoing This field displaysthe last numberthe SIPaccountcalled. The field isblankifthe SIPaccount

Number hasneverdialed a number.

CallStatus

Account Thiscolumn displayseach SIPaccount in the Device.

Duration This field displays how long the currentcallhaslasted.

Sta tus This field displays the c unrent state ofthe phone call
Idle - There are no cunrent VoIP calls, ncoming callsoroutgoing callsbeing made.
Dial-The callee's phone isringing.
Ring - The phone isrnging foran mcoming VolPcall
Process-'There isa VoIPcallin progress.
DISC - The callee'sline isbusy, the callee hung up oryourphone wasleft offthe hook.

Calllype This field displaysthe calldirection type ofthe cumrent VoIPcall Outgoing Call- t'sa SIP Vo IP
callmade bylocalphone ports, and thisSIPaccountisable to issue a (SIP-based) c all setup
to the SIPaccountofremote peersfora VoIP callestablishment. This (SIP-based) c all se tup
signalis sent to the SIP serverfirst, and then the SIPserverwould relay it to the targetpeerafter
comectly resolving and locating the target peer. During the callsetup (signaling) phase,
Calling state isdisplayed in the Statusfield, and it tumsto hCallstate once the callis
suc c e ssfully established.
Incoming Call-lt'sa SIPVoIPcallmade ororiginated by remote SIPaccountsto connectto
thislocalSIPaccount. One ormore localphone portscan be configured to receive thistype
ofcall, see the hcoming Numberbelow, and allofthem should begin to ring during the cal
setup (signaling phase), see the Statusabove.Once some remote SIPaccountsstartto ring
one localphone, answerby off-hookto the call, and the callis suc c e ssfully established. The
otherrnging localphone ports willstop ringing and tuming to hCallstate in the Status field.
IntemalCall-kt'sa localVolPcallbetween two differentlocalphone ports. No SIP signaling is
needed and thusno SIPserwverisinvolved to establish thistype ofcall Thistype ofcallis
established via the mtemaland Non-SIPlocalsetup signaling procedure between the cal-
originating and cal-terminating localphone ports. n general, one ormore localphone ports
canbe designed to receive thistype ofcal, and once any ofthe ringing phones answerthe
call the otherringing ones will stop ringing. During the callsetup phase (signaling phase),
Calling state isdisplayed in Statusfield, and tumsto hCallstate once the callis suc c e ssfully
established.

Codec This field displayswhatvoice codec isbeing used fora cument VolPcallthrough a phone port.

From Phone Port
Tpe

This field displays the phone portstype used to originate, start, orcreate the cument VoIlPcall
Tpe Two possible type valueswillbe displayed here: SIP - Forthe cument call which is
categorized asIncoming Callin the CallType filed, this field will show the type SIP. FXS- Asfor
the othercases: Outgoing Calland Intemal Call, this field will show the comesponding local
phone porttype: EXS, the legacy analog phone porton the device.
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Table 107 System Mo nitor> Vo IP Status (c ontinued)

TABEL

DESCRIPIION

T Phone Port
Tpe

This field displays the phone portstype used to receive the cumment VoIP call Three possible
type Tpe valueswilbe displayed here: SIP - Forthe cumentcallwhichiscategorized as
Outgoing Callin the CallIpe field, this field willshow the type SIP. FXSand Unknown - Asfor
the othercases: hcoming Calland IntemalCall, this field will show the comesponding local
phone porttype: EXS, the legacy analog phone porton the device. While the callis
established, this field shows Unknown during the callsetup phase (signaling phase). This is
because one ormore localphone portscanbe configured ordesigned to receive these two
typesofcalls, see the CallType above, and the localphone port wilanswerthe callthat
hasn'tbeen determined yetatthat time.

PeerNumber

This field displaysthe SIPnumberofthe party thatiscumently engaged na VolPcallthrough a
phone port.

Phone Status

Phone

This field displays the name ofa phone port on the Device.

Outgoing Number

This field displays the SIP numberthatyou use to make callson thisphone port.

Incoming Number

This field displays the SIP numberthat you use to receive callson thisphone port.

Ho ok Status

This field displays whetherthe phone isin the on oroffhook status.
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C HAPTER 25
Cellular WAN Sta tus

25.1 Cellular WAN Status Overview

View the LIEconnection details and LIEsignalstrength value thatyoucan use asreference for
positioning the ZyxelDevice,aswellasSIM card and module informa tion.

25.2 Cellular WAN Sta tus

T open thisscreen, click System Monitor> Cellular WAN Status. Cellularinformation isavaiable on this
screen only when you insert a valid SIM card in the ZyxelDevice.

Figure 183 System Monitor> Cellular WAN Sta tus
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Figure 184 System Monitor> Cellular WAN Sta tus (Service Information)
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The following table descrbesthe labelsin thisscreen.

Table 108 System Monitor> Cellular WAN Sta tus

TABEL

DESCRIPIION

Re fre sh Interval

Selectthe time intervalthe ZyxelDevice willcheck and refresh the fields shown on thisscreen.
Select None to stop detection.

Mo dule Information

IMEI This sho ws the Intemational Mobile Equipment Identity o fthe ZyxelDevice.
Module SW This shows the software version ofthe LIEmodule.

Version

SIM Sta tus

SIM Card Status

This displays the SIM card status:

None - the ZyxelDevice doesnotdetectthatthere isa SIM card inserted.

Available - the SIM card could eitherhave ordoesn’thave PINcode sec urty.
Iocked - the SIM card hasPIN code sec urty, but you did not enterthe PINcode yet.

Blocked - you entered anincomect PINcode too many times, so the SIMcard hasbeenlocked;
callthe ISP fora PUK(Pin Unlock Key) to unlock the SIM card.

BEror- the ZyxelDevice detected thatthe SIM card hasemnors.

IMSI This displays the Inte mational Mobile SubscriberIdentity (IMSD o f the installed SIM card. An IMSlis
a unique ID used to identify a mobile subscrberin a mobile netwo rk.
ICCDD Integrated Circuit Card Id e ntifie r (ICCID). This is the serialnumberofthe SIM card.
PIN Pro te c tion A PIN (Personalld entification Number) code isa key to a SIM card. Without the PINcode, you
cannotuse the SMcard.
Sho ws Enable if the service providerrequires you to entera PIN to use the SIM card.
Sho ws Disable if the service providerlets you use the SIM witho ut inputting a PIN.
PIN Remaining This is how many more timesyou can try to enterthe PINcode before the ISP bloc ks yo ur SIM
Attempts cand.

IP Pa ssthrough Status
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Table 108 System Monitor> Cellular WAN Sta tus (c ontinued)

TABEL DESCRIPIION

IP Passthrough This displays if IP Passthrough isenabled on the ZyxelDevice.

Enable
IP Passthrough alowsa IANcomputeron the localnetworkofthe ZyxelDevice to have access
to web servicesusing the public IPaddress. When IP Passthrough is c onfigured, all tra ffic is
forwarded to the JANcomputerand wilnot go through NAT

IP Pa ssthrough This displays the IP Passthrough mode.

Mode
This displays Dynamic and the ZyxelDevice willallow traffic to be forwarded to the fist IAN
computerrequesting an IPaddress from the ZyxelDevice.
This displays Fixed and the ZyxelDevice willalow traffic to be forwarded to a specific IAN
computeron the localnetwork of the ZyxelDevice.

Cellular Status This displays the status ofthe cellular htemet connec tion.

Data Roaming

Thisdisplaysifdata maming isenabled on the ZyxelDevice.

4G roaming is to use yourZyxelDevice in an area whichisnotcovered by yoursewice provider.
Enable maming to ensure thatyourZyxelDevice iskeptconnected to the Intemet when you are
traveling outside the geographicalcoverage area ofthe networkto which you are registered.

Operator This displays the name ofthe service provider.

PIMN This displays the PIMN number.

Access Thisdisplaysthe type ofthe mobile network (suc h as LIE, UMTS, GSM) to whic h the ZyxelDevice is

Technology connecting.

Band This displays the current LIEband of yourZyxelDevice (WCDMA2100).

RSSI This displays the strength ofthe WiFisignalbetween an associated wireless station and an AP.
The normalrange is-30d Bm to -79d Bm. If the value dropsbelow -80d Bm, try mo ving the
associated wireless station closerto the ZyxelDevice to getbettersignalstrength.

CelD This shows the cellID, whic h is a unique numberused to identify the Base Transc eiver Station to
which the ZyxelDevice is connecting.

The value dependson the Cumrent AccessTechnology:

* ForGPRS, itisthe Cellldentity asspecified in 3GPP-T5.25.331.

e ForUMTS, itisthe Cellldentity as defined in SIB3 3GPP-T5.25.331, 3G PP-T5.24.008.

o ForllE itis the 28-bit binary numberCellldentity as specified in SIBl in 3GPP-T5.36.331.
The value is‘0’ (zero ) or‘N/A’ if there isno network connection.

PhysicalCellID This sho ws the PhysicalCellID (PCD, which are queriesand repliesbetween the ZyxelDevice and
the mobile networkitisconnecting to. The normalrange is 1 to 504.

ULBandwidth This shows the IIEchannelbandwidth from device to base station. According to 3GPP

(MHz) specifications, the bandwidths defined by the standard are 1.4, 3, 5, 10, 15, and 20 MHz. The
widerthe bandwidth the higherthe throughput.

DLBandwid th This shows the IIEc hannelbandwidth from base station to LIEdevice. According to 3GPP

(MHz) specific ations, the bandwidths defined by the standard are 1.4, 3, 5, 10, 15, and 20 MHz. The
widerthe bandwidth the higherthe throughput.

RFCN This displays the Radio Frequency ChannelNumberofDLcamerfrequency used by the mobile

network to which the ZyxelDevice is connecting.
The value dependson the Cument Access Technology:

e ForGPRS, itisthe ARFCN (Absolute Radio-Frequency ChannelNumber) asspecified in 3G PP-
TS.45.005.

¢ ForUMTS, it is the UARFCN (UIRA Absolute Radio-Frequency ChannelNumber) asspecified in
3GPP-T5.25.101.

e ForllE it isthe EARFCN (E-UIRA Absolute Radio-Frequency ChannelNumber) asspecified in
3GPP-15.36.101.

The value is‘0’ (zer) or‘N/A’ if there isno network connec tion.
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Table 108 System Monitor> Cellular WAN Sta tus (c ontinued)

TABEL

DESCRIPIION

RSRP

This displays the Reference SignalReceive Power(RSRP), whic h is the average received power
ofallResource Eement (RE) thatcany cel-specific Reference Signals (RS) within the spe cified
bandwid th.

The received RSRP levelofthe connected E-UIRA cell, in dBm, is as specified n 3GPP-TS.36.214.
The reporting range is specified in 3GPP-TS.36.133.

An undetectable signalisindicated by the lowerlmit, example -140 d Bm.

Thisparameteris for LIEonly. The normalrange is-30 to -140. The value is -140 if the Curmrent
AccessTechnologyisnot LIE The value is ‘N/A’ if there isno network connec tion.

RSRQ

Thisdisplaysthe Reference SignalReceive Quality (RSRQ), whic h is the ratio o f RSRP to the E-UIRA
camierRSSIand indic atesthe quality of the received reference signal

The received RSRQ levelofthe connected EUIRA cell,in 0.1 dB,isasspecified n 3GPP-T5.36.214.
An undetectable signalisindicated by the lowerlmit, example -240.

Thisparameteris for LTEonly. The nomalrange is-30 to -240. The value is -240 if the Cument
AccessTechnology isnot LIE The value is ‘N/A’ if there isno network connec tion.

RSCP

This displays the Received SignalCode Power, which measuresthe powerofchannelused by
the ZyxelDevice.

The received signallevel, in dBm, isofthe CPICHchannel(Ref. 3GPP TS 25.133). An
undetectable signalisindicated by the lowerlimit, example -120 d Bm.

This parameteris for UMTS only. The normalrange is-30 to -120. The value is-120 if the Cument
AccessTechnologyisnot UMTS. The value is‘N/A’ if there isno network connec tion.

Ec No

This displays the ratio (in dB) ofthe received energy perchip and the interfference level

The measured EcNo isin 0.1 dBand isreceived in the downlink pilot channel An undetectable
signalisindicated by the lowerlimit, example -240 d B.

This parameteris for UMTS only. The normmalrange is -30 to -240. The value is -240 if the Curre nt
AccessTechnologyisnot UMTSorthere is no network connec tion.

This displays the Tracking Area Code (TAC), which isused to identify the country ofa mobile
subscrber.

The physicalcellID of the connected EEUIRAN cell, isasspecified in 3GPP-TS.36.101.

Thisparameteris for LIEonly. The value is‘0’ (zero) or‘N/A’ if the Cumrent AccessTechnology is
not ITEorthere isno network connec tion.

IAC

This displays the 2-octetIocation Area Code (IAC), which isused to identify a location area
within a PIMN.

The IAC ofthe connected cellisasdefined in SIBB1 [3GPP-TS.25.331]. The concatenation of
PIMN ID (MCC+MNC) and IAC uniquely id e ntifie s the IAI(Iocation Area ID) [3GPP-TS.23.003].

Thisparameteris forUMTS or GPRS. The value is‘0’ (zero) if the Cummrent AccessTechnologyisnot
UMTSor GPRS. The value is‘N/A’ if there isno network connec tion.

This displays the RAC (Routing Area Code), which isused in mobile network “packet domain

service” (PS) to identify a routing area within a location area.

In a mobile network, it uses IAC (Iocation Area Code) to identify the geographicallocation for
the old 3G voice only service, and use RAC to identify the location of data service like HSDPA or
LIE

The RAC ofthe connected UIRAN cellisasdefined in SIBB1 [3GPP-TS.25.331]. The concatenation
of PIMN ID (MCC+MNC), IAC, and RAC uniquely id e ntifie s the RAI(Routing Area ID) [3GPP-
T5.23.003].

Thisparameteris forUMTSor GPRS. The value is‘0’ (zero) if the Current AccessTechnologyisnot
UMTSor GPRS. The value is‘N/A’ if there isno network connec tion.
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Table 108 System Monitor> Cellular WAN Sta tus (c ontinued)

TABEL DESCRIPIION

BSIC The Base Station Identity Code (BSIC), whichisa code used in GSM to uniquely identify a base
sta tion.

Thisparameteris for GPRSonly. The value is‘0’ (zer) if the Cument Access echnologyisnot
GPRS. The value is ‘N/A’ if there isno network connec tion.

SINR This displays the Signalto Interference plus Noise Ratio (SINR) in dB. Thisisalso a measure ofsignal
quality and used by the UE(User Equipment) to calculate the Channel Quality ndicator(CQJD
thatit reportsto the network. Anegative value meansmore noise than signal

CQlI This displays the Channel Quality ndicator(CQJD. kis an indicatorcamying the information on
how good/bad the communic ation channelquality is.

MCS MCSstandsformodulation coding scheme. The base station selects MCSbased on cument
radio conditions. The higherthe MCSthe more bitscan be transmitted pertime unit.

RI This displays the Rank Indication, one ofthe controlinformation thata UEwilreportto eNodeB
(Evolved Node-B) on eithe r PUC CH (Physic al Uplink Control Channel) o r PUSC H (Physic al Uplink
Shared Channel) based on uplink sc heduling.

PMI This displays the Precoding Ma trix Indic a tor (PMD).

PMIis fortransmission modes4 (closed loop spatialmultiplexing), 5 (multi-user MIMO), and 6
(closed loop spatial multiple xing using a single layer).

PMIdetermineshow cellulardata are encoded forthe antennasto improve downlinkrate.
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C HAPTER 26
Syste m

26.1 System Overview

Use thisscreen to name yourZyxelDevice (Host) and give itan associated domain name for
identific ation purposes.

26.2 System

Click Maintenance > System to open the follbwing screen. Assign a unique name to the ZyxelDevice so
itcanbe easiyrecognized on yournetwork. You can use up to 30 characters, including spaces.
Figure 185 Maintenance > System
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The folowing table describesthe labelsin thisscreen.

Table 109 Maintenance > System

IABEL DESCRIPIION

Ho st Name Tpe a host name foryourZyxelDevice. Entera descriptive name ofup to 16 alphanumeric
characters, notincluding spaces, underscores, and dashes.

Domain Name Type a domain name foryourhost ZyxelDevice.
Cancel ClickCancelto abandon this screen without saving.
Apply Click Apply to save yourchanges.
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C HAPTER 27
UserAccount

27.1 UserAccount Overview

In the UserAccountscreen, you can view the settingsofthe “admin” and otheruseraccountsthatyou
use to log into the ZyxelDevice to manage it.

27.2 UserAccount

Click Maintenance > UserAccountto open the following screen. Use thisscreen to create ormanage
useraccounts and theirprivilegeson the Zyxel Device.

Figure 186 Maintenance > UserAccount
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The following table descrbesthe labelsin thisscreen.

Table 110 Maintenance > UserAccount

TABEL DESCRIPIION

Add New Click thisbutton to add a new useraccount (up to 4 Administratoraccounts and 4 User
Account accounts).

# This is the index number.

Active Thisindicates whetherthe useraccountisactive ornot.

The checkboxisselected when the useraccountisenabled.tiscleared when itisdisabled.

UserName This displays the name ofthe accountused to log into the ZyxelDevice Web Configurator.

Re try Time s This displays the numberoftimesconsecutive wrong passwordscanbe entered forthisaccount.
0O meansthere isno limit.
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Table 110 Maintenance > User Account (continued)

TABEL

DESCRIPIION

Idle Tmeout

This displays the length of inactive time before the ZyxelDevice wilautomatically log the user
outofthe Web Configurator.

IockPeriod

This field displays the length of time a usermust wait before attempting to log in again aftera
numberofconsecutive wrong passwordshave been entered asdefined in Retry Times.

Group

This field displays whe therthis userhas AdministratororUserprivieges.

Mo dify

Clic k the Editicon to configure the entry.

Clic k the Delete icon to remove the entry.

Cancel

ClickCancelto restore yourpreviously saved settings.

Apply

Click Apply to save yourchanges.

27.2.1 UserAccount Add/Edit

Add orchange the name ofthe useraccount, setthe security password and the retry time s, and
whetherthisuserwilhave AdministratororUserprivieges. Click Add New Accountorthe Editicon ofan
existing accountin the Maintenance > UserAccountto open the following screen.

Figure 187 Maintenance > UserAccount > Add/Edit
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The following table descrbesthe labelsin thisscreen.

Table 111 Maintenance > UserAccount > Add/Edit

IABEL

DESCRIPIION

Active

Clickto enable (switch tumsblue) ordisable (switch tums gray) to activate ordeactivate the
useraccount.

User Name

Entera new name forthe account(up to 15characters). Specialcharactersare allowed except
the following:double quote (") backquote (") apostrophe orsingle quote (') lessthan (<) greater
than (>) caretorcicumflexaccent(®) dollarsign ($) verticalbar(|) ampersand (&) semicolon

G)

Password

Type yournew system password (up to 256 characters). Note thatasyou type a password, the
screen displaysa (*) foreach characteryou type. Afteryou change the password, use the new
password to accessthe ZyxelDevice.
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Table 111 Maintenance > UserAccount> Add/Edit (continued)

TABEL DESCRIPIION
Verify Password | Type the new password again forc onfirmation.
Retry Time s Enterthe numberoftimesconsecutive wrong passwordscan be entered forthisaccount. 0
meansthere isno limit.
Idle Timeout Enterthe length ofinactive time before the ZyxelDevice wilautomatically log the useroutofthe
Web Configurator.
IockPeriod Enterthe length oftime a usermust waitbefore attempting to log in again aftera numberof
consecutive wrong passwordshave been entered asdefined in Retry Tmes.
Group Specify whetherthis userwilhave AdministratororUserprvile ges.
The Administratorprivileges are the following:
® Quick Start setup.
¢ 'The following screensare visible forsetup:
Broadband, Wireless, Home Networking, Routing, NAT, DNS, Firewall, MAC FHilter, Cettificates,
Voice, Iog, Traffic Status, ARP Table, Routing Table, Cellular WAN Sta tus, System, User
Account, Remote Management, TR-069 Client, ime, Email Notification, Iog Se tting, Firmware
Upgrade, Backup/Restore, Reboot, Diagnostic.
The Userprivieges are the following:
e 'The following screensare visible forsetup:
Iog, Taffic Status, ARPTable, Routing Table, Cellular WAN Sta tus, User Ac count, Remo te
Management, Time, Email Notification, Iog Setting, Fiimware Upgrade, Backup/Restore,
Reboot, Diagnostic.
Cancel ClickCancelto restore yourpreviously saved settings.
OK Click OKto save yourchanges.
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28.1 Overview

C HAPTER 28
Remote Management

Remote managementcontmolsthrough which interface(s), which web servic e s (suc h as HTIP, HTIPS, FIP,
Telnet, SSHand Ping) can accessthe ZyxelDevice.

Note: The ZyxelDevice ismanaged using the Web Configurator.

28.2 MGMTServices

Note: The MGMTServices screen wilbe hidden if you enable the IP Passthrough func tion in
Network Setting > Broadband > Cellular IP Passthrough sc reen.

Use thisscreen to configure the interfacesthrough which servicescan accessthe ZyxelDevice. Click

Maintenance > Remote Managementto open the folowing screen.

Figure 188 Maintenance > Remote Management
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Chapter28 Remote Management

The following table descrbesthe fieldsin thisscreen.

Table 112 Maintenance > Remote Management

TABEL DESCRIPIION

WAN Interface Select Any_WAN to have the ZyxelDevice automatically activate the emote management

used forservices | service when any WAN connection isup.
Select Multi WAN and then selectone ormore WAN connectionsto have the ZyxelDevice
activate the remote managementservice when the selected WAN connectionsare up.

Cellular WAN Enable the LIEWAN connection configured in Network Setting > Broadband > Cellular WAN to
accessthe service on the ZyxelDevice.

ETHWAN Enable the ILIEWAN connection configured in Network Setting > Broadband > Cellular WAN to
accessthe service on the ZyxelDevice.

Se rvic e This is the service you may use to accessthe ZyxelDevice.

TIAN/WIAN Selectthe Enable checkboxforthe comesponding servicesthatyouwantto allow accessto the
ZyxelDevice from the TAN/WIAN.

WAN Selectthe Enable checkboxforthe comesponding servicesthatyouwantto allow accessto the
ZyxelDevice from all WAN connec tions.

Trust Domain Selectthe Enable checkboxforthe comesponding servicesthatyouwantto allow accessto the
ZyxelDevice from the trusted host IPaddress.

Port You may change the serverport numberfora service f needed, howeveryou must use the
same portnumberin orderto use thatservice forremote management.

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Cancel ClickCancelto restore yourpreviously saved settings.

28.3 MGMTServices forIP Passthrough

Configure which interfacesyou can use to accessthe Zyxel Device in IP Passthrough mode (bridge

mode) fora given service. You can also specify the service port numbers computers must use to
connectto the ZyxelDevice. IP Passthrough allows Intemet traffic to go to a IAN computerbehind the
ZyxelDevice without going through NAT Make sure to enable IP Passthrough in Ne twork Se tting >
Broadband > Cellular IP Passthrough. See Section 6.10 on page 98 fordetails.

Click Maintenance > Remote Management> MGMTServices for IP Passthrough to open the following

screen.
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Figure 189 Maintenance > Remote Management > MGMTServices forIP Passthrough
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The following table descrbesthe fieldsin thisscreen.

Table 113 Maintenance > Remote Management> MGMTSerices forIP Passthrough

TABEL DESCRIPTION

Servic e This is the service you may use to accessthe ZyxelDevice.

WAN Selectthe Enable checkboxforthe comesponding servicesthatyouwantto allow accessto the
ZyxelDevice from all WAN connec tions.

Trust Domain Selectthe Enable checkboxforthe comesponding servicesthatyou wantto allow accessto the
ZyxelDevice from the trusted host IPaddress.

Port You may change the serverport numberfora service f needed, howeveryou must use the
same portnumberin orderto use thatservice forremote management.

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Cancel ClickCancelto restore yourpreviously saved settings.

28.4 Tust Domain

Use thisscreen to view a listof public IPaddresseswhich are allowed to accessthe ZyxelDevice through
the servicesconfigured in the Maintenance > Remote Management> MGMTServices screen. Click
Maintenance > Remote Management > Trust Domain to open the following screen.

Note: Enterthe IPaddressofthe management station permmitted to accessthe local
managementservices. Fspecific servicesfrom the trusted hostsare allowed accessbut
the trust domain listisempty, allpublic IPaddressescan accessthe Zyxel Device from
the WAN using the specified services.

Figure 190 Maintenance > Remote Management > Trust Domain
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The following table descrbesthe fieldsin thisscreen.

Table 114 Maintenance > Remote Management > Trust Domain

IABEL

DESCRIPIION

Add Tust
Domain

Click thisto add a trusted host IPaddress.

IP Address

This field shows a trusted host IPaddress.

Delete

Click the Delete icon to remove the trusted host IPaddress.

28.5 Add Bust Domain

Use thisscreen to add a public IPaddressesora complete domain name ofa device whichisalowed
to accessthe ZyxelDevice. Clickthe Add Trust Domain button in the Maintenance > Remote
Management> Trust Domain screen to open the following screen.

Figure 191 Maintenance > Remote Management > Trust Domain > Add Trust Domain
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The folowing table descrbes the fieldsin this screen.

Table 115 Maintenance > Remote Management > Trust Domain > Add Trust Domain

IABEL

DESCRIPIION

IP Address

Entera public IPv4/IPv6 IP address which isallowed to accessthe service on the ZyxelDevice
from the WAN.

OK

Click OKto save yourchangesbackto the ZyxelDevice.

Cancel

ClickCancelto restore yourpreviously saved settings.

28.6 Trust Domain for IP Passthrough

Use thisscreen to view a listof public IPaddresses/complete domain nameswhich are alowed to
accessthe ZyxelDevice in IP Passthrough mode (bridge mode). IP Passthrough allo ws Inte me t traffic to
go to a IJAN computerbehind the ZyxelDevice without going through NAT Make sure to enable IP
Passthrough in Network Setting > Broadband > Cellular IP Passthrough. See Section 6.10 on page 98 for

details.

Click Maintenance > Remote Management > Trust Domain for IP Passthrough to open the following

screen.
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Figure 192 Maintenance > Remote Management > Trust Domain forIP Passthrough
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The following table descrbesthe fieldsin thisscreen.

Table 116 Maintenance > Remote Management > Trust Domain forIP Passthrough

IABEL DESCRIPIION

Add Tust Domain Click thisto add a trusted hostIPaddress.

IP Address This field shows a trusted host IPaddress.

Delete Click the Delete icon to remove the trusted host IPaddress.

28.7 Add Bust Domain

Use thisscreen to add a public IPaddressora complete domain name ofa device whichisallowed to
accessthe ZyxelDevice. Clickthe Add Trust Domain button in the Maintenance > Remote Management

> Trust Domain for IP Passthrough screen to open the following screen.
Figure 198 Maintenance > Remote Management > Trust Domain forIP Passthrough > Add Trust Domain

Add Trust Domain

The following table descrbesthe fieldsin thisscreen.

Table 117 Maintenance > Remote Management > Trust Domain forIP Passthrough > Add Trust Domain

TABEL DESCRIPIION

IP Address Entera public IPv4/IPv6 IPaddress whichisalowed to accessthe service on the Zyxel
Device from the WAN.

Cancel Click Cancelto restore yourpreviously saved settings.

OK Click OKto save yourchangesbackto the ZyxelDevice.
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29.1 Overview

CHAPTER 29
TR-069 Chent

Thischapterexplains how to configure the ZyxelDevice’s TR-069 auto -c o nfigura tion se tting s.

29.2 TR-069 Client

TR-069 isa protocolthat defineshow yourZyxelDevice canbe managed via a managementserver.
Youcanuse a managementserverto remotely set up the ZyxelDevice, mo dify settings, pe rform
fimware upgradesaswellasmonitorand diagnose the ZyxelDevice.

Click Maintenance > TR-069 Client to open the following screen.

Figure 194 Maintenance > TR-069 Client
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Chapter29 TR-069 Clie nt

The following table descrbesthe fieldsin thisscreen.

Table 118 Maintenance > TR-069 Clie nt

IABEL

DESCRIPIION

CWMP Ac tive

CPEWAN Management Protocol(CWMP) enablesthe ZyxelDevice to be remotely configured
via a WAN link. Communication between the ZyxelDevice and the managementseweris
conducted via SOAP/HTIP(S) in the form ofremote procedure cals (RPC).

Clickto enable (switch tumsblue) to allow the ZyxelDevice to be managed by a management
server. Otherwise, clickto disable (switc h tums gray) to disallow the ZyxelDevice to be managed
by a managementserer.

Inform

Clickto enable (switc h tums blue) the ZyxelDevice to send periodic inform via TR-069 on the
WAN. Otherwise, click to disable (switc h tums gray).

Inform Interval

Enterthe time interval (in seconds) at whic h the ZyxelDevice sends information to the auto-
configuration server.

IPProtocol Selectthe type of IPprotocolto allow TR-069 to operate on.

ACSURL Enterthe URLorIPaddressofthe auto-configuration server.

ACSUserName | Enterthe TR-069 username forauthentic ation with the auto-c onfiguration server.
ACSPassword Enterthe TR-069 password forauthentic ation with the auto-c onfiguration server.
WAN Interface Selecta WAN interface through whic h the TR-069 traffic passes.

used by TR-069
client

Fyouselect Any_WAN, the ZyxelDevice automatic ally passesthe TR-069 traffic when any WAN
connectionisup.

FyouselectMulti WAN, you also need to selecttwo ormore pre-configured WAN inte ffac e s. The
ZyxelDevice automatic ally passesthe TR-069 traffic when one ofthe selected WAN connec tions
isup.

Cellular WAN

The ZyxelDevice automatic ally passesthe TR-069 traffic when cellular WAN connection isup.

Display SOAP
messageson
serialconsole

Clickto enable (switch tumsblue) the dumping ofall SOAP messages during the ACSserver

communic ation with the CPE.

Connection
Request
Authentic ation

Selectthisoption to enable authentication when there isa connection request from the ACS.

Connection
Request User
Name

Enterthe connection request username.

When the ACSmakesa connection request to the ZyxelDevice, thisusername isused to
authentic ate the ACS.

Connection
Request
Password

Enterthe connection request password.

When the ACSmakesa connection requestto the ZyxelDevice, thispassword isused to
authentic ate the ACS.

Connection

This sho ws the ¢ onnec tion re que st URL

Re que st URL
The ACScan use this URLto make a connection request to the ZyxelDevice.
Valdate ACS Clickto enable (switc h tums blue) the validation ofa localcertificate used by TR-069 c lie nt.
Certific ate
Iocalcertificate | Youcanchoose a localcertificate used by TR-069 c lient. The localcertificate should be
used by TR-069 imported in the Security > Certificates > Iocal Certificates screen.
client
Apply Click Apply to save yourchanges.
Cancel Click Cancelto restore the screen’slast saved settings.

LIESeries Users Guide

262




C HAPTER 30
Time Settings

30.1 Time Settings Overview

Thischaptershows you how to configure system related settings, such as system time, password, name,
the domain name and the inac tivity time out interval

30.2 Time

Use thisscreen to configure the ZyxelDevice’stime based onyourlocaltime zone. Youcan entera time

serveraddress, selectthe time zone where the ZyxelDevice isphysicallylocated, and c onfigure Daylight
Savings settingsifneeded.

T change yourZyxelDevice’stime and date, click Maintenance > Tme. The screen appearsasshown.
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Figure 195 Maintenance > Time
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The folowing table descrbes the fields in this screen.

Table 119 Maintenance > Time

TABEL DESCRIPIION
Curmrent Date/Time
Current Time This displays the time ofyourZyxelDevice.

Each time youreload this screen, the Zyxel Device sync hronize s the time with the time server.

Current Date This displays the date of yourZyxelDevice.

Each time youreload this screen, the ZyxelDevice sync hronizes the date with the time server.

Tme and Date Setup

Tme Protocol This displays the time protocolused by yourZyxelDevice.
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Table 119 Maintenance > Time (continued)

TABEL

DESCRIPIION

First ~ Fifth Tme
ServerAddress

Selectan NTP time serverfrom the drop-down list box.

Otherwise, select Otherand enterthe IPaddress or URL(up to 29 extended ASCIcharacters
in length) of yourtime server.

Select None if you don’t want to configure the time server.

Check with your ISP/ network admimistratorif you are unsure of this informa tion.

Tme Zone

Tme zone

Choose the time zone of yourlocation. This will set the time difference between yourtime
zone and Greenwich Mean Time (GMT).

Daylight Saving s

Daylight Saving Time isa period from late spring to eady falwhen many c ountries set their
clocksahead ofnormallocaltime by one hourto give more daytime light in the evening.

Active

Click this switch to enable ordisable Daylight Saving Tme. When the switc h tums blue <78,
the functionisenabled. Otherwise, it's not.

Sta it Rule

Configure the day and time when Daylight Saving Time startsif you enabled Daylight Saving.
Youcanselecta specific date in a particularmonth ora specific dayofa specific weekina
particularmonth. The Time field usesthe 24 hourformat. Here are a couple ofexamples:

Daylight Saving Time starts in mo st partsofthe United Stateson the second Sunday of March.
Each time zone in the United States starts using Daylight Saving Time at2 A.M. localtime. So in
the United States, setthe day to Second, Sunday, the month to March and the time to 2 in the
Hourfield.

Daylight Saving Time starts in the European Union on the last Sunday of March. Allofthe time
zones in the European Union start using Daylight Saving Time atthe same moment (1 A.M.
GMTorUIC). So in the European Union you would setthe day to Last, Sunday and the month
to March. The time you selectin the o'clock field dependson yourtime zone. h Gemany for
instance, you would select2 in the Hourfield because Gemmany's time zone isone hour
ahead of GMTorUIC (GMT+1).

End Rule

Configure the day and time when Daylight Saving Time endsif you enabled Daylight Saving.
Youcanselecta specific date in a particularmonth ora specific dayofa specific weekina
particularmonth. The Time field uses the 24 hourformat. Here are a couple ofexamples:

Daylight Saving Time endsin the United Stateson the first Sunday of November. Each time
zone i the Unite d States stopsusing Daylight Saving Time at2 A.M. localtime. So in the United
Statesyou would setthe day to Fiust, Sunday, the month to Novemberand the time to 2 in the
Hourfield.

Daylight Saving Time endsin the European Union on the last Sunday ofOctober. Allofthe
time zonesin the European Union stop using Daylight Saving Time atthe same moment (1
AM. GMTorUIC). So in the European Union you would set the day to Last, Sunday, and the
month to October. The time you selectin the o'clock field dependson yourtime zone. In
Gemany forinstance, you would select 2 in the Hourfield because Germany's time zone is
one hourahead of GMTorUIC (GMT¥1).

Cancel

Click Cancelto exit this screen without saving.

Apply

Click Apply to save yourchanges.
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C HAPTER 31
E-mail Notification

31.1 EEmail Notification Overview

A mailserverisan application ora computerthatcanreceive, forward and delivere-mailmessages.

T have the ZyxelDevice send reports, logsornotifications via e-mail you must specify an e-mailserver
and the e-mailaddressesofthe senderand receiver.

31.2 EEmail Notification

Use thisscreen to view, remove and add e-mailaccountinformation on the ZyxelDevice. Thisaccount
canbe setto send e-mailnotificationsforlogs.

Click Maintenance > Email Notification to open the Email Notification screen.
Note: The default port numberofthe mailserveris 25.

Figure 196 Maintenance > E-mail No tific a tion
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The following table descrbesthe labelsin thisscreen.

Table 120 Maintenance > Email Notification

IABEL DESCRIPIION

Add New e-mail | Click thisbutton to create a new entry (up to 32 canbe created).
Mail Server This displays the servername orthe IPaddressofthe mailserver.
Address

Username This displays the username ofthe sendersmailaccount.

Port This field displaysthe port numberofthe mailserver.

Se ¢ urity This field displaysthe protocolused forencryption.
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Table 120 Maintenance > E-mail No tific ation (c ontinued)

TABEL DESCRIPIION

EmailAddress This field displaysthe e-mailaddressthat you wantto be in the from/senderline ofthe e-mail
that the ZyxelDevice sends.

Remove Clic k thisbutton to delete the selected entry(ies).

31.2.1 E-mail Noftification Edit

Click the Add button in the Email Notification screen. Use this screen to c onfigure the re quired
information forsending e-mailvia a mailserver.

Figure 197

Email Notification > Add
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The following table descrbesthe labelsin thisscreen.

Table 121 EmaiNotification > Add

TABEL DESCRIPIION
MailServer Enterthe servername orthe IPaddressofthe mailserverforthe e-mailaddress specified in the
Address Accounte-mail Address field.
K this field isleft blank, reports, logsornotifications wilnot be sent via e-mail
Port Enterthe same port numberhere asison the mailserverformail traffic .

Authentic ation

Enterthe username (up to 32 characters). Thisis usually the username ofa mailaccountyou

Usemame specified in the Accountemail Address field.
Authentic ation Enterthe password associated with the username above.
Password

Accounte-mail
Address

Enterthe e-mailaddressthat you wantto be in the from/senderline ofthe e-mailno tific ation
that the ZyxelDevice sends.

Fyou activate SS/TLS authentication, the e-mailaddressmustbe able to be authenticated by
the maiserveraswell

Connection
Se ¢ urity

Select SSLto use Secure Sockets Iayer(SSD) orTansport IayerSecurty (ILS) if you want
encrypted communicationsbetween the mailserverand the ZyxelDevice.

Select STARTIIS to upgrade a plain text connection to a secure connec tion using SSI/TLS.
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Table 121 EmaiNotification > Add (continued)

TABEL DESCRIPIION
Cancel Clic k this button to be gin ¢ o nfiguring this sc reen afre sh.
OK Clic k this button to save yourchangesand retum to the previousscreen.
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C HAPTER 32
Iog Se tting

32.1 Iog Setting Overview

Use thisscreen to configure where the ZyxelDevice sendslogs, and which type oflogsthe ZyxelDevice
records.

32.2 Iog Se tting

You can configure where the ZyxelDevice sendslogsand which type oflogsthe ZyxelDevice recordsin
the Iogs Setting screen.

Fyouhave a serverthatisrunning a syslog service, youcan also save log filesto it by enabling Syslog
Iogging, and then entering the IPaddressofthe serverin the Syslog Serverfield. Select Remote to store
logson the syslog server,orselectIocalFie to store logson the ZyxelDevice. SelectIocal File and
Remote to store logson both the ZyxelDevice and the syslog server. b change yourZyxelDevice’slog
settings, click Maintenance > Iog Setting. The screen appearsasshown.
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Figure 198 Maintenance >Iog Setting
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The following table descrbes the fieldsin this screen.

Table 122 Maintenance > log Setting

TABEL DESCRIPIION

Syslog Se tting s

Syslog Iogging Clic k the switc h (it willtum blue) to enable syslog logging.

Mode Select Remote to have the ZyxelDevice send it to an extemalsyslog server.
SelectIocalFile to have the ZyxelDevice save the log file on the ZyxelDevice itself.
SelectIocalFile and Remote to have the ZyxelDevice save the log file on the ZyxelDevice itself

and send itto an externalsyslog server.

Note: A waming appearsupon selecting Remote orIlocal File and Remote.
Just click OKto continue.
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Table 122 Maintenance > log Setting (c ontinued)

TABEL DESCRIPIION

Syslog Server Enterthe servername orIPaddressofthe syslog serverthat willlog the selected categoresof
logs.

UDP Port Enterthe port numberused by the syslog server.

Emaillog Settings

Emaillog Clic k the switc h (it willtum blue) to allow the sending via e-mailthe system and sec urity logs to
Se tting the e-mailaddressspecified in Send Iog to.
Note: Make sure thatthe Mail Sexver Address field isnotleft blank in the
Maintenance > Email Notifications screen.
MailAccount Selecta serverspecified in Maintenance > E-mail Notifications to send the logsto.

System Iog Mail
Subject

This field allows you to entera descriptive name forthe system log e-mail (forexample Zyxel
System Iog). Up to 127 charactersare allowed forthe System ILog Mail Subjectincluding special
charactersinside the square brackets [1# %()*+,-./:=? @[]\ {}~].

Se ¢ urity Lo g Mail
Subject

This field allows you to entera descriptive name forthe security log e-mail(forexample Zyxel
Security Iog). Up to 127 charactersare alowed forthe Security Iog Mail Subjectinc luding
specialcharactersinside the square brackets [!# %()*+,-./:=? @[1\{}~].

Send Iog to This field allows you to enterthe log’sdesignated e-mailrecipient. The log’sformatis plain text
file sentasan e-mailattachment.

Send Alamm to This field allows you to enterthe alarm’sdesignated e-mailrecipient. The alarm’s formatis plain
text flle sentasan e-mailattachment.

Alarm Interval Selectthe frequency of showing ofthe alamm.

Active Iog

System Iog Selectthe categoriesof System Iogsthatyou wantto record.

Security Iog Selectthe categoriesof Security Iogsthatyou wantto record.

Apply Click Apply to save yourchanges.

Cancel ClickCancelto restore yourpreviously saved settings.
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CHAPTIER 33
Fimware Upgrade

33.1 Overview

Thischapterexplainshow to upload new fimware to yourZyxelDevice. Youcan download new
fimware releases from yournearest Zyxel FIP site (orwww.zyxelcom) to use to upgrade yourZyxel
Device’sperformance.

Only use fimware foryourZyxel Device’s specific model Referto the
labelon the bottom of yourZyxel Device.

33.2 Fnmware Upgrade

Thisscreen letsyou upload new fimware to yourZyxelDevice. Download the latest fimware file from
the Zyxelwebsite and upload it to yourZyxel Devic e using this screen. The upload processuses HIIP
(Hypertext TransferProtocol) and may take up to three minutes. Aftera successfulupload, the Zyxel
Device wilreboot.

Click Maintenance > Fiomware Upgrade to open the folowing screen.

Do NOTtum off the Zyxel Device while fimware upload is in progress!

Figure 199 Maintenance > Fi)mware Upgrade
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Chapter33 Fimware Upgrade

The following table descrbesthe labelsin thisscreen.

Table 123 Maintenance > Fomware Upgrade

TABEL DESCRIPTION
Upgrade Use these fieldsto upload fiimware to the ZyxelDevice.
Fimware

Restore Default

Clickto enable thisoption thatrestoresthe factory-default to the ZyxelDevice afterupgrading

Se tting s After the fimware.

Fimware

Upgrade Note: Make sure to backup the ZyxelDevice’s c onfiguration se tting s first in c ase the
restore to factory-default processisnot successful Referto Section 34.2 on
page 274.

Curent Fimware | Thisisthe present fimware version.

Ve rsion

File Path Type inthe location ofthe file you wantto upload in thisfield orc lic k Choose File/ Browse to find

it.

Choose Hle/ Clic k this to find the .bin file you wantto upload. Rememberthat you mustdecompress

Bro wse compressed (.zip) flesbefore youcan upload them.

Uplbad Click thisto begin the upload process. Thisprocessmay take up to three minutes.

Afteryou see the frmware updating screen, waita few minutes before logging into the ZyxelDevice

again.

The ZyxelDevice automatic ally re starts in this time causing a temporary networkdisconnect. nh some

operating systems, you may see the following icon on yourdesktop.

Figure 200 Network Temporarly Disconnected

Aftertwo minutes,log n again and checkyournew fimware version in the Status screen.

fthe upload wasnotsuccessful, anenorscreen wilappear. ClickOKto go backto the Firmware

Upgrade screen.
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C HAPTER 34
Ba c kup/ Re store

34.1 Backup/Restore Overview

Information related to factory default settings and backup configuration are shown in thisscreen. You
can also use thisto restore previous device configurations.

34.2 Backup/Restore

Click Maintenance > Backup/Restore. hformation related to factory defaults, backup configuration,
and restoring configuration appearsin thisscreen, as shown next.

Figure 201 Maintenance > Backup/Restore
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Chapter34 Backup/Restore

Backup Configuration

Backup Configuration allowsyou to backup (save) the ZyxelDevice’s cument configuration to a file on
yourcomputer. Once yourZyxelDevice isconfigured and functioning propedy, it is highly
recommended that youbackup yourconfiguration file before making configuration changes.

Click Backup to save the ZyxelDevice’s c urrent c onfiguration to yourcomputer.

Restore Configuration

Restore Configuration allowsyou to upload a new orpreviously saved configuration file from your
computerto yourZyxelDevice.

Table 124 Restore Configuration
TABEL DESCRIPIION

File Path Type in the location of the file you wantto upload in thisfield orclick Choose Fie to find it.

Choose Hle Clic k this to find the file you want to upload. Rememberthat you must decompress
compressed (.ZIP) flesbefore youcan upload them.

Uplbad Click thisto begin the upload process.

Reset Click this to reset yourZyxelDevice settingsbackto the factory default.

Do not tum off the Zyxel Device while configuration file upload is in
progress.

Afterthe ZyxelDevice configuration hasbeen restored suc cessfully, the login screen appears. login
again to restart the ZyxelDevice.

The ZyxelDevice automatic ally re starts in this time causing a temporary networkdisconnect. In some
operating systems, you may see the following icon on yourdesktop.

Figure 202 Network Temporarly Disconnected

Fyourestore the default configuration, you mayneed to change the IPaddressofyourcomputerto be
in the same subnetasthatofthe default ZyxelDevice IPaddress (192.168.1.1).

K the upload wasnotsuccessful, anemorscreen wilappear. CickOKto go backto the Configuration
screen.

34.3 Reboot

System Rebootallowsyou to rebootthe ZyxelDevice remotely without tuming the poweroff. You may
need to do thisif the ZyxelDevice hangs, forexample. Thisdoesnotaffectthe ZyxelDevice's
configuration.

Click Maintenance > Reboot. Click Rebootto have the ZyxelDevice reboot.
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Figure 203 Maintenance > Reboot
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C HAPTER 35
Dia g no stic

35.1 Diagnostic Overview

The Diagnostic screensdisplay information to help you identify proble ms with the ZyxelDevice.

35.2 Ping/TraceRoute/ Nslookup Test

Use thisscreen to ping, tracemute, ornslookup fortroubleshooting. Ping and tracemute are used to test
whethera particularhostisreachable. Afterentering an IPaddressand clicking one of the buttons to
start a test, the results wilbe shown in the Ping/Traceroute Test area. Use nslookup to find the IPaddress

fora hostname and vice versa. Clic kMaintenance > Diagnostic to o pen the Ping/ Trac e Route/ Nslookup
screen shown ne xt.

Figure 204 Maintenance > Diagnostic > Ping/Trace Route/Nslo o kup
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The following table descrbes the fieldsin this screen.

Table 125 Maintenance > Diagno stic

IABEL

DESCRIPIION

Ping/
Trac eRoute
Test

The re sult of te sts is shown here in the info area.

TCP/1P
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Table 125 Maintenance > Diagnostic (continued)

TABEL DESCRIPIION

Address Entereitheran IPaddressora hostname to start a test.

Ping Clic k this button to perform a ping test on the IPv4 addressorhostname in orderto testa
connection. The ping statistic s will show in the info area.

Ping 6 Clic k thisbutton to perform a ping test on the IPv6 addressorhostname in orderto testa
connection. The ping statistic s will show in the info area.

Trace Route Clic k thisbutton to perform the IPv4 trace route func tion. Thisdeterminesthe path a packettakes
to the specified host.

Tace Route 6 | Clickthisbutton to perform the IPv6 trace route func tion. Thisdeterminesthe path a packettakes
to the specified ho st.

Nslo o kup Clic k this button to perform a DNSlookup on the IPaddressorhost name.

Speed Test
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C HAPTER 36
Trouble shooting

36.1 Overview

Thischapterofferssome suggestionsto solve proble msyou mightencounter. The potentialproblemsare
divided into the following categories.

Powerand Hardware Connec tions
ZyxelDevice Accessand login
Intemet Access

USB Device Connec tion

UPnP

SIM Card

CellularSignal

36.2 Powerand Hardware Connections

The ZyxelDevice doesnottum on.

ForIIE3301-PIUS/ LIFE5388-M804 / L'IFE5398-M904 / I'IE3316-M604

1 Make sure you are using the poweradapterincluded with the ZyxelDevice.

2 Make sure the poweradapterisconnected to the ZyxelDevice and plugged in to an app prate
powersource. Make sure the powersource is tumed on.

3 Disconnectand re-connectthe poweradapterto the ZyxelDevice.

4 Make sure you've pressed the POWERbutton to tum on the ZyxelDevice.

5 Ithe problem continues, contactthe vendor.

ForIlE7240-M403/I'IE7461-M602/ I'IE7480-S905

1 Make sure you are using the PoEinjectorand cable (PoweroverEthemet, PoE) included with the Zyxel
Device.
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2 Make sure the PoEisconnected to the ZyxelDevice and plugged into an appropriate powersource.
Make sure the powersource istumed on.

3 Tum the ZyxelDevice offand on.

4 Ithe problem continues, contactthe vendor.

36.3 ZyxelDevice Access and Ilogin

Iforgotthe IPaddressforthe ZyxelDevice.

1 'The defaultIPaddressis 192.168.1.1.

2 TIyouchanged the Paddressand have forgotten it, you might getthe IPaddressofthe ZyxelDevice by
looking up the IPaddressofthe default gateway foryourcomputer. T do thisin most Windo ws
computers, click Start > Run, entercmd, and then enteripconfig. The IPaddressofthe Default Gateway
mightbe the IPaddressofthe ZyxelDevice (it dependson the network), so enterthisIPaddressin your
Intemetbrowser.

3 Ithisdoesnotwork, youhave to resetthe ZyxelDevice to itsfactory defaults. Referto Section 34.2 on
page 274.

Iforgotthe password.

1 See the ZyxelDevice labelforthe default admin password.

2 TIyouchanged the password,and can’trememberthe password, you have to resetthe ZyxelDevice to
itsfactory defaults. Referto Section 34.2 on page 274.

Icannotsee oraccessthe Iogin screen in the Web Configurator.

1 Make sure you are using the comectIPaddress.
* The defaultIPaddressis 192.168.1.1.
e fyouchanged the IPaddress(Section 8.2 on page 134), use the new IPaddress.
e fyouchanged the IPaddressand have forgotten it, see the troubleshooting suggestionsforl
forgotthe IPaddressforthe ZyxelDevice.

2 Checkthe hardware connections, see the Quick Start Guide.

3 DMake sure yourlntemetbrowserdoesnotblockpop-up windowsand hasJavaScriptand Java
enabled.
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4 Resetthe ZyxelDevice to itsfactory default, and try to accessthe Zyxel Device with the default IP
address. Referto Section 34.2 on page 274.

5 Ithe problem continues, contactthe networkadministratororvendor, ortry the advanced sugge stion.
Advanced Suggestion
* Tiyto accessthe ZyxelDevice using anotherservice, such asTelnet. Fyoucan accessthe Zyxel

Device, checkthe remote managementsettingsand frewallrules to find out why the ZyxelDevice
doesnotrespond to HITP.

Ican see the Ioginscreen, but Icannotlog in to the ZyxelDevice.

1 Make sure you have entered the username and password conectly. The default username isadmin.
These fieldsare case-sensitive, so make sure [CapsIock]isnoton.

2 Youcannotlog in to the Web Configuratorwhile someone isusing Telnet to accessthe ZyxelDevice.
Iog outofthe ZyxelDevice in the othersession, orask the person who islogged in to log out.

3 Tum the ZyxelDevice offand on.

4 IKthisdoesnotwork, youhave to resetthe ZyxelDevice to itsfactory default. See Section 34.2 on page
274.

Icannotuse FIP, elnet, SSHorPing to accessthe ZyxelDevice.

See the Remote Management Chapter28 on page 256 fordetaison allowing web services (such as
HTIP, HTTPS, FIP, Te Inet, SSHand Ping) to accessthe ZyxelDevice.

Checkthe serverPortnumberfield forthe web service in the Maintenance > Remote Management
screen. You must use the same portnumberin orderto use that web service forremote management.

36.4 IntemetAccess

Icannotaccessthe Intemet.

1 Checkthe hardware connections and make sure the IEDsare behaving asexpected. See the Quick
Start Guide and Section 1.5.1 on page 25.

2 Checkthe SIM card. Maybe it has wrong settings (referto Section 6.6 on page 92), the account has
expired,itbecame loose (remove and reinsertit - referto the Quick Start Guide) orit's missing (stolen).
See Section 36.7 on page 284 forpossible SIMcard problems.
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3 Make sure youentered yourlSPaccountinformation comectly. These fields are c ase-sensitive, so make
sure [Capslock]isnoton.

4 ForILIE3301-PIUS/ LTE5388-M804 / L'IE5398-M904 / I'IE3316-M604 make sure you converted the fistor
fourth IAN portto a WAN port. Clic k Enable in Network Setting > Boadband > Ethemet WAN screen.
Make sure you have the Ethemet WAN portconnected to a modem ormwuter.

5 Ithe problem continues, contact yourISP.

Icannotaccessthe ntemetanymore.Thad accessto the Intemet (with the ZyxelDevice), but my
Intemetconnectionisnotavaiable anymore.

1 Checkthe hardware connections (referto the Quick Start Guide).
2 Tum the ZyxelDevice off and on.

3 IKthe problem continues, contact yourISP.

The Intemet connection is slow orinte mitte nt.

1 'There mightbe a lotoftraffic on the network. Kthe ZyxelDevice issending orreceiving a lotof
mformation, try closing some programsthatuse the Intemet, especially peerto-peerapplic ations.

2 Checkthe signalstrength. Iookatthe IEDs, and checkthe IED section formore information. If the signal
strength islow, try mo ving the ZyxelDevice closerto the ISPsbase stationif possble, and lookarund to
see if there are any devicesthat might be interfering with the wirele ssnetwork (forexample,
microwaves, otherwirele ss networks, and so on).

3 Forthe ITE3301-PIUS/ I'TE5388-M804 / I'TE5398-M904 / I'IE3316-M604, connecttwo extemalantennas to
improve the wirele ss WAN signal strength. Point the antennasto the base stations dire c tions if you know
where they are, ortry pointing the antennasin different direc tions and check which provide s the
strongest signalto the ZyxelDevice. See the Introduction chapterformore informa tion.

4 Tum the ZyxelDevice off and on.

5 TIthe problem continues, contactthe networkadministratororvendor, ortry the advanced suggestion
(referto Icannotsee oraccessthe Iogin screen in the Web Configuratorin thischapter).

Note: Since yourZyxelDevice isan outdoortype, inclement weatherlke rain and hot weathermay
affect LIEsignals.
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36.5 USBDevice Connection

The ZyxelDevice faisto detect my USBdevice.

1 Disconnectthe USBdevice.
2 Rebootthe ZyxelDevice.

3 IKyouare connecting a USBhard drive thatcomeswith an extemalpowersupply, make sure it is
connected to an appropriate powersource thatison.

4 Re-connectyourUSBdevice to the ZyxelDevice.

36.6 UPnP

When using UPnP and the ZyxelDevice reboots, my computercannotdetect UPnP and refresh
My Network Places > Iocal Netwoxk.

1 Make sure that UPnPisenabled in yourcomputer. ForWindows 7, see Section 8.6 on page 142. For
Windows 10, see Section 8.7 on page 145.

2 Make sure that UPnPisenabled in the Netwonk Settings > Home Networking > UPnPscreen. See Section
8.4onpage 140 fordetails.

3 Disconnectthe Ethemetcable from the ZyxelDevice’s Ethemet portorfrom yourcomputer.

4 Re-connectthe Fthemetcable.

The IncalArea Connectionicon forUPnP disappearsin the screen.

Restart yourcomputer.

Icannotopen specialapplicationssuch aswhite board, file transferand video when Iuse the
MSN Messenger.

1 Waitmore than three minutes.

2 Restartthe applications.
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36.7 SIM Cad

The SIM card cannotbe detected.

1 Disconnectthe ZyxelDevice from the powersupply.

2 Remove the SMcard from itsslot.

3 Cleanthe SIMcard slotofanyloose debrisusing compressed air.

4 Cleanthe gold connectorson the SIM card with a clean lint-free cloth.

5 Insertthe SIM card into itsslot and connectthe ZyxelDevice to the powersupply to restart it.

Igetan Invalid SIM card alert.

1 Make sure you have an active plan with yo ur ISP.

2 Make sure thatthe ZyxelDevice isin the coverage area ofa cellularnetwork.

36.8 CellularSignal

How should Iposition the ZyxelDevice to geta strong cellularsignal?

1 Find the location of yournearestcellularbase station(s), then install the ZyxelDe vice towards the
direc tion o fthose sites. The nearest site orsite with a direct line-of-sightis usually preferred.

Note:Lkisbestto testtowards more than one cellularsite, asthe nearest site / line-o f-sight is
notalwaysthe best due to the temain, interfference, density of usage, etc. Allof the se
factors influence the stability, availability and throughput o fthe link to the ZyxelDevice.

2 Position the ZyxelDevice towardsa direction where coverage isexpected (example the nearest town).

3 Conducttest measurements using the Web Configurator s System Monitor> Cellular WAN Status screen
to obtain a report ofthe cellularnetwork signalstrength and quality at vario us te st p o sitio ns.

Note:kisbestto rebootthe ZyxelDevice before each test measurementistaken to e nsure
thatitisnotcamping on the previouscellularsite. Thisisbecause the ZyxelDevice can

‘lock onto the previouscellularsite even when the new cellularsite isata much better
signalleveland quality.
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Although installing the ZyxelDevice ashigh aspossible isthe usualrule ofthumb, it issometimes possible

thatthe ZyxelDevice isina weakcoverage spotatthatspecific height. Adjust the heightto achieve the
bestservice possible.

Note: Cellularnetwork signals and quality can fluctuate. A measurementtaken now and a
few momentslatercan differsubstantially even if nothing apparenthaschanged —this

canbe due to many aspects,such asfading, reflections, interfference, capacity due to
high network traffic, etc.

kispossible thatthe networktopology and usage changesovertime, even from one minute to the next
asnetwork utilization increases. Fpoorperformance isexperienced ata laterstage, re-test different
installation locationsagain. kispossible thatthe cument serving cellularsite hasbecome overutilized or

isout-of-service. Asthe networkdesign and topology changes, so willthe experience change, eitherfor
the betterorforthe worse.
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PART 111
Appendices

Appendicescontain generalinformation. Some information may notapply to yourZyxelDevice.
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A PPENDIX A
Customer Support

In the eventofproblemsthatcannotbe solved by using thismanual, you should contactyourvendor. ¥
youcannotcontactyourvendor, then contacta Zyxeloffice forthe region in which you bought the
device.

See hitps://www.zyxelcom /homepage.shtmland also
https: [ lwww.zyxe Lcom Jabo ut_zyxe l/zyxe _worndwide .shtml forthe late st info ma tio n.

Ple ase have the following nformation ready when youcontactan office.

Re quired Information
* Poductmodeland serdalnumber.
e Wamanty Infoma tion.
* Date thatyoureceived yourdevice.

* Briefdescription ofthe problem and the stepsyoutookto solve it.

Comporate Headquarters (Woddwide)

Asia

Tahiwan
e ZyxelCommunic ations Corporation

* https//www.zyxelcom

China

e Zyxel Communic ations (Shanghai) Cop.
Zyxel Communic ations (Befing) Cop.
Zyxel Communic ations (Tanjin) Co1p.

* https://www.zyxelcom/cn/zh/

India
e ZyxelTechnology India Pvt Itd

* https://www.zyxelcom/in/en/

Kazakhstan
e ZyxelKazakhstan
* https//www.zyxe Lkz
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Europe

Korea

o ZyxelKorea Corp.
* http://www.zyxe Lkr

Malaysia
e ZyxelMalaysia Sdn Bhd.

* http://www.zyxelcom.my

Pakistan
e ZyxelPakistan (Pvt.) Itd.
* http://www.zyxelcom.pk

Philippines
e ZyxelPhilippines
* http://www.zyxelcom.ph

Singapore
e ZyxelSingapore Pte Itd.

* http://www.zyxelcom.sg

Taiwan
e ZyxelCommunic ations Corporation

* https//www.zyxelcom/tw/zh/

Thailand
e ZyxelThaiand Co., Itd
* https://www.zyxe lLc om/th/th/

Vietham

* Zyxel Communic ations Corporation-Vietnam Office

* https//www.zyxelcom/vn/vi

Belarus
e Zyxel BY
* https://www.zyxelby

Belg ium
¢ Zyxel Communic ations B.V.

* https://www.zyxelcom/be/nl
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* https://www.zyxelcom/be/fv

Bulgaria
e Zyxel bbArapus

* https//www.zyxelcom/bg/bg/

Czech Republic

e ZyxelCommunications Czech s.r.o

* https://www.zyxelcom/cz/cs/

Denmark

¢ ZyxelCommunications A/S

* https://www.zyxelcom/dk/da/

Estonia

e ZyxelEstonia

* https://www.zyxelcom/ee/et/

Finland

¢ Zyxel Communic ations

* https://www.zyxe lc om/fV i/

France
e ZyxelFrance
* https//www.zyxe Lfr

Gemany
e ZyxelDeutsc hland GmbH
* https://www.zyxelcom/de/de/

Hungary
e ZyxelHungary & SEE
* https://www.zyxe lc om/hu/hu/

Haly

¢ ZyxelCommunic ations kaly

e https://www.zyxelcom/it/it/

Latvia
e Zyxellatvia
* https://www.zyxelcom/Iv/Iv/
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Lithuania

e Zyxellithuania
* https://www.zyxelcom/It/ It/

Nethedands
e ZyxelBenelux

* https://www.zyxelcom/nl/nl

Norway
e Zyxel Communic ations

* https://www.zyxelcom/no/no/

Poland

¢ Zyxel Communic ations Poland

* https://www.zyxelcom/pVpV

Romania

e Zyxel Romania

* https://www.zyxelcom/ro/10

Russia

e ZyxelRussia

* https://www.zyxelcom/ru/ru/

Slo va kia
¢ ZyxelCommunications Czech s.ro. organizacna zlo zka

* https://www.zyxe Lc o m/ sk/ sk/

Spain
e Zyxel Communic ations ES Itd

* https://www.zyxelcom/es/es/

Sweden
e Zyxel Communic ations

* https://www.zyxelcom/se/sv/

Switze dand

* Studerus AG

* https//www.zyxelch/de
* https://www.zyxe lc h/fr
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Turke y
e ZyxelTurkey A.S.
* https://www.zyxe lc om/tr tr/

UK

e Zyxel Communic ations UKItd.

* https://www.zyxelcom/uk/en/

Ukra ine
e Zyxel Ukraine

* http://www.ua.zyxelcom

South America

Argentina
e ZyxelCommunic ations Cormporation

* https://www.zyxelcom/co/es/

Bra zil

¢ Zyxel Communic a tions Brasil [tda.
e https//www.zyxelcom/bv pt/

Colombia

e ZyxelCommunic ations Corporation

* https//www.zyxelcom/co/es/

Ecuador

e ZyxelCommunic ations Cormporation

* https://www.zyxelcom/co/es/

South Amernica

¢ ZyxelCommunications Coporation

* https://www.zyxelcom/co/es/

Middle East

Israel

e Zyxel Communic ations Corporation

* http://ilzyxelcom/
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Middle East

e ZyxelCommunic ations Cormporation

* https://www.zyxelcom/me/en/

North America

USA

e ZyxelCommunic ations, Inc. - North America Headquarters

* https//www.zyxelcom/us/en/

Oceania

Australia

e ZyxelCommunic ations Corporation

* https://www.zyxelcom/au/en/

Africa

South Africa
* Nology (Pty) Itd.

* https//www.zyxelcom/za/en/
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A PPENDIX B
IPv6

Overview

IPv6 (Intemet Protocolversion 6),isdesigned to enhance IPaddress size and features. The increase in
IPv6 address size to 128 bits (from the 32-bit IPv4 address) allowsup to 3.4 x 1038 IPaddresses.

IPv6 Addressing

The 128-bit IPv6 addressis written as eight 16-bit hexadecimalblocksseparated by colons (:). Thisis an
example IPv6 address 2001:0db8:1a2b:0015:0000:0000:1a2£:0000.

IPv6 addressescanbe abbreviated in two ways:

e [eading zerosina blockcanbe omitted. So 2001:0db8:1a2b:0015:0000:0000:1a2£f:0000canbe
written as 2001 :db8:1a2b:15:0:0:1a2f:0.

e Anynumberofconsecutive blocksofzeroscanbe replaced by a double colon. Adouble coloncan
only appearonce in an IPv6 address. So 2001:0db8:0000:0000:1a2£:0000:0000:0015canbe
written as 2001 :0db8::1a2£:0000:0000:0015,2001:0db8:0000:0000:1a2f::0015,
2001:db8::1a2f:0:0:150r2001:db8:0:0:1a2f::15.

Prefix and Prefix Iength

Similarto an IPv4 subnet mask, IPv6 usesan address prefix to represent the networkaddress. An IPv6
prefix length specifies how many mo st signific ant bits (start from the left) in the addresscompose the
network address. The prefix length is written as “/x” where xisa number. Forexample,

2001:db8:1a2b:15::1a2f:0/32

meansthat the first 32 bits (2001 : db8) is the subnet prefix.

Iink-local Address

Alink-localaddressuniquelyidentifiesa device on the localnetwork (the TAN). kissimiarto a “private IP
address” in IPv4. You can have the same link-localaddress on multiple nterfaceson a device. A link-
localunicastaddresshasa predefined prefix offe80::/10. The link-localunicastaddressformatisas
follows.

Table 126 Link-localUnicast Address Format

11111110 10 0 Interface ID
10 bits 54 bits 64 bits
GlobalAddress

Aglobaladdressuniquelyidentifiesa device on the Intemet. kissimilarto a “public IPaddress” in IPv4. A
globalunicastaddressstarts witha 2 or3.
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Unspecified Address

An unspecified address (0:0:0:0:0:0:0:0 or::) isused asthe source addresswhen a device doesnot have
itsown address. It is similarto “0.0.0.0” in IPv4.

Ioopback Address

Aloopbackaddress (0:0:0:0:0:0:0:1 or::1) allows a hostto send packetsto itself. It is similarto “127.0.0.1”
in IPv4.

Multic ast Address

In IPv6, multicastaddresses provide the same functionality asIPv4 broadcastaddresses. Boadc asting is

notsupported in IPv6. A multicastaddressallowsa hostto send packetsto allhostsin a multicast group.

Multicast scope allows you to determine the size ofthe multicast group. A multicastaddresshasa

predefined prefix of ff00::/8. The following table descrbes some ofthe predefined multicastaddresses.

Table 127 Predefined Multic ast Address

MULIIC A STADDRESS DESCRIPIION
FF01:0:0:0:0:0:0:1 Allhostsona localnode.
FF01:0:0:0:0:0:0:2 Alluterson a localnode.
FF02:0:0:0:0:0:0:1 Allhostson a localconnected link.
FF02:0:0:0:0:0:0:2 Allmuterson a localconnected link
FF05:0:0:0:0:0:0:2 Allrouterson a localsite.
FF05:0:0:0:0:0:1:3 AIDHCPseverson a localsite.

The following table descrbesthe multicastaddresses which are reserved and cannotbe assigned to a

multicast group.

Table 128 Reserved Multicast Address

MULIIC ASTADDRESS

FF00:

0:

0:

0:

0:

0:

0:

0

FFO1l:

FF02:

FFO03:

FFO04:

FFO05:

FFO06:

FFO7:

FFO08:

FFO09:

FFOA:

FFOB:

FFOC:

FFOD:
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Table 128 Reserved Multicast Address (continued)

MULIIC ASTADDRESS

FFOE:0:0:0:0:0:0:0

FFOF:0:0:0:0:0:0:0

Subnet Masking

Interface

EUI- 64

Both an IPv6 address and IPv6 subnet maskcompose of 128-bit binary digits, which are divided into
eight 16-bit bloc ks and written in hexadecimalnotation. Hexadecimalusesfourbitsforeach character
(1~10,A~F.Eachblocks16 bitsare thenrepresented by fourhexadecimalcharacters. Forexample,
FFFF FFFF FFFF: FFFE: FC 00:0000:0000:0000.

ID

In IPv6, an interface IDisa 64-bitidentifier. kidentifies a physicalinterface (forexample, an Ethemet
port) ora vitualinterface (forexample, the managementIPaddressfora VIAN). One interface should
have a unique interface ID.

The EUL64 (Extended Unique Identifier) defined by the IEEE (Institute of Eec tricaland Ee c tronic s
Engineers) isan interface ID formatdesigned to adapt with IPv6. kisderived from the 48-bit (6-byte)
Ethe met MAC addressasshown next. EUF64 inse 1ts the he x digits fffe between the third and fourth bytes
ofthe MAC addressand complementsthe seventh bit ofthe fist byte of the MAC address. See the
following example.

MAC ‘00:13:49:12:34 :56‘

EUL 64 ‘02:13:49:FF:FE D12 ;34 :56‘

Identity Association

An Identity Association (JA)isa collection ofaddresses assigned to a DHCP client, through whic h the
serverand clientcan manage a setofrelated IPaddresses. Each JA mustbe associated with exactly
one interface. The DHCP client use s the IA assigned to an interface to obtain c onfiguration fom a DHCP
serverforthatinterface. Each JA consists of a unique IAID and associated IP information.

The IA type isthe type of addressin the JA. Each JA holdsone type of address. JA_NA means an id e ntity
association fornon-temporary addressesand JA_TA isan identity association fortemporary addresses.
AnJA_NA option containsthe Tl and T2 fields, butan JA_TA option doesnot. The DHCPv6 serveruses Tl
and T2 to controlthe time at whic h the client contac ts with the serverto extend the lifetimes on any
addressesin the JA_NA before the lifetimesexpire. AfterTl, the client sendsthe server(S1) (from which
the addressesin the JA_NA were obtained) a Renew message. Fthe ttme T2 isreached and the server
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doesnotrespond, the clientsendsa Rebind message to any available server(S2). Foran IA_TA, the
client may send a Renew orRebind message atthe client's disc re tion.

T2

|
|
A0 ST 1 ST ___:/
|

T1

DHCPRelay Agent

A DHCPrelay agentison the same networkasthe DHCP clientsand helpsforward messagesbetween
the DHCP serverand clients. When a clientcannotuse itslink-localaddressand a well-kno wn multic ast
addressto locate a DHCPserveron itsnetwork, it then needsa DHCPrelay agentto send a message to
a DHCPserverthatisnotattached to the same network

The DHCPrelay agentcan add the remo te id e ntific ation (remote-ID) option and the mterface-ID option
to the Relay-Forward DHCPv6 messages. The remote-ID option camies a user-defined string, such as the
system name. The nterface-ID option provides slot number, port nformation and the VIAN ID to the
DHCPv6 server. The remote-ID option (if any) is stripped from the Relay-Reply messagesbefore the relay
agent sendsthe packetsto the clients. The DHCP servercopiesthe interface-ID option from the Relay-
Forward message into the Relay-Reply message and sendsitto the relay agent. The interface-ID should
notchange even afterthe relay agent restarts.

Prefix Delegation

ICMPv6

Prefixdelegation enablesan IPv6 mouterto use the IPv6 prefix (networkaddress) received from the ISP (or
a connected uplink router) forits LAN. The ZyxelDevice usesthe received IPv6 prefix (forexample,
2001:db2::/48) to generate its IANIP address. Through sending Router Adve rtise me nts (RAs) regulady by
multic ast, the ZyxelDevice passesthe IPv6 prefix nformation to its LAN ho sts. The hosts then can use the
prefixto generate their IPv6 addresses.

Intemet Control Message ProtocolforIPv6 (ICMPv6 or ICMP forIPv6) isdefined in RFC 4443. ICMPv6 has
a preceding Next Headervalue of 58, which is different from the value used to id e ntify IC MP fo r IPv4.
ICMPv6isan integralpart of IPv6. IPv6 nodesuse ICMPv6 to reportenmorsencountered in packet
processing and perform otherdiagnostic func tions, such as "ping".

NeighborDiscovery Protoc ol (NDP)

The NeighborDiscovery Protocol(NDP)isa protocolused to discoverotherIPv6 devices and track
neighborsreachability n a network. An IPv6 device usesthe following ICMPv6 messages types:

* Neighborsolicitation: A request from a hostto determine a neighborslnk-layeraddress (MAC
address) and detectifthe neighborisstillreachable. A neighborbeing “reachable” meansit
respondsto a neighborsolicitation message (from the host) with a neighboradvertisement message.

* Neighboradvertise ment: A response from a node to announce its link-layeraddress.
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* Routersolicitation: Arequestfrom a hostto locate a routerthatcanactasthe default outerand
forward packets.

* Routeradvertisement: A response to a mutersolicitation ora periodic almultic ast advertise me nt from
a routerto advertise itspresence and otherparameters.

IPv6 Cache

An IPv6 hostisrequired to have a neighborcache, destination cache, prefix list and default ro ute rList.
The ZyxelDevice maintains and updatesits IPv6 caches c onstantly using the information from re sponse
messages. In IPv6, the ZyxelDevice configuresa link-localaddress automatic ally, and then sends a
neighborsolicitation message to checkifthe addressisunique. Fthere isan addressto be resolved or
verified, the ZyxelDevice also sendsouta neighborsolicitation message. When the Zyxel Device
receivesa neighboradvertise mentin response, it store s the neighborslnk-layeraddressin the neighbor
cache. When the ZyxelDevice usesa routersolicitation message to query fora routerand receives a
routeradvertisement message, itaddsthe routersinformation to the neighborcache, prefix list and
destination cache. The ZyxelDevice createsan entry in the default outerlist cache ifthe routercanbe
used asa default outer.

When the ZyxelDevice needsto send a packet, it first c onsults the destination cache to determine the
next hop. fthere isno matc hing entry in the destination cache, the Zyxel Devic e uses the pre fix list to
determine whetherthe destination addressison-linkand can be reached direc tly witho ut passing
through a router. ¥the addressis unlink, the addressisconsidered asthe nexthop. Otherwise, the Zyxel
Device determine s the next-hop from the default muterlist orrouting table. Once the next hop IP
addressisknown, the ZyxelDevice looksinto the neighborcache to getthe link-layeraddressand sends
the packet when the neighborisreachable. Ifthe ZyxelDevice cannot find an entry in the neighbor
cache orthe state forthe neighborisnotreachable, it starts the addressresolution process. Thishelps
reduce the numberofIPv6 solicitation and advertisement messages.

Multic a st Liste ner Discovery

The Multic a st Liste ne r Disc overy (MID) protocol(defined in RFC 2710) isderived from IPv4's ntemet
Group ManagementProtocolversion 2 (IGMPv2). MID uses ICMPv6 message types, ratherthan IGMP
message types. MIDv1 isequivalent to IGMPv2 and MIDv2 is equivale nt to IGMPv3.

MID allows an IPv6 switch orrouterto discoverthe presence of MID listeners who wish to receive
multicast packetsand the IPaddresses of multicast groupsthe hosts want to join on its ne two rk.

MID snooping and MID proxy are analogousto IGMP snooping and IGMP proxy in IPv4.

MID filte ring ¢ ontrols whic h multicast groupsa portcan join.

MID Messages

A multicast muterorswitch periodically sends generalqueriesto MID hoststo update the multic ast
forwarding table. When an MID host wants to join a multicast group, it sendsan MID Report message
forthataddress.

An MID Done message isequivalentto an IGMPleave message. When an MID host wantsto leave a
multicast group,itcan send a Done message to the muterorswitc h. The muterorswitch then sends a
group-specific query to the port on which the Done message isreceived to determine if otherdevices
connected to thisport should remain in the group.
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Example - Enabling IPv6 on Windows 7

Windows 7 supports IPv6 by default. DHCPv6 isalso enabled when you enable IPv6 on a Windows 7
computer.

™ enable IPv6 in Windows 7:

1 SelectControl Panel> Network and Sharing Center> Incal Area Connec tion.
2 Selectthe IntemetProtocol Version 6 (ICP/IPv6) checkboxto enable it.

3 ClickOKto save the change.
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¥ i reerw) Coiocs emen & (100 il
W ELN | Fiopstes
[l
TCRAP veemt € Th el wiewan of the miemisl promsses
thed crovices commreseion B dresee mlETonnsciss
rMEWIrER
=

4 ClckClose to exitthe Iocal Area Connection Status screen.
5 SelectStart> AllPrograms > Accessories > Command Prompt.

6 Use the ipconfigcommand to checkyourdynamic IPv6 address. Thisexample showsa globaladdress
(2001:b021:2d::1000) obtamned from a DHCP server.
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C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix

IPv6 Address. . . . +« « « <« « . . : 2001:b021:2d::1000
Link-local IPv6 Address . . . . . : fe80::25d8:dcab:c80a:5189%11
IPv4 Address. . . +« « « « <« « « < :172.16.100.61

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : fe80::213:49ff:feaa:7125%11

172.16.100.254
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A PPENDIX C
Iegal mformation

Copyright © 2020 by Zyxel Communic ations Corporation.

The contents of thispublication maynotbe reproduced nany partorasa whole, transcrbed, stored in a retrieval system, translated into any
language, ortransmitted in any form orby any means, electronic, mechanical magnetic, optical, chemical photocopying, manual or
otherwise, witho ut the prior written pemission o f Zyxel Communic a tions Corporation.

Published by ZyxelCommunic ations Corporation. Allightsreserved.

Disclaimer

Zyxeldoesnotassume any liability arising outofthe application oruse ofany products, orsoftware descrbed herein. Neitherdoesitconvey any
license underits patent rights northe patentrights ofothers. Zyxelfurtherreservesthe right to make changesin any productsdescrbed herein
witho ut notic e. This public ation is subjectto change withoutnotice.

Regulatory Notice and Statement

EUROPEAN UNION

The folowing mformation appliesifyou use the product within the Burope an Union.

Declaration of Conformity with Regard to EU Dire ctive 2014/ 53/ EU (Radio Equipm e nt Dire c tive, RED)

Compliance information forwireless productsrelevant to the EUand otherCountres fo llowing the EU Dire ¢ tive 2014/53/EU (RED). And this
productmaybe used in allEUcountries (and othercountres following the EUDire c tive 2014/53/EU) without any limitation except forthe
countries mentioned below table:

In the majority of the EUand otherEuropean countries, the 5GHzbandshave been made available forthe use of wirelesslocalarea
netwo rks (LIANs). Iaterin thisdocument you will find an overview of c ountrie s in which additionalre stric tions orrequirementsorboth are
applcable. The requirementsforany country may evolve. Zyxelrecommends that you check with the loc alauthorities forthe latest statusof
theirnationalre gulations forthe 5GHz wire le ss TANs.

Fthisdevice foroperation in the band 5150-5350 MHz, it is forindooruse only.

Thisequipment should be installed and operated with a minimum distance 0f20 cm between the radio equipment and yourbody.

The maximum RFpoweroperating foreachband asfolows:

(LIE7240-M403)

Wik

¢ 'The band 2,400 to 2,483.5 MHz is 88.51 mW
GSM

¢ The GSM 900 is 1967.89 mW

¢ 'The DCS1800 is 968.28 mW

WCDMA

¢ The WCDMA Band Iis 213.8 mW

¢ The WCDMA Band VIIis 208.93 mW

LIE

¢ 'The IEBand 1is204.17 mW
¢ 'The IEBand 3is 199.53 mW
e 'The IEBand 7is 190.55 mW
¢ 'The IEBand 8is208.93 mW
¢ The IIEBand 20 is 223.87 mW
e The LIEBand 38is 147.91 mW
¢ The IEBand 40 is 141.25 mW

(LIE3301- PILUS)

Wik
¢ The band 2,400 to 2,483.5 MHz is 81.28 mW
¢ 'The band 5,150 to 5,350 MHz is 180.3 mW

¢ 'The band 5,470 to 5,725 MHz is 612.35 mW
WCDMA
¢ 'The WCDMA Band Iis 193.64 mW
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¢ The WCDMA Band Ilis 228.56 mW
¢ The WCDMA Band VIIis 198.15 mW

LIE

The LIEBand 1 is 223.87 mW
The IEBand 3 is 239.88 mW
The LIEBand 7 is 218.78 mW
The LIEBand 8 is 186.21 mW
The LIEBand 20 is 186.21 mW
The LIEBand 28 is 206.06 mW
The IEBand 38 is 247.17 mW
The IIEBand 40 is 231.21 mW

(LIE7480-M804 & ITE7490-M904)
The band 2,400 to 2,483.5 MHz is 87.1 mW (LIIE7480-M804)
The band 2,400 to 2,483.5 MHz is 87.1 mW (LIE7490-M904)
WCDMA
¢ The WCDMA Band Iis 316.23 mW

¢ The WCDMA Band Ilis 316.23 mW
¢ The WCDMA Band VIIis 281.84 mW

LIE

¢ 'The LIEBand 1/3/7/8/20/28/38/40 is 281.84 mW
(L1E3316-M604)

WCDMA

¢ The WCDMA Band Iis 193.64 mW
¢ The WCDMA Band IIis 228.56 mW
¢ 'The WCDMA Band VIIis 198.15 mW

LIE

The LIEBand 1 is 223.87 mW
The IEBand 3 is251.19 mW
The LIEBand 7 is 218.78 mW
The LIEBand 8is 186.21 mW
The LIEBand 20 is 186.21 mW
The LIEBand 28 is 206.06 mW
The IEBand 38 is 247.17 mW
The IEBand 40 is 231.21 mW

802.11 Mode

802.11b Band is 84.3 mW
802.11g Band is95.72 mW
802.11n Band is 96.83 mW
802.11ac Band is 195.88 mW
802.11ac Band is 392.64 mW

E'b/\l'OpCKM C HacToALLoTO ZyxelAeK/\OpMpG, Ye ToBA O60pyABGHe € B CbOTBETCTBME CbC CbLLLECTBEHUTE M3UCKBAHUA U APYTUTE
(Bulganan) MPUAOXKMMIU pasnopesbute Ha AmpekTmea 2014/53/EC.

National Re stric tions

¢ 'The Belgian Institute for Postal Services and Telec ommunic ations (BIPT) must be notified of any outdoorwireless link
having a range exceeding 300 meters. Please checkhttp://www.bipt.be formore details.

* Draadloze vetbindingen voorbuitengebruik en meteen reikwijdte van meerdan 300 meterdienen aangemeld te
worden bjhet Belgisc h Instituut voorpostdiensten en telecommunic atie (BIPD). Zie http://www.bipt.be voormeer
gegevens.

e Iesliaisonssansfilpourune utiisation en extérieurd’une distance supérieure & 300 métres doivent étre notifiées a
I Institut Belge desservices Postauxet des T 1 c o mmunic atio ns (IBPT). Visite z http://www.bpt.be pourde plusamples
détails.

Espanol Pormedio de la presente Zyxeldeclara que elequipo cumple conlosrequisitosesencialesy cualesquiera otras

(Sp anish) disposicionesaplicableso exigiblesde la Directiva 2014/53/UE..

Ce &tina Zyxeltimto prohlasuje, Ze tento zafizenije ve shod & se zdkladnimipozadavky a dalsimipfishusnymiustano ve nimi sm&mic e

(Czech) 2014/53/EU.

Dansk (Danish) Undertegnede Zyxelerkle rerherved, atfslgende udstyrudstyroverholderde va sentlige kravog gvrige relevante krav i
dire ktiv 2014/53/ EU.

National Re stric tions

¢ In Denmark, the band 5150 - 5350 MHzisalso allowed foroutdoorusage.

¢ IDanmarkma frekvensbandet 5150 - 5350 ogsa anvendesudendgrs.

Deutsc h Hiermit e klii 1t Zyxel, dasssich das Gerit Ausstattung in Ubereinstmmung mit den grundlegenden Anforderungen und den
(Geman) tibrigen einsc hligigen Be stimmungen derRic htlinie 2014/53/EUbefindet.

Eestikeel Kiesolevaga kinnitab Zyxelseadme seadmed vastavust dire ktiivi2014/53/ELpo hindue tele ja nime tatud dire ktiivist
(Estonian) tulenevatele teistele asjakohastele sitetele.

EANVIKG ME THN MAPOYZA Zyxe 1 AHAQNEI OTI e§ommAIcpog IYMMOPOQNETAI MPOX TIT OYZIQAEIEX AMAITHIEIZ KAI TIZ AOIMEL IXETIKEX
(Greek) AIATAZEIX THX OAHIIAY 2014/53/ EE
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English Hereby, Zyxeldeclaresthatthisdevice isin compliance with the essentialrequirements and otherrelevant provisionsof
Dire ¢ tive 2014/53/EU.

Fancais Parla présente Zyxeldéclare que lappareiléquipementsestconforme auxexigencesessentiellesetauxautresdispo sitio ns

(French) pertinentes de la directive 2014/53/UE

Hrva tski Zyxelovime izjavluje da je radijska oprema tipa u skladu s Dire ktivom 2014/53/UE.

(Croatian)

Ilenska Hérmed lysir, Zyxelpviyfirad pessibinadurerisamre mivid grunnkib furog 6 nnurvideigandiakve d1itiskipunar2014/53/

(kelandic) UE

Italiano (kalian)

Con la presente Zyxeldic hiara che questo attre zzatura ¢ conforme airequisitiessenzialied alle altre dispo sizio nip e rtine nti
stabilite dalla dire ttiva 2014/53/UE.

National Re stric tions

¢ Thisproductmeetsthe NationalRadio Interfface and the requirements specified in the National Frequency Allocation
Table forkaly. Unless this wirele ss JAN productis o perating within the boundaresofthe ownersproperty, itsuse requires
a “generalauthorization.” Please checkhttp://www.sviuppoeconomico.gov.it/ formore details.

* Questo prodotto & conforme alla specifiche dilnterfaccia Radio Nazionalie rispetta il Piano Nazionale dirip artizio ne
delle frequenze in kalia. Se non viene mstallato all'mtemo delproprio fondo, lutilizzo diprodo tti Wirele ss TAN ric hied e
una “Autorizzazione Generale”. Consultare http://www.sviluppoeconomico.gov.it/ permaggioridettagh.

(Romanian)

Iatviesuvaloda | Arso Zyxeldeklare, ka iekQrtas atbilst Dire ktivas 2014/53/ESb UtiskajGm prasibOm un citiem arto saistitajiem no tekumiem.
(Iatvian)
Na tional Re stric tions
¢ 'The outdoorusage ofthe 2.4 GHzband requires an authorization from the Electronic Communic ations Office. Please
checkhttp://www.esd.lvformore details.
e 24GHzfrekvenéujoslasizmantodanaidrmpustelpAm nepieciedama atiauja no Ele ktronisko sakaru dire ke jas. Vamrd k
informacias: http://www.esd.lv.
Lie tuviy kalba Siuo Zyxeldeklaruoja, kad Ssjranga atitinka e sminius re ika la vimus ir kita s 2014/53/ES Dire ktyvo s nuo sta tas.
(Lithuanian)
Magyar Aluliro tt, Zyxe I nyilatkozom, hogy a berendezésmegfelela vonatkozé alapvetd kovetelményeknek és az2014/53/EU
(Hung arnan) ranyelvegyéb elofrdsainak.
Malti (Ma lte se ) Hawnhekk, Zyxel jddikjara idan taghmirjikkonforma mal-htidjiet e ssenzjaliu ma provvedimentiohrajn relevantiihemm
fid -Dirre ttiva 2014/53/ UE
Nederands Hietbjjverklaart Zyxeldat het to e stel uitrusting in overeenstemming ismetde essentiéle eisen en de andere relevante
(Dutc h) bepalingen van rc htljn 2014/53/EU.
Po Iski (Po lish) Ninie jszym Zyxelo$wiadcza, Ze sprzet je st zgodny z zasad nic zymiwymo gamioraz po zo statymisto so wnymip o stano wie niami
Dyre ktywy 2014/53/ UE.
Portugués Zyxeldeclara que este equipamento estd conforme com osrequisitosessenciaise outrasdisposic6esda Direc tiva 2014/53/
(Portugue se) UE
Roméand Prin prezenta, ZyxeldeclardcOacestechipamenteste in conformitate cu cerntele esentfiale sialte prevederirelevante ale

Dire c tivei2014/53/ UE

Slo ve nCina Zyxeltymto vyhlasuje, e zariadenia spifia zakladné poziadavky a vietky prislusné ustanovenia Smemice 2014/53/EU.
(Slovak)
Slo ve n§Cina Zyxelizjavlja, da je ta oprema v skladu z bistve nimi za hte vamiin o stalimirele vantnimidolo Cili d ire ktive 2014/53/EU.
(Slovene)
Suo mi (Finnish) Zyxelvakuuttaa titen etti laitteet tyyppmen laite on dire ktiivin 2014/53/EU o le e lliste n vaatimusten ja sitd ko ske vien
dire ktiivin muiden e hto jen mukainen.

Sve nska Himed intygarZyxelatt denna utrustning starIo verensstimmelse med de visentliga egenskapskravoch 6 vriga relevanta
(Swedish) bestimmelsersom framgarav dire ktiv 2014/53/EU.
No sk Eklee rerherwed Zyxelat dette utstyret erIsamsvarmed de grunnleggende kravene og andre relevante bestemmelserl
(Norwegian) dire ktiv 2014/ 53/ EU.

Notes:

* Although Norway, Switzerdand and Liec htenstein are not EUmemberstates, the EUDirective 2014/53/EUhasalso been implemented in tho se

countres.

¢ 'The regulatory limits formaximum output powerare specified in EIRP. The EIRP level(in dBm) ofa device canbe calculated by adding the
gain of the antenna used (specified in dBi) to the output poweravailable atthe connector(specified in dBm).
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List of nationalcodes

COUNTRY ISO 3166 2 LETTER CODE | COUNTRY 1ISO 3166 2 LETTER CODE
Austria AT Lie ¢ hte nste in I
Belgium BE Lithuania T
Bulg aria BG Iuxe mb o urg j98)
Cratia HR Malta MT
Cyprus CY Nethedands NL
Czech Republic CZ Norway NO
Denmark DK Poland PL
Esto nia EE Portugal PT
Finland H Romania RO
France R Seibia RS
Gemany DE Slo va kia SK
Greece GR Slo ve nia ST
Hungary HU Spain ES
keland B Switze and CH
Ireland E Sweden SE
Laly o Turke y R
latvia v United Kingdom GB

United States of America (ITE7461-M602, ITE7480-S905, ITF5388-905, and ITE7485-S905)

The following mformation appliesif you use the product within USA area.

FCC EMC Statement
e 'Thisdevice complieswith part 15 ofthe FCC Rules. Operation issubject to the following two conditions:
(1) Thisdevice may notcause harmfulinterference, and
(2) Thisdevice mustacceptany interference received, including interference that may cause undesired operation.

e Changesormodificationsnotexpressly approved by the party responsible forcompliance could void the usersauthority to operate the
equipment.

* Thisproducthasbeentested and complies with the specificationsfora ClassBdigitaldevice, pursuant to part 15 of the FCC Rules. The se
limits are designed to provide reasonable protection against harmfulinte ference in a residentialinstallation. Thisequipment generates, uses,
and canradiate radio frequency energy and, f notinstalled and used according to the instruc tions, may cause harmfulinteference to
radio communic ations. However, there isno guarantee thatinterference wilnotoccurin a particularinstallation.

e TIthisdevice doescause hammfulinterference to radio ortelevision reception, whic h is found by tuming the equipmentoffand on, the useris
encouraged to try to comect the interfference by one ormore of the following measures:

* Reorentorrelocate the receiving antenna.

e Ihcrease the separation between the equipmentordevices.

e Connectthe equipmentto an outletotherthan the receivers.

* Consulta dealeroranexperienced radio/TV technician forassistance.

The folowing mformation appliesif you use the product with RF func tion within USA area.

FCC Radiation exposure statement

e Thisequipmentcomplies with FCC RFradiation exposure limits set forth foran uncontrwlled envionment.

* (IIE7461-M602)
This transmittermust be atleast 30 cm from the userand mustnotbe co-located oroperating in conjunc tion with any otherantenna or
transmitter.

* (IIE7480-S905 and LIE5388-S905)
This transmittermust be atleast 20 cm from the userand mustnotbe co-located oroperating in conjunc tion with any otherantenna or
transmitter.

* (LIE7485-S905)
This transmittermust be atleast 23 cm from the userand mustnotbe co-located oroperating in c onjunc tion with any otherantenna or
transmitter.

CANADA (I'lE7461-M602)

The following information appliesif you use the productwithin Canada area.
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Innovation, Science and Economic Development Canada ICES Statement
CAN ICES-3 (B/ NMB-3(B)

Innovation, Science and Economic Development Canada RSS-GEN & RSS-247 Statement

e 'Thisdevice containslicence-exempt transmitte (s)/receivexr(s) that comply with hnovation, Science and Economic Development Canada's

licence-exempt RSS(s). Operation issubject to the following two conditions: (1) thisdevice may notcause interference, and (2) thisdevice
mustacceptany inteference, including interference that may cause undesired operation ofthe device.

¢ 'hisradio transmitter(2468C-LIE7461M602)) hasbeen approved by lhnovation, Science and Fconomic Development Canada to operate

with the antenna typeslisted below with the maximum permissible gain indicated. Antenna typesnotincluded i this list that have,a gain
greaterthan the maximum gain indicated forany type listed, are strictly prohibited foruse with thisdevice.

Antenna Information

Chain No. |Antenna Type |Frequency Range | WiFiGain (dBi) |[LIEGain (dBi) | Connector
WIAN-ANTO | PIFA 2.4 ~ 2.4835 GHz 6 NA. iPEX
WIAN-ANT1 | PIFA 2.4 ~ 2.4835 GHz 5 NA. iPEX
WWAN Dipole 2500 ~ 2570 MHz N.A. 9 iPEX

698 ~ 716 MHz NA. 3.5 iPEX
777 ~ 787 MHz N.A. 3 iPEX
1850 ~ 1915 MHz N.A. 8 iPEX
814 ~ 849 MHz N.A. 3.6 iPEX
2305 ~ 2315 MHz NA. 9 iPEX
1710 ~ 1780 MHz N.A. 6 iPEX

I the product with 5G wirele ss func tion operating n 5150-5250 MHz and 5725-5850 MHz, the follo wing attention mustbe paid,
e 'The device foroperation in the band 5150-5250 MHz is only forindooruse to reduce the potentialforhamfulinterference to co-channel

mobile satellite systems.

e Fordeviceswithdetachable antenna(s), the maximum antenna gain pemitted fordevicesin the band 5725-5850 MHz shallbe suc h that the

equipment still complie s with the e.irp. imitsasapproprate; and

e Where applicable, antenna type(s), antenna models(s), and the wost-case tit angle(s) necessary to remain compliant with the e .irp.

elevation maskrequirement set forth in Section 6.2.2.3 0f RSS247 shallbe cleady ndicated.

I the productwith 5G wirele ss func tion operating in 5250-5350 MHz and 5470-5725 MHz, the follo wing attention must be paid.
e Fordeviceswith detachable antenna(s), the maximum antenna gamn pemitted fordevicesin the bands 5250-5350 MHz and 5470-5725 MHz

shallbe such thatthe equipment stillc o mplies with the e.irp. limit.

e Lémetteurrécepteurexemptde licence contenudansle présentappareilest conforme aux CNRd'lhnovation, Scienceset

Développementéconomique Canada applicablesauxappareisradio exemptsde licence. Lexploitation est autorisé e aux deux conditions
suivantes: (1) lappareilne doit pasproduire de brouillage; (2) Lappareildoitacceptertoutbrmouilage radioélectrique subi, méme sile
brouilage estsusceptible d'en compromettre le fonc tionnement.

e Ie présentémetteurradio (2468C-LIE7461M602) a été approuvé parlhnovation, Scienceset Développement économique Canada pour

fonctionneravec lestypesd'antenne énuméréscidessousetayantun gain admissble maximal Iestypesd'antenne non inclusdanscette
liste,etdontle gain est supérieurau gain maximalindiqué pourtouttype figurant surla liste, sont stric te ment interdits pourlexploitation de
Iéme tte ur.

inform a tions ante nne

Chaine NB. | Antenne Type | Gamme de fréquences | WiFiGain (dB) |ILIEGain (dBi) | Connecteur
WIAN-ANTO | PIFA 2.4 ~2.4835 GHz 6 N.A. iPEX
WIAN-ANTL | PIFA 2.4 ~2.4835 GHz 5 N.A. iPEX
WWAN Dipole 2500 ~ 2570 MHz NA. 9 iPEX

698 ~ 716 MHz NA. 3.5 iPEX
777 ~ 787 MHz N.A. 3 iPEX
1850 ~ 1915 MHz N.A. 8 iPEX
814 ~ 849 MHz NA. 3.6 iPEX
2305 ~ 2315 MHz NA. 9 iPEX
1710 ~ 1780 MHz N.A. 6 iPEX

Iorsque la fonction sans fil 5G fonc tionnant en 5150-5250 MHz and 5725-5850 MHz est activée pource produit,ilestnécessaire de porterune
attention particuliere aux chosessuivantes

Les dispositifs fonc tionnant dansla bande de 5150 a 5 250 MHz sont ré servé s unique me nt pourune utilisation a Iinté ieurafin de € duire les
rsquesde brouilage préjudiciable aux systtmesde satelltes mobiles utilisantlesmémescanaux;

Pourlesdispositifs munis d'antennesamovibles, le gain maximald'antenne permmis (pourles disp o sitifs utilisantla bande de 5725 a4 5 850 MHz)
doit étre conforme & la limite de la p.ire.spécifiée,selonle cas;

Iorsquily a lieu, lestypesd'antennes(sily en a plusieurs), lesnumérsde modeéle de lantenne etlespiresanglesd'inclnaison nécessaires
pourresterconforme a lexigence de la p.ire. applicable aumasque d'élévation, énoncée a la section 6.2.2.3 du CNR-247, doivent é tre
clairrment indiqués.
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Iorsque la fonction sans fil5G fonc tionnant en 5250-5350 MHz et 5470-5725 MHz est activée pource produit,ilestnécessaire de porterune
attention partic uli¢ re aux c hoses suivantes.

* Pourlesdispositifsmunisd’antennesamovibles, le gain maximald'antenne pemmis pourles dispositifs utilisantlesbandesde 5250 a 5 350 MHz
etde 54704 5725 MHz doit étre conforme a la limite de la p.ire.

Industry Canada radiation exposure statement

This equipment c omplie s with radiation exposure limits set forth foran uncontrolled environme nt. This e quipment should be installed and
operated with a minimum distance 0f30 ¢cm between the radiatorand yourbody.

Déclaration d’exposition aux radiations:

Cetéquipementestconforme auxlimites d’exposition aux rayonnements ISED établies pourun envimnnementnon controlé. Cet équipement
doit étre installé et utilisé avec un minimum de 30 cm de distance entre la source de rayonnementetvotre comps.

Safety Wamings (AIlLIEModels)

Do notuse thisproductnearwater, forexample,in a wetbasementorneara swimming pool

Do notexpose yourZyxelDevice to dampness, dust orconosive liquids.

Do notstore thingson the device.

Do notobstructthe ZyxelDevice ventiation slots as insufficient aiflow may hamm yourZyxelDevice. Forexample, do notplace the Zyxel

Device manenclosed space suchasa boxorona very soft surface suchasa bed orsofa.

Do notinstall, use, orservic e this ZyxelDevice during a thunderstorm. There isa remote risk of elec tric shock from lightning.

Connect ONLY suitable accessores to the ZyxelDevice.

Do notopen the ZyxelDevice orunit. Opening orremoving coverscan expose you to dangerous high voltage points orothe rrisks.

Only qualified service personnelshould service ordisassemble this ZyxelDevice. Please contactyourvendorforfurthe rinformation.

Make sure to connectthe cablesto the comectports.

Place connecting cablescarefully so thatno one willstep on them orstumble overthem.

Alwaysdisconnectallcables from this ZyxelDevice before servicing ordisassembling.

Do notremove the plug and connectitto a poweroutletby itself; alwaysattach the plug to the poweradapterfistbefore connecting it to

a poweroutlet.

* Do notallow anything to rest on the poweradapterorcord and do NOTplace the product where anyone can walkon the poweradapter
orcond.

* Please use the provided ordesignated connectioncables/powercables/adapters. Connectitto the rightsupply voltage (forexample, 110V
AC in North America 0r230V AC in Europe). ¥the poweradapterorcord isdamaged, it mightcause electrocution. Remove it from the Zyxel
Device and the powersource, repairing the poweradapterorcord isprohibited. Contactyourlocalvendorto ordera new one.

e 'The folowing waming statementsapply, where the disconnectdevice isnotincormporated in the ZyxelDevice orwhere the plug on the

powersupply cord isintended to serve asthe disconnectdevice,

-Forpemanently connected ZyxelDevice, a readily accessble disconnectdevice shallbe incorporated extemalto the ZyxelDevice;
-Forpluggable devices, the socket-outlet shallbe installed nearthe ZyxelDevice and shallbe easily accessible.

Environment State ment

EP (LIE3301-PIUS / LIE5388-M804 / I'IE5398-M904 / LIE3316-M604)

Zyxelproducts put on the EUmarketin compliance with the requirement ofthe European Pariament and the Councilpublished Dire c tive 2009/
125/EC establishing a framework forthe setting ofecodesign requirementsforenergy-related products(recast), so called as "EP Direc tive
(Energy-related Productsdirective) aswellasecodesignrequirementlaid downm applicable implementing measures, powerconsumption has
satisfied regulation requirements which are:

* Networkstandby powerconsumption < 8W, and/or
e Offmode powerconsumption < 0.5W, and/or
e Standby mode powerconsumption < 0.5W.

(Wire le ss se tting s, please referto the chapterabout wireless settings formore detail)

European Union - Disposal and Recycling Information

The symbolbelow meansthataccording to localregulationsyourproductand/oritsbattery shallbe disposed ofseparately from dome stic
waste. Fthisproductisend oflife, take itto a recycling station designated by localauthorities. At the time ofdisposal, the separate collection of
yourproductand/oritsbattery wilhelp save naturalresourcesand ensure thatthe envimnnment is sustainable development.

Die folgende Symbolbedeutet, dass hrProdukt und/oderseine Batterie gemé den d1tlic hen Be stimmungen getrennt vom Hausmiillentsorgt
werden muss. Wenden Sie sich an eine Recyclingstation, wenn dieses Pondukt das Ende seinerlebensdaueremeicht hat. Zum Zeitpunktder
Entsorgung wird die getrennte Sammlung von Produktund/oderseinerBatterie dazu beitragen, natiitiche Ressourcen zu sparen und die Unwelt
und die mensc hliche Gesundheit zu sc hiitze n.

Elsimbolo de abajo indica que segun lasregulacioneslocales, su producto y/o subateria deberdin depositarse como basura separada de la
doméstica. Cuando este producto alcance elfnalde suvida uti, lévelo a un punto limpio. Cuando legue elmomento de desecharel
producto,la recogida porseparado éste y/o subateria ayudard a salvarlosrecursosnaturalesy a protegerla salud humana y
medioambiental

Ie symbole ci-dessoussignifie que selonlesrglementationslocalesvotre produitet/ousa batterie doiventétre éliminéssépardmentdesordures
ménageres. Iorsque ce produit atteint sa fin de vie, amenez-le 2 uncentre de recyclage. Aumomentde la mise aurebut,la collecte séparée
de votre produitet/ou de sa batterie aidera 4 économiserlesressourcesnaturelleset protégerlenvionnementetla santé humaine.

Isimbolo sotto significa che secondo iregolamentilocalilvostro prodotto e/o batteria deve essere smaltito separatamente dairfiutidome stic i.
Quando questo prodotto raggiunge la fine della vita diservizio portaro a una stazione diriciclaggio. Almomento dello smaltimento, la raccolta
separata delvostro prodotto e/o della sua batteria ajuta a rispammiare risorse naturalie a proteggere lambiente e la salute umana.
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Symbolen nnebérattenligtlokallagstiftning ska produkten och/ellerdessbatterikastasseparatfrin hushallsavfallet. Nirden harprodukten nar
slutet av sin livskingd ska duta den tillen atervinningsstation. Vid tiden forkasseringen bidrardu tilen bé ttre milio och ménsklig hilsa genom att
gora dig avmed den pa ett dtervinningsstalle.
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About the Symbols

Various symbolsare used in thisproductto ensure comectusage, to preventdangerto the userand others, and to prevent property damage.
The meaning ofthese symbolsare descrbed below. kisimportantthat youread these descrptions thoroughly and fully understand the
contents.
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Explanation of the Symbols

SYMBOL EXPLANATION
Altemating c ument (AC):

""-‘\\,_,p' AC isanelectric cummentin which the flow ofelectric charge periodically reverses direc tion.
Direct cument (DC):

DC if the unidirectionalflow ormovementofelectric charge camiers.

| Earth; ground:
E‘@e A wiring terminalintended forconnection of a Protective Earthing Conductor.
3 T
ClassTequipment:
D The method of protection agamst electric shockin the case ofclasslequipmentiseitherdouble msulation or
reinforc ed insulation.

Vie wing C ertific ations

Go to http://www.zyxelcom to view thisproduct’'sdocumentation and c ertific a tions.

Zyxel Limited Wamanty

Zyxelwamants to the originalend user(purchaser) that thisproductisfree from any defectsin materalorworkmanship fora specific period (the
Wamanty Period) from the date of purchase. The Wamanty Period variesby region. Check with yourvendorand/orthe authorized Zyxellocal
distrbutorfordetais about the Wamanty Period of this product. During the wamanty period, and upon proofofpurchase, should the product
have indicationsof faiure due to faulty workmanship and/ormatenals, Zyxelwil, atits discretion, repairorreplace the defective productsor
components without charge foreitherpartsorlabor, and to whateverextentit shalldeem necessary to restore the product orcomponentsto
properoperating condition. Any replacementwillconsistofa new orre-manufactured functionally equivalent productofequalorhighervalue,
and willbe solely atthe discretion ofZyxel Thiswamanty shallnotapply if the producthasbeen modified, misused, tampered with, damaged by
anactofGod,orsubjected to abnomalworking ¢ onditions.

Note

Repairorreplacement, as provided underthis wamanty, is the exclusive remedy ofthe purchaser. This wamanty isin leu ofallother wamanties,
expressorimplied, ncluding any impled wamanty of merc hantability orfitness fora particularuse orpurpose. Zyxelshallin no eventbe held
liable forindirectorconsequentialdamagesofany kind to the purchaser.

T obtain the servicesof thiswamanty, contactyourvendor. You may also referto the wamanty policy forthe region in which you bought the
ZyxelDevice athttp://www.zyxelcom/web/support_warmanty_info.php.

Registration

Registeryourproductonline at www.zyxelcom to receive e-mailnoticesoffimware upgradesand related information.

Open Source lLicenses

Thisproductmay contain in part some free software distrlbuted under GPLlic ense terms and/orGPLlike licenses. Open source licensesare
provided with the firmware package. Youcandownload the latest frmware at www.zyxelcom. Fyoucannot find it there, contactyourvendor
orZyxelTechnical Support at suppont@zyxelcom.tw.

T obtain the source code covered underthose Licenses, please contactyourvendororZyxelTechnical Supportatsuppont@zyxelcom.
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CA 215
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