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IMPORTANT!

READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a  se rie s Use r’ s Guid e . Sc re e nsho ts a nd  g ra p hic s in this b o o k ma y d iffe r slig htly fro m wha t yo u se e  
d ue  to  d iffe re nc e s in yo ur p ro d uc t firmwa re  o r yo ur c o mp ute r o p e ra ting  syste m. Eve ry e ffo rt ha s b e e n 
ma d e  to  e nsure  tha t the  info rma tio n in this ma nua l is a c c ura te .

Re la te d Doc ume nta tion

• Quic k Sta rt G uid e  

The  Quic k Sta rt Guid e  sho ws ho w to  c o nne c t the  Zyxe l De vic e .

• Mo re  Info rma tio n

Go  to  support.zyxe l.c om  to  find  o the r info rma tio n o n the  Zyxe l De vic e .
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Doc ume nt Conve ntions

Wa rning s a nd Note s

The se  a re  ho w wa rning s a nd  no te s a re  sho wn in this g uid e .

Wa rnings te ll you a bout thing s tha t c ould ha rm you or your Zyxe l 

De vic e .

No te : No te s te ll yo u o the r imp o rta nt info rma tio n (fo r e xa mp le , o the r thing s yo u ma y ne e d  to  
c o nfig ure  o r he lp ful tip s) o r re c o mme nd a tio ns.

Synta x Conve ntions

• The  LTE d e vic e  in this use r’ s g uid e  ma y b e  re fe rre d  to  a s the  “Zyxe l De vic e ”  in this g uid e .

• Pro d uc t la b e ls, sc re e n na me s, fie ld  la b e ls a nd  fie ld  c ho ic e s a re  a ll in bold  fo nt.

• A rig ht a ng le  b ra c ke t ( > ) within a  sc re e n na me  d e no te s a  mo use  c lic k. Fo r e xa mp le , Ne twork Se tting  

> Routing  > DNS Route  me a ns yo u first c lic k Ne twork Se tting  in the  na vig a tio n p a ne l, the n the  Routing  
sub me nu a nd  fina lly the  DNS Route  ta b  to  g e t to  tha t sc re e n.

Ic ons Use d in Fig ure s

Fig ure s in this use r g uid e  ma y use  the  fo llo wing  g e ne ric  ic o ns. The  Zyxe l De vic e  ic o n is no t a n e xa c t 
re p re se nta tio n o f yo ur Zyxe l De vic e .

Zyxe l De vic e G e ne ric  Ro ute r Switc h

Se rve r Fire wa ll USB Sto ra g e  De vic e

Printe r 
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C HA PTER 1

Introduc tion

1.1  Ove rvie w

Zyxe l De vic e  re fe rs to  the se  mo d e ls a s o utline d  b e lo w.

The  fo llo wing  ta b le  d e sc rib e s the  fe a ture  d iffe re nc e s o f the  Zyxe l De vic e  b y mo d e l.

OUTDOOR INDOOR

• LTE7240-M403 • LTE3301-PLUS

• LTE7461-M602 • LTE5388-M804

• LTE7480-M804 • LTE5398-M904

• LTE7480-S905 • LTE3316-M604

• LTE7490-M904 • LTE5388-S905

• LTE7485-S905

Ta b le  1   O utd o o r Zyxe l De vic e  Co mp a riso n Ta b le

LTE7240-
M403

LTE7461-
M602

LTE7480-
M804

LTE7480-
S905

LTE7490-
M904

LTE7485-
S905

2.4G  WLAN V V V V V V

5G  WLAN - - - - - -

LTE Spe e d 150/ 50 Mb p s
(FDD-LTE)

400/ 150 Mb p s
(FDD-LTE)

600/ 100 Mb p s 573/ 15.1 
Mb p s

(TDD-LTE 
c o nfig . # 2)

1200/ 150 
Mb p s

573/ 15.1 
Mb p s

(TDD-LTE 
c o nfig . # 2)

G ig a b it Ethe rne t 
Po rt

V V V V V V

Ethe rne t WAN - - - - - -

IP Pa ssthro ug h V V V V V V

USB fo r File  
Sha ring

V V - V - V

Exte rna l 
Ante nna s

- - - - - -

Po E Inje c to r V V - V - V

Wa ll Mo unt V V V V V V

Po le  Mo unt - V V V V V

Firmwa re  
Ve rsio n

2.00 2.00 1.00 2.00 1.00 1.00

Pa re nta l C o ntro l - - - - - -

Vo ic e - - - - - -

TR069 V V V V V V
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The  Zyxe l De vic e  is a n LTE (Lo ng  Te rm Evo lutio n) ro ute r tha t sup p o rts (b ut no t limite d  to ) the  fo llo wing :

• WAN Ba c kup  (LTE3301-PLUS /  LTE5388-M804 /  LTE5398-M904 /  LTE3316-M604)

• Gig a b it Ethe rne t c o nne c tio n

• DHCP (Dyna mic  Ho st Co nfig ura tio n Pro to c o l) se rve r

• NAT (Ne two rk Ad d re ss Tra nsla tio n)

• DMZ (De milita rize d  Zo ne )

• Po rt Fo rwa rd ing / Trig g e ring

• ALG (Ap p lic a tio n La ye r G a te wa y)

• Emb e d d e d  Brid g e / Ro ute r mo d e

• Dyna mic  DNS (Do ma in Na me  Syste m) fo r the  first APN (Ac c e ss Po int Na me )

• Sta tic / Dyna mic  Ro ute  se tting  fo r RIP (Ro uting  Info rma tio n Pro to c o l)

• Re mo te  Ma na g e me nt und e r Brid g e  mo d e

• Ad d re ss Re so lutio n Pro to c o l (ARP)

• Fire wa ll tha t use s Sta te ful Pa c ke t Insp e c tio n (SPI) te c hno lo g y

• Pro te c ts a g a inst De nia l o f Se rvic e  (Do S) a tta c ks

• Filte r o f LAN MAC a d d re ss, LAN IP a d d re ss a nd  URLs

• Lo c a l a nd  re mo te  d e vic e  ma na g e me nt

• Firmwa re  up g ra d e  via  TR-069 a nd  We b  Co nfig ura to r

Ta b le  2   Ind o o r Zyxe l De vic e  Co mp a riso n Ta b le

LTE3301- PLUS LTE5388- M804 LTE5398- M904 LTE3316- M604 LTE5388- S905

2.4G  WLAN V V V V V

5G  WLAN V V V V -

LTE Spe e d 300/ 50 Mb p s 600/ 100 Mb p s 1200/ 150 Mb ps 300/ 50 Mb p s 580/ 30 Mb p s

G ig a b it Ethe rne t 
Po rt

V V V V V

Ethe rne t WAN LAN4 c a n b e  a  
WAN b a c kup .

LAN1 c a n b e  a  
WAN b a c kup .

LAN1 c a n b e  a  
WAN b a c kup .

LAN1 c a n b e  a  
WAN b a c kup .

-

IP Pa ssthro ug h Ava ila b le  whe n 
LAN4 d o e sn’ t a c t 

a s a  WAN 
b a c kup .

Ava ila b le  whe n 
LAN1 d o e sn’ t 
a c t a s a  WAN 

b a c kup .

Ava ila b le  whe n 
LAN1 d o e sn’ t 
a c t a s a  WAN 

b a c kup .

Ava ila b le  whe n 
LAN1 d o e sn’ t a c t 

a s a  WAN 
b a c kup .

V

USB fo r File  
Sha ring

V V V - -

Exte rna l 
Ante nna s

V - - - -

Po E Inje c to r - - - - -

Wa ll Mo unt - - - V -

Po le  Mo unt - - - - -

Firmwa re  
Ve rsio n

1.00 1.00 1.00 2.00 1.00

Pa re nta l C o ntro l V V V - -

Vo ic e - V V V -

TR069 V V V V V
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The  e mb e d d e d  We b -b a se d  Co nfig ura to r e na b le s stra ig htfo rwa rd  ma na g e me nt a nd  ma inte na nc e . Just inse rt the  
SIM c a rd  (with a n a c tive  d a ta  p la n) a nd  ma ke  the  ha rd wa re  c o nne c tio ns. Se e  the  Q uic k Sta rt Guid e  fo r ho w to  d o  
the  ha rd wa re  insta lla tio n, wa ll/ p o le  mo unting , a nd  Inte rne t se tup .

No te : The se  a re  the  the o re tic a l d o wnlink/ up link ra te s. LTE sp e e d  is a ffe c te d  b y stre ng th o f sig na l, ne two rk 
c o ng e stio n, LTE b a nd (s) o r fre q ue nc y(-ie s) to  whic h yo ur Zyxe l De vic e  is c o nne c te d , a nd  so  fo rth.

1.2  Applic a tion for the  Zyxe l De vic e

Wire le ss WAN

The  Zyxe l De vic e  c a n c o nne c t to  the  Inte rne t thro ug h a  2G / 3G / 4G LTE SIM c a rd  to  a c c e ss a  wire le ss WAN 
c o nne c tio n. Just inse rt a  SIM c a rd  into  the  SIM c a rd  slo t a t the  b o tto m o f the  Zyxe l De vic e .

No te : Yo u must inse rt the  SIM c a rd  into  the  c a rd  slo t b e fo re  turning  o n the  Zyxe l De vic e .

Yo u c a n insta ll two  e xte rna l a nte nna s to  imp ro ve  yo ur wire le ss WAN sig na l stre ng th. Se e  Ta b le  1 o n p a g e  16 fo r the  
fe a ture  d iffe re nc e s.

Wire le ss LAN (WiFi)

Wire le ss c lie nts c a n c o nne c t to  the  LTE De vic e  to  a c c e ss ne two rk re so urc e s a nd  the  Inte rne t. Yo ur LTE De vic e  
sup p o rts WiFi Pro te c te d  Se tup  (WPS), whic h a llo ws yo u to  q uic kly se t up  a  wire le ss ne two rk with stro ng  se c urity. 

Inte rne t Ac c e ss

Yo ur Zyxe l De vic e  p ro vid e s sha re d  Inte rne t a c c e ss b y c o nne c ting  to  a n LTE ne two rk. A c o mp ute r c a n c o nne c t to  the  
Zyxe l De vic e ’ s Po E inje c to r o r a  LAN p o rt fo r c o nfig ura tio n via  the  We b  Co nfig ura to r. Se e  Ta b le  1 o n p a g e  16 fo r the  
fe a ture  d iffe re nc e s.

LTE
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Fig ure  1   Zyxe l De vic e ’ s Inte rne t Ac c e ss Ap p lic a tio n

Ca rrie r Ag g re g a tion (LTE7480- M804 /  LTE7490- M904/  LTE5388- M804 /  LTE5398- M904 /  

LTE3316- M604)

Ca rrie r Ag g re g a tio n (CA) is a  te c hno lo g y to  d e live r hig h d o wnlink d a ta  ra te s b y c o mb ining  mo re  tha n o ne  c a rrie r in 
the  sa me  o r d iffe re nt b a nd s to g e the r. 

Fig ure  2   Zyxe l De vic e ’ s CA Ap p lic a tio n 

Ethe rne t WAN (LTE3301- PLUS /  LTE5388- M804 /  LTE5398- M904 /  LTE3316- M604)

If yo u ha ve  a no the r b ro a d b a nd  mo d e m o r ro ute r a va ila b le , yo u c a n use  the  Ethe rne t WAN p o rt a nd  the n c o nne c t it 
to  the  b ro a d b a nd  mo d e m o r ro ute r. This wa y, yo u c a n a c c e ss the  Inte rne t via  a n Ethe rne t c o nne c tio n a nd  still use  
the  Fire wa ll func tio n o n the  Zyxe l De vic e .

No te : Fo r LTE3301-PLUS, c o nve rt LAN p o rt numb e r fo ur a s a  WAN p o rt first. Se e  Se c tio n 6.4 o n p a g e  91 fo r 
mo re  info rma tio n a b o ut the  Ne twork Se tting  > Broa dba nd  > Ethe rne t WAN sc re e n.

No te : Fo r LTE5388-M804 /  LTE5398-M904 /  LTE3316-M604, c o nve rt LAN p o rt numb e r o ne  a s a  WAN p o rt first. 
Se e  Se c tio n 6.4 o n p a g e  91 fo r mo re  info rma tio n a b o ut the  Ne twork Se tting  > Broa dba nd  > 
Ethe rne t WAN sc re e n.

LTE (4G)/3G/2G
WiFi
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Fig ure  3   Zyxe l De vic e ’ s Inte rne t Ac c e ss Ap p lic a tio n: Ethe rne t WAN

1.2.1  WAN Priority (LTE3301- PLUS /  LTE5388- M804 /  LTE5398- M904 /  LTE3316-

M604)

The  WAN c o nne c tio n p rio rity is a s fo llo ws:

1 Ethe rne t WAN

2 Ce llula r WAN (3G / 4G )

1.3  Ma na g e  the  Zyxe l De vic e

Use  the  We b  Co nfig ura to r fo r ma na g e me nt o f the  Zyxe l De vic e  using  a  (sup p o rte d ) we b  b ro wse r.

1.4  Good Ha bits for Ma na g ing  the  Zyxe l De vic e

Do  the  fo llo wing  thing s re g ula rly to  ma ke  the  Zyxe l De vic e  mo re  se c ure  a nd  to  ma na g e  the  Zyxe l De vic e  mo re  
e ffe c tive ly.

• Cha ng e  the  p a sswo rd . Use  a  p a sswo rd  tha t’ s no t e a sy to  g ue ss a nd  tha t c o nsists o f d iffe re nt typ e s o f c ha ra c te rs, 
suc h a s numb e rs a nd  le tte rs.

• Write  d o wn the  p a sswo rd  a nd  p ut it in a  sa fe  p la c e .

• Ba c k up  the  c o nfig ura tio n (a nd  ma ke  sure  yo u kno w ho w to  re sto re  it). Re fe r to  Se c tio n 34.2 o n p a g e  274. 
Re sto ring  a n e a rlie r wo rking  c o nfig ura tio n ma y b e  use ful if the  Zyxe l De vic e  b e c o me s unsta b le  o r e ve n c ra she s. If 
yo u fo rg e t yo ur p a sswo rd  to  a c c e ss the  We b  Co nfig ura to r, yo u will ha ve  to  re se t the  Zyxe l De vic e  to  its fa c to ry 
d e fa ult se tting s. If yo u b a c ke d  up  a n e a rlie r c o nfig ura tio n file , yo u wo uld  no t ha ve  to  to ta lly re -c o nfig ure  the  Zyxe l 
De vic e . Yo u c o uld  simp ly re sto re  yo ur la st c o nfig ura tio n. Write  d o wn a ny info rma tio n yo ur ISP p ro vid e s yo u.

1.5  Front a nd Bottom Pa ne ls

The  LED ind ic a to rs a re  lo c a te d  o n the  fro nt (LTE7240-M403 /  LTE3301-PLUS /  LTE5388-M804 /  LTE5398-M904 /  LTE3316-
M604 /  LTE5388-S905)/ the  b o tto m p a ne l (LTE7461-M602 /  LTE7480-M804 /  LTE7480-S905 /  LTE7490-M904 /  LTE7485-S905)/  
the  re a r p a ne ls (LTE5388-M804 /  LTE5398-M904 /  LTE3316-M604).
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Front & Top Pa ne ls

Fig ure  4   Fro nt Pa ne l (LTE3301-PLUS) 

Fig ure  5   Fro nt Pa ne l (LTE7240-M403) 

Fig ure  6   Fro nt Pa ne l (LTE5388-M804 /  LTE5398-M904)
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Fig ure  7   To p  Pa ne l (LTE5388-M804 /  LTE5398-M904 /  LTE5388-S905)

Fig ure  8   Fro nt Pa ne l (LTE3316-M604)

Fig ure  9   To p  Pa ne l (LTE3316-M604)

Fig ure  10   Fro nt Pa ne l (LTE5388-S905)
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Bottom /  Re a r / Side  Pa ne ls

Fig ure  11   Re a r Pa ne l (LTE3301-PLUS) 

Fig ure  12   Bo tto m Pa ne l (LTE7240-M403) 

Fig ure  13   Bo tto m Pa ne l (LTE7461-M602 /  LTE7480-M804 /  LTE7480-S905 /  LTE7490-M904 /  LTE7485-S905) 

Fig ure  14   Re a r Pa ne l (LTE5388-M804 /  LTE5398-M904)

LED
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Fig ure  15   Bo tto m Pa ne l (LTE5388-M804 /  LTE5398-M904 /  LTE5388-S905)

Fig ure  16   Re a r Pa ne l (LTE3316-M604)

Fig ure  17   Sid e  Pa ne l (LTE3316-M604)

Fig ure  18   Re a r Pa ne l (LTE5388-S905)
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1.5.1  LEDs (Lig hts)

No ne  o f the  LEDs a re  o n if the  Zyxe l De vic e  is no t re c e iving  p o we r.

No te : Blinking  (slo w) me a ns the  LED b links o nc e  p e r se c o nd . Blinking  (fa st) me a ns the  LED b links o nc e  p e r 
0.5 se c o nd .

Ta b le  3   LTE3301-PLUS LED De sc rip tio ns

LED COLOR STATUS DESCRIPTION

POWER White On The  Zyxe l De vic e  is re c e iving  po we r a nd  re a d y fo r use .

Blinking The  Zyxe l De vic e  is b o o ting  o r se lf-te sting .

Off The  Zyxe l De vic e  is no t re c e iving  p o we r.

Inte rne t White O n The re  is Inte rne t c o nne c tio n.

Blinking The  Zyxe l De vic e  is se nd ing  o r re c e iving  IP tra ffic .

O ff The re  is no  Inte rne t c o nne c tio n.

LTE/ 3G White O n The  Zyxe l De vic e  is re g iste re d  a nd  suc c e ssfully c o nne c te d  to  a  4G  ne two rk.

Blinking  
(slo w)

The  Zyxe l De vic e  is c o nne c te d  to  a  3G  ne two rk.

Blinking  
(fa st)

The  Zyxe l De vic e  is trying  to  c o nne c t to  a  3G / 4G  ne two rk.

Off The re  is no  se rvic e .

G re e n O n The  Zyxe l De vic e  ha s a n Ethe rne t c o nne c tio n o n the  WAN.

O ff The re  is no  Ethe rne t c o nne c tio n o n the  WAN.

Sig na l 
Stre ng th

G re e n O n The  sig na l stre ng th is e xc e lle nt.

Amb e r O n The  sig na l stre ng th is fa ir.

Re d O n The  sig na l stre ng th is p o o r.

Blinking The re  is no  SIM c a rd  inse rte d , no  sig na l, o r the  sig na l stre ng th is b e lo w the  
p o o r le ve l.

O ff The  SIM c a rd  is inva lid , o r the  PIN c o d e  is no t c o rre c t.

WLAN G re e n O n The  2.4 G Hz wire le ss ne two rk is a c tiva te d .

Blinking  
(slo w)

The  Zyxe l De vic e  is se tting  up  a  WPS c o nne c tio n with a  2.4 G Hz wire le ss 
c lie nt.

Blinking  
(fa st)

The  Zyxe l De vic e  is c o mmunic a ting  with 2.4 G Hz wire le ss c lie nts.

White O n The  5 G Hz wire le ss ne two rk is a c tiva te d .

Blinking  
(slo w)

The  Zyxe l De vic e  is se tting  up  a  WPS c o nne c tio n with a  5 G Hz wire le ss c lie nt.

Blinking  
(fa st)

The  Zyxe l De vic e  is c o mmunic a ting  with 2.4 G Hz a nd  5 G Hz wire le ss c lie nts.

O ff The  wire le ss ne two rk is no t a c tiva te d .

USB White On The  Zyxe l De vic e  re c o g nize s a  USB c o nne c tio n thro ug h the  USB po rt.

Blinking The  Zyxe l De vic e  is se nd ing / re c e iving  d a ta  to / fro m the  USB d e vic e  
c o nne c te d  to  it.

O ff The  Zyxe l De vic e  d o e s no t d e te c t a  USB c o nne c tio n thro ug h the  USB p o rt.
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No te : Blinking  (slo w) me a ns the  LED b links o nc e  p e r se c o nd . Blinking  (fa st) me a ns the  LED b links o nc e  p e r 
0.2 se c o nd .

Ta b le  4   LTE7240-M403 LED De sc rip tio ns

LED COLOR STATUS DESCRIPTION

PO WER G re e n O n The  Zyxe l De vic e  is re c e iving  po we r a nd  re a d y fo r use .

Blinking The  Zyxe l De vic e  is b o o ting  o r se lf-te sting .

Off The  Zyxe l De vic e  is no t re c e iving  p o we r.

ETHERNET G re e n O n The  Zyxe l De vic e  ha s a  suc c e ssful 10/ 100/ 1000 Mb p s Ethe rne t c o nne c tio n 
with a  d e vic e  o n the  Lo c a l Are a  Ne two rk (LAN).

Off The  Zyxe l De vic e  d o e s no t ha ve  a n Ethe rne t c o nne c tio n with the  LAN.

LTE/ 3G / 2G G re e n O n The  Zyxe l De vic e  is re g iste re d  a nd  suc c e ssfully c o nne c te d  to  a  4G  ne two rk.

Blinking  
(slo w)

The  Zyxe l De vic e  is c o nne c te d  to  a  3G / 2G  ne two rk.

Blinking  
(fa st)

The  Zyxe l De vic e  is trying  to  c o nne c t to  a  4G / 3G / 2G  ne two rk.

Off The re  is no  se rvic e .

WLAN G re e n O n The  wire le ss ne two rk is a c tiva te d .

Off The  wire le ss ne two rk is no t a c tiva te d .

Sig na l 
Stre ng th

G re e n O n The  sig na l stre ng th is e xc e lle nt.

Ora ng e On The  sig na l stre ng th is fa ir.

Re d O n The  sig na l stre ng th is p o o r.

Blinking The re  is no  SIM c a rd  inse rte d , the  SIM c a rd  is inva lid , the  PIN c o d e  is no t 
c o rre c t.

O ff The re  is no  sig na l o r the  sig na l stre ng th is b e lo w the  p o o r le ve l.

Ta b le  5   LTE7461-M602 /  LTE7480-M804 /  LTE7480-S905 /  LTE7490-M904 LED De sc rip tio ns

COLOR STATUS DESCRIPTION

Re d Blinking The  Zyxe l De vic e  is b o o ting  o r se lf-te sting .

On The  Zyxe l De vic e  e nc o unte re d  a n e rro r.

G re e n Blinking The  Zyxe l De vic e  is trying  to  c o nne c t to  the  Inte rne t.

On The  Zyxe l De vic e  is c o nne c te d  to  the  Inte rne t.

Amb e r Blinking The  Zyxe l De vic e  WiFi is o n.

Ta b le  6   LTE5388-M804 /  LTE5398-M904 LED De sc rip tio ns

LED COLOR STATUS DESCRIPTION

Po we r/ Syste m o r USB G re e n O n The  Zyxe l De vic e  is re c e iving  p o we r a nd  re a d y fo r use .

Blinking The  Zyxe l De vic e  is b o o ting .

O ff The  Zyxe l De vic e  is no t re c e iving  p o we r.

Blue O n The  Zyxe l De vic e  is se nd ing / re c e iving  d a ta  to / fro m the  USB 
d e vic e  c o nne c te d  to  it.

O ff The  Zyxe l De vic e  d o e s no t d e te c t a  USB c o nne c tio n thro ug h 
the  USB p o rt.



 Cha p te r 1 Intro d uc tio n

LTE Se rie s Use r’ s G uid e

27

Inte rne t/ SMS G re e n O n The re  is Inte rne t c o nne c tio n.

Blinking The re  is a  ne w SMS me ssa g e .

Off The re  is no  Inte rne t c o nne c tio n.

LTE/ 3G  Sig na l Stre ng th G re e n O n The  sig na l stre ng th is e xc e lle nt.

Ora ng e On The  sig na l stre ng th is fa ir.

Re d O n The  sig na l stre ng th is p o o r.

Blinking The re  is no  LTE/ 3G  sig na l o r the  sig na l stre ng th is b e lo w the  p o o r 
le ve l.

WiFi/ WPS G re e n O n The  WiFi AP is a c tiva te d .

Blinking  
(fa st)

Da ta  is b e ing  tra nsmitte d  a nd  re c e ive d .

Blinking  
(slo w)

The  WPS is a c tiva te d .

Vo ic e G re e n O n A te le p ho ne  c o nne c te d  to  the  PHONE p o rt ha s its re c e ive r o ff 

the  ho o k.

Blinking The  Zyxe l De vic e  is re c e iving  a n inc o ming  c a ll.

O ff A te le p ho ne  c o nne c te d  to  the  PHONE p o rt ha s its re c e ive r o n 

the  ho o k.

LAN G re e n O n The  Zyxe l De vic e  re c o g nize s a n Ethe rne t c a b le  thro ug h the  
LAN p o rt.

Blinking The  Zyxe l De vic e  is se nd ing / re c e iving  d a ta  thro ug h the  LAN.

O ff The  wire le ss ne two rk is no t a c tiva te d .

Ta b le  7   LTE3316-M604 LED De sc rip tio ns

LED COLOR STATUS DESCRIPTION

Po we r White O n The  Zyxe l De vic e  is re c e iving  p o we r a nd  func tio ning  
p ro p e rly.

Blinking The  Zyxe l De vic e  is in the  p ro c e ss o f sta rting  up  o r d e fa ult 
re sto ring .

Off The  Zyxe l De vic e  is no t re c e iving  p o we r.

Inte rne t White O n The  Zyxe l De vic e ’ s WAN c o nne c tio n is re a d y, b ut the re  is no  
tra ffic .

Blinking The  Zyxe l De vic e  is tra nsmitting  a nd  re c e iving  d a ta  thro ug h 
the  WAN.

Off The  WAN c o nne c tio n is no t re a d y, o r ha s fa ile d .

LTE/ 3G / Ethe rne t White On The  Zyxe l De vic e  is suc c e ssfully c o nne c te d  to  a  4G  ne two rk.

Blinking  The  Zyxe l De vic e  is suc c e ssfully c o nne c te d  to  a  3G  ne two rk.

G re e n O n The  Zyxe l De vic e  is suc c e ssfully c o nne c te d  to  a n Ethe rne t 
WAN ne two rk.

LTE/ 3G  Sig na l Stre ng th G re e n O n The  sig na l stre ng th is g o o d .

Ora ng e On The  sig na l stre ng th is fa ir.

Re d O n The  sig na l stre ng th is p o o r.

Blinking A va lid  SIM c a rd  is inse rte d , b ut no  sig na l is d e te c te d .

Ta b le  6   LTE5388-M804 /  LTE5398-M904 LED De sc rip tio ns (c o ntinue d )

LED COLOR STATUS DESCRIPTION
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WiFi/ WPS White O n This ind ic a te s e ithe r 5G  a nd  2.4G  wire le ss LAN a re  b o th o n o r 
the  5G  wire le ss LAN is o n.

Blinking  This ind ic a te s e ithe r 5G  a nd  2.4G  WPS a re  b o th o n o r the  5G  
WPS is o n.

G re e n O n The  2.4G  wire le ss LAN is o n, b ut the  Zyxe l De vic e  is no t 
se nd ing / re c e iving  d a ta  thro ug h the  wire le ss LAN.

Blinking  The  Zyxe l De vic e  is re a d y a nd  the  2.4G  WPS is o n.

Vo ic e White On A te le p ho ne  c o nne c te d  to  the  PHONE p o rt ha s its re c e ive r 
o n the  ho o k.

Blinking The  Zyxe l De vic e  is re c e iving  a n inc o ming  c a ll.

O ff A te le p ho ne  c o nne c te d  to  the  PHONE p o rt ha s its re c e ive r 
o ff the  ho o k.

LAN G re e n O n A 10/ 100 Mb p s LAN c o nne c tio n is re a d y.

Blinking The  Zyxe l De vic e  is se nd ing / re c e iving  d a ta  a t 10/ 100 Mb p s 
thro ug h a  LAN p o rt.

O ff The  wire le ss ne two rk is no t a c tiva te d .

Ora ng e On A 1000 Mb p s LAN c o nne c tio n is re a d y.

Blinking The  Zyxe l De vic e  is se nd ing / re c e iving  d a ta  a t 1000 Mb ps 
thro ug h a  LAN p o rt.

O ff The  wire le ss ne two rk is no t a c tiva te d .

Ta b le  8   LTE5388-S905 LED De sc rip tio ns

LED COLOR STATUS DESCRIPTION

Po we r G re e n On The  Zyxe l De vic e  is re c e iving  p o we r a nd  re a d y fo r use .

Blinking The  Zyxe l De vic e  is b o o ting .

Off The  Zyxe l De vic e  is no t re c e iving  p o we r.

Inte rne t G re e n On The re  is a n Inte rne t c o nne c tio n.

Off The re  is no  Inte rne t c o nne c tio n.

LTE Sig na l Stre ng th G re e n On The  sig na l stre ng th is e xc e lle nt.

Ora ng e On The  sig na l stre ng th is fa ir.

Re d On The  sig na l stre ng th is po o r.

Blinking A va lid  SIM c a rd  is inse rte d , b ut no  sig na l is d e te c te d .

WiFi/ WPS G re e n On The  wire le ss ne two rk is a c tiva te d .

Blinking  The  WPS p ro c e ss is in p ro g re ss.

O ff The  WiFi/ WPS is no t a c tiva te d .

LAN G re e n On The  Zyxe l De vic e  re c o g nize s a n Ethe rne t c a b le  thro ug h the  
LAN p o rt.

Ta b le  9   LTE7485-S905 LED De sc rip tio ns

COLOR STATUS DESCRIPTION

Re d Blinking The  Zyxe l De vic e  is b o o ting  o r se lf-te sting .

On The  Zyxe l De vic e  e nc o unte re d  a n e rro r.

Ta b le  7   LTE3316-M604 LED De sc rip tio ns (c o ntinue d )

LED COLOR STATUS DESCRIPTION
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1.5.2  Pa ne l Ports & Buttons

The  c o nne c tio n p o rts a re  lo c a te d  o n the  b o tto m/ re a r p a ne ls. 

The  fo llo wing  ta b le  d e sc rib e s the  ite ms o n the  b o tto m p a ne l.

1.5.3  Turning  On/ Off WiFi

Use  the  WPS o r WiFi/ WPS b utto n o n the  Zyxe l De vic e  to  turn o n o r turn o ff the  wire le ss ne two rk.

G re e n Blinking The  Zyxe l De vic e  is trying  to  c o nne c t to  the  Inte rne t.

On The  Zyxe l De vic e  is c o nne c te d  to  the  Inte rne t.

Amb e r Blinking The  Zyxe l De vic e  WiFi is o n.

Ta b le  10   Pa ne l Po rts a nd  Butto ns

LABELS DESCRIPTION

ANT1-ANT2 Insta ll the  e xte rna l a nte nna s to  stre ng the n the  c e llula r sig na l.

USB The  USB p o rt o f the  Zyxe l De vic e  is use d  fo r file  sha ring .

LAN/ Ethe rne t C o nne c t a  c o mp ute r via  the  Po E inje c to r fo r c o nfig ura tio n.

C o nne c t the  Po E inje c to r to  a  p o we r o utle t to  sta rt the  d e vic e .

LAN/ WAN Fo r LTE5388-M804 /  LTE5398-M904 /  LTE3316-M604, c o nne c t a n RJ45 c a b le  to  a  mo d e m to  
c o nne c t to  the  Inte rne t whe n using  a  LAN p o rt a s a  WAN p o rt.

LAN Fo r LTE5388-M804 /  LTE5398-M904 /  LTE3316-M604 /  LTE5388-S905, c o nne c t a n RJ45 c a b le  to  a  
c o mp ute r to  c o nne c t to  the  inte rna l ne two rk In using  a  LAN p o rt.

WiFi Pre ss the  WLAN (WiFi) b utto n fo r mo re  tha n five  se c o nd s to  e na b le  the  wire le ss func tio n. To  se t 
up  a  WiFi c o nne c tio n b e twe e n the  Zyxe l De vic e  a nd  a  wire le ss c lie nt, p re ss the  WPS b utto n fo r 
lo ng e r tha n five  se c o nd s fo r LTE5388-M804 /  LTE5398-M904 /  LTE5388-S905, a nd  p re ss the  WPS 
b utto n fo r two  se c o nd s fo r LTE3316-M604.

WPS Afte r the  wire le ss func tio n is e na b le d , p re ss the  WLAN b utto n fo r mo re  tha n o ne  se c o nd  b ut 
le ss tha n five  se c o nd s to  q uic kly se t up  a  se c ure  wire le ss c o nne c tio n b e twe e n the  Zyxe l 
De vic e  a nd  a  WPS-c o mp a tib le  c lie nt. To  e na b le  WPS, p re ss the  WPS b utto n fo r le ss tha n five  
se c o nd s fo r LTE5388-M804 /  LTE5398-M904 /  LTE5388-S905, a nd  p re ss the  WPS b utto n fo r mo re  
tha n five  se c o nd s fo r LTE3316-M604.

RESET Pre ss the  b utto n fo r mo re  tha n five  se c o nd s to  re turn the  Zyxe l De vic e  to  the  fa c to ry d e fa ults.

POWER Butto n Pre ss the  POWER b utto n a fte r the  p o we r a d a p te r is c o nne c te d  to  sta rt the  Zyxe l De vic e .

POWER / DC IN C o nne c t the  p o we r a d a p te r a nd  p re ss the  POWER b utto n to  sta rt the  Zyxe l De vic e .

Re b o o t Pre ss the  RESET b utto n fo r mo re  tha n 2 se c o nd s b ut le ss tha n 5 se c o nd s, it will c a use  the  syste m 
to  re b o o t.

SIM c a rd Inse rt a  mic ro -SIM c a rd  into  the  slo t with the  c hip  fa c ing  d o wn a nd  the  b e ve le d  c o rne r in the  
to p  le ft c o rne r.

PHONE Fo r LTE5388-M804 /  LTE5398-M904 /  LTE3316-M604, the  p ho ne  p o rt is use d  fo r Vo IP a nd  Vo LTE.

INT/ EXT Fo r LTE5388-M804 /  LTE5398-M904, the  inte rna l/ e xte rna l switc h is use d  fo r se le c ting  b e twe e n 
the  inte rna l o r e xte rna l LTE a nte nna .

Ta b le  9   LTE7485-S905 LED De sc rip tio ns

COLOR STATUS DESCRIPTION
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No te : Use  the  WiFi func tio n o f the  LTE7461-M602 /  LTE7480-M804 /  LTE7480-S905 /  LTE7490-M904 /  LTE7485-
S905 fo r c o nfig ura tio n (fo r e xa mp le , c o nne c t to  the  LTE Ally a p p  o f yo ur mo b ile  d e vic e  to  find  the  
o p tima l LTE sig na l stre ng th a nd  ma na g e  yo ur LTE7461-M602 /  LTE7480-M804 /  LTE7480-S905 /  
LTE7490-M904 /  LTE7485-S905).

Fig ure  19   LTE3301-PLUS WiFI/ WPS Butto n

Fig ure  20   LTE7240-M403 WiFi Butto n

Fig ure  21   LTE7461-M602 /  LTE7480-M804 /  LTE7480-S905 /  LTE7490-M904 /  LTE7485-S905 WiFi Butto n
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Fig ure  22   LTE5388-M804 /  LTE5398-M904 /  LTE5388-S905 WPS b utto n

Fig ure  23   LTE3316-M604 WPS b utto n

To turn on WiFi:

• Ma ke  sure  the  POWER LED is o n a nd  no t b linking . Pre ss the  WiFi o r WiFi/ WPS b utto n fo r mo re  tha n 5 se c o nd s a nd  
re le a se  it.

Fo r LTE3301-PLUS:
Onc e  WiFi is turne d  o n, the  WLAN LED turns g re e n/ white .

Fo r LTE7240-M403:
Onc e  WiFi is turne d  o n, the  WLAN LED shine s g re e n.

Fo r LTE7461-M602 /  LTE7480-M804 /  LTE7480-S905 /  LTE7490-M904 /  LTE7485-S905:
Onc e  WiFi is turne d  o n, the  LED b links a mb e r.

Fo r LTE5388-M804 /  LTE5398-M904 /  LTE5388-S905:
Onc e  WiFi is turne d  o n, the  LED turns g re e n.

• Ma ke  sure  the  POWER LED is o n a nd  no t b linking . Pre ss the  WiFi o r WiFi/ WPS b utto n fo r 2 se c o nd s.

Fo r LTE3316-M604:
Onc e  WiFi is turne d  o n, the  WLAN LED turns g re e n/ white .
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To a c tiva te  WPS (WiFi must be  a lre a dy on):

Yo u c a n a lso  q uic kly se t up  a  se c ure  wire le ss c o nne c tio n b e twe e n the  Zyxe l De vic e  a nd  a  WPS-c o mp a tib le  c lie nt b y 
a d d ing  o ne  d e vic e  a t a  time .

• Pre ss the  WiFi o r WiFi/ WPS b utto n fo r mo re  tha n 1 se c o nd  b ut le ss tha n 5 se c o nd s a nd  re le a se  it (p re ssing  mo re  
tha n 5 se c o nd s will turn o ff WiFi). Pre ss the  WPS b utto n o n a no the r WPS-e na b le d  d e vic e  within ra ng e  o f the  Zyxe l 
De vic e .

Fo r LTE3301-PLUS:
Onc e  a  wire le ss c o nne c tio n is re a d y, the  WLAN LED turns g re e n/ white .

Fo r LTE7240-M403:
Onc e  a  wire le ss c o nne c tio n is re a d y, the  WLAN LED shine s g re e n.

Fo r LTE7461-M602 /  LTE7480-M804 /  LTE7480-S905 /  LTE7490-M904/  LTE7485-S905:
Onc e  a  wire le ss c o nne c tio n is re a d y, the  LED b links a mb e r.

Fo r LTE5388-M804 /  LTE5398-M904 /  LTE5388-S905:
Onc e  a  wire le ss c o nne c tio n is re a d y, the  WPS LED b links g re e n.

• Pre ss the  WiFi o r WiFi/ WPS b utto n fo r mo re  tha n 5 se c o nd  o f the  Zyxe l De vic e  a nd  re le a se  it. Pre ss the  WPS b utto n 
o n a no the r WPS-e na b le d  d e vic e  within ra ng e  o f the  Zyxe l De vic e .

Fo r LTE3316-M604:
Onc e  a  wire le ss c o nne c tio n is re a d y, the  WPS LED b links g re e n/ white .

• Pre ss the  WPS b utto n fo r mo re  tha n 1-4 se c o nds o f the  Zyxe l De vic e  a nd  re le a se  it. Pre ss the  WPS b utto n o n 
a no the r WPS-e na b le d  d e vic e  within ra ng e  o f the  Zyxe l De vic e .

To turn off the  wire le ss ne twork: 

• Pre ss the  WiFi o r WiFi/ WPS b utto n fo r mo re  tha n 5 se c o nd s.

Fo r LTE3301-PLUS:
The  WLAN LED turns o ff whe n the  wire le ss ne two rk is o ff.

Fo r LTE7240-M403:
The  WLAN LED turns o ff whe n the  wire le ss ne two rk is o ff.

Fo r LTE7461-M602 /  LTE7480-M804 /  LTE7480-S905 /  LTE7490-M904/  LTE7485-S905:
The  a mb e r LED turns o ff whe n the  wire le ss ne two rk is o ff.

Fo r LTE5388-M804 /  LTE5398-M904 /  LTE3316-M604 /  LTE5388-S905:
The  WLAN LED turns o ff whe n the  wire le ss ne two rk is o ff.

• Pre ss the  WiFi o r WiFi/ WPS b utto n fo r 2 se c o nd s.

Fo r LTE3316-M604:
The  WLAN LED turns o ff whe n the  wire le ss ne two rk is o ff.

1.5.4  The  RESET Button

If yo u fo rg e t yo ur p a sswo rd  o r c a nno t a c c e ss the  We b  Co nfig ura to r, yo u will ne e d  to  use  the  RESET b utto n o f the  
Zyxe l De vic e  a s sho wn in the  fo llo wing  fig ure  to  re lo a d  the  fa c to ry-d e fa ult c o nfig ura tio n file . This me a ns tha t yo u will 
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lo se  a ll c o nfig ura tio ns tha t yo u ha d  p re vio usly sa ve d . The  p a sswo rd  will b e  re se t to  the  d e fa ult (se e  the  Zyxe l De vic e  
la b e l) a nd  the  IP a d d re ss will b e  re se t to  192.168.1.1.

Fig ure  24   Re se t Butto n (LTE3301-PLUS)

Fig ure  25   Re se t Butto n (LTE7240-M403)

Fig ure  26   Re se t Butto n (LTE7461-M602 /  LTE7480-M804 /  LTE7480-S905 /  LTE7490-M904/  LTE7485-S905)

Fig ure  27   Re se t Butto n (LTE5388-M804 /  LTE5398-M904)
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Fig ure  28   Re se t Butto n (LTE3316-M604) 

Fig ure  29   Re se t Butto n (LTE5388-S905)

1 Ma ke  sure  the  Zyxe l De vic e  is c o nne c te d  to  p o we r a nd  POWER LED is o n.

2 To  se t the  Zyxe l De vic e  b a c k to  the  fa c to ry d e fa ult se tting s, p re ss the  RESET b utto n fo r 5 se c o nd s.

No te : If yo u p re ss the  RESET b utto n fo r mo re  tha n 2 se c o nd s b ut le ss tha n 5 se c o nd s, it will c a use  the  
syste m to  re b o o t/ re sta rt.

1.6  Wa ll Mounting

Ple a se  re fe r to  the  insta lla tio n g uid e  b e lo w fo r the  wa ll mo unting  p ro c e d ure s o f the  LTE3316-M604. Yo u ma y ne e d  
sc re w a nc ho rs if mo unting  o n a  c o nc re te  o r b ric k wa ll.

Do  the  fo llo wing  to  a tta c h yo ur Zyxe l De vic e  to  a  wa ll.

1 Se le c t a  p o sitio n fre e  o f o b struc tio ns o n a  wa ll stro ng  e no ug h to  ho ld  the  we ig ht o f the  d e vic e .

2 Ma rk two  ho le s o n the  wa ll a t the  a p p ro p ria te  d ista nc e  a p a rt fo r the  sc re ws.

Be  c a re ful to  a void da ma ging  pipe s or c a ble s loc a te d inside  the  wall whe n 

drilling  hole s for the  sc re ws.

Ta b le  11   Wa ll Mo unting  Info rma tio n
Dista nc e  b e twe e n ho le s 100 mm

M4 Sc re ws Two

Sc re w a nc ho rs (o p tio na l) Two
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Do not wa ll mount the  Zyxe l De vic e  ove r a  he ight of 2 m.

3 If using  sc re w a nc ho rs, d rill two  ho le s fo r the  sc re w a nc ho rs into  the  wa ll. Push the  a nc ho rs into  the  full 
d e p th o f the  ho le s, the n inse rt the  sc re ws into  the  a nc ho rs. Do  no t inse rt the  sc re ws a ll the  wa y in - le a ve  
a  sma ll g a p  o f a b o ut 0.5 c m.

If no t using  sc re w a nc ho rs, use  a  sc re wd rive r to  inse rt the  sc re ws into  the  wa ll. Do  no t inse rt the  sc re ws a ll the  wa y in - 
le a ve  a  g a p  o f a b o ut 0.5 c m.

4 Ma ke  sure  the  sc re ws a re  fa ste ne d  we ll e no ug h to  ho ld  the  we ig ht o f the  Zyxe l De vic e  with the  
c o nne c tio n c a b le s.

5 Alig n the  ho le s o n the  b a c k o f the  Zyxe l De vic e  with the  sc re ws o n the  wa ll. Ha ng  the  Zyxe l De vic e  o n 
the  sc re ws.

Fig ure  30   Wa ll Mo unting  Exa mp le

Fig ure  31   Wa ll Mo unting  Sc re w Sp e c ific a tio ns
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C HA PTER 2

The  We b Config ura tor

2.1  Ove rvie w

The  We b  Co nfig ura to r is a n HTML-b a se d  ma na g e me nt inte rfa c e  tha t a llo ws e a sy syste m se tup  a nd  
ma na g e me nt via  Inte rne t b ro wse r. Use  a  b ro wse r tha t sup p o rts HTML5, suc h a s Inte rne t Exp lo re r 11, 
Mo zilla  Fire fo x, o r G o o g le  Chro me . The  re c o mme nd e d  sc re e n re so lutio n is 1024 b y 768 p ixe ls.

In o rd e r to  use  the  We b  Co nfig ura to r yo u ne e d  to  a llo w:

• We b  b ro wse r p o p -up  wind o ws fro m yo ur Zyxe l De vic e .

• Ja va Sc rip t (e na b le d  b y d e fa ult).

• Ja va  p e rmissio ns (e na b le d  b y d e fa ult).

2.1.1  Ac c e ss the  We b Config ura tor

1 Ma ke  sure  yo ur Zyxe l De vic e  ha rd wa re  is p ro p e rly c o nne c te d  (re fe r to  the  Q uic k Sta rt Guid e ).

2 La unc h yo ur we b  b ro wse r. If the  Zyxe l De vic e  d o e s no t a uto ma tic a lly re -d ire c t yo u to  the  lo g in sc re e n, 
g o  to  http :/ / 192.168.1.1.

3 A p a sswo rd  sc re e n d isp la ys. Se le c t the  la ng ua g e  yo u p re fe r (up p e r rig ht).

4 To  a c c e ss the  We b  Co nfig ura to r a nd  ma na g e  the  Zyxe l De vic e , typ e  the  d e fa ult use rna me  a dmin a nd  
the  ra nd o mly a ssig ne d  d e fa ult p a sswo rd  (se e  the  Zyxe l De vic e  la b e l) in the  Log in sc re e n a nd  c lic k Log in. 
If yo u ha ve  c ha ng e d  the  p a sswo rd , e nte r yo ur p a sswo rd  a nd  c lic k Log in.

Fig ure  32   Pa sswo rd  Sc re e n

No te : The  first time  yo u e nte r the  p a sswo rd , yo u will b e  a ske d  to  c ha ng e  it. Ma ke  sure  the  ne w 
p a sswo rd  must c o nta in a t le a st o ne  up p e rc a se  le tte r, o ne  lo we rc a se  le tte r a nd  o ne  
numb e r.

5 The  Conne c tion Sta tus sc re e n a p p e a rs. Use  this sc re e n to  c o nfig ure  b a sic  Inte rne t a c c e ss a nd  wire le ss 
se tting s.
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Fig ure  33   Co nne c tio n Sta tus 
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2.2  We b Config ura tor La yout

Fig ure  34   Sc re e n La yo ut

As illustra te d  a b o ve , the  ma in sc re e n is d ivid e d  into  the se  p a rts:

• A  - Se tting s Ic o n (Na vig a tio n Pa ne l & Sid e  Ba r)

• B - Wid g e t Ic o n

• C  - Ma in Wind o w

2.2.1  Se tting s Ic on

Clic k this ic o n ( ) to  se e  the  sid e  b a r a nd  na vig a tio n p a ne l.

2.2.1.1  Side  Ba r

The  sid e  b a r p ro vid e s so me  ic o ns o n the  rig ht ha nd  sid e .

C

A

B
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Fig ure  35   Sid e  Ba r

The  ic o ns p ro vid e  the  fo llo wing  func tio ns.

Ta b le  12   We b  Co nfig ura to r Ic o ns in the  Title  Ba r

ICON DESCRIPTION

Wiza rd : C lic k this ic o n to  o p e n sc re e ns whe re  yo u c a n c o nfig ure  the  Zyxe l De vic e ’ s time  zo ne  
a nd  wire le ss se tting s. Se e  Cha p te r 3 o n p a g e  45 fo r mo re  info rma tio n a b o ut the  Wiza rd  sc re e ns.

The me : C lic k this ic o n to  se le c t a  c o lo r tha t yo u p re fe r a nd  a p p ly it to  the  We b  Co nfig ura to r.

La ng ua g e : Se le c t the  la ng ua g e  yo u p re fe r.

Re sta rt: C lic k this ic o n to  re b o o t the  Zyxe l De vic e  witho ut turning  the  p o we r o ff.

Log out: C lic k this ic o n to  lo g  o ut o f the  We b  Co nfig ura to r.
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2.2.1.2  Na vig a tion Pa ne l

Use  the  me nu ite ms o n the  na vig a tio n p a ne l to  o p e n sc re e ns to  c o nfig ure  Zyxe l De vic e  fe a ture s. The  
fo llo wing  ta b le s d e sc rib e  e a c h me nu ite m.

Ta b le  13   Na vig a tio n Pa ne l Summa ry

LINK TAB FUNCTION

Ho me Use  this sc re e n to  c o nfig ure  b a sic  Inte rne t a c c e ss a nd  wire le ss se tting s. 
This sc re e n a lso  sho ws the  ne two rk sta tus o f the  Zyxe l De vic e  a nd  
c o mp ute rs/ d e vic e s c o nne c te d  to  it.

Ne two rk Se tting

Bro a d b a nd Bro a d b a nd Use  this sc re e n to  vie w a nd  c o nfig ure  ISP p a ra me te rs, WAN IP a d d re ss 
a ssig nme nt, a nd  o the r a d va nc e d  p ro p e rtie s.

WAN Ba c kup Use  this sc re e n to  c o nfig ure  yo ur Zyxe l De vic e ’ s Inte rne t se tting s if the  
c e llula r c o nne c tio n is d o wn.

Ethe rne t WAN Use  this sc re e n to  c o nve rt the  LAN p o rt a s WAN p o rt, o r re sto re  the  WAN 
p o rt to  LAN p o rt.

Ce llula r WAN Use  this sc re e n to  c o nfig ure  a n LTE WAN c o nne c tio n.

Ce llula r APN Use  this sc re e n to  c o nfig ure  the  Ac c e ss Po int Na me  (APN) p ro vid e d  b y 
yo ur se rvic e  p ro vid e r.

Ce llula r SIM Use  this sc re e n to  e nte r a  PIN fo r yo ur SIM c a rd  to  p re ve nt o the rs fro m 

using  it.

Ce llula r Ba nd Use  this sc re e n to  c o nfig ure  the  LTE fre q ue nc y b a nd s tha t c a n b e  use d  
fo r Inte rne t a c c e ss a s p ro vid e d  b y yo ur se rvic e  p ro vid e r.

Ce llula r PLMN Use  this sc re e n to  vie w a va ila b le  PLMNs a nd  se le c t yo ur p re fe rre d  
ne two rk.

Ce llula r IP 
Pa ssthro ug h

Use  this sc re e n to  e na b le  IP Pa ssthro ug h mo d e  (b rid g e  mo d e ).

No te : This sc re e n is no t a va ila b le  whe n the  fo urth LAN p o rt a c ts 
a s a n Ethe rne t WAN p o rt. Se e  Ta b le  1 o n p a g e  16 fo r the  
fe a ture  d iffe re nc e s o f the  Zyxe l De vic e s.

Ce llula r Lo c k Use  this sc re e n to  e na b le  o r d isa b le  PC I Lo c k.

Wire le ss G e ne ra l Use  this sc re e n to  c o nfig ure  the  wire le ss LAN se tting s a nd  WLAN 
a uthe ntic a tio n/ se c urity se tting s.

G ue st/ Mo re  AP Use  this sc re e n to  c o nfig ure  multip le  BSSs o n the  Zyxe l De vic e .

MAC  
Authe ntic a tio n

Use  this sc re e n to  b lo c k o r a llo w wire le ss tra ffic  fro m wire le ss d e vic e s o f 
c e rta in SSIDs a nd  MAC a d d re sse s to  the  Zyxe l De vic e .

WPS Use  this sc re e n to  c o nfig ure  a nd  vie w yo ur WPS (WiFi Pro te c te d  Se tup ) 
se tting s.

WMM Use  this sc re e n to  e na b le  o r d isa b le  WiFi MultiMe d ia  (WMM).

O the rs Use  this sc re e n to  c o nfig ure  a d va nc e d  wire le ss se tting s.

WLAN Sc he d ule r Use  this sc re e n to  c re a te  rule s to  sc he d ule  the  time s to  p e rmit Inte rne t 
tra ffic  fro m e a c h wire le ss ne two rk inte rfa c e s.

C ha nne l Sta tus Use  this sc re e n to  sc a n wire le ss LAN c ha nne l no ise s a nd  vie w the  re sults.

Ho me  
Ne two rking

LAN Se tup Use  this sc re e n to  c o nfig ure  LAN TCP/ IP se tting s, a nd  o the r a d va nc e d  
p ro p e rtie s.

Sta tic  DHCP Use  this sc re e n to  a ssig n sp e c ific  IP a d d re sse s to  ind ivid ua l MAC 
a d d re sse s.

UPnP Use  this sc re e n to  turn UPnP a nd  UPnP NAT-T o n o r o ff.
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Ro uting Sta tic  Ro ute Use  this sc re e n to  vie w a nd  se t up  sta tic  ro ute s o n the  Zyxe l De vic e .

DNS Ro ute Use  this sc re e n to  fo rwa rd  DNS q ue rie s fo r c e rta in d o ma in na me s thro ug h 
a  sp e c ific  WAN inte rfa c e  to  its DNS se rve r(s).

Po lic y Ro ute Use  this sc re e n to  c o nfig ure  p o lic y ro uting  o n the  Zyxe l De vic e .

RIP Use  this sc re e n to  c o nfig ure  Ro uting  Info rma tio n Pro to c o l to  e xc ha ng e  
ro uting  info rma tio n with o the r ro ute rs.

NAT Po rt Fo rwa rd ing Use  this sc re e n to  ma ke  yo ur lo c a l se rve rs visib le  to  the  o utsid e  wo rld .

Po rt Trig g e ring Use  this sc re e n to  c ha ng e  yo ur Zyxe l De vic e ’ s p o rt trig g e ring  se tting s.

DMZ Use  this sc re e n to  c o nfig ure  a  d e fa ult se rve r whic h re c e ive s p a c ke ts fro m 
p o rts tha t a re  no t sp e c ifie d  in the  Port Forwa rding  sc re e n.

ALG Use  this sc re e n to  e na b le  o r d isa b le  SIP ALG.

Ad d re ss Ma pp ing Use  this sc re e n to  c ha ng e  yo ur Zyxe l De vic e 's IP a d d re ss ma pp ing  
se tting s.

Se ssio ns Use  this sc re e n to  limit the  numb e r o f NAT se ssio ns e a c h c lie nt c a n use .

DNS DNS Entry Use  this sc re e n to  vie w a nd  c o nfig ure  DNS ro ute s.

Dyna mic  DNS Use  this sc re e n to  a llo w a  sta tic  ho stna me  a lia s fo r a  d yna mic  IP a d d re ss.

USB USB Se rvic e Use  this sc re e n to  e na b le  file  sha ring  via  the  Zyxe l De vic e .

Se c urity

Fire wa ll G e ne ra l Use  this sc re e n to  c o nfig ure  the  se c urity le ve l o f yo ur fire wa ll.

Pro to c o l Use  this sc re e n to  a d d  Inte rne t se rvic e s a nd  c o nfig ure  fire wa ll rule s.

Ac c e ss C o ntro l Use  this sc re e n to  e na b le  sp e c ific  tra ffic  d ire c tio ns fo r ne two rk se rvic e s.

Do S Use  this sc re e n to  a c tiva te  p ro te c tio n a g a inst De nia l o f Se rvic e  (Do S) 
a tta c ks.

MAC Filte r MAC Filte r Use  this sc re e n to  b lo c k o r a llo w tra ffic  fro m d e vic e s o f c e rta in MAC 
a d d re sse s to  the  Zyxe l De vic e .

Pa re nta l 
Co ntro l

Pa re nta l Co ntro l Use  this sc re e n to  d e fine  time  p e rio d s a nd  d a ys d uring  whic h the  Zyxe l 
De vic e  p e rfo rms p a re nta l c o ntro l a nd / o r b lo c k we b  site s with the  
sp e c ific  URL.

Ce rtific a te s Lo c a l Ce rtific a te s Use  this sc re e n to  vie w a  summa ry list o f c e rtific a te s a nd  ma na g e  
c e rtific a te s a nd  c e rtific a tio n re q ue sts.

Truste d  CA Use  this sc re e n to  vie w a nd  ma na g e  the  list o f the  truste d  CAs.

Vo ic e Vo ic e  Mo d e Use  this sc re e n to  e na b le  the  Vo ic e  Mo d e  o n the  Zyxe l De vic e .

SIP Use  this sc re e n to  se t up  info rma tio n a b o ut yo ur SIP a c c o unt.

Pho ne Use  this sc re e n to  c ha ng e  se tting s tha t d e p e nd  o n the  c o untry yo u a re  
in.

C a ll Rule Use  this sc re e n to  a d d , e d it, o r re mo ve  sp e e d -d ia l numb e rs fo r o utg o ing  
c a lls.

C a ll Histo ry  Use  this sc re e n to  vie w a  c a ll histo ry list.

Syste m Mo nito r

Ta b le  13   Na vig a tio n Pa ne l Summa ry (c o ntinue d )
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Lo g Syste m Lo g Use  this sc re e n to  vie w the  sta tus o f e ve nts tha t o c c urre d  to  the  Zyxe l 
De vic e . Yo u c a n e xp o rt o r e ma il the  lo g s.

Se c urity Lo g Use  this sc re e n to  vie w a ll se c urity re la te d  e ve nts. Yo u c a n se le c t the  
le ve l a nd  c a te g o ry o f the  se c urity e ve nts in the ir p ro p e r d ro p -d o wn list 
wind o w.

Le ve ls inc lud e :

• Eme rg e nc y
• Ale rt
• C ritic a l
• Erro r
• Wa rning
• No tic e
• Info rma tio na l
• De b ug g ing

C a te g o rie s inc lud e :

• Ac c o unt
• Atta c k
• Fire wa ll
• MAC  Filte r

Tra ffic  Sta tus WAN Use  this sc re e n to  vie w the  sta tus o f a ll ne two rk tra ffic  g o ing  thro ug h the  
WAN p o rt o f the  Zyxe l De vic e .

LAN Use  this sc re e n to  vie w the  sta tus o f a ll ne two rk tra ffic  g o ing  thro ug h the  
LAN p o rts o f the  Zyxe l De vic e .

Vo IP Sta tus Vo IP Sta tus Use  this sc re e n to  vie w Vo IP re g istra tio n, c urre nt c a ll sta tus a nd  pho ne  
numb e rs.

ARP ta b le ARP ta b le Use  this sc re e n to  vie w the  ARP ta b le . It d isp la ys the  IP a nd  MAC  a d d re ss 
o f e a c h DHCP c o nne c tio n.

Ro uting  Ta b le Ro uting  Ta b le Use  this sc re e n to  vie w the  ro uting  ta b le  o n the  Zyxe l De vic e .

WAN Sta tio n 
Sta tus

WAN Sta tio n 
Sta tus

Use  this sc re e n to  vie w the  wire le ss sta tio ns tha t a re  c urre ntly a sso c ia te d  
to  the  Zyxe l De vic e ’ s wire le ss LAN.

Ce llula r WAN 
Sta tus

Ce llula r Sta tistic s Use  this sc re e n to  lo o k a t the  c e llula r Inte rne t c o nne c tio n sta tus.

Ma inte na nc e

Syste m Syste m Use  this sc re e n to  se t the  Zyxe l De vic e  na me  a nd  Do ma in na me .

Use r Ac c o unt Use r Ac c o unt Use  this sc re e n to  c ha ng e  the  use r p a sswo rd  o n the  Zyxe l De vic e .

Re mo te  
Ma na g e me nt

MG MT Se rvic e s Use  this sc re e n to  e na b le  sp e c ific  tra ffic  d ire c tio ns fo r ne two rk se rvic e s.

MG MT Se rvic e s 
fo r IP Pa ssthro ug h

Use  this sc re e n to  e na b le  va rio us a p p ro a c he s to  a c c e ss this Zyxe l De vic e  
re mo te ly fro m a  WAN a nd / o r LAN c o nne c tio n.

Trust Do ma in Use  this sc re e n to  vie w a  list o f p ub lic  IP a d d re sse s whic h a re  a llo we d  to  
a c c e ss the  Zyxe l De vic e  thro ug h the  se rvic e s c o nfig ure d  in the  
Ma inte na nc e  > Re mote  Ma na g e me nt sc re e n.

Trust Do ma in fo r 
IP Pa ssthro ug h

Use  this sc re e n to  e na b le  pub lic  IP a d d re sse s to  a c c e ss this Zyxe l De vic e  
re mo te ly fro m a  WAN a nd / o r LAN c o nne c tio n.

TR-069 C lie nt TR-069 C lie nt Use  this sc re e n to  c o nfig ure  yo ur Zyxe l De vic e  to  b e  ma na g e d  re mo te ly 
b y a n Auto  Co nfig ura tio n Se rve r (ACS) using  TR-069.

Time Time Use  this sc re e n to  c ha ng e  yo ur Zyxe l De vic e ’ s time  a nd  d a te .

Ema il 
No tific a tio n

Ema il No tific a tio n Use  this sc re e n to  c o nfig ure  up  to  two  ma il se rve rs a nd  se nd e r a d d re sse s 
o n the  Zyxe l De vic e .

Ta b le  13   Na vig a tio n Pa ne l Summa ry (c o ntinue d )
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2.2.1.3  Da shboa rd

Use  the  me nu ite ms in the  na vig a tio n p a ne l o n the  rig ht to  o p e n sc re e ns to  c o nfig ure  the  Zyxe l De vic e ’ s 
fe a ture s.

Fig ure  36   Na vig a tio n Pa ne l

2.2.2  Widg e t Ic on

Clic k this ic o n ( ) in the  lo we r le ft c o rne r to  a rra ng e  the  sc re e n o rd e r.

Lo g  Se tting Lo g  Se tting Use  this sc re e n to  c ha ng e  yo ur Zyxe l De vic e ’ s lo g  se tting s.

Firmwa re  
Up g ra d e

Firmwa re  
Upg ra d e

Use  this sc re e n to  up lo a d  firmwa re  to  yo ur Zyxe l De vic e .

Ba c kup / Re sto re  Ba c kup / Re sto re Use  this sc re e n to  b a c kup  a nd  re sto re  yo ur Zyxe l De vic e ’ s c o nfig ura tio n 
(se tting s) o r re se t the  fa c to ry d e fa ult se tting s.

Re b o o t Re b o o t Use  this sc re e n to  re b o o t the  Zyxe l De vic e  witho ut turning  the  p o we r o ff.

Dia g no stic Ping &Tra c e ro ute
&Nslo o kup

Use  this sc re e n to  id e ntify p ro b le ms with the  DSL c o nne c tio n. Yo u c a n 
use  Ping , Tra c e Ro ute , o r Nslo o kup  to  he lp  yo u id e ntify p ro b le ms.

Ta b le  13   Na vig a tio n Pa ne l Summa ry (c o ntinue d )
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Fig ure  37   Wid g e t Ic o n

The  fo llo wing  sc re e n a p p e a rs. Se le c t a  b lo c k a nd  ho ld  it to  mo ve  a ro und . Clic k the  Che c k ic o n ( ) in 
the  lo we r le ft c o rne r to  sa ve  the  c ha ng e s.

Fig ure  38   The  Sc re e n Ord e r
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C HA PTER 3

Quic k Sta rt

3.1  Ove rvie w

Use  the  Wizard  sc re e ns to  c o nfig ure  the  Zyxe l De vic e ’ s time  zo ne  a nd  wire le ss se tting s.

No te : Se e  the  te c hnic a l re fe re nc e  c ha p te rs (sta rting  o n C ha p te r 5 o n p a g e  72) fo r 
b a c kg ro und  info rma tio n o n the  fe a ture s in this c ha p te r.

3.2  Quic k Sta rt Se tup

Yo u c a n c lic k the  Wiza rd ic o n in the  sid e  b a r to  o p e n the  Wiza rd sc re e ns. Se e  Se c tio n 2.2.1.1 o n p a g e  38 
fo r mo re  info rma tio n a b o ut the  sid e  b a r. Afte r yo u c lic k the  Wiza rd  ic o n, the  fo llo wing  sc re e n a p p e a rs. 
C lic k Le t’s g o  to  p ro c e e d  with se tting s o n time  zo ne  a nd  wire le ss ne two rks. It will ta ke  yo u a  fe w minute s 
to  c o mp le te  the  se tting s o n the  Wiza rd sc re e ns. Yo u c a n c lic k Skip to  le a ve  the  Wiza rd sc re e ns.

Fig ure  39   Wiza rd  - Ho me

3.3  Time  Zone

Se le c t the  time  zo ne  o f yo ur lo c a tio n. C lic k Ne xt.
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Fig ure  40   Wiza rd  - Time  Zo ne  

3.4  The  Inte rne t Conne c tion Se tup

Se le c t the  Inte rne t c o nne c tio n mo d e  o f the  Zyxe l De vic e . C lic k Ne xt to  c o ntinue .

Fig ure  41   Wiza rd  - Inte rne t

3.4.1  Suc c e ssful Inte rne t Conne c tion

The  Zyxe l De vic e  ha s Inte rne t a c c e ss.

Fig ure  42   Wiza rd  - Suc c e ssful Inte rne t Co nne c tio n
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3.4.2  Unsuc c e ssful Inte rne t Conne c tion

The  Zyxe l De vic e  d id n’ t d e te c t a  WAN c o nne c tio n.

Fig ure  43   Wiza rd  - Inte rne t Co nne c tio n is d o wn

3.5  Quic k Sta rt Se tup- Wire le ss

Turn WiFi o n o r o ff. If yo u ke e p  it o n, re c o rd  the  WiFi Na me  a nd  Pa ssword  in this sc re e n so  yo u c a n 
c o nfig ure  yo ur wire le ss c lie nts to  c o nne c t to  the  Zyxe l De vic e . If yo u wa nt to  sho w o r hid e  yo ur WiFi 
p a sswo rd , c lic k the  Eye  ic o n ( ).

Fig ure  44   Wiza rd  - Wire le ss

No te : Yo u c a n a lso  e na b le  the  wire le ss se rvic e  using  a ny o f the  fo llo wing  me tho d s:
C lic k Ne twork Se tting  > Wire le ss to  o p e n the  Ge ne ra l sc re e n. The n se le c t Ena ble  in the  
Wire le ss fie ld . Or, Pre ss the  WiFi b utto n lo c a te d  und e r the  RESET b utto n (se e  Se c tio n 
1.5.4 o n p a g e  32 fo r the  lo c a tio n a nd  fo r ho w lo ng  the  wire le ss func tio n is turne d  o n) fo r 
o ne  se c o nd .
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3.6  Quic k Sta rt Se tup- Finish

Yo ur Zyxe l De vic e  sa ve s yo ur se tting s a nd  a tte mp ts to  c o nne c t to  the  Inte rne t.
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C HA PTER 4

Tutoria ls

4.1  Ove rvie w

This c ha p te r p ro vid e s tuto ria ls fo r se tting  up  yo ur Zyxe l De vic e .

• Se t Up  a  Wire le ss Ne two rk Using  WPS

• Co nne c t to  the  Zyxe l De vic e ’ s WiFi Ne two rk

• Use  Multip le  SSIDs o n the  Zyxe l De vic e

• Ma ke  a  Vo IP/ Vo LTE Pho ne  Ca ll

• Co nfig ure  a  Fire wa ll Rule

• Co nfig ure  MAC Filte r

• Up g ra d e  Firmwa re  o n the  Zyxe l De vic e

• Ba c k up  a  Co nfig ura tio n File

• Re sto re  Co nfig ura tio n

• Co nne c t to  the  Inte rne t

• Co nfig ure  DHCP

• Co nfig ure  Sta tic  Ro ute  fo r Ro uting  to  Ano the r Ne two rk

• Ac c e ss the  Zyxe l De vic e  Using  DDNS

4.2  Se t Up a  Wire le ss Ne twork Using  WPS

This se c tio n g ive s yo u a n e xa mp le  o f ho w to  se t up  wire le ss ne two rk using  WPS. This e xa mp le  use s the  
Zyxe l De vic e  a s the  AP a nd  a  WPS-e na b le d  And ro id  sma rtp ho ne  a s the  wire le ss c lie nt. 

The re  a re  two  WPS me tho d s fo r c re a ting  a  se c ure  c o nne c tio n via  the  we b  c o nfig ura to r o r utility. This 
tuto ria l sho ws yo u ho w to  d o  b o th.

• Push Button Config ura tion (PBC) - c re a te  a  se c ure  wire le ss ne two rk simp ly b y p re ssing  a  b utto n. Se e  
Se c tio n 4.2.1 o n p a g e  50. This is the  e a sie r me tho d .

• PIN Configura tion - c re a te  a  se c ure  wire le ss ne two rk simp ly b y e nte ring  a  wire le ss c lie nt's PIN (Pe rso na l 
Id e ntific a tio n Numb e r) in the  Zyxe l De vic e ’ s inte rfa c e . Se e  Se c tio n 4.2.2 o n p a g e  51. This is the  mo re  
se c ure  me tho d , sinc e  o ne  d e vic e  c a n a uthe ntic a te  the  o the r.
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4.2.1  Push Button Config ura tion (PBC)

1 Ma ke  sure  tha t yo ur Zyxe l De vic e  is turne d  o n. Ma ke  sure  the  wire le ss LAN is turne d  o n b y p re ssing  the  
WiFi/ WPS b utto n fo r two  se c o nd s, a nd  tha t the  d e vic e  is p la c e d  within ra ng e  o f yo ur no te b o o k (fo r 
LTE3316-M604). Fo r mo re  info rma tio n a b o ut WiFi/ WPS se tting s, se e  Se c tio n 1.5.3 o n p a g e  29.

2 WPS is e na b le d  b y d e fa ult o n the  Zyxe l De vic e . If no t, lo g  into  the  Zyxe l De vic e ’ s We b  Co nfig ura to r a nd  
p re ss the  Push Button in the  Config uration > Ne twork Se tting  > Wire le ss > WPS sc re e n. Yo u c a n e ithe r 
p re ss the  WPS b utto n o n the  Zyxe l De vic e ’ s to p / sid e  p a ne l o r p re ss WPS in the  sc re e n. 

3 Go  to  yo ur p ho ne  se tting s a nd  turn o n WiFi. Op e n the  WiFi ne two rks list a nd  ta p  WPS Push Butto n o r the  
WPS ic o n ( ).

No te : It d o e sn’ t ma tte r whic h b utto n is p re sse d  first. Yo u must p re ss the  se c o nd  b utto n within 
two  minute s o f p re ssing  the  first o ne . 

The  Zyxe l De vic e  se nd s the  p ro p e r c o nfig ura tio n se tting s to  the  wire le ss c lie nt. This ma y ta ke  up  to  two  
minute s. The n the  wire le ss c lie nt is a b le  to  c o mmunic a te  with the  Zyxe l De vic e  se c ure ly. 

The  fo llo wing  fig ure  sho ws yo u a n e xa mp le  to  se t up  wire le ss ne two rk a nd  se c urity b y p re ssing  a  b utto n 
o n b o th Zyxe l De vic e  a nd  wire le ss c lie nt (the  And ro id  sma rtp ho ne  in this e xa mp le ).

Fig ure  45   Exa mp le  WPS Pro c e ss: PBC Me tho d

Wireless Client

SECURITY INFO

COMMUNICATION

WITHIN 2 MINUTES

LTE

LTE
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4.2.2  PIN Config ura tion

Whe n yo u use  the  PIN c o nfig ura tio n me tho d , yo u ne e d  to  c he c k the  c lie nt’ s PIN numb e r a nd  use  the  
Zyxe l De vic e ’ s c o nfig ura tio n inte rfa c e .

1 Go  to  yo ur p ho ne  se tting s a nd  turn o n WiFi. Op e n the  WiFi ne two rks list a nd  ta p  WPS PIN Entry to  g e t a  
PIN numb e r.

2 Ente r the  c lie nt’ s PIN numb e r in the  PIN fie ld  in the  Configura tion > Ne twork Se tting  > Broa rdba nd > 

Ce llula r SIM sc re e n o n the  Zyxe l De vic e .

3 Clic k Sta rt b utto n (o r the  b utto n ne xt to  the  PIN fie ld ) o n the  Zyxe l De vic e ’ s Ce llula r SIM sc re e n within two  
minute s.

The  Zyxe l De vic e  a uthe ntic a te s the  wire le ss c lie nt a nd  se nd s the  p ro p e r c o nfig ura tio n se tting s to  the  
wire le ss c lie nt. This ma y ta ke  up  to  two  minute s. The n the  wire le ss c lie nt is a b le  to  c o mmunic a te  with the  
Zyxe l De vic e  se c ure ly. 

The  fo llo wing  fig ure  sho ws yo u the  e xa mp le  to  se t up  wire le ss ne two rk a nd  se c urity o n Zyxe l De vic e  a nd  
wire le ss c lie nt (e x. the  And ro id  sma rtp ho ne  in this e xa mp le ) b y using  PIN Me tho d . 
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Fig ure  46   Exa mp le  WPS Pro c e ss: PIN Me tho d

4.3  Conne c t to  the  Zyxe l De vic e ’s WiFi Ne twork

In this e xa mp le , yo u’ ve  c o nfig ure d  the  Zyxe l De vic e ’ s WiFi Ne two rk to  the  fo llo wing  se tting s.

Wireless Client

LTE

Enter WPS PIN  

WPS

from other device: 

Authentication by PIN

SECURITY INFO

COMMUNICATION

WITHIN 2 MINUTES

WPS

START

LTE

LTE

LTE

LTE

SSID SSID_Exa mp le
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No te : In this e xa mp le , we  use  a  Wind o ws 7 la p to p  tha t ha s a  b uilt-in wire le ss a d a p te r a s the  
wire le ss c lie nt.

1 The  Zyxe l De vic e  sup p o rts IEEE 802.11b , IEEE 802.11g , a nd  IEEE 802.11n wire le ss c lie nts. Ma ke  sure  tha t 
yo ur no te b o o k o r c o mp ute r’ s wire le ss a d a p te r sup p o rts o ne  o f the se  sta nd a rd s.

2 Clic k the  WiFi ic o n in yo ur c o mp ute r’ s syste m tra y.

3 The  Wire le ss Ne twork Conne c tion sc re e n d isp la ys. C lic k the  re fre sh b utto n to  up d a te  the  list o f the  
a va ila b le  wire le ss APs within ra ng e .

4 Se le c t SSID_Example  a nd  c lic k Conne c t. 

5 The  fo llo wing  sc re e n d isp la ys if WPS is e na b le d  o n the  Zyxe l De vic e  b ut yo u d id n’ t p re ss the  WPS b utto n. 
C lic k Conne c t using  a  se c urity ke y inste a d. 

Cha nne l 6

Se c urity WPA2-PSK

(Pre -Sha re d  Ke y: ThisismyWPA-PSKp re -sha re d ke y)
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6 Typ e  the  se c urity ke y in the  fo llo wing  sc re e n. C lic k OK. 

7 Che c k the  sta tus o f yo ur wire le ss c o nne c tio n in the  sc re e n b e lo w. 
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8 If the  wire le ss c lie nt ke e p s trying  to  c o nne c t to  o r a c q uiring  a n IP a d d re ss fro m the  Zyxe l De vic e , ma ke  
sure  yo u e nte re d  the  c o rre c t se c urity ke y.

If the  c o nne c tio n ha s limite d  o r no  c o nne c tivity, ma ke  sure  the  DHCP se rve r is e na b le d  o n the  Zyxe l 
De vic e .

If yo ur c o nne c tio n is suc c e ssful, o p e n yo ur Inte rne t b ro wse r a nd  e nte r http :/ / www.zyxe l.c o m o r the  URL 
o f a ny o the r we b site  in the  a d d re ss b a r. If yo u a re  a b le  to  a c c e ss the  we b  site , yo ur wire le ss c o nne c tio n 
is suc c e ssfully c o nfig ure d .

4.4  Use  Multiple  SSIDs on the  Zyxe l De vic e

Yo u c a n c o nfig ure  mo re  tha n o ne  SSID o n a  Zyxe l De vic e . Se e  Se c tio n 7.3 o n p a g e  106. 

This a llo ws yo u to  c o nfig ure  multip le  ind e p e nd e nt wire le ss ne two rks o n the  Zyxe l De vic e  a s if the re  we re  
multip le  APs (virtua l APs). Ea c h virtua l AP ha s its o wn SSID, a nd  wire le ss se c urity typ e . Tha t is, e a c h SSID o n 
the  Zyxe l De vic e  re p re se nts a  d iffe re nt a c c e ss p o int/ wire le ss ne two rk to  wire le ss c lie nts in the  ne two rk. 

C lie nts c a n a sso c ia te  o nly with the  SSIDs fo r whic h the y ha ve  the  c o rre c t se c urity se tting s. C lie nts using  
d iffe re nt SSIDs c a n a c c e ss the  Inte rne t a nd  the  wire d  ne two rk b e hind  the  Zyxe l De vic e  (suc h a s a  
p rinte r). 

Fo r e xa mp le , yo u ma y se t up  thre e  wire le ss ne two rks (A, B a nd  C ) in yo ur o ffic e . A is fo r wo rke rs, B is fo r 
g ue sts a nd  C  is sp e c ific  to  a  Vo IP d e vic e  in the  me e ting  ro o m. 

4.4.1  Config ure  Se c urity Se tting s of Multiple  SSIDs

The  Zyxe l De vic e  is in ro ute r mo d e  b y d e fa ult.

LTE
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This e xa mp le  sho ws yo u ho w to  c o nfig ure  the  SSIDs with the  fo llo wing  p a ra me te rs o n yo ur Zyxe l De vic e .

1 Co nne c t yo ur c o mp ute r to  the  LAN p o rt o f the  Zyxe l De vic e  using  a n Ethe rne t c a b le . 

2 The  d e fa ult IP a d d re ss o f the  Zyxe l De vic e  is “ 192.168.1.1” . In this c a se , yo ur c o mp ute r must ha ve  a n IP 
a d d re ss in the  ra ng e  b e twe e n “192.168.1.2”  a nd  “192.168.1.254” .

3 Clic k Sta rt > Run o n yo ur c o mp ute r in Wind o ws. Typ e  “ c md ”  in the  d ia lo g  b o x. Ente r “ ip c o nfig ”  to  sho w 
yo ur c o mp ute r’ s IP a d d re ss. If yo ur c o mp ute r’ s IP a d d re ss is no t in the  c o rre c t ra ng e  the n se e  Se c tio n 7.3 
o n p a g e  106 fo r info rma tio n o n c ha ng ing  yo ur c o mp ute r’ s IP a d d re ss.

4 Afte r yo u’ ve  se t yo ur c o mp ute r’ s IP a d d re ss, o p e n a  we b  b ro wse r suc h a s Inte rne t Exp lo re r a nd  typ e  
“http :/ / 192.168.1.1”  a s the  we b  a d d re ss in yo ur we b  b ro wse r.

5 Use  “a d min”  a s the  use r na me  a nd  “1234”  (d e fa ult) a s the  p a sswo rd  a nd  c lic k Login.

6 Go  to  Config uration > Ne twork Se tting  > Wire le ss > Gue st/ More  AP. C lic k the  Modify/ Edit ic o n o f the  first 
e ntry to  c o nfig ure  wire le ss a nd  se c urity se tting s fo r SSID_Worke r.

7 Co nfig ure  the  sc re e n a s fo llo ws. In this e xa mp le , yo u e na b le  Intra - BSS Tra ffic  fo r SSID_Worke r to  a llo w 
wire le ss c lie nts in the  sa me  wire le ss ne two rk to  c o mmunic a te  with e a c h o the r. C lic k OK.

SSID SECURITY TYPE KEY

SSID_Wo rke r WPA2-PSK

WPA Co mp a tib le  

Do No tSte a lMyWire le ssNe two rk

SSID_Vo IP WPA-PSK Vo IPOnly12345678

SSID_G ue st WPA-PSK ke ye xa mp le 123
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8 Clic k the  Modify/ Edit ic o n o f the  se c o nd  e ntry to  c o nfig ure  wire le ss a nd  se c urity se tting s fo r SSID_VoIP.

9 Co nfig ure  the  sc re e n a s fo llo ws. In this e xa mp le , yo u d o  no t e na b le  Intra - BSS Tra ffic  fo r SSID_VoIP. C lic k 
OK.
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10 Clic k the  Modify/ Edit ic o n o f the  third  e ntry to  c o nfig ure  wire le ss a nd  se c urity se tting s fo r SSID_Gue st.

11 Co nfig ure  the  sc re e n a s fo llo ws. In this e xa mp le , yo u e na b le  Intra - BSS Tra ffic  fo r SSID_Gue st to  a llo w 
wire le ss c lie nts in the  sa me  wire le ss ne two rk to  c o mmunic a te  with e a c h o the r. C lic k OK.
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4.5  Ma ke  a  VoIP/ VoLTE Phone  Ca ll

Yo u c a n ma ke  p ho ne  c a lls o ve r the  Vo IP/ Vo LTE via  the  Zyxe l De vic e .

1 Fo r Vo IP, ma ke  sure  a  SIM c a rd  is insta lle d  o n the  Zyxe l De vic e  to  ha ve  Inte rne t a c c e ss. Fo r Vo LTE 
(Vo 3G ), c o nta c t yo ur ISP to  ma ke  sure  tha t yo ur SIM c a rd  sup p o rts Vo LTE (Vo 3G).

2 Lo g  into  the  We b  Co nfig ura to r.

3 Go  to  the  Config uration > Voic e  > Voic e  Mode  sc re e n.

4 Se le c t Ena ble  in the  Voic e  Mode  sc re e n to  a c tiva te  the  Vo IP/ Vo LTE se rvic e . C lic k Apply.
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5 Co nne c t a n a na lo g  te le p ho ne  to  a  PHONE p o rt to  ma ke  p ho ne  c a lls o ve r the  Vo IP/ Vo LTE.

4.6  Config ure  a  Fire wa ll Rule

Yo u c a n e na b le  the  fire wa ll to  p ro te c t yo ur LAN c o mp ute rs fro m ma lic io us a tta c ks fro m the  Inte rne t if 
yo u wa nt to  a llo w sp e c ific  tra ffic  in fro m the  Inte rne t.

1 Clic k Configura tion > Se c urity > Fire wa ll to  o p e n the  Ge ne ral sc re e n.

2 Se le c t IPv4 Fire wa ll/ IPv6 Fire wa ll to  e na b le  the  fire wa ll, a nd  c lic k Apply. 

3 Op e n the  Ac c e ss Control sc re e n to  c re a te  a  rule . 

4 Clic k Add Ne w ACL Rule  to  se t up  a  rule . 
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• Filte r Na me : Ente r a  na me  to  id e ntify the  fire wa ll rule .

• Sourc e  IP Addre ss: Ente r the  IP a d d re ss o f the  c o mp ute r tha t initia lize s tra ffic  fo r the  a p p lic a tio n o r 
se rvic e . 

• Se le c t De stina tion IP Addre ss: Ente r the  IP a d d re ss o f the  c o mp ute r to  whic h tra ffic  fo r the  a p p lic a tio n 
o r se rvic e  is e nte ring . 

• Protoc ol: Se le c t the  p ro to c o l (TCP, UDP o r ICMP) use d  to  tra nsp o rt the  p a c ke ts.

• Custom Sourc e  Port: Ente r the  p o rt numb e r/ ra ng e  o f the  so urc e  tha t d e fine  the  tra ffic  typ e .

• Custom De stina tion Port: Ente r the  p o rt numb e r/ ra ng e  o f the  d e stina tio n tha t d e fine  the  tra ffic  typ e .

5 Se le c t Ena ble  Ra te  Limit to  a c tiva te  the  rule s yo u c re a te d . C lic k OK.

4.7  Config ure  MAC Filte r

Yo u c a n b lo c k c e rta in we b  fe a ture s a nd  sp e c ific  we b site  a d d re sse s.

1 Go  to  the  Config uration > Se c urity > MAC Filte r sc re e n. C lic k Add Ne w Rule .

2 Typ e  the  Host Na me  a nd  the  c o rre sp o nd ing  MAC Addre ss tha t yo u wa nt to  b lo c k in the  MAC Filte r 
sc re e n.

3 Se le c t the  Ac tive  c he c k b o x a nd  c lic k Apply.
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4.8  Upg ra de  Firmwa re  on the  Zyxe l De vic e

Up lo a d  the  ro ute r firmwa re  to  the  Zyxe l De vic e  fo r fe a ture  e nha nc e me nts. 

1 Do wnlo a d  the  firmwa re  file  a t www.zyxe l.c o m in a  c o mp re sse d  file . De c o mp re ss the  file .

2 Go  to  the  Ma inte na nc e  > Firmwa re  Upg ra de  sc re e n.

3 Clic k Browse  a nd  se le c t a  .b in file  to  up lo a d . C lic k Uploa d .

4 This p ro c e ss ma y ta ke  up  to  two  minute s to  finish. Afte r two  minute s, lo g  in a g a in a nd  c he c k yo ur ne w 
firmwa re  ve rsio n in the  Sta tus sc re e n.
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4.9  Ba c k up a  Config ura tion File

Ba c k up  a  c o nfig ura tio n file  in c a se  yo u wa nt to  re turn to  yo ur p re vio us se tting s.

1 Go  to  the  Ma inte na nc e  > Ba c kup/ Re store  sc re e n.

2 Clic k Ba c kup in the  Bac kup Config ura tion se c tio n, a nd  a  c o nfig ura tio n file  will b e  sa ve d  to  yo ur 
c o mp ute r.

4.10  Re store  Config ura tion

Yo u c a n up lo a d  a  p re vio usly sa ve d  c o nfig ura tio n file  fro m yo ur c o mp ute r to  yo ur Zyxe l De vic e  to  re sto re  
tha t p re vio us c o nfig ura tio n.

1 Go  to  the  Ma inte na nc e  > Ba c kup/ Re store  sc re e n.

2 Clic k Browse  in Re store  Config ura tion se c tio n, a nd  se le c t the  c o nfig ura tio n file  tha t yo u wa nt to  up lo a d . 
C lic k Uploa d.
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3 The  Zyxe l De vic e  will re sta rt a uto ma tic a lly a fte r the  c o nfig ura tio n file  is suc c e ssfully up lo a d e d . Wa it fo r 
o ne  minute  b e fo re  lo g g ing  into  the  Zyxe l De vic e  a g a in.

4.11  Conne c t to  the  Inte rne t

This se c tio n g ive s yo u a n e xa mp le  o n ho w to  c o nne c t to  the  Inte rne t.

1 Inse rt the  SIM Ca rd  into  yo ur Zyxe l De vic e  SIM slo t. Ma ke  sure  this SIM ha s a n a c tive  d a ta  p la n with yo ur 
Inte rne t Se rvic e  Pro vid e r (ISP).

2 Co nne c t yo ur Zyxe l De vic e  to  yo ur c o mp ute r, a nd  lo g  into  the  We b  Co nfig ura to r.

3 If yo ur SIM ha s a  PIN Co d e , e nte r this c o d e  in the  Broa rdband > Ce llula r SIM sc re e n.

4 Use  the  Home  sc re e n to  c he c k the  Inte rne t Sta tus (IPv4) o r Inte rne t Sta tus (IPv6). If it sho ws Conne c te d 

this me a ns yo ur Inte rne t c o nne c tio n is up .
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4.12  Config ure  DHCP

Yo u c a n e na b le  the  DHCP (Dyna mic  Ho st Co nfig ura tio n Pro to c o l) in yo ur Zyxe l De vic e  to  a ssig n IP 
a d d re sse s a nd  DNS se rve rs to  syste ms tha t sup p o rt DHCP c lie nt c a p a b ility. DHCP a llo ws c lie nts to  o b ta in 
TCP/ IP c o nfig ura tio n a t sta rt-up  fro m a  se rve r. 

The  fo llo wing  fig ure  sho ws ho w Clie nt A use s DHCP to  jo in the  Zyxe l De vic e ’ s ne two rk. First C lie nt A 
se a rc he s fo r a n a va ila b le  DHCP, a nd  se nd s a  DHCP Disc ove r b ro a d c a st me ssa g e  a sking  fo r a n IP 
a d d re ss to  c o nne c t to . The n the  DHCP se le c ts a n IP a d d re ss fro m its p o o l o f IP a d d re sse s fo r C lie nt A. The  
DHCP se nd s a  DHCP Offe r inc lud ing  the  IP a d d re ss se le c te d  a nd  a  le a se  time , whic h is the  p e rio d  o f time  
C lie nt A will b e  a b le  to  use  this IP a d d re ss, Afte r C lie nt A ha s re c e ive d  DHCP o ffe rs fo r a n IP a d d re ss, it 
c ho o se s o ne  a nd  se nd s o ut a  DHCP Re que st inc lud ing  the  IP a d d re ss it c ho se . Fina lly the  DHCP c o nfirms 
thro ug h a  DHCP Ac k (Ac knowle dg e ) me ssa g e  tha t the  ho st c a n use  the  IP a d d re ss fo r the  p re vio usly 
sp e c ifie d  le a se  time . 

To  c o nfig ure  the  DHCP in yo ur Zyxe l De vic e :

1 Lo g  into  the  Zyxe l De vic e ’ s We b  Co nfig ura to r.

2 Clic k Ne twork Se tting  > Home  Ne tworking  > LAN Se tup.

3 Se le c t Ena ble  DHCP Se rve r Sta te .

4 Ente r a  ra ng e  o f a d d re sse s fro m whic h yo ur DHCP will a ssig n to  d e vic e s in yo ur ne two rk.

No te : Do  no t inc lud e  the  Zyxe l De vic e ’ s LAN IP a d d re ss in yo ur ra ng e  o f a d d re sse s.

5 Typ e  the  DHCP Se rve r Le a se  Time , the  p e rio d  o f time  (in minute s) a  d e vic e  c a n use  o ne  o f the  IP 
a d d re sse s fro m the  DHCP p o o l. The  le a se  time  he lp s re c yc le  unuse d  IP a d d re sse s so  tha t o the r c a n use  
the m a g a in. C lic k Apply.

4.12.1  Add De vic e s to  Your Sta tic  DHCP List

IP a d d re sse s fro m the  DHCP p o o l c a n b e  re use d  a fte r the y ha ve  c o mp le te d  the ir le a se  time . Ad d  yo ur 
d e vic e s to  yo ur Sta tic  DHCP List so  the y ha ve  the  sa me  IP a d d re ss e ve rytime  the y c o nne c t to  yo ur 
ne two rk.

To  a d d  a  d e vic e  to  yo ur Sta tic  DHCP List:

1 Lo g  into  the  Zyxe l De vic e ’ s We b  Co nfig ura to r.

2 Go  to  Ne twork Se tting  > Home  Ne tworking  > Static  DHCP sc re e n.
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3 Clic k Sta tic  DHCP Config ura tion in the  Sta tic  DHCP Co nfig ura tio n sc re e n.

4 Se le c t Ac tive  a nd  typ e  the  IP a ddre ss yo u wa nt to  a ssig n to  yo ur d e vic e .

5 Typ e  the  MAC Addre ss o f yo ur d e vic e  to  whic h the  LTE7460 a ssig ns the  IP a d d re ss a nd  c lic k OK.

4.13  Config ure  Sta tic  Route  for Routing  to  Anothe r 

Ne twork

In o rd e r to  e xte nd  yo ur Intra ne t a nd  c o ntro l tra ffic  flo wing  d ire c tio ns, yo u ma y c o nne c t a  ro ute r to  the  
Zyxe l De vic e ’ s LAN. The  ro ute r ma y b e  use d  to  se p a ra te  two  a re a  ne two rks. This tuto ria l sho ws ho w to  
c o nfig ure  a  sta tic  ro uting  rule  fo r two  ne two rk ro uting s.

In the  fo llo wing  fig ure , ro ute r R is c o nne c te d  to  the  Zyxe l De vic e ’ s LAN. R c o nne c ts to  two  ne two rks, N1 
(192.168.1.x/ 24) a nd  N2 (192.168.10.x/ 24). If yo u wa nt to  se nd  tra ffic  fro m c o mp ute r A  (in N1 ne two rk) to  



 Cha p te r 4 Tuto ria ls

LTE Se rie s Use r’ s G uid e

67

c o mp ute r B (in N2 ne two rk), the  tra ffic  is se nt to  the  Zyxe l De vic e ’ s WAN d e fa ult g a te wa y b y d e fa ult. In 
this c a se , B will ne ve r re c e ive  the  tra ffic .

Yo u ne e d  to  sp e c ify a  sta tic  ro uting  rule  o n the  Zyxe l De vic e  to  sp e c ify R a s the  ro ute r in c ha rg e  o f 
fo rwa rd ing  tra ffic  to  N2. In this c a se , the  Zyxe l De vic e  ro ute s tra ffic  fro m A to  R a nd  the n R ro ute s the  
tra ffic  to  B.

This tuto ria l use s the  fo llo wing  e xa mp le  IP se tting s: 

Ta b le  14   IP Se tting s in this Tuto ria l

DEVICE /   COMPUTER IP ADDRESS

The  Zyxe l De vic e ’ s LAN 192.168.1.1

A 192.168.1.34

R’ s N1 192.168.1.253

R’ s N2 192.168.10.2

B 192.168.10.33
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To  c o nfig ure  a  sta tic  ro ute  to  ro ute  tra ffic  fro m N1 to  N2:

1 Lo g  into  the  Zyxe l De vic e ’ s We b  Co nfig ura to r.

2 Go  to  Ne twork Se tting  > Routing  > Static  Route  sc re e n.

3 Clic k Add Ne w Sta tic  Route  in the  Sta tic  Ro ute  sc re e n.

4 Co nfig ure  the  Sta tic  Ro ute  Se tup  sc re e n using  the  fo llo wing  se tting s:

4a Typ e  192.168.10.2 a nd  sub ne t ma sk 255.255.255.0 fo r the  d e stina tio n, N2.

4b Typ e  192.168.1.253 (R’ s N1 a d d re ss) in the  Ga te wa y IP Addre ss fie ld .

4c Clic k OK.

No w B sho uld  b e  a b le  to  re c e ive  tra ffic  fro m A . Yo u ma y ne e d  to  a d d itio na lly c o nfig ure  B’ s fire wa ll 
se tting s to  a llo w sp e c ific  tra ffic  to  p a ss thro ug h.
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4.14  Ac c e ss the  Zyxe l De vic e  Using  DDNS

If yo u c o nne c t yo ur Zyxe l De vic e  to  the  Inte rne t a nd  it use s a  d yna mic  WAN IP a d d re ss, it is inc o nve nie nt 
fo r yo u to  ma na g e  the  d e vic e  fro m the  Inte rne t. The  Zyxe l De vic e ’ s WAN IP a d d re ss c ha ng e s 
d yna mic a lly. Dyna mic  DNS (DDNS) a llo ws yo u to  a c c e ss the  Zyxe l De vic e  using  a  d o ma in na me .

To  use  this fe a ture , yo u ha ve  to  a p p ly fo r DDNS se rvic e  a t www.d ynd ns.o rg .

This tuto ria l c o ve rs:

• Re g iste ring  a  DDNS Ac c o unt o n www.d ynd ns.o rg

• Co nfig uring  DDNS o n Yo ur Zyxe l De vic e

• Te sting  the  DDNS Se tting

No te : If yo u ha ve  a  p riva te  WAN IP a d d re ss, the n yo u c a nno t use  DDNS.

4.14.1  Re g iste r a  DDNS Ac c ount on www.dyndns.org

1 Op e n a  b ro wse r a nd  typ e  http:/ / www.dyndns.org .

2 Ap p ly fo r a  use r a c c o unt. This tuto ria l use s Use rNa me 1 a nd  12345 a s the  use rna me  a nd  p a sswo rd .

3 Lo g  into  www.d ynd ns.o rg  using  yo ur a c c o unt.

4 Ad d  a  ne w DDNS ho st na me . This tuto ria l use s the  fo llo wing  se tting s a s a n e xa mp le .

• Ho stna me : zyxe lroute r.dyndns.org

• Se rvic e  Typ e : Host with IP a ddre ss

• IP Ad d re ss: Ente r the  WAN IP a d d re ss tha t yo ur Zyxe l De vic e  is c urre ntly using . Yo u c a n find  the  IP 
a d d re ss o n the  Zyxe l De vic e ’ s We b  Co nfig ura to r Home  p a g e .

5 The n yo u will ne e d  to  c o nfig ure  the  sa me  a c c o unt a nd  ho st na me  o n the  Zyxe l De vic e  la te r.

4.14.2  Config ure  DDNS on Your Zyxe l De vic e

Co nfig ure  the  fo llo wing  se tting s in the  Ne twork Se tting  > DNS > Dyna mic  DNS sc re e n.

• Se le c t Ena b le  Dyna mic  DNS.

• Se le c t www.DynDNS.c o m a s Se rvic e  Provide r.

• Typ e  zyxe lro ute r.d ynd ns.o rg  in the  Host Na me  fie ld .
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• Typ e  the  use r na me  (Use rNa me 1) a nd  p a sswo rd  (12345).

C lic k Apply.

4.14.3  Te st the  DDNS Se tting s

No w yo u sho uld  b e  a b le  to  a c c e ss the  Zyxe l De vic e   fro m the  Inte rne t. To  te st this:

1 Op e n a  we b  b ro wse r o n the  c o mp ute r (using  the  IP a d d re ss a .b .c .d ) tha t is c o nne c te d  to  the  Inte rne t.

2 Typ e  http:/ / zyxe lroute r.dyndns.org  a nd  p re ss [Ente r].

3 The  Zyxe l De vic e ’ s lo g in p a g e  sho uld  a p p e a r. Yo u c a n the n lo g  into  the  Zyxe l De vic e  a nd  ma na g e  it.
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Te c hnic a l Re fe re nc e
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C HA PTER 5

Conne c tion Sta tus

5.1  Conne c tion Sta tus Ove rvie w

Afte r yo u lo g  into  the  We b  Co nfig ura to r, the  Conne c tion Status sc re e n a p p e a rs. Yo u c a n c o nfig ure  
b a sic  Inte rne t a c c e ss a nd  wire le ss se tting s in this sc re e n. It a lso  sho ws the  ne two rk sta tus o f the  Zyxe l 
De vic e  a nd  c o mp ute rs/ d e vic e s c o nne c te d  to  it.

5.1.1  Conne c tivity

Use  this sc re e n to  vie w the  ne two rk c o nne c tio n sta tus o f the  Zyxe l De vic e  a nd  its c lie nts.

Fig ure  47   Co nne c tivity

Clic k the  Arro w ic o n ( ) to  vie w IP a d d re sse s a nd  MAC a d d re sse s o f the  wire le ss a nd  wire d  d e vic e s 
c o nne c te d  to  the  Zyxe l De vic e .

Fig ure  48   Co nne c tivity: Co nne c te d  De vic e s

Yo u c a n c ha ng e  the  ic o n a nd  na me  o f a  c o nne c te d  d e vic e . Pla c e  yo ur mo use  within the  d e vic e  
b lo c k, a nd  a n Ed it ic o n ( ) will a p p e a r. C lic k the  Ed it ic o n, a nd  yo u’ ll se e  the re  a re  se ve ra l ic o n 
c ho ic e s fo r yo u to  se le c t. Ente r a  na me  in the  De vic e  Na me  fie ld  fo r a  c o nne c te d  d e vic e . C lic k to  
e na b le  ( ) i Inte rne t Bloc king  fo r a  c o nne c te d  d e vic e . C lic k Sa ve  to  sa ve  yo ur c ha ng e s.
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Fig ure  49   Co nne c tivity: Ed it 

5.1.2  Syste m Info

Use  this sc re e n to  vie w the  b a sic  syste m info rma tio n o f the  Zyxe l De vic e .

Fig ure  50   Syste m Info  

C lic k the  Arro w ic o n ( ) to  vie w mo re  info rma tio n o n the  sta tus o f yo ur fire wa ll a nd  inte rfa c e s (WAN, 
LAN, a nd  WLAN).
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Fig ure  51   Syste m Info : De ta ile d  Info rma tio n 

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  15   Syste m Info : De ta ile d  Info rma tio n

LABEL DESCRIPTION

Ho st Na me This fie ld  d isp la ys the  Zyxe l De vic e  syste m na me . It is use d  fo r id e ntific a tio n.

Mo d e l Na me This sho ws the  mo d e l numb e r o f yo ur Zyxe l De vic e .

Se ria l Numb e r This fie ld  d isp la ys the  se ria l numb e r o f the  Zyxe l De vic e .

Firmwa re  Ve rsio n This is the  c urre nt ve rsio n o f the  firmwa re  insid e  the  Zyxe l De vic e .

Syste m Up  Time This fie ld  d isp la ys ho w lo ng  the  Zyxe l De vic e  ha s b e e n running  sinc e  it la st sta rte d  up . The  
Zyxe l De vic e  sta rts up  whe n yo u p lug  it in, whe n yo u re sta rt it (Ma inte na nc e  > Re boot), o r 
whe n yo u re se t it.

Inte rfa c e  Sta tus

Virtua l po rts a re  sho wn he re . Yo u c a n se e  the  po rts in use  a nd  the ir tra nsmissio n ra te .

WAN Info rma tio n (The se  fie ld s d isp la y whe n yo u ha ve  a  WAN c o nne c tio n.)

Mo d e This fie ld  d isp la ys the  c urre nt mo d e  o f yo ur Zyxe l De vic e .

IP Ad d re ss This fie ld  d isp la ys the  c urre nt IP a d d re ss o f the  Zyxe l De vic e  in the  WAN.

IP Sub ne t Ma sk This fie ld  d isp la ys the  c urre nt sub ne t ma sk in the  WAN.

IPv6 Ad d re ss This fie ld  d isp la ys the  c urre nt IPv6 a d d re ss o f the  Zyxe l De vic e  in the  WAN.

Prima ry DNS 
se rve r

This fie ld  d isp la ys the  first DNS se rve r a d d re ss a ssig ne d  b y the  ISP.

Se c o nd a ry DNS 
se rve r

This fie ld  d isp la ys the  se c o nd  DNS se rve r a d d re ss a ssig ne d  b y the  ISP.

Prima ry DNSv6 
se rve r

This fie ld  d isp la ys the  first DNS se rve r IPv6 a d d re ss a ssig ne d  b y the  ISP.
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5.1.3  Ce llula r Info

Use  this sc re e n to  vie w the  LTE c o nne c tio n d e ta ils a nd  LTE sig na l stre ng th va lue  tha t yo u c a n use  a s 
re fe re nc e  fo r p o sitio ning  the  Zyxe l De vic e , a s we ll a s SIM c a rd  a nd  mo d ule  info rma tio n.

Fig ure  52   Ce llula r Info  

C lic k the  Arro w ic o n ( ) to  vie w the  mo re  info rma tio n o n the  LTE c o nne c tio n.

Se c o nd a ry 
DNSv6 se rve r

This fie ld  d isp la ys the  se c o nd  DNS se rve r IPv6 a d d re ss a ssig ne d  b y the  ISP.

LAN Info rma tio n

IP Ad d re ss This is the  c urre nt IP a d d re ss o f the  Zyxe l De vic e  in the  LAN.

Sub ne t Ma sk This is the  c urre nt sub ne t ma sk in the  LAN.

DHCP This fie ld  d isp la ys wha t DHCP se rvic e s the  Zyxe l De vic e  is p ro vid ing  to  the  LAN. The  p o ssib le  
va lue s a re :

Se rve r - The  Zyxe l De vic e  is a  DHCP se rve r in the  LAN. It a ssig ns IP a d d re sse s to  o the r 
c o mp ute rs in the  LAN.

Re la y - The  Zyxe l De vic e  a c ts a s a  surro g a te  DHCP se rve r a nd  re la ys DHCP re q ue sts a nd  
re sp o nse s b e twe e n the  re mo te  se rve r a nd  the  c lie nts.

None  - The  Zyxe l De vic e  is no t p ro vid ing  a ny DHCP se rvic e s to  the  LAN.

Se c urity

Fire wa ll This d isp la ys the  fire wa ll’ s c urre nt se c urity le ve l.

WLAN Info rma tio n

MAC Ad d re ss This sho ws the  wire le ss a d a p te r MAC  (Me d ia  Ac c e ss Co ntro l) Ad d re ss o f the  wire le ss 
inte rfa c e .

Sta tus This d isp la ys whe the r the  WLAN is a c tiva te d .

SSID This is the  d e sc rip tive  na me  use d  to  id e ntify the  Zyxe l De vic e  in a  wire le ss LAN.

Cha nne l This is the  c ha nne l numb e r c urre ntly use d  b y the  wire le ss inte rfa c e .

Se c urity This d isp la ys the  type  o f se c urity mo d e  the  wire le ss inte rfa c e  is using  in the  wire le ss LAN.

802.11 Mo d e This d isp la ys the  type  o f 802.11 mo d e  the  wire le ss inte rfa c e  is using  in the  wire le ss LAN.

WPS This d isp la ys whe the r WPS is a c tiva te d  o n the  wire le ss inte rfa c e .

Ta b le  15   Syste m Info : De ta ile d  Info rma tio n (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  53   Ce llula r Info : De ta ile d  Info rma tio n

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  16   Ce llula r Info : De ta ile d  Info rma tio n

LABEL DESCRIPTION

Mo d ule  Info rma tio n

IMEI This sho ws the  Inte rna tio na l Mo b ile  Eq uip me nt Id e ntity o f the  Zyxe l De vic e .

Mo d ule  SW 
Ve rsio n

This sho ws the  so ftwa re  ve rsio n o f the  LTE mo d ule .

SIM Sta tus

SIM C a rd  Sta tus This d isp la ys the  SIM c a rd  sta tus:

None  -  the  Zyxe l De vic e  d o e s no t d e te c t tha t the re  is a  SIM c a rd  inse rte d .

Ava ila ble  - the  SIM c a rd  c o uld  e ithe r ha ve  o r d o e sn’ t ha ve  PIN c o d e  se c urity.

Loc ke d - the  SIM c a rd  ha s PIN c o d e  se c urity, b ut yo u d id  no t e nte r the  PIN c o d e  ye t.

Bloc ke d  - yo u e nte re d  a n inc o rre c t PIN c o d e  to o  ma ny time s, so  the  SIM c a rd  ha s b e e n lo c ke d ; 
c a ll the  ISP fo r a  PUK (Pin Unlo c k Ke y) to  unlo c k the  SIM c a rd .

Error - the  Zyxe l De vic e  d e te c te d  tha t the  SIM c a rd  ha s e rro rs.

IMSI This d isp la ys the  Inte rna tio na l Mo b ile  Sub sc rib e r Id e ntity (IMSI) o f the  insta lle d  SIM c a rd . An IMSI is 
a  uniq ue  ID use d  to  id e ntify a  mo b ile  sub sc rib e r in a  mo b ile  ne two rk.

ICCID Inte g ra te d  C irc uit Ca rd  Id e ntifie r (ICCID). This is the  se ria l numb e r o f the  SIM c a rd .

PIN Pro te c tio n A PIN (Pe rso na l Id e ntific a tio n Numb e r) c o d e  is a  ke y to  a  SIM c a rd . Witho ut the  PIN c o d e , yo u 
c a nno t use  the  SIM c a rd .

Sho ws Ena ble  if the  se rvic e  p ro vid e r re q uire s yo u to  e nte r a  PIN to  use  the  SIM c a rd .

Sho ws Disa ble  if the  se rvic e  p ro vid e r le ts yo u use  the  SIM witho ut inp utting  a  PIN.

PIN Re ma ining  
Atte mp ts

This is ho w ma ny mo re  time s yo u c a n try to  e nte r the  PIN c o d e  b e fo re  the  ISP b lo c ks yo ur SIM 
c a rd .

IP Pa ssthro ug h Sta tus
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IP Pa ssthro ug h 
Ena b le

This d isp la ys if IP Pa ssthro ug h is e na b le d  o n the  Zyxe l De vic e .

IP Pa ssthro ug h a llo ws a  LAN c o mp ute r o n the  lo c a l ne two rk o f the  Zyxe l De vic e  to  ha ve  a c c e ss 
to  we b  se rvic e s using  the  p ub lic  IP a d d re ss. Whe n IP Pa ssthro ug h is c o nfig ure d , a ll tra ffic  is 
fo rwa rd e d  to  the  LAN c o mp ute r a nd  will no t g o  thro ug h NAT.

IP Pa ssthro ug h 
Mo d e

This d isp la ys the  IP Pa ssthro ug h mo d e .

This d isp la ys Dyna mic  a nd  the  Zyxe l De vic e  will a llo w tra ffic  to  b e  fo rwa rd e d  to  the  first LAN 
c o mp ute r re q ue sting  a n IP a d d re ss fro m the  Zyxe l De vic e . 

This d isp la ys Fixe d  a nd  the  Zyxe l De vic e  will a llo w tra ffic  to  b e  fo rwa rd e d  to  a  sp e c ific  LAN 
c o mp ute r o n the  lo c a l ne two rk o f the  Zyxe l De vic e .

C e llula r Sta tus

C e llula r Sta tus This d isp la ys the  sta tus o f the  c e llula r Inte rne t c o nne c tio n.

Da ta  Ro a ming This d isp la ys if d a ta  ro a ming  is e na b le d  o n the  Zyxe l De vic e .

4G  ro a ming  is to  use  yo ur Zyxe l De vic e  in a n a re a  whic h is no t c o ve re d  b y yo ur se rvic e  p ro vid e r. 
Ena b le  ro a ming  to  e nsure  tha t yo ur Zyxe l De vic e  is ke p t c o nne c te d  to  the  Inte rne t whe n yo u a re  
tra ve ling  o utsid e  the  g e o g ra p hic a l c o ve ra g e  a re a  o f the  ne two rk to  whic h yo u a re  re g iste re d .

Op e ra to r This d isp la ys the  na me  o f the  se rvic e  p ro vid e r.

PLMN This d isp la ys the  PLMN numb e r.

Se rvic e  Info rma tio n

Ac c e ss 
Te c hno lo g y

This d isp la ys the  typ e  o f the  mo b ile  ne two rk (suc h a s LTE, UMTS, G SM) to  whic h the  Zyxe l De vic e  is 
c o nne c ting .

Ba nd This d isp la ys the  c urre nt LTE b a nd  o f yo ur Zyxe l De vic e  (WCDMA2100).

RSSI This d isp la ys the  stre ng th o f the  3G / LTE sig na l stre ng th b e twe e n a n a sso c ia te d  c e llula r sta tio n 
a nd  the  Zyxe l De vic e .

Ce ll ID This sho ws the  c e ll ID, whic h is a  uniq ue  numb e r use d  to  id e ntify the  Ba se  Tra nsc e ive r Sta tio n to  
whic h the  Zyxe l De vic e  is c o nne c ting .

The  va lue  d e p e nd s o n the  C urre nt Ac c e ss Te c hno lo g y:

• Fo r G PRS, it is the  Ce ll Id e ntity a s sp e c ifie d  in 3G PP-TS.25.331.
• Fo r UMTS, it is the  Ce ll Id e ntity a s d e fine d  in SIB3 3G PP-TS.25.331, 3G PP-TS.24.008.
• Fo r LTE, it is the  28-b it b ina ry numb e r Ce ll Id e ntity a s sp e c ifie d  in SIB1 in 3G PP-TS.36.331.

The  va lue  is ‘ 0’  (ze ro ) o r ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

Physic a l Ce ll ID This sho ws the  Physic a l Ce ll ID (PCI), whic h a re  q ue rie s a nd  re p lie s b e twe e n the  Zyxe l De vic e  a nd  
the  mo b ile  ne two rk it is c o nne c ting  to . The  no rma l ra ng e  is 1 to  504.

UL Ba nd wid th 
(MHz)

This sho ws the  LTE c ha nne l b a nd wid th fro m d e vic e  to  b a se  sta tio n. Ac c o rd ing  to  3G PP 
sp e c ific a tio ns, the  b a nd wid ths d e fine d  b y the  sta nd a rd  a re  1.4, 3, 5, 10, 15, a nd  20 MHz. The  
wid e r the  b a nd wid th the  hig he r the  thro ug hp ut.

DL Ba nd wid th 
(MHz)

This sho ws the  LTE c ha nne l b a nd wid th fro m b a se  sta tio n to  LTE d e vic e . Ac c o rd ing  to  3G PP 
sp e c ific a tio ns, the  b a nd wid ths d e fine d  b y the  sta nd a rd  a re  1.4, 3, 5, 10, 15, a nd  20 MHz. The  
wid e r the  b a nd wid th the  hig he r the  thro ug hp ut.

Ta b le  16   Ce llula r Info : De ta ile d  Info rma tio n
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RFCN This d isp la ys the  Ra d io  Fre q ue nc y Cha nne l Numb e r o f DL c a rrie r fre q ue nc y use d  b y the  mo b ile  
ne two rk to  whic h the  Zyxe l De vic e  is c o nne c ting .

The  va lue  d e p e nd s o n the  C urre nt Ac c e ss Te c hno lo g y:

• Fo r G PRS, it is the  ARFCN (Ab so lute  Ra d io -Fre q ue nc y Cha nne l Numb e r) a s sp e c ifie d  in 3G PP-
TS.45.005.

• Fo r UMTS, it is the  UARFCN (UTRA Ab so lute  Ra d io -Fre q ue nc y Cha nne l Numb e r) a s spe c ifie d  in 
3G PP-TS.25.101.

• Fo r LTE, it is the  EARFCN (E-UTRA Ab so lute  Ra d io -Fre q ue nc y C ha nne l Numb e r) a s sp e c ifie d  in 
3G PP-TS.36.101.

The  va lue  is ‘ 0’  (ze ro ) o r ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

RSRP This d isp la ys the  Re fe re nc e  Sig na l Re c e ive  Po we r (RSRP), whic h is the  a ve ra g e  re c e ive d  p o we r 
o f a ll Re so urc e  Ele me nt (RE) tha t c a rry c e ll-sp e c ific  Re fe re nc e  Sig na ls (RS) within the  sp e c ifie d  
b a nd wid th.

The  re c e ive d  RSRP le ve l o f the  c o nne c te d  E-UTRA c e ll, in d Bm, is a s spe c ifie d  in 3G PP-TS.36.214. 
The  re p o rting  ra ng e  is spe c ifie d  in 3G PP-TS.36.133.

An und e te c ta b le  sig na l is ind ic a te d  b y the  lo we r limit, e xa mp le  -140 d Bm.

This p a ra me te r is fo r LTE o nly. The  no rma l ra ng e  is -30 to  -140. The  va lue  is -140 if the  Curre nt 
Ac c e ss Te c hno lo g y is no t LTE. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

RSRQ This d isp la ys the  Re fe re nc e  Sig na l Re c e ive  Q ua lity (RSRQ), whic h is the  ra tio  o f RSRP to  the  E-UTRA 
c a rrie r RSSI a nd  ind ic a te s the  q ua lity o f the  re c e ive d  re fe re nc e  sig na l.

The  re c e ive d  RSRQ  le ve l o f the  c o nne c te d  E-UTRA c e ll, in 0.1 d B, is a s spe c ifie d  in 3G PP-TS.36.214. 
An und e te c ta b le  sig na l is ind ic a te d  b y the  lo we r limit, e xa mp le  -240.

This p a ra me te r is fo r LTE o nly. The  no rma l ra ng e  is -30 to  -240. The  va lue  is -240 if the  Curre nt 
Ac c e ss Te c hno lo g y is no t LTE. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

RSCP This d isp la ys the  Re c e ive d  Sig na l C o d e  Po we r, whic h me a sure s the  p o we r o f c ha nne l use d  b y 
the  Zyxe l De vic e .

The  re c e ive d  sig na l le ve l, in d Bm, is o f the  CPICH c ha nne l (Re f. 3G PP TS 25.133). An 
und e te c ta b le  sig na l is ind ic a te d  b y the  lo we r limit, e xa mple  -120 d Bm.

This p a ra me te r is fo r UMTS o nly. The  no rma l ra ng e  is -30 to  -120. The  va lue  is -120 if the  Curre nt 
Ac c e ss Te c hno lo g y is no t UMTS. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

Ec No This d isp la ys the  ra tio  (in d B) o f the  re c e ive d  e ne rg y p e r c hip  a nd  the  inte rfe re nc e  le ve l.

The  me a sure d  Ec No  is in 0.1 d B a nd  is re c e ive d  in the  d o wnlink p ilo t c ha nne l. An und e te c ta b le  
sig na l is ind ic a te d  b y the  lo we r limit, e xa mp le  -240 d B.

This p a ra me te r is fo r UMTS o nly. The  no rma l ra ng e  is -30 to  -240. The  va lue  is -240 if the  Curre nt 
Ac c e ss Te c hno lo g y is no t UMTS o r the re  is no  ne two rk c o nne c tio n.

TAC This d isp la ys the  Tra c king  Are a  Co d e  (TAC), whic h is use d  to  id e ntify the  c o untry o f a  mo b ile  
sub sc rib e r.

The  p hysic a l c e ll ID o f the  c o nne c te d  E-UTRAN c e ll, is a s spe c ifie d  in 3G PP-TS.36.101.

This p a ra me te r is fo r LTE o nly. The  va lue  is ‘ 0’  (ze ro ) o r ‘ N/ A’  if the  Curre nt Ac c e ss Te c hno lo g y is 
no t LTE o r the re  is no  ne two rk c o nne c tio n.

LAC This d isp la ys the  2-o c te t Lo c a tio n Are a  C o d e  (LAC), whic h is use d  to  id e ntify a  lo c a tio n a re a  
within a  PLMN.

The  LAC o f the  c o nne c te d  c e ll is a s d e fine d  in SIB 1 [3G PP-TS.25.331]. The  c o nc a te na tio n o f 
PLMN ID (MCC +MNC ) a nd  LAC uniq ue ly id e ntifie s the  LAI (Lo c a tio n Are a  ID) [3G PP-TS.23.003].

This p a ra me te r is fo r UMTS o r GPRS. The  va lue  is ‘ 0’  (ze ro ) if the  Curre nt Ac c e ss Te c hno lo g y is no t 
UMTS o r G PRS. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

Ta b le  16   Ce llula r Info : De ta ile d  Info rma tio n
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5.1.4  WiFi Se tting s

Use  this sc re e n to  e na b le  o r d isa b le  the  ma in wire le ss ne two rk. Whe n the  switc h turns b lue  ( ), the  
func tio n is e na b le d . O the rwise , it’ s no t. Yo u c a n use  this sc re e n o r the  Q R c o d e  o n the  up p e r rig ht c o rne r 
to  c he c k the  SSIDs (WiFi ne two rk na me ) a nd  p a sswo rd s o f the  ma in wire le ss ne two rks. If yo u wa nt to  
sho w o r hid e  yo ur WiFi p a sswo rd s, c lic k the  Eye  ic o n ( ).

Fig ure  54   WiFi Se tting s 

RAC This d isp la ys the  RAC (Ro uting  Are a  Co d e ), whic h is use d  in mo b ile  ne two rk “ p a c ke t d o ma in 

se rvic e ”  (PS) to  id e ntify a  ro uting  a re a  within a  lo c a tio n a re a .

In a  mo b ile  ne two rk, it use s LAC (Lo c a tio n Are a  Co d e ) to  id e ntify the  g e o g ra p hic a l lo c a tio n fo r 
the  o ld  3G  vo ic e  o nly se rvic e , a nd  use  RAC to  id e ntify the  lo c a tio n o f d a ta  se rvic e  like  HSDPA o r 
LTE.

The  RAC o f the  c o nne c te d  UTRAN c e ll is a s d e fine d  in SIB 1 [3G PP-TS.25.331]. The  c o nc a te na tio n 
o f PLMN ID (MCC +MNC ), LAC, a nd  RAC uniq ue ly id e ntifie s the  RAI (Ro uting  Are a  ID) [3G PP-
TS.23.003].

This p a ra me te r is fo r UMTS o r GPRS. The  va lue  is ‘ 0’  (ze ro ) if the  Curre nt Ac c e ss Te c hno lo g y is no t 
UMTS o r G PRS. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

BSIC The  Ba se  Sta tio n Id e ntity C o d e  (BSIC), whic h is a  c o d e  use d  in G SM to  uniq ue ly id e ntify a  b a se  
sta tio n.

This p a ra me te r is fo r GPRS o nly. The  va lue  is ‘ 0’  (ze ro ) if the  Curre nt Ac c e ss Te c hno lo g y is no t 

G PRS. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

SINR This d isp la ys the  Sig na l to  Inte rfe re nc e  p lus No ise  Ra tio  (SINR) in d B. This is a lso  a  me a sure  o f sig na l 
q ua lity a nd  use d  b y the  UE (Use r Eq uip me nt) to  c a lc ula te  the  Cha nne l Q ua lity Ind ic a to r (CQ I) 
tha t it re p o rts to  the  ne two rk. A ne g a tive  va lue  me a ns mo re  no ise  tha n sig na l.

C Q I This d isp la ys the  Cha nne l Q ua lity Ind ic a to r (CQ I). It is a n ind ic a to r c a rrying  the  info rma tio n o n 
ho w g o o d / b a d  the  c o mmunic a tio n c ha nne l q ua lity is.

MCS MCS sta nd s fo r mo d ula tio n c o d ing  sc he me . The  b a se  sta tio n se le c ts MCS b a se d  o n c urre nt 
ra d io  c o nd itio ns. The  hig he r the  MC S the  mo re  b its c a n b e  tra nsmitte d  p e r time  unit.

RI This d isp la ys the  Ra nk Ind ic a tio n, o ne  o f the  c o ntro l info rma tio n tha t a  UE will re p o rt to  e No d e B 
(Evo lve d  No d e -B) o n e ithe r PUC CH (Physic a l Up link Co ntro l Cha nne l) o r PUSCH (Physic a l Up link 
Sha re d  C ha nne l) b a se d  o n up link sc he d uling .

PMI This d isp la ys the  Pre c o d ing  Ma trix Ind ic a to r (PMI). 

PMI is fo r tra nsmissio n mo d e s 4 (c lo se d  lo o p  sp a tia l multip le xing ), 5 (multi-use r MIMO), a nd  6 
(c lo se d  lo o p  sp a tia l multip le xing  using  a  sing le  la ye r). 

PMI d e te rmine s ho w c e llula r d a ta  a re  e nc o d e d  fo r the  a nte nna s to  imp ro ve  d o wnlink ra te .

Ta b le  16   Ce llula r Info : De ta ile d  Info rma tio n
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Clic k the  Arro w ic o n ( ) to  c o nfig ure  the  SSIDs a nd / o r p a sswo rd s fo r yo ur ma in wire le ss ne two rks. C lic k 
the  Eye  ic o n ( ) to  d isp la y the  c ha ra c te rs a s yo u e nte r the  WiFi Pa sswo rd .

Fig ure  55   WiFi Se tting s: Co nfig ura tio n 

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

5.1.5  Gue st WiFi Se tting s

Use  this sc re e n to  e na b le  o r d isa b le  the  g ue st wire le ss ne two rk. Whe n the  switc h turns b lue  ( ), the  
func tio n is e na b le d . O the rwise , it’ s no t. Yo u c a n use  this sc re e n o r the  Q R c o d e  o n the  up p e r rig ht c o rne r 
to  c he c k the  SSIDs (WiFi ne two rk na me ) a nd  p a sswo rd s o f the  g ue st wire le ss ne two rks. If yo u wa nt to  
sho w o r hid e  yo ur WiFi p a sswo rd s, c lic k the  Eye  ic o n ( ).

Ta b le  17   WiFi Se tting s: Co nfig ura tio n

LABEL DESCRIPTION

2.4G /  5G  WiFi C lic k this switc h to  e na b le  o r d isa b le  the  2.4 G Hz /  5 G Hz wire le ss ne two rk. Whe n the  switc h 
turns b lue  , the  func tio n is e na b le d . Othe rwise , it’ s no t.

WiFi Na me The  SSID (Se rvic e  Se t IDe ntity) id e ntifie s the  se rvic e  se t with whic h a  wire le ss d e vic e  is 
a sso c ia te d . Wire le ss d e vic e s a sso c ia ting  to  the  a c c e ss p o int (AP) must ha ve  the  sa me  SSID.

Ente r a  d e sc rip tive  na me  (up  to  32 Eng lish ke yb o a rd  c ha ra c te rs) fo r the  wire le ss LAN.

WiFi Pa sswo rd If yo u se le c te d  Ra ndom Pa ssword , this fie ld  d isp la ys a  p re -sha re d  ke y g e ne ra te d  b y the  Zyxe l 
De vic e .

If yo u d id  no t se le c t Ra ndom Pa ssword , yo u c a n ma nua lly typ e  a  p re -sha re d  ke y fro m 8 to  64 
c a se -se nsitive  ke yb o a rd  c ha ra c te rs.

C lic k the  Eye  ic o n to  sho w o r hid e  the  p a sswo rd  fo r yo ur wire le ss ne two rk. Whe n the  Eye  ic o n 
is sla she d  , yo u’ ll se e  the  p a sswo rd  in p la in te xt. Othe rwise , it’ s hid d e n.

Ra nd o m Pa sswo rd Se le c t this o p tio n to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly g e ne ra te  a  p a sswo rd . The  WiFi 

Pa ssword  fie ld  will no t b e  c o nfig ura b le  whe n yo u se le c t this o p tio n.

Hid e  WiFi ne two rk 
na me

Se le c t this c he c k b o x to  hid e  the  SSID in the  o utg o ing  b e a c o n fra me  so  a  sta tio n c a nno t 
o b ta in the  SSID thro ug h sc a nning  using  a  site  surve y to o l.

No te : Disa b le  WPS in the  Ne twork Se tting  > Wire le ss > WPS sc re e n to  hid e  the  SSID.

Sa ve Clic k Sa ve  to  sa ve  yo ur c ha ng e s.
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Fig ure  56   Gue st WiFi Se tting s 

C lic k the  Arro w ic o n ( ) to  c o nfig ure  the  SSIDs a nd / o r p a sswo rd s fo r the  g ue st wire le ss ne two rks. C lic k 
the  Eye  ic o n ( ) to  d isp la y the  c ha ra c te rs a s yo u e nte r the  WiFi Pa sswo rd .

Fig ure  57   Gue st WiFi Se tting s: Co nfig ura tio n 

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  18   G ue st WiFi Se tting s: Co nfig ura tio n

LABEL DESCRIPTION

2.4G /  5G  WiFi C lic k this switc h to  e na b le  o r d isa b le  the  2.4 G Hz /  5 G Hz wire le ss ne two rk. Whe n the  switc h 
turns b lue  , the  func tio n is e na b le d . Othe rwise , it’ s no t.

WiFi Na me The  SSID (Se rvic e  Se t IDe ntity) id e ntifie s the  se rvic e  se t with whic h a  wire le ss d e vic e  is 
a sso c ia te d . Wire le ss d e vic e s a sso c ia ting  to  the  a c c e ss p o int (AP) must ha ve  the  sa me  SSID.

Ente r a  d e sc rip tive  na me  (up  to  32 Eng lish ke yb o a rd  c ha ra c te rs) fo r the  wire le ss LAN.

WiFi Pa sswo rd If yo u se le c te d  Ra ndom Pa ssword , this fie ld  d isp la ys a  p re -sha re d  ke y g e ne ra te d  b y the  Zyxe l 
De vic e .

If yo u d id  no t se le c t Ra ndom Pa ssword , yo u c a n ma nua lly typ e  a  p re -sha re d  ke y fro m 8 to  64 
c a se -se nsitive  ke yb o a rd  c ha ra c te rs.

C lic k the  Eye  ic o n to  sho w o r hid e  the  p a sswo rd  fo r yo ur wire le ss ne two rk. Whe n the  Eye  ic o n 
is sla she d  , yo u’ ll se e  the  p a sswo rd  in p la in te xt. Othe rwise , it’ s hid d e n.

Ra nd o m Pa sswo rd Se le c t this o p tio n to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly g e ne ra te  a  p a sswo rd . The  WiFi 

Pa ssword  fie ld  will no t b e  c o nfig ura b le  whe n yo u se le c t this o p tio n.

Hid e  WiFi ne two rk 
na me

Se le c t this c he c k b o x to  hid e  the  SSID in the  o utg o ing  b e a c o n fra me  so  a  sta tio n c a nno t 
o b ta in the  SSID thro ug h sc a nning  using  a  site  surve y to o l.

No te : Disa b le  WPS in the  Ne twork Se tting  > Wire le ss > WPS sc re e n to  hid e  the  SSID.

Sa ve Clic k Sa ve  to  sa ve  yo ur c ha ng e s.
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5.1.6  LAN

Use  this sc re e n to  vie w the  LAN IP a d d re ss, sub ne t ma sk, a nd  DHCP se tting s o f yo ur Zyxe l De vic e .

Fig ure  58   LAN 

Clic k the  Arro w ic o n ( ) to  c o nfig ure  the  LAN IP se tting s a nd  DHCP se tting  fo r yo ur Zyxe l De vic e .

Fig ure  59   LAN Se tup  

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  19   Sta tus Sc re e n

LABEL DESCRIPTION

LAN IP Se tup

IP Ad d re ss Ente r the  LAN IPv4 IP a d d re ss yo u wa nt to  a ssig n to  yo ur Zyxe l De vic e  in d o tte d  d e c ima l 
no ta tio n, fo r e xa mp le , 192.168.1.1 (fa c to ry d e fa ult).

Sub ne t Ma sk Type  the  sub ne t ma sk o f yo ur ne two rk in d o tte d  d e c ima l no ta tio n, fo r e xa mp le  255.255.255.0 
(fa c to ry d e fa ult). Yo ur Zyxe l De vic e  a uto ma tic a lly c o mp ute s the  sub ne t ma sk b a se d  o n the  
IP Ad d re ss yo u e nte r, so  d o  no t c ha ng e  this fie ld  unle ss yo u a re  instruc te d  to  d o  so .

IP Ad d re ssing  Va lue s

Be g inning  IP 
Ad d re ss

This fie ld  sp e c ifie s the  first o f the  c o ntig uo us a d d re sse s in the  IP a d d re ss p o o l.

End ing  IP 
Ad d re ss

This fie ld  sp e c ifie s the  la st o f the  c o ntig uo us a d d re sse s in the  IP a d d re ss p o o l.

DHCP Se rve r Sta te
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DHCP Se rve r 
Le a se  Time

This is the  p e rio d  o f time  DHCP-a ssig ne d  a d d re sse s is use d . DHCP a uto ma tic a lly a ssig ns IP 
a d d re sse s to  c lie nts whe n the y lo g  in. DHCP c e ntra lize s IP a d d re ss ma na g e me nt o n c e ntra l 
c o mp ute rs tha t run the  DHC P se rve r p ro g ra m. DHCP le a se s a d d re sse s, fo r a  p e rio d  o f time , 
whic h me a ns tha t pa st a d d re sse s a re  “ re c yc le d ”  a nd  ma d e  a va ila b le  fo r future  
re a ssig nme nt to  o the r syste ms.

Da ys/ Ho urs/
Minute s

Ente r the  le a se  time  o f the  DHCP se rve r.

Sa ve Clic k Sa ve  to  sa ve  yo ur c ha ng e s.

Ta b le  19   Sta tus Sc re e n (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 6

Broa dba nd

6.1  Ove rvie w

This c ha p te r d isc usse s the  Zyxe l De vic e ’ s Broa dba nd  sc re e ns. Use  the se  sc re e ns to  c o nfig ure  yo ur Zyxe l 
De vic e  fo r Inte rne t a c c e ss.

A WAN (Wid e  Are a  Ne two rk) c o nne c tio n is a n o utsid e  c o nne c tio n to  a no the r ne two rk o r the  Inte rne t. It 
c o nne c ts yo ur p riva te  ne two rks, suc h a s a  LAN (Lo c a l Are a  Ne two rk) a nd  o the r ne two rks, so  tha t a  
c o mp ute r in o ne  lo c a tio n c a n c o mmunic a te  with c o mp ute rs in o the r lo c a tio ns.

Fig ure  60   LAN a nd  WAN

6.1.1  Wha t You Ca n Do in this Cha pte r

• Use  the  Broadba nd  sc re e n to  vie w a  WAN inte rfa c e . Yo u c a n a lso  c o nfig ure  the  WAN se tting s o n the  
Zyxe l De vic e  fo r Inte rne t a c c e ss (Se c tio n 6.2 o n p a g e  85).

• Use  the  WAN Ba c kup sc re e n to  c o nfig ure  yo ur Zyxe l De vic e ’ s WAN b a c kup  se tting s (Se c tio n 6.3 o n 
p a g e  90).

• Use  the  Ethe rne t WAN sc re e n to  c o nve rt LAN p o rt numb e r fo ur a s a  WAN p o rt o r re sto re  the  Ethe rne t 
WAN p o rt to  a  LAN p o rt (Se c tio n 6.4 o n p a g e  91).

• Use  the  Ce llula r WAN sc re e n to  c o nfig ure  a n LTE WAN c o nne c tio n (Se c tio n 6.5 o n p a g e  92).

• Use  the  Ce llula r APN sc re e n to  c o nfig ure  the  APN se tting  (Se c tio n 6.6 o n p a g e  92).

• Use  the  Ce llula r SIM sc re e n to  e nte r the  PIN o f yo ur SIM c a rd  (Se c tio n 6.6 o n p a g e  92).

• Use  the  Ce llula r Ba nd sc re e n to  vie w o r e d it a n LTE WAN inte rfa c e . Yo u c a n a lso  c o nfig ure  the  WAN 
se tting s o n the  Zyxe l De vic e  fo r Inte rne t a c c e ss (Se c tio n 6.2 o n p a g e  85).

• Use  the  Ce llula r PLMN sc re e n to  d isp la y a va ila b le  Pub lic  La nd  Mo b ile  Ne two rks (Se c tio n 6.9 o n p a g e  
95).

• Use  the  Ce llular IP Pa ssthroug h sc re e n to  c o nfig ure  a n LTE WAN c o nne c tio n (Se c tio n 6.10 o n p a g e  98)
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• Use  the  Ce llula r Loc k sc re e n to  c o nfig ure  the  b a se  sta tio n yo u c ho o se  to  c o nne c t to  (Se c tio n 6.11 o n 
p a g e  99).

6.1.2  Wha t You Ne e d to  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

WAN IP Addre ss

The  WAN IP a d d re ss is a n IP a d d re ss fo r the  Zyxe l De vic e , whic h ma ke s it a c c e ssib le  fro m a n o utsid e  
ne two rk. It is use d  b y the  Zyxe l De vic e  to  c o mmunic a te  with o the r d e vic e s in o the r ne two rks. The  ISP 
d yna mic a lly a ssig ns it e a c h time  the  Zyxe l De vic e  trie s to  a c c e ss the  Inte rne t.

APN

Ac c e ss Po int Na me  (APN) is a  uniq ue  string  whic h ind ic a te s a n LTE ne two rk. An APN is re q uire d  fo r LTE 
sta tio ns to  e nte r the  LTE ne two rk a nd  the n the  Inte rne t.

6.1.3  Be fore  You Be g in

Yo u ma y ne e d  to  kno w yo ur Inte rne t a c c e ss se tting s suc h a s LTE APN, WAN IP a d d re ss a nd  SIM c a rd ’ s 
PIN c o d e  if the  INTERNET lig ht o n yo ur Zyxe l De vic e  is o ff. G e t this info rma tio n fro m yo ur se rvic e  p ro vid e r.

6.2  Broa dba nd

Use  this sc re e n to  c ha ng e  yo ur Zyxe l De vic e ’ s Inte rne t a c c e ss se tting s. The  summa ry ta b le  sho ws yo u the  
c o nfig ure d  WAN se rvic e s (c o nne c tio ns) o n the  Zyxe l De vic e . Use  info rma tio n p ro vid e d  b y yo ur ISP to  
c o nfig ure  WAN se tting s.

C lic k Ne twork Se tting  > Broa dba nd  to  a c c e ss this sc re e n.

Ta b le  20   WAN Se tup  Ove rvie w

LAYER- 2 INTERFACE INTERNET CONNECTION

CONNECTION DSL LINK TYPE MODE ENCAPSULATION CONNECTION SETTINGS

Ethe rne t N/ A Ro uting IPo E WAN IPv4/ IPv6 IP a d d re ss, NAT, DNS 
se rve r a nd  ro uting  fe a ture .
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Fig ure  61   Ne two rk Se tting  > Bro a d b a nd

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

6.2.1  Add/ Edit Inte rne t Conne c tion

Clic k the  Edit o r Modify ic o n to  o p e n the  fo llo wing  sc re e n. Use  this sc re e n to  c o nfig ure  a  WAN 
c o nne c tio n.

Ta b le  21   Ne two rk Se tting  > Bro a d b a nd

LABEL DESCRIPTION

# This is the  ind e x numb e r o f the  e ntry.

Na me This is the  se rvic e  na me  o f the  c o nne c tio n.

Typ e This sho ws whe the r it is a  c e llula r o r Ethe rne t c o nne c tio n.

Mo d e This sho ws the  c o nne c tio n is in ro uting  mo d e .

Enc a p sula tio n This is the  me tho d  o f e nc a p sula tio n use d  b y this c o nne c tio n.

802.1p This ind ic a te s the  802.1p  p rio rity le ve l a ssig ne d  to  tra ffic  se nt thro ug h this c o nne c tio n. This 
d isp la ys N/ A  whe n the re  is no  p rio rity le ve l a ssig ne d .

802.1q This ind ic a te s the  VLAN ID numb e r a ssig ne d  to  tra ffic  se nt thro ug h this c o nne c tio n. This d isp la ys 
N/ A whe n the re  is no  VLAN ID numb e r a ssig ne d .

IG MP Pro xy This sho ws whe the r the  Zyxe l De vic e  a c t a s a n IG MP p ro xy o n this c o nne c tio n.

NAT This sho ws whe the r NAT is a c tiva te d  o r no t fo r this c o nne c tio n.

De fa ult 
G a te wa y

This sho ws whe the r the  Zyxe l De vic e  use  the  WAN inte rfa c e  o f this c o nne c tio n a s the  syste m 
d e fa ult g a te wa y.

IPv6 This sho ws whe the r IPv6 is a c tiva te d  o r no t fo r this c o nne c tio n. IPv6 is no t a va ila b le  whe n the  
c o nne c tio n use s the  b rid g ing  se rvic e .

MLD Pro xy This sho ws whe the r Multic a st Liste ne r Disc o ve ry (MLD) is a c tiva te d  o r no t fo r this c o nne c tio n. MLD 
is no t a va ila b le  whe n the  c o nne c tio n use s the  b rid g ing  se rvic e .

Mo d ify C lic k the  Edit o r Modify ic o n to  c o nfig ure  the  WAN c o nne c tio n.

C lic k the  De le te  ic o n to  re mo ve  the  WAN c o nne c tio n.
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Fig ure  62   Ne two rk Se tting  > Bro a d b a nd  > Ad d / Ed it Ne w WAN Inte rfa c e

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  22   Ne two rk Se tting  > Bro a d b a nd  > Ad d / Ed it Ne w WAN Inte rfa c e

LABEL DESCRIPTION

G e ne ra l C lic k this switc h to  e na b le  o r d isa b le  the  inte rfa c e . Whe n the  switc h g o e s to  the  rig ht , the  
func tio n is e na b le d . O the rwise , it is no t.

Na me This is the  se rvic e  na me  o f the  c o nne c tio n.

Typ e This sho ws the  typ e  o f the  c o nne c tio n the  Zyxe l De vic e  is c urre ntly a sso c ia te d  with.

Mo d e This sho ws the  c o nne c tio n is in Routing  o r Bridg e  mo d e .

If the  Zyxe l De vic e  is in ro uting  mo d e , yo ur ISP g ive s yo u o ne  IP a d d re ss o nly a nd  yo u wa nt 
multip le  c o mp ute rs to  sha re  a n Inte rne t a c c o unt.
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Enc a p sula tio n This is the  me tho d  o f e nc a p sula tio n use d  b y this c o nne c tio n.

IPv4/ IPv6 Mo d e This sho ws IPv4 IPv6 Dua lSta c k. 

IPv4 IPv6 Dua lSta c k a llo ws the  Zyxe l De vic e  to  run IPv4 a nd  IPv6 a t the  sa me  time .

VLAN Clic k this switc h to  e na b le  o r d isa b le  VLAN o n this WAN inte rfa c e . Whe n the  switc h g o e s to  the  
rig ht , the  func tio n is e na b le d . O the rwise , it is no t.

802.1p IEEE 802.1p  d e fine s up  to  8 se p a ra te  tra ffic  typ e s b y inse rting  a  ta g  into  a  MAC-la ye r fra me  tha t 
c o nta ins b its to  d e fine  c la ss o f se rvic e .

Se le c t the  IEEE 802.1p  p rio rity le ve l (fro m 0 to  7) to  a d d  to  tra ffic  thro ug h this c o nne c tio n. The  
g re a te r the  numb e r, the  hig he r the  p rio rity le ve l.

802.1q Typ e  the  VLAN ID numb e r (fro m 1 to  4094) fo r tra ffic  thro ug h this c o nne c tio n.

MTU

MTU Ente r the  MTU (Ma ximum Tra nsfe r Unit) size  fo r this tra ffic .

IP Ad d re ss 

O b ta in a n IP 
Ad d re ss 
Auto ma tic a lly

A sta tic  IP a d d re ss is a  fixe d  IP tha t yo ur ISP g ive s yo u. A d yna mic  IP a d d re ss is no t fixe d ; the  ISP 
a ssig ns yo u a  d iffe re nt o ne  e a c h time  yo u c o nne c t to  the  Inte rne t. Se le c t this if yo u ha ve  a  
d yna mic  IP a d d re ss.

Sta tic  IP Ad d re ss Se le c t this o p tio n If the  ISP a ssig ne d  a  fixe d  IP a d d re ss.

IP Ad d re ss Ente r the  sta tic  IP a d d re ss p ro vid e d  b y yo ur ISP.

Sub ne t Ma sk Ente r the  sub ne t ma sk p ro vid e d  b y yo ur ISP.

G a te wa y IP 
Ad d re ss

Ente r the  g a te wa y IP a d d re ss p ro vid e d  b y yo ur ISP.

DNS Se rve r 

Se le c t Obta in DNS Info  Automa tic a lly if yo u wa nt the  Zyxe l De vic e  to  use  the  DNS se rve r 
a d d re sse s a ssig ne d  b y yo ur ISP.

Se le c t Use  Following  Sta tic  DNS Addre ss if yo u wa nt the  Zyxe l De vic e  to  use  the  DNS se rve r 
a d d re sse s yo u c o nfig ure  ma nua lly.

Prima ry DNS 
Se rve r

Ente r the  first DNS se rve r a d d re ss a ssig ne d  b y the  ISP.

Se c o nd a ry DNS 
Se rve r

Ente r the  se c o nd  DNS se rve r a d d re ss a ssig ne d  b y the  ISP.

Ro uting  Fe a ture

NAT C lic k this switc h to  a c tiva te  o r d e a c tiva te  NAT o n this c o nne c tio n. Whe n the  switc h g o e s to  the  
rig ht , the  func tio n is e na b le d . O the rwise , it is no t.

IG MP Pro xy Inte rne t G ro up  Multic a st Pro to c o l (IG MP) is a  ne two rk-la ye r p ro to c o l use d  to  e sta b lish 
me mb e rship  in a  Multic a st g ro up  - it is no t use d  to  c a rry use r d a ta .

C lic k this switc h to  ha ve  the  Zyxe l De vic e  a c t a s a n IG MP p ro xy o n this c o nne c tio n. Whe n the  
switc h g o e s to  the  rig ht , the  func tio n is e na b le d . O the rwise , it is no t.

This a llo ws the  Zyxe l De vic e  to  g e t sub sc rib ing  info rma tio n a nd  ma inta in a  jo ine d  me mb e r list fo r 
e a c h multic a st g ro up . It c a n re d uc e  multic a st tra ffic  sig nific a ntly.

Ap p ly a s De fa ult 
G a te wa y

Clic k this switc h to  ha ve  the  Zyxe l De vic e  use  the  WAN inte rfa c e  o f this c o nne c tio n a s the  syste m 
d e fa ult g a te wa y. Whe n the  switc h g o e s to  the  rig ht , the  func tio n is e na b le d . Othe rwise , it is 
no t.

Ta b le  22   Ne two rk Se tting  > Bro a d b a nd  > Ad d / Ed it Ne w WAN Inte rfa c e  (c o ntinue d )

LABEL DESCRIPTION
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Fullc o ne  NAT C lic k this switc h to  e na b le  o r d isa b le  fullc o ne  NAT o n this c o nne c tio n. Whe n the  switc h g o e s to  
the  rig ht , the  func tio n is e na b le d . O the rwise , it is no t.

This fie ld  is a va ila b le  o nly whe n yo u a c tiva te  NAT.

In fullc o ne  NAT, the  Zyxe l De vic e  ma p s a ll o utg o ing  pa c ke ts fro m a n inte rna l IP a d d re ss a nd  p o rt 
to  a  sing le  IP a d d re ss a nd  p o rt o n the  e xte rna l ne two rk. The  Zyxe l De vic e  a lso  ma p s p a c ke ts 
c o ming  to  tha t e xte rna l IP a d d re ss a nd  p o rt to  the  inte rna l IP a d d re ss a nd  p o rt.

DHCPC Op tio ns

Re q ue st Op tio ns Se le c t Option 43 to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly a d d  ve nd o r sp e c ific  info rma tio n in the  
DHCP pa c ke ts to  re q ue st the  ve nd o r sp e c ific  o p tio ns fro m the  DHCP se rve r.

Se le c t Option 120 to  ha ve  the  Zyxe l De vic e  g e t the  IP a d d re ss o r a  fully-q ua lifie d  d o ma in na me  
o f SIP se rve r fro m DHCP.

Se le c t Option 121 to  ha ve  the  Zyxe l De vic e  p ush sta tic  ro ute s to  c lie nts.

Se nt O p tio ns

o p tio n 60 Se le c t this a nd  e nte r the  d e vic e  id e ntity yo u wa nt the  Zyxe l De vic e  to  a d d  in the  DHC P d isc o ve ry 
p a c ke ts tha t g o  to  the  DHCP se rve r.

Ve nd o r ID Ente r the  Ve nd o r C la ss Id e ntifie r, suc h a s the  typ e  o f the  ha rd wa re  o r firmwa re .

o p tio n 61 Se le c t this a nd  e nte r a ny string  tha t id e ntifie s the  d e vic e .

IAID Ente r the  Id e ntity Asso c ia tio n Id e ntifie r (IAID) o f the  d e vic e , fo r e xa mp le , the  WAN c o nne c tio n 
ind e x numb e r.

DUID Ente r the  ha rd wa re  typ e , a  time  va lue  a nd  the  MAC a d d re ss o f the  d e vic e .

o p tio n 125 Se le c t this to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly g e ne ra te  a nd  a d d  ve nd o r spe c ific  
p a ra me te rs in the  DHC P d isc o ve ry p a c ke ts tha t g o  to  the  DHCP se rve r.

IPv6 Ad d re ss 

O b ta in a n IPv6 
Ad d re ss 
Auto ma tic a lly

Se le c t Obta in a n IPv6 Addre ss Automa tic a lly if yo u wa nt to  ha ve  the  Zyxe l De vic e  use  the  IPv6 
p re fix fro m the  c o nne c te d  ro ute r’ s Ro ute r Ad ve rtise me nt (RA) to  g e ne ra te  a n IPv6 a d d re ss.

Sta tic  IPv6 
Ad d re ss

Se le c t Sta tic  IPv6 Addre ss if yo u ha ve  a  fixe d  IPv6 a d d re ss a ssig ne d  b y yo ur ISP. Whe n yo u se le c t 
this, the  fo llo wing  fie ld s a pp e a r.

IPv6 Ad d re ss Ente r a n IPv6 IP a d d re ss tha t yo ur ISP g a ve  to  yo u fo r this WAN inte rfa c e .

Pre fix Le ng th Ente r the  a d d re ss p re fix le ng th to  sp e c ify ho w ma ny mo st sig nific a nt b its in a n IPv6 a d d re ss 
c o mp o se  the  ne two rk a d d re ss.

IPv6 De fa ult 
G a te wa y

Ente r the  IP a d d re ss o f the  ne xt-ho p  g a te wa y. The  g a te wa y is a  ro ute r o r switc h o n the  sa me  
se g me nt a s yo ur Zyxe l De vic e 's inte rfa c e (s). The  g a te wa y he lps fo rwa rd  p a c ke ts to  the ir 
d e stina tio ns.

IPv6 DNS Se rve r

Ob ta in IPv6 DNS 
Info  
Auto ma tic a lly

Se le c t Obta in IPv6 DNS Info  Automa tic a lly to  ha ve  the  Zyxe l De vic e  g e t the  IPv6 DNS se rve r 
a d d re sse s fro m the  ISP a uto ma tic a lly.

Use  Fo llo wing  
Sta tic  IPv6 DNS 
Ad d re ss

Se le c t Use  Following  Sta tic  IPv6 DNS Addre ss to  ha ve  the  Zyxe l De vic e  use  the  IPv6 DNS se rve r 
a d d re sse s yo u c o nfig ure  ma nua lly.

Prima ry DNS 
Se rve r

Ente r the  first IPv6 DNS se rve r a d d re ss a ssig ne d  b y the  ISP.

Se c o nd a ry DNS 
Se rve r

Ente r the  se c o nd  IPv6 DNS se rve r a d d re ss a ssig ne d  b y the  ISP.

IPv6 Ro uting  Fe a ture

Ta b le  22   Ne two rk Se tting  > Bro a d b a nd  > Ad d / Ed it Ne w WAN Inte rfa c e  (c o ntinue d )

LABEL DESCRIPTION
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6.3  WAN Ba c kup

Use  this sc re e n to  c o nfig ure  yo ur Zyxe l De vic e ’ s Inte rne t se tting s if the  wire d  c o nne c tio n is d o wn. Yo u 
c a n use  a n a lte rna tive  ne two rk, a nd  a ssig n a n IP a d d re ss to  ve rify the  a c c e ssib ility o f the  Inte rne t a nd  
the  time  inte rva l a llo we d  b e twe e n e a c h c o nne c tio n c he c k.

C lic k Ne twork Se tting  > Broa dba nd > WAN Ba c kup to  d isp la y the  fo llo wing  sc re e n. 

Fig ure  63   Ne two rk Se tting  > Bro a d b a nd  > WAN Ba c kup

 The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

MLD Pro xy 
Ena b le

Se le c t this c he c k b o x/ o p tio n to  ha ve  the  Zyxe l De vic e  a c t a s a n MLD pro xy o n this c o nne c tio n. 
This a llo ws the  Zyxe l De vic e  to  g e t sub sc rip tio n info rma tio n a nd  ma inta in a  jo ine d  me mb e r list fo r 
e a c h multic a st g ro up . It c a n re d uc e  multic a st tra ffic  sig nific a ntly.

Ap p ly a s De fa ult 
G a te wa y

Se le c t this o p tio n to  ha ve  the  Zyxe l De vic e  use  the  WAN inte rfa c e  o f this c o nne c tio n a s the  
syste m d e fa ult g a te wa y.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  22   Ne two rk Se tting  > Bro a d b a nd  > Ad d / Ed it Ne w WAN Inte rfa c e  (c o ntinue d )

LABEL DESCRIPTION

Ta b le  23   Ne two rk Se tting  > Bro a d b a nd  > WAN Ba c kup

LABEL DESCRIPTION

WAN Ba c kup  Ena b le Se le c t Ena b le  to  ha ve  the  Zyxe l De vic e  use  the  c e llula r c o nne c tio n a s yo ur WAN o r a  
b a c kup  whe n the  wire d  WAN c o nne c tio n fa ils.

Prima ry WAN This fie ld  d isp la ys the  c o nne c tio n the  Zyxe l De vic e  wo uld  use  first whe n the  wire d  
WAN c o nne c tio n fa ils. Yo u c a n c ho o se  Ethe rne t o r Ce llula r a s the  p rima ry WAN 
c o nne c tio n fo r yo ur Zyxe l De vic e .
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6.4  Ethe rne t WAN

Use  this sc re e n to  ha ve  a  LAN p o rt a c t a s a n Ethe rne t WAN p o rt. Yo u c a n re sto re  it b a c k fro m a  WAN 
p o rt to  a  LAN p o rt. C lic k the  switc h to  se t up  the  c o nfig ura tio n. Whe n the  switc h g o e s to  the  rig ht, the  
LAN p o rt a c ts a s a n Ethe rne t WAN p o rt. Othe rwise , the  LAN p o rt re ma ins a s a  LAN p o rt. The  Ethe rne t 
WAN c o nne c tio n ha s p rio rity o ve r the  DSL c o nne c tio n. C lic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  
Zyxe l De vic e .

C lic k Ne twork Se tting  > Broa dba nd  > Ethe rne t WAN to  d isp la y the  fo llo wing  sc re e n.

Fig ure  64   Ne two rk Se tting  > Bro a d b a nd  > Ethe rne t WAN

The  De stina tio n fo r 
C o nne c tio n Che c k

Co nfig ure  this fie ld  to  te st yo ur Zyxe l De vic e 's WAN a c c e ssib ility. Typ e  the  IP a d d re ss 
o f a  re lia b le  ne a rb y c o mp ute r (fo r e xa mp le , yo ur ISP's DNS se rve r a d d re ss). 

No te : If yo u a c tiva te  e ithe r tra ffic  re d ire c t o r d ia l b a c kup , yo u must 
c o nfig ure  a t le a st o ne  IP a d d re ss he re . Whe n using  a  WAN b a c kup  
c o nne c tio n, the  Zyxe l De vic e  p e rio d ic a lly p ing s the  a d d re sse s 
c o nfig ure d  he re  a nd  use s the  o the r WAN b a c kup  c o nne c tio n (if 
c o nfig ure d ) if the re  is no  re sp o nse .

C o nne c tio n Che c k Inte rva l Whe n the  Zyxe l De vic e  is using  a  lo we r p rio rity c o nne c tio n (usua lly a  WAN b a c kup  
c o nne c tio n), it p e rio d ic a lly c he c ks to  whe the r o r no t it c a n use  a  hig he r p rio rity 
c o nne c tio n. Typ e  the  numb e r o f se c o nd s (30 re c o mme nd e d ) fo r the  Zyxe l De vic e  to  
wa it b e twe e n c he c ks. Allo w mo re  time  if yo ur d e stina tio n IP a d d re ss ha nd le s lo ts o f 
tra ffic .

Che c k Fa il Limit Typ e  the  numb e r o f time s (2 re c o mme nd e d ) tha t yo ur Zyxe l De vic e  ma y p ing  the  IP 
a d d re sse s c o nfig ure d  in the  WAN Ba c kup Ena ble  fie ld  witho ut g e tting  a  re sp o nse  
b e fo re  switc hing  to  a  WAN b a c kup  c o nne c tio n (o r a  d iffe re nt WAN b a c kup  
c o nne c tio n).

Ca nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  23   Ne two rk Se tting  > Bro a d b a nd  > WAN Ba c kup  (c o ntinue d )

LABEL DESCRIPTION
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6.5  Ce llula r WAN

Clic k Ne twork Se tting  > Broa dba nd > Ce llula r WAN to  d isp la y the  fo llo wing  sc re e n. Use  this sc re e n to  
e na b le  d a ta  ro a ming  a nd  ne two rk mo nito ring  whe n the  Zyxe l De vic e  c a nno t p ing  a  b a se  sta tio n.

No te : Ro a ming  c ha rg e s ma y a p p ly whe n Da ta  Roa ming  is e na b le d .

Fig ure  65   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r WAN

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

6.6  Ce llula r APN

Clic k Ne twork Se tting  > Broa dba nd > Ce llula r APN to  d isp la y the  fo llo wing  sc re e n. 

No te : APN info rma tio n c a n b e  o b ta ine d  fro m the  se rvic e  p ro vid e r.
Automa tic  APN Mode  is no t sup p o rte d  whe n o p e ra ting  in 3G  o nly mo d e .

Ta b le  24   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r WAN

LABEL DESCRIPTION

Ante nna

Ante nna  Se le c t Se le c t b e twe e n Exte rna l o r Inte rna l Ante nna  fo r yo ur Zyxe l De vic e .

Ro a ming

Da ta  Ro a ming C lic k this to  e na b le  ( ) d a ta  ro a ming  o n the  Zyxe l De vic e .

4G  ro a ming  is to  use  yo ur mo b ile  d e vic e  in a n a re a  whic h is no t c o ve re d  b y yo ur se rvic e  p ro vid e r. 
Ena b le  ro a ming  to  e nsure  tha t yo ur Zyxe l De vic e  is ke p t c o nne c te d  to  the  Inte rne t whe n yo u a re  
tra ve ling  o utsid e  the  g e o g ra p hic a l c o ve ra g e  a re a  o f the  ne two rk to  whic h yo u a re  re g iste re d .

Ap p ly C lic k this to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k this to  e xit this sc re e n witho ut sa ving .
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Fig ure  66   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r APN

6.7  Ce llula r SIM Config ura tion

Ente r a  PIN fo r yo ur SIM c a rd  to  p re ve nt o the rs fro m using  it.

Ta b le  25   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r APN

LABEL DESCRIPTION

APN Se tting s

# This is the  ind e x numb e r o f the  e ntry.

Ena b le This fie ld  ind ic a te s whe the r the  c e llula r APN se tting  is e na b le d  o r no t.

Mo d e If the  c e llula r APN se tting  is d isa b le d , the  Zyxe l De vic e  will c o nfig ure  the  APN (Ac c e ss 
Po int Na me ) o f a n LTE ne two rk a uto ma tic a lly. Othe rwise , e nte r the  APN ma nua lly in 
the  fie ld .

APN This fie ld  a llo ws yo u to  d isp la y the  Ac c e ss Po int Na me  (APN) in the  p ro file .

Ente r the  Ac c e ss Po int Na me  (APN) p ro vid e d  b y yo ur se rvic e  p ro vid e r. Co nne c tio ns 
with d iffe re nt APNs ma y p ro vid e  d iffe re nt se rvic e s (suc h a s Inte rne t a c c e ss o r MMS 
(Multi-Me d ia  Me ssa g ing  Se rvic e )) a nd  c ha rg ing  me tho d .

Yo u c a n e nte r up  to  30 p rinta b le  ASCII c ha ra c te rs. Sp a c e s a re  a llo we d .

Authe ntic a tio n Typ e Se le c t the  typ e  o f a uthe ntic a tio n me tho d  p e e rs use  to  c o nne c t to  the  Zyxe l De vic e  
in LTE c o nne c tio ns.

In Pa sswo rd  Authe ntic a tio n Pro to c o l (PAP) p e e rs id e ntify the mse lve s with a  use r 
na me  a nd  p a sswo rd . In Cha lle ng e  Ha nd sha ke  Authe ntic a tio n Pro to c o l (CHAP) 
a d d itio na lly to  use r na me  a nd  p a sswo rd  the  Zyxe l De vic e  se nd s re g ula r c ha lle ng e s 
to  ma ke  sure  a n intrud e r ha s no t re p la c e d  a  p e e r. Othe rwise  se le c t PAP/ CHAP o r 
None .

PDP Type Se le c t IPv4 if yo u wa nt the  Zyxe l De vic e  to  run IPv4 (Inte rne t Pro to c o l ve rsio n 4 
a d d re ssing  syste m) o nly.

Se le c t IPv4/ IPv6 if yo u wa nt the  Zyxe l De vic e  to  run b o th IPv4 a nd  IPv6 (Inte rne t 
Pro to c o l ve rsio n 4 a nd  6 a d d re ssing  syste m) a t the  sa me  time .

Mo d ify C lic k the  Edit ic o n to  c ha ng e  the  APN se tting s.

Ca nc e l C lic k this to  e xit this sc re e n witho ut sa ving .
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Ente ring  the  wrong  PIN c ode  3 c onse c utive  time s loc ks the  SIM c a rd 

a fte r whic h you ne e d a  PUK (Pe rsona l Unloc king  Ke y) from the  se rvic e  

provide r to  unloc k it.

Clic k Ne twork Se tting  > Broa dba nd > Ce llula r SIM. The  fo llo wing  sc re e n o p e ns.

Fig ure  67   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r SIM

No te : The  PIN is a uto ma tic a lly sa ve d  in the  Zyxe l De vic e .
Ente ring  the  wro ng  PIN e xc e e d ing  a  se t numb e r o f time s will lo c k the  SIM c a rd .

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

6.8  Ce llula r Ba nd Config ura tion

Eithe r se le c t Auto to  ha ve  the  Zyxe l De vic e  c o nne c t to  a n a va ila b le  ne two rk using  the  d e fa ult se tting s 
o n the  SIM c a rd  o r se le c t the  typ e  o f the  ne two rk (4G , 3G , o r 2G ) to  whic h yo u wa nt the  Zyxe l De vic e  to  
c o nne c t.

C lic k Ne twork Se tting  > Broa dba nd > Ce llula r Ba nd. The  fo llo wing  sc re e n o p e ns.

Ta b le  26   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r SIM

LABEL DESCRIPTION

PIN Ma na g e me nt

PIN Pro te c tio n A PIN (Pe rso na l Id e ntific a tio n Numb e r) c o d e  is a  ke y to  a  SIM c a rd . Witho ut the  PIN c o d e , yo u 
c a nno t use  the  SIM c a rd .

C lic k to  e na b le  ( ) if the  se rvic e  p ro vid e r re q uire s yo u to  e nte r a  PIN to  use  the  SIM c a rd .

C lic k to  d isa b le  if the  se rvic e  p ro vid e r le ts yo u use  the  SIM witho ut inp utting  a  PIN.

PIN If yo u e na b le d  PIN ve rific a tio n, e nte r the  4-d ig it PIN c o d e  (0000 fo r e xa mple ) p ro vid e d  b y yo ur ISP. 
If yo u e nte r the  PIN c o d e  inc o rre c tly to o  ma ny time s, the  ISP ma y b lo c k yo ur SIM c a rd  a nd  no t le t 
yo u use  the  a c c o unt to  a c c e ss the  Inte rne t.

Atte mp ts 
Re ma ining

This is ho w ma ny mo re  time s yo u c a n try to  e nte r the  PIN c o d e  b e fo re  the  ISP b lo c ks yo ur SIM c a rd .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k Ca nc e l to  re turn to  the  p re vio us sc re e n witho ut sa ving .
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Fig ure  68   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r Ba nd

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

6.9  Ce llula r PLMN Config ura tion

Ea c h se rvic e  p ro vid e r ha s its o wn uniq ue  Pub lic  La nd  Mo b ile  Ne two rk (PLMN) numb e r. Eithe r se le c t PLMN 

Auto Se le c tion to  ha ve  the  Zyxe l De vic e  c o nne c t to  the  se rvic e  p ro vid e r using  the  d e fa ult se tting s o n the  
SIM c a rd  o r ma nua lly vie w a va ila b le  PLMNs a nd  se le c t yo ur se rvic e  p ro vid e r.

C lic k Ne twork Se tting  > Broa dba nd > Ce llula r PLMN. The  sc re e n a p p e a rs a s sho wn ne xt.

Fig ure  69   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r PLMN

Ta b le  27   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r Ba nd

LABEL DESCRIPTION

Ac c e ss Te c hno lo g y

Pre fe rre d  Ac c e ss 
Te c hno lo g y

Se le c t the  typ e  o f the  ne two rk (4G , 3G , o r 2G ) to  whic h yo u wa nt the  Zyxe l De vic e  to  
c o nne c t a nd  c lic k Apply to  sa ve  yo ur se tting s.

O the rwise , se le c t Auto  to  ha ve  the  Zyxe l De vic e  c o nne c t to  a n a va ila b le  ne two rk using  the  
d e fa ult se tting s o n the  SIM c a rd . If the  c urre ntly re g iste re d  mo b ile  ne two rk is no t a va ila b le  o r 
the  mo b ile  ne two rk’ s sig na l stre ng th is to o  lo w, the  Zyxe l De vic e  switc he s to  a no the r 
a va ila b le  mo b ile  ne two rk.

Ba nd  Ma na g e me nt

Ba nd  Auto  Se le c tio n Se le c t the  LTE b a nd s to  use  fo r the  Zyxe l De vic e ’ s WAN c o nne c tio n. C lic k to  e na b le  ( ) 
a uto ma tic  LTE fre q ue nc y b a nd  se le c tio n a s p ro vid e d  b y yo ur se rvic e  p ro vid e r. Othe rwise , 
se le c t d isa b le d .

Ap p ly Clic k this to  sa ve  yo ur c ha ng e s.

Ca nc e l C lic k this to  e xit this sc re e n witho ut sa ving .
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Afte r se le c ting  to  d isa b le  the  fo llo wing  wa rning  a p p e a rs. C lic k OK to  c o ntinue .

Fig ure  70   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r PLMN > Ma nua l Sc a n Wa rning

Clic k Sc a n to  c he c k fo r a va ila b le  PLMNs in the  a re a  surro und ing  the Zyxe l De vic e , a nd  the n d isp la y the m 
in the  ne two rk list. Se le c t fro m the  ne two rk list a nd  c lic k Apply.

Ta b le  28   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r PLMN

LABEL DESCRIPTION

PLMN Ma na g e me nt

PLMN Auto  Se le c tio n Clic k to  e na b le  ( ) a nd  ha ve  the  Zyxe l De vic e  a uto ma tic a lly c o nne c t to  the  first 
a va ila b le  mo b ile  ne two rk.

Se le c t d isa b le d  to  d isp la y the  ne two rk list a nd  ma nua lly se le c t a  p re fe rre d  ne two rk.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .
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Fig ure  71   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r PLMN > Ma nua l Sc a n

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  29   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r PLMN > Ma nua l Sc a n

LABEL DESCRIPTION

# Clic k the  ra d io  b utto n so  the  Zyxe l De vic e  c o nne c ts to  this ISP.

Sta tus This sho ws Curre nt to  sho w the  ISP the  Zyxe l De vic e  is c urre ntly c o nne c te d  to .

This sho ws Forbidde n to  ind ic a te  the  Zyxe l De vic e  c a nno t c o nne c t to  this ISP.

This sho ws Ava ila ble  to  ind ic a te  a n a va ila b le  ISP yo ur Zyxe l De vic e  c a n c o nne c t to .

Na me This sho ws the  ISP na me .

Typ e This sho ws the  typ e  o f ne two rk the  ISP p ro vid e s.

PLMN This sho ws the  PLMN numb e r.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .
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6.10  Ce llula r IP Pa ssthroug h

Ena b le  IP Pa ssthroug h to  a llo w Inte rne t tra ffic  to  g o  to  a  LAN c o mp ute r b e hind  the  Zyxe l De vic e  witho ut 
g o ing  thro ug h NAT.

Clic k Ne twork Se tting  > Broa dba nd > Ce llula r IP Pa ssthroug h to  d isp la y the  fo llo wing  sc re e n.

No te : This sc re e n is no t a va ila b le  whe n the  fo urth LAN p o rt a c ts a s a n Ethe rne t WAN p o rt. Se e  
Ta b le  1 o n p a g e  16 fo r the  fe a ture  d iffe re nc e s o f the  Zyxe l De vic e s.

Fig ure  72   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r IP Pa ssthro ug h

No te : C ha ng ing  the  IP Pa ssthroug h se tting s ma y a ffe c t the  ne two rk se tting  o f c lie nt d e vic e s. 
Afte r se le c ting  to  e na b le  the  fo llo wing  wa rning  a p p e a rs. C lic k OK to  c o ntinue .

Fig ure  73   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r IP Pa ssthro ug h > Ena b le  Wa rning

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  30   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r IP Pa ssthro ug h

LABEL DESCRIPTION

IP Pa ssthro ug h Ma na g e me nt

IP Pa ssthro ug h IP Pa ssthro ug h a llo ws a  LAN c o mp ute r o n the  lo c a l ne two rk o f the  Zyxe l De vic e  to  ha ve  a c c e ss to  
we b  se rvic e s using  the  p ub lic  IP a d d re ss. Whe n IP Pa ssthro ug h is c o nfig ure d , a ll tra ffic  is fo rwa rd e d  
to  the  LAN c o mp ute r a nd  will no t g o  thro ug h NAT.
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6.11  Ce llula r Loc k

Ce llula r Lo c k lo c ks the  CPE to  the  b a se  sta tio n tha t it is c urre ntly c o nne c te d  to . This is use ful if the  CPE is 
within ra ng e  o f multip le  b a se  sta tio ns, a nd  yo u wo uld  p re fe r the  CPE to  c o nne c t to  o ne  b a se  sta tio n 
o ve r the  o the rs. 

C lic k Ne twork Se tting  > Broa dba nd > Ce llula r Loc k. The  fo llo wing  sc re e n d isp la ys.

Fig ure  74   Ce llula r Lo c k

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Pa ssthro ug h 
Mo d e

Se le c t Dyna mic  to  a llo w tra ffic  to  b e  fo rwa rd e d  to  a ny LAN c o mp ute r o n the  lo c a l ne two rk o f the  
Zyxe l De vic e . Se le c t Fixe d  to  a llo w tra ffic  to  b e  fo rwa rd e d  to  a  sp e c ific  LAN c o mpute r o n the  lo c a l 
ne two rk o f the  Zyxe l De vic e .

No te : This fie ld  will sho w up o n e na b ling  IP Passthroug h in the  p re vio us fie ld .

Pa ssthro ug h 
to  fixe d  MAC

Ente r the  MAC a d d re ss o f a  LAN c o mp ute r o n the  lo c a l ne two rk o f the  Zyxe l De vic e  up o n 
se le c ting  Fixe d  in the  p re vio us fie ld .

No te : This fie ld  will sho w up o n se le c ting  Fixe d  in the  p re vio us fie ld .

Ap p ly Clic k this to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k this to  e xit this sc re e n witho ut sa ving .

Ta b le  30   Ne two rk Se tting  > Bro a d b a nd  > Ce llula r IP Pa ssthro ug h (c o ntinue d )

LABEL DESCRIPTION

Ta b le  31   Ce llula r Lo c k

LABEL DESCRIPTION

PC I Lo c k Se le c t this to  e na b le  o r d isa b le  PC I (Physic a l Ce ll Id e ntifie r) Lo c k.

Ad d  Ne w Rule Se le c t this if yo u wa nt to  a d d  a  ne w rule  o r to  c o nfig ure  c e llula r lo c k rule s.

Physic a l C e ll ID Use  this to  e nte r the  PCI numb e r o f the  b a se  sta tio n yo u c ho o se  to  c o nne c t to  
(0~504).

RFCN Use  RFCN (Ra d io  Fre q ue nc y Cha nne l Numb e r) to  e nte r the  LTE fre q ue nc y o f the  
se le c te d  PC I numb e r(1~65535).
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Ca nc e l C lic k this to  e xit this sc re e n witho ut sa ving .

Ap p ly Clic k this to  sa ve  yo ur c ha ng e s.

Ta b le  31   Ce llula r Lo c k

LABEL DESCRIPTION
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C HA PTER 7

Wire le ss

7.1  Ove rvie w

This c ha p te r d e sc rib e s the  Zyxe l De vic e ’ s Ne twork Se tting  > Wire le ss sc re e ns. Use  the se  sc re e ns to  se t up  
yo ur Zyxe l De vic e ’ s WiFi ne two rk a nd  se c urity se tting s.

7.1.1  Wha t You Ca n Do in this Cha pte r

This se c tio n d e sc rib e s the  Zyxe l De vic e ’ s Wire le ss sc re e ns. Use  the se  sc re e ns to  se t up  yo ur Zyxe l De vic e ’ s 
WiFi c o nne c tio n.

• Use  the  Ge ne ra l sc re e n to  e na b le  the  Wire le ss LAN, e nte r the  SSID a nd  se le c t the  WiFi se c urity mo d e  
(Se c tio n 7.2 o n p a g e  102)

• Use  the  Gue st/ More  AP sc re e n to  se t up  multip le  wire le ss ne two rks o n yo ur Zyxe l De vic e  (Se c tio n 7.3 
o n p a g e  106).

• Use  the  MAC Authe ntic a tion sc re e n to  a llo w o r d e ny wire le ss c lie nts b a se d  o n the ir MAC a d d re sse s 
fro m c o nne c ting  to  the  Zyxe l De vic e  (Se c tio n 7.5 o n p a g e  110).

• Use  the  WPS sc re e n to  e na b le  o r d isa b le  WPS, vie w o r g e ne ra te  a  se c urity PIN (Pe rso na l Id e ntific a tio n 
Numb e r) (Se c tio n 7.6 o n p a g e  112).

• Use  the  WMM sc re e n to  e na b le  WiFi MultiMe d ia  (WMM) to  e nsure  q ua lity o f se rvic e  in WiFi ne two rks fo r 
multime d ia  a p p lic a tio ns (Se c tio n 7.7 o n p a g e  114).

• Use  the  Othe rs sc re e n to  c o nfig ure  WiFi a d va nc e d  fe a ture s, suc h a s the  RTS/ CTS Thre sho ld  (Se c tio n 7.8 
o n p a g e  115).

• Use  the  WLAN Sc he dule r sc re e n to  c re a te  rule s to  sc he d ule  the  time s to  p e rmit Inte rne t tra ffic  fro m 
e a c h wire le ss ne two rk inte rfa c e s (Se c tio n 7.9 o n p a g e  117).

• Use  the  Cha nne l Sta tus sc re e n to  sc a n the  numb e r o f a c c e ssing  p o ints a nd  vie w the  re sults (Se c tio n 
7.10 o n p a g e  119).

7.1.2  Wha t You Ne e d to  Know

Wire le ss Ba sic s

“Wire le ss”  is e sse ntia lly ra d io  c o mmunic a tio n. In the  sa me  wa y tha t wa lkie -ta lkie  ra d io s se nd  a nd  
re c e ive  info rma tio n o ve r the  a irwa ve s, wire le ss ne two rking  d e vic e s e xc ha ng e  info rma tio n with o ne  
a no the r. A wire le ss ne two rking  d e vic e  is just like  a  ra d io  tha t le ts yo ur c o mp ute r e xc ha ng e  info rma tio n 
with ra d io s a tta c he d  to  o the r c o mp ute rs. Like  wa lkie -ta lkie s, mo st wire le ss ne two rking  d e vic e s o p e ra te  
a t ra d io  fre q ue nc y b a nd s tha t a re  o p e n to  the  p ub lic  a nd  d o  no t re q uire  a  lic e nse  to  use . Ho we ve r, 
wire le ss ne two rking  is d iffe re nt fro m tha t o f mo st tra d itio na l ra d io  c o mmunic a tio ns in tha t the re  a re  a  
numb e r o f wire le ss ne two rking  sta nd a rd s a va ila b le  with d iffe re nt me tho d s o f d a ta  e nc ryp tio n.
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Finding  Out More

Se e  Se c tio n 7.11 o n p a g e  120 fo r a d va nc e d  te c hnic a l info rma tio n o n WiFi ne two rks.

7.2  Ge ne ra l Se tting s

Use  this sc re e n to  e na b le  the  Wire le ss LAN, e nte r the  SSID a nd  se le c t the  wire le ss se c urity mo d e . We  
re c o mme nd  tha t yo u se le c t More  Se c ure  to  e na b le  WPA2- PSK d a ta  e nc ryp tio n.

No te : If yo u a re  c o nfig uring  the  Zyxe l De vic e  fro m a  c o mp ute r c o nne c te d  b y WiFi a nd  yo u 
c ha ng e  the  Zyxe l De vic e ’ s SSID, c ha nne l o r se c urity se tting s, yo u will lo se  yo ur wire le ss 
c o nne c tio n whe n yo u p re ss Apply. Yo u must c ha ng e  the  wire le ss se tting s o f yo ur 
c o mp ute r to  ma tc h the  ne w se tting s o n the  Zyxe l De vic e .

Clic k Ne twork Se tting  > Wire le ss to  o p e n the  Ge ne ra l sc re e n.
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Fig ure  75   Ne two rk Se tting  > Wire le ss > G e ne ra l

The  fo llo wing  ta b le  d e sc rib e s the  g e ne ra l wire le ss LAN la b e ls in this sc re e n.

Ta b le  32   Ne two rk Se tting  > Wire le ss > Ge ne ra l

LABEL DESCRIPTION

WiFi Ne two rk Se tup

Ba nd This sho ws the  WiFi b a nd  whic h this ra d io  p ro file  is using . 2.4GHz is the  fre q ue nc y use d  b y IEEE 
802.11b / g / n WiFi c lie nts while  5GHz is use d  b y IEEE 802.11a / a c  WiFi c lie nts.

WiFi C lic k Ena ble  to  e na b le  the  wire le ss LAN in this fie ld .

C ha nne l Use  Auto  to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly d e te rmine  a  c ha nne l to  use .
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7.2.1  No Se c urity

Se le c t No Se c urity to  a llo w wire le ss sta tio ns to  c o mmunic a te  with the  a c c e ss p o ints witho ut a ny d a ta  
e nc ryp tio n o r a uthe ntic a tio n.

No te : If yo u d o  no t e na b le  a ny WiFi se c urity o n yo ur Zyxe l De vic e , yo ur ne two rk is a c c e ssib le  to  
a ny wire le ss ne two rking  d e vic e  tha t is within ra ng e .

Ba nd wid th Se le c t whe the r the  Zyxe l De vic e  use s a  WiFi c ha nne l wid th o f 20MHz, 40MHz o r 20/ 40MHz.

A sta nd a rd  20MHz c ha nne l o ffe rs tra nsfe r sp e e d s o f up  to  150Mb ps whe re a s a  40MHz c ha nne l 
use s two  sta nd a rd  c ha nne ls a nd  o ffe rs sp e e d s o f up  to  300Mb p s.

40MHz (c ha nne l b o nd ing  o r d ua l c ha nne l) b o nd s two  a d ja c e nt ra d io  c ha nne ls to  inc re a se  
thro ug hp ut. The  WiFi c lie nts must a lso  sup p o rt 40MHz. It is o fte n b e tte r to  use  the  20MHz se tting  in 
a  lo c a tio n whe re  the  e nviro nme nt hind e rs the  WiFi sig na l.

Se le c t 20MHz if yo u wa nt to  le sse n ra d io  inte rfe re nc e  with o the r WiFi d e vic e s in yo ur 
ne ig hb o rho o d  o r the  WiFi c lie nts d o  no t sup p o rt c ha nne l b o nd ing .

Co ntro l 
Sid e b a nd

This is a va ila b le  fo r so me  re g io ns whe n yo u se le c t a  sp e c ific  c ha nne l a nd  se t the  Ba nd wid th fie ld  
to  40MHz. Se t whe the r the  c o ntro l c ha nne l (se t in the  Cha nne l fie ld ) sho uld  b e  in the  Lowe r o r 
Uppe r ra ng e  o f c ha nne l b a nd s.

WiFi Ne two rk Se tting s

WiFi Ne two rk 
Na me

The  SSID (Se rvic e  Se t IDe ntity) id e ntifie s the  se rvic e  se t with whic h a  WiFi d e vic e  is a sso c ia te d . 
WiFi d e vic e s a sso c ia ting  to  the  a c c e ss po int (AP) must ha ve  the  sa me  SSID.

Ente r a  d e sc rip tive  na me  (up  to  32 Eng lish ke yb o a rd  c ha ra c te rs) fo r the  wire le ss LAN.

Ma x C lie nts Sp e c ify the  ma ximum numb e r o f c lie nts tha t c a n c o nne c t to  this ne two rk a t the  sa me  time .

Hid e  SSID Se le c t this c he c k b o x to  hid e  the  SSID in the  o utg o ing  b e a c o n fra me  so  a  sta tio n c a nno t o b ta in 
the  SSID thro ug h sc a nning  using  a  site  surve y to o l.

This c he c k b o x is g ra ye d  o ut if the  WPS func tio n is e na b le d  in the  Ne twork > Wire le ss > WPS 
sc re e n.

Multic a st 
Fo rwa rd ing

Se le c t this c he c k b o x to  a llo w the  Zyxe l De vic e  to  c o nve rt wire le ss multic a st tra ffic  into  wire le ss 
unic a st tra ffic .

Ma x. Up stre a m 
Ba nd wid th

Sp e c ify the  ma ximum ra te  fo r up stre a m wire le ss tra ffic  to  the  WAN fro m this WLAN in kilo b its pe r 
se c o nd  (Kb p s).

Ma x. 
Do wnstre a m 
Ba nd wid th

Sp e c ify the  ma ximum ra te  fo r d o wnstre a m wire le ss tra ffic  to  this WLAN fro m the  WAN in kilo b its 
p e r se c o nd  (Kb p s).

BSSID This sho ws the  MAC a d d re ss o f the  wire le ss inte rfa c e  o n the  Zyxe l De vic e  whe n wire le ss LAN is 
e na b le d .

Se c urity Le ve l

Se c urity Mo d e Se le c t More  Se c ure  (WPA2- PSK) to  a d d  se c urity o n this WiFi ne two rk. The  WiFi c lie nts whic h wa nt 
to  a sso c ia te  to  this ne two rk must ha ve  the  sa me  WiFi se c urity se tting s a s the  Zyxe l De vic e . Whe n 
yo u se le c t to  use  a  se c urity, a d d itio na l o p tio ns a p pe a rs in this sc re e n.

Or yo u c a n se le c t No Se c urity to  a llo w a ny c lie nt to  a sso c ia te  with this ne two rk witho ut a ny d a ta  
e nc ryp tio n o r a uthe ntic a tio n.

Se e  the  fo llo wing  se c tio ns fo r mo re  d e ta ils a b o ut this fie ld .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  32   Ne two rk Se tting  > Wire le ss > Ge ne ra l (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  76   Wire le ss > G e ne ra l: No  Se c urity

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

7.2.2  More  Se c ure  (WPA2- PSK)

The  WPA2-PSK se c urity mo d e  is a  ne we r, mo re  ro b ust ve rsio n o f the  WPA e nc ryp tio n sta nd a rd . It o ffe rs 
slig htly b e tte r se c urity, a ltho ug h the  use  o f PSK ma ke s it le ss ro b ust tha n it c o uld  b e . Using  a  Pre -Sha re d  
Ke y (PSK), b o th the  Zyxe l De vic e  a nd  the  c o nne c ting  c lie nt sha re  a  c o mmo n p a sswo rd  in o rd e r to  
va lid a te  the  c o nne c tio n.

C lic k Ne twork Se tting  > Wire le ss to  d isp la y the  Ge ne ra l sc re e n. Se le c t More  Se c ure  a s the  se c urity le ve l. 
WPA2- PSK is the  d e fa ult Se c urity Mode .

Fig ure  77   Wire le ss > Ge ne ra l: Mo re  Se c ure : WPA2-PSK

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  33   Wire le ss > Ge ne ra l: No  Se c urity

LABEL DESCRIPTION

Se c urity Le ve l C ho o se  No Se c urity to  a llo w a ll WiFi c o nne c tio ns witho ut d a ta  e nc ryp tio n o r a uthe ntic a tio n.

Ta b le  34   Wire le ss > Ge ne ra l: Mo re  Se c ure : WPA2-PSK

LABEL DESCRIPTION

Se c urity Le ve l Se le c t More  Se c ure  to  e na b le  WPA2-PSK d a ta  e nc ryp tio n.

Se c urity Mo d e WPA2- PSK is the  d e fa ult se c urity mo d e .
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7.3  Gue st/ More  AP

 Use  this sc re e n to  c o nfig ure  a  g ue st wire le ss ne two rk tha t a llo ws a c c e ss to  the  Inte rne t thro ug h the  Zyxe l 

De vic e . C lic k Ne twork Se tting  > Wire le ss > Gue st/ More  AP. The  sc re e n a p p e a rs a s sho wn. This a llo ws yo u 
to  use  o ne  a c c e ss p o int to  p ro vid e  se ve ra l BSSs simulta ne o usly. Yo u c a n the n a ssig n va rying  se c urity 
typ e s to  d iffe re nt SSIDs. Wire le ss c lie nts c a n use  d iffe re nt SSIDs to  a sso c ia te  with the  sa me  a c c e ss p o int.

Fig ure  78   Ne two rk Se tting  > Wire le ss > G ue st/ Mo re  AP

G e ne ra te  
p a sswo rd  
a uto ma tic a lly

Se le c t this o p tio n to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly g e ne ra te  a  p a sswo rd . The  pa sswo rd  
fie ld  will no t b e  c o nfig ura b le  whe n yo u se le c t this o p tio n.

Pa sswo rd Se le c t Ge ne ra te  pa ssword a utoma tic a lly o r e nte r a  Pa ssword .

The  p a sswo rd  ha s two  use s.

1. Ma nua l. Ma nua lly e nte r the  sa me  p a sswo rd  o n the  Zyxe l De vic e  a nd  the  c lie nt. Ente r 8-63 
ASCII c ha ra c te rs o r e xa c tly 64 he xa d e c ima l (‘ 0-9’ , ‘ a -f’ ) c ha ra c te rs.

2. WPS. Whe n using  WPS, the  Zyxe l De vic e  se nd s this p a sswo rd  to  the  c lie nt.

No te : Ente r 8-63 ASCII c ha ra c te rs o nly. 64 he xa d e c ima l c ha ra c te rs a re  no t a c c e p te d  
fo r WPS.

Clic k the  Eye  ic o n to  sho w o r hid e  the  p a sswo rd  fo r yo ur wire le ss ne two rk. Whe n the  Eye  ic o n is 
sla she d  , yo u’ ll se e  the  p a sswo rd  in p la in te xt. Othe rwise , it’ s hid d e n.

mo re ... C lic k this  to  sho w mo re  fie ld s in this se c tio n. C lic k this  to  hid e  the m.

Enc ryp tio n AES is the  d e fa ult d a ta  e nc ryp tio n type , whic h use s a  128-b it ke y.

Time r This is the  ra te  a t whic h the  RADIUS se rve r se nd s a  ne w g ro up  ke y o ut to  a ll c lie nts.

Ta b le  34   Wire le ss > Ge ne ra l: Mo re  Se c ure : WPA2-PSK (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

7.4  More  AP Edit

Use  this sc re e n to  c re a te  a  g ue st wire le ss ne two rk a nd  c o nfig ure  its se c urity se tting s. C lic k the  Modify 

ic o n in the  More  AP sc re e n. The  fo llo wing  sc re e n d isp la ys. C lic k Ne twork Se tting  > Wire le ss > More  AP 

Edit.

Ta b le  35   Gue st/ Mo re  APNe two rk Se tting  > Wire le ss > 

LABEL DESCRIPTION

# This is the  ind e x numb e r o f e a c h SSID p ro file .

Sta tus This sho ws whe the r the  SSID p ro file  is a c tive  (a  ye llo w b ulb ) o r no t (a  g ra y b ulb ).

SSID An SSID p ro file  is the  se t o f p a ra me te rs re la ting  to  o ne  o f the  Zyxe l De vic e ’ s BSSs. The  
SSID (Se rvic e  Se t IDe ntifie r) id e ntifie s the  Se rvic e  Se t with whic h a  wire le ss d e vic e  is 
a sso c ia te d . Yo u c a n c o nfig ure  up  to  fo ur SSIDs to  e na b le  multip le  BSSs (Ba sic  Se rvic e  
Se ts) o n the  Zyxe l De vic e . 

This fie ld  d isp la ys the  na me  o f the  wire le ss p ro file  o n the  ne two rk. Whe n a  wire le ss 
c lie nt sc a ns fo r a n AP to  a sso c ia te  with, this is the  na me  tha t is b ro a d c a st a nd  se e n 
in the  wire le ss c lie nt utility.

Se c urity This fie ld  ind ic a te s the  se c urity mo d e  o f the  SSID p ro file .

G ue st WLAN This fie ld  sho ws whe the r the  SSID p ro file  is a n e xte rna l o r ho me  g ue st. 

Mo d ify C lic k Modify to  c ha ng e  the  SSID p ro file .
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Fig ure  79   Ne two rk Se tting  > Wire le ss > Mo re  AP Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  36   Ne two rk Se tting  > Wire le ss > Mo re  AP Ed it

LABEL DESCRIPTION

WiFi Ne two rk Se tup

WiFi Clic k Ena ble  to  e na b le  the  wire le ss LAN in this fie ld .

Se c urity Le ve l
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WiFi Ne two rk Na me The  SSID (Se rvic e  Se t IDe ntity) id e ntifie s the  se rvic e  se t with whic h a  WiFi d e vic e  is 
a sso c ia te d . WiFi d e vic e s a sso c ia ting  to  the  a c c e ss po int (AP) must ha ve  the  sa me  
SSID.

Ente r a  d e sc rip tive  na me  (up  to  32 Eng lish ke yb o a rd  c ha ra c te rs) fo r the  wire le ss LAN.

Hid e  SSID Se le c t this c he c k b o x to  hid e  the  SSID in the  o utg o ing  b e a c o n fra me  so  a  sta tio n 
c a nno t o b ta in the  SSID thro ug h sc a nning  using  a  site  surve y to o l.

This c he c k b o x is g ra ye d  o ut if the  WPS func tio n is e na b le d  in the  Ne twork > Wire le ss 
> WPS sc re e n.

G ue st WLAN Se le c t the  c he c k b o x to  e na b le  Gue st WLAN.

Ac c e ss Sc e na rio If yo u se le c t Ho me  G ue st, c lie nts c o nne c ting  to  the  sa me  SSID c a n c o mmunic a te  
with e a c h o the r d ire c tly. 

If yo u se le c t Exte rna l G ue st, c lie nts a re  b lo c ke d  fro m c o nne c ting  to  e a c h o the r 
d ire c tly.

Ma x. Up stre a m Ba nd wid th Sp e c ify the  ma ximum ra te  fo r up stre a m wire le ss tra ffic  to  the  WAN fro m this WLAN in 
kilo b its pe r se c o nd  (Kb p s).

Ma x. d o wnstre a m 
Ba nd wid th

Sp e c ify the  ma ximum ra te  fo r d o wnstre a m wire le ss tra ffic  to  this WLAN fro m the  WAN 
in kilo b its p e r se c o nd  (Kb p s).

BSSID This sho ws the  MAC a d d re ss o f the  wire le ss inte rfa c e  o n the  Zyxe l De vic e  whe n 
wire le ss LAN is e na b le d .

BBSID Sub ne t Se le c t Ena b le  to  c re a te  a n ind e p e nd e nt sub ne t fo r the  SSID, whic h is se p a ra te d  
fro m the  LAN sub ne t(s).

DHCP Sta rt Ad d re ss Ente r the  first o f the  c o ntig uo us a d d re sse s in the  IP a d d re ss p o o l fo r the  SSID sub ne t. 
The  Zyxe l De vic e  a ssig ns IP a d d re sse s fro m this DHCP p o o l to  wire le ss c lie nts 
c o nne c ting  to  the  SSID.

DHCP End  Ad d re ss Ente r the  la st o f the  c o ntig uo us a d d re sse s in the  IP a d d re ss p o o l fo r the  SSID sub ne t.

SSID Sub ne t Ma sk Ente r the  sub ne t ma sk o f the  Zyxe l De vic e  fo r the  SSID sub ne t.

LAN IP Ad d re ss Ente r the  IP a d d re ss o f the  Zyxe l De vic e  fo r the  G ue st SSID.

Se c urity Le ve l

Se c urity Mo d e Se le c t More  Se c ure  or WPA2- PSK to  a d d  se c urity o n this WiFi ne two rk. The  WiFi 
c lie nts whic h wa nt to  a sso c ia te  to  this ne two rk must ha ve  the  sa me  WiFi se c urity 
se tting s a s the  Zyxe l De vic e . Whe n yo u se le c t to  use  a  se c urity, a d d itio na l o p tio ns 
a p p e a rs in this sc re e n.

O r yo u c a n se le c t No Se c urity to  a llo w a ny c lie nt to  a sso c ia te  with this ne two rk 
witho ut a ny d a ta  e nc ryp tio n o r a uthe ntic a tio n.

Se e  the  fo llo wing  se c tio ns fo r mo re  d e ta ils a b o ut this fie ld .

G e ne ra te  p a sswo rd  
a uto ma tic a lly

Se le c t this o p tio n to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly g e ne ra te  a  pa sswo rd . The  
p a sswo rd  fie ld  will no t b e  c o nfig ura b le  whe n yo u se le c t this o p tio n.

Ta b le  36   Ne two rk Se tting  > Wire le ss > Mo re  AP Ed it (c o ntinue d )

LABEL DESCRIPTION
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7.5  MAC Authe ntic a tion

Use  this sc re e n to  g ive  e xc lusive  a c c e ss to  sp e c ific  d e vic e s (Allow) o r e xc lud e  sp e c ific  d e vic e s fro m 
a c c e ssing  the  Zyxe l De vic e   (De ny), b a se d  o n the  MAC a d d re ss o f e a c h d e vic e . Eve ry Ethe rne t d e vic e  
ha s a  uniq ue  fa c to ry-a ssig ne d  MAC (Me d ia  Ac c e ss Co ntro l) a d d re ss, whic h c o nsists o f six p a irs o f 
he xa d e c ima l c ha ra c te rs, fo r e xa mp le : 00:A0:C5:00:00:02. Yo u ne e d  to  kno w the  MAC a d d re sse s o f the  
d e vic e  yo u wa nt to  a llo w/ d e ny to  c o nfig ure  this sc re e n. 

Pa sswo rd Se le c t Ge ne ra te  pa ssword a utoma tic a lly o r e nte r a  Pa ssword .

The  p a sswo rd  ha s two  use s.

1. Ma nua l. Ma nua lly e nte r the  sa me  pa sswo rd  o n the  Zyxe l De vic e  a nd  the  c lie nt. 
Ente r 8-63 ASCII c ha ra c te rs o r e xa c tly 64 he xa d e c ima l (‘ 0-9’ , ‘ a -f’ ) c ha ra c te rs.

2. WPS. Whe n using  WPS, the  Zyxe l De vic e  se nd s this p a sswo rd  to  the  c lie nt.

No te : Ente r 8-63 ASCII c ha ra c te rs o nly. 64 he xa d e c ima l c ha ra c te rs a re  no t 
a c c e p te d  fo r WPS.

Clic k the  Eye  ic o n to  sho w o r hid e  the  p a sswo rd  fo r yo ur wire le ss ne two rk. Whe n the  
Eye  ic o n is sla she d  , yo u’ ll se e  the  p a sswo rd  in p la in te xt. Othe rwise , it’ s hid d e n.

mo re ... C lic k this  to  sho w mo re  fie ld s in this se c tio n. C lic k this  to  hid e  the m.

Enc ryp tio n AES is the  d e fa ult d a ta  e nc ryp tio n typ e , whic h use s a  128-b it ke y.

Time r This is the  ra te  a t whic h the  RADIUS se rve r se nd s a  ne w g ro up  ke y o ut to  a ll c lie nts.

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  36   Ne two rk Se tting  > Wire le ss > Mo re  AP Ed it (c o ntinue d )

LABEL DESCRIPTION



 Cha p te r 7 Wire le ss

LTE Se rie s Use r’ s G uid e

111

Use  this sc re e n to  vie w yo ur Zyxe l De vic e ’ s MAC filte r se tting s a nd  a d d  ne w MAC filte r rule s. C lic k 
Ne twork Se tting  > Wire le ss > MAC Authe ntic ation. The  sc re e n a p p e a rs a s sho wn.

Fig ure  80   Ne two rk Se tting > Wire le ss > MAC Authe ntic a tio n

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  37   Ne two rk Se tting > Wire le ss > MAC Authe ntic a tio n

LABEL DESCRIPTION

G e ne ra l

SSID Se le c t the  SSID fo r whic h yo u wa nt to  c o nfig ure  MAC filte r se tting s.

MAC Re stric t 
Mo d e

De fine  the  filte r a c tio n fo r the  list o f MAC a d d re sse s in the  MAC Addre ss ta b le .

Se le c t Disa ble  to  turn o ff MAC filte ring .

Se le c t De ny to  b lo c k a c c e ss to  the  Zyxe l De vic e . MAC a d d re sse s no t liste d  will b e  a llo we d  to  
a c c e ss the  Zyxe l De vic e .

Se le c t Allow to  p e rmit a c c e ss to  the  Zyxe l De vic e . MAC a d d re sse s no t liste d  will b e  d e nie d  
a c c e ss to  the  Zyxe l De vic e .

MAC a d d re ss List
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7.6  WPS

Use  this sc re e n to  c o nfig ure  WiFi Pro te c te d  Se tup  (WPS) o n yo ur Zyxe l De vic e .

WiFi Pro te c te d  Se tup  (WPS) a llo ws yo u to  q uic kly se t up  a  wire le ss ne two rk with stro ng  se c urity, witho ut 
ha ving  to  c o nfig ure  se c urity se tting s ma nua lly. Se le c t o ne  o f the  WPS me tho d s a nd  fo llo w the  
instruc tio ns to  e sta b lish a  WPS c o nne c tio n.Yo ur d e vic e s must sup p o rt WPS to  use  this fe a ture . We  
re c o mme nd  using  Push Butto n Co nfig ura tio n (PBC ) if yo ur d e vic e  sup p o rts it. Se e  Se c tio n 7.11.7.3 o n 
p a g e  128 fo r mo re  info rma tio n a b o ut WPS.

No te : The  Zyxe l De vic e  a p p lie s the  se c urity se tting s o f the  ma in SSID (SSID1) p ro file  to  the  WPS 
wire le ss c o nne c tio n(se e  Se c tio n 7.2.2 o n p a g e  105).

No te : The  WPS switc h is una va ila b le  if the  wire le ss LAN is d isa b le d .
If WPS is e na b le d , UPnP will a uto ma tic a lly b e  turne d  o n.

Clic k Ne twork Se tting  > Wire le ss > WPS. The  fo llo wing  sc re e n d isp la ys. C lic k this switc h a nd  it will turn b lue . 
C lic k Apply to  a c tiva te  the  WPS func tio n. The n yo u c a n c o nfig ure  the  WPS se tting s in this sc re e n.

Ad d  ne w MAC  
a d d re ss

This fie ld  is a va ila b le  whe n yo u se le c t De ny o r Allow in the  MAC Re stric t Mode  fie ld .

C lic k this if yo u wa nt to  a d d  a  ne w MAC  a d d re ss e ntry to  the  MAC filte r list b e lo w.

Ente r the  MAC a d d re sse s o f the  WiFi d e vic e s tha t a re  a llo we d  o r d e nie d  a c c e ss to  the  Zyxe l 
De vic e  in the se  a d d re ss fie ld s. Ente r the  MAC  a d d re sse s in a  va lid  MAC a d d re ss fo rma t, tha t is, 
six he xa d e c ima l c ha ra c te r pa irs, fo r e xa mple , 12:34:56:78:9a :b c .

Fig ure  81   Ad d  Ne w MAC Ad d re ss

# This is the  ind e x numb e r o f the  e ntry.

MAC Ad d re ss This is the  MAC a d d re sse s o f the  WiFi d e vic e s tha t a re  a llo we d  o r d e nie d  a c c e ss to  the  Zyxe l 
De vic e .

Mo d ify C lic k the  Edit ic o n a nd  typ e  the  MAC a d d re ss o f the  p e e r d e vic e  in a  va lid  MAC a d d re ss fo rma t 
(six he xa d e c ima l c ha ra c te r p a irs, fo r e xa mp le  12:34:56:78:9a :b c ).

C lic k the  De le te  ic o n to  d e le te  the  e ntry.

Ca nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  37   Ne two rk Se tting > Wire le ss > MAC Authe ntic a tio n (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  82   Ne two rk Se tting  > Wire le ss > WPS

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  38   Ne two rk Se tting  > Wire le ss > WPS

LABEL DESCRIPTION

G e ne ra l

WPS C lic k to  e na b le  ( ) a nd  ha ve  the  Zyxe l De vic e  a c tiva te  WPS. Othe rwise , it is d isa b le d .

Ad d  a  ne w d e vic e  with WPS Me tho d

Me tho d  1 PBC Use  this se c tio n to  se t up  a  WPS WiFi ne two rk using  Push Butto n Co nfig ura tio n (PBC). C lic k this 
switc h to  ma ke  it turn b lue . C lic k Apply to  a c tiva te  WPS me tho d  1 o n the  Zyxe l De vic e .

WPS C lic k this b utto n to  a d d  a no the r WPS-e na b le d  WiFi d e vic e  (within WiFi ra ng e  o f the  Zyxe l 
De vic e ) to  yo ur WiFi ne two rk. This b utto n ma y e ithe r b e  a  p hysic a l b utto n o n the  o utsid e  o f a  
d e vic e , o r a  me nu b utto n simila r to  the  WPS b utto n o n this sc re e n.

No te : Yo u must p re ss the  o the r WiFi d e vic e ’ s WPS b utto n within two  minute s o f 
p re ssing  this b utto n.

Me tho d  2 PIN Use  this se c tio n to  se t up  a  WPS WiFi ne two rk b y e nte ring  the  PIN o f the  c lie nt into  the  Zyxe l 
De vic e . C lic k this switc h to  ma ke  it turn b lue . C lic k Apply to  a c tiva te  WPS me tho d  2 o n the  Zyxe l 
De vic e .
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7.7  WMM

Use  this sc re e n to  e na b le  WiFi MultiMe d ia  (WMM) a nd  WMM Automatic  Powe r Sa ve  (APSD) in wire le ss 

ne two rks fo r multime d ia  a p p lic a tio ns. WMM e nha nc e s d a ta  tra nsmissio n q ua lity, while  APSD imp ro ve s 
p o we r ma na g e me nt o f wire le ss c lie nts. This a llo ws d e la y-se nsitive  a p p lic a tio ns, suc h a s vo ic e  a nd  
vid e o s, to  run mo re  smo o thly.

C lic k Ne twork Se tting  > Wire le ss > WMM to  d isp la y the  fo llo wing  sc re e n.

Fig ure  83   Ne two rk Se tting  > Wire le ss > WMM

No te : WMM c a nno t b e  d isa b le d  if 802.11 mo d e  inc lud e s 802.11n o r 802.11a c .

Re g iste r Ente r the  PIN o f the  d e vic e  tha t yo u a re  se tting  up  a  WPS c o nne c tio n with a nd  c lic k Re g iste r to  
a uthe ntic a te  a nd  a d d  the  WiFi d e vic e  to  yo ur WiFi ne two rk.

Yo u c a n find  the  PIN e ithe r o n the  o utsid e  o f the  d e vic e , o r b y c he c king  the  d e vic e ’ s se tting s.

No te : Yo u must a lso  a c tiva te  WPS o n tha t d e vic e  within two  minute s to  ha ve  it 
p re se nt its PIN to  the  Zyxe l De vic e .

Me tho d  3 Use  this se c tio n to  se t up  a  WPS WiFi ne two rk b y e nte ring  the  PIN o f the  Zyxe l De vic e  into  the  
c lie nt. C lic k this switc h to  ma ke  it turn b lue . C lic k Apply to  a c tiva te  WPS me tho d  3 o n the  Zyxe l 
De vic e .

Re le a se  
Co nfig ura tio n

The  d e fa ult WPS sta tus is c o nfig ure d .

C lic k this b utto n to  re mo ve  a ll c o nfig ure d  WiFi a nd  WiFi se c urity se tting s fo r WPS c o nne c tio ns o n 
the  Zyxe l De vic e .

G e ne ra te  
Ne w PIN

If this me tho d  ha s b e e n e na b le d , the  PIN (Pe rso na l Id e ntific a tio n Numb e r) o f the  Zyxe l De vic e  is 
sho wn he re . Ente r this PIN in the  c o nfig ura tio n utility o f the  d e vic e  yo u wa nt to  c o nne c t to  using  
WPS.

The  PIN is no t ne c e ssa ry whe n yo u use  the  WPS p ush-b utto n me tho d .

C lic k the  Ge ne ra te  Ne w PIN b utto n to  ha ve  the  Zyxe l De vic e  c re a te  a  ne w PIN.

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  38   Ne two rk Se tting  > Wire le ss > WPS (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

7.8  Othe rs Sc re e n

Use  this sc re e n to  c o nfig ure  a d va nc e d  wire le ss se tting s, suc h a s a d d itio na l se c urity se tting s, p o we r 
sa ving , a nd  d a ta  tra nsmissio n se tting s. C lic k Ne twork Se tting  > Wire le ss > Othe rs. The  sc re e n a p p e a rs a s 
sho wn.

Se e  Se c tio n 7.11.2 o n p a g e  122 fo r d e ta ile d  d e finitio ns o f the  te rms liste d  he re .

Fig ure  84   Ne two rk Se tting  > Wire le ss > Othe rs

Ta b le  39   Ne two rk Se tting  > Wire le ss > WMM

LABEL DESCRIPTION

WMM o f SSID1~4 Se le c t On to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly g ive  the  WiFi ne two rk (SSIDx) a  p rio rity le ve l 
a c c o rd ing  to  the  To S va lue  in the  IP he a d e r o f p a c ke ts it se nd s. WMM Q o S (WiFi MultiMe d ia  
Q ua lity o f Se rvic e ) g ive s hig h p rio rity to  vid e o , whic h ma ke s the m run mo re  smo o thly.

If the  802.11 Mode  in Ne twork Se tting  > Wire le ss > Othe rs is se t to  inc lud e  802.11n o r 802.11a c , 
WMM c a nno t b e  d isa b le d .

WMM 
Auto ma tic  
Po we r Sa ve  
De live ry (APSD)

Se le c t this o p tio n to  e xte nd  the  b a tte ry life  o f yo ur mo b ile  d e vic e s (e sp e c ia lly use ful fo r sma ll 
d e vic e s tha t a re  running  multime d ia  a p p lic a tio ns). The  Zyxe l De vic e  g o e s to  sle e p  mo d e  to  sa ve  
p o we r whe n it is no t tra nsmitting  d a ta . The  AP b uffe rs the  p a c ke ts se nt to  the  Zyxe l De vic e  until 
the  Zyxe l De vic e  "wa ke s up ." The  Zyxe l De vic e  wa ke s up  p e rio d ic a lly to  c he c k fo r inc o ming  
d a ta .

No te : This wo rks o nly if the  WiFi d e vic e  to  whic h the  Zyxe l De vic e  is c o nne c te d  a lso  
sup p o rts this fe a ture .

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  40   Ne two rk Se tting  > Wire le ss > Othe rs

LABEL DESCRIPTION

RTS/ CTS 
Thre sho ld

Da ta  with its fra me  size  la rg e r tha n this va lue  will p e rfo rm the  RTS (Re q ue st To  Se nd )/ CTS (C le a r 
To  Se nd ) ha nd sha ke .

Ente r a  va lue  b e twe e n 0 a nd  2347.

Fra g me nta tio n 
Thre sho ld

This is the  ma ximum d a ta  fra g me nt size  tha t c a n b e  se nt. Ente r a  va lue  b e twe e n 256 a nd  2346.

O utput Po we r Se t the  o utp ut p o we r o f the  Zyxe l De vic e . If the re  is a  hig h d e nsity o f APs in a n a re a , d e c re a se  
the  o utp ut p o we r to  re d uc e  inte rfe re nc e  with o the r APs. Se le c t o ne  o f the  fo llo wing : 20% , 40% , 
60% , 80%  o r 100% .

Be a c o n Inte rva l Whe n a  wire le ssly ne two rke d  d e vic e  se nd s a  b e a c o n, it inc lud e s with it a  b e a c o n inte rva l. This 
sp e c ifie s the  time  p e rio d  b e fo re  the  d e vic e  se nd s the  b e a c o n a g a in.

The  inte rva l te lls re c e iving  d e vic e s o n the  ne two rk ho w lo ng  the y c a n wa it in lo w po we r mo d e  
b e fo re  wa king  up  to  ha nd le  the  b e a c o n. This va lue  c a n b e  se t fro m 50ms to  1000ms. A hig h 
va lue  he lp s sa ve  c urre nt c o nsump tio n o f the  a c c e ss p o int.

DTIM Inte rva l De live ry Tra ffic  Ind ic a tio n Me ssa g e  (DTIM) is the  time  p e rio d  a fte r whic h b ro a d c a st a nd  
multic a st pa c ke ts a re  tra nsmitte d  to  mo b ile  c lie nts in the  Po we r Sa ving  mo d e . A hig h DTIM 
va lue  c a n c a use  c lie nts to  lo se  c o nne c tivity with the  ne two rk. This va lue  c a n b e  se t fro m 1 to  
255.

802.11 Mo d e Fo r 2.4G Hz fre q ue nc y WLAN d e vic e s:

• Se le c t 802.11b Only to  a llo w o nly IEEE 802.11b  c o mp lia nt WLAN d e vic e s to  a sso c ia te  with 
the  Zyxe l De vic e .

• Se le c t 802.11g  Only to  a llo w o nly IEEE 802.11g  c o mplia nt WLAN d e vic e s to  a sso c ia te  with 
the  Zyxe l De vic e .

• Se le c t 802.11n Only to  a llo w o nly IEEE 802.11n c o mp lia nt WLAN d e vic e s to  a sso c ia te  with 
the  Zyxe l De vic e .

• Se le c t 802.11b/ g  Mixe d  to  a llo w e ithe r IEEE 802.11b  o r IEEE 802.11g  c o mp lia nt WLAN 
d e vic e s to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  mig ht 
b e  re d uc e d .

• Se le c t 802.11b/ g / n Mixe d  to  a llo w IEEE 802.11b , IEEE 802.11g  o r IEEE802.11n c o mp lia nt 
WLAN d e vic e s to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  
mig ht b e  re d uc e d .

Fo r 5G Hz fre q ue nc y WLAN d e vic e s:

• Se le c t 802.11a  Only to  a llo w o nly IEEE 802.11a  c o mp lia nt WLAN d e vic e s to  a sso c ia te  with 
the  Zyxe l De vic e .

• Se le c t 802.11n Only to  a llo w o nly IEEE 802.11n c o mp lia nt WLAN d e vic e s to  a sso c ia te  with 
the  Zyxe l De vic e .

• Se le c t 802.11a c  Only to  a llo w o nly IEEE 802.11a c  c o mp lia nt WLAN d e vic e s to  a sso c ia te  with 
the  Zyxe l De vic e .

• Se le c t 802.11a / n Mixe d to  a llo w e ithe r IEEE 802.11a  o r IEEE 802.11n c o mp lia nt WLAN d e vic e s 
to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  mig ht b e  
re d uc e d .

• Se le c t 802.11n/ a c  Mixe d to  a llo w e ithe r IEEE 802.11n o r IEEE 802.11a c  c o mp lia nt WLAN 
d e vic e s to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  mig ht 
b e  re d uc e d .

• Se le c t 802.11a / n/ a c  Mixe d  to  a llo w IEEE 802.11a , IEEE 802.11n o r IEEE802.11a c  c o mp lia nt 
WLAN d e vic e s to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  
mig ht b e  re d uc e d .

802.11 Pro te c tio n Ena b ling  this fe a ture  c a n he lp  p re ve nt c o llisio ns in mixe d -mo d e  ne two rks (ne two rks with b o th 
IEEE 802.11b  a nd  IEEE 802.11g  tra ffic ).

Se le c t Auto  to  ha ve  the  wire le ss d e vic e s tra nsmit d a ta  a fte r a  RTS/ CTS ha nd sha ke . This he lp s 
imp ro ve  IEEE 802.11g  p e rfo rma nc e .

Se le c t Off to  d isa b le  802.11 p ro te c tio n. The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  mig ht b e  
re d uc e d  in a  mixe d -mo d e  ne two rk.

This fie ld  d isp la ys Off a nd  is no t c o nfig ura b le  whe n yo u se t 802.11 Mode  to  802.11b Only.
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7.9  WLAN Sc he dule r

Use  the  WLAN Sc he dule r sc re e n to  c re a te  rule s to  sc he d ule  the  time s to  p e rmit Inte rne t tra ffic  fro m e a c h 
wire le ss ne two rk inte rfa c e s. Se le c t a  sp e c ific  time  a nd  d a y o f a  we e k fo r sc he d uling . Yo u c a n a lso  
c re a te  a  rule  to  a uto ma tic a lly switc h o ff a ll the  WLAN to g e the r.

C lic k Ne twork Se tting  > Wire le ss > WLAN Sc he dule r.

Fig ure  85   Ne two rk Se tting  > Wire le ss > WLAN Sc he d ule r

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Pre a mb le Se le c t a  p re a mb le  typ e  fro m the  d ro p -d o wn list b o x. Cho ic e s a re  Long  o r Short. Se e  Se c tio n 
7.11.6 o n pa g e  125 fo r mo re  info rma tio n.

This fie ld  is c o nfig ura b le  o nly whe n yo u se t 802.11 Mo d e  to  802.11b .

Pro te c te d  
Ma na g e me nt 
Fra me s

WiFi with Pro te c te d  Ma na g e me nt Fra me s (PMF) p ro vid e s p ro te c tio n fo r unic a st a nd  multic a st 
ma na g e me nt a c tio n fra me s. Unic a st ma na g e me nt a c tio n fra me s a re  p ro te c te d  fro m b o th 
e a ve sd ro pp ing  a nd  fo rg ing , a nd  multic a st ma na g e me nt a c tio n fra me s a re  p ro te c te d  fro m 
fo rg ing . Se le c t Ca pa ble  if the  WiFi c lie nt sup p o rts PMF, the n the  ma na g e me nt fra me s will b e  
e nc ryp te d . Se le c t Re quire d  to  fo rc e  the  WiFi c lie nt to  sup p o rt PMF; o the rwise  the  
a uthe ntic a tio n c a nno t b e  p e rfo rme d  b y the  Zyxe l De vic e . Othe rwise , se le c t Disa ble d.

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  40   Ne two rk Se tting  > Wire le ss > Othe rs (c o ntinue d )

LABEL DESCRIPTION

Ta b le  41   Ne two rk Se tting  > Wire le ss > WLAN Sc he d ule r

LABEL DESCRIPTION

WLAN Sc he d ule r 
Ac c e ss

C lic k this switc h to  e na b le  the  WLAN sc he d ule r func tio n. This se rve s a s the  ma in switc h to  
a llo w the  ind ivid ua l rule s to  func tio n. Whe n the  switc h turns b lue  , the  func tio n is e na b le d . 
O the rwise , it’ s no t.

Ad d  Ne w Rule Clic k this to  c o nfig ure  a  ne w WLAN sc he d ule r rule .

# This is the  ind e x numb e r o f the  e ntry.
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No te : If yo u e na b le  a  rule  fo r a  sp e c ific  SSID, yo u will no t b e  a b le  to  c o nne c t to  o the r wire le ss 
ne two rks.

7.9.1  Add/ Edit Rule s

Clic k Add Ne w Rule  in the  WLAN Sc he dule r sc re e n, o r c lic k the  Edit ic o n ne xt to  a  sc he d uling  rule , a nd  
the  fo llo wing  sc re e n d isp la ys.

Use  this sc re e n to  c re a te  a  sc he d uling  rule  to  p e rmit Inte rne t tra ffic  fro m e a c h wire le ss ne two rk inte rfa c e .

Fig ure  86   Ne two rk Se tting  > Wire le ss > WLAN Sc he d ule r > Ad d  Ne w Rule

Ac tive C lic k the  c he c k b o x to  e na b le  ind ivid ua l rule s.

No te : Ma ke  sure  to  e na b le  the  WLAN Sc he dule r Ac c e ss switc h fo r the  ind ivid ua l 
rule s to  wo rk.

Rule  Na me This fie ld  d isp la ys the  na me  o f the  rule .

SSID This is the  d e sc rip tive  na me  use d  to  id e ntify the  wire le ss ne two rk inte rfa c e  tha t this rule  a p p lie s 
to . Will sho w ALL WLAN if yo u se le c t All wire le ss ne tworks in the  Add Ne w Rule  sc re e n.

Da y This fie ld  d isp la ys the  d a y(s) o f the  we e k tha t yo u wish to  a pp ly this rule .

Time This fie ld  d isp la ys the  time  o f the  d a y tha t yo u wish to  a p p ly this rule .

De sc rip tio n This fie ld  sho ws a  d e sc rip tio n o f the  rule , usua lly to  he lp  id e ntify it.

Mo d ify C lic k the  Edit ic o n to  c o nfig ure  the  rule .

C lic k the  De le te  ic o n to  re mo ve  the  rule .

Ta b le  41   Ne two rk Se tting  > Wire le ss > WLAN Sc he d ule r (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

7.10  Cha nne l Sta tus

Use  this sc re e n to  sc a n fo r wire le ss LAN c ha nne l no ise s a nd  vie w the  re sults. C lic k Sc a n to  sta rt, a nd  the n 

vie w the  re sults in the  Cha nne l Sc a n Re sult se c tio n. The  va lue  o n e a c h c ha nne l numb e r ind ic a te s the  
numb e r o f Ac c e ss Po ints (AP) using  tha t c ha nne l. The  Auto -c ha nne l-se le c tio n a lg o rithm d o e s no t a lwa ys 
d ire c tly fo llo w the  AP c o unt; o the r fa c to rs a b o ut the  c ha nne ls a re  a lso  c o nsid e re d . C lic k Ne twork Se tting  

> Wire le ss > Cha nne l Status. The  sc re e n a p p e a rs a s sho wn. C lic k Sc a n to  sc a n wire le ss LAN c ha nne ls. 
Yo u c a n vie w the  re sults in Cha nne l Sta tus sc re e n.

Ta b le  42   Ne two rk Se tting  > Wire le ss > WLAN Sc he d ule  > Ad d  Ne w Rule

LABEL DESCRIPTION

Ac tive Slid e  the  switc h to  the  rig ht ( )to  e na b le  this WLAN sc he d ule r rule .

SSID Se le c t All wire le ss ne tworks if yo u wa nt the  rule  to  a p p ly to  a ll wire le ss ne two rk inte rfa c e s o r 
se le c t a  wire le ss ne two rk inte rfa c e  to  a p p ly the  rule  to .

Rule  Na me Ente r a  d e sc rip tive  na me  fo r the  rule .

Da y Se le c t the  d a y(s) o f the  we e k tha t yo u wish to  a pp ly this rule .

Time  o f Da y Ra ng e Sp e c ify the  time  o f the  d a y tha t yo u wish to  a p p ly to  this rule  (fo rma t hh:mm ).

No te : C lic k the  c he c k b o x fo r All da y if yo u wish to  a p p ly the  rule  fo r the  who le  d a y 
(24 ho urs).

De sc rip tio n Ente r a  d e sc rip tio n o f the  rule , usua lly to  he lp  id e ntify it (its p urp o se ).

O K Clic k OK to  sa ve  the  c ha ng e s b a c k to  the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  c lo se  the  wind o w with c ha ng e s unsa ve d .
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Fig ure  87   Ne two rk Se tting  > Wire le ss > Cha nne l Sta tus

7.11  Te c hnic a l Re fe re nc e

This se c tio n d isc usse s wire le ss LANs in d e p th.

7.11.1  WiFi Ne twork Ove rvie w

WiFi ne two rks c o nsist o f WiFi c lie nts, a c c e ss p o ints a nd  b rid g e s.

• A WiFi c lie nt is a  ra d io  c o nne c te d  to  a  use r’ s c o mp ute r.

• An a c c e ss p o int is a  ra d io  with a  wire d  c o nne c tio n to  a  ne two rk, whic h c a n c o nne c t with nume ro us 
WiFi c lie nts a nd  le t the m a c c e ss the  ne two rk.

• A b rid g e  is a  ra d io  tha t re la ys c o mmunic a tio ns b e twe e n a c c e ss p o ints a nd  WiFi c lie nts, e xte nd ing  a  
ne two rk’ s ra ng e .

No rma lly, a  WiFi ne two rk o p e ra te s in a n “ infra struc ture ”  typ e  o f ne two rk. An “ infra struc ture ”  typ e  o f 
ne two rk ha s o ne  o r mo re  a c c e ss p o ints a nd  o ne  o r mo re  WiFi c lie nts. The  WiFi c lie nts c o nne c t to  the  
a c c e ss p o ints.
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The  fo llo wing  fig ure  p ro vid e s a n e xa mp le  o f a  WiFi ne two rk.

Fig ure  88   Exa mp le  o f a  WiFi Ne two rk

The  WiFi ne two rk is the  p a rt in the  b lue  c irc le . In this WiFi ne two rk, d e vic e s A  a nd  B use  the  a c c e ss p o int 
(AP) to  inte ra c t with the  o the r d e vic e s (suc h a s the  p rinte r) o r with the  Inte rne t. Yo ur Zyxe l De vic e  is the  
AP.

Eve ry WiFi ne two rk must fo llo w the se  b a sic  g uid e line s.

• Eve ry d e vic e  in the  sa me  WiFi ne two rk must use  the  sa me  SSID.

The  SSID is the  na me  o f the  WiFi ne two rk. It sta nd s fo r Se rvic e  Se t IDe ntifie r.

• If two  WiFi ne two rks o ve rla p , the y sho uld  use  a  d iffe re nt c ha nne l.

Like  ra d io  sta tio ns o r te le visio n c ha nne ls, e a c h WiFi ne two rk use s a  sp e c ific  c ha nne l, o r fre q ue nc y, to  
se nd  a nd  re c e ive  info rma tio n.

• Eve ry d e vic e  in the  sa me  WiFi ne two rk must use  se c urity c o mp a tib le  with the  AP.

Se c urity sto p s una utho rize d  d e vic e s fro m using  the  WiFi ne two rk. It c a n a lso  p ro te c t the  info rma tio n 
tha t is se nt in the  WiFi ne two rk.

Ra dio Cha nne ls

In the  ra d io  sp e c trum, the re  a re  c e rta in fre q ue nc y b a nd s a llo c a te d  fo r unlic e nse d , c ivilia n use . Fo r the  
p urp o se s o f WiFi ne two rking , the se  b a nd s a re  d ivid e d  into  nume ro us c ha nne ls. This a llo ws a  va rie ty o f 
ne two rks to  e xist in the  sa me  p la c e  witho ut inte rfe ring  with o ne  a no the r. Whe n yo u c re a te  a  ne two rk, 
yo u must se le c t a  c ha nne l to  use .

Sinc e  the  a va ila b le  unlic e nse d  sp e c trum va rie s fro m o ne  c o untry to  a no the r, the  numb e r o f a va ila b le  
c ha nne ls a lso  va rie s.
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7.11.2  Additiona l Wire le ss Te rms

The  fo llo wing  ta b le  d e sc rib e s so me  WiFi ne two rk te rms a nd  a c ro nyms use d  in the  Zyxe l De vic e ’ s We b  
Co nfig ura to r.

7.11.3  WiFi Se c urity Ove rvie w

By the ir na ture , ra d io  c o mmunic a tio ns a re  simp le  to  inte rc e p t. Fo r WiFi d a ta  ne two rks, this me a ns tha t 
a nyo ne  within ra ng e  o f a  WiFi ne two rk witho ut se c urity c a n no t o nly re a d  the  d a ta  p a ssing  o ve r the  
a irwa ve s, b ut a lso  jo in the  ne two rk. Onc e  a n una utho rize d  p e rso n ha s a c c e ss to  the  ne two rk, he  o r she  
c a n ste a l info rma tio n o r intro d uc e  ma lwa re  (ma lic io us so ftwa re ) inte nd e d  to  c o mp ro mise  the  ne two rk. 
Fo r the se  re a so ns, a  va rie ty o f se c urity syste ms ha ve  b e e n d e ve lo p e d  to  e nsure  tha t o nly a utho rize d  
p e o p le  c a n use  a  WiFi d a ta  ne two rk, o r und e rsta nd  the  d a ta  c a rrie d  o n it.

The se  se c urity sta nd a rd s d o  two  thing s. First, the y a uthe ntic a te . This me a ns tha t o nly p e o p le  p re se nting  
the  rig ht c re d e ntia ls (o fte n a  use rna me  a nd  p a sswo rd , o r a  “ke y”  p hra se ) c a n a c c e ss the  ne two rk. 
Se c o nd , the y e nc ryp t. This me a ns tha t the  info rma tio n se nt o ve r the  a ir is e nc o d e d . Only p e o p le  with 
the  c o d e  ke y c a n und e rsta nd  the  info rma tio n, a nd  o nly p e o p le  who  ha ve  b e e n a uthe ntic a te d  a re  
g ive n the  c o d e  ke y.

The se  se c urity sta nd a rd s va ry in e ffe c tive ne ss. So me  c a n b e  b ro ke n, suc h a s the  o ld  Wire d  Eq uiva le nt 
Pro to c o l (WEP). Using  WEP is b e tte r tha n using  no  se c urity a t a ll, b ut it will no t ke e p  a  d e te rmine d  
a tta c ke r o ut. O the r se c urity sta nd a rd s a re  se c ure  in the mse lve s b ut c a n b e  b ro ke n if a  use r d o e s no t use  
the m p ro p e rly. Fo r e xa mp le , the  WPA-PSK se c urity sta nd a rd  is ve ry se c ure  if yo u use  a  lo ng  ke y whic h is 
d iffic ult fo r a n a tta c ke r’ s so ftwa re  to  g ue ss - fo r e xa mp le , a  twe nty-le tte r lo ng  string  o f a p p a re ntly 
ra nd o m numb e rs a nd  le tte rs - b ut it is no t ve ry se c ure  if yo u use  a  sho rt ke y whic h is ve ry e a sy to  g ue ss - 
fo r e xa mp le , a  thre e -le tte r wo rd  fro m the  d ic tio na ry.

Be c a use  o f the  d a ma g e  tha t c a n b e  d o ne  b y a  ma lic io us a tta c ke r, it’ s no t just p e o p le  who  ha ve  
se nsitive  info rma tio n o n the ir ne two rk who  sho uld  use  se c urity. Eve ryb o d y who  use s a ny WiFi ne two rk 
sho uld  e nsure  tha t e ffe c tive  se c urity is in p la c e .

A g o o d  wa y to  c o me  up  with e ffe c tive  se c urity ke ys, p a sswo rd s a nd  so  o n is to  use  o b sc ure  info rma tio n 
tha t yo u p e rso na lly will e a sily re me mb e r, a nd  to  e nte r it in a  wa y tha t a p p e a rs ra nd o m a nd  d o e s no t 
inc lud e  re a l wo rd s. Fo r e xa mp le , if yo ur mo the r o wns a  1970 Do d g e  Cha lle ng e r a nd  he r fa vo rite  mo vie  is 

Ta b le  43   Ad d itio na l WiFi Te rms

TERM DESCRIPTION

RTS/ CTS Thre sho ld In a  WiFi ne two rk whic h c o ve rs a  la rg e  a re a , WiFi d e vic e s a re  so me time s no t a wa re  o f 
e a c h o the r’ s p re se nc e . This ma y c a use  the m to  se nd  info rma tio n to  the  AP a t the  sa me  
time  a nd  re sult in info rma tio n c o llid ing  a nd  no t g e tting  thro ug h.

By se tting  this va lue  lo we r tha n the  d e fa ult va lue , the  WiFi d e vic e s must so me time s g e t 
p e rmissio n to  se nd  info rma tio n to  the  Zyxe l De vic e . The  lo we r the  va lue , the  mo re  o fte n 
the  d e vic e s must g e t p e rmissio n.

If this va lue  is g re a te r tha n the  fra g me nta tio n thre sho ld  va lue  (se e  b e lo w), the n WiFi 
d e vic e s ne ve r ha ve  to  g e t p e rmissio n to  se nd  info rma tio n to  the  Zyxe l De vic e .

Pre a mb le A p re a mb le  a ffe c ts the  timing  in yo ur WiFi ne two rk. The re  a re  two  p re a mb le  mo d e s: lo ng  
a nd  sho rt. If a  d e vic e  use s a  d iffe re nt p re a mb le  mo d e  tha n the  Zyxe l De vic e  d o e s, it 
c a nno t c o mmunic a te  with the  Zyxe l De vic e .

Authe ntic a tio n The  p ro c e ss o f ve rifying  whe the r a  WiFi d e vic e  is a llo we d  to  use  the  WiFi ne two rk.

Fra g me nta tio n 
Thre sho ld

A sma ll fra g me nta tio n thre sho ld  is re c o mme nd e d  fo r b usy ne two rks, while  a  la rg e r 
thre sho ld  p ro vid e s fa ste r p e rfo rma nc e  if the  ne two rk is no t ve ry b usy.
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Va nishing  Po int (whic h yo u kno w wa s ma d e  in 1971) yo u c o uld  use  “70d o d c ha l71va np o i”  a s yo ur 
se c urity ke y.

The  fo llo wing  se c tio ns intro d uc e  d iffe re nt typ e s o f WiFi se c urity yo u c a n se t up  in the  WiFi ne two rk.

7.11.3.1  SSID

No rma lly, the  Zyxe l De vic e  a c ts like  a  b e a c o n a nd  re g ula rly b ro a d c a sts the  SSID in the  a re a . Yo u c a n 
hid e  the  SSID inste a d , in whic h c a se  the  Zyxe l De vic e  d o e s no t b ro a d c a st the  SSID. In a d d itio n, yo u 
sho uld  c ha ng e  the  d e fa ult SSID to  so me thing  tha t is d iffic ult to  g ue ss.

This typ e  o f se c urity is fa irly we a k, ho we ve r, b e c a use  the re  a re  wa ys fo r una utho rize d  WiFi d e vic e s to  g e t 
the  SSID. In a d d itio n, una utho rize d  WiFi d e vic e s c a n still se e  the  info rma tio n tha t is se nt in the  WiFi 
ne two rk.

7.11.3.2  MAC Addre ss Filte r

Eve ry d e vic e  tha t c a n use  a  WiFi ne two rk ha s a  uniq ue  id e ntific a tio n numb e r, c a lle d  a  MAC a d d re ss.1 A 
MAC a d d re ss is usua lly writte n using  twe lve  he xa d e c ima l c ha ra c te rs2; fo r e xa mp le , 00A0C5000002 o r 
00:A0:C5:00:00:02. To  g e t the  MAC a d d re ss fo r e a c h d e vic e  in the  WiFi ne two rk, se e  the  d e vic e ’ s Use r’ s 
Guid e  o r o the r d o c ume nta tio n.

Yo u c a n use  the  MAC a d d re ss filte r to  te ll the  Zyxe l De vic e  whic h d e vic e s a re  a llo we d  o r no t a llo we d  to  
use  the  WiFi ne two rk. If a  d e vic e  is a llo we d  to  use  the  WiFi ne two rk, it still ha s to  ha ve  the  c o rre c t 
info rma tio n (SSID, c ha nne l, a nd  se c urity). If a  d e vic e  is no t a llo we d  to  use  the  WiFi ne two rk, it d o e s no t 
ma tte r if it ha s the  c o rre c t info rma tio n.

This typ e  o f se c urity d o e s no t p ro te c t the  info rma tio n tha t is se nt in the  WiFi ne two rk. Furthe rmo re , the re  
a re  wa ys fo r una utho rize d  WiFi d e vic e s to  g e t the  MAC a d d re ss o f a n a utho rize d  d e vic e . The n, the y c a n 
use  tha t MAC a d d re ss to  use  the  WiFi ne two rk.

7.11.3.3  Use r Authe ntic a tion

Authe ntic a tio n is the  p ro c e ss o f ve rifying  whe the r a  WiFi d e vic e  is a llo we d  to  use  the  WiFi ne two rk. Yo u 
c a n ma ke  e ve ry use r lo g  in to  the  WiFi ne two rk b e fo re  using  it. Ho we ve r, e ve ry d e vic e  in the  WiFi 
ne two rk ha s to  sup p o rt IEEE 802.1x to  d o  this.

Fo r WiFi ne two rks, yo u c a n sto re  the  use r na me s a nd  p a sswo rd s fo r e a c h use r in a  RADIUS se rve r. This is a  
se rve r use d  in b usine sse s mo re  tha n in ho me s. If yo u d o  no t ha ve  a  RADIUS se rve r, yo u c a nno t se t up  use r 
na me s a nd  p a sswo rd s fo r yo ur use rs.

Una utho rize d  WiFi d e vic e s c a n still se e  the  info rma tio n tha t is se nt in the  WiFi ne two rk, e ve n if the y 
c a nno t use  the  WiFi ne two rk. Furthe rmo re , the re  a re  wa ys fo r una utho rize d  WiFi use rs to  g e t a  va lid  use r 
na me  a nd  p a sswo rd . The n, the y c a n use  tha t use r na me  a nd  p a sswo rd  to  use  the  WiFi ne two rk.

7.11.3.4  Enc ryption

WiFi ne two rks c a n use  e nc ryp tio n to  p ro te c t the  info rma tio n tha t is se nt in the  WiFi ne two rk. Enc ryp tio n is 
like  a  se c re t c o d e . If yo u d o  no t kno w the  se c re t c o d e , yo u c a nno t und e rsta nd  the  me ssa g e .

1. So me  wire le ss d e vic e s, suc h a s sc a nne rs, c a n d e te c t WiFi ne two rks b ut c a nno t use  WiFi ne two rks. The se  kind s 
o f wire le ss d e vic e s mig ht no t ha ve  MAC a d d re sse s.

2. He xa d e c ima l c ha ra c te rs a re  0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C , D, E, a nd  F.
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The  typ e s o f e nc ryp tio n yo u c a n c ho o se  d e p e nd  o n the  typ e  o f a uthe ntic a tio n. (Se e  Se c tio n 7.11.3.3 o n 
p a g e  123 fo r info rma tio n a b o ut this.)

Fo r e xa mp le , if the  WiFi ne two rk ha s a  RADIUS se rve r, yo u c a n c ho o se  WPA  o r WPA2. If use rs d o  no t lo g  in 
to  the  WiFi ne two rk, yo u c a n c ho o se  no  e nc ryp tio n, WPA- PSK, o r WPA2- PSK.

No te : It is re c o mme nd e d  tha t WiFi ne two rks use  WPA- PSK, WPA , o r stro ng e r e nc ryp tio n. The  
o the r typ e s o f e nc ryp tio n a re  b e tte r tha n no ne  a t a ll, b ut it is still p o ssib le  fo r 
una utho rize d  WiFi d e vic e s to  fig ure  o ut the  o rig ina l info rma tio n p re tty q uic kly.

Ma ny typ e s o f e nc ryp tio n use  a  ke y to  p ro te c t the  info rma tio n in the  WiFi ne two rk. The  lo ng e r the  ke y, 
the  stro ng e r the  e nc ryp tio n. Eve ry d e vic e  in the  WiFi ne two rk must ha ve  the  sa me  ke y.

7.11.4  Sig na l Proble ms

Be c a use  WiFi ne two rks a re  ra d io  ne two rks, the ir sig na ls a re  sub je c t to  limita tio ns o f d ista nc e , inte rfe re nc e  
a nd  a b so rp tio n.

Pro b le ms with d ista nc e  o c c ur whe n the  two  ra d io s a re  to o  fa r a p a rt. Pro b le ms with inte rfe re nc e  o c c ur 
whe n o the r ra d io  wa ve s inte rrup t the  d a ta  sig na l. Inte rfe re nc e  ma y c o me  fro m o the r ra d io  
tra nsmissio ns, suc h a s milita ry o r a ir tra ffic  c o ntro l c o mmunic a tio ns, o r fro m ma c hine s tha t a re  
c o inc id e nta l e mitte rs suc h a s e le c tric  mo to rs o r mic ro wa ve s. Pro b le ms with a b so rp tio n o c c ur whe n 
p hysic a l o b je c ts (suc h a s thic k wa lls) a re  b e twe e n the  two  ra d io s, muffling  the  sig na l.

7.11.5  BSS

A Ba sic  Se rvic e  Se t (BSS) e xists whe n a ll c o mmunic a tio ns b e twe e n wire le ss sta tio ns g o  thro ug h o ne  
a c c e ss p o int (AP).

Intra -BSS tra ffic  is tra ffic  b e twe e n wire le ss sta tio ns in the  BSS. Whe n Intra -BSS tra ffic  b lo c king  is d isa b le d , 
wire le ss sta tio n A a nd  B c a n a c c e ss the  wire d  ne two rk a nd  c o mmunic a te  with e a c h o the r. Whe n Intra -
BSS tra ffic  b lo c king  is e na b le d , wire le ss sta tio n A a nd  B c a n still a c c e ss the  wire d  ne two rk b ut c a nno t 
c o mmunic a te  with e a c h o the r.

Ta b le  44   Typ e s o f Enc ryp tio n fo r Ea c h Typ e  o f Authe ntic a tio n

NO AUTHENTICATION RADIUS SERVER

We a ke st No  Se c urity WPA

WPA2

WPA-PSK

Strong e st WPA2-PSK
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Fig ure  89   Ba sic  Se rvic e  Se t

7.11.6  Pre a mble  Type

Pre a mb le  is use d  to  sig na l tha t d a ta  is c o ming  to  the  re c e ive r. Sho rt a nd  lo ng  re fe r to  the  le ng th o f the  
sync hro niza tio n fie ld  in a  p a c ke t.

Sho rt p re a mb le  inc re a se s p e rfo rma nc e  a s le ss time  se nd ing  p re a mb le  me a ns mo re  time  fo r se nd ing  
d a ta . All IEEE 802.11 c o mp lia nt wire le ss a d a p te rs sup p o rt lo ng  p re a mb le , b ut no t a ll sup p o rt sho rt 
p re a mb le .

Use  lo ng  p re a mb le  if yo u a re  unsure  wha t p re a mb le  mo d e  o the r WiFi d e vic e s o n the  ne two rk sup p o rt, 
a nd  to  p ro vid e  mo re  re lia b le  c o mmunic a tio ns in b usy WiFi ne two rks.

Use  sho rt p re a mb le  if yo u a re  sure  a ll WiFi d e vic e s o n the  ne two rk sup p o rt it, a nd  to  p ro vid e  mo re  
e ffic ie nt c o mmunic a tio ns.

Use  the  d yna mic  se tting  to  a uto ma tic a lly use  sho rt p re a mb le  whe n a ll WiFi d e vic e s o n the  ne two rk 
sup p o rt it, o the rwise  the  Zyxe l De vic e  use s lo ng  p re a mb le .

No te : The  WiFi d e vic e s MUST use  the  sa me  p re a mb le  mo d e  in o rd e r to  c o mmunic a te .

7.11.7  WiFi Prote c te d Se tup (WPS)

Yo ur Zyxe l De vic e  sup p o rts WiFi Pro te c te d  Se tup  (WPS), whic h is a n e a sy wa y to  se t up  a  se c ure  WiFi 
ne two rk. WPS is a n ind ustry sta nd a rd  sp e c ific a tio n, d e fine d  b y the  WiFi Allia nc e .
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WPS a llo ws yo u to  q uic kly se t up  a  WiFi ne two rk with stro ng  se c urity, witho ut ha ving  to  c o nfig ure  se c urity 
se tting s ma nua lly. Ea c h WPS c o nne c tio n wo rks b e twe e n two  d e vic e s. Bo th d e vic e s must sup p o rt WPS 
(c he c k e a c h d e vic e ’ s d o c ume nta tio n to  ma ke  sure ).

De p e nd ing  o n the  d e vic e s yo u ha ve , yo u c a n e ithe r p re ss a  b utto n (o n the  d e vic e  itse lf, o r in its 
c o nfig ura tio n utility) o r e nte r a  PIN (a  uniq ue  Pe rso na l Id e ntific a tio n Numb e r tha t a llo ws o ne  d e vic e  to  
a uthe ntic a te  the  o the r) in e a c h o f the  two  d e vic e s. Whe n WPS is a c tiva te d  o n a  d e vic e , it ha s two  
minute s to  find  a no the r d e vic e  tha t a lso  ha s WPS a c tiva te d . The n, the  two  d e vic e s c o nne c t a nd  se t up  
a  se c ure  ne two rk b y the mse lve s.

7.11.7.1  Push Button Configura tion

WPS Push Butto n Co nfig ura tio n (PBC) is initia te d  b y p re ssing  a  b utto n o n e a c h WPS-e na b le d  d e vic e , a nd  
a llo wing  the m to  c o nne c t a uto ma tic a lly. Yo u d o  no t ne e d  to  e nte r a ny info rma tio n.

No t e ve ry WPS-e na b le d  d e vic e  ha s a  p hysic a l WPS b utto n. So me  ma y ha ve  a  WPS PBC b utto n in the ir 
c o nfig ura tio n utilitie s inste a d  o f o r in a d d itio n to  the  p hysic a l b utto n.

Ta ke  the  fo llo wing  ste p s to  se t up  WPS using  the  b utto n.

1 Ensure  tha t the  two  d e vic e s yo u wa nt to  se t up  a re  within wire le ss ra ng e  o f o ne  a no the r.

2 Lo o k fo r a  WPS b utto n o n e a c h d e vic e . If the  d e vic e  d o e s no t ha ve  o ne , lo g  into  its c o nfig ura tio n utility 
a nd  lo c a te  the  b utto n (se e  the  d e vic e ’ s Use r’ s Guid e  fo r ho w to  d o  this - fo r the  Zyxe l De vic e , se e  
Se c tio n 7.6 o n p a g e  112).

3 Pre ss the  b utto n o n o ne  o f the  d e vic e s (it d o e sn’ t ma tte r whic h). Fo r the  Zyxe l De vic e  yo u must p re ss the  
WiFi b utto n fo r mo re  tha n five  se c o nd s.

4 Within two  minute s, p re ss the  b utto n o n the  o the r d e vic e . The  re g istra r se nd s the  ne two rk na me  (SSID) 
a nd  se c urity ke y thro ug h a  se c ure  c o nne c tio n to  the  e nro lle e .

If yo u ne e d  to  ma ke  sure  tha t WPS wo rke d , c he c k the  list o f a sso c ia te d  WiFi c lie nts in the  AP’ s 
c o nfig ura tio n utility. If yo u se e  the  WiFi c lie nt in the  list, WPS wa s suc c e ssful.

7.11.7.2  PIN Config ura tion

Ea c h WPS-e na b le d  d e vic e  ha s its o wn PIN (Pe rso na l Id e ntific a tio n Numb e r). This ma y e ithe r b e  sta tic  (it 
c a nno t b e  c ha ng e d ) o r d yna mic  (in so me  d e vic e s yo u c a n g e ne ra te  a  ne w PIN b y c lic king  o n a  b utto n 
in the  c o nfig ura tio n inte rfa c e ).

Use  the  PIN me tho d  inste a d  o f the  p ush-b utto n c o nfig ura tio n (PBC) me tho d  if yo u wa nt to  e nsure  tha t 
the  c o nne c tio n is e sta b lishe d  b e twe e n the  d e vic e s yo u sp e c ify, no t just the  first two  d e vic e s to  a c tiva te  
WPS in ra ng e  o f e a c h o the r. Ho we ve r, yo u ne e d  to  lo g  into  the  c o nfig ura tio n inte rfa c e s o f b o th d e vic e s 
to  use  the  PIN me tho d .

Whe n yo u use  the  PIN me tho d , yo u must e nte r the  PIN fro m o ne  d e vic e  (usua lly the  WiFi c lie nt) into  the  
se c o nd  d e vic e  (usua lly the  Ac c e ss Po int o r wire le ss ro ute r). The n, whe n WPS is a c tiva te d  o n the  first 
d e vic e , it p re se nts its PIN to  the  se c o nd  d e vic e . If the  PIN ma tc he s, o ne  d e vic e  se nd s the  ne two rk a nd  
se c urity info rma tio n to  the  o the r, a llo wing  it to  jo in the  ne two rk.

Ta ke  the  fo llo wing  ste p s to  se t up  a  WPS c o nne c tio n b e twe e n a n a c c e ss p o int o r wire le ss ro ute r 
(re fe rre d  to  he re  a s the  AP) a nd  a  c lie nt d e vic e  using  the  PIN me tho d .
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1 Ensure  WPS is e na b le d  o n b o th d e vic e s.

2 Ac c e ss the  WPS se c tio n o f the  AP’ s c o nfig ura tio n inte rfa c e . Se e  the  d e vic e ’ s Use r’ s Guid e  o n ho w to  d o  
this.

3 Lo o k fo r the  c lie nt’ s WPS PIN; it will b e  d isp la ye d  e ithe r o n the  d e vic e , o r in the  WPS se c tio n o f the  c lie nt’ s 
c o nfig ura tio n inte rfa c e  (se e  the  d e vic e ’ s Use r’ s G uid e  o n ho w to  find  the  WPS PIN - fo r the  Zyxe l De vic e , 
se e  Se c tio n 7.6 o n p a g e  112).

4 Ente r the  c lie nt’ s PIN in the  AP’ s c o nfig ura tio n inte rfa c e .

5 If the  c lie nt d e vic e ’ s c o nfig ura tio n inte rfa c e  ha s a n a re a  fo r e nte ring  a no the r d e vic e ’ s PIN, yo u c a n 
e ithe r e nte r the  c lie nt’ s PIN in the  AP, o r e nte r the  AP’ s PIN in the  c lie nt - it d o e s no t ma tte r whic h.

6 Sta rt WPS o n b o th d e vic e s within two  minute s.

7 Use  the  c o nfig ura tio n utility to  a c tiva te  WPS, no t the  p ush-b utto n o n the  d e vic e  itse lf.

8 On a  c o mp ute r c o nne c te d  to  the  WiFi c lie nt, try to  c o nne c t to  the  Inte rne t. If yo u c a n c o nne c t, WPS 
wa s suc c e ssful.

If yo u c a nno t c o nne c t, c he c k the  list o f a sso c ia te d  WiFi c lie nts in the  AP’ s c o nfig ura tio n utility. If yo u se e  
the  WiFi c lie nt in the  list, WPS wa s suc c e ssful.

The  fo llo wing  fig ure  sho ws a  WPS-e na b le d  WiFi c lie nt (insta lle d  in a  no te b o o k c o mp ute r) c o nne c ting  to  
the  WPS-e na b le d  AP via  the  PIN me tho d .
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Fig ure  90   Exa mp le  WPS Pro c e ss: PIN Me tho d

7.11.7.3  How WPS Works

Whe n two  WPS-e na b le d  d e vic e s c o nne c t, e a c h d e vic e  must a ssume  a  sp e c ific  ro le . One  d e vic e  a c ts 
a s the  re g istra r (the  d e vic e  tha t sup p lie s ne two rk a nd  se c urity se tting s) a nd  the  o the r d e vic e  a c ts a s the  
e nro lle e  (the  d e vic e  tha t re c e ive s ne two rk a nd  se c urity se tting s. The  re g istra r c re a te s a  se c ure  EAP 
(Exte nsib le  Authe ntic a tio n Pro to c o l) tunne l a nd  se nd s the  ne two rk na me  (SSID) a nd  the  WPA-PSK o r 
WPA2-PSK p re -sha re d  ke y to  the  e nro lle e . Whe the r WPA-PSK o r WPA2-PSK is use d  d e p e nd s o n the  
sta nd a rd s sup p o rte d  b y the  d e vic e s. If the  re g istra r is a lre a d y p a rt o f a  ne two rk, it se nd s the  e xisting  
info rma tio n. If no t, it g e ne ra te s the  SSID a nd  WPA(2)-PSK ra nd o mly.

The  fo llo wing  fig ure  sho ws a  WPS-e na b le d  c lie nt (insta lle d  in a  no te b o o k c o mp ute r) c o nne c ting  to  a  
WPS-e na b le d  a c c e ss p o int.
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Fig ure  91   Ho w WPS wo rks

The  ro le s o f re g istra r a nd  e nro lle e  la st o nly a s lo ng  a s the  WPS se tup  p ro c e ss is a c tive  (two  minute s). The  
ne xt time  yo u use  WPS, a  d iffe re nt d e vic e  c a n b e  the  re g istra r if ne c e ssa ry.

The  WPS c o nne c tio n p ro c e ss is like  a  ha nd sha ke ; o nly two  d e vic e s p a rtic ip a te  in e a c h WPS tra nsa c tio n. 
If yo u wa nt to  a d d  mo re  d e vic e s yo u sho uld  re p e a t the  p ro c e ss with o ne  o f the  e xisting  ne two rke d  
d e vic e s a nd  the  ne w d e vic e .

No te  tha t the  a c c e ss p o int (AP) is no t a lwa ys the  re g istra r, a nd  the  WiFi c lie nt is no t a lwa ys the  e nro lle e . 
All WPS-c e rtifie d  APs c a n b e  a  re g istra r, a nd  so  c a n so me  WPS-e na b le d  WiFi c lie nts.

By d e fa ult, a  WPS d e vic e  is ‘ unc o nfig ure d ’ . This me a ns tha t it is no t p a rt o f a n e xisting  ne two rk a nd  c a n 
a c t a s e ithe r e nro lle e  o r re g istra r (if it sup p o rts b o th func tio ns). If the  re g istra r is unc o nfig ure d , the  se c urity 
se tting s it tra nsmits to  the  e nro lle e  a re  ra nd o mly-g e ne ra te d . Onc e  a  WPS-e na b le d  d e vic e  ha s 
c o nne c te d  to  a no the r d e vic e  using  WPS, it b e c o me s ‘ c o nfig ure d ’ . A c o nfig ure d  WiFi c lie nt c a n still a c t 
a s e nro lle e  o r re g istra r in sub se q ue nt WPS c o nne c tio ns, b ut a  c o nfig ure d  a c c e ss p o int c a n no  lo ng e r a c t 
a s e nro lle e . It will b e  the  re g istra r in a ll sub se q ue nt WPS c o nne c tio ns in whic h it is invo lve d . If yo u wa nt a  
c o nfig ure d  AP to  a c t a s a n e nro lle e , yo u must re se t it to  its fa c to ry d e fa ults.

7.11.7.4  Exa mple  WPS Ne twork Se tup

This se c tio n sho ws ho w se c urity se tting s a re  d istrib ute d  in a  sa mp le  WPS se tup .

The  fo llo wing  fig ure  sho ws a  sa mp le  ne two rk. In ste p  1, b o th AP1 a nd  Clie nt 1 a re  unc o nfig ure d . Whe n 
WPS is a c tiva te d  o n b o th, the y p e rfo rm the  ha nd sha ke . In this e xa mp le , AP1 is the  re g istra r, a nd  Clie nt 1 
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is the  e nro lle e . The  re g istra r ra nd o mly g e ne ra te s the  se c urity info rma tio n to  se t up  the  ne two rk, sinc e  it is 
unc o nfig ure d  a nd  ha s no  e xisting  info rma tio n.

Fig ure  92   WPS: Exa mp le  Ne two rk Ste p  1

In ste p  2, yo u a d d  a no the r WiFi c lie nt to  the  ne two rk. Yo u kno w tha t Clie nt 1 sup p o rts re g istra r mo d e , b ut 
it is b e tte r to  use  AP1 fo r the  WPS ha nd sha ke  with the  ne w c lie nt sinc e  yo u must c o nne c t to  the  a c c e ss 
p o int a nywa y in o rd e r to  use  the  ne two rk. In this c a se , AP1 must b e  the  re g istra r, sinc e  it is c o nfig ure d  (it 
a lre a d y ha s se c urity info rma tio n fo r the  ne two rk). AP1 sup p lie s the  e xisting  se c urity info rma tio n to  Clie nt 

2.

Fig ure  93   WPS: Exa mp le  Ne two rk Ste p  2

In ste p  3, yo u a d d  a no the r a c c e ss p o int (AP2) to  yo ur ne two rk. AP2 is o ut o f ra ng e  o f AP1, so  yo u c a nno t 
use  AP1 fo r the  WPS ha nd sha ke  with the  ne w a c c e ss p o int. Ho we ve r, yo u kno w tha t Clie nt 2 sup p o rts 
the  re g istra r func tio n, so  yo u use  it to  p e rfo rm the  WPS ha nd sha ke  inste a d .
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Fig ure  94   WPS: Exa mp le  Ne two rk Ste p  3

7.11.7.5  Limita tions of WPS

WPS ha s so me  limita tio ns o f whic h yo u sho uld  b e  a wa re .

• Whe n yo u use  WPS, it wo rks b e twe e n two  d e vic e s o nly. Yo u c a nno t e nro ll multip le  d e vic e s 
simulta ne o usly, yo u must e nro ll o ne  a fte r the  o the r.

Fo r insta nc e , if yo u ha ve  two  e nro lle e s a nd  o ne  re g istra r yo u must se t up  the  first e nro lle e  (b y p re ssing  
the  WPS b utto n o n the  re g istra r a nd  the  first e nro lle e , fo r e xa mp le ), the n c he c k tha t it wa s suc c e ssfully 
e nro lle d , the n se t up  the  se c o nd  d e vic e  in the  sa me  wa y.

• WPS wo rks o nly with o the r WPS-e na b le d  d e vic e s. Ho we ve r, yo u c a n still a dd  no n-WPS d e vic e s to  a  
ne two rk yo u a lre a d y se t up  using  WPS.

WPS wo rks b y a uto ma tic a lly issuing  a  ra nd o mly-g e ne ra te d  WPA-PSK o r WPA2-PSK p re -sha re d  ke y 
fro m the  re g istra r d e vic e  to  the  e nro lle e  d e vic e s. Whe the r the  ne two rk use s WPA-PSK o r WPA2-PSK 
d e p e nd s o n the  d e vic e . Yo u c a n c he c k the  c o nfig ura tio n inte rfa c e  o f the  re g istra r d e vic e  to  d isc o ve r 
the  ke y the  ne two rk is using  (if the  d e vic e  sup p o rts this fe a ture ). The n, yo u c a n e nte r the  ke y into  the  
no n-WPS d e vic e  a nd  jo in the  ne two rk a s no rma l (the  no n-WPS d e vic e  must a lso  sup p o rt WPA-PSK o r 
WPA2-PSK).

• Whe n yo u use  the  PBC me tho d , the re  is a  sho rt p e rio d  (fro m the  mo me nt yo u p re ss the  b utto n o n o ne  
d e vic e  to  the  mo me nt yo u p re ss the  b utto n o n the  o the r d e vic e ) whe n a ny WPS-e na b le d  d e vic e  
c o uld  jo in the  ne two rk. This is b e c a use  the  re g istra r ha s no  wa y o f id e ntifying  the  ‘ c o rre c t’  e nro lle e , 
a nd  c a nno t d iffe re ntia te  b e twe e n yo ur e nro lle e  a nd  a  ro g ue  d e vic e . This is a  p o ssib le  wa y fo r a  
ha c ke r to  g a in a c c e ss to  a  ne two rk.

Yo u c a n e a sily c he c k to  se e  if this ha s ha p p e ne d . WPS o nly wo rks simulta ne o usly b e twe e n two  
d e vic e s, so  if a no the r d e vic e  ha s e nro lle d  yo ur d e vic e  will b e  una b le  to  e nro ll, a nd  will no t ha ve  
a c c e ss to  the  ne two rk. If this ha p p e ns, o p e n the  a c c e ss p o int’ s c o nfig ura tio n inte rfa c e  a nd  lo o k a t 
the  list o f a sso c ia te d  c lie nts (usua lly d isp la ye d  b y MAC a d d re ss). It d o e s no t ma tte r if the  a c c e ss p o int 
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is the  WPS re g istra r, the  e nro lle e , o r wa s no t invo lve d  in the  WPS ha nd sha ke ; a  ro g ue  d e vic e  must still 
a sso c ia te  with the  a c c e ss p o int to  g a in a c c e ss to  the  ne two rk. Che c k the  MAC a d d re sse s o f yo ur WiFi 
c lie nts (usua lly p rinte d  o n a  la b e l o n the  b o tto m o f the  d e vic e ). If the re  is a n unkno wn MAC a d d re ss 
yo u c a n re mo ve  it o r re se t the  AP.
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C HA PTER 8

Home  Ne tworking

8.1  Ove rvie w

A Lo c a l Are a  Ne two rk (LAN) is a  sha re d  c o mmunic a tio n syste m to  whic h ma ny c o mp ute rs a re  
a tta c he d . A LAN is usua lly lo c a te d  in o ne  imme d ia te  a re a  suc h a s a  b uild ing  o r flo o r o f a  b uild ing .

The  LAN sc re e ns c a n he lp  yo u c o nfig ure  a  LAN DHCP se rve r a nd  ma na g e  IP a d d re sse s.

8.1.1  Wha t You Ca n Do in this Cha pte r

• Use  the  LAN Se tup  sc re e n to  se t the  LAN IP a d d re ss, sub ne t ma sk, a nd  DHCP se tting s (Se c tio n 8.2 o n 
p a g e  134).

• Use  the  Sta tic  DHCP sc re e n to  a ssig n IP a d d re sse s o n the  LAN to  sp e c ific  ind ivid ua l c o mp ute rs b a se d  
o n the ir MAC a d d re sse s (Se c tio n 8.3 o n p a g e  138).

• Use  the  UPnP sc re e n to  e na b le  UPnP (Se c tio n 8.4 o n p a g e  140).

8.1.2  Wha t You Ne e d To Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

8.1.2.1  About LAN

IP Addre ss

Simila r to  the  wa y ho use s o n a  stre e t sha re  a  c o mmo n stre e t na me , so  to o  d o  c o mp ute rs o n a  LAN sha re  
o ne  c o mmo n ne two rk numb e r. This is kno wn a s a n Inte rne t Pro to c o l a d d re ss.

Subne t Ma sk

The  sub ne t ma sk sp e c ifie s the  ne two rk numb e r p o rtio n o f a n IP a d d re ss. Yo ur Zyxe l De vic e  will c o mp ute  
the  sub ne t ma sk a uto ma tic a lly b a se d  o n the  IP a d d re ss tha t yo u e nte re d . Yo u d o  no t ne e d  to  c ha ng e  
the  sub ne t ma sk c o mp ute d  b y the  Zyxe l De vic e  unle ss yo u a re  instruc te d  to  d o  o the rwise .
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DHCP

DHCP (Dyna mic  Ho st Co nfig ura tio n Pro to c o l) a llo ws c lie nts to  o b ta in TCP/ IP c o nfig ura tio n a t sta rt-up  
fro m a  se rve r. This Zyxe l De vic e  ha s a  b uilt-in DHCP se rve r c a p a b ility tha t a ssig ns IP a d d re sse s a nd  DNS 
se rve rs to  syste ms tha t sup p o rt DHCP c lie nt c a p a b ility.

DNS

DNS (Do ma in Na me  Syste m) ma p s a  d o ma in na me  to  its c o rre sp o nd ing  IP a d d re ss a nd  vic e  ve rsa . The  
DNS se rve r is e xtre me ly imp o rta nt b e c a use  witho ut it, yo u must kno w the  IP a d d re ss o f a  c o mp ute r 
b e fo re  yo u c a n a c c e ss it. The  DNS se rve r a d d re sse s yo u e nte r whe n yo u se t up  DHCP a re  p a sse d  to  the  
c lie nt ma c hine s a lo ng  with the  a ssig ne d  IP a d d re ss a nd  sub ne t ma sk.

8.1.2.2  About UPnP

How do I know if I'm using  UPnP?

UPnP ha rd wa re  is id e ntifie d  a s a n ic o n in the  Ne two rk Co nne c tio ns fo ld e r (Wind o ws 7). Ea c h UPnP 
c o mp a tib le  d e vic e  insta lle d  o n yo ur ne two rk will a p p e a r a s a  se p a ra te  ic o n. Se le c ting  the  ic o n o f a  
UPnP d e vic e  will a llo w yo u to  a c c e ss the  info rma tio n a nd  p ro p e rtie s o f tha t d e vic e .

Ca utions with UPnP

The  a uto ma te d  na ture  o f NAT tra ve rsa l a p p lic a tio ns in e sta b lishing  the ir o wn se rvic e s a nd  o p e ning  
fire wa ll p o rts ma y p re se nt ne two rk se c urity issue s. Ne two rk info rma tio n a nd  c o nfig ura tio n ma y a lso  b e  
o b ta ine d  a nd  mo d ifie d  b y use rs in so me  ne two rk e nviro nme nts.

Whe n a  UPnP d e vic e  jo ins a  ne two rk, it a nno unc e s its p re se nc e  with a  multic a st me ssa g e . Fo r se c urity 
re a so ns, the  Zyxe l De vic e  a llo ws multic a st me ssa g e s o n the  LAN o nly.

All UPnP-e na b le d  d e vic e s ma y c o mmunic a te  fre e ly with e a c h o the r witho ut a d d itio na l c o nfig ura tio n. 
Disa b le  UPnP if this is no t yo ur inte ntio n.

UPnP and Zyxe l

Zyxe l ha s a c hie ve d  UPnP c e rtific a tio n fro m the  Unive rsa l Plug  a nd  Pla y Fo rum UPnP™ Imp le me nte rs 
Co rp . (UIC). Zyxe l's UPnP imp le me nta tio n sup p o rts Inte rne t G a te wa y De vic e  (IGD) 1.0.

Se e  Se c tio n 8.6 o n p a g e  142 fo r e xa mp le s o n insta lling  a nd  using  UPnP.

8.2  LAN Se tup

A LAN IP a d d re ss is the  IP a d d re ss o f a  ne two rking  d e vic e  in the  LAN. Yo u c a n use  the  Zyxe l De vic e 's LAN 
IP a d d re ss to  a c c e ss its We b  Co nfig ura to r fro m the  LAN. The  DHCP se rve r se tting s d e fine  the  rule s o n 
a ssig ning  IP a d d re sse s to  LAN c lie nts o n yo ur ne two rk.

Use  this sc re e n to  se t the  Lo c a l Are a  Ne two rk IP a d d re ss a nd  sub ne t ma sk o f yo ur Zyxe l De vic e . 
Co nfig ure  DHCP se tting s to  ha ve  the  Zyxe l De vic e  o r a  DHCP se rve r a ssig n IP a d d re sse s to  d e vic e s. C lic k 
Ne twork Se tting  > Home  Ne tworking  to  o p e n the  LAN Se tup sc re e n.
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Fig ure  95   Ne two rk Se tting  > Ho me  Ne two rking  > LAN Se tup  
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The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  45   Ne two rk Se tting  > Ho me  Ne two rking  > LAN Se tup

LABEL DESCRIPTION

Inte rfa c e  G ro up

G ro up  Na me This d isp la ys the  na me  o f the  g ro up  tha t yo ur Zyxe l De vic e  b e lo ng s to .

LAN IP Se tup

IP Ad d re ss Ente r the  LAN IP a d d re ss yo u wa nt to  a ssig n to  yo ur Zyxe l De vic e  in d o tte d  d e c ima l no ta tio n, 
fo r e xa mp le , 192.168.1.1 (fa c to ry d e fa ult).

Sub ne t Ma sk Typ e  the  sub ne t ma sk o f yo ur ne two rk in d o tte d  d e c ima l no ta tio n, fo r e xa mp le  255.255.255.0 
(fa c to ry d e fa ult). Yo ur Zyxe l De vic e  a uto ma tic a lly c o mpute s the  sub ne t ma sk b a se d  o n the  
IP a d d re ss yo u e nte r, so  d o  no t c ha ng e  this fie ld  unle ss yo u a re  instruc te d  to  d o  so .

DHCP Se rve r Sta te

DHCP Se le c t Ena ble  to  ha ve  yo ur Zyxe l De vic e  a ssig n IP a d d re sse s, a n IP d e fa ult g a te wa y a nd  DNS 
se rve rs to  LAN c o mp ute rs a nd  o the r d e vic e s tha t a re  DHC P c lie nts.

If yo u se le c t Disa ble , yo u ne e d  to  ma nua lly c o nfig ure  the  IP a d d re sse s o f the  c o mp ute rs a nd  
o the r d e vic e s o n yo ur LAN.

If yo u se le c t DHCP Re la y, the  Zyxe l De vic e  a c ts a s a  surro g a te  DHCP se rve r a nd  re la ys DHCP 
re q ue sts a nd  re sp o nse s b e twe e n the  re mo te  se rve r a nd  the  c lie nts.

Whe n DHCP is use d , the  fo llo wing  fie ld s ne e d  to  b e  se t:

IP Ad d re ssing  Va lue s

Be g inning  IP 
Ad d re ss

This fie ld  spe c ifie s the  first o f the  c o ntig uo us a d d re sse s in the  IP a d d re ss p o o l.

End ing  IP Ad d re ss This fie ld  spe c ifie s the  la st o f the  c o ntig uo us a d d re sse s in the  IP a d d re ss p o o l.

Auto  re se rve  IP fo r 
the  sa me  ho st

Ena b le  this if yo u wa nt to  re se rve  the  IP a d d re ss fo r the  sa me  ho st.

DHCP Se rve r Le a se  Time

Da ys/ Ho urs/ Minute s DHCP se rve r le a se s a n a d d re ss to  a  ne w d e vic e  fo r a  p e rio d  o f time , c a lle d  the  DHC P le a se  
time . Whe n the  le a se  e xp ire s, the  DHCP se rve r mig ht a ssig n the  IP a d d re ss to  a  d iffe re nt 
d e vic e .

DNS Va lue s

DNS The  Zyxe l De vic e  sup p o rts DNS p ro xy b y d e fa ult. The  Zyxe l De vic e  se nd s o ut its o wn LAN IP 
a d d re ss to  the  DHCP c lie nts a s the  first DNS se rve r a d d re ss. DHCP c lie nts use  this first DNS 
se rve r to  se nd  d o ma in-na me  q ue rie s to  the  Zyxe l De vic e . The  Zyxe l De vic e  se nd s a  re sp o nse  
d ire c tly if it ha s a  re c o rd  o f the  d o ma in-na me  to  IP a d d re ss ma p p ing . If it d o e s no t, the  Zyxe l 
De vic e  q ue rie s a n o utsid e  DNS se rve r a nd  re la ys the  re sp o nse  to  the  DHCP c lie nt.

Se le c t From ISP if yo ur ISP d yna mic a lly a ssig ns DNS se rve r info rma tio n (a nd  the  Zyxe l De vic e 's 
WAN IP a d d re ss).

Se le c t Sta tic  if yo u ha ve  the  IP a d d re ss o f a  DNS se rve r. Ente r the  DNS se rve r's IP a d d re ss in 
the  fie ld  to  the  rig ht.

Se le c t DNS Proxy to  ha ve  the  DHC P c lie nts use  the  Zyxe l De vic e ’ s o wn LAN IP a d d re ss. The  
Zyxe l De vic e  wo rks a s a  DNS re la y.

LAN IPv6 Mo d e  Se tup

IPv6 Ac tive Use  this fie ld  to  Ena ble  o r Disa ble  IPv6 a c tiva tio n o n the  Zyxe l De vic e .

Whe n IPv6 a c tiva tio n is use d , the  fo llo wing  fie ld s ne e d  to  b e  se t:
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Link Lo c a l Ad d re ss 
Typ e

A link-lo c a l a d d re ss uniq ue ly id e ntifie s a  d e vic e  o n the  lo c a l ne two rk (the  LAN). It is simila r to  
a  “ p riva te  IP a d d re ss”  in IPv6. Yo u c a n ha ve  the  sa me  link-lo c a l a d d re ss o n multip le  
inte rfa c e s o n a  d e vic e . A link-lo c a l unic a st a d d re ss ha s a  p re d e fine d  p re fix o f fe 80::/ 10. The  
link-lo c a l unic a st a d d re ss fo rma t is a s fo llo ws. Se le c t EUI64 to  a llo w the  Zyxe l De vic e  to  
g e ne ra te  a n inte rfa c e  ID fo r the  LAN inte rfa c e ’ s link-lo c a l a d d re ss using  the  EUI-64 fo rma t. 
Othe rwise , e nte r a n inte rfa c e  ID fo r the  LAN inte rfa c e ’ s link-lo c a l a d d re ss if yo u se le c t 
Ma nua l.

LAN G lo b a l 
Id e ntifie r Typ e

Se le c t EUI64 to  ha ve  the  Zyxe l De vic e  g e ne ra te  a n inte rfa c e  ID using  the  EUI-64 fo rma t fo r its 
g lo b a l a d d re ss. Se le c t Ma nua l to  ma nua lly e nte r a n inte rfa c e  ID fo r the  LAN inte rfa c e ’ s 
g lo b a l IPv6 a d d re ss.

LAN IPv6 Pre fix 
Se tup

Se le c t De le g a te  pre fix from WAN to  a uto ma tic a lly o b ta in a n IPv6 ne two rk p re fix fro m the  
se rvic e  p ro vid e r o r a n up link ro ute r. Se le c t Sta tic  to  c o nfig ure  a  fixe d  IPv6 a d d re ss fo r the  
Zyxe l De vic e ’ s LAN IPv6 a d d re ss.

LAN IPv6 Ad d re ss 
Assig n Se tup

Se le c t ho w yo u wa nt to  o b ta in a n IPv6 a d d re ss:

Sta te le ss: The  Zyxe l De vic e  use s IPv6 sta te le ss a uto c o nfig ura tio n. RADVD (Ro ute r 
Ad ve rtise me nt Da e mo n) is e na b le d  to  ha ve  the  Zyxe l De vic e  se nd  IPv6 p re fix info rma tio n in 
ro ute r a d ve rtise me nts pe rio d ic a lly a nd  in re sp o nse  to  ro ute r so lic ita tio ns. DHCPv6 se rve r is 
d isa b le d .

Sta te ful: The  Zyxe l De vic e  use s IPv6 sta te ful a uto c o nfig ura tio n. The  DHCPv6 se rve r is e na b le d  
to  ha ve  the  Zyxe l De vic e  a c t a s a  DHCPv6 se rve r a nd  p a ss IPv6 a d d re sse s to  DHCPv6 c lie nts.

LAN IPv6 DNS Assig n 
Se tup

Se le c t ho w the  Zyxe l De vic e  p ro vid e  DNS se rve r a nd  d o ma in na me  info rma tio n to  the  
c lie nts:

From Route r Adve rtise me nt: The  Zyxe l De vic e  p ro vid e s DNS info rma tio n thro ug h ro ute r 
a d ve rtise me nts.

From DHCPv6 Se rve r: The  Zyxe l De vic e  p ro vid e s DNS info rma tio n thro ug h DHCPv6.

From RA & DHCPv6 Se rve r: The  Zyxe l De vic e  p ro vid e s DNS info rma tio n thro ug h b o th ro ute r 
a d ve rtise me nts a nd  DHCPv6.

DHCPv6 
C o nfig ura tio n

DHCPv6 Ac tive  sho ws the  sta tus o f the  DHCPv6. DHCPv6 Se rve r d isp la ys if yo u c o nfig ure d  the  
Zyxe l De vic e  to  a c t a s a  DHCPv6 se rve r whic h a ssig ns IPv6 a d d re sse s a nd / o r DNS info rma tio n 
to  c lie nts.

IPv6 Ro ute r 
Ad ve rtise me nt Sta te

RADVD Ac tive  sho ws whe the r RADVD is e na b le d  o r no t.

IPv6 DNS Va lue s

IPv6 DNS Se rve r 
1~3

Sp e c ify the  IP a d d re sse s up  to  thre e  DNS se rve rs fo r the  DHCP c lie nts to  use . Use  o ne  o f the  
fo llo wing  wa ys to  sp e c ify the se  IP a d d re sse s.

Use r De fine d  - Se le c t this if yo u ha ve  the  IPv6 a d d re ss o f a  DNS se rve r. Ente r the  DNS se rve r 
IPv6 a d d re sse s the  Zyxe l De vic e  p a sse s to  the  DHCP c lie nts.

From ISP - Se le c t this if yo ur ISP d yna mic a lly a ssig ns IPv6 DNS se rve r info rma tio n.

Proxy - Se le c t this if the  DHCP c lie nts use  the  IP a d d re ss o f this inte rfa c e  a nd  the  Zyxe l De vic e  
wo rks a s a  DNS re la y.

Othe rwise , se le c t None  if yo u d o  no t wa nt to  c o nfig ure  IPv6 DNS se rve rs.

Ta b le  45   Ne two rk Se tting  > Ho me  Ne two rking  > LAN Se tup  (c o ntinue d )

LABEL DESCRIPTION
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8.3  Sta tic  DHCP

Whe n a ny o f the  LAN c lie nts in yo ur ne two rk wa nt a n a ssig ne d  fixe d  IP a d d re ss, a d d  a  sta tic  le a se  fo r 
e a c h LAN c lie nt. Kno wing  the  LAN c lie nt’ s MAC a d d re sse s is ne c e ssa ry. This ta b le  a llo ws yo u to  a ssig n IP 
a d d re sse s o n the  LAN to  ind ivid ua l c o mp ute rs b a se d  o n the ir MAC a d d re sse s.

Eve ry Ethe rne t d e vic e  ha s a  uniq ue  MAC (Me d ia  Ac c e ss Co ntro l) a d d re ss. The  MAC a d d re ss is a ssig ne d  
a t the  fa c to ry a nd  c o nsists o f six p a irs o f he xa d e c ima l c ha ra c te rs, fo r e xa mp le , 00:A0:C5:00:00:02.

8.3.1  Be fore  You Be g in

Find  o ut the  MAC a d d re sse s o f yo ur ne two rk d e vic e s if yo u inte nd  to  a d d  the m to  the  Sta tic  DHCP 
sc re e n.

Use  this sc re e n to  c ha ng e  yo ur Zyxe l De vic e ’ s sta tic  DHCP se tting s. C lic k Ne twork Se tting  > Home  

Ne tworking  > Sta tic  DHCP to  o p e n the  fo llo wing  sc re e n.

Fig ure  96   Ne two rk Se tting  > Ho me  Ne two rking  > Sta tic  DHCP 

DNS Q ue ry Sc e na rio Se le c t ho w the  Zyxe l De vic e  ha nd le s c lie nts’  DNS info rma tio n re q ue sts.

IPv4/ IPv6 DNS Se rve r: The  Zyxe l De vic e  fo rwa rd s the  re q ue sts to  b o th the  IPv4 a nd  IPv6 DNS 
se rve rs a nd  se nd s c lie nts the  first DNS info rma tio n it re c e ive s.

IPv6 DNS Se rve r Only: The  Zyxe l De vic e  fo rwa rd s the  re q ue sts to  the  IPv6 DNS se rve r a nd  
se nd s c lie nts the  DNS info rma tio n it re c e ive s.

IPv4 DNS Se rve r Only: The  Zyxe l De vic e  fo rwa rd s the  re q ue sts to  the  IPv4 DNS se rve r a nd  
se nd s c lie nts the  DNS info rma tio n it re c e ive s.

IPv6 DNS Se rve r First: The  Zyxe l De vic e  fo rwa rd s the  re q ue sts to  the  IPv6 DNS se rve r first a nd  
the n the  IPv4 DNS se rve r. The n it se nd s c lie nts the  first DNS info rma tio n it re c e ive s.

IPv4 DNS Se rve r First: The  Zyxe l De vic e  fo rwa rd s the  re q ue sts to  the  IPv4 DNS se rve r first a nd  
the n the  IPv6 DNS se rve r. The n it se nd s c lie nts the  first DNS info rma tio n it re c e ive s.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ta b le  45   Ne two rk Se tting  > Ho me  Ne two rking  > LAN Se tup  (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

If yo u c lic k Sta tic  DHCP Config uration in the  Sta tic  DHCP sc re e n, the  fo llo wing  sc re e n d isp la ys.

Fig ure  97   Sta tic  DHCP: Sta tic  DHCP Co nfig ura tio n

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  46   Ne two rk Se tting  > Ho me  Ne two rking  > Sta tic  DHCP

LABEL DESCRIPTION

Sta tic  DHCP 
C o nfig ura tio n

Clic k this to  c o nfig ure  a  sta tic  DHCP e ntry.

# This is the  ind e x numb e r o f the  e ntry.

Sta tus Ac tive

MAC Ad d re ss The  MAC (Me d ia  Ac c e ss Co ntro l) o r Ethe rne t a d d re ss o n a  LAN (Lo c a l Are a  Ne two rk) is 
uniq ue  to  yo ur c o mp ute r (six p a irs o f he xa d e c ima l no ta tio n).

A ne two rk inte rfa c e  c a rd  suc h a s a n Ethe rne t a d a p te r ha s a  ha rd wire d  a d d re ss tha t is 
a ssig ne d  a t the  fa c to ry. This a d d re ss fo llo ws a n ind ustry sta nd a rd  tha t e nsure s no  o the r 
a d a p te r ha s a  simila r a d d re ss.

IP Ad d re ss This fie ld  d isp la ys the  IP a d d re ss re la tive  to  the  #  fie ld  liste d  a b o ve .

Mo d ify C lic k the  Edit ic o n to  c o nfig ure  the  c o nne c tio n.

C lic k the  De le te  ic o n to  re mo ve  the  c o nne c tio n.

Ta b le  47   Sta tic  DHCP: Co nfig ura tio n

LABEL DESCRIPTION

Ac tive Se le c t Ena ble  to  a c tiva te  sta tic  DHC P in yo ur Zyxe l De vic e .

G ro up  Na me This d isp la ys the  Group Na me , usua lly De fa ult.

IP Typ e The  IP Type  is no rma lly IPv4 (no n-c o nfig ura b le ).

Se le c t De vic e  Info Se le c t b e twe e n Ma nua l Input whic h a llo ws yo u to  e nte r the  ne xt two  fie ld s (MAC Addre ss 
a nd  IP Addre ss); o r se le c ting  a n e xisting  d e vic e  wo uld  sho w its MAC  a d d re ss a nd  IP a d d re ss.

MAC Ad d re ss Ente r the  MAC a d d re ss o f a  c o mp ute r o n yo ur LAN if yo u se le c t Ma nua l Input in the  p re vio us 
fie ld .

IP Ad d re ss Ente r the  IP a d d re ss tha t yo u wa nt to  a ssig n to  the  c o mp ute r o n yo ur LAN with the  MAC 
a d d re ss tha t yo u will a lso  sp e c ify if yo u se le c t Ma nua l Input in the  p re vio us fie ld .

O K Clic k OK to  sa ve  yo ur c ha ng e s.

Ca nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .
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8.4  UPnP

Unive rsa l Plug  a nd  Pla y (UPnP) is a n o p e n ne two rking  sta nd a rd  tha t use s TCP/ IP fo r simp le  p e e r-to -p e e r 
ne two rk c o nne c tivity b e twe e n ne two rking  d e vic e s o r so ftwa re  a p p lic a tio ns whic h ha ve  UPnP e na b le d . 
A UPnP d e vic e  c a n d yna mic a lly jo in a  ne two rk, o b ta in a n IP a d d re ss, a d ve rtise  its se rvic e s, a nd  le a rn 
a b o ut o the r d e vic e s o n the  ne two rk. A d e vic e  c a n a lso  le a ve  a  ne two rk a uto ma tic a lly whe n it is no  
lo ng e r in use .

Se e  Se c tio n 8.6 o n p a g e  142 fo r mo re  info rma tio n o n UPnP.

Use  the  fo llo wing  sc re e n to  c o nfig ure  the  UPnP se tting s o n yo ur Zyxe l De vic e . C lic k Ne twork Se tting  > 

Home  Ne tworking  > UPnP to  d isp la y the  sc re e n sho wn ne xt.

Fig ure  98   Ne two rk Se tting  > Ho me  Ne two rking  > UPnP

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  48   Ne two rk Se tting s > Ho me  Ne two rking  > UPnP

LABEL DESCRIPTION

UPnP Sta te

UPnP Se le c t Ena ble  to  a c tiva te  UPnP. Be  a wa re  tha t a nyo ne  c o uld  use  a  UPnP a p p lic a tio n to  o p e n 
the  We b  Co nfig ura to r's lo g in sc re e n witho ut e nte ring  the  Zyxe l De vic e 's IP a d d re ss (a ltho ug h 
yo u must still e nte r the  p a sswo rd  to  a c c e ss the  We b  C o nfig ura to r).

UPnP NAT-T Sta te

UPnP NAT-T Se le c t Ena ble  to  a c tiva te  UPnP with NAT e na b le d . UPnP NAT tra ve rsa l a uto ma te s the  p ro c e ss 
o f a llo wing  a n a p p lic a tio n to  o p e ra te  thro ug h NAT. UPnP ne two rk d e vic e s c a n a uto ma tic a lly 
c o nfig ure  ne two rk a d d re ssing , a nno unc e  the ir p re se nc e  in the  ne two rk to  o the r UPnP d e vic e s 
a nd  e na b le  e xc ha ng e  o f simp le  p ro d uc t a nd  se rvic e  d e sc rip tio ns.

# This fie ld  d isp la ys the  ind e x numb e r o f the  e ntry.

De sc rip tio n This fie ld  d isp la ys the  d e sc rip tio n o f the  UPnP NAT-T c o nne c tio n.

De stina tio n IP 
Ad d re ss

This fie ld  d isp la ys the  IP a d d re ss o f the  o the r c o nne c te d  UPnP-e na b le d  d e vic e .

Exte rna l Po rt This fie ld  d isp la ys the  e xte rna l p o rt numb e r tha t id e ntifie s the  se rvic e .
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8.5  Te c hnic a l Re fe re nc e

This se c tio n p ro vid e s so me  te c hnic a l b a c kg ro und  info rma tio n a b o ut the  to p ic s c o ve re d  in this c ha p te r.

LANs, WANs a nd the  Zyxe l De vic e

The  a c tua l p hysic a l c o nne c tio n d e te rmine s whe the r the  Zyxe l De vic e  p o rts a re  LAN o r WAN p o rts. The re  
a re  two  se p a ra te  IP ne two rks, o ne  insid e  the  LAN ne two rk a nd  the  o the r o utsid e  the  WAN ne two rk a s 
sho wn ne xt.

Fig ure  99   LAN a nd  WAN IP Ad d re sse s

Priva te  IP Addre sse s

Eve ry ma c hine  o n the  Inte rne t must ha ve  a  uniq ue  a d d re ss. If yo ur ne two rks a re  iso la te d  fro m the  
Inte rne t, fo r e xa mp le , o nly b e twe e n yo ur two  b ra nc h o ffic e s, yo u c a n a ssig n a ny IP a d d re sse s to  the  
ho sts witho ut p ro b le ms. Ho we ve r, the  Inte rne t Assig ne d  Numb e rs Autho rity (IANA) ha s re se rve d  the  
fo llo wing  thre e  b lo c ks o f IP a d d re sse s sp e c ific a lly fo r p riva te  ne two rks:

• 10.0.0.0     — 10.255.255.255

• 172.16.0.0   — 172.31.255.255

• 192.168.0.0 — 192.168.255.255

Yo u c a n o b ta in yo ur IP a d d re ss fro m the  IANA, fro m a n ISP o r it c a n b e  a ssig ne d  fro m a  p riva te  ne two rk. 
If yo u b e lo ng  to  a  sma ll o rg a niza tio n a nd  yo ur Inte rne t a c c e ss is thro ug h a n ISP, the  ISP c a n p ro vid e  yo u 

Inte rna l Po rt This fie ld  d isp la ys the  inte rna l p o rt numb e r tha t id e ntifie s the  se rvic e .

Pro to c o l This fie ld  d isp la ys the  p ro to c o l o f the  NAT ma p p ing  rule . Cho ic e s a re  TCP o r UDP.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ta b le  48   Ne two rk Se tting s > Ho me  Ne two rking  > UPnP

LABEL DESCRIPTION
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with the  Inte rne t a d d re sse s fo r yo ur lo c a l ne two rks. On the  o the r ha nd , if yo u a re  p a rt o f a  muc h la rg e r 
o rg a niza tio n, yo u sho uld  c o nsult yo ur ne two rk a d ministra to r fo r the  a p p ro p ria te  IP a d d re sse s.

No te : Re g a rd le ss o f yo ur p a rtic ula r situa tio n, d o  no t c re a te  a n a rb itra ry IP a d d re ss; a lwa ys 
fo llo w the  g uid e line s a b o ve . Fo r mo re  info rma tio n o n a d d re ss a ssig nme nt, p le a se  re fe r 
to  RFC  1597, “ Ad d re ss Allo c a tio n fo r Priva te  Inte rne ts”  a nd  RFC 1466, “ G uid e line s fo r 
Ma na g e me nt o f IP Ad d re ss Sp a c e .”

8.6  Turn on UPnP in Windows 7 Exa mple

This se c tio n sho ws yo u ho w to  use  the  UPnP fe a ture  in Wind o ws 7. UPnP se rve r is insta lle d  in Wind o ws 7. 
Ac tiva te  UPnP o n the  Zyxe l De vic e  b y c lic king  Ne twork Se tting  > Home  Ne tworking  > UPnP.

Ma ke  sure  the  c o mp ute r is c o nne c te d  to  the  LAN p o rt o f the  Zyxe l De vic e . Turn o n yo ur c o mp ute r a nd  
the  Zyxe l De vic e .

1 Clic k the  sta rt ic o n, Control Pa ne l a nd  the n the  Ne twork a nd Sha ring  Ce nte r.

2 Clic k Cha nge  Adva nc e d Sha ring  Se tting s.

3 Se le c t Turn on ne twork disc ove ry a nd  c lic k Sa ve  Cha ng e s. Ne two rk d isc o ve ry a llo ws yo ur c o mp ute r to  
find  o the r c o mp ute rs a nd  d e vic e s o n the  ne two rk a nd  o the r c o mp ute rs o n the  ne two rk to  find  yo ur 
c o mp ute r. This ma ke s it e a sie r to  sha re  file s a nd  p rinte rs.
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8.6.1  Auto- disc ove r Your UPnP- e na ble d Ne twork De vic e

Be fo re  yo u fo llo w the se  ste p s, ma ke  sure  yo u a lre a d y ha ve  UPnP a c tiva te d  o n the  Zyxe l De vic e  a nd  in 
yo ur c o mp ute r.

Ma ke  sure  yo ur c o mp ute r is c o nne c te d  to  the  LAN p o rt o f the  Zyxe l De vic e .

1 Op e n Windows Explore r a nd  c lic k Ne twork.

2 Rig ht-c lic k the  Zyxe l De vic e  ic o n a nd  se le c t Prope rtie s.

Fig ure  100   Ne two rk Co nne c tio ns
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3 In the  Inte rne t Conne c tion Prope rtie s wind o w, c lic k Se tting s to  se e  p o rt ma p p ing s.

Fig ure  101   Inte rne t Co nne c tio n Pro p e rtie s 

4 Yo u ma y e d it o r d e le te  the  p o rt ma p p ing s o r c lic k Add  to  ma nua lly a d d  p o rt ma p p ing s.

Fig ure  102   Inte rne t Co nne c tio n Pro p e rtie s: Ad va nc e d  Se tting s
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Fig ure  103   Inte rne t Co nne c tio n Pro p e rtie s: Ad va nc e d  Se tting s: Ad d

No te : Whe n the  UPnP-e na b le d  d e vic e  is d isc o nne c te d  fro m yo ur c o mp ute r, a ll p o rt 
ma p p ing s will b e  d e le te d  a uto ma tic a lly.

5 Clic k OK. Che c k the  ne two rk ic o n o n the  syste m tra y to  se e  yo ur Inte rne t c o nne c tio n sta tus.

Fig ure  104   Syste m Tra y Ic o n

6 To  se e  mo re  d e ta ils a b o ut yo ur c urre nt Inte rne t c o nne c tio n sta tus, rig ht c lic k the  ne two rk ic o n in the  
syste m tra y a nd  c lic k Ope n Ne twork a nd Sharing  Ce nte r. C lic k Loc a l Are a  Ne twork.

Fig ure  105   Inte rne t Co nne c tio n Sta tus

8.7  Turn on UPnP in Windows 10 Exa mple

This se c tio n sho ws yo u ho w to  use  the  UPnP fe a ture  in Wind o ws 10. UPnP se rve r is insta lle d  in Wind o ws 10. 
Ac tiva te  UPnP o n the  Zyxe l De vic e  b y c lic king  Ne twork Se tting  > Home  Ne tworking  > UPnP.

Ma ke  sure  the  c o mp ute r is c o nne c te d  to  the  LAN p o rt o f the  Zyxe l De vic e . Turn o n yo ur c o mp ute r a nd  
the  Zyxe l De vic e .
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1 Clic k the  sta rt ic o n, Se ttings a nd  the n Ne twork & Inte rne t.

2 Clic k Ne twork a nd Sharing  Ce nte r.

3 Clic k Cha nge  a dva nc e d sha ring  se tting s.
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4 Und e r Doma in, se le c t Turn on ne twork disc ove ry a nd  c lic k Sa ve  Cha ng e s. Ne two rk d isc o ve ry a llo ws yo ur 
c o mp ute r to  find  o the r c o mp ute rs a nd  d e vic e s o n the  ne two rk a nd  o the r c o mp ute rs o n the  ne two rk to  
find  yo ur c o mp ute r. This ma ke s it e a sie r to  sha re  file s a nd  p rinte rs.

8.7.1  Auto- disc ove r Your UPnP- e na ble d Ne twork De vic e

Be fo re  yo u fo llo w the se  ste p s, ma ke  sure  yo u a lre a d y ha ve  UPnP a c tiva te d  o n the  Zyxe l De vic e  a nd  in 
yo ur c o mp ute r.
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Ma ke  sure  yo ur c o mp ute r is c o nne c te d  to  the  LAN p o rt o f the  Zyxe l De vic e .

1 Op e n File  Explore r a nd  c lic k Ne twork.

2 Rig ht-c lic k the  Zyxe l De vic e  ic o n a nd  se le c t Prope rtie s.

Fig ure  106   Ne two rk Co nne c tio ns

3 In the  Inte rne t Conne c tion Prope rtie s wind o w, c lic k Se tting s to  se e  p o rt ma p p ing s.

Fig ure  107   Inte rne t Co nne c tio n Pro p e rtie s 

4 Yo u ma y e d it o r d e le te  the  p o rt ma p p ing s o r c lic k Add  to  ma nua lly a d d  p o rt ma p p ing s.
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Fig ure  108   Inte rne t Co nne c tio n Pro p e rtie s: Ad va nc e d  Se tting s

Fig ure  109   Inte rne t Co nne c tio n Pro p e rtie s: Ad va nc e d  Se tting s: Ad d

No te : Whe n the  UPnP-e na b le d  d e vic e  is d isc o nne c te d  fro m yo ur c o mp ute r, a ll p o rt 
ma p p ing s will b e  d e le te d  a uto ma tic a lly.

5 Clic k OK. Che c k the  ne two rk ic o n o n the  syste m tra y to  se e  yo ur Inte rne t c o nne c tio n sta tus.

Fig ure  110   Syste m Tra y Ic o n

6 To  se e  mo re  d e ta ils a b o ut yo ur c urre nt Inte rne t c o nne c tio n sta tus, rig ht c lic k the  ne two rk ic o n in the  
syste m tra y a nd  c lic k Ope n Ne twork & Inte rne t se tting s. C lic k Ne twork a nd Sha ring  Ce nte r a nd  c lic k the  
Conne c tions.
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Fig ure  111   Inte rne t Co nne c tio n Sta tus

8.8  We b Config ura tor Ea sy Ac c e ss in Windows 7

With UPnP, yo u c a n a c c e ss the  We b -b a se d  Co nfig ura to r o n the  Zyxe l De vic e  witho ut ne e d ing  to  find  
o ut the  IP a d d re ss o f the  Zyxe l De vic e  first. This c o me s he lp ful if yo u d o  no t kno w the  IP a d d re ss o f the  
Zyxe l De vic e .

Fo llo w the  ste p s b e lo w to  a c c e ss the  We b  Co nfig ura to r.

1 Op e n Windows Explore r.

2 Clic k Ne twork.



 Cha p te r 8 Ho me  Ne two rking

LTE Se rie s Use r’ s G uid e

151

Fig ure  112   Ne two rk Co nne c tio ns

3 An ic o n with the  d e sc rip tio n fo r e a c h UPnP-e na b le d  d e vic e  d isp la ys und e r Ne twork Infra struc ture .

4 Rig ht-c lic k the  ic o n fo r yo ur Zyxe l De vic e  a nd  se le c t Vie w de vic e  we bpa ge . The  We b  Co nfig ura to r lo g in 
sc re e n d isp la ys.

Fig ure  113   Ne two rk Co nne c tio ns: My Ne two rk Pla c e s

5 Rig ht-c lic k the  ic o n fo r yo ur Zyxe l De vic e  a nd  se le c t Prope rtie s. C lic k the  Ne twork De vic e  ta b . A wind o w 
d isp la ys with info rma tio n a b o ut the  Zyxe l De vic e .
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Fig ure  114   Ne two rk Co nne c tio ns: My Ne two rk Pla c e s: Pro p e rtie s: Exa mp le

8.9  We b Config ura tor Ea sy Ac c e ss in Windows 10

Fo llo w the  ste p s b e lo w to  a c c e ss the  We b  Co nfig ura to r.

1 Op e n File  Explore r.

2 Clic k Ne twork.
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Fig ure  115   Ne two rk Co nne c tio ns

3 An ic o n with the  d e sc rip tio n fo r e a c h UPnP-e na b le d  d e vic e  d isp la ys und e r Ne twork Infra struc ture .

4 Rig ht-c lic k the  ic o n fo r yo ur Zyxe l De vic e  a nd  se le c t Vie w de vic e  we bpa ge . The  We b  Co nfig ura to r lo g in 
sc re e n d isp la ys.

Fig ure  116   Ne two rk Co nne c tio ns: Ne two rk Infra struc ture

5 Rig ht-c lic k the  ic o n fo r yo ur Zyxe l De vic e  a nd  se le c t Prope rtie s. C lic k the  Ne twork De vic e  ta b . A wind o w 
d isp la ys info rma tio n a b o ut the  Zyxe l De vic e .
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Fig ure  117   Ne two rk Co nne c tio ns: Ne two rk Infra struc ture : Pro p e rtie s: Exa mp le
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C HA PTER 9

Routing

9.1  Ove rvie w

The  Zyxe l De vic e  usua lly use s the  d e fa ult g a te wa y to  ro ute  o utb o und  tra ffic  fro m c o mp ute rs o n the  LAN 
to  the  Inte rne t. To  ha ve  the  Zyxe l De vic e  se nd  d a ta  to  d e vic e s no t re a c ha b le  thro ug h the  d e fa ult 
g a te wa y, use  sta tic  ro ute s.

Fo r e xa mp le , the  ne xt fig ure  sho ws a  c o mp ute r (A) c o nne c te d  to  the  Zyxe l De vic e ’ s LAN inte rfa c e . The  
Zyxe l De vic e  ro ute s mo st tra ffic  fro m A to  the  Inte rne t thro ug h the  Zyxe l De vic e ’ s d e fa ult g a te wa y (R1). 
Yo u c re a te  o ne  sta tic  ro ute  to  c o nne c t to  se rvic e s o ffe re d  b y yo ur ISP b e hind  ro ute r R2. Yo u c re a te  
a no the r sta tic  ro ute  to  c o mmunic a te  with a  se p a ra te  ne two rk b e hind  a  ro ute r R3 c o nne c te d  to  the  
LAN.

Fig ure  118   Exa mp le  o f Sta tic  Ro uting  To p o lo g y

9.2  Config ure  Sta tic  Route

Use  this sc re e n to  vie w a nd  c o nfig ure  sta tic  ro ute  rule s o n the  Zyxe l De vic e . A sta tic  ro ute  is use d  to  sa ve  
time  a nd  b a nd wid th usa g e  whe n LAN d e vic e s within a n Intra ne t a re  tra nsfe rring  file s o r p a c ke ts, 
e sp e c ia lly whe n the re  a re  mo re  tha n two  Inte rne t c o nne c tio ns in yo ur ho me  o r o ffic e  ne two rk. C lic k 
Ne twork Se tting  > Routing  to  o p e n the  Sta tic  Route  sc re e n.

WAN

R1

R2

A

R3

LAN
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Fig ure  119   Ne two rk Se tting  > Ro uting  > Sta tic  Ro ute

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

9.2.1  Add/ Edit Sta tic  Route

Clic k Add Ne w Sta tic  Route  in the  Sta tic  Route  sc re e n, the  fo llo wing  sc re e n a p p e a rs. Co nfig ure  the  
re q uire d  info rma tio n fo r a  sta tic  ro ute .

No te : The  Ga te wa y IP Addre ss must b e  within the  ra ng e  o f the  se le c te d  inte rfa c e  in Use  

Inte rfa c e .

Ta b le  49   Ne two rk Se tting  > Ro uting  > Sta tic  Ro ute

LABEL DESCRIPTION

Ad d  Ne w Sta tic  
Ro ute

Clic k this to  se t up  a  ne w sta tic  ro ute  o n the  Zyxe l De vic e .

# This is the  numb e r o f a n ind ivid ua l sta tic  ro ute .

Sta tus This fie ld  ind ic a te s whe the r the  rule  is a c tive  (ye llo w b ulb ) o r no t (g ra y b ulb ).

Na me This is the  na me  o f the  sta tic  ro ute .

De stina tio n IP This p a ra me te r sp e c ifie s the  IP ne two rk a d d re ss o f the  fina l d e stina tio n. Ro uting  is a lwa ys b a se d  
o n ne two rk numb e r.

Sub ne t Ma sk/  
Pre fix Le ng th

This p a ra me te r sp e c ifie s the  IP ne two rk sub ne t ma sk o f the  fina l d e stina tio n.

G a te wa y This is the  IP a d d re ss o f the  g a te wa y. The  g a te wa y is a  ro ute r o r switc h o n the  sa me  ne two rk 
se g me nt a s the  Zyxe l De vic e 's LAN o r WAN p o rt. The  g a te wa y he lp s fo rwa rd  p a c ke ts to  the ir 
d e stina tio ns.

Inte rfa c e This is the  WAN inte rfa c e  thro ug h whic h the  tra ffic  is ro ute d .

Mo d ify Clic k the  Edit ic o n to  g o  to  the  sc re e n whe re  yo u c a n se t up  a  sta tic  ro ute  o n the  Zyxe l De vic e .

C lic k the  De le te  ic o n to  re mo ve  a  sta tic  ro ute  fro m the  Zyxe l De vic e .
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Fig ure  120   Ne two rk Se tting  > Ro uting  > Sta tic  Ro ute  > Ad d  Ne w Sta tic  Ro ute

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  50   Ne two rk Se tting  > Ro uting  > Sta tic  Ro ute  > Ad d  Ne w Sta tic  Ro ute

LABEL DESCRIPTION

Ac tive Se le c t Ena ble  to  a c tiva te  yo ur sta tic  ro ute .

Ro ute  Na me Assig n a  na me  fo r yo ur sta tic  ro ute  (up  to  15 c ha ra c te rs). Sp e c ia l c ha ra c te rs a re  a llo we d  
e xc e p t the  fo llo wing : d o ub le  q uo te  (") b a c k q uo te  (`) a p o stro p he  o r sing le  q uo te  (') le ss tha n 
(<) g re a te r tha n (>) c a re t o r c irc umfle x a c c e nt (^) d o lla r sig n ($) ve rtic a l b a r (|) a mp e rsa nd  (&) 
se mic o lo n (;)

IP Typ e Se le c t b e twe e n IPv4 o r IPv6. Co mp a re d  to  IPv4, IPv6 (Inte rne t Pro to c o l ve rsio n 6), is d e sig ne d  to  
e nha nc e  IP a d d re ss size  a nd  fe a ture s. The  inc re a se  in IPv6 a d d re ss size  to  128 b its (fro m the  32-
b it IPv4 a d d re ss) a llo ws up  to  3.4 x 1038 IP a d d re sse s. The  Zyxe l De vic e  c a n use  IPv4/ IPv6 d ua l 
sta c k to  c o nne c t to  IPv4 a nd  IPv6 ne two rks, a nd  sup p o rts IPv6 ra p id  d e p lo yme nt (6RD).

De stina tio n IP 
Ad d re ss

This p a ra me te r sp e c ifie s the  IP ne two rk a d d re ss o f the  fina l d e stina tio n. Ro uting  is a lwa ys b a se d  
o n ne two rk numb e r. If yo u ne e d  to  spe c ify a  ro ute  to  a  sing le  ho st, use  a  sub ne t ma sk o f 
255.255.255.255 in the  sub ne t ma sk fie ld  to  fo rc e  the  ne two rk numb e r to  b e  id e ntic a l to  the  ho st 
ID.

IP Sub ne t Ma sk Ente r the  IP sub ne t ma sk he re .

Use  G a te wa y IP 
Ad d re ss

Se le c t Ena ble  to  e na b le  fo rwa rd ing  p a c ke ts to  a  g a te wa y IP a d d re ss o r a  b o und  inte rfa c e .

G a te wa y IP 
Ad d re ss

Yo u c a n d e c id e  if yo u wa nt to  fo rwa rd  p a c ke ts to  a  g a te wa y IP a d d re ss o r a  b o und  inte rfa c e .

If yo u wa nt to  c o nfig ure  Ga te wa y IP Addre ss, e nte r the  IP a d d re ss o f the  ne xt-ho p  g a te wa y. The  
g a te wa y is a  ro ute r o r switc h o n the  sa me  ne two rk se g me nt a s the  Zyxe l De vic e 's LAN o r WAN 
p o rt. The  g a te wa y he lp s fo rwa rd  p a c ke ts to  the ir d e stina tio ns.

Use  Inte rfa c e Yo u c a n d e c id e  if yo u wa nt to  fo rwa rd  p a c ke ts to  a  g a te wa y IP a d d re ss (De fa ult) o r a  b o und  
inte rfa c e  (Ce llula r WAN).

If yo u wa nt to  c o nfig ure  b o und  inte rfa c e , c ho o se  a n inte rfa c e  thro ug h whic h the  tra ffic  is se nt. 
Yo u must ha ve  the  WAN inte rfa c e s a lre a d y c o nfig ure d  in the  Broa dba nd  sc re e n.

O K Clic k this to  sa ve  yo ur c ha ng e s.

Ca nc e l C lic k this to  e xit this sc re e n witho ut sa ving .
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9.3  DNS Route

Use  this sc re e n to  vie w a nd  c o nfig ure  DNS ro ute s o n the  Zyxe l De vic e . A DNS ro ute  e ntry d e fine s a  p o lic y 
fo r the  Zyxe l De vic e  to  fo rwa rd  a  p a rtic ula r DNS q ue ry to  a  sp e c ific  WAN inte rfa c e . C lic k Ne twork Se tting  

> Routing  > DNS Route  to  o p e n the  DNS Route  sc re e n.

Fig ure  121   Ne two rk Se tting  > Ro uting  > DNS Ro ute

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

9.3.1  Add/ Edit DNS Route

Clic k Add Ne w DNS Route  in the  DNS Route  sc re e n, use  this sc re e n to  c o nfig ure  the  re q uire d  info rma tio n 
fo r a  DNS ro ute .

Ta b le  51   Ne two rk Se tting  > Ro uting  > DNS Ro ute

LABEL DESCRIPTION

Ad d  Ne w DNS 
Ro ute

Clic k this to  c re a te  a  ne w e ntry.

# This is the  numb e r o f a n ind ivid ua l DNS ro ute .

Sta tus This fie ld  ind ic a te s whe the r the  rule  is a c tive  (ye llo w b ulb ) o r no t (g ra y b ulb ).

Do ma in Na me This is the  d o ma in na me  to  whic h the  DNS ro ute  a pp lie s.

WAN Inte rfa c e This is the  WAN inte rfa c e  thro ug h whic h the  ma tc he d  DNS re q ue st is ro ute d .

Sub ne t Ma sk This p a ra me te r sp e c ifie s the  IP ne two rk sub ne t ma sk.

Mo d ify Clic k the  Edit ic o n to  c o nfig ure  a  DNS ro ute  o n the  Zyxe l De vic e .

C lic k the  De le te  ic o n to  re mo ve  a  DNS ro ute  fro m the  Zyxe l De vic e .
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Fig ure  122   Ne two rk Se tting  > Ro uting  > DNS Ro ute  > Ad d  Ne w DNS Ro ute

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

9.4  Polic y Route

By d e fa ult, the  Zyxe l De vic e  ro ute s p a c ke ts b a se d  o n the  sho rte st p a th to  the  d e stina tio n a d d re ss. Po lic y 
ro ute s a llo w yo u to  o ve rrid e  the  d e fa ult b e ha vio r a nd  ro ute  p a c ke ts b a se d  o n o the r c rite ria , suc h a s the  
so urc e  a d d re ss. Fo r e xa mp le , yo u c a n use  p o lic y-b a se d  ro uting  to  d ire c t tra ffic  fro m sp e c ific  use rs 
thro ug h sp e c ific  c o nne c tio ns o r d istrib ute  tra ffic  a c ro ss multip le  p a ths fo r lo a d  sha ring . Po lic y-b a se d  
ro uting  is a p p lie d  to  o utg o ing  p a c ke ts b e fo re  the  d e fa ult ro uting  rule s a re  a p p lie d .

Ta b le  52   Ne two rk Se tting  > Ro uting  > DNS Ro ute  > Ad d  Ne w DNS Ro ute

LABEL DESCRIPTION

Ac tive Ena b le  DNS ro ute  in yo ur Zyxe l De vic e .

Do ma in Na me Ente r the  d o ma in na me  yo u wa nt to  re so lve .

Yo u c a n use  the  wild c a rd  c ha ra c te r, a n “*”  (a ste risk) a s the  le ft mo st pa rt o f a  d o ma in na me , 
suc h a s *.e xa mp le .c o m. The  Zyxe l De vic e  fo rwa rd s DNS q ue rie s fo r a ny d o ma in na me  e nd ing  in 
e xa mple .c o m to  the  WAN inte rfa c e  sp e c ifie d  in this ro ute .

Sub ne t Ma sk Typ e  the  sub ne t ma sk o f the  ne two rk fo r whic h to  use  the  DNS ro ute  in d o tte d  d e c ima l no ta tio n, 
fo r e xa mp le  255.255.255.255.

WAN Inte rfa c e Se le c t a  WAN inte rfa c e  thro ug h whic h the  ma tc he d  DNS q ue ry is se nt. Yo u must ha ve  the  WAN 
inte rfa c e (s) a lre a d y c o nfig ure d  in the  Broa dba nd  sc re e n. 

OK Clic k this to  sa ve  yo ur c ha ng e s.

Ca nc e l C lic k this to  e xit this sc re e n witho ut sa ving .
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The  Polic y Route  sc re e n le t yo u vie w a nd  c o nfig ure  ro uting  p o lic ie s o n the  Zyxe l De vic e . C lic k Ne twork 

Se tting  > Routing  > Polic y Route  to  o p e n the  fo llo wing  sc re e n.

Fig ure  123   Ne two rk Se tting  > Ro uting  > Po lic y Ro ute

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  53   Ne two rk Se tting  > Ro uting  > Po lic y Ro ute

LABEL DESCRIPTION

Ad d  Ne w Po lic y 
Ro ute

Clic k this to  c re a te  a  ne w p o lic y fo rwa rd ing  rule .

# This is the  ind e x numb e r o f the  e ntry.

Sta tus This fie ld  d isp la ys whe the r the  DNS ro ute  is a c tive  o r no t. A ye llo w b ulb  sig nifie s tha t this DNS ro ute  
is a c tive . A g ra y b ulb  sig nifie s tha t this DNS ro ute  is no t a c tive .

Na me This is the  na me  o f the  rule .

So urc e  IP This is the  so urc e  IP a d d re ss.

So urc e  Sub ne t 
Ma sk

This is the  so urc e  sub ne t ma sk a d d re ss.

Pro to c o l This is the  tra nsp o rt la ye r p ro to c o l.

So urc e  Po rt This is the  so urc e  p o rt numb e r.

So urc e  MAC This is the  so urc e  MAC a d d re ss.

So urc e  
Inte rfa c e

This is the  inte rfa c e  fro m whic h the  ma tc he d  tra ffic  is se nt.

WAN Inte rfa c e This is the  WAN inte rfa c e  thro ug h whic h the  tra ffic  is ro ute d .

Mo d ify Clic k the  Edit ic o n to  e d it this p o lic y.

C lic k the  De le te  ic o n to  re mo ve  a  p o lic y fro m the  Zyxe l De vic e . A wind o w d isp la ys a sking  yo u to  
c o nfirm tha t yo u wa nt to  d e le te  the  p o lic y.
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9.4.1  Add/ Edit Polic y Route

Clic k Add Ne w Polic y Route  in the  Polic y Route  sc re e n o r c lic k the  Edit ic o n ne xt to  a  p o lic y. Use  this 
sc re e n to  c o nfig ure  the  re q uire d  info rma tio n fo r a  p o lic y ro ute .

Fig ure  124   Po lic y Ro ute : Ad d / Ed it 

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  54   Po lic y Ro ute : Ad d / Ed it

LABEL DESCRIPTION

Ac tive C lic k this to  e na b le  (turns b lue ) a c tiva tio n o f the  p o lic y ro ute . Othe rwise , c lic k to  d isa b le  (turns 
g ra y).

Ro ute  Na me Ente r a  d e sc rip tive  na me  o f up  to  8 p rinta b le  Eng lish ke yb o a rd  c ha ra c te rs, no t inc lud ing  sp a c e s.

So urc e  IP 
Ad d re ss

Ente r the  so urc e  IP a d d re ss.

So urc e  Sub ne t 
Ma sk

Ente r the  so urc e  sub ne t ma sk a d d re ss.

Pro to c o l Se le c t the  tra nsp o rt la ye r p ro to c o l (TCP, UDP, or None ).

So urc e  Po rt Ente r the  so urc e  p o rt numb e r.

So urc e  MAC Ente r the  so urc e  MAC a d d re ss.

So urc e  Inte rfa c e  
(e x: b r0 o r 
LAN1~LAN4)

Typ e  the  na me  o f the  inte rfa c e  fro m whic h the  ma tc he d  tra ffic  is se nt.

WAN Inte rfa c e Se le c t a  WAN inte rfa c e  thro ug h whic h the  tra ffic  is se nt. Yo u must ha ve  the  WAN inte rfa c e (s) 
a lre a d y c o nfig ure d  in the  Broa dba nd  sc re e ns.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K Clic k OK to  sa ve  yo ur c ha ng e s.
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9.5  RIP Ove rvie w

Ro uting  Info rma tio n Pro to c o l (RIP, RFC 1058 a nd  RFC 1389) a llo ws the  Zyxe l De vic e  to  e xc ha ng e  ro uting  
info rma tio n with o the r ro ute rs. To  a c tiva te  RIP fo r the  WAN inte rfa c e , se le c t the  sup p o rte d  RIP ve rsio n 
a nd  o p e ra tio n.

9.5.1  RIP

Clic k Ne twork Se tting  > Routing  > RIP to  o p e n the  RIP sc re e n. Se le c t the  d e sire d  RIP ve rsio n a nd  
o p e ra tio n b y c lic king  the  c he c k b o x. To  sto p  RIP o n the  WAN inte rfa c e , c le a r the  c he c k b o x. C lic k the  
Apply b utto n to  sta rt/ sto p  RIP a nd  sa ve  the  c o nfig ura tio n.

Fig ure  125   Ne two rk Se tting  > Ro uting  > RIP

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  55   Ne two rk Se tting  > Ro uting  > RIP

LABEL DESCRIPTION

# This is the  ind e x o f the  inte rfa c e  in whic h the  RIP se tting  is use d .

Inte rfa c e This is the  na me  o f the  inte rfa c e  in whic h the  RIP se tting  is use d .

Ve rsio n The  RIP ve rsio n c o ntro ls the  fo rma t a nd  the  b ro a d c a sting  me tho d  o f the  RIP p a c ke ts tha t the  
Zyxe l De vic e  se nd s (it re c o g nize s b o th fo rma ts whe n re c e iving ). RIPv1 is unive rsa lly sup p o rte d  
b ut RIPv2 c a rrie s mo re  info rma tio n. RIPv1 is p ro b a b ly a d e q ua te  fo r mo st ne two rks, unle ss yo u 
ha ve  a n unusua l ne two rk to p o lo g y. Whe n se t to  Both, the  Zyxe l De vic e  will b ro a d c a st its ro uting  
ta b le  p e rio d ic a lly a nd  inc o rp o ra te  the  RIP info rma tio n tha t it re c e ive s

Op e ra tio n Se le c t Pa ssive  to  ha ve  the  Zyxe l De vic e  up d a te  the  ro uting  ta b le  b a se d  o n the  RIP p a c ke ts 
re c e ive d  fro m ne ig hb o rs b ut no t a d ve rtise  its ro ute  info rma tio n to  o the r ro ute rs in this inte rfa c e .

Se le c t Ac tive  to  ha ve  the  Zyxe l De vic e  a d ve rtise  its ro ute  info rma tio n a nd  a lso  liste n fo r ro uting  
up d a te s fro m ne ig hb o ring  ro ute rs.

Ena b le Se le c t the  c he c k b o x to  a c tiva te  the  se tting s.

Disa b le  De fa ult 
G a te wa y

Se le c t the  c he c k b o x to  se t the  Zyxe l De vic e  to  no t se nd  the  ro ute  info rma tio n to  the  d e fa ult 
g a te wa y.

C a nc e l C lic k Canc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .
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C HA PTER 1 0

Ne twork Addre ss Tra nsla tion

(NAT)

10.1  Ove rvie w

NAT (Ne two rk Ad d re ss Tra nsla tio n - NAT, RFC 1631) is the  tra nsla tio n o f the  IP a d d re ss o f a  ho st in a  
p a c ke t, fo r e xa mp le , the  so urc e  a d d re ss o f a n o utg o ing  p a c ke t, use d  within o ne  ne two rk to  a  d iffe re nt 
IP a d d re ss kno wn within a no the r ne two rk.

10.1.1  Wha t You Ca n Do in this Cha pte r

• Use  the  Port Forwa rding  sc re e n to  c o nfig ure  fo rwa rd  inc o ming  se rvic e  re q ue sts to  the  se rve rs o n yo ur 
lo c a l ne two rk (Se c tio n 10.2 o n p a g e  164).

• Use  the  Port Trig g e ring  sc re e n to  a d d  a nd  c o nfig ure  the  Zyxe l De vic e ’ s trig g e r p o rt se tting s (Se c tio n 
10.3 o n p a g e  167).

• Use  the  DMZ sc re e n to  c o nfig ure  a  d e fa ult se rve r (Se c tio n 10.4 o n p a g e  170).

• Use  the  ALG sc re e n to  e na b le  o r d isa b le  the  SIP ALG (Se c tio n 10.5 o n p a g e  171).

• Use  the  Addre ss Ma pping  sc re e n to  e na b le  a nd  d isa b le  the  NAT Ad d re ss Ma p p ing  in the  Zyxe l De vic e  
(Se c tio n 10.6 o n p a g e  172).

• Use  the  Se ssions sc re e n to  limit the  numb e r o f c o nc urre nt NAT se ssio ns e a c h c lie nt c a n use  (Se c tio n 
10.7 o n p a g e  174).

10.1.2  Wha t You Ne e d To Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Inside / Outside  a nd Globa l/ Loc a l

Insid e / o utsid e  d e no te s whe re  a  ho st is lo c a te d  re la tive  to  the  Zyxe l De vic e , fo r e xa mp le , the  c o mp ute rs 
o f yo ur sub sc rib e rs a re  the  insid e  ho sts, while  the  we b  se rve rs o n the  Inte rne t a re  the  o utsid e  ho sts.

G lo b a l/ lo c a l d e no te s the  IP a d d re ss o f a  ho st in a  p a c ke t a s the  p a c ke t tra ve rse s a  ro ute r, fo r e xa mp le , 
the  lo c a l a d d re ss re fe rs to  the  IP a d d re ss o f a  ho st whe n the  p a c ke t is in the  lo c a l ne two rk, while  the  
g lo b a l a d d re ss re fe rs to  the  IP a d d re ss o f the  ho st whe n the  sa me  p a c ke t is tra ve ling  in the  WAN sid e .

NAT

In the  simp le st fo rm, NAT c ha ng e s the  so urc e  IP a d d re ss in a  p a c ke t re c e ive d  fro m a  sub sc rib e r (the  
insid e  lo c a l a d d re ss) to  a no the r (the  insid e  g lo b a l a d d re ss) b e fo re  fo rwa rd ing  the  p a c ke t to  the  WAN 
sid e . Whe n the  re sp o nse  c o me s b a c k, NAT tra nsla te s the  d e stina tio n a d d re ss (the  insid e  g lo b a l a d d re ss) 
b a c k to  the  insid e  lo c a l a d d re ss b e fo re  fo rwa rd ing  it to  the  o rig ina l insid e  ho st.
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Port Forwa rding

A p o rt fo rwa rd ing  se t is a  list o f insid e  (b e hind  NAT o n the  LAN) se rve rs, fo r e xa mp le , we b  o r FTP, tha t yo u 
c a n ma ke  visib le  to  the  o utsid e  wo rld  e ve n tho ug h NAT ma ke s yo ur who le  insid e  ne two rk a p p e a r a s a  
sing le  c o mp ute r to  the  o utsid e  wo rld .

10.2  Port Forwa rding  Ove rvie w

Use  Port Forwa rding  to  fo rwa rd  inc o ming  se rvic e  re q ue sts fro m the  Inte rne t to  the  se rve r(s) o n yo ur lo c a l 
ne two rk. Po rt fo rwa rd ing  is c o mmo nly use d  whe n yo u wa nt to  ho st o nline  g a ming , P2P file  sha ring , o r 
o the r se rve rs o n yo ur ne two rk.

Yo u ma y e nte r a  sing le  p o rt numb e r o r a  ra ng e  o f p o rt numb e rs to  b e  fo rwa rd e d , a nd  the  lo c a l IP 
a d d re ss o f the  d e sire d  se rve r. The  p o rt numb e r id e ntifie s a  se rvic e ; fo r e xa mp le , we b  se rvic e  is o n p o rt 80 
a nd  FTP o n p o rt 21. In so me  c a se s, suc h a s fo r unkno wn se rvic e s o r whe re  o ne  se rve r c a n sup p o rt mo re  
tha n o ne  se rvic e  (fo r e xa mp le  b o th FTP a nd  we b  se rvic e ), it mig ht b e  b e tte r to  sp e c ify a  ra ng e  o f p o rt 
numb e rs. Yo u c a n a llo c a te  a  se rve r IP a d d re ss tha t c o rre sp o nd s to  a  p o rt o r a  ra ng e  o f p o rts. Ple a se  
re fe r to  RFC 1700 fo r furthe r info rma tio n a b o ut p o rt numb e rs.

No te : Ma ny re sid e ntia l b ro a d b a nd  ISP a c c o unts d o  no t a llo w yo u to  run a ny se rve r p ro c e sse s 
(suc h a s a  We b  o r FTP se rve r) fro m yo ur lo c a tio n. Yo ur ISP ma y p e rio d ic a lly c he c k fo r 
se rve rs a nd  ma y susp e nd  yo ur a c c o unt if it d isc o ve rs a ny a c tive  se rvic e s a t yo ur 
lo c a tio n. If yo u a re  unsure , re fe r to  yo ur ISP.

Configure  Se rve rs Be hind Port Forwa rding  (Exa mple )

Le t's sa y yo u wa nt to  a ssig n p o rts 21-25 to  o ne  FTP, Te lne t a nd  SMTP se rve r (A in the  e xa mp le ), p o rt 80 to  
a no the r (B in the  e xa mp le ), a  d e fa ult se rve r IP a d d re ss o f 192.168.1.35 to  a  third  (C  in the  e xa mp le ), a nd  
a  d e fa ult se rve r IP a d d re ss o f 192.168.1.36 to  a  fo urth (D in the  e xa mp le ). Yo u a ssig n the  LAN IP a d d re sse s 
a nd  the  ISP a ssig ns the  WAN IP a d d re ss. The  NAT ne two rk a p p e a rs a s a  sing le  ho st o n the  Inte rne t.

Fig ure  126   Multip le  Se rve rs Be hind  NAT Exa mp le
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10.2.1  Port Forwa rding

Clic k Ne twork Se tting  > NAT to  o p e n the  Port Forwarding  sc re e n.

No te : TC P p o rt 7547 is re se rve d  fo r syste m use .

Fig ure  127   Ne two rk Se tting  > NAT > Po rt Fo rwa rd ing

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

10.2.2  Add/ Edit Port Forwa rding

Cre a te  o r e d it a  p o rt fo rwa rd ing  rule . Sp e c ify e ithe r a  p o rt o r a  ra ng e  o f p o rts, a  se rve r IP a d d re ss, a nd  a  
p ro to c o l to  c o nfig ure  a  p o rt fo rwa rd ing  rule . C lic k Add Ne w Rule  in the  Port Forwa rding  sc re e n o r the  Edit 
ic o n ne xt to  a n e xisting  rule  to  o p e n the  fo llo wing  sc re e n.

Ta b le  56   Ne two rk Se tting  > NAT > Po rt Fo rwa rd ing

LABEL DESCRIPTION

Ad d  Ne w Rule Clic k this to  a d d  a  ne w p o rt fo rwa rd ing  rule .

# This is the  ind e x numb e r o f the  e ntry.

Sta tus This fie ld  ind ic a te s whe the r the  rule  is a c tive  o r no t.

A ye llo w b ulb  sig nifie s tha t this rule  is a c tive . A g ra y b ulb  sig nifie s tha t this rule  is no t a c tive .

Se rvic e  Na me This is the  se rvic e ’ s na me . This sho ws Use r De fine d  if yo u ma nua lly a d d e d  a  se rvic e . Yo u c a n 
c ha ng e  this b y c lic king  the  e d it ic o n.

O rig ina ting  IP This is the  so urc e ’ s IP a d d re ss.

WAN Inte rfa c e Se le c t the  WAN inte rfa c e  fo r whic h to  c o nfig ure  NAT p o rt fo rwa rd ing  rule s.

Se rve r IP Ad d re ss This is the  se rve r’ s IP a d d re ss.

Sta rt Po rt This is the  first e xte rna l p o rt numb e r tha t id e ntifie s a  se rvic e .

End  Po rt This is the  la st e xte rna l p o rt numb e r tha t id e ntifie s a  se rvic e .

Tra nsla tio n Sta rt 
Po rt

This is the  first inte rna l p o rt numb e r tha t id e ntifie s a  se rvic e .

Tra nsla tio n End  
Po rt

This is the  la st inte rna l p o rt numb e r tha t id e ntifie s a  se rvic e .

Pro to c o l This fie ld  d isp la ys the  p ro to c o l (TCP, UDP, TCP+UDP) use d  to  tra nsp o rt the  p a c ke ts fo r whic h 
yo u wa nt to  a p p ly the  rule .

Mo d ify Clic k the  Edit ic o n to  e d it the  p o rt fo rwa rd ing  rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  p o rt fo rwa rd ing  rule . No te  tha t sub se q ue nt a d d re ss 
ma pp ing  rule s mo ve  up  b y o ne  whe n yo u ta ke  this a c tio n.
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Fig ure  128   Po rt Fo rwa rd ing : Ad d / Ed it 

No te : To  c o nfig ure  p o rt fo rwa rd ing , yo u ne e d  to  ha ve  the  sa me  c o nfig ura tio ns in the  Sta rt 

Port, End Port, Tra nsla tion Sta rt Port, a nd  Tra nsla tion End Port fie ld s.
To  c o nfig ure  p o rt tra nsla tio n, yo u ne e d  to  ha ve  d iffe re nt c o nfig ura tio ns in the  Sta rt Port, 
End Port, Tra nsla tion Sta rt Port, a nd  Tra nsla tion End Port fie ld s.
He re  is a n e xa mp le  to  c o nfig ure  p o rt tra nsla tio n. Co nfig ure  Sta rt Port to  100, End Port to  
120, Tra nsla tion Sta rt Port to  200, a nd  Tra nsla tion End Port to  220.

No te : TC P p o rt 7547 is re se rve d  fo r syste m use .

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n. 

Ta b le  57   Po rt Fo rwa rd ing : Ad d / Ed it

LABEL DESCRIPTION

Ac tive Se le c t o r c le a r this fie ld  to  turn the  p o rt fo rwa rd ing  rule  o n o r o ff.

Se rvic e  Na me Se le c t a  se rvic e  to  fo rwa rd  o r se le c t Use r De fine d  a nd  e nte r a  na me  in the  fie ld  to  the  rig ht.

WAN Inte rfa c e Se le c t the  WAN inte rfa c e  fo r whic h to  c o nfig ure  NAT p o rt fo rwa rd ing  rule s.
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10.3  Port Trig g e ring

So me  se rvic e s use  a  d e d ic a te d  ra ng e  o f p o rts o n the  c lie nt sid e  a nd  a  d e d ic a te d  ra ng e  o f p o rts o n the  
se rve r sid e . With re g ula r p o rt fo rwa rd ing , yo u se t a  fo rwa rd ing  p o rt in NAT to  fo rwa rd  a  se rvic e  (c o ming  
in fro m the  se rve r o n the  WAN) to  the  IP a d d re ss o f a  c o mp ute r o n the  c lie nt sid e  (LAN). The  p ro b le m is 
tha t p o rt fo rwa rd ing  o nly fo rwa rd s a  se rvic e  to  a  sing le  LAN IP a d d re ss. In o rd e r to  use  the  sa me  se rvic e  
o n a  d iffe re nt LAN c o mp ute r, yo u ha ve  to  ma nua lly re p la c e  the  LAN c o mp ute r's IP a d d re ss in the  
fo rwa rd ing  p o rt with a no the r LAN c o mp ute r's IP a d d re ss.

Trig g e r p o rt fo rwa rd ing  a llo ws c o mp ute rs o n the  LAN to  d yna mic a lly ta ke  turns using  the  se rvic e . 

The  Zyxe l De vic e  re c o rd s the  IP a d d re ss o f a  LAN c o mp ute r tha t se nd s tra ffic  to  the  WAN to  re q ue st a  
se rvic e  with a  sp e c ific  p o rt numb e r a nd  p ro to c o l (a  \"trig g e r\" p o rt). Whe n the  Zyxe l De vic e 's WAN p o rt 
re c e ive s a  re sp o nse  with a  sp e c ific  p o rt numb e r a nd  p ro to c o l (\"o p e n\" p o rt), the  Zyxe l De vic e  fo rwa rd s 
the  tra ffic  to  the  LAN IP a d d re ss o f the  c o mp ute r tha t se nt the  re q ue st. Afte r tha t c o mp ute r’ s 
c o nne c tio n fo r tha t se rvic e  c lo se s, a no the r c o mp ute r o n the  LAN c a n use  the  se rvic e  in the  sa me  
ma nne r. This wa y yo u d o  no t ne e d  to  c o nfig ure  a  ne w IP a d d re ss e a c h time  yo u wa nt a  d iffe re nt LAN 
c o mp ute r to  use  the  a p p lic a tio n.

Fo r e xa mp le :

Sta rt Po rt Co nfig ure  this fo r a  use r-d e fine d  e ntry. Ente r the  o rig ina l d e stina tio n p o rt fo r the  p a c ke ts.

To  fo rwa rd  o nly o ne  po rt, e nte r the  po rt numb e r a g a in in the  End Port fie ld .

To  fo rwa rd  a  se rie s o f p o rts, e nte r the  sta rt p o rt numb e r he re  a nd  the  e nd  p o rt numb e r in the  
End Port fie ld .

End  Po rt Co nfig ure  this fo r a  use r-d e fine d  e ntry. Ente r the  la st p o rt o f the  o rig ina l d e stina tio n p o rt ra ng e .

To  fo rwa rd  o nly o ne  po rt, e nte r the  po rt numb e r in the  Sta rt Port fie ld  a b o ve  a nd  the n e nte r it 
a g a in in this fie ld .

To  fo rwa rd  a  se rie s o f p o rts, e nte r the  la st p o rt numb e r in a  se rie s tha t b e g ins with the  p o rt 
numb e r in the  Sta rt Port fie ld  a b o ve .

Tra nsla tio n Sta rt 
Po rt

Co nfig ure  this fo r a  use r-d e fine d  e ntry. This sho ws the  p o rt numb e r to  whic h yo u wa nt the  Zyxe l 
De vic e  to  tra nsla te  the  inc o ming  p o rt. Fo r a  ra ng e  o f po rts, e nte r the  first numb e r o f the  ra ng e  
to  whic h yo u wa nt the  inc o ming  p o rts tra nsla te d .

Tra nsla tio n End  
Po rt

Co nfig ure  this fo r a  use r-d e fine d  e ntry. This sho ws the  la st p o rt o f the  tra nsla te d  p o rt ra ng e .

Se rve r IP Ad d re ss Ente r the  insid e  IP a d d re ss o f the  virtua l se rve r he re .

C o nfig ure  
O rig ina ting  IP

Clic k the  Ena ble  c he c k b o x to  e nte r the  o rig ina ting  IP in the  ne xt fie ld .

O rig ina ting  IP Ente r the  o rig ina ting  IP a d d re ss he re .

Pro to c o l Se le c t the  p ro to c o l sup po rte d  b y this virtua l se rve r. Cho ic e s a re  TCP, UDP, o r TCP/ UDP.

O K Clic k this to  sa ve  yo ur c ha ng e s.

C a nc e l Clic k this to  e xit this sc re e n witho ut sa ving .

Ta b le  57   Po rt Fo rwa rd ing : Ad d / Ed it (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  129   Trig g e r Po rt Fo rwa rd ing  Pro c e ss: Exa mp le

1 Ja ne  re q ue sts a  file  fro m the  Re a l Aud io  se rve r (p o rt 7070).

2 Po rt 7070 is a  “ trig g e r”  p o rt a nd  c a use s the  Zyxe l De vic e  to  re c o rd  Ja ne ’ s c o mp ute r IP a d d re ss. The  Zyxe l 
De vic e  a sso c ia te s Ja ne 's c o mp ute r IP a d d re ss with the  "o p e n" p o rt ra ng e  o f 6970-7170.

3 The  Re a l Aud io  se rve r re sp o nd s using  a  p o rt numb e r ra ng ing  b e twe e n 6970-7170.

4 The  Zyxe l De vic e  fo rwa rd s the  tra ffic  to  Ja ne ’ s c o mp ute r IP a d d re ss.

5 Only Ja ne  c a n c o nne c t to  the  Re a l Aud io  se rve r until the  c o nne c tio n is c lo se d  o r time s o ut. The  Zyxe l 
De vic e  time s o ut in thre e  minute s with UDP (Use r Da ta g ra m Pro to c o l) o r two  ho urs with TCP/ IP (Tra nsfe r 
Co ntro l Pro to c o l/ Inte rne t Pro to c o l).

C lic k Ne twork Se tting  > NAT > Port Trig g e ring  to  o p e n the  fo llo wing  sc re e n. Use  this sc re e n to  vie w yo ur 
Zyxe l De vic e ’ s trig g e r p o rt se tting s.

No te : TC P p o rt 7547 is re se rve d  fo r syste m use .

No te : The  sum o f trig g e r p o rts in a ll rule s must b e  le ss tha n 1000 a nd  e ve ry o p e n p o rt ra ng e  
must b e  le ss tha n 1000. Whe n the  p ro to c o l is TCP/ UDP, the  p o rts a re  c o unte d  twic e .

Fig ure  130   Ne two rk Se tting  > NAT > Po rt Trig g e ring  
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

10.3.1  Add/ Edit Port Trig g e ring  Rule

This sc re e n le ts yo u c re a te  ne w p o rt trig g e ring  rule s. C lic k Add Ne w Rule  in the  Port Trig g e ring  sc re e n o r 
c lic k a  rule ’ s Edit ic o n to  o p e n the  fo llo wing  sc re e n. Use  this sc re e n to  c o nfig ure  a  p o rt o r ra ng e  o f p o rts 
a nd  p ro to c o ls fo r se nd ing  o ut re q ue sts a nd  fo r re c e iving  re sp o nse s.

Ta b le  58   Ne two rk Se tting  > NAT > Po rt Trig g e ring

LABEL DESCRIPTION

Ad d  Ne w Rule Clic k this to  c re a te  a  ne w rule .

# This is the  ind e x numb e r o f the  e ntry.

Sta tus This fie ld  d isp la ys whe the r the  po rt trig g e ring  rule  is a c tive  o r no t. A ye llo w b ulb  sig nifie s tha t this 
rule  is a c tive . A g ra y b ulb  sig nifie s tha t this rule  is no t a c tive .

Se rvic e  Na me This fie ld  d isp la ys the  na me  o f the  se rvic e  use d  b y this rule .

WAN Inte rfa c e This fie ld  sho ws the  WAN inte rfa c e  thro ug h whic h the  se rvic e  is fo rwa rd e d .

Trig g e r Sta rt Po rt The  trig g e r po rt is a  p o rt (o r a  ra ng e  o f p o rts) tha t c a use s (o r trig g e rs) the  Zyxe l De vic e  to  re c o rd  
the  IP a d d re ss o f the  LAN c o mp ute r tha t se nt the  tra ffic  to  a  se rve r o n the  WAN.

This is the  first p o rt numb e r tha t id e ntifie s a  se rvic e .

Trig g e r End  Po rt This is the  la st p o rt numb e r tha t id e ntifie s a  se rvic e .

Trig g e r Pro to . This is the  trig g e r tra nsp o rt la ye r p ro to c o l.

Op e n Sta rt Po rt The  o p e n p o rt is a  p o rt (o r a  ra ng e  o f p o rts) tha t a  se rve r o n the  WAN use s whe n it se nd s o ut a  
p a rtic ula r se rvic e . The  Zyxe l De vic e  fo rwa rd s the  tra ffic  with this p o rt (o r ra ng e  o f p o rts) to  the  
c lie nt c o mp ute r o n the  LAN tha t re q ue ste d  the  se rvic e .

This is the  first p o rt numb e r tha t id e ntifie s a  se rvic e .

Op e n End  Po rt This is the  la st p o rt numb e r tha t id e ntifie s a  se rvic e .

Op e n Pro to c o l This is the  o p e n tra nsp o rt la ye r p ro to c o l.

Mo d ify C lic k the  Edit ic o n to  e d it this rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  rule .
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Fig ure  131   Po rt Trig g e ring : Ad d / Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

10.4  DMZ

Use  this sc re e n to  sp e c ify the  IP a d d re ss o f a  d e fa ult se rve r to  re c e ive  p a c ke ts fro m p o rts no t sp e c ifie d  in 

the  Port Trig g e ring  sc re e n. The  DMZ (De Milita rize d  Zo ne ) is a  ne two rk b e twe e n the  WAN a nd  the  LAN 
tha t is a c c e ssib le  to  d e vic e s o n b o th the  WAN a nd  LAN with fire wa ll p ro te c tio n. De vic e s o n the  WAN 

Ta b le  59   Po rt Trig g e ring : Ad d / Ed it

LABEL DESCRIPTION

Ac tive Clic k to  e na b le  (b lue  switc h) o r d isa b le  (g ra y switc h) to  a c tiva te  o r d e a c tiva te  the  rule .

Se rvic e  Na me Ente r a  na me  to  id e ntify this rule  using  ke yb o a rd  c ha ra c te rs (A-Z, a -z, 1-2 a nd  so  o n).

WAN Inte rfa c e Se le c t a  WAN inte rfa c e  fo r whic h yo u wa nt to  c o nfig ure  p o rt trig g e ring  rule s.

Trig g e r Sta rt Po rt The  trig g e r po rt is a  p o rt (o r a  ra ng e  o f p o rts) tha t c a use s (o r trig g e rs) the  Zyxe l De vic e  to  re c o rd  
the  IP a d d re ss o f the  LAN c o mp ute r tha t se nt the  tra ffic  to  a  se rve r o n the  WAN.

Typ e  a  p o rt numb e r o r the  sta rting  p o rt numb e r in a  ra ng e  o f p o rt numb e rs.

Trig g e r End  Po rt Typ e  a  p o rt numb e r o r the  e nd ing  p o rt numb e r in a  ra ng e  o f p o rt numb e rs.

Trig g e r Pro to c o l Se le c t the  tra nsp o rt la ye r p ro to c o l fro m TCP, UDP, o r TCP/ UDP.

Op e n Sta rt Po rt The  o p e n p o rt is a  p o rt (o r a  ra ng e  o f p o rts) tha t a  se rve r o n the  WAN use s whe n it se nd s o ut a  
p a rtic ula r se rvic e . The  Zyxe l De vic e  fo rwa rd s the  tra ffic  with this p o rt (o r ra ng e  o f p o rts) to  the  
c lie nt c o mp ute r o n the  LAN tha t re q ue ste d  the  se rvic e .

Typ e  a  p o rt numb e r o r the  sta rting  p o rt numb e r in a  ra ng e  o f p o rt numb e rs.

Op e n End  Po rt Typ e  a  p o rt numb e r o r the  e nd ing  p o rt numb e r in a  ra ng e  o f p o rt numb e rs.

Op e n Pro to c o l Se le c t the  tra nsp o rt la ye r p ro to c o l fro m TCP, UDP, o r TCP/ UDP.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K Clic k OK to  sa ve  yo ur c ha ng e s.
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c a n initia te  c o nne c tio ns to  d e vic e s o n the  DMZ b ut no t to  tho se  o n the  LAN. 
Yo u c a n p ut p ub lic  se rve rs, suc h a s e ma il, we b , a nd  FTP se rve rs, o n the  DMZ to  p ro vid e  se rvic e s o n b o th 

the  WAN a nd  LAN. To  use  this fe a ture , yo u first ne e d  to  a ssig n a  DMZ ho st. C lic k Ne twork Se tting  > NAT > 

DMZ to  o p e n the  DMZ sc re e n.

No te : Use  a n IPv4 a d d re ss fo r the  DMZ se rve r.

No te : Ente r the  IP a d d re ss o f the  d e fa ult se rve r in the  De fa ult Se rve r Addre ss fie ld , a nd  c lic k 
Apply to  a c tiva te  the  DMZ ho st. O the rwise , c le a r the  IP a d d re ss in the  De fa ult Se rve r 

Addre ss fie ld , a nd  c lic k Apply to  d e a c tiva te  the  DMZ ho st.

Fig ure  132   Ne two rk Se tting  > NAT > DMZ

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

10.5  ALG

Clic k Ne twork Se tting  > NAT > ALG  to  o p e n the  ALG sc re e n. Use  this sc re e n to  e na b le  a nd  d isa b le  the  
NAT Ap p lic a tio n La ye r Ga te wa y (ALG) in the  Zyxe l De vic e .

Ap p lic a tio n La ye r Ga te wa y (ALG) a llo ws c e rta in a p p lic a tio ns suc h a s File  Tra nsfe r Pro to c o l (FTP), Se ssio n 
Initia tio n Pro to c o l (SIP), o r file  tra nsfe r in Insta nt Me ssa g ing  (IM) a p p lic a tio ns to  p a ss thro ug h the  Zyxe l 
De vic e .

Ta b le  60   Ne two rk Se tting  > NAT > DMZ

LABEL DESCRIPTION

De fa ult Se rve r 
Ad d re ss

Ente r the  IP a d d re ss o f the  d e fa ult se rve r whic h re c e ive s p a c ke ts fro m p o rts tha t a re  no t 
sp e c ifie d  in the  Port Forwa rding  sc re e n.

No te : If yo u d o  no t a ssig n a  d e fa ult se rve r, the  Zyxe l De vic e  d isc a rd s a ll p a c ke ts 
re c e ive d  fo r p o rts no t sp e c ifie d  in the  virtua l se rve r c o nfig ura tio n.

Ap p ly Clic k this to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.
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Fig ure  133   Ne two rk Se tting  > NAT > ALG

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

10.6  Addre ss Ma pping

Use  this sc re e n to  e na b le  o r d isa b le  the  NAT Ad d re ss Ma p p ing  in the  Zyxe l De vic e .

10.6.1  Addre ss Ma pping  Sc re e n

 C lic k Ne twork Se tting  > NAT > Addre ss Ma pping  to  o p e n the  Addre ss Ma pping  sc re e n. 

Fig ure  134   Ne two rk Se tting  > NAT > Ad d re ss Ma p p ing

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  61   Ne two rk Se tting  > NAT > ALG

LABEL DESCRIPTION

SIP ALG Clic k this (switc h turns b lue ) to  ma ke  sure  SIP (Vo IP) wo rks c o rre c tly with p o rt-fo rwa rd ing  a nd  
a d d re ss-ma pp ing  rule s. Othe rwise , c lic k this to  turn o ff (switc h turns g ra y) the  SIP ALG .

PPTP ALG Clic k this to  turn o n (switc h turns b lue ) the  PPTP ALG  o n the  Zyxe l De vic e  to  d e te c t PPTP tra ffic  
a nd  he lp  b uild  PPTP se ssio ns thro ug h the  Zyxe l De vic e ’ s NAT.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ta b le  62   Ne two rk Se tting  > NAT > Ad d re ss Ma p p ing

LABEL DESCRIPTION

Rule  Na me This is the  na me  o f the  rule .

Lo c a l Sta rt IP This is the  sta rting  Insid e  Lo c a l IP Ad d re ss (ILA).
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10.6.2  Add Ne w Rule  Sc re e n

To  a d d  o r e d it a n a d d re ss ma p p ing  rule , c lic k Add Ne w Rule  o r the  Modify ic o n in the  Addre ss Mapping  
sc re e n to  d isp la y the  sc re e n sho wn ne xt.

Fig ure  135   Ne two rk Se tting  > NAT > Ad d re ss Ma p p ing  > Ad d  Ne w Rule

Lo c a l End  IP This is the  e nd ing  Insid e  Lo c a l IP Ad d re ss (ILA). If the  rule  is fo r a ll lo c a l IP a d d re sse s, 
the n this fie ld  d isp la ys 0.0.0.0 a s the  Lo c a l Sta rt IP a d d re ss a nd  255.255.255.255 a s the  
Lo c a l End  IP a d d re ss. This fie ld  is b la nk fo r One -to -One  ma pp ing  type s.

G lo b a l Sta rt IP This is the  sta rting  Insid e  G lo b a l IP Ad d re ss (IG A). Ente r 0.0.0.0 he re  if yo u ha ve  a  
d yna mic  IP a d d re ss fro m yo ur ISP. Yo u c a n o nly d o  this fo r the  Ma ny-to -One  
ma p p ing  typ e .

G lo b a l End  IP This is the  e nd ing  Insid e  G lo b a l IP Ad d re ss (IG A). This fie ld  is b la nk fo r One -to -One  
a nd  Ma ny-to -One  ma p p ing  typ e s.

Typ e This is the  a d d re ss ma p p ing  typ e . 

One -to -One : This mo d e  ma p s o ne  lo c a l IP a d d re ss to  o ne  g lo b a l IP a d d re ss. No te  
tha t p o rt numb e rs d o  no t c ha ng e  fo r the  One -to -One  NAT ma p p ing  typ e . 

Ma ny-to -One : This mo d e  ma p s multip le  lo c a l IP a d d re sse s to  o ne  g lo b a l IP a d d re ss. 
This is e q uiva le nt to  SUA (i.e ., PAT, p o rt a d d re ss tra nsla tio n), the  De vic e 's Sing le  Use r 
Ac c o unt fe a ture  tha t p re vio us ro ute rs sup p o rte d  o nly. 

Ma ny-to -Ma ny: This mo d e  ma p s multip le  lo c a l IP a d d re sse s to  sha re d  g lo b a l IP 
a d d re sse s.

WAN Inte rfa c e This is the  WAN inte rfa c e  to  whic h the  a d d re ss ma p p ing  rule  a p p lie s.

Mo d ify C lic k the  Edit ic o n to  g o  to  the  sc re e n whe re  yo u c a n e d it the  a d d re ss ma p p ing  rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  a d d re ss ma p p ing  rule . No te  tha t 
sub se q ue nt a d d re ss ma p p ing  rule s mo ve  up  b y o ne  whe n yo u ta ke  this a c tio n. 

Ta b le  62   Ne two rk Se tting  > NAT > Ad d re ss Ma p p ing  (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

10.7  Se ssions

Use  the  Se ssions sc re e n to  limit the  numb e r o f c o nc urre nt NAT se ssio ns e a c h c lie nt c a n use . C lic k 
Ne twork Se tting  > NAT > Se ssions to  o p e n the  Se ssions sc re e n. 

Fig ure  136   Ne two rk Se tting  > NAT > Se ssio ns

Ta b le  63   Ne two rk Se tting  > NAT > Ad d re ss Ma p p ing  > Ad d  Ne w Rule

LABEL DESCRIPTION

Rule  Na me Typ e  up  to  20 a lp ha nume ric  c ha ra c te rs fo r the  na me  o f this rule .

Typ e Cho o se  the  IP/ p o rt ma p p ing  typ e  fro m o ne  o f the  fo llo wing . 

One -to -One : This mo d e  ma p s o ne  lo c a l IP a d d re ss to  o ne  g lo b a l IP a d d re ss. No te  
tha t p o rt numb e rs d o  no t c ha ng e  fo r the  One -to -One  NAT ma p p ing  typ e . 

Ma ny-to -One : This mo d e  ma p s multip le  lo c a l IP a d d re sse s to  o ne  g lo b a l IP a d d re ss. 
This is e q uiva le nt to  SUA (i.e ., PAT, p o rt a d d re ss tra nsla tio n), the  De vic e 's Sing le  Use r 
Ac c o unt fe a ture  tha t p re vio us ro ute rs sup p o rte d  o nly. 

Ma ny-to -Ma ny: This mo d e  ma p s multip le  lo c a l IP a d d re sse s to  sha re d  g lo b a l IP 
a d d re sse s.

Lo c a l Sta rt IP Ente r the  sta rting  Insid e  Lo c a l IP Ad d re ss (ILA).

Lo c a l End  IP Ente r the  e nd ing  Insid e  Lo c a l IP Ad d re ss (ILA). If the  rule  is fo r a ll lo c a l IP a d d re sse s, 
the n this fie ld  d isp la ys 0.0.0.0 a s the  Lo c a l Sta rt IP a d d re ss a nd  255.255.255.255 a s the  
Lo c a l End  IP a d d re ss. This fie ld  is b la nk fo r One -to -One  ma pp ing  type s.

G lo b a l Sta rt IP Ente r the  sta rting  Insid e  G lo b a l IP Ad d re ss (IG A). Ente r 0.0.0.0 he re  if yo u ha ve  a  
d yna mic  IP a d d re ss fro m yo ur ISP. Yo u c a n o nly d o  this fo r the  Ma ny-to -One  
ma p p ing  typ e .

G lo b a l End  IP Ente r the  e nd ing  Insid e  G lo b a l IP Ad d re ss (IG A). This fie ld  is b la nk fo r One -to -One  
a nd  Ma ny-to -One  ma p p ing  typ e s.

WAN Inte rfa c e Se le c t a  WAN inte rfa c e  to  whic h the  a d d re ss ma p p ing  rule  a p p lie s.

Ca nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving . 

OK Clic k OK to  sa ve  yo ur c ha ng e s.
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The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  64   Ne two rk Se tting  > NAT > Se ssio ns

LABEL DESCRIPTION

MAX NAT Se ssio n Pe r Ho st 
(0~20480)

Use  this fie ld  to  se t a  c o mmo n limit to  the  numb e r o f c o nc urre nt NAT se ssio ns e a c h 
c lie nt c o mp ute r c a n ha ve .

If o nly a  fe w c lie nts use  p e e r to  p e e r a pp lic a tio ns, yo u c a n ra ise  this numb e r to  
imp ro ve  the ir p e rfo rma nc e . With he a vy p e e r to  p e e r a p p lic a tio n use , lo we r this 
numb e r to  e nsure  no  sing le  c lie nt use s to o  ma ny o f the  a va ila b le  NAT se ssio ns.

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.
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C HA PTER 1 1

Dyna mic  DNS Se tup

11.1  DNS Ove rvie w

DNS

DNS (Do ma in Na me  Syste m) is fo r ma p p ing  a  d o ma in na me  to  its c o rre sp o nd ing  IP a d d re ss a nd  vic e  
ve rsa . The  DNS se rve r is e xtre me ly imp o rta nt b e c a use  witho ut it, yo u must kno w the  IP a d d re ss o f a  
ma c hine  b e fo re  yo u c a n a c c e ss it.

In a d d itio n to  the  syste m DNS se rve r(s), e a c h WAN inte rfa c e  (se rvic e ) is se t to  ha ve  its o wn sta tic  o r 
d yna mic  DNS se rve r list. Yo u c a n c o nfig ure  a  DNS sta tic  ro ute  to  fo rwa rd  DNS q ue rie s fo r c e rta in d o ma in 
na me s thro ug h a  sp e c ific  WAN inte rfa c e  to  its DNS se rve r(s). The  Zyxe l De vic e  use s a  syste m DNS se rve r 
(in the  o rd e r yo u sp e c ify in the  Broa dba nd  sc re e n) to  re so lve  d o ma in na me s tha t d o  no t ma tc h a ny DNS 
ro uting  e ntry. Afte r the  Zyxe l De vic e  re c e ive s a  DNS re p ly fro m a  DNS se rve r, it c re a te s a  ne w e ntry fo r 
the  re so lve d  IP a d d re ss in the  ro uting  ta b le .

Dyna mic  DNS

Dyna mic  DNS a llo ws yo u to  use  a  d yna mic  IP a d d re ss with o ne  o r ma ny d yna mic  DNS se rvic e s so  tha t 
a nyo ne  c a n c o nta c t yo u (in Ne tMe e ting , CU-Se e Me , e tc .). Yo u c a n a lso  a c c e ss yo ur FTP se rve r o r We b  
site  o n yo ur o wn c o mp ute r using  a  d o ma in na me  (fo r insta nc e  myho st.d hs.o rg , whe re  myho st is a  na me  
o f yo ur c ho ic e ) tha t will ne ve r c ha ng e  inste a d  o f using  a n IP a d d re ss tha t c ha ng e s e a c h time  yo u 
re c o nne c t. Yo ur frie nd s o r re la tive s will a lwa ys b e  a b le  to  c a ll yo u e ve n if the y d o n't kno w yo ur IP 
a d d re ss.

Yo u first ne e d  to  ha ve  re g iste re d  a  d yna mic  DNS a c c o unt with www.d ynd ns.o rg . This is fo r p e o p le  with a  
d yna mic  IP fro m the ir ISP o r DHCP se rve r tha t wo uld  still like  to  ha ve  a  d o ma in na me . The  Dyna mic  DNS 
se rvic e  p ro vid e r will g ive  yo u a  p a sswo rd  o r ke y.

11.1.1  Wha t You Ca n Do in this Cha pte r

• Use  the  DNS Entry sc re e n to  vie w, c o nfig ure , o r re mo ve  DNS ro ute s (Se c tio n 11.2 o n p a g e  177).

• Use  the  Dynamic  DNS sc re e n to  e na b le  DDNS a nd  c o nfig ure  the  DDNS se tting s o n the  Zyxe l De vic e  
(Se c tio n 11.3 o n p a g e  178).

11.1.2  Wha t You Ne e d To Know

DYNDNS Wildc a rd

Ena b ling  the  wild c a rd  fe a ture  fo r yo ur ho st c a use s *.yo urho st.d ynd ns.o rg  to  b e  a lia se d  to  the  sa me  IP 
a d d re ss a s yo urho st.d ynd ns.o rg . This fe a ture  is use ful if yo u wa nt to  b e  a b le  to  use , fo r e xa mp le , 
www.yo urho st.d ynd ns.o rg  a nd  still re a c h yo ur ho stna me .
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If yo u ha ve  a  p riva te  WAN IP a d d re ss, the n yo u c a nno t use  Dyna mic  DNS.

11.2  DNS Entry

DNS (Do ma in Na me  Syste m) is use d  fo r ma p p ing  a  d o ma in na me  to  its c o rre sp o nd ing  IP a d d re ss a nd  
vic e  ve rsa . Use  this sc re e n to  vie w a nd  c o nfig ure  DNS ro ute s o n the  Zyxe l De vic e . C lic k Ne twork Se tting  > 

DNS to  o p e n the  DNS Entry sc re e n.

No te : The  ho st na me  sho uld  c o nsist o f the  ho st’ s lo c a l na me  a nd  the  d o ma in na me . Fo r 
e xa mp le , Myc o mp ute r.ho me  is a  ho st na me  whe re  Myc o mp ute r is the  ho st’ s lo c a l 
na me , a nd  .ho me  is the  d o ma in na me .

Fig ure  137   Ne two rk Se tting  > DNS > DNS Entry

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

11.2.1  Add/ Edit DNS Entry

Yo u c a n ma nua lly a d d  o r e d it the  Zyxe l De vic e ’ s DNS na me  a nd  IP a d d re ss e ntry. C lic k Add Ne w DNS 

Entry in the  DNS Entry sc re e n o r the  Edit ic o n ne xt to  the  e ntry yo u wa nt to  e d it. The  sc re e n sho wn ne xt 
a p p e a rs.

Ta b le  65   Ne two rk Se tting  > DNS > DNS Entry

LABEL DESCRIPTION

Ad d  Ne w DNS Entry Clic k this to  c re a te  a  ne w DNS e ntry.

# This is the  ind e x numb e r o f the  e ntry.

Ho stNa me This ind ic a te s the  ho st na me  o r d o ma in na me .

IP Ad d re ss This ind ic a te s the  IP a d d re ss a ssig ne d  to  this c o mp ute r.

Mo d ify Clic k the  Edit ic o n to  e d it the  rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  rule .
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Fig ure  138   DNS Entry: Ad d / Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

11.3  Dyna mic  DNS

Dyna mic  DNS c a n up d a te  yo ur c urre nt d yna mic  IP a d d re ss ma p p ing  to  a  ho stna me . Co nfig ure  a  DDNS 
se rvic e  p ro vid e r o n yo ur Zyxe l De vic e . C lic k Ne twork Se tting  > DNS > Dynamic  DNS. The  sc re e n a p p e a rs 
a s sho wn.

Ta b le  66   DNS Entry: Ad d / Ed it

LABEL DESCRIPTION

Ho st Na me Ente r the  ho st na me  o f the  DNS e ntry.

IPv4 Ad d re ss Ente r the  IPv4 a d d re ss o f the  DNS e ntry.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K Clic k OK to  sa ve  yo ur c ha ng e s.
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Fig ure  139   Ne two rk Se tting  > DNS > Dyna mic  DNS

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  67   Ne two rk Se tting  > DNS > Dyna mic  DNS

LABEL DESCRIPTION

Dyna mic  DNS Se tup

Dyna mic  DNS Se le c t Ena ble  to  use  d yna mic  DNS.

Se rvic e  Pro vid e r Se le c t yo ur Dyna mic  DNS se rvic e  p ro vid e r fro m the  d ro p -d o wn list b o x.

Ho st Na me Typ e  the  d o ma in na me  a ssig ne d  to  yo ur Zyxe l De vic e  b y yo ur Dyna mic  DNS p ro vid e r.

Yo u c a n sp e c ify up  to  two  ho st na me s in the  fie ld  se p a ra te d  b y a  c o mma  (",").

Use rna me Typ e  yo ur use r na me .

Pa sswo rd Typ e  the  pa sswo rd  a ssig ne d  to  yo u.

Ena b le  Wild c a rd  
Op tio n

Se le c t the  c he c k b o x to  e na b le  DynDNS Wild c a rd .

Ena b le  O ff Line  
Op tio n (O nly 
a pp lie s to  c usto m 
DNS)

Che c k with yo ur Dyna mic  DNS se rvic e  p ro vid e r to  ha ve  tra ffic  re d ire c te d  to  a  URL (tha t 
yo u c a n sp e c ify) while  yo u a re  o ff line .

Dyna mic  DNS Sta tus

Use r 
Authe ntic a tio n 
Re sult

This sho ws Suc c e ss if the  a c c o unt is c o rre c tly se t up  with the  Dyna mic  DNS p ro vid e r 
a c c o unt.

La st Up d a te d  Time This sho ws the  la st time  the  IP a d d re ss the  Dyna mic  DNS p ro vid e r ha s a sso c ia te d  with the  
ho stna me  wa s up d a te d .

Curre nt Dyna mic  
IP

This sho ws the  IP a d d re ss yo ur Dyna mic  DNS p ro vid e r ha s c urre ntly a sso c ia te d  with the  
ho stna me .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.
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C HA PTER 1 2

SAS CBSD

12.1  SAS CBSD Ove rvie w

CBRS

Citize n Bro a d b a nd  Ra d io  Se rvic e  (CBRS) use s the  3.55 G Hz to  3.7 G Hz b a nd  fo r mo b ile  te c hno lo g y 
c a rrie rs to  p ro vid e  LTE a nd  5G  wire le ss se rvic e s. 

SAS

Sp e c trum Ac c e ss Syste m (SAS) is a  me tho d  to  a ssig n a nd  ma na g e  CBRS fre q ue nc ie s to  LTE a nd  5GT 
p ro vid e rs. The  Fe d e ra l Co mmunic a tio ns Co mmissio n (FCC) use s a  3-tie r lic e nse  syste m to  a ssig n 
b a nd wid th within the  CBRS b a nd .

• Inc umb e nt a c c e ss: The  fe d e ra l g o ve rnme nt, the  c o a sta l na vy, a nd  fixe d  sa te llite  b a se  sta tio ns.

• Prio rity Ac c e ss Lic e nse  (PAL): Ente rp rise s a nd  c a rrie rs tha t o b ta in sp e c trum fro m a  le a se  via  a n 
a uc tio n.

• Ge ne ra l Autho rize d  Ac c e ss (GAA): Unlic e nse d  use rs who  d o  no t inte rfe re  with use rs o f hig he r p rio rity.

ESC

The  Enviro nme nta l Se nsing  Ca p a b ility (ESC) is a  fre q ue nc y se nso r tha t d e te c ts use  o f the  CBRS 
a c c o rd ing  to  SAS a nd  re p o rts to  the  FCC if the re  a re  vio la tio ns.

12.1.1  Wha t You Ca n Do in this Cha pte r

• Use  the  Unre g iste re d sc re e n to  a llo w the  Zyxe l De vic e  to  re g iste r with the  SAS fo r a  p e rmissio n to  
tra nsmit d a ta  (Se c tio n 12.2 o n p a g e  181).

• Use  the  Idle  re g iste re d sc re e n to  c o nfig ure  the  insta lla tio n site  o f the  Zyxe l De vic e (Se c tio n 12.3 o n 
p a g e  182).

• Use  the  Gra nte d  sc re e n to  c o nfig ure  the  a nte nna  se tting  o n the  Zyxe l De vic e  (Se c tio n 12.4 o n p a g e  
184).

• Use  the  Authorize d sc re e n to  e na b le  a  Ce rtifie d  Pro fe ssio na l Insta lle r (CPI) to  p ro vid e  info rma tio n fo r 
the  SAS (Se c tio n 12.5 o n p a g e  185).
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12.1.2  Wha t You Ne e d to  Know

CBSD

Any c e rtifie d  Citize n Bro a d b a nd  Ra d io  Se rvic e  De vic e  (CBSD) must fo llo w the  SAS p ro c e d ure s to  initia te  
re q ue sts fo r d a ta  tra nsmissio n. The  SAS in c ha rg e  o f sc he d uling  fre q ue nc y will a utho rize , susp e nd , o r 
te rmina te  re q ue sts a c c o rd ing  to  va rio us o p e ra tio na l p a ra me te rs in g ive n re q ue st me ssa g e s. A CBSD is 
a llo we d  to  ta ke  the  fo llo wing  six me a sure s to  inte ra c t with the  SAS. 

• SAS Disc o ve ry: Prio r to  the  Re g istra tio n p ro c e d ure , a  CBSD must initia te  a n SAS Disc o ve ry p ro c e d ure  to  
e sta b lish a  suc c e ssful SAS se ssio n to  b e  re c o g nize d  b y the  SAS. If the  re q ue st fa ils, the  SAS will se nd  a  
re sp o nse  with a n e rro r c o d e .

• Re g istra tio n: It is ma nd a to ry fo r a  CBSD to  initia te  a  Re g istra tio n re q ue st to  o b ta in a  CBSD ID. If the  
re q ue st fa ils, the  CBSD c a n c o ntinue  se nd ing  the  re q ue st until it is a c c e p te d  o r re vo ke d .

• Sp e c trum Inq uiry: Prio r to  se nd ing  a  G ra nt re q ue st, a  CBSD ma y se nd  a  re q ue st to  the  SAS to  a c q uire  
info rma tio n o n a va ila b le  fre q ue nc y ra ng e s. If the  re q ue st fa ils, the  SAS will se nd  a  re sp o nse  with a n 
e rro r c o d e .

• Gra nt: A CBSD must se nd  a  Gra nt re q ue st with the  p a ra me te rs, inc lud ing  the  fre q ue nc y ra ng e , 
ma ximum EIRP, a nd  the  d e sire d  a c c e ss lic e nse . If the  re q ue st fa ils, the  SAS will se nd  a  re sp o nse  with 
a n e rro r c o d e .

• He a rtb e a t: A CBSD must se nd  a  He a rtb e a t re q ue st a fte r re c e iving  a  g ra nt to  info rm the  SAS tha t it 
ne e d s a n a c c e ss to  the  a llo c a te d  sp e c trum. Afte r the  SAS a p p ro ve s the  re q ue st, the  CBSD is a llo we d  
to  use  the  a llo c a te d  sp e c trum to  tra nsmit d a ta . 

• Re linq uish: A CBSD must se nd  a  Re linq uish re q ue st whe n it no  lo ng e r wa nts to  use  the  a llo c a te d  
sp e c trum.

• De re g iste r: A CBSD must se nd  a  De re g iste r re q ue st if the  CBSD is no t in the  sa me  g e o g ra p hic a l p la c e  
o r is d e c o mmissio ne d . Afte r the  CBSD re c e ive s the  d e re g iste r re sp o nse  a nd  re mo ve s a ll the  e xisting  
g ra nts, it c o nsid e rs itse lf a s unre g iste re d .

12.2  The  Unre g iste re d Sc re e n

Use  this sc re e n to  initia te  a  re q ue st to  tra nsmit d a ta  in CBRS fo r a n unre g iste re d  Zyxe l De vic e . C lic k 
Ne twork Se tting  > SAS CBSD > Unre g iste re d to  o p e n the  Unre g iste re d sc re e n.
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Fig ure  140   Ne two rk Se tting  > SAS CBSD > Unre g iste re d

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

12.3  The  Idle  Re g iste re d Sc re e n

Clic k Ne twork Se tting  > SAS CBSD > Idle  Re giste re d to  o p e n the  Idle  Re g iste re d sc re e n.

Ta b le  68   Ne two rk Se tting  > SAS CBSD > Unre g iste re d

LABEL DESCRIPTION

UNREG ISTERED

CBSD Ena b le Se le c t this to  e na b le  the  Zyxe l De vic e  to  fo llo w the  SAS p ro c e d ure s to  initia te  a  
re q ue st fo r d a ta  tra nsmissio n.

Auto  Re g istra tio n Se le c t this to  e na b le  the  Zyxe l De vic e  to  a uto ma tic a lly sta rt the  re g istra tio n with the  
SAS a fte r the  Zyxe l De vic e  is turne d  o n.

Pro c e ss Se le c t Sta rt to  re g iste r, Sta rt to  de re g iste r, Sta rt to  re linquish, o r None  fro m the  d ro p  
d o wn list b o x to  initia te  the  c o nfig ura tio n. 

Se le c t Sta rt to  re g iste r, if yo u ha ve  no t re g iste re d  to  the  SAS ye t.

Se le c t Sta rt to  de re g iste r, if the  CBSD is d e c o mmissio ne d  o r mo ve d  to  a  d iffe re nt site . 

Se le c t Sta rt to  re linquish, if yo u no  lo ng e r wa nt to  use  the  a llo c a te d  sp e c trum. 

Se le c t None , if yo u o nly wa nt to  up d a te  the  CBSD se tting s, suc h a s CBRS Ena ble  a nd  
Auto  Re g istra tion.
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Fig ure  141   Ne two rk Se tting  > SAS CBSD > Id le  Re g iste re d

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  69   Ne two rk Se tting  > SAS CBSD > Id le  Re g iste re d

LABEL DESCRIPTION

IDLE REG ISTERED

CBSD Ena b le Se le c t this to  e na b le  the  Zyxe l De vic e  to  fo llo w the  SAS p ro c e d ure s to  initia te  
re q ue sts fo r d a ta  tra nsmissio n.

Auto  Re g istra tio n Se le c t this to  e na b le  the  Zyxe l De vic e  to  a uto ma tic a lly sta rt the  re g istra tio n with the  
SAS a fte r the  Zyxe l De vic e  is turne d  o n.

Pro c e ss Se le c t Sta rt to  re g iste r, Sta rt to  de re g iste r, Sta rt to  re linquish, o r None  fro m the  d ro p  
d o wn list b o x to  initia te  the  c o nfig ura tio n. 

Se le c t Sta rt to  re g iste r, if yo u ha ve  no t re g iste re d  to  the  SAS ye t.

Se le c t Sta rt to  de re g iste r, if the  CBSD is d e c o mmissio ne d  o r mo ve d  to  a  d iffe re nt site . 

Se le c t Sta rt to  re linquish, if yo u no  lo ng e r wa nt to  use  the  a llo c a te d  sp e c trum. 

Se le c t None , if yo u o nly wa nt to  up d a te  the  CBSD se tting s, suc h a s CBRS Ena ble  a nd  
Auto  Re g istra tion.

Use r ID Ente r the  use r ID a utho rize d  b y the  SAS to  c o mmunic a te  with the  SAS se rve r. The  use r 
ID c o nta ins up  to  64 a lp ha nume ric  c ha ra c te rs. Also , sp a c e s a nd  the  fo llo wing  
sp e c ia l c ha ra c te rs liste d  in the  b ra c ke ts ["̀ <>^$|&;\/ :*? '] a re  no t a llo we d  fo r Use r ID.

No te : The  Zyxe l De vic e ’ s se ria l numb e r se rve s a s the  use r ID b y d e fa ult to  
c o mmunic a te  with the  SAS se rve r.

FCC  ID Ente r the  FCC  ID va lid a te d  b y the  FCC  d a ta b a se  to  c o mmunic a te  with the  SAS 
se rve r. The  FC C ID c o nta ins up  to  20 a lp ha nume ric  c ha ra c te rs. Also , sp a c e s a nd  the  
fo llo wing  sp e c ia l c ha ra c te rs liste d  in the  b ra c ke ts ["̀ <>^$|&;\/ :*? '] a re  no t a llo we d  
fo r FCC ID.
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12.4  The  Gra nte d Sc re e n

Clic k Ne twork Se tting  > SAS CBSD > Gra nte d to  o p e n the  Gra nte d sc re e n.

Fig ure  142   Ne two rk Se tting  > SAS CBSD > Gra nte d

C BSD Ca te g o ry Se le c t a  C BSD c a te g o ry (A  o r B) fro m the  d ro p  d o wn list b o x. 

Ca te g o ry A re fe rs to  the  C BSDs insta lle d  with a nte nna s no t e xc e e d ing  6 me te rs. 
Ca te g o ry B re fe rs to  the  CBSDs insta lle d  with a nte nna s e xc e e d ing  6 me te rs. The  
ma ximum EIRP o f a  c a te g o ry A CBSD is 30 d Bm/ 10MHz, while  the  ma ximum EIRP o f a  
c a te g o ry B CBSD is 47 d Bm/ 10MHz. 

EIRP is the  me a sure d  o utp ut p o we r o f a n iso tro p ic  a nte nna  in a  sp e c ific  d ire c tio n. 
The  e q ua tio n o f EIRP is :

EIRP= The  o utp ut p o we r o f the  a nte nna  (d Bm) - C a b le  Lo ss (d B) + Ante nna  G a in 
(d Bi)

Ra d io  Te c hno lo g y Se le c t the  p a ra me te r o f the  ra d io  te c hno lo g y use d  b y the  Zyxe l De vic e  fro m the  
d ro p  d o wn list b o x. The  d e fa ult va lue , E_UTRA, me a ns the  LTE te c hno lo g y.

La titud e Sp e c ify the  la titud e  o f the  insta lla tio n site  me a sure d  b y a  G PS d e vic e .

Lo ng itud e Sp e c ify the  lo ng itud e  o f the  insta lla tio n site  me a sure d  b y a  G PS d e vic e .

He ig ht Sp e c ify the  he ig ht o f the  a nte nna  o n the  Zyxe l De vic e  me a sure d  b y a  G PS d e vic e . 

He ig ht Typ e Se le c t the  he ig ht type  o f the  insta lla tio n fro m the  d ro p  d o wn list b o x. The  d e fa ult 
se tting  is AGL (Ab o ve  G ro und  Le ve l).

Ho rizo nta l Ac c ura c y The  ho rizo nta l a c c ura c y ve rifie s if the  C BSD a nte nna ’ s ho rizo nta l lo c a tio n is a c c ura te  
b a se d  o n FC C re q uire me nts. The  va lue  sho uld  b e  le ss tha n 50 me te rs (0-50000000) 
a nd  is a c c ura te  to  the  sixth d e c ima l p la c e .

Ve rtic a l Ac c ura c y The  ve rtic a l a c c ura c y ve rifie s if the  CBSD a nte nna ’ s ve rtic a l lo c a tio n is a c c ura te  
b a se d  o n FCC re q uire me nts. The  va lue  sho uld  b e  le ss tha n 3 me te rs (0-3000000) a nd  
is a c c ura te  to  the  sixth d e c ima l p la c e .

Ta b le  69   Ne two rk Se tting  > SAS CBSD > Id le  Re g iste re d

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

12.5  The  Authorize d Sc re e n

Clic k Ne twork Se tting  > SAS CBSD > Authorize d to  o p e n the  Authorize d sc re e n.

Fig ure  143   Ne two rk Se tting  > SAS CBSD > Autho rize d

Ta b le  70   Ne two rk Se tting  > SAS CBSD > G ra nte d

LABEL DESCRIPTION

G ra nte d

Ind o o r De p lo yme nt Se le c t this to  ve rify tha t the  a nte nna  o n Zyxe l De vic e  is ind o o r. Othe rwise , SAS will 
c o nsid e r it a s a n o utd o o r d e vic e  a nd  a p p ly the  sta nd a rd  o f Ca te g o ry B to  the  Zyxe l 
De vic e , whic h is like ly to  c a use  a  fa ile d  re g istra tio n.

Ante nna  Azimuth Ente r the  up wa rd  a ng le  me a sure d  b y a  G PS lo c a te r. 

Ante nna  Do wntilt Ente r the  d o wnwa rd  a ng le  me a sure d  b y a  G PS lo c a te r.

Ante nna  G a in Ente r the  ma ximum a nte nna  g a in b a se d  o n the  se tup  o f the  a nte nna . The  va lue  is 
b e twe e n -127 d Bi a nd  128 d Bi. The  d e fa ult va lue  o f the  a nte nna  g a in fo r the  LTE7485-
S905 is 13.

Eirp  Ca p a b ility Ente r the  ma ximum o f the  Effe c tive  Iso tro p ic  Ra d ia te d  Po we r (EIRP) in d Bm/ 10MHz. 
The  a llo we d  ra ng e  is b e twe e n -127 a nd  +47 (d Bm/ 10MHz). The  d e fa ult va lue  o f the  
EIRP c a p a b ility fo r the  LTE7485-S905 is 36.

Ante nna  Be a mwid th Ente r the  b e a mwid th o f the  a nte nna  o n the  Zyxe l De vic e . The  d e fa ult va lue  fo r the  
LTE7485-S905 is 57 d e g re e .

Ante nna  Mo d e l Ente r the  mo d e l typ e  o f the  a nte nna  o n the  Zyxe l De vic e .

Lo w Fre q ue nc y Ente r the  lo we st fre q ue nc y o f the  Zyxe l De vic e . The  a llo we d  fre q ue nc y ra ng e  is 
b e twe e n 3550 MHz a nd  3700 MHz.

Hig h Fre q ue nc y Ente r the  hig he st fre q ue nc y o f the  Zyxe l De vic e . The  a llo we d  fre q ue nc y ra ng e  is 
b e twe e n 3550 MHz a nd  3700 MHz.

Ma ximum Eirp Ente r the  ma ximum o f the  Effe c tive  Iso tro p ic  Ra d ia te d  Po we r (EIRP) in d Bm/ MHz.  
The  a llo we d  ra ng e  is b e twe e n -137 a nd  +37 (d Bm/ MHz). If the  ma ximum EIRP o f the  
re g istra tio n p a ra me te rs is within this fre q ue nc y ra ng e , it is mo re  like ly to  o b ta in a  
g ra nt fo r d a ta  tra nsmissio n.

SAS O pe ra to r Se le c t the  SAS o p e ra to r fro m the  d ro p  d o wn list b o x tha t the  Zyxe l De vic e  use s.

SAS Ad d re ss Ente r the  IP a d d re ss o f the  SAS se rve r.

SAS ROO T Ce rtific a te Se le c t the  SAS ro o t c e rtific a te  p ro vid e d  b y the  SAS to  c o mmunic a te  with the  SAS 
se rve r. The  sup p o rt fo rma ts inc lud e  X.509 PEM, X.509 DER, PKCS7, a nd  PKCS7 DER.

CBSD Ce rtific a te Se le c t the  CBSD c e rtific a te  inc lud ing  sp e c ific  p ub lic  a nd  p riva te  ke ys to  
c o mmunic a te  with the  SAS se rve r. The  sup p o rt fo rma ts inc lud e  X.509 PEM a nd  
PKC12.

Ca nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.



Cha p te r 12 SAS CBSD

LTE Se rie s Use r’ s G uid e

186

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  71   Ne two rk Se tting  > SAS CBSD > Autho rize d

LABEL DESCRIPTION

Autho rize d

C PI Ena b le Se le c t this to  e na b le  a  C PI to  p ro vid e  sp e c ific  info rma tio n fo r the  SAS. O the rwise , 
se le c t d isa b le  if CPI d a ta  is no t re q uire d  fo r the  g ive n insta lla tio n p ro c e sse s.

C PI ID Ente r the  C PI id e ntific a tio n numb e r a utho rize d  b y the  FCC .

C PI Na me Ente r the  C PI na me  a utho rize d  b y the  FC C.

Insta ll Ce rtific a tio n Time Ente r the  time  a nd  d a te  o f the  insta lla tio n c e rtifie d  b y the  CPI.

C PI Sig ne d  Da ta Se le c t the  C PI sig ne d  d a ta  inc lud ing  the  spe c ific  CPI p riva te  ke y to  va lid a te  the  
le g itima c y o f the  insta lla tio n. C lic k Se c urity > Ce rtific a te  to  imp o rt d a ta .
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C HA PTER 1 3

USB Se rvic e

13.1  USB Se rvic e  Ove rvie w

Yo u c a n sha re  file s o n a  USB me mo ry stic k o r ha rd  d rive  c o nne c te d  to  yo ur Zyxe l De vic e  with use rs o n 
yo ur ne two rk.

The  fo llo wing  fig ure  is a n o ve rvie w o f the  Zyxe l De vic e ’ s file  se rve r fe a ture . Co mp ute rs A  a nd  B c a n 
a c c e ss file s o n a  USB d e vic e  (C ) whic h is c o nne c te d  to  the  Zyxe l De vic e .

Fig ure  144   File  Sha ring  Ove rvie w

The  Zyxe l De vic e  will no t b e  a b le  to  jo in the  wo rkg ro up  if yo ur lo c a l a re a  ne two rk ha s re stric tio ns 
se t up  tha t d o  no t a llo w d e vic e s to  jo in a  wo rkg ro up . In this c a se , c o nta c t yo ur ne two rk 
a d ministra to r.

13.1.1  Wha t You Ne e d To Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

13.1.1.1  About File  Sha ring

Workg roup Na me

This is the  na me  g ive n to  a  se t o f c o mp ute rs tha t a re  c o nne c te d  o n a  ne two rk a nd  sha re  re so urc e s suc h 
a s a  p rinte r o r file s. Wind o ws a uto ma tic a lly a ssig ns the  wo rkg ro up  na me  whe n yo u se t up  a  ne two rk. 

DSL



Cha p te r 13 USB Se rvic e

LTE Se rie s Use r’ s G uid e

188

Sha re s

Whe n se tting s a re  se t to  d e fa ult, e a c h USB d e vic e  c o nne c te d  to  the  Zyxe l De vic e  is g ive n a  fo ld e r, 
c a lle d  a  “ sha re ” . If a  USB ha rd  d rive  c o nne c te d  to  the  Zyxe l De vic e  ha s mo re  tha n o ne  p a rtitio n, the n 
e a c h p a rtitio n will b e  a llo c a te d  a  sha re . Yo u c a n a lso  c o nfig ure  a  “ sha re ”  to  b e  a  sub -fo ld e r o r file  o n 
the  USB d e vic e .

File  Syste ms

A file  syste m is a  wa y o f sto ring  a nd  o rg a nizing  file s o n yo ur ha rd  d rive  a nd  sto ra g e  d e vic e . O fte n 
d iffe re nt o p e ra ting  syste ms suc h a s Wind o ws o r Linux ha ve  d iffe re nt file  syste ms. The  file  sha ring  fe a ture  
o n yo ur Zyxe l De vic e  sup p o rts File  Allo c a tio n Ta b le  (FAT) a nd  FAT32.

Common Inte rne t File  Syste m

The  Zyxe l De vic e  use s Co mmo n Inte rne t File  Syste m (C IFS) p ro to c o l fo r its file  sha ring  func tio ns. CIFS 
c o mp a tib le  c o mp ute rs c a n a c c e ss the  USB file  sto ra g e  d e vic e s c o nne c te d  to  the  Zyxe l De vic e . CIFS 
p ro to c o l is sup p o rte d  o n Mic ro so ft Wind o ws, Linux Sa mb a  a nd  o the r o p e ra ting  syste ms (re fe r to  yo ur 
syste ms sp e c ific a tio ns fo r CIFS c o mp a tib ility).

13.1.2  Be fore  You Be g in

Ma ke  sure  the  Zyxe l De vic e  is c o nne c te d  to  yo ur ne two rk a nd  turne d  o n.

1 Co nne c t the  USB d e vic e  to  o ne  o f the  Zyxe l De vic e ’ s USB p o rt. Ma ke  sure  the  Zyxe l De vic e  is c o nne c te d  
to  yo ur ne two rk.

2 The  Zyxe l De vic e  d e te c ts the  USB d e vic e  a nd  ma ke s its c o nte nts a va ila b le  fo r b ro wsing . If yo u a re  
c o nne c ting  a  USB ha rd  d rive  tha t c o me s with a n e xte rna l p o we r sup p ly, ma ke  sure  it is c o nne c te d  to  a n 
a p p ro p ria te  p o we r so urc e  tha t is o n.

No te : If yo ur USB d e vic e  c a nno t b e  d e te c te d  b y the  Zyxe l De vic e , se e  the  tro ub le sho o ting  fo r 
sug g e stio ns.

13.2  USB Se rvic e

Use  this sc re e n to  se t up  file  sha ring  thro ug h the  Zyxe l De vic e . The  Zyxe l De vic e ’ s LAN use rs c a n a c c e ss 
the  sha re d  fo ld e r (o r sha re ) fro m the  USB d e vic e  inse rte d  in the  Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k 
Ne twork Se tting  > USB Se rvic e .
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Fig ure  145   Ne two rk Se tting  > USB Se rvic e

No te : Sha re  Dire c to ry List fie ld  a p p e a rs whe n yo u c o nne c t a  USB d e vic e  to  the  USB p o rt. 
O the rwise , it d o e s no t.

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  72   Ne two rk Se tting  > USB Se rvic e  > File  Sha ring

LABEL DESCRIPTION

Info rma tio n

Vo lume This is the  vo lume  na me  the  Zyxe l De vic e  g ive s to  a n inse rte d  USB d e vic e .

Ca p a c ity This is the  to ta l a va ila b le  me mo ry size  (in me g a b yte s) o n the  USB d e vic e .

Use d  Sp a c e This is the  me mo ry size  (in me g a b yte s) a lre a d y use d  o n the  USB d e vic e .

Se rve r Co nfig ura tio n

File  Sha ring  
Se rvic e s

Clic k this switc h to  e na b le  o r d isa b le  file  sha ring  thro ug h the  Zyxe l De vic e . Whe n the  switc h g o e s 
to  the  rig ht , the  func tio n is e na b le d . Othe rwise , it is no t. 

Sha re  Dire c to ry List

Ad d  Ne w Sha re Clic k this to  se t up  a  ne w sha re  o n the  Zyxe l De vic e .

Ac tive  Se le c t this to  a llo w the  sha re  to  b e  a c c e sse d .

Sta tus This fie ld  sho ws the  sta tus o f the  sha re

: The  sha re  is no t a c tiva te d .

: The  sha re  is a c tiva te d .
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13.2.1  Add Ne w Sha re

Use  this sc re e n to  se t up  a  ne w sha re  o r e d it a n e xisting  sha re  o n the  Zyxe l De vic e . C lic k Add Ne w Sha re  
in the  File  Sha ring  sc re e n o r c lic k the  Edit/ Modify ic o n ne xt to  a n e xisting  sha re .

Ple a se  no te  tha t yo u ne e d  to  se t up  yo ur sha re s in the  USB b e fo re  e na b ling  file  sha ring  in the  Zyxe l 
De vic e . Also , sp a c e s a nd  the  fo llo wing  sp e c ia l c ha ra c te rs liste d  in the  b ra c ke ts ["̀ <>^$|&;\/ :*? '] a re  no t 
a llo we d  fo r the  USB sha re  na me .

Fig ure  146   Ne two rk Se tting  > USB Se rvic e  > File  Sha ring  > Ad d  Ne w Sha re

Sha re  Na me This fie ld  d isp la ys the  na me  o f the  file  yo u sha re d .

Sha re  Pa th This fie ld  d isp la ys the  lo c a tio n in the  USB o f the  file  yo u sha re d . 

Sha re  
De sc rip tio n

This fie ld  d isp la ys a  d e sc rip tio n o f the  file  yo u sha re d .

Mo d ify Clic k the  Edit ic o n to  c ha ng e  the  se tting s o f a n e xisting  sha re .

C lic k the  De le te  ic o n to  d e le te  this sha re  in the  list.

Ac c o unt Ma na g e me nt

Ad d  Ne w Use r Clic k this b utto n to  c re a te  a  use r a c c o unt to  a c c e ss the  se c ure d  sha re s. This b utto n re d ire c ts yo u 
to  Ma inte na nc e  > Use r Ac c ount.

Sta tus This fie ld  sho ws the  sta tus o f the  use r.

: The  use r a c c o unt is no t a c tiva te d  fo r the  sha re .

: The  use r a c c o unt is a c tiva te d  fo r the  sha re .

Use r Na me This is the  na me  o f a  use r who  is a llo we d  to  a c c e ss the  se c ure d  sha re s o n the  USB d e vic e .

C a nc e l C lic k this to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly Clic k this to  sa ve  yo ur c ha ng e s to  the  Zyxe l De vic e .

Ta b le  72   Ne two rk Se tting  > USB Se rvic e  > File  Sha ring

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this me nu.

13.2.2  The  Add Ne w Use r Sc re e n

Onc e  yo u c lic k the  Add Ne w Use r b utto n, yo u’ ll b e  d ire c te d  to  the  Use r Ac c ount sc re e n. To  c re a te  a  
use r a c c o unt tha t c a n a c c e ss the  se c ure d  sha re s o n the  USB d e vic e , c lic k the  Add Ne w Ac c ount b utto n 
in the  Ne twork Se tting  > USB Se rvic e  > Use r Ac c ount sc re e n.

Ple a se  se e  Cha p te r 27 o n p a g e  253, fo r d e ta ile d  info rma tio n a b o ut Use r Ac c ount sc re e n.

Ta b le  73   Ne two rk Se tting  > USB Se rvic e  > Me d ia  Se rve r

LABEL DESCRIPTION

Vo lume Se le c t the  vo lume  in the  USB sto ra g e  d e vic e  tha t yo u wa nt to  a d d  a s a  sha re  in the  Zyxe l 
De vic e .

This fie ld  is re a d -o nly whe n yo u a re  e d iting  the  sha re .

Sha re  Pa th Ma nua lly e nte r the  file  p a th fo r the  sha re , o r c lic k the  Browse  b utto n a nd  se le c t the  fo ld e r tha t 
yo u wa nt to  a d d  a s a  sha re . 

This fie ld  is re a d -o nly whe n yo u a re  e d iting  the  sha re .

De sc rip tio n Yo u c a n e ithe r e nte r a  sho rt d e sc rip tio n o f the  sha re , o r le a ve  this fie ld  b la nk.

Ac c e ss Le ve l Se le c t Public  if yo u wa nt the  sha re  to  b e  a c c e sse d  b y use rs c o nne c ting  to  the  Zyxe l De vic e . 
O the rwise , se le c t Se c urity.

Allo we d If Se c urity is se le c te d  in the  Ac c e ss Le ve l fie ld , se le c t this c he c k b o x to  a llo w/ p ro hib it a c c e ss to  
the  sha re .

Use r Na me This fie ld  sp e c ifie s the  use r fo r whic h the  Allowe d  se tting  a pp lie s. Use rs c a n b e  a d d e d  o r 
mo d ifie d  in Ma inte na nc e  > Use r Ac c ount.

C a nc e l C lic k Ca nc e l to  re turn to  the  p re vio us sc re e n.

O K Clic k OK to  sa ve  yo ur c ha ng e s.
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C HA PTER 1 4

Fire wa ll

14.1  Ove rvie w

This c ha p te r sho ws yo u ho w to  e na b le  the  Zyxe l De vic e  fire wa ll. Use  the  fire wa ll to  p ro te c t yo ur Zyxe l 
De vic e  a nd  ne two rk fro m a tta c ks b y ha c ke rs o n the  Inte rne t a nd  c o ntro l a c c e ss to  it. The  fire wa ll:

• a llo ws tra ffic  tha t o rig ina te s fro m yo ur LAN c o mp ute rs to  g o  to  a ll o the r ne two rks.

• b lo c ks tra ffic  tha t o rig ina te s o n o the r ne two rks fro m g o ing  to  the  LAN.

By d e fa ult, the  Zyxe l De vic e  b lo c ks Do S a tta c ks whe the r the  fire wa ll is e na b le d  o r d isa b le d .

The  fo llo wing  fig ure  illustra te s the  fire wa ll a c tio n. Use r A  c a n initia te  a n IM (Insta nt Me ssa g ing ) se ssio n 
fro m the  LAN to  the  WAN (1). Re turn tra ffic  fo r this se ssio n is a lso  a llo we d  (2). Ho we ve r o the r tra ffic  
initia te d  fro m the  WAN is b lo c ke d  (3 a nd  4).

Fig ure  147   De fa ult Fire wa ll Ac tio n

14.1.1  Wha t You Ne e d to  Know About Fire wa ll

DoS

De nia ls o f Se rvic e  (Do S) a tta c ks a re  a ime d  a t d e vic e s a nd  ne two rks with a  c o nne c tio n to  the  Inte rne t. 
The ir g o a l is no t to  ste a l info rma tio n, b ut to  d isa b le  a  d e vic e  o r ne two rk so  use rs no  lo ng e r ha ve  a c c e ss 
to  ne two rk re so urc e s. The  Zyxe l De vic e  is p re -c o nfig ure d  to  a uto ma tic a lly d e te c t a nd  thwa rt a ll kno wn 
Do S a tta c ks.

ICMP

Inte rne t Co ntro l Me ssa g e  Pro to c o l (ICMP) is a  me ssa g e  c o ntro l a nd  e rro r-re p o rting  p ro to c o l b e twe e n a  
ho st se rve r a nd  a  g a te wa y to  the  Inte rne t. ICMP use s Inte rne t Pro to c o l (IP) d a ta g ra ms, b ut the  me ssa g e s 
a re  p ro c e sse d  b y the  TCP/ IP so ftwa re  a nd  d ire c tly a p p a re nt to  the  a p p lic a tio n use r.
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DoS Thre sholds

Fo r Do S a tta c ks, the  Zyxe l De vic e  use s thre sho ld s to  d e te rmine  whe n to  d ro p  se ssio ns tha t d o  no t 
b e c o me  fully e sta b lishe d . The se  thre sho ld s a p p ly g lo b a lly to  a ll se ssio ns. Yo u c a n use  the  d e fa ult 
thre sho ld  va lue s, o r yo u c a n c ha ng e  the m to  va lue s mo re  suita b le  to  yo ur se c urity re q uire me nts.

14.2  Fire wa ll

14.2.1  Wha t You Ca n Do in this Cha pte r

• Use  the  Ge ne ra l sc re e n to  c o nfig ure  the  se c urity le ve l o f the  fire wa ll o n the  Zyxe l De vic e  (Se c tio n 14.3 
o n p a g e  193).

• Use  the  Protoc ol sc re e n to  a d d  o r re mo ve  p re d e fine d  Inte rne t se rvic e s a nd  c o nfig ure  fire wa ll rule s 
(Se c tio n 14.4 o n p a g e  195).

• Use  the  Ac c e ss Control sc re e n to  vie w a nd  c o nfig ure  inc o ming / o utg o ing  filte ring  rule s (Se c tio n 14.5 
o n p a g e  196).

• Use  the  DoS sc re e n to  a c tiva te  p ro te c tio n a g a inst De nia l o f Se rvic e  (Do S) a tta c ks (Se c tio n 14.6 o n 
p a g e  199).

14.3  Fire wa ll Ge ne ra l Se tting s

Use  the  fire wa ll to  p ro te c t yo ur Zyxe l De vic e  a nd  ne two rk fro m a tta c ks b y ha c ke rs o n the  Inte rne t a nd  
c o ntro l a c c e ss to  it. Use  this sc re e n to  se t the  se c urity le ve l o f the  fire wa ll o n the  Zyxe l De vic e . Fire wa ll 
rule s a re  g ro up e d  b a se d  o n the  d ire c tio n o f tra ve l o f p a c ke ts. A hig he r fire wa ll le ve l me a ns mo re  
re stric tio ns o n the  Inte rne t a c tivitie s yo u c a n p e rfo rm. Clic k Se c urity > Fire wa ll > Ge ne ra l to  d isp la y the  
fo llo wing  sc re e n. Use  the  slid e r to  se le c t the  le ve l o f fire wa ll p ro te c tio n.
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Fig ure  148   Se c urity > Fire wa ll > G e ne ra l

No te : LAN to  WAN is yo ur a c c e ss to  a ll Inte rne t se rvic e s. WAN to  LAN is the  a c c e ss o f o the r 
c o mp ute rs o n the  Inte rne t to  d e vic e s b e hind  the  Zyxe l De vic e .
Whe n the  se c urity le ve l is se t to  Hig h, Te lne t, FTP, HTTP, HTTPS, DNS, IMAP, POP3, SMTP, 
a nd / o r IPv6 IC MPv6 (Ping ) tra ffic  fro m the  LAN a re  still a llo we d .

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  74   Se c urity > Fire wa ll > G e ne ra l

LABEL DESCRIPTION

IPv4 
Fire wa ll

Ena b le  fire wa ll p ro te c tio n whe n using  IPv4 (Inte rne t Pro to c o l ve rsio n 4).

IPv6 
Fire wa ll

Ena b le  fire wa ll p ro te c tio n whe n using  IPv6 (Inte rne t Pro to c o l ve rsio n 6).

Hig h This se tting  b lo c ks a ll tra ffic  to  a nd  fro m the  Inte rne t. Only lo c a l ne two rk tra ffic  a nd  LAN to  WAN se rvic e  
(Te lne t, FTP, HTTP, HTTPS, DNS, POP3, SMTP) is p e rmitte d .

Me d ium This is the  re c o mme nd e d  se tting . It a llo ws tra ffic  to  the  Inte rne t b ut b lo c ks a nyo ne  fro m the  Inte rne t 
fro m a c c e ssing  a ny se rvic e s o n yo ur lo c a l ne two rk.

Lo w This se tting  a llo ws tra ffic  to  the  Inte rne t a nd  a lso  a llo ws so me o ne  fro m the  Inte rne t to  a c c e ss se rvic e s o n 
yo ur lo c a l ne two rk. This wo uld  b e  use d  with Po rt Fo rwa rd ing , De fa ult Se rve r.

Ap p ly Clic k this to  sa ve  yo ur c ha ng e s.

C a nc e l Clic k this to  re sto re  yo ur p re vio usly sa ve d  se tting s.
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14.4  Protoc ol (Customize d Se rvic e s)

Yo u c a n c o nfig ure  c usto mize d  se rvic e s a nd  p o rt numb e rs in the  Protoc ol sc re e n. Ea c h se t o f p ro to c o l 
rule s liste d  in the  ta b le  a re  re usa b le  o b je c ts to  b e  use d  in c o njunc tio n with ACL rule s in the  Ac c e ss 
Co ntro l sc re e n. Fo r a  c o mp re he nsive  list o f p o rt numb e rs a nd  se rvic e s, visit the  IANA (Inte rne t Assig ne d  
Numb e r Autho rity) we b site . C lic k Se c urity > Fire wa ll > Protoc ol to  d isp la y the  fo llo wing  sc re e n.

No te : Re mo ving  a  p ro to c o l rule  will a lso  re mo ve  a sso c ia te d  ACL rule s.

Fig ure  149   Se c urity > Fire wa ll > Pro to c o l

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

14.4.1  Add Customize d Se rvic e

Ad d  a  c usto mize d  rule  o r e d it a n e xisting  rule  b y sp e c ifying  the  p ro to c o l a nd  the  p o rt numb e rs. C lic k 
Add Ne w Protoc ol Entry in the  Protoc ol sc re e n to  d isp la y the  fo llo wing  sc re e n.

Ta b le  75   Se c urity > Fire wa ll > Pro to c o l

LABEL DESCRIPTION

Ad d  Ne w 
Pro to c o l 
Entry

Clic k this to  c o nfig ure  a  c usto mize d  se rvic e .

Na me This is the  na me  o f yo ur c usto mize d  se rvic e .

De sc rip tio n This is a  d e sc rip tio n o f yo ur c usto mize d  se rvic e .

Po rts/
Pro to c o l 
Numb e r

This sho ws the  p o rt numb e r o r ra ng e  a nd  the  IP p ro to c o l (TCP o r UDP) tha t d e fine s yo ur c usto mize d  
se rvic e .

Mo d ify Clic k this to  e d it a  c usto mize d  se rvic e .
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Fig ure  150   Se c urity > Fire wa ll > Pro to c o l: Ad d  Ne w Pro to c o l Entry

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

14.5  Ac c e ss Control (Rule s)

An Ac c e ss Co ntro l List (ACL) rule  is a  ma nua lly-d e fine d  rule  tha t c a n a c c e p t, re je c t, o r d ro p  inc o ming  o r 
o utg o ing  p a c ke ts fro m yo ur ne two rk. This sc re e n d isp la ys a  list o f the  c o nfig ure d  inc o ming  o r o utg o ing  
filte ring  rule s. No te  the  o rd e r in whic h the  rule s a re  liste d . C lic k Se c urity > Fire wa ll > Ac c e ss Control to  
d isp la y the  fo llo wing  sc re e n.

No te : The  o rd e ring  o f yo ur rule s is ve ry imp o rta nt a s rule s a re  a p p lie d  in turn.

Fig ure  151   Se c urity > Fire wa ll > Ac c e ss Co ntro l

Ta b le  76   Se c urity > Fire wa ll > Pro to c o l: Ad d  Ne w Pro to c o l Entry

LABEL DESCRIPTION

Se rvic e  Na me Typ e  a  uniq ue  na me  fo r yo ur c usto m p o rt.

De sc rip tio n Ente r a  d e sc rip tio n fo r yo ur c usto m p o rt.

Pro to c o l Cho o se  the  p ro to c o l (TCP, UDP, ICMP, ICMPv6, o r Othe r) tha t d e fine s yo ur c usto mize d  p o rt fro m 
the  d ro p  d o wn list b o x.

Pro to c o l Numb e r Typ e  a  sing le  p o rt numb e r o r the  ra ng e  o f p o rt numb e rs (0- 255) tha t d e fine  yo ur c usto mize d  
se rvic e .

O K Clic k this to  sa ve  yo ur c ha ng e s.

C a nc e l Clic k this to  e xit this sc re e n witho ut sa ving .



 Cha p te r 14 Fire wa ll

LTE Se rie s Use r’ s G uid e

197

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

14.5.1  Add Ne w ACL Rule  Sc re e n

Use  this sc re e n to  c o nfig ure  fire wa ll rule s. In the  Ac c e ss Control sc re e n, se le c t a n ind e x numb e r a nd  c lic k 
Add Ne w ACL Rule  o r c lic k a  rule ’ s Edit ic o n to  d isp la y this sc re e n a nd  re fe r to  the  fo llo wing  ta b le  fo r 
info rma tio n o n the  la b e ls.

Ta b le  77   Se c urity > Fire wa ll > Rule s

LABEL DESCRIPTION

Rule s Sto ra g e  Sp a c e  
Usa g e

This re a d -o nly b a r sho ws ho w muc h o f the  Zyxe l De vic e 's me mo ry fo r re c o rd ing  fire wa ll 
rule s it is c urre ntly using . Whe n yo u a re  using  80% o r le ss o f the  sto ra g e  sp a c e , the  b a r is 
g re e n. Whe n the  a mo unt o f sp a c e  use d  is o ve r 80%, the  b a r is re d .

Ad d  Ne w ACL Rule Se le c t a n ind e x numb e r a nd  c lic k Add Ne w ACL Rule  to  a d d  a  ne w fire wa ll rule  a fte r the  
se le c te d  ind e x numb e r. Fo r e xa mp le , if yo u se le c t “ 6” , yo ur ne w rule  b e c o me s numb e r 7 
a nd  the  p re vio us rule  7 (if the re  is o ne ) b e c o me s rule  8.

# This fie ld  d isp la ys the  rule  ind e x numb e r. The  o rd e ring  o f yo ur rule s is imp o rta nt a s rule s a re  
a pp lie d  in turn.

Na me This fie ld  d isp la ys the  rule  na me .

Src  IP This fie ld  d isp la ys the  so urc e  IP a d d re sse s to  whic h this rule  a p p lie s.

De st IP This fie ld  d isp la ys the  d e stina tio n IP a d d re sse s to  whic h this rule  a p p lie s.

Se rvic e This fie ld  d isp la ys the  p ro to c o l (All, TCP, UDP, TCP/ UDP, IC MP, ICMPv6, o r a ny) use d  to  
tra nsp o rt the  p a c ke ts fo r whic h yo u wa nt to  a p p ly the  rule .

Ac tio n Disp la ys whe the r the  fire wa ll sile ntly d isc a rd s p a c ke ts (Drop), d isc a rd s p a c ke ts a nd  se nd s 
a  TCP re se t p a c ke t o r a n ICMP d e stina tio n-unre a c ha b le  me ssa g e  to  the  se nd e r (Re je c t), 
o r a llo w the  p a ssa g e  o f (Ac c e pt) p a c ke ts tha t ma tc h this rule .

Mo d ify C lic k the  Edit ic o n to  e d it the  fire wa ll rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  fire wa ll rule .
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Fig ure  152   Se c urity > Fire wa ll > Ac c e ss Co ntro l > Ad d  Ne w ACL Rule

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  78   Se c urity > Fire wa ll > Ac c e ss Co ntro l > Ad d  Ne w ACL Rule

LABEL DESCRIPTION

Filte r Na me Typ e  a  uniq ue  na me  fo r yo ur filte r rule .

O rd e r Assig n the  o rd e r o f yo ur rule s a s rule s a re  a p p lie d  in turn.

Se le c t So urc e  IP 
Ad d re ss

If yo u wa nt the  so urc e  to  c o me  fro m a  pa rtic ula r (sing le ) IP, se le c t Spe c ific  IP Addre ss. If 
no t, se le c t fro m a  d e te c te d  d e vic e .

So urc e  IP Ad d re ss If yo u se le c te d  Spe c ific  IP Addre ss in the  p re vio us ite m, e nte r the  so urc e  d e vic e ’ s IP 
a d d re ss he re . Othe rwise  this fie ld  will b e  hid d e n if yo u se le c t the  d e te c te d  d e vic e .

Se le c t De stina tio n 
De vic e

If yo u wa nt yo ur rule  to  a p p ly to  p a c ke ts with a  p a rtic ula r (sing le ) IP, se le c t Spe c ific  IP 

Addre ss. If no t, se le c t a  d e te c te d  d e vic e .

De stina tio n IP Ad d re ss If yo u se le c te d  Spe c ific  IP Addre ss in the  p re vio us ite m, e nte r the  d e stina tio n d e vic e ’ s IP 
a d d re ss he re . Othe rwise  this fie ld  will b e  hid d e n if yo u se le c t the  d e te c te d  d e vic e .
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14.6  DoS

Do S (De nia l o f Se rvic e ) a tta c ks c a n flo o d  yo ur Inte rne t c o nne c tio n with inva lid  p a c ke ts a nd  c o nne c tio n 
re q ue sts, using  so  muc h b a nd wid th a nd  so  ma ny re so urc e s tha t Inte rne t a c c e ss b e c o me s una va ila b le . 
Use  the  DoS sc re e n to  a c tiva te  p ro te c tio n a g a inst Do S a tta c ks.

C lic k Se c urity > Fire wall > DoS to  d isp la y the  fo llo wing  sc re e n.

Fig ure  153   Se c urity > Fire wa ll > Do S

IP Typ e Se le c t b e twe e n IPv4 o r IPv6. C o mp a re d  to  IPv4, IPv6 (Inte rne t Pro to c o l ve rsio n 6), is 
d e sig ne d  to  e nha nc e  IP a d d re ss size  a nd  fe a ture s. The  inc re a se  in IPv6 a d d re ss size  to  
128 b its (fro m the  32-b it IPv4 a d d re ss) a llo ws up  to  3.4 x 1038 IP a d d re sse s. The  Zyxe l 
De vic e  c a n use  IPv4/ IPv6 d ua l sta c k to  c o nne c t to  IPv4 a nd  IPv6 ne two rks, a nd  sup p o rts 
IPv6 ra p id  d e p lo yme nt (6RD).

Se le c t Se rvic e Se le c t a  se rvic e  fro m the  Se le c t Se rvic e  b o x.

Pro to c o l Se le c t the  p ro to c o l (ALL, TCP/ UDP, TCP, UDP, ICMP, o r ICMPv6) use d  to  tra nsp o rt the  
p a c ke ts fo r whic h yo u wa nt to  a p p ly the  rule .

Custo m So urc e  Po rt This is a  sing le  po rt numb e r o r the  sta rting  p o rt numb e r o f a  ra ng e  tha t d e fine s yo ur rule .

C usto m De stina tio n 
Po rt

This is a  sing le  po rt numb e r o r the  e nd ing  p o rt numb e r o f a  ra ng e  tha t d e fine s yo ur rule .

TCP Fla g Se le c t the  TCP Fla g  (SYN, AC K, URG , PSH, RST, FIN).

Po lic y Use  the  d ro p -d o wn list b o x to  se le c t whe the r to  d isc a rd  (Drop), d e ny a nd  se nd  a n IC MP 
d e stina tio n-unre a c ha b le  me ssa g e  to  the  se nd e r (Re je c t), o r a llo w the  p a ssa g e  o f 
(Ac c e pt) p a c ke ts tha t ma tc h this rule .

Dire c tio n Se le c t WAN to  LAN to  a p p ly the  rule  to  tra ffic  fro m WAN to  LAN. Se le c t LAN to  WAN to  
a pp ly the  rule  to  tra ffic  fro m LAN to  WAN. Se le c t WAN to  Route r to  a p p ly the  rule  to  tra ffic  
fro m WAN to  ro ute r. Se le c t LAN to Route r to  a p p ly the  rule  to  tra ffic  fro m LAN to  ro ute r.

Ena b le  Ra te  Limit C lic k to  e na b le  (switc h turns b lue ) the  se tting  o f ma ximum numb e r o f p a c ke ts p e r 
ma ximum numb e r o f minute / se c o nd  to  limit the  thro ug hp ut o f tra ffic  tha t ma tc he s this 
rule . If no t, the  ne xt ite m will b e  d isa b le d .

Sc he d ule r Rule s

p a c ke t(s) p e r (1-512) Ente r the  ma ximum numb e r o f pa c ke ts (1-512) pe r minute / se c ond .

Ad d  Ne w Rule Se le c t a  sc he d ule  rule  fo r this AC L rule  fro m the  d ro p -d o wn list b o x. Yo u c a n c o nfig ure  a  
ne w sc he d ule  rule  b y c lic king  Add Ne w Rule .

O K Clic k this to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k this to  e xit this sc re e n witho ut sa ving .

Ta b le  78   Se c urity > Fire wa ll > Ac c e ss Co ntro l > Ad d  Ne w ACL Rule  (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

14.7  Fire wa ll Te c hnic a l Re fe re nc e

This se c tio n p ro vid e s so me  te c hnic a l b a c kg ro und  info rma tio n a b o ut the  to p ic s c o ve re d  in this c ha p te r.

14.7.1  Fire wa ll Rule s Ove rvie w

Yo ur c usto mize d  rule s ta ke  p re c e d e nc e  a nd  o ve rrid e  the  Zyxe l De vic e ’ s d e fa ult se tting s. The  Zyxe l 
De vic e  c he c ks the  so urc e  IP a d d re ss, d e stina tio n IP a d d re ss a nd  IP p ro to c o l typ e  o f ne two rk tra ffic  
a g a inst the  fire wa ll rule s (in the  o rd e r yo u list the m). Whe n the  tra ffic  ma tc he s a  rule , the  Zyxe l De vic e  
ta ke s the  a c tio n sp e c ifie d  in the  rule .

Fire wa ll rule s a re  g ro up e d  b a se d  o n the  d ire c tio n o f tra ve l o f p a c ke ts to  whic h the y a p p ly:

By d e fa ult, the  Zyxe l De vic e ’ s sta te ful p a c ke t insp e c tio n a llo ws p a c ke ts tra ve ling  in the  fo llo wing  
d ire c tio ns:

• LAN to  Ro ute r

The se  rule s sp e c ify whic h c o mp ute rs o n the  LAN c a n ma na g e  the  Zyxe l De vic e  (re mo te  
ma na g e me nt).

No te : Yo u c a n a lso  c o nfig ure  the  re mo te  ma na g e me nt se tting s to  a llo w o nly a  sp e c ific  
c o mp ute r to  ma na g e  the  Zyxe l De vic e .

• LAN to  WAN

The se  rule s sp e c ify whic h c o mp ute rs o n the  LAN c a n a c c e ss whic h c o mp ute rs o r se rvic e s o n the  
WAN.

By d e fa ult, the  Zyxe l De vic e ’ s sta te ful p a c ke t insp e c tio n d ro p s p a c ke ts tra ve ling  in the  fo llo wing  
d ire c tio ns:

• WAN to  LAN

The se  rule s sp e c ify whic h c o mp ute rs o n the  WAN c a n a c c e ss whic h c o mp ute rs o r se rvic e s o n the  
LAN.

No te : Yo u a lso  ne e d  to  c o nfig ure  NAT p o rt fo rwa rd ing  (o r full fe a ture d  NAT a d d re ss ma p p ing  
rule s) to  a llo w c o mp ute rs o n the  WAN to  a c c e ss d e vic e s o n the  LAN.

Ta b le  79   Se c urity > Fire wa ll > Do S

LABEL DESCRIPTION

Do S Pro te c tio n 
Blo c king

Ena b le  this to  p ro te c t a g a inst Do S a tta c ks. The  Zyxe l De vic e  will d ro p  se ssio ns tha t surp a ss 
ma ximum thre sho ld s.

Ap p ly Clic k this to  sa ve  yo ur c ha ng e s.

Ca nc e l C lic k this to  re sto re  yo ur p re vio usly sa ve d  se tting s.

• LAN to  Ro ute r • WAN to  LAN

• LAN to  WAN • WAN to  Ro ute r
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• WAN to  Ro ute r

By d e fa ult the  Zyxe l De vic e  sto p s c o mp ute rs o n the  WAN fro m ma na g ing  the  Zyxe l De vic e . Yo u c o uld  
c o nfig ure  o ne  o f the se  rule s to  a llo w a  WAN c o mp ute r to  ma na g e  the  Zyxe l De vic e .

No te : Yo u a lso  ne e d  to  c o nfig ure  the  re mo te  ma na g e me nt se tting s to  a llo w a  WAN 
c o mp ute r to  ma na g e  the  Zyxe l De vic e .

Yo u ma y d e fine  a d d itio na l rule s a nd  se ts o r mo d ify e xisting  o ne s b ut p le a se  e xe rc ise  e xtre me  c a utio n in 
d o ing  so .

Fo r e xa mp le , yo u ma y c re a te  rule s to :

• Blo c k c e rta in typ e s o f tra ffic , suc h a s IRC (Inte rne t Re la y Cha t), fro m the  LAN to  the  Inte rne t.

• Allo w c e rta in typ e s o f tra ffic , suc h a s Lo tus No te s d a ta b a se  sync hro niza tio n, fro m sp e c ific  ho sts o n the  
Inte rne t to  sp e c ific  ho sts o n the  LAN.

• Allo w e ve ryo ne  e xc e p t yo ur c o mp e tito rs to  a c c e ss a  we b  se rve r.

• Re stric t use  o f c e rta in p ro to c o ls, suc h a s Te lne t, to  a utho rize d  use rs o n the  LAN.

The se  c usto m rule s wo rk b y c o mp a ring  the  so urc e  IP a d d re ss, d e stina tio n IP a d d re ss a nd  IP p ro to c o l 
typ e  o f ne two rk tra ffic  to  rule s se t b y the  a d ministra to r. Yo ur c usto mize d  rule s ta ke  p re c e d e nc e  a nd  
o ve rrid e  the  Zyxe l De vic e ’ s d e fa ult rule s.

14.7.2  Guide line s For Se c urity Enha nc e me nt With Your Fire wa ll

1 Cha ng e  the  d e fa ult p a sswo rd  via  the  We b  Co nfig ura to r.

2 Think a b o ut a c c e ss c o ntro l b e fo re  yo u c o nne c t to  the  ne two rk in a ny wa y.

3 Limit who  c a n a c c e ss yo ur ro ute r.

4 Do n't e na b le  a ny lo c a l se rvic e  (suc h a s te lne t o r FTP) tha t yo u d o n't use . Any e na b le d  se rvic e  c o uld  
p re se nt a  p o te ntia l se c urity risk. A d e te rmine d  ha c ke r mig ht b e  a b le  to  find  c re a tive  wa ys to  misuse  the  
e na b le d  se rvic e s to  a c c e ss the  fire wa ll o r the  ne two rk.

5 Fo r lo c a l se rvic e s tha t a re  e na b le d , p ro te c t a g a inst misuse . Pro te c t b y c o nfig uring  the  se rvic e s to  
c o mmunic a te  o nly with sp e c ific  p e e rs, a nd  p ro te c t b y c o nfig uring  rule s to  b lo c k p a c ke ts fo r the  se rvic e s 
a t sp e c ific  inte rfa c e s.

6 Pro te c t a g a inst IP sp o o fing  b y ma king  sure  the  fire wa ll is a c tive .

7 Ke e p  the  fire wa ll in a  se c ure d  (lo c ke d ) ro o m.

14.7.3  Se c urity Conside ra tions

No te : Inc o rre c tly c o nfig uring  the  fire wa ll ma y b lo c k va lid  a c c e ss o r intro d uc e  se c urity risks to  
the  Zyxe l De vic e  a nd  yo ur p ro te c te d  ne two rk. Use  c a utio n whe n c re a ting  o r d e le ting  
fire wa ll rule s a nd  te st yo ur rule s a fte r yo u c o nfig ure  the m.

Co nsid e r the se  se c urity ra mific a tio ns b e fo re  c re a ting  a  rule :
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1 Do e s this rule  sto p  LAN use rs fro m a c c e ssing  c ritic a l re so urc e s o n the  Inte rne t?  Fo r e xa mp le , if IRC 
(Inte rne t Re la y Cha t) is b lo c ke d , a re  the re  use rs tha t re q uire  this se rvic e ?

2 Is it p o ssib le  to  mo d ify the  rule  to  b e  mo re  sp e c ific ?  Fo r e xa mp le , if IRC is b lo c ke d  fo r a ll use rs, will a  rule  
tha t b lo c ks just c e rta in use rs b e  mo re  e ffe c tive ?

3 Do e s a  rule  tha t a llo ws Inte rne t use rs a c c e ss to  re so urc e s o n the  LAN c re a te  a  se c urity vulne ra b ility?  Fo r 
e xa mp le , if FTP p o rts (TCP 20, 21) a re  a llo we d  fro m the  Inte rne t to  the  LAN, Inte rne t use rs ma y b e  a b le  to  
c o nne c t to  c o mp ute rs with running  FTP se rve rs.

4 Do e s this rule  c o nflic t with a ny e xisting  rule s?

Onc e  the se  q ue stio ns ha ve  b e e n a nswe re d , a d d ing  rule s is simp ly a  ma tte r o f e nte ring  the  info rma tio n 
into  the  c o rre c t fie ld s in the  We b  Co nfig ura to r sc re e ns.
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C HA PTER 1 5

MAC Filte r

15.1  MAC Filte r Ove rvie w

Yo u c a n c o nfig ure  the  Zyxe l De vic e  to  p e rmit a c c e ss to  c lie nts b a se d  o n the ir MAC a d d re sse s in the  
MAC Filte r sc re e n. This a p p lie s to  wire d  a nd  wire le ss c o nne c tio ns. Eve ry Ethe rne t d e vic e  ha s a  uniq ue  
MAC (Me d ia  Ac c e ss Co ntro l) a d d re ss. The  MAC a d d re ss is a ssig ne d  a t the  fa c to ry a nd  c o nsists o f six 
p a irs o f he xa d e c ima l c ha ra c te rs, fo r e xa mp le , 00:A0:C5:00:00:02. Yo u ne e d  to  kno w the  MAC a d d re sse s 
o f the  LAN c lie nt to  c o nfig ure  this sc re e n.

15.2  MAC Filte r

Ena b le  MAC Addre ss Filte r a nd  a d d  the  ho st na me  a nd  MAC a d d re ss o f a  LAN c lie nt to  the  ta b le  if yo u 
wish to  a llo w o r d e ny the m a c c e ss to  yo ur ne two rk. Yo u c a n c ho o se  to  e na b le  o r d isa b le  the  filte rs p e r 
e ntry; ma ke  sure  tha t the  c he c k b o x und e r Ac tive  is se le c te d  if yo u wa nt to  use  a  filte r. Se le c t Se c urity > 
MAC Filte r. The  sc re e n a p p e a rs a s sho wn.

Fig ure  154   Se c urity > MAC Filte r
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

15.2.1  Add Ne w Rule

Yo u c a n c ho o se  to  e na b le  o r d isa b le  the  filte rs p e r e ntry; ma ke  sure  tha t the  c he c k b o x und e r Ac tive  is 
se le c te d  if yo u wa nt to  use  a  filte r, a s sho wn in the  e xa mp le  b e lo w. Se le c t Se c urity > MAC Filte r > Add 

Ne w Rule . The  sc re e n a p p e a rs a s sho wn.

Fig ure  155   Se c urity > MAC Filte r > Ad d  Ne w Rule

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  80   Se c urity > MAC Filte r

LABEL DESCRIPTION

MAC Ad d re ss Filte r Se le c t Ena ble  to  a c tiva te  the  MAC filte r func tio n.

MAC Re stric t Mo d e Se le c t Allow to  o nly p e rmit the  liste d  MAC a d d re sse s a c c e ss to  the  Zyxe l De vic e . Se le c t 
De ny to  p e rmit a nyo ne  a c c e ss to  the  Zyxe l De vic e  e xc e p t the  liste d  MAC a d d re sse s.

Ad d  Ne w Rule Clic k this b utto n to  c re a te  a  ne w e ntry.

Se t This is the  ind e x numb e r o f the  MAC a d d re ss.

Ac tive Se le c t Ac tive  to  e na b le  the  MAC filte r rule . The  rule  will no t b e  a p p lie d  if Allow is no t 
se le c te d  und e r MAC Re stric t Mode .

Ho st Na me Ente r the  ho st na me  o f the  wire le ss o r LAN c lie nts tha t a re  a llo we d  a c c e ss to  the  Zyxe l 
De vic e .

MAC Ad d re ss Ente r the  MAC  a d d re sse s o f the  wire le ss o r LAN c lie nts tha t a re  a llo we d  a c c e ss to  the  Zyxe l 
De vic e  in the se  a d d re ss fie ld s. Ente r the  MAC a d d re sse s in a  va lid  MAC  a d d re ss fo rma t, tha t 
is, six he xa d e c ima l c ha ra c te r p a irs, fo r e xa mp le , 12:34:56:78:9a :b c .

De le te Clic k the  De le te  ic o n to  d e le te  a n e xisting  rule .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  81   Se c urity > MAC Filte r > Ad d  Ne w Rule

LABEL DESCRIPTION

Se t This is the  ind e x numb e r o f the  MAC a d d re ss.

Ac tive Se le c t Ac tive  to  e na b le  the  MAC filte r rule . The  rule  will no t b e  a p p lie d  if Allow is no t 
se le c te d  und e r MAC Re stric t Mode .

Ho st Na me Ente r the  ho st na me  o f the  wire le ss o r LAN c lie nts tha t a re  a llo we d  a c c e ss to  the  
Zyxe l De vic e .

MAC Ad d re ss Ente r the  MAC a d d re sse s o f the  wire le ss o r LAN c lie nts tha t a re  a llo we d  a c c e ss to  
the  Zyxe l De vic e  in the se  a d d re ss fie ld s. Ente r the  MAC a d d re sse s in a  va lid  MAC 
a d d re ss fo rma t, tha t is, six he xa d e c ima l c ha ra c te r p a irs, fo r e xa mp le , 
12:34:56:78:9a :b c .

De le te Clic k the  De le te  ic o n to  d e le te  a n e xisting  rule .

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.
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C HA PTER 1 6

Pa re nta l Control

16.1  Overview

Use  this sc re e n to  e na b le  p a re nta l c o ntro l a nd  vie w p a re nta l c o ntro l rule s a nd  sc he d ule s. Pa re nta l 
c o ntro l a llo ws yo u to  limit the  time  use rs c a n a c c e ss the  Inte rne t, a nd  p re ve nt use rs fro m vie wing  
ina p p ro p ria te  c o nte nt o r p a rtic ip a ting  in una utho rize d  o nline  a c tivitie s. The se  rule s a re  d e fine d  in a  
Pa re nta l Co ntro l Pro file  (PCP).

16.2  The Parental Control Screen

Use  this sc re e n to  e na b le  p a re nta l c o ntro l, vie w the  p a re nta l c o ntro l rule s a nd  sc he d ule s.

C lic k Se c urity > Pa re nta l Control to  o p e n the  fo llo wing  sc re e n. 

Figure 156   Se c urity > Pa re nta l Co ntro l 

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n. 

Table 82   Pa re nta l Co ntro l > Pa re nta l Co ntro l

LABEL DESCRIPTION

Pa re nta l C o ntro l Se le c t Ena ble  to  a c tiva te  p a re nta l c o ntro l.

Ad d  Ne w PCP Clic k this if yo u wa nt to  c o nfig ure  a  ne w p a re nta l c o ntro l rule .

# This sho ws the  ind e x numb e r o f the  rule .
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Sta tus This ind ic a te s whe the r the  rule  is a c tive  o r no t.

A ye llo w b ulb  sig nifie s tha t this rule  is a c tive . A g ra y b ulb  sig nifie s tha t this rule  is no t 
a c tive .

PCP Na me This sho ws the  na me  o f the  rule .

Ho me  Ne two rk Use r 
(MAC)

This sho ws the  MAC a d d re ss o f the  LAN use r’ s c o mp ute r to  whic h this rule  a pp lie s.

Inte rne t Ac c e ss 
Sc he d ule

This sho ws the  d a y(s) a nd  time  o n whic h p a re nta l c o ntro l is e na b le d .

Ne two rk Se rvic e This sho ws whe the r the  ne two rk se rvic e  is c o nfig ure d . If no t, None  will b e  sho wn.

We b site  Blo c ke d This sho ws whe the r the  we b site  b lo c k is c o nfig ure d . If no t, None  will b e  sho wn.

Mo d ify Clic k the  Edit ic o n to  g o  to  the  sc re e n whe re  yo u c a n e d it the  rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  rule .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Table 82   Pa re nta l Co ntro l > Pa re nta l Co ntro l (c o ntinue d )

LABEL DESCRIPTION
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16.2.1  Add Ne w Pa re nta l Control Rule

Clic k Add Ne w PCP in the  Pa re nta l Control sc re e n to  a d d  a  ne w PCP rule . Use  this sc re e n to  c o nfig ure  a  
re stric te d  a c c e ss sc he d ule  a nd / o r URL filte ring  se tting s to  b lo c k the  use rs o n yo ur ne two rk fro m 
a c c e ssing  c e rta in we b site s.

Figure 157   Pa re nta l Co ntro l > Pa re nta l Co ntro l > Ad d  Ne w PCP 

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n. 

Table 83   Pa re nta l Co ntro l > Pa re nta l Co ntro l > Ad d  Ne w PCP

LABEL DESCRIPTION

G e ne ra l

Ac tive Se le c t Ena ble  to  a c tiva te  this p a re nta l c o ntro l rule .



Cha p te r 16 Pa re nta l Co ntro l

LTE Se rie s Use r’ s G uid e

208

Pa re nta l C o ntro l 
Pro file  Na me

Ente r a  d e sc rip tive  na me  fo r the  rule .

Ho me  Ne two rk Use r Se le c t the  LAN use r tha t yo u wa nt to  a p p ly this rule  to  fro m the  d ro p -d o wn list b o x. 
If yo u se le c t Custom , e nte r the  LAN use r’ s MAC a d d re ss. If yo u se le c t All, the  rule  
a p p lie s to  a ll LAN use rs.

Rule  List In Home  Ne twork Use r, se le c t Custom , e nte r the  LAN use r’ s MAC a d d re ss, the n c lic k 
the  + sig n to  e nte r a  c o mp ute r MAC a d d re ss fo r this PCP. Up  to  five  a re  a llo we d . 
C lic k the  -  sig n to  re mo ve  o ne .

Inte rne t Ac c e ss Sc he d ule

Da y Se le c t the  d a ys tha t yo u wa nt the  Zyxe l De vic e  to  p e rfo rm p a re nta l c o ntro l. 

Time Dra g  the  time  b a r to  d e fine  the  time  tha t the  LAN use r is a llo we d  a c c e ss. 

Ad d  Ne w Time Clic k this to  a d d  a  ne w time  b a r. Up  to  thre e  a re  a llo we d .

Ne two rk Se rvic e

Ne two rk Se rvic e  
Se tting  

If yo u se le c t Bloc k, the  Zyxe l De vic e  p ro hib its the  use rs fro m vie wing  the  We b  site s 
with the  URLs liste d  b e lo w.

If yo u se le c t Allow, the  Zyxe l De vic e  b lo c ks a c c e ss to  a ll URLs e xc e p t the  o ne s liste d  
b e lo w.

Ad d  Ne w Se rvic e Clic k this to  sho w a  sc re e n in whic h yo u c a n a d d  a  ne w se rvic e  rule . Yo u c a n 
c o nfig ure  the  Add  Ne w Se rvic e , Protoc ol, a nd  Port o f the  ne w rule .

# This sho ws the  ind e x numb e r o f the  rule . Se le c t the  c he c kb o x ne xt to  the  rule  to  
a c tiva te  it.

Pro to c o l This sho ws the  p ro to c o l o f the  rule . Cho ic e s a re  TCP, UDP, o r TCP& UDP.

Po rt This sho ws the  p o rt o f the  rule .

Mo d ify Clic k the  Edit ic o n to  g o  to  the  sc re e n whe re  yo u c a n e d it the  rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  rule .

Site / URL Ke ywo rd

Blo c k o r Allo w the  
We b  Site

If yo u se le c t Bloc k the  We b URLs, the  Zyxe l De vic e  p ro hib its the  use rs fro m vie wing  
the  We b  site s with the  URLs liste d  b e lo w.

If yo u se le c t Allow the  We b URLs, the  Zyxe l De vic e  b lo c ks a c c e ss to  a ll URLs e xc e p t 
the  o ne s liste d  b e lo w.

# This sho ws the  ind e x numb e r o f the  rule .

We b site This sho ws the  URL o f we b  site  o r URL ke ywo rd  to  whic h the  Zyxe l De vic e  b lo c ks o r 
a llo ws a c c e ss.

Mo d ify Clic k the  Edit ic o n to  g o  to  the  sc re e n whe re  yo u c a n e d it the  rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  rule .

Ad d Clic k Add to  sho w a  sc re e n to  e nte r the  URL o f we b  site  o r URL ke ywo rd  to  whic h 
the  Zyxe l De vic e  b lo c ks o r a llo ws a c c e ss.

O K Clic k OK to  sa ve  yo ur se tting s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  re turn to  the  p re vio us sc re e n witho ut sa ving  a ny c ha ng e s.

Table 83   Pa re nta l Co ntro l > Pa re nta l Co ntro l > Ad d  Ne w PCP

LABEL DESCRIPTION
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C HA PTER 1 7

Ce rtific a te s

17.1  Ce rtific a te s Ove rvie w

The  Zyxe l De vic e  c a n use  c e rtific a te s (a lso  c a lle d  d ig ita l IDs) to  a uthe ntic a te  use rs. Ce rtific a te s a re  
b a se d  o n p ub lic -p riva te  ke y p a irs. A c e rtific a te  c o nta ins the  c e rtific a te  o wne r’ s id e ntity a nd  p ub lic  ke y. 
Ce rtific a te s p ro vid e  a  wa y to  e xc ha ng e  p ub lic  ke ys fo r use  in a uthe ntic a tio n.

17.1.1  Wha t You Ca n Do in this Cha pte r

• Use  the  Loc al Ce rtific a te s sc re e n to  vie w a nd  imp o rt the  Zyxe l De vic e ’ s CA-sig ne d  (Ce rtific a tio n 
Autho rity) c e rtific a te s (Se c tio n 17.2 o n p a g e  209).

• Use  the  Truste d CA sc re e n to  sa ve  the  c e rtific a te s o f truste d  CAs to  the  Zyxe l De vic e . Yo u c a n a lso  
e xp o rt the  c e rtific a te s to  a  c o mp ute r (Se c tio n 17.3 o n p a g e  213).

17.2  Loc a l Ce rtific a te s

Use  this sc re e n to  vie w the  Zyxe l De vic e ’ s summa ry list o f c e rtific a te s, g e ne ra te  c e rtific a tio n re q ue sts, 
a nd  imp o rt sig ne d  c e rtific a te s. Yo u c a n imp o rt the  fo llo wing  c e rtific a te s to  yo ur Zyxe l De vic e :

• We b  Se rve r - This c e rtific a te  se c ure s HTTP c o nne c tio ns.

• SSH- This c e rtific a te  se c ure s re mo te  c o nne c tio ns.

C lic k Se c urity > Ce rtific a te s to  o p e n the  Loc a l Ce rtific a te s sc re e n.

Fig ure  158   Se c urity > Ce rtific a te s > Lo c a l Ce rtific a te s
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

17.2.1  Cre a te  Ce rtific a te  Re que st

Clic k Se c urity > Ce rtific a te s > Loc a l Ce rtific a te s a nd  the n Cre a te  Ce rtific a te  Re que st to  o p e n the  
fo llo wing  sc re e n. Use  this sc re e n to  ha ve  the  Zyxe l De vic e  g e ne ra te  a  c e rtific a tio n re q ue st. To  c re a te  a  
c e rtific a te  sig ning  re q ue st, yo u ne e d  to  e nte r a  c o mmo n na me , o rg a niza tio n na me , sta te / p ro vinc e  
na me , a nd  the  two -le tte r c o untry c o d e  fo r the  c e rtific a te .

Ta b le  84   Se c urity > Ce rtific a te s > Lo c a l Ce rtific a te s

LABEL DESCRIPTION

Re p la c e  Priva te  Ke y/ Ce rtific a te  file  in PEM fo rma t

Priva te  Ke y is 
p ro te c te d  b y 
p a sswo rd

Se le c t the  c he c k b o x a nd  e nte r the  p riva te  ke y into  the  te xt b o x to  sto re  it o n the  Zyxe l De vic e . 
The  priva te  ke y sho uld  no t e xc e e d  63 ASC II c ha ra c te rs (no t inc lud ing  sp a c e s).

Cho o se  File /
Bro wse

Clic k this b utto n to  find  the  c e rtific a te  file  yo u wa nt to  up lo a d .

Imp o rt Ce rtific a te Clic k this b utto n to  sa ve  the  c e rtific a te  tha t yo u ha ve  e nro lle d  fro m a  c e rtific a tio n a utho rity 
fro m yo ur c o mp ute r to  the  Zyxe l De vic e .

Cre a te  Ce rtific a te  
Re q ue st

C lic k this b utto n to  g o  to  the  sc re e n whe re  yo u c a n ha ve  the  Zyxe l De vic e  g e ne ra te  a  
c e rtific a tio n re q ue st.

Curre nt File This fie ld  d isp la ys the  na me  use d  to  id e ntify this c e rtific a te . It is re c o mme nd e d  tha t yo u g ive  
e a c h c e rtific a te  a  uniq ue  na me .

Sub je c t This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s o wne r, suc h a s CN (C o mmo n 
Na me ), OU (Org a niza tio na l Unit o r d e p a rtme nt), O  (Org a niza tio n o r c o mp a ny) a nd  C  
(C o untry). It is re c o mme nd e d  tha t e a c h c e rtific a te  ha ve  a  uniq ue  sub je c t info rma tio n.

Issue r This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s issuing  c e rtific a tio n a utho rity, 
suc h a s a  c o mmo n na me , o rg a niza tio na l unit o r d e pa rtme nt, o rg a niza tio n o r c o mpa ny a nd  
c o untry.

Va lid  Fro m This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  b e c o me s a p p lic a b le . The  te xt d isp la ys in re d  
a nd  inc lud e s a  Not Ye t Valid! me ssa g e  if the  c e rtific a te  ha s no t ye t b e c o me  a p p lic a b le .

Va lid  To This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  e xp ire s. The  te xt d isp la ys in re d  a nd  inc lud e s a n 
Expiring ! o r Expire d! me ssa g e  if the  c e rtific a te  is a b o ut to  e xp ire  o r ha s a lre a d y e xp ire d .

Mo d ify C lic k the  Vie w ic o n to  o p e n a  sc re e n with a n in-d e p th list o f info rma tio n a b o ut the  c e rtific a te .

Fo r a  c e rtific a tio n re q ue st, c lic k Loa d Sig ne d  to  imp o rt the  sig ne d  c e rtific a te .

C lic k the  Re move  ic o n to  re mo ve  the  c e rtific a te  (o r c e rtific a tio n re q ue st). A wind o w d isp la ys 
a sking  yo u to  c o nfirm tha t yo u wa nt to  d e le te  the  c e rtific a te . No te  tha t sub se q ue nt 
c e rtific a te s mo ve  up  b y o ne  whe n yo u ta ke  this a c tio n.
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Fig ure  159   Cre a te  Ce rtific a te  Re q ue st

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

17.2.2  Vie w Ce rtific a te  Re que st

Use  this sc re e n to  vie w in-d e p th info rma tio n a b o ut the  c e rtific a te  re q ue st. The  Ce rtific a te  is use d  to  ve rify 
the  a uthe ntic ity o f the  c e rtific a tio n a utho rity. The  Private  Ke y se rve s a s yo ur d ig ita l sig na ture  fo r 
a uthe ntic a tio n a nd  must b e  sa fe ly sto re d . The  Sig ning  Re que st c o nta ins the  c e rtific a te  sig ning  re q ue st 
va lue  tha t yo u will c o p y up o n sub mitting  the  c e rtific a te  re q ue st to  the  CA (c e rtific a te  a utho rity).

C lic k the  Vie w ic o n in the  Loc al Ce rtific ate s sc re e n to  o p e n the  fo llo wing  sc re e n.

Ta b le  85   Cre a te  Ce rtific a te  Re q ue st

LABEL DESCRIPTION

C e rtific a te  
Na me

Type  up  to  63 ASCII c ha ra c te rs (no t inc lud ing  sp a c e s) to  id e ntify this c e rtific a te .

Co mmo n Na me Se le c t Auto  to  ha ve  the  Zyxe l De vic e  c o nfig ure  this fie ld  a uto ma tic a lly. Or se le c t Customize  to  
e nte r it ma nua lly.

Typ e  the  IP a d d re ss (in d o tte d  d e c ima l no ta tio n), d o ma in na me  o r e ma il a d d re ss in the  fie ld  
p ro vid e d . The  d o ma in na me  o r e ma il a d d re ss c a n b e  up  to  63 ASCII c ha ra c te rs. The  d o ma in 
na me  o r e ma il a d d re ss is fo r id e ntific a tio n p urp o se s o nly a nd  c a n b e  a ny string .

Org a niza tio n 
Na me

Type  up  to  63 c ha ra c te rs to  id e ntify the  c o mp a ny o r g ro up  to  whic h the  c e rtific a te  o wne r 
b e lo ng s. Yo u ma y use  a ny c ha ra c te r, inc lud ing  sp a c e s, b ut the  Zyxe l De vic e  d ro p s tra iling  
sp a c e s.

Sta te / Pro vinc e  
Na me

Typ e  up  to  32 c ha ra c te rs to  id e ntify the  sta te  o r p ro vinc e  whe re  the  c e rtific a te  o wne r is lo c a te d . 
Yo u ma y use  a ny c ha ra c te r, inc lud ing  sp a c e s, b ut the  Zyxe l De vic e  d ro p s tra iling  sp a c e s.

C o untry/ Re g io n 
Na me

Se le c t a  c o untry to  id e ntify the  na tio n whe re  the  c e rtific a te  o wne r is lo c a te d .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K Clic k OK to  sa ve  yo ur c ha ng e s.
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Fig ure  160   Ce rtific a te  Re q ue st: Vie w 

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  86   Ce rtific a te  Re q ue st: Vie w

LABEL DESCRIPTION

Na me This fie ld  d isp la ys the  id e ntifying  na me  o f this c e rtific a te .

Typ e This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . c a  me a ns tha t a  Ce rtific a tio n 
Autho rity sig ne d  the  c e rtific a te .

Sub je c t This fie ld  d isp la ys info rma tio n tha t id e ntifie s the  o wne r o f the  c e rtific a te , suc h a s Co mmo n Na me  
(C N), Org a niza tio na l Unit (OU), Org a niza tio n (O ) a nd  Co untry (C ).

C e rtific a te This re a d -o nly te xt b o x d isp la ys the  c e rtific a te  in Priva c y Enha nc e d  Ma il (PEM) fo rma t. PEM use s 
b a se  64 to  c o nve rt the  b ina ry c e rtific a te  into  a  p rinta b le  fo rm.

Yo u c a n c o p y a nd  p a ste  the  c e rtific a te  into  a n e ma il to  se nd  to  frie nd s o r c o lle a g ue s o r yo u c a n 
c o py a nd  p a ste  the  c e rtific a te  into  a  te xt e d ito r a nd  sa ve  the  file  o n a  ma na g e me nt c o mp ute r 
fo r la te r d istrib utio n.

Priva te  Ke y This fie ld  d isp la ys the  p riva te  ke y o f this c e rtific a te .
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17.3  Truste d CA

Clic k Se c urity > Ce rtific a te s > Truste d CA to  o p e n the  fo llo wing  sc re e n. This sc re e n d isp la ys a  summa ry list 
o f c e rtific a te s o f the  c e rtific a tio n a utho ritie s tha t yo u ha ve  se t the  Zyxe l De vic e  to  a c c e p t a s truste d . The  
Zyxe l De vic e  a c c e p ts a ny va lid  c e rtific a te  sig ne d  b y a  c e rtific a tio n a utho rity o n this list a s b e ing  
trustwo rthy, whic h me a ns yo u d o  no t ne e d  to  imp o rt a ny c e rtific a te  tha t is sig ne d  b y o ne  o f the se  
c e rtific a tio n a utho ritie s.

No te : A ma ximum o f 4 c e rtific a te s c a n b e  a d d e d .

Fig ure  161   Se c urity > Ce rtific a te s > Truste d  CA

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Sig ning  Re q ue st This fie ld  d isp la ys the  CSR (C e rtific a te  Sig ning  Re q ue st) info rma tio n o f this c e rtific a te . The  CSR will 
b e  p ro vid e d  to  a  c e rtific a te  a utho rity, a nd  it inc lud e s info rma tio n a b o ut the  p ub lic  ke y, 
o rg a niza tio n na me , d o ma in na me , lo c a tio n, a nd  c o untry o f this c e rtific a te .

Ba c k Clic k Ba c k to  re turn to  the  p re vio us sc re e n.

Ta b le  86   Ce rtific a te  Re q ue st: Vie w (c o ntinue d )

LABEL DESCRIPTION

Ta b le  87   Se c urity > Ce rtific a te s > Truste d  CA

LABEL DESCRIPTION

Imp o rt Ce rtific a te Clic k this b utto n to  o p e n a  sc re e n whe re  yo u c a n sa ve  the  c e rtific a te  o f a  c e rtific a tio n 
a utho rity tha t yo u trust to  the  Zyxe l De vic e .

# This is the  ind e x numb e r o f the  e ntry.

Na me This fie ld  d isp la ys the  na me  use d  to  id e ntify this c e rtific a te .

Sub je c t This fie ld  d isp la ys info rma tio n tha t id e ntifie s the  o wne r o f the  c e rtific a te , suc h a s Co mmo n 
Na me  (CN), OU (Org a niza tio na l Unit o r d e p a rtme nt), Org a niza tio n (O ), Sta te  (ST) a nd  C o untry 
(C ). It is re c o mme nd e d  tha t e a c h c e rtific a te  ha ve  a  uniq ue  sub je c t info rma tio n.

Typ e This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . c a  me a ns tha t a  Ce rtific a tio n 
Autho rity sig ne d  the  c e rtific a te .

Mo d ify Clic k the  Vie w ic o n to  o p e n a  sc re e n with a n in-d e p th list o f info rma tio n a b o ut the  c e rtific a te  
(o r c e rtific a tio n re q ue st).

C lic k the  Re move  ic o n to  d e le te  the  c e rtific a te  (o r c e rtific a tio n re q ue st). Yo u c a nno t d e le te  a  
c e rtific a te  tha t o ne  o r mo re  fe a ture s is c o nfig ure d  to  use .
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17.4  Import Truste d CA Ce rtific a te

Clic k Import Ce rtific a te  in the  Truste d CA  sc re e n to  o p e n the  Import Ce rtific a te  sc re e n. The  Zyxe l De vic e  
trusts a ny va lid  c e rtific a te  sig ne d  b y a ny o f the  imp o rte d  truste d  CA c e rtific a te s. Ce rtific a te s sho uld  b e  in 
o ne  o f the  fo llo wing  fo rma ts: Bina ry X.509, PEM (b a se -64) e nc o d e d , Bina ry PKCS# 7, o r PEM (b a se -64) 
e nc o d e d  PKCS# 7.

No te : Yo u must re mo ve  a ny sp a c e s fro m the  c e rtific a te ’ s file na me  b e fo re  yo u c a n imp o rt the  
c e rtific a te .

Fig ure  162   Truste d  CA > Imp o rt

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

17.5  Vie w Truste d CA Ce rtific a te

Use  this sc re e n to  vie w in-d e p th info rma tio n a b o ut the  c e rtific a tio n a utho rity’ s c e rtific a te . The  c e rtific a te  
te xt b o x is re a d -o nly a nd  c a n b e  d istrib ute d  to  o the rs.

C lic k Se c urity > Ce rtific ate s > Truste d CA  to  o p e n the  Truste d CA  sc re e n. C lic k the  Vie w ic o n to  o p e n the  
Vie w Ce rtific ate  sc re e n.

Ta b le  88   Se c urity > Ce rtific a te s > Truste d  CA > Imp o rt

LABEL DESCRIPTION

Ce rtific a te  File  
Pa th

Type  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Choose  File / Browse  to  find  
it.

Cho o se  File /
Bro wse

C lic k this b utto n to  find  the  c e rtific a te  file  yo u wa nt to  up lo a d .

OK Clic k this to  sa ve  the  c e rtific a te  o n the  Zyxe l De vic e .

C a nc e l C lic k this to  e xit this sc re e n witho ut sa ving .
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Fig ure  163   Truste d  CA: Vie w

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

17.6  Ce rtific a te s Te c hnic a l Re fe re nc e

This se c tio n p ro vid e s so me  te c hnic a l b a c kg ro und  info rma tio n a b o ut the  to p ic s c o ve re d  in this c ha p te r.

Ce rtific a tion Authoritie s

A Ce rtific a tio n Autho rity (CA) issue s c e rtific a te s a nd  g ua ra nte e s the  id e ntity o f e a c h c e rtific a te  o wne r. 
The re  a re  c o mme rc ia l c e rtific a tio n a utho ritie s like  Cyb e rTrust o r Ve riSig n a nd  g o ve rnme nt c e rtific a tio n 
a utho ritie s.

Ta b le  89   Truste d  CA: Vie w

LABEL DESCRIPTION

Na me This fie ld  d isp la ys the  id e ntifying  na me  o f this c e rtific a te .

This re a d -o nly te xt b o x d isp la ys the  c e rtific a te  o r c e rtific a tio n re q ue st in Priva c y Enha nc e d  
Ma il (PEM) fo rma t. PEM use s 64 ASCII c ha ra c te rs to  c o nve rt the  b ina ry c e rtific a te  into  a  
p rinta b le  fo rm.

Yo u c a n c o p y a nd  p a ste  the  c e rtific a te  into  a n e ma il to  se nd  to  frie nd s o r c o lle a g ue s o r yo u 
c a n c o p y a nd  p a ste  the  c e rtific a te  into  a  te xt e d ito r a nd  sa ve  the  file  o n a  ma na g e me nt 
c o mp ute r fo r la te r d istrib utio n (via  USB thumb  d rive  fo r e xa mp le ).

Ba c k Clic k this to  re turn to  the  p re vio us sc re e n.
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Public  a nd Priva te  Ke ys

Whe n using  p ub lic -ke y c ryp to lo g y fo r a uthe ntic a tio n, e a c h ho st ha s two  ke ys. One  ke y is p ub lic  a nd  c a n 
b e  ma d e  o p e nly a va ila b le ; the  o the r ke y is p riva te  a nd  must b e  ke p t se c ure . Pub lic -ke y e nc ryp tio n in 
g e ne ra l wo rks a s fo llo ws.

1 Tim wa nts to  se nd  a  p riva te  me ssa g e  to  Je nny. Tim g e ne ra te s a  p ub lic -p riva te  ke y p a ir. Wha t is 
e nc ryp te d  with o ne  ke y c a n o nly b e  d e c ryp te d  using  the  o the r.

2 Tim ke e p s the  p riva te  ke y a nd  ma ke s the  p ub lic  ke y o p e nly a va ila b le .

3 Tim use s his p riva te  ke y to  e nc ryp t the  me ssa g e  a nd  se nd s it to  Je nny.

4 Je nny re c e ive s the  me ssa g e  a nd  use s Tim’ s p ub lic  ke y to  d e c ryp t it.

5 Ad d itio na lly, Je nny use s he r o wn p riva te  ke y to  e nc ryp t a  me ssa g e  a nd  Tim use s Je nny’ s p ub lic  ke y to  
d e c ryp t the  me ssa g e .

The  Zyxe l De vic e  use s c e rtific a te s b a se d  o n p ub lic -ke y c ryp to lo g y to  a uthe ntic a te  use rs a tte mp ting  to  
e sta b lish a  c o nne c tio n. The  me tho d  use d  to  se c ure  the  d a ta  tha t yo u se nd  thro ug h a n e sta b lishe d  
c o nne c tio n d e p e nd s o n the  typ e  o f c o nne c tio n. Fo r e xa mp le , a  VPN tunne l mig ht use  the  trip le  DES 
e nc ryp tio n a lg o rithm.

The  c e rtific a tio n a utho rity use s its p riva te  ke y to  sig n c e rtific a te s. Anyo ne  c a n the n use  the  c e rtific a tio n 
a utho rity’ s p ub lic  ke y to  ve rify the  c e rtific a te s.

Adva nta g e s of Ce rtific a te s

Ce rtific a te s o ffe r the  fo llo wing  b e ne fits.

• The  Zyxe l De vic e  o nly ha s to  sto re  the  c e rtific a te s o f the  c e rtific a tio n a utho ritie s tha t yo u d e c id e  to  
trust, no  ma tte r ho w ma ny d e vic e s yo u ne e d  to  a uthe ntic a te .

• Ke y d istrib utio n is simp le  a nd  ve ry se c ure  sinc e  yo u c a n fre e ly d istrib ute  p ub lic  ke ys a nd  yo u ne ve r 
ne e d  to  tra nsmit p riva te  ke ys.

Ce rtific a te  File  Forma t

The  c e rtific a tio n a utho rity c e rtific a te  tha t yo u wa nt to  imp o rt ha s to  b e  in PEM (Ba se -64) e nc o d e d  X.509 
file  fo rma t. This Priva c y Enha nc e d  Ma il fo rma t use s 64 ASCII c ha ra c te rs to  c o nve rt a  b ina ry X.509 
c e rtific a te  into  a  p rinta b le  fo rm.

17.6.1  Ve rify a  Ce rtific a te

Be fo re  yo u imp o rt a  truste d  CA o r truste d  re mo te  ho st c e rtific a te  into  the  Zyxe l De vic e , yo u sho uld  ve rify 
tha t yo u ha ve  the  a c tua l c e rtific a te . This is e sp e c ia lly true  o f truste d  CA c e rtific a te s sinc e  the  Zyxe l 
De vic e  a lso  trusts a ny va lid  c e rtific a te  sig ne d  b y a ny o f the  imp o rte d  truste d  CA c e rtific a te s.

Yo u c a n use  a  c e rtific a te ’ s fing e rp rint to  ve rify it. A c e rtific a te ’ s fing e rp rint is a  me ssa g e  d ig e st 
c a lc ula te d  using  the  MD5 o r SHA1 a lg o rithms. The  fo llo wing  p ro c e d ure  d e sc rib e s ho w to  c he c k a  
c e rtific a te ’ s fing e rp rint to  ve rify tha t yo u ha ve  the  a c tua l c e rtific a te .

1 Bro wse  to  whe re  yo u ha ve  the  c e rtific a te  sa ve d  o n yo ur c o mp ute r.
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2 Ma ke  sure  tha t the  c e rtific a te  ha s a  “ .c e r”  o r “ .c rt”  file  na me  e xte nsio n.

Fig ure  164   Ce rtific a te s o n Yo ur Co mp ute r

3 Do ub le -c lic k the  c e rtific a te ’ s ic o n to  o p e n the  Ce rtific ate  wind o w. C lic k the  De ta ils ta b  a nd  sc ro ll d o wn 
to  the  Thumbprint Alg orithm  a nd  Thumbprint fie ld s.

Fig ure  165   Ce rtific a te  De ta ils 

Use  a  se c ure  me tho d  to  ve rify tha t the  c e rtific a te  o wne r ha s the  sa me  info rma tio n in the  Thumbprint 

Algorithm  a nd  Thumbprint fie ld s. The  se c ure  me tho d  ma y va ry b a se d  o n yo ur situa tio n. Po ssib le  
e xa mp le s wo uld  b e  o ve r the  te le p ho ne  o r thro ug h a n HTTPS c o nne c tio n.
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C HA PTER 1 8

Voic e

18.1  Ove rvie w

4G o nly sup p o rts a ll-IP-b a se d  p a c ke t-switc he d  te le p ho ny se rvic e s. Whe n Vo ic e  se rvic e  is e na b le d , the  
Zyxe l De vic e  sup p o rts C irc uit Switc he d  Fa llBa c k (CSFB) to  d e live r/ re c e ive  c irc uit-switc he d  vo ic e  c a lls 
a nd  te xt me ssa g e s via  a  3G  mo b ile  ne two rk a nd  the n g o e s b a c k to  the  4G LTE ne two rk to  tra nsmit d a ta  
p a c ke ts.

With the  vo ic e  se rvic e , use rs d o  no t ne e d  a  SIP a c c o unt a nd  SIP se rve r to  ma ke  p ho ne  c a lls o ve r the  
Inte rne t.

18.1.1  Wha t You Ca n Do in this Cha pte r

The se  sc re e ns a llo w yo u to  c o nfig ure  yo ur Zyxe l De vic e  to  ma ke  p ho ne  c a lls o ve r the  Inte rne t a nd  yo ur 
re g ula r p ho ne  line , a nd  to  se t up  the  p ho ne  yo u c o nne c t to  the  Zyxe l De vic e .

• Use  the  Voic e  Mode  sc re e n to  e na b le  Vo IP o r Vo LTE se rvic e s o n the  Zyxe l De vic e  (Se c tio n 18.2 o n 
p a g e  218).

• Use  the  SIP Ac c ount sc re e n to  se t up  info rma tio n a b o ut yo ur SIP a c c o unt, c o ntro l whic h SIP a c c o unts 
the  p ho ne s c o nne c te d  to  the  LTE De vic e  use  a nd  c o nfig ure  a ud io  se tting s suc h a s vo lume  le ve ls fo r 
the  p ho ne s c o nne c te d  to  the  ZyXEL De vic e  (Se c tio n 18.3.1 o n p a g e  219).

• Use  the  SIP Se rvic e  Provide r sc re e n to  c o nfig ure  the  SIP se rve r info rma tio n, a nd  the  numb e rs fo r 
c e rta in p ho ne  func tio ns (Se c tio n 18.3.3 o n p a g e  223).

• Use  the  Phone  sc re e n to  c ha ng e  se tting s tha t d e p e nd  o n whic h re g io n o f the  wo rld  the  Zyxe l De vic e  
is in (Se c tio n 18.4 o n p a g e  227).

• Use  the  Ca ll Rule  sc re e n to  se t up  sho rtc uts fo r d ia ling  fre q ue ntly-use d  (Vo IP) p ho ne  numb e rs (Se c tio n 
18.5 o n p a g e  227).

• Use  the  Ca ll History sc re e n to  vie w a  c a ll histo ry list (Se c tio n 18.6 o n p a g e  228).

18.2  Voic e  Mode

Use  this sc re e n to  e na b le  Vo IP o r Vo LTE se rvic e s o n the  Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k Voic e  > 

Voic e  Mode .
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Fig ure  166   Vo ic e  > Vo ic e  Mo d e

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

18.3  SIP

SIP sta nd s fo r Se ssio n Initia tio n Pro to c o l. SIP is a  sig na lling  sta nd a rd  tha t le ts o ne  ne two rk d e vic e  (like  a  
c o mp ute r o r the  Zyxe l De vic e ) se nd  me ssa g e s to  a no the r. In Vo IP, the se  me ssa g e s a re  a b o ut p ho ne  
c a lls o ve r the  ne two rk. Fo r e xa mp le , whe n yo u d ia l a  numb e r o n yo ur Zyxe l De vic e , it se nd s a  SIP 
me ssa g e  o ve r the  ne two rk a sking  the  o the r d e vic e  (the  numb e r yo u d ia le d ) to  ta ke  p a rt in the  c a ll. To  

a c c e ss this sc re e n, c lic k Voic e  > SIP.

18.3.1  SIP Ac c ount

Yo u c a n ma ke  c a lls o ve r the  Inte rne t using  Vo IP te c hno lo g y. Fo r this, yo u first ne e d  to  se t up  a  SIP 
a c c o unt with a  SIP se rvic e  p ro vid e r. The  Zyxe l De vic e  use s a  SIP a c c o unt to  ma ke  o utg o ing  Vo IP c a lls, 
a nd  to  c he c k if a n inc o ming  c a ll’ s d e stina tio n numb e r ma tc he s yo ur SIP a c c o unt’ s Vo IP numb e r. In 
o rd e r to  ma ke  a nd  re c e ive  Vo IP c a lls, yo u ne e d  to  e na b le  a nd  c o nfig ure  a  SIP a c c o unt, a nd  the n ma p  
it to  a  p ho ne  p o rt. The  SIP a c c o unt c o nta ins info rma tio n tha t a llo ws yo ur Zyxe l De vic e  to  c o nne c t to  yo ur 
Vo IP se rvic e  p ro vid e r. 

To  a c c e ss this sc re e n, c lic k Voic e  > SIP > SIP Ac c ount.

Ta b le  90   Vo ic e  > Vo ic e  Mo d e

LABEL DESCRIPTION

C o nfig ura tio n

Vo ic e  Se rvic e Se le c t Ena ble  to  a c tiva te  Vo IP o r Vo LTE o n the  Zyxe l De vic e .

Ap p ly Clic k Apply to  sa ve  the  se tting s.

C a nc e l C lic k Ca nc e l to  sta rt c o nfig uring  this sc re e n a g a in.



Cha p te r 18 Vo ic e

LTE Se rie s Use r’ s G uid e

220

Fig ure  167    Vo ic e  > SIP > SIP Ac c o unt.

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

18.3.2  SIP Ac c ount Entry Edit

Yo u c a n c o nfig ure  a  SIP a c c o unt. To  a c c e ss this sc re e n, c lic k the  Modify ic o n.

Ta b le  91   Vo ic e  > SIP > SIP Ac c o unt

LABEL DESCRIPTION

# This is the  ind e x numb e r o f the  e ntry.

Ena b le This sho ws whe the r the  SIP a c c o unt is a c tiva te d  o r no t. A ye llo w b ulb  sig nifie s tha t 
this SIP a c c o unt is a c tiva te d . A g ra y b ulb  sig nifie s tha t this SIP a c c o unt is a c tiva te d .

SIP Ac c o unt This sho ws the  na me  o f the  SIP a c c o unt.

Se rvic e  Pro vid e r This sho ws the  na me  o f the  SIP se rvic e  p ro vid e r.

Ac c o unt Numb e r This sho ws the  SIP numb e r.

Mo d ify C lic k the  Modify ic o n to  c o nfig ure  the  SIP a c c o unt.
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Fig ure  168    Vo ic e  > SIP > SIP Ac c o unt > SIP Ac c o unt Entry Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  92   Vo ic e  > SIP > SIP Ac c o unt > SIP Ac c o unt Entry Ed it

LABEL DESCRIPTION

SIP Se rvic e  Pro vid e r Asso c ia tio n

SIP Se rvic e  Pro vid e r 
Asso c ia te d  with

Se le c t the  c he c k b o x to  use  this a c c o unt. C le a r it to  no t use  this a c c o unt.

G e ne ra l

SIP Ac c o unt Numb e r Ente r yo ur SIP numb e r. In the  full SIP URI, this is the  p a rt b e fo re  the  @  symb o l. Yo u c a n 

use  up  to  127 p rinta b le  ASCII c ha ra c te rs.

Authe ntic a tio n

Use r Na me Ente r the  use r na me  fo r re g iste ring  this SIP a c c o unt, e xa c tly a s it wa s g ive n to  yo u. 
Yo u c a n use  up  to  95 p rinta b le  ASCII c ha ra c te rs.
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Pa sswo rd Ente r the  p a sswo rd  fo r re g iste ring  this SIP a c c o unt, e xa c tly a s it wa s g ive n to  yo u. 
Yo u c a n use  up  to  95 p rinta b le  ASCII c ha ra c te rs.

URL Typ e

URL Typ e Se le c t whe the r o r no t to  inc lud e  the  SIP se rvic e  d o ma in na me  whe n the  LTE De vic e  
se nd s the  SIP numb e r. 

SIP - inc lud e  the  SIP se rvic e  d o ma in na me . 

TEL - d o  no t inc lud e  the  SIP se rvic e  d o ma in na me .

Vo ic e  Fe a ture s

Prima ry Co mp re ssio n Typ e

Se c o nd a ry Co mp re ssio n 
Typ e

Third  Co mp re ssio n Type

Se le c t the  typ e  o f vo ic e  c o d e r/ d e c o d e r (c o d e c ) tha t yo u wa nt the  LTE De vic e  to  
use .

G .711 p ro vid e s hig he r vo ic e  q ua lity b ut re q uire s mo re  b a nd wid th (64 kb p s).

• G.729 p ro vid e s g o o d  so und  q ua lity a nd  re d uc e s the  re q uire d  b a nd wid th to  8 
kb ps.

• G.711a  is typ ic a lly use d  in Euro p e .

• G.711u is typ ic a lly use d  in No rth Ame ric a  a nd  Ja p a n.

• G.726- 32 o p e ra te s a t 16, 24, 32 o r 40 kb p s.

• G.722 o p e ra te s a t 6.3 kb p s o r 5.3 kb p s.

Whe n two  SIP d e vic e s sta rt a  SIP se ssio n, the y must a g re e  o n a  c o d e c .

Se le c t the  LTE De vic e ’ s first c ho ic e  fo r vo ic e  c o d e r/ d e c o d e r.

Se le c t the  LTE De vic e ’ s se c o nd  c ho ic e  fo r vo ic e  c o d e r/ d e c o d e r. Se le c t None  if yo u 
o nly wa nt the  LTE De vic e  to  a c c e p t the  first c ho ic e .

Se le c t the  LTE De vic e ’ s third  c ho ic e  fo r vo ic e  c o d e r/ d e c o d e r. Se le c t None  if yo u 
o nly wa nt the  LTE De vic e  to  a c c e p t the  first o r se c o nd  c ho ic e .

Sp e a king  Vo lume  Co ntro l Se le c t the  lo ud ne ss tha t the  LTE De vic e  use s fo r sp e e c h tha t it se nd s to  the  p e e r 
d e vic e . Cho ic e s a re  Minimum, Mid d le , a nd  Ma ximum.

Liste ning  Vo lume  Co ntro l Se le c t the  lo ud ne ss tha t the  LTE De vic e  use s fo r sp e e c h tha t it re c e ive s fro m the  p e e r 
d e vic e . Cho ic e s a re  Minimum, Mid d le , a nd  Ma ximum.

Ena b le  G . 168 Se le c t this if yo u wa nt to  e limina te  the  e c ho  c a use d  b y the  so und  o f yo ur vo ic e  
re ve rb e ra ting  in the  te le p ho ne  re c e ive r while  yo u ta lk.

Ena b le  VAD Se le c t this if the  LTE De vic e  sho uld  sto p  tra nsmitting  whe n yo u a re  no t sp e a king . This 
re d uc e s the  b a nd wid th the  LTE De vic e  use s.

C a ll Fe a ture s

Se nd  Ca lle r ID Se le c t this if yo u wa nt to  se nd  id e ntific a tio n whe n yo u ma ke  Vo IP p ho ne  c a lls. C le a r 
this if yo u d o  no t wa nt to  se nd  id e ntific a tio n.

Ena b le  C a ll Wa iting Se le c t this to  e na b le  c a ll wa iting  o n the  LTE De vic e . This a llo ws yo u to  p la c e  a  c a ll o n 
ho ld  while  yo u a nswe r a no the r inc o ming  c a ll o n the  sa me  te le p ho ne  (d ire c to ry) 
numb e r.

Ca ll Wa iting  Re je c t Time r Sp e c ify a  time  o f se c o nd s tha t the  LTE De vic e  wa its b e fo re  re je c ting  the  se c o nd  c a ll 
if yo u d o  no t a nswe r it.

Ena b le  Do  No t Disturb  
(DND)

Select  this to turn the do not  disturb feature on. This has the Zyxel Device reject  

all calls dest ined to the phone line.

Ac tive  Inc o ming  
Ano nymo us C a ll Blo c k

Se le c t this to  ha ve  the  p ho ne  no t ring  fo r inc o ming  c a lls with c a lle r ID d e a c tiva te d .

O K Clic k this to  sa ve  yo ur c ha ng e s.

Ca nc e l C lic k this to  e xit this sc re e n witho ut sa ving .

Ta b le  92   Vo ic e  > SIP > SIP Ac c o unt > SIP Ac c o unt Entry Ed it (c o ntinue d )

LABEL DESCRIPTION
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18.3.3  SIP Se rvic e  Provide r

Use  this sc re e n to  vie w the  SIP se rvic e  p ro vid e r info rma tio n o n the  Zyxe l De vic e . A SIP p ro vid e r o ffe rs 
Inte rne t c a ll se rvic e s using  Vo IP te c hno lo g y. Yo u ma y ne e d  to  c o nsult yo ur SIP se rvic e  p ro vid e r fo r the  
fo llo wing  se tting s. To  a c c e ss this sc re e n, c lic k Voic e  > SIP > SIP Se rvic e  Provide r.

Fig ure  169   Vo ic e  > SIP > SIP Se rvic e  Pro vid e r

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

18.3.4  Provide r Entry Edit

Use  this sc re e n to  c o nfig ure  the  SIP se rve r info rma tio n, the  numb e rs fo r c e rta in p ho ne  func tio ns

a nd  d ia ling  p la n fo r a  SIP se rvic e  p ro vid e r. C lic k Voic e  > SIP > SIP Se rvic e  Provide r a nd  the n c lic k the  

Modify ic o n ne xt to  a  p ro file  o f SIP se rvic e  p ro vid e r se tting s to  o p e n the  fo llo wing  sc re e n.

Ta b le  93   Vo ic e  > SIP > SIP Se rvic e  Pro vid e r

LABEL DESCRIPTION

# This is the  ind e x numb e r o f the  e ntry.

SIP Se rvic e  Pro vid e r Na me This sho ws the  na me  o f the  SIP se rvic e  p ro vid e r.

SIP Pro xy Se rve r Ad d re ss This sho ws the  IP a dd re ss o r d o ma in na me  o f the  SIP se rve r.

Re g iste r Se rve r Ad d re ss This sho ws the  IP a d d re ss o r d o ma in na me  o f the  SIP re g iste r se rve r.

SIP Se rvic e  Do ma in Ente r the  SIP se rvic e  d o ma in na me . In the  full SIP URI, this is the  p a rt a fte r the  
@ symb o l. Yo u c a n use  up  to  127 printa b le  ASCII Exte nd e d  se t c ha ra c te rs.

Mo d ify C lic k the  Modify ic o n to  c o nfig ure  the  p ro file  o f SIP se rvic e  p ro vid e r se tting s.
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Fig ure  170   Vo ic e  > SIP > SIP Se rvic e  Pro vid e r: Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  94   Vo ic e  > SIP > SIP Se rvic e  Pro vid e r: Ed it 

LABEL DESCRIPTION

G e ne ra l

SIP Se rvic e  Pro vid e r Se le c t this if yo u wa nt the  Zyxe l De vic e  to  use  this SIP pro vid e r. C le a r it if yo u d o  no t 
wa nt the  Zyxe l De vic e  to  use  this SIP p ro vid e r.

SIP Se rvic e  Pro vid e r Na me Ente r the  na me  o f yo ur SIP se rvic e  p ro vid e r. 

SIP Lo c a l Po rt Ente r the  Zyxe l De vic e ’ s liste ning  p o rt numb e r, if yo ur Vo IP se rvic e  p ro vid e r g a ve  yo u 
o ne . O the rwise , ke e p  the  d e fa ult va lue .

SIP Pro xy Se rve r Ad d re ss Ente r the  IP a d d re ss o r d o ma in na me  o f the  SIP se rve r p ro vid e d  b y yo ur Vo IP se rvic e  
p ro vid e r. Yo u c a n use  up  to  95 p rinta b le  ASC II c ha ra c te rs. It d o e s no t ma tte r 
whe the r the  SIP se rve r is a  p ro xy, re d ire c t o r re g iste r se rve r.
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SIP Pro xy Se rve r Po rt Ente r the  SIP se rve r’ s liste ning  p o rt numb e r, if yo ur Vo IP se rvic e  p ro vid e r g a ve  yo u 
o ne . O the rwise , ke e p  the  d e fa ult va lue .

SIP REGISTAR Se rve r Ad d re ss Ente r the  IP a d d re ss o r d o ma in na me  o f the  SIP re g iste r se rve r, if yo ur Vo IP se rvic e  
p ro vid e r g a ve  yo u o ne . O the rwise , e nte r the  sa me  a d d re ss yo u e nte re d  in the  SIP 

Se rve r Addre ss fie ld . Yo u c a n use  up  to  95 p rinta b le  ASC II c ha ra c te rs.

SIP REG ISTAR Se rve r Po rt Ente r the  SIP re g iste r se rve r’ s liste ning  p o rt numb e r, if yo ur Vo IP se rvic e  p ro vid e r g a ve  
yo u o ne . O the rwise , e nte r the  sa me  p o rt numb e r yo u e nte re d  in the  SIP Se rve r Port 
fie ld .

SIP Se rvic e  Do ma in Ente r the  SIP se rvic e  d o ma in na me . In the  full SIP URI, this is the  p a rt a fte r the  @  
symb o l. Yo u c a n use  up  to  127 p rinta b le  ASC II Exte nd e d  se t c ha ra c te rs.

RFC Sup po rt

PRACK (RFC 3262) RFC 3262 d e fine s a  me c ha nism to  p ro vid e  re lia b le  tra nsmissio n o f SIP p ro visio na l 
re sp o nse  me ssa g e s, whic h c o nve y info rma tio n o n the  pro c e ssing  p ro g re ss o f the  
re q ue st. This use s the  o p tio n ta g  100re l a nd  the  Pro visio na l Re sp o nse  
AC Kno wle d g e me nt (PRAC K) me tho d .

Se le c t Supporte d  o r Re quire d  to  ha ve  the  Zyxe l De vic e  inc lud e  a  SIP Re q uire /
Sup p o rte d  he a d e r fie ld  with the  o p tio n ta g  100re l in a ll INVITE   re q ue sts. Whe n the  
Zyxe l De vic e  re c e ive s a  SIP re sp o nse  me ssa g e  ind ic a ting  tha t the  p ho ne  it c a lle d  is 
ring ing , the  Zyxe l De vic e  se nd s a  PRAC K me ssa g e  to  ha ve  b o th sid e s c o nfirm the  
me ssa g e  is re c e ive d . 

If yo u se le c t Supporte d, the  p e e r d e vic e  sup p o rts the  o p tio n ta g  100re l to  se nd  
p ro visio na l re sp o nse s re lia b ly.

If yo u se le c t Re quire d, the  p e e r d e vic e  re q uire s the  o p tio n ta g  100re l to  se nd  
p ro visio na l re sp o nse s re lia b ly.

Se le c t Disa ble d  to  turn o ff this func tio n. 

Vo IP IOP Fla g s - Se le c t Vo IP inte r-o pe ra b ility se tting s.

Re p la c e  d ia l d ig it '# ' to  '%23' in SIP me ssa g e s.

Re mo ve  ':5060' a nd  'tra nsp o rt=ud p ' fro m re q ue st-uri in SIP me ssa g e s.

Re mo ve  the  'Ro ute ' he a d e r in SIP me ssa g e s.

Do n't se nd  re -Invite  to  the  re mo te  p a rty whe n the re  a re  multip le  c o d e c s a nswe re d  
in the  Se ssio n De sc rip tio n Pro to c o l (SDP).

Re mo ve  the  'Authe ntic a tio n' he a d e r in SIP ACK me ssa g e s.

Bo und  Inte rfa c e  Na me

Bo und  Inte rfa c e  Na me If yo u se le c t AnyWAN, the  Zyxe l De vic e  a uto ma tic a lly a c tiva te s the  Vo IP se rvic e  
whe n a ny WAN c o nne c tio n is up .

If yo u se le c t MultiWAN, yo u a lso  ne e d  to  se le c t the  p re -c o nfig ure d  WAN 
c o nne c tio ns. The  Vo IP se rvic e  is a c tiva te d  o nly whe n o ne  o f the  se le c te d  WAN 
c o nne c tio ns is up .

Outb o und  Pro xy

Ena b le Se le c t this if yo ur Vo IP se rvic e  p ro vid e r ha s a  SIP o utb o und  se rve r to  ha nd le  vo ic e  
c a lls. This a llo ws the  Zyxe l De vic e  to  wo rk with a ny typ e  o f NAT ro ute r a nd  e limina te s 
the  ne e d  fo r STUN o r a  SIP ALG . Turn o ff a ny SIP ALG  o n a  NAT ro ute r in fro nt o f the  
Zyxe l De vic e  to  ke e p  it fro m re -tra nsla ting  the  IP a d d re ss (sinc e  this is a lre a d y 
ha nd le d  b y the  o utb o und  p ro xy se rve r).

Outb o und  Pro xy Ad d re ss Ente r the  IP a d d re ss o r d o ma in na me  o f the  SIP o utb o und  p ro xy se rve r. 

Outb o und  Pro xy Po rt Ente r the  SIP o utb o und  p ro xy se rve r’ s liste ning  p o rt, if yo ur Vo IP se rvic e  p ro vid e r g a ve  
yo u o ne . O the rwise , ke e p  the  d e fa ult va lue .

Use  DHCP Op tio n 120 first Se le c t this to  ha ve  the  Zyxe l De vic e  use  DHCP Op tio n 120 first.

Ta b le  94   Vo ic e  > SIP > SIP Se rvic e  Pro vid e r: Ed it  (c o ntinue d )

LABEL DESCRIPTION
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RTP Po rt Ra ng e

Sta rt Po rt

End  Po rt

Ente r the  liste ning  p o rt numb e r(s) fo r RTP tra ffic , if yo ur Vo IP se rvic e  p ro vid e r g a ve  
yo u this info rma tio n. Othe rwise , ke e p  the  d e fa ult va lue s.

To  e nte r o ne  po rt numb e r, e nte r the  p o rt numb e r in the  Sta rt Port a nd  End Port fie ld s.

To  e nte r a  ra ng e  o f p o rts,

• e nte r the  po rt numb e r a t the  b e g inning  o f the  ra ng e  in the  Sta rt Port fie ld .
• e nte r the  po rt numb e r a t the  e nd  o f the  ra ng e  in the  End Port fie ld .

DTMF Mo d e Co ntro l ho w the  Zyxe l De vic e  ha nd le s the  to ne s tha t yo ur te le p ho ne  ma ke s whe n 
yo u p ush its b utto ns. Yo u sho uld  use  the  sa me  mo d e  yo ur Vo IP se rvic e  p ro vid e r use s.

RFC2833 - se nd  the  DTMF to ne s in RTP p a c ke ts.

Inba nd  - se nd  the  DTMF to ne s in the  vo ic e  d a ta  stre a m. This me tho d  wo rks b e st 
whe n yo u a re  using  a  c o d e c  tha t d o e s no t use  c o mpre ssio n (like  G .711). C o d e c s 
tha t use  c o mp re ssio n (like  G .726) c a n d isto rt the  to ne s.

SIPInfo  - se nd  the  DTMF to ne s in SIP me ssa g e s.

Tra nsp o rt Typ e

Tra nsp o rt Typ e Se le c t the  tra nsp o rt la ye r p ro to c o l UDP o r TCP (usua lly UDP) use d  fo r SIP.

Ig no re  Dire c t IP Se le c t Ena ble  to  ha ve  the  c o nne c te d  d e vic e s a c c e p t SIP re q ue sts o nly fro m the  SIP 
p ro xy/ re g iste r se rve r sp e c ifie d  a b o ve . SIP re q ue sts se nt fro m o the r IP a d d re sse s will 
b e  ig no re d .

FAX Op tio n This fie ld  c o ntro ls ho w the  Zyxe l De vic e  ha nd le s fa x me ssa g e s.

Q o S Ta g

SIP DSC P Ma rk Se tting Ente r the  DSCP (DiffSe rv Co d e  Po int) numb e r fo r SIP me ssa g e  tra nsmissio ns. The  Zyxe l 
De vic e  c re a te s C la ss o f Se rvic e  (Co S) p rio rity ta g s with this numb e r to  SIP tra ffic  tha t 
it tra nsmits.

RTP DSC P Ma rk Se tting Ente r the  DSCP (DiffSe rv Co d e  Po int) numb e r fo r RTP vo ic e  tra nsmissio ns. The  Zyxe l 
De vic e  c re a te s C la ss o f Se rvic e  (Co S) p rio rity ta g s with this numb e r to  RTP tra ffic  tha t 
it tra nsmits.

Time r Se tting

SIP Re g iste r Exp ira tio n 
Dura tio n

Ente r the  numb e r o f se c o nd s yo ur SIP a c c o unt is re g iste re d  with the  SIP re g iste r se rve r 
b e fo re  it is d e le te d . The  Zyxe l De vic e  a uto ma tic a lly trie s to  re -re g iste r yo ur SIP 
a c c o unt whe n o ne -ha lf o f this time  ha s p a sse d  (The  SIP re g iste r se rve r mig ht ha ve  a  
d iffe re nt e xp ira tio n).

SIP Re g iste r Fa ll Re -try time r Ente r the  numb e r o f se c o nd s the  Zyxe l De vic e  wa its b e fo re  it trie s a g a in to  re g iste r 
the  SIP a c c o unt, if the  first try fa ile d  o r if the re  is no  re sp o nse .

Se ssio n Exp ire s [SE] Ente r the  numb e r o f se c o nd s the  Zyxe l De vic e  le ts a  SIP se ssio n re ma in id le  (witho ut 
tra ffic ) b e fo re  it a uto ma tic a lly d isc o nne c ts the  se ssio n.

Min-SE Ente r the  minimum numb e r o f se c o nd s the  Zyxe l De vic e  le ts a  SIP se ssio n re ma in id le  
(witho ut tra ffic ) b e fo re  it a uto ma tic a lly d isc o nne c ts the  se ssio n. Whe n two  SIP 
d e vic e s sta rt a  SIP se ssio n, the y must a g re e  o n a n e xp ira tio n time  fo r id le  se ssio ns. This 
fie ld  is the  sho rte st e xp ira tio n time  tha t the  Zyxe l De vic e  a c c e p ts.

Dia ling  inte rva l se le c tio n

Dia ling  inte rva l se le c tio n Ente r the  numb e r o f se c o nd s the  Zyxe l De vic e  sho uld  wa it a fte r yo u sto p  d ia ling  
numb e rs b e fo re  it ma ke s the  p ho ne  c a ll. The  va lue  d e p e nd s o n ho w q uic kly yo u d ia l 
p ho ne  numb e rs.

Ena b le  DNS SRV Se le c t this to  ha ve  the  Zyxe l De vic e  q ue ry yo ur ISP’ s DNS se rve r fo r a  list o f a ny 
a va ila b le  SIP se rve rs tha t it ma inta ins. This is use ful if yo ur sta tic  SIP se rve r e xp e rie nc e s 
d iffic ultie s, ma king  it ha rd  fo r yo ur IP p ho ne  use rs to  ma ke  SIP c a lls.

Ta b le  94   Vo ic e  > SIP > SIP Se rvic e  Pro vid e r: Ed it  (c o ntinue d )

LABEL DESCRIPTION
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18.4  Phone

Use  this sc re e n to  c o nfig ure  se tting s tha t d e p e nd  o n whic h re g io n o f the  wo rld  the  Zyxe l De vic e  is in.  
Se le c ting  the  re g io n whe re  the  d e vic e  is p hysic a lly lo c a te d  imp ro ve s the  q ua lity o f p ho ne  c a lls. To  
a c c e ss this sc re e n, c lic k Voic e  > Phone .

Fig ure  171   Vo ic e  > Pho ne

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

No te : Yo u ne e d  to  re b o o t the  d e vic e  a fte r c ha ng ing  the  re g io n se tting s fo r it to  ta ke  e ffe c t.

18.5  Ca ll Rule

Use  this sc re e n to  a d d , e d it, o r re mo ve  sp e e d -d ia l numb e rs fo r o utg o ing  c a lls. Sp e e d  d ia l p ro vid e s 
sho rtc uts fo r d ia ling  fre q ue ntly-use d  (Vo IP) p ho ne  numb e rs. Yo u a lso  ha ve  to  c re a te  sp e e d -d ia l e ntrie s if 
yo u wa nt to  c a ll SIP numb e rs tha t c o nta in le tte rs. Onc e  yo u ha ve  c o nfig ure d  a  sp e e d  d ia l rule , yo u c a n 
use  a  sho rtc ut (the  sp e e d  d ia l numb e r, # 01 fo r e xa mp le ) o n yo ur p ho ne 's ke yp a d  to  c a ll the  p ho ne  

numb e r. To  a c c e ss this sc re e n, c lic k Voic e  > Ca ll Rule .

O K Clic k this to  sa ve  yo ur c ha ng e s.

Ca nc e l C lic k this to  e xit this sc re e n witho ut sa ving .

Ta b le  94   Vo ic e  > SIP > SIP Se rvic e  Pro vid e r: Ed it  (c o ntinue d )

LABEL DESCRIPTION

Ta b le  95   Vo ic e  > Pho ne

LABEL DESCRIPTION

Re g io n Se tting Se le c t the  p la c e  in whic h the  Zyxe l De vic e  is lo c a te d .

C a ll Se rvic e  Mo d e Se le c t the  mo d e  fo r sup p le me nta ry p ho ne  se rvic e s (c a ll ho ld , c a ll wa iting , c a ll 
tra nsfe r a nd  thre e -wa y c o nfe re nc e  c a lls) tha t yo ur Vo IP se rvic e  p ro vid e r sup p o rts.

• Europe  Type  - use  sup p le me nta ry p ho ne  se rvic e s in Euro p e a n mo d e .
• USA Type  - use  sup p le me nta ry p ho ne  se rvic e s Ame ric a n mo d e .

Yo u mig ht ha ve  to  sub sc rib e  to  the se  se rvic e s to  use  the m. Co nta c t yo ur Vo IP 
se rvic e  p ro vid e r.

Ap p ly Clic k this to  sa ve  yo ur c ha ng e s a nd  to  a p p ly the m to  the  Zyxe l De vic e .

Ca nc e l C lic k this to  se t e ve ry fie ld  in this sc re e n to  its la st-sa ve d  va lue .
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Fig ure  172   Vo ic e  > Ca ll Rule

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

18.6  Ca ll History

The  Zyxe l De vic e  lo g s c a lls fro m o r to  yo ur SIP a d d re sse s. This sc re e n a llo ws yo u to  vie w a  summa ry o f 
re c e ive d , d ia le d  a nd  misse d  c a lls a nd  a  c a ll histo ry list. Yo u c a n a lso  vie w d e ta ile d  info rma tio n o n e a c h 
o utg o ing  a nd  inc o ming  c a ll. 

18.6.1  Ca ll History Sc re e n

To  a c c e ss this sc re e n, c lic k Voic e  > Ca ll History.

Ta b le  96   Vo ic e  > Ca ll Rule

LABEL DESCRIPTION

Ke ys This fie ld  d isp la ys the  sp e e d -d ia l numb e r yo u sho uld  d ia l to  use  this e ntry.

Numb e r Ente r the  SIP numb e r yo u wa nt the  Zyxe l De vic e  to  c a ll whe n yo u d ia l the  sp e e d -d ia l 
numb e r.

De sc rip tio n Ente r a  sho rt d e sc rip tio n to  id e ntify the  p a rty yo u c a ll whe n yo u d ia l the  sp e e d -d ia l 
numb e r. Yo u c a n use  up  to  127 p rinta b le  ASC II c ha ra c te rs.

C le a r All Sp e e d  Dia ls Clic k this b utto n to  re mo ve  a ll sp e e d  d ia ls sa ve d .

Ap p ly Clic k this to  sa ve  yo ur c ha ng e s a nd  to  a p p ly the m to  the  Zyxe l De vic e .

C a nc e l C lic k this to  se t e ve ry fie ld  in this sc re e n to  its la st-sa ve d  va lue .
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Fig ure  173   Vo ic e  > Ca ll Histo ry

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

18.6.2  Ca ll Summa ry Sc re e n

The  Zyxe l De vic e  lo g s c a lls to  o r fro m yo ur SIP a d d re sse s. This sc re e n a llo ws yo u to  vie w the  summa ry o f 
re c e ive d , d ia le d  a nd  misse d  c a lls. To  a c c e ss this sc re e n, c lic k Voic e  > Ca ll History > Ca ll Summa ry.

Fig ure  174   Vo ic e  > Ca ll Histo ry > Ca ll Summa ry

Ta b le  97   Vo ic e  > Ca ll Histo ry

LABEL DESCRIPTION

C la ssify Se le c t the  typ e  o f the  c a lls. The  c a ll typ e s a re : Inc o ming , Outg o ing  a nd  Misse d .

C le a r List C lic k this b utto n to  re mo ve  a ll e ntrie s fro m the  c a ll histo ry list.

Re fre sh Clic k this b utto n to  re ne w the  c a ll histo ry list.

Exp o rt Clic k Exp o rt to  d o wnlo a d  a  c a ll histo ry list.

Typ e This d isp la ys the  typ e  o f the  c a lls.

Da te This d isp la ys the  d a te  whe n the  c a lls we re  ma d e .

Na me This d isp la ys the  SIP a c c o unt yo u c a lle d .

Numb e r This d isp la ys the  SIP numb e r yo u c a lle d .

Pho ne  De vic e This fie ld  d isp la ys the  na me  o f a  p ho ne  p o rt o n the  Zyxe l De vic e .

O utg o ing  Numb e r This d isp la ys ho w ma ny c a lls o rig ina te d  fro m yo u tha t d a y.

Dura tio n This d isp la ys ho w lo ng  the  c urre nt c a ll ha s la ste d .

Mo d ify Clic k the  Mo d ify ic o n to  ma ke  c ha ng e s to  the  c a ll histo ry.



Cha p te r 18 Vo ic e

LTE Se rie s Use r’ s G uid e

230

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  98   Vo ic e  > Ca ll Histo ry > Ca ll Summa ry

LABEL DESCRIPTION

Re fre sh Clic k this b utto n to  re ne w the  c a ll histo ry list.

C le a r All C lic k this b utto n to  re mo ve  a ll e ntrie s fro m the  c a ll histo ry list.

Da te This is the  d a te  whe n the  c a lls we re  ma d e .

To ta l C a lls This d isp la ys the  to ta l numb e r o f c a lls fro m o r to  yo ur SIP numb e rs tha t d a y.

O utg o ing  Ca lls This d isp la ys ho w ma ny c a lls o rig ina te d  fro m yo u tha t d a y.

Inc o ming  Ca lls This d isp la ys ho w ma ny c a lls yo u re c e ive d  tha t d a y.

Missing  Ca lls This d isp la ys ho w ma ny inc o ming  c a lls we re  no t a nswe re d  tha t d a y.

To ta l Dura tio n This d isp la ys ho w lo ng  a ll c a lls la ste d  tha t d a y.
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C HA PTER 1 9

Log

19.1  Log  Ove rvie w

The se  sc re e ns a llo w yo u to  d e te rmine  the  c a te g o rie s o f e ve nts a nd / o r a le rts tha t the  Zyxe l De vic e  lo g s 
a nd  the n d isp la y the se  lo g s o r ha ve  the  Zyxe l De vic e  se nd  the m to  a n a d ministra to r (thro ug h e ma il) o r 
to  a  syslo g  se rve r.

19.1.1  Wha t You Ca n Do in this Cha pte r

• Use  the  Syste m Log  sc re e n to  se e  the  syste m lo g s (Se c tio n 19.2 o n p a g e  232).

• Use  the  Se c urity Log  sc re e n to  se e  the  se c urity-re la te d  lo g s fo r the  c a te g o rie s tha t yo u se le c t (Se c tio n 
19.3 o n p a g e  232).

19.1.2  Wha t You Ne e d To Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Ale rts and Log s

An a le rt is a  typ e  o f lo g  tha t wa rra nts mo re  se rio us a tte ntio n. The y inc lud e  syste m e rro rs, a tta c ks (a c c e ss 
c o ntro l) a nd  a tte mp te d  a c c e ss to  b lo c ke d  we b  site s. So me  c a te g o rie s suc h a s Syste m Errors c o nsist o f 
b o th lo g s a nd  a le rts. Yo u ma y d iffe re ntia te  the m b y the ir c o lo r in the  Vie w Log  sc re e n. Ale rts d isp la y in 
re d  a nd  lo g s d isp la y in b la c k.

Syslog  Ove rvie w

The  syslo g  p ro to c o l a llo ws d e vic e s to  se nd  e ve nt no tific a tio n me ssa g e s a c ro ss a n IP ne two rk to  syslo g  
se rve rs tha t c o lle c t the  e ve nt me ssa g e s. A syslo g -e na b le d  d e vic e  c a n g e ne ra te  a  syslo g  me ssa g e  a nd  
se nd  it to  a  syslo g  se rve r.

Syslo g  is d e fine d  in RFC 3164. The  RFC d e fine s the  p a c ke t fo rma t, c o nte nt a nd  syste m lo g  re la te d  
info rma tio n o f syslo g  me ssa g e s. Ea c h syslo g  me ssa g e  ha s a  fa c ility a nd  se ve rity le ve l. The  syslo g  fa c ility 
id e ntifie s a  file  in the  syslo g  se rve r. Re fe r to  the  d o c ume nta tio n o f yo ur syslo g  p ro g ra m fo r d e ta ils. The  
fo llo wing  ta b le  d e sc rib e s the  syslo g  se ve rity le ve ls.

Ta b le  99   Syslo g  Se ve rity Le ve ls

CODE SEVERITY

0 Eme rg e nc y: The  syste m is unusa b le .

1 Ale rt: Ac tio n must b e  ta ke n imme d ia te ly.

2 Critic a l: The  syste m c o nd itio n is c ritic a l.

3 Erro r: The re  is a n e rro r c o nd itio n o n the  syste m.

4 Wa rning : The re  is a  wa rning  c o nd itio n o n the  syste m.
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19.2  Syste m Log

Use  the  Syste m Log  sc re e n to  se e  the  syste m lo g s. Yo u c a n filte r the  e ntrie s b y se le c ting  a  se ve rity le ve l 
a nd / o r c a te g o ry. C lic k Syste m Monitor > Log  to  o p e n the  Syste m Log  sc re e n.

Fig ure  175   Syste m Mo nito r > Lo g  > Syste m Lo g

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

19.3  Se c urity Log

Use  the  Se c urity Log  sc re e n to  se e  the  se c urity-re la te d  lo g s fo r the  c a te g o rie s tha t yo u se le c t. Yo u c a n 
filte r the  e ntrie s b y se le c ting  a  se ve rity le ve l a nd / o r c a te g o ry. C lic k Syste m Monitor > Log  > Se c urity Log  
to  o p e n the  fo llo wing  sc re e n.

5 No tic e : The re  is a  no rma l b ut sig nific a nt c o nd itio n o n the  syste m.

6 Info rma tio na l: The  syslo g  c o nta ins a n info rma tio na l me ssa g e .

7 De b ug g ing : The  me ssa g e  is inte nd e d  fo r d e b ug -le ve l p urp o se s.

Ta b le  99   Syslo g  Se ve rity Le ve ls

CODE SEVERITY

Ta b le  100   Syste m Mo nito r > Lo g  > Syste m Lo g

LABEL DESCRIPTION

Le ve l Se le c t a  se ve rity le ve l fro m the  d ro p -d o wn list b o x. This filte rs se a rc h re sults a c c o rd ing  to  the  
se ve rity le ve l yo u ha ve  se le c te d . Whe n yo u se le c t a  se ve rity, the  Zyxe l De vic e  se a rc he s thro ug h 
a ll lo g s o f tha t se ve rity o r hig he r.

C a te g o ry Se le c t the  typ e  o f lo g s to  d isp la y.

C le a r Lo g Clic k this to  d e le te  a ll the  lo g s.

Re fre sh Clic k this to  re ne w the  lo g  sc re e n.

Exp o rt Lo g Clic k this to  e xpo rt the  se le c te d  lo g (s).

Ema il Lo g  No w Clic k this to  se nd  the  lo g  file (s) to  the  e ma il a d d re ss yo u sp e c ify in the  Ma inte na nc e  > Log s 

Se tting  sc re e n.

# This fie ld  is a  se q ue ntia l va lue  a nd  is no t a sso c ia te d  with a  sp e c ific  e ntry.

Time This fie ld  d isp la ys the  time  the  lo g  wa s re c o rd e d .

Fa c ility The  lo g  fa c ility a llo ws yo u to  se nd  lo g s to  d iffe re nt file s in the  syslo g  se rve r. Re fe r to  the  
d o c ume nta tio n o f yo ur syslo g  p ro g ra m fo r mo re  d e ta ils.

Le ve l This fie ld  d isp la ys the  se ve rity le ve l o f the  lo g  tha t the  d e vic e  is to  se nd  to  this syslo g  se rve r.

C a te g o ry This fie ld  d isp la ys the  typ e  o f the  lo g .

Me ssa g e s This fie ld  sta te s the  re a so n fo r the  lo g .
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Fig ure  176   Syste m Mo nito r > Lo g  > Se c urity Lo g

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  101   Syste m Mo nito r > Lo g  > Se c urity Lo g

LABEL DESCRIPTION

Le ve l Se le c t a  se ve rity le ve l fro m the  d ro p -d o wn list b o x. This filte rs se a rc h re sults a c c o rd ing  to  the  
se ve rity le ve l yo u ha ve  se le c te d . Whe n yo u se le c t a  se ve rity, the  Zyxe l De vic e  se a rc he s thro ug h 
a ll lo g s o f tha t se ve rity o r hig he r.

C a te g o ry Se le c t the  typ e  o f lo g s to  d isp la y.

C le a r Lo g Clic k this to  d e le te  a ll the  lo g s.

Re fre sh Clic k this to  re ne w the  lo g  sc re e n.

Exp o rt Lo g Clic k this to  e xpo rt the  se le c te d  lo g (s).

Ema il Lo g  No w Clic k this to  se nd  the  lo g  file (s) to  the  e ma il a d d re ss yo u sp e c ify in the  Ma inte na nc e  > Log s 

Se tting  sc re e n.

# This fie ld  is a  se q ue ntia l va lue  a nd  is no t a sso c ia te d  with a  sp e c ific  e ntry.

Time This fie ld  d isp la ys the  time  the  lo g  wa s re c o rd e d .

Fa c ility The  lo g  fa c ility a llo ws yo u to  se nd  lo g s to  d iffe re nt file s in the  syslo g  se rve r. Re fe r to  the  
d o c ume nta tio n o f yo ur syslo g  p ro g ra m fo r mo re  d e ta ils.

Le ve l This fie ld  d isp la ys the  se ve rity le ve l o f the  lo g  tha t the  d e vic e  is to  se nd  to  this syslo g  se rve r.

C a te g o ry This fie ld  d isp la ys the  typ e  o f the  lo g .

Me ssa g e s This fie ld  sta te s the  re a so n fo r the  lo g .
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Tra ffic  Sta tus

20.1  Tra ffic  Sta tus Ove rvie w

Use  the  Tra ffic  Sta tus sc re e ns to  lo o k a t the  ne two rk tra ffic  sta tus a nd  sta tistic s o f the  WAN/ LAN 
inte rfa c e s.

20.1.1  Wha t You Ca n Do in this Cha pte r

• Use  the  WAN sc re e n to  vie w the  WAN tra ffic  sta tistic s (Se c tio n 20.2 o n p a g e  234).

• Use  the  LAN sc re e n to  vie w the  LAN tra ffic  sta tistic s (Se c tio n 20.3 o n p a g e  235).

20.2  WAN Sta tus

Clic k Syste m Monitor > Tra ffic  Sta tus to  o p e n the  WAN sc re e n. The  fig ure s in this sc re e n sho w the  numb e r 
o f b yte s re c e ive d  a nd  se nt thro ug h the  Zyxe l De vic e ’ s WAN inte rfa c e . The  ta b le  b e lo w sho ws p a c ke t 
sta tistic s fo r e a c h WAN inte rfa c e .

Fig ure  177   Syste m Mo nito r > Tra ffic  Sta tus > WAN
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The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

20.3  LAN Sta tus

Clic k Syste m Monitor > Tra ffic  Status > LAN to  o p e n the  fo llo wing  sc re e n. This sc re e n a llo ws yo u to  vie w 
p a c ke t sta tistic s fo r e a c h LAN o r WLAN inte rfa c e  o n the  Zyxe l De vic e .

Ta b le  102   Syste m Mo nito r > Tra ffic  Sta tus > WAN

LABEL DESCRIPTION

Re fre sh Inte rva l Se le c t ho w o fte n yo u wa nt the  Zyxe l De vic e  to  up d a te  this sc re e n.

C o nne c te d  
Inte rfa c e

This sho ws the  na me  o f the  WAN inte rfa c e  tha t is c urre ntly c o nne c te d .

Pa c ke ts Se nt

Da ta This ind ic a te s the  numb e r o f tra nsmitte d  p a c ke ts o n this inte rfa c e .

Erro r This ind ic a te s the  numb e r o f fra me s with e rro rs tra nsmitte d  o n this inte rfa c e .

Dro p This ind ic a te s the  numb e r o f o utg o ing  p a c ke ts d ro p p e d  o n this inte rfa c e .

Pa c ke ts Re c e ive d

Da ta This ind ic a te s the  numb e r o f re c e ive d  p a c ke ts o n this inte rfa c e .

Erro r This ind ic a te s the  numb e r o f fra me s with e rro rs re c e ive d  o n this inte rfa c e .

Dro p This ind ic a te s the  numb e r o f re c e ive d  p a c ke ts d ro p p e d  o n this inte rfa c e .

Disa b le d  
Inte rfa c e

This sho ws the  na me  o f the  WAN inte rfa c e  tha t is c urre ntly d isa b le d .

Pa c ke ts Se nt

Da ta This ind ic a te s the  numb e r o f tra nsmitte d  p a c ke ts o n this inte rfa c e .

Erro r This ind ic a te s the  numb e r o f fra me s with e rro rs tra nsmitte d  o n this inte rfa c e .

Dro p This ind ic a te s the  numb e r o f o utg o ing  p a c ke ts d ro p p e d  o n this inte rfa c e .

Pa c ke ts Re c e ive d

Da ta This ind ic a te s the  numb e r o f re c e ive d  p a c ke ts o n this inte rfa c e .

Erro r This ind ic a te s the  numb e r o f fra me s with e rro rs re c e ive d  o n this inte rfa c e .

Dro p This ind ic a te s the  numb e r o f re c e ive d  p a c ke ts d ro p p e d  o n this inte rfa c e .
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Fig ure  178   Syste m Mo nito r > Tra ffic  Sta tus > LAN

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  103   Syste m Mo nito r > Tra ffic  Sta tus > LAN

LABEL DESCRIPTION

Re fre sh Inte rva l Se le c t ho w o fte n yo u wa nt the  Zyxe l De vic e  to  up d a te  this sc re e n.

Inte rfa c e This sho ws the  LAN o r WLAN inte rfa c e .

Byte s Se nt This ind ic a te s the  numb e r o f b yte s tra nsmitte d  o n this inte rfa c e .

Byte s Re c e ive d This ind ic a te s the  numb e r o f b yte s re c e ive d  o n this inte rfa c e .

Inte rfa c e This sho ws the  LAN o r WLAN inte rfa c e s.

Se nt (Pa c ke ts)

Da ta This ind ic a te s the  numb e r o f tra nsmitte d  p a c ke ts o n this inte rfa c e .

Erro r This ind ic a te s the  numb e r o f fra me s with e rro rs tra nsmitte d  o n this inte rfa c e .

Dro p This ind ic a te s the  numb e r o f o utg o ing  p a c ke ts d ro p p e d  o n this inte rfa c e .

Re c e ive d  (Pa c ke ts)

Da ta This ind ic a te s the  numb e r o f re c e ive d  p a c ke ts o n this inte rfa c e .

Erro r This ind ic a te s the  numb e r o f fra me s with e rro rs re c e ive d  o n this inte rfa c e .

Dro p This ind ic a te s the  numb e r o f re c e ive d  p a c ke ts d ro p p e d  o n this inte rfa c e .
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ARP Ta ble

21.1  ARP Ta ble  Ove rvie w

Ad d re ss Re so lutio n Pro to c o l (ARP) is a  p ro to c o l fo r ma p p ing  a n Inte rne t Pro to c o l (IP) a d d re ss to  a  
p hysic a l ma c hine  a d d re ss, kno wn a s a  Me d ia  Ac c e ss Co ntro l (MAC) a d d re ss, o n the  lo c a l a re a  
ne two rk.

An IP ve rsio n 4 a d d re ss is 32 b its lo ng . MAC a d d re sse s a re  48 b its lo ng . The  ARP ta b le  ma inta ins a n 
a sso c ia tio n b e twe e n e a c h MAC a d d re ss a nd  its c o rre sp o nd ing  IP a d d re ss.

21.1.1  How ARP Works

Whe n a n inc o ming  p a c ke t d e stine d  fo r a  ho st d e vic e  o n a  lo c a l a re a  ne two rk a rrive s a t the  d e vic e , the  
d e vic e 's ARP p ro g ra m lo o ks in the  ARP ta b le  a nd , if it find s the  a d d re ss, se nd s it to  the  d e vic e .

If no  e ntry is fo und  fo r the  IP a d d re ss, ARP b ro a d c a sts the  re q ue st to  a ll the  d e vic e s o n the  LAN. The  
d e vic e  fills in its o wn MAC a nd  IP a d d re ss in the  se nd e r a d d re ss fie ld s, a nd  p uts the  kno wn IP a d d re ss o f 
the  ta rg e t in the  ta rg e t IP a d d re ss fie ld . In a d d itio n, the  d e vic e  p uts a ll o ne s in the  ta rg e t MAC fie ld  
(FF.FF.FF.FF.FF.FF is the  Ethe rne t b ro a d c a st a d d re ss). The  re p lying  d e vic e  (whic h is e ithe r the  IP a d d re ss o f 
the  d e vic e  b e ing  so ug ht o r the  ro ute r tha t kno ws the  wa y) re p la c e s the  b ro a d c a st a d d re ss with the  
ta rg e t's MAC a d d re ss, swa p s the  se nd e r a nd  ta rg e t p a irs, a nd  unic a sts the  a nswe r d ire c tly b a c k to  the  
re q ue sting  ma c hine . ARP up d a te s the  ARP ta b le  fo r future  re fe re nc e  a nd  the n se nd s the  p a c ke t to  the  
MAC a d d re ss tha t re p lie d .
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21.2  ARP Ta ble

Use  the  ARP ta b le  to  vie w the  IPv4-to -MAC a d d re ss ma p p ing s fo r e a c h d e vic e  c o nne c te d  to  the  Zyxe l 
De vic e . The  ne ig hb o r ta b le  sho ws the  IPv6-to -MAC a d d re ss ma p p ing s o f e a c h IPv6 ne ig hb o r. To  o p e n 
this sc re e n, c lic k Syste m Monitor > ARP Ta ble .

Fig ure  179   Syste m Mo nito r > ARP Ta b le

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  104   Syste m Mo nito r > ARP Ta b le

LABEL DESCRIPTION

# This is the  ARP ta b le  e ntry numb e r.

IPv4/ IPv6 
Ad d re ss

This is the  le a rne d  IPv4 o r IPv6 IP a dd re ss o f a  d e vic e  c o nne c te d  to  a  p o rt.

MAC Ad d re ss This is the  MAC a d d re ss o f the  d e vic e  with the  liste d  IP a d d re ss.

De vic e This is the  typ e  o f inte rfa c e  use d  b y the  d e vic e . Yo u c a n c lic k the  d e vic e  typ e  to  g o  to  its 
c o nfig ura tio n sc re e n.
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Routing  Ta ble

22.1  Routing  Ta ble  Ove rvie w

Ro uting  is b a se d  o n the  d e stina tio n a d d re ss o nly a nd  the  Zyxe l De vic e  ta ke s the  sho rte st p a th to  fo rwa rd  
a  p a c ke t.

22.2  Routing  Ta ble

The  ta b le  b e lo w sho ws IPv4 a nd  IPv6 ro uting  info rma tio n. The  IPv4 sub ne t ma sk is ‘ 255.255.255.255’  fo r a  
ho st d e stina tio n a nd  ‘ 0.0.0.0’  fo r the  d e fa ult ro ute . The  g a te wa y a d d re ss is writte n a s ‘ *’ (IPv4)/ ‘ ::’ (IPv6) if 
no ne  is se t. 
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Clic k Syste m Monitor > Routing  Ta ble  to  o p e n the  fo llo wing  sc re e n.

Fig ure  180   Syste m Mo nito r > Ro uting  Ta b le

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  105   Syste m Mo nito r > Ro uting  Ta b le

LABEL DESCRIPTION

IPv4/ IPv6 Ro uting  Ta b le

De stina tio n This ind ic a te s the  d e stina tio n IPv4 a d d re ss o r IPv6 a d d re ss a nd  p re fix o f this ro ute .

G a te wa y This ind ic a te s the  IPv4 a d d re ss o r IPv6 a d d re ss o f the  g a te wa y tha t he lp s fo rwa rd  this ro ute ’ s 
tra ffic .

Sub ne t Ma sk This ind ic a te s the  d e stina tio n sub ne t ma sk o f the  IPv4 ro ute .
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Fla g This ind ic a te s the  ro ute  sta tus.

U- Up: The  ro ute  is up .

!- Re je c t: The  ro ute  is b lo c ke d  a nd  will fo rc e  a  ro ute  lo o kup  to  fa il.

G- Ga te wa y: The  ro ute  use s a  g a te wa y to  fo rwa rd  tra ffic .

H- Host: The  ta rg e t o f the  ro ute  is a  ho st.

R- Re insta te : The  ro ute  is re insta te d  fo r d yna mic  ro uting .

D- Dyna mic  (re dire c t): The  ro ute  is d yna mic a lly insta lle d  b y a  ro uting  d a e mo n o r re d ire c t.

M- Modifie d (re dire c t): The  ro ute  is mo d ifie d  fro m a  ro uting  d a e mo n o r re d ire c t.

Me tric The  me tric  re p re se nts the  "c o st o f tra nsmissio n." A ro ute r d e te rmine s the  b e st ro ute  fo r 
tra nsmissio n b y c ho o sing  a  p a th with the  lo we st "c o st." The  sma lle r the  numb e r, the  lo we r the  
"c o st."

Inte rfa c e This ind ic a te s the  na me  o f the  inte rfa c e  thro ug h whic h the  ro ute  is fo rwa rd e d .

Ta b le  105   Syste m Mo nito r > Ro uting  Ta b le  (c o ntinue d )

LABEL DESCRIPTION
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WLAN Sta tion Sta tus

23.1  WLAN Sta tion Sta tus Ove rvie w

Use  this sc re e n to  vie w info rma tio n a nd  sta tus o f the  wire le ss sta tio ns (wire le ss c lie nts) tha t a re  c urre ntly 
a sso c ia te d  with the  Zyxe l De vic e . Be ing  a sso c ia te d  me a ns tha t a  wire le ss c lie nt (fo r e xa mp le , yo ur 
c o mp ute r with a  wire le ss ne two rk c a rd  insta lle d ) ha s c o nne c te d  suc c e ssfully to  a n AP (o r wire le ss ro ute r) 
using  the  sa me  SSID, c ha nne l, a nd  WiFi se c urity se tting s.

C lic k Syste m Monitor > WLAN Sta tion Sta tus to  o p e n the  fo llo wing  sc re e n.

Fig ure  181   Syste m Mo nito r > WLAN Sta tio n Sta tus

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  106   Syste m Mo nito r > WLAN Sta tio n Sta tus

LABEL DESCRIPTION

# This is the  ind e x numb e r o f a n a sso c ia te d  wire le ss sta tio n.

MAC Ad d re ss This fie ld  d isp la ys the  MAC a d d re ss o f a n a sso c ia te d  wire le ss sta tio n.

Ra te  (Mb p s) This fie ld  d isp la ys the  tra nsmissio n ra te  o f WiFi tra ffic  b e twe e n a n a sso c ia te d  wire le ss sta tio n a nd  
the  Zyxe l De vic e .

RSSI (d Bm) The  RSSI (Re c e ive d  Sig na l Stre ng th Ind ic a to r) fie ld  sho ws the  WiFi sig na l stre ng th o f the  sta tio n’ s 
wire le ss c o nne c tio n.

The  no rma l ra ng e  is -30d Bm to  -79d Bm. If the  va lue  d ro p s b e lo w -80d Bm, try mo ving  the  
a sso c ia te d  wire le ss sta tio n c lo se r to  the  Zyxe l De vic e  to  g e t b e tte r sig na l stre ng th.
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SNR The  Sig na l-to -No ise  Ra tio  (SNR) is the  ra tio  b e twe e n the  re c e ive d  sig na l p o we r a nd  the  re c e ive d  
no ise  p o we r.

The  no rma l ra ng e  is 15 to  40. If the  va lue  d ro ps b e lo w 15, try mo ving  the  a sso c ia te d  wire le ss 
sta tio n c lo se r to  the  Zyxe l De vic e  to  g e t b e tte r q ua lity WiFi.

Le ve l This fie ld  d isp la ys a  numb e r whic h re p re se nts the  stre ng th o f the  WiFi sig na l b e twe e n a n 
a sso c ia te d  wire le ss sta tio n a nd  the  Zyxe l De vic e . The  Zyxe l De vic e  use s the  RSSI a nd  SNR va lue s 
to  d e te rmine  the  stre ng th o f the  WiFi sig na l.

5 me a ns the  Zyxe l De vic e  is re c e iving  a n e xc e lle nt WiFi sig na l.

4 me a ns the  Zyxe l De vic e  is re c e iving  a  ve ry g o o d  WiFi sig na l.

3 me a ns the  Zyxe l De vic e  is re c e iving  a  we a k WiFi sig na l.

2 me a ns the  Zyxe l De vic e  is re c e iving  a  ve ry we a k WiFi sig na l.

1 me a ns the  Zyxe l De vic e  is no t re c e iving  a  WiFi sig na l.

Ta b le  106   Syste m Mo nito r > WLAN Sta tio n Sta tus (c o ntinue d )

LABEL DESCRIPTION
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VoIP Sta tus

24.1  VoIP Sta tus Sc re e n

Clic k Syste m Mo nito r > Vo IP Sta tus to  o p e n the  fo llo wing  sc re e n. Yo u c a n vie w the  Vo IP re g istra tio n, 
c urre nt c a ll sta tus a nd  p ho ne  numb e rs in this sc re e n.

Fig ure  182   Syste m Mo nito r > Vo IP Sta tus

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  107   Syste m Mo nito r > Vo IP Sta tus

LABEL DESCRIPTION

Po ll Inte rva l Ente r the  numb e r o f se c o nd s the  De vic e  ne e d s to  wa it b e fo re  up d a ting  this sc re e n a nd  the n 
c lic k Se t Inte rva l. C lic k Sto p  to  ha ve  the  De vic e  sto p  up d a ting  this sc re e n.

SIP Sta tus

Ac c o unt This c o lumn d isp la ys e a c h SIP a c c o unt in the  De vic e .

Re g istra tio n This fie ld  d isp la ys the  c urre nt re g istra tio n sta tus o f the  SIP a c c o unt. Yo u c a n c ha ng e  this in the  
Sta tus sc re e n. Re g iste re d  - The  SIP a c c o unt is re g iste re d  with a  SIP se rve r. No t Re g iste re d  - The  
la st time  the  De vic e  trie d  to  re g iste r the  SIP a c c o unt with the  SIP se rve r, the  a tte mp t fa ile d . The  
De vic e  a uto ma tic a lly trie s to  re g iste r the  SIP a c c o unt whe n yo u turn o n the  De vic e  o r whe n 
yo u a c tiva te  it. Ina c tive  - The  SIP a c c o unt is no t a c tive . Yo u c a n a c tiva te  it in Vo IP > SIP > SIP 
Ac c o unt.
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Re g istra tio n Time This fie ld  d isp la ys the  la st time  the  De vic e  suc c e ssfully re g iste re d  the  SIP a c c o unt. The  fie ld  is 
b la nk if the  De vic e  ha s ne ve r suc c e ssfully re g iste re d  this a c c o unt.

URI This fie ld  d isp la ys the  a c c o unt numb e r a nd  se rvic e  d o ma in o f the  SIP a c c o unt. Yo u c a n 
c ha ng e  the se  in the  Vo IP > SIP sc re e n.

Me ssa g e  Wa iting This fie ld  ind ic a te s whe the r o r no t the re  a re  a ny me ssa g e s wa iting  fo r the  SIP a c c o unt.

La st Inc o ming  
Numb e r

This fie ld  d isp la ys the  la st numb e r tha t c a lle d  the  SIP a c c o unt. The  fie ld  is b la nk if no  numb e r 
ha s e ve r d ia le d  the  SIP a c c o unt.

La st Outg o ing  
Numb e r

This fie ld  d isp la ys the  la st numb e r the  SIP a c c o unt c a lle d . The  fie ld  is b la nk if the  SIP a c c o unt 
ha s ne ve r d ia le d  a  numb e r.

C a ll Sta tus

Ac c o unt This c o lumn d isp la ys e a c h SIP a c c o unt in the  De vic e .

Dura tio n This fie ld  d isp la ys ho w lo ng  the  c urre nt c a ll ha s la ste d .

Sta tus This fie ld  d isp la ys the  c urre nt sta te  o f the  p ho ne  c a ll. 

Id le  - The re  a re  no  c urre nt Vo IP c a lls, inc o ming  c a lls o r o utg o ing  c a lls b e ing  ma d e . 

Dia l - The  c a lle e 's p ho ne  is ring ing . 

Ring  - The  p ho ne  is ring ing  fo r a n inc o ming  Vo IP c a ll. 

Pro c e ss - The re  is a  Vo IP c a ll in p ro g re ss. 

DISC - The  c a lle e 's line  is b usy, the  c a lle e  hung  up  o r yo ur p ho ne  wa s le ft o ff the  ho o k. 

Ca ll Typ e This fie ld  d isp la ys the  c a ll d ire c tio n typ e  o f the  c urre nt Vo IP c a ll. Outg o ing  Ca ll - It's a  SIP Vo IP 
c a ll ma d e  b y lo c a l p ho ne  p o rts, a nd  this SIP a c c o unt is a b le  to  issue  a  (SIP-b a se d ) c a ll se tup  
to  the  SIP a c c o unt o f re mo te  p e e rs fo r a  Vo IP c a ll e sta b lishme nt. This (SIP-b a se d ) c a ll se tup  
sig na l is se nt to  the  SIP se rve r first, a nd  the n the  SIP se rve r wo uld  re la y it to  the  ta rg e t p e e r a fte r 
c o rre c tly re so lving  a nd  lo c a ting  the  ta rg e t p e e r. During  the  c a ll se tup  (sig na ling ) p ha se , 
Ca lling  sta te  is d isp la ye d  in the  Sta tus fie ld , a nd  it turns to  InCa ll sta te  o nc e  the  c a ll is 
suc c e ssfully e sta b lishe d . 

Inc o ming  Ca ll - It's a  SIP Vo IP c a ll ma d e  o r o rig ina te d  b y re mo te  SIP a c c o unts to  c o nne c t to  
this lo c a l SIP a c c o unt. One  o r mo re  lo c a l p ho ne  p o rts c a n b e  c o nfig ure d  to  re c e ive  this typ e  
o f c a ll, se e  the  Inc o ming  Numb e r b e lo w, a nd  a ll o f the m sho uld  b e g in to  ring  d uring  the  c a ll 
se tup  (sig na ling  p ha se ), se e  the  Sta tus a b o ve . Onc e  so me  re mo te  SIP a c c o unts sta rt to  ring  
o ne  lo c a l p ho ne , a nswe r b y o ff-ho o k to  the  c a ll, a nd  the  c a ll is suc c e ssfully e sta b lishe d . The  
o the r ring ing  lo c a l p ho ne  p o rts will sto p  ring ing  a nd  turning  to  InC a ll sta te  in the  Sta tus fie ld . 

Inte rna l C a ll - It's a  lo c a l Vo IP c a ll b e twe e n two  d iffe re nt lo c a l p ho ne  p o rts. No  SIP sig na ling  is 
ne e d e d  a nd  thus no  SIP se rve r is invo lve d  to  e sta b lish this typ e  o f c a ll. This typ e  o f c a ll is 
e sta b lishe d  via  the  Inte rna l a nd  No n-SIP lo c a l se tup  sig na ling  p ro c e d ure  b e twe e n the  c a ll- 
o rig ina ting  a nd  c a ll-te rmina ting  lo c a l p ho ne  p o rts. In g e ne ra l, o ne  o r mo re  lo c a l p ho ne  p o rts 
c a n b e  d e sig ne d  to  re c e ive  this typ e  o f c a ll, a nd  o nc e  a ny o f the  ring ing  p ho ne s a nswe r the  
c a ll, the  o the r ring ing  o ne s will sto p  ring ing . During  the  c a ll se tup  p ha se  (sig na ling  pha se ), 
Ca lling  sta te  is d isp la ye d  in Sta tus fie ld , a nd  turns to  InCa ll sta te  o nc e  the  c a ll is suc c e ssfully 
e sta b lishe d .

C o d e c This fie ld  d isp la ys wha t vo ic e  c o d e c  is b e ing  use d  fo r a  c urre nt Vo IP c a ll thro ug h a  pho ne  po rt.

Fro m Pho ne  Po rt 
Typ e

This fie ld  d isp la ys the  p ho ne  p o rts typ e  use d  to  o rig ina te , sta rt, o r c re a te  the  c urre nt Vo IP c a ll. 
Typ e  Two  p o ssib le  typ e  va lue s will b e  d isp la ye d  he re : SIP - Fo r the  c urre nt c a ll whic h is 
c a te g o rize d  a s Inc o ming  Ca ll in the  Ca ll Typ e  file d , this fie ld  will sho w the  typ e  SIP. FXS - As fo r 
the  o the r c a se s: Outg o ing  Ca ll a nd  Inte rna l C a ll, this fie ld  will sho w the  c o rre sp o nd ing  lo c a l 
p ho ne  p o rt typ e : FXS, the  le g a c y a na lo g  p ho ne  p o rt o n the  d e vic e .

Ta b le  107   Syste m Mo nito r > Vo IP Sta tus (c o ntinue d )
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 To  Pho ne  Po rt 
Typ e

This fie ld  d isp la ys the  p ho ne  p o rts typ e  use d  to  re c e ive  the  c urre nt Vo IP c a ll. Thre e  po ssib le  
typ e  Typ e  va lue s will b e  d isp la ye d  he re : SIP - Fo r the  c urre nt c a ll whic h is c a te g o rize d  a s 
Outg o ing  Ca ll in the  Ca ll Typ e  fie ld , this fie ld  will sho w the  typ e  SIP. FXS a nd  Unkno wn - As fo r 
the  o the r c a se s: Inc o ming  Ca ll a nd  Inte rna l C a ll, this fie ld  will sho w the  c o rre sp o nd ing  lo c a l 
p ho ne  p o rt typ e : FXS, the  le g a c y a na lo g  p ho ne  p o rt o n the  d e vic e . While  the  c a ll is 
e sta b lishe d , this fie ld  sho ws Unkno wn d uring  the  c a ll se tup  p ha se  (sig na ling  p ha se ). This is 
b e c a use  o ne  o r mo re  lo c a l pho ne  po rts c a n b e  c o nfig ure d  o r d e sig ne d  to  re c e ive  the se  two  
typ e s o f c a lls, se e  the  Ca ll Type  a b o ve , a nd  the  lo c a l p ho ne  p o rt will a nswe r the  c a ll tha t 
ha sn't b e e n d e te rmine d  ye t a t tha t time .

Pe e r Numb e r This fie ld  d isp la ys the  SIP numb e r o f the  p a rty tha t is c urre ntly e ng a g e d  in a  Vo IP c a ll thro ug h a  
p ho ne  p o rt.

Pho ne  Sta tus

Pho ne This fie ld  d isp la ys the  na me  o f a  p ho ne  p o rt o n the  De vic e .

O utg o ing  Numb e r This fie ld  d isp la ys the  SIP numb e r tha t yo u use  to  ma ke  c a lls o n this pho ne  p o rt.

Inc o ming  Numb e r This fie ld  d isp la ys the  SIP numb e r tha t yo u use  to  re c e ive  c a lls o n this p ho ne  p o rt.

Ho o k Sta tus This fie ld  d isp la ys whe the r the  p ho ne  is in the  o n o r o ff ho o k sta tus.

Ta b le  107   Syste m Mo nito r > Vo IP Sta tus (c o ntinue d )
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C HA PTER 2 5

Ce llula r WAN Sta tus

25.1  Ce llula r WAN Sta tus Ove rvie w

Vie w the  LTE c o nne c tio n d e ta ils a nd  LTE sig na l stre ng th va lue  tha t yo u c a n use  a s re fe re nc e  fo r 
p o sitio ning  the  Zyxe l De vic e , a s we ll a s SIM c a rd  a nd  mo d ule  info rma tio n.

25.2  Ce llula r WAN Sta tus

To  o p e n this sc re e n, c lic k Syste m Monitor > Ce llula r WAN Sta tus. Ce llula r info rma tio n is a va ila b le  o n this 
sc re e n o nly whe n yo u inse rt a  va lid  SIM c a rd  in the  Zyxe l De vic e .

Fig ure  183   Syste m Mo nito r > Ce llula r WAN Sta tus
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Fig ure  184   Syste m Mo nito r > Ce llula r WAN Sta tus (Se rvic e  Info rma tio n)

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  108   Syste m Mo nito r > Ce llula r WAN Sta tus

LABEL DESCRIPTION

Re fre sh Inte rva l Se le c t the  time  inte rva l the  Zyxe l De vic e  will c he c k a nd  re fre sh the  fie ld s sho wn o n this sc re e n. 
Se le c t None  to  sto p  d e te c tio n.

Mo d ule  Info rma tio n

IMEI This sho ws the  Inte rna tio na l Mo b ile  Eq uip me nt Id e ntity o f the  Zyxe l De vic e .

Mo d ule  SW 
Ve rsio n

This sho ws the  so ftwa re  ve rsio n o f the  LTE mo d ule .

SIM Sta tus

SIM C a rd  Sta tus This d isp la ys the  SIM c a rd  sta tus:

None  -  the  Zyxe l De vic e  d o e s no t d e te c t tha t the re  is a  SIM c a rd  inse rte d .

Ava ila ble  - the  SIM c a rd  c o uld  e ithe r ha ve  o r d o e sn’ t ha ve  PIN c o d e  se c urity.

Loc ke d - the  SIM c a rd  ha s PIN c o d e  se c urity, b ut yo u d id  no t e nte r the  PIN c o d e  ye t.

Bloc ke d  - yo u e nte re d  a n inc o rre c t PIN c o d e  to o  ma ny time s, so  the  SIM c a rd  ha s b e e n lo c ke d ; 
c a ll the  ISP fo r a  PUK (Pin Unlo c k Ke y) to  unlo c k the  SIM c a rd .

Error - the  Zyxe l De vic e  d e te c te d  tha t the  SIM c a rd  ha s e rro rs.

IMSI This d isp la ys the  Inte rna tio na l Mo b ile  Sub sc rib e r Id e ntity (IMSI) o f the  insta lle d  SIM c a rd . An IMSI is 
a  uniq ue  ID use d  to  id e ntify a  mo b ile  sub sc rib e r in a  mo b ile  ne two rk.

ICCID Inte g ra te d  C irc uit Ca rd  Id e ntifie r (ICCID). This is the  se ria l numb e r o f the  SIM c a rd .

PIN Pro te c tio n A PIN (Pe rso na l Id e ntific a tio n Numb e r) c o d e  is a  ke y to  a  SIM c a rd . Witho ut the  PIN c o d e , yo u 
c a nno t use  the  SIM c a rd .

Sho ws Ena ble  if the  se rvic e  p ro vid e r re q uire s yo u to  e nte r a  PIN to  use  the  SIM c a rd .

Sho ws Disa ble  if the  se rvic e  p ro vid e r le ts yo u use  the  SIM witho ut inp utting  a  PIN.

PIN Re ma ining  
Atte mp ts

This is ho w ma ny mo re  time s yo u c a n try to  e nte r the  PIN c o d e  b e fo re  the  ISP b lo c ks yo ur SIM 
c a rd .

IP Pa ssthro ug h Sta tus
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IP Pa ssthro ug h 
Ena b le

This d isp la ys if IP Pa ssthro ug h is e na b le d  o n the  Zyxe l De vic e .

IP Pa ssthro ug h a llo ws a  LAN c o mp ute r o n the  lo c a l ne two rk o f the  Zyxe l De vic e  to  ha ve  a c c e ss 
to  we b  se rvic e s using  the  p ub lic  IP a d d re ss. Whe n IP Pa ssthro ug h is c o nfig ure d , a ll tra ffic  is 
fo rwa rd e d  to  the  LAN c o mp ute r a nd  will no t g o  thro ug h NAT.

IP Pa ssthro ug h 
Mo d e

This d isp la ys the  IP Pa ssthro ug h mo d e .

This d isp la ys Dyna mic  a nd  the  Zyxe l De vic e  will a llo w tra ffic  to  b e  fo rwa rd e d  to  the  first LAN 
c o mp ute r re q ue sting  a n IP a d d re ss fro m the  Zyxe l De vic e . 

This d isp la ys Fixe d  a nd  the  Zyxe l De vic e  will a llo w tra ffic  to  b e  fo rwa rd e d  to  a  sp e c ific  LAN 
c o mp ute r o n the  lo c a l ne two rk o f the  Zyxe l De vic e .

C e llula r Sta tus This d isp la ys the  sta tus o f the  c e llula r Inte rne t c o nne c tio n.

Da ta  Ro a ming This d isp la ys if d a ta  ro a ming  is e na b le d  o n the  Zyxe l De vic e .

4G  ro a ming  is to  use  yo ur Zyxe l De vic e  in a n a re a  whic h is no t c o ve re d  b y yo ur se rvic e  p ro vid e r. 
Ena b le  ro a ming  to  e nsure  tha t yo ur Zyxe l De vic e  is ke p t c o nne c te d  to  the  Inte rne t whe n yo u a re  
tra ve ling  o utsid e  the  g e o g ra p hic a l c o ve ra g e  a re a  o f the  ne two rk to  whic h yo u a re  re g iste re d .

Op e ra to r This d isp la ys the  na me  o f the  se rvic e  p ro vid e r.

PLMN This d isp la ys the  PLMN numb e r.

Ac c e ss 
Te c hno lo g y

This d isp la ys the  typ e  o f the  mo b ile  ne two rk (suc h a s LTE, UMTS, G SM) to  whic h the  Zyxe l De vic e  is 
c o nne c ting .

Ba nd This d isp la ys the  c urre nt LTE b a nd  o f yo ur Zyxe l De vic e  (WCDMA2100).

RSSI This d isp la ys the  stre ng th o f the  WiFi sig na l b e twe e n a n a sso c ia te d  wire le ss sta tio n a nd  a n AP.

The  no rma l ra ng e  is -30d Bm to  -79d Bm. If the  va lue  d ro p s b e lo w -80d Bm, try mo ving  the  
a sso c ia te d  wire le ss sta tio n c lo se r to  the  Zyxe l De vic e  to  g e t b e tte r sig na l stre ng th.

Ce ll ID This sho ws the  c e ll ID, whic h is a  uniq ue  numb e r use d  to  id e ntify the  Ba se  Tra nsc e ive r Sta tio n to  
whic h the  Zyxe l De vic e  is c o nne c ting .

The  va lue  d e p e nd s o n the  C urre nt Ac c e ss Te c hno lo g y:

• Fo r G PRS, it is the  Ce ll Id e ntity a s sp e c ifie d  in 3G PP-TS.25.331.
• Fo r UMTS, it is the  Ce ll Id e ntity a s d e fine d  in SIB3 3G PP-TS.25.331, 3G PP-TS.24.008.
• Fo r LTE, it is the  28-b it b ina ry numb e r Ce ll Id e ntity a s sp e c ifie d  in SIB1 in 3G PP-TS.36.331.

The  va lue  is ‘ 0’  (ze ro ) o r ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

Physic a l Ce ll ID This sho ws the  Physic a l Ce ll ID (PCI), whic h a re  q ue rie s a nd  re p lie s b e twe e n the  Zyxe l De vic e  a nd  
the  mo b ile  ne two rk it is c o nne c ting  to . The  no rma l ra ng e  is 1 to  504.

UL Ba nd wid th 
(MHz)

This sho ws the  LTE c ha nne l b a nd wid th fro m d e vic e  to  b a se  sta tio n. Ac c o rd ing  to  3G PP 
sp e c ific a tio ns, the  b a nd wid ths d e fine d  b y the  sta nd a rd  a re  1.4, 3, 5, 10, 15, a nd  20 MHz. The  
wid e r the  b a nd wid th the  hig he r the  thro ug hp ut.

DL Ba nd wid th 
(MHz)

This sho ws the  LTE c ha nne l b a nd wid th fro m b a se  sta tio n to  LTE d e vic e . Ac c o rd ing  to  3G PP 
sp e c ific a tio ns, the  b a nd wid ths d e fine d  b y the  sta nd a rd  a re  1.4, 3, 5, 10, 15, a nd  20 MHz. The  
wid e r the  b a nd wid th the  hig he r the  thro ug hp ut.

RFCN This d isp la ys the  Ra d io  Fre q ue nc y Cha nne l Numb e r o f DL c a rrie r fre q ue nc y use d  b y the  mo b ile  
ne two rk to  whic h the  Zyxe l De vic e  is c o nne c ting .

The  va lue  d e p e nd s o n the  C urre nt Ac c e ss Te c hno lo g y:

• Fo r G PRS, it is the  ARFCN (Ab so lute  Ra d io -Fre q ue nc y Cha nne l Numb e r) a s sp e c ifie d  in 3G PP-
TS.45.005.

• Fo r UMTS, it is the  UARFCN (UTRA Ab so lute  Ra d io -Fre q ue nc y Cha nne l Numb e r) a s spe c ifie d  in 
3G PP-TS.25.101.

• Fo r LTE, it is the  EARFCN (E-UTRA Ab so lute  Ra d io -Fre q ue nc y C ha nne l Numb e r) a s sp e c ifie d  in 
3G PP-TS.36.101.

The  va lue  is ‘ 0’  (ze ro ) o r ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.
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RSRP This d isp la ys the  Re fe re nc e  Sig na l Re c e ive  Po we r (RSRP), whic h is the  a ve ra g e  re c e ive d  p o we r 
o f a ll Re so urc e  Ele me nt (RE) tha t c a rry c e ll-sp e c ific  Re fe re nc e  Sig na ls (RS) within the  sp e c ifie d  
b a nd wid th.

The  re c e ive d  RSRP le ve l o f the  c o nne c te d  E-UTRA c e ll, in d Bm, is a s spe c ifie d  in 3G PP-TS.36.214. 
The  re p o rting  ra ng e  is spe c ifie d  in 3G PP-TS.36.133.

An und e te c ta b le  sig na l is ind ic a te d  b y the  lo we r limit, e xa mp le  -140 d Bm.

This p a ra me te r is fo r LTE o nly. The  no rma l ra ng e  is -30 to  -140. The  va lue  is -140 if the  Curre nt 
Ac c e ss Te c hno lo g y is no t LTE. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

RSRQ This d isp la ys the  Re fe re nc e  Sig na l Re c e ive  Q ua lity (RSRQ), whic h is the  ra tio  o f RSRP to  the  E-UTRA 
c a rrie r RSSI a nd  ind ic a te s the  q ua lity o f the  re c e ive d  re fe re nc e  sig na l.

The  re c e ive d  RSRQ  le ve l o f the  c o nne c te d  E-UTRA c e ll, in 0.1 d B, is a s spe c ifie d  in 3G PP-TS.36.214. 
An und e te c ta b le  sig na l is ind ic a te d  b y the  lo we r limit, e xa mp le  -240.

This p a ra me te r is fo r LTE o nly. The  no rma l ra ng e  is -30 to  -240. The  va lue  is -240 if the  Curre nt 
Ac c e ss Te c hno lo g y is no t LTE. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

RSCP This d isp la ys the  Re c e ive d  Sig na l C o d e  Po we r, whic h me a sure s the  p o we r o f c ha nne l use d  b y 
the  Zyxe l De vic e .

The  re c e ive d  sig na l le ve l, in d Bm, is o f the  CPICH c ha nne l (Re f. 3G PP TS 25.133). An 
und e te c ta b le  sig na l is ind ic a te d  b y the  lo we r limit, e xa mple  -120 d Bm.

This p a ra me te r is fo r UMTS o nly. The  no rma l ra ng e  is -30 to  -120. The  va lue  is -120 if the  Curre nt 
Ac c e ss Te c hno lo g y is no t UMTS. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

Ec No This d isp la ys the  ra tio  (in d B) o f the  re c e ive d  e ne rg y p e r c hip  a nd  the  inte rfe re nc e  le ve l.

The  me a sure d  Ec No  is in 0.1 d B a nd  is re c e ive d  in the  d o wnlink p ilo t c ha nne l. An und e te c ta b le  
sig na l is ind ic a te d  b y the  lo we r limit, e xa mp le  -240 d B.

This p a ra me te r is fo r UMTS o nly. The  no rma l ra ng e  is -30 to  -240. The  va lue  is -240 if the  Curre nt 
Ac c e ss Te c hno lo g y is no t UMTS o r the re  is no  ne two rk c o nne c tio n.

TAC This d isp la ys the  Tra c king  Are a  Co d e  (TAC), whic h is use d  to  id e ntify the  c o untry o f a  mo b ile  
sub sc rib e r.

The  p hysic a l c e ll ID o f the  c o nne c te d  E-UTRAN c e ll, is a s spe c ifie d  in 3G PP-TS.36.101.

This p a ra me te r is fo r LTE o nly. The  va lue  is ‘ 0’  (ze ro ) o r ‘ N/ A’  if the  Curre nt Ac c e ss Te c hno lo g y is 
no t LTE o r the re  is no  ne two rk c o nne c tio n.

LAC This d isp la ys the  2-o c te t Lo c a tio n Are a  C o d e  (LAC), whic h is use d  to  id e ntify a  lo c a tio n a re a  
within a  PLMN.

The  LAC o f the  c o nne c te d  c e ll is a s d e fine d  in SIB 1 [3G PP-TS.25.331]. The  c o nc a te na tio n o f 
PLMN ID (MCC +MNC ) a nd  LAC uniq ue ly id e ntifie s the  LAI (Lo c a tio n Are a  ID) [3G PP-TS.23.003].

This p a ra me te r is fo r UMTS o r GPRS. The  va lue  is ‘ 0’  (ze ro ) if the  Curre nt Ac c e ss Te c hno lo g y is no t 
UMTS o r G PRS. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

RAC This d isp la ys the  RAC (Ro uting  Are a  Co d e ), whic h is use d  in mo b ile  ne two rk “ p a c ke t d o ma in 

se rvic e ”  (PS) to  id e ntify a  ro uting  a re a  within a  lo c a tio n a re a .

In a  mo b ile  ne two rk, it use s LAC (Lo c a tio n Are a  Co d e ) to  id e ntify the  g e o g ra p hic a l lo c a tio n fo r 
the  o ld  3G  vo ic e  o nly se rvic e , a nd  use  RAC to  id e ntify the  lo c a tio n o f d a ta  se rvic e  like  HSDPA o r 
LTE.

The  RAC o f the  c o nne c te d  UTRAN c e ll is a s d e fine d  in SIB 1 [3G PP-TS.25.331]. The  c o nc a te na tio n 
o f PLMN ID (MCC +MNC ), LAC, a nd  RAC uniq ue ly id e ntifie s the  RAI (Ro uting  Are a  ID) [3G PP-
TS.23.003].

This p a ra me te r is fo r UMTS o r GPRS. The  va lue  is ‘ 0’  (ze ro ) if the  Curre nt Ac c e ss Te c hno lo g y is no t 
UMTS o r G PRS. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

Ta b le  108   Syste m Mo nito r > Ce llula r WAN Sta tus (c o ntinue d )

LABEL DESCRIPTION
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BSIC The  Ba se  Sta tio n Id e ntity C o d e  (BSIC), whic h is a  c o d e  use d  in G SM to  uniq ue ly id e ntify a  b a se  
sta tio n.

This p a ra me te r is fo r GPRS o nly. The  va lue  is ‘ 0’  (ze ro ) if the  Curre nt Ac c e ss Te c hno lo g y is no t 

G PRS. The  va lue  is ‘ N/ A’  if the re  is no  ne two rk c o nne c tio n.

SINR This d isp la ys the  Sig na l to  Inte rfe re nc e  p lus No ise  Ra tio  (SINR) in d B. This is a lso  a  me a sure  o f sig na l 
q ua lity a nd  use d  b y the  UE (Use r Eq uip me nt) to  c a lc ula te  the  Cha nne l Q ua lity Ind ic a to r (CQ I) 
tha t it re p o rts to  the  ne two rk. A ne g a tive  va lue  me a ns mo re  no ise  tha n sig na l.

C Q I This d isp la ys the  Cha nne l Q ua lity Ind ic a to r (CQ I). It is a n ind ic a to r c a rrying  the  info rma tio n o n 
ho w g o o d / b a d  the  c o mmunic a tio n c ha nne l q ua lity is.

MCS MCS sta nd s fo r mo d ula tio n c o d ing  sc he me . The  b a se  sta tio n se le c ts MCS b a se d  o n c urre nt 
ra d io  c o nd itio ns. The  hig he r the  MC S the  mo re  b its c a n b e  tra nsmitte d  p e r time  unit.

RI This d isp la ys the  Ra nk Ind ic a tio n, o ne  o f the  c o ntro l info rma tio n tha t a  UE will re p o rt to  e No d e B 
(Evo lve d  No d e -B) o n e ithe r PUC CH (Physic a l Up link Co ntro l Cha nne l) o r PUSCH (Physic a l Up link 
Sha re d  C ha nne l) b a se d  o n up link sc he d uling .

PMI This d isp la ys the  Pre c o d ing  Ma trix Ind ic a to r (PMI). 

PMI is fo r tra nsmissio n mo d e s 4 (c lo se d  lo o p  sp a tia l multip le xing ), 5 (multi-use r MIMO), a nd  6 
(c lo se d  lo o p  sp a tia l multip le xing  using  a  sing le  la ye r). 

PMI d e te rmine s ho w c e llula r d a ta  a re  e nc o d e d  fo r the  a nte nna s to  imp ro ve  d o wnlink ra te .

Ta b le  108   Syste m Mo nito r > Ce llula r WAN Sta tus (c o ntinue d )

LABEL DESCRIPTION



LTE Se rie s Use r’ s G uid e

252

C HA PTER 2 6

Syste m

26.1  Syste m Ove rvie w

Use  this sc re e n to  na me  yo ur Zyxe l De vic e  (Ho st) a nd  g ive  it a n a sso c ia te d  d o ma in na me  fo r 
id e ntific a tio n p urp o se s.

26.2  Syste m

Clic k Ma inte na nc e  > Syste m  to  o p e n the  fo llo wing  sc re e n. Assig n a  uniq ue  na me  to  the  Zyxe l De vic e  so  
it c a n b e  e a sily re c o g nize d  o n yo ur ne two rk. Yo u c a n use  up  to  30 c ha ra c te rs, inc lud ing  sp a c e s.

Fig ure  185   Ma inte na nc e  > Syste m

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  109   Ma inte na nc e  > Syste m

LABEL DESCRIPTION

Ho st Na me Typ e  a  ho st na me  fo r yo ur Zyxe l De vic e . Ente r a  d e sc rip tive  na me  o f up  to  16 a lp ha nume ric  
c ha ra c te rs, no t inc lud ing  sp a c e s, und e rsc o re s, a nd  d a she s.

Do ma in Na me Typ e  a  d o ma in na me  fo r yo ur ho st Zyxe l De vic e .

C a nc e l Clic k Ca nc e l to  a b a nd o n this sc re e n witho ut sa ving .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.
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C HA PTER 2 7

Use r Ac c ount

27.1  Use r Ac c ount Ove rvie w

In the  Use r Ac c ount sc re e n, yo u c a n vie w the  se tting s o f the  “a d min”  a nd  o the r use r a c c o unts tha t yo u 
use  to  lo g  into  the  Zyxe l De vic e  to  ma na g e  it.

27.2  Use r Ac c ount

Clic k Ma inte na nc e  > Use r Ac c ount to  o p e n the  fo llo wing  sc re e n. Use  this sc re e n to  c re a te  o r ma na g e  
use r a c c o unts a nd  the ir p rivile g e s o n the  Zyxe l De vic e .

Fig ure  186   Ma inte na nc e  > Use r Ac c o unt

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  110   Ma inte na nc e  > Use r Ac c o unt

LABEL DESCRIPTION

Ad d  Ne w 
Ac c o unt

Clic k this b utto n to  a d d  a  ne w use r a c c o unt (up  to  4 Administra tor a c c o unts a nd  4 Use r 
a c c o unts).

# This is the  ind e x numb e r.

Ac tive This ind ic a te s whe the r the  use r a c c o unt is a c tive  o r no t.

The  c he c k b o x is se le c te d  whe n the  use r a c c o unt is e na b le d . It is c le a re d  whe n it is d isa b le d .

Use r Na me This d isp la ys the  na me  o f the  a c c o unt use d  to  lo g  into  the  Zyxe l De vic e  We b  Co nfig ura to r.

Re try Time s This d isp la ys the  numb e r o f time s c o nse c utive  wro ng  p a sswo rd s c a n b e  e nte re d  fo r this a c c o unt. 
0 me a ns the re  is no  limit.
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27.2.1  Use r Ac c ount Add/ Edit

Ad d  o r c ha ng e  the  na me  o f the  use r a c c o unt, se t the  se c urity p a sswo rd  a nd  the  re try time s, a nd  
whe the r this use r will ha ve  Administra tor o r Use r p rivile g e s. Clic k Add Ne w Ac c ount o r the  Edit ic o n o f a n 
e xisting  a c c o unt in the  Ma inte nanc e  > Use r Ac c ount to  o p e n the  fo llo wing  sc re e n.

Fig ure  187   Ma inte na nc e  > Use r Ac c o unt > Ad d / Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Id le  Time o ut This d isp la ys the  le ng th o f ina c tive  time  b e fo re  the  Zyxe l De vic e  will a uto ma tic a lly lo g  the  use r 
o ut o f the  We b  C o nfig ura to r.

Lo c k Pe rio d This fie ld  d isp la ys the  le ng th o f time  a  use r must wa it b e fo re  a tte mp ting  to  lo g  in a g a in a fte r a  
numb e r o f c o nse c utive  wro ng  p a sswo rd s ha ve  b e e n e nte re d  a s d e fine d  in Re try Time s.

G ro up This fie ld  d isp la ys whe the r this use r ha s Administra tor o r Use r p rivile g e s.

Mo d ify Clic k the  Edit ic o n to  c o nfig ure  the  e ntry.

C lic k the  De le te  ic o n to  re mo ve  the  e ntry.

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  110   Ma inte na nc e  > Use r Ac c o unt (c o ntinue d )

LABEL DESCRIPTION

Ta b le  111   Ma inte na nc e  > Use r Ac c o unt > Ad d / Ed it

LABEL DESCRIPTION

Ac tive Clic k to  e na b le  (switc h turns b lue ) o r d isa b le  (switc h turns g ra y) to  a c tiva te  o r d e a c tiva te  the  
use r a c c o unt.

Use r Na me Ente r a  ne w na me  fo r the  a c c o unt (up  to  15 c ha ra c te rs). Sp e c ia l c ha ra c te rs a re  a llo we d  e xc e p t 
the  fo llo wing : d o ub le  q uo te  (") b a c k q uo te  (`) a p o stro p he  o r sing le  q uo te  (') le ss tha n (<) g re a te r 
tha n (>) c a re t o r c irc umfle x a c c e nt (^) d o lla r sig n ($) ve rtic a l b a r (|) a mpe rsa nd  (&) se mic o lo n 
(;)

Pa sswo rd Typ e  yo ur ne w syste m p a sswo rd  (up  to  256 c ha ra c te rs). No te  tha t a s yo u typ e  a  p a sswo rd , the  
sc re e n d isp la ys a  (*) fo r e a c h c ha ra c te r yo u typ e . Afte r yo u c ha ng e  the  p a sswo rd , use  the  ne w 
p a sswo rd  to  a c c e ss the  Zyxe l De vic e .
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Ve rify Pa sswo rd Typ e  the  ne w p a sswo rd  a g a in fo r c o nfirma tio n.

Re try Time s Ente r the  numb e r o f time s c o nse c utive  wro ng  p a sswo rd s c a n b e  e nte re d  fo r this a c c o unt. 0 
me a ns the re  is no  limit.

Id le  Time o ut Ente r the  le ng th o f ina c tive  time  b e fo re  the  Zyxe l De vic e  will a uto ma tic a lly lo g  the  use r o ut o f the  
We b  Co nfig ura to r.

Lo c k Pe rio d Ente r the  le ng th o f time  a  use r must wa it b e fo re  a tte mp ting  to  lo g  in a g a in a fte r a  numb e r o f 
c o nse c utive  wro ng  p a sswo rd s ha ve  b e e n e nte re d  a s d e fine d  in Re try Time s.

G ro up Sp e c ify whe the r this use r will ha ve  Administra tor o r Use r p rivile g e s.

The  Administra tor p rivile g e s a re  the  fo llo wing :

• Quic k Sta rt se tup .
• The  fo llo wing  sc re e ns a re  visib le  fo r se tup :

Broa dba nd , Wire le ss, Home  Ne tworking , Routing , NAT, DNS, Fire wa ll, MAC Filte r, Ce rtific a te s, 
Voic e , Log , Tra ffic  Sta tus, ARP Ta ble , Routing  Ta ble , Ce llula r WAN Sta tus, Syste m , Use r 
Ac c ount, Re mote  Ma na g e me nt, TR- 069 Clie nt, Time , Ema il Notific a tion, Log  Se tting , Firmwa re  
Upg rade , Ba c kup/ Re store , Re boot, Dia g nostic .

The  Use r p rivile g e s a re  the  fo llo wing :

• The  fo llo wing  sc re e ns a re  visib le  fo r se tup :
Log , Tra ffic  Sta tus, ARP Ta ble , Routing  Ta ble , Ce llula r WAN Sta tus, Use r Ac c ount, Re mote  
Ma nag e me nt, Time , Ema il Notific a tion, Log  Se tting , Firmwa re  Upg ra de , Ba c kup/ Re store , 
Re boot, Dia g nostic .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

OK Clic k OK to  sa ve  yo ur c ha ng e s.

Ta b le  111   Ma inte na nc e  > Use r Ac c o unt > Ad d / Ed it (c o ntinue d )

LABEL DESCRIPTION



LTE Se rie s Use r’ s G uid e

256

C HA PTER 2 8

Re mote  Ma na g e me nt

28.1  Ove rvie w

Re mo te  ma na g e me nt c o ntro ls thro ug h whic h inte rfa c e (s), whic h we b  se rvic e s (suc h a s HTTP, HTTPS, FTP, 
Te lne t, SSH a nd  Ping ) c a n a c c e ss the  Zyxe l De vic e .

No te : The  Zyxe l De vic e  is ma na g e d  using  the  We b  Co nfig ura to r.

28.2  MGMT Se rvic e s

No te : The  MGMT Se rvic e s sc re e n will b e  hid d e n if yo u e na b le  the  IP Pa ssthroug h func tio n in 
Ne twork Se tting  > Broa dba nd  > Ce llula r IP Pa ssthroug h sc re e n.

Use  this sc re e n to  c o nfig ure  the  inte rfa c e s thro ug h whic h se rvic e s c a n a c c e ss the  Zyxe l De vic e . C lic k 
Ma inte na nc e  > Re mote  Ma na g e me nt to  o p e n the  fo llo wing  sc re e n.

Fig ure  188   Ma inte na nc e  > Re mo te  Ma na g e me nt 
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The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

28.3  MGMT Se rvic e s for IP Pa ssthroug h

Co nfig ure  whic h inte rfa c e s yo u c a n use  to  a c c e ss the  Zyxe l De vic e  in IP Pa ssthroug h mo d e  (b rid g e  
mo d e ) fo r a  g ive n se rvic e . Yo u c a n a lso  sp e c ify the  se rvic e  p o rt numb e rs c o mp ute rs must use  to  
c o nne c t to  the  Zyxe l De vic e . IP Pa ssthro ug h a llo ws Inte rne t tra ffic  to  g o  to  a  LAN c o mp ute r b e hind  the  
Zyxe l De vic e  witho ut g o ing  thro ug h NAT. Ma ke  sure  to  e na b le  IP Pa ssthro ug h in Ne twork Se tting  > 
Broadba nd  > Ce llula r IP Pa ssthroug h. Se e  Se c tio n 6.10 o n p a g e  98 fo r d e ta ils.

C lic k Ma inte na nc e  > Re mote  Mana g e me nt > MGMT Se rvic e s for IP Passthroug h to  o p e n the  fo llo wing  
sc re e n.

Ta b le  112   Ma inte na nc e  > Re mo te  Ma na g e me nt

LABEL DESCRIPTION

WAN Inte rfa c e  
use d  fo r se rvic e s

Se le c t Any_WAN to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly a c tiva te  the  re mo te  ma na g e me nt 
se rvic e  whe n a ny WAN c o nne c tio n is up .

Se le c t Multi_WAN a nd  the n se le c t o ne  o r mo re  WAN c o nne c tio ns to  ha ve  the  Zyxe l De vic e  
a c tiva te  the  re mo te  ma na g e me nt se rvic e  whe n the  se le c te d  WAN c o nne c tio ns a re  up .

Ce llula r WAN Ena b le  the  LTE WAN c o nne c tio n c o nfig ure d  in Ne twork Se tting  > Broa dba nd > Ce llula r WAN to  
a c c e ss the  se rvic e  o n the  Zyxe l De vic e .

ETHWAN Ena b le  the  LTE WAN c o nne c tio n c o nfig ure d  in Ne twork Se tting  > Broa dba nd > Ce llula r WAN to  
a c c e ss the  se rvic e  o n the  Zyxe l De vic e .

Se rvic e This is the  se rvic e  yo u ma y use  to  a c c e ss the  Zyxe l De vic e .

LAN/ WLAN Se le c t the  Ena ble  c he c k b o x fo r the  c o rre sp o nd ing  se rvic e s tha t yo u wa nt to  a llo w a c c e ss to  the  
Zyxe l De vic e  fro m the  LAN/ WLAN.

WAN Se le c t the  Ena ble  c he c k b o x fo r the  c o rre sp o nd ing  se rvic e s tha t yo u wa nt to  a llo w a c c e ss to  the  
Zyxe l De vic e  fro m a ll WAN c o nne c tio ns.

Trust Do ma in Se le c t the  Ena ble  c he c k b o x fo r the  c o rre sp o nd ing  se rvic e s tha t yo u wa nt to  a llo w a c c e ss to  the  
Zyxe l De vic e  fro m the  truste d  ho st IP a d d re ss.

Po rt Yo u ma y c ha ng e  the  se rve r po rt numb e r fo r a  se rvic e  if ne e d e d , ho we ve r yo u must use  the  
sa me  p o rt numb e r in o rd e r to  use  tha t se rvic e  fo r re mo te  ma na g e me nt.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.
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Fig ure  189   Ma inte na nc e  > Re mo te  Ma na g e me nt > MG MT Se rvic e s fo r IP Pa ssthro ug h

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

28.4  Trust Doma in

Use  this sc re e n to  vie w a  list o f p ub lic  IP a d d re sse s whic h a re  a llo we d  to  a c c e ss the  Zyxe l De vic e  thro ug h 
the  se rvic e s c o nfig ure d  in the  Ma inte na nc e  > Re mote  Ma na g e me nt > MGMT Se rvic e s sc re e n. C lic k 
Ma inte na nc e  > Re mote  Ma na g e me nt > Trust Doma in to  o p e n the  fo llo wing  sc re e n.

No te : Ente r the  IP a d d re ss o f the  ma na g e me nt sta tio n p e rmitte d  to  a c c e ss the  lo c a l 
ma na g e me nt se rvic e s. If sp e c ific  se rvic e s fro m the  truste d  ho sts a re  a llo we d  a c c e ss b ut 
the  trust d o ma in list is e mp ty, a ll p ub lic  IP a d d re sse s c a n a c c e ss the  Zyxe l De vic e  fro m 
the  WAN using  the  sp e c ifie d  se rvic e s.

Fig ure  190   Ma inte na nc e  > Re mo te  Ma na g e me nt > Trust Do ma in

Ta b le  113   Ma inte na nc e  > Re mo te  Ma na g e me nt > MG MT Se rvic e s fo r IP Pa ssthro ug h

LABEL DESCRIPTION

Se rvic e This is the  se rvic e  yo u ma y use  to  a c c e ss the  Zyxe l De vic e .

WAN Se le c t the  Ena ble  c he c k b o x fo r the  c o rre sp o nd ing  se rvic e s tha t yo u wa nt to  a llo w a c c e ss to  the  
Zyxe l De vic e  fro m a ll WAN c o nne c tio ns.

Trust Do ma in Se le c t the  Ena ble  c he c k b o x fo r the  c o rre sp o nd ing  se rvic e s tha t yo u wa nt to  a llo w a c c e ss to  the  
Zyxe l De vic e  fro m the  truste d  ho st IP a d d re ss.

Po rt Yo u ma y c ha ng e  the  se rve r po rt numb e r fo r a  se rvic e  if ne e d e d , ho we ve r yo u must use  the  
sa me  p o rt numb e r in o rd e r to  use  tha t se rvic e  fo r re mo te  ma na g e me nt.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.
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The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

28.5  Add Trust Doma in

Use  this sc re e n to  a d d  a  p ub lic  IP a d d re sse s o r a  c o mp le te  d o ma in na me  o f a  d e vic e  whic h is a llo we d  
to  a c c e ss the  Zyxe l De vic e . C lic k the  Add Trust Doma in b utto n in the  Ma inte na nc e  > Re mote  

Ma na g e me nt > Trust Doma in sc re e n to  o p e n the  fo llo wing  sc re e n.

Fig ure  191   Ma inte na nc e  > Re mo te  Ma na g e me nt > Trust Do ma in > Ad d  Trust Do ma in 

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

28.6  Trust Doma in for IP Pa ssthroug h

Use  this sc re e n to  vie w a  list o f p ub lic  IP a d d re sse s/ c o mp le te  d o ma in na me s whic h a re  a llo we d  to  
a c c e ss the  Zyxe l De vic e  in IP Pa ssthroug h mo d e  (b rid g e  mo d e ). IP Pa ssthro ug h a llo ws Inte rne t tra ffic  to  
g o  to  a  LAN c o mp ute r b e hind  the  Zyxe l De vic e  witho ut g o ing  thro ug h NAT. Ma ke  sure  to  e na b le  IP 
Pa ssthro ug h in Ne twork Se tting  > Broa dband  > Ce llula r IP Pa ssthroug h. Se e  Se c tio n 6.10 o n p a g e  98 fo r 
d e ta ils.

C lic k Ma inte na nc e  > Re mote  Mana g e me nt > Trust Doma in for IP Pa ssthroug h to  o p e n the  fo llo wing  
sc re e n.

Ta b le  114   Ma inte na nc e  > Re mo te  Ma na g e me nt > Trust Do ma in

LABEL DESCRIPTION

Ad d  Trust 
Do ma in

Clic k this to  a d d  a  truste d  ho st IP a d d re ss.

IP Ad d re ss This fie ld  sho ws a  truste d  ho st IP a d d re ss.

De le te C lic k the  De le te  ic o n to  re mo ve  the  truste d  ho st IP a d d re ss.

Ta b le  115   Ma inte na nc e  > Re mo te  Ma na g e me nt > Trust Do ma in > Ad d  Trust Do ma in

LABEL DESCRIPTION

IP Ad d re ss Ente r a  pub lic  IPv4/ IPv6 IP a d d re ss whic h is a llo we d  to  a c c e ss the  se rvic e  o n the  Zyxe l De vic e  
fro m the  WAN.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.
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Fig ure  192   Ma inte na nc e  > Re mo te  Ma na g e me nt > Trust Do ma in fo r IP Pa ssthro ug h

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

28.7  Add Trust Doma in

Use  this sc re e n to  a d d  a  p ub lic  IP a d d re ss o r a  c o mple te  d o ma in na me  o f a  d e vic e  whic h is a llo we d  to  

a c c e ss the  Zyxe l De vic e . Clic k the  Add Trust Doma in b utto n in the  Mainte na nc e  > Re mote  Ma na g e me nt 

> Trust Doma in for IP Pa ssthroug h sc re e n to  o p e n the  fo llo wing  sc re e n.

Fig ure  193   Ma inte na nc e  > Re mo te  Ma na g e me nt > Trust Do ma in fo r IP Pa ssthro ug h > Ad d  Trust Do ma in

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  116   Ma inte na nc e  > Re mo te  Ma na g e me nt > Trust Do ma in fo r IP Pa ssthro ug h

LABEL DESCRIPTION

Ad d  Trust Do ma in Clic k this to  a d d  a  truste d  ho st IP a d d re ss.

IP Ad d re ss This fie ld  sho ws a  truste d  ho st IP a d d re ss.

De le te C lic k the  De le te  ic o n to  re mo ve  the  truste d  ho st IP a d d re ss.

Ta b le  117   Ma inte na nc e  > Re mo te  Ma na g e me nt > Trust Do ma in fo r IP Pa ssthro ug h > Ad d  Trust Do ma in

LABEL DESCRIPTION

IP Ad d re ss Ente r a  p ub lic  IPv4/ IPv6 IP a d d re ss whic h is a llo we d  to  a c c e ss the  se rvic e  o n the  Zyxe l 
De vic e  fro m the  WAN.

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

OK Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .
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C HA PTER 2 9

TR- 069 Clie nt

29.1  Ove rvie w

This c ha p te r e xp la ins ho w to  c o nfig ure  the  Zyxe l De vic e ’ s TR-069 a uto -c o nfig ura tio n se tting s.

29.2  TR- 069 Clie nt

TR-069 is a  p ro to c o l tha t d e fine s ho w yo ur Zyxe l De vic e  c a n b e  ma na g e d  via  a  ma na g e me nt se rve r. 
Yo u c a n use  a  ma na g e me nt se rve r to  re mo te ly se t up  the  Zyxe l De vic e , mo d ify se tting s, p e rfo rm 
firmwa re  up g ra d e s a s we ll a s mo nito r a nd  d ia g no se  the  Zyxe l De vic e .

C lic k Ma inte na nc e  > TR- 069 Clie nt to  o p e n the  fo llo wing  sc re e n.

Fig ure  194   Ma inte na nc e  > TR-069 C lie nt
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The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  118   Ma inte na nc e  > TR-069 C lie nt

LABEL DESCRIPTION

CWMP Ac tive CPE WAN Ma na g e me nt Pro to c o l (CWMP) e na b le s the  Zyxe l De vic e  to  b e  re mo te ly c o nfig ure d  
via  a  WAN link. Co mmunic a tio n b e twe e n the  Zyxe l De vic e  a nd  the  ma na g e me nt se rve r is 
c o nd uc te d  via  SOAP/ HTTP(S) in the  fo rm o f re mo te  p ro c e d ure  c a lls (RPC).

C lic k to  e na b le  (switc h turns b lue ) to  a llo w the  Zyxe l De vic e  to  b e  ma na g e d  b y a  ma na g e me nt 
se rve r. Othe rwise , c lic k to  d isa b le  (switc h turns g ra y) to  d isa llo w the  Zyxe l De vic e  to  b e  ma na g e d  
b y a  ma na g e me nt se rve r.

Info rm Clic k to  e na b le  (switc h turns b lue ) the  Zyxe l De vic e  to  se nd  p e rio d ic  info rm via  TR-069 o n the  
WAN. Othe rwise , c lic k to  d isa b le  (switc h turns g ra y).

Info rm Inte rva l Ente r the  time  inte rva l (in se c o nd s) a t whic h the  Zyxe l De vic e  se nd s info rma tio n to  the  a uto -
c o nfig ura tio n se rve r.

IP Pro to c o l Se le c t the  typ e  o f IP p ro to c o l to  a llo w TR-069 to  o p e ra te  o n.

ACS URL Ente r the  URL o r IP a d d re ss o f the  a uto -c o nfig ura tio n se rve r.

ACS Use r Na me Ente r the  TR-069 use r na me  fo r a uthe ntic a tio n with the  a uto -c o nfig ura tio n se rve r.

ACS Pa sswo rd Ente r the  TR-069 p a sswo rd  fo r a uthe ntic a tio n with the  a uto -c o nfig ura tio n se rve r.

WAN Inte rfa c e  
use d  b y TR-069 
c lie nt

Se le c t a  WAN inte rfa c e  thro ug h whic h the  TR-069 tra ffic  p a sse s.

If yo u se le c t Any_WAN, the  Zyxe l De vic e  a uto ma tic a lly p a sse s the  TR-069 tra ffic  whe n a ny WAN 
c o nne c tio n is up .

If yo u se le c t Multi_WAN, yo u a lso  ne e d  to  se le c t two  o r mo re  p re -c o nfig ure d  WAN inte rfa c e s. The  
Zyxe l De vic e  a uto ma tic a lly p a sse s the  TR-069 tra ffic  whe n o ne  o f the  se le c te d  WAN c o nne c tio ns 
is up .

Ce llula r WAN The  Zyxe l De vic e  a uto ma tic a lly p a sse s the  TR-069 tra ffic  whe n c e llula r WAN c o nne c tio n is up .

Disp la y SO AP 
me ssa g e s o n 
se ria l c o nso le

Clic k to  e na b le  (switc h turns b lue ) the  d ump ing  o f a ll SO AP me ssa g e s d uring  the  ACS se rve r 

c o mmunic a tio n with the  CPE.

C o nne c tio n 
Re q ue st 
Authe ntic a tio n

Se le c t this o p tio n to  e na b le  a uthe ntic a tio n whe n the re  is a  c o nne c tio n re q ue st fro m the  ACS.

C o nne c tio n 
Re q ue st Use r 
Na me

Ente r the  c o nne c tio n re q ue st use r na me .

Whe n the  ACS ma ke s a  c o nne c tio n re q ue st to  the  Zyxe l De vic e , this use r na me  is use d  to  
a uthe ntic a te  the  ACS.

C o nne c tio n 
Re q ue st 
Pa sswo rd

Ente r the  c o nne c tio n re q ue st p a sswo rd .

Whe n the  ACS ma ke s a  c o nne c tio n re q ue st to  the  Zyxe l De vic e , this p a sswo rd  is use d  to  
a uthe ntic a te  the  ACS.

C o nne c tio n 
Re q ue st URL

This sho ws the  c o nne c tio n re q ue st URL.

The  AC S c a n use  this URL to  ma ke  a  c o nne c tio n re q ue st to  the  Zyxe l De vic e .

Va lid a te  ACS 
C e rtific a te

Clic k to  e na b le  (switc h turns b lue ) the  va lid a tio n o f a  lo c a l c e rtific a te  use d  b y TR-069 c lie nt.

Lo c a l c e rtific a te  
use d  b y TR-069 
c lie nt

Yo u c a n c ho o se  a  lo c a l c e rtific a te  use d  b y TR-069 c lie nt. The  lo c a l c e rtific a te  sho uld  b e  
imp o rte d  in the  Se c urity > Ce rtific a te s > Loc a l Ce rtific a te s sc re e n.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

Ca nc e l C lic k Ca nc e l to  re sto re  the  sc re e n’ s la st sa ve d  se tting s.
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C HA PTER 3 0

Time  Se tting s

30.1  Time  Se tting s Ove rvie w

This c ha p te r sho ws yo u ho w to  c o nfig ure  syste m re la te d  se tting s, suc h a s syste m time , p a sswo rd , na me , 
the  d o ma in na me  a nd  the  ina c tivity time o ut inte rva l.

30.2  Time

Use  this sc re e n to  c o nfig ure  the  Zyxe l De vic e ’ s time  b a se d  o n yo ur lo c a l time  zo ne . Yo u c a n e nte r a  time  
se rve r a d d re ss, se le c t the  time  zo ne  whe re  the  Zyxe l De vic e  is p hysic a lly lo c a te d , a nd  c o nfig ure  Da ylig ht 
Sa ving s se tting s if ne e d e d .

To  c ha ng e  yo ur Zyxe l De vic e ’ s time  a nd  d a te , c lic k Ma inte na nc e  > Time . The  sc re e n a p p e a rs a s sho wn.
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Fig ure  195   Ma inte na nc e  > Time

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  119   Ma inte na nc e  > Time

LABEL DESCRIPTION

C urre nt Da te / Time

C urre nt Time This d isp la ys the  time  o f yo ur Zyxe l De vic e .

Ea c h time  yo u re lo a d  this sc re e n, the  Zyxe l De vic e  sync hro nize s the  time  with the  time  se rve r.

C urre nt Da te This d isp la ys the  d a te  o f yo ur Zyxe l De vic e .

Ea c h time  yo u re lo a d  this sc re e n, the  Zyxe l De vic e  sync hro nize s the  d a te  with the  time  se rve r.

Time  a nd  Da te  Se tup

Time  Pro to c o l This d isp la ys the  time  p ro to c o l use d  b y yo ur Zyxe l De vic e .
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First ~ Fifth Time  
Se rve r Ad d re ss

Se le c t a n NTP time  se rve r fro m the  d ro p -d o wn list b o x.

O the rwise , se le c t Othe r a nd  e nte r the  IP a d d re ss o r URL (up  to  29 e xte nd e d  ASCII c ha ra c te rs 
in le ng th) o f yo ur time  se rve r.

Se le c t None  if yo u d o n’ t wa nt to  c o nfig ure  the  time  se rve r.

Che c k with yo ur ISP/ ne two rk a d ministra to r if yo u a re  unsure  o f this info rma tio n.

Time  Zo ne

Time  zo ne Cho o se  the  time  zo ne  o f yo ur lo c a tio n. This will se t the  time  d iffe re nc e  b e twe e n yo ur time  
zo ne  a nd  G re e nwic h Me a n Time  (G MT).

Da ylig ht Sa ving s Da ylig ht Sa ving  Time  is a  p e rio d  fro m la te  sp ring  to  e a rly fa ll whe n ma ny c o untrie s se t the ir 
c lo c ks a he a d  o f no rma l lo c a l time  b y o ne  ho ur to  g ive  mo re  d a ytime  lig ht in the  e ve ning .

Ac tive Clic k this switc h to  e na b le  o r d isa b le  Da ylig ht Sa ving  Time . Whe n the  switc h turns b lue  , 
the  func tio n is e na b le d . Othe rwise , it’ s no t.

Sta rt Rule Co nfig ure  the  d a y a nd  time  whe n Da ylig ht Sa ving  Time  sta rts if yo u e na b le d  Da ylig ht Sa ving . 
Yo u c a n se le c t a  sp e c ific  d a te  in a  p a rtic ula r mo nth o r a  spe c ific  d a y o f a  spe c ific  we e k in a  
p a rtic ula r mo nth. The  Time  fie ld  use s the  24 ho ur fo rma t. He re  a re  a  c o up le  o f e xa mp le s:

Da ylig ht Sa ving  Time  sta rts in mo st p a rts o f the  Unite d  Sta te s o n the  se c o nd  Sund a y o f Ma rc h. 
Ea c h time  zo ne  in the  Unite d  Sta te s sta rts using  Da ylig ht Sa ving  Time  a t 2 A.M. lo c a l time . So  in 
the  Unite d  Sta te s, se t the  d a y to  Se c ond , Sunda y, the  mo nth to  Ma rc h a nd  the  time  to  2 in the  
Hour fie ld .

Da ylig ht Sa ving  Time  sta rts in the  Euro p e a n Unio n o n the  la st Sund a y o f Ma rc h. All o f the  time  
zo ne s in the  Euro p e a n Unio n sta rt using  Da ylig ht Sa ving  Time  a t the  sa me  mo me nt (1 A.M. 
G MT o r UTC). So  in the  Euro p e a n Unio n yo u wo uld  se t the  d a y to  La st, Sunda y a nd  the  mo nth 
to  Ma rc h. The  time  yo u se le c t in the  o'c loc k fie ld  d e p e nd s o n yo ur time  zo ne . In G e rma ny fo r 
insta nc e , yo u wo uld  se le c t 2 in the  Hour fie ld  b e c a use  G e rma ny's time  zo ne  is o ne  ho ur 
a he a d  o f G MT o r UTC (G MT+1).

End  Rule Co nfig ure  the  d a y a nd  time  whe n Da ylig ht Sa ving  Time  e nd s if yo u e na b le d  Da ylig ht Sa ving . 
Yo u c a n se le c t a  sp e c ific  d a te  in a  p a rtic ula r mo nth o r a  spe c ific  d a y o f a  spe c ific  we e k in a  
p a rtic ula r mo nth. The  Time  fie ld  use s the  24 ho ur fo rma t. He re  a re  a  c o up le  o f e xa mp le s:

Da ylig ht Sa ving  Time  e nd s in the  Unite d  Sta te s o n the  first Sund a y o f No ve mb e r. Ea c h time  
zo ne  in the  Unite d  Sta te s sto p s using  Da ylig ht Sa ving  Time  a t 2 A.M. lo c a l time . So  in the  Unite d  
Sta te s yo u wo uld  se t the  d a y to  First, Sunda y, the  mo nth to  Nove mbe r a nd  the  time  to  2 in the  
Hour fie ld .

Da ylig ht Sa ving  Time  e nd s in the  Euro p e a n Unio n o n the  la st Sund a y o f Oc to b e r. All o f the  
time  zo ne s in the  Euro pe a n Unio n sto p  using  Da ylig ht Sa ving  Time  a t the  sa me  mo me nt (1 
A.M. G MT o r UTC). So  in the  Euro p e a n Unio n yo u wo uld  se t the  d a y to  La st, Sunda y, a nd  the  
mo nth to  Oc tobe r. The  time  yo u se le c t in the  o'c loc k fie ld  d e pe nd s o n yo ur time  zo ne . In 
G e rma ny fo r insta nc e , yo u wo uld  se le c t 2 in the  Hour fie ld  b e c a use  G e rma ny's time  zo ne  is 
o ne  ho ur a he a d  o f G MT o r UTC (G MT+1).

Ca nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  119   Ma inte na nc e  > Time  (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 3 1

E- ma il Notific a tion

31.1  E- ma il Notific a tion Ove rvie w

A ma il se rve r is a n a p p lic a tio n o r a  c o mp ute r tha t c a n re c e ive , fo rwa rd  a nd  d e live r e -ma il me ssa g e s.

To  ha ve  the  Zyxe l De vic e  se nd  re p o rts, lo g s o r no tific a tio ns via  e -ma il, yo u must sp e c ify a n e -ma il se rve r 
a nd  the  e -ma il a d d re sse s o f the  se nd e r a nd  re c e ive r.

31.2  E- ma il Notific a tion

Use  this sc re e n to  vie w, re mo ve  a nd  a d d  e -ma il a c c o unt info rma tio n o n the  Zyxe l De vic e . This a c c o unt 
c a n b e  se t to  se nd  e -ma il no tific a tio ns fo r lo g s.

C lic k Ma inte na nc e  > E- ma il Notific a tion to  o p e n the  E- ma il Notific a tion sc re e n.

No te : The  d e fa ult p o rt numb e r o f the  ma il se rve r is 25.

Fig ure  196   Ma inte na nc e  > E-ma il No tific a tio n 

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  120   Ma inte na nc e  > E-ma il No tific a tio n

LABEL DESCRIPTION

Ad d  Ne w e -ma il C lic k this b utto n to  c re a te  a  ne w e ntry (up  to  32 c a n b e  c re a te d ).

Ma il Se rve r 
Ad d re ss

This d isp la ys the  se rve r na me  o r the  IP a d d re ss o f the  ma il se rve r.

Use r na me This d isp la ys the  use r na me  o f the  se nd e r’ s ma il a c c o unt.

Po rt This fie ld  d isp la ys the  p o rt numb e r o f the  ma il se rve r.

Se c urity This fie ld  d isp la ys the  p ro to c o l use d  fo r e nc ryp tio n.
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31.2.1  E- ma il Notific a tion Edit

Clic k the  Add  b utto n in the  E- ma il Notific ation sc re e n. Use  this sc re e n to  c o nfig ure  the  re q uire d  
info rma tio n fo r se nd ing  e -ma il via  a  ma il se rve r.

Fig ure  197   E-ma il No tific a tio n > Ad d  

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

E-ma il Ad d re ss This fie ld  d isp la ys the  e -ma il a d d re ss tha t yo u wa nt to  b e  in the  fro m/ se nd e r line  o f the  e -ma il 
tha t the  Zyxe l De vic e  se nd s.

Re mo ve Clic k this b utto n to  d e le te  the  se le c te d  e ntry(ie s).

Ta b le  120   Ma inte na nc e  > E-ma il No tific a tio n (c o ntinue d )

LABEL DESCRIPTION

Ta b le  121   E-ma il No tific a tio n > Ad d

LABEL DESCRIPTION

Ma il Se rve r 
Ad d re ss

Ente r the  se rve r na me  o r the  IP a d d re ss o f the  ma il se rve r fo r the  e -ma il a d d re ss sp e c ifie d  in the  
Ac c ount e - ma il Addre ss fie ld .

If this fie ld  is le ft b la nk, re p o rts, lo g s o r no tific a tio ns will no t b e  se nt via  e -ma il.

Po rt Ente r the  sa me  p o rt numb e r he re  a s is o n the  ma il se rve r fo r ma il tra ffic .

Authe ntic a tio n 
Use rna me

Ente r the  use r na me  (up  to  32 c ha ra c te rs). This is usua lly the  use r na me  o f a  ma il a c c o unt yo u 
sp e c ifie d  in the  Ac c ount e ma il Addre ss fie ld .

Authe ntic a tio n 
Pa sswo rd

Ente r the  p a sswo rd  a sso c ia te d  with the  use r na me  a b o ve .

Ac c o unt e -ma il 
Ad d re ss

Ente r the  e -ma il a d d re ss tha t yo u wa nt to  b e  in the  fro m/ se nd e r line  o f the  e -ma il no tific a tio n 
tha t the  Zyxe l De vic e  se nd s.

If yo u a c tiva te  SSL/ TLS a uthe ntic a tio n, the  e -ma il a d d re ss must b e  a b le  to  b e  a uthe ntic a te d  b y 
the  ma il se rve r a s we ll.

C o nne c tio n 
Se c urity

Se le c t SSL to  use  Se c ure  So c ke ts La ye r (SSL) o r Tra nsp o rt La ye r Se c urity (TLS) if yo u wa nt 
e nc ryp te d  c o mmunic a tio ns b e twe e n the  ma il se rve r a nd  the  Zyxe l De vic e .

Se le c t STARTTLS to  up g ra d e  a  p la in te xt c o nne c tio n to  a  se c ure  c o nne c tio n using  SSL/ TLS.
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C a nc e l C lic k this b utto n to  b e g in c o nfig uring  this sc re e n a fre sh.

O K C lic k this b utto n to  sa ve  yo ur c ha ng e s a nd  re turn to  the  p re vio us sc re e n.

Ta b le  121   E-ma il No tific a tio n > Ad d  (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 3 2

Log  Se tting

32.1  Log  Se tting  Ove rvie w

Use  this sc re e n to  c o nfig ure  whe re  the  Zyxe l De vic e  se nd s lo g s, a nd  whic h typ e  o f lo g s the  Zyxe l De vic e  
re c o rd s.

32.2  Log  Se tting

Yo u c a n c o nfig ure  whe re  the  Zyxe l De vic e  se nd s lo g s a nd  whic h typ e  o f lo g s the  Zyxe l De vic e  re c o rd s in 
the  Logs Se tting  sc re e n.

If yo u ha ve  a  se rve r tha t is running  a  syslo g  se rvic e , yo u c a n a lso  sa ve  lo g  file s to  it b y e na b ling  Syslog  

Logg ing , a nd  the n e nte ring  the  IP a d d re ss o f the  se rve r in the  Syslog  Se rve r fie ld . Se le c t Re mote  to  sto re  
lo g s o n the  syslo g  se rve r, o r se le c t Loc al File  to  sto re  lo g s o n the  Zyxe l De vic e . Se le c t Loc a l File  a nd 

Re mote  to  sto re  lo g s o n b o th the  Zyxe l De vic e  a nd  the  syslo g  se rve r. To  c ha ng e  yo ur Zyxe l De vic e ’ s lo g  
se tting s, c lic k Ma inte na nc e  > Log  Se tting . The  sc re e n a p p e a rs a s sho wn.
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Fig ure  198   Ma inte na nc e  > Lo g  Se tting

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  122   Ma inte na nc e  > Lo g  Se tting

LABEL DESCRIPTION

Syslo g  Se tting s

Syslo g  Lo g g ing Clic k the  switc h (it will turn b lue ) to  e na b le  syslo g  lo g g ing .

Mo d e Se le c t Re mote  to  ha ve  the  Zyxe l De vic e  se nd  it to  a n e xte rna l syslo g  se rve r.

Se le c t Loc a l File  to  ha ve  the  Zyxe l De vic e  sa ve  the  lo g  file  o n the  Zyxe l De vic e  itse lf.

Se le c t Loc a l File  a nd Re mote  to  ha ve  the  Zyxe l De vic e  sa ve  the  lo g  file  o n the  Zyxe l De vic e  itse lf 
a nd  se nd  it to  a n e xte rna l syslo g  se rve r.

No te : A wa rning  a p p e a rs up o n se le c ting  Re mote  o r Loc a l File  a nd Re mote . 
Just c lic k OK to  c o ntinue .
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Syslo g  Se rve r Ente r the  se rve r na me  o r IP a d d re ss o f the  syslo g  se rve r tha t will lo g  the  se le c te d  c a te g o rie s o f 
lo g s.

UDP Po rt Ente r the  po rt numb e r use d  b y the  syslo g  se rve r.

E-ma il Lo g  Se tting s

E-ma il Lo g  
Se tting

Clic k the  switc h (it will turn b lue ) to  a llo w the  se nd ing  via  e -ma il the  syste m a nd  se c urity lo g s to  
the  e -ma il a d d re ss spe c ifie d  in Se nd Log  to .

No te : Ma ke  sure  tha t the  Ma il Se rve r Addre ss fie ld  is no t le ft b la nk in the  
Mainte na nc e  > E- ma il Notific a tions sc re e n.

Ma il Ac c o unt Se le c t a  se rve r sp e c ifie d  in Ma inte na nc e  > E- ma il Notific a tions to  se nd  the  lo g s to .

Syste m Lo g  Ma il 
Sub je c t

This fie ld  a llo ws yo u to  e nte r a  d e sc rip tive  na me  fo r the  syste m lo g  e -ma il (fo r e xa mp le  Zyxe l 
Syste m Lo g ). Up  to  127 c ha ra c te rs a re  a llo we d  fo r the  Syste m Log  Ma il Subje c t inc lud ing  sp e c ia l 
c ha ra c te rs insid e  the  sq ua re  b ra c ke ts [!# %()*+,-./ :=? @ []\{}~].

Se c urity Lo g  Ma il 
Sub je c t

This fie ld  a llo ws yo u to  e nte r a  d e sc rip tive  na me  fo r the  se c urity lo g  e -ma il (fo r e xa mp le  Zyxe l 
Se c urity Lo g ). Up  to  127 c ha ra c te rs a re  a llo we d  fo r the  Se c urity Log  Ma il Subje c t inc lud ing  
sp e c ia l c ha ra c te rs insid e  the  sq ua re  b ra c ke ts [!# %()*+,-./ :=? @ []\{}~].

Se nd  Lo g  to This fie ld  a llo ws yo u to  e nte r the  lo g ’ s d e sig na te d  e -ma il re c ip ie nt. The  lo g ’ s fo rma t is p la in te xt 
file  se nt a s a n e -ma il a tta c hme nt.

Se nd  Ala rm to This fie ld  a llo ws yo u to  e nte r the  a la rm’ s d e sig na te d  e -ma il re c ip ie nt. The  a la rm’ s fo rma t is p la in 
te xt file  se nt a s a n e -ma il a tta c hme nt.

Ala rm Inte rva l Se le c t the  fre q ue nc y o f sho wing  o f the  a la rm.

Ac tive  Lo g

Syste m Lo g Se le c t the  c a te g o rie s o f Syste m Log s tha t yo u wa nt to  re c o rd .

Se c urity Lo g Se le c t the  c a te g o rie s o f Se c urity Logs tha t yo u wa nt to  re c o rd .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s.

Ca nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ta b le  122   Ma inte na nc e  > Lo g  Se tting  (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 3 3

Firmwa re  Upg ra de

33.1  Ove rvie w

This c ha p te r e xp la ins ho w to  up lo a d  ne w firmwa re  to  yo ur Zyxe l De vic e . Yo u c a n d o wnlo a d  ne w 
firmwa re  re le a se s fro m yo ur ne a re st Zyxe l FTP site  (o r www.zyxe l.c o m) to  use  to  up g ra d e  yo ur Zyxe l 
De vic e ’ s p e rfo rma nc e .

Only use  firmwa re  for your Zyxe l De vic e ’s spe c ific  mode l. Re fe r to  the  

la be l on the  bottom of your Zyxe l De vic e .

33.2  Firmwa re  Upg ra de

This sc re e n le ts yo u up lo a d  ne w firmwa re  to  yo ur Zyxe l De vic e . Do wnlo a d  the  la te st firmwa re  file  fro m 
the  Zyxe l we b site  a nd  up lo a d  it to  yo ur Zyxe l De vic e  using  this sc re e n. The  up lo a d  p ro c e ss use s HTTP 
(Hyp e rte xt Tra nsfe r Pro to c o l) a nd  ma y ta ke  up  to  thre e  minute s. Afte r a  suc c e ssful up lo a d , the  Zyxe l 
De vic e  will re b o o t.

C lic k Ma inte na nc e  > Firmwa re  Upg ra de  to  o p e n the  fo llo wing  sc re e n.

Do NOT turn off the  Zyxe l De vic e  while  firmwa re  uploa d is in prog re ss!

Fig ure  199   Ma inte na nc e  > Firmwa re  Up g ra d e
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Afte r yo u se e  the  firmwa re  up d a ting  sc re e n, wa it a  fe w minute s b e fo re  lo g g ing  into  the  Zyxe l De vic e  
a g a in.

The  Zyxe l De vic e  a uto ma tic a lly re sta rts in this time  c a using  a  te mp o ra ry ne two rk d isc o nne c t. In so me  
o p e ra ting  syste ms, yo u ma y se e  the  fo llo wing  ic o n o n yo ur d e skto p .

Fig ure  200   Ne two rk Te mp o ra rily Disc o nne c te d

Afte r two  minute s, lo g  in a g a in a nd  c he c k yo ur ne w firmwa re  ve rsio n in the  Sta tus sc re e n.

If the  up lo a d  wa s no t suc c e ssful, a n e rro r sc re e n will a p p e a r. C lic k OK to  g o  b a c k to  the  Firmwa re  
Upgra de  sc re e n.

Ta b le  123   Ma inte na nc e  > Firmwa re  Up g ra d e

LABEL DESCRIPTION

Up g ra d e  
Firmwa re

Use  the se  fie ld s to  up lo a d  firmwa re  to  the  Zyxe l De vic e .

Re sto re  De fa ult 
Se tting s Afte r 
Firmwa re  
Up g ra d e

C lic k to  e na b le  this o p tio n tha t re sto re s the  fa c to ry-d e fa ult to  the  Zyxe l De vic e  a fte r up g ra d ing  
the  firmwa re .

No te : Ma ke  sure  to  b a c kup  the  Zyxe l De vic e ’ s c o nfig ura tio n se tting s first in c a se  the  
re sto re  to  fa c to ry-d e fa ult p ro c e ss is no t suc c e ssful. Re fe r to  Se c tio n 34.2 o n 
p a g e  274.

C urre nt Firmwa re  
Ve rsio n

This is the  p re se nt firmwa re  ve rsio n.

File  Pa th Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Choose  File / Browse  to  find  
it.

Cho o se  File /
Bro wse

Clic k this to  find  the  .b in file  yo u wa nt to  up lo a d . Re me mb e r tha t yo u must d e c o mp re ss 
c o mp re sse d  (.zip ) file s b e fo re  yo u c a n up lo a d  the m.

Up lo a d Clic k this to  b e g in the  up lo a d  p ro c e ss. This p ro c e ss ma y ta ke  up  to  thre e  minute s.
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C HA PTER 3 4

Ba c kup/ Re store

34.1  Ba c kup/ Re store  Ove rvie w

Info rma tio n re la te d  to  fa c to ry d e fa ult se tting s a nd  b a c kup  c o nfig ura tio n a re  sho wn in this sc re e n. Yo u 
c a n a lso  use  this to  re sto re  p re vio us d e vic e  c o nfig ura tio ns.

34.2  Ba c kup/ Re store

Clic k Ma inte na nc e  > Ba c kup/ Re store . Info rma tio n re la te d  to  fa c to ry d e fa ults, b a c kup  c o nfig ura tio n, 
a nd  re sto ring  c o nfig ura tio n a p p e a rs in this sc re e n, a s sho wn ne xt.

Fig ure  201   Ma inte na nc e  > Ba c kup / Re sto re
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Ba c kup Config ura tion

Ba c kup Config ura tion a llo ws yo u to  b a c k up  (sa ve ) the  Zyxe l De vic e ’ s c urre nt c o nfig ura tio n to  a  file  o n 
yo ur c o mp ute r. Onc e  yo ur Zyxe l De vic e  is c o nfig ure d  a nd  func tio ning  p ro p e rly, it is hig hly 
re c o mme nd e d  tha t yo u b a c k up  yo ur c o nfig ura tio n file  b e fo re  ma king  c o nfig ura tio n c ha ng e s.

C lic k Ba c kup to  sa ve  the  Zyxe l De vic e ’ s c urre nt c o nfig ura tio n to  yo ur c o mp ute r.

Re store  Config ura tion

Re store  Configura tion a llo ws yo u to  up lo a d  a  ne w o r p re vio usly sa ve d  c o nfig ura tio n file  fro m yo ur 
c o mp ute r to  yo ur Zyxe l De vic e .

Do not turn off the  Zyxe l De vic e  while  c onfig ura tion file  uploa d is in 

prog re ss.

Afte r the  Zyxe l De vic e  c o nfig ura tio n ha s b e e n re sto re d  suc c e ssfully, the  lo g in sc re e n a p p e a rs. Lo g in 
a g a in to  re sta rt the  Zyxe l De vic e .

The  Zyxe l De vic e  a uto ma tic a lly re sta rts in this time  c a using  a  te mp o ra ry ne two rk d isc o nne c t. In so me  
o p e ra ting  syste ms, yo u ma y se e  the  fo llo wing  ic o n o n yo ur d e skto p .

Fig ure  202   Ne two rk Te mp o ra rily Disc o nne c te d

If yo u re sto re  the  d e fa ult c o nfig ura tio n, yo u ma y ne e d  to  c ha ng e  the  IP a d d re ss o f yo ur c o mp ute r to  b e  
in the  sa me  sub ne t a s tha t o f the  d e fa ult Zyxe l De vic e  IP a d d re ss (192.168.1.1).

If the  up lo a d  wa s no t suc c e ssful, a n e rro r sc re e n will a p p e a r. C lic k OK to  g o  b a c k to  the  Configura tion 
sc re e n.

34.3  Re boot

Syste m Re boot a llo ws yo u to  re b o o t the  Zyxe l De vic e  re mo te ly witho ut turning  the  p o we r o ff. Yo u ma y 
ne e d  to  d o  this if the  Zyxe l De vic e  ha ng s, fo r e xa mp le . This d o e s no t a ffe c t the  Zyxe l De vic e 's 
c o nfig ura tio n.

C lic k Ma inte na nc e  > Re boot. C lic k Re boot to  ha ve  the  Zyxe l De vic e  re b o o t.

Ta b le  124   Re sto re  Co nfig ura tio n

LABEL DESCRIPTION

File  Pa th Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Choose  File  to  find  it.

Cho o se  File Clic k this to  find  the  file  yo u wa nt to  up lo a d . Re me mb e r tha t yo u must d e c o mp re ss 
c o mp re sse d  (.ZIP) file s b e fo re  yo u c a n up lo a d  the m.

Up lo a d Clic k this to  b e g in the  up lo a d  p ro c e ss.

Re se t Clic k this to  re se t yo ur Zyxe l De vic e  se tting s b a c k to  the  fa c to ry d e fa ult.
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Fig ure  203   Ma inte na nc e  > Re b o o t
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C HA PTER 3 5

Dia g nostic

35.1  Dia g nostic  Ove rvie w

The  Dia gnostic  sc re e ns d isp la y info rma tio n to  he lp  yo u id e ntify p ro b le ms with the  Zyxe l De vic e .

35.2  Ping / Tra c e Route / Nslookup Te st

Use  this sc re e n to  p ing , tra c e ro ute , o r nslo o kup  fo r tro ub le sho o ting . Ping  a nd  tra c e ro ute  a re  use d  to  te st 
whe the r a  p a rtic ula r ho st is re a c ha b le . Afte r e nte ring  a n IP a d d re ss a nd  c lic king  o ne  o f the  b utto ns to  
sta rt a  te st, the  re sults will b e  sho wn in the  Ping / Tra c e ro ute  Te st a re a . Use  nslo o kup  to  find  the  IP a d d re ss 
fo r a  ho st na me  a nd  vic e  ve rsa . C lic k Ma inte na nc e  > Dia g nostic  to  o p e n the  Ping / Tra c e Route / Nslookup  
sc re e n sho wn ne xt.

Fig ure  204   Ma inte na nc e  > Dia g no stic  > Ping / Tra c e  Ro ute / Nslo o kup

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n. 

Ta b le  125   Ma inte na nc e  > Dia g no stic

LABEL DESCRIPTION

Ping /
Tra c e Ro ute  
Te st

The  re sult o f te sts is sho wn he re  in the  info  a re a .

TCP/ IP
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Ad d re ss Ente r e ithe r a n IP a d d re ss o r a  ho st na me  to  sta rt a  te st.

Ping Clic k this b utto n to  p e rfo rm a  p ing  te st o n the  IPv4 a d d re ss o r ho st na me  in o rd e r to  te st a  
c o nne c tio n. The  p ing  sta tistic s will sho w in the  info  a re a .

Ping  6 Clic k this b utto n to  p e rfo rm a  p ing  te st o n the  IPv6 a d d re ss o r ho st na me  in o rd e r to  te st a  
c o nne c tio n. The  p ing  sta tistic s will sho w in the  info  a re a .

Tra c e  Ro ute Clic k this b utto n to  p e rfo rm the  IPv4 tra c e  ro ute  func tio n. This d e te rmine s the  p a th a  pa c ke t ta ke s 
to  the  sp e c ifie d  ho st.

Tra c e  Ro ute  6 Clic k this b utto n to  p e rfo rm the  IPv6 tra c e  ro ute  func tio n. This d e te rmine s the  p a th a  pa c ke t ta ke s 
to  the  sp e c ifie d  ho st.

Nslo o kup Clic k this b utto n to  p e rfo rm a  DNS lo o kup  o n the  IP a d d re ss o r ho st na me .

Sp e e d  Te st

Ta b le  125   Ma inte na nc e  > Dia g no stic  (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 3 6

Trouble shooting

36.1  Ove rvie w

This c ha p te r o ffe rs so me  sug g e stio ns to  so lve  p ro b le ms yo u mig ht e nc o unte r. The  p o te ntia l p ro b le ms a re  
d ivid e d  into  the  fo llo wing  c a te g o rie s.

• Po we r a nd  Ha rd wa re  Co nne c tio ns

• Zyxe l De vic e  Ac c e ss a nd  Lo g in

• Inte rne t Ac c e ss

• USB De vic e  Co nne c tio n

• UPnP

• SIM Ca rd

• Ce llula r Sig na l

36.2  Powe r a nd Ha rdwa re  Conne c tions

The  Zyxe l De vic e  d o e s no t turn o n.

For LTE3301- PLUS /  LTE5388- M804 /  LTE5398- M904 /  LTE3316- M604

1 Ma ke  sure  yo u a re  using  the  p o we r a d a p te r inc lud e d  with the  Zyxe l De vic e .

2 Ma ke  sure  the  p o we r a d a p te r is c o nne c te d  to  the  Zyxe l De vic e  a nd  p lug g e d  in to  a n a p p ro p ria te  
p o we r so urc e . Ma ke  sure  the  p o we r so urc e  is turne d  o n.

3 Disc o nne c t a nd  re -c o nne c t the  p o we r a d a p te r to  the  Zyxe l De vic e .

4 Ma ke  sure  yo u’ ve  p re sse d  the  POWER b utto n to  turn o n the  Zyxe l De vic e .

5 If the  p ro b le m c o ntinue s, c o nta c t the  ve nd o r.

For LTE7240- M403/ LTE7461- M602/ LTE7480- S905

1 Ma ke  sure  yo u a re  using  the  Po E inje c to r a nd  c a b le  (Po we r o ve r Ethe rne t, Po E) inc lud e d  with the  Zyxe l 
De vic e .
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2 Ma ke  sure  the  Po E is c o nne c te d  to  the  Zyxe l De vic e  a nd  p lug g e d  in to  a n a p p ro p ria te  p o we r so urc e . 
Ma ke  sure  the  p o we r so urc e  is turne d  o n.

3 Turn the  Zyxe l De vic e  o ff a nd  o n.

4 If the  p ro b le m c o ntinue s, c o nta c t the  ve nd o r.

36.3  Zyxe l De vic e  Ac c e ss a nd Log in

I fo rg o t the  IP a d d re ss fo r the  Zyxe l De vic e .

1 The  d e fa ult IP a d d re ss is 192.168.1.1.

2 If yo u c ha ng e d  the  IP a d d re ss a nd  ha ve  fo rg o tte n it, yo u mig ht g e t the  IP a d d re ss o f the  Zyxe l De vic e  b y 
lo o king  up  the  IP a d d re ss o f the  d e fa ult g a te wa y fo r yo ur c o mp ute r. To  d o  this in mo st Wind o ws 
c o mp ute rs, c lic k Sta rt > Run, e nte r c md , a nd  the n e nte r ipc onfig . The  IP a d d re ss o f the  De fault Ga te wa y 
mig ht b e  the  IP a d d re ss o f the  Zyxe l De vic e  (it d e p e nds o n the  ne two rk), so  e nte r this IP a d d re ss in yo ur 
Inte rne t b ro wse r.

3 If this d o e s no t wo rk, yo u ha ve  to  re se t the  Zyxe l De vic e  to  its fa c to ry d e fa ults. Re fe r to  Se c tio n 34.2 o n 
p a g e  274.

I fo rg o t the  p a sswo rd .

1 Se e  the  Zyxe l De vic e  la b e l fo r the  d e fa ult a d min p a sswo rd .

2 If yo u c ha ng e d  the  p a sswo rd , a nd  c a n’ t re me mb e r the  p a sswo rd , yo u ha ve  to  re se t the  Zyxe l De vic e  to  
its fa c to ry d e fa ults. Re fe r to  Se c tio n 34.2 o n p a g e  274.

I c a nno t se e  o r a c c e ss the  Log in sc re e n in the  We b  Co nfig ura to r.

1 Ma ke  sure  yo u a re  using  the  c o rre c t IP a d d re ss.

• The  d e fa ult IP a d d re ss is 192.168.1.1.

• If yo u c ha ng e d  the  IP a d d re ss (Se c tio n 8.2 o n p a g e  134), use  the  ne w IP a d d re ss.

• If yo u c ha ng e d  the  IP a d d re ss a nd  ha ve  fo rg o tte n it, se e  the  tro ub le sho o ting  sug g e stio ns fo r I 
fo rg o t the  IP a d d re ss fo r the  Zyxe l De vic e .

2 Che c k the  ha rd wa re  c o nne c tio ns, se e  the  Quic k Sta rt Guid e .

3 Ma ke  sure  yo ur Inte rne t b ro wse r d o e s no t b lo c k p o p -up  wind o ws a nd  ha s Ja va Sc rip t a nd  Ja va  
e na b le d .
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4 Re se t the  Zyxe l De vic e  to  its fa c to ry d e fa ult, a nd  try to  a c c e ss the  Zyxe l De vic e  with the  d e fa ult IP 
a d d re ss. Re fe r to  Se c tio n 34.2 o n p a g e  274.

5 If the  p ro b le m c o ntinue s, c o nta c t the  ne two rk a d ministra to r o r ve nd o r, o r try the  a d va nc e d  sug g e stio n.

Adva nc e d Sug g e stion

• Try to  a c c e ss the  Zyxe l De vic e  using  a no the r se rvic e , suc h a s Te lne t. If yo u c a n a c c e ss the  Zyxe l 
De vic e , c he c k the  re mo te  ma na g e me nt se tting s a nd  fire wa ll rule s to  find  o ut why the  Zyxe l De vic e  
d o e s no t re sp o nd  to  HTTP.

I c a n se e  the  Log in sc re e n, b ut I c a nno t lo g  in to  the  Zyxe l De vic e .

1 Ma ke  sure  yo u ha ve  e nte re d  the  use r na me  a nd  p a sswo rd  c o rre c tly. The  d e fa ult use r na me  is a dmin. 
The se  fie ld s a re  c a se -se nsitive , so  ma ke  sure  [Ca p s Lo c k] is no t o n.

2 Yo u c a nno t lo g  in to  the  We b  Co nfig ura to r while  so me o ne  is using  Te lne t to  a c c e ss the  Zyxe l De vic e . 
Lo g  o ut o f the  Zyxe l De vic e  in the  o the r se ssio n, o r a sk the  p e rso n who  is lo g g e d  in to  lo g  o ut.

3 Turn the  Zyxe l De vic e  o ff a nd  o n.

4 If this d o e s no t wo rk, yo u ha ve  to  re se t the  Zyxe l De vic e  to  its fa c to ry d e fa ult. Se e  Se c tio n 34.2 o n p a g e  
274.

I c a nno t use  FTP, Te lne t, SSH o r Ping  to  a c c e ss the  Zyxe l De vic e .

Se e  the  Re mo te  Ma na g e me nt Cha p te r 28 o n p a g e  256 fo r d e ta ils o n a llo wing  we b  se rvic e s (suc h a s 
HTTP, HTTPS, FTP, Te lne t, SSH a nd  Ping ) to  a c c e ss the  Zyxe l De vic e .

Che c k the  se rve r Port numb e r fie ld  fo r the  we b  se rvic e  in the  Ma inte na nc e  > Re mote  Ma na ge me nt 
sc re e n. Yo u must use  the  sa me  p o rt numb e r in o rd e r to  use  tha t we b  se rvic e  fo r re mo te  ma na g e me nt.

36.4  Inte rne t Ac c e ss

I c a nno t a c c e ss the  Inte rne t.

1 Che c k the  ha rd wa re  c o nne c tio ns a nd  ma ke  sure  the  LEDs a re  b e ha ving  a s e xp e c te d . Se e  the  Quic k 
Sta rt Guide  a nd  Se c tio n 1.5.1 o n p a g e  25.

2 Che c k the  SIM c a rd . Ma yb e  it ha s wro ng  se tting s (re fe r to  Se c tio n 6.6 o n p a g e  92), the  a c c o unt ha s 
e xp ire d , it b e c a me  lo o se  (re mo ve  a nd  re inse rt it - re fe r to  the  Quic k Sta rt Guid e ) o r it's missing  (sto le n). 
Se e  Se c tio n 36.7 o n p a g e  284 fo r p o ssib le  SIM c a rd  p ro b le ms.



Cha p te r 36 Tro ub le sho o ting

LTE Se rie s Use r’ s G uid e

282

3 Ma ke  sure  yo u e nte re d  yo ur ISP a c c o unt info rma tio n c o rre c tly. The se  fie ld s a re  c a se -se nsitive , so  ma ke  
sure  [Ca p s Lo c k] is no t o n.

4 Fo r LTE3301-PLUS /  LTE5388-M804 /  LTE5398-M904 /  LTE3316-M604 ma ke  sure  yo u c o nve rte d  the  first o r 
fo urth LAN p o rt to  a  WAN p o rt. C lic k Ena ble  in Ne twork Se tting  > Broa dband  > Ethe rne t WAN sc re e n. 
Ma ke  sure  yo u ha ve  the  Ethe rne t WAN p o rt c o nne c te d  to  a  mo d e m o r ro ute r.

5 If the  p ro b le m c o ntinue s, c o nta c t yo ur ISP.

I c a nno t a c c e ss the  Inte rne t a nymo re . I ha d  a c c e ss to  the  Inte rne t (with the  Zyxe l De vic e ), b ut my 
Inte rne t c o nne c tio n is no t a va ila b le  a nymo re .

1 Che c k the  ha rd wa re  c o nne c tio ns (re fe r to  the  Q uic k Sta rt Guid e ).

2 Turn the  Zyxe l De vic e  o ff a nd  o n.

3 If the  p ro b le m c o ntinue s, c o nta c t yo ur ISP.

The  Inte rne t c o nne c tio n is slo w o r inte rmitte nt.

1 The re  mig ht b e  a  lo t o f tra ffic  o n the  ne two rk. If the  Zyxe l De vic e  is se nd ing  o r re c e iving  a  lo t o f 
info rma tio n, try c lo sing  so me  p ro g ra ms tha t use  the  Inte rne t, e sp e c ia lly p e e r-to -p e e r a p p lic a tio ns.

2 Che c k the  sig na l stre ng th. Lo o k a t the  LEDs, a nd  c he c k the  LED se c tio n fo r mo re  info rma tio n. If the  sig na l 
stre ng th is lo w, try mo ving  the  Zyxe l De vic e  c lo se r to  the  ISP’ s b a se  sta tio n if p o ssib le , a nd  lo o k a ro und  to  
se e  if the re  a re  a ny d e vic e s tha t mig ht b e  inte rfe ring  with the  wire le ss ne two rk (fo r e xa mp le , 
mic ro wa ve s, o the r wire le ss ne two rks, a nd  so  o n).

3 Fo r the  LTE3301-PLUS /  LTE5388-M804 /  LTE5398-M904 /  LTE3316-M604, c o nne c t two  e xte rna l a nte nna s to  
imp ro ve  the  wire le ss WAN sig na l stre ng th. Po int the  a nte nna s to  the  b a se  sta tio ns d ire c tio ns if yo u kno w 
whe re  the y a re , o r try p o inting  the  a nte nna s in d iffe re nt d ire c tio ns a nd  c he c k whic h p ro vid e s the  
stro ng e st sig na l to  the  Zyxe l De vic e . Se e  the  Intro d uc tio n c ha p te r fo r mo re  info rma tio n.

4 Turn the  Zyxe l De vic e  o ff a nd  o n.

5 If the  p ro b le m c o ntinue s, c o nta c t the  ne two rk a d ministra to r o r ve nd o r, o r try the  a d va nc e d  sug g e stio n 
(re fe r to  I c a nno t se e  o r a c c e ss the  Log in sc re e n in the  We b  Co nfig ura to r in this c ha p te r).

No te : Sinc e  yo ur Zyxe l De vic e  is a n o utd o o r-typ e , inc le me nt we a the r like  ra in a nd  ho t we a the r ma y 
a ffe c t LTE sig na ls.
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36.5  USB De vic e  Conne c tion

The  Zyxe l De vic e  fa ils to  d e te c t my USB d e vic e .

1 Disc o nne c t the  USB d e vic e .

2 Re b o o t the  Zyxe l De vic e .

3 If yo u a re  c o nne c ting  a  USB ha rd  d rive  tha t c o me s with a n e xte rna l p o we r sup p ly, ma ke  sure  it is 
c o nne c te d  to  a n a p p ro p ria te  p o we r so urc e  tha t is o n.

4 Re -c o nne c t yo ur USB d e vic e  to  the  Zyxe l De vic e .

36.6  UPnP

Whe n using  UPnP a nd  the  Zyxe l De vic e  re b o o ts, my c o mp ute r c a nno t d e te c t UPnP a nd  re fre sh 
My Ne twork Pla c e s > Loc a l Ne twork.

1 Ma ke  sure  tha t UPnP is e na b le d  in yo ur c o mp ute r. Fo r Wind o ws 7, se e  Se c tio n 8.6 o n p a g e  142. Fo r 
Wind o ws 10, se e  Se c tio n 8.7 o n p a g e  145.

2 Ma ke  sure  tha t UPnP is e na b le d  in the  Ne twork Se tting s > Home  Ne tworking  > UPnP sc re e n. Se e  Se c tio n 
8.4 o n p a g e  140 fo r d e ta ils.

3 Disc o nne c t the  Ethe rne t c a b le  fro m the  Zyxe l De vic e ’ s Ethe rne t p o rt o r fro m yo ur c o mp ute r.

4 Re -c o nne c t the  Ethe rne t c a b le .

The  Loc a l Are a  Conne c tion ic o n fo r UPnP d isa p p e a rs in the  sc re e n.

Re sta rt yo ur c o mp ute r.

I c a nno t o p e n sp e c ia l a p p lic a tio ns suc h a s white  b o a rd , file  tra nsfe r a nd  vid e o  whe n I use  the  
MSN Me sse ng e r.

1 Wa it mo re  tha n thre e  minute s.

2 Re sta rt the  a p p lic a tio ns.
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36.7  SIM Ca rd

The  SIM c a rd  c a nno t b e  d e te c te d .

1 Disc o nne c t the  Zyxe l De vic e  fro m the  p o we r sup p ly.

2 Re mo ve  the  SIM c a rd  fro m its slo t.

3 Cle a n the  SIM c a rd  slo t o f a ny lo o se  d e b ris using  c o mp re sse d  a ir.

4 Cle a n the  g o ld  c o nne c to rs o n the  SIM c a rd  with a  c le a n lint-fre e  c lo th.

5 Inse rt the  SIM c a rd  into  its slo t a nd  c o nne c t the  Zyxe l De vic e  to  the  p o we r sup p ly to  re sta rt it.

I g e t a n Inva lid  SIM c a rd  a le rt.

1 Ma ke  sure  yo u ha ve  a n a c tive  p la n with yo ur ISP.

2 Ma ke  sure  tha t the  Zyxe l De vic e  is in the  c o ve ra g e  a re a  o f a  c e llula r ne two rk.

36.8  Ce llula r Sig na l

Ho w sho uld  I p o sitio n the  Zyxe l De vic e  to  g e t a  stro ng  c e llula r sig na l?

1 Find  the  lo c a tio n o f yo ur ne a re st c e llula r b a se  sta tio n(s), the n insta ll the  Zyxe l De vic e  to wa rd s the  
d ire c tio n o f tho se  site s. The  ne a re st site  o r site  with a  d ire c t line -o f-sig ht is usua lly p re fe rre d .

No te : It is b e st to  te st to wa rd s mo re  tha n o ne  c e llula r site , a s the  ne a re st site  /  line -o f-sig ht is 
no t a lwa ys the  b e st d ue  to  the  te rra in, inte rfe re nc e , d e nsity o f usa g e , e tc . All o f the se  
fa c to rs influe nc e  the  sta b ility, a va ila b ility a nd  thro ug hp ut o f the  link to  the  Zyxe l De vic e .

2 Po sitio n the  Zyxe l De vic e  to wa rd s a  d ire c tio n whe re  c o ve ra g e  is e xp e c te d  (e xa mp le  the  ne a re st to wn).

3 Co nd uc t te st me a sure me nts using  the  We b  Co nfig ura to r’ s Syste m Monitor > Ce llula r WAN Sta tus sc re e n 
to  o b ta in a  re p o rt o f the  c e llula r ne two rk sig na l stre ng th a nd  q ua lity a t va rio us te st p o sitio ns.

No te : It is b e st to  re b o o t the  Zyxe l De vic e  b e fo re  e a c h te st me a sure me nt is ta ke n to  e nsure  
tha t it is no t c a mp ing  o n the  p re vio us c e llula r site . This is b e c a use  the  Zyxe l De vic e  c a n 
‘ lo c k’  o nto  the  p re vio us c e llula r site  e ve n whe n the  ne w c e llula r site  is a t a  muc h b e tte r 
sig na l le ve l a nd  q ua lity.
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Altho ug h insta lling  the  Zyxe l De vic e  a s hig h a s p o ssib le  is the  usua l rule  o f thumb , it is so me time s p o ssib le  
tha t the  Zyxe l De vic e  is in a  we a k c o ve ra g e  sp o t a t tha t sp e c ific  he ig ht. Ad just the  he ig ht to  a c hie ve  the  
b e st se rvic e  p o ssib le .

No te : Ce llula r ne two rk sig na ls a nd  q ua lity c a n fluc tua te . A me a sure me nt ta ke n no w a nd  a  
fe w mo me nts la te r c a n d iffe r sub sta ntia lly e ve n if no thing  a p p a re nt ha s c ha ng e d  – this 
c a n b e  d ue  to  ma ny a sp e c ts, suc h a s fa d ing , re fle c tio ns, inte rfe re nc e , c a p a c ity d ue  to  
hig h ne two rk tra ffic , e tc .

It is p o ssib le  tha t the  ne two rk to p o lo g y a nd  usa g e  c ha ng e s o ve r time , e ve n fro m o ne  minute  to  the  ne xt 
a s ne two rk utiliza tio n inc re a se s. If p o o r p e rfo rma nc e  is e xp e rie nc e d  a t a  la te r sta g e , re -te st d iffe re nt 
insta lla tio n lo c a tio ns a g a in. It is p o ssib le  tha t the  c urre nt se rving  c e llula r site  ha s b e c o me  o ve r utilize d  o r 
is o ut-o f-se rvic e . As the  ne two rk d e sig n a nd  to p o lo g y c ha ng e s, so  will the  e xp e rie nc e  c ha ng e , e ithe r fo r 
the  b e tte r o r fo r the  wo rse .
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PA RT III

Appe ndic e s

Ap p e nd ic e s c o nta in g e ne ra l info rma tio n. So me  info rma tio n ma y no t a p p ly to  yo ur Zyxe l De vic e .



LTE Se rie s Use r’ s G uid e

287

A PPENDIX  A

Custome r Support

In the  e ve nt o f p ro b le ms tha t c a nno t b e  so lve d  b y using  this ma nua l, yo u sho uld  c o nta c t yo ur ve nd o r. If 
yo u c a nno t c o nta c t yo ur ve nd o r, the n c o nta c t a  Zyxe l o ffic e  fo r the  re g io n in whic h yo u b o ug ht the  
d e vic e .

Se e  https://www.zyxe l.c o m/ho me page .shtml a nd  a lso  
https://www.zyxe l.c o m/abo ut_zyxe l/zyxe l_wo rldwide .shtml fo r the  la te st info rma tio n.

Ple a se  ha ve  the  fo llo wing  info rma tio n re a d y whe n yo u c o nta c t a n o ffic e .

Re quire d Informa tion

• Pro d uc t mo d e l a nd  se ria l numb e r.

• Wa rra nty Info rma tio n.

• Da te  tha t yo u re c e ive d  yo ur d e vic e .

• Brie f d e sc rip tio n o f the  p ro b le m a nd  the  ste p s yo u to o k to  so lve  it.

Corpora te  He a dqua rte rs (Worldwide )

Ta iwa n

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m

Asia

China

• Zyxe l Co mmunic a tio ns (Sha ng ha i) Co rp .

Zyxe l Co mmunic a tio ns (Be ijing ) Co rp .

Zyxe l Co mmunic a tio ns (Tia njin) Co rp .

• http s:/ / www.zyxe l.c o m/ c n/ zh/

India

• Zyxe l Te c hno lo g y Ind ia  Pvt Ltd

• http s:/ / www.zyxe l.c o m/ in/ e n/

Ka za khsta n

• Zyxe l Ka za khsta n

• http s:/ / www.zyxe l.kz
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Kore a

• Zyxe l Ko re a  Co rp .

• http :/ / www.zyxe l.kr

Ma la ysia

• Zyxe l Ma la ysia  Sd n Bhd .

• http :/ / www.zyxe l.c o m.my

Pa kistan

• Zyxe l Pa kista n (Pvt.) Ltd .

• http :/ / www.zyxe l.c o m.p k

Philippine s

• Zyxe l Philip p ine s

• http :/ / www.zyxe l.c o m.p h

Sing a pore

• Zyxe l Sing a p o re  Pte  Ltd .

• http :/ / www.zyxe l.c o m.sg

Ta iwa n

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ tw/ zh/

Tha ila nd

• Zyxe l Tha ila nd  Co ., Ltd  

• http s:/ / www.zyxe l.c o m/ th/ th/

Vie tna m

• Zyxe l Co mmunic a tio ns Co rp o ra tio n-Vie tna m Offic e

• http s:/ / www.zyxe l.c o m/ vn/ vi

Europe

Be la rus

• Zyxe l BY

• http s:/ / www.zyxe l.b y

Be lg ium

• Zyxe l Co mmunic a tio ns B.V.

• http s:/ / www.zyxe l.c o m/ b e / nl/
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• http s:/ / www.zyxe l.c o m/ b e / fr/

Bulg a ria

• Zyxe l България

• http s:/ / www.zyxe l.c o m/ b g / b g /

Cze c h Re public

• Zyxe l Co mmunic a tio ns Cze c h s.r.o

• http s:/ / www.zyxe l.c o m/ c z/ c s/

De nmark

• Zyxe l Co mmunic a tio ns A/ S

• http s:/ / www.zyxe l.c o m/ d k/ d a /

Estonia

• Zyxe l Esto nia

• http s:/ / www.zyxe l.c o m/ e e / e t/

Finla nd

• Zyxe l Co mmunic a tio ns

• http s:/ / www.zyxe l.c o m/ fi/ fi/

Fra nc e

• Zyxe l Fra nc e

• http s:/ / www.zyxe l.fr

Ge rmany

• Zyxe l De utsc hla nd  Gmb H

• http s:/ / www.zyxe l.c o m/ d e / d e /

Hung ary

• Zyxe l Hung a ry & SEE

• http s:/ / www.zyxe l.c o m/ hu/ hu/

Ita ly

• Zyxe l Co mmunic a tio ns Ita ly

• http s:/ / www.zyxe l.c o m/ it/ it/

La tvia

• Zyxe l La tvia

• http s:/ / www.zyxe l.c o m/ lv/ lv/
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Lithua nia

• Zyxe l Lithua nia

• http s:/ / www.zyxe l.c o m/ lt/ lt/

Ne the rla nds

• Zyxe l Be ne lux

• http s:/ / www.zyxe l.c o m/ nl/ nl/

Norwa y

• Zyxe l Co mmunic a tio ns

• http s:/ / www.zyxe l.c o m/ no / no /

Pola nd

• Zyxe l Co mmunic a tio ns Po la nd

• http s:/ / www.zyxe l.c o m/ p l/ p l/

Roma nia

• Zyxe l Ro ma nia

• http s:/ / www.zyxe l.c o m/ ro / ro

Russia

• Zyxe l Russia  

• http s:/ / www.zyxe l.c o m/ ru/ ru/

Slova kia

• Zyxe l Co mmunic a tio ns Cze c h s.r.o . o rg a niza c na  zlo zka

• http s:/ / www.zyxe l.c o m/ sk/ sk/

Spa in

• Zyxe l Co mmunic a tio ns ES Ltd

• http s:/ / www.zyxe l.c o m/ e s/ e s/

Swe de n

• Zyxe l Co mmunic a tio ns 

• http s:/ / www.zyxe l.c o m/ se / sv/

Switze rla nd

• Stud e rus AG

• http s:/ / www.zyxe l.c h/ d e

• http s:/ / www.zyxe l.c h/ fr
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Turke y

• Zyxe l Turke y A.S.

• http s:/ / www.zyxe l.c o m/ tr/ tr/

UK

• Zyxe l Co mmunic a tio ns UK Ltd .

• http s:/ / www.zyxe l.c o m/ uk/ e n/

Ukra ine

• Zyxe l Ukra ine

• http :/ / www.ua .zyxe l.c o m

South Ame ric a

Arg e ntina

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ c o / e s/

Bra zil

• Zyxe l Co mmunic a tio ns Bra sil Ltd a .

• http s:/ / www.zyxe l.c o m/ b r/ p t/

Colombia

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ c o / e s/

Ec ua dor

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ c o / e s/

South Ame ric a

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ c o / e s/

Middle  Ea st

Isra e l

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http :/ / il.zyxe l.c o m/
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Middle  Ea st

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ me / e n/

North Ame ric a

USA

• Zyxe l Co mmunic a tio ns, Inc . - No rth Ame ric a  He a d q ua rte rs

• http s:/ / www.zyxe l.c o m/ us/ e n/

Oc e a nia

Austra lia

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ a u/ e n/

Afric a

South Afric a

• No lo g y (Pty) Ltd .

• http s:/ / www.zyxe l.c o m/ za / e n/
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A PPENDIX  B

IPv6

Ove rvie w

IPv6 (Inte rne t Pro to c o l ve rsio n 6), is d e sig ne d  to  e nha nc e  IP a d d re ss size  a nd  fe a ture s. The  inc re a se  in 
IPv6 a d d re ss size  to  128 b its (fro m the  32-b it IPv4 a d d re ss) a llo ws up  to  3.4 x 1038 IP a d d re sse s.

IPv6 Addre ssing

The  128-b it IPv6 a d d re ss is writte n a s e ig ht 16-b it he xa d e c ima l b lo c ks se p a ra te d  b y c o lo ns (:). This is a n 
e xa mp le  IPv6 a d d re ss 2001:0db8:1a2b:0015:0000:0000:1a2f:0000.

IPv6 a d d re sse s c a n b e  a b b re via te d  in two  wa ys:

• Le a d ing  ze ro s in a  b lo c k c a n b e  o mitte d . So  2001:0db8:1a2b:0015:0000:0000:1a2f:0000 c a n b e  
writte n a s 2001:db8:1a2b:15:0:0:1a2f:0.

• Any numb e r o f c o nse c utive  b lo c ks o f ze ro s c a n b e  re p la c e d  b y a  d o ub le  c o lo n. A d o ub le  c o lo n c a n 
o nly a p p e a r o nc e  in a n IPv6 a d d re ss. So  2001:0db8:0000:0000:1a2f:0000:0000:0015 c a n b e  
writte n a s 2001:0db8::1a2f:0000:0000:0015, 2001:0db8:0000:0000:1a2f::0015, 
2001:db8::1a2f:0:0:15 o r 2001:db8:0:0:1a2f::15.

Pre fix a nd Pre fix Le ng th

Simila r to  a n IPv4 sub ne t ma sk, IPv6 use s a n a d d re ss p re fix to  re p re se nt the  ne two rk a d d re ss. An IPv6 
p re fix le ng th sp e c ifie s ho w ma ny mo st sig nific a nt b its (sta rt fro m the  le ft) in the  a d d re ss c o mp o se  the  
ne two rk a d d re ss. The  p re fix le ng th is writte n a s “ / x”  whe re  x is a  numb e r. Fo r e xa mp le ,

2001:db8:1a2b:15::1a2f:0/32

me a ns tha t the  first 32 b its (2001:db8) is the  sub ne t p re fix.

Link- loc a l Addre ss

A link-lo c a l a d d re ss uniq ue ly id e ntifie s a  d e vic e  o n the  lo c a l ne two rk (the  LAN). It is simila r to  a  “ p riva te  IP 
a d d re ss”  in IPv4. Yo u c a n ha ve  the  sa me  link-lo c a l a d d re ss o n multip le  inte rfa c e s o n a  d e vic e . A link-
lo c a l unic a st a d d re ss ha s a  p re d e fine d  p re fix o f fe 80::/ 10. The  link-lo c a l unic a st a d d re ss fo rma t is a s 
fo llo ws.

Ta b le  126   Link-lo c a l Unic a st Ad d re ss Fo rma t

Global Addre ss

A g lo b a l a d d re ss uniq ue ly id e ntifie s a  d e vic e  o n the  Inte rne t. It is simila r to  a  “p ub lic  IP a d d re ss”  in IPv4. A 
g lo b a l unic a st a d d re ss sta rts with a  2 o r 3.

1111 1110 10 0 Inte rfa c e  ID

10 b its 54 b its 64 b its
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Unspe c ifie d Addre ss

An unsp e c ifie d  a d d re ss (0:0:0:0:0:0:0:0 o r ::) is use d  a s the  so urc e  a d d re ss whe n a  d e vic e  d o e s no t ha ve  
its o wn a d d re ss. It is simila r to  “ 0.0.0.0”  in IPv4.

Loopba c k Addre ss

A lo o p b a c k a d d re ss (0:0:0:0:0:0:0:1 o r ::1) a llo ws a  ho st to  se nd  p a c ke ts to  itse lf. It is simila r to  “127.0.0.1”  
in IPv4.

Multic a st Addre ss

In IPv6, multic a st a d d re sse s p ro vid e  the  sa me  func tio na lity a s IPv4 b ro a d c a st a d d re sse s. Bro a d c a sting  is 
no t sup p o rte d  in IPv6. A multic a st a d d re ss a llo ws a  ho st to  se nd  p a c ke ts to  a ll ho sts in a  multic a st g ro up . 

Multic a st sc o p e  a llo ws yo u to  d e te rmine  the  size  o f the  multic a st g ro up . A multic a st a d d re ss ha s a  
p re d e fine d  p re fix o f ff00::/ 8. The  fo llo wing  ta b le  d e sc rib e s so me  o f the  p re d e fine d  multic a st a d d re sse s. 

The  fo llo wing  ta b le  d e sc rib e s the  multic a st a d d re sse s whic h a re  re se rve d  a nd  c a nno t b e  a ssig ne d  to  a  
multic a st g ro up . 

Ta b le  127   Pre d e fine d  Multic a st Ad d re ss

MULTICAST ADDRESS DESCRIPTION

FF01:0:0:0:0:0:0:1 All ho sts o n a  lo c a l no d e .

FF01:0:0:0:0:0:0:2 All ro ute rs o n a  lo c a l no d e .

FF02:0:0:0:0:0:0:1 All ho sts o n a  lo c a l c o nne c te d  link.

FF02:0:0:0:0:0:0:2 All ro ute rs o n a  lo c a l c o nne c te d  link.

FF05:0:0:0:0:0:0:2 All ro ute rs o n a  lo c a l site .

FF05:0:0:0:0:0:1:3 All DHC P se ve rs o n a  lo c a l site .

Ta b le  128   Re se rve d  Multic a st Ad d re ss

MULTICAST ADDRESS

FF00:0:0:0:0:0:0:0

FF01:0:0:0:0:0:0:0

FF02:0:0:0:0:0:0:0

FF03:0:0:0:0:0:0:0

FF04:0:0:0:0:0:0:0

FF05:0:0:0:0:0:0:0

FF06:0:0:0:0:0:0:0

FF07:0:0:0:0:0:0:0

FF08:0:0:0:0:0:0:0

FF09:0:0:0:0:0:0:0

FF0A:0:0:0:0:0:0:0

FF0B:0:0:0:0:0:0:0

FF0C:0:0:0:0:0:0:0

FF0D:0:0:0:0:0:0:0



 Ap p e nd ix B IPv6

LTE Se rie s Use r’ s G uid e

295

Subne t Ma sking

Bo th a n IPv6 a d d re ss a nd  IPv6 sub ne t ma sk c o mp o se  o f 128-b it b ina ry d ig its, whic h a re  d ivid e d  into  
e ig ht 16-b it b lo c ks a nd  writte n in he xa d e c ima l no ta tio n. He xa d e c ima l use s fo ur b its fo r e a c h c ha ra c te r 
(1 ~ 10, A ~ F). Ea c h b lo c k’ s 16 b its a re  the n re p re se nte d  b y fo ur he xa d e c ima l c ha ra c te rs. Fo r e xa mp le , 
FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

Inte rfac e  ID

In IPv6, a n inte rfa c e  ID is a  64-b it id e ntifie r. It id e ntifie s a  p hysic a l inte rfa c e  (fo r e xa mp le , a n Ethe rne t 
p o rt) o r a  virtua l inte rfa c e  (fo r e xa mp le , the  ma na g e me nt IP a d d re ss fo r a  VLAN). One  inte rfa c e  sho uld  
ha ve  a  uniq ue  inte rfa c e  ID.

EUI- 64

The  EUI-64 (Exte nd e d  Uniq ue  Id e ntifie r) d e fine d  b y the  IEEE (Institute  o f Ele c tric a l a nd  Ele c tro nic s 
Eng ine e rs) is a n inte rfa c e  ID fo rma t d e sig ne d  to  a d a p t with IPv6. It is d e rive d  fro m the  48-b it (6-b yte ) 
Ethe rne t MAC a d d re ss a s sho wn ne xt. EUI-64 inse rts the  he x d ig its fffe  b e twe e n the  third  a nd  fo urth b yte s 
o f the  MAC a d d re ss a nd  c o mp le me nts the  se ve nth b it o f the  first b yte  o f the  MAC a d d re ss. Se e  the  
fo llo wing  e xa mp le . 

Ide ntity Assoc ia tion

An Id e ntity Asso c ia tio n (IA) is a  c o lle c tio n o f a d d re sse s a ssig ne d  to  a  DHCP c lie nt, thro ug h whic h the  
se rve r a nd  c lie nt c a n ma na g e  a  se t o f re la te d  IP a d d re sse s. Ea c h IA must b e  a sso c ia te d  with e xa c tly 
o ne  inte rfa c e . The  DHCP c lie nt use s the  IA a ssig ne d  to  a n inte rfa c e  to  o b ta in c o nfig ura tio n fro m a  DHCP 
se rve r fo r tha t inte rfa c e . Ea c h IA c o nsists o f a  uniq ue  IAID a nd  a sso c ia te d  IP info rma tio n.
The  IA typ e  is the  typ e  o f a d d re ss in the  IA. Ea c h IA ho ld s o ne  typ e  o f a d d re ss. IA_NA me a ns a n id e ntity 
a sso c ia tio n fo r no n-te mp o ra ry a d d re sse s a nd  IA_TA is a n id e ntity a sso c ia tio n fo r te mp o ra ry a d d re sse s. 
An IA_NA o p tio n c o nta ins the  T1 a nd  T2 fie ld s, b ut a n IA_TA o p tio n d o e s no t. The  DHCPv6 se rve r use s T1 
a nd  T2 to  c o ntro l the  time  a t whic h the  c lie nt c o nta c ts with the  se rve r to  e xte nd  the  life time s o n a ny 
a d d re sse s in the  IA_NA b e fo re  the  life time s e xp ire . Afte r T1, the  c lie nt se nd s the  se rve r (S1) (fro m whic h 
the  a d d re sse s in the  IA_NA we re  o b ta ine d ) a  Re ne w me ssa g e . If the  time  T2 is re a c he d  a nd  the  se rve r 

FF0E:0:0:0:0:0:0:0

FF0F:0:0:0:0:0:0:0

Ta b le  128   Re se rve d  Multic a st Ad d re ss (c o ntinue d )

MULTICAST ADDRESS

                MAC 00 : 13 : 49 : 12 : 34 : 56

     EUI- 64 02 : 13 : 49 : FF : FE : 12 : 34 : 56
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d o e s no t re sp o nd , the  c lie nt se nd s a  Re b ind  me ssa g e  to  a ny a va ila b le  se rve r (S2). Fo r a n IA_TA, the  
c lie nt ma y se nd  a  Re ne w o r Re b ind  me ssa g e  a t the  c lie nt's d isc re tio n. 

DHCP Re la y Ag e nt

A DHCP re la y a g e nt is o n the  sa me  ne two rk a s the  DHCP c lie nts a nd  he lp s fo rwa rd  me ssa g e s b e twe e n 
the  DHCP se rve r a nd  c lie nts. Whe n a  c lie nt c a nno t use  its link-lo c a l a d d re ss a nd  a  we ll-kno wn multic a st 
a d d re ss to  lo c a te  a  DHCP se rve r o n its ne two rk, it the n ne e d s a  DHCP re la y a g e nt to  se nd  a  me ssa g e  to  
a  DHCP se rve r tha t is no t a tta c he d  to  the  sa me  ne two rk.

The  DHCP re la y a g e nt c a n a d d  the  re mo te  id e ntific a tio n (re mo te -ID) o p tio n a nd  the  inte rfa c e -ID o p tio n 
to  the  Re la y-Fo rwa rd  DHCPv6 me ssa g e s. The  re mo te -ID o p tio n c a rrie s a  use r-d e fine d  string , suc h a s the  
syste m na me . The  inte rfa c e -ID o p tio n p ro vid e s slo t numb e r, p o rt info rma tio n a nd  the  VLAN ID to  the  
DHCPv6 se rve r. The  re mo te -ID o p tio n (if a ny) is strip p e d  fro m the  Re la y-Re p ly me ssa g e s b e fo re  the  re la y 
a g e nt se nd s the  p a c ke ts to  the  c lie nts. The  DHCP se rve r c o p ie s the  inte rfa c e -ID o p tio n fro m the  Re la y-
Fo rwa rd  me ssa g e  into  the  Re la y-Re p ly me ssa g e  a nd  se nd s it to  the  re la y a g e nt. The  inte rfa c e -ID sho uld  
no t c ha ng e  e ve n a fte r the  re la y a g e nt re sta rts.

Pre fix De le g a tion

Pre fix d e le g a tio n e na b le s a n IPv6 ro ute r to  use  the  IPv6 p re fix (ne two rk a d d re ss) re c e ive d  fro m the  ISP (o r 
a  c o nne c te d  up link ro ute r) fo r its LAN. The  Zyxe l De vic e  use s the  re c e ive d  IPv6 p re fix (fo r e xa mp le , 
2001:d b 2::/ 48) to  g e ne ra te  its LAN IP a d d re ss. Thro ug h se nd ing  Ro ute r Ad ve rtise me nts (RAs) re g ula rly b y 
multic a st, the  Zyxe l De vic e  p a sse s the  IPv6 p re fix info rma tio n to  its LAN ho sts. The  ho sts the n c a n use  the  
p re fix to  g e ne ra te  the ir IPv6 a d d re sse s.

ICMPv6

Inte rne t Co ntro l Me ssa g e  Pro to c o l fo r IPv6 (ICMPv6 o r ICMP fo r IPv6) is d e fine d  in RFC 4443. ICMPv6 ha s 
a  p re c e d ing  Ne xt He a d e r va lue  o f 58, whic h is d iffe re nt fro m the  va lue  use d  to  id e ntify ICMP fo r IPv4. 
ICMPv6 is a n inte g ra l p a rt o f IPv6. IPv6 no d e s use  ICMPv6 to  re p o rt e rro rs e nc o unte re d  in p a c ke t 
p ro c e ssing  a nd  p e rfo rm o the r d ia g no stic  func tio ns, suc h a s "p ing ".

Ne ig hbor Disc ove ry Protoc ol (NDP)

The  Ne ig hb o r Disc o ve ry Pro to c o l (NDP) is a  p ro to c o l use d  to  d isc o ve r o the r IPv6 d e vic e s a nd  tra c k 
ne ig hb o r’ s re a c ha b ility in a  ne two rk. An IPv6 d e vic e  use s the  fo llo wing  ICMPv6 me ssa g e s typ e s: 

• Ne ig hb o r so lic ita tio n: A re q ue st fro m a  ho st to  d e te rmine  a  ne ig hb o r’ s link-la ye r a d d re ss (MAC 
a d d re ss) a nd  d e te c t if the  ne ig hb o r is still re a c ha b le . A ne ig hb o r b e ing  “ re a c ha b le ”  me a ns it 
re sp o nd s to  a  ne ig hb o r so lic ita tio n me ssa g e  (fro m the  ho st) with a  ne ig hb o r a d ve rtise me nt me ssa g e . 

• Ne ig hb o r a d ve rtise me nt: A re sp o nse  fro m a  no d e  to  a nno unc e  its link-la ye r a d d re ss.

T1

T2

Renew Rebind

Rebind

to S1

Renew

to S1

Renew

to S1

Renew

to S1

Renew

to S1

Renew

to S1

to S2

to S2



 Ap p e nd ix B IPv6

LTE Se rie s Use r’ s G uid e

297

• Ro ute r so lic ita tio n: A re q ue st fro m a  ho st to  lo c a te  a  ro ute r tha t c a n a c t a s the  d e fa ult ro ute r a nd  
fo rwa rd  p a c ke ts.

• Ro ute r a d ve rtise me nt: A re sp o nse  to  a  ro ute r so lic ita tio n o r a  p e rio d ic a l multic a st a d ve rtise me nt fro m 
a  ro ute r to  a d ve rtise  its p re se nc e  a nd  o the r p a ra me te rs.

IPv6 Ca c he

An IPv6 ho st is re q uire d  to  ha ve  a  ne ig hb o r c a c he , d e stina tio n c a c he , p re fix list a nd  d e fa ult ro ute r list. 
The  Zyxe l De vic e  ma inta ins a nd  up d a te s its IPv6 c a c he s c o nsta ntly using  the  info rma tio n fro m re sp o nse  
me ssa g e s. In IPv6, the  Zyxe l De vic e  c o nfig ure s a  link-lo c a l a d d re ss a uto ma tic a lly, a nd  the n se nd s a  
ne ig hb o r so lic ita tio n me ssa g e  to  c he c k if the  a d d re ss is uniq ue . If the re  is a n a d d re ss to  b e  re so lve d  o r 
ve rifie d , the  Zyxe l De vic e  a lso  se nd s o ut a  ne ig hb o r so lic ita tio n me ssa g e . Whe n the  Zyxe l De vic e  
re c e ive s a  ne ig hb o r a d ve rtise me nt in re sp o nse , it sto re s the  ne ig hb o r’ s link-la ye r a d d re ss in the  ne ig hb o r 
c a c he . Whe n the  Zyxe l De vic e  use s a  ro ute r so lic ita tio n me ssa g e  to  q ue ry fo r a  ro ute r a nd  re c e ive s a  
ro ute r a d ve rtise me nt me ssa g e , it a d d s the  ro ute r’ s info rma tio n to  the  ne ig hb o r c a c he , p re fix list a nd  
d e stina tio n c a c he . The  Zyxe l De vic e  c re a te s a n e ntry in the  d e fa ult ro ute r list c a c he  if the  ro ute r c a n b e  
use d  a s a  d e fa ult ro ute r.

Whe n the  Zyxe l De vic e  ne e d s to  se nd  a  p a c ke t, it first c o nsults the  d e stina tio n c a c he  to  d e te rmine  the  
ne xt ho p . If the re  is no  ma tc hing  e ntry in the  d e stina tio n c a c he , the  Zyxe l De vic e  use s the  p re fix list to  
d e te rmine  whe the r the  d e stina tio n a d d re ss is o n-link a nd  c a n b e  re a c he d  d ire c tly witho ut p a ssing  
thro ug h a  ro ute r. If the  a d d re ss is unlink, the  a d d re ss is c o nsid e re d  a s the  ne xt ho p . Othe rwise , the  Zyxe l 
De vic e  d e te rmine s the  ne xt-ho p  fro m the  d e fa ult ro ute r list o r ro uting  ta b le . Onc e  the  ne xt ho p  IP 
a d d re ss is kno wn, the  Zyxe l De vic e  lo o ks into  the  ne ig hb o r c a c he  to  g e t the  link-la ye r a d d re ss a nd  se nd s 
the  p a c ke t whe n the  ne ig hb o r is re a c ha b le . If the  Zyxe l De vic e  c a nno t find  a n e ntry in the  ne ig hb o r 
c a c he  o r the  sta te  fo r the  ne ig hb o r is no t re a c ha b le , it sta rts the  a d d re ss re so lutio n p ro c e ss. This he lp s 
re d uc e  the  numb e r o f IPv6 so lic ita tio n a nd  a d ve rtise me nt me ssa g e s.

Multic a st Liste ne r Disc ove ry

The  Multic a st Liste ne r Disc o ve ry (MLD) p ro to c o l (d e fine d  in RFC 2710) is d e rive d  fro m IPv4's Inte rne t 
Gro up  Ma na g e me nt Pro to c o l ve rsio n 2 (IGMPv2). MLD use s ICMPv6 me ssa g e  typ e s, ra the r tha n IG MP 
me ssa g e  typ e s. MLDv1 is e q uiva le nt to  IG MPv2 a nd  MLDv2 is e q uiva le nt to  IG MPv3.

MLD a llo ws a n IPv6 switc h o r ro ute r to  d isc o ve r the  p re se nc e  o f MLD liste ne rs who  wish to  re c e ive  
multic a st p a c ke ts a nd  the  IP a d d re sse s o f multic a st g ro up s the  ho sts wa nt to  jo in o n its ne two rk.

MLD sno o p ing  a nd  MLD p ro xy a re  a na lo g o us to  IG MP sno o p ing  a nd  IGMP p ro xy in IPv4.

MLD filte ring  c o ntro ls whic h multic a st g ro up s a  p o rt c a n jo in.

MLD Me ssa g e s

A multic a st ro ute r o r switc h p e rio d ic a lly se nd s g e ne ra l q ue rie s to  MLD ho sts to  up d a te  the  multic a st 
fo rwa rd ing  ta b le . Whe n a n MLD ho st wa nts to  jo in a  multic a st g ro up , it se nd s a n MLD Re p o rt me ssa g e  
fo r tha t a d d re ss.

An MLD Do ne  me ssa g e  is e q uiva le nt to  a n IGMP Le a ve  me ssa g e . Whe n a n MLD ho st wa nts to  le a ve  a  
multic a st g ro up , it c a n se nd  a  Do ne  me ssa g e  to  the  ro ute r o r switc h. The  ro ute r o r switc h the n se nd s a  
g ro up -sp e c ific  q ue ry to  the  p o rt o n whic h the  Do ne  me ssa g e  is re c e ive d  to  d e te rmine  if o the r d e vic e s 
c o nne c te d  to  this p o rt sho uld  re ma in in the  g ro up .
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Exa mple  -  Ena bling  IPv6 on Windows 7

Wind o ws 7 sup p o rts IPv6 b y d e fa ult. DHCPv6 is a lso  e na b le d  whe n yo u e na b le  IPv6 o n a  Wind o ws 7 
c o mp ute r.

To  e na b le  IPv6 in Wind o ws 7:

1 Se le c t Control Pa ne l > Ne twork a nd Sha ring  Ce nte r > Loc a l Are a  Conne c tion.

2 Se le c t the  Inte rne t Protoc ol Ve rsion 6 (TCP/ IPv6) c he c kb o x to  e na b le  it.

3 Clic k OK to  sa ve  the  c ha ng e .

4 Clic k Close  to  e xit the  Loc a l Are a  Conne c tion Sta tus sc re e n.

5 Se le c t Sta rt > All Prog ra ms > Ac c e ssorie s > Comma nd Prompt.

6 Use  the  ipconfig c o mma nd  to  c he c k yo ur d yna mic  IPv6 a d d re ss. This e xa mp le  sho ws a  g lo b a l a d d re ss 
(2001:b 021:2d ::1000) o b ta ine d  fro m a  DHCP se rve r.
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C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

   Connection-specific DNS Suffix  . : 

   IPv6 Address. . . . . . . . . . . : 2001:b021:2d::1000

   Link-local IPv6 Address . . . . . : fe80::25d8:dcab:c80a:5189%11

   IPv4 Address. . . . . . . . . . . : 172.16.100.61

   Subnet Mask . . . . . . . . . . . : 255.255.255.0

   Default Gateway . . . . . . . . . : fe80::213:49ff:feaa:7125%11

                                       172.16.100.254
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A PPENDIX  C

Le g a l Informa tion

Copyrig ht

Co p yrig ht © 2020 b y Zyxe l Co mmunic a tio ns Co rp o ra tio n.

The  c o nte nts o f this pub lic a tio n ma y no t b e  re p ro d uc e d  in a ny p a rt o r a s a  who le , tra nsc rib e d , sto re d  in a  re trie va l syste m, tra nsla te d  into  a ny 
la ng ua g e , o r tra nsmitte d  in a ny fo rm o r b y a ny me a ns, e le c tro nic , me c ha nic a l, ma g ne tic , o p tic a l, c he mic a l, pho to c o p ying , ma nua l, o r 
o the rwise , witho ut the  p rio r writte n p e rmissio n o f Zyxe l Co mmunic a tio ns Co rp o ra tio n.

Pub lishe d  b y Zyxe l Co mmunic a tio ns Co rp o ra tio n. All rig hts re se rve d .

Disc la ime r

Zyxe l d o e s no t a ssume  a ny lia b ility a rising  o ut o f the  a p p lic a tio n o r use  o f a ny p ro d uc ts, o r so ftwa re  d e sc rib e d  he re in. Ne ithe r d o e s it c o nve y a ny 
lic e nse  und e r its p a te nt rig hts no r the  p a te nt rig hts o f o the rs. Zyxe l furthe r re se rve s the  rig ht to  ma ke  c ha ng e s in a ny pro d uc ts d e sc rib e d  he re in 
witho ut no tic e . This p ub lic a tio n is sub je c t to  c ha ng e  witho ut no tic e .

Re g ula tory Notic e  a nd Sta te me nt

EUROPEAN UNION

The  fo llo wing  info rma tio n a pp lie s if yo u use  the  p ro d uc t within the  Euro p e a n Unio n.

De c la ra tion of Conformity with Re ga rd to  EU Dire c tive  2014/ 53/ EU (Ra dio Equipme nt Dire c tive , RED)

• Co mp lia nc e  info rma tio n fo r wire le ss p ro d uc ts re le va nt to  the  EU a nd  o the r Co untrie s fo llo wing  the  EU Dire c tive  2014/ 53/ EU (RED). And  this 
p ro d uc t ma y b e  use d  in a ll EU c o untrie s (a nd  o the r c o untrie s fo llo wing  the  EU Dire c tive  2014/ 53/ EU) witho ut a ny limita tio n e xc e p t fo r the  
c o untrie s me ntio ne d  b e lo w ta b le :

• In the  ma jo rity o f the  EU a nd  o the r Euro p e a n c o untrie s, the  5G Hz b a nd s ha ve  b e e n ma d e  a va ila b le  fo r the  use  o f wire le ss lo c a l a re a  
ne two rks (LANs). La te r in this d o c ume nt yo u will find  a n o ve rvie w o f c o untrie s in whic h a d d itio na l re stric tio ns o r re q uire me nts o r b o th a re  
a pp lic a b le . The  re q uire me nts fo r a ny c o untry ma y e vo lve . Zyxe l re c o mme nd s tha t yo u c he c k with the  lo c a l a utho ritie s fo r the  la te st sta tus o f 
the ir na tio na l re g ula tio ns fo r the  5G Hz wire le ss LANs.

• If this d e vic e  fo r o p e ra tio n in the  b a nd  5150-5350 MHz, it is fo r ind o o r use  o nly.
• This e q uipme nt sho uld  b e  insta lle d  a nd  o p e ra te d  with a  minimum d ista nc e  o f 20 c m b e twe e n the  ra d io  e q uipme nt a nd  yo ur b o d y.
• The  ma ximum RF p o we r o p e ra ting  fo r e a c h b a nd  a s fo llo ws:

(LTE7240- M403)

• WiFi

• The  b a nd  2,400 to  2,483.5 MHz is 88.51 mW
• GSM

• The  G SM 900 is 1967.89 mW
• The  DCS 1800 is 968.28 mW

• WCDMA
• The  WCDMA Ba nd  I is 213.8 mW
• The  WCDMA Ba nd  VIII is 208.93 mW

• LTE

• The  LTE Ba nd  1 is 204.17 mW

• The  LTE Ba nd  3 is 199.53 mW

• The  LTE Ba nd  7 is 190.55 mW

• The  LTE Ba nd  8 is 208.93 mW

• The  LTE Ba nd  20 is 223.87 mW

• The  LTE Ba nd  38 is 147.91 mW

• The  LTE Ba nd  40 is 141.25 mW

(LTE3301- PLUS)

• WiFi

• The  b a nd  2,400 to  2,483.5 MHz is 81.28 mW

• The  b a nd  5,150 to  5,350 MHz is 180.3 mW

• The  b a nd  5,470 to  5,725 MHz is 612.35 mW
• WCDMA

• The  WCDMA Ba nd  I is 193.64 mW
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• The  WCDMA Ba nd  III is 228.56 mW
• The  WCDMA Ba nd  VIII is 198.15 mW

• LTE

• The  LTE Ba nd  1 is 223.87 mW

• The  LTE Ba nd  3 is 239.88 mW

• The  LTE Ba nd  7 is 218.78 mW

• The  LTE Ba nd  8 is 186.21 mW

• The  LTE Ba nd  20 is 186.21 mW

• The  LTE Ba nd  28 is 206.06 mW

• The  LTE Ba nd  38 is 247.17 mW

• The  LTE Ba nd  40 is 231.21 mW

(LTE7480- M804 & LTE7490- M904)

• The  b a nd  2,400 to  2,483.5 MHz is 87.1 mW (LTE7480-M804)

• The  b a nd  2,400 to  2,483.5 MHz is 87.1 mW (LTE7490-M904)
• WCDMA

• The  WCDMA Ba nd  I is 316.23 mW
• The  WCDMA Ba nd  III is 316.23 mW
• The  WCDMA Ba nd  VIII is 281.84 mW

• LTE

• The  LTE Ba nd  1/ 3/ 7/ 8/ 20/ 28/ 38/ 40 is 281.84 mW

(LTE3316- M604)

• WCDMA
• The  WCDMA Ba nd  I is 193.64 mW
• The  WCDMA Ba nd  III is 228.56 mW
• The  WCDMA Ba nd  VIII is 198.15 mW

• LTE

• The  LTE Ba nd  1 is 223.87 mW

• The  LTE Ba nd  3 is 251.19 mW

• The  LTE Ba nd  7 is 218.78 mW

• The  LTE Ba nd  8 is 186.21 mW

• The  LTE Ba nd  20 is 186.21 mW

• The  LTE Ba nd  28 is 206.06 mW

• The  LTE Ba nd  38 is 247.17 mW

• The  LTE Ba nd  40 is 231.21 mW
• 802.11 Mo d e

• 802.11b  Ba nd  is 84.3 mW

• 802.11g  Ba nd  is 95.72 mW

• 802.11n Ba nd  is 96.83 mW

• 802.11a c  Ba nd  is 195.88 mW

• 802.11a c  Ba nd  is 392.64 mW

Български 
(Bulg a ria n)

С настоящото Zyxe l декларира, че това оборудване е в съответствие със съществените изисквания и другите 
приложими разпоредбите на Директива 2014/ 53/ ЕC.

Na tiona l Re stric tions

• The  Be lg ia n Institute  fo r Po sta l Se rvic e s a nd  Te le c o mmunic a tio ns (BIPT) must b e  no tifie d  o f a ny o utd o o r wire le ss link 
ha ving  a  ra ng e  e xc e e d ing  300 me te rs. Ple a se  c he c k http :/ / www.b ip t.b e  fo r mo re  d e ta ils.

• Dra a d lo ze  ve rb ind ing e n vo o r b uite ng e b ruik e n me t e e n re ikwijd te  va n me e r d a n 300 me te r d ie ne n a a ng e me ld  te  
wo rd e n b ij he t Be lg isc h Instituut vo o r p o std ie nste n e n te le c o mmunic a tie  (BIPT). Zie  http :/ / www.b ip t.b e  vo o r me e r 
g e g e ve ns.

• Le s lia iso ns sa ns fil po ur une  utilisa tio n e n e xté rie ur d ’ une  d ista nc e  sup é rie ure  à  300 mè tre s d o ive nt ê tre  no tifié e s à  
l’ Institut Be lg e  d e s se rvic e s Po sta ux e t d e s Té lé c o mmunic a tio ns (IBPT). Visite z http :/ / www.ib p t.b e  po ur d e  p lus a mple s 
d é ta ils.

Esp a ño l 
(Sp a nish)

Po r me d io  d e  la  p re se nte  Zyxe l d e c la ra  q ue  e l e q uip o  c umple  c o n lo s re q uisito s e se nc ia le s y c ua le sq uie ra  o tra s 
d isp o sic io ne s a p lic a b le s o  e xig ib le s d e  la  Dire c tiva  2014/ 53/ UE..

Če ština  
(Cze c h)

Zyxe l tímto  p ro hla šuje , že  te nto  za říze ní je  ve  sho dě se  zá kla d ními p o ža d a vky a  d a lšími p říslušnými usta no ve ními směrnic e  
2014/ 53/ EU.

Da nsk (Da nish) Und e rte g ne d e  Zyxe l e rklæ re r he rve d , a t fø lg e nd e  ud styr ud styr o ve rho ld e r d e  væ se ntlig e  kra v o g  ø vrig e  re le va nte  kra v i 
d ire ktiv 2014/ 53/ EU.

Na tiona l Re stric tions

• In De nma rk, the  b a nd  5150 - 5350 MHz is a lso  a llo we d  fo r o utd o o r usa g e .
• I Da nma rk må  fre kve nsb å nd e t 5150 - 5350 o g så  a nve nd e s ud e nd ø rs.

De utsc h 
(G e rma n)

Hie rmit e rklä rt Zyxe l, d a ss sic h d a s G e rä t Aussta ttung  in Üb e re instimmung  mit d e n g rund le g e nd e n Anfo rd e rung e n und  d e n 
üb rig e n e insc hlä g ig e n Be stimmung e n d e r Ric htlinie  2014/ 53/ EU b e find e t.

Ee sti ke e l 
(Esto nia n)

Kä e so le va g a  kinnita b  Zyxe l se a d me  se a d me d  va sta vust d ire ktiivi 2014/ 53/ EL põ hinõ ue te le  ja  nime ta tud  d ire ktiivist 
tule ne va te le  te iste le  a sja ko ha ste le  sä te te le .

Ελληνικά 
(G re e k)

ΜΕ ΤΗΝ ΠΑΡΟΥΣΑ Zyxe l ∆ΗΛΩΝΕΙ ΟΤΙ εξοπλισμός ΣΥΜΜΟΡΦΩΝΕΤΑΙ ΠΡΟΣ ΤΙΣ ΟΥΣΙΩ∆ΕΙΣ ΑΠΑΙΤΗΣΕΙΣ ΚΑΙ ΤΙΣ ΛΟΙΠΕΣ ΣΧΕΤΙΚΕΣ 
∆ΙΑΤΑΞΕΙΣ ΤΗΣ Ο∆ΗΓΙΑΣ 2014/ 53/ EE.
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Note s:

• Altho ug h No rwa y, Switze rla nd  a nd  Lie c hte nste in a re  no t EU me mb e r sta te s, the  EU Dire c tive  2014/ 53/ EU ha s a lso  b e e n imp le me nte d  in tho se  
c o untrie s.

• The  re g ula to ry limits fo r ma ximum o utp ut p o we r a re  sp e c ifie d  in EIRP. The  EIRP le ve l (in d Bm) o f a  d e vic e  c a n b e  c a lc ula te d  b y a d d ing  the  
g a in o f the  a nte nna  use d  (sp e c ifie d  in d Bi) to  the  o utp ut p o we r a va ila b le  a t the  c o nne c to r (sp e c ifie d  in d Bm).

Eng lish He re b y, Zyxe l d e c la re s tha t this d e vic e  is in c o mp lia nc e  with the  e sse ntia l re q uire me nts a nd  o the r re le va nt p ro visio ns o f 
Dire c tive  2014/ 53/ EU.

Fra nç a is 
(Fre nc h)

Pa r la  p ré se nte  Zyxe l d é c la re  q ue  l'a p p a re il é q uip e me nts e st c o nfo rme  a ux e xig e nc e s e sse ntie lle s e t a ux a utre s d isp o sitio ns 
pe rtine nte s d e  la  d ire c tive  2014/ 53/ UE.

Hrva tski 
(Cro a tia n)

Zyxe l o vime  izja vljuje  d a  je  ra d ijska  o p re ma  tip a  u skla d u s Dire ktivo m 2014/ 53/ UE.

Ísle nska  
(Ic e la nd ic )

Hé r me ð  lýsir, Zyxe l því yfir a ð  þ e ssi b úna ð ur e r í sa mræ mi við  g runnkrö fur o g  ö nnur við e ig a nd i á kvæ ð i tilskip una r 2014/ 53/
UE.

Ita lia no  (Ita lia n) Co n la  pre se nte  Zyxe l d ic hia ra  c he  q ue sto  a ttre zza tura  è  c o nfo rme  a i re q uisiti e sse nzia li e d  a lle  a ltre  d ispo sizio ni p e rtine nti 
sta b ilite  d a lla  d ire ttiva  2014/ 53/ UE.

Na tiona l Re stric tions

• This p ro d uc t me e ts the  Na tio na l Ra d io  Inte rfa c e  a nd  the  re q uire me nts sp e c ifie d  in the  Na tio na l Fre q ue nc y Allo c a tio n 
Ta b le  fo r Ita ly. Unle ss this wire le ss LAN pro d uc t is o p e ra ting  within the  b o und a rie s o f the  o wne r's p ro p e rty, its use  re q uire s 
a  “ g e ne ra l a utho riza tio n.”  Ple a se  c he c k http :/ / www.svilup p o e c o no mic o .g o v.it/  fo r mo re  d e ta ils.

• Que sto  p ro d o tto  è  c o nfo rme  a lla  sp e c ific he  d i Inte rfa c c ia  Ra d io  Na zio na li e  risp e tta  il Pia no  Na zio na le  d i rip a rtizio ne  
d e lle  fre q ue nze  in Ita lia . Se  no n vie ne  insta lla to  a ll 'inte rno  d e l p ro p rio  fo nd o , l'utilizzo  d i p ro d o tti Wire le ss LAN ric hie d e  
una  “ Auto rizza zio ne  G e ne ra le ” . Co nsulta re  http :/ / www.svilup p o e c o no mic o .g o v.it/  p e r ma g g io ri d e tta g li.

La tvie šu va lo d a  
(La tvia n)

Ar šo  Zyxe l d e kla rē, ka  ie kārta s a tb ilst Dire ktīva s 2014/ 53/ ES būtiska jām p ra sībām un c itie m a r to  sa istīta jie m no te ikumie m.

Na tiona l Re stric tions

• The  o utd o o r usa g e  o f the  2.4 G Hz b a nd  re q uire s a n a utho riza tio n fro m the  Ele c tro nic  Co mmunic a tio ns O ffic e . Ple a se  
c he c k http :/ / www.e sd .lv fo r mo re  d e ta ils.

• 2.4 G Hz fre kve nè u jo sla s izma nto ð a na i â rpus te lp â m ne p ie c ie ð a ma  a tïa uja  no  Ele ktro nisko  sa ka ru d ire kc ija s. Va irâ k 
info rmâ c ija s: http :/ / www.e sd .lv.

Lie tuvių ka lb a  
(Lithua nia n)

Šiuo  Zyxe l d e kla ruo ja , ka d  šis įra ng a  a titinka  e sminius re ika la vimus ir kita s 2014/ 53/ ES Dire ktyvo s nuo sta ta s.

Ma g ya r 
(Hung a ria n)

Alulíro tt, Zyxe l nyila tko zo m, ho g y a  b e re nd e zé s me g fe le l a  vo na tko zó  a la p ve tõ  kö ve te lmé nye kne k é s a z 2014/ 53/ EU 
irá nye lv e g yé b  e lõ írá sa ina k.

Ma lti (Ma lte se ) Ha wnhe kk, Zyxe l, jid d ikja ra  li d a n ta għmir jikko nfo rma  ma l-ħtiġijie t e sse nzja li u ma  p ro vve d ime nti oħra jn re le va nti li he mm 
fid -Dirre ttiva  2014/ 53/ UE.

Ne d e rla nd s 
(Dutc h)

Hie rb ij ve rkla a rt Zyxe l d a t he t to e ste l uitrusting  in o ve re e nste mming  is me t d e  e sse ntië le  e ise n e n d e  a nd e re  re le va nte  
b e pa ling e n va n ric htlijn 2014/ 53/ EU.

Po lski (Po lish) Ninie jszym Zyxe l o świa d c za , że  sp rzęt je st zg o d ny z za sa d nic zymi wymo g a mi o ra z p o zo sta łymi sto so wnymi p o sta no wie nia mi 
Dyre ktywy 2014/ 53/ UE.

Po rtug uê s 
(Po rtug ue se )

Zyxe l d e c la ra  q ue  e ste  e q uip a me nto  e stá  c o nfo rme  c o m o s re q uisito s e sse nc ia is e  o utra s d ispo siç õ e s d a  Dire c tiva  2014/ 53/
UE.

Ro mâ nă 
(Ro ma nia n)

Prin p re ze nta , Zyxe l d e c la ră c ă a c e st e c hip a me nt e ste  în c o nfo rmita te  c u c e rinţe le  e se nţia le  şi a lte  p re ve d e ri re le va nte  a le  
Dire c tive i 2014/ 53/ UE.

Slo ve nčina  
(Slo va k)

Zyxe l týmto  vyhla suje , že  za ria d e nia  sp ĺňa  zá kla d né  p o žia d a vky a  vše tky p ríslušné  usta no ve nia  Sme rnic e  2014/ 53/ EÚ.

Slo ve nščina  
(Slo ve ne )

Zyxe l izja vlja , d a  je  ta  o pre ma  v skla d u z b istve nimi za hte va mi in o sta limi re le va ntnimi d o ločili d ire ktive  2014/ 53/ EU.

Suo mi (Finnish) Zyxe l va kuutta a  tä te n e ttä  la itte e t tyyp p ine n la ite  o n d ire ktiivin 2014/ 53/ EU o le e lliste n va a timuste n ja  sitä  ko ske vie n 
d ire ktiivin muid e n e hto je n muka ine n.

Sve nska  
(Swe d ish)

Hä rme d  intyg a r Zyxe l a tt d e nna  utrustning  stå r I ö ve re nsstä mme lse  me d  d e  vä se ntlig a  e g e nska p skra v o c h ö vrig a  re le va nta  
b e stä mme lse r so m fra mg å r a v d ire ktiv 2014/ 53/ EU.

No rsk 
(No rwe g ia n)

Erklæ re r he rve d  Zyxe l a t d e tte  utstyre t e r I sa msva r me d  d e  g runnle g g e nd e  kra ve ne  o g  a nd re  re le va nte  b e ste mme lse r I 
d ire ktiv 2014/ 53/ EU.
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List of na tional c ode s

United States of America (LTE7461- M602, LTE7480- S905, LTE5388- 905, a nd LTE7485- S905)

The  fo llo wing  info rma tio n a pp lie s if yo u use  the  p ro d uc t within USA a re a .

FCC EMC Sta te me nt

• This d e vic e  c o mp lie s with p a rt 15 o f the  FCC Rule s. Op e ra tio n is sub je c t to  the  fo llo wing  two  c o nd itio ns:

(1) This d e vic e  ma y no t c a use  ha rmful inte rfe re nc e , a nd  

(2) This d e vic e  must a c c e p t a ny inte rfe re nc e  re c e ive d , inc lud ing  inte rfe re nc e  tha t ma y c a use  und e sire d  o p e ra tio n.

• Cha ng e s o r mo d ific a tio ns no t e xp re ssly a pp ro ve d  b y the  p a rty re sp o nsib le  fo r c o mp lia nc e  c o uld  vo id  the  use r’ s a utho rity to  o p e ra te  the  
e q uip me nt.

• This p ro d uc t ha s b e e n te ste d  a nd  c o mp lie s with the  spe c ific a tio ns fo r a  C la ss B d ig ita l d e vic e , p ursua nt to  pa rt 15 o f the  FCC Rule s. The se  
limits a re  d e sig ne d  to  p ro vid e  re a so na b le  p ro te c tio n a g a inst ha rmful inte rfe re nc e  in a  re sid e ntia l insta lla tio n. This e q uip me nt g e ne ra te s, use s, 
a nd  c a n ra d ia te  ra d io  fre q ue nc y e ne rg y a nd , if no t insta lle d  a nd  use d  a c c o rd ing  to  the  instruc tio ns, ma y c a use  ha rmful inte rfe re nc e  to  
ra d io  c o mmunic a tio ns. Ho we ve r, the re  is no  g ua ra nte e  tha t inte rfe re nc e  will no t o c c ur in a  pa rtic ula r insta lla tio n.

• If this d e vic e  d o e s c a use  ha rmful inte rfe re nc e  to  ra d io  o r te le visio n re c e p tio n, whic h is fo und  b y turning  the  e q uipme nt o ff a nd  o n, the  use r is 
e nc o ura g e d  to  try to  c o rre c t the  inte rfe re nc e  b y o ne  o r mo re  o f the  fo llo wing  me a sure s:

• Re o rie nt o r re lo c a te  the  re c e iving  a nte nna .

• Inc re a se  the  se p a ra tio n b e twe e n the  e q uip me nt o r d e vic e s.

• Co nne c t the  e q uip me nt to  a n o utle t o the r tha n the  re c e ive r’ s.

• Co nsult a  d e a le r o r a n e xpe rie nc e d  ra d io / TV te c hnic ia n fo r a ssista nc e .

The  fo llo wing  info rma tio n a pp lie s if yo u use  the  p ro d uc t with RF func tio n within USA a re a .

FCC Ra dia tion e xposure  sta te me nt

• This e q uipme nt c o mplie s with FCC RF ra d ia tio n e xpo sure  limits se t fo rth fo r a n unc o ntro lle d  e nviro nme nt.
• (LTE7461- M602)

This tra nsmitte r must b e  a t le a st 30 c m fro m the  use r a nd  must no t b e  c o -lo c a te d  o r o p e ra ting  in c o njunc tio n with a ny o the r a nte nna  o r 
tra nsmitte r.

• (LTE7480- S905 a nd LTE5388- S905)

This tra nsmitte r must b e  a t le a st 20 c m fro m the  use r a nd  must no t b e  c o -lo c a te d  o r o p e ra ting  in c o njunc tio n with a ny o the r a nte nna  o r 
tra nsmitte r.

• (LTE7485- S905)

This tra nsmitte r must b e  a t le a st 23 c m fro m the  use r a nd  must no t b e  c o -lo c a te d  o r o p e ra ting  in c o njunc tio n with a ny o the r a nte nna  o r 
tra nsmitte r.

CANADA (LTE7461- M602)

The  fo llo wing  info rma tio n a pp lie s if yo u use  the  p ro d uc t within Ca na d a  a re a .

COUNTRY ISO 3166 2 LETTER CODE COUNTRY ISO 3166 2 LETTER CODE

Austria AT Lie c hte nste in LI

Be lg ium BE Lithua nia LT

Bulg a ria BG Luxe mb o urg LU

Cro a tia HR Ma lta MT

Cyp rus CY Ne the rla nd s NL

Cze c h Re p ub lic CZ No rwa y NO

De nma rk DK Po la nd PL

Esto nia EE Po rtug a l PT

Finla nd FI Ro ma nia RO

Fra nc e FR Se rb ia RS

G e rma ny DE Slo va kia SK

G re e c e G R Slo ve nia SI

Hung a ry HU Spa in ES

Ic e la nd IS Switze rla nd CH

Ire la nd IE Swe d e n SE

Ita ly IT Turke y TR

La tvia LV Unite d  King d o m GB

NT03139
Highlight
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Innova tion, Sc ie nc e  a nd Ec onomic  De ve lopme nt Ca nada  ICES Sta te me nt

CAN ICES-3 (B)/ NMB-3(B)

Innova tion, Sc ie nc e  a nd Ec onomic  De ve lopme nt Ca nada  RSS- GEN & RSS- 247 Sta te me nt

• This d e vic e  c o nta ins lic e nc e -e xe mp t tra nsmitte r(s)/ re c e ive r(s) tha t c o mp ly with Inno va tio n, Sc ie nc e  a nd  Ec o no mic  De ve lo p me nt Ca na d a 's 
lic e nc e -e xe mp t RSS(s). O p e ra tio n is sub je c t to  the  fo llo wing  two  c o nd itio ns: (1) this d e vic e  ma y no t c a use  inte rfe re nc e , a nd  (2) this d e vic e  
must a c c e p t a ny inte rfe re nc e , inc lud ing  inte rfe re nc e  tha t ma y c a use  und e sire d  o p e ra tio n o f the  d e vic e .

• This ra d io  tra nsmitte r (2468C-LTE7461M602)) ha s b e e n a p pro ve d  b y Inno va tio n, Sc ie nc e  a nd  Ec o no mic  De ve lo p me nt Ca na d a  to  o p e ra te  
with the  a nte nna  typ e s liste d  b e lo w with the  ma ximum p e rmissib le  g a in ind ic a te d . Ante nna  type s no t inc lud e d  in this list tha t ha ve , a  g a in 
g re a te r tha n the  ma ximum g a in ind ic a te d  fo r a ny typ e  liste d , a re  stric tly p ro hib ite d  fo r use  with this d e vic e .

Ante nna  Informa tion

If the  p ro d uc t with 5G  wire le ss func tio n o p e ra ting  in 5150-5250 MHz a nd  5725-5850 MHz, the  fo llo wing  a tte ntio n must b e  p a id ,

• The  d e vic e  fo r o p e ra tio n in the  b a nd  5150-5250 MHz is o nly fo r ind o o r use  to  re d uc e  the  p o te ntia l fo r ha rmful inte rfe re nc e  to  c o -c ha nne l 
mo b ile  sa te llite  syste ms.

• Fo r d e vic e s with d e ta c ha b le  a nte nna (s), the  ma ximum a nte nna  g a in p e rmitte d  fo r d e vic e s in the  b a nd  5725-5850 MHz sha ll b e  suc h tha t the  
e q uip me nt still c o mp lie s with the  e .i.r.p . limits a s a p p ro p ria te ; a nd

• Whe re  a p p lic a b le , a nte nna  typ e (s), a nte nna  mo d e ls(s), a nd  the  wo rst-c a se  tilt a ng le (s) ne c e ssa ry to  re ma in c o mplia nt with the  e .i.r.p . 
e le va tio n ma sk re q uire me nt se t fo rth in Se c tio n 6.2.2.3 o f RSS 247 sha ll b e  c le a rly ind ic a te d .

If the  p ro d uc t with 5G  wire le ss func tio n o p e ra ting  in 5250-5350 MHz a nd  5470-5725 MHz, the  fo llo wing  a tte ntio n must b e  p a id .

• Fo r d e vic e s with d e ta c ha b le  a nte nna (s), the  ma ximum a nte nna  g a in p e rmitte d  fo r d e vic e s in the  b a nd s 5250-5350 MHz a nd  5470-5725 MHz 
sha ll b e  suc h tha t the  e q uip me nt still c o mp lie s with the  e .i.r.p . limit.

• L'é me tte ur/ ré c e p te ur e xe mpt d e  lic e nc e  c o nte nu d a ns le  p ré se nt a p p a re il e st c o nfo rme  a ux CNR d 'Inno va tio n, Sc ie nc e s e t 
Dé ve lo p pe me nt é c o no miq ue  Ca na d a  a p p lic a b le s a ux a p p a re ils ra d io  e xe mp ts d e  lic e nc e . L'e xp lo ita tio n e st a uto risé e  a ux d e ux c o nd itio ns 
suiva nte s :  (1) l'a pp a re il ne  d o it p a s pro d uire  d e  b ro uilla g e ; (2) L'a p pa re il d o it a c c e p te r to ut b ro uilla g e  ra d io é le c triq ue  sub i, mê me  si le  
b ro uilla g e  e st susc e p tib le  d 'e n c o mp ro me ttre  le  fo nc tio nne me nt.

• Le  p ré se nt é me tte ur ra d io  (2468C-LTE7461M602) a  é té  a pp ro uvé  p a r Inno va tio n, Sc ie nc e s e t Dé ve lo pp e me nt é c o no miq ue  Ca na d a  p o ur 
fo nc tio nne r a ve c  le s typ e s d 'a nte nne  é numé ré s c i d e sso us e t a ya nt un g a in a d missib le  ma xima l. Le s typ e s d 'a nte nne  no n inc lus d a ns c e tte  
liste , e t d o nt le  g a in e st sup é rie ur a u g a in ma xima l ind iq ué  po ur to ut type  fig ura nt sur la  liste , so nt stric te me nt inte rd its p o ur l'e xp lo ita tio n d e  
l'é me tte ur.

informa tions ante nne

Lo rsq ue  la  fo nc tio n sa ns fil 5G  fo nc tio nna nt e n 5150-5250 MHz a nd  5725-5850 MHz e st a c tivé e  p o ur c e  p ro d uit , il e st né c e ssa ire  d e  p o rte r une  
a tte ntio n p a rtic uliè re  a ux c ho se s suiva nte s

• Le s d isp o sitifs fo nc tio nna nt d a ns la  b a nd e  d e  5 150 à  5 250 MHz so nt ré se rvé s uniq ue me nt p o ur une  utilisa tio n à  l'inté rie ur a fin d e  ré d uire  le s 
risq ue s d e  b ro uilla g e  p ré jud ic ia b le  a ux systè me s d e  sa te llite s mo b ile s utilisa nt le s mê me s c a na ux;

• Po ur le s d ispo sitifs munis d 'a nte nne s a mo vib le s, le  g a in ma xima l d 'a nte nne  p e rmis (p o ur le s d isp o sitifs utilisa nt la  b a nd e  d e  5 725 à  5 850 MHz) 
d o it ê tre  c o nfo rme  à  la  limite  d e  la  p .i.r.e . spé c ifié e , se lo n le  c a s;

• Lo rsq u'il y a  lie u, le s typ e s d 'a nte nne s (s'il y e n a  p lusie urs), le s numé ro s d e  mo d è le  d e  l'a nte nne  e t le s p ire s a ng le s d 'inc lina iso n né c e ssa ire s 
p o ur re ste r c o nfo rme  à  l'e xig e nc e  d e  la  p .i.r.e . a p p lic a b le  a u ma sq ue  d 'é lé va tio n, é no nc é e  à  la  se c tio n 6.2.2.3 d u CNR-247, d o ive nt ê tre  
c la ire me nt ind iq ué s.

Cha in No. Ante nna  Type Fre que nc y Ra ng e WiFi Ga in (dBi) LTE Ga in (dBi) Conne c tor

WLAN-ANT0 PIFA 2.4 ~ 2.4835 G Hz 6 N.A. iPEX

WLAN-ANT1 PIFA 2.4 ~ 2.4835 G Hz 5 N.A. iPEX

WWAN Dipo le 2500 ~ 2570 MHz N.A. 9 iPEX

698 ~ 716 MHz N.A. 3.5 iPEX

777 ~ 787 MHz N.A. 3 iPEX

1850 ~ 1915 MHz N.A. 8 iPEX

814 ~ 849 MHz N.A. 3.6 iPEX

2305 ~ 2315 MHz N.A. 9 iPEX

1710 ~ 1780 MHz N.A. 6 iPEX

Cha îne  NB. Ante nne  Type Ga mme  de  fré que nc e s WiFi Ga in (dBi) LTE Ga in (dBi) Conne c te ur

WLAN-ANT0 PIFA 2.4 ~ 2.4835 G Hz 6 N.A. iPEX

WLAN-ANT1 PIFA 2.4 ~ 2.4835 G Hz 5 N.A. iPEX

WWAN Dipo le 2500 ~ 2570 MHz N.A. 9 iPEX

698 ~ 716 MHz N.A. 3.5 iPEX

777 ~ 787 MHz N.A. 3 iPEX

1850 ~ 1915 MHz N.A. 8 iPEX

814 ~ 849 MHz N.A. 3.6 iPEX

2305 ~ 2315 MHz N.A. 9 iPEX

1710 ~ 1780 MHz N.A. 6 iPEX
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Lo rsq ue  la  fo nc tio n sa ns fil 5G  fo nc tio nna nt e n 5250-5350 MHz e t 5470-5725 MHz e st a c tivé e  p o ur c e  p ro d uit , il e st né c e ssa ire  d e  p o rte r une  
a tte ntio n p a rtic uliè re  a ux c ho se s suiva nte s.

• Po ur le s d isp o sitifs munis d ’ a nte nne s a mo vib le s, le  g a in ma xima l d 'a nte nne  pe rmis po ur le s d isp o sitifs utilisa nt le s b a nd e s d e  5 250 à  5 350 MHz 
e t d e  5 470 à  5 725 MHz d o it ê tre  c o nfo rme  à  la  limite  d e  la  p .i.r.e .

Industry Ca nada  ra dia tion e xposure  sta te me nt

This e q uipme nt c o mplie s with ISED ra d ia tio n e xp o sure  limits se t fo rth fo r a n unc o ntro lle d  e nviro nme nt. This e q uip me nt sho uld  b e  insta lle d  a nd  
o pe ra te d  with a  minimum d ista nc e  o f 30 c m b e twe e n the  ra d ia to r a nd  yo ur b o d y.

Dé c la ra tion d’e xposition a ux ra diations:

Ce t é q uip e me nt e st c o nfo rme  a ux limite s d ’ e xpo sitio n a ux ra yo nne me nts ISED é ta b lie s p o ur un e nviro nne me nt no n c o ntrô lé . Ce t é q uip e me nt 
d o it ê tre  insta llé  e t utilisé  a ve c  un minimum d e  30 c m d e  d ista nc e  e ntre  la  so urc e  d e  ra yo nne me nt e t vo tre  c o rp s.

Sa fe ty Wa rning s (All LTE Mode ls)

• Do  no t use  this p ro d uc t ne a r wa te r, fo r e xa mple , in a  we t b a se me nt o r ne a r a  swimming  po o l.
• Do  no t e xp o se  yo ur Zyxe l De vic e  to  d a mp ne ss, d ust o r c o rro sive  liq uid s.
• Do  no t sto re  thing s o n the  d e vic e .
• Do  no t o b struc t the  Zyxe l De vic e  ve ntila tio n slo ts a s insuffic ie nt a irflo w ma y ha rm yo ur Zyxe l De vic e . Fo r e xa mple , d o  no t p la c e  the  Zyxe l 

De vic e  in a n e nc lo se d  sp a c e  suc h a s a  b o x o r o n a  ve ry so ft surfa c e  suc h a s a  b e d  o r so fa .
• Do  no t insta ll, use , o r se rvic e  this Zyxe l De vic e  d uring  a  thund e rsto rm. The re  is a  re mo te  risk o f e le c tric  sho c k fro m lig htning .
• Co nne c t ONLY suita b le  a c c e sso rie s to  the  Zyxe l De vic e .
• Do  no t o p e n the  Zyxe l De vic e  o r unit. Ope ning  o r re mo ving  c o ve rs c a n e xp o se  yo u to  d a ng e ro us hig h vo lta g e  p o ints o r o the r risks.
• Only q ua lifie d  se rvic e  p e rso nne l sho uld  se rvic e  o r d isa sse mb le  this Zyxe l De vic e . Ple a se  c o nta c t yo ur ve nd o r fo r furthe r info rma tio n.
• Ma ke  sure  to  c o nne c t the  c a b le s to  the  c o rre c t p o rts.
• Pla c e  c o nne c ting  c a b le s c a re fully so  tha t no  o ne  will ste p  o n the m o r stumb le  o ve r the m.
• Alwa ys d isc o nne c t a ll c a b le s fro m this Zyxe l De vic e  b e fo re  se rvic ing  o r d isa sse mb ling .
• Do  no t re mo ve  the  p lug  a nd  c o nne c t it to  a  p o we r o utle t b y itse lf; a lwa ys a tta c h the  p lug  to  the  po we r a d a pte r first b e fo re  c o nne c ting  it to  

a  po we r o utle t.
• Do  no t a llo w a nything  to  re st o n the  po we r a d a p te r o r c o rd  a nd  d o  NOT p la c e  the  p ro d uc t whe re  a nyo ne  c a n wa lk o n the  po we r a d a p te r 

o r c o rd .
• Ple a se  use  the  p ro vid e d  o r d e sig na te d  c o nne c tio n c a b le s/ p o we r c a b le s/ a d a pte rs. Co nne c t it to  the  rig ht sup p ly vo lta g e  (fo r e xa mp le , 110V 

AC in No rth Ame ric a  o r 230V AC in Euro p e ). If the  p o we r a d a pte r o r c o rd  is d a ma g e d , it mig ht c a use  e le c tro c utio n. Re mo ve  it fro m the  Zyxe l 
De vic e  a nd  the  po we r so urc e , re pa iring  the  p o we r a d a p te r o r c o rd  is p ro hib ite d . Co nta c t yo ur lo c a l ve nd o r to  o rd e r a  ne w o ne .

• The  fo llo wing  wa rning  sta te me nts a p p ly, whe re  the  d isc o nne c t d e vic e  is no t inc o rp o ra te d  in the  Zyxe l De vic e  o r whe re  the  p lug  o n the  
p o we r supp ly c o rd  is inte nd e d  to  se rve  a s the  d isc o nne c t d e vic e ,

- Fo r p e rma ne ntly c o nne c te d  Zyxe l De vic e , a  re a d ily a c c e ssib le  d isc o nne c t d e vic e  sha ll b e  inc o rpo ra te d  e xte rna l to  the  Zyxe l De vic e ;

- Fo r p lug g a b le  d e vic e s, the  so c ke t-o utle t sha ll b e  insta lle d  ne a r the  Zyxe l De vic e  a nd  sha ll b e  e a sily a c c e ssib le .

Environme nt Sta te me nt

ErP (LTE3301- PLUS /  LTE5388- M804 /  LTE5398- M904 /  LTE3316- M604) 

Zyxe l p ro d uc ts put o n the  EU ma rke t in c o mp lia nc e  with the  re q uire me nt o f the  Euro p e a n Pa rlia me nt a nd  the  Co unc il p ub lishe d  Dire c tive  2009/
125/ EC e sta b lishing  a  fra me wo rk fo r the  se tting  o f e c o d e sig n re q uire me nts fo r e ne rg y-re la te d  pro d uc ts (re c a st), so  c a lle d  a s "ErP Dire c tive  
(Ene rg y-re la te d  Pro d uc ts d ire c tive ) a s we ll a s e c o d e sig n re q uire me nt la id  d o wn in a p p lic a b le  imp le me nting  me a sure s, p o we r c o nsump tio n ha s 
sa tisfie d  re g ula tio n re q uire me nts whic h a re :

• Ne two rk sta nd b y p o we r c o nsump tio n < 8W, a nd / o r
• Off mo d e  p o we r c o nsumptio n < 0.5W, a nd / o r
• Sta nd b y mo d e  p o we r c o nsump tio n < 0.5W.

(Wire le ss se tting s, p le a se  re fe r to  the  c ha p te r a b o ut wire le ss se tting s fo r mo re  d e ta il.)

Europe a n Union -  Disposa l a nd Re c yc ling  Informa tion

The  symb o l b e lo w me a ns tha t a c c o rd ing  to  lo c a l re g ula tio ns yo ur pro d uc t a nd / o r its b a tte ry sha ll b e  d isp o se d  o f se p a ra te ly fro m d o me stic  
wa ste . If this p ro d uc t is e nd  o f life , ta ke  it to  a  re c yc ling  sta tio n d e sig na te d  b y lo c a l a utho ritie s. At the  time  o f d isp o sa l, the  se p a ra te  c o lle c tio n o f 
yo ur pro d uc t a nd / o r its b a tte ry will he lp  sa ve  na tura l re so urc e s a nd  e nsure  tha t the  e nviro nme nt is susta ina b le  d e ve lo p me nt.

Die  fo lg e nd e  Symb o l b e d e ute t, d a ss Ihr Pro d ukt und / o d e r se ine  Ba tte rie  g e mä ß d e n ö rtlic he n Be stimmung e n g e tre nnt vo m Ha usmüll e ntso rg t 
we rd e n muss. We nd e n Sie  sic h a n e ine  Re c yc ling sta tio n, we nn d ie se s Pro d ukt d a s End e  se ine r Le b e nsd a ue r e rre ic ht ha t. Zum Ze itp unkt d e r 
Entso rg ung  wird  d ie  g e tre nnte  Sa mmlung  vo n Pro d ukt und / o d e r se ine r Ba tte rie  d a zu b e itra g e n, na türlic he  Re sso urc e n zu sp a re n und  d ie  Umwe lt 
und  d ie  me nsc hlic he  G e sund he it zu sc hütze n.

El símb o lo  d e  a b a jo  ind ic a  q ue  se g ún la s re g ula c io ne s lo c a le s, su p ro d uc to  y/ o  su b a te ría  d e b e rá n d e p o sita rse  c o mo  b a sura  se p a ra d a  d e  la  
d o mé stic a . Cua nd o  e ste  p ro d uc to  a lc a nc e  e l fina l d e  su vid a  útil, llé ve lo  a  un p unto  limp io . Cua nd o  lle g ue  e l mo me nto  d e  d e se c ha r e l 
p ro d uc to , la  re c o g id a  p o r se p a ra d o  é ste  y/ o  su b a te ría  a yud a rá  a  sa lva r lo s re c urso s na tura le s y a  p ro te g e r la  sa lud  huma na  y 
me d io a mb ie nta l.

Le  symb o le  c i-d e sso us sig nifie  q ue  se lo n le s ré g le me nta tio ns lo c a le s vo tre  p ro d uit e t/ o u sa  b a tte rie  d o ive nt ê tre  é liminé s sé p a ré me nt d e s o rd ure s 
mé na g è re s. Lo rsq ue  c e  p ro d uit a tte int sa  fin d e  vie , a me ne z-le  à  un c e ntre  d e  re c yc la g e . Au mo me nt d e  la  mise  a u re b ut, la  c o lle c te  sé p a ré e  
d e  vo tre  p ro d uit e t/ o u d e  sa  b a tte rie  a id e ra  à  é c o no mise r le s re sso urc e s na ture lle s e t p ro té g e r l'e nviro nne me nt e t la  sa nté  huma ine .

Il simb o lo  so tto  sig nific a  c he  se c o nd o  i re g o la me nti lo c a li il vo stro  pro d o tto  e / o  b a tte ria  d e ve  e sse re  sma ltito  se p a ra ta me nte  d a i rifiuti d o me stic i. 
Qua nd o  q ue sto  p ro d o tto  ra g g iung e  la  fine  d e lla  vita  d i se rvizio  po rta rlo  a  una  sta zio ne  d i ric ic la g g io . Al mo me nto  d e llo  sma ltime nto , la  ra c c o lta  
se p a ra ta  d e l vo stro  pro d o tto  e / o  d e lla  sua  b a tte ria  a iuta  a  risp a rmia re  riso rse  na tura li e  a  p ro te g g e re  l'a mb ie nte  e  la  sa lute  uma na .
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Symb o le n inne b ä r a tt e nlig t lo ka l la g stiftning  ska  pro d ukte n o c h/ e lle r d e ss b a tte ri ka sta s se pa ra t frå n hushå llsa vfa lle t. Nä r d e n hä r p ro d ukte n nå r 
slute t a v sin livslä ng d  ska  d u ta  d e n till e n å te rvinning ssta tio n. Vid  tid e n fö r ka sse ring e n b id ra r d u till e n b ä ttre  miljö  o c h mä nsklig  hä lsa  g e no m a tt 
g ö ra  d ig  a v me d  d e n p å  e tt å te rvinning sstä lle .

 

台灣

以下訊息僅適用於產品具有無線功能且銷售至台灣地區

• 第十二條 經型式認證合格之低功率射頻電機，非經許可，公司，商號或使用者均不得擅自變更頻率、加大功率或變更原設計之特性及功能。

• 第十四條 低功率射頻電機之使用不得影響飛航安全及干擾合法通信；經發現有干擾現象時，應立即停用，並改善至無干擾時方得繼續使用。

前項合法通信，指依電信法規定作業之無線電通信。 低功率射頻電機須忍受合法通信或工業、科學及醫療用電波輻射性電機設備之干擾。

• 無線資訊傳輸設備忍受合法通信之干擾且不得干擾合法通信；如造成干擾，應立即停用， 俟無干擾之虞，始得繼續使用。

• 無線資訊傳輸設備的製造廠商應確保頻率穩定性，如依製造廠商使用手冊上所述正常操作， 發射的信號應維持於操作頻帶中

• 使用無線產品時，應避免影響附近雷達系統之操作。

• 高增益指向性天線只得應用於固定式點對點系統。

以下訊息僅適用於產品屬於專業安裝並銷售至台灣地區

• 本器材須經專業工程人員安裝及設定，始得設置使用，且不得直接販售給一般消費者。

安全警告 - 為了您的安全，請先閱讀以下警告及指示 :

• 請勿將此產品接近水、火焰或放置在高溫的環境。

• 避免設備接觸 :

- 任何液體 - 切勿讓設備接觸水、雨水、高濕度、污水腐蝕性的液體或其他水份。

- 灰塵及污物 - 切勿接觸灰塵、污物、沙土、食物或其他不合適的材料。

• 雷雨天氣時，不要安裝，使用或維修此設備。有遭受電擊的風險。

• 切勿重摔或撞擊設備，並勿使用不正確的電源變壓器。

• 若接上不正確的電源變壓器會有爆炸的風險。

• 請勿隨意更換產品內的電池。

• 如果更換不正確之電池型式，會有爆炸的風險，請依製造商說明書處理使用過之電池。

• 請將廢電池丟棄在適當的電器或電子設備回收處。

• 請勿將設備解體。

• 請勿阻礙設備的散熱孔，空氣對流不足將會造成設備損害。

• 請插在正確的電壓供給插座 (如 : 北美 / 台灣電壓 110V AC，歐洲是 230V AC)。

• 假若電源變壓器或電源變壓器的纜線損壞，請從插座拔除，若您還繼續插電使用，會有觸電死亡的風險。

• 請勿試圖修理電源變壓器或電源變壓器的纜線，若有毀損，請直接聯絡您購買的店家，購買一個新的電源變壓器。

• 請勿將此設備安裝於室外，此設備僅適合放置於室內。

• 請勿隨一般垃圾丟棄。

• 請參閱產品背貼上的設備額定功率。

• 請參考產品型錄或是彩盒上的作業溫度。

• 產品沒有斷電裝置或者採用電源線的插頭視為斷電裝置的一部分，以下警語將適用 :

- 對永久連接之設備， 在設備外部須安裝可觸及之斷電裝置；

- 對插接式之設備， 插座必須接近安裝之地點而且是易於觸及的。

About the  Symbols

Va rio us symb o ls a re  use d  in this p ro d uc t to  e nsure  c o rre c t usa g e , to  p re ve nt d a ng e r to  the  use r a nd  o the rs, a nd  to  p re ve nt p ro p e rty d a ma g e . 
The  me a ning  o f the se  symb o ls a re  d e sc rib e d  b e lo w. It is imp o rta nt tha t yo u re a d  the se  d e sc rip tio ns tho ro ug hly a nd  fully und e rsta nd  the  
c o nte nts.
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Expla na tion of the  Symbols

Vie wing  Ce rtific a tions

Go  to  http :/ / www.zyxe l.c o m to  vie w this p ro d uc t’ s d o c ume nta tio n a nd  c e rtific a tio ns.

Zyxe l Limite d Wa rra nty

Zyxe l wa rra nts to  the  o rig ina l e nd  use r (p urc ha se r) tha t this p ro d uc t is fre e  fro m a ny d e fe c ts in ma te ria l o r wo rkma nship  fo r a  sp e c ific  pe rio d  (the  
Wa rra nty Pe rio d ) fro m the  d a te  o f purc ha se . The  Wa rra nty Pe rio d  va rie s b y re g io n. Che c k with yo ur ve nd o r a nd / o r the  a utho rize d  Zyxe l lo c a l 
d istrib uto r fo r d e ta ils a b o ut the  Wa rra nty Pe rio d  o f this p ro d uc t. During  the  wa rra nty p e rio d , a nd  up o n pro o f o f p urc ha se , sho uld  the  p ro d uc t 
ha ve  ind ic a tio ns o f fa ilure  d ue  to  fa ulty wo rkma nship  a nd / o r ma te ria ls, Zyxe l will, a t its d isc re tio n, re pa ir o r re p la c e  the  d e fe c tive  p ro d uc ts o r 
c o mp o ne nts witho ut c ha rg e  fo r e ithe r p a rts o r la b o r, a nd  to  wha te ve r e xte nt it sha ll d e e m ne c e ssa ry to  re sto re  the  p ro d uc t o r c o mp o ne nts to  
p ro p e r o p e ra ting  c o nd itio n. Any re p la c e me nt will c o nsist o f a  ne w o r re -ma nufa c ture d  func tio na lly e q uiva le nt pro d uc t o f e q ua l o r hig he r va lue , 
a nd  will b e  so le ly a t the  d isc re tio n o f Zyxe l. This wa rra nty sha ll no t a p p ly if the  p ro d uc t ha s b e e n mo d ifie d , misuse d , ta mp e re d  with, d a ma g e d  b y 
a n a c t o f G o d , o r sub je c te d  to  a b no rma l wo rking  c o nd itio ns.

Note

Re pa ir o r re p la c e me nt, a s p ro vid e d  und e r this wa rra nty, is the  e xc lusive  re me d y o f the  p urc ha se r. This wa rra nty is in lie u o f a ll o the r wa rra ntie s, 
e xp re ss o r imp lie d , inc lud ing  a ny imp lie d  wa rra nty o f me rc ha nta b ility o r fitne ss fo r a  p a rtic ula r use  o r p urp o se . Zyxe l sha ll in no  e ve nt b e  he ld  
lia b le  fo r ind ire c t o r c o nse q ue ntia l d a ma g e s o f a ny kind  to  the  purc ha se r.

To  o b ta in the  se rvic e s o f this wa rra nty, c o nta c t yo ur ve nd o r. Yo u ma y a lso  re fe r to  the  wa rra nty p o lic y fo r the  re g io n in whic h yo u b o ug ht the  
Zyxe l De vic e  a t http :/ / www.zyxe l.c o m/ we b / sup p o rt_wa rra nty_info .p hp .

Re g istra tion

Re g iste r yo ur p ro d uc t o nline  a t www.zyxe l.c o m to  re c e ive  e -ma il no tic e s o f firmwa re  up g ra d e s a nd  re la te d  info rma tio n.

Ope n Sourc e  Lic e nse s

This p ro d uc t ma y c o nta in in p a rt so me  fre e  so ftwa re  d istrib ute d  und e r G PL lic e nse  te rms a nd / o r G PL like  lic e nse s. Op e n so urc e  lic e nse s a re  
p ro vid e d  with the  firmwa re  pa c ka g e . Yo u c a n d o wnlo a d  the  la te st firmwa re  a t www.zyxe l.c o m. If yo u c a nno t find  it the re , c o nta c t yo ur ve nd o r 
o r Zyxe l Te c hnic a l Sup p o rt a t supp o rt@ zyxe l.c o m.tw.
To  o b ta in the  so urc e  c o d e  c o ve re d  und e r tho se  Lic e nse s, p le a se  c o nta c t yo ur ve nd o r o r Zyxe l Te c hnic a l Sup po rt a t sup p o rt@ zyxe l.c o m.

SYMBOL EXPLANATION

Alte rna ting  c urre nt (AC):

AC is a n e le c tric  c urre nt in whic h the  flo w o f e le c tric  c ha rg e  p e rio d ic a lly re ve rse s d ire c tio n.

Dire c t c urre nt (DC):

DC if the  unid ire c tio na l flo w o r mo ve me nt o f e le c tric  c ha rg e  c a rrie rs.

Ea rth; g ro und :

A wiring  te rmina l inte nd e d  fo r c o nne c tio n o f a  Pro te c tive  Ea rthing  Co nd uc to r.

C la ss II e q uip me nt:

The  me tho d  o f p ro te c tio n a g a inst e le c tric  sho c k in the  c a se  o f c la ss II e q uip me nt is e ithe r d o ub le  insula tio n o r 
re info rc e d  insula tio n.
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Ad d re ss Re so lutio n Pro to c o l 237
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Ba sic  Se rvic e  Se t, se e  BSS

b linking  LEDs 25
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C
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Ce llula r Ba nd  sc re e n 94
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fa c to ry d e fa ult 210

file  fo rma t 216

file  p a th 214

imp o rt 210, 213

p ub lic  a nd  p riva te  ke ys 216

ve rific a tio n 216

c e rtific a te  re q ue st

c re a te 210

vie w 211

c e rtific a te s 209

a d va nta g e s 216

a uthe ntic a tio n 209

CA 215

c re a ting 210

p ub lic  ke y 209

re p la c ing 210

sto ra g e  sp a c e 210

thumb p rint a lg o rithms 217

thumb p rints 217

truste d  CAs 214

ve rifying  fing e rp rints 216

Ce rtific a tio n Autho rity, se e  CA

c e rtific a tio ns 303

vie wing 307

c ha nne l, wire le ss LAN 121

c lie nt list 138

c o nfig ura tio n



 Ind e x

LTE Se rie s Use r’ s G uid e

309

b a c kup 275

fire wa lls 193

re sto ring 275

sta tic  ro ute 177

c o nta c t info rma tio n 287

c o p yrig ht 300

Cre a te  Ce rtific a te  Re q ue st sc re e n 210
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a d d 195
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D

d a ta  fra g me nt thre sho ld 116, 122

Da ta  Ro a ming

e na b le 92

De nia ls o f Se rvic e , se e  Do S

DHCP 134

DHCP Se rve r Le a se  Time 136

DHCP Se rve r Sta te 136

d ia g no stic 277

d ia g no stic  sc re e ns 277

d ig ita l IDs 209

d isc la ime r 300

DMZ sc re e n 171

DNS 134

DNS Va lue s 136

d o ma in na me  syste m, se e  DNS

Do S 192

thre sho ld s 193

Do S p ro te c tio n b lo c king

e na b le 200

d yna mic  DNS 176

wild c a rd 176

Dyna mic  Ho st Co nfig ura tio n Pro to c o l, se e  DHCP

DYNDNS wild c a rd 176

E

e -ma il

lo g  se tting 271

Exte nd e d  Se rvic e  Se t IDe ntific a tio n 104, 109

F

fa c to ry-d e fa ult

RESET b utto n 32

filte rs

MAC a d d re ss 110, 123
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se c urity c o nsid e ra tio ns 201
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Fire wa ll Do S sc re e n 199
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fire wa ll rule s

d ire c tio n o f tra ve l 200

fire wa lls 192, 193

a c tio ns 199
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c usto mize d  se rvic e s 195, 196

Do S 192
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ICMP 192
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c he c k 273
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