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Summary of Test Result

Report | Ref Std. Required - Result
Clause| Clause CBSD | DP for Cert. Test Case ID Test Case Title (PASSIFAIL) Remark
- 6.1.4.1.1 X - C1 WINNF.FT.C.REG.1 Multi-Step registration N/A -
31 |61412| - | x| ci WINNF.FT.D.REG2 | Domain Proxy Multi-Step Pass ;
registration
Single-Step registration for
- 6.1.4.1.3 X - C2 WINNF.FT.C.REG.3 Category A CBSD N/A -
Domain Proxy Single-Step
- 6.1.4.1.4 - X C2 WINNF.FT.D.REG.4 registration for Cat A N/A -
CBSD
Single-Step registration for
- 6.1.4.1.5 X - C3 WINNF.FT.C.REG.5 CBSD with CPI signed N/A -
data
Domain Proxy Single-Step
3.2 6.1.4.1.6 - X C3 WINNF.FT.D.REG.6 registration for CBSD with Pass -
CPI signed data
- |61417] x | x| c6 WINNF.FT.CREG.7 | Redistration due to change of N/A -
an installation parameter
- 61421 X | - M WINNF.FT.CREG.8 | Missing Required parameters N/A -
(responseCode 102)
Domain Proxy Missing
3.3 6.1.4.2.2 - X M WINNF.FT.D.REG.9 Required parameters Pass -
(responseCode 102)
Pending registration
- 6.1.4.2.3 X - M WINNF.FT.C.REG.10 (responseCode 200) N/A -
Domain Proxy Pending
3.4 6.1.4.2.4 - X M WINNF.FT.D.REG.11 registration (responseCode Pass -
200)
- |e1425| x | - M | WINNF.FT.C.REG.12 Invalid parameter N/A .
(responseCode 103)
Domain Proxy Invalid
3.5 6.1.4.2.6 - X M WINNF.FT.D.REG.13 parameters (responseCode Pass -
103)
- 61427 X | - M WINNF.FT.C.REG.14 Blacklisted CBSD N/A -
(responseCode 101)
Domain Proxy Blacklisted
3.6 6.1.4.2.8 - X M WINNF.FT.D.REG.15 CBSD (responseCode 101) Pass -
- |et429| x | - M WINNF.FT.CREG.16 | Unsupported SAS protocol N/A .
version (responseCode 100)
Domain Proxy Unsupported
3.7 16.1.4.210 - X M WINNF.FT.D.REG.17 SAS protocol version Pass -
responseCode 100)
-~ let4211| x| - M WINNF.FT.CREG.18 | CroUP E""rz(gj?m”sec“e N/A -
TEL : 886-3-656-9065 Page Number 1 4 0of 49
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Report No. : FGON3005AB

38 [6.1.4.2.12 M WINNF.FT.D.REG.19 | Domain Proxy Group Error Pass
(responseCode 201)
- | 61431 C2 | WINNF.FT.CREG20 | Category A CBSD location N/A
Update
Unsuccessful Grant
3.9 6.3.4.2.1 M WINNF.FT.C.GRA.1 responseCode=400 Pass
(INTERFERENCE)
Unsuccessful Grant
3.10 | 6.3.4.2.2 M WINNF.FT.C.GRA.2 responseCode=401 Pass
(GRANT_CONFLICT)
Heartbeat Success Case
- 6.4.4.1.1 M WINNF.FT.C.HBT.1 (first Heartbeat Response) N/A
Domain Proxy Heartbeat
311 | 64412 M WINNF.FT.D.HBT.2 Success Case Pass
(first Heartbeat Response)
Heartbeat responseCode=105
312 | 6.44.21 M WINNF.FT.C.HBT.3 (DEREGISTER) Pass
Heartbeat responseCode=500
- 6.4.4.2.2 M WINNF.FT.C.HBT .4 (TERMINATED_GRANT) N/A
Heartbeat responseCode=501
313 | 64423 M WINNF.FT.C.HBT.5 (SUSPENDED_GRANT) Pass
in First Heartbeat Response
Heartbeat responseCode=501
314 | 6.4.4.24 M WINNF.FT.CHBT6 | (SUSPENDED_GRANT) Pass
in Subsequent Heartbeat
Response
Heartbeat responseCode=502
315 | 6.44.25 M WINNF.FT.C.HBT.7 (UNSYNC_OP_PARAM) Pass
Domain Proxy Heartbeat
316 | 6.44.2.6 M WINNF.FT.D.HBT.8 responseCode=500 Pass
(TEMINATED_GRANT)
317 | 6.4.4.3.1 M WINNF.FT.C.HBT9 | Heartbeat Response Absent Pass
(First Heartbeat)
318 | 6.4.43.2 M WINNF.FT.C.HBT.10 | Heartbeat Response Absent Pass
(Subsequent Heartbeat)
319 | 6.4.4.4.1 o) WINNF.FT.CHBT.11 | Successful Grant Renewalin Pass
Heartbeat Test Case
- | 654.21 c4 WINNF.FT.C.MES.1 Registration Response N/A
contains measReportConfig
Domain Proxy Registration
320 | 6.54.22 C4 WINNF.FT.D.MES.2 Response contains Pass
measReportConfig
- | 65423 c5 WINNF.FT.CMES.3 | CrantResponse contains N/A
measReportConfig
. | 65424 c5 WINNF.FT.CMES.4 | Heartbeat Response contains N/A
measReportConfig
Domain Proxy Heartbeat
- 6.54.2.5 C5 WINNF.FT.D.MES.5 Response contains N/A
measReportConfig
TEL : 886-3-656-9065 Page Number : 50f49
FAX : 886-3-656-9085 Issued Date . Apr. 15, 2021
Report Template No.: CB-A18_2 Ver1.1 Report Version : 01




svonron Las. WINNF-TS-0122 TEST REPORT

Report No. : FGON3005AB

+ M: Mandatory for certification
+ O: Optional. Not required for certification.

+ C: Conditional. Mandatory if CBSD supports relevant functionality.
Note2: The unit under test type is CBSD with Domain Proxy and Conditional Test Case Definitions are C1, C3 and C4.

- 6.6.4.1.1 X - M WINNF.FT.C.RLQ.1 Successful Relinquishment N/A
321 | 66412 - X M WINNF.FT.D.RLQ.2 Domain Proxy Successful Pass
Relinquishment
- | 66421 X | - 0 WINNF.FT.CRLQ.3 | Unsuccessiul Relinquishment, N/A
responseCode=102
Domain Proxy Unsuccessful
- 6.6.4.2.2 - X 0] WINNF.FT.D.RLQ.4 Relinquishment, N/A
responseCode=102
- | 66431 X | - 0 WINNF.FT.CRLQ.5 | Unsuccessful Relinquishment, N/A
responseCode=103
Domain Proxy Unsuccessful
- 6.6.4.3.2 - X 0] WINNF.FT.D.RLQ.6 Relinquishment, N/A
responseCode=103
- 6.7.4.1.1 X - M WINNF.FT.C.DRG.1 Successful Deregistration N/A
322 | 67412 - | X M WINNF.FT.D.DRG.2 | Domain Proxy Successful Pass
Deregistration
- 67421 X | - 0 WINNF.FT.C.DRG.3 Deregistration N/A
responseCode=102
- |67422] - | X 0 WINNF.FT.D.DRG.4 | Domain Proxy Deregistration N/A
responseCode=102
323 | 67431 | X | X 0 WINNF.FT.C.DRG .5 Deregistration Pass
responseCode=103
Successful TLS connection
3.24 | 6.84.11 X X M WINNF.FT.C.SCS.1 between UUT and SAS Test Pass
Harness
325 | 68421 | X | X M WINNF.FT.C.5Cs.2 | TLS failure due to revoked Pass
certificate
326 | 68422 | X | X M WINNF.FT.C.5Cs.3 | 1S failure due to expired Pass
server certificate
TLS failure when SAS Test
3.27 | 6.84.2.3 X X M WINNF.FT.C.SCS.4 Harness certificate is issue Pass
by unknown CA
TLS failure when certificate at
3.28 | 6.8.4.2.4 X X M WINNF.FT.C.SCS.5 the SAS Test Pass
Harness is corrupted
329 | 71444 X | X M WINNF.PT.C.HBT.1 UUT RF Transmit Power Pass
Measurement
Note1:
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Declaration of Conformity:

The test results with all measurement uncertainty excluded are presented in accordance with the regulation limits
or requirements declared by manufacturers.

Comments and Explanations:

The declared of product specification for EUT presented in the report are provided by the manufacturer, and the
manufacturer takes all the responsibilities for the accuracy of product specification.

Reviewed by: Sam Chen
Report Producer: Wendy Pan
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1 General Description
1.1 Product Feature of Equipment Under Test
Product Feature of Equipment Under Test
EUT Type CBSD
Power Type From power supply
Category of EUT [ ] Category A
X] Category B
Professional Installation X Yes
[] No
EUT in Test ID X] EUT with Domain Proxy
[] EUT without Domain Proxy
CBSD Hardware Version 220
CBSD Software Version cnRanger_RRH_v2.1
CBSD Firmware Version N/A
Domain Proxy Hardware Version N/A
Domain Proxy Software Version 12.6
Domain Proxy Firmware Version N/A
Note: The above information was declared by manufacturer.
TEL : 886-3-656-9065 Page Number : 80f49
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1.2 Accessories

Accessories

No. Equipment Name Brand Name Model Name Rating
Input: 115/ 230VAC, 28 / 14A, 47-63Hz
1 AC, DC Power supply XP DNR120AS48-I Output:48VDC, 120W

Other

AC power cable*1, Non-shielded 1.45m

1.3 Support Equipment

Support Equipment

No. Equipment Brand Name Model Name FCC ID
A WLAN AP Netgear R7500 PY314300288
B Switch Panasonic Switch-S9GPWR N/A
C Notebook (Domain Proxy) ASUS B500-P45VA-0391A3210M N/A
D Notebook (SAS) ASUS B500-P45VA-0391A3210M N/A
E BBU Cambium Sierra 800 N/A
F UE Cambium 3GHz cnRanger 201 SM N/A
G Notebook DELL E4300 N/A

1.4 Testing Location

Testing Location Information

Test Lab. : Sporton International Inc. Hsinchu Laboratory
Hsinchu ADD: No.8, Ln. 724, Bo’ai St., Zhubei City, Hsinchu County 302010, Taiwan (R.O.C.)
(TAF: 3787) TEL: 886-3-656-9065 FAX: 886-3-656-9085
Test site Designation No. TW0006 with FCC.
Test site registered number IC 4086D with Industry Canada.

- . . Test Environment
Test Condition Test Site No. Test Engineer Test Date
(°C 1 %)
RF Conducted THO01-CB Jeff Wu 21.5~22.2 / 53~65 Mar. 23, 2021~Mar. 25, 2021
TEL : 886-3-656-9065 Page Number 1 90f49
FAX : 886-3-656-9085 Issued Date : Apr. 15, 2021
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2 Measurement Environment
Measurement Environment Information
Test Harness version 1.0.0.3
Operating System Microsoft Windows 10
TLS version 1.2
Python 2.718
2.1 Conditional Test Case
X | C1 |Mandatory for UUT which supports multi-step registration message
Mandatory for UUT which supports single-step registration with no CPI-signed data in the registration
[]| C2 |message. By definition, this is a subset of Category A devices which determine all registration
information, including location, without CPI intervention.
x| ca Mandatory for UUT which supports single-step registration containing CPIl-signed data in the
registration message.
x| ca Mandatory for UUT which supports RECEIVED_POWER_WITHOUT_GRANT measurement report
type.
]| C5 |Mandatory for UUT which supports RECEIVED POWER_WITH_GRANT measurement report type.
01! ce Mandatory for UUT which supports parameter change being made at the UUT and prior to sending a
deregistration.

Note: The above information was declared by manufacturer.

TEL : 886-3-656-9065 Page Number : 10 of 49
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2.2

Test Configuration

Test configuration without Domain Proxy

Test configuration with Domain Proxy

SAS Test

Harness

SAS-CBS5D
mterface

CBSD Unit-
Under-Test

CBSD RF
interface

RF Test
Equipment

SAS Test

Harness

SAS-DP
mnterface

Unit Under Test

I :H :l CBSD2

CBSD RF
interface
RF Test
Equipment
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3 Protocol Test Results
3.1 WINNFFT.D.REG.2 - Domain Proxy Multi-Step registration

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

° UUT has successfully completed SAS Discovery and Authentication with
SAS TestHarness

e UUT isinthe Unregistered state

DP with two CBSD sends correct Registration request information, as specified in
[n.5], in the form of one 2-element Array or as individual messages to the SAS
TestHarness:

e Therequireduserld,fccldandcbsdSerialNumberregistration
parametersshallbe sentforeach CBSD and conformto proper format
2 and acceptable ranges. PASS --

e AnyREG-conditional oroptional registration parameters that may be
included in the message shall be verified that they conformtoproper
formatandarewithinacceptable ranges.

Note: Itisoutside the scope of thisdocumenttotestthe Registration
information that is supplied via another means.

e SASTestHarnesssendsaCBSDRegistrationResponseinthe form of one
2-element Array orindividual messages as follows:

3 — cbsdld =Ci -- -
— measReportConfig shall not be included
— responseCode =0 foreach CBSD

After completion of step 3, SAS Test Harness will not provide any
4 positiveresponse(responseCode=0)tofurtherrequestmessages from the - -
UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF

TEL : 886-3-656-9065 Page Number 1 12 of 49
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3.2 WINNFFT.D.REG.6 - Domain Proxy Single-Step registration for CBSD
with CPI signed data

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e UUT has successfully completed SAS Discovery and
Authentication with SAS TestHarness

e UUT isinthe Unregistered state

e Alloftherequiredand REG-Conditional parameters shallbe configured
and CPI signature provided

The DPwithtwo CBSDs sends Registrationrequestsinthe formofone 2-element
Arrayorasindividual messagestothe SAS TestHarness:

e Therequireduserld,fccldandcbsdSerialNumberandREG- Conditional
cbsdCategory, airlnterface, measCapability and cpiSignatureData

2 registration parameters shall be sentfrom the CBSD and conformto PASS --

properformatandacceptable ranges.

e Any optional registration parameters that may be included in the
message shallbe verified thatthey conformto proper
format and are within acceptable ranges.

e SASTestHarnesssendsaCBSD Registration Response inthe formofone
2-elementArrayorasindividualmessagesas follows:

3 — cbsdld =Ci -- --
— measReportConfigforeachCBSDshallnotbeincluded.
— responseCode =0 foreach CBSD

After completion of step 3, SAS Test Harness will not provide any
4 positiveresponse(responseCode=0)tofurtherrequestmessages from the -- --
UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3 iscomplete.Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF

TEL : 886-3-656-9065 Page Number 1 13 of 49
FAX : 886-3-656-9085 Issued Date : Apr. 15, 2021
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3.3 WINNFFT.D.REG.9 - Domain Proxy Missing Required parameters
(responseCode 102)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT has successfully completed SAS Discovery and _ _

Authentication with SAS Test Harness
e UUT s inthe Unregistered state

2 The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray orasindividual messagesto SAS TestHarness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Arrayorasindividual messages asfollows:

— SAS response does not include a cbsdld.
— responseCode=RiforCBSD1and CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3 iscomplete.Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF

TEL : 886-3-656-9065 Page Number 1 14 of 49
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3.4 WINNFFT.D.REG.11 - Domain Proxy Pending registration
(responseCode 200)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT has successfully completed SAS Discovery and _ _

Authentication with SAS Test Harness
e UUT s inthe Unregistered state

2 The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray orasindividual messagesto SAS TestHarness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Arrayorasindividual messages asfollows:

— SAS response does not include a cbsdld.
— responseCode=RiforCBSD1and CBSD2

Aftercompletionofstep3,SASTestHarnesswillnotprovideany positive
4 response(responseCode=200)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3 iscomplete.Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF

TEL : 886-3-656-9065 Page Number 1 15 0f 49
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3.5 WINNFRFT.D.REG.13 - Domain Proxy Invalid parameters
(responseCode 103)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT has successfully completed SAS Discovery and _ _

Authentication with SAS Test Harness
e UUT s inthe Unregistered state

2 The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray orasindividual messagesto SAS TestHarness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Arrayorasindividual messages asfollows:

— SAS response does not include a cbsdld.
— responseCode=RiforCBSD1and CBSD2

Aftercompletionofstep3,SASTestHarnesswillnotprovideany positive
4 response (responseCodeR1=0forCBSD1andR2=103for -- --
CBSD2) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF

TEL : 886-3-656-9065 Page Number 1 16 of 49

FAX : 886-3-656-9085 Issued Date : Apr. 15, 2021
Report Template No.: CB-A18_2 Ver1.1 Report Version : 01



sromron as. WINNF-TS-0122 TEST REPORT Report No. : FGON3005AB

3.6 WINNF.FT.D.REG.15 - Domain Proxy Blacklisted CBSD (responseCode

101)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT has successfully completed SAS Discovery and _ _

Authentication with SAS Test Harness

e UUT s inthe Unregistered state
2 The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray orasindividual messagesto SAS TestHarness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Arrayorasindividual messages asfollows:
— SAS response does not include a cbsdld.

— responseCode=RiforCBSD1and CBSD2
Aftercompletionofstep3,SASTestHarnesswillnotprovideany positive
4 response (responseCodeR1=0forCBSD1andR2=101for -- --
CBSD2) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3 iscomplete.Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.7 WINNFFT.D.REG.17 - Domain Proxy Unsupported SAS protocol
version (responseCode 100)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT has successfully completed SAS Discovery and _ _

Authentication with SAS Test Harness

e UUT s inthe Unregistered state
2 The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray oras individual messagesto SAS TestHarness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Arrayorasindividual messages asfollows:
—  SAS response does not include a cbsdld.

— responseCode=RiforCBSD1and CBSD2
Aftercompletionofstep 3, SAS TestHarnesswillnotprovideany positive response
4 (responseCode (Ri)=100foreach CBSD)to further -- --
request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.8 WINNFFT.D.REG.19 - Domain Proxy Group Error (responseCode 201)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT has successfully completed SAS Discovery and _ _

Authentication with SAS Test Harness

e UUT s inthe Unregistered state
2 The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray orasindividual messagesto SAS TestHarness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Array orasindividualmessages asfollows:
— SAS response does not include a cbsdld.

— responseCode=RiforCBSD1and CBSD2
Aftercompletionofstep3,SASTestHarnesswillnotprovideany positive
4 response (responseCodeR1=0forCBSD1andR2=201for -- --
CBSD2) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.9 WINNFFT.C.GRA.1 - Unsuccessful Grant responseCode=400
(INTERFERENCE)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfully with SAS TestHarness, with -- --
cbsdld=C

2 UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 e cbsdld=C -- --
e responseCode =R

After completion of step 3, SAS Test Harness does not provide any positive
4 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.10 WINNFFT.C.GRA.2 - Unsuccessful Grant responseCode=401
(GRANT_CONFLICT)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfully with SAS TestHarness, with -- --
cbsdld=C

2 UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 e cbsdld=C -- --
e responseCode =R

Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response(responseCode=401)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.11 WINNFFT.D.HBT.2 - Domain Proxy Heartbeat Success Case (first
Heartbeat Response)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e DPhastwoCBSDregistered successfullywithSAS Test -- --

Harness, with cbsdld = Ci, i={1,2}

DP sends a message:
2 e |fmessageisa SpectrumInquiry Request,gotostep 3 -- --
e |fmessageisa GrantRequest, gotostep 5

DP sends a Spectrum Inquiry Request message for each CBSD. This may occurin
aseparatemessage per CBSD, ortogetherinasingle message with array of 2.
Verify Spectrum Inquiry Request message is formatted correctly for each CBSD,
3 | including for CBSDi, i={1,2}: PASS -
e chsdld =Ci

e ListoffrequencyRange objects sentby DP are withinthe CBRS
frequency range

Ifaseparate SpectrumInquiryRequestmessagewassentforeach CBSD, the SAS
TestHarness shallrespondtoeach SpectrumInquiry Request message with a separate
Spectrum Inquiry Response message.

Ifasingle Spectrum Inquiry Requestmessage was sentcontaininga2- objectarray
(oneperCBSD),the SAS TestHarness shallrespondwith asingle Spectrum Inquiry
4 Response message containinga2-object array.

Verify parameters foreach CBSD withinthe Spectrum Inquiry Response
messageareasfollows,forCBSDi,i={1,2}:

e cbsdld =Ci
e availableChannelisanarray ofavailableChannelobjects
e responseCode =0

DP sends a Grant Request message for each CBSD. This may occur in aseparate
messageperCBSD, ortogetherinasingle messagewith array of 2.
Verify GrantRequestmessageisformattedcorrectlyforeachCBSD, including for

CBSDi,i={1,2}:
5 e cbsdid =C PASS -
e maxEIRPisatorbelowthelimitappropriate forCBSD category
as defined by Part 96

e operationFrequencyRange,Fi,sentbyUUTisavalidrange
within the CBRS band
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If a separate Grant Request message was sent for each CBSD, the SAS TestHarness
shallrespond to each GrantRequest message witha

separate Grant Response message.

Ifasingle GrantRequestmessage was sentcontaininga2-object array(one
perCBSD),the SAS TestHarnessshallrespondwitha single GrantResponse
messagecontaininga2-objectarray.

VerifyparametersforeachCBSDwithinthe GrantResponsemessage are as
follows, for CBSDi, i={1,2}:

e cbsdld =Ci

e grantld=Gi=avalid grantID

e grantExpireTime=UTCtimegreaterthandurationofthetest
e responseCode =0

EnsureDPsendsfirstHeartbeatRequestmessageforeachCBSD.
Thismayoccurinaseparate message per CBSD, ortogetherinasingle message
with array of 2.

Verify Heartbeat Request messageis formatted correctly foreach CBSD,

7 | including, for CBSDii={1,2}: PASS -
e chsdld= Ci, i={1,2}

e grantld = Gi,i={1,2}

e operationState =‘GRANTED”

Ifaseparate HeartbeatRequestmessage was sentforeach CBSD by theDP,the SAS
TestHarnessshallrespondtoeachHeartbeatRequest message with aseparate
HeartbeatResponse message.

Ifasingle HeartbeatRequestmessage was sentbythe DP containing a2-object
array(oneperCBSD),the SAS TestHarnessshallrespond withasingleHeartbeat
Responsemessagecontaininga2-object array.

8 - -
Verifyparametersforeach CBSDwithinthe HeartbeatResponse message
are as follows, for CBSDi:
e cbsdld =Ci
e grantld =Gi
e transmitExpireTime=currentUTCtime +200seconds
e responseCode =0
Forfurther Heartbeat Requestmessages sentfrom DP after completion of step 8,
validate message is sent within latest specified heartbeatInterval for CBSDi:
e cbsdld =Ci
e grantld =Gi
e operationState =“AUTHORIZED”
9 and SAS Test Harness responds with a Heartbeat Response messageincluding PASS -
thefollowingparameters,forCBSDi
e cbsdld =Ci
e grantld =Gi
e transmitExpireTime=currentUTCtime +200seconds
e responseCode =0
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Monitor the RF output of the UUT from start of test until UUT transmission

commences. Monitor the RF output of the UUT from start of testuntil RF

transmission commences. Verify:

10 e UUTdoesnottransmitatanytime priortocompletionof the first PASS --
heartbeatresponse

e UUTtransmitsafterstep8iscomplete,anditstransmission
is limited to within the bandwidth range Fi.
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3.12 WINNF.FT.C.HBT.3 - Heartbeat responseCode=105 (DEREGISTER)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has a valid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantisforfrequencyrange F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test

e UUTisinAUTHORIZED stateandistransmittingwithinthe
grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval
specified in the latest Heartbeat Response, and formatted correctly, including:

2 e chsdld=C PASS -
e grantld=G
e operationState =“AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
e chsdld=C
3 e grantld =G B -
e transmitExpireTime=T=CurrentUTCtime
e responseCode =105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any _ _

further grants to the UUT.

Monitor the RF output of the UUT. Verify:

5 e UUT shall stop transmission within (T + 60 seconds) of PASS --
completion of step 3
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3.13 WINNF.FT.C.HBT.5 - Heartbeat responseCode=501
(SUSPENDED_GRANT) in First Heartbeat Response

# Test Execution Steps Results

Ensurethefollowingconditionsare metfortestentry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantis forfrequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinGRANTED, butnotAUTHORIZED state (i.e.has not
performed its first Heartbeat Request)

UUT sends a Heartbeat Request message.
VerifyHeartbeatRequestmessageisformattedcorrectly,including:

2 e cbsdld =C PASS -
e grantld=G
e operationState =“GRANTED”

SAS TestHarness sends a Heartbeat Response message, including the
following parameters:

e chsdld=C

e grantld=G

e transmitExpireTime =T =current UTC time
e responseCode = 501 (SUSPENDED_GRANT)

After completion of step 3, SAS Test Harness shall not allow any
further grants to the UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:

e chsdld =C
e grantld=G
5 e operationState =“GRANTED” PASS --

B. UUT sends a Relinquishment request message. Ensure message
is correctly formatted with parameters:

e cbdsld =C

e grantld =G
Monitor the RF output of the UUT. Verify:

e UUT does not transmit at any time
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3.14 WINNF.FT.C.HBT.6 - Heartbeat responseCode=501
(SUSPENDED_GRANT) in Subsequent Heartbeat Response

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantis for frequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinAUTHORIZED stateandistransmittingwithinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:
2 e cbsdid=C PASS -
e grantld=G
e operationState =“AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
e chsdld=C
3 e grantld=G h h
e transmitExpireTime =T =current UTC time
e responseCode = 501 (SUSPENDED_GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any _ _
further grants to the UUT.
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:
e chsdld =C
e grantld=G
5 e operationState =“GRANTED” PASS _
B. UUT sends a Relinquishment Request message. Ensure message
is correctly formatted with parameters:
e chdsld =C
e grantld =G
Monitor the RF output of the UUT. Verify:
e UUT shall stop transmission within (T + 60 seconds) of
completion of step 3
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3.15 WINNFFT.C.HBT.7 - Heartbeat responseCode=502
(UNSYNC_OP_PARAM)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has a valid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantisforfrequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinAUTHORIZED stateandistransmittingwithinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval,and is formatted correctly, including:
2 e cbsdld=C PASS -
e grantld=G
e operationState =“AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
e chsdld=C
3 e grantld=G h h
e transmitExpireTime=T = CurrentUTC Time
e responseCode = 502 (UNSYNC _OP _PARAM)
4 Aftercompletion of step 3, SAS TestHarness shall notallow any further
grants to the UUT. B B
Monitor the SAS-CBSD interface. Verify:
e UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters:
O chdsld=C
5 0 grantld=G PASS -
Monitorthe RF outputofthe UUT. Verify:
e UUT shall stop transmission within (T+60) seconds of
completion of step 3.
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3.16 WINNF.FT.D.HBT.8 - Domain Proxy Heartbeat responseCode=500
(TERMINATED_GRANT)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e DPhastwo CBSD registered successfully with SAS Test Harness
e FEachCBSD{1,2}hasavalid single grantasfollows:
O valid cbsdld = Ci, i={1,2}
1 O valid grantld = Gi, i={1,2} - -
O grantisforfrequency range Fi, power Pi
O grantExpireTime=UTCtimegreaterthanduration of the test
e BothCBSDarein AUTHORIZED state and transmitting within
their granted bandwidth on RF interface

DP sends a Heartbeat Request message for each CBSD. This may occurina
separatemessageperCBSD,ortogetherinasingle message with array of size
2.
Verify Heartbeat Request message is sent within latest specified
2 heartbeatInterval,andisformattedcorrectlyforeachCBSD, including, for CBSDi PASS
i={1,2}:

e chsdld=Ci,i={1,2}

e grantld=Gi,i={1,2}

e operationState =“AUTHORIZED”

IfseparateHeartbeatRequestmessagewassentforeachCBSDbythe DP,the SAS
TestHarness shallrespondtoeach HeartbeatRequest message with aseparate
HeartbeatResponse message.

Ifasingle HeartbeatRequestmessage was sentbythe DP containing a2-object
array(oneperCBSD),the SAS TestHarnessshallrespond withasingleHeartbeat
Responsemessagecontaininga2-object array.

Parameters for each CBSD within the Heartbeat Response message
3 should be as follows, for CBSDi: - -

e chsdid =Ci
e grantld =Gi
e ForCBSDT1:

O transmitExpireTime = current UTC time + 200 seconds
O responseCode =0
e ForCBSD2:
O transmitExpireTime=T=currentUTCtime
0 responseCode=500(TERMINATED GRANT)
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Aftercompletion of step 3, SAS Test Harness shall notallow any further
grants to the UUT.

If CBSD sends further Heartbeat Request messages for CBSD1, SAS TestHarness
shallrespondwithaHeartbeatResponse message with parameters:

4 e cbsdid =C1 . .
e grantld =G1
e transmitExpireTime=currentUTCtime+200seconds
e responseCode =0
[ ]

HeartbeatRequestmessageiswithin heartbeatinterval
of previous Heartbeat Request message
Monitor the RF output of CBSD2. Verify:

5 e CBSD2shallstoptransmissionwithinbandwidth F2within(T PASS -
+ 60 seconds) of completion of step 3

TEL : 886-3-656-9065 Page Number : 30 of 49

FAX : 886-3-656-9085 Issued Date : Apr. 15, 2021
Report Template No.: CB-A18_2 Ver1.1 Report Version : 01



sromron as. WINNF-TS-0122 TEST REPORT Report No. : FGON3005AB

3.17 WINNF.FT.C.HBT.9 - Heartbeat Response Absent (First Heartbeat)

# Test Execution Steps Results

Ensurethefollowingconditionsare metfortestentry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has a valid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantisforfrequencyrange F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test

e UUTisin GRANTED, butnotAUTHORIZED state (i.e. hasnot
performed its first Heartbeat Request)

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:

2 e cbsdld=C PASS -
e grantld=G
e operationState =“GRANTED”
3 After completion of Step 2, SAS Test Harness does notrespond to any _ _
furthermessagesfromUUT tosimulateloss of network connection
Monitorthe RF outputofthe UUT fromstart oftestto60 seconds after step 3.
Verify:
4 ery . . . PASS -
e Atanytimeduringthetest, UUT shallnottransmiton RF
interface
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3.18 WINNF.FT.C.HBT.10 - Heartbeat Response Absent (Subsequent
Heartbeat)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has a valid single grant as follows:
O valid chsdld =C
1 0 valid grantld =G - -
O grantisforfrequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinAUTHORIZED stateandistransmittingwithinthe
grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.
VerifyHeartbeatRequestmessageissentwithinthelatestspecified
heartbeatinterval, and is formatted correctly, including:

2 e chsdid=C
e grantld=G
e operationState =“AUTHORIZED”

PASS --

SAS Test Harness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C

3 e grantld=G B h
e transmitExpireTime=currentUTCtime +200seconds
e responseCode =0

4 After completion of Step 3, SAS Test Harness does notrespond to any _ _

further messages fromUUT

Monitor the RF output of the UUT. Verify:

5 e UUT shallstopalltransmission on RF interface within PASS
(transmitExpireTime+60seconds), usingthe
transmitExpireTime sent in Step 3.
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3.19 WINNF.FT.C.HBT.11 - Successful Grant Renewal in Heartbeat Test
Case

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness

e UUT has avalid single grant as follows:
O valid cbsdld =C
O valid grantld =G
O grantisforfrequencyrange F, power P
1 e UUTisinAUTHORIZED stateandistransmittingwithinthe grant
bandwidth F on RF interface.
e Granthasthefollowing parameters atthe start of the test:
O grantExpireTime=UTCtime equaltotime atstartof test + 300
seconds = Tgrant_expire
O transmitExpireTime=UTCtime equaltotime atstartof test + 200
seconds
O heartbeatinterval = 60 seconds

UUT sends a Heartbeat Request message.
2 If Heartbeat Request message contains grantRenew = TRUE, go to Step 6, else -- --
go to Step 3.

VerifyHeartbeatRequestmessageissentwithinthelatestspecified
heartbeatinterval, and is formatted correctly, including:

3 e cbsdid =C PASS --
e grantld=G
e operationState =“AUTHORIZED”

SAS TestHarness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C
4 e grantld=G - -
e transmitExpireTime =current UTC +200 seconds
e grantExpireTime = same as Step 1
e responseCode =0

5 Go to Step 2 -- --

Verify Heartbeat Request messageis sent within the latest specified
heartbeatinterval, and is formatted correctly, including:

e chsdld =C
6 e grantld=G PASS -
e operationState =“AUTHORIZED”
[ ]

grantRenew =TRUE
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SAS Test Harness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C
7 e grantld=G - -

e grantExpireTime=UTC time setfarinthe future

e transmitExpireTime=currentUTCtime +200seconds

e responseCode =0
ContinuetorespondtoanysubsquentHeartbeatRequestfromCBSD with
Heartbeat Response with the following parameters:

e cbhsdid=C

e grantld=G

e transmitExpireTime =same as Step 7

e responseCode =0
MonitorRF transmissionof UUT fromstartoftestuntil Tgrant_expire

9 +60 seconds and ensure UUT continues to transmit throughout the time PASS --
period.
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3.20 WINNF.FT.D.MES.2 - Domain Proxy Registration Response contains
measReportConfig

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e DP hassuccessfully completed SAS Discovery and -- --

Authentication with SAS Test Harness

DP sends a Registration Request message for each of two CBSD. This mayoccurina

separate Requestmessage per CBSD, ortogetherina single Request message

with array of 2.

VerifyRegistrationRequestmessagecontainsallrequired parameters properly

formatted for CBSDi, i={1,2}, and specifically:

2 e userldis present and correct PASS -

e fccldis present and correct

e cbsdSerialNumberis present and correct

e measCapability =
“RECEIVED POWER _WITHOUT GRANT”

IfaseparateRegistrationRequestmessagewassentforeachCBSDby the DP,the
SASTestHarnessshallrespondtoeachRegistration Requestmessagewitha
separate Registration Responsemessage.

Ifasingle RegistrationRequestmessagewas sentbythe DP containing a2-object
array (one perCBSD), the SAS TestHarness shallrespond with a single Registration
Response message containing a 2-object array.

Parameters for each CBSD within the Registration Response message should be as
follows, for CBSDi:

e cbsdld =Ci

e measReportConfig=
“RECEIVED_POWER_WITHOUT_GRANT”

e responseCode =0

UUT sends a message:
4 e [fmessageistype SpectrumIinquiry Request,gotostep5,or - -
e Ifmessageistype GrantRequest, gotostep 7

UUT sends messagetype SpectrumInquiry Request. Thismayoccur inaseparate
messageperCBSD, ortogetherinasingle messagewith arrayof2.Verify Spectrum
InquiryRequestmessage containsall required parameters properly formatted

5 | for CBSDi, i= {1,2}, and specifically: PASS -
e cbsdld =Ci
e measReportis present, and is a properly formatted
rcvdPowerMeasReport.
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Ifaseparate SpectrumInquiry Requestmessagewassentforeach CBSDbythe
DP,theSASTestHarnessshallrespondtoeach SpectruminquiryRequest
messagewithaseparate Spectrum Inquiry Response message.

Ifasingle SpectrumInquiryRequestmessage was sentbythe DP containing a
2-object array (one per CBSD), the SAS Test Harness
shallrespondwithasingle SpectrumInquiryResponse message

6 containing a 2-object array. -- --

ParametersforeachCBSDwithinthe SpectrumInquiryResponse message
should be as follows:

e cbsdld =Ci
e availableChannelisanarrayofavailableChannelobjects
e responseCode =0

UUT sends message type Grant Request message. This may occur in a separate
message per CBSD, ortogetherin asingle message with array of 2.
Verify the Grant Request message contains all required

parameters properly formatted for CBSDi, i= {1,2}, and
7 | specifically: PASS -
e cbsdld =Ci
e measReportis present, and is a properly formatted
rcvdPowerMeasReport.
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3.21 WINNFFT.D.RLQ.2 - Domain Proxy Successful Relinquishment

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e DP hassuccessfully completed SAS Discovery and
Authentication with SAS TestHarness
e DPhassuccessfully registered 2 CBSD with SAS TestHarness, each with
chsdld=Ci,i={1,2}
1 e DPhasreceived avalid grantwith grantld=Gi, i={1,2} for each
CBSD
e Both CBSD are in Grant State AUTHORIZED and actively
transmitting within the bounds of their grants.
Invoke trigger to relinquish each UUT Grant from the SAS Test
Harness

Verify DP sendsaRelinquishmentRequestmessageforeachCBSD. Thismayoccur
inaseparate message per CBSD, ortogetherinasingle message with array of 2.
Verify Relinquishment Request message contains all required parameters

2 properlyformattedforeachCBSD, specifically,forCBSDi: PASS -
e chbsdld =Ci
e grantld =Gi

If a separate Relinquishment Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.

Ifasingle RelinquishmentRequestmessage was sentbythe DP containing a

2-object array (one per CBSD), the SAS Test Harness shallrespondwithasingle

3 Responsemessagecontaininga

2-object array.

Parameters for each CBSD within the Relinquishment Response shall be as follows:
e cbsdld =Ci

e grantld =Gi
» responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
4 | response (responseCode=0)tofurtherrequest -- --
messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

S e UUTshallstop RF transmission atany time between triggering the PASS -
relinquishmentsand UUT sendingtherelinquishment
requests for each CBSD.
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3.22 WINNF.FT.D.DRG.2 - Domain Proxy Successful Deregistration

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e EachUUThassuccessfullyregistered with SAS TestHarness
e Each UUT s in the authorized state

e DP has successfully completed SAS Discovery and
Authentication with SAS Test Harness
1 e DPhassuccessfullyregistered 2 CBSD with SAS TestHarness, each with
cbsdld=Ci,i={1,2}
e DPhasreceived avalid grantwith grantld= Gi, i={1,2} for each
CBSD
e Both CBSD are in Grant State AUTHORIZED and actively
transmitting within the bounds of their grants.
Invoke trigger to deregister each UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives
Relinquishment response with responseCode=0

Verify DP sends a Deregistration Request message for each CBSD. This mayoccurina
separatemessageperCBSD,ortogetherinasingle message with array of 2.

3 Verify Deregistration Request message contains all required parameters PASS -
properlyformattedforeachCBSD, specifically,forCBSDi:

e cbsdld =Ci

If a separate Deregistration Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a
separate response message.

Ifasingle Deregistration Request message was sentby the DP containing a
4 2-object array (one per CBSD), the SAS Test Harness shallrespondwithasingle -- --
Responsemessagecontaininga
2-object array.
ParametersforeachCBSDwithinthe DeregistrationResponseshallbe as follows:
+ cbsdld =Ci
* responseCode =0

After completion of step 4, SAS Test Harness will not provide any positive
5 | response(responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
Step4iscomplete. Thisistheendofthetest. Verify:

e UUTstoppedRFtransmissionatanytimebetween triggering

6 the deregistration and either AOR B occurs: PASS -
A. UUTsendingaRegistrationRequestmessage,asthisisnot mandatory
B. UUTsending a Deregistration Request message
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3.23 WINNF.FT.C.DRG. - Deregistration responseCode=103

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e UUT has successfully completed SAS Discovery and
Authentication with SAS Test Harness

e UUT hassuccessfully registered with SAS Test Harness, with
1 cbsdld=C -- --
e UUT hasreceived a valid grantwith grantld=G

e UUTisin Grant State AUTHORIZED and is actively
transmitting within the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives

2 Relinquishment response with responseCode=0 B B
3 UUT sends Deregistration Requestto SAS TestHarnesswith chsdld= _ _
C
The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 e Nocbsdld -- --

e responseCode =103

After completion of step 3, SAS Test Harness will not provide any positive
5 response (responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitorthe RF outputofthe UUT fromstartoftestuntil60 seconds after Step 4 is
complete. Thisis the end of the test. Verify:

e UUTstoppedRFtransmissionatanytimebetween triggering

6 the deregistration and either AOR B occurs: PASS -
A. UUTsendingaRegistrationRequestmessage,asthisisnot mandatory
B. UUT sending a Deregistration Request message
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3.24 WINNF.FT.C.SCS.1 - Successful TLS connection between UUT and
SAS Test Harness

# Test Execution Steps Results

e UUT shall start CBSD-SAS communication with the security procedure
e The UUT shall establish a TLS handshake with the SAS Test Harness
1 using configured certificate. PASS --

e Configurethe SAS TestHarnesstoacceptthe security
procedure and establish the connection

e Make sure that Mutual authentication happens between UUT and
the SAS Test Harness.

e MakesurethatUUT uses TLS v1.2

e Makesurethatciphersuitesfromoneofthefollowing is
selected,

2 TLS_RSA WITH_AES_128_GCM_SHA256 PASS -

TLS_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

e TLS ECDHE_RSA_WITH_AES_128 GCM_SHA256

Asuccessfulregistrationisaccomplishedusingoneofthetest cases described in
section 6.1.4.1, depending on CBSD capability.

3 e UUTsendsaregistrationrequesttothe SAS TestHarnessand the SAS PASS -
TestHarness sendsaRegistration Response with
responseCode = 0 and cbsdid.

Monitor the RF output of the UUT from start of test until 60 secondsafter
4 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.25 WINNF.FT.C.SCS.2 - TLS failure due to revoked certificate

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAS communicationwiththesecurity PASS _
procedures
e MakesurethatUUT uses TLS v1.2for security establishment.
o Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLor OCSPtoverifythe validity ofthe server certificate. PASS -
e Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.

UUT may retry for the security procedure which shall fail PASS --

4 SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.26  WINNF.FT.C.SCS.3 - TLS failure due to expired server certificate

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAS communicationwiththesecurity PASS _
procedures
e MakesurethatUUT uses TLS v1.2for security establishment.
o Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLor OCSPtoverify the validity oftheserver certificate. PASS -
e Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.

UUT may retry for the security procedure which shall fail. PASS --

4 SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.27 WINNFFT.C.SCS.4 - TLS failure when SAS Test Harness certificate is
issued by an unknown CA

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS _
procedures
e MakesurethatUUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverify the validity oftheserver certificate PASS -
o Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. PASS --

SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.28 WINNF.FT.C.SCS.5 - TLS failure when certificate at the SAS Test
Harness is corrupted

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS _
procedures
e MakesurethatUUTuses TLS v1.2for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythe validity oftheserver certificate. PASS -
e Make sure that Mutual authentication does nothappen

between UUT and the SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. PASS --

SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 | Step3iscomplete.Thisistheendofthetest. Verify: PASS -

e UUT shall not transmit RF
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3.29 WINNF.PT.C.HBT.1 - UUT RF Transmit Power Measurement

Items

Parameters

Maximum rated power (EIRP, dBm/MHz)

37dBm/MHz

Transmit dynamic range (EIRP, dBm/MHz)

1dB increments from 7 dBm/MHz to 37 dBm/MHz

A 5/ c %

(31 steps)
Occupied bandwidth (OBW) 20MHz
maxEirp values 37dBm/MHz
Spectrum — 2 — EUT %
F — 9 — G

1 4
— A
6 Ny i
7
Spectrum — 8 l EUT
Item | Connection | Shielded Length
1 RJ-45 cable No 1.5m
2 RJ-45 cable No 1.5m
3 RJ-45 cable No 1.5m
4 RJ-45 cable No 1.5m
5 RJ-45 cable No 1.5m
6 RJ-45 cable No 1.5m
7 RJ-45 cable No 1.5m
8 RJ-45 cable No 1.5m
9 RJ-45 cable No 1.5m

Note: To ensure EUT transmits with full power across the Bandwidth during the on duration of duty cycle, EUT is

running maximum traffic during the test.
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Spectrum Analyzer Setting Parameters
Center Frequency 3600MHz
Frequency Span 40MHz
RBW / VBW 1 MHz / 3MHz
Channel Power Meas Bandwidth 10MHz
Sweep Time 1ms
# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e UUT has successfully completed SAS Discovery and
Authentication withthe SAS TestHarness

e UUT hasregistered withthe SAS, with CBSD ID=C

e UUT hasasingle valid grant G with parameters {lowFrequency
= FL, highFrequency = FH, maxEirp = Pj}, with grant in

1 duration of this test case

Note:inorderfortheUUTtorequestagrantwiththeparameters

UUTsothat
the UUT will request a grant with those parameters.

AUTHORIZED state, and grantExpireTime set to a value far past the

{lowFrequency, highFrequency, maxEirp), the SAS Test Harness may need to
provide appropriate guidance in the availableChannel object ofthespectruminquiry
responsemessage,andtheoperationParam objectofthegrantresponsemessage.
Alternately,theUUTvendor may providethe abilitytosetthose parametersonthe

UUT and SAS Test Harness perform a series of Heartbeat
Request/Response cycles, which continues until the otherteststeps are
complete. Messaging for each cycle is as follows:
e UUT sends Heartbeat Request, including:
O chsdld=C
O grantld =G
e SAS Test Harness responds with Heartbeat
Response, including:
O chsdld=C
O grantld =G
O transmitExpireTime=currentUTCtime +200seconds
O responseCode =0
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Tester performs power measurement on RF interface(s) of UUT, and verifies it

complies with the maxEirp setting, Pi. The RF measurement methodisoutofscope
ofthisdocument, butmayinclude additional configurationofthe UUT,asrequired,
tofulfiltherequirementsofthe power measurement method.

3 PASS --
Note:itmayberequiredforthevendortoprovideamethodor configurationto
bringthe UUTtoamodewhichisrequiredbythe measurement methodology. Any
such mode is vendor-specificand
dependsuponUUTbehaviorandthemeasurementmethodology.
Antenna Conducted PSD Grant
Bandwidth . maxEirp ]
Frequency Gain Port 1 Port 2 maxEirp | Result
(MHz) (dBi) (dBm/MHz) ((dBm/MHz)| (dBm/MHz) | (dBm/MHz)
3600MHz 20 17 15.63 16.39 36.04 37 PASS
3600MHz 20 17 0.697 1.443 21.10 22 PASS
3600MHz 20 17 -14.09 -14.26 5.84 7 PASS
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4 Test Equipment and Calibration Data

Instrument Brand Model No. Serial No. Characteristics CaI:Dbar‘taéion Cgszrggt%n Remark
Signal analyzer Agilent N9O10A | MY52220519 | 10kHz~44GHz | Mar. 19, 2021 | Mar. 18, 2022 goﬁg;‘_cct%‘;
Signal analyzer |  Keysight N9020A | My55400138 | 102 UP 10205 | yan 43 2021 | Jan. 12, 2022 80;‘31“%‘98‘;
RF Cable-high Woken RG402 | High Cable-06 | G"gH‘Z 265 | oct. 05,2020 | Oct. 04, 2021 goﬁg;‘_cct%‘;
RF Cable-high Woken RG402 High Cable-07 | 1 GHz —26.5 GHz | Oct. 05, 2020 | Oct. 04, 2021 80;‘31“%‘98‘;
RF Cable-high Woken RG402 High Cable-08 | 1 GHz —26.5 GHz | Oct. 05, 2020 | Oct. 04, 2021 goﬁg;‘_cct%‘;
RF Cable-high Woken RG402 | High Cable-09 | 1 GHz —26.5 GHz | Oct. 05, 2020 | Oct. 04, 2021 (CTOFT(‘)’;’CCteBd)
RF Cable-high Woken RG402 High Cable-10 | 1 GHz —26.5 GHz | Oct. 05, 2020 | Oct. 04, 2021 (CToﬁg;‘fCteB‘;
RF Cable-high Woken RG402 | High Cable-30 | 1 GHz —26.5 GHz | Oct. 05, 2020 | Oct. 04, 2021 (CTOFT(‘)’;’CCteBd)
Power Sensor Agilent E9327A | US40442088 | 50MHz~18GHz | Feb. 23,2021 | Feb. 22, 2022 (CToﬁg;‘fCteB‘;

Power Meter Agilent E4416A | GB41291199 | 50MHz~18GHz | Feb. 23,2021 | Feb. 22, 2022 (CTOF:‘(‘)’;J_‘:CteBd)

Note: Calibration Interval of instruments listed above is one year.
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5 Measurement Uncertainty

Test Items Uncertainty Remark

Conducted Emission 2.8dB Confidence levels of 95%
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SPORTON LAB.

RF Measurement Plots

Appendix A

RF measurement plot for WINNF.FT.D.HBT.2 CBSD 1 Test Case ID

B Keysight Spectrum Analyzer - Swept SA

==

| SENSE:INT]| | ALIGN AUTO
Avg Type: Log-Pwr

Avg|Hold:>10/10

e e _
PNO: Fast L, 1rig: FreeRun
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RF measurement plot for WINNF.FT.D.HBT.2 CBSD 2 Test Case ID

Agilent Spectrum Analyzer - Swept SA
| RF_ [50@ OC | | |
Start Freq 3.550000000 GHz

PNO: Fast
IFGain:Low

SENSE:INT| | ALIGN AUTO
Avg Type: Log-Pwr
Avg|Hold:>10/10

| 06:00:53 PM M;

Trig: Free Run
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RF Measurement Plots Appendix A

RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 37/ Plot 1

Agilent Spectrum Analyzer - Channel Power
| RE |sog DC |

Center Freq 3.600000000 GHz

#IFGain:Low

w»— Trig:FreeRun

Ref Offset 33 dB
Ref 49.60 dBm

Cen:ter 3.6 GHz
#Res BW 1 MHz

Channel Power

25.63 dBm 710 MHz

| SEMSEINT] | ALIGH AUTO!

| 02:58:59 PM Mar 25, 2021
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AvglHold: 1001100
#Atten: 20 dB

#VBW 3 MHz

Radio 5td: None Frequency

Radio Device: BTS
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3.600000000 GHz

Power Spectral Density
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STATUS
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Power Spectral Density
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STATUS
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RF Measurement Plots Appendix A

RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 22 / Plot 1

Agilent Spectrum Analyzer - Channel Power
| RE |sog DC |

Center Freq 3.600000000 GHz

#IFGain:Low

w»— Trig:FreeRun

Ref 49.60 dBm
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RF Measurement Plots

Appendix A

RF measurement plot for WINNF.PT.C.HBT.1 Test Case ID_BW20M_Grant maxEirp 7/ Plot 1

Agilent Spectrum Analyzer - Channel Power
| RF__ [s0@ DC |

Center Freq 3.600000000 GHz

#IFGain:Low
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#Res BW 1 MHz

Channel Power

-4.09 dBm 110 MHz

| SEMSEINT] | ALIGHAUTO | 04:00:50 PM Mar 25, 2021

Center Freq: 3.600000000 GHz Frequency

Avg|Hold: 1001100

Radio Std: None

#Atten: 10 dB Radio Device: BTS

Center Freq
3.600000000 GHz

#/BW 3 MHz

Power Spectral Density

-14.09 dBm imMHz

STATUS

|sog  DC |

Freq 3.600000000 GHz

#IFGain:Low

Center

w»— Trig:FreeRun

Ref 38.60 dBm

Cen:ter 3.6 GHz
#Res BW 1 MHz

Channel Power

-4.26 dBm 710 MHz

| SEMSEINT] | ALIGHAUTO | 04:02:35 PM Mar 25, 2021

Center Freq: 3.600000000 GHz Frequency

AvglHold: 100100

Radio Std: None

#Atten: 10 dB Radio Device: BTS

Center Freq
3.600000000 GHz

#VBW 3 MHz

Power Spectral Density

-14.26 dBm /MHz

STATUS

Sporton International Inc. Hsinchu Laboratory

Page No.

s 40f4




seorronias \Wireshark Plots Appendix C

Wireshark Plots for WINNF.FT.C.SCS.1 Test Case ID

M WINNF FT.C.5C5.1.pcapng - x
File Edit View Go Capture Analyze Statistics Telephomy Wireless Tools Help
am 3@ RE e==F L5 =aqan
[ [ip.adds = 192.168.1.153 && ip addr = 192.168.1.158 & sl [X] -]+
Ho. Time Source Destination Protocol  Lengh  Info o
: 12021-83-25 14:50:27.984011 192.168.1.153 192.168.1.158 TLSv1.2 448 Client Hello
2 2021-83-25 14:50:27.984420  192.168.1.158 192.168.1.153 TLSv1.2 3891 Server Hello, Certificate, Certificate Request, Server Hello Done
4 2921-83-25 14:58:27.991856 192.168.1.153 192.168.1.158 TLSv1.2 1514 Certificate [TCP segment of a reassembled PDU]
5 2021-83-25 14:50:27.991856 192.168.1.153 192.168.1.158 TLSv1.2 573 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted
6 2821-83-25 14:50:28.08085201 192.168.1.158 192.168.1.153 TLSv1.2 1592 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
7 2821-03-25 14:50:28.087815 192.168.1.153 192.168.1.158 TLSv1.2 1489 Application Data
8 2021-83-25 14:50:29.034864 192.168.1.158 192.168.1.153 TLSvl.2  10@ Application Data
9 2021-83-25 14:58:29.835133  192.168.1.158 192.168.1.153 TLSv1.2 461 Application Data, Application Data, Application Data, Application Data,
1@ 2821-83-25 14:58:29.836822 192.168.1.153 192.168.1.158 TLSv1.2 85 Encrypted Alert
11 2021-03-25 14:50:49.38%603  192.168.1.153 192.168.1.158 TLSv1.2 440 Client Hello
12 2821-83-25 14:58:49.389751 192.168.1.158 192.168.1.153 TLSv1.2 3891 Server Hello, Certificate, Certificate Request, Server Hello Done
14 2821-83-25 14:58:49.395693 192.168.1.153 192.168.1.158 TLSv1.2 1514 Certificate [TCP segment of a reassembled PDU]
15 2821-83-25 14:58:49.395693 192.168.1.153 192.168.1.158 TLSv1.2 573 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted
e 16 2021-83-25 14:50:49.400589  192.168.1.158 192.168.1.153 TLSv1.2 1592 New Session Ticket. Change Cipher Spec. Encrvoted Handshake Message . h
Content Type: Handshake (22) ~
Version: TLS 1.2 (8x083@3)

Length: 53
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 49
Version: TLS 1.2 (8x@383)
Random: Bfaadd4a7a58ceBe9ac320b27b45630abBb6c4e7511952208fbFad5786df7dea
Session ID Length: @
Cipher Suite: TLS RSA WITH AES 256 GCM SHA384 (9x@@9d)
Compression Method: null (@)
Extensions Length: 9
Extension: renegotiation_info (len=1)
Extension: session_ticket (len=8)

@ ¥ CipherSuite (s hndshale ciphersuite), 2 bytes Parchets: 40 - Displayed: 36 (90.0%) Frotile; Defeult
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SPORTON LAB.

Wireshark Plots

Appendix C

Wireshark Plots for WINNF.FT.C.SCS.2 Test Case ID

M ZrEE - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm e I BRBsc==F78sEaqaf
[ [ip.addr = 192 168.1.153 && ip addr — 192.168.1.158 &&=l [X] -]+
Ho. Time Source Destination Frotoeol Lengh  Info ~
g 6 2021-83-25 15:44:20.776741  192.168.1.153 192.168.1.158 TLSv1.2 456 Client Hello |
7 2021-083-25 15:44:29.776866 192.168.1.158 192.168.1.153 TLSv1.2 3238 Server Hello, Certificate, Certificate Request, Server Hello Done
1@ 2021-83-25 15:44:20.788855 192.168.1.153 192.168.1.158 TLSvl.2 1514 Certificate [TCP segment of a reassembled PDU]
11 2821-83-25 15:44:20.7808855 192.168.1.153 192.168.1.158 TLSv1.2 573 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted
13 2821-83-25 15:44:20.785664 192.168.1.158 192.168.1.153 TLSv1.2 1608 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
76 2021-03-25 15:44:30.16855¢  192.168.1.153 192.168.1.158 TLSv1.2 456 Client Hello
77 2821-83-25 15:44:30.168707 192.168.1.158 192.168.1.153 TLSv1.2 3238 Server Hello, Certificate, Certificate Request, Server Hello Done
80 2021-83-25 15:44:30.174875 192.168.1.153 192.168.1.158 TLSv1.2 1514 Certificate [TCP segment of a reassembled PDU]
81 2021-83-25 15:44:30.174875 192.168.1.153 192.168.1.158 TLSv1.2 573 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted
83 2821-83-25 15:44:30.1835%91 192.168.1.158 192.168.1.153 TLSv1.2 16@8 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
154 2821-83-25 15:44:35.557147 192.168.1.153 192.168.1.158 TLSv1.2 456 Client Hello
155 2821-83-25 15:44:35.557437 192.168.1.158 192.168.1.153 TLSv1.2 3238 Server Hello, Certificate, Certificate Request, Server Hello Done
158 2021-83-25 15:44:35.561931  192.168.1.153 192.168.1.158 TLSv1.2 1514 Certificate [TCP segment of a reassembled PDU]
159 2821-83-25 15:44:35.561931 192.168.1.153 192.168.1.158 TLSv1.2 573 Client Kev Exchanege. Certificate Verifv. Chanee Cioher Spec. Encrvoted e
< >
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello ~

Content Type: Handshake (22)
Version: TLS 1.2 (8x8303)
Length: 53
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 49
Version: TLS 1.2 (8x8303)

Random: 32e3bdd9ad61@badb8d883bc5c4d18cec76638a906F89F3ce2c049c950b7 368

Session ID Length: @

Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (9x@@9d)
Compression Method: null (8)

Extensions Length: 9

Extension: renegotiation_info (len=1)

v

(O 7 CipherSuits (thsTndshake ciphersuite), 2 bytes

Pachets: 213 -Displayed: 15 (7.09) * Dropped: 0 (0.0%) Protile; Default
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SPORTON LAB.

Wireshark Plots

Appendix C

Wireshark Plots for WINNF.FT.C.SCS.3 Test Case ID

M 7 xEE - x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
aAm 2@ mRE ] e= TS EaaaH
[ [ip.addr = 192 168.1.153 && ip addr — 192.168.1.158 &&=l [X] -]+
Ho. Time Source Destination Frotoeol Lengh  Info ~
g 43 2821-83-25 14:56:10.370619  192.168.1.153 192.168.1.158 TLSv1.2 440 Client Hello |

44 2021-83-25 14:56:10.370854 192.168.1.158 192.168.1.153 TLSv1.2 3899 Server Hello, Certificate, Certificate Request, Server Hello Done

47 2021-83-25 14:56:10.379362  192.168.1.153 192.168.1.158 TLSvl.2 1514 Certificate [TCP segment of a reassembled PDU]

48 2021-83-25 14:56:10.373362 192.168.1.153 192.168.1.158 TLSv1.2 573 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted

5@ 2821-83-25 14:56:10.385723 192.168.1.158 192.168.1.153 TLSv1.2 1592 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

88 2021-03-25 14:56:18.3008748  192.168.1.153 192.168.1.158 TLSv1.2 440 Client Hello

89 2821-83-25 14:56:18.300897 192.168.1.158 192.168.1.153 TLSv1.2 3899 Server Hello, Certificate, Certificate Request, Server Hello Done

92 2021-83-25 14:56:18.308344  192.168.1.153 192.168.1.158 TLSv1.2 1514 Certificate [TCP segment of a reassembled PDU]

93 2021-83-25 14:56:18.308344  192.168.1.153 192.168.1.158 TLSv1.2 573 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted

95 2821-83-25 14:56:18.313316 192.168.1.158 192.168.1.153 TLSv1.2 1592 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

105 2821-83-25 14:56:19.276807 192.168.1.153 192.168.1.158 TLSv1.2 448 Client Hello

106 2821-83-25 14:56:19.276173 192.168.1.158 192.168.1.153 TLSv1.2 3899 Server Hello, Certificate, Certificate Request, Server Hello Done

110 2021-83-25 14:56:19.283708  192.168.1.153 192.168.1.158 TLSv1.2 1514 Certificate [TCP segment of a reassembled PDU]

111 2821-83-25 14:56:19.283708 192.168.1.153 192.168.1.158 TLSv1.2 2

573 Client Kev Exchanege. Certificate Verifv. Chanee Cioher Spec. Encrvoted
>

Content Type:
Version: TLS
Length: 53
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 49
Version: TLS 1.2 (@x@8303)
Random: 8@b73a2abcl133daa7890148cd7691b957aac953d8791435087741510eaB27dc9
Session ID Length: @
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (8x8@9d)
Compression Method: null (@)
Extensions Length: 9
Extension: renegotiation_info (len=1)
Extension: session_ticket (len=8)

Handshake (22)
1.2 (ex03@3)

v

(O 7 CipherSuits (thsTndshake ciphersuite), 2 bytes

Pachets: 136 -Displayed: 15 (11.0%) - Dropped: 0 (0.0%) Protile; Default
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SPORTON LAB.

Wireshark Plots

Appendix C

Wireshark Plots for WINNF.FT.C.SCS.4 Test Case ID

M ZrEE - X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
aAm 2@ mRE ] e= TS EaaaH
[ [ip.addr = 192 168.1.153 && ip addr — 192.168.1.158 &&=l [X] -]+
Ho. Time Source Destination Frotoeol Lengh  Info ~
g 144 2021-83-25 14:58:58.488871  192.168.1.153 192.168.1.158 TLSv1.2 440 Client Hello |
145 2821-83-25 14:58:58.4890868 192.168.1.158 1192.168.1.153 ;TLSv1.2 3115 Server Hello, Certificate, Certificate Request, Server Hello Done
148 2021-83-25 14:58:58.494538  192.168.1.153 192.168.1.158 TLSvl.2 1514 Certificate [TCP segment of a reassembled PDU]
149 2821-83-25 14:58:58.494538 192.168.1.153 192.168.1.158 TLSv1.2 573 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted
151 2821-83-25 14:58:58.5008759 192.168.1.158 192.168.1.153 TLSv1.2 1592 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
16@ 2021-83-25 14:58:58.619812  192.168.1.153 192.168.1.158 TLSv1.2 440 Client Hello
161 2821-83-25 14:58:58.619958 192.168.1.158 192.168.1.153 TLSv1.2 3115 Server Hello, Certificate, Certificate Request, Server Hello Done
164 2021-83-25 14:58:58.626944  192.168.1.153 192.168.1.158 TLSv1.2 1514 Certificate [TCP segment of a reassembled PDU]
165 2821-83-25 14:58:58.626944  192.168.1.153 192.168.1.158 TLSv1.2 573 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted
167 2821-83-25 14:58:58.631707 192.168.1.158 192.168.1.153 TLSv1.2 1592 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
206 2821-83-25 14:59:01.917829 192.168.1.153 192.168.1.158 TLSv1.2 448 Client Hello
207 2021-03-25 14:59:01.917304 192.168.1.158 192.168.1.153 TLSv1.2 3115 Server Hello, Certificate, Certificate Request, Server Hello Done
210 2021-83-25 14:59:01.922172  192.168.1.153 192.168.1.158 TLSv1.2 1514 Certificate [TCP segment of a reassembled PDU]
211 2821-83-25 14:59:81.922172 192.168.1.153 192.168.1.158 TLSv1.2 573 Client Kev Exchanege. Certificate Verifv. Chanee Cioher Spec. Encrvoted e
< >
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello ~

Content Type: Handshake (22)
Version: TLS 1.2 (8x8303)
Length: 53
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 49
Version: TLS 1.2 (8x@8303)

Random: d551d6c3011175a@91727362cc4c4bb3a32ccdd62848800F883cf4fcl3c4396

Session ID Length: @

Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (9x@@9d)
Compression Method: null (8)

Extensions Length: 9

Extension: renegotiation_info (len=1)

v

(O 7 CipherSuits (thsTndshake ciphersuite), 2 bytes

Pachets: 225 -Displayed: 15 (5.7%) * Dropped: 0 (0.0%) Protile; Default
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SPORTON LAB.

Wireshark Plots

Appendix C

Wireshark Plots for WINNF.FT.C.SCS.5 Test Case ID

M 7 xEE - x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dm e I BRBsc==F78sEaqaf
[ [ip.addr = 192 168.1.153 && ip addr — 192.168.1.158 &&=l [X] -]+
Ho. Time Source Destination Protocel  Lengh  Info S
g 5@ 2021-03-25 15:@1:27.864372  192.168.1.153 192.168.1.158 TLSv1.2 440 Client Hello

51:2021-83-25 15:01:27.864774  192.168.1.158 192.168.1.153 TLSv1.2 3891 Server Hello, Certificate, Certificate Request, Server Hello Done

54 2021-03-25 15:01:27.869838  192.168.1.153 192.168.1.158 TLSvl.2 1514 Certificate [TCP segment of a reassembled PDU]

55 2821-83-25 15:01:27.869838 192.168.1.153 192.168.1.158 TLSv1.2 573 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted

57 2821-83-25 15:01:27.882842 192.168.1.158 192.168.1.153 TLSv1.2 1592 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

95 2021-03-25 15:01:38.759895  192.168.1.153 192.168.1.158 TLSv1.2 440 Client Hello

96 2821-83-25 15:01:38.760208 192.168.1.158 192.168.1.153 TLSv1.2 3891 Server Hello, Certificate, Certificate Request, Server Hello Done

99 2821-83-25 15:01:38.764876 192.168.1.153 192.168.1.158 TLSv1.2 1514 Certificate [TCP segment of a reassembled PDU]

100 2821-83-25 15:01:38.764876 192.168.1.153 192.168.1.158 TLSv1.2 573 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted

102 2821-83-25 15:01:38.772492 192.168.1.158 192.168.1.153 TLSv1.2 1592 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

111 2821-83-25 15:01:38.775551 192.168.1.153 192.168.1.158 TLSv1.2 448 Client Hello

112 2821-83-25 15:01:38.775799 192.168.1.158 192.168.1.153 TLSv1.2 3891 Server Hello, Certificate, Certificate Request, Server Hello Done

115 2021-83-25 15:01:38.781664  192.168.1.153 192.168.1.158 TLSv1.2 1514 Certificate [TCP segment of a reassembled PDU]

116 2621-83-25 15:01:38.781664  192.168.1.153 192.168.1.158 TLSv1.2 2

573 Client Kev Exchanege. Certificate Verifv. Chanee Cioher Spec. Encrvoted
>

Content Type:
Version: TLS
Length: 53
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 49
Version: TLS 1.2 (@x@8303)
Random: cel483545d3781262857e7191f52c79b9abbab21abl3efd5b813bd6c7e2d75d2
Session ID Length: @
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (8x8@9d)
Compression Method: null (@)
Extensions Length: 9
Extension: renegotiation_info (len=1)
Extension: session_ticket (len=8)

Handshake (22)
1.2 (ex03@3)

v

(O 7 CipherSuits (thsTndshake ciphersuite), 2 bytes

Pachets: 147 -Displayed: 20 (13.6%) - Dropped: 0 (0.0%) Protile; Default
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seommon s CRL and OCSP Verify Plots Appendix C

CRL and OCSP Verify Plots for WINNF.FT.C.SCS.2 Test Case ID

Thu 15:47

*any x

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

d = @ BEERBG Q¢ P9 K= B = @ E
[i| acsp X} '} Expression... +
|No .Tuns Source .Degnnaﬁon .Pmnwuxﬂ .Lﬁngih ]nfo
} . 192.168.1.153 BTN Request
+ 63 2021-03-25 15:44:52 192.168.1.162 192.168.1.153 OCSP 3696 Response

91 2021-03-25 15:44:59 192.168.1.153 192.168.1.162 OCSP 324 Request
93 2021-03-25 15:44:59 192.168.1.162 192.168.1.153 OCSP 3696 Response
104 2021-03-25 15:45:00 192.168.1.153 192.168.1.162 OCSP 324 Request
106 2021-03-25 15:45:00 192.168.1.162 192.168.1.153 OCSP 3696 Response
141 2021-03-25 15:45:10 192.168.1.153 192.168.1.162 OCSP 324 Request
143 2021-03-25 15:45:10 192.168.1.162 192.168.1.153 OCSP 3696 Response
165 2021-03-25 15:45:15 192.168.1.153 192.168.1.162 OCSP 324 Request
167 2021-03-25 15:45:15 192.168.1.162 192.168.1.153 OCSP 3696 Response

»-Transmission Control Protocol, Src Port: 40268, Dst Port: 80, Seq: 1, Ack: 1, Len: 256
» Hypertext Transfer Protocol
w Online Certificate Status Protocol

+ tbsRequest
w requestlist: 1 item
+ Request
w reqCert
» hashAlgorithm (SHA-1)
issuerNameHash: 82a88f8c8947d43b3dba73543c76051d46b3facl
issuerKeyHash: 7cd5c94505f2ca38b67b6eb22743ea53ee705156

serialNumber : 917353450081643897

» requestExtensions: 1 item

@ 7 CertificateSerialNumber (ocsp.serialNumber), 9 bytes Packets: 211 - Displayed: 10 (4.7%) Profile: Default
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