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TEST REPORT
Application No.: KSCR2111000279AT
FCC ID: WBKRU4370
Applicant: BTI Wireless
Address of Applicant: 6185 Phyllis Drive #D, Cypress, California 90630, United States
Manufacturer: BTI Wireless
Address of Manufacturer: 6185 Phyllis Drive #D, Cypress, California 90630, United States
Factory: Sunwave Communications Co., Ltd
Address of Factory: 581 Huoju Avenue, Binjiang District Hangzhou China
Equipment Under Test (EUT):
EUT Name: Remote Radio Unit
Model No.: RU4370
Trade Mark:

Standard(s): CBRSA-TS-9001-V1.0.0
WINNF-TS-0122-V1.0
FCC 47 CFR Part 96
KDB 940660 D01 V03

Date of Receipt: 2021-11-19

Date of Test: 2021-11-23 to 2021-12-13
Date of Issue: 2021-12-13

Test Result: Pass*

* In the configuration tested, the EUT complied with the standards specified above.

Eric Lin
Laboratory Manager
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2 Test Summary
Item Standard Test Case ID Result
Multi-Step registration WINN\'/:iTOSéO:LZZ' WINNF.FT.C.REG.1 Pass
Single-Step registration for Category A WINNF-TS-0122-
CBSD V102 WINNF.FT.C.REG.3 Pass
Single-Step registration for CBSD with WINNF-TS-0122-
CPI signed data V1.0.2 WINNF.FT.C.REG.5 Pass
Reglstratlon due to change of an WINNF-TS-0122- WINNE.ET.C.REG.7 Pass
installation parameter V1.0.2
Missing Required parameters WINNF-TS-0122-
(responseCode 102) V1.0.2 WINNF.FT.C.REG.8 Pass
Pending registration (responseCode WINNF-TS-0122-
200) V102 WINNF.FT.C.REG.10 Pass
Invalid parameter (responseCode 103) WINN\'/:iTOSéOlZZ' WINNF.FT.C.REG.12 Pass
Blacklisted CBSD (responseCode 101) WINN\'/:iTOSé0122' WINNF.FT.C.REG.14 Pass
Unsupported SAS protocol version WINNF-TS-0122-
(responseCode 100) V102 WINNF.FT.C.REG.16 Pass
Group Error (responseCode 201) WINN\'/:iTOSéO:LZZ' WINNF.FT.C.REG.18 Pass
Category A CBSD location update WINRE- 2122 | WINNF.FT.C.REG.20 Pass
Unsuccessful Grant WINNF-TS-0122-
responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.D.GRA.1 Pass
Unsuccessful Grant
responseCode=401 W'NN\ZTOS;HZZ' WINNF.FT.C.GRA.2 Pass
(GRANT_CONFLICT) e
Heartbeat Success Case (first WINNF-TS-0122-
Heartbeat Response) V1.0.2 WINNF.FT.C.HBT.1 Pass
Heartbeat responseCode=105 WINNF-TS-0122-
(DEREGISTER) V102 WINNF.FT.C.HBT.3 Pass
Heartbeat responseCode=500 WINNF-TS-0122-
(TERMINATED_GRANT) V1.0.2 WINNF.FT.C.HBT.4 Pass
Heartbeat responseCode=501
(SUSPENDED_GRANT) in First WINNP-TS-0122- WINNF.FT.C.HBT.5 Pass
V1.0.2
Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) in WINNP-TS-0122- WINNF.FT.C.HBT.6 Pass
V1.0.2
Subsequent Heartbeat Response
Heartbeat responseCode=502 WINNF-TS-0122-
(UNSYNC_OP_PARAM) V1.0.2 WINNF.FT.C.HBT.7 Pass
Heartbeat Response Absent (First WINNF-TS-0122-
Heartbeat) V102 WINNF.FT.C.HBT.9 Pass

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions for Electronic Documents at http://www.sgs.com/en/Terms-and-Conditions/Terms-e-Document.aspx.
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company’s findings at the time of its intervention only and within the limits of
Client’s instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced

= except in full, without prior written approval of the Company. Any unauthorized alteration, for?ery or falsification of the content or
FOTEAOI ] % appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
3 bpenilugoion ] SduEshown Iy e st tepertreterentylo o samelo(etesied and uch sampl(e)aro oaingdfor 30482 ONN . . 7583071
< S or email: CN.Doccheck@sgs.com
No.10, Weiye Road, Innovation Park, Kunshan, Jiangsu, China 215300 1(86-512)67355888  f(86-512)57370818  www.sgsgroup.com.cn
FE-IH  BITEEE L ESWE0S % 215300 1(86-512)57355888  1(86-512)57370818  sgs.china@sgs.com
|

Test Report Form Version: Rev01l Member of the SGS Group (SGS SA)



Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR211100027901

Page: 4 of 58

Item Standard Test Case ID Result
Heartbeat Response Absent WINNF-TS-0122-
(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass
Successful Grant Renewal in Heartbeat WINNF-TS-0122- WINNE.ET.C.HBT 11 Pass
Test Case V1.0.2
Registration Response contains WINNF-TS-0122- WINNE.ET.C.MES.1 Pass
measReportConfig V1.0.2
Grant Response contains WINNF-TS-0122-
measReportConfig V102 WINNF.FT.C.MES.3 Pass
Heartbeat Respo_nse contains WINNF-TS-0122- WINNE.ET.C.MES.4 Pass
measReportConfig V1.0.2
Successful Relinquishment WINN\'/:iTOSéOHZ' WINNF.FT.C.RLQ.1 Pass
Deregistration responseCode=102 WINN\'/:iTOSéOlZZ' WINNF.FT.C.RLQ.3 Pass
Deregistration responseCode=103 WINN\'/:iTOSéOHZ' WINNF.FT.C.RLQ.5 Pass
Successful Deregistration WINN\'/:iTOSéOlZZ' WINNF.FT.C.DRG.1 Pass
Deregistration responseCode=102 WINN\'/:iTOSéO:LZZ' WINNF.FT.C.DRG.3 Pass
Deregistration responseCode=103 WINN\ZTOS&OQZ' WINNF.FT.C.DRG.5 Pass
Successful TLS connection between WINNF-TS-0122-
UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate WINN\l/:iTOSéOQZ' WINNF.FT.C.SCS.2 Pass
TLS fallure due to expired server WINNF-TS-0122- WINNE.ET.C.SCS.3 Pass
certificate V1.0.2
TLS failure when SAS Test Harness WINNF-TS-0122-
certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS4 Pass
TLS failure Wh_en certificate at the SAS WINNF-TS-0122- WINNE.ET.C.SCS.5 Pass
Test Harness is corrupted V1.0.2
UUT RF Transmit Power Measurement W'NN\ZTOSéOQZ' WINNF.PT.C.HBT Pass
SAS Version: 1.0.0.3

The UUT is a CPE-CBSD product. According to the specifications of the manufacturer, it must comply
with the requirements of the following standards:

Test standards:

CBRSA-TS-9001-V1.0.0

CBRS Alliance Certification Test Plan

WINNF-TS-0122-V1.0.2

Test and Certification for Citizens Broadband Radio Service (CBRS); Conformance and Performance
Test Technical Specification; CBSD/DP as Unit Under Test (UUT)
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KDB 940660 D01 Part 96 CBRS Egpt v03
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Description of EUT:

This is a Distributed base station systems which contains
RRU and BBU. Model No. of RRU is RU4370 and BBU is

SCELL-T4000.

To comply with CBRS SAS requirement RU4370 must works

with SCELL-T4000.

Power supply:

RRU: DC 36V~60V,
BBU: DC 36V~60V,

Sample Type: Fixed device

CBSD Class: Category B CBSD (Base Station)
Transmitter Frequency Band: LTE Band 48

Transmitter Frequency Range: 3550~3700MHz

RRU Hardware Version: SWR78202106C

RRU Software Version: VC1.2

BBU Hardware Version: SWR78202131B

BBU Software Version: V100R009C10

Test sample: 703C019380400266 (S/N)
Antenna Gain: 15dBi

MIMO Type: AT4R MIMO

4.2 Description of CBSD/DP Support Features

UUT and prior to sending a deregistration.

Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
C2 Mandatory for UUT which supports single-step registration with no CPI- Y
signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

C4 Mandatory for UUT which supports Y
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED _POWER_WITH_GRANT Y
measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the Y

Y: Supported
N: Not supported
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4.3 Summary of Test Results
WINNF-TS-0122
Classes Test Case Items Pass Items Pass Rate (%)
FT (CBSD, DP/CBSD) 36 36 100
PT (CBSD, DP/CBSD) 1 1 100
Total 37 37 100

Note:

1. Functional Test (FT): Test to validate the conformance of the Protocols and functionalities
implemented in the CBSD/DP UUT to the requirements developed by WinnForum and supporting

FCC/DoD requirements.
2. Field/Performance Test (PT): Test to check the capability of the CBSD/DP UUT to support various

traffic models and actual operations in the field.

4.4 Measurement Uncertainty

No. Item Measurement Uncertainty

1 Radio Frequency +7.25x 108

2 RF conducted power + 0.75dB

3 Temperature test +1°C

4 Humidity test + 3%

5 Supply voltages +1.5%

6 Time + 3%

4.5 Description of Support Units

Description Manufacturer Model No. Serial No.
EPC IPLOOK EPC50 /
Wireless Smawave CP860 /
Router
Base Band BTI SCELL-T4000 /
Unit

4.6 Test Location

All tests were performed at:
Compliance Certification Services (Kunshan) Inc.
No.10 Weiye Rd, Innovation park, Eco&Tec, Development Zone, Kunshan City, Jiangsu, China.

Tel: +86 512 5735 5888

Fax: +86 512 5737 0818

No tests were sub-contracted.
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5 Equipment List
. Cal. Date Cal. Due date
Test Equipment Manufacturer Model No. |Inventory No.
autp y (yyyy-mm-dd) | (yyyy-mm-dd)
Laptop Lenovo Y510P HFL000026 N/A N/A
Spectrum Analyzer KEYSIGHT N9O020A KUSZf_glMOO 2021/7/13 | 2022/7/12
Shield Room aRen! N/A KS301115-2 N/A N/A
Coaxial Cable Thermax N/A 14 2021/10/16 2022/10/15
Attenuator Mini-Circuits NAT-6-2W 15542-1 N.C.R. N.C.R.
Humidity / Temperature Anymetre THBO3 CZ7°°)°°1(4’ "I 20211014 | 2022/10/13

M
Inspechon & Testing Services &
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6 Test Method and Environment
6.1 CBSD/DP Conformance and Performance
Test Requirement: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2
Test Method: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2
WINNF-IN-0156_WInnForum_SAS_ Test Harness_CBSD_UUT_Tutorial_

vi 001
6.2 CBSD Test Procedure

a. Connect the UUT to SAS Test Harness system and RF Test instruments via the CBSD interface
and RF components. The highest level is set to test configuration.

UUT shall be UTC time synchronized

The frequency band is granted and set as UUT supported Modulation and Channels, transmitted
power of the UUT according to it granted parameters from the SAS TestHarness.

d. Each test case results were recorded and validated by SAS Test Harness system and RF
instruments test cases was recorded test results from SAS Test Harness system.
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6.3 Test Environment
Test Harness Version:
Operating System:
TLS Version:

Python Version:

Environmental Conditions:

6.4 Test Setup
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Test setup diagram for WINNF.PT.C.HBT Test case

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions for Electronic ocuments al n :/lwww.sgs.com/en/Terms-an CondltlonsITerms -e-Document.aspx.
Attention is drawn to the li ion of liabilit: jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company s flndlngs at the time of its intervention only and wlthln the limits of
Client’s instructions, if any. The Company’s sole responsibility is to its Client and this document does no( exonerate parties to a
transaction from exercising all their rights and obligations under the trar ion do ts. This dc t cannot be reproduced
except in full, without prior wrltten approval of the Company Any unauthorized alteration, forgery or falsification of the content or
+ w}/ appearance of this d is | and ders may b d to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer only to the sample(s{ tested and such sample(s) are retained for 30 days only.
2 |”Spec ﬂ&TGSImQSeNlceS Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
Z S or email: CN.Doccheck@sgs.com

No.10, Weiye Road, Innovation Park, Kunshan, Jiangsu, China 215300 1(86-512)57355888  f(86-512)57370818  www.sgsgroup.com.cn
PEIH - RUTEZEUESLEI0S  #B4%R 215300 1(86-512)57355888  1(86-512)57370818  sgs.china@sgs.com
I

Test Report Form Version: Rev01l Member of the SGS Group (SGS SA)



GS cosRE

Page: 14 of 58

7 Test Data
7.1 CBSD Registration Process

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR211100027901

711 WINNF.FT.C.REG1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with the - -
SAS Test Harness
® UUT is in the Unregistered state
CBSD sends correct Registration request information, as specified in [n.5], to the SAS
Test Harness:
® The required userld, fccld and cbsdSerialNumber registration parameters shall
be sent from the CBSD and conform to proper format and acceptable ranges. - O
2 ®  Any REG-conditional or optional registration parameters that may be included in | Pass Fail
the message shall be verified that they conform to proper format and are within
acceptable ranges.
Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.
SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdid =C - -
- measReportConfig shall not be included
- responseCode = 0
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u t
) Pass Fail
®  UUT shall not transmit RF
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Compliance Certification Services (Kunshan) Inc.
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7.1.2 WINNF.FT.C.REG.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with the - -
SAS Test Harness
® UUT is in the Unregistered state
CBSD sends Registration request to SAS Test Harness: all required and REG-
Conditional parameter included (userld, fccld, cbsdSerialNumber, cbsdCategory,
airInterface, installationParam, measCapability) for a Category A CBSD.
® The required userld, fccld and cbsdSerialNumber and REG Conditional u 0
2 cbsdCategory, airlnterface, installationParam, and measCapability registration Pass Fail
parameters shall be sent from the CBSD and conform to proper format and
acceptable ranges.
®  Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.
SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdid =C - -
- measReportConfig shall not be included
- responseCode = 0
4 After completion of step 3, SAS Test Harness will not provide any positive response B B
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u U
i Pass Fail
®  UUT shall not transmit RF

o
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Compliance Certification Services (Kunshan) Inc.
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7.1.3 WINNF.FT.C.REG.5
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS
1 Test Harness _ _
® UUT is in the Unregistered state
® All of the required and REG-Conditional parameters shall be configured and CPI
signature provided
CBSD sends Registration request to the SAS Test Harness:
®  The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airinterface, measCapability and cpiSignatureData registration m 0]
2 parameters shall be sent from the CBSD and conform to proper format and Pass Eail
acceptable ranges.
®  Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.
SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdid=C - -
- measReportConfig shall not be included.
- responseCode = 0
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u t
) Pass Fail
®  UUT shall not transmit RF
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7.1.4 WINNF.FT.C.REG.7

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

2 | UUT has successfully registered with SAS Test Harness

3 | Change an installation parameters at the UUT (time T) Tester needs to record the
current time at which the parameter change is executed.

Monitor the SAS-CBSD interface.

4 | UUT sends a deregistrationRequest to the SAS Test Harness The deregistration

request shall be sent within (T + 60 seconds) from step 3. Pass Fail
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7.1.5 WINNF.FT.C.REG.8

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 102

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

) UUT shall not transmit RF

Pass Fail
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7.1.6 WINNF.FT.C.REG.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 200

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=200) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

[ UUT shall not transmit RF

Pass Fail
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7.1.7 WINNF.FT.C.REG.12

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT isin the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. - -

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 103

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=103) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

[ UUT shall not transmit RF

Pass Fail
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7.1.8 WINNF.FT.C.REG.14

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT isin the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. - -

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 101

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=101) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

[ UUT shall not transmit RF

Pass Fail
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7.1.9 WINNF.FT.C.REG.16

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT isin the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. - -

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 100

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=100) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

[ UUT shall not transmit RF

Pass Fail
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7.1.10 WINNF.FT.C.REG.18

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness.

SAS Test Harness rejects the request by sending a CBSD Registration Response as

3 follows:
- SAS response does not include cbsdld
- responseCode = 201
4 After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=201) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify: u U
S Pass Fail

) UUT shall not transmit RF
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7.1.11 WINNF.FT.C.REG.20

During the test, run WINNF.FT.C.REG.7 and successfully register on the SAS server. Change the location
information manually and check that the device sends a deregistration request.

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions for Electronic ocuments at ttp://www.sgs.com/en/Terms-an CondltlonsITerms -e-Document.aspx.
Attention is drawn to the lii ion of liability, ind ion and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company s findings at the time of its intervention only and withln the limits of
Client’s instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior wrltten approval of the Company Any unauthorized alteration, forgery or falsification of the content or
appearance of this d | and s may b d to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer only to the sample(s{ tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone (86-755)8307 1443,
or email: CN.Doccheck@sgs.com

No.10, Weiye Road, Innovation Park, Kunshan, Jiangsu, China 215300 1(86-512)57355888  f(86-512)57370818  www.sgsgroup.com.cn

PEIH - RUTEZEUESLEI0S  #B4%R 215300 1(86-512)57355888  1(86-512)57370818  sgs.china@sgs.com
I
Test Report Form Version: Rev01l Member of the SGS Group (SGS SA)



Compliance Certification Services (Kunshan) Inc.

EEEF = Report No.: KSCR211100027901

: Page: 25 of 58

7.2 CBSD Spectrum Grant Process
7.21 WINNF.FT.C.GRA.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness, with cbsdid = C

UUT sends valid Grant Request. .
2 val qu Pass Fail

SAS Test Harness sends a Grant Response message, including

® chsdld=C
- responseCode = 400

After completion of step 3, SAS Test Harness will not provide any positive response
4 | (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u U

. Pass Fail
® UUT shall not transmit RF
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7.2.2 WINNF.FT.C.GRA.2
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: B B
®  UUT has registered successfully with SAS Test Harness, with cbsdid = C
2 | UUT sends valid Grant Request. u U
Pass Fail

SAS Test Harness sends a Grant Response message, including
3 - cbsdid=C - -
- responseCode = 401

After completion of step 3, SAS Test Harness will not provide any positive response
4 | (responseCode=401) to further request messages from the UUT. =" ="

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u t

. Pass Fail
® UUT shall not transmit RF
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7.3 CBSD HeartBeat Process
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7.3.1  WINNF.FT.C.HBT1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 |e UUThas registered successfully with SAS Test Harness, with cbsdld = C - -
UUT sends a message:
2 | ® If message is type Spectrum Inquiry Request, go to step 3, or -- --
® If message is type Grant Request, go to step 5
UUT sends Spectrum Inquiry Request. Validate:
3 ® cbsdld=C [ | O
®  List of frequencyRange objects sent by UUT are within the CBRS frequency Pass Fail
range
SAS Test Harness sends a Spectrum Inquiry Response message, including the
following parameters:
4 |® cbsdid=C . B
® availableChannel is an array of availableChannel objects
® responseCode =0
UUT sends Grant Request message. Validate:
® chsdld=C
5 ® maxEIRP is at or below the limit appropriate for CBSD category as defined by [ | O
Part 96 Pass | Fail
®  operationFrequencyRange, F, sent by UUT is a valid range within the CBRS
band
SAS Test Harness sends a Grant Response message, including the parameters:
® chsdld=C
6 | ® grantld = G = a valid grant ID _ _
® grantExpireTime = UTC time greater than duration of the test
® responseCode =0
UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:
e cbsdid=C u O
7 Pass | Fail
® grantld=G
®  operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
8 ® cbhsdld=C _ _
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
For further Heartbeat Request messages sent from UUT after completion of step 8,
validate message is sent within latest specified heartbeatinterval, and:
® chsdid=C
® grantld=G
® operationState = “AUTHORIZED” - O
9 | and SAS Test Harness responds with a Heartbeat Response message including the p Fail
following parameters: ass al
® cbsdld=C
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
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Monitor the RF output of the UUT from start of test until UUT transmission

commences. Verify:

® UUT does not transmit at any time prior to completion of the first heartbeat | O
response Pass Fail

®  UUT transmits after step 8 is complete, and its transmission is limited to within
the bandwidth range F.

10
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7.3.2 WINNF.FT.C.HBT.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G B B
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT isin AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
5 latest Heartbeat Response, and formatted correctly, including: _ _
® cbsdld=C
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® chsdld=C _ _
® grantld=G
® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: | O
S | @ UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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7.3.3 WINNF.FT.C.HBT.4
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G B B

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT isin AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® chsdld=C _ _
® grantld=G
® transmitExpireTime = T = current UTC time
® responseCode = 500 (TERMINATED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: | O

S | @ UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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7.3.4 WINNF.FT.C.HBT.5
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O valid cbsdld =C
1 O valid grantld = G -- --
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:
2| ® cosdid=C o
e grantd=G Pass Fail
®  operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® chsdld=C _ _
® grantld=G
® transmitExpireTime = T = current UTC time
® ?responseCode = 501 (SUSPENDED GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs: ] O
A. UUT sends a Heartbeat Request message. Ensure message is sent within Pass Fail
latest specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”
> B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
® chdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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7.3.5 WINNF.FT.C.HBT.6
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G B B

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT isin AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® chsdld=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 cbsdld=C B B
grantld = G
transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”
| O
5 | B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
® chdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.6 WINNF.FT.C.HBT.7

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:

O valid cbsdld =C

O valid grantld =G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT isin AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® chsdld=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 cbsdld=C B B
grantld = G

transmitExpireTime = T = current UTC time
® responseCode =502 (UNSYNC_OP_PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify:

® UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters: - O

5 O cbsdld=C Pass Fail
O grantld=G

Monitor the RF output of the UUT. Verify:

®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.7 WINNF.FT.C.HBT.9

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:

O valid cbsdld =C

O valid grantld =G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state(i.e. has not performed its
first Heartbeat Request)
UUT sends a Heartheat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,
5 and is formatted correctly, including: | O
® chsdld=C Pass Fail

® grantld=G
®  operationState = “GRANTED”

After completion of step 2, SAS Test Harness does not respond to any further
3le messages from UUT to simulate loss of network connection - -

Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: [} O
4 | At any time during the test, UUT shall not transmit on RF interface

Pass Fail
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7.3.8 WINNF.FT.C.HBT.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:

O valid cbsdld =C

O valid grantld =G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT isin AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartheat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® chsdld=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 cbsdld=C B B
grantld = G

transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify:
5 | ® UUT shall stop all transmission on RF interface within (transmitExpireTime + 60

seconds), using the transmitExpireTime sent in Step 3. Pass Fail
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7.3.9 WINNF.FT.C.HBT.11
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O valid cbsdld =C
O valid grantld =G
O grantis for frequency range F, power P
1 |® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F -- --
on RF interface.
®  Grant has the following parameters at the start of the test:
O grantExpireTime =UTC time equal to time at start of test + 300 seconds =
Tgrant_expire
O transmitExpireTime = UTC time equal to time at start of test + 200 seconds
O heartbeatinterval = 60 seconds
UUT sends a Heartbeat Request message.
2 | If Heartbeat Request message contains grantRenew = TRUE, go to Step 6, else go to -- --
Step 3.
Verify Heartbeat Request message is sent within the latest specified heartbeatinterval,
and is formatted correctly, including:
3|® chsdid=C u u]
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
® cbsdld=C
4| ® grantld=G - -
® transmitExpireTime = current UTC + 200 seconds
® grantExpireTime = same as Step 1
® responseCode =0
5 | Goto Step 2 -- -
Verify Heartbeat Request message is sent within the latest specified heartbeatinterval,
and is formatted correctly, including:
® cbhsdid=C | O
6|e® grantld=G Pass | Fail
®  operationState = “AUTHORIZED”
® grantRenew = TRUE
SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
® chsdld=C
7 |® grantld=G -- -
® grantExpireTime = UTC time set far in the future
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Continue to respond to any subsquentHeartbeat Request from CBSD with Heartbeat
Response with the following parameters:
® chsdld=C
8 |e® grantld=G - -
® transmitExpireTime = same as Step 7
® responseCode =0
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Monitor RF transmission of UUT from start of test until Tgrant_expire + 60 seconds | O
9 | and ensure UUT continues to transmit throughout the time period. Pass Fail
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7.41 WINNF.FT.C.MES1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
UUT sends a Registration Request message.
Validate the Registration Request message is formatted correctly, including:
® userld is present and correct - O
2 | ® fccldis present and correct .
®  cbsdSerialNumber is present and correct Pass | Fail
® measCapability =
“‘RECEIVED_POWER WITHOUT GRANT”
SAS Test Harness sends a Registration Response message, with the following
parameters:
3 ® chsdld = C = valid cbsdld for this UUT _ _
® measReportConfig=
“RECEIVED_POWER_WITHOUT_GRANT”
® responseCode =0
SAS Test Harness sends a Registration Response message, with the following
parameters:
® cbsdld = C = valid cbsdld for this UUT
4 | ® measReportConfig= -- --
“RECEIVED_POWER_WITHOUT_GRANT”
® responseCode =0
UUT sends message type Spectrum Inquiry Request. Verify message contains all
required parameters properly formatted, and specifically: - O
5 |® cbsdid=C :
® measReport is present, and is a properly formatted Pass | Fail
rcvdPowerMeasReport
SAS Test Harness sends a Spectrum Inquiry Response, with the following
parameters:
6 | ® cbsdid=C _ _
® availableChannel is an array of availableChannel objects
® responseCode =0
UUT sends message type Grant Request message. Verify message contains all
required parameters properly formatted, and specifically: - O
2| ® cbsdld=C )
® measReport is present, and is a properly formatted Pass | Fail
rcvdPowerMeasReport.
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7.4.2 WINNF.FT.C.MES.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness
1 |e UUThas successfully registered with SAS Test Harness, with cbsdld=C and - -
measCapability =
“RECEIVED POWER WITH GRANT”
UUT sends a Grant Request message.
Verify Grant Request message contains all required parameters properly formatted, - O
2 | and specifically: )
PY cbsdid =C Pass Fail
®  operationParam is present and format is valid
SAS Test Harness sends a Grant Response message, with the following parameters:
® cbsdld=C
® grantld = G = valid grant ID
®  grantExpireTime = UTC time in the future
3 | ® heartbeatinterval = 60 seconds -- --
® measReportConfig= “RECEIVED_POWER_WITH_GRANT”
®  operationParam is set to valid operating parameters
® channelType = “GAA”
® responseCode =0
UUT sends a Heartbeat Request message. Verify message contains all required
parameters properly formatted, and specifically: [ | O
a|® cbsdld =C
® grantld=G Pass Fail
®  operationState = “GRANTED”
If Heartbeat Request message (step 4) contains measReport object, then:
® verify measReport is properly formatted as object
rcvdPowerMeasReport
5 ® end test, with PASS result | O
else, if Heartbeat Request message (step 4) does not contain measReport object, Pass Fail
then:
® If number of Heartbeat Requests sent by UUT after Step 3 is =5, then stop test
with result of FAIL
SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:
® chsdid=C
c | ® Ograntld=G - -
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Go to Step 4, above
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7.4.3 WINNF.FT.C.MES.4
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdld=C and
1 measCapability = “RECEIVED_POWER_WITH_GRANT” - -
® UUT has received a valid grant with grantld = G
® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.
®  Grant has heartbeatinterval = 60 seconds
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message contains all required parameters properly
5 formatted, and specifically: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:
3 ® chsdld=C _ _
® grantld=G
® measReportConfig= “RECEIVED_POWER_WITH_GRANT”
® responseCode =0
UUT sends a Heartbeat Request message. Verify message contains all required
parameters properly formatted, and specifically: [} O
4 |® cbsdld=C
® grantld=G Pass | Fail
®  operationState = “AUTHORIZED”
If Heartbeat Request message (step 4) contains measReport object, then:
®  verify measReport is properly formatted as object
® rcvdPowerMeasReport
5 ®  end test, with PASS result | |
else, if Heartbeat Request message (step 4) does not contain measReport object, Pass Fail
then:
® If number of Heartbeat Requests sent by UUT after Step 3 is = 5, then stop test
with result of FAIL
SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:
® chsdid=C
6 | ® grantld=G -- --
® responseCode =0
Go to Step 4, above
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7.5.1 WINNF.FT.C.RLQ1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdid=C
1 | @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
UUT sends a Relinquishment Request message. Verify message contains all
> required parameters properly formatted, and specifically: | O
® cbsdld=C Pass | Fail
® grantld=G
SAS Test Harness shall approve the request with a Relinquishment Response
message with parameters:
3 - cbsdid =C -- --
- grantld = G
® responseCode =0
After completion of step 3, SAS Test Harness will not provide any additional positive
4 | ® response (responseCode=0) to further request messages from the UUT -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: | O
®  UUT shall stop RF transmission at any time between triggering the Pass Fail
relinquishment and UUT sending the relinquishment request
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7.5.2 WINNF.FT.C.RLQ.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdld=C
1 | @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
UUT sends a Relinquishment Request message. Verify message contains all
> required parameters properly formatted, and specifically: _ _
® cbsdid=C
® grantld=G
SAS Test Harness shall approve the request with a Relinquishment Response
message with parameters:
3 - cbsdld=C - --
- grantld = G
® responseCode = R
After completion of step 3, SAS Test Harness will not provide any additional positive
4 | @ response (responseCode=0) to further request messages from the UUT -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: | O
®  UUT shall stop RF transmission at any time between triggering the Pass Fail
relinquishment and UUT sending the relinquishment request
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7.5.3 WINNF.FT.C.RLQ.5

The same steps provided for WINNF.FT.C.RLQ.3 shall be executed for this test, with the exception that the
Relinquishment response contains responseCode (R) = 103 and responseData = “grantld”.
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7.6 CBSD Deregistration Process

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR211100027901

7.6.1 WINNF.FT.C.DRG.1
# Testgté%csutlon Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdld=C
1 | @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within
the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
5 UUT sends a Relinquishment request and receives Relinquishment response with _ _
® responseCode=0
3 | ® UUT sends Deregistration Request to SAS Test Harness with cbsdld = C. u D.
Pass | Fall
SAS Test Harness shall approve the request with a Deregistration
Response message with parameters:
4| ® chsdld=C - -
® responseCode =0
5 After completion of step 3, SAS Test Harness will not provide any additional positive _ _
® response (responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4
is complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the | O
deregistration and either A OR B occurs: Pass Fail
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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7.6.2 WINNF.FT.C.DRG.3
Test Execution
# Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdld=C
1 | @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within
the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
> UUT sends a Relinquishment request and receives Relinquishment response with _ _
responseCode=0
3 | ® UUT sends Deregistration Request to SAS Test Harness with chsdld = C. -- --
The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 | ® Nocbsdid _ _
® responseCode =102
5 After completion of step 3, SAS Test Harness will not provide any additional positive | _
response (responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
®  UUT stopped RF transmission at any time between triggering the - 0
6 deregistration and either A OR B occurs: )
A. UUT sending a Registration Request message, as this is not Pass| Fail
mandatory
B. UUT sending a Deregistration Request message
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7.6.3 WINNF.FT.C.DRG.5

The same steps provided for WINNF.FT.C.DRG.3 shall be executed for this test, with the
exception that the Deregistration response contains responseCode (R) = 103 and responseData = “cbsdld”.
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7.7 CBSD Security Validation
7.71 WINNF.FT.C.SCS .1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using ] O
1 configured certificate.
®  Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection
® Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
®  Make sure that cipher suites from one of the following is selected, - O
2 ® TLS RSA_WITH_AES_128 GCM_SHA256 .
® TLS RSA WITH_AES_256_GCM_SHA384 Pass | Fall
® TLS ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
® TLS ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - O
3 C. UUT sends a registration request to the SAS Test Harness and the .
SAS Test Harness sends a Registration Response with responseCode Pass Falil
= 0 and chsdid.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is H O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
7.7.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
1 | ® UUT shall start CBSD-SAS communication with the security procedures - H
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. )
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Fall
SAS Test Harness.
3 D. UUT may retry for the security procedure which shall fail. u D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is u 0
5 complete. This is the end qf the test. Verify: .
®  UUT shall not transmit RF Pass | Fail
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7.7.3 WINNF.FT.C.SCS.3
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 E. UUT may retry for the security procedure which shall fail. P:ss FEiI
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is u 0
5 complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
7.7.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
: . . | O
F. T for th hich shall fail. )
3 UUT may retry for the security procedure which shall fai Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is u 0
5 | complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fall

o
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7.7.5 WINNF.FT.C.SCS.5
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 G. UUT may retry for the security procedure which shall fail. u D.
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is u 0
5 complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
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7.8.1 WINNF.PT.C.HBT
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID =C
®  UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
®  UUT sends Heartbeat Request, including:
O chsdld=C
2 O grantld=G -- --
®  SAS Test Harness responds with Heartbeat Response, including: o cbsdlid = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - 0
3 .
H. Note: it may be required for the vendor to provide a method or Pass Falil
configuration to bring the UUT to a mode which is required by the
measurement methodology. Any such mode is vendor-specific and
depends upon UUT behavior and the measurement methodology.
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RF measurement plot for Test Case:

®  Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power
measurement method.

Page:

Channel Granted Conducted PSD | Antenna | Directional | Cable
Fr?'\q/llil_'ezr;cy Bandwidth | maxEIRP (dBm/MH2) Gain Gain Loss (rjnax/EIRP
(MHz) | @BmMHZ) | Anto | A1 | @@B) | @) | @) | “@B™MH2)
3555 10 37 -33.169 / 15 3.01 49.6 34.441
3555 10 15 -53.106 / 15 3.01 49.6 14.504
Note:
1.maxEIRP= Conducted PSD+ Antenna Gain+ Directional Gain+ Cable loss
2. Directional Gain=10log(n), n=2 for this test case.

Target Power: 37 dBm/MHz
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Target Power: 15 dBm/MHz

==

Keysight Spectrum Analyzer - Swept SA

MALIGN 04:59:17 PMN
Avg Type: RMS A
we) Trig: Free Run Avg|Hold:>100/100
Atten: 6 dB

Ref Level

Select Trace

v

Mkr1 3.554 92 GHz

Ref -10.00 dBm -53.106 dBm

Trace Average

View Blank ~
Trace On

More
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8 Test Data Log

Test data log refer to log files (Log files appendix) except for security test cases which shows below.

8.1 WINNF.FT.C.SCS.1

o EEaE L - 8 x
TR RO GBY BG) ) ) WM EEW) IRM RN
AmZ® REQ
LIED [~] ]+
5 Bastiarien Frosead Lgth Tste
10.88.1.55 5.2 571 Client Hello
| 10.88.1.228 Tisvi.2 1514 Server Hello
. Tsvi.2 237 Cartificate, Cortificate Request, Server Hello Done
TP 1514 48212 ~ 5000 [ACK] Seq=518 Ack=3184 Win=38400 Len=1468 [TCP segment of a reassembled POU]
Tisvl.2 1514 Certificate [TCP segment of 3 reassembled POU]
10.88.1.55 Tisvi.2 636 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
10.88.1.228 Tisvi.2 185 Change Cipher Spec, Encrypted Handshake Message
10.88.1.55 Tisvi.2 874 Agplication Data
10.88.1.228 Tisv.2 169 Application Data
10.38.1.228 Tisv.2 544 Application Dats, Application Data, Application Dats, Application Data, Application Data, Applicstion Data, Application Dota
10.38.1.55 Tisv.2 399 application Data
Y 10.35.1.228 Tsv.2 160 Application Data
464 12:00:30.637540  10.88.1.55 10.35.1.228 Tisv.2 892 Application Data, Applicaticn Dats, Application Data, Application Data, Data, Application Data, Data
Frawe 439; 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface _(72003831-4F 1D-40: 0 373), 1d @
Ethernet 11, Src: Dell 57:44:2a (ad:bb:6d:57:44:2a), Dst: IntelCor 95:27:26 (09:15:17:95:27:26)
Internet Protocol Version 4, Src: 10.88.1.55, Dst: 10.68.1.228
Transaission Control Protocol, Src Port: 5009, Dt Port: 48212, Seq: 1, Ack: 518, Len: 1468
“ Transport Layer Security
“ TLSV1.2 Recard Layer: Handshake Protocal: Server Hello
Content Type: Handshake (22}
Version: TUS 1.2 (8x0303)
Length: 81
« Handshake Protocal: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (8x6393)
Random: £3¢29473¢#bc0B604c1cba7605217BeaTOBE 34 T36ebche 1BBRE6HINITHIF
Session ID Length: 32
Session ID: Bed2265edl
Cipher Suite: TLS RSA WITH AES 255 GCM SHASEA (0xD89d)
Compressien ethad: rull (8}
Extensions Length: 5
“ Extension: renegotistion info (lensl)
Type: renegotistion info (65281)
Lengeh: 1
+ Renegotiation Info extension
Renegotiation info extension length: @
@ 7 Cisher Suite (tls. burdsbake, sipbersuitel, 2 butas) ET T =TT Lo
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8.2 WINNF.FT.C.SCS.2

R - o X
RO WED WEY Mo KEO SR Aite wEy EEw IRD WEH

26 | DREQRe=22F LS

k=i e 12 iy B0 )+
Tim Sowar Frotandd Length Tufs
88.1.228 HITR 147 GET /cbsdd_crlserver.crl HITR/1.1
1- 88.1.55 10.88.1.228 HITR 1134 HITP/1.1 288 0K

v [Expert Info (Chat/Sequence): GET /ebsdd_crlserver.crl KTTP/L.1\rn]

Host: 10.88.1.55\r\n
User-Agent: curl/7.68.8\r\n
Accept: */mirin

Arin

[HTTP request 1/1]
trame:

Frane 295: 147 bytes on wire (1176 nlu: 147 bytes captured (1176 bits) on interface \Device\NPF_(72003831-F10-a018-9931-408320061373), 1 @
Ethernet 11, Sre: IntelCor_95: 95

Intarnet Protocol Version 4, Src: 10.
Transassion Control Protacal, Src Port: 80, Seq: 1, Ack: 1, Len: 93

Ghe) b bt
.55

bt 6d:57:44: 28)

[GET sensan_erlserver.crl HTTP/L.1\rvn]
[severity leval: Chat]
[Group: Sequence]

Request Methad: GET

Request URI: /ebsdd_crlserver.crl

Request Version: HTTP/L.1

O 7 Wpertent Teamater Protecel Prataced g w1 - AT z s [ g

£ xR - o x

ZAH RO GEV BWG MEC S0 RS S0 Esw IR0 R
[x] 1+
Seatimtlon Teatoral Lot Taka
16.88.1.55 L5012 571 Client Hello
18.88.1.228 TLSv1.2 liu‘ilm Helle
10.88.1.55 10.83.1.228 L5012 385 Certificate, Certificate Request, Server Hells Done
18.88.1.228 18.88.1.55 TiSv1.2 B1 Alert (Level: Fatal, Description: Certificate Revoked)
10.85.1.228 18.88.1.55 L5012 571 Client Hello
10.85.1.55 10.83.1.228 LS.z 1514 Server Hello
10.85.1.55 10.83.1.228 TLS.2 385 Certificate, Cortificate Request, Server Hells Done
10.88.1.228 18.88.1.55 TiSv1.2 B1 Alert (Level: Fatal, Description: Certificate Revoked)
10.85.1.228 10.83.1.55 TLS12 571 Client Hello
10.88.1.55 10.83.1.228 TLs2 1514 Server Hello
10.88.1.55 10.83.1.228 Ts2 383 Certificata, Cortificate Raquest, Server Hello Done
1968 15:49:39 298187 10.88.1.228 10.88.1.55 TSz 61 Alert (Level: Fatal, Description: Cortificate Ravoked)
« >
Frame 1931 1514 bytes on wire (12112 bits), 1514 bytes ceptured (12112 bits) on interface \Device\WPF_{72003531-4F10-4015-9931-406320061373), id 0
Ethernet 11, Sre: Dell_57:44:25 (ad:bb:64:57:44:22), Dst: IntelCor 95:27:26 (09:15:17:95:27:26)
Internet Protocol Version 4, Sre: 10.88.1.55, Dst: 10.86.1.228
> Transmission Cantrol Protocol, Src Port: 5008, Dt Port: 45664, Seq: 1, Ack: 513, Len: 1460
v Transport Layer Security
“ TLSV1.2 Recand Layer: Handshske Protacol: Server Hella
Content Type: Handshake (22)
Version: TLS 1.2 (8x9383)
Length: 51
* Handshake Protacal: Server Hella
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.7 (@x0303)
» Randan: 38
Session ID Length: 32
Session I0: 7476 70192 f4a2F 163
Cipher Suite: TLS_RSA WITH_AES 256 GCM_SHAIS (dwd0ad)
Comprassion Method: null (8)
Extensions Length: 5
* Extension: renegotiation_info (len<l)
Type: renegotiation_info (65281)
Length: 1
* Renegotiation Info extension
Renegotiation info extension length: @
© 7 Cisber Suite (e handshake. cighseewital, 7 brtols) e w3 - amE 12 e RE: defult
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8.3 WINNF.FT.C.SCS.3

£ DT LR o

= x
260 WD WV DHO WRO SKW M4 RGN FEw IAD wan
ANI® DBRB Qe aqen
<]~ K83
Sowoe Destinativa Frotoesl Lungth 1ot B
10.88.1.228 1.55 Tisvi.2 574 [(1Hent Wello
10.88.1.55 10.88.1.228 Tisvi.2 1514 Server Hello
10.88.1.55 10.88.1,228 Tisvi.2 237 Certificate, Certificate Request, Server Hello Done
10.88.1.228 10.88.1.55 T 1514 48216 + 5000 [ACK] Seq=518 Ack=3104 Win=38400 Len=146@ [TCP segment of a reassembled POU]
10.89.1.228 10.88.1.55 Tisvi.2 686 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
10.88.1.55 10.88.1.228 Tisvi.2 61 Alert (Level: Fatal, Description: Certificate Expired)
10.88.1.228 10.88.1.55 TLSvl.2 571 Client Hello
10.88.1.55 10.88.1.228 Tisvi.2 1514 Server Hello
10.88.1.55 10.88.1.228 TLSvl.2 237 Certificate, Certificate Request, Server Wello Done
10.88.1.228 10.88.1.55 TP 1514 48217 - 5000 [ACK] Seq=518 Ack=3104 Win=3B400 Len=1460 [TCP segment of a reassembled POU]
10.88.1.228 10.88.1.55 Tisv1.2 686 Cortificate, Client Key Exchange, ificate Verify, Change Cipher Spec, Encrypted Handshake Message
10.88.1.55 10.88.1.228 TiSvi.2 61 Alert (Lavel: Fatal, Description: Certificate Expired)
10.88.1.228 1,55 TiSv1.2 571 Client Hallo
10.88.1.55 .1.228 Tisvi.2 1514 Server ¥ello G
Frane 251: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface \Device\NPF_(72063831-4F10-4018-9931-408320061373}, 1 6 >
Ethernet II, Src: IntelCor_95:27:26 (80:15:17:95:27:26), Dst: Dell S7:44:2a (ad:bb:6d:57:44:2)
Internet Protocol Version 4, Src: 10.88.1,228, Ost: 10.88.1.55
Transmission Control Protocol, Src Port: 48216, Dst Port: 5609, Seq: 1, Ack: 1, Len: 517
v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (ex0301)
Length: 512
~ Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 508
Version: LS 1.2 (ex8303)
Randon:
Session 10 Langth: 32
Session 10:
Cipher Suites Length: 62
Cipher Suites (31 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 373
~ Extension: ec_point_fornats (lened)
Type: ec_point_formats (11)
Length: &
EC point formats Length: 3
Elliptic curves point formats (3)
: supported_groups (len=12)
upported_groups (18) <
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e Searas Cagth 1o B
10.88.1.228 571 Client Hello
‘ 18.88.1.55 1514 Server Hello
10.86.1.55 10.35.1.228 237 Certificate, Certificate Request, Server Hello Done
10.85.1.228 10.36.1.55 1514 48219 + 5880 [ACK] Seq-518 Ack=3104 Win=35460 Len=1468 [TCP segnent of a resssembled POU]
39 14:18 10.85.1.228 10.35.1.55 638 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spee, Encrypted Handshake Message
41 14:10:50.467689  18.88.1.55 18.88.1.228 61 Alert (Level: Fatal, Description: Unknown CA)
45 14:10:50.424583  10.85.1.228 10.35.1.55 571 Client Hello
50 14:10:50.425114  10.86.1.55 10.35.1.228 1514 Server Hello
5214:10:50.42514  10.86.1.55 10.86.1.228 237 Certificate, Certificate Request, Server Hello Done
5614:10:50.471684  10.86.1.228 10.88.1.55 1514 48220 - 5000 [ACK] Seq=518 Ack=3184 Win=38462 Len-1460 [TCP segnent of a reassembled POU]
5B 14:10:50.471684  10.86.1.228 10.88.1.55 688 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
10.86.1.55 10.88.1.228 61 Alart (Level: Fatal, Description: Unknown CA)
10.88.1.228 10.88.1.55 571 Client Hello
10 5 28 s
. = = e ER SN )
Frane 31: 1512 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Devlce\WPF_[72083831-&F10-4D18-9931 4DB320061373}, 1d B
Ethernet I1, Src: Dell 57:4d:2a (ad:bb:6d:57:44:2a), Dst: IntelCor_95:27:26 (@6:15:17:95:27:26)
Internet Protocel Version 4, Sre: 18.88.1.55, Dst: 18.88.1.228
Transaission Control Protocol, Src Port: 5608, Dst Port: 48219, Seq: 1, Ack: 518, Len: 1458
nsport Layer Security
TLSW1.2 Reeord Layer: Hondshake Protocol: Server Hells
Content Type: Handshake (22)
Version: TLS 1.2 (8x8383)
Length: 81
“ Hondshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (&nﬂlﬂ])
Randon:
Session 10 Length: 32
Seszion 10:
Cipher Suite: TLS RSA WITH AES_256_GCM SHA3GA (0x029d)
Compression Method: null (8)
Extansicns Langth: 5
v Extansion: ransgotistion_info (lenel)
Typa: renagotiation_info (65281)
Length: 1
“ Renagotistion Info extension
Rensgotiation info extension langth: B
=)
O 7 Cigher Suite (tla handehake cipharmite), 2 byta(s) @ 1es - 2RT 18 (00w R Defuilt
- o x
WED AFL EHD REY S0 TRAD e
e AT =Zaqan
HES -]+
Seres Sustisation Trotoml Luncth Lot -
10.86.1.228 10.88.1.55 Tsvi.z 571 Client tello
10.86.1.55 10.86.1.228 TSz 1514 Server Hello
10.86.1.55 10.66.1.228 TSz 237 Certificate, Certificate Request, Server Hello Done
10.86.1.228 10.86.1.55 e 1514 48219 + 5009 [ACK] Seq-518 Ack-3104 Win-33900 Len-1060 [TCP segwent of & reassesbled POU]
10.86.1.228 10.88.1.55 TSz 686 Certificate, Client Key Exch ertificate Verify, Change Cipher Spec, Encrypted Handshake Message
10.86.1.55 10.86.1.228 sz
10.86.1.228 19.89.1.55 TLsvi.z 571 Client Hello -
10.86.1.55 10.86.1.228 TSz 1514 Server Hello
10.88.1.55 10.88.1.228 TSz 237 Certificate, Certificate Request, Server Hello Done
10.88.1.228 10.88.1.55 e 1514 48220 + 5090 [ACK] Seq-518 Ack-3104 Win-38480 Len-1060 [TCP sepment of & reassesbled POU]
10.88.1.228 18.88.1.55 TSz 6BG Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
10.86.1.55 10.88.1.228 TSz 61 Alert (Level: Fatal, Description: Unknown CA)
10.86.1.228 18.88.1.55 TSz 571 Client Hello
10.88.1.55 10.88.1.228 TSz 1513 Server Hello i
Frame 41: 61 bytes on wire :m bis), 61 bytes e (488 bits) on dnterface \Device\WPF (72003331 -4F10-4D16-3931-4DB320061373), 1d @
Ethernet 11, Src: Dell 57:44:2a (ad: 2a), Dst: IntelCor_95:27:26 (09:15:17:95:27:2
Intarnes Protocol Versdon 4, Src: 10.88.1.55, Dst: 10.88.1.220
Transnisston Control Protocol, Src Port: 5008, Dst Port: 40219, Seq: 3104, Ack: 4072, Len: 7
* Transport Layer Security
* TLSVL.2 Record Layer: Alert {Level: Fatal, Description: Unknown CA)
Content Type: Alert (21)
version: TS 1.2 (0x0303)
Length: 2
* Alert Message
Level: Fatal (2)
Description: Unknown CA (a8)
© 7 UAF: dire cqptura In pregressy il o4 - BB 10 6w BB sefult
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10.88.1.228 10.88.1.55 Tisvl.2 571 Client Hollo
| 10.88.1.55 10.88.1.228 TLSw1.2 1514 [Server Hello
10.88.1.55 10.88.1.228 Tisvl.2 237 Cortificate, Certificate Request, Server Hello Done
10.88.1.228 10.98.1.55 L 1514 48222 ~ 5800 [ACK] Seq=518 Ack=3184 Win=38402 Len=1468 [TCP segment of a reassembled POU]
10.88.1.228 10.88.1.55 Tisvl.2 687 Cortificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
10.88.1.55 10.88.1.228 Tisvl.2 61 Alert (Level: Fatal, Description: Decryt Error)
10.88.1.228 10.88.1.55 Tisvl.2 571 Client Hello
10.88.1.55 10.88.1.228 Tisvl.2 1514 Server Hello
10.86.1.55 10.88.1.228 TiSwl.2 237 Certificate, Certificate Requast, Server Hello Done
10.88.1.228 10.88.1.55 e 1514 45223 ~ 5000 [ACK] Seq-518 Ack-3104 Win=38409 Len1460 [TCP segment of 3 reassembled POU]
10.88.1.228 10.88.1.55 TiSwl.2 687 Certificate, Client Key Exchange, Certificate Verify, Cnange Cipher Spec, Encrypred Handshake Message
10.88.1.55 10.88.1.228 TiSwl.2 61 Alert (Level: Fatal, Description: Decrypt Error)
10.88.1.228 TiSwl.2 571 Client Hello
10.86.1.55 TiSwl.2 1514 Server Hello |
|« >
Frame 54: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface -_{72003831 }, 1d 8
Ethernet II, Src: Dell_57:44:2a (ad:bb:6d:57:44:2a), Dst: IntelCon 95:27:26 (09:15:17:95:27:26)
Internet Protocl Version 4, Src: 16.86.1.55, Dst: 10.88.1.228
Transmission Cantrol Protocol, Src Part: 5008, Dst Part: 48227, Seq: 1, Ack: 518, Len: 1468
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protacol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x8383)
Length: 81
“ Handshake Protacol: Server Hella
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (9x8303)
Randon: Buﬂlfeﬂsﬂmual)s;ﬂ!z?ﬂ]313(93!lnﬂdzs?ﬂ?zﬂe]16&53619(1160?99683&3
Sesston I0 Length:
Sesston 10: 14065215175
Cipher Suite: TLS_RSA_WITH_AES_256 scn_suuu (@xbe9d)
Compressian Method: null (8)
Extensions Length: &
~ Extenslon: renegotlation_info {len=1)
Type: renegotlation_Info (65281)
Length: 1
~ Renegotiation Info extenslon
Renegotiation info extension length: @
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9 Photographs

9.1 EUT Constructional Details (EUT Photos)
Please Refer to Integral and internal photos for details.

- End of the Report -
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