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Ethernet Port Power Over Ethernet (POE) PSE settings

If the WaveTunnel device is powered by AC power. The four ethernet ports can be configured to
support the POE out. The max. Watt of the total power is limited to 120W. The default PSE is
disabled. If you need to power the external device via the WaveTunnel, please configure the
proper PSE settings.

[WEB GUI| Configuration-> Network ->Ethernet -> PSE POE

[Mobile App] Settings -> POE PSE

81



USER MANUAL AND CONFIGURATION GUIDE

[CLI] config -> ethernet -> pse

Update the device settings

General settings
To update the description,location,Country code of the WaveTunnel device on this page.

[WEB GUI| Config -> General
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[Mobile App] Settings -> General

[CLI] Config -> device -> general
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Syslog settings

To export the log messages to the external syslog server, you can enable the syslog server on this
page. The settings include enabled/disable, server address, port.

[WEB GUI] Configuration-> General -> Syslog Server

[Mobile App] Settings -> Syslog
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[CLI] Config -> device -> syslog
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NTP settings

You can configure the NTP settings of the WaveTunnel to synchronize the date time with the
external server. It requires that your WaveTunnel can reach the NTP server in your local network
or Internet. If there is no NTP server available, the WaveTunnel sync up the date time with the

user's client device when they login.

[WEB GUI| Configuration-> General ->NTP ->

[Mobile App] Settings -> NTP
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[CLI] config -> device -> ntp

Auto persistent settings

There is a mechanism in the WaveTunnel device which you can disable the persistence of
configurations. This means the configurations are temporarily stored in memory as “running
configuration”. It will be lost if you reboot the WaveTunnel device. It's useful if you want to test
some new functions. If the device runs into any issue, you can just reboot the device back to the
previous good configurations.

[WEB GUI] Configuration-> General ->Running Configuration ->
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[CLI] Config -> autosave
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Type “persist” command to save the configurations permanently.
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Monitor the WaveTunnel device

There are several pages in the system you can use to monitor the status of your WaveTunnel
device. You can check these sections below for more information.

Check the system resource usage

You can check the resource usages of System CPU, Memory, Flash Drive and Temperature on
this page

[WEB GUI| Monitoring -> Device -> General
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[Mobile App] Dashboard

You can click the Dashboard widget to see the usage of system resources.
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[CLI] Show -> Device -> Hardware
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Check the accumulated traffics of ethernet ports

On this page, you can check the accumulated traffic statistics of each ethernet port since last boot
up. It includes Bytes sent, Bytes received, Packets sent, Packets received, Error in, Error out, Drop
in and Drop out. These values are reset when the system is rebooted.

[WEB GUI] Monitoring -> Ethernet
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[Mobile App] Monitoring - > Ethernet Port - >Traffic

[CLI] Show -> ethernet -> stats

94



Check the historical statistic

The WaveTunnel collects the historical statistics every 10 minutes, and the collected data last for
30 days. You can query the TX/RX traffic going through the WaveTunnel connection or ethernet
ports with different criteria.

[WEB GUI] Statistics
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Check the events and alarms

The System events and user operations are logged in the event database. These events are
classified by category, severity and type. You can do the full search or sorting to locate the events
you want to check. For some critical events, it will be translated as an alarm to notify the user on
the Dashboard banner or sending out the SNMP trap.

[WEB GUI] Events

The alarms shown on the top banner. You can check the list and acknowledge it.
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[Mobile App] Events

The alarms shown on the top banner. You can check the list and acknowledge it.
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[CLI] Show -> events
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User Management

User Login

This is the page for the user to login to the management interface. The user authentication is
provided by the Linux user database and the default user is “admin”. You can create more admin
users based on your needs.

[WEB GUI]  Type the http://[[management IP address] on your browser
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[Mobile App]

Select the device you want to connect
via WIFI or management IP.

Input the username and password to
login the Mobile App.
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[CLI] Use SSH client or Serial cable to connect to the CLI.

User Logout
There is a button on WEB GUI and Mobile for the user to logout the system. The user session is

cleared after the logout.
[WEB GUI] - Logout

[Mobile App] - Logout
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[CLI] - Logout
For CLI, type “exit” to logout the console.

Change the user password

You can change the password on this page

[WEB GUI] — Change Password
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[Mobile App] — Change Password
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[CLI] — Change Password

Change the enable password of CLI

For CLI, there are two levels of command set. To enter the second level, you need to input the
“enable” password. The default password is blank but you can change it via the following
commands.
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Add New User

Add a new admin user to the connected WaveTunnel device.
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Delete User

Delete a new admin user from the connected WaveTunnel device.

System Operations

Reboot the WaveTunnel device

To reboot the WaveTunnel device, you can issue the request from the interfaces below. It takes a
few minutes for the WaveTunnel device to come back.
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[WEB GUI]
Operations-> System Operations-> Reboot

[Mobile App] Settings -> Reboot
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[CLI] Operation->reboot

Reset the WaveTunnel device

To reset the WaveTunnel device, you can issue the request from the interfaces below. To be
aware that all the configurations and user data will be lost after this reset operation.

[WEB GUI] Operations-> System Operations-> Reset
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[Mobile App] Settings -> Reset

[CLI] Operation -> reset

109



USER MANUAL AND CONFIGURATION GUIDE

Backup the configurations of the WaveTunnel device

On this page, you can back up the configurations of the WaveTunnel device for future use.For
example, rollback to the earlier settings or restore it to another replacement device. You can also
download the backup file to your local computer to avoid losing the configurations if the device
runs into the abnormal state. The max. Number of configurations that can be backup is up to 10.

[WEB GUI] Operations-> System Operations-> Backup

[CLI] Operation -> backup
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Restore the configurations from the Backup file

[WEB GUI]
Operations-> System Operations-> Restore

Upload the backup file from your laptop.

Restore the configurations from the old backup file.

[CLI] Operation->restore
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Diagnostic and troubleshooting

Checking the Status of the WaveTunnel connections

To check the status of the connections of WaveTunnel devices, there are several pages you can
visit to get the information. See the explanations in the following sections.

[WEB GUI] Tunnel Topology

Check the status of connections of your devices and how they are connected. Mouse hover to the
device or the link to see more information.

You can check the upstream/downstream tunnel metrics from the “Monitoring-> Wave Tunnel”
page.
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You can also check the realtime traffic widgets on the Dashboard to see the traffic/bandwidth of
your wave tunnel connections.
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[Mobile App]

Click the button to check the WaveTunnel connection status in the Topology Screen
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From Dashboard, you can check the real time traffic/bandwidth passing through the WaveTunnel
connections.

Check the upstream connection metrics
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Check the downstream connection metrics
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[CLI]
show wavetunnel stats

show wavetunnel upstatus
show wavetunnel downstatus
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Ping Test

You can run a “Ping” test to check if the traffic can be sent to the destination.

[WEB GUI]
System > Operations > Diagnostic > Ping
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[CLI]

Traceroute Test

You can run a “Traceroute” test to check how the packets are routed to the destination.

[WEB GUI|
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[CLI]

Traffic Test

There is an internal tool in the WaveTunnel we can use to generate the traffic on the WaveTunnel
connections.

[WEB GUI]
System > Operations > Diagnostic > Traffic Test

Specify the criteria and traffic direction before generating the traffic and monitor the result on the
widgets.
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[Mobile App]
Monitoring > Link Traffic

Specify the criteria before generating the traffic and monitor the result on the widgets.
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Mirroring the Ethernet Port traffic

For the troubleshooting purposes, this function provides the capability to mirror the packets on a
specific port to another port in the local or neighboring device. To be aware, the settings are not
persisted which are cleaned up after system reboot.

[WEB GUI]
System > Operations > Port Mirroring

Local Port Mirroring

Operations-> Port Mirroring-> Local
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Remote Port Mirroring

Operations-> Port Mirroring-> Remote
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[Mobile App]

Settings > Mirroring > Local Mirroring
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Settings > Mirroring > Remote Mirroring
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[CLI]

AVS(operation-mirror-local)#
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AVS(operation-mirror-remote)#
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Download the Support Logs

You can download the support logs from this page and send it to Airvine support for further
investigations.

[WEB GUI]
System > Operations > System Operation > Download Logs
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Appendix 1
Event/Alarm Code Definition

{

"101": {
"description": "update configuration successfully",
"type": "Admin",
"severity": "Infa",
"notification": "False",
"category": "Configuration”

2

"102": {
"description": "update configuration failed",
"type": "Admin",
"severity": "Error",
"notification": "True",
"category": "Configuration”

2

"103": {
"description": "country code changed",
"type": "Admin",
"severity": "Warning",
"notification": "False",
"category": "Configuration"

3

"104" {
"description": "timezone changed",
"type": "Admin",
"severity": "Warning",
"notification": "False",
"category": "Configuration"

h

"105" {
"description": "user added",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "User"

h

"106": {
"description": "user deleted",
"type": "Admin",
"severity": "Info",
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"notification": "False",
"category": "User"
3
"107": {
"description": "configuration backup",
"type": "Admin",
"severity": "Infa",
"notification”: "False",
"category": "Configuration”
2
"108": {
"description": "configuration restored successfully",
"type": "Admin",
"severity": "Warning",
"notification”: "False",
"category": "Configuration"
2
"109": {
"description": "configuration restored failed",
"type": "Admin",
"severity": "Error",
"notification™: "True",
"category": "Configuration"

}
"110": {

"description": "Device support log files have been downloaded",

"type": "Admin",
"severity": "Info",
"notification"; "False",
"category": "System"
h
"111":{
"description": "firmware upgraded successfully ",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "System"
2
"112": {
"description": "firmware upgraded failed",
"type": "Admin",
"severity": "Error",
"notification™: "True",
"category": "System"
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"113"{
"description": "firmware image corrupted",
"type": "Admin",

"severity": "Error",
"notification": "True",
"category": "System"
2
"114" {
"description": "Configuration rollback",
"type": "Admin",
"severity": "Warning",
"notification”: "False",
"category": "Configuration"
2
"115" {
"description": "Change primary firmware blank",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category"; "System"
2
"116": {
"description": "Change primary firmware blank failed",
"type": "Admin",
"severity": "Critical”,
"notification": "True",
"category": "System"
3
"117":{
"description": "Download the firmware image from server",
"type": "Admin",
"severity": "Info",
"notification”: "False",
"category": "System"

h
"118": {
"description": "Download the firmware image from server failed",
"type": "Admin",
"severity": "Warning",
"notification": "False",
"category": "System"
2
"119": {

"description": "Delete the firmware image file from the device",
"type™: "Admin",
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"severity": "Info",
"notification": "False",
"category": "System"

b
"120" {

"description": "Download the backup file",

"type": "Admin",
"severity": "Infa",
"notification": "False",
"category": "System"
2
"121" {
"description": "Delete the backup file",
"type": "Admin",
"severity": "Warning",
"notification"; "False",
"category": "System"
h
"122": {
"description": "Set DHCP IP failed",
"type": "Admin",
"severity": "Critical",
"notification": "True",
"category": "System"
h
"201": {
"description™: "high CPU usage",
"type": "Device",
"severity": "Critical",
"notification": "False",
"category": "System"
h
"202": {
"description": "high memory usage",
"type": "Device",
"severity": "Critical",
"notification”; "False",
"category": "System"
h
"203": {
"description": "insufficient disk space”,
"type": "Device",
"severity": "Critical",
"notification"; "True",
"category": "System"
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3
"301": {
"description": "upstream tunnel disconnected",
"type": "Device",
"severity": "Critical",
"notification": "True",
"category"; "System"
2
"302": {
"description": "downstream tunnel disconnected",
"type": "Device",
"severity": "Critical",
"notification": "True",
"category": "System"
2
"303": {
"description": "weak upstream tunnel signal",
"type": "Device",
"severity": "Warning",
"notification”: "False",
"category": "System"
2
"304": {
"description™: "weak downstream tunnel signal”,
"type": "Device",
"severity": "Warning",
"notification”: "False",
"category": "System"
2
"305": {
"description": "upstream tunnel connected",
"type": "Device",
"severity": "Info",
"notification"; "False",
"category": "System"
h
"306": {
"description": "downstream tunnel connected",
"type": "Device",
"severity": "Info",
"notification”: "False",
"category": "System"
h
"401": {
"description™: "new wifi client”,
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"type": "Device",
"severity": "Infa",
"notification": "False",
"category": "User"

12
"402" {

"description": "management SSID disable",

"type": "Admin",
"severity": "Warning",
"notification": "False",
"category": "Configuration”

2

"501": {
"description": "device reboot",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "System"

3

"502": {

"description": "device critical reboot",

"type": "Device",
"severity": "Warning",
"notification"; "False",
"category": "System"

3

"601": {
"description": "user login success",
"type": "Admin",
"severity": "Info",
"notification”: "False",
"category": "System"

h

"602": {
"description": "use login failed",
"type": "Admin",
"severity": "Warning",
"notification™: "False",
"category": "System"

h

"603": {
"description": "user logout",
"type": "Admin",
"severity": "Info",
"notification": "False",
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"category": "System"

2

"604": {
"description": "Add User",
"type": "Admin",
"severity": "Info",
"notification": "False",
"category": "System"

2

"605": {
"description": "Delete User",
"type": "Admin",
"severity": "Infa",
"notification"; "False",
"category": "System"
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