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i Actual welaes of PIM, WMITM, KITYTE are clisplaved as per the
current s=tti19s of cevice,

Wii. Fesporse to the settings comnard varies as per the device, e
tor LMOSELMOTE mcdules it incluc es KOREM conman

4.3 UART Settings commands:

431 *AT*BAUD™MH

i Queryard secemmaid

ii. Beud rate cueny "AT'BALID-"rr

iii. Beud rate cuery reaors REFCBALIDTTZ220002)7, MLrlze s ir curly
hracksats showes the seral numaer as per lze ow talls,

iv. Beud rate secconmand TAT' BALICE" Set Modale hautl rete as
28400 hpsl

W Moc e 1eed o not 2o perform power-on-oft after changes at baugl
rate s=ti1q

Wi, Refer helow table S2r haud rete settings:

1 G000 1 “REM-BALIG—260001] ~
2 | 12200 2 — Defaulz haugd | "REM-BALIG- 1920002
rate

3 | F8400 3 "REM-BALIC-3840003 "

4 | 5Fe00 4 “REM-BALIG-STE00["

5 | 5200 5 "REM-BALIG-132 005"

g | 230400 o REM-BALIG-23N400061"

7| 4eCEOD 7 “REM-BALIC-AROS00( 7"

B 821500 h “REM-BALIG—2216008)"

2| 13324010 3 REM-BALIG- 1352 40005
T Copyricht LM Tesnolzges Ltd Mace 35 0t62
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432

*AT*FAR™MH

Query ard setconimad

Macity query conmand "AT AR

Maity ad=ry repert REF S TARITY-Monsd) iMacule uses clefault
parity . 2Ery ~ norel lamber noourhy Brackets shows the s2ria
rumnheras per below tasle,

Maity set commard; "AT' A" 5et Mod.ale parity as ocdl

kodu e 1eed o 0ot 2o perform poweron-ott after changs ot parity
=etting,

Raer heloew table “or parity settirgs.

1 Maity Mo1e N —<efault perizy | REMTARITY ons 01"
& Ma ity acd 1 REM-TARITY =l
3 Ma ity even & REMTARITY - =wani 2"
433 “AT*STOP™r\n
i Query ard se:oenimaid
i, Ato2hitcusry conmend: "TAT STORTAr
iii. Stalhit cusry repot RERCETOMStop_Cneld) s nodule uses
defaut stop hizas — onel, Mumae - ir cLrly brackets s 1ows the serial
rumnheras per below tasle,
v, Stazhitsetoonmand "ATSTCET Set rcdale stop 2it 85 wal
v o Modu e reed] nat to e orm poseero-ott after chaigs of pacity
=etting.
Wi Refer helsw table 5orstop it settngs

5t kit e 1 — clefault stop

(it

TREM -5 T Stop_tanedl)

5taz hit twi i "REM-STCMStop_Twod 1

434

A Copyricht LM Tesinnlsgies Lid

*AT*FLCAN P

Qlery ang st comnanc

Flowe contrzl query commard; “AT'F O ="

Flowe contrzl query react "REM-FLECAW=0=F" mzdule Lses de'aal:
e Cort ol OFF

Flowe contrzl st commanc,; “AT'F oo =0r " ySet rucduale thow
conmrel M)

It the w=er is changing the tlow contral of Zdevice, atter acceRting
corumand with Gk resiponse, ricd.ale shows report as
REM-FLCW_CHARGE- M_Mogess

Mocl e wil perorm reoct nochanges = ow control moce

Mage I0otE2
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Vil Itmocla e sin o contrel OFF nsde and wser cives command to
mzke tFe thew cattra GFF, thar mzdule will resizang as O ut
<ha | not pertom eboo Simiar apielies o flove contral GFF seding.

4.3.5 AT CTSMAn:

i Query comimaid
ii. CToousry commanct TATTTS=700r
iii. CTSouery eport maduls will report the 2otual status of TS lins
2.9 REMCTSOFF or "REM-CTS0=F"
iv. 73 line cannot be set ezet,
¥y o This conmand is applicable to- LMOY4 madule anc LMOECE adagter

43,6 *“AT*DER™r\n:

i Cuery conimantd
i, O53cusry canmend; AT LRER-T0r
iii. D5 cuery repars module wil repact the actial status of DER line
s REM-LER-CEFT ar “REM-BERE-0F=".
iv. D57 ine cannot be sexresst
W This conmand is applicable to LMOF4 module anc LMOEE aclapter

437 “AT*RTS"MnN:

i 5etonly comnanc
i, ATEline seteset conunaid "AT RTS-CM 0 or
AT RTSGFF™A,
ii. RT= lims cannct be quei=d,
iv. This corunand s appicalzle for MI7E oo e 312 LSS adaMer,

43,8 “AT'DTR™rn:

i St cnly comnmanc
i, OTRIi12setreset commard; “AT TR=CH™EAD o
"AT'DTR-OF="rr,
ii. OTRli1e cannat e queres,
iv. This conrmand is applicable to- LMOY4 madule anc LMOES aclapter

439 *AT*MODEM "M

i Cueryard se-cemmaid
i, MODEM cusry comnand; “AT RODEM—=T"rr
i, MODEM cusry resart; "RE™ S MODEM-TOME™ imadule uses Zefzult
MODEM sedirgs g5 "no1="
iv., MODEM se:zemmatd "AT MODERN -LOCAL™ ar
“BT'MODEM-Remote”
o Feter helow table er MODEM sedings.

1 M= Dea.lt setting

A Copyricht LM Tesinnlsgies Lid Mage 37 ot 62
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2 Locel LMOEELVNT uses 37 5/0TS
ard DTRDSR in locpleck node
= Remote Wher LW OEELMGTS s

connacted b2 remote device,
LMCRZL VN sends TS DTR
line statl.s to remaos deyice anzd
receiwas CTS 5R [ine stetus
from rennte Cevice

Wi Moclem settings LOCAL ard REMOTE are tollowes] wke 1 Flow-
zontl is of

i, MODEM conrand is applicalzie tar LMO7S macule ansl LWMOSE
Adater,

4.4 Blustoath Security Settings cammands:

44,1 “ATPIN™An

i Queryard sesconimaid

i, MM auery command "AT TIN50

iii. MM aquere repat: REMCIMN-"2247 imodule uses deftault N as
1234

ive MM oset commane: “AT FIR-00711225357 or “AT' TN Ahed”

o Meximan FIM lenath sapeor=d is as per BTZ 1 standard ie 15
btz M string can ke nume iz 2nly, alpha on v cralizha numerre,

Wi, Exanples ferwalic FIN et conrmangds,
“AT'PIMN-00M2 2333435057787 or AT ' PIMN-0012233BBrc D D=t”

44,2 AT QPIN™rn

i Cueryard se-cemmaid
ii. Oynamic FIM query compranc; AT REM-T0r
iii. Dwnamic FIM query epcrt REM-CES-OFF" imadule uses defzult
Or M as ntf)
iv. [hynamic FIM set enahble cr disable commads “AT DEM-OM or
“BT'DEIM-2f
W Wher mcdule Fas DRIM setting 35 GFF, Madale Lses a Gxad PN
provided cetault as 1235,
vi. Wher mcdule Fas DPIM setting 335 CGh, module exppects the
ghvnamic NN trony custa nar as per the MITN and 10-Type settings.
wii. Farturther on 3T2.1 2eining and bITH, GEIM, FASSKEY messzass
refer "L 951 LMOEST Mairng docemert™,

443 “ATMITM™rn

i Queryard se:conimaid
i tManik The Middlel M T quaery conmangd AT MWITR= e
i, MITM cuery resart; REM:K I M-OFF !moacule uses Zefault MITH
as nif)

A Copyricht LM Tesinnlsgies Lid Mace 3B ot G2
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iv. MITM ze:enazle ordisable commans; "AT WA TR-0MN or
"B Thi—oft”

4.4.4 “ATIQATYPE™rn

i Cueryardsecemmaid

i, Apot Qo type tor Dynemic 2 KTYTE query comnard;
SETIOTY E=7Mr

iii. KITYTE query repot REM:EOTYFE-MC_Inout™ imadule uses
defau t [GTYFE 33 " 10 ingut cutput™)

iv. [TYTE medi~y commard: "AT 10T 2E-<B_CMLY " or
“ARTIOTYE-<B_Orly™,

o Following [O-types ere sapiorsd,

1 Mo “ngzut MO_InCus | atfiotyize-nc_inoet REF STy =M O niCe
output

2 b=y Boad KB_my | atfiotyize-kb_Cinly REM Ty M =—kKB_nly
ol

3 Displey only | Disp_S 1y | atfiotyge RIS™ ony REC GTYM="Disp_D21lv

4 Displey aid | Disp Yt | atfiotype-QIS™ M REF GTYM=Disp_rM
contirmaticr
tor ves: ha

4.4.5 “ATREL™rn

i Esxecuticnanly command.

ii. l=erissues this canmend to delete the device fron i pairec list,

iii. DEL cammend; “AT del-00 2632721570

ive TR respanze Wil be provided if the string e1tered Fas velid BT
Acldrass, Module dele=s e device fra its patring list,

W CErt respaise wil be provided ificvalid BT address, invalic l2nath
ot addrass is arovided.

i It devics iz delsted torm tie paiing list, Medale will follosy pating
procedars hefore getting connecad with TFe cavice,

4.4.6 “AT PASEKEY"rn

i Ezecuticnanly command.
ii. Wher the rodale Fas 27IM—0M, M Th—0% and TYPE 3s
kayvhesrd Only, ir pairi1g procecure module gives indication
Ik L PSS LT,
iii. Ll=erskall provide the pess key notollcwirg tomat;
AT PASSKEY-"23470r

A Copyricht LM Tesinnlsgies Lid Mage 39 otg2
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v, Ay inteqger within the rance Jint32 iz consice e as wvalic MFassgey
4.4.7 AT PASSCFM™rin

i Esxecuticnanly command.

ii. Wherthe modale Fas 27IM=0N, M TWM=0M and TYPE 33
DISPLAY corfirmetio1 Yes Mo, in pairirg aracecdu e macu e gives
inclication "Ik 0o PASEE oo,

iii. Ll=serstall provide the cofirmation tor pass key ir followiig format:
tabt rassotn TR 3TA1n e or
tatt rassotn TR 25R215.n0T

4.4.8 “ATSTOPFRAIR™Mn

i EBrecuticnanly command.
ii. Llsedbas@z the pariig procedure tor £ device
ii. Oicethe modale stats paTiig eracecurs, f1e steck comp etes the
proced.ars within naxkimom 20 secangs, Lser £a1 stop the pairing
prioced.re within this tine.
ive lzsue commard to stop f1e paiing procedure with the BT add ess
ot the pear devne e, "AT Stopeeir D012 51257215

4.4.92 AT PAIRLIST™rn

i Cuery only sonimand
ii. Marstoguery commang: AT A LIS 0
iii. Marlst report may be rukple line i©moedlle is pated with mae
tha1one device [Faied devices repoirt is s 1w in followsi 1o tornat

REM-FAIRLIST-OOM26f35T2101,
REM AR _IST-0M 251257213,
REM2AIR_ISTEMDT
iv. Darlst repert cen 2 maltigle ling, 2o irdicete =2nc ot the repont
TREM-CAIRLIST-EMD™ is cisplaved at end.

4.5 SPF Related commands:

4 51 *AT*FIND™n

i Executicn only command,
i, L=sedtesmanthe discovery of Blusteath devices nearkyy.
iii. Start discovery commend fanmat is "AT'F MO-CH ™0
v, Ato2 discovery ot Bluetooth cevices by comnanc
“AT'FIND-CF R,
Yo Mo e shows Cistovered devices with their rare ard addressss.
Each device is repcrec as socr as it is discoverad
Vi Reponrt tor each cevice is setwiirew 'ne, —o ndicatz the e1d of
the dscovery repat, "REFFINDEME" messaue is shown.
Wil It modu e cid net get repy to 1an que vy of renate devica i will
disgzlay MULL in rarme stirg (e, mow 2 in below reperts,
Wil Exanple repot “or discove v
“attingd-anst T nd—on
T Copyricht LM Tesnolzges Ltd Mace 400t 62
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(L

REF=IMO-5tars,

= 10002-52-1135a5 Serial Adlapter
= 2 0020-dera 13172 LML

= 2 4425-00-clatr5E MUILL

— 4 AcdS-23-0Zh 240 Redninote
REFS=IMD_EMD- 4 dev'ies tound.”

452 *AT*ROLE™rn

i QueryardSet command,
i, Querycommaitd = "AT RGLE=Yrr
iii. Feporttor P rae cusnyis "REM S Eole—SLAVE™RAr | Deta.dlt
releis Slave mode sapeoting MM inca ning connect ons.

1 Dh.al rale A relelual REF 5P Role—DAL
¢ 5P 5 ave anc
S maste-rae]
S Slave Cnly AT rzleslave REF ST Role—5LAVE
S Maste: arly | AT elemmeszer | REFSPPRole~MASTER

al|Ied

v, Wher the medaleis in 23l node, it £a71 azcept noomiig ST
connaction as well asinitiaze cutcoing SN conrector whereas
modu g Can 1ot azcept o initiat2 new connect’an when it is already
connacted to any remete devce. BEg it nradu e 13z estalzlshead ar
outnoirg connection, than atter =2rorirat’ ng tha outgeing
CONN2CTion it can accept iNCoMNg Cennection,

Yo 11 slaveonly rele

1. BONDC=Valid-B-azdress, (g0, 30OND-0012-61-357215,

o hocl e wll Azcept connectia 1 recusst anly from honcec
ey e, Connection requssts from ather devices wil he
rejectedd by maduls,

& BOM COa-00-000mnnm,

e  Modu e will zooept connection eyues: trom avy davire

Wi 11 mraster-only rele, Rafer 800N and 30MD conmang 2r maore
flatails,

Wil 11 any rele (daal, Slave only or Mesz=r ol role) mcd.ale can
su2poit cnly cne cornection az ar instanca,

453 YATACOM™MH

i Queryardse:comimard,
ii. This=seting s aepicakzla for Waster on v rela,
iii. Autocornact queny conmang: AT ACDMN YR
v, Auto cornect queny repert REMACOR-OFFT
w o Cormand toset ACON 35 OM iz “AT ACOMN-0M ™A
Vi Wher the medale iz in vaster-only rele anc ACGH setling is O,
1. BOND—Valic-Bl-address, (g0, I0ONMD-0012-61-257215

A Copyricht LM Tesinnlsgies Lid Mage Al otG2
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o |t device 133 vwaid adoress tor BOME, it k2eps issuing
CONNSction request o that device t1l the connection is
=stzhlishead

& BOMCO000-00-00nmnnm,

e |tdavice has BOME address 335 Zenz, it will stat dscoverny
ot nearhy Slustooth devices ard issues connection
request t¢ first cund device,

Wil Wher mcdule is n aster-only role anc ACOM setting is OFF,
mociu & wi | wait fior AT commang “am user to initste the
COnNSction regusst i macule will 197 azce any incaming
CONNECtio requests,

454 “AT*EBOMIE™MH

i Cuery ard sesconimaid
ii. Stcomnand; AT BCGRECOMZSE357215™ A, Davice wil 2stablish
connaction ony with re note davice having B edcress g5
NM2ef357 215,
iii. et comnand; “AT BGROCOOOOOAONNANN™Ar, Davice will
sstzhlish connect an with a 1y cewvice,

W This seting s app icalle for WMasteronly, slave-only role, When
Bond address settng hiclds a vel'd Blustonth address sFe1
LMCEEL ANTLLMSE] will estalzlis 1 connaction only with tiat
flevce,

wio LMOBRELANTALMSE] car he pairec wth meximum 3 cevices anc
stores the device eddresses i1i= permenent nercry (thiz is called
as TOL-Trustec_Davices_List or "DL-Mared_Devices_List! wher=as
izzan he hondad to on v one device a7 a time whose address is
me tionad in I0N0 conrmangd settirag.

Wvil, Bond cevice address quary commang: "AT'BEORD=?
Wi, D=faalt settings is ER B CAO0=00-rnnic s,

i Setting sor detzult bong device address is Zercie device is not
honded to ary remnte cevice and a1 3scept o issUe Sonnaction
request o Ny reree davice

¥ Corwmand to set ACOM a3z Op s "AT SOOI 0,

ki, Wher tha medale is in Waster only mole anc ACOR setzing is OM,
modu e 2erforns the discovery of nearby davices ard tries 1o
connact w1 the first founc davice tor SPM contectia,

455 *ATHCOMN™MR

i Executicn only command,
i, Adpeorzd in 3ET MeseEonly ard Deal made
iii. Itmodue s MASTER role anc ACON seting iz ON, the madu e wil
Alwrays resza1d o this conmand as "ERRT as it anly issues 3
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connaction reguest to BOMD ey, or it pertonms discoverny or is
awer ang 2tem s to cornest to first device foungd,

iv. Ll=er can start o initiate cutgaing 0P cairectior,

Vo Duatgaing connection command: "AT 'conr—IMZeE357 21570

Vie TR response wi | be provices! if the string & 1tered 1335 walid 3T
Addrass, madule is it carectad to a1y cevice,

Vil TEr respaise wil be proviced if irvalid BT adzress, invalic lenoth
ot acdrass is aravicled arif the madile is gleathy i1 connected
tate

viil,  Afte modale gwes OF res2onse to at—conn command, it <tats the
connaction pracedure, Result of cornection procedure is indicsted
as irdicatian messans,

1. I nCORN _FAICURE-ID2Ef357 215 messaqe i shown
t inclicate the tail.re in connectan with 30 azddress GO12-
o357 215,
£ IR DNCOMRECTED-OOM2Ef357215™ messaq= is showr o
inglicate ke ST connection is successtully established a1d
the devices are in connectec sAate.

Q12 the devices are conectasd, LY 951TELMA5Tis in SFR-

connectedonline-data mode, Every string & tered oy hast

o JART is treeted as daza ard is trars nittec 12 sonnacted

ey e,

4, Llser car come aut of th's mad=s by ertering t1e Escaps

SECUSnCE

a1

4 5.6 Escape sequence F++"

i Executicnonly commandisequence,
i, Sapeor=d only in SPP-cennecied-online-data moce.

jii. llserissues this conmend to =nter in SPP<onnected-anline-
command mace.

iv. [tthe L.serissLes escape sequence in SMPLonnactedonlire—laa
whan LED MO s Blirkiig, OK response is give 1 by nooule and
macll e eners ir SPPconnected-online-command moce.

¥. O1cethe medale enters 'n SPM-connectedonlirecorimand node,
ary stirgs entered on VART are considered g5 AT comnrands ansd
are processad by mcule (=l the mcdule is 1 connesed statel,

¥i. 11 5PPconnactedonlirecorimand node, users can queryy adate
mogl e setings and stat the disconnect’on by issuing at*drog
corumand

4 57 *AT*ALITO™MMH

i Ezecuticn only conimaidiequence
i, Sappor=d only in SPP-cennected-online-command mocle.
jii. Ll=erissues this commend to =nter hack ir SPP-connected-online-
data mace,
iv. Afte enterng i1 5™ MFsonnactecd-onlire-tdasm moce, any data
anteed or LART is trensmitter] 2o t1e re now= davice ove:
Bluezzth.
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4 58 *AT*'DROP™HH

Wi,

Wil

Wi,

Ezecuticn anly command.

Supear=d in all 377 rales idual, nasteronly o sleweonlv,

Ll=er issues this conmend in 5™ Mconnacteckonlire=cerwnand
mocle to terrina= t 12 existng SPC contectia1applicable sor
sxistirq nocomiig e oatg2ing 370 con1ectian.

connection temnaticn command: e,

AT DRG0 2355 rr

SR regpanse Wil be proavided if the string & 1tered 133 walid 3T
acdress end nocu & s conneced to the device with enterec BT
acddress end nodu e s in orlinecemmanad meds,

“Er resppaise wil be provicded if iralid BT adodress, invalic l2nath
ot acdrass is arovided, nocu & s ot cornected 1o ary Cevice,
AT crop somima1d causes the incicaticn messace to ndicats the
flevtes ae suncassfully discornected.

OO MECT Z 02357 2157 indication massage is
shown to incicaze tie madule is discoines=d tror oFe Cevice with
BT acdress Q012-5+-357 213,

4.6 Firmware Upgrade commancds:

461 *AT*UPGRADE™MNA

Execusicn anly command.

Sappor=dinal 577 reles idual, nasteronly or sleweoni.

The medale should rot be coniecter 2o BLE or any Bluetooth
flevw o hefore stanting the procedurs,

ll=er issues this canmend in SPP-cannected-online-command
mocle to 2ertorn t1e GTA-H s Ere-L pyreds,

Llser sFall enter this com mard with pessword provided tor firmeare
Lpsrade. I the passwerd is corect, then nodule issues O
respn1se and ‘s ready tor gerfermiig tirmesare uparsda,
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5. LM961 Over The Air Firmware Upgrade Procedure

This serctia1 describes the procedurs to perorman over ke artimsars
Lporade for the LMESST medules,

Il=ers can use serial terminzls ke Hercules, Hyze Termriral, Teraterm o Putty
St for #2rial commun o 3tion with LMS2E1 modu &

[1th's document, the tenn “naw image™ refers to the tmeere imeges 12 which
the LMEET will e uparac e to,

Tha LKMBE1 receives the 1ew image from a peer device which is connected =
i=e [ wih Bh.etacth,

Tha LMIS car receive new imegas ower 500 proti & only. The module doass nct
LRt gther Blueonth protiles to receive 3 rew image,

51 Prerequisites for Firmware upgrade:

511  New Firmware imags:

i Mew Finnware imags is prowded as “socows: bin™ file to user
ii. U=erskall staethisimege o1 MoALadop/device used 1o Jonnsct 1o
the L 2R1 nodule for O A uparacle,
iii. LMSST medule car he upg-aded with the image provided Iy L
Tesiralsties only,

5.1.2 PFeer Bluetooth device require ments:

i Mee Bluetooth devre s1ould suaport s2ndiig file over 5T pratile
wsnme mehile applicatiors may not sLpport this)
ii. LM techrologies hes tested LWOAELMOER o LMSAT maocule 12
serd the new i mage with Hercules wxilize treny wnd ows [,
iii. Mee:device shavldd sapeact pairing requirements,
iv. LMSST will connest anly with Maired cevice Feice recejfves intags
anly fran paired device,

5.1.3 PRairing and Authentication of Peer device:

i LKBaTcen pai- with remete devce w1 fised [N,
ii. LM2STcen i with ericte device with dyvraric 2k anc MITW
protectior e1ahlec,
iii. Fordetaiec pairing procedurs of LMS2E1 with AT comn-ancs, please
refer cocument " MY nradule Pairing procedure [R1.0, 24"
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51.4 LMO9G1 requirerments:

i LMEST cenlze SPT naster finitiate connection wizk remote dey'ce)
or ZMP Zlave (Accept connection RouUSsT trom emate device)

5.2 Firmware upgrade procedure Flow chart:

The flowr £ 1art balowe illast -ates the finnmsere uagrade arocecure, Figlhighti o
messades wien the upgrace e aticr is successfu,

The cormments showy sFe t3ilure ponts as FM o FE,

Tha cavse ot fai ure 2nints and actions to evercame then are dscus=ec in the
Sl asenuent sRETGr,

Mate: During the Lporade pracedere, after the madule dizplawys the messags
Teeathy to recepwe O A file™, F the Lsar tails o send the i mage to the LI5S
mocll e, the maculed.sar carnet t2rminste the OTA mace. The use - [as 1o
provide power-oniotf cycle o core out of 074 aparade moc e, Arother wey =0
core out of this mictle; the emote connacted davice has 1o serd at-least 200
bvtes ot data, ~he neodule will rest chis data asar Lparede imeges bat die 2
tilure i-will rebont itselt with exist ng fir meare
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<

LM951 connects to peer device
(5593 lave or SPP-master|
¥
AMS61 drsploys message
“IND* CONNECTED=O0L 26F357215"

*

LM3EL moduie isin
‘Online-connected-5PF-Data-mode”

v

Enter escape sequence “+++" om local WART
Modute should respond a3 "OK™
&

UM3EL moduie isin
“Cnline-connected-1PP-Command-mode”

Provide Firmware Upgrade password through AT command
“AT ' ungradesMUPDATEV] S0°

v
V361 module shalirespond as

o

¥

IMS61 module shallrespondas
“Rsady to receive OTA file”

v

I Peer device starts sending nesy smage I

¥

LMBEL maduie thows messape
FIND" or TPTN3"

k- P2

S | ]

L - - - P2

- - P

rm device Completes sending new smape I

v

IMS61 module shows messages
“Sign_Ox"
“Sink_Ciosed”
W_PASS_2" or "V_PASS Y
v

[ M55 module has successfully upgraded the firmware ]

4

[ W95 3 module restarts el with warm reboot ]

L~~~ FPS

[ Upgrade procedure 15 completed l

Flgura v Brnyvine Ungrene oy nia

Mates The Srrweare wparade pessword is dependent on the curert firmeeare
VETSIonN
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L.2  Possible Failure paints and corrective actions

The fol owing s=ction <escrilzes the possikle tailure 2aints whie
pertamng an Cher the Airfirreeare upgracle, It also cowve s possib e
regsans 1or enars what 3 ussr £a1 45 to Sornest then.

5.31 Failure point 1:

i After enterng the ezcase sequence "++" the mocu e skauld
resiz01d as 04 and enter 0 Onine-connecteckcon manckmoc e,

i, It modue cossnot responc as "0k [izwill rot reely 35 "ERR™ i this
tatel, n-odu e 5 still in Tonline-connactec-dazm-maode” end sends
flaza to remnte Cevice,

iii. M Cexeis toggled or LZ0 00 stacts blirki1g 2o shawe the mocule s
resdy to acoept the escape soqLe e,

iv., Llserskodls e1ter escape sequence immediate v atter ke D10 [ed
=tats hlirkiig

v [t moc e co2s not reply as "R user should wait till noodu e s
resdy 1o rece v Naxt SsCape seuencs.

Wi, hoc e s eady o process fromware Lporads eve 1 it thers gre
multip & attempts of failure to enter in Online-connectec-corimandt
maosle,

Vil Llser cannot pracess “arther steps fmodule dees rot eterin
onlineconnacted-coenimaid-mac e,

Mates It the Currens timware or the LM9ST madules iz a Bridae epalicetian
or GAM-Central-01ly, Fen atter 3PT connection the LEADST enters inta
Corumand made Tien there is ro 1eed to ens=rthe Ezcase sequenca,
Th= user cen diecdv issue the "AT uparade” comnard,

5.3.2 Failure point 2:

i O1c2the mocule enters into the Q1line-connactec-conima 10
maocle, the Lser sholldd provide the fimrsere uagrade password
thcunk AT commands.,

i, Ifthe ussr providestie carect finmware uparace aasswand, the
moell e responcs to the conuma 14 as "Gk and displays the
messans "Ready 2o rece s OTA file®

iii. The rodule reles as "ERR”

4. Itthe Lser2nmers 3 wrong aassware for uporace cenima 14,
moell e responcs as ERME,
b Firmware upgrace password is depence 1t an current

finmware veson at the modu e,

E.q it the carrert firmware version on the modu e s 1,207,

the fir meare upgracle password will e

“AT'uparac e~ LM PDETEWIS O

o I1the "AT'uzqrade” comnard the string ater =" is C3se

sensitive and shouldd e erterad in all uppercase o lette 5

It the modu e eplies as "ERRT, the Lser shouldl -ry e 1terng

the correct passwa-d ard try 2o qesthe messane "ecdy 12

recapse OTA file™,
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. Th= module can process successfl ly ever thouch izalready
Fedl mare sFan 2one tai ue atten pt while gatting "Ready o
recepva OTA tile™ nressans.

h.3.3 Failure point 3;

i Q12 the mocule enters in Orline=connecteckcomrancskmoc g, the
Lser sheuld provide the timwere uparace aasswons tirouch AT
corumand

i, Ifthe Lser pravides the correct firmware aparace passwerd, the
madule respends o the canmend with "Gk

ii. Atte: display'ng the O resza1se, the n-odu & Cisp avs the
meszaqe "Ready o rece s GTA file™ it it is in the state to reosive
the upq -ade inan=s,

iv. Mhocu e replies as ~State Err”

3. Mthetinmwere ua0race JEsswnn is corract bt nodule i not
i staz w2 perforn the Lporede procadire, the mocu e wil
resin1d as "State en” ta che TAT Ui ade” conumanzd
ko The redule will disp ey "2tate en” messsqe it it is no:
connacted 1o remote cevice or it has Iost the curet
connection.

It moc e eplies as " State err”, the Lsar cannat poseed ti

the timware upgrazle procedure and sheuls S 1eck tar che BT

connaction of LMSE1 with peer cevice

o I11th's case, the wser shall start the Lparades precadure “om

the beq niming.

Re*er to the image 28 o

[

b
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‘- oot TR wiiey by H-poop oom

LOP Sy ~eal | 0P s | TCP Samves | UDF
Py Tomnd clals

R T RIS __# Chi

i . HI_”:]l ol p

gt | T e
iimreday B widis

Vearmmn A 2%

|t =T 55 T2 e M H ot |

Figura 2 DART nessiney whon tha moails @ not fonnecion 09 e coor Jdesra

h.3.4 Failure point &

i Aterthe mocule shows the messans “Fracdy o rec2ive O7A tile™, it
is resdy 12 receiwe the Lpgreda imes s,

ii. Aftethe pesr device hegins se1ling the file, the mocl & opans
int=rnal nmemory parttio 12 or patizicr3 o wrte th's image

ii. The messags "FTHM2TTTHIT indicates tha: the nrocdu & is writing
the ti & to pEfitionZ partitia 13,

iv. This messzqe shou d app=ar a1e 2 two s2conzds atter the peer
=tats serding theti e.

v |t the nodule does no:show Fis messagqe, batthe peer davice
inclicates that the file hes Beer sent. an e tor has accerrad,

Wi 11 th's case the Lser should powver the modals an and o o resst
the mingule with the “AT 'res=t=1" con-mang and try the procadurs
tronm start acain,

Wii. Reterto the image 2e ow
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%

LDP Setp  Geid | TCPTRerd | TOF Server | UDP | Tost bode | dibomd |
el Sanl ddli

Entering Memmage Loop
mi ¥Rt jre TEt TaeETinga=T
Ll
ADDR=i 002 End0atal
BRME=IKSEY I Dafaulc
ERAT R=CR
DCOA=CH
BROD=
ST0P=0
FREIT =0
FLOW=FY
SRFRsle=DOAL
ACOM=OFT
OPIN=0FT
PIE=1234
WER=L. 50
REF+= 1 SETT IRGI=END
it adde= et * acldy=7
o,
BEE=  ADDR=O0 03 SEA0R SRS
THE: FhIR=OO L4225 15
a1 3 il prar=paireCiiFEETETILS, Roraps

o
IHD® | ERATR=CH, D0 L26LR571
0

LA

IND* 1 COINECTED=Q0 23 6I307E1S

At aporades UIFIATEY 1 20

me OTR FLIE Zesgive..q

FPartithon & W openad fo

skare new imape

@ @ @oss @ors oA RIS
S

- et o Hmurnun

[FrsgaseLuurrareni=a Wt e || o
Eleroded o Tl Ml

[ = po B 251 accp [~ HEA -Send | Wainian 325

Figura 3 UART messigay pioan [he TCOLE peny & oo hhion 50 w2 O e G0E
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5.3.5. Failure point 5:

i The message "FTHZ TTHI i1zlicates thazthe nrocu e is writing 3
file to zartition 2 partt ond, nooddule s eceiving the file a2 wrt'nog it
ta the partton,

ii. Afte:the peercevice shows that it hes successtuly sent the i e,
LEBET will close the partitia,

iii. Afteti1e parition is closesl, the messags "Siqn_ Ok indicstes tiat
the macule has recepead Signatu e,

iv., Theressace "Sink_Clesec” inddicates thaz the n-odule hes closed
the patiticr afzer receiving the rardom striig

v o Atethe partton is closed and it the upgrade procsedars is
corpleted successtul v, the produ e shows the messzge
I A U UL R

vie [t mocu e skows ke aled-CRCT messane;

a, It CC atthe receivad imagqe s not matchiro to the CRC
me ticn2d in the imace. the macule skows 3 "Failed-C 3"
MeEssans.

b This may e becauze ot d'stirba 1oesfinte “erences in
wiraless transmission If s the user should repaattie
proced.ars from hedinring

£ Th= radule restarts itzelf wth 3 warn reset and starts
SEECUTING 112 exist g i mage,

o Retertothe image 28 o

UDF Sehgy Smal | TEF T | TOP Gy | (D Tl Madw | dinmg
By pryml T d sl
o
=ER ™ 18
P Eras
rl E
[IF TR
I H=E 2
IE: - I
spprade= HTFOATETL 50
s T
FTml
Bae K
FE] w0 T ]
X O
LTELEREAN] ERdSh{s
LECLSEE S 4l
oo @n dp o o ol nti
o]
bs :
. ratel HI_Ul.IIIIII:
A g ade =LA LA T [ B o i LR FEES)
g bl WV mri
S T R T el il =i Vs 175

Fiqura o UART messigay paan the OFC af me recelyen NI Q0es ol mEri
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Vil It the mocu e sFows “faileck5in 17 messaues;

a, It maodu e skows the g led-5i01" message, it irdicstes 13t
the sianatu e o nodule firmware is citferart than the
icnature of the rew inaoe,

b This ncicazs that the tirware uzqrade erocedure 13s heen
tollowsad correctly bt b1ere 's errcr in 1ew imacge arovicesd sor
the firmeare upgrace,

£ Ittheimage is 127 suitalzle foripe “crming a tinmsyeEre uparace
the Lsershould contact LY techna ogies.

o The rodule restarts itzelf wih 3 warn resst and stars
SHECUTING 112 exist g imace.

= [lafsrto the imace e 0w,

ﬁ Hercubes SETLE ylikby Gy FW- Grossps com - . "'ﬁ.
LIDF Gebup Sl | TCP Chewil | TOF Sprver | WGP | Tl Mrode | Abeut |
FRiscaivmd'Sen dila i 1
EnteEring Mepasges Loop T
IR : CREC I EP=0C LI e P as 77 1Y | 2 _.I
Jh
i i AL Fuporade=LEIFCATE w1 A (0 | |
s af P
FErE Ll | |
! -]
il | -]
q= Locp oy —p
1
x Chiria ]
e krar
@ @ 0SH @CE T oIR A
Sl
|ean ™ HEY  Sard | =
! =t | HIDETSs
E_'..,-.W.,,_-.-_Hl_-.'-.:n:. TEVEE ™ HEC  Sil | S N p— -
o ale o & THH willag
| o T 2 ET T S Bl I HEX Sk | Vi 33 %

Figura o LART nessigoy s00rdng 6 idore Inpmoge vanisgihion

535 Successful firmwars Upgrade:

i Theimzase heloywe Ce2ics the ressaces show 1 by the ricdale
furng a successful firmeare upgrazle procesdure
i, Afte siowing message ~Y_Fass_2" or "W_Mass_3". the modu e
perta s warm resst and starts 2xecLting the new images,
iii. [1the imegse helow, the messags "Eite ing Messza2 Loop™
inglicates that the devce has pertamed warnm rehont, The
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messeqe "UATT Initialised” indicates that the rew image hes GATT
i5 ena2lad 1o BLE connsctivity,

HAHE=CHIEL & Defaolt
FRIR=CH

DR CA=Cl

BAOD=5

STOR=0

PRRITE=]

FLOW=0TT

SPPHole=DURE
ACON=0FT

DEIN=0FF

PLH=1254%
VER=1.30

REP+®; SETTIRES=END
aCc*adir=FarC*sddr=7

el
REP= 1 AOCRA=0002 8600a%a S
IND = FRIR=[DIZELESTILE

aEepalr=001208 0887218 arcepEat pat e
DDIJECARTILS  RCOEPT

O,

THO= 1 PAER=-0K, 0013 4L 7214

1

IMNDe s CONNECTED=D 28835721

-—=E

T upgrades LHOFEATEV L S0 uporades LNUPDRTEVL S0
]

Beady Far OTR file secajys,,,

FITHE
Sign o ——Signatwe of Image is cormect
SinkCloasd ik Cloted hucceasully
¥V Pass @ — image runnlng from Partition 2
Entering Message Loop  Deyjce |s running updated g
GATT Toltialised —indsted imsee Ras GATT enabled

Figura & LART niessigoy sharng sucsessul frmeong LG ooe
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&. Simple Secure Pairing between LM961 and remote device

This sectiar descrilzes the irdicetia1 n-essages qiven by the LMDST medule
urng the pairirg procedu e, It a 52 cowvers the AT corimands thata wsarwill
resdta arovide as perthe settings of D0 M, MITW and OTYPES

The LMSZ6E1T Lses BTZ. 1 secu ity supcrti1g the cyremic PIM, but is also
coreetib e witt BT 2.0 devices whick shares “xad PIM during the pairing
procaed.ans,

.1 Pairing of LM961(BT2.1) with BT 2.0 devices

He'r the BTZ.Q deveeistreazed as LW Tecknalogies’ LMOAE device, with
firnmware ve s on .27 Wren the LMB51 has BPIN as O M-CFF, it is
coreetib e witt BT 2.0 davices, Wien DRIMN-OFF, the modu e co2s not
cae ahour MITN, 1O7YTE sattings.

Wher GFIM s OF=, madilz uses 2k daring t12 gairirag procedure with
remicte cevices D=%aul: PIM s 1224, us2rs cen change this 1o numeric only,
Alp1a anlv o alpharumsaric,

As per Blustcoth standarcs, maximi.r of 16 charactars are allessed n FIM
=etting.

611 N LMO61 has setting DPRIN=OFF

i Wher the pairing procedurs is started a1 the LMD, i will show
the inclication massage with the I0-Address of remote device £.q
Ik L PAIR-OON26F35 72157,
ii. Th=usershell provide accept’ eiec: response 12 his iiglication as
"AT'TAIR-OM 2513587215 acce ™ o
AT PAIR-DO 251357215 eject”
iii. LMSSTuses iz fixec MM
iv. [t the fixed PN ot _M3PE1 iz same 235 the other device 2airng is
LT essfll,
o ARe campleting the pairing aracedu e, the LM9STindicates (e
status of 33iing to aser e, TIMES R GE D012 Ef 3525 ar
Ik LN PAIR-FAIL DO126f33 72157,
vie It the fized PIMN of _M3E1 iz not same as othar dev'oe pairirg tails

6.2 Pairing of LM961 (BT2.1) with BT2.1 devices

He e the BTZ.0 devoe is treated as LW Tecknelogies’ LMOAR device witlh
firmware ve s'an B.9%, The passkey used daring the pairing precedilre is
fepsndent anthe [DHype setting o the LR BE,

It [-type is <o 20ard o1ly, the LMOST will exaect the 235542y tron the
Leerand Ja3se it nternally fior the pairing precedi.re

Wher the 10-tvpe is cisplay 2nly, the LIPS will displey the passksy and
the user should Lse the seme passkey 2n the ren-ote device to con plete
the pariig procedure
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Wher [D-type is s 2lay it 1 wesina confirmatian, the LM9ST displeys
passkey snd expects caatinnation tror the wser whethear the passkey for
remicte cevice is the sams,

Wher the 1O-tyize is MO-INOUT ie ncitput ne output chen iz depends an
the peer device whether -Fe 2airng wil be successful or 10t If he C-tvpe
is Mo-input-ro-output, MITM sheuld e of othansise the LMBST will never
b2 ah e to el with A rennte Cevice,

It thee LMSST angl remote device has 1O-type as o-input-ro-sutput amned
MITM a5 off then devices may paT successio by 3y "just works™ pairing
e,

6.21 LM9361 has settings DRIN=an, MITM=0n, |O-type=Keybaard-
onlby

i Attethe LMBST indicates Pairing as I REAIR OO 2513572137 ard
the Lser acoepts the Maing recuast with AT 24100 2RSS T215,
accent”, the LMBST sters the pairing pracedire

i lo-type as Kevhoard only ndicaes that Jser cen provide Masskey
tar @Einng sing AT coruma s,

ii. The hlustooth steck wil ase this Jasskay tor copleting the ReEinng
prosedare with the remote Cewvica,

iv. [ri1gthe pairing precedire, the LMB9ST dizpleys the message
Ik G PASSSTT, Thiz ind cates that the LMSE1 requires 3 Masskey
trom the Lser.

o Tha user shou d respong 12 this with “st'pass ey 12347, "2 the
passkey fior the ren-ote cevize is 1234, 12 zan he any inteqer in
ra1qe ot 22hit velae

vie Afte campleting the pairing aracedo e, the LM2ST indicates t1e
status of p3iing to the Lser 2 “IMNDSMAIR=0K, NM2ER357 2157 or
Ik G PAIR-FAIL DOMZ2EF35F 257,

6.2.2 LM9361 has settings DPIN=an, MITM=on, |O-type=display only

i Attethe LS shows irdicstian of Sairing
IR G PAIRDOI2EESST2E and Lser acce s the Mairing rec usst
with “A~ TAIR-NZEf57 215, accept™. LMS6E1 starts paing
procedars,

ii. Wher tre LSS sterts the pairing procedlre with 3 remcte device
ard Fas [O-caxability az Display cnly, LMSA1T shows the asskay for
remcte cevice g5 message TINESASSKEY 311303 here nunber
FN303 is tor reterence on v ard sho o vary “or avary devices,

i, E-tepe as Display only ingicates thazthe Mazskey g=neratec by the
Bluezzth stack tar paiing is on v displaved by 112 LMSE1.

iv. The user sheu d 2nsure thast the otber device uses the passey
provided 2 the LMOST medel2 in abews ind'cation.

v [t the rericte device uses the passksy disizlawved by the LMDST then
the paitg erocedure shouls be completed saccezsally.
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vio Attetie pairing arocedurs is completed, the LM% indicates this
as "Ik O PAIR-OK N Z 357 2157, NM25f357215 is the refersnce
B edclress anc L SR1 will skow the remote dev'ces BO-Add eas

65.2.3 LMI9G1 has settings DRIN=an, MITM=on, |Q-type=Display ¥fN

i Attethe LMOETindicates Meiing 3s kR PAIRDD 2613572157 ard
the user accepts the pairing reguest with "A TAlR=-00 26357215,
accept”, the LMBST sterts the pairing aracedu e,

ii. Wher the LM251 sterts the Miring aracedu & with the remnte
fdevce anc has [0-zaahilizy as Dis 23y _¥h e, Display passkey
ard Contirmatior is requied a3 Yes or Mo, LMSR1 shows the
Mazskey “or remnte Cevice and =xpects ti1e cafinmation trom user
A% wes or Mo

ii. The passkey is displayed Iy the LM2ST med.als as
Ik L PASSLEY-TREEI0".

iv. Llserskall provide caafinmation with t1e AT comnend 5
tatt amssctn TR ASA5T 15 Yes o
tart amssotn RO AEI5T 215 M

Yo The remete device s1auld he <et 35 [K2-tvpe a5 disalay-only o

dispplaw-Yh othersize pairirg will rot be pessikle,

6.2.4 LM9361 has settings DPIN=an, MITM=on, |O-type=hno-Input-no-
oltput

i Mariig witk the remcte device may or may nct be saccesstal ansd
depends an MITY ard I0-type settings of remicte Cevice,

ii. Wthe renicte device also has the sare settings, ther pairing nay
he sucoessfl othersise the pairing maht 137,

625 LM9361 has settings DPIN=an, MITM=0ff, |O-type=no-Input-no-
oltput

i Marig wizk the remcte device miciht be successiul if the remote
deyce alzn Fas DRIM=on, MITM-2% ard [Cype as n one,

ii. Ifthe remicte devize has I M-an o [0 type other thar e ipot n5
output, the LMEBST cennat 2air with 13t davice.
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7. Appendix

7.1 Abbreviatians

&P ATrels Secere Ceining

BT Bluezmizth

ELE Bluezocth ow e 1srgy

Bl-Add ess Bluezoicth acdress of device

BT:Z.C Blueonth 2.0 stack

BT:1 Blue=onth 2.1 stack

hAITIA Mznln "he Micdle protect’an

IOTYTE [Tt Crutaut Types D capaaility ot device!
Or M Cyramic M

M Mersonzl Identiticat on Mum2er

7.2 BLE Peripheral characteristics

hroasdcast AR "B Broadcasis o the
C1arac=ristic
"Walle

ll=er cannot read
or write o1 this
ciarac=ristic

reed Nxko2 Rl Reads ot the
Caraceristic
Walue,

Llzer can read t1is
£oraraceristic with
ROCHARAL
coerimand

write_cmd Nxl= "Wr_cnd ! Writes of t1e
Caracz=ristic
Walue without
Mg 158,

Ll=er can wrte an
th's chararcterstic
with
ATWIWORES
coerimand

wlite %00 "Wr_req” WWritas of e
Carac=ristic
Walus weit 1

MESi0 158,

Ll=er can wrte an
th's characterstic
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with
AT WRCHARWAL
sorimand

rotity 70 "COFS ! Ci=nt
contiquratian fag
tar netibgcation
=rahle

It .s2r 2nalzles -his
Hlag), rercte
flevte g 1o
rotiticat an

inzlicate N0 i - [1d cations ot a
Craracteist'c
Walle with
Az<nowletlgeman:,
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7.3 GATT UUID type

All Ll Dvalass are in e,

1orhit Attribate LILID is represenzad as "1801"

JI2-hit VLI is representad a5 "32003032"7

All J Ds are Big Endan, i, tor exan-ple 125-hit LG Q0112 23.3-1455-

GEFI-5E058-3ahbcoc deett

Ldld] - G012 233, uuid] 1] - CeeddESEEFT, uuid 2 [~ Oxa5s9%a3h

ard wuidla — Cwccdolesft,

o Itthe service-LILI D "5 128-hit, it is conpletely mentionad in the report of
Firdaer: e.q, "QOOGSS00-102-11e1-2 22 3-000 2500103555

7. It the c1araczeristic 133 122-hit LG then arly “rat 22 hits 3 2 shown

=0

SOOOQESNTT is shown whareas the actual 122-hit LILIG i "O00035501-

MOz2TE-23230002-53003535" Fere the remaning hits are sames as

that ot the 12E5-hit Zervice LD s 10w ahove
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7.4 GATT_Status_code

Tha BLE stes< Dutpats a1 -2reoe it the requires! cperation 1ails, The talxle below
lis=s the possiale eror coces with a cescription

1 (%0 AT _statls_3UCCess
£ (131 Qat_stats_invalid_hendle
z M2 Qat_stans_read_not_permitted
4 (%3 Qat_statl.s_wirite_not_permittec
o IELS a1 _statis_imvalic_pdi.
(2 x> aat_stazus_insufticient_authert cation
7 M55 aat_status_request_noat_sup2ortad
o N7 aat_stasns_invalic _otse:
d %% aa1_statis_insufticient_autherization
19 252 oatt_smatus_prepare_quee_fu
" Mxa Qat_statis_attr_not_tound
12 gl aat_stats_not_ong
13 Mz dat_statls_insutticient_ercr_kev_size
14 Ml aat_stazis_invalic_lenaqth
15 e aat_stazs_un ikely_srror
14 Mt aat_status_insufticient_erorption
17 (1570 Qa1_StatlS_UnsLpRGHeC _Cradp_type
12 M1 aat_statis_insufticient_resaurces
13 %12 aat_statis_apalication_ennor
24 13 aat_stass_initialising
21 74 aat_stass_failure
22 %1% Qat_stans_att_req_fail.re
232 (11 aad_status_att_ch_failara
&4 =17 QAT _StatLs_naE_ranrect ors
25 (17 Qa1 _stans_abiorna _cisconnectio
205 (115 aat_stans_link_lcss
27 %12 aad_stats_nta_already_sxz1an0ed
2% M%7k Qa_statls_wa ue_mis matck
£ (175 Qa1 _statls_r2j_par
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20 (157 cAatt_sAatus_re _security

31 e a1 _statls_kay_mnssing

32 M%7 a1 _statls_connection_timeout
33 620 aat_stans_rat ving

>4 21 Qat_stans_peer_abarted

35 (%73 Qat_statls_dey ce_nat_toun
3B %74 a1 _stasls_sicn_failed

37 F = at_status_lz.sy

30 Mx7E aat_stats_tineou:

39 Nx77 at_statis_imvalic_mtu

40 7% a1 _statis_imvalic_uuid

4 %75 Qa1 _stanls_sucress_Tore

42 Nxda AaT1_statls_sUCress_Sen:

43 73 aat_status_imvalicl_cid

44 (%7 at_statis_invalicl_cll

45 M3 At _szatus_db_full

4g M%7e aat_stass_invalic_phaizlle

47 (17 aat_stats_invalid_penmissicns

7.5 BLE Service UUIDs

BLE Service LILNDs to- reterence cnly,

1 Lensric ACorss SR
2 Alet Natfication Service =121
3 Autamatian 19 021215
4 Betz=ry Senvice N=120F
o Blong Pressure D121
o Body Corgasiticn Ns1=21B
! Bond Maragsment Service Nx121E
a Contin.o.s Glucass

konitaing Nx121F
3 C.urrent Time Se vice Nx12 05
1 Oyl g Moveer NE1215
11 Cvelng Speed and Cadence | 0x1215
12 Device Inta maticn DE120a
12 Environ nentzl Sensing Nx1214
14 Fitness Machine NE13 25
15 Censric Attibute D120
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15 Cllcose Ns130E
17 Heath Thermomessr 01200
13 Heat Rate Nx12 00
13 HT T sy Nx1R323
20 Hurman Interaces Cevice Ns1212
21 | nmeciate Al 01202
22 | 1doar Positicning Nz1221
22 [1terist Protoco | Sueport

SERACE Mx12 24
24 Link Less N=1203
25 Locetion ard Mavigation Ns1213
25 besh Frovisicnir g Service Ne1227
27 Mesh Frowy Service Nz1222
28 Mext DST Change Seryce D=2 07
24 Dzject Tra1z'er Service D=2 25
30 M1one Aler Stetus Serece D=2 0E
H Malse Cxrister Service NelRz2
32 Reerence Time Update

Acnice Nx17 06
33 RLrning Speed end Cadense | Nx1214
34 Scan Cargmeters Nz1213
3= Trensper Discovery Nx12 24
36 T Mot 01204
37 Llser Da=a Nx121C
33 Weig 1t Scale Nz1210
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2.2 List of applicable FCC rules
FCC Part 15.247

2.6 RF exposure considerations
This module certified that complies with RF exposure requirement under 5mm RF
distance.

2.8 Label and compliance information
FCC ID label on the final system must be labeled with “Contains FCC ID:
VVXLM961-1" or “Contains transmitter module FCC ID: VVXLM961-1".

2.9 Information on test modes and additional testing requirements
Contact LM Technologies Ltd. will provide stand-alone modular transmitter test
mode. Additional testing and certification may be necessary when multiple modules
are used in a host.

2.10 Additional testing, Part 15 Subpart B disclaimer

To ensure compliance with all non-transmitter functions the host manufacturer is
responsible for ensuring compliance with the module(s) installed and fully
operational. For example, if a host was previously authorized as an unintentional
radiator under the Supplier's Declaration of Conformity procedure without a
transmitter certified module and a module is added, the host manufacturer is
responsible for ensuring that the after the module is installed and operational the
host continues to be compliant with the Part 15B unintentional radiator
requirements. Since this may depend on the details of how the module is integrated
with the host, LM Technologies Ltd. shall provide guidance to the host manufacturer
for compliance with the Part 15B requirements.



FCC Warning

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

NOTE 1: Any changes or modifications to this unit not expressly approved by the party
responsible for compliance could void the user's authority to operate the equipment.

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. End users must follow the specific operating instructions for satisfying RF exposure

compliance.

Note 1: This module certified that complies with RF exposure requirement under Smm RF
distance.

Note 2: Any modifications made to the module will void the Grant of Certification, this module is
limited to OEM installation only and must not be sold to end-users, end-user has no manual
instructions to remove or install the device, only software or operating procedure shall be placed
in the end-user operating manual of final products.

Note 3: The module may be operated only with the antenna with which it is authorized. Any
antenna that is of the same type and of equal or less directional gain as an antenna that is
authorized with the intentional radiator may be marketed with, and used with, that intentional
radiator.



