Appendix C Services

Table 127 Examples of Services (contfinued)

NAME PROTOCOL PORT(S) DESCRIPTION

TACACS ubpr 49 Login Host Protocol used for (Terminal Access
Conftroller Access Control System).

TELNET TCP 23 Telnet is the login and terminal emulation protocol
common on the Internet and in UNIX environments. It
operates over TCP/IP networks. Its primary function is
to allow users to log into remote host systems.

VDOLIVE TCP 7000 A videoconferencing solution. The UDP port number is
specified in the application.

UbP user-
defined
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Copyright

Disclaimer

APPENDIX D
Legal Information

Copyright © 2019 by Zyxel Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, franscribed, stored in a retrieval system, translated into any
language, or fransmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical, photocopying, manual, or
otherwise, without the prior written permission of Zyxel Communications Corporation.

Published by Zyxel Communications Corporation. All rights reserved.

Zyxel does not assume any liability arising out of the application or use of any products, or software described herein. Neither does it convey any
license under its patent rights nor the patent rights of others. Zyxel further reserves the right to make changes in any products described herein
without notice. This publication is subject to change without noftice.

Regulatory Notice and Statement

UNITED STATES of AMERICA

CANADA

The following information applies if you use the product within USA area.

FCC EMC Statement

The device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and
(2) This device must accept any interference received, including interference that may cause undesired operation.

Changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
device.

This product has been tested and complies with the specifications for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This device generates, uses, and
can radiate radio frequency energy and, if not installed and used according to the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation.

If this device does cause harmful interference to radio or television reception, which is found by turning the device off and on, the user is
encouraged to try to correct the interference by one or more of the following measures:

* Reorient or relocate the receiving antenna

¢ Increase the separation between the devices

* Connect the equipment to an outlet other than the receiver's

¢ Consult a dealer or an experienced radio/TV technician for assistance

The following information applies if you use the product with RF function within USA area.

FCC Radiation Exposure Statement

This device complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.

This transmitter must be at least 27 cm from the user and must not be co-located or operating in conjunction with any other antenna or
fransmitter.

Operation of this device is restricted to indoor use only, except for relevant user's manual mention that this device can be installed into the
external environment.

The following information applies if you use the product within Canada area.

Innovation, Science and Economic Development Canada ICES Statement
CAN ICES-3 (B)/NMB-3(B)
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nnovation, Science and Economic Development Canada RSS-GEN & RSS-247 Statement

« This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation, Science and Economic Development Canada's

licence-exempt RSS(s). Operation is subject to the following two conditions: (1) this device may not cause interference, and (2) this device
must accept any interference, including interference that may cause undesired operation of the device.

¢ This radio transmitter (2468C-EX5510B0) has been approved by Innovation, Science and Economic Development Canada to operate with

the antenna types listed below with the maximum permissible gain indicated. Antenna types not included in this list that have, a gain greater
than the maximum gain indicated for any type listed, are strictly prohibited for use with this device.

Antenna Information

NO. MODEL NAME TYPE MANUFACTURER GAIN CONNECTOR

1 65-034-000014B Dipole Airgain 0.12 dBi (2.4~2.4835 GHz) i-pex (MHF)

2 65-034-0000158 Dipole Airgain 0.12 dBi (2.4~2.4835 GHz) i-pex (MHF)

3 65-034-000016B Dipole Airgain 0.12 dBi (2.4~2.4835 GHz) i-pex (MHF)

4 65-034-000017B Dipole Airgain 0.12 dBi (2.4~2.4835 GHz) i-pex (MHF)

5 65-034-000018B Dipole Airgain 0 dBi (5.15~5.85 GHz) i-pex (MHF)

6 65-034-0000198 Dipole Airgain 0 dBi (5.15~5.85 GHz) i-pex (MHF)

7 65-034-000020B Dipole Airgain 0 dBi (5.15~5.85 GHz) i-pex (MHF)
65-034-0000218B Dipole Airgain 0 dBi (5.15~5.85 GHz) i-pex (MHF)

If the product with 5G wireless function operating in 5150-5250 MHz and 5725-5850 MHz, the following attention must be paid,
¢ The device for operation in the band 5150-5250 MHz is only for indoor use to reduce the potential for harmful interference to co-channel

mobile satellite systems.

* For devices with detachable antenna(s), the maximum antenna gain permitted for devices in the band 5725-5850 MHz shall be such that the

equipment still complies with the e.i.r.p. limits as appropriate; and

¢ Where applicable, antenna type(s), antenna models(s), and the worst-case filt angle(s) necessary to remain compliant with the e.i.r.p.

elevation mask requirement set forth in Section 6.2.2.3 of RSS 247 shall be clearly indicated.

If the product with 5G wireless function operating in 5250-5350 MHz and 5470-5725 MHz, the following attention must be paid.

For devices with detachable antenna(s), the maximum antenna gain permitted for devices in the bands 5250-5350 MHz and 5470-5725 MHz
shall be such that the equipment still complies with the e.i.r.p. limit.

L'émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux CNR d'Innovation, Sciences et
Développement économique Canada applicables aux appareils radio exempts de licence. L'exploitation est autorisée aux deux conditions
suivantes : (1) 'appareil ne doit pas produire de brouillage; (2) L'appareil doit accepter tout brouillage radioélectrique subi, méme sile
brouillage est susceptible d'en compromettre le fonctionnement.

Le présent émetteur radio (2448C-EX5510B0) a été approuvé par Innovation, Sciences et Développement économique Canada pour
fonctionner avec les types d'antenne énumérés ci dessous et ayant un gain admissible maximal. Les types d'antenne non inclus dans cette
liste, et dont le gain est supérieur au gain maximal indiqué pour tout type figurant sur la liste, sont strictement interdits pour I'exploitation de
I'émetteur.

nformations Antenne

NUMERO NOM DU MODELE TYPE FABRICANT GAIN CONNECTEUR
1 65-034-000014B Dipole Airgain 0.12 dBi (2.4~2.4835 GHz) i-pex (MHF)
2 65-034-0000158 Dipole Airgain 0.12 dBi (2.4~2.4835 GHz) | i-pex (MHF)
3 65-034-000016B Dipole Airgain 0.12 dBi (2.4~2.4835 GHz) | i-pex (MHF)
4 65-034-000017B Dipole Airgain 0.12 dBi (2.4~2.4835 GHz) | i-pex (MHF)
5 65-034-000018B Dipole Airgain 0 dBi (5.15~5.85 GHz) i-pex (MHF)
6 65-034-0000198 Dipole Airgain 0 dBi (5.15~5.85 GHz) i-pex (MHF)
7 65-034-000020B Dipole Airgain 0 dBi (5.15~5.85 GHz) i-pex (MHF)
8 65-034-000021B Dipole Airgain 0 dBi (5.15~5.85 GHz) i-pex (MHF)
Lorsque la fonction sans fil 5G fonctionnant en 5150-5250 MHz and 5725-5850 MHz est activée pour ce produit , il est nécessaire de porter une

attention particuliére aux choses suivantes

L

Les dispositifs fonctionnant dans la bande de 5 150 & 5 250 MHz sont réservés uniquement pour une utilisation & lintérieur aofin de réduire les
risques de brouillage préjudiciable aux systemes de satellites mobiles utilisant les mémes canaux;

Pour les dispositifs munis d'antennes amovibles, le gain maximal d'antenne permis (pour les dispositifs utilisant la bande de 5725 & 5 850 MHz)
doit étre conforme & la limite de la p.ir.e. spécifiée, selon le cas;

Lorsqu'ily a lieu, les types d'antennes (s'il y en a plusieurs), les numéros de modele de I'antenne et les pires angles d'inclinaison nécessaires
pour rester conforme a I'exigence de la p.i.r.e. applicable au masque d'élévation, énoncée a la section 6.2.2.3 du CNR-247, doivent étre
clairement indiqués.

orsque la fonction sans fil 5G fonctionnant en 5250-5350 MHz et 5470-5725 MHz est activée pour ce produit , il est nécessaire de porter une

attention particuliére aux choses suivantes.

Pour les dispositifs munis d’antennes amovibles, le gain maximal d'antenne permis pour les dispositifs utilisant les bandes de 5250 & 5 350 MHz
et de 5 470 a 5 725 MHz doit étre conforme a la limite de la p.ir.e.
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Indusiry Canada radiation exposure statement

This device complies with ISED radiation exposure limits set forth for an uncontrolled environment. This device should be installed and operated
with a minimum distance of 32 cm between the radiator and your body.

Déclaration d’exposition aux radiations:

Cet équipement est conforme aux limites d’exposition aux rayonnements ISED établies pour un environnement non contrélé. Cet équipement
doit étre installé et utilisé avec un minimum de 32 cm de distance entre la source de rayonnement et votre corps.

EUROPEAN UNION

The following information applies if you use the product within the European Union.

Declaration of Conformity with Regard to EU Directive 2014/53/EU (Radio Equipment Directive, RED)

* Compliance information for wireless products relevant to the EU and other Countries following the EU Directive 2014/53/EU (RED). And this
product may be used in all EU countries (and other countries following the EU Directive 2014/53/EU) without any limitation except for the
countries mentioned below table:

¢ In the majority of the EU and other European countries, the 5GHz bands have been made available for the use of wireless local area
networks (LANs). Later in this document you will find an overview of countries in which additional restrictions or requirements or both are
applicable. The requirements for any country may evolve. Zyxel recommends that you check with the local authorities for the latest status of
their national regulations for the 5GHz wireless LANs.

« If this device for operation in the band 5150-5350 MHz, it is for indoor use only.

* This equipment should be installed and operated with a minimum distance of 20 cm between the radio equipment and your body.

BvArapcku C HacToaLoTo Zyxel AeKAapUpPQ, Y€ ToBa O60PYABAHE € B CbOTBETCTBME CbC ChLLECTBEHWUTE MIMCKBAHMA U ADYTUTE
(Bulgarian) NPUAOXMMI pasnopeabute Ha AnpekTnsa 2014/53/EC.

National Restrictions

¢ The Belgian Institute for Postal Services and Telecommunications (BIPT) must be notified of any outdoor wireless link
having a range exceeding 300 meters. Please check http://www.bipt.be for more details.

« Draadloze verbindingen voor buitengebruik en met een reikwijdte van meer dan 300 meter dienen aangemeld te
worden bij het Belgisch Instituut voor postdiensten en telecommunicatie (BIPT). Zie http://www.bipt.be voor meer
gegevens.

« Les liaisons sans fil pour une utilisation en extérieur d'une distance supérieure a 300 métres doivent étre notifiées a
I'Institut Belge des services Postaux et des Télécommunications (IBPT). Visitez http://www.ibpt.be pour de plus amples

déftails.
Espanol Por medio de la presente Zyxel declara que el equipo cumple con los requisitos esenciales y cualesquiera otras
(Spanish) disposiciones aplicables o exigibles de la Directiva 2014/53/UE..
Cestina Zyxel tfimto prohlasuje, Ze tento zafizeni je ve shodé se zdkladnimi poZzadavky a dalsimi pfislusnymi ustanovenimi smérnice
(Czech) 2014/53/EU.

Dansk (Danish) Undertegnede Zyxel erklcerer herved, at falgende udstyr udstyr overholder de voesentlige krav og @vrige relevante krav i
direktiv 2014/53/EU.

National Restrictions

¢ In Denmark, the band 5150 - 5350 MHz is also allowed for outdoor usage.
e | Danmark ma frekvensbdndet 5150 - 5350 ogsd anvendes udenders.

Deutsch Hiermit erklart Zyxel, dass sich das Gerét Ausstattung in Ubereinstimmung mit den grundlegenden Anforderungen und den

(German) Ubrigen einschlégigen Bestimmungen der Richtlinie 2014/53/EU befindet.

Eesti keel K&esolevaga kinnitab Zyxel seadme seadmed vastavust direktiivi 2014/53/EL pohinduetele ja nimetatud direkfiivist

(Estonian) fulenevatele teistele asjakohastele sétetele.

EMNvIKa ME THN MAPOYIA Zyxel AHAQNEI OTl eEomAIopog TYMMOPDQNETAI MPOX TIZ OYIIQAEIT AMAITHIEIX KAITIZ AOIMEY IXETIKEY

(Greek) AIATAZEIZ THZ OAHTIAY 2014/53/EE.

English Hereby, Zyxel declares that this device is in compliance with the essential requirements and other relevant provisions of
Directive 2014/53/EU.

Frangais Par la présente Zyxel déclare que l'appareil équipements est conforme aux exigences essentielles et aux autres dispositions

(French) pertinentes de la directive 2014/53/UE.

Hrvatski Zyxel ovime izjavljuje da je radijska oprema tipa u skladu s Direktivom 2014/53/UE.

(Croatian)

islenska Hér med lysir, Zyxel pvi yfir ad pessi bunadur er i samraemi vid grunnkréfur og Gnnur videigandi dkvaedi tilskipunar 2014/53/

(Icelandic) UE.
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Italiano (Italian)

Con la presente Zyxel dichiara che questo attrezzatura € conforme ai requisiti essenziali ed alle altre disposizioni pertinenti
stabilite dalla direttiva 2014/53/UE.

National Restrictions

« This product meets the National Radio Interface and the requirements specified in the National Frequency Allocation
Table for Italy. Unless this wireless LAN product is operating within the boundaries of the owner's property, its use requires
a “general authorization.” Please check http://www.sviluppoeconomico.gov.it/ for more details.

¢ Questo prodotto € conforme alla specifiche di Interfaccia Radio Nazionali e rispetta il Piano Nazionale di ripartizione
delle frequenze in Italia. Se non viene installato all intferno del proprio fondo, I'utilizzo di prodotti Wireless LAN richiede
una "Autorizzazione Generale”. Consultare http://www.sviluppoeconomico.gov.it/ per maggiori dettagli.

LatvieSu valoda
(Latvian)

Ar 3o Zyxel deklaré, ka iekdrtas atbilst Direkfivas 2014/53/ES bUtiskajam prasibdm un citiem ar to saistitajiem noteikumiem.
National Restrictions

¢ The outdoor usage of the 2.4 GHz band requires an authorization from the Electronic Communications Office. Please
check http://www.esd.lv for more details.

¢ 2.4 GHz frekveneu joslas izmantodanai arpus telpdm nepieciedama atiauja no Elektronisko sakaru direkcijas. Vairdk
informdcijas: http://www.esd.Iv.

Lietuviy kalba

Siuo Zyxel deklaruoja, kad §is ranga atitinka esminius reikalavimus ir kitas 2014/53/ES Direktyvos nuostatas.

(Lithuanian)
Magyar Alulirott, Zyxel nyilatkozom, hogy a berendezés megfelel a vonatkozd alapvetd kdvetelményeknek és az 2014/53/EU
(Hungarian) irdnyelv egyéb eldirasainak.

Malti (Maltese)

Hawnhekk, Zyxel, jiddikjara li dan taghmir jikkonforma mal-htigijiet essenzjali u ma provvedimenti ohrajn relevanti li hemm
fid-Dirrettiva 2014/53/UE.

Nederlands Hierbij verklaart Zyxel dat het toestel uitrusting in overeenstemming is met de essentiéle eisen en de andere relevante

(Dutch) bepalingen van richtlijn 2014/53/EU.

Polski (Polish) Niniejszym Zyxel oswiadcza, ze sprzet jest zgodny z zasadniczymi wymogami oraz pozostatymi stosownymi postanowieniami
Dyrektywy 2014/53/UE.

Portugués Zyxel declara que este equipamento estd conforme com os requisitos essenciais e outras disposicdes da Directiva 2014/53/

(Portuguese) UE.

Romana Prin prezenta, Zyxel declard ca acest echipament este in conformitate cu cerintele esentiale si alte prevederi relevante ale

(Romanian) Directivei 2014/53/UE.

Slovencina Zyxel tymto vyhlasuje, 7e zariadenia spifia zakladné poziadavky a vietky prisluiné ustanovenia Smernice 2014/53/E0.

(Slovak)

Slovenscina Zyxelizjavlja, da je ta oprema v skladu z bistvenimi zahtevami in ostalimi relevantnimi dolo¢ili direktive 2014/53/EU.

(Slovene)

Suomi (Finnish)

Zyxel vakuuttaa taten ettd laitteet tyyppinen laite on direktiivin 2014/53/EU oleellisten vaatimusten ja sité koskevien
direktiivin muiden ehtojen mukainen.

Svenska Harmed intygar Zyxel att denna utrustning stér | dverensstédmmelse med de vésentliga egenskapskrav och évriga relevanta
(Swedish) bestdmmelser som framgdr av direktiv 2014/53/EU.
Norsk Erklcerer herved Zyxel at dette utstyret er | samsvar med de grunnleggende kravene og andre relevante bestemmelser |
(Norwegian) direktiv 2014/53/EU.

Notes:

Although Norway, Switzerland and Liechtenstein are not EU member states, the EU Directive 2014/53/EU has also been implemented in those

countries.

The regulatory limits for maximum output power are specified in EIRP. The EIRP level (in dBm) of a device can be calculated by adding the
gain of the antenna used (specified in dBi) to the output power available at the connector (specified in dBm).
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List of national codes

COUNTRY ISO 3166 2 LETTER CODE COUNTRY 1ISO 3166 2 LETTER CODE
Austria AT Liechtenstein LI
Belgium BE Lithuania LT
Bulgaria BG Luxembourg LU
Croatia HR Malta MT
Cyprus CY Netherlands NL
Czech Republic Cz Norway NO
Denmark DK Poland PL
Estonia EE Portugal PT
Finland Fl Romania RO
France FR Serbia RS
Germany DE Slovakia SK
GCreece GR Slovenia N
Hungary HU Spain ES
Iceland N Switzerland CH
Ireland IE Sweden SE
Italy IT Turkey TR
Latvia Lv United Kingdom GB
Safety Warnings

Do not use this product near water, for example, in a wet basement or near a swimming pool.

Do not expose your device to dampness, dust or corrosive liquids.

Do not store things on the device.

Do not obstruct the device ventilation slots as insufficient airflow may harm your device. For example, do not place the device in an
enclosed space such as a box or on a very soft surface such as a bed or sofa.

Do not install, use, or service this device during a thunderstorm. There is a remote risk of electric shock from lightning.

Connect ONLY suitable accessories to the device.

Do not open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or other risks.

Only qualified service personnel should service or disassemble this device. Please contact your vendor for further information.

Make sure to connect the cables to the correct ports.

Place connecting cables carefully so that no one will step on them or stumble over them.

Always disconnect all cables from this device before servicing or disassembling.

Do not remove the plug and connect it to a power outlet by itself; always attach the plug to the power adaptor first before connecting it to
a power outlet.

Do not allow anything fo rest on the power adaptor or cord and do NOT place the product where anyone can walk on the power adaptor
or cord.

Please use the provided or designated connection cables/power cables/adaptors. Connect it to the right supply voltage (for example, 110V
AC in North America or 230V AC in Europe). If the power adaptor or cord is damaged, it might cause electrocution. Remove it from the
device and the power source, repairing the power adapter or cord is prohibited. Contact your local vendor to order a new one.

Do not use the device outside, and make sure all the connections are indoors. There is a remote risk of electric shock from lightning.
CAUTION: Risk of explosion if battery is replaced by an incorrect type, dispose of used batteries according to the instruction. Dispose them at
the applicable collection point for the recycling of electrical and electronic devices. For detailed information about recycling of this
product, please contact your local city office, your household waste disposal service or the store where you purchased the product.

The following warning statements apply, where the disconnect device is not incorporated in the device or where the plug on the power
supply cord is intended to serve as the disconnect device,

- For permanently connected devices, a readily accessible disconnect device shall be incorporated external to the device;
- For pluggable devices, the socket-outlet shall be installed near the device and shall be easily accessible.

Important Safety Instructions

Caution! The RJ-45 jacks are not used for telephone line connection.

Caution! Do not use this product near water, for example a wet basement or near a swimming pool.

Caution! Avoid using this product (other than a cordless type) during an electrical storm. There may be a remote risk of electric shock from
lightning.

Caution! Always disconnect all telephone lines from the wall outlet before servicing or disassembling this product.

Attention: Les prises RJ-45 ne sont pas utilisés pour la connexion de la ligne téléphonique.

Attention: Ne pas utiliser ce produif prés de I'eau, par exemple un sous-sol humide ou pres d'une piscine.

Attention: Evitez d'utiliser ce produit (autre qu'un type sans fil) pendant un orage. Il peut y avoir un risque de choc électrique de la foudre.
Attention: Toujours débrancher toutes les lignes téléphoniques de la prise murale avant de réparer ou de démonter ce produit.

Environment Statement

ErP (Energy-related Products)

Zyxel products put on the EU market in compliance with the requirement of the European Parliament and the Council published Directive 2009/

1

25/EC establishing a framework for the setting of ecodesign requirements for energy-related products (recast), so called as "ErP Directive
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(Energy-related Products directive) as well as ecodesign requirement laid down in applicable implementing measures, power consumption has
satisfied regulation requirements which are:

¢ Network standby power consumption < 8W, and/or
¢ Off mode power consumption < 0.5W, and/or
¢ Standby mode power consumption < 0.5W.

(Wireless setting, please refer to the chapter about wireless settings for more detail.)

European Union - Disposal and Recycling Information

The symbol below means that according to local regulations your product and/or its battery shall be disposed of separately from domestic
waste. If this product is end of life, take it to a recycling station designated by local authorities. At the time of disposal, the separate collection of
your product and/or its battery will help save natural resources and ensure that the environment is sustainable development.

Die folgende Symbol bedeutet, dass Ihr Produkt und/oder seine Batterie gemdaB den &értlichen Bestimmungen getrennt vom HausmUll entsorgt
werden muss. Wenden Sie sich an eine Recyclingstation, wenn dieses Produkt das Ende seiner Lebensdauer erreicht hat. Zum Zeitpunkt der
Entsorgung wird die getrennte Sammlung von Produkt und/oder seiner Batterie dazu beitragen, natlrliche Ressourcen zu sparen und die Umwelt
und die menschliche Gesundheit zu schitzen.

El simbolo de abajo indica que segun las regulaciones locales, su producto y/o su bateria deberdn depositarse como basura separada de la
doméstica. Cuando este producto alcance el final de su vida Util, llévelo a un punto limpio. Cuando llegue el momento de desechar el
producto, la recogida por separado éste y/o su bateria ayudard a salvar los recursos naturales y a proteger la salud humana y
medioambiental.

Le symbole ci-dessous signifie que selon les réglementations locales votre produit et/ou sa batterie doivent étre éliminés séparément des ordures
ménageres. Lorsque ce produit atteint sa fin de vie, amenez-le & un centre de recyclage. Au moment de la mise au rebut, la collecte séparée
de voftre produit et/ou de sa batterie aidera a économiser les ressources naturelles et protéger I'environnement et la santé humaine.

Il simbolo sotto significa che secondo i regolamenti localiil vostro prodotto e/o batteria deve essere smaltito separatamente dai rifiuti domestici.
Quando questo prodotto raggiunge la fine della vita di servizio portarlo a una stazione diriciclaggio. Almomento dello smaltimento, la raccolta
separata del vostro prodotto e/o della sua batteria aiuta a risparmiare risorse naturali e a proteggere 'ambiente e la salute umana.

Symbolen innebdr att enligt lokal lagstiftning ska produkten och/eller dess batteri kastas separat frédn hushdlisavfallet. Nar den hér produkten nér
slutet av sin livsiédngd ska du ta den till en atervinningsstation. Vid tiden fér kasseringen bidrar du till en battre milié och ménsklig hdlsa genom att
géra dig av med den pd ett &tervinningsstdlle.

DUFSREEEAN AL R A RAT I RS E5 8IS

o B SRR S (ERIIREHER > JEEEFE > AF] > RSB TSE B SRR  IIAThR SR E AT R R hAE

o ik TEEIJJ#E"T‘EE B ER NS BN Z 2 M TEAREE  CRIATERS - EAIERA - UEE M ER 5 SR -
FIHEEEE - BIKEEERE PR MRERE - EIERMAERAEZ EREE NI - M KR AR RN Mm% -

© EGQERERSFHERAEEE I TEATETEAGEAES | QSR TE > EIEEN - GETEZE - SREIH -

. Tuﬂ%ﬁwux{ﬁﬂﬁﬁéuﬁﬁfgﬁﬁ{?%#%ifi AMREGEREPG (o T-M_E ATl IEEHRF - SR ETRIEGER P R

. ﬁﬁﬁﬁﬁéunﬂff W A8 6 5 R AT B A R

© EELEE A MR S TE A R B E SR B AR

LUTaREEE F P S i B R 2o 38 B 2 5 B i &
REMAKE I TR N R REE - I BN - HEERES FO8E % -

ZaEdh - BT ENZE SRREEMDTEL RET
o IS ETK kiaﬁ%ﬁﬂlﬁfmmﬁ’ﬂfﬁiﬁ °
BRI
- (R - UV K - MK =R TSKIR AR AR AR L ALK -
- IREERSY) - UNDEERRIRER ~ 759 ~ Ibd ~ B EAR SIEAATRL -

EX5510-BO User's Guide

307



Appendix D Legal Information

o EMRRSRE  RELEE > (SR - A E BRI -

 UlE R o )TN IR R R o

AP EMERY R SRR SR A R R

o IR ERAES NN -

© WIRFHANIERZ B SARIEER - S SRR E R R T A O

c R O R A E Y e RS B TR A AU

SRR -

© SEZIIEBESHRIAEAL - ZERERA B SIS RGR A

+ HEIEMENVEEBR AT (4 JE3E / SIEEEE 110V AC > BIOHEE 230V AC) »

(A B S R B A SRR R AR SE SISy - E B R - g AMBEECAERE -
© 7S EIEHEEIREEEE RIB R SRR - AR > S E RS RS R o IR (R SRS o
o EHRMER AN ESN o IR EEESTENEA

IR

© SHSRIEREE ERRAETED AR -

© S HEMNSRIGER G ERERLE -

© EMREETEEIE RIS R MBSy T EERREN
- B OCERE L 3 TER SN A I R B R
- PSR R o SRR L SRR ELE SRR

About the Symbols

Various symbols are used in this product to ensure correct usage, to prevent danger to the user and others, and to prevent property damage.
The meaning of these symbols are described below. It is important that you read these descriptions thoroughly and fully understand the
contents.

Explanation of the Symbols

SYMBOL EXPLANATION

Alternating current (AC):
/\/ AC is an electric current in which the flow of electric charge periodically reverses direction.

Direct current (DC):

DC if the unidirectional flow or movement of electric charge carriers.

Earth; ground:

A wiring terminal intended for connection of a Protective Earthing Conductor.

Class Il equipment:

D The method of protection against electric shock in the case of class Il equipment is either double insulation or
reinforced insulation.

Viewing Cerlifications

Go to http://www.zyxel.com to view this product’'s documentation and certifications.

Zyxel Limited Warranty

Zyxel warrants to the original end user (purchaser) that this product is free from any defects in material or workmanship for a specific period (the
Warranty Period) from the date of purchase. The Warranty Period varies by region. Check with your vendor and/or the authorized Zyxel local
distributor for details about the Warranty Period of this product. During the warranty period, and upon proof of purchase, should the product
have indications of failure due to faulty workmanship and/or materials, Zyxel will, at its discretion, repair or replace the defective products or
components without charge for either parts or labor, and to whatever extent it shall deem necessary to restore the product or components to
proper operating condition. Any replacement will consist of a new or re-manufactured functionally equivalent product of equal or higher value,
and will be solely at the discretion of Zyxel. This warranty shall not apply if the product has been modified, misused, tampered with, damaged by
an act of God, or subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This warranty is in lieu of all other warranties,
express or implied, including any implied warranty of merchantability or fitness for a particular use or purpose. Zyxel shall in no event be held
liable for indirect or consequential damages of any kind to the purchaser.

To obtain the services of this warranty, contact your vendor. You may also refer to the warranty policy for the region in which you bought the
device at http://www.zyxel.com/web/support_warranty_info.php.

Registration

Register your product online to receive e-mail notices of firmware upgrades and information at www.zyxel.com for global products, or at
www.us.zyxel.com for North American products.
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Appendix D Legal Information

Open Source licenses

This product contains in part some free software distributed under GPL license terms and/or GPL like licenses. Open source licenses are provided
with the firmware package. You can download the latest firmware at www.zyxel.com. To obtain the source code covered under those Licenses,
please contact support@zyxel.com.tw to get it.
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Index

Numbers

2.5G WAN port 21
2.5G WIiFi LED 20

5G WiFi LED 20

6rd
IPv6 72

A

ACL rule
add/edit 206

activation
firewalls 202
SIP ALG 178
SSID 91

Address Resolution Protocol 234

antenna information 303
AP steering 103

applications
Internet access 17

applications, NAT 183
ARP Table 234, 236

authentication 108, 109
RADIUS server 109

backup
configuration 267

band steering 103

bandwidth capacity
cable type 16

Basic Service Set, see BSS
blinking LEDs 20

Bridge mode 80
broadband 71

Broadband screen
overview 71

broadcast 83

BSS 110
example 111

button
power 21
reset 21
WPS 21

C

CA 220

cable type
Ethernet 16

IndeXx

Canonical Format Indicator See CFl

CCMs 270

certificate
factory default 221

certificates 220
authentication 220
creating 221
public key 220
replacing 221
storage space 221

Certification Authority 220
Certification Authority. see CA

certifications 306
viewing 308
CFl 83

CFM 270
CCMs 270
link tfrace test 270
loopback test 270
MA 270
MD 270
MEG 273
MEP 270
MIP 270

channel
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Index

WiFi 107
client list 125

configuration
backup 267
firewalls 202
reset 268
restoring 268
static route 140, 142, 186

connection status screen 24
overview 58

Connectivity Check Messages, see CCMs

contact information
customer support 284

copyright 302

CoS 164

CoS technologies 148
creating certificates 221
CTS threshold 101, 108
customer support 284

D

data fragment threshold 101, 108

DDNS
access the Zyxel Device example 54
configure on Zyxel Device example 55

DDNS account
register 54

DDNS setup
testing 55

DDoS 202

default server address 177

Denials of Service, see DoS

DHCP 120, 136

Differentiated Services, see DiffServ 164

DiffServ 164
marking rule 164

digital IDs 220
disclaimer 302

distfance maximum
cable type 16

DMZ 176
DNS 120, 137
DNS server address assignment 84

Domain Name 184

Domain Name System, see DNS
DoS 202

DS field 164

DS, see differentiated services
DSCP 164

Dual Stack Lite 73

dual-band application 18
dual-band gateway 17
Dynamic DNS 54

dynamic DNS 185
wildcard 185

Dynamic Host Configuration Protocol, see DHCP

DYNDNS wildcard 185

E

EasyMesh
warning when you enable 106

EasyMesh application 105
EasyMesh seftings 103
ECHO 184
e-mail

log example 262

Encapsulation 82
MER 82
PPP over Ethernet 82

encapsulation method
technical reference 82

encrypfion 110

Ethernet port 21

Ethernet WAN port 21

Extended Service Set IDentification 88, 94

F

factory-default configuration
reload 21

Fast Leave
enable 191

filters
MAC address 95, 109
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Finger services 184
firewall 201

LAND aftack 202
firewalls

add protocols 204

configuration 202

DDoS 202

DoS 202

Ping of Death 202

SYN attack 202
firmware 264

version 61
forwarding ports 169
fragmentation threshold 101, 108
front panel

LED indicators 19
FTP 19, 169, 184

G

guest WiFi settings
configuring 64

H

HTTP 184

ICMPv6 189
icon
Language 30
layout 59
Logout 30
Restart 30
Theme 29
Wizard 29
IEEE 802.11Tax 86
IEEE 802.1Q 83
IGA 181

IGMP 84
multicast group list 189, 239, 240

version 84
IGMP Fast Leave 189
IGMPv2 189
IGMPv3 189
ILA 181
Inside Global Address, see IGA
Inside Local Address, see ILA
intferface group 195
Internet access 17
wizard setup 31
Internet access application
Ethernet WAN 17
Infernet connection
add or edit 75
INTERNET LED 20
Internet Protocol version 6 72
Internet Protocol version 6, see IPvé
Infra LAN Multicast 191
IP address 119, 137
ping 271
private 138
WAN 72
IP address assignment 83
IP alias
NAT applications 183
IP over Ethernet 82
IP packet
fransmission method 83
IPOE technical reference 82
IPvé 72,290
addressing 72, 84, 290
EUI-64 292
global address 290
interface ID 292
link-local address 290
Neighbor Discovery Protocol 290
ping 290
prefix 72, 84, 290
prefix and length 72
prefix delegation 74
prefix length 72, 84, 290
subneft mask 72
unspecified address 291
IPvé address
abbreviation method 84
IPvé rapid deployment 72
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J

Java permission 22
JavaScript 22

L

LAN 119
client list 125
DHCP 120, 136
DNS 120, 137
IP address 119, 121, 137
MAC address 126
status 62, 67
subnet mask 120, 121, 137

LAN setup 66

LAN to LAN mulficast 191
LAND attack 202
Language icon 30
layouticon 70

LBR 270

LED
2.4G WiFi 20
5G WiFi 20
INTERNET 20
POWER 20
WAN 20
WPS 20

LED description 20
LED indicators 19
limitations

Wik 110

WPS 117
link frace 270
Link Trace Message, see LTM
Link Trace Response, see LTR
login 22

password 22
Logouticon 30
logs 227, 230, 239, 260
Loop Back Response, see LBR
loopback 270
LTM 270
LTR 270

MA 270

MAC address 96, 126
fiter 95, 109

MAC address filter
example configuration 56

MAC authentication 95

MAC filter 210

Maintenance Association, see MA
Maintenance Domain, see MD
Maintenance End Point, see MEP

managing the device
good habifts 19

MBSSID 111

MD 270

menu icon 25

MEP 270

MLD 189

MLDv1 189

MLDv2 189

MTU (Multi-Tenant Unit) 83
mulficast 83

Multicast Listener Discovery, see MLD
mulfi-gigabit 16

Multiple BSS, see MBSSID
Multy Pro 103

Multy Pro app download 104

Multy Pro-supported extender
configuration 104

N

NAT 168, 170, 181, 182

applications 183
IP alias 183

example 183
global 182
IGA 181
ILA 181
inside 182
local 182
outside 182
port forwarding 169
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port number 184

services 184

SIP ALG 177
activation 178

NAT example 184

navigation panel 26

Network Address Translation, see NAT
network map 26, 59

NNTP 184

P

parental control
define schedule 70
schedule setup 69
setup 67

parental control profile
create 69

password 22

PBC 112
WPS 38

Per-Hop Behavior, see PHB 164

PHB 164

PIN configuration
WPS 38

PIN configuration method
example 40

PIN, WPS 113
example 114

Ping of Death 202

Point-to-Point Tunneling Protocol, see PPTP

POP3
port
LAN 21
usB 21
WAN 21
port forwarding 169
ports 20
power button 21
POWER LED 20
PPPOE 82
Benefits 82
technical reference 82
PPTP 184

184

preamble 102, 108
preamble mode 111
prefix delegation 74
private IP address 138

Push Button Configuration
WPS 38

Push Button Configuration, see PBC
push button, WPS 112

Q

QoS 147, 164
marking 148
setup 147
tagging 148
versus CoS 148

QoS queue and class
example configuration 50

Quality of Service, see QoS

quick start wizard
overview 31

R

RADIUS server 109

rear panel
buttons 21
Zyxel device 20

reset 21, 268
RESET button
using 21
restart 269
Restarticon 30
restoring configuration 268
RFC 1058. See RIP.
RFC 1389. See RIP.
RFC 3164 227
RIP 146
router features 17
Routing Information Protocol. See RIP
RTS threshold 101, 108
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S

screen order

change 59
screen resolution recommended 22
security

WiFi 108
Security Log 229
Security Parameter Index, see SPI
service access control 247
Service Set 88, 94
services

port forwarding 184
setup

firewalls 202

static route 140, 142, 186

Single Rate Three Color Marker, see srTCM

SIP ALG 177
activation 178
SMTP 184
SNMP 184
SNMP trap 184
SPI 202
SITCM 166
SSID 109
activation 91
MBSSID 111
static route 139, 146
configuration 140, 142, 186
example 139
example configuration 48
status 58
firmware version 61
LAN 62, 67
WAN 62
WiFi 62
status indicators 20
subnet mask 120, 137
SYN attack 202
syslog
protocol 227
severity levels 227
system
firmware 264
version 61
password 22

reset 21
status 58
LAN 62, 67
WAN 62
WiFi 62
time 254
system information 60

T

Tag Protocol Identifier See TPID
Theme icon 29

thresholds
data fragment 101, 108
RTS/CTS 101, 108

time 254

time zone
set 31

TPID 83

fransmission speed
cable type 16

frTCM 167
Two Rate Three Color Marker, see frTCM
TWT (Target Waokeup Time) 86

U

unicast 83
Universal Plug and Play, see UPnP
upgrading firmware 264

UPnP 127
cautions 120
NAT traversal 120
turn on in Windows 10 Example 130
furn on in Windows 7 Example 128

USB port 21

Vv

VendorID 134
Virtual Local Area Network See VLAN
VLAN 83
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Infroduction 83 WiFi setting
VLANID 83 configuration 63
VLAN tag 83 WiFi6 infroduction 86

wireless basics 85

wireless group
w multiple setup 43

wireless network

secure setup 36
Wake on LAN 134
wireless tutorial 38

WAN o
status 62 Wizard icon 29
Wide Area Network, see WAN 71 wizard setup

WAN IP address 72 Internet 31

WAN LED 20 WPS 112, 114

activate 21

warranty 308 example 115
note 308 limitations 117

web browser pop-up 22 PIN 113

web browser version recommended 22 example 114

Web Configurator push button 112
layout 25 WPS button 21
login 22 EasyMesh 104
overview 22 using 21
password 22 WPS LED 20

WEP Encryption 90 WPS methods

WiFi 106 tutorial 38
authentication 108, 109 WPS process
BSS 110

example 40
example 111

channel 107
encrypfion 110

example 106 Z
fragmentation threshold 101, 108

limitations 110 Zyxel Device
MAC address filter 95, 109 managing 18
MBSSID 111

Zyxel Family Safety page 216
preamble 102, 108

RADIUS server 109
RTS/CTS threshold 101, 108
security 108
SSID 109
activation 91
status 62
WPS 112, 114
example 115
limitations 117
PIN 113
push button 112

WiFi overview 85
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