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Reservation of Rights

Cambium reserves the right to make changes to any products described herein to improve reliability,
function, or design, and reserves the right to revise this document and to make changes from time to
time in content hereof with no obligation to notify any person of revisions or changes. Cambium
recommends reviewing the Cambium Networks website for the latest changes and updates to products.
Cambium does not assume any liability arising out of the application or use of any product, software, or
circuit described herein; neither does it convey license under its patent rights or the rights of others. It is
possible that this publication may contain references to, or information about Cambium products
(machines and programs), programming, or services that are not announced in your country. Such
references or information must not be construed to mean that Cambium intends to announce such
Cambium products, programming, or services in your country.

Copyrights

This document, Cambium products, and 3rd Party software products described in this document may
include or describe copyrighted Cambium and other 3rd Party supplied computer programs stored in
semiconductor memories or other media. Laws in the United States and other countries preserve for
Cambium, its licensors, and other 39 Party supplied software certain exclusive rights for copyrighted
material, including the exclusive right to copy, reproduce in any form, distribute and make derivative
works of the copyrighted material. Accordingly, any copyrighted material of Cambium, its licensors, or
the 3'd Party software supplied material contained in the Cambium products described in this document
may not be copied, reproduced, reverse engineered, distributed, merged or modified in any manner
without the express written permission of Cambium. Furthermore, the purchase of Cambium products
shall not be deemed to grant either directly or by implication, estoppel, or otherwise, any license under
the copyrights, patents or patent applications of Cambium or other 3rd Party supplied software, except
for the normal non-exclusive, royalty free license to use that arises by operation of law in the sale of a

product.
Restrictions

Software and documentation are copyrighted materials. Making unauthorized copies is prohibited by law.
No part of the software or documentation may be reproduced, transmitted, transcribed, stored in a
retrieval system, or translated into any language or computer language, in any form or by any means,
without prior written permission of Cambium.

License Agreements

The software described in this document is the property of Cambium and its licensors. It is furnished by
express license agreement only and may be used only in accordance with the terms of such an
agreement.

High Risk Materials

Cambium and its supplier(s) specifically disclaim any express or implied warranty of fitness for any high-
risk activities or uses of its products including, but not limited to, the operation of nuclear facilities,
aircraft navigation or aircraft communication systems, air traffic control, life support, or weapons systems
(“High Risk Use”).

This product is not restricted in the EU. Any High Risk is unauthorized, is made at your own risk and you
shall be responsible for any and all losses, damage or claims arising out of any High-Risk Use.

© 2024 Cambium Networks Limited. All rights reserved

pmp-3466_004v000 March 2024



Contents

CONtENTS . 3
About This User GUIde ... 14
Contacting Cambium NetWoOrKS ..o 14
U D OS L 14
Product notation conventions in document ... 14
Cross referEeNCEeS .. o 16
Feedback ..o 16
Important regulatory INformMatioN L 17
APPICatioN SO WA e L 17
USA specific information . ... 17
Canada specific INformation ... 18
Renseignements specifiques au Canada ... 19

EU Declaration of Conformity .. oo 22
Specific expertise and training for professional installers ... 22
Ethernet Nnetworking sKills .o o 22
Lightning protection .. .. .. 22

T A N NG 22
Problems and Warranty ..o 23
ReEPOrtING PrOD eSS 23
Repair @nNd SEIrVICE ... . 23
HardWare Warranty oo 23

SO CUNIY AAVICE 23
Warnings, Cautions, and MOt e ... .. 24
WaAININGS e 24
CaAUL I ONS 24

N O S 24
Caring for the eNVIFONM Nt L 24
In EU countries 24

Contents 3



IN NON-EU COUNEIIES 25

Chapter 1: Configuration ... 26
Preparing for CoONfigUIratiON .o 26
Safety Precautions ... 27
Regulatory CoOmMPIaNCE .. 27
Connecting to the UNit ... 27
Configuring the management PC 27
Connecting to the PC and pOWEeriNg UD ... 29
Using the Web interface .. 29
Logging into the web interface ... ... . 29
Wb GUI 31
Using the menu OptioNS ... 32
QUICK INK SEUID o 35
Initiating Quick Start Wizard ... ... 35
Configuring time SettiNg S ... 40
Viewing the Session Status of the AP/BHM to determine test registration ......................... 42
Configuring IP and Ethernet interfaces ... .. 46
Configuring the IPv4 interface ... ... 46
AUXI I ANY DO 58
NAT, DHCP Server, DHCP Clientand DMZ ... ... 59

DH P 60
Reconnecting to the management PC ... ... 76
VLAN configuration for PMP 76
VLAN configuration for PTP 85
PP P OE Page Of SM 88
IPVA aNd IPVG oo 91
Upgrading the software version and using CNUT . 95
Checking the installed software version ... 95
Upgrading to a Nnew Software VerSiON .. 96
General configuration ... .. .. 99

Contents 4



PMP 450m and PMP/PTP 4500 SEeS ... 99

PMP/PTP 4500 SEIIES ..o 15
PMP/PTP 450 SEIES ... 124
Configuring Unit Settings Page .. oo 140
Unit Settings page of 450 Platform Family - AP/BHM ... 141
Unit Settings page of PMP/PTP 4501 SM/BHS ... o 142
Settingup time and date ... 143
Time page of 450 Platform Family - AP/BHM 143
Configuring synChronization ... .. ... .. 145
SV N C MU 145
Free Run Before GPS SYNC ... 147
D VI T PO o 148
Verify GPS Message CheCKSUM ... ... 148
SYNC AUX POrt CONTIg o 148
Aux Port Power to UGPS 149
CoONfIGUIING S U 149
Managing module access by Password ... 150
Isolating from the internet = APS/BHMS . 153
Encrypting radio transmissSioONs .. .. .. ... 153
Requiring SM AUthentiCatioN ... 153
Filtering protocols and POrts ... .. ... 154
Encrypting downlink broadCasts ... ..o 158
ISOlatiNG SIS L 158
Filtering management through Ethernet ... 159
Allowing management only from specified IP addresses ..........................ccoc 159
Restricting radio Telnet access over the RF interface ... . 159
Configuring SNMP ACCESS ... . 161
CONfIGUIING SO CUNIY o 163
Configuring 802.1X authentication ... ... ... . 183
802.1X authentication Page Of AP 184

Contents 5



802.1x authentication page Of SM 184

Configuring radio ParamMEt e S .o 185
PMP 450m Series - configuring radio ... ... 186
450V Series - CONfIgUIING radio ... 194
PMP/PTP 450i Series - Configuring Radio ... ... . 200
PMP/PTP 450b Series - configuring radio ... ... 224
PMP 450b6 Series - configuring radio ... 227
PMP/PTP 450 Series - configuring radio ... 240
CUStOM FreqUEeNCIES PAJE ... oo 264
DES for 5 GHZ RaiOS ... 266
Contention SIOtS L. . 267
MIMO-A Mode Of OPEratiON o 273
Improved PPS performance of 450 Platform Family ... 275

Setting UP SNM P ANt 276
Configuring SM/BHS’s IP over-the-air access ... 276
CoNfigUIING SN P 277

ConfigUING SYSIOG .. 283
SYSIOg VENt lOGGING o 283
Configuring system l0ggiNg ... ... 284
SySIog Page Of AP/ BHM 284
SYSIOg PAgE Of SM L 285
SYSIOg PATE Of BHS 286

Configuring remMOte CCESS ... . i 287
Accessing SM/BHS over-the-air by Web ProXy ... 287

Monitoring the Link ... 288
LinK MoONItOriNG PrOCRAUNe .o 288
Exporting Session Status page of AP/BHM .. 290

Configuring QUAality Of SerVICe .. o 291
Maximum Information Rate (MIR) Parameters ..., 291
Token Bucket AlGOritnm o 291

Contents 6



MIR Data Entry CheCKing ... oo 292

Committed Information Rate (CIR) ... ... 292
Bandwidth from the SM Perspective ... 293
Interaction of Burst Allocation and Sustained Data Rate Settings ................................... 293
SM PFHIOFItIZatiON ..o 293
Weighted Fair QUeUING (W Q) ..o 295
Proportional Scheduler .. .. 297
High Priority Bandwidth Traffic ... 298
Traffic SChedUling .. 299
Setting the Configuration SOUICe ... 300
Configuring Quality of Service (QOS) ... ... 303
Quality of Service (QOS) Page Of SM 306
Quality of Service (QoS) page of BHM ... 310
Quality of Service (QOS) page Of BHS . 3M
Citizens Broadband Radio Service (CBRS) ... ... 314
PMP 450 Series AP/BHM - CBRS configuration ... ... 314
PMP 450 Series SM/BHS-CBRS configuration ... 318
Installation Color COde ... . e 319
Zero Touch Configuration Using DHCP Option 66 ... 320
CoNfIGUIatiON S IS 320
TroubleshoOting ... . 324
Configuring Radio via config file ... .o 325
Import and Export of config file ... 326
Configuring cnMaestroTM ConNeCtiVItY ..o 327
ONbOoArdiNg .. .. 327
Prerequisites for onboarding to cnMaestro™ ... 328
Knowledge Based articles for onboarding ... 330
Order of Device ONboarding ... 330
Device AGent LOGS ... i 330
A C LOg 331

Contents 7



B RS LG i 332

Monitoring Tools for PMP Devices on cnMaestro™ . 333
Zero Touch on boarding of the PMP SMs when the corresponding AP is on boarded ......... 334
Configuring @ RADIUS SeIV el ..o 335
Understanding RADIUS for PMP 450 Platform Family ... 335
Choosing Authentication Mode and Configuring for Authentication Servers- AP .............. 336

SM Authentication Mode - Require RADIUS or Follow AP .. ... 341
Handling CertifiCates ... o 346
Configuring RADIUS servers for SM authentication ....................................................... 347
Assigning SM management IP addressing via RADIUS ... 348
Configuring RADIUS server for SM configuration ... 348
Configuring RADIUS server for SM configuration using Zero Touch feature ...................... 355
Using RADIUS for centralized AP and SM user name and password management ............. 355
RADIUS Device Data ACCOUNTING ..o i 361
RADIUS Device Re-authentication ... 364
RADIUS Change of Authorization and Disconnect Message ...l 364
Microsoft RADIUS SUDRPROIT ... o 365
Cisco ACS RADIUS Server SURPROI 370
MONITOFING LOGS oo 374
Configuring PiNg WatChaOg ... 378
Chapter 2: TOOIS ... 379
Using Spectrum Analyzer tOOl .. ... ... 379
Mapping RF Neighbor FreqQUeNnCIes ... .. 380
Spectrum Analyzer tOOl ... . 380
Remote Spectrum Analyzer tOO0l ... 389
Using the Alignment TOOI ... . 392
Aiming page and Diagnostic LED = SM/BHS . 393
AlIGNMENt TONE .. 396
Using the Link Capacity Test tO0l ... 397
Performing Link Test ... 397
Contents 8



Performing Extrapolated Link Test ... 401
Link Capacity Test page Of AP .o 401
Link Capacity Test page of BHM/BHS/SM . . 404
Using AP EValuation to0l . o 404
AP Evaluation page ... 405
Using BHM EValuation t00l ..o 409
BHM Evaluation page of BHS ... 409
Using the OFDM Frame Calculator t00l ... 412
Using the Subscriber Configuration tool ... 417
Using the Link Status tO0l ... 418
Link Status — AP/BHM L 418
Link Status — SM/BHS 423
Using BER ResUlts tOOl ... 429
UsiNg the SesSioNSs 100l .o o 430
Using the Ping Test tOOl ... ... 430
FIrWare UR g ad e oo 431
Chapter 3. Operation ..o 434
System INfOrmMation ... .. 435
VieWINg General Status ..o 435
Viewing Session STatus ... 462
VieWing Remote SUDSCIIOEIS o 472
Interpreting messagesinthe Event Log ... 473
Viewing the Network Interface ... 475
Viewing the Layer 2 Neighbors ... . ... 475
SYSteM STatiStICS 476
Viewing the Scheduler Statistics ... 476
Viewing list of Registration Failures statistics ... ... 480
Interpreting Bridging Table statistics ... 481
Interpreting Translation Table statistics ... ... 482
Interpreting Ethernet statistics . ... 482

Contents 9



Interpreting RF Control Block statistics ... ... 484

Interpreting Sounding statistics for AP .. 486
Interpreting VLAN statistics .. ... 487
Interpreting Data Channels statistics ... ... 488
Interpreting Proportional Scheduler ... ... ... 491
Interpreting MIR/BUrSt StatiStiCs ... oo 492
Interpreting Throughput statistics ... 494
Interpreting Overload statistiCs ... ... 498
Interpreting Power Adjust HiStory ... 499
Interpreting DHCP Relay statistics ... ..o 501
Interpreting Filter statistics ... .. ... 502
ViIeWING ARP StatistiCs .o 504
Viewing NAT statistics ... 504
Viewing NAT DHCP StatistiCs ..o 505
Interpreting Sync Status statistics ... 507
Interpreting PPPOE Statistics for Customer Activities ... ... 507
Interpreting Bridge Control Block statistics ... 509
Interpreting Pass Through Statistics ... ... 5N
Interpreting SNMPV3 Statistics ... ... 512
Interpreting syslog StatistiCs ..o 515
CBRS Statistics for AP/SM 515
Interpreting Frame Utilization statistics ... ... 518
Interpreting Channel Change History statistics ... 524
Interpreting Spatial Utilization statistics ... ... 526
RAAIO RECOVEIY oo 528
Radio Recovery Console- PMP/PTP 450i/450b and PMP 450mM ... 529
Using the Default/Override PIUG ... 531
Chapter 4: Reference information ... 532
EquipmMeNnt SpeCifiCatioNs .o 532
Specifications for 5/6 GHz 450v Series - AP ... 532

Contents 10



Specifications for 5 GHz PMP 450m Series - AP . 536

Specifications for 3 GHz PMP 450m Series - AP . 540
Specifications for PMP 450i Series - AP .. ... 543
Specifications for PMP 450 MiCroPoOP - AP o 551
Specifications for PMP/PTP 450b Retro - SM ... 558
Specifications for 450V Series - SM 563
Specifications for PMP 450i Series - SM ... 566
Specifications for PTP 4500 Series - BH ..o 572
Specifications for PMP 450b 5 GHz Mid-Gain Series -SM ... 580
Specifications for PMP 450b 5 GHz High Gain Series - SM ... 585
Specifications for PMP/PTP 450b 3 GHz High Gain Series - SM/BHS .............................. 589
Specifications for PMP 450 Series - AP o 592
Specifications for PMP 450 Series - SM ... 597
Specifications for PTP 450 Series - BH ..o 603
PSU specifications ... ... 607
Data NetwWork SpeCifiCatioNs ... 609
Ethernet interface ... ... 609
Wireless SPECIICaAtiONS .o 610
General wireless specifications ... 610
Link Range and ThroUgn UL oo 611
Country specific radio regulations ... ... 611
TV AP OVAIS o 611
DESfor2.4 and 5 GHzZ RadiOS ... o 613
EQUIDMENT DSOSl 615
Waste (Disposal) of Electronic and Electric Equipment .................................................. 615
Country specific band range maximum transmit POWEr ... . 615
Maximum transmit power 900 MHz band ... 616
Maximum transmit power 2.4 GHz band ... 618
Maximum transmit power 3 GHz band ... 619
Maximum transmit power 4.9 GHz band ... ... 621

Contents n



Maximum transmit power 5.1 GHz band ... .. . 624

Maximum transmit power 5.2 GHz band ... 627
Maximum transmit power 5.4 GHz band ... 631
Maximum transmit power 5.8 GHz band ... ... 636
Maximum transmit power 6 GHz band ... 642
Country specCific freqQUENCY FaNGE .o 643
Freguency range 900 MHz band ... 643
Frequency range 2.4 GHzZ Dand ... 644
Frequency range 3.5 GHz band ... ... 644
Frequency range 3.65 GHz band .. ... 646
Frequency range 4.9 GHz band .. ... 648
Frequency range 5.1 GHz band ... 650
Frequency range 5.2 GHz band ... 656
Frequency range 5.4 GHz band ... 659
Frequency range 5.8 GHz band ... ... 666
Federal Communication Commission (FCC) specific information ... 674
FCC compliance testing ... .. ... 674
FCC Interference Statement ... ... . 675
Industry Canada (IC) ... .. 676
B C DS 676
FCC approved antenna list for 4500 ... 687
FCC approved antenna list for 450b Connectorized and 450 MicroPoP ........................... 689
Innovation Science and Economic Development Canada (ISEDC) specific information ............ 689
900 MHZz ISEDC Notification ... ... .. 689

4.9 GHz ISEDC notification ... ... .. 689
Utilisation de la bande 4.9 GHz FCC et ISEDC ... ... ... 689

5.2 GHz and 5.4 GHz ISEDC notification ... ... .. . 690
Utilisation de la bande 5.2 and 5.4 GHZ ISEDC ... . ... 690
ISEDC notification 5.8 GHZ ... .. ... 690
Utilisation de la bande 5.8 GHZ ISEDC ... ... ... 690
Contents 12



ISEDC certification NUMIDErs 691

Canada approved antenna list ... o 694
Chapter 5: Troubleshooting ... 697
General troubleshooting procedure ... ... 697
General planning for troubleshooting ... ... 697
General fault isolation ProCess ... .. ... 698

S CONAANY S S 699
Troubleshooting ProCedUres .. .. ... 699
Module has lost or does not establish connectivity ... 700
NAT/DHCP-configured SM has lost or does not establish connectivity ............................ 701

SM Does Not Register 10 an AP o 702
Module has lost or does Not gain SYNC ... 703
Module does not establish Ethernet connectivity ... 704
CMM4 does not pass proper GPS sync to connected modules ........................................ 704
Module Software Cannot be Upgraded ... ... ... 705
Module Functions Properly, Except Web Interface Became Inaccessible ......................... 705
Power-Up troubleshoOting ... .o 706
Registration and connectivity troubleshooting .................................................. 706
OIS 707
Persistent LOGOINg ..o 707
PMP 450m Reference information ... 708
Quality of Service (QOS) GIOSSArY ... ... 710
Cambium Networks ... ... 720

Contents 13



About This User Guide

This guide describes configuration and operation of the Cambium Point-To-Point (PTP) and Point-To-
Multipoint (PMP) wireless Ethernet bridges. It covers PMP/PTP 450, 450i, 450b, 450d, PMP 450m, and
450v platform Series. It is intended for use by the system designer, system installer and system
administrator.

For system configuration, tools and troubleshooting, refer to the following chapters:
¢ Chapter 1: Configuration
e Chapter 2: Tools
« Chapter 3: Operation
e« Chapter 4: Reference information

e Chapter 5: Troubleshooting

Contacting Cambium Networks

Main website: http://www.cambiumnetworks.com

Sales enquiries: solutions@cambiumnetworks.com

Support/Repair enquiries: | https://support.cambiumnetworks.com

Telephone number list: http://www.cambiumnetworks.com/contact

Address: Cambium Networks Limited,
Linhay Business Park,
Eastern Road,

Ashburton,

Devon, TQ13 7UP

United Kingdom

Purpose

Cambium Networks PMP/PTP 450 documents are intended to instruct and assist personnel in the
operation, installation and maintenance of the Cambium PMP/PTP equipment and ancillary devices of
450 Platform Family. It is recommended that all personnel engaged in such activities be properly trained.

Cambium disclaims all liability whatsoever, implied or express, for any risk of damage, loss or reduction in
system performance arising directly or indirectly out of the failure of the customer, or anyone acting on
the customer’s behalf, to abide by the instructions, system parameters, or recommendations made in this
document.

Product notation conventions in document

This document covers Cambium 450 Series, 450b series, 450i Series and 450m Series products. The
following notation conventions are followed while referring to product series and product family:
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Product notation

Description

450 Platform Family

Refers to the complete 450 Series family, which includes 450 Series, 450i
Series, 450b Series, 450m Series, 450 MicroPoP Series and 450b Retro Series

450 Series

Refers to 450 Series devices in the following configurations:

« PMP 450
o AP[24,35,3.65,5 GHz]
® Connectorized/Integrated
o SM[900 MHz and 2.4, 3.5, 3.65, 5 GHZz]
® Connectorized/Integrated
e PTP 450 BHM/ BHS [900 MHz and 3.5, 3.65, 5 GHZz]

®= Connectorized/Integrated

e PMP 450d SM [5 GHz]

450i Series

Refers to 450i Series devices in the following configurations:

« PMP 450i
o AP[900 MHz and 3, 5 GHz]
®= Connectorized/Integrated
o SM[3 GHz and 5 GHZz]
® Connectorized/Integrated
e PTP 450i BHM/ BHS [3 GHz and 5 GHZz]

®  Connectorized/Integrated

450b Series

Refers to 450b Series devices in the following configurations:

« PMP 450b Mid-Gain
o SM[5 GHZz]
" |ntegrated
e PMP 450b High Gain
o SM[3 GHz and 5 GHz] - Dish
« PTP 450b Mid-Gain
o BHM/BHS [5 GHz]

" |ntegrated

About This User Guide
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Product notation Description

e PTP 450b High Gain

o BHM/BHS [3 GHz and 5 GHZz] - Dish

450m Series Refers to 450m Series device configuration:
¢ PMP 450m AP (5 GHz)

o |ntegrated

e PMP 450m AP (3 GHz)

o |ntegrated

450 MicroPoP AP Refers to 450 MicroPoP Series device configuration:

Series
¢ PMP 450 MicroPoP Omni 5 GHz Integrated

¢ PMP 450 MicroPoP Sector 5 GHz Integrated
e PMP 450 MicroPoP 5 GHz Connectorized

450b Retro Series Refers to 450b Retro Series device configuration:

¢ PMP 450b Retro SM 5 GHz Integrated

450v Refers to 450v Series devices in the following configurations:
« AP 5/6 GHz (4x4)

o |ntegrated
« SM5/6 GHz (4x4)

o Integrated

Cross references

References to external publications are shown in italics. Other cross references, emphasized in blue text
in electronic versions, are active links to the references.

This document is divided into numbered chapters that are divided into sections. Sections are not
numbered but are individually named at the top of each page, and are listed in the table of contents.

Feedback

We appreciate feedback from the users of our documents. This includes feedback on the structure,
content, accuracy, or completeness of our documents. To provide feedback, visit our support
website.https://support.cambiumnetworks.com.

Caution
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

e This device may not cause harmful interference, and

e This device must accept any interference received, including interference that may cause
undesired operation
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Important regulatory information

The 450 Platform Family products are certified as an unlicensed device in frequency bands where it is not
allowed to cause interference to licensed services (called primary users of the bands).

Application software

Download the latest 450 Platform Family software and install it in the Outdoor Units (ODUs) before
deploying the equipment. Instructions for installing software are provided in Upgrading the software
version and using CNUT on page 1.

USA specific information

The USA Federal Communications Commission (FCC) requires manufacturers to implement special
features to prevent interference to weather radar systems that operate in the band 5600 MHz to 5650
MHz. These features must be implemented in all products able to operate outdoors in the band 5470 MHz
to 5725 MHz.

Manufacturers must ensure that such radio products cannot be configured to operate outside of FCC
rules; specifically, it must not be possible to disable or modify the radar protection functions that have
been demonstrated to the FCC.

Cambium supplies variants of the 5 GHz 450, 450i, 450b, and 450m Series specifically for operation in
the USA to comply with FCC requirements (KDB 905462 DO2 UNII DFS Compliance Procedures New
Rules v02). These variants are only allowed to operate with license keys that comply with FCC rules.

To ensure compliance when using PMP 450 Series and PTP 450 Series, follow the recommendation in
Avoidance of weather radars (USA only).

External antennas

When using a connectorized version of the product, the conducted transmit power may need to be
reduced to ensure the regulatory limit on transmitter EIRP is not exceeded. The installer must have an
understanding of how to compute the effective antenna gain from the actual antenna gain and the feeder
cable losses.

The range of permissible values for maximum antenna gain and feeder cable losses are included in this
user guide together with a sample calculation. The product GUI automatically applies the correct
conducted power limit to ensure that it is not possible for the installation to exceed the EIRP limit, when
the appropriate values for antenna gain and feeder cable losses are entered into the GUI.

Avoidance of weather radars (USA only)

To comply with FCC rules (KDB 443999: Interim Plans to Approve UNII Devices Operating in the 5470 -
5725 MHz Band with Radar Detection and DFS Capabilities), units which are installed within 35 km (22
miles) of a Terminal Doppler Weather Radar (TDWR) system (or have a line of sight propagation path to
such a system) must be configured to avoid any frequency within +30 MHz or -30 MHz of the frequency
of the TDWR device. This requirement applies even if the master is outside the 35 km (22 miles) radius
but communicates with outdoor clients which may be within the 35 km (22 miles) radius of the TDWRs. If
interference is not eliminated, a distance limitation based on line-of-sight from TDWR will need to be
used. Devices with bandwidths greater than 20 MHz may require greater frequency separation.

When planning a link in the USA, visit http://spectrumbridge.com/udia/home.aspx, enter the location of
the planned link and search for TDWR radars. If a TDWR system is located within 35 km (22 miles) or has
line of sight propagation to the PTP device, perform the following tasks:
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¢ Register the installation on http://spectrumbridge.com/udia/home.aspx.

« Make a list of channel center frequencies that must be barred, that is, those falling within +30 MHz
or -30 MHz of the frequency of the TDWR radars.

The 450 Platform Family AP must be configured to not operate on the affected channels.

Canada specific information

Caution

This device complies with ISEDC ’s license-exempt RSSs. Operation is subject to the
following two conditions:

(1) This device may not cause interference; and

(2) This device must accept any interference, including interference that may cause
undesired operation of the device.

ISEDC requires manufacturers to implement special features to prevent interference to weather radar
systems that operate in the band 5600 MHz to 5650 MHz. These features must be implemented in all
products able to operate outdoors in the band 5470 MHz to 5725 MHz.

Manufacturers must ensure that such radio products cannot be configured to operate outside of ISEDC
rules; specifically it must not be possible to disable or modify the radar protection functions that have
been demonstrated to ISEDC.

In order to comply with these ISEDC requirements, Cambium supplies variants of the 450 Platform
Family for operation in Canada. These variants are only allowed to operate with license keys that comply
with ISEDC rules. In particular, operation of radio channels overlapping the band 5600 MHz to 5650 MHz
is not allowed and these channels are permanently barred.

In addition, other channels may also need to be barred when operating close to weather radar
installations.

Other variants of the 450 Platform Family are available for use in the rest of the world, but these variants
are not supplied to Canada except under strict controls, when they are needed for export and
deployment outside Canada.

Devices shall not be used for control of or communications with unmanned aircraft systems.

Les appareils ne doivent pas étre utilisés pour contréler ou communiquer avec des systémes d'aéronefs
sans pilote.

Operation on oil platforms, automobiles, trains, maritime vessels and aircraft shall be prohibited.

L'exploitation sur les plates-formes pétroliéres, les automobiles, les trains, les navires maritimes et les
aéronefs est interdite.

The antenna height shall be determined by the installer or operator of the standard-power access point
or fixed client device, or by automatic means. This information shall be stored internally in the device.
Provision of accurate device information is mandatory.

La hauteur de 'antenne doit étre déterminée par l'installateur ou I'opérateur du point d'acces a puissance
standard ou de I'appareil client fixe, ou par des moyens automatiques. Ces informations doivent étre
stockées en interne dans I'appareil. La fourniture d'informations précises sur I'appareil est obligatoire.
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Renseignements specifiques au Canada

Attention

Le présent appareil est conforme aux CNR d'Industrie Canada applicables aux appareils
radio exempts de licence. L'exploitation est autorisée aux deux conditions suivantes :

(M l'appareil ne doit pas produire de brouillage, et

(2) l'utilisateur de l'appareil doit accepter tout brouillage radioélectrique subi, méme si le
brouillage est susceptible d'en compromettre le fonctionnement.

ISEDC a demandé aux fabricants de mettre en ceuvre des mécanismes spécifiques pour éviter d’interférer
avec des systémes radar fonctionnant dans la bande 5600 MHz a 5650 MHz. Ces mécanismes doivent
étre mis en ceuvre dans tous les produits capables de fonctionner a I'extérieur dans la bande 5470 MHz a
5725 MHz.

Les fabricants doivent s'assurer que les produits de radiocommunications ne peuvent pas étre configurés
pour fonctionner en dehors des regles ISEDC, en particulier, il ne doit pas étre possible de désactiver ou
modifier les fonctions de protection des radars qui ont été démontrés a ISEDC.

Afin de se conformer a ces exigences de ISEDC, Cambium fournit des variantes du 450 Platform Family
exclusivement pour le Canada. Ces variantes ne permettent pas a I’équipement de fonctionner en dehors
des régles de ISEDC. En particulier, le fonctionnement des canaux de radio qui chevauchent la bande
5600-5650 MHz est interdite et ces canaux sont définitivement exclus.

ISEDC approved antennas
The list of antennas used to obtain ISEDC approvals is provided in section Country specific radio

regulations, Innovation Science and Economic Development Canada (ISEDC) specific information, Table
233 Canada approved dedicated external antenna list 4.9 and 5.8 GHz.
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Figure 1: 450v AP

f"’,;‘l. Note

I:_f:,] When the 450v AP unit aligns with a 2-degree downtilt, the antenna pattern complies with
the +21 dBm EIRP requirement from +30 degrees above the horizon to -180 degrees for FCC

and Canada in the 5150MHz to 5250MHz band (U-NII-1).
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Figure 2: 450v SM

Note

o
[:_[::] Align the 450v SM to zero degrees elevation to guarantee compliance, ensuring that all
emissions above 30 degrees are below +21 dBm EIRP.

Warning
.«_’ 1 E
u The operation of the 450v device is prohibited on oil platforms, cars, trains, boats, and
aircraft.

Operation of transmitters in the 5.925-7.125 GHz band is prohibited for control of or
communications with unmanned aircraft systems.

Exposure distances for PMP 450v devices

Below provides information about exposure distances for PMP 450v devices based on device type and
antenna configuration:

Device type | Antenna Type | Exposure Distance (cm)

450v AP - 36

450v SM Dish antenna 108

Patch antenna | 20
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Antennas externes

Lorsque vous utilisez une version du produit sans antenne intégrée, il peut étre nécessaire de réduire la
puissance d'émission pour garantir que la limite réglementaire de puissance isotrope rayonnée
équivalente (PIRE) n'est pas dépassée. L'installateur doit avoir une bonne compréhension de la facon de
calculer le gain de I'antenne réelle et les pertes dans les cables de connections.

La plage de valeurs admissibles pour un gain maximal de I'antenne et des pertes de cables de
connections sont inclus dans ce guide d'utilisation avec un exemple de calcul. L'interface utilisateur du
produit appligue automatiguement la limite de puissance menée correct afin de s'assurer qu'il ne soit pas
possible pour l'installation de dépasser la limite PIRE, lorsque les valeurs appropriées pour le gain
d'antenne et les pertes de cables d'alimentation sont entrées dans l'interface utilisateur.

Antennes approuvées par ISEDC

La liste des antennas approveés pour I'operation au Canada est founie dans le chapitre Country specific
radio regulations, Innovation Science and Economic Development Canada (ISEDC) specific information
tableaux Table 233 Canada approved dedicated external antenna list 4.9 and 5.8 GHz.

EU Declaration of Conformity

Hereby, Cambium Networks declares that the Cambium 450 Series, 450b Series, 450i Series and 450m
Series Wireless Ethernet Bridge complies with the essential requirements and other relevant provisions of
Radio Equipment Directive 2014/53/EU. The declaration of conformity may be consulted at:

https://www.cambiumnetworks.com/eu_dofc

Specific expertise and training for professional installers

To ensure that the 450 Platform Family products - PMP/PTP 450 Series, PMP/PTP 450i Series, PMP
450m Series are installed and configured in compliance with the requirements of ISEDC and the FCC,
installers must have the radio engineering skills and training described in this section.

The Cambium Networks technical training program details can be accessed from below link:

https://www.cambiumnetworks.com/training/

Ethernet networking skills

The installer must have the ability to configure IP addressing on a PC and to set up and control products
using a web browser interface.

Lightning protection

To protect outdoor radio installations from the impact of lightning strikes, the installer must be familiar
with the normal procedures for site selection, bonding and grounding. Installation guidelines for the 450
Platform Family can be found in Chapter 2: System hardware and Chapter 3: System planning of 450
Platform Planning and Installation Guide.

Training

The installer needs to have basic competence in radio and IP network installation. The specific
requirements applicable to the 450 Platform should be gained by reading:

o Chapter 4: Preparing for installation and Chapter 5: Installation of 450 Platform Planning and
Installation Guide
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¢ Chapter 1: Configuration, Chapter 2: :Tools, and Chapter 3: Operation of 450 Platform
Configuration Guide (this document),

« And by performing sample set ups at base workshop before live deployments.

The Cambium Networks technical training program details can be accessed from below link:

https://www.cambiumnetworks.com/training/

Problems and warranty

Reporting problems

If any problems are encountered when installing or operating this equipment, follow this procedure to
investigate and report:

1. Search this document and the software release notes of supported releases.

2. Visit the support website.

3. Ask for assistance from the Cambium product supplier.

4. Gather information from affected units, such as any available diagnostic downloads.

5. Escalate the problem by emailing or telephoning support.

Repair and service

If unit failure is suspected, obtain details of the Return Material Authorization (RMA) process from the
support website (http://www.cambiumnetworks.com/support).

Hardware warranty

Cambium’s standard hardware warranty is for one (1) year from date of shipment from Cambium
Networks or a Cambium distributor. Cambium Networks warrants that hardware will conform to the
relevant published specifications and will be free from material defects in material and workmanship
under normal use and service. Cambium shall within this time, at its own option, either repair or replace
the defective product within thirty (30) days of receipt of the defective product. Repaired or replaced
product will be subject to the original warranty period but not less than thirty (30) days.

To register PMP and PTP products or activate warranties, visit the support website. For warranty
assistance, contact the reseller or distributor. The removal of the tamper-evident seal will void the
warranty.

Caution

Using non-Cambium parts for repair could damage the equipment or void
warranty. Contact Cambium for service and repair instructions.

Portions of Cambium equipment may be damaged from exposure to
electrostatic discharge. Use precautions to prevent damage.

Security advice

Cambium Networks systems and equipment provide security parameters that can be configured by the
operator based on their particular operating environment. Cambium recommends setting and using
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these parameters following industry recognized security practices. Security aspects to be considered are
protecting the confidentiality, integrity, and availability of information and assets. Assets include the
ability to communicate, information about the nature of the communications, and information about the
parties involved.

In certain instances Cambium makes specific recommendations regarding security practices, however
the implementation of these recommendations and final responsibility for the security of the system lies
with the operator of the system.

Warnings, cautions, and notes

The following describes how warnings and cautions are used in this document and in all documents of the
Cambium Networks document set.

Warnings

Warnings precede instructions that contain potentially hazardous situations. Warnings are used to alert
the reader to possible hazards that could cause loss of life or physical injury. A warning has the following
format:

Warning
I
= Warning text and consequence for not following the instructions in the warning.
Cautions

Cautions precede instructions and are used when there is a possibility of damage to systems, software, or
individual items of equipment within a system. However, this damage presents no danger to personnel. A
caution has the following format:

Caution

Caution text and consequence for not following the instructions in the caution.

Notes

A note means that there is a possibility of an undesirable situation or provides additional information to
help the reader understand a topic or concept. A note has the following format:

I.-*'r':"w.' Note

I:_[::] Note text.

Caring for the environment

The following information describes national or regional requirements for the disposal of Cambium
Networks supplied equipment and for the approved disposal of surplus packaging.

In EU countries
The following information is provided to enable regulatory compliance with the European Union (EU)

directives identified and any amendments made to these directives when using Cambium equipment in
EU countries.
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Disposal of Cambium equipment

European Union (EU) Directive 2012/19/EU Waste Electrical and Electronic Equipment (WEEE) Do not
dispose of Cambium equipment in landfill sites. For disposal instructions, refer to

https://www.cambiumnetworks.com/support/compliance/

Disposal of surplus packaging

Do not dispose of surplus packaging in landfill sites. In the EU, it is the individual recipient’s responsibility
to ensure that packaging materials are collected and recycled according to the requirements of EU
environmental law.

In non-EU countries

In non-EU countries, dispose of Cambium equipment and all surplus packaging in accordance with
national and regional regulations.
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Chapter 1: Configuration

This chapter describes how to use the web interface to configure the 450 Platform link. This chapter
contains the following topics:

e Preparing for configuration

¢ Connecting to the unit

e Using the web interface

e Quick link setup

e Configuring IP and Ethernet interfaces

« Upgrading the software version and using CNUT
« General configuration

« Configuring Unit Settings page

e Setting up time and date

e« Configuring synchronization

« Configuring security

¢ Configuring 802.1X authentication

e Configuring radio parameters

¢ Setting up SNMP agent

¢ Configuring syslog

« Configuring remote access

e Monitoring the Link

« Configuring quality of service

« Citizens Broadband Radio Service (CBRS)
« Installation Color Code

e Zero Touch Configuration Using DHCP Option 66
« Configuring Radio via config file

¢ Configuring a RADIUS server

Preparing for configuration

This section describes the checks to be performed before proceeding with unit configuration and
antenna alignment.
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Safety precautions

All national and local safety standards must be followed while configuring the units and aligning the
antennas.

Warning
.«_’ 1 E
u Ensure that personnel are not exposed to unsafe levels of RF energy. The units

start to radiate RF energy as soon as they are powered up. Respect the safety
standards defined in Legal and Open Sources Guide, in particular the minimum
separation distances.

Observe the following guidelines:
Never work in front of the antenna when the ODU is powered.

Always power down the PSU before connecting or disconnecting the drop cable
from the PSU, ODU or LPU.

Regulatory compliance

All applicable radio regulations must be followed while configuring the units and aligning the antennas.
For more information, refer to chapter Compliance with radio regulations in Legal and Open Sources
Guide.

Connecting to the unit

This section describes how to connect the unit to a management PC and power it up.

Configuring the management PC

Use this procedure to configure the local management PC to communicate with the 450 Platform ODU.

Procedure 1 Configuring the management PC

1

Select Properties for the Ethernet port. In Windows 7 this is found in Control Panel > Network and
Internet > Network Connections > Local Area Connection.

Select Internet Protocol (TCP/IP):
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i Local Area Connection 2 Properties

Geteral l Authentication | ddvanced |
Carnect using:

58l Broadcom Net<ireme B Gigabit C

Thiz connection uses the fallawing items:

v ,@. File and Printer Sharing for Microzoft Metwaorks
v %= Metwork Moribor Diriver

#l

across diverse interconnected netwerks:

(a0 | fernet Frotocol [TCFF)
w
1] | ¥
Anstall.. [ spvete l Froperties |
- Descriptian

Trahzmission Contral Pratocol/internet Pratocol. The detault
wide area retwark protacal that provides comimurication

[ Show icot i rotification-arsa wher connected

[V Hatity me when this connection has fimited or no conrectivity

(]

Cancel

Click Properties.

A good example is 169.254.1.3:

Enter an IP address that is valid for the 169.254.X.X network, avoiding 169.254.0.0 and 169.254.1.1.
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5 Enter a subnet mask of 255.255.0.0. Leave the default gateway blank.

Connecting to the PC and powering up

Use this procedure to connect a management PC and power up the 450 platform ODU.

Procedure 2 Connecting to the PC and powering up

1 Check that the ODU and PSU are correctly connected.

2 Connect the PC Ethernet port to the LAN port of the PSU using a standard (not crossed) Ethernet
cable.

3 Apply mains or battery power to the PSU. The green Power LED should illuminate continuously.

4 After about several seconds, check that the orange Ethernet LED starts with 10 slow flashes.

5 Check that the Ethernet LED then illuminates continuously.

Using the web interface

This section describes how to log into the 450 Platform Family web interface and use its menus.

Logging into the web interface

Use this procedure to log into the web interface as a system administrator.

Procedure 3 Logging into the web interface
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1 Start the web browser from the management PC.

2 Type the IP address of the unit into the address bar. The factory default IP address is 169.254.1.1.
Press ENTER. The web interface menu and System Summary page are displayed:
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3 On left hand side of home page, the login information is displayed:
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# Home
& Copyright

Usemame:
admin

Password:

Loqgin

Account: none
Level: GUEST
Mode: Read-Cnly

CANOPY"™

4 Enter Username (factory default username is admin) and Password (factory default password is
admin) and click Login.

Web GUI

{'ii Cambium Networks

Configuralion — Laaneral

S e EdE BTIRAC O [N - Backfimil - 1mrorsg st g = mifan i

Field Name Description

Main Menu Click an option in side navigation bar (area marked as “1”). Multiple options in sub-
navigation bars appear

Menu Click top sub-navigation bar to choose one configuration page (area marked as “2”)

Options

Parameters To configure the parameters (e.g. area marked as “3”)

Sy Pyl Press "Save Changes" to confirm and save the changes

e 1 | Toreboot the ODU
| Reboot |
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Using the menu options

Use the menu navigation bar in the left panel to navigate to each web page. Some of the menu options

are only displayed for specific system configurations. Use below table to locate information about using

each web page.

Table 1: Menu options and web pages

Main Menu options Applicable Description
menu module
e Home
General Status All Viewing General Status
Session Status AP, BHM Viewing Session Status
Event Log All Interpreting messages in the Event Log
Network Interface All Viewing the Network Interface
Layer 2 Neighbors All Viewing the Layer 2 Neighbors
General All General configuration
IP All Configuring IP and Ethernet interfaces
Radio All Configuring radio parameters
SNMP All Setting up SNMP agent
cnMaestro All Configuring cnMaestroTM Connectivity
Quality of Service (QoS) | All Configuring quality of service
Security All Configuring security
Time AP, BHM Setting up time and date
VLAN All VLAN configuration for PMP
VLAN configuration for PTP
DiffServ All IPv4 and IPv6 Prioritization
Protocol Filtering All Filtering protocols and ports
Syslog All Configuring syslog
Ping Watchdog All Configuring Ping Watchdog
Unit Setting All Configuring Unit Settings page

e Statistics
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Main Menu options Applicable | Description

menu module

Scheduler All Viewing the Scheduler statistics
Registration AP, BHM Viewing list of Registration Failures statistics
Failures
Bridge Control All Interpreting Bridge Control Block statistics
Block
Bridging Table All Interpreting Bridging Table statistics
Ethernet All Interpreting Ethernet statistics
Radio All Interpreting RF Control Block statistics
VLAN All Interpreting VLAN statistics
Data Channels All Interpreting Data Channels statistics
MIR/Burst AP, SM Interpreting MIR/Burst statistics
Throughput AP, BHM Interpreting Throughput statistics
Filter All Interpreting Filter statistics
ARP All Viewing ARP statistics
Overload All Interpreting Overload statistics
Syslog Statistics All Interpreting syslog statistics
Translation Table | SM Interpreting Translation Table statistics
DHCP Relay AP Interpreting DHCP Relay statisticson page 1
NAT Stats SM Viewing NAT statistics
NAT DHCP SM Viewing NAT DHCP Statistics
Pass Through AP Interpreting Pass Through Statistics
Statistics
Sync Status AP Interpreting Sync Status statistics
PPPoE SM Interpreting PPPOE Statistics for Customer Activities
SNMPv3 All Interpreting SNMPv3 Statistics
Statistics
Frame Utilization | AP, BH Interpreting Frame Utilization statistics
Link Capacity All Using the Link Capacity Test tool

Test
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Main Menu options Applicable [ Description
menu module
Spectrum All Spectrum Analyzer tool
Analyzer
Remote All Remote Spectrum Analyzer tool
Spectrum
Analyzer
AP/BHM SM, BHS Using AP Evaluation tool
Evaluation . )
Using BHM Evaluation tool

Subscriber AP Using the Subscriber Configuration tool
Configuration
OFDM Frame All Using the OFDM Frame Calculator tool
Calculator
BER results SM, BHS Using BER Results tool
Alignment Tool SM, BHS Using the Alignment Tool
Link Status All Using the Link Status tool
Sessions AP, BHM Using the Sessions tool
Ping Test All Using the Ping Test tool

e Logs

# Accounts
Change User All Changing a User Setting
Setting
Add user All Adding a User for Access to a module
Delete User All Deleting a User from Access to a module
User All Users account

® Quick Start
Quick Start AP, BHM Quick link setup
m AP, BHM Quick link setup
Radio Carrier AP, BHM Quick link setup
Frequency
Synchronization AP, BHM Quick link setup
LAN IP Address AP, BHM Quick link setup
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e Logoff

Main Menu options Applicable [ Description
menu module
Review and Save | AP, BHM Quick link setup
Configuration
e PDA
Quick Status SM The PDA web-page includes 320 x 240 pixel formatted
displays of information important to installation and
Spectrum Results | SM alignment for installers using legacy PDA devices. All device
(PDA) web pages are compatible with touch devices such as smart
Information SM phones and tablets.
BHM Evaluation SM
AIM SM
e Copyright
Copyright All The Copyright web-page displays pertinent device
Notices copyright information.
All

Quick link setup

This section describes how to use the Quick Start Wizard to complete the essential system configuration
tasks that must be performed on a PMP/PTP configuration.

Initiating Quick Start Wizard

Applicable products

pMP: B AP pTe; B BHM

To start with Quick Start Wizard: after logging into the web management interface click the Quick Start
button on the left side of main menu bar. The AP/BHM responds by opening the Quick Start page.
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Figure 3: Disarm Installation page (top and bottom of page shown)

Welcome to the Canopy Quick Starl Configuration 'Wizand

The Canopy system consists of a family of highly flexible feed wireless access
devices that can be pul into service wery quickly and with a minimal
configuration. This program waks vou through that confiquration. To do this, we
s B0 cover the use of only thies parameters

RF Carrier Fregquency

Synchronization
Hetwark I[P Address

Thess ane the anly parameters that nesed 10 be configured 1o start using your
Canopy svsteml Each of the following pages will 1)l you a littke about Candgy
andl @sk you for @ cholce that best addresses your nebwork needs. A the end
you will be given the opportunity to revies the configuration you have selectad
and save it io non-volatée memory. Mone of the changes you make prior to
saving the configuration will affect your sysiem 5o feel free (o experiment

Canopy is a highly flexible syslem that can be used io build nebsorks ranging
fram very simphe 1o very Sophisticated. If mare advanced options ane requined
far your application, please refer to the Canogy configuration page and Canopy
user guides

Quick Start is a wizard that helps you to perform a basic configuration that places an AP/BHM into
service. Only the following parameters must be configured:

¢ Region Code
« RF Carrier Frequency
e Synchronization
« LAN (Network) IP Address
In each Quick Start page, you can
¢ specify the settings to satisfy the requirements of the network.
« review the configuration selected.
« save the configuration to non-volatile memory.

Procedure 4 Quick start wizard

1 At the bottom of the Quick Start tab, click Go To Next Page.

2 From the pull-down menu, select the region in which the AP will operate.

Figure 4: Regional Settings tab of AP/BHM
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' Region Settings Descriptions

To comply with various international regulations, a region setting is required. This unit will NOT
transmit unless a valid region code is set. Please select your region code from the drop down
menu. If your region does not appear, then select "Other".

' Region Settings
Region : Cther - Regulatory
Country - | Other - FCC v

| ==Go To Previous Page || Go To Next Page== |

Click the Go To Next Page button.

From the pull-down menu, select a frequency for the test.

Figure 5: Radio Carrier Frequency tab of AP/BHM
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Click the Go To Next Page button.

At the bottom of this tab, select Generate Sync Signal.
Figure 6: Synchronization tab of AP/BHM
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7 Click the Go To Next Page button.

8 At the bottom of the IP address configuration tab, either

e specify an IP Address, a Subnet Mask, and a Gateway IP Address for management of the
AP and leave the DHCP state set to Disabled.

« set the DHCP state to Enabled to have the IP address, subnet mask, and gateway IP
address automatically configured by a domain name server (DNS).

Figure 7: LAN IP Address tab of the AP/BHM
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LAN IP Addness

Dk

The I® address of the Canopy ARBH timing master is used to tak (o the unit n
arder o monitor, update, and manage the Canopy system. |f you are viewing
fhis page (which you appear 1o be daing now), your Browser i communicating
with the Canapy AP/EH using this 1P addness

Each network has is own coliection of IP addresses thal are used to route
fraffic betwean nebwork elements such as APs, BHs, Roulers, and Compulers
Fou need 10 select ihe [P address, Defaul Gabevway, and Mebwork Mask which
you infend bo use b0 communicate with the AF/BH timing master in the space

{ you don'l know whal ihese are, please consull your iocal network specialis!

LAaMN1 Nelwork Imterface Confgurabon

IP Address 10.1 1055 50
Subnet Mok 256 255 2550
Galeway IP Address 10,110,558 354
- E naabled
DHCF state ;
= Desabled
- Obtain Automatically
F ONS 1P Addres '
e o doress Sel Manually
Praferresd DMES Server 10.110,12 31
Akemate DNS Sarver 16.116.12 30
Liamain Mame 0| ARG g
Y Note
o
I:_,r.:] Cambium encourages you to experiment with the interface. Unless you save a

configuration and reboot the AP after you save the configuration, none of the
changes are affected.

9 Click the Go To Next Page button.

10 Ensure that the initial parameters for the AP are set as you intended.

Figure 8: Review and Save Configuration tab of the AP/BHM
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n Click Save Changes button.

12 Click the Reboot button.
RESULT: The AP responds with the message Reboot Has Been Initiated...

13 Wait until the indicator LEDs are not red.

14 Trigger your browser to refresh the page until the AP redisplays the General Status tab.

15 Wait until the red indicator LEDs are not lit.

Configuring time settings

To proceed with the test setup, click the Configuration link on the left side of the General Status page.
When the AP responds by opening the Configuration page to the General page, click the Time tab.
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Figure 9: Time tab of the AP/BHM
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To have each log in the AP/BHM correlated to a meaningful time and date, either a reliable network
element must pass time and date to the AP/BHM or you must set the time and date whenever a power
cycle of the AP/BHM has occurred. A network element passes time and date in any of the following

scenarios:

e« A connected CMM4 passes time and date (GPS time and date, if received).

« A separate NTP server is addressable from the AP/BHM.

If the AP/BHM should obtain time and date from a CMM4, or a separate NTP server, enter the IP address
of the CMM4 or NTP server on this tab. To force the AP/BHM to obtain time and date before the first (or

next) 15-minute interval query of the NTP server, click Get Time through NTP.
If you enter a time and date, the format for entry is:

Figure 10: Time and date entry formats

Time: hh / mm / ss

Date: MM / dd / yyyy
where

hh represents the two-digit hour in the range 00 to 24
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mm represents the two-digit minute
SS represents the two-digit second
MM represents the two-digit month
dd represents the two-digit day
yyyy represents the four-digit year
Proceed with the time setup as follows.

Procedure 5 Entering AP/BHM time setup information

1.

Enter the appropriate information in the format shown above.

2. Then click the Set Time and Date button.

(o

Crl

Poweri

Note

The time displayed at the top of this page is static unless your device is set to
automatically refresh

ng the SM/BHS for test

Procedure 6 Powering the SM/BHS for test

1 In one hand, securely hold the top (larger shell) of the SM/BHS. With the other hand, depress the
lever in the back of the base cover (smaller shell). Remove the base cover.

2 Plug one end of a CAT5 Ethernet cable into the SM PSU port

S

3 Plug the other end of the Ethernet cable into the jack in the pig tail that hangs from the power

upply

4 Roughly aim the SM/BHS toward the AP/BHM

5 Plug the power supply into an electrical outlet

Warning
f | ':
- From this point until you remove power from the AP/BHM, stay at least as far from
the AP/BHM as the minimum separation distance specified in Calculated distances
and power compliance margins in chapter 11.

6 Repeat the foregoing steps for each SM/BHS that you wish to include in the test.

Viewing the Session Status of the AP/BHM to determine test
registration

Once the SMs/BHS under test are powered on, return to the computing device to determine if the

SM/BH

S units have registered to the AP/BHM.
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f’_,;‘". Note

[:_[::] In order for accurate power level readings to be displayed, traffic must be
present on the radio link.

The Session Status tab provides information about each SM/BHS that has registered to the AP/BHM. This
information is useful for managing and troubleshooting a system. All information that you have entered in
the Site Name field of the SM/BHS displays in the Session Status tab of the linked AP/BHM.

The Session Status tab also includes the current active values on each SM( or BHS) (LUID) for MIR, and
VLAN, as well as the source of these values (representing the SM/BHS itself, Authentication Server, or the
AP/BHM and cap, if any—for example, APCAP as shown above).. As an SM/BHS registers to the AP/BHM,
the configuration source that this page displays for the associated LUID may change. After registration,
however, the displayed source is stable and can be trusted.

Idle subscribers may be included or removed from the session status display by enabling or disabling,
respectively, the Show Idle Sessions parameter. Enabling or disabling this parameter only affects the GUI
display of subscribers, not the registration status.

The SessionStatus.xml hyperlink allows user to export session status page from web management
interface of AP/BHM. The session status page will be exported in xml file.
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Procedure 7 Viewing the AP Session Status page

1 On the AP web management GUI, navigate to Home, Session Status:

Figure 11: Session Status tab of AP

o Haber

Home — Session Siatus
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F 3 PRI 0 | FA |
!
I.-*';»,. Note
I:I:,] Session status page for BHM is same as AP.

2 | Verify that for each SM (or BHS) MAC address (printed on the SM/BHS housing) the AP/BHM has
established a registered session by verifying the “State” status of each entry.
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The Session Status page of the AP/BHM is explained in Session Status Attributes - AP.

Table 2: Session Status Attributes - AP
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Attribute Meaning
Show Ildle Idle subscribers may be included or removed from the session status display by
Sessions enabling or disabling, respectively, the Show Idle Sessions parameter. Enabling or

disabling this parameter only affects the GUI display of subscribers, not the
registration status.

Last Session This field displays date and time stamp of last session counter reset.
Counter Reset

Reference EVM | Option to configure reference EVM for all connected SMs.
setting option

Last Time Idle This field displays date and time stamp of last Idle SMs Removed. On click of

SMs Removed “Remove Idle SMs” button, all the SMs which are in Idle state are flushed out.
Data See Exporting Session Status page of AP/BHM

Device tab See Device tab

Session tab See Session tab

Power tab See Power tab

Configuration See Configuration tab

tab

Link Quality See Link Quality tab
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Configuring IP and Ethernet interfaces

This task consists of the following sections:

Configuring the IPv4 interface
NAT, DHCP Server, DHCP Client and DMZ
IP interface with NAT disabled - SM
IP interface with NAT enabled - SM
NAT tab with NAT disabled - SM
NAT tab with NAT enabled - SM
NAT DNS Considerations - SM
DHCP - BHS

VLAN configuration for PMP

VLAN page of AP

VLAN page of SM

VLAN Membership tab of SM
VLAN configuration for PTP

NAT Port Forwarding tab - SM

Configuring the IPv4 interface

The IPv4 interface allows users to connect to the 450 Platform Family web interface, either from a locally
connected computer or from a management network.

Applicable PMP: b AP b SM PTP: b BHM
products

To configure the IP interface, follow these instructions:

Procedure 8 Configuring the AP/BHM IPv4 interface

1

Select menu option Configuration > IP. The LAN configuration page is displayed:
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LANT Metwork Interface Lonhgurabon

IP Addrasgs 160254 1.1

Subniet Mask 255255 0.0

Galeway IP Address 1AE.254 0.0

- 4]

OHCP stabe N ETaaal:ufel:-l:l

OHE 1P Adress Cibain Aubomabic ally

Sat Manualky

Preferrad DHNS Server TN ]

Albernaihe DNS Seryer 0.000n
| Domain Name GEAMple com

LAMN Nebwork Interface Conhiguraibon (Hadio Frivabe inlerace - Must end n 1)
IF Address TE2. 168 1011

Update IPv4 Address, Subnet Mask and Gateway IP Address to meet network requirements (as
specified by the network administrator).

Review the other IP interface attributes and update them, if necessary (see ).

Click Save. “Reboot Required” message is displayed:

LAN1 Network Interface Configuralion

B fuickass |I-E-"r 4.2
Saibnst Mask |'.'E~‘:-'.’.‘.~ na
- — 3
aloway P Aniess 1B 25400
= ' Enabied
CHECP sinle E
& [ sabyied

B Oy Aubomalicaly

S B2 e
W ™ Set Manusty

e ——— Lk
Hra bt LS SarenT |i'li i}
aterrimte DG Server I_I oon
Dmain Name |+-r|l|'|:.|-'.- &

LANZ Metwork Intarface Canfiguration (Redin Private Inlerface - Must end in 1)

F Address 122 188 101

Click Reboot button.
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The IP page of AP/SM/BHM/BHS is explained in below table.

Figure 12: IPv4 interface attributes

LANT Mabwork Interface Conhguration

IP Address 10.110.245.135
Subnet Mask ; 255,255.255.0
Gateway IP Address : 10.110.245.254
Enabled
HCP ]
DHCP staie & Disablad
DHCP DNS IP Address - Qblaln Automalicaly
Set Manually
Preferred ONS Server ; 10110, 12,30
Alternate DNS Server 10.110.12.31
Ciomain Mame : exampke, com

Advanced LAMN1 IF Configuration

Default alternative LAN1 IP address :

Enabled
@ Disabled

Aux Ethernat Port

Enabled

AUX Ethermat Por @ Disabled

_ Enabled

ALUX Ethemnet Port PoE @ Disabled
Reset ALX PoE

LAMZ Metwork Interface Configuration (Radio Private Interface - Must end in 1)

IP Address : 192, 168.101.1
Attribute Meaning
IP Address Internet Protocol (IP) address. This address is used by family of Internet protocols to

uniquely identify this unit on a network.

Subnet Mask

Defines the address range of the connected IP network.

Gateway IP The IP address of a computer on the current network that acts as a gateway. A
Address gateway acts as an entrance and exit to packets from and to other networks.
DHCP state If Enabled is selected, the DHCP server automatically assigns the IP configuration

(IP address, subnet mask, and gateway IP address) and the values of those individual
parameters (above) are not used. The setting of this DHCP state parameter is also
viewable (read only), in the Network Interface tab of the Home page.
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Attribute

Meaning

DNS IP Address

Canopy devices allow for configuration of a preferred and alternate DNS server IP
address either automatically or manually. Devices must set DNS server IP address
manually when DHCP is disabled for the management interface of the device. DNS
servers may be configured automatically from the DHCP response when DHCP is
enabled for the management interface of the device. Optionally devices may be
configured to set the DNS server IP address manually when DHCP is enabled for the
management interface. The default DNS IP addresses are 0.0.0.0 when configured
manually.

Preferred DNS
Server

The first address used for DNS resolution.

Alternate DNS
Server

If the Preferred DNS server cannot be reached, the Alternate DNS Server is used.

Domain Name

The operator’'s management domain name may be configured for DNS. The domain
name configuration can be used for configuration of the servers in the operator’s
network. The default domain name is example.com, and is only used if configured as
such.

Advanced LANI1
P
Configuration -
Default
alternate LANI1
IP address

Hardcoded default alternate IP address (169.254.1.1) that is available only when
connected to the Ethernet port. When enabled, user can configure a second IP
address for the bridge which is other than the hardcoded IP address (169.254.1.1).

AUX Ethernet
Port - AUX
Ethernet Port

Enabled: Data is enabled for Auxiliary port

Disabled: Data is disabled for Auxiliary port

AUX Ethernet
Port - AUX
Ethernet Port
PoE

Enabled: PoE out is enable for Auxiliary port

Disabled: PoE out is disabled for Auxiliary port

LAN2 Network
Interface
Configuration
(Radio Private
Interface) - IP
Address

It is recommended not to change this parameter from the default AP/BHM private IP
address of 192.168.101.1. A /24 CIDR subnet is used to communicate with each of the
SMs/BHS that are registered. The AP/BHM uses a combination of the private IP and
the LUID (logical unit ID) of the SM/BHS.

It is only displayed for AP and BHM.

Table 3: SM/BHS private IP and LUID

SM/BHS LUID Private IP
First SM/BHS registered 2 192.168.101.2
Second SM registered 3 192.168.101.3
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Configuring the IPv6 interface

The IPv6 interface allows users to connect to the 450 Platform Family web interface, either from a locally

connected computer or from a management network.

Applicable PMP: b AP b SM PTP: b BHM
products

BMS

To configure the IPv6 interface, follow these instructions:
Configuring the AP/BHM IPV6 interface

To enable this feature,

1. Go to Configuration > IP > LAN1IPv6 Network Interface Configuration.
2. Set the IPv6 parameter as Enabled.

LANT IPWE Nebeodk Intartess Conhguraton

o & Ernartileed
Diisadlid

IPwi Adiress

Prefix Lang -

Gaisway 1FvE Adoress
Proforrod DNS Sarve
AltemEs DNE Sareer

DHCPVE Enatied
= [raadnled

3. Once IPv6 is enabled and the device is rebooted, the device generates a link-local IPv6 address

using the EUI-64 format.

When the IPv6 feature is enabled, the IPv6 LAN interface addresses are displayed on General > Network

Interface page of the radio GUL.

LAMT IPvE Motaoul [nlisfacs

Fiahnd Bl Addross FOO 8117 123 {S8ahc)
Link Local 1Pyl Address FEAD A0 3EFF FERB 7044
[zateswary v Adoress FEdU S
Primary ONS [Py6 Address FEAE 1835 30
Secondany DNS G Addreas 2B 1185353
[P sinbs LHaatied
FFE2. 1 FF11 123
Murmcast Addresces FFOE 1
FFOZ 1 FFRE 745

Once the Stateless Auto Address Configuration (SLAAC) IP is received, Network Interface page is

updated with most recent SLAAC IP address and gateway information as follows:
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LAMT [Pyl Wotwork b et

Gilohal [P Address FOO AG0 SEFF FEBR MHS [SLARCH
Lirk Local IPvE Addnass FEBD ADC-IFFF FEBS TS
Gy Py Auldiessy FEBGD. 2

Primaany DINS 1P Adidress
Sacondary DS Pl Aodress
DI PG sinkis CesACred

FrO2:1
RO HEBE e

Mluthcas! Aodrassas

IPv6 Trap Addresses

Go to Configuration > SNMP > |IPv6 Trap Addresses of radio to configure a maximum of five IPv6 trap
addresses. Any changes made to the IPv6 Trap Addresses requires a reboot.

Trap Address 1 FDIN ABCD 1
Teap dddress 2

Tedp Aclidrisss 3
Teag Adivess 4
Trap Adovess 5

IPv6 Statistics

Go to Statistics > IPv6 MIB Statistics of radio to view the IPv6 and ICMPv6 MIB statistics.

Foraamdng 2
DarlauliHaplim O
Inbartaces 0
IMablaLasiChanga0
HoutaMumber [
[MscardadRouies 0
piinPkis B4%
p8InErms 18
piinDvops: 0
i Lk s O
et Pits 10463

| e OulErs 0
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FCMPw siaks: for dace wtD
nkdsgs 17
mErmoms 0
nCuesiiinreachs. D
uhdminProkibs 0
nTimeEsrds §
nFamPnoEe s 0
NPk Toobigs 0
nEchas 0
nEchaRapies 0
ImRoifarSolicgs 0
nRnuteAdvertisemenls 5
FNa g RGGrSeliils &
"IHElli]rlﬂ'l:lFl.l:l'l'-EﬁEF.ll'l'lEI"!E T
niResmaEcs 0
nGEroupiamBLuenes O
nGrouphlambResponses 0
rEmugMambReduciand 0
Curlfdegs 19
CanErmra 0
CalDesUnssachy D
CatsdminFronibs O
OuriTneExcds 0
CalFamiFrobsams O
ol Pt Tl 0
CwiEchos D
CarlEchoRoplies. 0
OurlRouterSolicis 2
CuilRoulerAdvsitEemens O
OuilNeghoorSokcis 12
Cuthbaighbcebdvarisamants 4
Cnitftpdrects O
O Groug Mamb CQusnes 0
CalGrounidamBRas ponses 0
| CrilGrinad MaimdiRadactian 0

IPv6 Neighbor Discovery Cache

Go to Statistics > IPv6 Neighbor Discover Cache of the AP/SM GUI to view Neighbor Discovery Cache.

Wby | ey Cacheg
aill n S THE X A | NDS_STALE FAAGETITS | - dd-Bl-08-5
[ &0 I | FEBO. 2 [ NDS STALE [ 17458 | 36-De-4g-B0 0862 |
alll [ FESD CamseEn 3EaD DOFF | NDS_REACHABLE | 420407003 || 8c-ec-4b-ac-50-4
f"’,;‘l. Note
[:_f:l The IPv6 feature is supported with HTTP, HTTPS, SSH, Telnet, SNMPv2c, and

SNMPv3 application protocols.

IPv6 Ping Test

To perform IPv6 ping test,

1. Go to Tools > Ping Test > Ping IPv6 Test Settings of the radio.

2. Configure the IPv6 Address parameter
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3. Configure the Count parameter with any value from 3 to 64.

4. Click Perform Ping v6 Test. The IPv6 ping test results are displayed under Ping IPv6 Test Results.

Pl Address FDO1- &30 JEFF FEBE 42TE

Counl 3
Periarm Fing vE Tast

Fing 1Fv last Hessulls

P, sending 3 pngs of 64 byie length 1o = D0 ADDNCFF FESB 42 7E
Lant ping. 5855 0, Seq 190 FO0 AN JEFF FEBE 42TE

prgh reply for session O {seq ) [FO:01 ADD IEFF FEBE 42TE|

Sanl ping. wess 0, S5&q 2 io FDDA ADD IEFF FEBBE 42TE

pin s reply Tor session O (seq- 1) |[FDOA-ADD IEFF FEBB 4ZTE|

Sant ping. sass. 0, Seq. 3 1o FDI AN IEFF FEBE 42TE

prgll reply for session 0 (seq 2) [FO0A-ADG IEFF FEBE 42TE|

LI:-'IZI al session [, sant 3, recy 3

DHCPv6

DHPCv6 can either be enabled explicitly or can be enabled when radio receives Managed bit set in Router
Advertisement (RA).

DHCPvV6 Status can be: Disabled/Enabled (explicitly enabled) or Managed (DHCPv6 enabled due to M-bit
been set in RA).

LANT PG Network lnderfacs

Giobal IPwE Adcess FOOT 2048 201 T 458E 122 {DIHCPE)
Link Lpcal 1Pyl Adrrpss FERO a0 3EFF FEBB Fhds
Gataway [Py Adkdrass FEBQ: 2
Promdy ONS 1P Addiess JE20 11F3s 35
Secondary (S 1Pl fddress S0 11553 63
[ Sl Saeech Lis] CAMTCA LTI e S DT

anaged
T Pt sinbus Lease Remaing 00 1438

Dpipass  Benws

DHCFG A0 F1oDFBdh
CHCPut Chorl OILAD DL 030000 - 0036 Dl 7045

FF2 1 FFRE C323
Mulbcas Addiersses FFOZ 1

i FFOF 1 FFBE Thes i
AP Statistics:

When this feature is enabled a new statistics page is available on the AP GUI. To access this page,

Go to Statistics > DHCPv6 Stastistics.
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D0 PE siabs for dace o
Sl 2

Bvearien

Roguest 2

Coindem O

Hersw 4

Rpbard 0

Roply T

Ralgats 1

Digcling:
Hecohgure: i
Irormation Resquest
Raldy Forgard 0
Belay Reply 1

DHCPv6 Relay Agent

DHCPvV6 relay agent currently supports Inserting Option 82 only. Full Relay Operation mode is currently
not supported with DHCPv6. DHCP Relay Agent configuration is common for both DHCPv4 and DHCPvV6.

L"""_-:I" r-‘li_ﬁl Sy .‘.'.IﬂErl-l

OHGE FE"-EIH METTI Fraisia - Only inawr? Option A7 B
Append DS Domasn MNamis
OHCP Sarvar {Nama or IP Addnassa) Desatia DNS Domasn Name
Tyl

Ciplion 82 Caouif (D

rrrnachidl

Lplion 82 Aemabe (D

Rarme-4

[intion 82 vendor Spacitic 1D ;
Nole: DHCPYE relay |8 supporied anly in “Insert Option 82" mode

DHCPv4 Option 82 sub-options are mapped to DHCPvVG6 options as follows:

DHCPv4 sub options DHCPvV6 options

Sub option 1 (Agent Circuit-ID) Option 18 (Interface-1D)

Sub option 2 (Agent Remote-ID) Option 37 (Remote-Identifier)

Sub option 2 (Agent Remote-ID) Option 37 (Remote-ldentifier)

Sub option 9 (Vendor Specific information) Option 17 (Vendor Specific information)

Note

o
[:_,r:] Sub option is replaced with

encapsulated vendor specific option,
option ID '1".

Option 16 (vendor Class) will have radio model
information, for example: Cambium PMP 450 AP.

Following is an example of Statistics > DHCP Relay page:

Chapter 1: Configuration 54



DHCPvG Relay Slafistics
: Requests Recelved :
3 Requests Relayed
i Reguests Discarded
: Replies Received -
. Aeplies Relayed :
: Replies Discarded :
', Relay Info Exceeding Max Message Size (DHCPvE
| message relayed without Option B2) :

O oo o oD

T Vi Bt O
Bubmesber  LUID) | fopmmsel | Gunmashg | 000000 eme
ey Cpdoe A Duin

- 0 1™ e PR o Do Ty | 2N 1M RN N I Dl | L ) el T2
vt S my AN Fred B8

::F"“"“ oy 275 17 M b TSRO b i 111 PO 1 [t BN | M I A T

ket 5 T —— i

ABC (S -y r—
P By Marws | 003

"n":_‘:"""““““"'l' L 11 [N D e A W5 a0 BCHICIEN N 1 M 1 5 SN P B T | A

DNSv6

DNS information can be obtained 3 different ways in IPv6:

1. Router Advertisement support DNS information as mentioned by RFC 8106. If the router sends
DNSv6 information, radio will display on Network Interface page.

2. Stateless DHCPvVE6: In this scenario Router Advertisement won't send any DNS information but will
set O-bit. Radio will initiate a DHCPv6 Information Request transaction (RFC 8415) and fetch the
DNS information from server.

3. Stateful DHCPv6: Router Advertisement will be sent with M-bit set, Radio will initiate a complete
DHCPvV6 transaction to obtain IPv6 address and DNSv6 information.

LAMT Il Motaork Inieriaon

Gobal 1PvE Budidrecss FID0A 2046 201 T 458 C322 {DHCPE)
Lmi Liocal 1P Addness FESD &K IEFF FEHH: S

Ganeraay |FvE Addrass FESD 2

Fomary LS 1Pt sddness o v ini b ]

Sacondany DNS P Address B0 1E ST 53

ONS Suffic Sesrch List cambumnebscrks com

Maximum two DNS IPv6 servers are supported. If there is a static entry configured, it will be overridden
with received value.

o Note

[:_,r_:] Currently we only support vendor options DNS Recursive Name Serve and DNS
Suffix Search List.

DNS IPv6 Resolution

DNS test tool can be used to resolve IPv6 address for Fully Qualified Domain Name (FQDN) using DNS
IPv6 Lookup.

Chapter 1: Configuration 55



Fulky Crualied Domain Mame

W I COm
Pardarm DNS Lookug

Purfesi DS IPE Ledkiig

| AW Q000 O reshas oo 2404 GE00 4000 B00 2004 |

The IPv6 page of AP/SM/BHM/BHS is explained in below table.

Figure 13: IPv6 interface attributes
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Advanood LAN 1 1P Configuralion

Diertaull asmatnee LANT IF sdodiess

1 Enabbed
Disanied

Aux Ethemet Port

ALK Etternsd Fon

AL Elhemel Por Fokb

Enabied
& Disabiad
Plaasa Moha
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* [igaldad
oemel AL Foe

LAMZ Mebtsork Interdsca Configuraton (Redie Private iterface - Musl and in .1)

Attribute

Meaning

IP Address

Internet Protocol (IP) address. This address is used by family of Internet protocols to
uniquely identify this unit on a network.

Subnet Mask

Defines the address range of the connected IP network.

Gateway IP The IP address of a computer on the current network that acts as a gateway. A
Address gateway acts as an entrance and exit to packets from and to other networks.
DHCP state If Enabled is selected, the DHCP server automatically assigns the IP configuration
(IP address, subnet mask, and gateway IP address) and the values of those individual
parameters (above) are not used. The setting of this DHCP state parameter is also
viewable (read only), in the Network Interface tab of the Home page.
DHCP DNS IP Canopy devices allow for configuration of a preferred and alternate DNS server IP
Address address either automatically or manually. Devices must set DNS server IP address

manually when DHCP is disabled for the management interface of the device. DNS
servers may be configured automatically from the DHCP response when DHCP is
enabled for the management interface of the device. Optionally devices may be
configured to set the DNS server IP address manually when DHCP is enabled for the
management interface. The default DNS IP addresses are 0.0.0.0 when configured
manually.

Preferred DNS
Server

The first address used for DNS resolution.

Alternate DNS
Server

If the Preferred DNS server cannot be reached, the Alternate DNS Server is used.

Domain Name

The operator’'s management domain name may be configured for DNS. The domain
name configuration can be used for configuration of the servers in the operator’s
network. The default domain name is example.com, and is only used if configured as
such.

IPv6

Provision to Enable/Disable IPv6 option.

IPve Address

Internet Protocol version 6 (IPv6) address. This address is used by family of Internet
protocols to uniquely identify this unit on a network.
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Attribute

Meaning

Prefix Length

Displays the number of leading bits in the prefix that are valid (from O to 128 bits).

Gateway IPv6
Address

This field displays the gateway IPv6 address for the device.

Preferred DNS
Server

The first address used for DNS resolution.

Alternate DNS
Server

If the Preferred DNS server cannot be reached, the Alternate DNS Server is used.

DHCPv6 If Enabled is selected, the DHCP server automatically assigns the IP configuration
(IP address, subnet mask, and gateway IP address) and the values of those individual
parameters (above) are not used. The setting of this DHCP state parameter is also
viewable (read only), in the Network Interface tab of the Home page.
Advanced Hardcoded default alternate IP address (169.254.1.1) that is available only when
LAN1IP connected to the Ethernet port. When enabled, user can configure a second IP
Configuration - | address for the bridge which is other than the hardcoded IP address (169.254.1.1).
Default
alternate LANI1
IP address

AUX Ethernet
Port - AUX
Ethernet Port

Enabled: Data is enabled for Auxiliary port
Disabled: Data is disabled for Auxiliary port

AUX Ethernet
Port - AUX
Ethernet Port
PoE

Enabled: PoE out is enable for Auxiliary port

Disabled: POE out is disabled for Auxiliary port

LAN2 Network
Interface
Configuration
(Radio Private
Interface) - IP
Address

It is recommended not to change this parameter from the default AP/BHM private IP
address of 192.168.101.1. A /24 CIDR subnet is used to communicate with each of the
SMs/BHS that are registered. The AP/BHM uses a combination of the private IP and
the LUID (logical unit ID) of the SM/BHS.

It is only displayed for AP and BHM.

Table 4: SM/BHS private IP and LUID

SM/BHS LUID Private IP
First SM/BHS registered 2 192.168.101.2
Second SM registered 3 192.168.101.3

Auxiliary port

An additional Ethernet port labeled Aux for Auxiliary port is implemented for downstream traffic. This
feature is supported only for PTP/PMP 450i ODUs.

To enable the Aux port, follow these instructions:

Procedure 9 Enabling Aux port interface
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1 Select menu option Configuration > IP > Aux Network Interface tab.:
A Earnat P I
L _|-__.1I_l il
Az Eornat Port Sk Er ahled
" LiAadne
2 Click Enable button of Aux Ethernet Port parameter to enable Aux Ethernet port
3 Click Enable button of Aux Ethernet Port POE parameter to enable Aux port PoE out.
4 Click Save. “Reboot Required” message is displayed.
5 Click Reboot.

Table 5: Aux port attributes

" Aux Network Interface

Enabled
A thernet Port
S = Disabled
Aux Etharnet Bort PoE Enabled
* Disabled
Attribute Meaning
Aux Ethernet Port Enabled: Data is enabled for Auxiliary port

Disabled: Data is disabled for Auxiliary port

Aux Ethernet Port PoE Enabled: PoE out is enable for Auxiliary port

Disabled: PoE out is disabled for Auxiliary port

By disabling this feature, the data at the Auxiliary port will be disabled.

NAT, DHCP Server, DHCP Client and DMZ

Applicable PMP: b SM
products

The system provides NAT (Network Address Translation) for SMs in the following combinations of NAT
and DHCP (Dynamic Host Configuration Protocol):
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« NAT Disabled

« NAT with DHCP Client (DHCP selected as the Connection Type of the WAN interface) and DHCP
Server

e NAT with DHCP Client(DHCP selected as the Connection Type of the WAN interface)
« NAT with DHCP Server

« NAT without DHCP

NAT

NAT isolates devices connected to the Ethernet or wired side of a SM from being seen directly from the
wireless side of the SM. With NAT enabled, the SM has an IP address for transport traffic (separate from
its address for management), terminates transport traffic and allows you to assign a range of IP
addresses to devices that are connected to the Ethernet or wired side of the SM.

In the Cambium system, NAT supports many protocols, including HTTP, ICMP (Internet Control Message
Protocols), and FTP (File Transfer Protocol). For virtual private network (VPN) implementation, L2TP
over IPSec (Level 2 Tunneling Protocol over IP Security) and PPTP (Point to Point Tunneling Protocol)
are supported.

f’_.;". Note

[:_[::] When NAT is enabled, a reduction in throughput is introduced in the system
(due to processing overhead).

DHCP

DHCP enables a device to be assigned a new IP address and TCP/IP parameters, including a default
gateway, whenever the device reboots. Thus, DHCP reduces configuration time, conserves IP addresses,
and allows modules to be moved to a different network within the Cambium system.

In conjunction with the NAT features, each SM provides the following:
« A DHCP server that assigns IP addresses to computers connected to the SM by Ethernet protocol.

¢ A DHCP client that receives an IP address for the SM from a network DHCP server.

DMZ

In conjunction with the NAT features, a DMZ (Demilitarized Zone) allows the allotment of one IP address
behind the SM for a device to logically exist outside the firewall and receive network traffic. The first
three octets of this IP address must be identical to the first three octets of the NAT private IP address.

« A DHCP server that assigns IP addresses to computers connected to the SM by Ethernet protocol.

« A DHCP client that receives an IP address for the SM from a network DHCP server.

NAT Disabled

The NAT Disabled implementation is illustrated in below figure.
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Figure 14: NAT disabled implementation
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NAT with DHCP Client and DHCP Server

The NAT with DHCP Client and DHCP server is illustrated in below figure.
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Figure 15: NAT with DHCP client and DHCP server implementation
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NAT with DHCP Client

Figure 16: NAT with DHCP client implementation
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NAT with DHCP Server

Figure 17: NAT with DHCP server implementation
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NAT without DHCP

Figure 18: NAT without DHCP implementation
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VPN technology provides the benefits of a private network during communication over a public network.
One typical use of a VPN is to connect employees remotely (who are at home or in a different city), with

their corporate network through a public Internet. Any of several VPN implementation schemes is
possible. By design, NAT translates or changes addresses, and thus interferes with a VPN that is not

specifically supported by a given NAT implementation.

With NAT enabled, SM supports L2TP over IPSec (Level 2 Tunneling Protocol over IP Security) VPNs and

PPTP (Point to Point Tunneling Protocol) VPNs. With NAT disabled, SM supports all types of VPNs.

IP interface with NAT disabled - SM

The IP page of SM with NAT disabled is explained in below table.
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Table 6: IP attributes - SM with NAT disabled
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Attribute Meaning
IP Address Enter the non-routable IP address to associate with the Ethernet connection on this
SM. (The default IP address from the factory is 169.254.1.1.) If you forget this parameter,
you must both:
e physically access the module.
e use recovery mode to access the module configuration parameters at
169.254.1.1.
f"?\. Note
I:__[::] Note or print the IP settings from this page. Ensure that you can readily
associate these IP settings both with the module and with the other data
that you store about the module.
Network Specify whether the IP address of the SM must be visible to only a device connected to
Accessibility the SM by Ethernet (Local) or be visible to the AP/BHM as well (Public).

Subnet Mask

Enter an appropriate subnet mask for the SM to communicate on the network. The
default subnet mask is 255.255.0.0.

Gateway IP Enter the appropriate gateway for the SM to communicate with the network. The
Address default gateway is 169.254.0.0.
DHCP state If you select Enabled, the DHCP server automatically assigns the IP configuration

(IP address, subnet mask, and gateway IP address) and the values of those individual
parameters (above) are not used. The setting of this DHCP state parameter is also
viewable, but not settable, in the Network Interface tab of the Home page.

In this tab, DHCP State is settable only if the Network Accessibility parameter in the IP
tab is set to Public. This parameter is also settable in the NAT tab of the Configuration
web page, but only when NAT is enabled.
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Attribute Meaning

If the DHCP state parameter is set to Enabled in the Configuration > IP sub-menu of the
SM/BHS, do not check the BootpClient option for Packet Filter Types in its Protocol
Filtering tab, because doing so can block the DHCP request. (Filters apply to all
packets that leave the SM via its RF interface, including those that the SM itself
generates.) If you want to keep DHCP enabled and avoid the blocking scenario, select
the Bootp Server option instead. This will result in responses being appropriately
filtered and discarded.

DHCP DNS IP | Canopy devices allow for configuration of a preferred and alternate DNS server IP
Address address either automatically or manually. Devices must set DNS server IP address
manually when DHCP is disabled for the management interface of the device. DNS
servers may be configured automatically from the DHCP response when DHCP is
enabled for the management interface of the device. Optionally devices may be
configured to set the DNS server IP address manually when DHCP is enabled for the
management interface. The default DNS IP addresses are 0.0.0.0 when configured
manually.

Preferred The first DNS server used for DNS resolution.
DNS Server

Alternate DNS | The second DNS server used for DNS resolution.
Server

Domain Name | The operator’'s management domain name may be configured for DNS. The domain
name configuration can be used for configuration of the servers in the operator’s
network. The default domain name is example.com, and is only used if configured as
such.

IP interface with NAT enabled - SM

The IP page of SM with NAT enabled is explained in below table.

Table 7: IP attributes - SM with NAT enabled

MAT Notwork Inberisco Conbgurahon
= Address 168 35 1

Siibral Mash L LD LDk

Attribute Meaning

IP Address | Assign an IP address for SM/BHS management through Ethernet access to the SM/BHS.
Set only the first three bytes. The last byte is permanently set to 1. This address becomes
the base for the range of DHCP-assigned addresses.

Subnet Assign a subnet mask of 255.255.255.0 or a more restrictive subnet mask. Set only the
Mask last byte of this subnet mask. Each of the first three bytes is permanently set to 255.

NAT tab with NAT disabled - SM

The NAT tab of SM with NAT disabled is explained in below table.
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Figure 19: NAT attributes - SM with NAT disabled
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Attribute

Meaning

NAT
Enable/Disable

This parameter enables or disables the Network Address Translation (NAT) feature
for the SM. NAT isolates devices connected to the Ethernet or wired side of a SM
from being seen directly from the wireless side of the SM. With NAT enabled, the SM
has an IP address for transport traffic separate from its address for management,
terminates transport traffic, and allows you to assign a range of IP addresses to
devices that are connected to the Ethernet or wired side of the SM.

When NAT is enabled, VLANSs are not supported on the wired side of that SM. You
can enable NAT in SMs within a sector where VLAN is enabled in the AP/BHM, but
this may constrain network design.

IP Address

This field displays the IP address for the SM. DHCP Server will not automatically
assign this address when NAT is disabled.

Subnet Mask

This field displays the subnet mask for the SM. DHCP Server will not automatically
assign this address when NAT is disabled.

Gateway IP This field displays the gateway IP address for the SM. DHCP Server will not

Address automatically assign this address when NAT is disabled.

ARP Cache If a router upstream has an ARP cache of longer duration (as some use 30 minutes),

Timeout enter a value of longer duration than the router ARP cache. The default value of this
field is 20 minutes.

TCP Session Where a large network exists behind the SM, you can set this parameter to lower

Garbage than the default value of 120 minutes. This action makes additional resources

Timeout available for greater traffic than the default value accommodates.

UDP Session You may adjust this parameter in the range of 1to 1440 minutes, based on network

Garbage performance. The default value of this parameter is 4 minutes.

Timeout

Translation Total number of minutes that have elapsed since the last packet transfer between

Table Size the connected device and the SM/BHS.

Note

=
I:_[::] When NAT is disabled, the following parameters are not required to be configurable:

WAN Interface > Connection Type, IP Address, Subnet Mask, Gateway IP address

LAN Interface > IP Address

LAN DHCP Server > DHCP Server Enable/Disable, DHCP Server Lease Timeout, Number of IP’s
to Lease, DNS Server Proxy, DNS IP Address, Preferred DNS IP address, Alternate DNS IP

address

Remote Management Interface > Remote Management Interface, IP address, Subnet Mask,
DHCP DNS IP Address, Preferred DNS Server, Alternate DNS Server, Domain Name

NAT Protocol Parameters > ARP Cache Timeout, TCP Session Garbage Timeout, UDP Session
Garbage Timeout, Translation Table Size
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NAT tab with NAT enabled - SM

The NAT tab of SM with NAT enabled is explained in below table.

Figure 20: NAT attributes - SM with NAT enabled
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Attribute Meaning
NAT See description in NAT tab with NAT disabled - SM.

Enable/Disable

WAN Interface The WAN interface is the RF-side address for transport traffic.

Connection This parameter may be set to

Type
ye Static IP—when this is the selection, all three parameters (IP Address, Subnet Mask,

and Gateway IP Address) must be properly populated.

DHCP—when this is the selection, the information from the DHCP server configures
the interface.

PPPoE—when this is the selection, the information from the PPPoE server configures
the interface.

Subnet Mask If Static IP is set as the Connection Type of the WAN interface, then this parameter
configures the subnet mask of the SM for RF transport traffic.

Gateway IP If Static IP is set as the Connection Type of the WAN interface, then this parameter

Address configures the gateway IP address for the SM for RF transport traffic.

Reply to Ping on | By default, the radio interface does not respond to pings. If you use a management
WAN Interface system (such as WM) that will occasionally ping the SM, set this parameter to
Enabled.

LAN Interface The LAN interface is both the management access through the Ethernet port and
the Ethernet-side address for transport traffic. When NAT is enabled, this interface is
redundantly shown as the NAT Network Interface Configuration on the IP tab of the
Configuration web page in the SM.

IP Address Assign an IP address for SM/BHS management through Ethernet access to the SM.
This address becomes the base for the range of DHCP-assigned addresses.
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Attribute

Meaning

Subnet Mask

Assign a subnet mask of 255.255.255.0 or a more restrictive subnet mask. Set only
the last byte of this subnet mask. Each of the first three bytes is permanently set to
255.

DMZ Enable

Either enable or disable DMZ for this SM/BHS.

DMZ IP Address

If you enable DMZ in the parameter above, set the last byte of the DMZ host IP
address to use for this SM when DMZ is enabled. Only one such address is allowed.
The first three bytes are identical to those of the NAT private IP address. Ensure that
the device that receives network traffic behind this SM is assigned this address.

The system provides a warning if you enter an address within the range that DHCP
can assign.

DHCP Server

This is the server (in the SM) that provides an IP address to the device connected to
the Ethernet port of the SM.

DHCP Server
Enable/Disable

Select either Enabled or Disabled.
Enable to:

« Allow this SM to assign IP addresses, subnet masks, and gateway IP
addresses to attached devices.

e Assign a start address for DHCP.
¢ Designate how many IP addresses may be temporarily used (leased).

Disable to:

o Restrict SM/BHS from assigning addresses to attached devices.

DHCP Server
Lease Timeout

Based on network performance, enter the number of days between when the DHCP
server assigns an IP address and when that address expires. The range of values for
this parameter is 1to 30 days. The default value is 30 days.

DHCP Start IP

If you enable DHCP Server below, set the last byte of the starting IP address that the
DHCP server assigns. The first three bytes are identical to those of the NAT private
IP address.

Number of IPs to
Lease

Enter how many IP addresses the DHCP server is allowed to assign. The default
value is 50 addresses.

DNS Server
Proxy

This parameter enables or disables advertisement of the SM/BHS as the DNS server.
On initial boot up of a SM with the NAT WAN interface configured as DHCP or
PPPoOE, the SM module will not have DNS information immediately. With DNS Server
Proxy disabled, the clients will renew their lease about every minute until the SM has
the DNS information to give out. At this point the SM will go to the full configured
lease time period which is 30 days by default. With DNS Server Proxy enabled, the
SM will give out full term leases with its NAT LAN IP as the DNS server.

DNS IP Address

Select either:
Obtain Automatically to allow the system to set the IP address of the DNS server

or
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Attribute

Meaning

Set Manually to enable yourself to set both a preferred and an alternate DNS IP
address.

Preferred DNS IP
Address

Enter the preferred DNS IP address to use when the DNS IP Address parameter is
set to Set Manually.

Alternate DNS IP
Address

Enter the DNS IP address to use when the DNS IP Address parameter is set to Set
Manually and no response is received from the preferred DNS IP address.

Remote
Management
Interface

To offer greater flexibility in IP address management, the NAT-enabled SM’s
configured WAN Interface IP address may be used as the device Remote
Management Interface (unless the SM’s PPPoE client is set to Enabled)

Disable: When this interface is set to “Disable”, the SM is not directly accessible by IP
address. Management access is only possible through either the LAN (Ethernet)
interface or a link from an AP web page into the WAN (RF-side) interface.

Enable (Standalone Config): When this interface is set to “Enable (Standalone
Config)”, to manage the SM/BHS the device must be accessed by the IP addressing
information provided in the Remote Configuration Interface section.

Note

o

Ny

When configuring PPPoE over the link, use this configuration option
(PPPoE traffic is routed via the IP addressing specified in section
Remote Configuration Interface).

Enable (Use WAN Interface): When this interface is set to “Enable (Use WAN
Interface)”, the Remote Configuration Interface information is greyed out, and the
SM is managed via the IP addressing specified in section WAN Interface).

Note

(o

Cr

When using this configuration, the ports defined in section
Configuration, Port Configuration are consumed by the device. For
example, if FTP Port is configured as 21 by the SM, an FTP server
situated below the SM must use a port other than 21. This also applies
to DMZ devices; any ports specified in section Configuration, Port
Configuration will not be translated through the NAT, they are
consumed by the device’s network stack for management.

Connection
Type

This parameter can be set to:

Static IP: when this is the selection, all three parameters (IP Address, Subnet Mask,
and Gateway IP Address) must be properly populated.

DHCP: when this is the selection, the information from the DHCP server configures
the interface.

IP Address

If Static IP is set as the Connection Type of the WAN interface, then this parameter
configures the IP address of the SM for RF management traffic.

Subnet Mask

If Static IP is set as the Connection Type of the WAN interface, then this parameter
configures the subnet mask of the SM for RF management traffic.
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Attribute

Meaning

Gateway IP If Static IP is set as the Connection Type of the WAN interface, then this parameter

Address configures the gateway IP address for the SM for RF management traffic.
Note or print the IP settings from this page. Ensure that you can readily associate
these IP settings both with the module and with the other data that you store about
the module.

DHCP DNS IP Select either:

Address

Obtain Automatically to allow the system to set the IP address of the DNS server.
or

Set Manually to enable yourself to set both a preferred and an alternate DNS IP
address.

Preferred DNS
Server

Enter the preferred DNS IP address to use when the DNS IP Address parameter is
set to Set Manually.

Alternate DNS
Server

Enter the DNS IP address to use when the DNS IP Address parameter is set to Set
Manually and no response is received from the preferred DNS IP address.

Domain Name

Domain Name to use for management DNS configuration. This domain name may be
concatenated to DNS names used configured for the remote configuration interface.

ARP Cache If a router upstream has an ARP cache of longer duration (as some use 30 minutes),

Timeout enter a value of longer duration than the router ARP cache. The default value of this
field is 20 (minutes).

TCP Session Where a large network exists behind the SM, you can set this parameter to lower

Garbage than the default value of 120 (minutes). This action makes additional resources

Timeout available for greater traffic than the default value accommodates.

UDP Session You may adjust this parameter in the range of 1to 1440 minutes, based on network

Garbage performance. The default value of this parameter is 4 (minutes).

Timeout

NAT DNS Considerations - SM

SM DNS behavior is different depending on the accessibility of the SM. When NAT is enabled the DNS
configuration that is discussed in this document is tied to the RF Remote Configuration Interface, which
must be enabled to utilize DNS Client functionality. Note that the WAN DNS settings when NAT is
enabled are unchanged with the addition of the management DNS feature discussed in this document.

Table 8: SM DNS Options with NAT Enabled

NAT Management Interface DHCP DNS Status
Configuration [ Accessibility Status
NAT Enabled RF Remote Management Interface | N/A DNS Disabled
Disabled
RF Remote Management Interface | DHCP DNS Static Configuration
Enabled Disabled
DHCP DNS from DHCP or DNS Static
Enabled Configuration
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NAT Port Forwarding tab - SM

NAT Port Forwarding allows customers to define an external port as well as an internal port, which could
be the same or different. The limitation of 10 entries also has been removed. If there are any NAT Port
Forwarding rules that have mismatching internal and external ports, they will be removed upon
downgrade to any release before 16.1.1 and these rules will be lost. Any NAT Port Forwarding rules with
matching internal and external ports will be preserved upon downgrading to releases prior to 16.1.1 as well
as imported upon upgrading from releases older than 16.1.1.

After upgrading to 16.1.1, NAT Port Mapping rules will be automatically applied to NAT Port Forwarding
with same external and internal port mapping.

The NAT Port Forwarding tab of the SM is explained in below table.

Table 9: NAT Port Forwarding attributes - SM

Part Forwarding Configuraticn

Intermal 1P :
Internal Port : 1] (0=—B5535)
External Pon : o {0—B5535)
Protoeol wiPratecas [
! Aaaidsdlly  Samave )

Fort Forwarding Mapping Tabie
| Internal IP  [Internal Port |External Port |Protocol |

| 10.110.215.78 (80 [80B0  [ALL
(1011021580 | 443 [443 [ ALL
Attribute Meaning
Internal IP Enter Internal IP address to access the port.

Internal Port | Enter Internal Port to access the port.

External Port | Enter External Port to access the port.

Protocol Select protocol for traffic through the port.
DHCP - BHS
Applicable PTP: b BHM
products

DHCP enables a device to be assigned a new IP address and TCP/IP parameters, including a default
gateway, whenever the device reboots. Thus, DHCP reduces configuration time, conserves IP addresses,
and allows modules to be moved to a different network within the Cambium system.

In conjunction with the NAT features, each BHS provides:
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o A DHCP server that assigns IP addresses to computers connected to the BHS by Ethernet
protocol.

« A DHCP client that receives an IP address for the BHS from a network DHCP server.

Reconnecting to the management PC

If the IP Address, Subnet Mask and Gateway IP Address of the unit have been updated to meet network
requirements, then reconfigure the local management PC to use an IP address that is valid for the
network. See Configuring the management PC

Once the unit reboots, log in using the new IP address. See Logging into the web interface

VLAN configuration for PMP

Applicable PMP: b AP b SM
products

VLAN Remarking

VLAN Remarking feature allows the user to change the VLAN ID and priority of both upstream and
downstream packets at the Ethernet Interface. The remarking configuration is available for:

1. VLAN ID re-marking
2. 802.1p priority re-marking

f_,;"-. Note

I:_[:] For Q-in-Q VLAN tagged frame, re-marking is performed on the outer tag.

VLAN ID Remarking

SM supports the ability to re-mark the VLAN ID on both upstream and downstream VLAN frames at the
Ethernet interface. For instance, a configuration can be added to re-mark VLAN ID ‘X’ to VLAN ID ‘y’ as
shown in below table. AP does not support VLAN ID remarking.

Table 10: VLAN Remarking Example

VLAN frame Remarking
direction

Upstream SMreceives VLAN ID ‘x’ frame at the Ethernet interface, checks the configuration and
re-marks to VLAN ID ‘y’. So VLAN ID 'y’ frame comes out of AP’s Ethernet interface.
When SM re-marks, a dynamic entry in VLAN membership table for ‘y’ is added to
allow reception of VLAN ID ‘y’ downstream packet.

Downstream AP receives VLAN ID ‘y’ frame at the Ethernet interface and sends to SM. SM accepts
the frame as it has an entry in the membership table and re-marks to VLAN ID ‘X’. This
reverse re- marking is necessary because the downstream devices do not know of re-
marking and are expecting VLAN ‘x’ frames. This remarking is done just before sending
the packet out on Ethernet interface.
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802.1P Remarking

AP/BHM and SM/BHS allow re-marking of 802.1p priority bits for the frames received at the Ethernet
interface. Priority bits are not re-marked for the packets sent out of Ethernet interface (reverse
direction).

Configuration must be added at SM/BHS for upstream frames and at AP/BHM for downstream frames.

VLAN Priority Bits configuration

VLAN Priority Bits Configuration feature allows the user to configure the three 802.1p bits upon assigning
VLAN to an ingress packet. The priority bits configuration is available for:

e Default Port VID
e Provider VIDs
¢ MAC Address mapped Port VID

« Management VID
Default Port VID

This VID is used for untagged frames and will correspond to the Q-Tag for 802.1Q frames (if VLAN Port
Type is Q), or the C-Tag for 802.1ad frames (if the VLAN Port Type is QinQ).

The priority bits used in the Q-tag/C-tag are configurable.

The configuration can be:

« Promote IPv4/IPv6 priority - The priority in the IP header is copied to the Q-tag/C-tag.

o Define priority - Specify the priority in the range of O to 7. This value is used as priority in the Q-
tag/C-tag.

MAC Address Mapped VID

If a packet arrives at the SM/BHS that is sourced from a device whose MAC address is in the table, then
the corresponding VID is used for that frame’s Q-tag (Q port) or C-tag (QinQ port). The priority bits used
in the Q-tag/C-tag are configurable similar to default port VID.

Provider VID

The provider VID is used for the S-tag. The priority bits used in the S-tag are configurable similar to
default port VID. Provider VID has an extra priority configuration:

Copy inner tag 802.1p priority - The priority in the C-tag is copied to the S-tag.
Management VID

This VID is used to communicate with AP/BHM and SM/BHS for management purposes. The priority bits
used in the Q-tag are configurable similar to default port VID.

Use AP’s Management VID for ICC connected SM

This feature allows the SM to use the AP’s management VLAN ID when the SM is registered to the AP via
ICC. This feature is useful for the customer who uses a different management VID for the SM and AP and
Zero Touch feature is enabled for configuration. This parameter may be accessed via the Configuration >
VLAN page on the AP’s web management interface.
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VLAN page of AP

The VLAN tab of the AP/BHM is explained in below table.

Figure 21: AP/BHM VLAN tab attributes

VLAN Configuration
I'.I . 'ﬂ' |I.J

Enabiled
* Disabied
Enabied
[lisabied
(NOTE I vou want to run spectnam anahvsis on this AP enabie this
ppdion fo keep VLAN SEMIngs Iniacl when boding 25 an SM

Abvays use Lotal VLAN Config

Allow Frame Types

Enabied
Lynamic Leaming nisabied
WLAN Aging Timeout I Minites (Range  § — 1440 Minutes)
Management VD (Range - 1— 4094) '
QinQ EtherType (eifat «
Use AP's Management VID for ICC Enabled
conmeied SM * [lisabled

Active Conbguraton
VLAN Nat Active

VLAN Membershp Configuration
| VLAN Membership Table Configuration ! (Range . 1— 4054 |

Al Mamber | Hemove Membs

Emply Set |

VLAN B02 1p Remarking
Source VLAN ' (Range  1—4094)

Remark Prioriy 0 Range 0—T)
Addidodify 802 o Remariing | Remowe 802 1p Remarking

VLAN Remarking Table
Empty Set
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Attribute

Meaning

VLAN Specify whether VLAN functionality for the AP and all linked SMs must (Enabled) or
may not (Disabled) be allowed. The default value is Disabled.

Always use Enable this option before you reboot this AP as a SM to use it to perform spectrum

Local VLAN analysis. Once the spectrum analysis completes, disable this option before you reboot

Config the module as an AP.

Allow Frame
Types

Select the type of arriving frames that the AP must tag, using the VID that is stored in
the Untagged Ingress VID parameter. The default value is All Frames.

Dynamic Specify whether the AP must (Enabled) or not (Disabled) add the VLAN IDs (VIDs) of
Learning upstream frames to the VID table. (The AP passes frames with VIDs that are stored in

the table both upstream and downstream.). The default value is Enabled.
VLAN Aging Specify how long the AP must keep dynamically learned VIDs. The range of values is 5
Timeout to 1440 (minutes). The default value is 25 (minutes).

f":.-"". Note
I:_[::] VIDs that you enter for the Management VID and VLAN Membership
parameters do not time out.

Management Enter the VID that the operator wishes to use to communicate with the module
VID manager. The range of values is 1to 4095. The default value is 1.

Default Port
VID

Any untagged frames at AP's Ethernet ingress are tagged with the default port VID.

QinQ
EtherType

Modules can be configured with 802.1ad Q-in-Q DVLAN (Double-VLAN) tagging
which is a way for an operator to put an 802.1Q VLAN inside of an 802.1ad VLAN. A
nested VLAN, which is the original 802.1Q tag and a new second 802.1ad tag, allows
for bridging of VLAN traffic across a network and segregates the broadcast domains
of 802.1Q VLANSs. Q-in-Q can be used with PPPoE and/or NAT.

The 802.1ad standard defines the S-VLAN as the Service Provider VLAN and the C-
VLAN as the customer VLAN. The radio software does 2 layer Q-in-Q whereby the C-
VLAN is the 802.1Q tag and the S-VLAN is the second layer Q tag as shown below:

Q-in-Q Ethernet frame

Ethernet S-VLAN EthType C-VLAN EthType |P Data EthType

Header Ox88a8 0x8100 0x0800

The 802.1ad S-VLAN is the outer VLAN that is configurable on the Configuration >
VLAN web page of the AP. The Q-in-Q EtherType parameter is configured with a
default EtherType of Ox88a8 in addition to four alternate EtherTypes that can be
configured to aid in interoperability with existing networks that use a different
EtherType than the default.
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Attribute

Meaning

The C-VLAN is the inner VLAN tag, which is the same as 802.1Q. As a top-level
concept, this operates on the outermost tag at any given time, either “pushing” a tag
on or “popping” a tag off. This means packets will at most transition from an 802.1Q
frame to an 801.ad frame (with a tag “pushed” on) or an untagged 802.1 frame (with
the tag “popped” off. Similarly, for an 802.1ad frame, this can only transition from an
802.1ad frame to an 802.1Q frame (with the tag “popped” off) since the radio software
only supports 2 levels of tags.

Use AP's
Management
VID for ICC
connected SM

This field allows the SM to use the AP’s management VLAN ID when the SM is
registered to the AP via ICC.

Configuration

VLAN Not When VLAN is enabled in the AP, the Active Configuration block provides the

Active following details as read-only information in this tab. In the Cambium fixed wireless
broadband IP network, each device of any type is automatically a permanent member
of VID 1. This facilitates deployment of devices that have VLAN enabled with those
that do not.

VLAN For each VLAN in which you want the AP to be a member, enter the VLAN ID and

Membership then click the Add Member button. Similarly, for any VLAN in which you want the AP

Table to no longer be a member, enter the VLAN ID and then click the Remove Member

button.

VLAN
Membership
table

This field lists the VLANSs that an AP is a member of. As the user adds a number
between 1and 4094, this number is populated here.

Source VLAN

Enter the VID for which the operator wishes to remark the 802.1p priority for the

Priority (Range
0-7)

(Range: 1- downstream packets. The range of values is 1to 4094. The default value is 1.
4094)
Remark This is the priority you can assign to the VLAN Tagged packet. Priority of O is the

highest.

VLAN
Remarking
table

As the user enters a VLAN and a Remarking priority, this information is added in this
table.

VLAN page of SM

The VLAN tab of SM/BHS is explained in below table.
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Table 11: SM VLAN attributes
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Attribute

Meaning

VLAN Port Type

By default, this is Q, indicating that it is to operate in the existing manner. The
other option is Q-in-Q, which indicates that it must be adding and removing the S-
Tag, and adding a C-Tag if necessary for untagged packets. The VLAN Port type
corresponds to the Ethernet port of the SM/BHS. Currently, the internal
management interfaces will always operate as Q ports.

Accept QinQ
Frames

This option is valid for the Q-in-Q port so that the user may force blocking of
existing 802.1ad Q-in-Q frames. This way, only untagged or single tagged packets
will come in and out of the Ethernet interface. If a Q-in-Q frame is about ingress or
egress the Ethernet interface and this is disabled, it is dropped and a filter entry
will show up on the VLAN Statistics page as DVLAN Egress or DVLAN Ingress.

Allow Frame
Types

Select the type of arriving frames that the SM must tag, using the VID that is
stored in the Untagged Ingress VID parameter. The default value is All Frames.

Tagged Frames Only: The SM only tags incoming VLAN-tagged frames

Untagged Frames Only: The SM will only tag incoming untagged frames

Dynamic Learning

Specify whether the SM must (Enable) or not (Disable) add the VIDs of upstream
frames (that enter the SM through the wired Ethernet interface) to the VID table.
The default value is Enable.

VLAN Aging
Timeout

Specify how long the SM/BHS must keep dynamically learned VIDs. The range of
values is 5 to 1440 (minutes). The default value is 25 (minutes).

(o

Cr

Note

VIDs that you enter for the Untagged Ingress VID and Management
VID parameters do not time out.

Management VID

Enter the VID that the SM/BHS must share with the AP/BHM. The range of values
is 1to 4095. The default value is 1.

SM Management
VID Pass-through

Specify whether to allow the SM/BHS (Enabled) or the AP/RADIUS (Disabled) to
control the VLAN settings of this SM. The default value is Enabled.

When VLAN is enabled in the AP to whom this SMis registered, the Active
Configuration block provides the following details as read-only information in this
tab. In the Cambium fixed wireless broadband IP network, each device of any type
is automatically a permanent member of VID 1. This facilitates deployment of
devices that have VLAN enabled with those that do not.

If disabled, MVID traffic is not allowed to or from the SM wired interface. Also, if
Management VID is the same as a Port VID (Default or MAC-based), then this
setting is ignored and assumed to be Enabled.

Default Port VID

This is the VID that is used for untagged frames and will correspond to the Q-Tag
for 802.1Q frames (if VLAN Port Type is Q), or the C-Tag for 802.1ad frames (if the
VLAN Port Type is Q-in- Q).
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Attribute

Meaning

Port VID MAC
Address Mapping

These parameters allow operators to place specific devices onto different VLANSs
(802.1Q tag or 802.1ad C-tag) based on the source MAC address of the packet. If
the MAC address entry is 00-00-00-00-00-00 then that entry is not used. If a
packet arrives at the SM that is sourced from a device whose MAC address is in
the table, then the corresponding VID is used for that frame’s Q-tag (Q port) or C-
tag (Q-in-Q port). If there is no match, then the Default Port VID is used. This table
is also used in the downstream direction for removal of the tag based on the
destination MAC address so that an untagged (for Q port) or Q-Tagged (for Q-in-
Q port) frame is delivered to the end device. You may use wildcards for the non-
OUI (Organizationally Unique Identifier) portion of the MAC address, which is the
last 3 bytes. MAC addresses contain 6 bytes, the first 3 of which are the OUI of the
vendor that manufactured the device and the last 3 are unique to that vendor OQUI.
If you want to cover all devices from a known vendor’s OUI, you have to specify
OxFF for the remaining 3 bytes. So, for example, if you wanted all devices from a
specific vendor with an OUI of 00-95-5b (which is a Netgear OUI) to be on the
same VID of 800, you have to specify an entry with MAC address 00-95-5b-ff-ff-ff.
Then, any device underneath of the SM with MAC addresses starting with 00-95-
5bis put on VLAN 800.

Provider VID

The provider VID is used for the S-tag. It is only used if the Port Type is Q-in-Q and
will always be used for the S-tag. If an existing 802.1Q frame arrives, the Provider
VID is what is used for adding and removing of the outer S-tag. If an untagged
frame arrives to a Q-in-Q port, then the Provider VID is the S-tag and the Default
Port VID (or Port VID MAC Address Mapping, if valid) is used for the C-tag.

Support 802.1p
Frames

This parameter allows the operator to enable or disable 802.1p frames. When
802.1p feature is enabled on SM, the packets are added with VID=0 and priority
bits are set.

Active
Configuration,
Default Port VID

This is the value of the parameter of the same name, configured above.

Active
Configuration,
MAC Address VID
Map

This is the listing of the MAC address VIDs configured in Port VID MAC Address
Mapping.

Active
Configuration,
Management VID

This is the value of the parameter of the same name, configured above.

Active
Configuration, SM
Management VID
Pass-Through

This is the value of the parameter of the same name, configured above.

Active
Configuration,
Dynamic Aging
Timeout

This is the value of the VLAN Aging Timeout parameter configured above.
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Attribute

Meaning

Active
Configuration,
Allow Learning

Yes is displayed if the value of the Dynamic Learning parameter above is Enabled.
No is displayed if the value of Dynamic Learning is Disabled.

Active
Configuration,
Allow Frame Type

This displays the selection that was made from the drop-down list at the
Allow Frame Types parameter above.

Active
Configuration,
QinQ

This is set to Enabled if VLAN Port Type is set to QinQ, and is set to Disabled if
VLAN Port Type is set to Q.

Active
Configuration,
QinQ EthType

This is the value of the QinQ EtherType configured in the AP.

Active
Configuration,
Allow QinQ
Tagged Frames

This is the value of Accept QinQ Frames, configured above.

Active
Configuration,
Current VID
Member Set, VID
Number

This column lists the ID numbers of the VLANSs in which this module is a member,
whether through assignment or through dynamic learning.

Active
Configuration,
Current VID
Member Set, Type

For each VID number in the first column, the entry in this column correlates the
way in which the module became and continues to be a member:

Permanent—This indicates that the module was assigned the VID number through
direct configuration by the operator.

Dynamic—This indicates that the module adopted the VID number through
enabled dynamic learning, when a tagged packet from a SM behind it in the
network or from a customer equipment that is behind the SM in this case, was
read.

Active
Configuration,
Current VID
Member Set, Age

For each VID number in the first column of the table, the entry in this column
reflects whether or when the VID number will time out:

Permanent type - Number never times out and this is indicated by the digit O.

Dynamic type - Age reflects what is configured in the VLAN Aging Timeout
parameter in the Configuration => VLAN tab of the AP or reflects a fewer number
of minutes that represents the difference between what was configured and what
has elapsed since the VID was learned. Each minute, the Age decreases by one
until, at zero, the AP deletes the learned VID, but can it again from packets sent by
elements that are beneath it in the network.

(o

Cr

Note

Values in this Active Configuration block can differ from attempted
values in configurations:
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Attribute

Meaning

The AP can override the value that the SM has configured for SM
Management VID Pass-Through.

Subnet Mask

IP Lookup This parameter supports following options.
Direction o ] )
e Use Source IP: Mapping is done based on the source IP of the incoming
packet.
e Use Destination IP: Mapping is done based on the Destination IP of the
incoming packet.
IP Address / This parameter specifies the IP Address and the Subnet Mask which needs to be

matched.

VID

This parameter specifies the VLAN which is tagged to the packet.

Priority Mode

This parameter specifies the priority precedence to decide if 802.1p or DSCP
Priority bits need to be used when making priority decisions.

Priority

This parameter specifies the 802.1p Priority bits in the VLAN tag.

L3 Port VID Map

This field displays the Map key, IP address/subnet mask, VID, Priority mode,
Priority, and Hash key information of the tagged packets.

VLAN Membership tab of SM

The Configuration > VLAN > VLAN Membership tab is explained in below table.

Table 12: SM VLAN Membership attributes

'VLAN Membership Configuration )

VLAN Membership Table Configuration = 10 (Range - 1 — 4094)

[Add Member | [ Remove Member |

'VLAN Membership Table "

VLAMN Membership Table VID Number Type Age

Configuration

10 Static
Attribute Meaning
VLAN For each VLAN in which you want the AP to be a member, enter the VLAN ID and
Membership then click the Add Member button. Similarly, for any VLAN in which you want the AP
Table to no longer be a member, enter the VLAN ID and then click the Remove Member

button.

VLAN configuration for PTP

Applicable
products

PTP: b BHM b BMS
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VLAN page of BHM

The VLAN tab of BHS is explained in below table.

Table 13: BHM VLAN page attributes
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Attribute Meaning

VLAN Specify whether VLAN functionality for the BHM and all linked BHS must be (Enabled)
or may not (Disabled) be allowed. The default value is Disabled.

VLAN Port By default, this is Q, indicating that it is to operate in the existing manner. The other

Type option is Q-in-Q, which indicates that it must be adding and removing the S-Tag, and
adding a C-Tag if necessary for untagged packets. The VLAN Port type corresponds
to the Ethernet port of the BHS. Currently, the internal management interfaces will
always operate as Q ports.

Accept QinQ This option is valid for the Q-in-Q port so that the user may force blocking of existing

Frames 802.1ad Q-in-Q frames. This way, only untagged or single tagged packets will come in
and out of the Ethernet interface. If a Q-in-Q frame is about ingress or egress the
Ethernet interface and this is disabled, it is dropped and a filter entry will show up on
the VLAN Statistics page as DVLAN Egress or DVLAN Ingress.

Management Enter the VID that the BHS must share with the BHM. The range of values is 1to 4095.

VID (Range 1- | The default valueis 1.

4094)

Default Port This is the VID that is used for untagged frames and corresponds to the Q-Tag for

VID (Range 1- | 802.1Q frames (if VLAN Port Type is Q), or the C-Tag for 802.1ad frames (if the VLAN

4094) Port Type is Q-in- Q).

QinQ Ether Modules can be configured with 802.1ad Q-in-Q DVLAN (Double-VLAN) tagging

Type which is a way for an operator to put an 802.1Q VLAN inside of an 802.1ad VLAN. A
nested VLAN, which is the original 802.1Q tag and a new second 802.1ad tag, allows
for bridging of VLAN traffic across a network and segregates the broadcast domains
of 802.1Q VLANSs. Q-in-Q can be used with PPPoE and/or NAT.
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Attribute

Meaning

The 802.1ad standard defines the S-VLAN as the Service Provider VLAN and the C-
VLAN as the customer VLAN. The radio software does 2-layer Q-in-Q whereby the C-
VLAN is the 802.1Q tag and the S-VLAN is the second layer Q tag as shown below:

Ethernet S-VLAN EthType C-VLAN EthType |P Data EthType
Header Ox88a8 0x8100 0x0800

The 802.1ad S-VLAN is the outer VLAN that is configurable on the Configuration >
VLAN web page of the BHM. The Q-in-Q EtherType parameter is configured with a
default EtherType of 0x88a8 in addition to four alternate EtherTypes that can be
configured to aid in interoperability with existing networks that use a different
EtherType than the default.

The C-VLAN is the inner VLAN tag, which is the same as 802.1Q. As a top-level
concept, this operates on the outermost tag at any given time, either “pushing” a tag
on or “popping” a tag off. This means packets will at most transition from an 802.1Q
frame to an 801.ad frame (with a tag “pushed” on) or an untagged 802.1 frame (with
the tag “popped” off. Similarly, for an 802.1ad frame, this can only transition from an
802.1ad frame to an 802.1Q frame (with the tag “popped” off) since the radio software
only supports 2 levels of tags.

VLAN Not
Active

When VLAN is enabled in the BHM, the Active Configuration block provides the
following details as read-only information in this tab. In the Cambium fixed wireless
broadband IP network, each device of any type is automatically a permanent member
of VID 1. This facilitates deployment of devices that have VLAN enabled with those
that do not.

VLAN page of BHS

The VLAN tab of BHS is explained in below table.

Table 14: BHS VLAN page attributes

WLAN Conliguration

E mankibad
WLAM & [roailss
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Attribute

Meaning

VLAN

Specify whether VLAN functionality for the BHM and all linked BHS must be (Enabled)
or may not (Disabled) be allowed. The default value is Disabled.
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Attribute

Meaning

VLAN Port By default, this is Q, indicating that it is to operate in the existing manner. The other

Type option is Q-in-Q, which indicates that it must be adding and removing the S-Tag, and
adding a C-Tag if necessary for untagged packets. The VLAN Port type corresponds
to the Ethernet port of the BHS. Currently, the internal management interfaces will
always operate as Q ports.

Accept QinQ This option is valid for the Q-in-Q port so that the user may force blocking of existing

Frames 802.1ad Q-in-Q frames. This way, only untagged or single tagged packets will come in
and out of the Ethernet interface. If a Q-in-Q frame is about ingress or egress the
Ethernet interface and this is disabled, it is dropped and a filter entry will show up on
the VLAN Statistics page as DVLAN Egress or DVLAN Ingress.

Management Enter the VID that the BHS must share with the BHM. The range of values is 1to 4095.

VID (Range 1- | The default valueis 1.

4094)

Default Port

This is the VID that is used for untagged frames and corresponds to the Q-Tag for

VID (Range 1- | 802.1Q frames (if VLAN Port Type is Q), or the C-Tag for 802.1ad frames (if the VLAN
4094) Port Type is Q-in- Q).

VLAN Not When VLAN is enabled in the BHM, the Active Configuration block provides the
Active following details as read-only information in this tab. In the Cambium fixed wireless

broadband IP network, each device of any type is automatically a permanent member
of VID 1. This facilitates deployment of devices that have VLAN enabled with those
that do not.

PPPoOE page of SM

Applicable
products

PMP: b SM

Point-to-Point Protocol over Ethernet (PPPoE) is a protocol that encapsulates PPP frames inside

Ethernet frames (at Ethernet speeds). Benefits to the network operator may include

e Access control
e Service monitoring
« Generation of statistics about activities of the customer

¢« Re-use of infrastructure and operational practices by operators who already use PPP for other
networks

PPPoE options are configurable for the SM only, and the AP indicates whether or not PPPoOE is enabled
for a specific subscriber.

When PPPoE is enabled, once the RF session comes up between the SM and the AP, the SM will
immediately attempt to connect to the PPPoOE Server. You can monitor the status of this by viewing the
PPPoE Session Log in the Logs section (Administrator only). Every time the RF session comes up, the SM
will check the status of the link and if it is down, the SM will attempt to redial the link if necessary
depending on the Timer Type. Also, on the Configuration page, the user may ‘Connect’ or ‘Disconnect’
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the session manually. This can be used to override the session to force a manual disconnect and/or
reconnect if there is a problem with the session.

In order to enable PPPoE, NAT MUST be enabled on the SM and Translation Bridging MUST be disabled
on the AP. These items are strictly enforced for you when you are trying to enable PPPoE. A message will
indicate any prerequisites not being met. Also, the NAT Public IP DHCP client cannot be enabled, because
the NAT Public IP is received through the IPCP process of the PPPoE discovery stages.

The pre-requisites are:
s NAT MUST be enabled on the SM:

« NAT DHCP Client is disabled automatically. The NAT public IP is received from the PPPoOE Server.

« NAT Public Network Interface Configuration will not be used and must be left to defaults. Also
NAT Public IP DHCP is disabled if it is enabled.

Translation Bridging MUST be DISABLED on the AP

e This will only be determined if the SM is in session since the SM won’t know the AP configuration
otherwise. If the SM is not in session, PPPoOE can be enabled but if the SM goes into session to a
Translation Bridge-enabled AP, then PPPoE will not be enabled.

The PPPoE configuration parameters are explained in below table.
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Table 15: SM PPPoE attributes
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Attribute Meaning
Access An optional entry to set a specific access concentrator to connect to for the PPPoE
Concentrator session. If this is blank, the SM will accept the first access concentrator which

matches the service name (if specified). This is limited to 32 characters.

Service Name An optional entry to set a specific service name to connect to for the PPPoE session.
If this is left blank the SM will accept the first service option that comes back from
the access concentrator specified above, if any. This is limited to 32 characters.

Authentication None means that no PPPoE authentication is implemented

Type
ye CHAP/PAP means that CHAP authentication is attempted first, then PAP

authentication. The same password is used for both types.

User Name This is the CHAP/PAP user name that is used if CHAP/PAP authentication is
selected. If None is selected for authentication, then this field is unused. This is
limited to 32 characters.

Password This is the CHAP/PAP password that is used if PAP authentication is selected. If
None is selected for authentication, then this field is unused. This is limited to 32
characters.

MTU Use MTU Received from PPPoOE Server causes the SM to use the MRU of the PPPoE
server received in LCP as the MTU for the PPPOE link.
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Attribute Meaning

Use User Defined MTU allows the operator to specify an MTU value to use to
override any MTU that may be determined in the LCP phase of PPPOE session setup.
If this is selected, the user is able to enter an MTU value up to 1492. However, if the
MTU determined in LCP negotiations is less than this user-specified value, the SM will
use the smaller value as its MTU for the PPPoE link.

Timer Type Keep Alive is the default timer type. This timer will enable a keepalive that will check
the status of the link periodically. The user can set a keepalive period. If no data is
seen from the PPPoE server for that period, the link is taken down and a
reconnection attempt is started. For marginal links, the keep alive timer can be useful
so that the session will stay alive over periodic dropouts. The keepalive timer must
be set such that the session can outlast any session drop. Some PPPoE servers will
have a session check timer of their own so that the timeouts of the server and the SM
are in sync, to ensure one side does not drop the session prematurely.

Idle Timeout enables an idle timer that checks the usage of the link from the
customer side. If there is no data seen from the customer for the idle timeout period,
the PPPoE session is dropped. Once data starts flowing from the customer again, the
session is started up again. This timer is useful for users who may not be using the
connection frequently. If the session is idle for long periods of time, this timer will
allow the resources used by the session to be returned to the server. Once the
connection is used again by the customer, the link is reestablished automatically.

Timer Period The length in seconds of the PPPoOE keepalive timer.
TCP MSS If this is enabled, then the SM will alter TCP SYN and SYN-ACK packets by changing
Clamping the Maximum Segment Size to be compatible with the current MTU of the PPPoE

link. This way, the user does not have to worry about MTU on the client side for TCP
packets. The MSS is set to the current MTU - 40 (20 bytes for IP headers and 20
bytes for TCP headers). This will cause the application on the client side to not send
any TCP packets larger than the MTU. If the network is exhibiting large packet loss,
try enabling this option. This may not be an option on the PPPOE server itself. The SM
will NOT reassemble IP fragments, so if the MTUs are incorrect on the end stations,
then MSS clamping will solve the problem for TCP connections.

IPv4 and IPv6

Applicabis products PMP: AP s pte; B i B pMs

IPv4 and IPv6 Prioritization

450 Platform Family provides operators the ability to prioritize IPv6 traffic in addition to IPv4 traffic.
IPv6/IPv4 prioritization can be configured by selecting a CodePoint and the corresponding priority from
the GUI of the AP/BHM and the IPv6/IPv4 packet is set up accordingly. There is no GUI option for
selecting IPv6 or IPv4 priority. Once the priority is set, it is set for IPv4 and IPv6 packets.

Configuring IPv4 and IPv6 Priority

IPv4 and IPv6 prioritization is set using the DiffServ tab on the AP/BHM and SM/BHS (located at
Configuration > DiffServ). A priority set to a specific CodePoint will apply to both IPv4 and IPv6 traffic.
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Table 16: DiffServ attributes - AP/BHM
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Attribute Meaning
Codepoints 1 The PMP family of APs support four levels of QoS. The mapping of these eight
through 63 priority values to data channels is determined by the number of data channels

configured per SM as shown in the table below:

Number of QoS levels > 1
Level 1

e
Level 3
Level 4

Chapter 1: Configuration 92



Attribute

Meaning

For example, for an AP that uses the default table shown above has configured 3
QoS levels per SM, would see codepoints O through 15 mapped to the Low
Priority data channels, codepoint 16 would be mapped to the Medium Priority
data channels, and so on.

Note that CodePoints O, 8, 16, 24, 32, 48, and 56 are predefined to the fixed
values shown in IPv4 and IPv6 Prioritization above and are not user configurable.
Operator cannot change any of these three fixed priority values. Among the
configurable parameters, the priority values (and therefore the handling of
packets in the high or low priority channel) are set in the AP/BHM for all
downlinks within the sector and in the SM/BHS for each uplink.

CodePoint Select

This represents the CodePoint Selection to be modified via Priority Select.

Priority Select

The priority setting input for the CodePoint selected in CodePoint Select.

Priority Precedence

Allows operator to decide if 802.1p or DiffServ priority bits must be used first
when making priority decisions.

PPPoE Control
Message Priority

Operators may configure the AP/BHM to utilize the high priority channel for
PPPoOE control messages. Configuring the AP/BHM in this fashion can benefit the
continuity of PPPOE connections when there are issues with PPPoE sessions
being dropped in the network. This prioritization may be configured in the
DiffServ tab in the Configuration menu of the AP/BHM.

Prioritize DSCP
Streams

Provision to Enable/Disable the feature for this SM's link.

DSCP Stream Role

DSCP Stream
Identifier

DSCP Stream
Priority

DSCP Stream
Priority Description

MPLS Traffic Class
(TC) O through
MPLS Traffic Class
(TO) 7

The Multi-Protocol Label Switching (MPLS) protocol is used to route traffic based
on the priority setting configured each MPLS Traffic Class.

MPLS Traffic Class (TC) O through MPLS Traffic Class (TC) 7 can be configured
with O through 7 priority settings.

IPv4 and IPv6 Filtering

The operator can filter (block) specified IPv6 protocols including IPv4 and ports from leaving the
AP/BHM and SM/BHS and entering the network. This protects the network from both intended and
inadvertent packet loading or probing by network users. By keeping the specified protocols or ports off
the network, this feature also provides a level of protection to users from each other.
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Configuring IPv4 and IPv6 Filtering

IPv6 filters are set using the Protocol Filtering tab on the AP/BHM and SM/BHS (at Configuration >
Protocol Filtering). Once a filter is set for a packet type, those packets will not be sent over the RF
interface depending on “Filter Direction” setting.

Table 17: Packet Filter Configuration attributes
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Attribute Meaning

Packet Filter Types For any box selected, the Protocol and Port Filtering feature blocks the
associated protocol type.

To filter packets in any of the user-defined ports, you must do all of the
following:

e Check the box for User Defined Port n (See Below) in the Packet
Filter Types section of this tab.

e Provide a port number at Port #n. in the User Defined Port
Filtering Configuration section of this tab

« Enable TCP and/or UDP by clicking the associated radio button

Filter Direction Operators may choose to filter upstream (uplink) RF packets or
downstream (downlink) RF packets.

User Defined Port Filtering You can specify ports for which to block subscriber access, regardless
Configuration of whether NAT is enabled.

Upgrading the software version and using CNUT

This section consists of the following procedures:

¢ Upgrading to a new software version

« Checking the installed software version

Caution

If the link is operational, ensure that the remote end of the link is upgraded first
using the wireless connection, and then the local end can be upgraded.
Otherwise, the remote end may not be accessible.

Use CNUT 4.11.2 or later version and always refer to the software release notes
before upgrading system software. The release notes are available at:

https://support.cambiumnetworks.com/files/pmp450

https://support.cambiumnetworks.com/files/ptp450

Checking the installed software version
To check the installed software version, follow these instructions:
Procedure 10 Checking the installed software version:

1. Click on General tab under Home menu.
2. Note the installed Software Version (under Device Information):

PMP/PTP 450/450i/450m

Software Version: CANOPY 15.0.1 AP-None

3. Go to the support website (see Contacting Cambium Networks) and find Point-to-Multipoint
software updates. Check that the latest 450 Platform Family software version is the same as the
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installed Software Version.
4. To upgrade software to the latest version, see Upgrading to a new software version

Upgrading to a new software version

All 450 platform modules are upgraded using the Canopy Network Updater Tool. The Canopy Network
Updater Tool (CNUT) manages and automates the software upgrade process for a Canopy radio, or
CMM4 (but not its 14-port switch) across the network. This eliminates the need for an administrator to
visit each radio in the network (or each AP/BHM while using the Auto update feature) to upgrade the
modules.

I.-";..' Note

[:_[::] Please ensure that you have the most up-to-date version of CNUT by browsing
to the Customer Support Web Page located:
https://www.cambiumnetworks.com/products/software-tools/cambium-
network-updater-tool/

This section includes an example of updating a single unit before deployment. System-wide upgrading
procedures may be found in the CNUT Online Help manual, which can be found on the Cambium support
website (see Contacting Cambium Networks).

CNUT functions

The Canopy Network Updater tool has the following functions:
« Automatically discovers all network elements

« Executes a UDP command that initiates and terminates the Auto-update mode within APs/BHMs.
This command is both secure and convenient:

o For security, the AP/BHM accepts this command from only the IP address that you specify
in the Configuration page of the AP/BHM.

o For convenience, Network Updater automatically sets this Configuration parameter in the
APs/BHMs to the IP address of the Network Updater server when the server performs any
of the update commands.

e CNUT supports HTTP and HTTPS

« Allows you to choose the following among updating:

o Your entire network.
°o Only elements that you select.

o Only network branches that you select.

e Provides a Script Engine that you can use with any script that:

o You define.
o Cambium supplies.

« Configurability of any of the following to be the file server for image files:
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o The AP/BHM, for traditional file serving via UDP commands and monitoring via UDP
messaging

o CNUT HTTP/HTTPS Server, for upgrading via SNMP commands and monitoring via SNMP
messaging. This also supports an option to either set the image order specifically for this file
server or to allow the AP to determine the order.

o Local TFTP Server, for traditional file serving via UDP commands and monitoring via UDP
messaging. This supports setting the number of simultaneous image transfers per AP/BHM

e The capability to launch a test of connectivity and operational status of the local HTTP, HTTPS and
TFTP file servers

« An interface that supports efficient specification of the proper IP address for the local file server(s)
where Network Updater resides on a multi-homed computer

« An md5 checksum calculator utility for identifying corruption of downloaded image files before
Network Updater is set to apply them.

Network element groups

With the Canopy Network Updater Tool, you can identify element groups composed of network elements
that you select. Identifying these element groups does the following:

« Organizes the display of elements (for example, by region or by AP/BHM cluster).

o Allows to:
o Perform an operation on all elements in the group simultaneously.

o Set group-level defaults for ftp password access and SNMP Community String (defaults
that can be overridden in an individual element when necessary).

Network layers

A typical network contains multiple layers of elements, with each layer farther from the Point of Presence.
For example, SMs (or BHS) are behind an AP/BHM and thus, in this context, at a lower layer than the
AP/BHM. Correctly portraying these layers in Network Updater is essential so that Network Updater can
perform radio and AP/BHM cluster upgrades in an appropriate order.

Script engine

Script Engine is the capability in Network Updater that executes any user-defined script against any
network element or element group. This capability is useful for network management, especially for
scripts that you repetitively execute across your network.

The Autodiscovery capability in Network Updater finds all of your network elements. This comprehensive
discovery:

« Ensures that, when you intend to execute a script against all elements, the script is indeed
executed against all elements.

« Maintains master lists of elements (element groups) against which you selectively execute scripts.

The following scripts are included with CNUT:
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o Gather Customer Support Information

« Set Access Point Authentication Mode

« Set Autoupdate Address on APs/BHMs
¢ Set SNMP Accessibility

¢ Reset Unit

Software dependencies for CNUT
CNUT functionality requires:
« one of the following operating systems:

° Windows® 2000

o Windows Server 2003

o Windows 7 and Windows 8

o Windows XP or XP Professional

o Red Hat Enterprise Linux (32-bit) Version 4 or 5

« Java™ Runtime Version 2.0 or later (installed by the CNUT installation tool)

CNUT download

CNUT can be downloaded together with each system release that supports CNUT. Software for these
system releases is available from https://www.cambiumnetworks.com/products/software-
tools/cambium-network-updater-tool/, as either:

o A .zip file for use without the CNUT application.

o A .pkg file that the CNUT application can open.

Upgrading a module prior to deployment

To upgrade to a new software version, follow this:
Procedure 11 Upgrading a module prior to deployment

1. Go to the support website (see Contacting Cambium Networks) and find Point-to-Multipoint
software updates. Download and save the required software image.

2. Start CNUT

3. If you don’t start up with a blank new network file in CNUT, then open a new network file with the
New Network Archive operation (located at File >New Network).

4. Enter a new network element to the empty network tree using the Add Elements to Network Root
operation (located at Edit >Add Elements to Network Root).
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5. Inthe Add Elements dialogue, select a type of Access Point or Subscriber Module and enter the IP
address of 169.254.1.1.

6. Make sure that the proper Installation Package is active with the Package Manager dialogue
(located at Update > Manage Packages).

7. To verify connectivity with the radio, perform a Refresh, Discover Entire Network operation
(located at View >Refresh/Discover Entire Network). You must see the details columns for the
new element filled in with ESN and software version information.

8. Initiate the upgrade of the radio using Update Entire Network Root operation (located at Update
>Update Entire Network Root). When this operation finishes, the radio is done being upgraded.

General configuration

The Configuration > General page of the AP/BMH or BHM/BHS contains many of the configurable
parameters that define how the ratios operate in sector or backhaul.

Applicable products e B ap = Y pte- B BHm B BMs

PMP 450m and PMP/PTP 450i Series
General page - PMP 450i AP

The General page of AP is explained in below table.
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Table 18: General page attributes - PMP/PTP 450i AP
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Attribute

Meaning

Link Speed

From the drop-down list of options, select the type of link speed for the Ethernet
connection. The Auto settings allow the two ends of the link to automatically
negotiate with each other the best possible speed, and check whether the Ethernet
traffic is full duplex or half duplex.

However, some Ethernet links work best when either:

e both ends are set to the same forced selection

« both ends are set to auto-negotiate and both have capability in least one
common speed and traffic type combination.

Ethernet Link

This parameter allows the operator to enable or disable Ethernet Link.

Ethernet
Bounce
Timeout

This parameter allows the operator to configure Ethernet bounce timeout ranging
from O to 60 minutes. Value O disables Ethernet bounce timeout.

802.3at Type 2
PoE Status and

PoE
Classification
(PMP 450i
Series only)

When the PoE Classification functionality is enabled and if Type 2 power is not
present, the PAs do not power up and draw too much power.

By default, the PoE Classification feature is disabled and the PAs will power up
regardless of the classification presented by the power source.

This is supported only on 450i series devices.

PoE Classification configuration status also can be check under Home > General >
Device Information tab:

B02 3at Type 2 PoE Status Mot Present (lgnorad)

Configuration

See Setting the Configuration Source

Source

Sync Input See Configuring synchronization

Free Run See Free Run Before GPS Sync

Before GPS

Sync

Region From the drop-down list, select the region in which the radio is operating.
Country From the drop-down list, select the country in which the radio is operating.

Unlike selections in other parameters, your Country selection requires a Save Changes
and a Reboot cycle before it will force the context-sensitive GUI to display related
options (for example, Alternate Frequency Carrier 1and 2 in the

Configuration > Radio tab).

PMP 450i Series ODUs shipped to the United States is locked to a Region Code
setting of “United States”. Units shipped to regions other than the United States must
be configured with the corresponding Region Code to comply with local regulatory
requirements.

Country Code settings affect the radios in the following ways:

¢ Maximum transmit power limiting (based on radio transmitter power plus
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Attribute

Meaning

configured antenna gain)
« DFS operation is enabled based on the configured region code, if applicable

For more information on how transmit power limiting and DFS is implemented for
each country, see the PMP 450 Planning Guide.

Webpage Auto
Update

Enter the frequency (in seconds) for the web browser to automatically refresh the
web-based interface. The default setting is O. The O setting causes the web-based
interface to never be automatically refreshed.

Bridge Entry
Timeout

Specify the appropriate bridge timeout for correct network operation with the
existing network infrastructure. The Bridge Entry Timeout must be a longer period
than the ARP (Address Resolution Protocol) cache timeout of the router that feeds
the network.

Caution

An inappropriately low Bridge Entry Timeout setting may lead to
temporary loss of communication with some end users.

Translation
Bridging

Optionally, you can configure the AP to change the source MAC address in every
packet it receives from its SMs to the MAC address of the SM that bridged the packet,
before forwarding the packet toward the public network. If you do, then:

Not more than 128 IP devices at any time are valid to send data to the AP from behind
the SM.

SM populates the Translation Table tab of its Statistics web page, displaying the MAC
address and IP address of all the valid connected devices.

Each entry in the Translation Table is associated with the number of minutes that
have elapsed since the last packet transfer between the connected device and the
SM.

If 128 are connected and another attempts to connect:
If no Translation Table entry is older than 255 minutes, the attempt is ignored.

If an entry is older than 255 minutes, the oldest entry is removed and the attempt is
successful.

The Send Untranslated ARP parameter in the General tab of the Configuration page
can be:

Disabled, so that the AP overwrites the MAC address in Address Resolution Protocol
(ARP) packets before forwarding them.

Enabled, so that the AP forwards ARP packets regardless of whether it has
overwritten the MAC address.

When this feature is disabled, the setting of the Send Untranslated ARP parameter
has no effect, because all packets are forwarded untranslated (with the source MAC
address intact).
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Meaning

Send
Untranslated
ARP

If the Translation Bridging parameter is set to Enabled, then the Send Untranslated
ARP parameter can be:

Disabled - so that the AP will overwrite the MAC address in Address Resolution
Protocol (ARP) packets before forwarding them.

Enabled - so that the AP will forward ARP packets regardless of whether it has
overwritten the MAC address.

If the Translation Bridging parameter is set to Disabled, then the Send Untranslated
ARP parameter has no effect.

SM lIsolation

Prevent or allow SM-to-SM communication by selecting from the following drop-
down menu items:

Disable SM Isolation (the default selection). This allows full commmunication between
SMs.

Block SM Packets from being forwarded - This prevents both multicast/broadcast
and unicast SM-to-SM communication.

Block and Forward SM Packets to Backbone - This not only prevents
multicast/broadcast and unicast SM-to-SM communication but also sends the
packets, which otherwise are handled SM to SM, through the Ethernet port of the AP.

Forward Enabled: All unknown Unicast packets (no entry in the AP’s bridge table) received via
Unknown the AP’s Ethernet LAN interface are forwarded to registered SMs. If the target device
Unicast is situated beneath a particular SM, when the device responds the SM and AP will
Packets learn and add the device to their bridge tables so that subsequent packets to that
device is bridged to the proper SM.
Disabled: All unknown Unicast packets (no entry in the AP’s bridge table) received via
the AP’s Ethernet LAN interface are discarded at the AP.
Update Enter the address of the server to access for software updates on this AP and
Application registered SMs.
Address

Prioritize TCP
ACK

To reduce the likelihood of TCP acknowledgement packets being dropped, set this
parameter to Enabled. This can improve throughput that the end user perceives
during transient periods of congestion on the link that is carrying acknowledgements.
This parameter, when enabled, can be particularly useful when running bi-direction
FTP sessions over the link. If a link is primarily used for video surveillance, it is
recommended to set this parameter to Disable.

Multicast Using Link Layer Discovery Protocol (LLDP), a module exchanges multicast

Destination addresses with the device to which it is wired on the Ethernet interface. Although

Address some switches (CMM4, for example) do not pass LLDP addresses upward in the
network, a radio can pass it as the value of the Multicast Destination Address
parameter value in the connected device that has it populated.

DHCP Relay The AP may act as a DHCP relay for SMs and CPEs underneath it. The AP will make

Agent use of the DHCP Option 82 (DHCP Relay Agent Information) from RFC 3046 when

performing relay functions. The AP offers two types of DHCP relay functionality:
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Meaning

Full Relay Information - Configuring the DHCP Full Relay Operation will take
broadcast DHCP packets and send them to a Unicast server in unicast mode. This way
the DHCP requests and replies can be routed like any other UDP packet.

Only Insert Option 82 - This option leaves the DHCP request on its broadcast domain
as opposed to DHCP Full Relay Operation which will turn it into a unicast packet.

In order to accommodate setting up pools or classes for different VLANSs, the Option
82 field will include information to tell the server what VLAN the client is on.

DHCP Server
(Name or IP
Address)

The DHCP relay server may be either a DNS name or a static IP address in dotted
decimal notation. Additionally, the management DNS domain name may be toggled
such that the name of the DHCP relay server only needs to be specified and the DNS
domain name is automatically appended to that name. The default DHCP relay server
addresses are 255.255.255.255 with the appending of the DNS domain name disabled.

Option 82
Circuit ID

This parameter specifies the Circuit ID for DHCP Relay Option 82 data. Following
wildcards are supported:

« $apmac$ - AP MAC adddress in ascii format, no delimiters

o $apmacbi$ - AP MAC address in hex format (6 bytes)

e $smmac$ - SM MAC adddress in ascii format, no delimiters

e $smmacbi$ - SM MAC address in hex format (6 bytes)

« $apsn$ - AP Site Name (may be truncated to 32 chars)

¢ $smsn$ - SM Site Name (may be truncated to 32 chars)

e $smvid$ - SM Port VID in ascii format, leading O included, 4 chars long
e $smvidbi$ - SM Port VID in hex format (2 bytes)

e $smluid$ - SM LUID

Default value is $apmacbi$

Note: Overall expanded Option 82 data is limited to 255 bytes.

Option 82
Remote ID

This parameter specifies the Remote ID for DHCP Relay Option 82 data. Following
wildcards are supported:

« $apmac$ - AP MAC adddress in ascii format, no delimiters
« $apmacbi$ - AP MAC address in hex format (6 bytes)
e $smmac$ - SM MAC adddress in ascii format, no delimiters

$smmacbi$ - SM MAC address in hex format (6 bytes)

$apsn$ - AP Site Name (may be truncated to 32 chars)

e $smsn$ - SM Site Name (may be truncated to 32 chars)
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e $smvid$ - SM Port VID in ascii format, leading O included, 4 chars long
e $smvidbi$ - SM Port VID in hex format (2 bytes)

e $smluid$ - SM LUID

Default value is $smmacbi$

Note: Overall expanded Option 82 data is limited to 255 bytes.

Option 82
Vendor
Specific ID

This parameter specifies the Vendor Specific ID for DHCP Relay Option 82 data.

Following wildcards are supported:
e $apmac$ - AP MAC adddress in ascii format, no delimiters
e $apmacbi$ - AP MAC address in hex format (6 bytes)
« $smmac$ - SM MAC adddress in ascii format, no delimiters
¢« $smmacbi$ - SM MAC address in hex format (6 bytes)
e« $apsn$ - AP Site Name (may be truncated to 32 chars)
e $smsn$ - SM Site Name (may be truncated to 32 chars)
e $smvid$ - SM Port VID in ascii format, leading O included, 4 chars long
e $smvidbi$ - SM Port VID in hex format (2 bytes)

e $smluid$ - SM LUID
Default value is $smvidbi$

Note: Overall expanded Option 82 data is limited to 255 bytes.

Latitude
Longitude
Height

Physical radio location data may be configured via the Latitude, Longitude and
Height fields. Latitude and Longitude is measured in Decimal Degree while the Height
is calculated in Meters.

Report SM
Reconnection
Failure After
Channel/EIRP

Provision to enable/disable flag for this feature.

Change

Failure If the percentage of the number of SMs which failed to reconnect after EIRP/channel
Reporting change exceeds this value, a failure will be reported via an alarm and a warning
Threshold for banner.

SM

Reconnection

Failure Report
Duration

The number of days the AP will print the warning banner and allow the cnMaestro
alarm to be displayed, before clearing them both, in the of absence enough SMs
reconnecting to bring the reconnect failure percentage below the failure threshold.
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General page - PMP 450m AP

The General page of AP is explained in below table.

Figure 22: General page attributes -PMP 450m AP
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MU-MIMO This parameter allows to enable or disable Trial mode for radios with a Limited key for
MU-MIMO operation. Once the trial key is applied, the 30-day trial can be enabled or
disabled at any time.

Interference When an operator upgrades a 5 GHz 450m to Release 22.2, a free 30-day trial of the
Cancellation uplink interference cancellation software is included. By default, this trial mode is
disabled. When an operator enables the trial mode, the 30-day timer starts.

Note that the 30-day trial can be enabled or disabled at any time. The amount of time
left on this trial or the MU-MIMO trial can be viewed on the HOME -> General Status
page of the AP. Also, enabling this trial by itself is not sufficient to activate the UL
Interference Cancellation feature. It must also be enabled via SNMP or the
Configuration -> Radio page on the AP.

Ethernet Port | Ethernet Port selection is applicable to the 450m platform only with two choices in the
Selection drop-down list:

« Main: A selection of main indicates that link connectivity and power to the 450m
is provided through the RF45 connection on the Main port of the AP

e SFP: A selection of SFP indicates that link connectivity will be provided through
the SFP port on the 450m

Power continues to be provided via the RJ45 Main port (5 GHz 450m only; the 3 GHz
450m utilizes a separate DC connector).

For information about remaining attributes, refer PMP 450m and PMP/PTP 450i Series.

General page - PMP 450i SM

The General page of PMP 450i SM is explained in below table. The General page of PMP 450 SM looks the
same as PMP 450i SM.

Table 19: General page attributes - PMP 450i SM
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Attribute Meaning

Link Speed From the drop-down list of options, select the type of link speed for the Ethernet
connection. The default for this parameter is that all speeds are selected. The
recommended setting is a single speed selection for all APs and SMs in the operator

network.
Ethernet Link
Ethernet See PMP 450m and PMP/PTP 450i Series
Bounce
Timeout

802.3at Type 2 [ When the PoE Classification functionality is enabled and if Type 2 power is not
PoE Status present, the PAs do not power up and draw too much power.

and
By default, the PoE Classification feature is disabled, and the PAs will power up

PoE regardless of the classification presented by the power source.

Classification . ) )
This is supported only on 450i series ODUs.

PoE Classification configuration status also can be check under Home > General >
Device Information tab:

A02 dat Type 2 PoE Status Mol Presenl [ lgnoned)

Remote See PMP/PTP 450b Series.
Device Type

Region This parameter allows you to set the region in which the radio will operate.

The SM radio automatically inherits the Region type of the master. This behavior
ignores the value of the Region parameter in the SM, even when the value is None.
Nevertheless, since future system software releases may read the value in order to
configure some other region-sensitive feature(s), this parameter must be always set to
the value that corresponds to the local region.

Country This parameter allows you to set the country in which the radio will operate.
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The SM radio automatically inherits the Country Code type of the master. This
behavior ignores the value of the Country parameter in the SM, even when the value is
None. Nevertheless, since future system software releases may read the value in order
to configure some other region-sensitive feature(s), this parameter must be always set
to the value that corresponds to the local region.

PMP/PTP 450i Series ODU shipped to the United States is locked to a Region Code
setting of “United States”. Units shipped to regions other than the United States must
be configured with the corresponding Region Code to comply with local regulatory
requirements.

Webpage
Auto Update

See PMP 450m and PMP/PTP 450i Series

Bridge Entry

Specify the appropriate bridge timeout for correct network operation with the existing

Timeout network infrastructure. Timeout occurs when the AP encounters no activity with the
SM (whose MAC address is the bridge entry) within the interval that this parameter
specifies. The Bridge Entry Timeout must be a longer period than the ARP (Address
Resolution Protocol) cache timeout of the router that feeds the network.

Caution

This parameter governs the timeout interval, even if a router in the
system has a longer timeout interval. The default value of this field is 25
(minutes).An inappropriately low Bridge Entry Timeout setting may lead
to temporary loss of communication with some end users.

Bridge Table This parameter allows to restrict devices to connect to the SM. It is configurable from

Size 4 to 4096.

f_,;". Note

I:_[::] Configure Bridge Table Restriction parameter to Drop packets if MAC
address is not in bridge table option to restrict the number of devices
configured from connecting to SM.

Bridge Table This parameter allows to either allow or restrict devices to connect to SM using the

Restriction following options:

« Drop packets if MAC address is not in bridge table: Select this option to restrict
communication from devices not listed in bridge table.

e« Forward packets even if MAC address is not in bridge table: Select this option
to allow communication from any device.

Frame Timing
Pulse Gated

If this SM extends the sync pulse to a BH master or an AP, select either

Enable: If this SM loses sync from the AP, then do not propagate a sync pulse to the
BH timing master or another AP. This setting prevents interference in the event that
the SM loses sync.
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Disable: If this SM loses sync from the AP, then propagate the sync pulse to the BH
timing master or another AP.

Multicast Using Link Layer Discovery Protocol (LLDP), a module exchanges multicast addresses
Destination with the device to which it is wired on the Ethernet interface. Although some switches
Address (CMM4, for example) do not pass LLDP addresses upward in the network, a radio can

pass it as the value of the Multicast Destination Address parameter value in the
connected device that has it populated.

Latitude Physical radio location data may be configured via the Latitude, Longitude and Height
fields.

Latitude and Longitude is measured in Decimal Degree while the Height is calculated
Height in Meters.

Longitude

General page - PTP 450i BHM

The General page of BHM is explained in below table. The General page of PTP 450 BHM looks the same
as PTP 450i BHM.

Table 20: General page attributes - PTP 450i BHM
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Attribute

Meaning

Link Speed

Ethernet Link

Ethernet
Bounce
Timeout

See PMP 450m and PMP/PTP 450i Series

802.3at Type 2
PoE Status and

PoE
Classification

When the PoE Classification functionality is enabled and if Type 2 power is not
present, the PAs do not power up and draw too much power.

By default, the PoE Classification feature is disabled and the PAs will power up
regardless of the classification presented by the power source.

This is supported only on 450i Series ODUs.

PoE Classification configuration status also can be check under Home > General >
Device Information tab:

B02 3at Type 2 PoE Status Mot Present (ignorad)

Sync Input See Configuring synchronization

Free Run See Free Run Before GPS Sync

Before GPS

Sync

Region See PMP 450m and PMP/PTP 450i Series
Country

Webpage Auto
Update

Bridge Entry
Timeout

Bridging
Functionality

Select whether you want bridge table filtering active (Enable) or not (Disable) on this
BH.
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Meaning

Disable: allows user to use redundant BHs without causing network addressing
problems. Through a spanning tree protocol, this reduces the convergence time from
25 minutes to few seconds. However, you must disable bridge table filtering as only a
deliberate part of your overall network design since disabling it allows unwanted
traffic across the wireless interface.

Enable: Allows user to enable bridge functionality.

f_,;". Note

I:_[:] Specify the appropriate bridge timeout for correct network operation
with the existing network infrastructure. The Bridge Entry Timeout must
be a longer period than the ARP (Address Resolution Protocol) cache
timeout of the router that feeds the network.

Update
Application
Address

Prioritize TCP
ACK

Multicast
Destination
Address

Latitude
Longitude

Height

See PMP 450m and PMP/PTP 450i Series

General page - PTP 450i BHS

The General page of PTP 450i BHS is explained in below table. The General page of PTP 450 BHS looks
the same as PTP 450i BHS.
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Table 21: General page attributes - PTP 450i BHS
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Attribute Meaning

Link Speed See PMP 450m and PMP/PTP 450i Series

Ethernet Link

Ethernet
Bounce
Timeout

802.3at Type 2 | When the PoE Classification functionality is enabled and if Type 2 power is not
PoE Status present, the PAs do not power up and draw too much power.

and
By default, the PoE Classification feature is disabled and the PAs will power up

PoE regardless of the classification presented by the power source.

Classification . ) )
This is supported only on 450i Series ODUs.
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Meaning

PoE Classification configuration status also can be check under Home > General >
Device Information tab:

BU2 3at Type 2 Pok Status Mot Present (Ignored)

Remote
Device Type

See PMP/PTP 450b Series.

Region

This parameter allows you to set the region in which the radio will operate.

The BHS radio automatically inherits the Region type of the master. This behavior
ignores the value of the Region parameter in the BHS, even when the value is None.
Nevertheless, since future system software releases may read the value in order to
configure some other region-sensitive feature(s), this parameter must be always set to
the value that corresponds to the local region.

Country

This parameter allows you to set the country in which the radio will operate.

The BHS radio automatically inherits the Country Code type of the master. This
behavior ignores the value of the Country parameter in the BHS, even when the value
is None. Nevertheless, since future system software releases may read the value in
order to configure some other region-sensitive feature(s), this parameter must be
always set to the value that corresponds to the local region.

PMP/PTP 450i Series ODU shipped to the United States is locked to a Region Code
setting of “United States”. Units shipped to regions other than the United States must
be configured with the corresponding Region Code to comply with local regulatory
requirements.

Webpage
Auto Update

See PMP 450m and PMP/PTP 450i Series

Bridge Entry

Specify the appropriate bridge timeout for correct network operation with the existing

Timeout network infrastructure. Timeout occurs when the BHM encounters no activity with the
BHS (whose MAC address is the bridge entry) within the interval that this parameter
specifies. The Bridge Entry Timeout must be a longer period than the ARP (Address
Resolution Protocol) cache timeout of the router that feeds the network.

Caution

This parameter governs the timeout interval, even if a router in the
system has a longer timeout interval. The default value of this field is 25
(minutes).An inappropriately low Bridge Entry Timeout setting may lead
to temporary loss of communication with some end users.

Bridging See PMP 450m and PMP/PTP 450i Series

Functionality

Frame Timing
Pulse Gated

If this BHS extends the sync pulse to a BH master or an AP, select either

Enable—If this BHS loses sync from the BHM, then do not propagate a sync pulse to
the BH timing master or other BHM. This setting prevents interference in the event
that the BHS loses sync.
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Disable—If this BHS loses sync from the BHM, then propagate the sync pulse to the BH
timing master or other BHM.

Multicast See PMP 450m and PMP/PTP 450i Series
Destination
Address

Latitude See PMP 450m and PMP/PTP 450i Series
Longitude

Height

PMP/PTP 450b Series
General page - PMP 450b SM

The General page of PMP 450b SM is explained in below table.

Table 22: General page attributes - PMP 450b SM
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Meaning

Link Speed

From the drop-down list of options, select the type of link speed for the Ethernet
connection. The default for this parameter is that all speeds are selected. The
recommended setting is a single speed selection for all APs and SMs in the
operator network.

Ethernet Link
Enabled/Disabled

Specify whether to enable or disable Ethernet/802.3 connectivity on the wired
port of the SM. This parameter has no effect on the wireless link. When you select
Enable, this feature allows traffic on the Ethernet/802.3 port. This is the factory
default state of the port. When you select Disable, this feature prevents traffic on
the port. Typical cases of when you may want to select Disable include:

The subscriber is delinquent with payment(s).

You suspect that the subscriber is sending or flooding undesired broadcast
packets into the network, such as when

e aVvirusis present in the subscriber’s computing device.
e the subscriber’'s home router is improperly configured.

Ethernet Bounce
Timeout

This parameter allows the operator to configure Ethernet bounce timeout ranging
from O to 60 minutes. Value O disables Ethernet bounce timeout.

Sync Aux Port
Config

Set the Sync Aux Port Config parameter to support the desired functionality.
Select Alignment Tone to output a stereo tone on the Timing Port/UGPS TRRS
audio connector for link alignment. Select Sync Output to output the GPS timing
pulse on this connector for synchronization of a connected remote AP.

Remote Device
Type

The Remote Device Type parameter is available when Sync Aux Port Config is set
to Sync Output. Choose Other unless you are using the 450b Timing Port/UGPS
to provide remote synchronization to a PMP/PTP 100 AP/BHM.

Region

This parameter allows you to set the region in which the radio will operate.

The SM radio automatically inherits the Region type of the master. This behavior
ignores the value of the Region parameter in the SM, even when the value is None.
Nevertheless, since future system software releases may read the value in order
to configure some other region-sensitive feature(s), this parameter must be
always set to the value that corresponds to the local region.

Country

This parameter allows you to set the country in which the radio will operate.

The SM radio automatically inherits the Country Code type of the master. This
behavior ignores the value of the Country parameter in the SM, even when the
value is None. Nevertheless, since future system software releases may read the
value in order to configure some other region-sensitive feature(s), this parameter
must be always set to the value that corresponds to the local region.

PMP/PTP 450i Series ODU shipped to the United States is locked to a Region
Code setting of “United States”. Units shipped to regions other than the United
States must be configured with the corresponding Region Code to comply with
local regulatory requirements.
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Webpage Auto Enter the frequency (in seconds) for the web browser to automatically refresh the

Update web-based interface. The default setting is O. The O setting causes the web-based
interface to never be automatically refreshed.

Bridge Entry Specify the appropriate bridge timeout for correct network operation with the

Timeout existing network infrastructure. Timeout occurs when the AP encounters no

activity with the SM (whose MAC address is the bridge entry) within the interval
that this parameter specifies. The Bridge Entry Timeout must be a longer period
than the ARP (Address Resolution Protocol) cache timeout of the router that
feeds the network.

Caution

This parameter governs the timeout interval, even if a router in the
system has a longer timeout interval. The default value of this field is
25 (minutes).An inappropriately low Bridge Entry Timeout setting
may lead to temporary loss of communication with some end users.

Bridge Table Size This parameter allows to restrict devices to connect to the SM. It is configurable
from 4 to 4096.

I.-*‘r;a,' Note

[:_[:] Configure Bridge Table Restriction parameter to Drop packets if
MAC address is not in bridge table option to restrict the number of
devices configured from connecting to SM.

Bridge Table This parameter allows to either allow or restrict devices to connect to SM using
Restriction the following options:

o Drop packets if MAC address is not in bridge table: Select this option to
restrict communication from devices not listed in bridge table.

Forward packets even if MAC address is not in bridge table: Select this option to
allow communication from any device.

Frame Timing If this SM extends the sync pulse to a BH master or an AP, select either

Pulse Gated .
Enable—If this SM loses sync from the AP, then do not propagate a sync pulse to

the BH timing master or another AP. This setting prevents interference in the
event that the SM loses sync.

Disable—If this SM loses sync from the AP, then propagate the sync pulse to the
BH timing master or another AP.

Multicast Using Link Layer Discovery Protocol (LLDP), a module exchanges multicast
Destination addresses with the device to which it is wired on the Ethernet interface. Although
Address some switches (CMM4, for example) do not pass LLDP addresses upward in the

network, a radio can pass it as the value of the Multicast Destination Address
parameter value in the connected device that has it populated.

Latitude Physical radio location data may be configured via the Latitude, Longitude and
. Height fields. Latitude and Longitude is measured in Decimal Degree while the
Longitude . . .

Height is calculated in Meters.

Height
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PTP 450b BHM
Table 23: General page attributes - PMP 450b BHM
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Attribute Meaning
Link Speed From the drop-down list of options, select the type of link speed for the Ethernet

connection. The default for this parameter is that all speeds are selected. The
recommended setting is a single speed selection for all APs and SMs in the
operator network.

Ethernet Link Specify whether to enable or disable Ethernet/802.3 connectivity on the wired
port of the SM. This parameter has no effect on the wireless link. When you select
Enable, this feature allows traffic on the Ethernet/802.3 port. This is the factory
default state of the port. When you select Disable, this feature prevents traffic on
the port. Typical cases of when you may want to select Disable include:

Enabled/Disabled

The subscriber is delinquent with payment(s).
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Attribute

Meaning

You suspect that the subscriber is sending or flooding undesired broadcast
packets into the network, such as when

e avirusis present in the subscriber’s computing device.

e the subscriber’'s home router is improperly configured.

Ethernet Bounce
Timeout

This parameter allows the operator to configure Ethernet bounce timeout ranging
from O to 60 minutes. Value O disables Ethernet bounce timeout.

Sync Input

See Configuring synchronization.

Free Run Before
GPS Sync

See Free Run Before GPS Sync

Sync Aux Port
Config

See Sync Aux Port Config

Region

From the drop-down list, select the region in which the radio is operating.

Country

From the drop-down list, select the country in which the radio is operating.

Unlike selections in other parameters, your Country selection requires a

Save Changes and a Reboot cycle before it will force the context-sensitive GUI to
display related options (for example, Alternate Frequency Carrier 1and 2 in the
Configuration > Radio tab).

PMP 450b Series ODUs shipped to the United States is locked to a Region Code
setting of “United States”. Units shipped to regions other than the United States
must be configured with the corresponding Region Code to comply with local
regulatory requirements.

Country Code settings affect the radios in the following ways:

¢ Maximum transmit power limiting (based on radio transmitter power plus
configured antenna gain)

« DFS operation is enabled based on the configured region code, if
applicable

For more information on how transmit power limiting and DFS is implemented for
each country, see the PMP 450 Planning Guide.

Webpage Auto
Update

Enter the frequency (in seconds) for the web browser to automatically refresh the
web-based interface. The default setting is O. The O setting causes the web-based
interface to never be automatically refreshed.

Bridge Entry

Specify the appropriate bridge timeout for correct network operation with the

Timeout existing network infrastructure. The Bridge Entry Timeout must be a longer
period than the ARP (Address Resolution Protocol) cache timeout of the router
that feeds the network.

Bridging Select whether you want bridge table filtering active (Enable) or not (Disable) on

Functionality

this BH.
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Attribute Meaning

Disable: allows user to use redundant BHs without causing network addressing
problems. Through a spanning tree protocol, this reduces the convergence time
from 25 minutes to few seconds. However, you must disable bridge table filtering
as only a deliberate part of your overall network design since disabling it allows
unwanted traffic across the wireless interface.

Enable: Allows user to enable bridge functionality.

r;"- Note

[:_[::] Specify the appropriate bridge timeout for correct network
operation with the existing network infrastructure. The Bridge Entry
Timeout must be a longer period than the ARP (Address Resolution
Protocol) cache timeout of the router that feeds the network.

Update Application | Enter the address of the server to access for software updates on this BHM and
Address registered BHS.

Prioritize TCP ACK | To reduce the likelihood of TCP acknowledgement packets being dropped, set
this parameter to Enabled. This can improve throughput that the end user
perceives during transient periods of congestion on the link that is carrying
acknowledgements.

Multicast Using Link Layer Discovery Protocol (LLDP), a module exchanges multicast
Destination addresses with the device to which it is wired on the Ethernet interface. Although
Address some switches (CMM4, for example) do not pass LLDP addresses upward in the

network, a radio can pass it as the value of the Multicast Destination Address
parameter value in the connected device that has it populated.

Latitude Physical radio location data may be configured via the Latitude, Longitude and
. Height fields.

Longitude Latitude and Longitude is measured in Decimal Degree while the Height is

Height calculated in Meters.
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PTP 450b BHS

Table 24: General page attributes - PMP 450b BHS
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Attribute Meaning

Link Speed From the drop-down list of options, select the type of link speed for the Ethernet

connection. The Auto settings allow the two ends of the link to automatically
negotiate with each other the best possible speed, and check whether the Ethernet
traffic is full duplex or half duplex.

However, some Ethernet links work best when either:

e both ends are set to the same forced selection

e both ends are set to auto-negotiate and both have capability in least one
common speed and traffic type combination.

Ethernet Link | This parameter allows the operator to enable or disable Ethernet Link.

Ethernet This parameter allows the operator to configure Ethernet bounce timeout ranging
Bounce from O to 60 minutes. Value O disables Ethernet bounce timeout.
Timeout
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Attribute

Meaning

Sync Aux Port
Config

Set the Sync Aux Port Config parameter to support the desired functionality. Select
Alighment Tone to output a stereo tone on the Timing Port/UGPS TRRS audio
connector for link alignment. Select Sync Output to output the GPS timing pulse on
this connector for synchronization of a connected remote AP.

Remote
Device Type

The Remote Device Type parameter is available when Sync Aux Port Config is set to
Sync Output. Choose Other unless you are using the 450b Timing Port/UGPS to
provide remote synchronization to a PMP/PTP 100 AP/BHM.

Region

This parameter allows you to set the region in which the radio will operate.

The BHS radio automatically inherits the Region type of the master. This behavior
ignores the value of the Region parameter in the BHS, even when the value is None.
Nevertheless, since future system software releases may read the value in order to
configure some other region-sensitive feature(s), this parameter must be always set to
the value that corresponds to the local region.

Country

This parameter allows you to set the country in which the radio will operate.

The BHS radio automatically inherits the Country Code type of the master. This
behavior ignores the value of the Country parameter in the BHS, even when the value
is None. Nevertheless, since future system software releases may read the value in
order to configure some other region-sensitive feature(s), this parameter must be
always set to the value that corresponds to the local region.

PMP/PTP 450b Series ODU shipped to the United States is locked to a Region Code
setting of “United States”. Units shipped to regions other than the United States must
be configured with the corresponding Region Code to comply with local regulatory
requirements.

Webpage
Auto Update

Enter the frequency (in seconds) for the web browser to automatically refresh the
web-based interface. The default setting is O. The O setting causes the web-based
interface to never be automatically refreshed.

Bridge Entry

Specify the appropriate bridge timeout for correct network operation with the existing

Timeout network infrastructure. The Bridge Entry Timeout must be a longer period than the
ARP (Address Resolution Protocol) cache timeout of the router that feeds the
network.

Bridging Select whether you want bridge table filtering active (Enable) or not (Disable) on this

Functionality

BH.

Disable: allows user to use redundant BHs without causing network addressing
problems. Through a spanning tree protocol, this reduces the convergence time from
25 minutes to few seconds. However, you must disable bridge table filtering as only a
deliberate part of your overall network design since disabling it allows unwanted
traffic across the wireless interface.

Enable: Allows user to enable bridge functionality.

f_,;"'. Note

Cr
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Attribute

Meaning

Specify the appropriate bridge timeout for correct network operation
with the existing network infrastructure. The Bridge Entry Timeout must
be a longer period than the ARP (Address Resolution Protocol) cache
timeout of the router that feeds the network.

Frame Timing

If this BHS extends the sync pulse to a BH master or an AP, select either

Pulse Gated Enable—If this BHS loses sync from the AP, then do not propagate a sync pulse to the
BH timing master or another AP. This setting prevents interference in the event that
the BHS loses sync.

Disable—If this BHS loses sync from the BHM, then propagate the sync pulse to the BH
timing master or another AP.

Multicast Using Link Layer Discovery Protocol (LLDP), a module exchanges multicast addresses

Destination with the device to which it is wired on the Ethernet interface. Although some switches

Address (CMM4, for example) do not pass LLDP addresses upward in the network, a radio can
pass it as the value of the Multicast Destination Address parameter value in the
connected device that has it populated.

Latitude Physical radio location data may be configured via the Latitude, Longitude and Height

. fields.
Longitude Latitude and Longitude is measured in Decimal Degree while the Height is calculated
Height in Meters.

General page - PMP 450b Retro SM

Figure 23: General page attributes - PMP 450b Retro SM

Attribute

Meaning

Link Speed

Ethernet Link

Ethernet Bounce Timeout

Configuration Source

Sync Input

Free Run Before GPS Sync
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Attribute

Meaning

Region

Country

Webpage Auto Update

Bridge Entry Timeout

Translation Bridging

Send Untranslated ARP

SM lIsolation

Forward Unknown Unicast
Packets

Update Application Address

Prioritize TCP ACK

Multicast Destination
Address

DHCP Relay Agent

DHCP Server (Name or IP
Address)

Option 82 Circuit ID

Option 82 Remote ID

Option 82 Vendor Specific ID

Latitude

Longitude

Height

PMP/PTP 450 Series

f’_,;‘". Note

I:I::] Refer PMP 450m and PMP/PTP 450i Series and General page attributes - PMP
450i SM for PMP 450 AP/SM General page parameters details.
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General page - PMP 450 AP

Figure 24: General page attributes - PMP 450 AP

Link Spaad Aasr, BIOFHIOFIBEHIIFTAH #
= Enabvied
el
e Lo Cthazlgal
Efhanest Bounos Timadout 1] Whiriies [Range  0—80 Mirdies | O = Desabio

Configunaion Source

Sync Inp Giarmale S v
E nabied

Fras fun Belons OFS Sy -
e e

Wabgage Bt Updans Saconds {0 = Desablke Auln Updata

Lirige Enlry Frmemat 5 e (Hange 20— 1440 Mruies
Enabilad
& [ aZdiad

- rualpiesdd

armsainn Bndgng

Sand Unitesslaied ARP

= Lrsatiesd
Sl Heiilnen HETTE A DR TE "
E o | § L= of kndrwen 1o [ i %
Egrmard Unknown Urucas! Backels - ;-.:r.c.rl ek inaton BIINTES i5 Not knowe, Iorwand packiod o el S

IRl - I eIl SEEESE rh Al RRSeAT O S RSl

Updaie Apphoation Address

= Enabilad

e aldeat

Frgmm [0 ALK

Ly 2 Disooventy Dastinalion Addrnss

SITTHE
& L ke

Mutiasr Decinanon ASdints

LHLF Heay Agenl Omaby L
Appand QNS Deoimban Mo
DHCP Ssrver (Haime of IF Addiess) Dragatds DS Doman bams

Bapmarkil

Dipliens BF Crcil I
Oipion B Rosmrie 10

Oplions B2 Vendor Speciic ID

Labiude e ) i) Lieomal Degems
ngiade =] et [Dhsszormul I[agyiess
Hawzhi ] Wiirs

Chapter 1: Configuration 125



Attribute

Meaning

Link Speed

Ethernet Link

Ethernet Bounce Timeout

Configuration Source

Sync Input

Free Run Before GPS Sync

Region

Country

Webpage Auto Update

Bridge Entry Timeout

Translation Bridging

Send Untranslated ARP

SM Isolation

See General page attributes - PMP 450i SM

Forward Unknown Unicast Packets

Update Application Address

Prioritize TCP ACK

Multicast Destination Address

DHCP Relay Agent

DHCP Server (Name or I[P Address)

Option 82 Circuit ID

Option 82 Remote ID

Option 82 Vendor Specific ID

Latitude
Longitude
Height

See General page attributes - PMP 450i SM
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General page - PMP 450 SM

Table 25: General page attributes - PMP 450 SM
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Attribute

Meaning

Link Speed

Ethernet Link Enable/Disable

Ethernet Bounce Timeout

Remote Device Type

Region

Country

Webpage Auto Update

Bridge Entry Timeout

Bridge Table Size

Bridge Table Restriction

Frame Timing Pulse Gated

Multicast Destination Address

Latitude
Longitude

Height

See General page attributes - PMP 450i SM

Chapter 1: Configuration

128




General page - PTP 450 BHM

Figure 25: General page attributes - PTP 450 BHM
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Attribute

Meaning

Link Speed

Ethernet Link

Ethernet Bounce Timeout

Sync Input

Free Run Before GPS Sync

Region

Country

Webpage Auto Update

Bridge Entry Timeout

Bridging Functionality

Update Application Address

Prioritize TCP ACK

Multicast Destination Address

Latitude
Longitude
Height

See General page attributes - PTP 450i BHM
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General page - PTP 450 BHS

Figure 26: General page attributes - PTP 450 BHS
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Attribute

Meaning

Link Speed

Ethernet Link

Ethernet Bounce Timeout

Remote Device Type

Region

Country

Webpage Auto Update

Bridge Entry Timeout

Bridging Functionality

Frame Timing Pulse Gated

Multicast Destination Address

Latitude
Longitude

Height

See General page - PTP 450i BHS
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General page - PMP 450 MicroPoP AP

Table 26: General page attributes - PMP 450 MicroPoP AP
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Attribute Meaning
Link Speed See General page attributes - PMP 450i SM

Ethernet Link

Ethernet Bounce Timeout

Configuration Source

Sync Input

Free Run Before GPS Sync

GNSS Mode

GPS:
GLONASS:
Galileo:

Beidou:
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Attribute

Meaning

Region

Country

Webpage Auto Update

Bridge Entry Timeout

Translation Bridging

Send Untranslated ARP

SM lIsolation

Forward Unknown Unicast
Packets

Update Application Address

Prioritize TCP ACK

Multicast Destination
Address

DHCP Relay Agent

DHCP Server (Name or IP
Address)

Option 82 Circuit ID

Option 82 Remote ID

Option 82 Vendor Specific ID

Latitude
Longitude
Height

See General page attributes - PMP 450i SM
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General page - 450v AP

Figure 27: General page attributes - 450v AP
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Attribute

Meaning

Link Speed

Ethernet Link

Ethernet Bounce Timeout

Configuration Source

Sync Input

Free Run Before GPS Sync

See PMP 450m and PMP/PTP 450i Series

Device Type

Sync Aux Port Config

See General page attributes - PMP 450b BHS

Aux Port Power to UGPS

Enables the Aux Port Power to UGPS parameter to output
power on the port.

Verify GPS Message Checksum

This parameter enables or disables the validation of
incoming GPS location messages from a UGPS or cnPulse
module connected to the AP's Aux Port. When enabled, the
AP discards messages found to have an incorrect checksum
and increments the Invalid Message Count displayed on the
Sync Status tab of the Home GUI page accordingly.
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Attribute

Meaning

Region

Country

Webpage Auto Update

Bridge Entry Timeout

Translation Bridging

Send Untranslated ARP

SM lIsolation

Forward Unknown Unicast Packets

Update Application Address

Prioritize TCP ACK

Multicast Destination Address

See PMP 450m and PMP/PTP 450i Series

VLAN tagging of LLDP Packets

DHCP Relay Agent

DHCP Server (Name or IP Address)

Option 82 Circuit ID

Option 82 Remote ID

Option 82 Vendor Specific ID

Latitude

Longitude

Height

Report SM Reconnection Failure After

Channel/EIRP Change

Failure Reporting Threshold for SM
Reconnection

Failure Report Duration

See PMP 450m and PMP/PTP 450i Series
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General page - 450v SM
Figure 28: General page attributes - 450v SM
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Attribute Meaning

Link Speed See General page - PMP 450i SM

Ethernet Link

Ethernet Bounce Timeout

Verify GPS Message Checksum | This parameter enables or disables the validation of incoming GPS
location messages from a UGPS or cnPulse module connected to the
AP’'s Aux Port. When enabled, the AP discards messages found to
have an incorrect checksum and increments the Invalid Message
Count displayed on the Sync Status tab of the Home GUI page
accordingly.

Aux Port Config Set the Aux Port Config parameter to support the desired
functionality. Select Alignment Tone to output a stereo tone on the
Timing Port/UGPS TRRS audio connector for link alignment. Select
Sync Output to output the GPS timing pulse on this connector for
synchronization of a connected remote AP.
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Attribute Meaning

Region See General page - PMP 450i SM

Country

Webpage Auto Update

Bridge Entry Timeout

Bridge Table Size

Bridge Table Restriction

Frame Timing Pulse Gated

Multicast Destination Address

VLAN tagging of LLDP
Packets

Latitude

Longitude

Height

Configuring Unit Settings page

The Unit Settings page of the 450 Platform Family contains following options:
e Unit-Wide Changes
« Download Configuration File
« Upload and Apply Configuration File (for AP and BHM)

e LED Panel Settings (for SM and BHS)

f'?". Note

I:_[::] LED Panel setting is applicable for SM and BHS only.

Upload and Apply Configuration File attributes are not supported for SM and BHS.

The 450 Platform Family also supports import and export of configuration from the AP/BHM/SM/BHS as
a text file. The configuration file is in JSON format. The logged in user must be an ADMINISTRATOR in
order to export or import the configuration file.

The exported configuration file contains the complete configuration including all the default values. To
keep a backup of the current configuration, the file can be saved as-is and imported later.

The configuration file supports encrypted password. The exported configuration file will contain
encrypted password. The import of configuration can have either encrypted or plain text password in
Configuration fie. A new tab Encrypt the Password is added under Encrypted Password tab to generate
encrypted password for a given password.

The Import and Export procedure of configuration file is described in Import and Export of config file.
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LED Panel Mode has options select Revised mode and Legacy mode. The Legacy mode configures the
radio to operate with standard LED behavior.

Unit Settings page of 450 Platform Family - AP/BHM

The Unit Setting page of AP/BHM is explained in below table.

Table 27: Unit Settings attributes - 450 Platform Family AP/BHM

Default Plug Mode
Set To Factory Defaults Upon Default Enabled
Plug Mode Detection * Disabled

Unit-Wide Changes

Undo Linit-Wide Saved Changes || Setio Factory Defaults

'Encrypt the Password
Fassword
Encrypted Password -

Encrypt the passw{:urd'i

*

Download Configuration File
| Configuration File -

Dab03eal3575.cig

‘Upload and Apply Configuration File :

File: | Cheose File | No file chosen

| Upload |

| Apply Cunﬁguraﬁun'File |

Status of Configuration File

Attribute Meaning

Set to Factory | If Enabled is checked, then the default mode functions is enabled. When the module is
Defaults Upon | rebooted with Default mode enabled, it can be accessed at the IP address 169.254.1.1
Default Mode and no password, and all parameter values are reset to defaults. A subscriber,
Detection technician, or other person who gains physical access to the module and uses an
override cannot see or learn the settings that were previously configured in it.

If Disabled is checked, then the default mode functions are disabled.

Caution

When Set to Factory Defaults Upon Default Mode is set to Enable, the
radio does not select all of the frequencies for Radio Frequency Scan
Selection List. It needs to be selected manually.
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Attribute

Meaning

Undo Unit-
Wide Saved
Changes

When you click this button, any changes that you made in any tab but did not commit
by a reboot of the module are undone.

Set to Factory

When you click this button, all configurable parameters on all tabs are reset to the

Defaults factory settings.
f-,.;". Note
I:_[::] This can be reverted by selecting "Undo Unit-Wide Saved Changes”,
before rebooting the radio, though this is not recommended.
Password This allows to provide encrypted password for a given password. On click of ‘Encrypt

the password’ button, the Encrypted Password field will display encrypted value of
entered plain text password in ‘Password’ field.

Encrypt the Password

Password: s

Encrypled Password Sdefsae1bctoy 1083051 30adefbIvme
Encryplihe passworid

Configuration
File

This allows to download the configuration file of the radio. This configuration file
contains the complete configuration including all the default values. The configuration
file is highlighted as downloadable link and the naming convention is “<mac address
of AP>.cfg”.

Apply
Configuration
File

This allows to import and apply configuration to the AP.

Chose File: Select the file to upload the configuration. The configuration file is named
as “<file name>.cfg”.

Upload: Import the configuration to the AP.

Apply Configuration File: Apply the imported configuration file to the AP. The
imported configuration file may either contain a full device configuration or a partial
device configuration. If a partial configuration file is imported, only the items
contained in the file will be updated, the rest of the device configuration parameters
will remain the same. Operators may also include a special flag in the configure file to
instruct the device to first revert to factory defaults then to apply the imported
configuration.

Status of
Configuration
file

This section shows the results of the upload.

Unit Settings page of PMP/PTP 450i SM/BHS

The Unit Settings page of PMP/PTP 450i SM/BHS is explained in below table.
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Table 28: SM Unit Settings attributes

| S&t To Factony Detauls Upon Default Phig Enabled
| Mode Detetian # Digabnied

fLe ParetSeigs -

Revised Mode (Optimaed For indoor 5i4) |

=0 Panel Mods
LE = # Legacy Mode |

Lingg Unit-Wide Saved Chanpes || Sallo Facton Defadls

| Password
Encrypled Fassward
' Encrypt iha pazsao

Licrwniciad Londiguration | e

| Configuration Fie : (aliealaban g

Upioad and Apply Configurabon Fie
| f'“_.l;'lnl'l._;llraill-l'- file empo & currently unsupponied over the 'web proxy

Siabus of Confx

Attribute Meaning

Set to Factory Defaults Upon Default See Unit Settings page of 450 Platform Family - AP/BHM

Plug Detection

LED Panel Settings Legacy Mode configures the radio to operate with standard
LED behavior.

Undo Unit-Wide Saved Changes See Unit Settings page of 450 Platform Family - AP/BHM

Password

Set to Factory Defaults

Configuration File

Status of Configuration file

Setting up time and date
Time page of 450 Platform Family - AP/BHM

Applicable products PMP: b AP PTP: b BHM

The Time page of 450 Platform Family AP/BHM is explained in below table.
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Table 29: 450 Platform Family - AP/BHM Time attributes

'NTP Server Configuration "

NTP Server (Name or IP Address)

NTF Server 1 (WName or IP Address)
NTP Server 2 {(Name or IP Address)

NTP Server 3 (Name or IP Address)
NTF Server(s) In Use !

) Append DNS Domain Name
@ Disable DNS Domain Mame

pool.ntp.arg

0.0.00

0.0.00

pool.ntp.org (108.61.73.244)

-

Time Zone :

"Current System Time "

System Time :
Last NTP Time Update © 20:32:07 06/26/2013 UTC

UTC  (UTC) Coordinated Universal Time
20:3313 06/26/2013 UTC

[=]

"

Time :
Date :

20 - 133 -3 uTcC
06 {26 {2013

[ Set Time and Date |

'NTP Update Log
06/26/2013 - 20:32:07 UTC © Clock Updated, Server 1

Attribute Meaning

NTP Server | The management DNS domain name may be toggled such that the name of the NTP
(Name or IP | server only needs to be specified and the DNS domain name is automatically appended
Address) to that name.

NTP Server 1
(Name or IP
Address)

NTP Server
2 (Name or
IP Address)

NTP Server
3 (Name or
IP Address)

To have each log in the AP/BHM correlated to a meaningful time and date, either a
reliable network element must pass time and date to the AP/BHM or must set the time
and date whenever a power cycle of the AP/BHM has occurred. A network element
passes time and date in any of the following scenarios:

e A connected CMM4 passes time and date (GPS time and date, if received).

e A connected CMM4 passes the time and date (GPS time and date, if received), but
only if both the CMMr is operating on CMMr Release 2.1 or later release. (These
releases include NTP server functionality.)

» A separate NTP server (including APs/BHMs receiving NTP data) is addressable
from the AP/BHM.

If the AP/BHM needs to obtain time and date from a CMM4, or a separate NTP server,
enter the IP address or DNS name of the CMM4 or NTP server on this tab. To force the
AP/BHM to obtain time and date before the first (or next) 15-minute interval query of the
NTP server, click Get Time via NTP.
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Attribute

Meaning

The polling of the NTP servers is done in a sequential fashion, and the polling status of
each server is displayed in the NTP Update Log section of the Time Configuration page.
An entry of 0.0.0.0 in any of the NTP Server fields indicates an unused server
configuration.

NTP Server | Lists the IP addresses of servers used for NTP retrieval.

(s) in Use

Time Zone The Time Zone option may be used to offset the received NTP time to match the
operator’s local time zone. When set on the AP/BHM, the offset is set for the entire
sector SMs (or BHS) are notified of the current Time Zone upon initial registration). If a
Time Zone change is applied, the SMs (or BHS) is notified of the change in a best effort
fashion, meaning some SMs//BHSs may not pick up the change until the next re-
registration. Time Zone changes are noted in the Event Log of the AP/BHM and SM/BHS.

System The current time used by the system.

Time

Last NTP The last time that the system time was set via NTP.

Time

Update

Time This field may be used to manually set the system time of the radio.

Date This field may be used to manually set the system date of the radio.

NTP Update | This field shows NTP clock update log. It includes NTP clock update Date and Time

Log stamp along with server name.

Configuring synchronization

Applicable
products

PMP: P AP PTP: b BHM

Sync Input

This section describes synchronization options for PMP and PTP configuration.
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Figure 29: Sync Setting configuration
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The Sync Input parameter can be configured under Sync Setting tab of Configure > General page (see
General configuration).

PMP/PTP 450i Series has following synchronization input options:

¢ AutoSync
¢ AutoSync + Free Run
¢ Generate Sync

AutoSync

For 450i AP/BHM, 450b BHM and 450m AP, the AP/BHM automatically receives sync from one of the
following sources:

e GPS Sync over Timing Port (UGPS, cnPulse, co-located AP GPS sync output, or “Remote” Device
feed from a registered SM’s GPS sync output)

e GPS Sync over Power Port (CMM4), CMM5, cnPulse module ODU Sync Port.

For 450 AP, the internal GPS is available in addition to the above sync sources. For a 450 BHM the only
available sync source is the Timing Port, as GPS Sync Over Power Port is not supported.

Upon AP/BHM power on with the Free Run Before GPS Sync parameter set to disabled, the AP/BHM
does not transmit until a valid synchronization pulse is received from one of the sources above. If there is
a loss of GPS synchronization pulse after sync is initially established, within two seconds the AP/BHM
automatically attempts to source GPS signaling from another source.

In case of PMP, when there are synchronization sources on both the timing port and the power port, the
power port GPS source is chosen first.

If no valid GPS signal is received, the AP/BHM ceases transmission and SM/BHS registration is lost until a
valid GPS signal is received again on the AP or BHM.

I.-“;.,. Note

I:_r,_',:] After a reboot of 450m AP, the sync acquisition takes a little longer than it had
on 450i (anywhere from 40 seconds to 120 seconds difference).

When the Sync Input field is set to Autosync or Autosync + Free Run, other options become available to
be set e.g. UGPS Power and other fields. This is true on APs and BHMs.
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AutoSync + Free Run

This mode operates similarly to mode “AutoSync”, but if a previously received synchronization signal is
lost and no GPS signaling alternative is achieved, the AP/BHM automatically changes to synchronization
mode “Generate Sync - Free Run”. While BHS/SM registration is maintained, in this mode there is no
synchronization of APs/BHMs that can “hear” each other; the AP/BHM will only generate a sync signal for
the local AP/BHM and its associated SMs/BHS. Once a valid GPS signal is obtained again, the AP/BHM
automatically switches to receiving synchronization via the GPS source and SM/BHS registration is
maintained.

Note

ot

I:_[:] In mode AutoSync + Free Run with the Free Run Before GPS Sync parameter set to disabled,
if a GPS signal is never achieved initially, the system will not switch to “Free Run” mode, and
SMs/BHS will not register to the AP/BHM. A valid GPS signal must be present initially for the
AP to switch into “Free Run” mode (and to begin self-generating a synchronization pulse).

Also, when an AP/BHM is operating in “Free Run” mode, over a short time it will no longer
be synchronized with co-located or nearby APs/BHMs (within radio range). Due to this lack
of transmit and receive synchronization across APs/BHMs or across systems, performance
while in “Free Run” mode may be degraded until the APs/BHMs operating in “Free Run”
mode regain a external GPS synchronization source. Careful attention is required to ensure
that all systems are properly receiving an external GPS synchronization pulse, and please
consider “Free Run” mode as an emergency option.

Generate Sync (Factory default)

This option may be used when the AP/BHM is not receiving GPS synchronization pulses from either a
CMM4/CMMS5 or UGPS/cnPulse module, and there are no other APs/BHMs active within the link range.
Using this option will not synchronize transmission of APs/BHMs that can “hear” each other; it will only
generate a sync signal for the local AP/BHM and its associated SMs/BHS.

Note

o
I:_[::] When an AP/BHM has its "Regional Code"” set to "None”, The radio will not
provide valid Sync Pulse Information.

There is a RED warning that the radio will not transmit, but the user might
expect to see a valid sync if the radio is connected to a working CMM4 or UGPS.

Free Run Before GPS Sync

This option is available when the Sync Input parameter is configured for either AutoSync mode or
AutoSync + Free Run mode. When Free Run Before GPS Sync is set to Enabled, if the radio does not
detect a valid GPS synchronization pulse after booting up then it will operate in Generate Sync - Free
Run mode until a valid source is detected. While the AP/BHM is in Generate Sync - Free Run mode
SMs/BHS will be able to register, but there is no synchronization of APs/BHMs that can “hear” each other;
the AP/BHM will only generate a sync signal for the local AP/BHM and its associated SMs/BHS. Once a
valid synchronization source is found, the AP/BHM automatically switches to receiving synchronization
from the source and SM/BHS registration is maintained. If Free Run Before GPS Sync is set to Disabled,
the AP/BHM does not transmit and SMs/BHS will be unable to register until a valid GPS synchronization
source is connected.
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Device Type

This parameter determines whether the device is configured as a Remote AP or BHM, receiving GPS sync
from a co-located AP/BHM GPS sync output or Remote Device feed from a registered SM’s or BHS’s GPS
sync output, or as a Standard AP or BHM. This parameter applies in AutoSync or AutoSync + Free Run
modes only. Synchronization behavior is as follows:

Standard: The AutoSync mechanism will source GPS synchronization from the AP’s Aux/Timing port, the
AP’s power port, or from the device on-board GPS module (if present).

Remote: The AutoSync mechanism will source GPS synchronization from the AP’s Aux/Timing port or
from the device on-board GPS module (if present). GPS synchronization pulses on the Power Port are
ignored.

Verify GPS Message Checksum

The Verify GPS Message Checksum parameter enables or disables validation of incoming GPS location
messages from a UGPS or cnPulse module connected to the AP’s Aux Port. When enabled the AP will
discard messages found to have an incorrect checksum and will increment the Invalid Message Count
display of the Sync Status tab of the Home GUI page accordingly.

Sync Aux Port Config

The Sync Aux Port Config parameter controls how the Timing Port/UPGS port is used on the AP or BHM.
This parameter replaces the Sync Out to Aux Port parameter from earlier software releases.

On the 450m AP, 450i AP/BHM, and 450 AP/BHM, this parameter takes effect when operating in
AutoSync or AutoSync + Free Run modes. The available options are Sync Input or Sync Output,
equivalent to Disabled and Enabled respectively for the Sync Out to Aux Port parameter:

« When configured for Sync Input, the AP will accept GPS sync in via the Timing Port/UGPS
connector from a UGPS, cnPulse, co-located AP GPS sync output, or "Remote” Device feed from a
registered SM's GPS sync output.

« When configured for Sync Output, the AP will output the GPS timing pulse on the Timing
Port/UGPS connector. In this configuration the AP may serve as a GPS synchronization source for
a co-located AP.

The 450b series radios are equipped with a 4-pin TRRS audio Timing Port/UGPS connector in place of
the RJ45 or RJ12 connectors used on the 450m/450i/450 series. On the 450b BHM, the available Sync
Aux Port Config options are Sync Input, Sync Output, and Alignment Tone:

« Sync Input and Sync Output behave the same as described above for the 450m, 450i and 450
platforms.

e The Alignment Tone option is available only on the 450b BHM. When this option is selected, the
BHM will output a tone to both the left and right channels of a pair of stereo headphones plugged
into the TRRS audio jack whenever a BHS session is active.

Note

o

I:_[::] when Sync Aux Port Config is set to Sync Output, the 450b BHM will still
generate an alignment tone but it will be audible only on the right stereo
channel. When Sync Input is selected the 450b BHM will not generate the
alignment tone on either stereo channel.
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Aux

Port Power to UGPS

The 450 series APs are capable of supplying power to a connected UGPS or cnPulse module via the
Aux/Timing Port. Enable the Aux Port Power to UGPS parameter to output power on the port.

(o

Cr

Note

The AP is able to receive GPS sync pulses and satellite data via the Aux Port
regardless of whether this parameter is Enabled or Disabled. However, on the
450m AP and 450i AP/BHM, the satellite data is displayed on the Sync Status
page only when the Aux Port power is enabled.

Caution

When a UGPS module is used to provide GPS sync to two 450m or 450i APs
simultaneously, it is recommended to install a separate power supply for the
UGPS to prevent the possibility of sync interruption upon reboot of the APs.

Configuring security

Perform this task to configure the 450 Platform system in accordance with the network operator’s
security policy. Choose from the following procedures:

Chapt

Managing module access by password to configure the unit access password and access level
See Radio Recovery. to ensure that APs are properly secured from external networks
Encrypting radio transmissions to configure the unit to operate with AES wireless link security

Requiring SM Authentication to set up the AP to require SMs to authenticate via the AP, WM, or
RADIUS server

Filtering protocols and ports to filter (block) specified protocols and ports from leaving the
system

Encrypting downlink broadcasts to encrypt downlink broadcast transmissions
Isolating SMs to prevent SMs in the same sector from directly communicating with each other

Filtering management through Ethernet to prevent management access to the SM via the radio’s
Ethernet port

Allowing management only from specified IP addresses to only allow radio management interface
access from specified IP addresses

Restricting radio Telnet access over the RF interface to restrict Telnet access to the AP
Configuring SNMP Access

Configuring Security
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Managing module access by password

Applicable PMP: b AP b SM PTP: b BHM b BMS
products

See Managing module access by password in Planning and installation Guide.

Adding a User for Access to a module

The Account > Add User page allows to create a new user for accessing 450 Platform Family -
AP/SM/BHM/BHS. The Add User page is explained in below table.

Table 30: Add User page of account page - AP/ SM/BH

Uszer Mame ;

Level : INSTALLER r
Mew Password |

Confirm Password

User Mode : read-only

M
HOD

" Account Status "

Attribute Meaning

User Name | User Account name.

Level Select appropriate level for new account. It can be INSTALLER, ADMINISTRATOR or
TECHNICIAN. See Managing module Access by passwords in Planning and Installation
Guide.

New Assign the password for new user account

Password

Confirm This new password must be confirmed in the “Confirm Password” field.

Password

User Mode | User Mode is used to create an account which are mainly used for viewing the
configurations.

The local and remote Read-Only user account can be created by “Admin”, “Installer” or
“Tech” logins. To create a Read-Only user, the “read-only” check box needs to be
checked.

Note

o

I:_[::] The Read-Only user cannot perform any service impacting operations like
creating read-only accounts, editing and viewing read-only user accounts,
changes in login page, read-only user login, Telnet access, SNMP, RADIUS and
upgrade/downgrade.
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Deleting a User from Access to a module

The Account > Delete User page provides a drop-down list of configured users from which to select the
user you want to delete. The Delete User page is explained in below table.

Table 31: Delete User page - 450 Platform Family - AP/ SM/BH

Delete User
Liser

.El-d |'_r'~irI T
| Delete |

Account Status

Attribute

Meaning

User

Select a user from drop-down list which has to be deleted and click
Delete button.

Accounts that cannot be deleted are:

e the current user's own account.

e the last remaining account of ADMINISTRATOR level.

Changing a User Setting

The Account > Change User Setting page allows to update password, mode update and general status
permission for a user.

From the factory default state, configure passwords for both the root and admin account at the
ADMINISTRATOR permission level, using Update Password tab of Change Users Setting page.

The Change User Setting page is explained in below table.
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Table 32: Change User Setting page - 450 Platform Family AP/ SM/BH

Update Password

Uger agmin. ¥
New Password : T
Confirm Password -

| Change Password |
Update Mode
Lizar: sl ¥
zer Mode - read-only
Change Moo |
‘Genersl Status Permission
Gensral Status Page Viewabls to Guest Users ; . E'.-' abied
. © o Disabled

[[Change Penmission |

" Account Stetus

Attribute Meaning

Update Password | This tab provides a drop-down list of configured users from which a user is selected
tab to change password.

Update Mode tab | This tab facilitates to convert a configured user to a Read-Only user.

General Status This tab enables and disables visibility of General Status Page for all Guest users.

Permission tab . . . . L
To display of Radio data on SMs/BHS main Login page for Guest login, it can be

enabled or disabled in Security tab of Configuration page.

Figure 30: Evaluation Configuration parameter of Security tab for PMP

AP Bvaluation Configuration
Chisabbe Crsplay

S5M Displey of AP Evaluabon Data: Enable Drspia

Figure 31: BHM Evaluation Configuration parameter of Security tab for PTP

' BHM Evaluation Configuration

= M - . N . Disable Display
EHS Display of BHM Evaluation Data : ® Enable Display

Users account

The Account > Users page allows to view all configured users account for accessing the module.

The Users page is explained in below table.
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Table 33: User page -450 Platform Family AP/SM/BH

Username|[Permission Mode
admin ADMINISTRATOR || Read-Write
root ADMINISTRATOR || Read-Write
ins INSTALLER Read-\Write
Attribute Meaning
Username User access account name
Permission Permission of configured user - INSTALLER, ADMINISTRATOR or TECHNICIAN
Mode This field indicate access mode of user - Read-Write or Read-Only.

Overriding Forgotten IP Addresses or Passwords on AP and SM

See Radio Recovery.

Isolating from the internet - APs/BHMs

Applicable products PMP: b AP PTP: b BHM
See Isolating AP/BHM from the Internet in Planning and Installation Guide.
Encrypting radio transmissions
Applicable PMP: b AP b SM PTP: b BHM BMS
products
See Encryption radio transmission in Planning and Installation Guide.
Requiring SM Authentication
Applicable products PMP: b AP b SM

Through the use of a shared AP key, or an external RADIUS (Remote Authentication Dial In User Service)
server, it enhances network security by requiring SMs to authenticate when they register.

For descriptions of each of the configurable security parameters on the AP, see Configuring Security. For

descriptions of each of the configurable security parameters on the SM.

Operators may use the AP’s Authentication Mode field to select from among the following authentication

modes:
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+« Disabled—the AP requires no SMs to authenticate (factory default setting).

« Authentication Server —the AP requires any SM that attempts registration to be authenticated in
Wireless Manager before registration

« AP PreShared Key - The AP acts as the authentication server to its SMs and will make use of a
user-configurable pre-shared authentication key. The operator enters this key on both the AP and
all SMs desired to register to that AP. There is also an option of leaving the AP and SMs at their
default setting of using the “Default Key”. Due to the nature of the authentication operation, if you
want to set a specific authentication key, then you MUST configure the key on all of the SMs and
reboot them BEFORE enabling the key and option on the AP. Otherwise, if you configure the AP
first, none of the SMs is able to register.

« RADIUS AAA - When RADIUS AAA is selected, up to 3 Authentication Server (RADIUS Server) IP
addresses and Shared Secrets can be configured. The IP address(s) configured here must match
the IP address(s) of the RADIUS server(s). The shared secret(s) configured here must match the
shared secret(s) configured in the RADIUS server(s). Servers 2 and 3 are meant for backup and
reliability, not for splitting the database. If Server 1 doesn’t respond, Server 2 is tried, and then
server 3. If Server 1rejects authentication, the SM is denied entry to the network, and does not
progress trying the other servers.

For more information on configuring the PMP 450 Platform network to utilize a RADIUS server, see
Configuring a RADIUS server.

Filtering protocols and ports

Applicable PMP: b AP b SM PTP: b BHM b BMS
products

The filtering protocols and ports allows to configure filters for specified protocols and ports from leaving
the AP/SM/BHM/BHS and entering the network. See Filtering protocols ans ports in Planning and
Installation Guide.

Filters page of 450 Platform Family AP/BHM

The Filters page of 450 Platform Family - AP/BHM is explained in below table.
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Table 34: AP/BHM Filters attributes
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Attribute

Meaning

Packet Filter
Types

For any box selected, the Protocol and Port Filtering feature blocks the associated
protocol type.

To filter packets in any of the user-defined ports, must do all of the following:
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Attribute

Meaning

Check the box for User Defined Port n (See Below) in the Packet Filter Types section
of this tab.

In the User Defined Port Filtering Configuration section of this tab:
e provide a port number at Port #n.

« enable TCP and/or UDP by clicking the associated radio button

Filter Direction

Operators may choose to filter upstream (uplink) RF packets or downstream
(downlink) RF packets.

User Defined
Port Filtering
Configuration

You can specify ports for which to block subscriber access, regardless of whether
NAT is enabled.

RF Telnet
Access

RF Telnet Access restricts Telnet access to the AP/BHM from a device situated below
a network SM/BHS (downstream from the AP/BHM). This is a security enhancement
to restrict RF-interface sourced AP access specifically to the LAN1IP address and
LAN2 IP address (Radio Private Address, typically 192.168.101.[LUID]). This restriction
disallows unauthorized users from running Telnet commands on the AP/BHM that can
change AP/BHM configuration or modifying network-critical components such as
routing and ARP tables.

PPPoE PADI
Downlink
Forwarding

Enabled: the AP/BHM allows downstream and upstream transmission of PPPoE PADI
packets. By default, PPPoE PADI Downlink Forwarding is set to Enabled.

Disabled: the AP/BHM disallows PPPoE PADI packets from entering the Ethernet
interface and exiting the RF interface (downstream to the SM/BHS). PPPoE PADI
packets are still allowed to enter the AP’s RF interface and exit the AP’s/BHM’s
Ethernet interface (upstream).

Filter Control

Provision to Enable/Disable MAC Address Filtering.

Filter Default
Action

If the Filter Default Action is set to Allow all, any frame whose source MAC address or
OUl is:

« inthe MAC address filters table and Action is set to Deny, will be blocked from
passing through.

« inthe MAC address filters table and Action is set to Allow, will be allowed to
pass through.

« notinthe MAC address filters table will be allowed to pass through.

If the Filter Default Action is set to Deny all, any frame whose source MAC Address or
OUl is:

« inthe MAC address filters table and Action is set to Deny, will be blocked from
passing through.

« inthe MAC address filters table and Action is set to Allow, will be allowed to
pass through.

« notinthe MAC address filters table will be blocked from passing through.
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Attribute Meaning

Address or OUI | address or OUl in any of the following formats:

e aa:bb:cc or aa-bb-cc or aabbcc

e aa:bb:cc:dd:ee:ff or aa-bb-cc-dd-ee-ff or aabbccddeeff

Source MAC Indicates the unique MAC address or the manufacturer’'s OUI. You can add the MAC

Protocol filtering page of SM/BHS

The Protocol Filtering page of SM/BHS is explained in below table.

Table 35: SM/BHS Protocol Filtering attributes
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Attribute Meaning

Packet Filter Configuration tab See Filters page of 450 Platform Family AP/BHM

User Defined Port Filtering Configuration tab | See Filters page of 450 Platform Family AP/BHM

Port configuration

450 Platform Family ODUs support access to various communication protocols and only the ports
required for these protocols are available for access by external entities. Operators may change the port
numbers for these protocols via the radio GUI or SNMP.

The Port Configuration page of the AP/SM/BHM/BHS is explained in below table.

Table 36: Port Configuration attributes - AP/SM/BHM/BMS

'Port Configuration "

FTP Port : 21 Default port number is 21

HTTP Port : 80 Default port number is 80

HTTPs Port : 443 Default port number is 443

Radius Port : 1812 Default port number is 1812

Radius Accounting Port : 1813 Default port number is 1813

SNMP Port - 161 Default port number is 161

SHNMP Trap Port - 162 Default port number is 162

| Syslog Server Port - 514 Default port number is 514 )
Attribute Meaning

FTP Port The listen port on the device used for FTP communication.

HTTP Port The listen port on the device used for HTTP communication.

HTTPS Port The listen port on the device used for HTTPS communication

Radius Port The destination port used by the device for RADIUS communication.
Radius Accounting The destination port used by the device for RADIUS accounting

Port communication.

SNMP Port The listen port on the device used for SNMP communication.

SNMP Trap Port The destination port used by the device to which SNMP traps are sent.
Syslog Server Port The destination port used by the device to which Syslog messaging is sent.

Encrypting downlink broadcasts

See Encryption downlink broadcast in Installation and Planning Guide.

Isolating SMs

See Isolating SMs in Installation and Planning Guide.
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Filtering management through Ethernet

See Filtering management through Ethernet in Installation and Planning Guide.

Allowing management only from specified IP addresses

See Allowing management only from specified IP address in Installation and Planning Guide.

Restricting radio Telnet access over the RF interface

RF Telnet Access restricts Telnet access to the AP from a device situated below a network SM
(downstream from the AP). This is a security enhancement to restrict RF-interface sourced AP access
specifically to the LAN1IP address and LAN2 |IP address (Radio Private Address, typically 192.168.101.
[LUID]). This restriction disallows unauthorized users from running Telnet commands on the AP that can
change AP configuration or modifying network-critical components such as routing and ARP tables.

The RF Telnet Access may be configured via the AP GUI or via SNMP commands, and RF Telnet Access is
set to “Enabled” by default. Once RF Telnet Access is set to “Disabled”, if there is a Telnet session
attempt to the AP originating from a device situated below the SM (or any downstream device), the
attempt is dropped. This also includes Telnet session attempts originated from the SM’s management
interface (if a user has initiated a Telnet session to a SM and attempts to Telnet from the SM to the AP). In
addition, if there are any active Telnet connections to the AP originating from a device situated below the
SM (or any downstream device), the connection is dropped. This behavior must be considered if system
administrators use Telnet downstream from an AP (from a registered SM) to modify system parameters.

Setting RF Telnet Access to “Disabled” does not affect devices situated above the AP from accessing the
AP via Telnet, including servers running the CNUT (Canopy Network Updater tool) application. Also,
setting RF Telnet Access to “Disabled” does not affect any Telnet access into upstream devices (situated
above or adjacent to the AP) through the AP (see RF Telnet Access Restrictions (orange) and Flow
through (green)).

The figure below depicts a user attempting two telnet sessions. One is targeted for the AP (orange) and
one is targeted for the network upstream from the AP (green). If RF Telnet Access is set to “Disabled”
(factory default setting), the Telnet attempt from the user to the AP is blocked, but the attempt from the
user to Network is allowed to pass through the Cambium network.

Figure 32: RF Telnet Access Restrictions (orange) and Flow through (green)

(o))

SM User
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Key Security Considerations when using the RF Telnet Access Feature

To ensure that the network is fully protected from unauthorized AP Telnet sessions, the following topics
must be considered:

Securing AP Clusters

When working with a cluster of AP units, to eliminate potential security holes allowing Telnet access,
ensure that the RF Telnet Access parameter is set to “Disabled” for every AP in the cluster. In addition,
since users situated below the AP are able to pass Telnet sessions up through the SM and AP to the
upstream network (while AP RF Telnet Access is set to “Disabled”), ensure that all CMM4 or other
networking equipment is secured with strong passwords. Otherwise, users may Telnet to the CMM4 or
other networking equipment, and subsequently access network APs (see RF Telnet Access Restriction
(orange) and Potential Security Hole (green)) via their Ethernet interfaces (since RF Telnet Access only
prevents Telnet sessions originating from the AP’s wireless interface).

Figure 33: RF Telnet Access Restriction (orange) and Potential Security Hole (green)

User

As a common practice, AP administrator usernames and passwords must be secured with strong, non-
default passwords.

Restricting AP RF Telnet Access

AP Telnet access via the RF interface may be configured in two ways - the AP GUI and SNMP.

Controlling RF Telnet Access via the AP GUI

To restrict all Telnet access to the AP via the RF interface from downstream devices, follow these
instructions using the AP GUI:

Procedure 12 Restricting RF Telnet access:

1 Log into the AP GUI using administrator credentials

2 On the AP GUI, navigate to Configuration > Protocol Filtering

3 Under GUI heading “Telnet Access over RF Interface”, set RF Telnet Access to Disabled
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'AP Specialty Filters

] Enabled
RF Telnet Access : * Disabled
= Enabled

FPFoE PADI Downlink Forwarding : Disabled

.

4 Click the Save button

5 Once the Save button is clicked, all RF Telnet Access to the AP from devices situated below the

AP is blocked.
f"’,?". Note
I:_[::] The factory default setting for RF Telnet Access is disabled and PPPoE PADI

Downlink Forwarding is enabled.

Configuring SNMP Access

The SNMPv3 interface provides a more secure method to perform SNMP operations. This standard
provides services for authentication, data integrity and message encryption over SNMP. Refer to
Planning of SNMPv3 operation in Planning and Installation Guide.

f"’,?". Note
I:I:] The factory default setting for SNMP is SNMPv2c¢ Only.

Procedure 13 Configuring SNMPV3:

1. Loginto the AP GUI using administrator credentials
2. Onthe AP/SM GUI, navigate to Configuration > Security page

3. Under GUI heading Security Mode, set SNMP to SNMPv3 Only

Wik At HTTE arg HT TP, w
L BHMIA T o SR @
[omatin SHAF
Tisrist EHME A Ony
S Disabied
= # Enables]
TFTP :
Dirabilod
HTP sarvar * Emabiod
Disalad
B Eale
S58H Gervar ol ]
Disatied
[hubistis 555 Wiy
Crous-site Rocquest Forger CSRF) Praleclion TRSBDaE

4. Click the Save Changes button

5. Go to Configuration >SNMP Page
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6. Under GUI heading SNMPV3 setting, set Engine ID, SNMPv3 Security Level, SNMPv3
Authentication Protocol, SNMPv3 Privacy Protocol, SNMPv3 Read-Only User, SNMPv3 Read/Write
User, SNMPv3 Trap Configuration parameters:

7. Under GUI heading SNMPv3 setting, set Engine ID, SNMPv3 Security Level, SNMPv3
Authentication Protocol, SNMPv3 Privacy Protocol, SNMPv3 Read-Only User, SNMPv3 Read/Write
User, SNMPv3 Trap Configuration parameters:

ShMPy3 Settings

Engine ID : A00000a 1 (300034 7d 1 be Lisa Dalnut Engra 10
SMNMPY3 Security Leveal it o e ®
SMMPYA Authentication Pratoeal | md5 »
SMHMPv3 Privacy Protocol - Ch e =
LIsarmama Canapyma
SMHMPY3 Read-Only LUsar Authorization Key sesses

Privacy Hey s
Enable BN Usar
= Disabla R Ussr
SMNMPYI ReadWrite Usar Usamama Canopy
Authorization Kay s
Frivacy Hey s

LENM Fvd Trap Configuration Cisabibed v

Engine ID:

Each radio (AP/SM/BHM/BHS) has a distinct SNMP authoritative engine identified by a unique Engine ID.
While the Engine ID is configurable to the operator it is expected that the operator follows the guidelines
of the SNMPENginelD defined in the SNMP-FRAMEWORK-MIB (RFC 3411). The default Engine ID is the
MAC address of the device.

SNMPvV3 security level

The authentication allows authentication of SNMPv3 user and privacy allows for encryption of SNMPv3
message.

SNMPvV3 Security Protocol
450 Platform family supports MD5, SHA-1and SHA-256 authentications.
SHA-1

System release 20.0 introduces SHA-1 (Secure Hash Algorithm 1), is a cryptographic hash function which
takes an input and produces a 160-bit (20-byte) hash value known as a message digest.

SHA-256

System release 20.0 introduces SHA-256 (Secure Hash Algorithm 2) is a cryptographic hash functions
designed by the United States National Security Agency (NSA). SHA-2 includes significant changes from
its predecessor, SHA-1. The SHA-256 hash function is implemented in some widely used security
applications and protocols, including TLS and SSL, PGP, SSH, S/MIME, and IPsec.

To enable this feature:

Go to Configuration > SNMP page > SNMPv3 Settings.
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SNMPvV3 Privacy Protocol
450 Platform family supports CBC-DES and CFB-AES privacy protocols

System release 20.0 introduces AES encryption (Advanced Encryption Standard), is a symmetric block
cipher chosen by the U.S. government to protect classified information and is implemented in software
and hardware throughout the world to encrypt sensitive data. The algorithm described by AES is a
symmetric-key algorithm, meaning the same key is used for both encrypting and decrypting the data.

To enable this feature:

Go to Configuration > SNMP page > SNMPv3 Settings.
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SNMPv3 Read-Only and Read/Write User
The user can be defined by configurable attributes. The attributes and default values are:

Read-only user
« Authentication Password = authCanopyro
e Privacy Password = privacyCanopyro
« sername = Canopyro
Read-write user (by default read-write user is disabled)
e Privacy Password = privacyCanopy

Authentication Password = authCanopy
Username = Canopy
SNMPv3 Trap Configuration

The traps may be sent from radios in SNMPv3 format based on parameter settings. It can be configured
for Disabled, Enabled for Read-Only User, Enable for Read/Write User.

Configuring Security

Applicable products pap: B oap B osm PTP BHM Fl BMs

Chapter 1: Configuration 163



Security Page 450 Platform Family AP

The security page of AP is explained in below table.

Table 37: Security attributes -450 Platform Family AP

Authentication Server Settings
Authentication Mode ; Diszbled -

‘_Append DNS Domain Mame
'@/ Disable DNS Domain MName
Shared Secret

Authentication Server DMS Usage :

Authentication Server 1

o Shared Secret
Authentication Server 2 :

o Shared Secret
Authentication Server 3

Authentication Server 4 (BAM OMNLY) : 0.0.0.0
Authentication Server 5 (BAM OMNLY) 0.0.0.0

Radius Part : 1812 Default port number is 1812

Authentication Key 128-bit (Using All 0xFFs Key)

Use Key above

Select Key 128-bit :
' Use Default Key

'-.:.-'AES—128 Encryption Disabled
@ AFS-128 Encryption Available

Disable AES-128 :

Authentication Key 256-bit . -
(Using All 0xFF's Key)

Use Key above

Select Key 256-bit :
“!Use Default Key

Dynamic Authorization Extensions for Enable CoA and Disconnect Message
RADIUS - '“)Disable CoA and Disconnect Message
Bypass Authentication for ICC SMs - ~ Enapled

“/Disabled

Encryption Setting : None w

AP Evaluation Configuration

SM Display of AP Evaluation Data - - Disable Display

'@ Enaple Display

Web, Telnet, FTP Session Timeout 500 Seconds
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IP Access Filtering

IP Acoess Filering Ensbled - Only allow access from 1P addrasses specified below

1P Access Control ¥ IF Access Fiening Disabled - Allow access from all IP addresses

Allgwad Sowce IP 1 oo i3 Mabwork Motk (nat 1o 32 1o disabie)
Alowed Sourca P2 [LLT |32 Mabwork Mask (5ol 10 32 to disabe )
Alowed Sowrce 1P 3 P . Matwoek Mask (st to 32 1o disabia)
Vab Aseass HTTE iy ks
Ship [ EMiAP e Ovly |
Tk ¥ Enatded
e Disablad
§ Enabled
T
Fip Draathed
B ¥ Enabiad
il [Dinablad
Enabled
NTP servar & Disahled
¥ Enabiad
St Diésabied

Impor PECE812 File
Upload Certificale Fia
File | Choose Fie | Mo e chiden

Pagswind
Irpon FRES21E Fia |

User Cerlificats not present |
Sile Indommeation

Gie Infiormascn = i
- - Enaied
; o

eV 10 ioadest & Disabied

LESENT

Sre M To S Mo
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Attribute Meaning

Authentication Operators may use this field to select from among the following authentication

Mode modes:

Disabled: Tthe AP requires no SMs to authenticate. (Factory default).

to be authenticated in Wireless Manager before registration.

Authentication Server: The AP/BHM requires any SM/BHS that attempts registration
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Attribute

Meaning

AP PreShared Key: The AP/BHM acts as the authentication server to its SMs/BHS
and will make use of a user-configurable pre-shared authentication key. The
operator enters this key on both the AP/BHM and all SMs/BHS desired to register to
that AP/BHM. There is also an option of leaving the AP/BHM and SMs/BHS at their
default setting of using the “Default Key”. Due to the nature of the authentication
operation, if you want to set a specific authentication key, then you MUST configure
the key on all of the SMs/BHS and reboot them BEFORE enabling the key and option
on the AP/BHM. Otherwise, if you configure the AP/BHM first, none of the SMs/BHS
is able to register.

RADIUS AAA- When RADIUS AAA is selected, up to 3 Authentication Server
(RADIUS Server) IP addresses and Shared Secrets can be configured. The IP address
(s) configured here must match the IP address(s) of the RADIUS server(s). The
shared secret(s) configured here must match the shared secret(s) configured in the
RADIUS server(s). Servers 2 and 3 are meant for backup and reliability, not for
splitting the database. If Server 1 doesn’t respond, Server 2 is tried, and then server 3.
If Server 1rejects authentication, the SM is denied entry to the network, and does not
progress trying the other servers.

Authentication
Server DNS
Usage

The management DNS domain name may be toggled such that the name of the
authentication server only needs to be specified and the DNS domain name is
automatically appended to that name.

Authentication
Server1to 5

Enter the IP address or server name of the authentication server (RADIUS or WM)
and the Shared Secret configured in the authentication server. When Authentication
Mode RADIUS AAA is selected, the default value of Shared Secret is
“CanopySharedSecret”. The Shared Secret may consist of up to 32 ASCIl characters.

Radius Port

This field allows the operator to configure a custom port for RADIUS server
communication. The default value is 1812.

Authentication
Key 128-bit

This authentication key is a 32-character hexadecimal string used when
Authentication Mode is set to AP PreShared Key. By default, this key is set to
OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF.

Select Key 128-
bit

This option allows operators to choose which authentication key is used:

Use Key above means that the key specified in Authentication Key is used for
authentication

Use Default Key means that a default key (based off the SM’s MAC address) is used
for authentication

Disable AES
128-bit

This option allows to disable the AES-128 encryption. When AES-128 Encryption is
disabled, it prevents the use of AES-128 when encryption is enabled. Since changes
to other attributes (e.g. PreSharedKey authentication settings) could cause a need
for 128-bit Auth and AES-128 upon next registration, Disable AES 128-bit parameter
is prevented from being changed on the “Security” webpage while the “Reboot
Required” warning is present at the top of the Web GUI pages. The recommendation
is to complete other changes first and to ensure that all links at an AP are running
AES-256 before disabling the use of AES-128 on all units (AP and SMs) in the sector.
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Attribute

Meaning

When saving and loading a configuration file, Disable AES 128 is saved and loaded as
a normal attribute. It will not take effect until a reboot is triggered. Since enabling
this attribute could have the effect of preventing a link coming up, care should be
taken on networks that enable this attribute on only some units.

Select one of the following options to either disable or use AES-128 encryption.

« AES-128 Encryption Disabled:

« AES-128 Encryption Available

Authentication
Key 256-bit

This authentication key is a 64-character hexadecimal string used when
Authentication Mode is set to AP PreShared Key. By default, this key is set to
OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

FFFFFFFFFFF.

Note: The AES-256 parameters are visible only when the feature key is purchased.

Select Key 256-
bit

This option allows operators to choose which authentication key is used:

Use Key above means that the key specified in Authentication Key is used for
authentication

Use Default Key means that a default key (based off of the SM’s MAC address) is
used for authentication

Note: The AES-256 parameters are visible only when the feature key is purchased.

Dynamic
Authorization
Extensions for

Enable CoA and Disconnect Message: Allows to control configuration parameters of
SM using RADIUS CoA and Disconnect Message feature.

Disable CoA and Disconnect Message: Disables RADIUS CoA and Disconnect

RADIUS
Message feature.
To enable CoA and Disconnect feature, the Authentication Mode should be set to
RADIUS AAA.
Bypass Enabled: SM authentication is disabled when SM connects via ICC (Installation Color
Authentication Code).
for ICC SMs
Disabled: SM authentication is enabled.
Encryption Specify the type of airlink security to apply to this AP. The encryption setting must
Setting match the encryption setting of the SMs,

None provides no encryption on the air link.

AES (Advanced Encryption Standard): An over-the-air link encryption option that
uses the Rijndael algorithm and 128-bit keys to establish a higher level of security.
AES products are certified as compliant with the Federal Information Processing
Standards (FIPS 197) in the U.S.A.

Note: This parameter is applicable to BHM.
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Attribute

Meaning

SM Display of
AP Evaluation
Data

Or

BHS Display of
BHM Evaluation
Data

Allows operators to suppress the display of data about this AP/BHM on the AP/BHM
Evaluation tab of the Tools page in all SMs/BHS that register. The factory default
setting for SM Display of AP Evaluation Data or BHS Display of BHM Evaluation Data
is enabled display.

PMP 450/450i Series - SM display of AP Evaluation Data parameter

' AP Evaluation Configuration
SM Display of AP Evaluation Data :

Disable Display
# Enable Display

PTP 450/450i Series - BHS display of BHM Evaluation Data parameter

" BHM Evaluation Configuration
BHS Display of BHM Evaluation Data :

Disable Display
* Enable Display

Web, Telnet, Enter the expiry in seconds for remote management sessions via HTTP, telnet, or ftp
FTP Session access to the AP/BHM.

Timeout

IP Access You can permit access to the AP/BHM from any IP address (IP Access Filtering
Control Disabled) or limit it to access from only one, two, or three IP addresses that you

specify (IP Access Filtering Enabled). If you select IP Access Filtering Enabled, then
you must populate at least one of the three Allowed Source IP parameters or have
no access permitted from any IP address

Allowed Source
IP1to 3

If you selected IP Access Filtering Enabled for the IP Access Control parameter, then
you must populate at least one of the three Allowed Source IP parameters or have
no access permitted to the AP from any IP address. You may populate as many as all
three.

If you selected IP Access Filtering Disabled for the IP Access Control parameter, then
no entries in this parameter are read, and access from all IP addresses is permitted.

Web Access The Radio supports secured and non-secured web access protocols. Select suitable
web access from drop-down list:
« HTTP Only - provides non-secured web access. The radio to be accessed via
http://<IP of Radio>.
e HTTPS Only - provides a secured web access. The radio to be accessed via
https://<IP of Radio>.
e HTTP and HTTPS - If enabled, the radio can be accessed via both HTTP and
HTTPS.
SNMP This option allows to configure SNMP agent protocol version. It can be selected from

drop-down list:

e Disable SNMP - To disable SNMP agent.
¢ SNMPv2c Only - Enables SNMP v2c protocol.

¢ SNMPv3 Only - Enables SNMP v3 protocol. It is a secured communication
protocol.
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Attribute

Meaning

¢ SNMPv2c and SNMPvV3 - It enables both the protocols.

Certificate File

Telnet This option allows to Enable and Disable Telnet access to the Radio.

FTP This option allows to Enable and Disable FTP access to the Radio.

TFTP This option allows to Enable and Disable TFTP access to the Radio.

NTP Server This option allows to Enable and Disable NTP server access to the Radio.

SSH Server This option allows to Enable and Diable SSH server access to the Radio. Once user is
logged in via SSH, the Command Line Interface (CLI) which is the same as Telnet will
be presented to user.

Cross-site Default: CSRF token is not added to HTTP POST requests.

Request Disable: CSRF token is not added to HTTP POST |

Forgery (CSRF) isable: oken is not added to requests.

Protection Enable: CSRF token is added to HTTP POST requests.

Upload Users can import a certificate in PKCS12 format which contains a private key and

certificate signed CA. Private key can be password protected and a password field is
also given to user while importing.

Certificate

After successful import, the certificate information will be displayed

Site Information
viewable to
Guest Users

This option allows to Enable or Disable displaying site information with Guest users.

Site Name

Specify a string to associate with the physical module.

Site Contact

Enter contact information for the module administrator.

Site Location

Enter information about the physical location of the module.

Enable Security
Banner during
Login

Enable: The Security Banner Notice will be displayed before login.

Disable: The Security Banner Notice will not be displayed before login.

Security Banner
Notice

User can enter ASCII (0-9a-zA-Z newline, line-feed are allowed) text up-to 1300
characters.

User must
accept security
banner before
login

Enable: Login area (username and password) will be disabled unless user accepts
the security banner.

Disable: User can’t login to radio without accepting security banner.

TLS 1.2 and 1.3

Software release 20.0 supports web server using TLS 1.2 and TLS 1.3 for HTTPS connections. Protocol
version will be selected after handshake.
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Note

(e

I:_,r_:] A cnMaestro feature called cnMaestro X feature Assists is introduced in the 4th quarter of
2022. It identifies sectors with potential security concerns and encourages operators to
disable HTTP (using HTTPS only) and telnet access, among other parameters. This approach
works well for PMP System Release 20.0 and later versions. However, if an operator
downgrades their radios to versions older than System Release 20.0, they risk losing
management access to those radios. This is because not all browsers support the TLS
version 1.0 used by System Release 16.x software by default. Cambium advises operators
who need to downgrade their radios to enable HTTP on those radios via the Configuration -
> Security page before downgrading. If an operator mistakenly downgrades without re-
enabling HTTP access and loses management access, there are two possible solutions. One
option is to configure Mozilla Firefox with security.tls.version.min set to 1. Another option is
to raise a support ticket with Cambium for assistance.

User Certificate Import

This feature allows users to import their own certificate to be used by HTTPS server. This option can be
found under Configuration > Security.

Users can import a certificate in PKCS12 format which contains a private key and certificate signed
CA.Private key can be password protected and a password field is also given to user while importing.

Import PECS£12 File
Uploac] Canlificals Fila

Fila: | Chooss Fie - Na 8 chivsesn

Faaswarm
Impadd FRLE 1S Fils

N .

amailfddress=supporii@camblurmnabworks.oom, CH=smmutl, OLPMP,O=CAMBILIM 5T=KA C=IN
Issued by: Smmti
Walid from 20-01-2020 to 17-01-2040
Signature Algorithm: shatSEWiEhRSAEncryplion
[l

After successful import the certificate information will be displayed as follows.

ormalAddress=supportifcambiumnetasrks. com, CH=smmull OUEPMP O=CAaMBILM ST=KA,C=1N
Issusd by: PUP L5 BLE
Valed from 20-01-2020 ta 17-01-2030
Signatwre Algorithm: sha2 SEWIhHSAEncryplion
Liehrin

Security page - 450 Platform Family BHM

The security page of AP/BHM is explained in below table.
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Table 38: Security attributes -450 Platform Family BHM

Authentication Modea

Authentication Required

A ion
utheaticstion Mode = Authentication Disabled

Authentication Key'r 128 bit '{Lism'g'ﬁH'DxFF'é I*fé:.-"J-
Airlink Secunty
Enable
24 Hour Encryption Refresh
¥P * Disable
Encryplion Setting Hone *

BHM Evaluation Configuration

Disable Display
BHS Display of BHM Evaluation Data
e i = Enabla Display

e .

Web, Telnet, FTP Session Timeout 600 Seconds

IP Access Filtering

. IP Acoess Filering Enabled - Only allow access from 1P addresses specfied bedow
IPAcckss Contiol ¥ IP Access Filerning Disablad - Allow access from all IP addresses
Alowned Sowoe 1P 1 nogg I3 Mabanrk Mask (gt 10 32 1o disabie)
Alerwed Seurcs 1P 2 noog f32 Metwork Mask (56l 1932 1o disabie)
Allowed Sowce P 3 1R i a3 Matespek Mask (sat to 32 1o disabia)
Wiah Azeass HTTF Onéy e,
Sk [Pz Oely |
Tuk & Enatded
il Disatind
§ Enabied
T
i Daabted
Enabad
B L]
LU [Dsablad
Enabled
NTP sarver ¥ Disahled
& Enabéad
SoH Setees Disabled
Impord PEKCS812 File
Upload Certificale Fia
File | Choose Fie | ko te thosen
Pasgword = =
Irepon FRESS 12 Fie |

| User Certificals not present |
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aite Imformation

Site Condact

it Location

Site Indormation Viewable = Enabled
1o Guest Lisers Diisalkbed
Site Name 706 BHTM 4 9% 5 MIMO PTP4S0

Mo Sie Contact

Camopy FW Screes

CETTE

Secunty Banner

Enable Securty Banner Enabled
during Logen = Disablad
Secunty Bannar Molice

Liser musi accept securty Enabled
bannar beforg 10gin Disablad
Attribute Meaning

Authentication Mode

Operators may use this field to select from among the following
authentication modes:

Authentication Required: the BHS requires to be authenticated.

Authentication Disabled: the BHM requires no BHS to authenticate.
(Factory default).

Authentication Key 128-bit

Refer Security Page 450 Platform Family APfor parameter details

24 Hour Encryption Refresh

Operators may use this field to select from among the following
options:

Enabled: Allows BHS re-registration every 24 hours.

Disabled: Disables 24-hour encryption refresh.

This parameter is disabled by default.
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Attribute

Meaning

Encryption Setting

BHS Display of BHM Evaluation
Data

Web, Telnet, FTP Session
Timeout

IP Access Control

Allowed Source IP1to 3

Web Access

SNMP

Telnet

FTP

TFTP

NTP Server

Refer Security Page 450 Platform Family AP for parameter details

Site Information viewable to
Guest Users

Site Name

Site Contact

Site Location

Enable Security Banner during
Login

Security Banner Notice

User must accept security
banner before login

Refer Security Page 450 Platform Family APfor parameter details

Security page - 450 Platform Family SM

The security page of 450 Platform Family SM is explained in below table.
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Table 39: Security attributes -450 Platform Family SM

Authentication Key Settings
Authentication Key 128-bit

(Using All 0xFF's Key)

Select Key 128-bit

'-.:.-'L.Ise Key above
@' Use Default Key

Disable AES-128 :

'-.:.-'AES—‘12E= Encryption Disabled
@ sEs-128 Encryption Available

Authentication Key 256-bit :

Select Key 256-bit

",

(Using All 0xFF's Key)

L Use Key above
@' Use Default Key

AAA Authentication Settings

Enfarce Authentication : Disable -
Phase 1: eapttls -
Phase 2 : MSCHAPVZ W

|dentity/Realm :

"_/Enable Realm
'@ Disable Realm

|dentity anonymous (@ Realm |cznopy.nst
lsername : 0a-00-3=-bb-40-d2 [ Use Default Username
Password : [T

Caonfirm Password :

"

RADIUS Certificate Settings

Lpload Certificate File

File: Mo file selected.

Import Cartificate

[ Use Default Cerificates ]
This will delete all current certificates

Chapter 1: Configuration

174



Certificate 1

Cc=Us

3 =lllinois

O =Motorola Solutions, Inc.

QL =Canopy Wireless Broadband

CH =Canopy A48 Server Demao CA

E =technical-supporti@canopywireless.com
Valid From: 01/01/2001 00:00:00

Valid To: 12/31/2049 23:59:59

",

Cerificate 2

C=Us

2 =lllingis

O =Matoraola, Inc.

QL =Canopy Wireless Broadband
CH =PMP320 Demo CA

Valid From: 07/01/2008 06:00:00
Valid To: 12/31/2049 23:59:59

| Encryplion Sefiing AET w |
Wab, Telnet FTP Session Timaout W Seconds
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SM Management Interface Access via Ethemet Pont

& Enabled

T 1 S -
Ethemei Acces Disatled

IF Access Filtenng

IP Access Filtering Enabled - Only alionw access from IP addresses specified

IF Access Control bakow

® |P Access Filtering Disablad - Allow actess from all IP addresses
Allowed Source 1P 1 b.68.0 Fixz Natwork Mack (2ot ta 32 10 disable)
Allowed Source IP 2 ) g2 Network Mask (2et o 32 1o disable)
Allowed Source (P 3 Loan Iz Mebwork Mask (sl to 32 1o dizable)

Security Mode

Web Actess

ShMP Lo, Lo | :";..i
& Enabled
Talns!
- Disabled
& Enabled
il Disabled
i Enabled
el Disabled
% Enabled
SEH Server Drs_a{:llec_l
[ Demea S5+ vieys |
| Crogs-site Reguest Forgery(CSRF) Protection [Cafaun ¥ |

Import PKCS#12 File
Upload Certificate File

FPassword

|impon PHCCE 12 Fis

| User Cerlificale nol présen] _
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Site Information

Site Information @)
Viewable to Guest _ Enabled
zers ‘' Disabled
Site Mame : Mo Site Mame
Site Contact Mo Site Contact

Site Location :

,

Ho 3ite Location

%,

Enable Security

Security Banner

Banner during . _ ‘Enabled
Login : @) Disabled
Security Banner

Motice :

ser must accept

security banner Enabled
before login : Disabled
Attribute Meaning

Authentication
Key 128-bit

Only if the AP to which this SM will register requires authentication, specify the 128-
bit key that the SM will use when authenticating. For alpha characters in this 32-
character hex key, use only upper case.

Select Key 128-
bit

Disable AES 128-
bit

Authentication
Key 256-bit

Select Key 256-
bit

Refer Security Page 450 Platform Family APfor parameter details.

Enforce
Authentication

The SM may enforce authentication types of AAA and AP Pre-sharedKey. The SM
will not finish the registration process if the AP is not using the configured
authentication method (and the SM locks out the AP for 15 minutes).

Phase 1

The protocols supported for the Phase 1 (Outside Identity) phase of authentication
are EAPTTLS (Extensible Authentication Protocol Tunneled Transport Layer
Security) or MSCHAPv2 (Microsoft Challenge-Handshake Authentication Protocol
version 2).
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Attribute Meaning

Phase 2 Select the desired Phase 2 (Inside Identity) authentication protocol from the Phase 2
options of PAP (Password Authentication Protocol), CHAP (Challenge Handshake
Authentication Protocol), and MSCHAP (Microsoft’s version of CHAP, version 2 is
used). The protocol must be consistent with the authentication protocol configured
on the RADIUS server.

Identity/Realm If Realms are being used, select Enable Realm and configure an outer identity in the
Identity field and a Realm in the Realm field. These must match the Phase 1/Outer
ldentity and Realm configured in the RADIUS server. The default Identity is
“anonymous”. The ldentity can be up to 128 non-special (no diacritical markings)
alphanumeric characters. The default Realm is “canopy.net”. The Realm can also be
up to 128 non-special alphanumeric characters.

Configure an outer Identity in the Username field. This must match the Phase 1/Outer
Identity username configured in the RADIUS server. The default Phase 1/Outer
Identity Username is “anonymous”. The Username can be up to 128 non-special (no
diacritical markings) alphanumeric characters.

Username Enter a Username for the SM. This must match the username configured for the SM
on the RADIUS server. The default Username is the SM’s MAC address. The
Username can be up to 128 non-special (no diacritical markings) alphanumeric
characters.

Password Enter the desired password for the SM in the Password and Confirm Password fields.
The Password must match the password configured for the SM on the RADIUS
server. The default Password is “password”. The Password can be up to 128 non-
special (no diacritical markings) alphanumeric characters

Upload To upload a certificate manually to a SM, first load it in a known place on your PC or
Certificate File network drive, then click on a Delete button on one of the Certificate description
blocks to delete a certificate to provide space for your certificate. Click on Choose
File, browse to the location of the certificate, and click the Import Certificate button,
and then reboot the radio to use the new certificate.

When a certificate is in use, after the SM successfully registers to an AP, an indication
of In Use will appear in the description block of the certificate being used.

The public certificates installed on the SMs are used with the private certificate on
the RADIUS server to provide a public/private key encryption system.

Up to 2 certificates can be resident on a SM. An installed certificate can be deleted
by clicking the Delete button in the certificate’s description block on the
Configuration > Security tab. To restore the 2 default certificates, click the Use
Default Certificates button in the RADIUS Certificate Settings parameter block and
reboot the radio.

Encryption Specify the type of airlink security to apply to this SM. The encryption setting must
Setting match the encryption setting of the AP.

None provides no encryption on the air link.
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Attribute

Meaning

AES (Advanced Encryption Standard): An over-the-air link encryption option that
uses the Rijndael algorithm and 128-bit keys to establish a higher level of security.
AES products are certified as compliant with the Federal Information Processing
Standards (FIPS 197) in the U.S.A.

Web, Telnet,
FTP Session
Timeout

Enter the expiry in seconds for remote management sessions via HTTP, telnet, or
FTP access to the SM.

Ethernet Access

If you want to prevent any device that is connected to the Ethernet port of the SM
from accessing the management interface of the SM, select Ethernet Access
Disabled. This selection disables access through this port to via HTTP (the GUI),
SNMP, telnet, FTP, and TFTP. With this selection, management access is available
through only the RF interface via either an IP address (if Network Accessibility is set
to Public on the SM) or the Session Status or Remote Subscribers tab of the AP.

"'H_r;‘- Note

I:_[::] This setting does not prevent a device connected to the Ethernet port
from accessing the management interface of other SMs in the network.
To prevent this, use the IP Access Filtering Enabled selection in the IP
Access Control parameter of the SMs in the network. See IP Access
Control below.

If you want to allow management access through the Ethernet port, select
Ethernet Access Enabled. This is the factory default setting for this parameter.

IP Access
Control

You can permit access to the SM from any IP address (IP Access Filtering Disabled)
or limit it to access from only one, two, or three IP addresses that you specify (IP
Access Filtering Enabled). If you select IP Access Filtering Enabled, then you must
populate at least one of the three Allowed Source IP parameters or have no access
permitted from any IP address

Allowed Source
IP1to 3

If you selected IP Access Filtering Enabled for the IP Access Control parameter, then
you must populate at least one of the three Allowed Source IP parameters or have
no access permitted to the SM from any IP address. You may populate as many as all
three.

If you selected IP Access Filtering Disabled for the IP Access Control parameter,
then no entries in this parameter are read, and access from all IP addresses is
permitted.

A subnet mask may be defined for each entry to allow for filtering control based on a
range of IP addresses.

Web Access

The Radio supports secured and non-secured web access protocols. Select suitable
web access from drop-down list:

« HTTP Only - provides non-secured web access. The radio to be accessed via
http://<IP of Radio>.

e HTTPS Only - provides a secured web access. The radio to be accessed via
https://<IP of Radio>.

e HTTP and HTTPS - If enabled, the radio can be accessed via both http and
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Attribute Meaning
https.
SNMP This option allows to configure SNMP agent protocol version. It can be selected from
drop-down list :
e Disable SNMP - To disable SNMP agent.
e SNMPv2c Only - Enables SNMP v2c protocol.
e SNMPv3 Only - Enables SNMP v3 protocol. It is secured communication
protocol.
¢ SNMPv2c and SNMPv3 - It enables both the protocols.
Telnet This option allows to Enable and Disable Telnet access to the Radio.
FTP This option allows to Enable and Disable FTP access to the Radio.
TFTP This option allows to Enable and Disable TFTP access to the Radio.

Site Information
viewable to
Guest Users

This option allows to Enable or Disable displaying site information with Guest users.

Site Name

Specify a string to associate with the physical module.

Site Contact

Enter contact information for the module administrator.

Site Location

Enter information about the physical location of the module.

Enable Security
Banner during
Login

Enable: The Security Banner Notice will be displayed before login.

Disable: The Security Banner Notice will not be displayed before login.

Security Banner
Notice

User can enter ASCII (0-9a-zA-Z newlineg, line-feed are allowed) text up-to 1300
characters.

User must
accept security
banner before
login

Enable: login area (username and password) will be disabled unless user accepts the
security banner.

Disable: User can’t login to radio without accepting security banner.

Security page -450 Platform Family BHS

The Security page of 450 Platform Family BHS is explained in below table.
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Table 40: Security attributes - 450 Platform Family BHS

Athenticamon ey Sethings

Authenlicabon Key 126-bil

I_LIE.r'Ig All lFF's H:E:"']
Disabie AES-128 AES-128 Encryption Disabled
2 AFS-128 Encrypbon Avalable

Authenticabon Key 256-bit dUsing All GFF's Key)

Web, Teined, FTP Session Timeoul G Seconds

IF Access Fitenng Enaled - Only allow access from IF

P ACCEss Control afdresses specifisd below
2 IF ACCESS FIIIZE'I'II'h;l Disabled - Allow access from all 2
FEEsses
Allowed Source IP 1 -

o i =

12 Wetwork Mask (sel 1o 32 o disable)
132 MNebwork Mask (set to 32 to disable)

Allowed Source P 2
Allowed Source IF 3

132 MNetwork Mask (set to 32 to disable)

Webh Access

HTTP QOnky -
SHIP SHMEVZE Dy hd
[* ]
Teinet Enabled
Disabled
[+ ]
ETp Enabiled
Disabled
b
TFTP Enabled
Disabled
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Site Information

Site iInformation
Viewable 1o Guesl
Lizers

Sile Hame

N 5ie Mame

Sie Contact

No Site Contact

Site Lo abion

Securmy Hannes

Enable Security

Ha Fie Locatica

Banner during Enabied
Lagin 2 Citsabled
Security Banner

Motice

Uiser must accept rabred
security banner cahe
before login Disabled
Attribute Meaning

Authentication
Key

Only if the BHM to which this BHS registers requires an authentication, specify the
key that the BHS will use when authenticating. For alpha characters in this hex key,
use only upper case.

Disable AES Refer Security Page 450 Platform Family AP for parameter details.

128-bit

Authentication

Key 256-bit

Web, Telnet, Enter the expiry in seconds for remote management sessions via HTTP, telnet, or
FTP Session FTP access to the BHS.

Timeout

IP Access You can permit access to the BHS from any IP address (IP Access Filtering Disabled)
Control or limit it to access from only one, two, or three |IP addresses that you specify (IP

Access Filtering Enabled). If you select IP Access Filtering Enabled, then you must
populate at least one of the three Allowed Source IP parameters or have no access
permitted from any IP address

Allowed Source
IP1to 3

If you selected IP Access Filtering Enabled for the IP Access Control parameter, then
you must populate at least one of the three Allowed Source IP parameters or have
no access permitted to the BHS from any IP address. You may populate as many as
all three.

If you selected IP Access Filtering Disabled for the IP Access Control parameter, then
no entries in this parameter are read, and access from all IP addresses is permitted.

A subnet mask may be defined for each entry to allow for filtering control based on a
range of IP addresses.
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Attribute

Meaning

Web Access The Radio supports secured and non-secured web access protocols. Select suitable
web access from drop-down list:
« HTTP Only - provides non-secured web access. The radio to be accessed via
http://<IP of Radio>.
e HTTPS Only - provides a secured web access. The radio to be accessed via
https://<IP of Radio>.
e HTTP and HTTPS - If enabled, the radio can be accessed via both http and
https.
SNMP This option allows to configure SNMP agent protocol version. It can be selected from
drop-down list:
« Disable SNMP - To disable SNMP agent.
¢ SNMPv2c Only - Enables SNMP v2c protocol.
¢ SNMPv3 Only - Enables SNMP v3 protocol. It is secured communication
protocol.
¢ SNMPv2c and SNMPvVv3 - It enables both the protocols.
Telnet This option allows to Enable and Disable Telnet access to the Radio.
FTP This option allows to Enable and Disable FTP access to the Radio.
TFTP This option allows to Enable and Disable TFTP access to the Radio.

Site Information
viewable to
Guest Users

Site Name

Site Contact

Site Location

Enable Security
Banner during
Login

Security Banner
Notice

User must
accept security
banner before
login

Refer Security Page 450 Platform Family AP for parameter details.

Configuring 802.1X authentication

IEEE 802.1x standard defines a client and server-based access control and authentication protocol. This
protocol restricts unauthorized clients from connecting to a LAN through publicly accessible ports.
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The authentication server authenticates each client connected to SM’s ethernet port and enables the port
before making available any services offered by the SM, AP, and the network. Until the client is
authenticated, 802.1x access control allows only Extensible Authentication Protocol over LAN (EAPoL)
traffic through the port to which the client is connected. After authentication is successful, normal traffic
can pass through the port.

Two types of authentication mode are supported:

e Port based authentication: This mode needs to be used when single host is connected to the SM. If
the authentication is successful by the host connected to the SM, SM port is enabled, and all traffic
will pass through.

¢ MAC Address Based Authentication: This mode needs to be used when multiple hosts are
connected to the SM. Each host needs to be authenticated by 802.1X protocol to access the
network. The traffic is filtered based on the source MAC Address of the host, only the traffic from
authenticated host will be allowed to access the network.

802.1X authentication page of AP

The 802.1X Authentication page of AP is explained in below table.

Table 41: 802.1X authentication attributes -450 Platform Family AP

802 1% Authenticalion Confliguration

=nabad
= [esabled
Append DNS Domain Mame
[sable DNS Domain Mame
Shared Sacrat

BO2.1X Authentication
802 1X Aunhentication Server DMNS Lsage

B02 1X Auhenticabon Server

Attribute Meaning

802.1X This parameter is used to enable or disable 802.1Xauthentication. It is disabled by
Authentication default.

802.1X This parameter is enabled when server address is in fully qualified domain name
Authentication format.

Server DNS Usage

Shared Secret This parameter specifies the the shared secret which is configured for this client on
RADIUS server. Maximum length of this parameter is 32 characters.

802.1X This parameter specifies either a dotted decimal notation (IP address) or fully
Authentication qualified domain name (www.google.com). Maximum length of this parameter is
Server 256 characters.

802.1x authentication page of SM

The 802.1X Authentication page of SM is explained in below table.
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Table 42: 802.1X authentication attributes -450 Platform Family SM

BOZ2.1x Brndging Mode : Digabbe 802 1x '
B2, 1x Authenticalion Maode Port Based Aulbenticalion .
802.1x VLAN (Range : 1 — 4084) : Port Based Aulhantication

MAL Address Based Authantcation

Attribute

Meaning

802.1x Bridging
Mode

This parameter specifies the bridging mode used by SM. It is disabled by default.
Following are the available options for this parameter.

« Disable 802.1x: Disable 802.1x authentication.

« Require 802.1x for all traffic: 802.1x authentication should be successful for
any traffic to pass through the SM (i.e. Authenticator).

« Require 802.1x for all non-management traffic: Management traffic will be
allowed to pass through the SM without 802.1x Authentication.

802.1x
Authentication
Mode

This parameter specifies the authentication mode used by SM.

¢ Port Based Authentication: SM port is activated once the 802.1x
authentication is successful. This configuration needs to be used when single
host is connected behind SM. If authentication is successful, SM port is
enabled, and all traffic will pass through.

¢ MAC Address Based Authentication: This option needs to be used when
multiple hosts are connected behind an SM. Each host needs to be
authenticated by 802.1x protocol to access the network. The traffic is filtered
based on the source MAC address of the host, only the traffic from
authenticated host will be allowed to access the network.

802.1x VLAN
(Range:1—
4094)

This parameter specifies the number of VLAN configurations. It ranges from 1to
4094.

VLAN configuration is used for sending 802.1x packet on the configured VLAN. If a
customer excepts EAPoL packets on a VLAN, customer needs to configure the
VLAN. Once VLAN is configured, all EAPoL packets are exchanged on the
configured VLAN. VLAN 1is the default configuration which is equivalent to
untagged traffic.

Configuring radio parameters

¢ PMP 450m Series - configuring radio

¢ PMP 450m Series - configuring radio

« PMP/PTP 450i Series - Configuring Radio

« PMP/PTP 450b Series - configuring radio

« PMP/PTP 450 Series - configuring radio

¢ Custom Freguencies page
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e DFS for 5 GHz Radios
« MIMO-A mode of operation

e Improved PPS performance of 450 Platform Family
PMP 450m Series - configuring radio
Radio page - PMP 450m AP 5 GHz

The Radio tab of the PMP 450m AP contains some of the configurable parameters that define how an AP
operates.

f"?‘l. Note

I:_r:;l Only the frequencies available for your region and the selected Channel
bandwidth are displayed.

Table 43: PMP 450m AP Radio attributes - 5 GHz
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Attribute

Meaning

Freqguency Select the desired operating frequency band.

Band

Frequency Specify the frequency for the module to transmit. The default for this parameter is
Carrier None. For a list of channels in the band, see the drop-down list on the radio GUI.
Channel The channel size used by the radio for RF transmission. The setting for the channel
Bandwidth bandwidth must match between the AP and the SM. The supported Channel

Bandwidths are 5 MHz, 10 MHz, 15 MHz, 20 MHz, 30 MHz, and 40 MHz.
Note:

1. 40 MHz is not supported on PMP 450 AP, but is supported on PMP 450 SMs.

2. When both the Frequency Carrier and Channel Bandwidth are modified
simultaneously and the Save Changes button is clicked on the PMP 450m AP, a
Reboot Required banner is displayed on the GUI. This banner indicates the
need for a reboot if a channel bandwidth change is made. It is important to
wait until the SMs register with the AP using the newly changed frequency.
Once the SMs successfully registered, the AP should be rebooted. After the
reboot, the SMs connect to the AP using the updated bandwidth, utilizing the
Last Known Primary AP RF parameters.This is advised because a 2nd follow-
me message will be sent to the SMs when reboot button is clicked.

Frame Period

Select the Frame Period of the radio. The supported Frame Periods are 5 ms and 2.5
ms.

Cyclic Prefix OFDM technology uses a cyclic prefix, where a portion of the end of a symbol (slot) is
repeated at the beginning of the symbol to allow multi-pathing to settle before
receiving the desired data. A 1/16 cyclic prefix means that for every 16 bits of
throughput data transmitted, an additional bit is used.

Color Code Specify a value from O to 254. For registration to occur, the color code of the SM and
the AP must match. Color code is not a security feature. Instead, color code is a
management feature, typically for assigning each sector a different color code.

Color code allows you to force a SM to register to only a specific AP, even where the
SM can communicate with multiple APs. The default setting for the color code value
is O. This value matches only the color code of O (not all 255 color codes).

Subscriber This timer may be utilized to initiate SM rescans in order to register to an AP

Color Code configured with the SM's primary color code.

Rescan (When . . . . . ) ) ) .

not on a The time (in minutes) for a subscriber to rescan (if this AP is not configured with the

Primary Color
Code)

SM's primary color code). This timer will only fire once - if the Subscriber Color Code
Wait Period for Idle timer is configured with a nonzero value and the Subscriber Color
Code Rescan expires, the Subscriber Color Code Wait Period for Idle is started. If the
Subscriber Color Code Wait Period for Idle timer is configured with a zero value and
the Subscriber Color Code Rescan timer expires, the SM will immediately go into
rescan mode
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Attribute

Meaning

Subscriber
Color Code

Wait Period for

The time (in minutes) for a subscriber to rescan while idle (if this AP is not configured
with the SM’s primary color code). This timer will fire periodic events. The fired event
determines if any RF unicast traffic (either inbound or outbound) has occurred since

Idle the last event. If the results of the event determine that no RF unicast traffic has
occurred (SMis idle), then the subscriber will rescan.

Installation Wi ith this feature enabled on the AP and SM, operators may install and remotely

Color Code configure SMs without having to configure matching color codes between the
modules. While the SM is accessible for configuration from above the AP (for remote
provisioning) and below the SM (for local site provisioning), no user data is passed
over the radio link. When using the Installation Color Code feature, ensure that the SM
is configured with the factory default Color Code configuration (Color Code 1is “0”,
Color Code 2-10 set to “0” and “Disable”). The status of the Installation Color Code
can be viewed on the AP Eval web GUI page, and when the SM is registered using the
Installation Color Code the message “SM is registered via ICC - Bridging Disabled!” is
displayed in red on every SM GUI page. The Installation Color Code parameter is
configurable without a radio reboot for both the AP and SM. If a SM is registered via
Installation Color Code and the feature is then disabled, operators will need to reboot
the SM or force it to reregister (i.e. using Rescan APs functionality on the AP Eval
page).

Sector ID This pull-down menu helps in configuring the Sector ID at a configurable value from O
to 15.

MIMO Rate This pull-down menu helps in configuring the Rate Adapt Algorithm to MIMO-A/B,

Adapt MIMO-B only, or MIMO-A only.

Algorithm

Downlink This pull-down menu helps in configuring the Downlink Maximum Modulation Rate at

Maximum a configurable rate of 1X, 2X, 3X, 4X, 5X, 6X, 7X or 8X. The default value is “8X”. The

Modulation Rate Adapt Algorithm does not allow the modulation to go beyond this limit.

Rate

Uplink This pull-down menu helps in configuring the Uplink Maximum Modulation Rate at a

Maximum configurable rate of 1X, 2X, 3X, 4X, 6X or 8X. The default value is “8X”. The Rate

Modulation Adapt Algorithm does not allow the modulation to go beyond this limit.

Rate

Max Range Enter the number of miles or kilometers for the furthest distance from which a SM is

allowed to register to this AP. Do not set the distance to any greater number of miles.
A greater distance

e does not increase the power of transmission from the AP.
e can reduce aggregate throughput.

For example, with a 20 MHz channel and 2.5 ms frame, every additional 2.24 miles
reduces the data air time by one symbol (around 1% of the frame).

Regardless of this distance, the SM must meet the minimum requirements for an
acceptable link. The parameters have to be selected so that there is no overlap
between one AP transmitting and another AP receiving. A co-location tool is
provided to help with selecting sets of parameters that allow co-location.
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Attribute

Meaning

The default value of this parameter is 2 miles (3.2 km).

Downlink Data

Specify the percentage of the aggregate throughput for the downlink (data
transmitted from the AP to the subscriber). For example, if the aggregate (uplink and
downlink total) throughput on the AP is 90 Mb, then 75% specified for this parameter
allocates 67.5 Mb for the downlink and 22.5 Mb for the uplink. The default for this
parameter is 75%.

For 5 GHz APs or 3 GHz AP that has the Co-located Frame Configuration Option
disabled, this parameter must be set in the range of 15% - 85%, otherwise, the invalid
input is not accepted and the previously-entered valid setting is used.

For 3 GHz APs that have the Co-located Frame Configuration Option enabled, this
allowed range is further restricted to the range that avoids interference/overlap with
the nearby LTE or 5G-NR sectors.

o

Crl

Note

In order to prevent self-interference, the frame configuration needs to
align which includes Downlink Data, Max Range and Contention slots.
For DFS regions, the maximum Downlink % for a 5.4 GHz radio is 75%

only.
Contention This field indicates the number of (reserved) Contention slots configured by the
Slots operator. The SM uses reserved Contention slots and unused data slots for bandwidth
requests. See Contention slots on page Contention slots.
Broadcast For PMP systems broadcast packets are not acknowledged. So, they are sent at the

Repeat Count

lowest modulation rate 1X. This setting adds an automatic retransmission to
broadcast packets to give SMs that have poor signal a higher chance to get the
packet.

EIRP This field indicates the combined power level at which the AP will transmit, based on
the Country Code. It also includes the antenna gain and array gain.
SM Receive Each SM’s Transmitter Output Power is automatically set by the AP. The AP monitors

Target Level

the received power from each SM, and adjusts each SM’s Transmitter Output Power
so that the received power at the AP from that SM is not greater what is set in this
field. This value represents the transmitted and received power (combined power)
perceived on the SM.

Adjacent
Channel
Support

For some frequency bands and products, this setting is needed if AP is operating on
adjacent channels with zero guard band.

Multicast Data
Channel

This pull-down menu of the Multicast Data Control screen helps in configuring
multicast packets to be transmitted over a dedicated channel at a configurable rate
of 2X, 3X, 4X, 5X or 6X. The default value is “Disable”. If set to the default value, all
multicast packets are transmitted over the Broadcast VC data path.
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Attribute

Meaning

Multicast
Repeat Count

This value is the number of packets that are repeated for every multicast VC packet
received on the AP (located under Radio tab of Configuration). Multicast (like
Broadcast) packets go over a VC that is shared by all SMs, so there is no guaranteed
delivery. The repeat count is an attempt to improve the odds of the packets getting
over the link. If the user has issues with packets getting dropped, they can use this
parameter to improve the performance at the cost of the overall throughput possible
on that channel. The default value is O.

Multicast
Downlink CIR

This value is the committed information rate for the multicast downlink VC (located
under the Radio tab of Configuration). The default value is O kbps. The range of this
parameter is based on the number of repeat counts. The higher the repeat count, the
lower the range for the multicast downlink CIR.

SM Registration
Limit

This parameter allows to configure the limit for maximum number of SMs that can
register to a PMP AP. The configurable range is from 1to 238.

[
Crl

Note

SM trying to register after the maximum configured limit has been
reached is locked out for 15 minutes and a message is displayed at the
SM.

Receive Quality
Debug

To aid in link performance monitoring, the AP and SM now report the number of
fragments received per modulation (i.e. QPSK, 16-QAM, 64-QAM) and per channel
(polarization).

o

Crl

Note

Due to CPU load, this will slightly degrade packet per second
processing.

SM Link Test
Mode
Restriction

Set to Enabled to allow only SM initiated link tests that pass user traffic.

Set to Disabled to allow all SM initiated link tests.

Force Channel

Enabling this parameter forces channel reassessment for all registered SMs. This is

Reassessment generally used for demonstrations and other engineering purposes.

Near Field This parameter enables operation in the near field. This is only available when the
Operation EIRP is set to 22 dBm or below.

Near Filed When Near Field Operation is enabled, the Near Field Range is used to apply
Range compensation to the unit’s calibration to support operation in the near field.
Interference Enabling this flag activates the uplink interference cancellation feature. This

Cancellation

parameter is visible only with an interference cancellation feature key or if an
operator has enabled the interference cancellation trial via the Configuration ->
General page. Note that enabling this feature disables MU-MIMO scheduling in the
uplink direction. All traffic is scheduled SU-MIMO only.
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Radio page - PMP 450m AP 3 GHz
Table 44: PMP 450m AP Radio attributes - 3 GHz
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Attribute

Meaning

Frequency Band

Frequency Carrier

Channel Bandwidth

Frame Period

Cyclic Prefix

Color Code

Subscriber Color Code Rescan
(When not on a Primary Color
Code)

Subscriber Color Code Wait
Period for Idle

Installation Color Code

Sector ID

MIMO Rate Adapt Algorithm

Downlink Maximum
Modulation Rate

Uplink Maximum Modulation
Rate

Max Range

Downlink Data

Contention Slots (a.k.a.
Control Slots)

Broadcast Repeat Count

Refer PMP 450m Series - configuring radiofor parameter details

Co-located Frame
Configuration Option

If this 3 GHz sector is operating near other LTE sectors or other 5G-NR
sectors on the same channel, it is important to enable this colocation
option. This will time shift the PMP frame start to in alignment with the
LTE or 5G-NR sector operating in the area. The particular LTE or 5G-

NR configurations that Cambium can colocate with are as follows:

For 2.5 ms PMP frame sizes, colocation with 5G-NR
configuration DDDSU is possible

For 5 ms PMP frame sizes, colocation with 5G-NR configuration

DDDSUUDDDD is possible (shown on the GUI selection as

DDDDDDDSUU). The proper number of RF-NR Guard Symbols

needs to be selected then also.
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Attribute Meaning

¢ For 5 ms PMP frame sizes, colocation with LTE frame
configurations O, 1, and 2 is possible. The special subframe and
cyclic prefix configurations need to be selected as well.

¢ One more detailed technical document describing co-location
between Cambium Networks PMP sectors, LTE, and 5G-NR
sectors (PMP-LTE and 5G-NR co-location guide) can be found
here:

https://support.cambiumnetworks.com/files/colocationtool/

EIRP Refer PMP 450m Series - configuring radiofor parameter details

SM Receive Target Level

Adjacent Channel Support

Multicast Data Channel

Multicast Repeat Count

Multicast Downlink CIR

SM Registration Limit

Receive Quality Debug

SM Link Test Mode Restriction

Force Channel Reassessment

Near Field Operation

Note

o

I:_[::] APs that were already configured for co-location prior to System Release 22.0 upgrade see
their cyclic prefix defaulted to Normal and the S Frame Configuration defaulted to 7. This
should be checked and changed as needed. Note that there is also a slight possibility that
the downlink data percentage might be auto-adjusted based on this SSF value of 7 to an
undesired value. This should also be checked and adjusted as needed. These corrections can
be done directly on the AP. If a large number of sectors need to be adjusted, a small
configuration template can be pushed from cnMaestro. A zip file containing 4 sample
templates can be found on the Cambium Networks support site:

https://support.cambiumnetworks.com/files/pmp450

This zip file contains, in addition to a template that corrects just the special subframe after
the upgrade, a template to enable co-location and set the special subframe configuration
after the upgrade, a template to enable co-location prior to the upgrade, and a template to
disable/backout co-location.
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450v Series - configuring radio

Radio page - 450v AP 6 GHz

The Radio tab of the 450v AP contains some of the configurable parameters that define how an AP
operates.

f"?‘l. Note

I:_r:;l Only the frequencies available for your region and the selected Channel bandwidth are
displayed.

Radio page - 450v AP 5/6 GHz

Figure 34: 450v AP Radio attributes - 5/6 GHz
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Attribute

Meaning

Link Mode

For Point-To-Point operation (PTP), select Backhaul.

For Point-To-Multipoint operation (PMP), select Multipoint.

Device Setting

To configure the radio as an Access Point, select AP.

To configure the radio as a Subscriber Module, select SM.

Component Carrier

Indicates channel identifiers in the system's configuration.

Status

Indicates the operational states as Active or Inactive.

Carrier Assignment

Displays the specific carrier assigned to each component carrier.

Frequency Band

Displays the designated frequency bands for each component carrier.

Frequency (kHz)

Displays frequencies associated with different operational statuses or
component carriers within the system.

Channel Bandwidth

Displays the width of each channel’s frequency band within the system.

Transmit Power

Displays the transmit power levels for each component carrier.

Number of Carriers

A carrier represents the central frequency of a Tx/Rx chain, with each chain
utilized for transmitting or receiving all modulated component carriers that
fall entirely within the bandwidth of the Tx/Rx chain.
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Attribute

Meaning

Frequency Band

Transmit Power

Carrier Assignment

Frequency Carrier

Channel Bandwidth

Cyclic Prefix

Frame Period

Color Code

Subscriber Color Code
Rescan (When not on a
Primary Color Code)

Subscriber Color Code
Wait Period for Idle

Installation Color Code

Sector ID

MIMO Rate Adapt
Algorithm

Downlink Maximum
Modulation Rate

Uplink Maximum
Modulation Rate

Nomadic Mode

Max Range

Downlink Data

See PMP 450m AP Radio attributes - 5 GHz
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Attribute Meaning

Contention Slots See PMP 450 MicroPoP Unlimited AP Radio attributes - 5 GHz

Auto Contention

Broadcast Repeat
Count

External Gain Fixed

SM TX Power Control

SM Receive Target
Level

Multicast Data Channel

Multicast Repeat Count

Multicast Downlink CIR

SM Registration Limit

SM Registration

Receive Quality Debug

SM Link Test Mode
Restriction

Radio page - 450v SM 5/6 GHz

Figure 35: 450v SM Radio attributes - 5/6 GHz

Bt
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Attribute

Meaning

Custom Radio Frequency Scan Selection List

Channel Bandwidth Scan

Cyclic Prefix Scan

AP Selection Method

Color Code 1

Installation Color Code

Large Data Channel data Q

Color Code

MIMO Rate Adapt Algorithm

Downlink Maximum Modulation Rate

Uplink Maximum Modulation Rate

See PMP 450i SM Radio attributes - 5 GHz

Rate Adapt Per LUID

Nomadic Mode

External Gain Fixed

Enable Max Tx Power

Reference Downlink EVM

Current Downlink EVM

Reference Uplink EVM

Current Uplink EVM

Access Point MAC Address

Channel Frequency

Channel Bandwidth

Receive Quality Debug

See PMP 450i SM Radio attributes - 5 GHz

PMP/PTP 450i Series - Configuring Radio
Radio page - PMP 450i or 450 MicroPoP Unlimited AP 5 GHz

The Radio tab of the PMP 450i or 450 MicroPoP Unlimited AP contains some of the configurable

parameters that define how an AP operates.
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Table 45: PMP 450i or 450 MicroPoP Unlimited AP Radio attributes - 5 GHz
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Attribute Meaning
Device Setting To configure the radio as an Access Point, select AP.

To configure the radio as a Subscriber Module, select SM.
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Attribute

Meaning

Frequency Band

Frequency Carrier

See PMP 450m Series - configuring radio

Alternate
Frequency Carrier
lTand 2

Whenever the radio detects a radar pulse in either Channel Availability Check or

In-Service Monitoring Modes on carrier frequency it moves the operation to a

frequency configured as Alternate Frequency Carrier 1. If the radio detects a radar

pulse on Alternate Frequency Carrier 1, it moves the operation to a frequency
configured as Alternate Frequency Carrier 2. If the radio detects a radar pulse o
Alternate Frequency Carrier 2 it moves the operation back to carrier frequency.
So, there are three options in round-robin formation.

These parameters are displayed based on Regional Settings. Refer Country

n

Channel
Bandwidth

Frame Period

Cyclic Prefix

Color Code

Subscriber Color
Code Rescan
(When not on a
Primary Color
Code)

Subscriber Color
Code Wait Period
for Idle

Installation Color
Code

Sector ID

See PMP 450m Series - configuring radio

MIMO Rate Adapt
Algorithm

Downlink
Maximum
Modulation Rate

Uplink Maximum
Modulation Rate

See PMP 450m Series - configuring radio

Nomadic Mode

Allows the movement of SMs within a sector. A feature key is required to enable
this feature at the AP. This mode must also be enabled for the subset of SMs that

an operator wishes to use with this mode.

Max Range

450 MicroPoP has a limit of 2 miles.

To unlock from MicroPoP to MicroPoP Unlimited, a feature key must be purchased

to remove this limitation.

Chapter 1: Configuration

202




Attribute

Meaning

Downlink Data

See PMP 450m Series - configuring radio

Contention Slots
(a.k.a. Control
Slots)

This field indicates the number of (reserved) Contention slots configured by the
operator. The SM uses reserved Contention slots and unused data slots for
bandwidth requests. See Contention slots

Auto Contention

This parameter allows the operator to enable or disable Auto Contention.

Broadcast Repeat
Count

The default is 2 repeats (in addition to the original broadcast packet, for a total of
3 packets sent for everyone needed), and is settable to 1or O repeats (2 or 1
packets for every broadcast).

ARQ (Automatic Repeat reQuest) is not present in downlink broadcast packets,
since it can cause unnecessary uplink traffic from every SM for each broadcast
packet. For successful transport without ARQ, the AP repeats downlink broadcast
packets. The SMs filter out all repeated broadcast packets and, thus, do not
transport further.

The default of 2 repeats is optimum for typical uses of the network as an internet
access system. In applications with heavy download broadcast such as video
distribution, overall throughput is significantly improved by setting the repeat
count to 1or O. This avoids flooding the downlink with repeat broadcast packets.

Transmit Power

This value represents the combined power of the AP’s two transmitters.
Nations and regions may regulate transmitter output power. For example

e 900 MHz, 5.4 GHz and 5.8 GHz modules are available as connectorized
radios, which require the operator to adjust power to ensure regulatory
compliance.

The professional installer of the equipment has the responsibility to

¢ maintain awareness of applicable regulations.

o calculate the permissible transmitter output power for the module.

« confirm that the initial power setting is compliant with national or regional
regulations.

« confirm that the power setting is compliant following any reset of the
module to factory defaults.

External Gain

This value needs to correspond to the published gain of the antenna used to
ensure the radio will meet regulatory requirements.

SM Receive Target
Level

See PMP 450m Series - configuring radio

Adjacent Channel
Support

For some frequency bands and products, this setting is needed if AP is operating
on adjacent channels with zero guard band.

Multicast Data
Channel

This pull-down menu of the Multicast Data Control screen helps in configuring
multicast packets to be transmitted over a dedicated channel at a configurable
rate of 2X, 3X, 4X, 5X or 6X. The default value is “Disable”. If set to the default
value, all multicast packets are transmitted over the Broadcast VC data path.
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Attribute

Meaning

Multicast Repeat
Count

This value is the number of packets that are repeated for every multicast VC
packet received on the AP (located under Radio tab of Configuration). Multicast
(like Broadcast) packets go over a VC that is shared by all SMs, so there is no
guaranteed delivery. The repeat count is an attempt to improve the odds of the
packets getting over the link. If the user has issues with packets getting dropped,
they can use this parameter to improve the performance at the cost of the overall
throughput possible on that channel. The default value is O.

Multicast
Downlink CIR

This value is the committed information rate for the multicast downlink VC
(located under the Radio tab of Configuration). The default value is O kbps. The
range of this parameter is based on the number of repeat counts. The higher the
repeat count, the lower the range for the multicast downlink CIR.

SM Registration
Limit

This parameter allows to configure the limit for maximum number of SMs that can
register to a PMP AP. The configurable range is from 1to 238.

450 MicroPoP has a limit of 20 SMs. To unlock from MicroPoP to MicroPoP
Unlimited, a feature key must be purchased to remove this limitation.

o

Cr

Note

SM trying to register after the maximum configured limit has been
reached is locked out for 15 minutes and a message is displayed at

the SM.

SM Registration

All: This field allows to control registration of all type 450 Platform Family SM
including 450 Series SM (450i/450b/450/430) or 450i Series SM.

450i Only: This field allows to control registration of 450i Series SM only

Receive Quality
Debug

To aid in link performance monitoring, the AP and SM now report the number of
fragments received per modulation (i.e. QPSK, 16-QAM, 64-QAM) and per channel
(polarization).

(o

Cr

Note

Due to CPU load, this will slightly degrade packet per second

processing.

Frame Alignment
Legacy Mode

Mode

Behavior (non-900 MHz radios)

Behavior (FSK 900 MHz radios)

OFF

By default, frame start is aligned
with devices with Timing Port
synchronization

If the synchronization source
changes (due to Autosync or
otherwise) the radio will
dynamically adjust its frame start
to maintain alignment with the
default frame start timing

By default, frame start is aligned
with FSK 900 MHz devices with
Timing Port synchronization

If the synchronization source
changes (due to Autosync or
otherwise) the radio will
dynamically adjust its frame start
to maintain alignment with the
default frame start timing
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Attribute Meaning
Mode Behavior (non-900 MHz radios) Behavior (FSK 900 MHz radios)
ON The radio will align with devices The radio will align with FSK 900
Mod running software versions from MHz devices running software
]<) ode 12.0 to 13.4. versions from 12.0 to 13.4.
ON N/A The radio will align with FSK 900
MHz devices with software
(Mode .
versions 11.2 or older.
2)
SM Link Test Mode | Set to Enabled to allow only SM initiated link tests that pass user traffic.
Restriction . N .
Set to Disabled to allow all SM initiated link tests.

Radio page - PMP 450i AP 3 GHz

The Radio tab of the PMP 450i AP 3 GHz is shown in below table.

Table 46: PMP 450i AP Radio attributes - 3 GHz
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Adhvanced
SK1 Regisirabon Limi 333 [(Range 1 — 238)
= Enabled
Receive Quality Debay
¥ 1 = Digabiad
OFF "

Choose Legaty Mode setling from the tabee bedow Dased on colocated radio’s
SOMwane revision and Sync Source

Framss Algnment Legacy Mode o DR 1-21] o 13_11_2{“:!:! 134
Ia-l."lt S EW Rev 1341 oF higher [OFS an)  |(DES aff) Dl 12.0
ing Port OFF OFF OFF OFF
i Poit OFF OFF O (Mode 1 JOFF
i Link Test Mode Restriction ; EL‘?’"::E
I.-“;.,. Note
I:_f:,] Refer PMP/PTP 450i Series - Configuring Radio and PMP 450i SM Radio

attributes - 5 GHz for parameter details.

f;\ Note
I:_f:,] Only the frequencies available for your region and the selected Channel
bandwidth are displayed.

Radio page - PMP 450i AP 900 MHz

The Radio tab of the PMP 450i AP 900 MHz is described in below table.
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Table 47: PMP 450i AP Radio attributes - 900 MHz
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Attribute

Meaning

Device To configure the radio as an Access Point, select AP.
Setting . . .

To configure the radio as a Subscriber Module, select SM.
Frequency Specify the frequency for the module to transmit. The default for this parameter is
Carrier None. For a list of channels in the band, see the drop-down list on the radio GUI.
Channel The channel size used by the radio for RF transmission. The setting for the channel
Bandwidth bandwidth must match between the AP and the SM. The supported Channel

Bandwidths are 5, 7,10 and 20 MHz.

Frame Period

Cyclic Prefix

Color Code

Subscriber
Color Code
Rescan
(When not on
a Primary
Color Code)

Subscriber

Color Code
Wait Period
for Idle

Installation
Color Code

Sector ID

MIMO Rate
Adapt
Algorithm

Refer PMP 450m AP Radio attributes - 5 GHz for parameter details

Downlink
Maximum
Modulation
Rate

This pull-down menu helps in configuring the Downlink Maximum Modulation Rate at a
configurable rate of 1X, 2X, 3X, 4X, 5X, 6X, 7X or 8X. The default value is “8X”. The Rate
Adapt Algorithm does not allow the modulation to go beyond this limit.

Uplink
Maximum
Modulation
Rate

This pull- down menu helps in configuring the Uplink Maximum Modulation Rate at a
configurable rate of 1X, 2X, 3X, 4X, 5X, 6X, 7X or 8X. The default value is “8X”. The Rate
Adapt Algorithm does not allow the modulation to go beyond this limit.

Nomadic
Mode

Allows the movement of SMs within a sector. A feature key is required to enable this
feature at the AP. This mode must also be enabled for the subset of SMs that an
operator wishes to use with this mode.
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Attribute Meaning

Max Range Refer PMP 450m AP Radio attributes - 5 GHz for parameter details

Downlink
Data

Contention
Slot (a.k.a.
Control Slots)

Auto
Contention

Broadcast
Repeat Count

Transmitter
Output
Power

External Gain

SM Receive
Target Level

Multicast Refer Radio page - PMP 450i or 450 MicroPoP Unlimited AP 5 GHz for parameter
Data Channel | details

Multicast Refer PMP 450m AP Radio attributes - 5 GHz for parameter details
Repeat Count

Multicast
Downlink CIR

SM
Registration
Limit

Receive
Quality
Debug

Pager Reject | In 900 MHz, Pager Reject filter is placed on the AP to block Pager signals which could
Filter cause interference to the whole band. The Pager signals typically operate in the 928-
930 frequency range. When the filter is enabled, the signals of 920 MHz and above are
attenuated which enables better reception of signals in the rest of the band. Note that
the AP/SM should not be configured on the frequencies of 920 MHz and above when
this filter is enabled.

Frame Refer PMP 450m AP Radio attributes - 5 GHz for parameter details
Alignment
Legacy Mode

SM Link Test
Mode
Restriction
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Radio page - PMP 450i SM 5 GHz

The Radio page of PMP 450i SM is explained in below table.

Table 48: PMP 450i SM Radio attributes - 5 GHz
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Attribute Meaning
Custom Check the frequencies that SM has to scan for AP transmissions. See Radio Frequency
Radio Scan Selection List
Frequency
Scan
Selection
List
Channel The channel size used by the radio for RF transmission.
Bandwidth
Scan o Note
I:_f:j Selecting multiple channel bandwidths will increase registration and re-
registration times.
Cyclic Prefix | The cyclic prefix for which AP scanning is executed.
AP Selection | Operators may configure the method by which a scanning SM selects an AP. By default,
Method AP Selection Method is set to “Optimize for Throughput”, which has been the mode of
operation in releases prior to 12.0.3.1.
Power Level: AP selection based solely on power level
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Attribute Meaning

I.-*‘r;a,' Note
[:_[::] For operation with a PMP 450m AP, select the Power Level option
or

Optimize for Throughput: AP selection based on throughput optimization - the selection
decision is based on power level (which affects the modulation state), channel
bandwidth (which affects throughput) and number of SM registrations to the AP (which
affects system contention performance).

Color Code 1 | Color code allows you to force the SM to register to only a specific AP, even where the
SM can communicate with multiple APs. For registration to occur, the color code of the
SM and the AP must match. Specify a value from O to 254.

Color code is not a security feature. Instead, color code is a management feature,
typically for assigning each sector a different color code. The default setting for the
color code value is O. This value matches only the color code of O (not all 255 color
codes).

SMs may be configured with up to 20 color codes. These color codes can be tagged as
Primary, Secondary, or Tertiary, or Disable. When the SM is scanning for APs, it will first
attempt to register to an AP that matches one of the SM’s primary color codes. Failing
that, the SM will continue scanning and attempt to register to an AP that matches one of
the SM’s secondary color codes. Failing that, the SM will continue scanning and attempt
to register to an AP that matches one of the SM’s tertiary color codes. This is all done in
the scanning mode of the SM and will repeat until a registration has occurred.

Color codes in the same priority group are treated equally. For example, all APs
matching one of the SM’s primary color codes are analyzed equally. Likewise, this
evaluation is done for the secondary and tertiary groups in order. The analysis for
selecting an AP within a priority group is based on various inputs, including signal
strength and number of SMs already registered to each AP.

The first color code in the configuration is the pre-Release 9.5 color code. Thus, it is
always a primary color code for legacy reasons.

The color codes can be disabled, with the exception of the first color code.

Installation With this feature enabled on the AP and SM, operators may install and remotely

Color Code configure SMs without having to configure matching color codes between the modules.
When using the Installation Color Code feature, ensure that the SM is configured with
the factory default Color Code configuration (Color Code 1is “0”, Color Code 2-10 set to
“0” and “Disable”). The status of the Installation Color Code can be viewed on the AP
Eval web GUI page, and when the SM is registered using the Installation Color Code the
message “SM is registered via ICC - Bridging Disabled!” is displayed in red on every SM
GUI page. The Installation Color Code parameter is configurable without a radio reboot
for both the AP and SM.

Large Data SM and BH have a configurable option used to prevent packet loss in the uplink due to
Channel bursting IP traffic. This is designed for IP burst traffic particular to video surveillance
data Q applications.
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Attribute Meaning

Color Code The Color Code parameter in the Additional Color Codes section allows additional
primary, secondary or tertiary color codes to be configured or disabled on the SM. Refer
to Color Code 1 above for full details.

MIMO Rate This pull-down menu helps in configuring the Rate Adapt Algorithm to MIMO-A/B,

Adapt MIMO-B only, or MIMO-A only.
Algorithm
Downlink This pull-down menu helps in configuring the Downlink Maximum Modulation Rate at a

Maximum configurable rate of 1X, 2X, 3X, 4X, 6X, or 8X. The default value is “8X”.
Modulation
Rate

Uplink This pull-down menu helps in configuring the Uplink Maximum Modulation Rate at a
Maximum configurable rate of 1X, 2X, 3X, 4X, 6X, or 8X. The default value is “8X".
Modulation

Rate

Nomadic Allows the movement of SMs within a sector. A feature key is required to enable this

Mode feature at the AP. This mode must also be enabled for the subset of SMs that an
operator wishes to use with this mode.

External This value represents the antenna gain.

Gain

For ODUs with integrated antenna, this is set at the correct value in the factory.

For Connectorized ODUs with external antenna, the user must set this value to the
overall antenna gain, including any RF cable loss between the ODU and the antenna.

Enable Max | This field allows to enable or disable maximum transmission power.
Tx Power

Reference This parameter records the reference downlink EVM (Error Vector Maginitude). This
Downlink value is used to calculate the downlink LQI when the AP is configured to use the EVM-
EVM based Link Quality Metric.

The reference value can be entered manually by the user or set to the current measured
value by clicking the Populate EVM button.

Current Displays the current measured downlink EVM.

Downlink

EVM

Reference This parameter records the reference uplink EVM. This value is used to calculate the

Uplink EVM | uplink LQI when the AP is configured to use the EVM-based Link Quality Metric.

The reference value can be entered manually by the user or set to the current measured
value by clicking the Populate EVM button.

Current Displays the current measured uplink EVM (Error Vector Magnitude).

Uplink EVM

Access Point | Displays the MAC address of the AP that the SM was registered to when the Reference
MAC Downlink EVM and Reference Uplink EVM values were set.

Address
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Attribute

Meaning

Channel Displays the channel frequency that the SM was using when the Reference EVM values
Frequency were set.
Channel Displays the channel bandwidth that the SM was using when the Reference EVM values
Bandwidth were set.
Receive To aid in link performance monitoring, the AP and SM now report the number of
Quality fragments received per modulation (i.e. QPSK, 8-QAM, 16-QAM, 32 -QAM, 64-QAM and
Debug 128-QAM) and per channel (polarization).

I.-*‘r':"w.' Note

I:_[::] Due to CPU load, this will slightly degrade packet per second processing.

Note

o
cr

The frequencies that a user can select are controlled by the country or a region
and the Channel Bandwidth selected. There can be a case where a user adds a
custom frequency (from the Custom Frequencies page on page Custom
Frequencies page ) and cannot see it in the pull down menu.

Radio page - PMP 450i SM 3 GHz

The Radio tab of the PMP 450i SM 3 GHz is shown in below table.
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Table 49: PMP 450i SM Radio attributes - 3 GHz
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Radio page - PTP 450i BHM 5 GHz

The Radio page of PTP 450i BHM is explained in below table.
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Table 50: PTP 450i BHM Radio page attributes - 5 GHz
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Attribute Meaning

Link Mode For point-to-point operation (PTP), select Backhaul.

For point-to-multipoint operation (PMP), select Multipoint.

Timing Mode | For backhaul master (BHM), select Timing Master.

For backhaul slave (BHS), select Timing Slave.

Frequency Select the operating frequency band of the radio. The supported bands are 4.9 GHz, 5.4
Band GHz and 5.7 GHz.

Frequency Specify the frequency for the module to transmit. The default for this parameter is
Carrier None. For a list of channels in the band, see the drop-down list on the radio GUI.
Channel The channel size used by the radio for RF transmission. The setting for the channel

Bandwidth bandwidth must match between the BHM and the BHS.
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Attribute

Meaning

Frame Period

Select the Frame Period of the radio. The supported Frame Periods are: 5 ms and 2.5
ms.

Cyclic Prefix

OFDM technology uses a cyclic prefix, where a portion of the end of a symbol (slot) is
repeated at the beginning of the symbol to allow multi-pathing to settle before
receiving the desired data. A 1/16 cyclic prefix means that for every 16 bits of
throughput data transmitted, an additional bit is used.

Color Code

Specify a value from O to 254. For registration to occur, the color code of the BHM and
the BHS must match. Color code is not a security feature. Instead, color code is a
management feature, typically for assigning each link a different color code.

Color code allows you to force a BHS to register to only a specific BHM. The default
setting for the color code value is O. This value matches only the color code of O (not all
255 color codes).

Sector ID

This pull-down menu helps in configuring the Sector ID at a configurable value from O
to15.

Large Data
Channel data
Q

Enable Large Data Channel data Q for applications that burst data high rates. Large Qs
may decrease effective throughput for TCP application.

Disable Large Data Channel data Q if application need not handle bursts of data. Large
Qs may decrease effective throughput for TCP application.

MIMO Rate This pull-down menu helps in configuring the Rate Adapt Algorithm to MIMO-A/B,

Adapt MIMO-B only, or MIMO-A only.

Algorithm

Downlink This pull-down menu helps in configuring the Downlink Maximum Modulation Rate at a

Maximum configurable rate of 1X, 2X, 3X, 4X, 5X, 6X, 7X or 8X. The default value is “8X”. The Rate

Modulation Adapt Algorithm does not allow the modulation to go beyond this limit.

Rate

Uplink This pull-down menu helps in configuring the Uplink Maximum Modulation Rate at a

Maximum configurable rate of 1X, 2X, 3X, 4X, 5X, 6X, 7X or 8X. The default value is “8X”. The Rate

Modulation Adapt Algorithm does not allow the modulation to go beyond this limit.

Rate

Minimum This pull-down menu helps in configuring the Minimum Modulation Rate at a

Modulation configurable rate of 1X, 2X, 3X, 4X, 5X, 6X, 7X or 8X. The default value is “1X”. If the Rate

Rate Adapt Algorithm is below this limit, then bridging is disabled. This is used if PTP
network can route the traffic through another path.

Nomadic Enabling of nomadic mode allows movement of SM’s within a sector. A feature key is

Mode required to enable this at the AP. This mode must also be enabled for the subset of SM's
that an operator wishes to use with this mode.

Downlink Specify the percentage of the aggregate throughput for the downlink (frames

Data transmitted from the BHM to the subscriber). For example, if the aggregate (uplink and

downlink total) throughput on the BHM is 132 Mbps, then 75% specified for this
parameter allocates 99 Mbps for the downlink and 33 Mbps for the uplink. The default
for this parameter is 50%. This parameter must be set in the range of 15% - 85%,
otherwise the invalid input will not be accepted and the previously-entered valid setting
is used.
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Attribute Meaning
I.-*‘;H,' Note
I:_[::] In order to prevent self-interference, the frame configuration needs to

align. This includes Downlink Data, Max Range and Contention slots.

Transmit
Power

This value represents the combined power of the BHM’s two transmitters.
Nations and regions may regulate transmit power. For example

e PTP 450i Series modules are available as connectorized radios, which require the
operator to adjust power to ensure regulatory compliance.

The professional installer of the equipment has the responsibility to:

« Maintain awareness of applicable regulations.
e Calculate the permissible transmitter output power for the module.

« Confirm that the initial power setting is compliant with national or regional
regulations.

Confirm that the power setting is compliant following any reset of the module to factory
defaults.

External Gain

This value needs to correspond to the published gain of the antenna used to ensure the
radio will meet regulatory requirements.

Target Level

BHS TX When enabled, BHM controls the transmit power of BHS.
Power
When Disabled, BHS tranmit power is independent of BHM.
Control
BHS Receive | The BHM monitors the received power from BHS, and adjusts each BHS’s Transmitter

Output Power so that the received power at the BHM from that BHS is not greater what
is set in this field. This value represents the transmitted and received power (combined
power) perceived on the BHS.

Legacy Mode

Receive To aid in link performance monitoring, the BHM and BHS now report the number of
Quality fragments received per modulation (i.e. QPSK, 16-QAM, 64-QAM and 256-QAM) and per
Debug channel (polarization).

f_,;'-. Note

I:_[:] Due to CPU load, this slightly degrades the packet during per second

processing.

Frame See PMP/PTP 450i Series - Configuring Radio
Alignment

Radio page - PTP 450i BHS 5 GHz

The Radio page of PTP 450i BHS is explained in below table.
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Table 51: PTP 450i BHS Radio attributes - 5 GHz
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Attribute Meaning

Link Mode

For point-to-point operation (PTP), select Backhaul.

For point-to-multipoint operation (PMP), select Multipoint.
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Attribute

Meaning

Timing Mode | For backhaul master (BHM), select Timing Master.
For backhaul slave (BHS), select Timing Slave.
Custom Check any frequency that you want the BHS to scan for BHM transmissions. See Radio
Radio Frequency Scan Selection List
Frequency
Scan
Selection
List
Channel The channel size used by the radio for RF transmission.
Bandwidth
Scan o Note
I:_,r::] Selecting multiple channel bandwidths will increase registration and re-
registration times.
Cyclic Prefix | The cyclic prefix for which BHM scanning is executed.
Color Code Color code allows to force the BHS to register to only a specific BHM, even where the
BHS can communicate with multiple BHMs. For registration to occur, the color code of
the BHS and the BHM must match. Specify a value from O to 254.
Only one color code can be configured on the BHS.
Large Data BHM and BHS have a configurable option used to prevent packet loss in the uplink due
Channel to bursting IP traffic. This is designed for IP burst traffic particular to video surveillance
data Q applications.
MIMO Rate This pull-down menu helps in configuring the Rate Adapt Algorithm to MIMO-A/B,
Adapt MIMO-B only, or MIMO-A only.
Algorithm
Downlink This pull-down menu helps in configuring the Downlink Maximum Modulation Rate at a
Maximum configurable rate of 1X, 2X, 3X, 4X, 5X, 6X, 7X or 8X. The default value is “8X”. The Rate
Modulation Adapt Algorithm does not allow the modulation to go beyond this limit.
Rate
Uplink This pull-down menu helps in configuring the Uplink Maximum Modulation Rate at a
Maximum configurable rate of 1X, 2X, 3X, 4X, 5X, 6X, 7X or 8X. The default value is “8X”. The Rate
Modulation Adapt Algorithm does not allow the modulation to go beyond this limit.
Rate
Minimum This pull-down menu helps in configuring the Minimum Modulation Rate at a
Modulation configurable rate of 1X, 2X, 3X, 4X, 5X, 6X, 7X or 8X. The default value is “1X”. If the Rate
Rate Adapt Algorithm is below this limit, then bridging is disabled. This is used if PTP network
can route the traffic through another path.
Nomadic Allows the movement of SMs within a sector. A feature key is required to enable this
Mode feature at the AP. This mode must also be enabled for the subset of SMs that an

operator wishes to use with this mode.
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Attribute

Meaning

Transmit
Power

External
Gain

Refer PTP 450i BHM Radio page attributes - 5 GHz

Reference
Downlink
EVM

Current
Downlink
EVM

Reference
Uplink EVM

Current
Uplink EVM

Access Point
MAC
Address

Channel
Frequency

Channel
Bandwidth

Refer PMP 450i SM Radio attributes - 5 GHz.

Receive
Quality
Debug

To aid in link performance monitoring, the BHM and BHS now report the number of

fragments received per modulation (i.e. QPSK, 16-QAM, 64-QAM and 256-QAM) and per

channel (polarization).

PMP/PTP 450b Series - configuring radio
Radio page - PMP/PTP 450b Mid-Gain/High Gain and Retro SM 5 GHz

The Radio page of PMP/PTP 450b Mid-Gain/High Gain and Retro SM is explained in below table.
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Table 52: PMP/PTP 450b Mid-Gain/High Gain and Retro SM Radio attributes - 5 GHz
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Attribute

Meaning

Link Mode

Custom Radio Frequency Scan Selection List

Channel Bandwidth Scan

Cyclic Prefix Scan

AP Selection Method

Color Code 1

Installation Color Code

Large Data Channel data Q

Color Code

MIMO Rate Adapt Algorithm

Downlink Maximum Modulation Rate

Uplink Maximum Modulation Rate

Nomadic Mode

External Gain Fixed

Enable Max Tx Power

Reference Downlink EVM

Current Downlink EVM

Reference Uplink EVM

Current Uplink EVM

Access Point MAC Address

Channel Frequency

Channel Bandwidth

Receive Quality Debug

Refer Radio page - PTP 450 i BHS 5 GHz for
parameter description.

PMP 450b6 Series - configuring radio

Radio page - PMP 450b6 High Gain 6 GHz

The Radio page of PMP 450b6 High Gain SM is explained in below table.
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Figure 36: PMP 450b High Gain SM Radio attributes - 6 GHz
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Attribute

Meaning

Link Mode

Custom Radio Frequency Scan Selection List

Channel Bandwidth Scan

Cyclic Prefix Scan

AP Selection Method

Color Code 1

Installation Color Code

Large Data Channel data Q

Color Code

MIMO Rate Adapt Algorithm

Downlink Maximum Modulation Rate

Uplink Maximum Modulation Rate

Refer Radio page - PTP 450i BHS 5 GHz for parameter
description.

Down Step Size for Rate Adapt when Rx Zero
Fragments

Rate Adapt Per LUID

Nomadic Mode

External Gain Fixed

Enable Max Tx Power

Reference Downlink EVM

Current Downlink EVM

Reference Uplink EVM

Current Uplink EVM

Access Point MAC Address

Channel Frequency

Channel Bandwidth

Receive Quality Debug

Refer Radio page - PTP 450i BHS 5 GHz for parameter
description.

Radio page - PMP/PTP 450b High Gain SM 3 GHz

The Radio page of PMP/PTP 450b High Gain SM is explained in below table.
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Table 53: PMP/PTP 450b High Gain SM Radio attributes - 3 GHz
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Attribute

Meaning

Link Mode

Custom Radio
Frequency Scan
Selection List

Channel Bandwidth
Scan

Cyclic Prefix

AP Selection Method

Color Code 1

Installation Color
Code

Large Data Channel
data Q

Color Code

MIMO Rate Adapt
Algorithm

Downlink Maximum
Modulation Rate

Uplink Maximum
Modulation Rate

Nomadic Mode

Refer PMP/PTP 450b Mid-Gain/High Gain and Retro SM Radio attributes - 5 GHz

External Gain Fixed

This value represents the fixed antenna gain. The fixed antenna gain for High
Gain is +20 dBi.

For ODUs with integrated antenna, this is set at the correct value in the factory.

For Connectorized ODUs with external antenna, the user must set this value to
the overall antenna gain, including any RF cable loss between the ODU and the
antenna.

Enable Max Tx
Power

Refer PMP/PTP 450b Mid-Gain/High Gain and Retro SM Radio attributes - 5 GHz
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Attribute

Meaning

Reference Downlink
EVM

Current Downlink
EVM

Reference Uplink
EVM

Current Uplink EVM

Access Point MAC
Address

Channel Frequency

Channel Bandwidth

Receive Quality
Debug

Refer PMP 450i SM Radio attributes - 5 GHz.

Radio page - PMP/PTP 450b Mid-Gain/High Gain BHM 5 GHz

The Radio page of the PMP/PTP 450b BHM is explained in below table.
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