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1./% CPE RS

AW EER T AE CPE &R, BFREINTAE. USIM Rig7s. W
SR CPE MIZCIRAS(E 2 M E LED IREIX 4 F A .

1.1.CPE A EPIRIZE I IA

1E CPE IB1TZ I, TEMINMIERTH B42. 43 5l B48 NXE .

1.2.8 2 USIM FIRES

(1) % USIM EREGHEN, IRA, NG E L ER CHRT SRR USIM K NFrYE SIM
).

(2) BEHHAK USIM KRGS, B USIM K& Y4 1HiaE /R

(3) frfr USIM K2 7541 PIN, HHAJ CPE A2 HahfE PIN, # USIM K481 PIN IRA,
B USIM K1 TF 3% PIN.

1.3.F & PIN

(1) ¥5iH): http://10.10.2.254:8080/

(2) 43| LTE—SIM PIN FL1H

(3) 7£ PIN Management ] PIN Code % AHEH % A PIN Code

C


http://10.10.2.254:8080/
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Enter the PIN Code in PIN Management

(4) iy Verify
Click the Verify button.

(5) A Disable
Click the Disable button.

Login Time: 5:05 A.M.

System
s LTE SIM PIN
LTE
Status
H »
' Sefting PIN Information
= »
| SIM PIN ‘) PIN Status PIN DISABLED
: -
S SME RETRES PIN 3
| VoLTE
RETRES PUK 3 3
. »  PIN Management I 4
Engineer
[ rcoe |

| Expand :

Colapse |
¥ PIN Change
T —
% PIN Unblock
N
b= ]

1.4.3RHY CPE W MERBER

Network information

PETE 7 0] 2 |, F5 223K CPE HPRAS B AT B A il . alid X TT3REL CPE (1%
HRSEL, PTRWT:

CPE status information would be helpful to investigate issue . You can get basic
information from GUI, steps as follow:

(1) PC % fix 1P:10.10.2.2;
Fix 10.10.2.2 to PC.

(2) PC 3Bt b 28 o] HTTPS://10.10.2.254 (FHi /" 4 :admin; %44 admin) ;
Log-in to device by web browser , URL is https://10.10.2.254

User name : admin / Password : admin

EAN


http://10.10.2.254/
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(3) #EN [Status] Bii. 4 fig 1-1 frax, fEZEIH A LLE 2 CPE MM Z0IRA(E &

Status Cause: LTE ZEREIRA, F87~ CPE H i HIERAT MR A
Connection Status: 78 CPE WEHRIRE
APN: APN 4 Fx

Internet IP Address: CPE £k 53k LA 1 1P sk

IMEI: [l B A% 211285 2% HE R D
IMSI: USIM 1 [E BrFe s H 2 e
EARFCN(UL): SRR BN X B BTSSR (T2 TDD /N X,

Ji A AT RRRT RAT AR — A D

EARFCN(DL): BE B 208/ AT BB S S CRLAE BB A 2
WD

PCI: TERR/INX B BN X A7 17

RSSI: Tk 5 R IE 5 iR B TR R

TAC: PRIER X385

RSRQ: TEAB TS HEE SN E

SINR: TEAF T 5L
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SERCOMN\ Embed IP Everywhere

Login Time: 8:05 A.M.

S LTE
 Administration Status Cause: [Established] Connection Status Connected
1L0G APN(NAT)  cmnst IP Address: 192.168.150.26
Pr— APN(Bridge) |F Address:
sLngus APN(VLAN) IP Address:
*: Restart IMEI: 123456798213141  IMSL: 311480000002129
EARFCN(UL). 43890 EARFCN(DL): 43680
BW: 20MHz PLMNID: 31148
FCI: 501 RSSI -56
TAC: 1333 RSRP: -82
SINR: 32 CWMP Status: CONNECTED
LAN
IF Address: 10.10.2.254 DHCP Server: CN
Network Mask: 255.255.255.0 MAC Address: 00:0A3B:F0:01:30
FKG Version:  0.52R620 ARM1 Version: 0.3.21

Device Name  Sercomm Firmware Version: 100E@1707022347
Current Time:  2017-07-03 16:06:05 Device ID 204hggq26decOduz

Refresh Screen| Help |

Figl-1 CPE network information

1.5.8 & CPE A&
CPE Version

CPE JRA 50K fig 1-2 (£ G HE P TR

CPE version is shown in the red areanin fig 1-2.

Firmware Version: CPE A=
CPE Version

PKG Version: SDK IRAS
SDK version

ARM1 Version: Stack Version

Stack version
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SERCOMN\ Embed IP Everywhere

Login Time: 8:05 A.M.

S LTE T ——
LTE
 Administration Status Cause: [Established] Connection Status Connected
1 L0G APN(NAT)  cminet IP Address: 192.188.150.26
APN(Bridge) IP Address:
- Log Out APN(VLAN) IP Address:
 Restart IMEI: 1234567093213141  IMSI: 311480000002129
EARFCN(UL). 43890 EARFCN(DL): 43680
BW: 20MHz PLMNID: 31148
FCI: 501 RSSI -56
TAC: 1333 RSRP: -82
SINR: 32 CWMP Status: CONNECTED
LAN
IF Address: 10.10.2.254 DHCP Server: CN
Network Mask: 255.255.255.0 MAC Address: 00:0A3B:F0:01:30
FKG Version:  0.52R620 ARM1 Version: 0.3.21

| Device Name  Sercomm Firmware Version: 100E@1707022347 |
urrent Time: 2D1?-D?—DB1M5 Device [D 204hggglbdectduz

Refresh Screen| Help |

Fig 1-2 CPE and Module version

1.6.LED
LED

POWER LED SIGNAL LED
STATUS

ORANGE

Power On

Power Off

No USIM Card

SIM PIN

No Available Cell

Attach Fail

Invalid APN Name

Upgrading

Upgrading Fail

PLMN Search
/Attaching

RSSI (< -106)

RSRP (-106 ~ -87)

RSRP (> -87)
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2451 CPE K&

Configure CPE

A B E A IATEL Ul X CPE #HATACE, B AREM SR E, HrhEAR
BEAIR Tl Ul BE XS CPE MR N A HEATRCE, mRBCE MR T AARTRERIBC & .

This chapter guides users to configure CPE, includes basic and advanced configuration, basic
describes how to configure on GUI and the advanced describes how to configure specific function.

2.1.APN B EE
Configure APN Name

(1) PC FZ fix 1P:10.10.2.2;
Fix 10.10.2.2 to PC.

(2) PC @ Y8315 HTTPS://10.10.2.254 (F J" 44 :admin; #f5:admin) ;
Log-in to device by web browser

URL:https://10.10.2.254
User name : admin
Password :admin

(3) ik [LTEY Tijfi, X CPE ff) APN name JEATHCE, McE Jyikin fig 2-1 FioR:
Click [LTE] on the left menu, the method is shawn infig2-1:

o EQE n"“ Embed IP Everywhere

Login Time: 8:05 A.M.

. Status BASIC_SET
SLTE BASIC_SET
¢ Administration Step 1: config the APN
Y LOG
I APN(NAT): [cmnet @
* Log Out
APN(Bridge): (]
APNVLAN=103): | (]
Step 3: click Restart
Search List: |
Explain: AIBICI...I A Type(2-earfcn; 3-Band; 4-earfen range); B: count; C: EARFCM/Band value
Samplei: 2/2/42590/44590/ set earfcns 42500,44590
Sample2: 3/M/45/ set band43
Sample3: 4/1/42590/44590/ set earicn rang at 42590-44500

CPELogLevel  [a
CPE Log Moduie: RS
Module Cored Mask: |
Module Coret Mask: |

I Save |I Cancel Apply

Step 2: click save

Fig2-1 Configure APN Name

11 7



SERRCOM

CPE User Manual

1. ARG HFZ PDN BWE, AFF PDN TAEEA R M4 7 248, H 2B 84w
ff] PDN G IS4, LAAsias oik IE W S s .

2. #Fh APN F)fi 3% 5 B

a)

b)

d)

APN(NAT) - FEFEHEEHEN DHCP $REURAE 1P, CPE NG A G N
FEHLET NAT SRR ERARSS, SCREZ EHE

APN(Bridge) -- %G EHLET DHCP KB “&2 IP” , CPE {F} Bridge
B ENI LR NS AT LTE 25 0HE, EVMZEIEelEZ “8E1P7 .
i CRBER EHRERE SN TENL, —EIRBIRI) (REh3RE IP) , K

AR HAN EHRBRSS, QR E R N ENL, WA S 58 L
ZJaEJE .

ii. V4 CPE f£i% APN FRIhEREE] IP 2 5, e K5 LA RERE SRR 1P,

APN(VLAN=103) -- #AEHFEMENLEL vian 7700 5 1% APN L1 IP #HE,
vlan id=103; IP 752 i@t Fah 77 \ghw 2N EHL L.

PAE=F APN FTLLRB &S], IR A RO, R 28R BL T LA

i. 24> APN [ s,  H feiF—4> APN ) APN Name %%, HAARR

ii. APN(NAT) +APN(Bridge)it &1 ¥ i, CPE () APN(NAT)H T CPE H &
W26 17 1) 2 752K, B2\ CPE M8 b)BLIHAT

2.2 B BNE R

(1) PC FH fix 1P:10.10.2.2, AZEfg 5 Wbl

(1) PC B3 #8457 HTTPS://10.10.2.254 (] F44:admin; Z%fd:admin) ;

(3) WHHEAN [LTE]Y TiTh, %M fig2-2 ML & -

12 7
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Click [LTE] on the left menu, the method is shown in fig2-2:

Search List: BEEMIEA S, Ak E, T LA

Refer to examples on GUI.

SERCOM Embed IP Everywhere

Login Time: 8:05 A.M.

- Status BASIC_SET

CIE BASIC_SET

: Administration

1 LOG

APN(NAT): [cmnet ]
© Log Out

APM(Bridge): | o

APN(VLAN=103); L ) )
Step 3: click Restart Step 1 : configure the search list follow the below searchlist rules

Search List: |
Imv. ez siw .|yml- o= v

Samplei: 212/42590/44500/ set ear'ic. ns 42500,44500

Sample2: 3M/48/ set band48
Sample3: 4/1/42590/44590/ set earfcn rang at 42580-44500
CPELog Level:  [a

CPE Log Module:  [RS
Module CoreD Mask.|
Module Coret Mask: |

Cancel | Apply

Step 2: click Save

Fig 2-2 Configure Search List

2.3.%% log 77 A Flash
Save PM log into Flash

(1) PC % fix 1P:10.10.2.2, RNE45E M bk ;
Fix 10:20.2.2/24'to PC , no Gatewayraddress be assigned .

(2) PC @y Ya#% il HTTPS://10.10.2.254 (F] " 44 :admin; #fi%:admin) ;
Open your.webrbrewser and visit'device.

(3) kN [Settings] — [ADVANCE] TifH, i PM log save to Flash.
Click [Settings] on the left menu, get into the ADVAANCE page, click on PM log save to
Flash.
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- Status
Ij Settings
* Administration
Y LOG
* Log Out
© Restart

(ADVANCE,

XCAL Enable:
XCAL Paort:

7070

|ModuIeName

F\H Modules

|Debug |Fur1c |ImFo Uszer \Warn Error
Off v || Off v | Off v | Off v | 0On ¥ | On
Off ¥ || Off ¥||On v | Off ¥||On Y|/ On
Off v || Off v | On v | Off v 0n v | On
Off v || off ¥ || On v | Off ¥|/On v |/ On
Off ¥ || Off ¥ ||On v || Off Y|/ On v | On
Off v || Off v | Off v | Off v | 0On ¥ | On
Off ¥ || Off ¥ | Off v | Off ¥||On Y|/ On
Off v || Off v | Off v | Off v 0n v | On
Off v || off ¥ || On v | Off ¥|/On v |/ On
Off ¥ || Off ¥ ||On v || Off Y|/ On v | On
Off v || Off v | Off v | Off v | 0On ¥ | On
o

2.4.FF IR /5< P Host_cm

(1) PC FEH fix 1P:10.10.2.2, AEF5 5 W bl

(2) PC i@yl % #8837 W] HTTPS://10.10.2.254 (F /' 44:admin; 2f%:admin) ;

(3) #EA [Settings] — [ADVANCE] Tif, % Host CM Enable.

 Status
I  Settings
* Administration
i LOG
* Log Out

*: Restart

258 H &

mse | vewow e swon

—————————————————————————————————————
[ADVANCE_SET
XCAL Enable: O
XCAL Port: 7070
CDD Enable
BRX Enable:
I Host CM Enable: I
|ModuIeName ‘ |Debug ||Func Hlnfo ||User ||Warn HError ||Panic
All Modules Off | Off ~| Off ~ || Off ~ | On ~| On ~ || 0n w
E Off | Off ~| On ~ || Off ~ | On ~| On | 0n ~
Off ~ | on ~| On ~ || Off w1 on ~| On | 0n v
on ~ | on ~| On || Off ~| On ~| On ~||on w
CTION Off ~ | Off ~| on ~ || Off | 0n ~| on ~on w
Off ~ | Off ~ | Off ~ || Off | 0n ~| on ~on w

i -
m HBEE
- (el
(=]

14 W
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(1) PC R fix 1P:10.10.2.2/24, ANEHE & M S H ik
Fix 10.10.2.2/24 to PC , no Gateway address be assigned .

(2) PC @ %o #% 17 i HTTPS://10.10.2.254 (J )" 44 :admin; %5f%:admin) ;
Open your web browser and visit device .

(3) E#EN [Administration] T, %[ fig 2-3 it & :
Click [Administration] on the left menu, steps are shown in fig2-3 :

SERCOM Embed IP Everywhere

Login Time: 8:19 A.M.

S LTE

i Administration Backup Config Save a Copy of Current Settings.

G LOG Backup
= Log Out Default Config Revert to Factory Default Settings
 Restart Factory Defaults

Help

Fig 2-3 Factory Default

2.6.00 B THESER

Configure working band

(1) PC T fix 1P:10.10.2.2/24, ANELFE & P bk,
Fix 10.10.2.2/24 to PC , no Gateway address be assigned .

(2) Bt telnet ijja) CPE: telnet 10.10.2.254, /" 44 /%15 root/get
Telnet 20.10.2.254  username:root »password:gct
3) i FikTrk, A DM B
Follow below steps to make CPE enter DM mode
1) 7£ shell BizUF, %A Ited_cli, H¥ Ited_client_init_ex success
Under shell, input “led _cli”, and it will show “Ited client_init_ex success”
2) #4452 I DM> HIZEN DM B
Press return(or.Enter) on the keyboard, if it shows “DM>", meas CPE is under DM mode
3) IR EAE LB DM>, & armllog 2
If it doesn’t show “DM>”, please input “armllog 2”
4) WRHBLCERHE, ERA q0
If it show out too much log, please input “q 0”” under DM mode.
(4) %\ nvmbcfgr490, #FE 24T CPE [ LAEMEL
Input “nvm bcfgr 49 07, and it will show current support band list.
(5) %A nvm bcfgw 49 048, # & CPE [ TAESMBCN 48
Input “nvm bcfgw 49 0 487, to set that support band list is 48 in CPE.
(6) TREFMUATACE, nvm befgsv 1
Input “nvm bcfgsv 17 to save current configure.
(7) = J3 CPE, kern reboot

15 I
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SERIRGINT

1. telnet 10.10.2.254, root/gct
2. #lted_cli

3. DM>nvm bcfgr 49 0

4. DM>nvm bcfgw 49 0 48
5. DM>nvm bcfgsv 1

6. DM>kern reboot

2.7 SAS XS E

SAS parameter configure

(1) PC 5 fix 1P:10.10.2.2/24, REHEE bk
Fix 10.10.2.2/24 to PC , no Gateway address be assigned .
(2) PC @it Y 28377 /] HTTPS://10.10.2.254 ( F' 4 :admin; 25f%:admin) ;
Open your web browser and visit device .
(3) miili [Settings] , T riidi [SAS] , EZ% fig 2-4:
Click [Settings] on the left menu, then click [SAS] on the top menu, which is shown in fig2-4 :
(4) MHRSEHATICE, PAL EARH ISR

Configure parameters and upload certificates

E
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Login Time: 3:38 P.M. | | [ Add your comment _.. | | Download Log |
* Settings SAS_SET
: Administration
‘LoG | sas Enaple: Disable v | sAs Enable/Disable
" Log Out Manufacturer: Sercomm
X SerialNumber:
ELEEET LockedLatiitude: o
LockedLongitude: 0
HeightType: AGL v
AGLHeight: 0
Elevation: 0
Uncertainty: 3
FrotectionLevel: GAA Y
FCCldentificationNumber: [
UserContactinformation: [
Category: B Y
CallSign: [
Airlnterface. [E_UTRA
MeasCapability RECEIVED_POWER_WITH_GRANT r
Location: outdoor ¥
AntennaAzimuth: 0
AntennaDownfilt: 0
AntennaGain: 3
AntennaBeamwidth: 360
ICGGroupld:
CPllg:
CPIName:
Server.
PeerCertVerify: Disable ¥
CPlinstallParamSupplied: Disable v

Parameters that need to cofigure Save Cancel

Device Cerlificate: | 2= | FisiS (st
Device key: FHETE | SRS Here to Upload cerfiticate files
opi key: PR | TG

Delete | Upload | Cancel |

Fig2-4 SAS parameter configure
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3.CPE A4

CPE Upgrade

3.1.CPE A&
CPE Upgrade Method

(2) (1) PC FHE fix IP:10.10.2.2, ANEHEE M Sl ;
Fix 10.10.2.2/24 to PC , no Gateway address be assigned .

(2) 3| CPE (T : HTTPS://10.10.2.254 (J1 )" 4 admin % f%: admin);
Open your web browser and visit device .

(3) i Administration #%41;
Click the Administration.

(4) i Upgrade %411
Click the Upgrade.

(5) BT hn: SERCOMM_CPE_101A .bin);
Choose the file you want to upgrade (e.g: SERCOMM, CPE_102A.bin).

(6) fiili Upload #4401 F+2%.
Click the Upload button to upgrade.

L= EQE B’“\ Embed IP Everywhere

Login Time: 8:19 A.M.

©LTE

Step 1: select image file

* Administration Disk:

5 LOG EEM Y | REECREE

- Log Out

: Restart Upload Cancel| Help |

Step 2: click Upload

Fig 3-1 CPE Upgrade

3.2.ARM1 AL K%

CPE ARM1 Upgrade Method

(1) PC FE fix IP: 10.10.2.2, ANEFg5E WS bl

18 W
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(2) &% CPE B AH: HTTP://10.10.2.254:8080;

(3) A System #%40;

(4) i Firmware Update #41;

(5) IEFETHI AT (B n: tk.gz);

(6) %+ RAW Format;

(7) fhili Update #2407+

19 |
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43KEL CPE HZE

41 BHUREESE CPE BE

VI & A CPE (¥ H &5
(3) PC T fix 1P:10.10.2.2, ANEFE Ml
(2) T &M% CPE, Hihik: HTTPS://10.10.2.254 (F/'4: admin %t5: admin) ;
(3) A UE 22N LOG 4440 ;
(4) f£ LOG W& AT I, 70 nAFZEA K LOG:
LOG CPE Iigf7 H &

STATUS 7% CPE JEBEIR S

PM At g i E R, TEAH CPEES MY, MESRITE
NAS 7 NAS 54
RRC 7% RRC 54

20 W
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SERCO/M Embed IP Everywhere

Login Time: 8:05 A.M.

© Status

G LTE

: Administration

¢ LOG 16:06:
16:06:

* Log Out 16:06:
16:06:

" Restart 16:06:
16:06:
16:06:
16:06:
16:06:
16:06:
16:06:
16:06:
16:06:
16:06:
16:06:
16:06:
16:06:
16:06:
16:06:
16:06:
4

42 BENMETE C

31 D AC> RSRP LED index not change -~

32 I PM> PERF : C(87.7/1.5/5.9/4.3/0.7) 1{6049) M{H:6.8/3MB/302/312) IC(0)

32 I PM= FMP : T(0/1]|0) 2(0/3]0)

32 I PM> FRAME: CONNECTED CAT6/6 TDD({2:7,N) Pos=(241931,241931,2410833,241931) STI=

32 I PM> RF : E(43690,43690) B43 F36100 AFC(R,0:-27:22,-75,H,0x460)

32D LM= AGC(N-152(0,0),0x69:68:6a,0x67:65:69,0x5d:5d: 5e,0x4b:4a:4b) THM=31 AD12

32 I PM» CHAN : 20MHz #£A2 TM3 PCI=501 DS(5,100,0,0,0/0.4,0.5) ACE(I) DOE(40,0:5) FIB(O:

32 I PM> MEAS : CINR(30.9,31.1) RSRP(-87.5,-86.1) RS5I(-61.6,-60.1) RSRQ(-5.9,-6.0)

32 F CF> Set[0]: Device.¥_SCM_CPE.Status.RSRPDiffvalue=1

32 1PM=> CINR(32.8,33.6) RSRP(-82.0,-72.0) RSSI(-56.0,-46.0) RSRQ(-6.0,-6.0) C RPT(33.

32 F CF> Set[0]: Device.¥_SCM_CPE.Status.RSRPDiffvalue=10

32 I PM> MMEAS: 5={436%0,501,-72.0,-6.0}

32 I PM> L1D : DCIO/4=(1,0) DCI={}{} BLER({0/0,0/0) Dup(0,0) HI{0/1) CFI{800:0:0:0) TE(O,

32 F CF> Set[0]: Device.¥_SCM_CPE.Status.ServingCell.1.DLBLER=

32 I PM> L1U : PUSCH(1,T(1,0)C(1,0))={2(0/1)} ACK(0D/0,0/0) DTX(0,0) PWR(-36.0,3.7,-,-,-1.

32 FLM= PR(1.0{V13,T1),0.0(N51,T1)) T(48,-11(-59--48)) ARBC(3/3,0/0)

32 I PM> MCS : DL={} UL={22(0/1(1,0))F PMCH=-{7}

32 F CF> Set[0]: Device.¥_SCM_CPE.Status.ServingCell.1.MCS=0

32 I PM> CSI : A-(0:0), P10(19:0), RI(0,6,0,0) CQI={15(13)}{} RM(0,250,0,0) D/R/C(250/25(

32 F CF> Set[0]: Device.¥_SCM_CPE.Status.ServingCell.1.CQI=15 =
Y A

Refresh | Clear Log | Download Log |

Fig 4-1 CPE Logs

PE£ZBHE

Download CPE logs by GUI

(4) (1) PC FHE fix IP

:10.10.2.2, AEFEEMIRHNE;

Fix 10.10.2.2/24 to PC , no Gateway address.be assigned .

(2) %53 CPE B JL[H: HTTPS://10.10.2.254 (F /" 44: admin % i5%: admin);
Open your web browser. and visit device .

(3) 55 LOG %4,
Click the Administration.

(4) 5 Download

Log #4l F#H &,

Click the Download Log to download log.

(5) IBATHEALBE SRR i H &, AERRH .

Run win_unpackage.bat on Windows OS to generate unzip logs.
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o EQE nm\ Embed IP Everywhere

Login Time: 8:05 A.M.

s s e

SLTE

: Administration
S LOG 16:06:31 D AC> RSRP LED index not change -

" 16:06:32 I PM> PERF : C(87.7/1.5/5.9/4.3/0.7) I(6049) M(H:6.8/3MB,/302/312) IC(0)

“ Log Out 16:06:32 I PM= FMP : T(0/1|0) 2(0/3]0)

) 16:06:32 I PM= FRAME: CONMECTED CATGS/6 TDD({2:7,N) Pos=(241931,241931,241033,241931) STI=

* Restart 16:06:32 I PM> RF : E(42600,43600) B43 F26100 AFC(R,0:-27:22,-75,H,0x460)

16:06:32 D LM AGC(N-152(0,0),0x69:68:6a,0x57:65:60,0x5d:5d: 5e,0x4b:4a: 4b) THM=231 AD12
16:06:32 I PM> CHAN : 20MHz £A2 TM3 PCI=501 D5(5,100,0,0,0/0.4,0.5) ACE(I) DOE(40,0:5) FIB(D:
16:06:32 I PM> MEAS : CINR(20.9,31.1) RSRP(-87.5,-86.1) RSSI(-61.6,-60.1) RSRQ(-5.9,-6.0)
16:06:32 F CF> Set[0]: Device.X_SCM_CPE.Status.RSRPDiffvalue=1

16:06:32 I PM> CINR(32.8,33.6) RSRP(-82.0,-72.0) RSSI(-565.0,-46.0) RSRQ(-6.0,-5.0) C RPT(33.
16:06:32 F CF> Set[0]: Device.X_SCM_CPE.Status.RSRPDiffvalue=10

16:06:32 I PM> NMEAS: 5={43600,501,-72.0,-5.0}

16:06:22 I PM= L1D : DCIO/4=(1,0) DCI={}{} BLER{0/0,0/0) Dup(0,0) HI{0/1) CFI{800:0:0:0) TB(O,
16:06:32 F CF> Set[0]: Device.X_SCM_CPE.Status.ServingCell.1.DLELER=

16:06:32 I PM> L1U : PUSCH(1,T(1,0)C(1,0))={2(0/1)} ACK(0/0,0/0) DTX(0,0) PWR(-36.0,3.7,-,-,-1.
16:06:32 F LM PR(1.0(V13,T1),0.0(NS1,T1)) T(48,-11(-50--48)) ARBC(3/3,0/0)

16:06:32 I PM= MCS : DL={} UL={22(0/1(1,0))}F PMCH={}

16:06:32 F CF=> Set[0]: Device.X_SCM_CPE.Status.ServingCell.1.MCS=0

16:05:32 I PM= CSI : A-(0:0), P10(19:0), RI(0,5,0,0) CQI={15(13)3{} RM(D,250,0,0) D/R/C(250/25C
16:06:32 F CF= Set[0]: Device.X_SCM_CPE.Status.ServingCell.1.CQI=15 <
] »

Refresh | Clear Log I Download Log ‘ I

Fix 4-2 Download CPE Logs

e
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5. iR e fr 5 AL 2

A E BRI R CPE BEAT MR AL TR, T LA J5 THIXT CPE #EAT b [v] il 72 £z
rAFEE I LTE BR8] A I H 820 #7437 i Lo

5.1.LTE EEBRES D

2 CPE A: EAHbRm, ml DB SR RS S ME R /08 CPE _E&kiils, 1.3 &Y
HERANK) Status Cause At 1% 19 s IRME, AR REST il LR s i) FE5E LU R

i.  InitialModule

ii. USIMChecking

iii. ConfigChecking
iv. Detaching

v. NetworkSearching
vi. Attaching

vii. PDNActiving
viii. Established
LA R IEH 52 i, SE RS KRG IN_E Success fIAraR, WHRIZEREH
o MFE S ARG T A R . BUR = AN 000 25 5 S I = AN i 2
(USIMChecking. NetworkSearching. Attaching) #E47 T #5R 507 .

5.1.1 USIM Checking £5i% 2 #7

/N E BN USIM Bt fr, nffeaA i@, W<xr=4 CME Error. CME Error H

E XS C.

5.1.2 Network Searching 4&51% 2" #7

23 W
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FRRM, RIS JE R EEA LT PR, AR R R I B RS E IR A

XA )L A A A TR A E RN, A R, I WAL I BRI RO
BAFAE

B.JA FIFAA W RN XA, SEEHMA R

5.1.3 Attaching £5iR 247

HHEE PDN BuE i FE a3 Attach FORERE, PRI NI R S B0k b 1) Jit ] 32y
Attach 2= A1 PDN Active 25 .

(1) Attach KW (4R E X ZHHIRB) -

Attach J I LA W WL A R DA A2 9 MMIE JE4E 45 N o XA DL — AR R 2D F 2t
BB /N X B MRS BT USIM -, XA OLE Cause 45 R T E7R EMM E
N 129, Fifh— iR, EEER KNS MBS, S E S IR, FHRRC
AREIEE LR, XFEHLE Cause 45 Kb 8 EMM B 138.

(2) PDN Active 2k

ZFME L B8 EMS [ cause, R BLZ2% 3GPP TS 24.301 Annex B.

5.2.LTE L& REDHT

CPE ML EM R, AR EAREREN, FARFANELRE TR, LTE L& E
AR PM H EKIHEAT 208, PM HEIRBUNE IS H 5 4.2 779, fig 5-1 /M 1 — 5%
B PM H & JFEEN 3 ANl iR 1 anfli@id — A28 PM R H SSRGS 2
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ffE e .

I
I
I
I
I

PM> PERF : C(74.7/1.2/9.9/12.7/1.4) I1(6853) M(H:25.4/5MB/423/458) IC(0)
EM> FMP @ T{0/310) B{O/110) 2{0/4310)

BM> FRAME: CONNECTED CATS FDD(N) Bos=(479865,479865) STI=2170

EM> RF  : E{200,18200) Bl F21300 AGC(N,0x7e:7c:7%, 0x6b:69:6c) AFC(R,0:-45:27,-98, K, 0x450) TEM=11%

EM> CHAN : 10MHz $A2 TM3 BCI=123 DS(5,300,0,0,0/0.9,0.9) ACE(A) DOE(180,0:5) FIB{(0:0) C5{%:9)

FM> MEAS : CINR(6.0,9.7) RSR®(-94.2,-84.4] RSSI(-67.1,-58.0) RSRQ(-10.1,-9.4) C |

EM> NMERS: {1250,138,-83.5,-7.5} [200,123,-84.0,-9.5}

BM> L1D : DCI0/4=(599,0) DCI={2A(0/€)}{} BLER(0/6,0/0) Dup(0,0) HI(0/539) CFI(2777:223:0:0) 1B(0,0) DRE{0:0:0) IP=1K
EM> Layer-Map={1C1L=§, 1C2L=0, 2C21=0,2C3L=0, 2C4L=0}, ARBC={21/0} 4
PM> L1U : PUSCH(539,T(593,0)C(599,0))={0(0/299),5(07300)} ACK(d/0,0/0) DTX(d,0) PWR(-29.0,-16.9,-,-,-19.9) TP=173K
EM> MCS @ DL={9(0/1),11({0/1),12{0/4)} UL={22(0/599(599,0))] EMCH=[}

EM> CSI : BM(0,0,3000,0) A30(0), PL0(&00), D/R/C(2571/3000/3000) ERE{2400/3000)

EM> RI(38,0,0,0) EMI={}{}{} CQI={11{48),12({514)}{}

PM> TP : PHY(1K:179K) MAC(1K:179K) RLC(270:270) PDCP(252:258) DIM(5:252)) IBC(252:0/252) 6 |

B¥> MAC : (5] POU=D{6},0({599(599,0,0,539]]

EM> [CE] D[PAD(0/6)},U{BER(3) (0:62,),B3R{0/6/593) (0,0,0,0),5R(0/1), BAD(0/599)},1{0,0,0}

BM» RLC : [3] POU=D{A3/0,C3},U{A0/3,C3},I{0(0,0),E(0),R(0,0)},STATE=D{905,905},U{1010,1010}

EM> PDCP : ([3:5] BDU=D{3/3,0},U{0/3/3/0,0},1{W(0,0),T(0)},STATE=D{&5,3438, 3437},U{43, 2186}

BM> DP  : RLC=DO{DCO,AF0,UF0} IBC=D{FO,M0,T3},U{A0,M0,T3}

: S=3 DL{3,1) UL{3,1) DI{l1g,11g,11e) DO(1lg,118,118) UI(14,14,14) UO(14,14,14) B(0,0)

: CCl ACT=0 FDD(I) Pos=(479869,47926%) STI=2170
: E(1250,65535) B3 F13100 RGC(N,Oxéa:éa:éb,0x73:72:73)
: 10MHz $A2 TM3 BCI=132 DS(S,300,0,0,0/1.0,1.1) ACE(R) DOE(70,0:5) FIB(0:0) C5(9:9)

: CINR({13.7,9.8) RSRP(-83.7,-88.1) R5SI(-59.4,-63.3) RSRQ(-7.3,-1.8) C 3 |

: DCI0/4=(0,0) DCI={}{} BLER(0/0,0/0) Dup{0,0) HI{0/0) CFI(0:0:0:0) IB(0,0) DRK{0:0:0) IB=0
Layer-Map={1C1L=0, 1C2L=0, 2C21=0, 2C3L=0, 2C41=0}, ARBC={0/0} 5

: FUSCH(OQ,T{0,0)C{0,0))={} ACK{0/0,0/0) DIX(0,0) EWR{-,-,-,-,-) TE=0

: DL={} UL={]} EMCH={]

: R30(0), PF1lO({0), D/R/C(O/0/0) FRE(Q/0) RI(0,0,0,0) BMI={}{}{}
CQI={1{}

Fig 5-1 a full cycle of PM logs

5.2.1 CPE E5RE D

f£ fig 5-1 dridy 2 M 3 MIZLEAE, 25 Al LUE B/ X HAE 5 98 % MR AR
(CINR,RSRPRSSD) [ EARKAH, 55N ANHIELR R CPE A IR KL, PMED B S
PIRR R EATNT B, Hep i “[SCCY” FHE N EHEB N XA S, B MRS HE

W N PR

CINR - X B CINR 2524 F SINR, — M Z3K CINR 752 KT 17dB, 411K T 17dB,
MI] e 2 FEC L M ATHRIS 2 s, SRR PR, WERE R IEABITUH H Ax,

ZOREEINR .

RSRP - ZiUE & KT-95dBm, RSRP - FFa7n/NX A 50, X EET5 1

NXAFZAH T2 DR RCR . B IR AE ST HUME, WA 5
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- BRIV I RENHE 1 R HE vl

- BN B St 2 (R T, R RIS, B S 2
BB E, BRI AL M RSRP i 2 25K

- WA R B R R 2 (M PR B R A R, AFHUR P OB, i RAE AL B AR,
FHL, FHUEED IEH LML KGE T IR

RSSI - #iUH 2 -75dBm F| -55dBm , SeWRi)SE M i N iz s L s E 550
E. .

TEFRATSE L FEH, RSRP Al RSSI X MBI R & HR B S kain, A
— Pl L ] SRR s BRATTAT LS RGBT AT, IER T EATE R AT
R AN RZ A IS E O e FARBR AL B 10%, MSZIe =AM kg, @il
TR A RS, WA TN BESEEE B, il A 5 o B 56 2 T LI A ARG 2R 11, @ U0RAY
R BRI ILE] 5% AN, RIGZHFAF 1] LS5 5.2.2 /N7 CPE i#ILE /31T .

5.2.2 CPE iR R 57

7t fig 5-1 ic N 4 A1 5 (2 /MES, BT DIAHRIS R TR,  “[SCC]” FHER
INEHEEAE SR, HA BLER 878 FATRIDZE, HI 8~ EATIRIGE . BLER A1 HI #%
W/ I

BLER (P1/P2,P3/P4) HI (P5/P6)

P1: CWO {518 SR EL %)
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P2: CWO {518 L& g sl

P3: CW1 {518 _L AR Ee sy

P4: CW1 {518 _F s g He ki

P5: FAT{E1E IRk

P6: AT{E1E L B HE

AT AT AT R 7

TATERLA (PL+ P3)/(P2 + P4) * 100%

FATRIGE: P5/P6 * 100%

5.2.3 CPE RI & 47

5.2.4 CPE RE D #T

fE fig 5-1 it 6 FIZLE/MES, LU AF 2 R RREEAT S, HERK AT

PHY/MAC/RLC/PDCP/IPC(P1,P2)

Pl: FAT#EZ

P2: LATHER

5.2.5 CPE ig#ra 8 o 41
CPE Tt & A L e bR a0 e 0B ML IR, {3 135 7T DL i e 3 B 45 4 1 2
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S22 — e A0 2 T I BT AT REAFAE 10 )

G AATRAE =T, 4R LI (environment) , & (throughput) LK
wh# (BLER)

FEAS P AT SR AR iEa 35 23 BT IR I, 75 22 S 60 8 ST ) 30 DA BRI o — MRS T A B ik
FEN 6 BIAT, SRFEE IRy 1 8l 3.

Web page in CPE supports LTE signal related parameters for connection quality analysis. They
can be found from Status/Environment, Throughput, and BLER

SERCOM Embed IP Everywhere

Login Time: 8:05 A.M.

LTE
Administration Radio Environment -#- RSRP =
-+ RSSI
Lo 0 - CINR
Log Out -+ RSRQ
25
Restart
[}
]
Ept
2 W
-50
et
-75
— e
-100
e R A S aPC I U LR AL e
time 12W
Sercomm
Update Interval{s): |6 [0,1.2,....3600]
Sampling Interval(s) |1 [D,1.2,....60]

Save Refresh

b= EQE Dn'\ Embed IP Everywhere

Login Time: 8:05 A.M.

LTE
Administration Throuput =
LOG 200k
Log Qut
Restart
150k
-&- PHY DL
-+ PHY UL
]
3 100k
E
Sercomm
Update Interval(s): |6 [0,1.2.....3600]
Sampling Interval(s): |1 [0.1.2.....60]

Save Refresh
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SERCOM Embed IP Everywhere

Login Time: 8:05 A.M.

LTE
Block Error Rate

Administration
LOG 20
Log Out

Restart

15 =~ DLBLER(CWQ)
=+ DLBLER(CW1)
UL BLER

-= cqQl

RI
=& SR.RetryNUM
= SR.UL

lJI ll“*“ih\t Mm NMNH WM

“w L R S UL AR S R

time
Sercomm

Update Interval(s): |6 [0,1,2,...3600]
Sampling Interval(s): |1 [0,1,2,...60]

Save Refresh

5.3LTEER DM
LTE signaling

5.3.1 NAS S5 047

NAS signaling

fE info HAEFATLAA S| CPE ) NAS {54, AILURYE KM “LM>  TYPE: ” Xt
NAS {527k, fig 5-2 —43 info HER R HIRAY NAS (54

In.the info_legs;the NAS signaling of CPE is placed, according to the keywords "LM >
TYPE:™10 you can retrieve.the NAS signaling, figure 5-2 is the NAS signaling retrieved from Info

log:

07:58:18 I IM> TYFE: EMM ATTACH BREQUEST

07:58:19 T IM> TYFE: EMM AUTHEWNTICATION REQUEST
07:58:19 T IM> TYFE: EMM AUTHEWNTICATION RESPONSE
07:58:19 T IM> TYFE: EMM SECURITY MODE COMMAND
07:58:19 T IM> TYPE: EMM SECURITY MODE COMPLETE
15:59:00 I IM> TYFE: EMM ATTACH ACCEET

15:559:00 I IM> IYFE: EMM ATTACH COMFLETE

Fig 5-2 NAS signaling

MTE NAS FAHERRE (Il FAIL 76, REJECT 7% , R EEFZE
A FTENI ] SR info H&, AWK FEIERR, B0 info HEA E LUE 77 K4
IR, 752506 log 205171 2 debug 24571

When negative keyword (such as FAIL, REJECT, etc.) presents in the log , you will need to

29 W



SERCO/M

CPE User Manual

RRC {4 AL N

(1) Attach Jife

EMM_ATTACH_REQUEST
EMM_ATTACH_ACCEPT
EMM_ATTACH_COMPLETE
EMM_ATTACH_REJECT

(2) M S5iE R

EMM_SERVICE_REQUEST
EMM_SERVICE_REJECT

5.3.2 RRC S50 #7

1E info HE A LIFE 5| CPE [ RRC {24, T LIRS “LM>

X RRC fE4HHTAE R, fig5-3 —11 info HERZ HRATE7 RRC 54

”»

message C1 :

07:58:18 I IM> message cl : rroeConnectionRequest :

07:58:18 I IM> message cl : rrcConnectionSetup :

07:58:19 I IM> message cl : rrcConnectionSetuplomplete :

15:59:00 T IM> message cl : securityModeCommand :

15:59:00 T IM> message cl @ securityModeComplete :

15:59:00 I IM> message cl : rrcConnectionReconfiguration :
15:59:00 I IM> message cl : rrocConnectionReconfigurationComplete :
15:59:00 I IM> message cl : rrcConnectionReconfiguration :
15:59:00 T IM> message cl @ rreConnecticonBeconfigurationComplete @
16:32:14 I IM> message cl : rrocConnectionRelease :

Fig 5-3 RRC signaling

MAE RRC H2HER R (FLHIL fail 7. reject 7HESE) , MIFEEFZE LT
BN E) S BRI A) info &, FIWrA A S 5 AR, B info HEAS R LA E 7 e AR 1) it

K, FEH log 2% 5)JT % debug 2% 5

% 30 W
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RRC {54 EE A L i f2:

(1) RRC # L ifE

rrcConnectionRequest
rrcConnectionSetup
rrcConnectionSetupComplete
(2) RRC =it 2
Reconfiguration
rrcConnectionReconfiguration
rrcConnectionReconfigurationComplete
(3) RRC HE i fE
Reestablishment
rrcConnectionReestablishmentRequest
rrcConnectionReestablishment
rrcConnectionReestablishmentComplete
rrcConnectionReestablishmentReject
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R R %Y

6.7

6.1.iperf T 703z

(1) PC it dhep M7 203REL IP (1% E ] T 10.10.2.10 1) IP) ;
(2) telnet/console HJ5 =& 5% 10.10.2.254;

(3) 47T iptables -t nat -| PREROUTING -i lteOpdnO ! -p icmp -j DNAT --to 10.10.2.10;

(4) 4T iptables -A FORWARD -d 10.10.2.10 -j ACCEPT;
(5) f£ PC Lig17 iperf-s-u-i1 Ciperf UDP server) ;

(6) SSH | PGW Jiz17 iperf -c 192.168.200.2 -u -b 100M -i 1 -t 9999 (192.168.200.2
4 IteOpdnO /) IP, B LAZE 10.10.2.254 FA#iH ifconfig v 25 5&)-

WRT5 =

1. SSL test
1.1 cpe 5 femto R JEJ PR

Femto %% HeMs, cpe IP: 11.11.111.18, femto IP: 11.11.111.17
1.1.1 SSL CML Agent
(—) Get Parameter
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RIS HAEA PR, 02 femto A5~ Nl femto_cli 3R75, ATRIE SR

TestMethod | femto_cli get Device.X_SCM_CPE.Status.Hardware.IMEI

Test Result | A IZHFREX IMEI

TestMethod | 1.7EME 3R E| & ID, £ iik#E configuration
2.7E Device Method —#%, HE A\ GetParameterValues T [Hj, £ I i) A5 046 N\ ol 22
SHLIZHT 154 Device.X_SCM_CPE.Status.Hardware.IMEI,
riili GetParameterValues, 3KHX value fH

Test Result | A ZI3KEL IMEI

MHEERTLLES], 3KRH value [ERFEN:

Get_permission -> get_datatype -> get_attr -> get

() Set Parameter
BB SEUEEPIM, 572 femto B NI femto_cli it &, FIMERCE

Method 1

femto_cli set Device.X_SCM_CPE.Status.Hardware.IMEl=aaaa

Test Result

FR I BAE IME
set JitfE: writable check -> TRO69_set

ik

femto_cli $14T set i}, 4 cpe M7 & permission A 5 A RE AR LT 5
femto_cli $14T sset I, X cpe MUAEAAT Y s #B RE BB k) «

Method 2

1AEME EHR B % 1D, 45 i iEHE configuration

2.1F Device Method —#%, HE A SetParameterValues U, 7& 5[ A4 ) 5 edit,
N ESR ) 23015 mi 44 M value B (ln
Device.X_SCM_CPE.ModuleConfigMgmt.PLMN.SecEARFCN.4.SecondaryEARFCN) , T{
[ #¢ R s5.d5 SetParameterValues

Test Result

WAE 8T

MHEERUUEZR, set mfEN:

Get_permission(permission A 5 A 24l % H) -> get_attr -> get(F 2 24 A % FIE 5 5
KEMEAR—, WHR—FENAZ set) -> TR0O69_set

(=) ValueChange

TestMethod | 1.cmld_client set Device.X_SCm_CPE.Status.UpgradeState=1
2AEME BB 1D, A diEFF configuration
3.3t X\ Alarm -> Device Current Alarm, 2515 —2 B0 F 2| alarm
Test Result | 7E Device Current Alarm T & ] 20007 2

(P9 Traversing the tree
WX/ TR AT P Fl, — & i Download Datamodel 347 €k, — &
Rt GetParameterNames 347 TE##

Method 1 1E Device Method —#%, xiii Download Datamodel -> confirm

Method 2 1E Device Method —#%, i%$#F GetParameterNames, TE AU/ paramter path Fi A\
Device. 5 51t GetParameterNames

Test Result | % [H] download success
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1.1.2 SSL File Agent
(—) Download/Upload Config

@O Upload Config to Femto
TestMethod | 1.7EME L E|Z 4 1D, £k #¥ configuration
2.1f Device Method —#*, i A\ Upload CFG File T[], 1 U [ A4 M & Upload,
S5 — BN 18] )5 refresh LTI
Test Result | AJ UAAE 4l UL & 2FREUH configuration file, X444 device id
@ Download Config to CPE
TestMethod | 1.3k %% ID, A% 4% configuration
2.7E Device Method —#%, #EA Device Upgrade T [fi, 7 I A K file type &%
configuration file, 1£#% restore AL E 14, i upgrade
KON T IR restore I, AT LASRAB BT SUEME IR AR fS FREAT 28 =20
Test Result | Restore config T, 7 HE 3
(=) Upload log
H & LA AW E5hE cpe HER cpe H & T /5 valuechange 4% H &,
{H% valuechange %+ femto 5, femto 2xi# %1 HeMs KHUH &, {HEZ HeMs J2& 15k HLH
BN HeMs #iE, Kk, cpe HE T N &K —% valuechange MiAE & HEZET
B AR R
HeMs get | 1.7EM% FH B4 1D, £ d7i%+% configuration
cpe log 2.1E Device Method —#%, # A Upload Log File THIfI, WIS %] FAEH &, WA
Upload now, 251 — BI85 refresh DU ; w5 75 B M A%, DUJ7E 2450 0310
FHCE )G, s start periocdic R AJ
Cpe logfull Cmld_client set Device.X_SCM_CPE.ActionMgmt.LogFull=1
TestResult | M F& F 4N Log_XXX_cpe_XXX.zip S

(=) FW Upgrade

HeMs  get | 1L7EME B4 1D, 4idiifk#¥ configuration

cpe log 2.7f Device Method —#=, # A\ Device Upgrade TL[H, 7E U1 A M file type £+
upgrade file, ZEFFZLH MultiPkg(EX single cpe fw) A, mitdi Upgrade

Test Result | FFE AT, BR¥FH )5

1.2 cpe tRA B

A2

WY ss
PAT AN

| FERHY AT AT RE PP B A, JE8I 4 196 O I R e BCE /tmp/ftp 5 T RT

cmld_client, cmld, libcml_api.so, (cml #H%)

act_mod,
ssl_agent,

(valuechange #%4)
ssl_test, libscm_ssl.so  (ssl_agent FHER)

MR ssl i, IEATIA start_ssl.sh, JAIASH A :

LD_LIBRARY_PATH=.
LD_LIBRARY_PATH=.

Jemld /tmp/nvinvram.xml - &

Jact mod &

LD_LIBRARY_PATH=. ./ssl_agent -f /etc/.ssl_certs/ca.cert -s /etc/.ssl_certs/server.cert

-k /letc/.ss

|_certs/server.key -c /etc/.ssl_certs/client.cert -I /etc/.ssl_certs/client.key -m -g -d
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127.0.0.1-p 8888 &

printf(

ssl BRINEESL G, HEATHETRAGMNA, iR ssl B ), HEMT:

16:40:57 | SSLAGNT> Conection from 127.0.0.1:dbae

16:40:58 D SSLAGNT> Peer Info: /C=CN/ST=JiangSu/O=Sercomm/OU=Sercomm/CN=Client
16:40:58 D SSLAGNT> Peer Info: /C=CN/ST=JiangSu/O=Sercomm/OU=Sercomm/CN=Server
16:40:58DSSLAGNT>Peer Issuer:/C=CN/ST=JiangSu/L=SuZhou/O=Sercomm/OU=Sercomm/CN=CA
16:40:58 | SSLAGNT> Conected to server 127.0.0.1:22b8, after Otimes

16:40:58DSSLAGNT>Peer Issuer:/C=CN/ST=JiangSu/L=SuZhou/O=Sercomm/OU=Sercomm/CN=CA
i1t wireshark EL7G 2] ssl @748 T A2

No.  Time Source Destination Protocol  Length  Info
18 6.813195168 127.0.0.1 127.0.0.1  TL5v1.2 371 Client Hello
20 6.816130656 127.0.0.1 127.0.0.1  TLSv1.2 2062 server Hello, certificate, certificate Request, server Hello Done
22 6.843849126  127.0.0.1 127.0.0.1  TLSv1.2 2535 certificate, client key Exchange, Certificate verify, change Cipher Spec, Encrypted Handshake Message
24 6.867785213  127.0.0.1 127.0.0.1  TLSV1.2 1236 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

1.2.1 SSL CML Agent
(—) Get Parameter

TestMethod | cmld_client get Device.X_SCM_CPE.Status.Hardware.IMEI  -s

Test Result | EXIH3REX IMEI

() Set Parameter

TestMethod | cmld_client set Device.X_SCM_CPE.Status.Hardware.IMEl=aaa -s

Test Result | IHi%E IMEI N aaa

(=) ValueChange

TestMethod | cmld_client set Device.X_SCm_CPE.Status.UpgradeState=1 -s

Test Result | 3l K i% 20007(FW upgrade failure)s5 % 31| ssl peer

1.2.2 SSL File Agent
ssl_test help:

(—) Fw Upgrade

TestMethod | ./ssl_test -d 127.0.0.1 -a /etc/.ssl_certs/ca.cert
-c Jetc/.ssl_certs/client.cert -l /etc/.ssl certs/client.key
-f  /tmp/ftp/*.bin -e O

Test Result | tail -f /var/cgitest & & A HE, FHEIT

(=) Download Config to CPE

TestMethod ‘./ssl_test -d 127.0.0.1 -a /etc/.ssl_certs/ca.cert
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-c  /etc/.ssl_certs/client.cert -l /Jetc/.ssl certs/client.key
-f  /tmp/ftp/cpe_cfg.zip -e 2

Test Result | 7E/tmp/ftp 2442 NAFAERC B LA cpe_cfg.zip

(=) Upload Config to Femto

TestMethod | ./ssl_test -d 127.0.0.1 -a /etc/.ssl_certs/ca.cert
-c  Jetc/.ssl_certs/client.cert -l /etc/.ssl certs/client.key
-f /tmp/ftp/cpe_cfg.zip -e 1

Test Result | 7E/tmp/ftp #/2 FAAAERC B A cpe_cfg.zip

(JU)> Upload log

TestMethod | LD_LIBRARY_PATH=. ./ssl_test -d 127.0.0.1 -a /etc/.ssl_certs/ca.cert

-c /etc/.ssl_certs/client.cert -l /Jetc/.ssl certs/client.key
-f  /tmp/ftp/log.zip -e 3

Test Result | 7E/tmp/ftp #42 N A7A4E H & U log.zip

2. SAS Test
2.1 F+% FW. KRB "B K SASEEE

T FW 2% 3.1 %7 “CPE JH & J77%” «

WEH HEBIESHE 25 “KEHT XE” .

SASBLEIE 2% 2.7 7 “SAS HKSHILE” , Wid WiH#ITHE .
2.2. WA B T BT

@ SSH 77 :UE A FIRRCT B, HIEET:

protocol:  SSH2

Hostname: 10.10.2.254

username: root

password: sercomm.cdl

2.3. SAS E4 M

5ANAK SAS Server FEATIIRN , AERH AT GIAFE, (AIMEINVERAME, BRI SH5IT 5T
T SAS HP A A . KT SAS MAMTVEAN D TR N, WSRO Cal LA SAS JF 411

FIFHRE) -

2.4. &% sasd ¥ log

#F sasd (1 log A PIM 3 JERVIH GUI, G TR N EEE SRR T E, Ed i T EE.

KT W@ i T R4 log, w1275 4.2 “HL TR N3k CPE & HE” «
IWRFENESERHE, TUBAZIR TR, JFEd T aeEs:

’

tail -f /var/log/messages | grep ‘sas’ i

2.5. sasd ] log 4 #fr

1%t sasd 9 log FI 04T, IEBCA BARRISCRE BRI EAIRRAESEAT SAS TN I& 2] 1 1), w] LA

i SAS PRI R H A7
2.6. WL A ATXF SAS X SHHATRE
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X SAS MRS HINEL EA PR 5% i GUI #EATTEC B B E S A BIR T B, @i a2 177 2T %
H.

Wi GUI #EATECEINTE, WTS% 2.7 17 “SAS HAXSHIE” .

BB B, AT P AlE A emid_client fiy & 3T X B EE G .

2.4.1. BF sasd HASHHIE
BAEYETTE sasd ZH0ME, PR N4

‘ cmld_client show | grep 'sas' -i

2.4.2. SASTHIRBIER/SAS loT
a) W#HE sasd ) Register JR&MT State IR7E&

cmld_client set Device.X_SCM_CPE.SAS.Registered=0
cmld_client set Device.X_SCM_CPE.SAS.State="Unknown"

b) 232 eirpCapability HIfE
I U0 A G N e /N MaxTxPower [FI1E:

‘ cmld_client set Device.X_SCM_CPE.ModuleConfigMgmt.MaxTxPower=20
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f¥3% A: PLMN Search 455 5E X

Result | Cause

Display String

0 LAPT PLMN SELECT RESULT SUCCESS Success

1 LAPT PLMN SELECT RESULT FATLURE NoNetwork

2 LAPT PLMN SELECT RESULT ABORTED InternalError

3 LAPT PLMN SELECT RESULT INVALID USTM TnvalidUSTM

4 LAPT PLMN SELECT RESULT ALREADY IN PROGRESS | InProgress

5 LAPT MISMATCH FREQ BAND FregBandMisatch
6 LAPT FREQ LIST NOT EXIST FreqlListNotFind
7 LAPT PLMN BAND INVALID PARAMETER FregBrror
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fff3% B: ATTACH Response 4532 2 X

regResult

regResultOrg

0 : LAPI_REG_RESULT_SUCCESS

0 :LAPI_REG_RESULT_SUCCESS

Success

1:ATT_FAIL_SERVICE_NOT_ALLOWED_U
NTIL_POWER_CYCLE_OR_UICC_REPLACE

Illegal UE
Illegal ME
EPS services not allowed

0 N O W

EPS services and non-EPS
services not allowed

ServiceLimit-NeedCycl
e (3GPP EMM Cause:)

2:ATT_FAIL_SERVICE_NOT_ALLOWED_C

URRENT_PLMN

11: PLMN not allowed
14: EPS services not allowed in
this PLMN

ServiceLimit (3GPP
EMM Cause:)

3:ATT_FAIL_SERVICE_IS_LIMITED

12: Tracking area not allowed
13: Roaming not allowed in this
tracking area

15: No suitable cells in this
tracking area

ServiceLimit-Paramete
rsMismatch (3GPP EMM
Cause:)

4: ATT_FAIL_AUTO_RETRY_AFTER_T3402

When the attach attempt counter
is equal to 5.

T3402Timeout (3GPP
EMMCause: 151)

5:ATT_FAIL_OTHERS

All of other cases

Others (3GPP EMM

Cause:)
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ff3¢ C: CMEError

Refer to 3GPP 24.007:section9.2

Numeric

Text

phone failure

no connection to phone

phone-adaptor link reserved

peration not allowed

operation not supported

PH-SIM PIN required

PH-FSIM PIN required

PH-FSIM PUK required

SIM not inserted (See NOTE 1)

SIM PIN required

SIM PUK required

SIM failure (See NOTE 1)

SIM busy (See NOTE 1)

SIM wrong (See NOTE 1)

incorrect password

SIM PIN2 required

SIM PUK2 required

memory full

invalid index

not found

memory failure

text string too long

invalid characters in text string

dial string too long

invalid characters in dial string

no network service

network timeout

network not allowed - emergency calls only
network personalization PIN required
network personalization PUK required
network subset personalization PIN required
network subset personalization PUK required
service provider personalization PIN required
service provider personalization PUK required
corporate personalization PIN required
corporate personalization PUK required
hidden key required (See NOTE 2)
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49 EAP method not supported

50 Incorrect parameters

51 command implemented but currently disabled

52 command aborted by user

53 not attached to network due to MT functionality restrictions
54 modem not allowed - MT restricted to emergency calls only
55 operation not allowed because of MT functionality restrictions
56 fixed dial number only allowed - called number is not a fixed dial number (refer
3GPP TS 22.101 [147])

57 temporarily out of service due to other MT usage

58 language/alphabet not supported

59 unexpected data value

60 system failure

61 data missing

62 call barred

63 message waiting indication subscription failure

100 unknown

103 illegal MS

106 illegal ME

107 GPRS not allowed

111 PLMN not allowed

112 location area not allowed

113 roaming not allowed in this location area

127 missing or unknown apn

132 service option not supported

133 request service option not subscribed

134 service option temporary out of order

148 unspecified GPRS error

149 PDP authentication fail

150 invalid mobile class

171 last PDN disconnection not allowed

240 PLMN search already progress

241 EPS service not allowed

242 EPS service and non EPS service not allowed

243 APN verification fail

244 Network reject

245 already in progress

NOTE 1: This error code is also applicable to UICC.
NOTE 2: This key is required when accessing hidden phonebook entries.

42 T



SERCO/M

CPE User Manual

{3 D: ESM Cause
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ff3% E: EMM Cause

Result | Cause

8 ESM_OPERATOR_DETERMINED_BARRING

22 ESM_INSUFFICIENT_RESOURCES

23 ESM_UNKNOWN_OR_MISSING_APN

28 ESM_UNKNOWN_PDN_TYPE

29 ESM_USER_AUTHENTICATION_FAILED

30 ESM_REQUEST_REJECTED_BY_SGWORPGW

31 ESM_REQUEST_REJECTED_UNSPECIFIED

32 ESM_SERVICE_OPTION_NOT_SUPPORTED

33 ESM_REQUESTED_SERVICE_OPTION_NOT_SUBSCRIBED

34 ESM_SERVICE_OPTION_TEMPORARILY_OUT_OF_ORDER

35 ESM_PTI_ALREADY_IN_USE

36 ESM_REGULAR_DEACTIVATION

37 ESM_EPS_QOS_NOT_ACCEPTED

38 ESM_NETWORK_FAILURE

39 ESM_REACTIVATION_REQ

40 ESM_FEATURE_NOT_SUPPORTED

41 ESM_SEMANTIC_ERROR_IN_TFT_OPERATION

42 ESM_SYNTACTICAL_ERROR_IN_TFT_OPERATION

43 ESM_INVALID_EPS_BEARER_ID

44 ESM_SEMANTIC_ERROR_IN_PACKET_FILTERS

45 ESM_SYNTACTICAL_ERRORS_IN_PACKET_FILTERS

46 ESM_EPS_BEARER_WITHOUT_TFT_ALREADY_ACTIVATED

47 ESM_PTI_MISMATCH

49 ESM_LAST_PDN_DISCONNECTION_NOT_ALLOWED

50 ESM_PDN_TYPE_IPV4_ONLY_ALLOWED

51 ESM_PDN_TYPE_IPV6_ONLY_ALLOWED

52 ESM_SINGLE_ADDRESS_BEARERS_ONLY_ALLOWED

53 ESM_ESM_INFORMATION_NOT_RECEIVED

54 ESM_PDN_CONNECTION_DOES_NOT_EXIST

55 ESM_MULTIPLE_PDN_CONNECTIONS_FOR_A_GIVEN_APN_NOT_ALLOWED

56 ESM_COLLISION_WITH_NETWORK_INITIATED_REQUEST

59 ESM_UNSUPPORTED_QCI_VALUE

60 ESM_BEARER_HANDLING_NOT_SUPPORTED

81 ESM_INVALID_PTI_VALUE

95 ESM_SEMANTICALLY_INCORRECT_MESSAGE

96 ESM_INVALID_MANDATORY_INFORMATION

97 ESM_MESSAGE_TYPE_NON_EXISTENT_OR_NOT_INPLEMENTED

98 ESM_MESSAGE_TYPE_NOT_COMPATIBLE_WITH_THE_PROTOCOL_STATE

99 ESM_INFORMATION_ELEMENT_NON_EXISTENT_OR_NOT_IMPLEMENTED

100 ESM_CONDITIOINAL_IE_ERROR

101 ESM_MESSAGE_NOT_COMPATIBLEAAMITH_THE_PROTOCOL_STATE

111 ESM_PROTOCOL_ERROR_UNSPECIFIED

119 ESM_APN_RESTRICTION_VALUE_INCOMPATIBLE_WITH_ACTIVE_EPS_BEARER_C
ONTEXT
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Original REGISTRATION RESULT

0:

LAPI_REG_RESULT_SUCCESS

/* 3GPP EMM Cause \*/

O 0 N O U1 W N

10
11
12
13
14
15
16

17 :

18

19:
20 :

21

22

23
24
25
26
39
40
95
96
97

LAPI_REG_RESULT_REJECT_2_IMSI_UNKNOWN_IN_HSS
LAPI_REG_RESULT_REJECT_3_ILLEGAL UE

: LAPI_REG_RESULT_REJECT_5_IMEI_NOT_ACCEPTED

LAPI_REG_RESULT_REJECT_6_ILLEGAL_ME

:LAPI_REG_RESULT_REJECT_7_EPS_SERVICES_NOT_ALLOWED
:LAPI_REG_RESULT_REJECT_8_EPS_AND_NON_EPS_SERVICES_NOT_ALLOWED

LAPI_REG_RESULT_REJECT_9_UE_ID_CANNOT_BE_DERIVED

: LAPI_REG_RESULT_REJECT_10_IMPLICITLY_DETACHED

: LAPI_REG_RESULT_REJECT_11_PLMN_NOT_ALLOWED

: LAPI_REG_RESULT_REJECT_12_TA_NOT_ALLOWED
:LAPI_REG_RESULT_REJECT_13_ROAMING_NOT_ALLOWED_IN_THIS_TA
:LAPI_REG_RESULT_REJECT_14_EPS_SERVICES_NOT_ALLOWED_IN_THIS_PLMN
:LAPI_REG_RESULT_REJECT_15_NO_SUITABLE_CELLS_IN_THIS_TA
:LAPI_REG_RESULT_REJECT_16_MSC_TEMPORARILY_NOT_REACHABLE
LAPI_REG_RESULT_REJECT_17_NETWORK_FAILURE
:LAPI_REG_RESULT_REJECT_18_CS_DOMAIN_NOT_AVAILABLE
LAPI_REG_RESULT_REJECT_19_ESM_FAILURE
LAPI_REG_RESULT_REJECT_20_MAC_FAILURE

: LAPI_REG_RESULT_REJECT_21_SYNCH_FAILURE
LAPI_REG_RESULT_REJECT_22_CONGESTION
:LAPI_REG_RESULT_REJECT_23_UE_SEC_CAPABILITIES_MISMATCH
:LAPI_REG_RESULT_REJECT_24_SECURITY_MODE_REJECTED_UNSPECIFIED
:LAPI_REG_RESULT_REJECT_25_NOT_AUTHORIZED_FOR_THIS_CSG
:LAPI_REG_RESULT_REJECT_26_NON_EPS_AUTHENTICATION_UNACCEPTABLE
:LAPI_REG_RESULT_REJECT_39_CS_DOMAIN_TEMPORARILY_NOT_AVAILABLE
:LAPI_REG_RESULT_REJECT_40_NO_EPS_BEARER_CONTEXT
:LAPI_REG_RESULT_REJECT_95_SEMANTICALLY_INCORRECT_MESSAGE
:LAPI_REG_RESULT_REJECT_96_INVALID_MANDATORY_INFORMATION
:LAPI_REG_RESULT_REJECT_97_MESSAGE_TYPE_NON_EXISTENT_OR_NOT_IMPLEMEN

TED

98

:LAPI_REG_RESULT_REJECT_98_MESSAGE_TYPE_NOT_COMPATIBLE_WITH_PROTOCO

L_STATE

99

:LAPI_REG_RESULT_REJECT_99_INFORMATION_ELEMENT_NON_EXISTENT_OR_NOT_I

MPLEMENTED,

100 : LAPI_REG_RESULT_REJECT_100_CONDITIONAL_IE_ERROR

101 :LAPI_REG_RESULT_REJECT_101_MESSAGE_NOT_COMPATIBLE_WITH_PROTOCOL_S
TATE

111 :LAPI_REG_RESULT_REJECT_111_PROTOCOL_ERROR_UNSPECIFIED
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/* defined registration cause */

128 : LAPI_REG_RESULT_FAILURE_NO_USIM

129 : LAPI_REG_RESULT_FAILURE_INVALID_USIM

130 :LAPI_REG_RESULT_FAILURE_NETWORK_INIT_DETACH_TRIGGERED
131 :LAPI_REG_RESULT_FAILURE_DEFALULT_BEARER_SETUP_FAILURE
132 : LAPI_REG_RESULT_FAILURE_MAX_ATTACH_ATTEPT

133 : LAPI_REG_RESULT_ATTACH_IS_ALREADY_IN_PROGRESS

134 :LAPI_REG_RESULT_FAILURE_PDNCONNECT_APN_VERIFICATION_FAIL
137 :LAPI_REG_RESULT_FAILURE_START_USIM_REFRESH_MODE_4_5_6
138 : LAPI_REG_RESULT_FAILURE_LOWER_LAYER_FAIL

139 :LAPI_REG_RESULT_FAILURE_UE_INIT_DETACH_TRIGGERED

140 : LAPI_REG_RESULT_FAILURE_P_CSCF_MISSING

141 : LAPI_REG_RESULT_FAILURE_T3402_RUNNING

142: LAPI_REG_RESULT_FAILURE_MO_DATA_BARRING
143:LAPI_REG_RESULT_FAILURE_NOT_ALLOW_LIMITED_IMS_EMERGENCY
144: LAPI_REG_RESULT_LIMITED_SERVICE_ONLY

256 : LAPI_REG_RESULT_NO_AVAILABLE_CELL

150: LAPI_REG_RESULT_T3410_Timeout

151: LAPI_REG_RESULT_T3420_Timeout

152: LAPI_REG_RESULT_T3430_Timeout

153: LAPI_REG_RESULT_T3418_Timeout

154: LAPI_REG_RESULT_T3417_Timeout

155: LAPI_REG_RESULT_T3411_Timeout

156: LAPI_REG_IMS_NI_DEREG_IND

157: LAPI_REG_RESULT_T3442_Timeout
OXFFFF:LAPI_REG_RESULT_OTHER_FAILURE
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Federal Communication Commission Interference Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15
of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation.  If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and on,
the user is encouraged to try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could
void the user's authority to operate this equipment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This

equipment should be installed and operated with minimum distance 47cm between the radiator & your body.

Professional installation instruction

1. Installation personal
This product is designed for specific application and needs to be installed by a qualified personal who has RF and
related rule knowledge. The general user shall not attempt to install or change the setting.

2. Installation location
The product shall be installed at a location where the radiating antenna can be kept 47cm from nearby person in
normal operation condition to meet regulatory RF exposure requirement.

3. Installation procedure
Please refer to user’s manual for the detail.

4. Warning
Please carefully select the installation position and make sure that the final output power does not exceed the limit
set force in relevant rules. The violation of the rule could lead to serious federal penalty.



