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CHAPTER 1 - PACKAGE CONTENTS

1. Package contents
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CHAPTER 2 - DEVICE DESCRIPTION
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2. Device description
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CHAPTER 2 - DEVICE DESCRIPTION

LED Behavior

The LEDs indicate the Mesh Wi-Fi Router’s power and connection.

LED Name

WPS
(Only functional on the
Main Router when pairing)

Time

Description

Every 0.5 sec.

Press WPS button, LED start to blink green, until WPS pairing success
or fail or 2 minute timeout.

WPS paring success, change to solid green for 10 seconds, then
change to off.

Continue for 10 sec.

WPS pairing failure or timeout, LED become solid Red for 10 seconds,
then change to off.

Every 2 sec.

Waiting to be paired (default mode).

Every 0.5 sec.

Paring is going on.

Paired and signal quality is good.

(Power on/Reboot)

System
(Firmware Upgrade)

System
(Reset to Default)

Solid

Mesh Paired but signal quality is not good.
Last for 5 seconds and off Paring failed, will show RED for 5 seconds, and go back to previous
‘[mode. If this device is in default mode, will go back to blinking orange.
Not paired and not in pairing mode.
Internet Device is Wifi Router and is connected to Internet.
Internet Device is Wifi Router but not connected to Internet.
Internet Device is Wifi Point or is in factory default mode.
Blinkin Everv 1 sec Power on (Booting). LED will blink blue for a while and become solid
9 y ' blue when boot process is done successfully.
System

Device failure.

Solid on

Power on Success.

Blinking

Every 0.5 sec.

Firmware upgrade process, LED will blink green till upgrade is done,
then LED off and reboot.

Blinking

Every 0.5 sec.

Press reset for 7+ seconds till LED start blinking, LED will blink green
for 5 seconds to start reset process. Then LED off and reboot.




CHAPTER 3 - LET’S GET STARTED

3. Let's get started

1. Insert the power adapter into the Mesh Wi-Fi Router's power
connector and plug it into the power outlet.

2. Use the provided Ethernet cable to connect your computer to
the Mesh Wi-Fi Router's LAN port. Or, connect your mobile
device to the Mesh Wi-Fi Router via Wi-Fi.

®

3. Use the Ethernet cable to connect your modem to the Mesh Wi-
Fi Router's Internet (WAN) port.

4. Power on.

e
LAN
DYNALINK Q @ i
Dynalink AXE 10200 Tri-Band Meah WiFi 6E System Imaomst
Model: DL-WME I
A3(5] Sk ADCDE0D20D1 Ratng: 12V 77T 3A _—
> s MAC: ABCDEFFFFFF1 FCC 1D; HINRTETO4AW.D)S0
< ST AG) Dynalink 30
S SHIDEG): Dynaliek-90 = Power
+ WL PW. apencysmthortl) m Macam 0
Router Login Yo d—’

nrip o dynatink

Username admim
Paaswortt BakeryEei2
Made in Talwan NG 1o only




CHAPTER 4 - CONFIGURE YOUR MESH Wi-Fi ROUTER

4. Configure your Mesh Wi-Fi Router

You can configure your Mesh Wi-Fi Router’s network settings by using either your smartphone or computer.

4.1 How to access the configuration utility via mobile App '

1. Install Dynalink Wi-Fi APP from Google Play or APP store.

2. Create Dynalink account with user’s email account. Internet connection
Create Dynalink account
3. Refer to the label on the bottom of your Mesh Wi-Fi Router.

Connect your mobile to router via Wi-Fi, there are 2 ways. e

v' User can enter the SSID and Wi-Fi password on the label.
v" User can use APP to scan the QR_CODE on the label.
4. Follow the instruction on APP to setup internet connection. Seanacal Becw & frimcr ol

5.  We highly recommend you to upgrade to the latest APP version
when you set up the first time. So as to achieve maximum
performance and enable more features. Please navigate to the
Settings page on the APP to update the firmware. QIWEIR TI¥Y UII|0O P




CHAPTER 4 - CONFIGURE YOUR MESH Wi-Fi ROUTER

4.2 How to access the configuration utility via Web browser

1. On your computer, scan available Wi-Fi networks.

2. Select the Wi-Fi Network Name (SSID) found on the white sticker on the
bottom of your Mesh Wi-Fi Router.

3. Enter the unique password found on the white sticker on the bottom of
your Mesh Wi-Fi Router.

DYNALINK

4. |If preferred, you can use an Ethernet cable to connect your computer to
the Mesh Wi-Fi Router’s LAN port for configuration instead of following
step1 to step3.

5. Launch your web browser and enter the Mesh Wi-Fi Router's domain
name http:/login.dynalink or IP address: http://192.168.216.1 in the
address bar.

I:-L‘" E hitp:tMagin.dymalink

6. Enterthe default username (admin) and password (check admin password
on the label) to log in to your Mesh Wi-Fi Router's management page.



http://login.dynalink/
http://192.168.216.1/

CHAPTER 5 - Set up a Mesh Wi-Fi system

5. Set up a Mesh Wi-Fi system

Your DL-WME38 Router pair is a smart Mesh Wi-Fi system that enhances the Wi-Fi signal quality and extends its coverage with the use of a Mesh
Wi-Fi Router paired with the Wifi Point. Follow these basic guidelines and start to establish your own smart Mesh Wi-Fi system.

1. Place two of your DL-WMES38 in a short distance and power on. One of the DL-WMES8 will be configured as the Mesh Wi-Fi Router which
needs to be connected to the Internet firstly, and the other DL-WMES8 will be configured the Wifi point.

2. Follow the Dynalink APP step-by-step instructions to finish the internet connection setup. When setup is successfully, your Mesh Wi-Fi Router
INTERNET LED indicator shows green.

3. Then the APP proceeds to the step to add a Wifi Point, both Mesh Wi-Fi Router and Wifi Point will blink green on the WPS LED indicators. Your
DL-WME38 will start to sync the Wi-Fi signal. And then both become solid green when successfully paired.

4. After the Mesh Wi-Fi system has been set up successfully, you can move your Wifi Point anywhere in your home to extend the Wi-Fi coverage.
In case of setup trouble, follow the LED behavior on chapter 2 or see FAQ on chapter 7 for more information.
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CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

6. Specify Your Mesh Wi-Fi Router Settings

Your Mesh Wi-Fi Router comes with an intuitive Web User Interface (Web Ul) that allows you to easily set up its feature.

Menu Save

Displays all the Mesh Wi-Fi Router functions. Remember to save your settings with the save button after
making changes.

Dashboard

Save
Network

1o

* Parental Control
B Security

"',' QoS

(!3 Diagnostic

O System Settings

Status




CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

6.1 Dashboard

The Dashboard shows a snapshot of your network status with quick links to key features of your Mesh Wi-Fi Router.
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CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

Click any of the icons on the dashboard: Internet Status, Mesh Network, System Information, Status, System Settings, LAN, Connected Devices,
Security, and Quality of Service to access more information and navigate to the setting pages.

@ Internet Status shows the WAN, LAN, Ethernet, and Wi-Fi connection status of Mesh Wi-Fi Router. Navigate to the
corresponding setting page by clicking the icons.

D q E] Mesh Network directly navigates to Network > WiFi and allows you to see the AP mode, Wi-Fi Settings, and Topology.
.'L

] System Information comprehensively displays the information of router feature and status.

Status navigates to Status > Wireless and allows you to see detailed router status.
System Settings directly navigates to System Settings > Password & Timezone for you to configure system settings.

LAN navigates to Network > LAN for you to manage LAN setting.

D Connected Devices displays the connection type, IP, MAC address, and manufacturer of all devices connected to your
router.

8

Qb0 &

Security prompts out navigation of Firewall IPv4, Firewall IPv6, and VPN settings.

Quality of Service takes you to QoS > Basic direcily.

10



CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

6.2 Network

6.2.1 Status

The panel shows a visual overview of connection status between Internet, router, and devices. Click the WAN, LAN, Ethernet, and Wi-Fi icons to
access more information and quickly navigate to the corresponding setting pages.

| + QSN

,', Dgrae:
0 Tywinrr Dettings
L _|

Siatun
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CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

WAN: Displays IP address, connection type, and
navigation link of the Mesh Wi-Fi Router's Wide
Area Network (WAN) configuration page.

WAN

IP address 10.10.160.77
Connection type: DHCP

f

Close

LAN: Displays IP address, subnet mask, DHCP status,
and navigation link of the Mesh Wi-Fi Router’s Local
Area Network (LAN) configuration page.

LAN
IP address 192.168.216.1
Subnet mask 255.255.255.0
DHCP On

d

Close

Ethernet: Displays the link up/down status and the
capability of each LAN port.

Ethernet
LAN Link Up / 1000Mb

Close

Wi-Fi: Displays the status, SSID name, password,
and the navigation link of Wi-Fi configuration page.

WiF
24GHz WiF
WiFi SSID Dynalink-D2-2.4G
WIFi Password; marblestatue8s3
5GHz WiFi
WiFi SSID. Dynalink-D2-2.4G
WIiFi Password: marblestatue8s3
Close

12



CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

6.2.2 WAN

6.2.2.1 Internet

The feature allows you to configure the settings of various WAN connection types.

Network
B8 Dashbourd
s terannt Manage WAN Setting
)
MAN ——
AN
e ! -] I
» 1 ' w

. Farenial Cantiol

B Becurtty - - T —
P s

Iz" Utegrroatic

o Syvtem Serungs

E Sunn
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CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

WAN Connection Type 1 - DHCP

DN U PORT TIIGOER POST FORWARD W7 MAT PASSTHROLM

Enable NAT e " No

WAMN Comnnection Type DHCE ~
MTU 1800
- OR Ling
Automatic DHS servey adeess @ r No
DNS Y 10.10.100.2
D
- ¥ o Regun ement
Host Hame DLYWEESS
DHOP Query Freguency Aqiresseve Mode v
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CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

DHCP

Enable NAT

Network Address Translation (NAT) is a method to substitute the information of IP address space from private IP
to public IP when the devices which connected to the router access to the Internet. The router records the
source/destination address on table and maps the IP while receiving packages from Internet.

WAN Connection Type

The connection type to access the Internet.

MTU

Maximum transmission unit (MTU) is the largest data packet for the router capable to transmit and receive. The
data packets exceed MTU will be fragmented while transmitting and be reassembled once the packets reach the
destination.

WAN DNS Settings

Automatic DNS server address

Allows your router to get Domain name Service (DNS) IP address from the Internet Service Provider (ISP)
automatically.

DNS1

Enter an IP address as the primary domain name server.

DNS2

Enter an IP address as the secondary domain name server.

Special Requirement

Host Name

Enter a host name for your router.

MAC Address

MAC(Media Access Control) address is a unique identifier that identifies your computer or device in the network.
ISPs monitor the MAC addresses of devices that connect to their services, and would disallow Internet connection
for new MAC addresses. To fix this issue, you can do either of the following:

* Contact your ISP and request to update the MAC address associated with your ISP subscription.

* Clone or change the MAC address of the new device to match the MAC address of the original device.

DHCP Query Frequency

Some Internet Service Providers might block MAC addresses if the device makes DHCP queries too often. To
prevent this, change the DHCP query frequency. In the default Aggressive mode, if router does not get a response
from the ISP, it sends another query after 20 seconds and makes three more attempts. In Normal mode, if router
doesn’t get a response from the ISP, it makes a second query after 120 seconds and makes two more attempts.

15
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WAN Connection Type 2 - PPPoE

Enabie NAT o " m

MTU 144

16



CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

PPPOE

Enable NAT

Network Address Translation (NAT) is a method to substitute the information of IP address space from private IP to public IP
when the devices which connected to the router access to the Internet. The router records the source/destination address on
table and maps the IP while receiving packages from Internet.

WAN Connection Type

The connection type to access Internet.

MTU

Maximum transmission unit (MTU) is the largest data packet for the router capable to transmit and receive. The data packets
exceed MTU will be fragmented while transmitting and be reassembled once the packets reach the destination.

WAN DNS Settings

Automatic DNS server address

Allows your router to get Domain name Service (DNS) IP address from the Internet Service Provider (ISP) automatically.

DNSH1

Enter an IP address as the primary domain name server.

DNS2

Enter an IP address as the secondary domain name server.

Account Settings

Username

Enter username provided by your ISP.

Password

Enter password provided by your ISP.

Service Name

This field is optional and may be specified by some ISPs. Check with your ISP and fill them in if required.

Access Concentrator Name

This field is optional and may be specified by some ISPs. Check with your ISP and fill them in if required.

Additional Pppd Options

This item may be specified by some ISPs. Check with your ISP and fill them in if required.

Special Requirement

MAC Address

MAC(Media Access Control) address is a unique identifier that identifies your computer or device in the network. ISPs monitor
the MAC addresses of devices that connect to their services, and would disallow Internet connection for new MAC addresses.
To fix this issue, you can do either of the following: * Contact your ISP and request to update the MAC address associated with
your ISP subscription.* Clone or change the MAC address of the new device to match the MAC address of the original device.

17
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Connection Type 3 - Static IP

I f IXIER (LR
Enable NAT 9 , Mo
VAN Connection Type Stati ~
MTI 15
w
P Addiess
Subnet Mash
Defaut! Goteway
~ NAN DNS Set ing
DNS
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M e
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CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

Static IP

Enable NAT

Network Address Translation (NAT) is a method to substitute the information of IP address space from private IP to public IP
when the devices which connected to the router access to the Internet. The router records the source/destination address on
table and maps the IP while receiving packages from Internet.

WAN Connection Type

The connection type to access Internet.

MTU

Maximum transmission unit (MTU) is the largest data packet for the router capable to transmit and receive. The data packets
exceed MTU will be fragmented while transmitting and be reassembled once the packets reach the destination.

WAN IP Settings

IP Address

If your WAN connection requires a static IP address, key in the IP address in this field.

Subnet Mask

If your WAN connection requires a static IP address, key in the subnet mask in this field.

Default Gateway

If your WAN connection requires a static IP address, key in the gateway IP address in this field.

WAN DNS Settings

Automatic DNS server address

Allows your router to get Domain name Service (DNS) IP address from the Internet Service Provider (ISP) automatically.

DNS1

Enter an IP address as the primary domain name server.

DNS2

Enter an IP address as the secondary domain name server.

Special Requirement

MAC Address

MAC(Media Access Control) address is a unique identifier that identifies your computer or device in the network. ISPs monitor
the MAC addresses of devices that connect to their services, and would disallow Internet connection for new MAC addresses.
To fix this issue, you can do either of the following: * Contact your ISP and request to update the MAC address associated with
your ISP subscription.* Clone or change the MAC address of the new device to match the MAC address of the original device.

19
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WAN Connection Type 4 - PPTP

20



CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

PPTP

Enable NAT Network Address Translation (NAT) is a method to substitute the information of IP address space from private IP to public IP
when the devices which connected to the router access to the Internet. The router records the source/destination address on
table and maps the IP while receiving packages from Internet.

WAN Connection Type The connection type to access Internet.

MTU Maximum transmission unit (MTU) is the largest data packet for the router capable to transmit and receive. The data packets

exceed MTU will be fragmented while transmitting and be reassembled once the packets reach the destination.

WAN IP Settings

Get WAN IP Automatically Automatically get WAN IP address from the ISP.

IP Address If your WAN connection requires a static IP address, key in the IP address in this field.

Subnet Mask If your WAN connection requires a static IP address, key in the subnet mask in this field
Default Gateway If your WAN connection requires a static IP address, key in the gateway IP address in this field.

WAN DNS Settings

Automatic DNS server address Allows your router to get Domain name Service (DNS) IP address from the Internet Service Provider (ISP) automatically.
DNS1 Enter an IP address as the primary domain name server.
DNS2 Enter an IP address as the secondary domain name server.

Account Settings

Username Enter username provided by your ISP.
Password Enter password provided by your ISP.
PPTP Options This item may be specified by some ISPs. Check with your ISP and fill them in if required.
Additional Pppd Options This item may be specified by some ISPs. Check with your ISP and fill them in if required.

21



CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

Special Requirement

Enable Default Route

Enable default route if requires.

VPN Server If your WAN connection type is PPTP or L2TP, please enter the server name or server IP of the VPN Server.
Host Name You can provide a host name for your router. It’s usually requested by your ISP.
MAC Address MAC(Media Access Control) address is a unique identifier that identifies your computer or device in the network. ISPs monitor

the MAC addresses of devices that connect to their services, and would disallow Internet connection for new MAC addresses.
To fix this issue, you can do either of the following:

* Contact your ISP and request to update the MAC address associated with your ISP subscription.

* Clone or change the MAC address of the new device to match the MAC address of the original device.

22
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WAN Connection Type 5 - L2TP

23



CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

L2TP

Enable NAT Network Address Translation (NAT) is a method to substitute the information of IP address space from private IP to public IP
when the devices which connected to the router access to the Internet. The router records the source/destination address on
table and maps the IP while receiving packages from Internet.

WAN Connection Type The connection type to access Internet.

MTU Maximum transmission unit (MTU) is the largest data packet for the router capable to transmit and receive. The data packets

exceed MTU will be fragmented while transmitting and be reassembled once the packets reach the destination.

WAN IP Settings

Get WAN IP Automatically Automatically get WAN IP address from the ISP.

IP Address If your WAN connection requires a static IP address, key in the IP address in this field.

Subnet Mask If your WAN connection requires a static IP address, key in the subnet mask in this field
Default Gateway If your WAN connection requires a static IP address, key in the gateway IP address in this field.

WAN DNS Settings

Automatic DNS server address Allows your router to get Domain name Service (DNS) IP address from the Internet Service Provider (ISP) automatically.
DNS1 Enter an IP address as the primary domain name server.
DNS2 Enter an IP address as the secondary domain name server.

Account Settings

Username Enter username provided by your ISP.
Password Enter password provided by your ISP.
Additional Pppd Options This item may be specified by some ISPs. Check with your ISP and fill them in if required.

24



CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

Special Requirement

Enable Default Route

Enable default route if requires.

VPN Server If your WAN connection type is PPTP or L2TP, please enter the server name or server IP of the VPN Server.
Host Name You can provide a host name for your router. It’s usually requested by your ISP.
MAC Address MAC (Media Access Control) address is a unique identifier that identifies your computer or device in the network. ISPs monitor

the MAC addresses of devices that connect to their services, and would disallow Internet connection for new MAC addresses.
To fix this issue, you can do either of the following:

* Contact your ISP and request to update the MAC address associated with your ISP subscription.

* Clone or change the MAC address of the new device to match the MAC address of the original device.

25




CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

6.2.2.2 DDNS

Dynamic DNS (DDNS) feature allows network clients to access your Mesh Wi-Fi Router through a specific domain name. Despite the WAN
public IP of the router assigned randomly, you can always use one domain name to access your Mesh Wi-Fi Router from Internet as long as
the domain name of your Mesh Wi-Fi Router is successfully registered on DDNS server.

INTERNET DON UPNP PORT TRIGGER PORT FORWARD DMZ NAT PASSTHROUGH

Enable DDNS Client ® VYes No

Server www dyndns.com « Vendor Website

Host Name

Usemame or E-mail Address

Password or DDNS Key

26



CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

Enable/Disable DDNS Client

Enable or disable DDNS Client.

Server The dropdown menu displays the vendors of DDNS Server. Clicking the hyperlink to access the website, then
register a domain name for your router.
Host Name Enter the domain name you registered on DDNS server.

Username or E-Mail Address

Enter the username you registered on DDNS server.

Password or DDNS Key

Enter the password you registered on DDNS server.

27




CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

6.2.2.3 UPnP

Universal plug-and-play (UPnP) allows network devices, such as computers, printers, mobile devices etc. to discover each other’s presence on
network automatically. A UPnP-enabled device communicates directly with other connected UPnP devices and establishes functional network
service. It’s typically used for data sharing, communications and entertainment purposes. Despite there is a disadvantage of consideration for
security concerns, this set of networking protocols sometimes can be useful when the application operated properly.

Enable/Disable UPnP Set UPnP to active or inactive by selecting the radio button according to your requirements.
Advertisement Period Enter the time period to decide the frequency of your router to advertise UPnP information.
Advertisement Time To Live Enter the number of hops for each advertisement when the UPnP packet sent.
INTERNET DONS UPNF PORT TRIGGER PORT FORWARD DMZ NAT PASSTHROUGH
Enable UPnP ® Ve No
Advertisement Period 30 Seconds
Advertisement Time To Live 2 hops
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6.2.2.4 Port Trigger

Port trigger allows you to define the specific inbound and outbound TCP/UDP ports for LAN devices to communicate with Network devices
unrestrictedly. The Incoming Ports are not activated until the corresponding Trigger Port is triggered by detecting packets transmission.

INTERNET DDNS UPNP PORT TRIGGER POHRT FORWARD DMZ NAT PASSTHROUGH
Port Triggenng ® VYes No

v Port Tnggenng List (Maximum; 32)
Description Trigger Port Local IP Protocol Incoming Port Protocoel Operation
Quicktime a3k
4 Cliont 554 192.168.216100  TCP 554 uDP Q@

[+

Add Ruse
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1. Select the radio button to enable/disable port trigger.
2. Click Add Rule ©. Enter the parameters in accordance with your requirements.

3. Click Add to have the rule created on port triggering list and then click to apply your changes. You can remove or edit any port
trigger rule by using the ° and C;’ icons.

Note: The maximum number on port triggering list is 32 rules.

% Well-known Applications Select a well-known application from the dropdown menu
to set up the corresponding settings automatically.

knime 4 Client v Description Name the rule according to your requirement.

Quickdime 4 Client Trigger port Define the port number or the port range for triggering the
incoming ports.

sl 554 Local IP list Select the IP address in the dropdown menu which
automatically detected by your router.

= Local IP Enter the IP address of the device connecting to your
router.
adtacatiol o Protocol Select TCP or UDP in the dropdown menu.
v Incoming port Define the port number or the port range to be open while

detecting port triggered event.

Protocol Select the TCP or UDP in the dropdown menu.
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6.2.2.5 Port Forward

Port forward allows you to set up an Internet service on a local computer, without exposing the local computer to the Internet. Internet traffic directed
to a specific port or range of ports on this router is redirect to a device or devices on your local network. You can also build various sets of port
redirection, to provide various Internet services on different local computers via a single Internet IP address. It also allows PCs outside the network
to access services provided by a computer in the local network.

INTERNET DDNS UPNP PORT TRIGGER PORT FORWARC oMmZ NAT PASSTHROUGH
v Port Forwarding List (Maximum: 32)
Sewices Port Range Local IP/Port Protocol Status Operationr
g:f{im 53 192.168.216.100/53 UDP on Q@
::_:I:’ 25 192.168.216.100/25 TCP oNn [

)

Add Rule

31



CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

1. Click Add Rule @ Enter the parameters in accordance with your requirements to set up a port forwarding rule.

2. Click Add to have the rule created on port forwarding list and then click to apply your changes. You can remove or edit any port
forwarding rule by using the ° and C” icons.

Note: The maximum number on port forwarding list is 32 rules

x Well Known Server List  Select a well-known service from the dropdown menu to set up
the corresponding settings automatically.

Well Known Game List Select a well-known game from the dropdown menu to set up
the corresponding settings automatically.

Services Specify the name of the service e.g. HTTP, POPS3 etc.
Port Range Define the number or a range of external ports.
Local IP List Select the IP address in the dropdown menu which

automatically detected by your router.

Local IP Enter the IP address of the device connecting to your router.
168 216,100 Local Port Define the number or a range of internal ports.
Protocol Select TCP, UDP or BOTH in the dropdown menu.
- Status Configure the default status of this rule.
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6.2.2.6 DMZ

A Demilitarized Zone (DMZ) is an isolated device in your local network where a computer outside the firewall can access directly. This can provide
an extra layer of security to the rest of the network but still provide service to devices outside firewall without problems due to NAT firewall. However,
since it opens the device up to unrestricted two-way access, this device is vulnerable to outside attack. DMZ should be configured only by expert
network users aware of the security risks.

Enable DMZ Enable or disable DMZ function.
IP Address of Exposed Station Enter an IP address to become DMZ Host.
INTERNET DONS UPNP PORT TRIGGER PORT FORWARD DMZ NAT PASSTHROUGH
— e
Enable 1Pv4 DMZ ® VYes No

IP Address of Exposed Station 192.168.216.100

Enable IPv6 DMZ Yes No
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6.2.2.7 NAT Passthrough

NAT Passthrough allows an incoming Virtual Private Network (VPN) connection to pass through the router to the network clients.

INTERNET DDNS UPNP PORT TRIGGER PORT FORWARD DMZ NAT PASSTHROUGH
PPTP Passthrough ON -
L2TP Passthrough ON .
IPSec Passthrough ON .
SSL Passthrough ON &
RTSP Passthrough ON i
H.323 Passthrough ON F 4
SIP Passthrough ON &1

PPPoE Relay
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NAT Passthrough

PPTP Passthrough

Point-to-Point Tunneling Protocol (PPTP) is a module for implementing virtual private networks.

L2TP Passthrough

Layer 2 Tunneling Protocol (L2TP) is a tunneling protocol used to support virtual private networks (VPNs) or as part
of the delivery of services by ISPs.

IPSec Passthrough

Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP) communications by
authenticating and encrypting each IP packet of a communication session.

SSL Passthrough

SSL (Secure Sockets Layer) is a standard security protocol for encryption algorithms between a server to server or
between server and a client to safeguard sensitive data.

RTSP Passthrough

Real Time Streaming Protocol (RTSP) is a network control protocol designed for use in entertainment and
communications systems to control streaming media servers. The protocol is used for establishing and controlling
media sessions between end points.

H.323 Passthrough

H.323 is a recommendation from the ITU Telecommunication Standardization Sector (ITU-T) that defines the
protocols to provide audio-visual communication sessions on any packet network. The H.323 standard addresses
call signaling and control, multimedia transport and control, and bandwidth control for point-to-point and multi-point
conferences.

SIP Passthrough

The Session Initiation Protocol (SIP) is a communications protocol for signaling and controlling multimedia
communication sessions. The most common applications of SIP are in Internet telephony for voice and video calls,
as well as instant messaging all over Internet Protocol (IP) networks.

PPPoE Relay

Enable PPPoE relay allows devices in LAN to establish an individual PPPoE connections that pass through NAT.
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6.2.3 LAN

6.2.3.1 IP Settings

Manage IP settings for your local area network.

1. Network: Select Private Network or Guest Network to configure LAN settings.

2. IP address: Specify an IP address. The default IP address of Private Network is “192.168.216.1” and “192.168.217.1” is for Guest Network.
3. Subnet Mask: Modify the subnet mask or remain default settings “255.255.255.0”.

P SETTINGS DHCP SERVER WAKE ON LAN
Network Private Network v
IP Address 192,168.216.1
Subnet Mask 255.255,255.0
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6.2.3.2 DHCP Server

This page allows you to configure your router as a DHCP server which automatically assigns IP addresses to the devices connecting your LAN.

P SET WAXE |
rJl"V"Ilk e 1!"!."’.'. 15 v
Enable DHCP Seyvey ® N
Doman Name login dynalink
DHCP addiess 1ange 1921682162 92168216 254
Lease Time 856400 Seconds
Default Gatewsy 1921682161
- 1 WIN
DOIS Serve 192168 2161
NINS S&y
v static 1P Assagnment withan OMCP 3 Pool (Msamunm | 04
Enable Manua Yes ® Mo
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DHCP Server

Network

Select Private Network or Guest Network in the dropdown menu to configure DHCP server.

Enable DHCP Server

Select the radio button to enable or disable DHCP server.

Domain Name

Enter the domain name of the network or remain default settings.

DHCP address Range

Define the start and end of the IP address range that the DHCP server will assign to the LAN devices connecting
to your router.

Lease Time

Enter the lease time in seconds that DHCP server will renegotiate with the LAN devices to release and renew
IP addresses.

Default Gateway

The router uses the IP address of default gateway to communicates with LAN devices and other networks.

DNS and WINS Server

DNS Server

Enter a Domain Name Server address.

WINS Server

Enter a Windows Internet Name Service address.

Static IP Assignment within DHCP IP Pool (Maximum: 64)

Enable Manual

Select the radio button to enable/disable static IP assignment within DHCP IP pool.
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6.2.3.3 Wake on LAN

Wake on LAN is a standard protocol that allows your computer to be turned on or awakened remotely whether it is hibernating, sleeping, or
completely powered off. Click Add Rule © and enter the name/MAC of the computer. To turn on a specific computer, enter the MAC address in

the text field and click button. You can also use [:;" and ° button to manage the control list.

P SETTINGS DHCP SERVER WAKE ON LAN

Device Name MAC Address Edit / Delete
Laptop-] 6E.EDE2.3E:55:B8 £Q
Laptop-2 GE: 3E:55:BA -

Al Pl
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6.2.4 WiFi

6.2.4.1 Basic

This page shows the mode of your Mesh Wi-Fi Router and allows you to configure the corresponding Wi-Fi settings.

Note: You will retain only one Wi-Fi network name and password on both 2.4GHz and 5GHz network.

Network
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6.2.5 IPv6

6.2.5.1 IPv6 Settings

IPv6 (Internet Protocol Version 6) is a next-generation IP protocol designed by the IETF (Internet Engineering Task Force) to replace the current
version of the IP protocol (IPv4). With the shortage of IPv4 resources, IPv6 will become the standard of the next generation of Internet addresses
in the near future. Compared with IPv4, IPv6 has rich IP address resources. Select Disable, Native, or Static IPv6 on dropdown menu.

PVE SETTINGS IPVE INFORMATION

Connection Type Disable v
Native

Static 1Pvh
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Connection Type 1 - Native

PWE SETTIMNGE IPVE [WF ORMATION

Conrection Type Ml .
wr Pyl WaN Settng

Auta Conliguration Erabie & D=abie
W Pyl LAN Sesting

Ersile LM ) Enrabi [sakle

LAM IPwh Address
LAN Prefos Lengih b
LAM 1Pl Prafix

Erabibe Pood Setting For Lan Host (@) Frable [sable
OHCP Poal Start 1
OHEP Poal End TO0D

LAN IFwh T 120K
R Pyl DNE Settng

Conrect 1o DNS Sarei
Automatically ») e MO
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Native

Connection Type

Native.

IPv6 WAN Setting

Auto Configuration

Enable or remain default.

IPv6 LAN Setting

Enable LAN

Toggle the switch to enable or disable IPv6 LAN.

LAN IPv6 Address

Internet Protocol Version 6 (IPv6) is a network layer protocol that enables data communications over a packet
switched network.

LAN Prefix Length

IPv6 Prefix Length is used to identify how many bits of a Gobal Unicast IPv6 Address are there in a network
packet.

LAN IPv6 Prefix

The leftmost fields of the IPv6 address along with the network bits length represented in CIDR format is known
as the network prefix.

Enable Pool Setting For Lan Host

Toggle the switch to enable or disable IPv6 LAN DHCP Pool.

DHCP Pool Start

Enter the start IPv6 address of the DHCP Pool.

DHCP Pool End

Enter the end IPv6 address of the DHCP Pool.

LAN IPv6 MTU

MTU (Maximum Transmission Unit) is the single largest frame or packet of data that can be transmitted across
a network.

IPv6 DNS Setting

Connect to DNS Server
Automatically

Toggle the switch to connect to DNS server or not.

IPv6 DNS Server 1

Enter a DNS Server address manually.

IPv6é DNS Server 2

Enter a second DNS Server address manually.

IPv6 DNS Server 3

Enter a third DNS Server address manually.
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Connection Type 2 - Static IPv6
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Static IPv6

Connection Type

Static IPv6

IPvé WAN Setting

WAN IPv6 Address

Enter Static IPv6 address.

WAN Prefix Length

Enter IPv6 prefix length.IPv6 Prefix Length is used to identify how many bits of a Gobal Unicast IPv6 Address are there in a
network packet.

WAN IPv6 Router

Enter IPv6 router.

IPv6 LAN Setting

Enable Static LAN

Toggle the switch to enable or disable IPv6 LAN.

LAN IPv6 Address

Internet Protocol Version 6 (IPv6) is a network layer protocol that enables data communications over a packet switched
network. IPv6 uses 128-bit numbering scheme (2'28) which has big enough address space for many decades to come.

LAN Prefix Length

IPv6 Prefix Length is used to identify how many bits of a Gobal Unicast IPv6 Address are there in network part.

LAN IPv6 Prefix

The leftmost fields of the IPv6 address along with the network bits length represented in CIDR format is known as the network
prefix.

DHCP Pool Start

Enter the start IPv6 address of the DHCP Pool.

DHCP Pool End

Enter the end IPv6 address of the DHCP Pool.

PD-Valid Lifetime

Prefix Delegation valid lifetime.

PD-Preferred Lifetime

Prefix Delegation preferred lifetime.

LAN IPv6 MTU

MTU (Maximum Transmission Unit) is the single largest frame or packet of data that can be transmitted across a network.

IPv6 DNS Setting

IPv6 DNS Server1

Enter a DNS Server address manually.

IPv6 DNS Server2

Enter a second DNS Server address manually.

IPv6 DNS Server3

Enter a third DNS Server address manually.
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6.2.5.2 IPv6 Information

The IPv6 status displayed as below:

Manage IPvb Settings

IPYE SETTINGS IPVE INFORBATION

IPvE Metwork Information

IPvE Connection Type: Hative-Simultaneous

WaN IPvEe Address: 2881:d638:168::a697:33FF Fe52:2ecd 2001 :d630:168: 19797 3
WAN IPvE Gateway: fegd: 5684 a6fF: fes7 1457

LAN IPve Address: 2@Ql:d638:168cC:4:a6097:33FF :Fe52:2ec5/64

LAN IPwE Link-Local Address: feB@::aco7:33ff:fesd:decs

DHCP-PD:  Enabled

LAN TPvG Prefix: 2001:d63@:168C:4::/64

oS Address: 2081 :d63@:168::2

IPwE LAN Devices List

Hostname MaC address IPve Address
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6.2.6 Multicast

IPv4/IPv6 Multicast Route allows you to configure the router to deliver traffic flows with efficient method.

Network
== Dashboard
éla  Network Manage Multicast Settings
tatus
WAN 1Pyd Multicast Route (hsabie v
LAY
1Pvl Mutticast Aoute (ksable v
Wik
IPv6 Enable IGMP/MLD Snooping Yes ® nNo

Multicast

Routng
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6.2.7 Routing

6.2.7.1 Static Route

Failover mode allows you configure the default router of device data flow. When you choose WAN as your preferred line, all the data flow of your
router will go through Ethernet WAN interface. The default router will change to WAN again after WAN interface is back on line.
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6.3 Parental Control

6.3.1 Profile

Parental control is a set of tools that allow parents to manage their child’s Internet use and restrict the access to certain content.

Parental Control

== Dashboord
don Network Manage Profile

P i !
* srental Contro w Profile List (Maximum : 18)

Profile

B Security Profile Natne Infernet Access Priority Edit'Delete

v Profiie! .. - '——‘!°
QoS

LL Profile2 ’ wsed -;/°

y  Diagnostic
O System Settings o
Z? Statlus
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1. Create a profile, in order to use the parental control features, first you need to create a profile with one device or multiple devices. You add
devices by selecting them from a list of connected devices.

1.1 Click Add Profile @ and enter a unique name. 1.2 Select the devices you would like to apply to this profile.
Add Profile Select Devices(1/8)
Profile Name ' DESKTOP
Cancel Next

Cance

Note: A device can only belong to one profile.

2. Internet access button, to manually pause the Internet access of the device(s) in a Profile, click “, immediately the specific device(s) will be
restricted from accessing the Internet and their services will be blocked. To restart internet access of the profile, click ’, the specific device(s)
will be allowed to access Internet, unless you had configured partial restrictions such as time schedule or website block.

3. Priority, ®  indicates higher bandwidth priority. When QoS is enabled and the Download/Upload Bandwidth are set properly, QoS assign
higher priority for data traffic to and from high priority devices.
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4. Time schedule, we can pause the Internet access for a specific time of day, such as sleeping time.
5. Website block, using specific keywords of the website URL and block its access.

4.1 Configure the time schedule of a Profile to control the 5.1 Enter the keyword contained in the website URL to
Internet access of the device(s) at particular times of the day. block the Profile device(s) from access any matching
website.

Content restnctions(1/16)

Manday ON (i}
K ’."va"l‘ll]!"j

p . violence °
—>an v v

Add a Keyword ©

Tuwsday
Weanesday
Thursday
Friday
Saturday

Sunday

ancel Next
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6.4 Security

Use the Security menu to configure various security functions if needed, including IPv4 Firewall and IPv6 Firewall.

6.4.1 Firewall IPv4

6.4.1.1 Common

* Enable Firewall- Display the status of firewall function.

. . . . COMMODN NET SERVICE FILTER CLIENT ACL
* Enable DoS Protection Denial-of-Service (DoS) is a common form ! )

of malicious attack against a network. The router’s firewall can protect
against such attacks by filtering unreasonable packets that could flood

. . . Enable Firewall )
and disable network with large amounts of traffic. aaadiii e : o

* Ping Request from WAN When inactive the feature the router will not Enable DoS Protection ® ves No
answer IPv4 ping requests from the Internet. This can increase
security as ping is a common method used by hackers to test

Ping Request from WAN Yos )
networks.

* Enable IGMP- Switch to turn on/off IGMP service. Enable IGMP ves (@
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6.4.1.2 Net Service Filter

The Net Service filter blocks LAN to WAN packet exchanges by setting filter rules. Black List blocks the specified network service. White List limits
access to only the specified network services.

To specify a network service to filter, enter the Source IP, Destination IP, Port Range, and Protocol.

COMMON NET SERVICE FILTER CLIENT ACL
Enable Net Service Filter ® Vves No
Filter Table List White List v

Fiitered ICMP packet types

v Network Services Filter Table (Maximurn: 32)
Source IP Port Range Destination IP Port Range Protocol Edit/Del
192.168.215.100  10000:10009 111.123.0.12 10000:10009 TCP 7@

[+

Add
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6.4.1.3 Client ACL

Client Access Control is a security feature that can help to prevent unauthorized users from connecting to your router. You can define a list of
network devices permitted to connect to the router. Devices are each identified by their unique MAC address.

COMMON NET SERVICE FILTER CLIENT ACI
Enable Client ACL ®) Yes No

v Client ACL List { Maximum : 16 )
Client Connection Type Edit/Delete
6E:EDE2:3E:55:B8 WIFI Z Q@
6E-EDE2:3E:57-CC Ethernet ZQ@

[+

Add Rule
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1. Select '® Yes to enable Client ACL.
2 Click Add Rule @

3. Select a device from the Client menu or enter the MAC address manually.
4. Click Add and — to save the rule.

5. Click the (& or @ icon beside any entry in your ACL list to remove or edit the entry.

Note: Device will work as "allow all" even though "Net Service Filter” enabled on White or Black List without any filtering rule.

Set Client ACL

Client

Mac Address BEEDEZIE ST HE

Connection Type Wil '

Cancel Add
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6.4.2 Firewall IPv6

6.4.2.1 Common

. Enable Firewall- Switch to turn on/off Firewall service.

* Ping Request from WAN- When inactive the feature Wi-Fi router will not answer IPv6 ping requests from the Internet. This can increase
security as pinging is a common method used by hackers to test networks.

* Enable MLD- Multicast Listener Discover, a network protocol used in multicast technology.

COMMON IPVE FIREWALL

Enable Firewall ® Ve No
Ping Request from WAN Yes ® No
Enable MLD Yes ® No
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6.4.2.2 IPv6 Firewall

Enable IPv6 Firewall Services will only allow IPv6 services specified in service rules list.

COMMON IPVE FIREWALL

Enable Allow Services Yes ® No

Allowed Service Rules (Maximum: 32)

v
Service Remote IP/Prefix Local IP/Prefix Port Range Protocol Edit/Del
SMTP : :
Cerv 2000:0 30001 25 e Z@
Add
v Allowed ICMPv6 Rules (Maximurm: 16)
ICMPv6 Message type Local Host Edit / Delete
6000:1 Q@

destination-unreachable

L)

Add
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1. Click Add © on Allowed Service Rules (Maximum: 32).

2. Select an IPv6 service rule from the well-known server list or

input your own rule. Set Allowed Service

3. Input service name, remote IP/prefix, local IP/prefix, port range

and protocol. Allowed Well-Known s Tl v

Server List

4. C(Click Add and — to save the allowed service rule.

Service SMTP Setyes
Remote IP/Prefix 2000::0
Local IP/Prefix 30003
Fort Range

Protocol ICh ~

Cancel Add
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Click Add © on Allowed ICMPV6 Rules (Maximum: 16).
Select the ICMPv6 message type from the list

Input local host address.
Set Allowed ICMPv6 Rules

© N o o

Click Add and — to save the allowed ICMPV6 rule.

ICMPv6 Message type ealinabo =achnbie

Local Host 60001

Cancel Apply
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6.4.3 VPN

VPN stands for Virtual Private Network. When you use a VPN, you can extend that Private Network, making it Virtual. Through a VPN, packets
are sent over the Internet through an encrypted tunnel. This tunnel makes it appear as though you are directly connected to the private network.

Security
B8 Dashboard
isa Network Manaoe VPN 3
“ Parental Comtrul - shat . ol -
a8 ! GPERVEN SERYEN aal mnu
a Security
v vd nat i Sar -
ey ;
VEN VFEN Detais ‘ 1 v
L Qs
- (A8}
‘zn Diagmostic
Connection Status Username Password Delete
a System Settings
gisconnect username ponowoed °
E Status
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6.4.3.1 PPTP Server

PPTP VPN or point to point tunneling protocol is a legacy vpn protocol. It’s still commonly used and natively supported by a large scale of routers
and clients. PPTP has a low data encryption compared to other VPN protocols. But it is quite safe to use for browsing activities and accessing

blocked sites. Enable the VPN Server and then select General or Advance Settings from the VPN Details dropdown menu to configure the VPN
settings.

PEMNVIN SERVER P CLENT
Enable VPN Serven .
/PN Details dvenced Setlngs
Canesal

Authorization Mode A ~
MPPE Enciyption W MPPEI28 & M W ¢ haEncryption

nnect 10 DS S
Atomatically o It

n 1 VINS Sevvey

maticall bl I

MRl | 444
Miu 1444

llent |P Addiess 19276802 1921680 V7 (Maormaim 10}
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PPTP Server

Enable VPN Server

Enable or disable the VPN Server.

VPN Details

Select General or Advanced settings.

Username and Password

Select General and click the Add Rule button. Input the username and password to authenticate the devices to
the VPN server. Then click the Save button.

Advanced Settings

Authorization Mode

Select Auto, MS-CHAPv1, or MS-CHAPV2.

MPPE Encryption

Select the MPPE Encryption type “MPPE-128, MPPE-40, or No Encryption”.

Connect to DNS Server
Automatically

Select Yes or No to connect to the DNS Server automatically.

Connect to WINS Server
Automatically

Select Yes or No to connect to the WINS Server automatically.

MRU

The Maximum Receive Unit (MRU) sizes are sent to the client as part of the PPTP parameters to use during the
PPTP session. We recommend that you do not change the MRU values. The incorrect MRU values cause the
traffic through the PPTP VPN to fail.

MTU

The Maximum Transmission Unit (MTU) sizes are sent to the client as part of the PPTP parameters to use during
the PPTP session. We recommend that you do not change the MTU values. The incorrect MTU values cause the
traffic through the PPTP VPN to fail.

Client IP Address

The IP address range of PPTP clients.
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6.4.3.2 OpenVPN Server

OpenVPN is a robust and highly flexible tunneling application that uses all of the encryption, authentication, and certification features of the
OpenSSL library to securely tunnel IP networks over a single TCP/UDP port. Enable the VPN Server and then select General or Advance

Settings from the VPN Details dropdown menu to configure the VPN settings. You can use the “ button to export the configuration file.
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OpenVPN Server

Enable VPN Server Enable or disable the VPN Server.

VPN Details Select General or Advanced settings.

Export OpenVPN

Configuration File Export the configuration file.

Username and Password Select General and click the Add Rule button. Input the username and password to authenticate the devices to

the VPN server. Then click the Save button.

Advanced Settings

Interface Type Select TUN to create a routed IP tunnel.

Protocol Select TCP or UDP.

Server Port The TCP/UDP port which OpenVPN server will listen on.
Authorization Mode Select the authorization mode.

VPN Subnet / Subnet Mask Configure the VPN subnet and subnet mask settings.

Local network only Select Yes or No according to the requirement.

Internet and local network Select Yes or No according to the requirement.

Encryption Cipher Select a cryptographic method. This configuration item must be copied to the client configure file as well.

64



CHAPTER 6 - SPECIFY YOUR MESH Wi-Fi ROUTER SETTINGS

6.4.3.3 VPN Client

VPN clients are used to connect to a specific VPN server and access private resources securely over a public network. This feature routes all
traffic from devices in the home network through the VPN, without having to install VPN software on each device. To start a VPN connection,

please follow the steps below:

PPTP SERVER OPENVPN SERVER VPN CLIENT
v VPN Client List (Maximum: 8)
Connection Status Description VPN Type Edit/Delete Connection

Disconnected pptptest PPTP 7 @

[+

Add Rule
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1. Click Add Rule @ Enter the parameters in accordance with your requirements.

2. Click Apply to have the rule created on VPN client list and then click to apply your changes. You can modify or remove the rules
by using the C;’ and ° icons. Click the m button to activate the connection.

Note: The maximum number on VPN Client list is 8 rules

VPN Type - PPTP

VPN Client » VPN Type Select the VPN Type PPTP from the dropdown
A menu.
Enable Default Route Enable default route if requires.
VPN T'_-'[)r‘ PP v
Description Specify the name.
Enable Default Route ® e No
VPN Server Enter the server name or server IP of the VPN
Server.
oescnption Wrtasat
pptptest
Username Enter the username.
VPN Server 10.10.160.183 Password Enter the password.
Username A caaAe PPTP Options Select the PPTP  Options  Auto/No
beaiiaan Encryption/MPPE 40/ MPPE 128 from the
dropdown menu.
Password password456
PPTP Options u v
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VPN Type

Enable Default Route

Description

VPN Server

Usermame

Password

Cancel

VPN Type - L2TP

VPN Client

® VYes No

12tptest

10.10.160.183

usemamel 23

password456

VPN Type

Select the VPN Type L2TP from the dropdown
menu.

Enable Default Route

Enable default route if requires.

Description Specify the name.

VPN Server Enter the server name or server IP of the VPN
Server.

Username Enter the username.

Password Enter the password.
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VPN Type - OpenVPN

VPN Client

VPN Type OpenVEN

Enable Default Route 0

openvpntest

Usermname usemamel23
Pasaword password456
import .ovpn File client ovpn
Hequest CA/Key . Yeq No
import CA File No file selecied

Upload

Cancel Apoly

VPN Type

Select the VPN Type OpenVPN from the
dropdown menu.

Enable Default Route

Enable default route if requires.

Description Specify the name.
Username Enter the username.
Password Enter the password.

Import .ovpn File

Select the file exported from the OpenVPN
server. Then click the Upload button.

Request CA/Key Use the Yes/No radio button to request the
CA/Key if requires. Then configure the detailed
options.

Import CA File Select the specific CA file you would like to
import. Then click the Upload button.

Edit CA/Key Manually edit the content of Certificate

Authority, Client Certificate, Client Key, and
Static Key.
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6.5 QoS

Quality of Service (QoS) is a feature that gives different priority to different traffic stream. So when you have a lot of family members using Internet
at the same time, the person with QoS priority will have a guaranteed Internet experience.

QoS does not really give you a bigger Internet bandwidth. It works by slowing down low priority traffic to yield the bandwidth to high priority traffic.
So if you give everyone high priority, then no one has priority. This mechanism works best if only one person at home with critical task get the
priority. For example, if Dad works from home with important business video call while everyone else is playing games, then you can give Dad the
priority to make sure his meeting is smooth. Or maybe one kid is playing real time online game and he gets a big jitter delay and can’t win often.
Then you can give him the priority, so he can win the game.

o Dsabbosrd

‘x‘ Hmtaws Ma e

* Parental Controd

a Securtly S

v °
lz Uisghoatc

o Sretem Semtngs

g
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6.5.1 Basic

To enable QoS feature in Dynalink router, you can configure from both, APP or Web UlI. First you should enable the master QoS setting and specify
maximum upload and download bandwidth. So the QoS logic can start to drop low priority traffic when total bandwidth is approaching the limit. If
the maximum bandwidth number is set too high, QoS will not kick in, if the number is set too low, QoS logic will start to drop packets too early. The
more accurately the max bandwidth is set, the better the QoS function works. We suggest to use a speed test tool. There are many free tools on

the Internet you can use or you can check with your ISP.

QoS Enable ® VYes No

v Speed Limitation
Download bandwidth 100 Mbps
Upload bandwidth 100 Mbps
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After you enable the master QoS setting, you have to go to Parental Control profiles to choose which ones will be granted priority access to

bandwidth. Slide on/off the priority switch for each profile.

v Profie List (Maximum ; 16)
Profile Name Internet Access Priority Edit/Delete
Protect 'l (& °

Adad Profle

Note: If you want to disable QoS and give everyone a fair priority, you simply need to disable the master QoS setting. Remember that QoS
effectiveness is higher if less devices have the priority function, pay attention to the amount of devices per profile.
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6.6 Diagnostic

6.6.1 Diagnostic Tools

Diagnostic tools allows you to run a Ping, Traceroute, Nslookup and Ping6 tests with the router. Enter the IP address to use for the test and then
click “ results are displayed in the diagnostic box.

Diagnostic

88 Dashboard
Manage Diagnestic

;& Network

’ Parental Controd
a Secunty Method e v
L oos

,", Disgnastic

Disgnoatic Tools

Sysiog
S [ Olsgrove_|

Status PING e . google.com (547,.251.43.4) 55 data bytes

o

84 Dytes Froe 142.251.3% 40 teqed trlells tisess #75 m
B4 Syter froe 142,251 .40.4: segel ttinlll tises3. 200 ms

&4 Tytes Troe 140 251 .43, .4 seg=d ttivlls tisez3 340 m

WL googie . com ping stetisztics

F packats tranamitted, § pactets recalved, @S packat Loas
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6.6.2 Syslog

System logs, track local events on your Mesh Wi-Fi Router. You can click “ to clear the content of the system logs. You can save logs

by clicking — or Click to update the logs content.

WA T TO0

system Time Thu Novw 4 18 : 40 : 27 2921

Up Time 010 234 360 08
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6.7 System Settings

Various administrative functions of your router can be configured from the System Settings menu, including the Web Ul login password,
date & time settings, backup, firmware and system logs.

System Settings

B2 ODashboard
‘& Network Manage System Settings

Parental Comtrol
REBOOT ONFIGURATION A RESET FIRMWARE LED LIGHT

Secumty

qa P ®

Qos

Ussmname acmar

Diagnostic

& Be

i Old Passwoard
Password & Time2one

Reboot

Configutatn & Reget

Fammans

LED gt

ﬁ Status
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6.7.1 Password & Timezone

System Password- The password function allows you to change the login password for the router's Web UI. It’s essential to change this password
for the security of your router. Use hard-to-guess password which include combinations of numbers, letters and symbols, and change your

password regularly.

1. Enter the old password for authentication.

2. Enter your new password in the New Password field and again to confirm, and select — to save the new settings.

SSWORD & TIMEZONE REBOOT CONFIGURATION & RESET FIRMWARE LED LIGHT

v System Password

Username admin

Old Password

New Password

- D R
Confirm Password Show Password
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Time Zone- Set the time zone for your router. You can use a Network Time Protocol (NTP) which synchronizes the date and time with public time
servers, or the router can get the date and time automatically based on your selected time zone.

1. Select your time zone from the drop-down menu.

2. If you want to use NTP to synchronize date and time with
public time servers, enter the NTP Servers and Save Time Zene MT-08:00) Amenca/Los Anatles «
settings.

3. Set the Time Zone back to Automatic to use the selected
time zone automatically, and save the settings.

NTP Server Edit / Delete
45 pool ntp.oig /@
notth-amesica pool mp oeg rd-)
fime mst.Q _’.I°
poal nip.o1g 7Q

()
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6.7.2 Reboot

Reboot the router by press _ button.

PASSWORD & TIMEZONE AEBOOT CONFIGURATION & RESET FIRMWARE LED LIGHT

System reboot Apply
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6.7.3 Configuration & Reset

The Configuration & Reset page enables you to save/upload the router’s current settings as a file to your local computer, or upload your router to
previously saved settings by loading a backed up file. You can also reset the router back to factory default settings. If the router malfunctions or is
not responding, then it is recommended that you first reboot the device (press the reset button for 1 second), and if still experiencing problems
reset the device back to its factory default settings. You can reset the router back to its default settings using the Reset button on the back of the
router (press and hold for 7+ seconds).

PASSWORD & TIMEZONE REBOOT CONFIGURATION & RESET FIRMWARE LED LIGHT

v (-:"11’:"1(‘,|1’.|T':H)

Restore from File No file selected m Upload

v Hesst

Reset 1o Default Reset to Default
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Note:

1. Reboot the device — press the reset button for 1 second;

2. Reset the device back to its factory default settings — press and hold for 7+ seconds.

Configuration

Save to File

Click the Save button to copy of your current settings and download configuration file to your local computer.

Restore from File

Restore saved settings from a configuration file. Choose Select File to locate a previously saved settings file
on your computer. Select it to restore to your router.

Reset

Reset to default

Revert all the settings to factory default values. Select Reset to default button to revert your router to the
factory default configuration. This resets all settings.
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6.7.4 Firmware

The Firmware page displays your router’s firmware version and hardware version information and can upload firmware manually when select a
valid firmware to update it.

PASSWORD & TIMEZONE KREBOOT CONFIGURATION & RESET FIRMWARE LED LIGHT
v Firmwara Information

Product 1D DL-WME38

Hardware Version REV1

Firmware Version installed 0.00.01.177
v Upgrade from Internet

Check new fiimware

v Upgrade Manually

Upgrade from file No file selected
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6.7.5 LED Light

This page allows you to enable or disable the LED on your router.

PASSWORD & TIMEZONE REBOOT CONFIGURATION & RESET FIRMWARE LED LIGH]

LED ON af
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6.8 Status

Network Status displays the status of the network across 7 categories: Wireless, DHCP Lease, Routing Table, Port Forwarding, Connection
List, Snooping Table, Blocked Users. Information is listed in Network Status for reference as described below:

slatus
28 Dashboard
il Network Siatus
i Paresial Control
] DMHCF LEASE ROUTING TABRLE PORT FOIMWARDING COMNMECTION LIOT
[—
B Security
SNOOMNG TARLE BLOCKED USSR
L Qos
L ADKI CUENTY WOMI CLIENTS
¢a. Diagneatic
ﬁ System Settings
intartace 1
. wtha IEEE 202 1leng P55I0 “Oynalink-D3-3.40°
:s‘ Status o
- Mode  Mettar Fregquenty | 2.862 0K  Azcwss Faint: Be:7H171:12:84:D
Bit Rate 285 8 Mu/s Tx-Power:ls 48
Wireless 91t Rate:285.8 Mo/s One 5 L)
RATS the: off Frageent thrioff
DHCP Lense Encryption key SC43-PISA-SEEF-PAAS-4505-BC28-0373-98CE Securit

Pewer Management (off
Rowting Tabis A X . -Re” A
Link Quality=0/94 Signal levels-54 28n NOlte levels+34 dBm (BD

Port Farwarding Mx invalld suld 83188 Rx fnvalld crypt:@ Ry lrvalld fragie

Te excessive retries:d Invalld misce@ Missed Daacon B
Conpectan Lt
anoay u._;’;'n—
ceations Lisse
Blocked Users ssssssssssass
AN AN C=AM TYRATF BYNATF NSAT MYMNRASY MAVYECCSY T b Teddn
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6.8.1 Wireless

Displays your router's Wi-Fi information for both 2.4GHz & 5GHz frequencies. Includes network name (SSID) and radio & channel information. To
edit these Wi-Fi settings go to Network > Mesh Settings.

WIRELESS DHCP LEASE ROUTING TABLE PORT FORWARDING CONNECTION LIST
SNOOPING TABLE BLOCKED USERS
2.4GHZ CLIENTS SGHZ CLIENTS

P

interface 1:

athe IEEE 802.11axg ESSID:"Dynalink-D2-2.4G6"
Mode:Master Frequency:2.462 GHz Access Point: 80:78:71:12:84:D:
Bit Rate:2B6.8 Mb/s Tx-Power:25 dBm
RTS thr:off Fragment thr:off
Encryption key:1928-D36(-FCBB-F699-05E4-8663-2778-7091  Securit:
Power Management:off
Link Quality=0/94 Signal level=-94 dBm Noise level=-94 dB8m (BDI
Rx invalid nwid:3@3625 Rx invalid crypt:@ PRx invalid frag:e
Tx excessive retries:® Invalid misc:® Missed beacon:®
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6.8.2 DHCP Lease

Displays the DHCP address allocation, including MAC, IP and Hostname.

WIRELESS OHCP LEASE ROUTING TABLE PORT FORWARDING CONNECTION LIST
SNOOPING TABLE BLOCKED USERS
MAC IP Hostname
3e:7¢:3fbb:b0:34 192.168.216.100 Laptop-]
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6.8.3 Routing Table

Displays the Wi-Fi router’s routing table information including IPv4 and IPv6 routing table.

WIRELESS DHCP LEASE ROUTING TABLE PORT FORWARDING CONNECTION LIST

SNOOPING TABLE BLOCKED USERS

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Ifac
e.2.0.9 10.1€.160.1 0.9.0.0 uG e 0 2 ethe
10.16.166.0 0.e.2.0 255,255.255.0 U e 0 ethe
19.1@.1606.1 0.0.0.9 255.255,255.255 UH 0 [} 0 ethe
192.168,216.0 0.0.0.9 255.255.255.90 U 0 e 2 br-]
192.168.217.0 0.0.0.@ 255.255.255.6 U 2 e 2 br-l

Kernel IPv6 routing table

Destination Next Hop
i:/@ 24

/0

/0
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6.8.4 Port Forwarding

Displays the router’s Port Forwarding Rule including service, port range, local IP/port, protocol and status. To edit port forwarding settings go to
Network > WAN > Port Forwarding.

WIRELESS DHCP LEASE ROUTING TABLE PORT FORWARDING CONNECTION LIST
SNOOPING TABLE BLOCKED USERS
Service Port Range Local IP/Port Protocol  Status
SNMP Server 161 192.168.216.100/161 uDP On
DNS Server 53 192.168.216.100/53 TCP On
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6.8.5 Connection List

Displays Network, protocol, status, source and destination of the device connected to router.

WIRELESS DHCP LEASE ROUTING TABLE PORT FORWARDING CONNECTION LIST
SNOOPING TABLE BLOCKED USERS
Network Protocol Status Source Destination
ipva tcp TIME_WAIT 127.00.1.60486 127.001:7777
ipvé tep CLOSE 192,108.210.116:0, 95 168.216.1:80
3109
ipva tep TIME_WAIT 127.0.0.1:60484 127.0.0.1.7777
ot &b csrapusHep  1010.160.77:4417108177.97 20688
0 83
iovd tcp CLOSE ;;"fs' 68.216.118:8, 4, 168.216.1:80
ipva tep ESTABUSHED |02 108.216.1188, 45 165 216.1:80

3143
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6.8.6 Snooping Table

Enable Multicast (Network > Multicast) first and see the status of delivering traffic flows.

WIRELESS DHCP LEASE AOUTING TABLE PORT FOAWARDING

SNOOPING TAHLE BLOCKED USERS

NUM GROUP
1 239.255.102.218
|--Source Mode:Block Listed Sources

--Num of Sources:9

IPv4 Router Ports: None

NUM  GROUP

IPv6 Router Ports: None

CONNECTION LIST
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6.8.7 Blocked Users

Displays the router’s block users.

WIRELESS DHCP LEASE ROUTING TABLE PORT FORWARDING CONNECTION LIST
SNOOPING TABLE BLOCKED USERS

MAC Blocked By

B4.EE.GE.55.66.A8B Firewall Client ACL

B4:EE.GE:55:66.AC Firewall Client ACL
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* What is Wi-Fi 6?

Starting in 2019, in order to simplify the name, WFA (Wi-Fi Alliance) used numbers to name the new standard, so the name Wi-Fi 6 appeared.

802.11ax (11ax), which is also known as Wi-Fi 6. 11ax features 1024-QAM which provides high-throughput in both 2.4 GHz and 5 GHz bands, and
supports MU-MIMO & Orthogonal Frequency Division Multiple Access (OFDMA) to improve the channel capacity and efficiency, enabling more

clients to access the AP.

7. FAQ

e What is the difference between Wi-Fi 6 and Wi-Fi 5?

Institute of Electrical and Electronics Engineers (IEEE) wireless Wi-Fi 6 (802.11ax) standard is the successor to the IEEE Wi-Fi 5 (802.11ac)
standard. Wi-Fi 6 addresses the increasing number of devices in individual networks. Wi-Fi 6 operates in the 2.4 and 5 GHz bands and features

improvements in throughput, multiple-device support, and Wi-Fi spectrum efficiency.

Published Year Wi-Fi Wi-Fi Standard Frequency Band
1997 1st generation IEEE 802.11 (Wi-Fi 1) 2.4GHz
1999 2nd generation IEEE 802.11a 5GHz
IEEE 802.11b (Wi-Fi 2) 2.4GHz
2003 3rd generation IEEE 802.11g (Wi-Fi 3) 2.4GHz
2009 4th generation IEEE 802.11n (Wi-Fi 4) 2.4GHz or 5GHz
2013 5t generation IEEE 802.11ac (Wi-Fi 5) 5GHz
2019 6t generation IEEE 802.11ax (Wi-Fi 6) 2.4GHz or 5GHz
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CHAPTER 7 - FAQ

* How to reset DL-WME38 router to factory default settings?

A factory reset will restore all the settings to default status just like you firstly got the router. Make sure you have already backed up the configuration
before using the process of reset to default to fix other issues. Factory reset could be done via the reset button on the back side of the router (See
3. Let‘s get started for the location of each interface). Press and hold the button for 7 seconds. You will see the power LED starts flashing blue
and then lights off in a few seconds. After that, the router will reboot automatically. You can see all the configurations become default status when
the process is completed. In another way, you can also reset the router to default via Web Ul and APP. Go to System Settings > Configuration
& Reset and click the Reset to Default button. The router will automatically start the factory reset process.

 What if | forgot my login password?

If you forget the default login password (you haven't changed the password before), please refer to the product label which is located on the bottom
of the router. Use the username, password, and url to access the web Ul. But, if you changed the default password before, you will first need to
reset the router to default. All settings will be lost. Then use the default password to access the web Ul.
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 How to update the operating system to the latest firmware version?

Launch a browser and log in to the web user interface. Navigate to System Settings > Firmware and see the configuration settings of Upgrade
from Internet. Use the Check button to inspect the latest firmware version. An information prompt will help you to check if the router needs to be
upgraded or not. Then click the Update button and proceed to firmware update process. This will cause the router to reboot in a few seconds.
When all the loading process is completed, log in to the web user interface again. You will see the firmware version is up to date.

Note: If you have problems resolving router issues by the solution described above, please contact Dynalink’s technical support via this website
https://dynalink.life/.
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CHAPTER 8 - TROUBLESHOOTING

8. Troubleshooting

If you are having problems with your router, try these basic steps in this section before looking for further solutions.

« Computer is disconnected from the router.

Your computer might have lost the connection to the router due to interference, system updates, or any number of reasons. If your computer is still
not connected, try to disconnect and establish the connection to the router's Wi-Fi again and make sure the Wi-Fi password is correct. Or use an
Ethernet cable to connect to the router's LAN port directly. Follow the steps in 4. Configure your Router for more help.

 Can‘t connect your computer or mobile to the Wi-Fi network.

The Wi-Fi signal strength is an influential Factor that affects the connection stability between your devices and router. Try to use the following
solutions to improve the Wi-Fi connection quality:

- Move your devices closer to the router to boost Wi-Fi signal. On the other side, you may avoid placing the router close to household appliances
that may cause interference on your 802.11 wireless network, e.g. microwave ovens, radio transmitters, cellular transmitters, or wireless
devices operate at 2.4GHz/5GHz that emit electromagnetic waves. Also, some types of barrier will weaken Wi-Fi signal, such as metal,
bulletproof glass, concrete, plaster, marble, brick objects and appliances.

- When you start to use Dynalink APP, the step-by-step instruction direct you to complete router setup including establishing Wi-Fi connection
between your mobile and router. For your convenience, Dynalink APP allows you to scan the QR code located at the bottom of Router to
establishing Wi-Fi connection without entering password. However, if the default SSID has been modified, you will need to operate manually
instead.

- Try to avoid using special characters when you configure wireless network name and password. It is suggested to use a combination of only
English letters and numbers.
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9. Technical Specification

*  Wireless 10200Mbps: 4800 Mbps (6 GHz) + 4800 Mbps (5 GHz) + 600 Mbps (2.4 GHz)
e 4X4 MU-MIMO, OFDMA, 1024-QAM, BSS-Coloring, WPA3, IPv6

* 1 Gigabit L AN Ports + 1 Gigabit WAN Port

*  Support Protocol 802.11a/g/n/ac/ax/k/v

* Antenna: 2x2 2.4G/6G dual-band antenna, 4x4 5G single-band antenna, 2x2 6G single-band antenna.
e Support 160MHz on 5GHz and 6GHz Radio

* Power, Reset to default, WPS Button

* Dimensions: W 90.8 x H 197 x D 122.8 mm

* Operating Voltage: 12V/3A DC adaptor (100V~240V, 50 Hz ~ 60 Hz)

*  Maximum Power Consumption: 25.2 Watts

* Temperature: Operating: 0 °C ~ 40 °C, Storage: -40 °C ~ 85 °C

*  Humidity: Operating: 5% ~ 90% RH, Storage: 5% ~ 95% RH
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10. Regulatory Compliance Notices

Class B Equipment

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's
authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may cause undesired operation.
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For product available in the USA/Canada market, only channel 1~11 can be operated. Selection of other channels is not possible.

The operation of this device is prohibited on oil platforms, cars, trains, boats, and aircraft, except that operation of this device is
permitted in large aircraft while flying above 10,000 feet.

Operation of transmitters in the 5.925-7.125 GHz band is prohibited for control of or communications with unmanned aircraft systems.
This device is restricted for indoor use.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be
installed and operated with minimum distance 20cm between the radiator & your body.
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