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1 ABOUT THIS GUIDE

This document provides a comprehensive guide on how to configure the Sentrius™ RG191+LTE gateways to suit the intended
application. It covers all the Sentrius™ RG191+LTE functionality, including Ethernet, Wi-Fi, LoRa and LTE configurations. It
also provides instructions for setting up the gateway on a LoRa network server.

2 INTRODUCTION

2.1 Product Overview

Laird’s Sentrius™ RG191+LTE LoRa-Enabled Gateway is the ultimate in secure, scalable, robust LoRa solutions for end-to-
end control of your private LoRaWAN network. Leveraging Laird’s field-proven and reliable 50 Series Wireless Bridge certified
module, it also offers enterprise dual-band Wi-Fi and wired Ethernet for complete design freedom. Based on the Semtech
SX1301/SX1257 chipset designs, it offers a LoRa range up to ten miles and pre-loaded LoRa Packet Forwarder software,
perfect for highly scalable, flexible 0T networks. The Sentrius RG191+LTE Gateway works with Laird’s Sentrius™ RM1xx
Series LoRa+BLE certified modules for simple out-of-the-box integration and is compatible with third-party cloud and LoRa
partners, as well as any LoRaWAN-certified client devices.

LoRa and Wi-Fi antennas
LEDs

Mounting holes

User button

pPwWNE

133 mm

Figure 1: Top of the Sentrius™ RG191+LTE gateway

DC power input
User button

Reset button

SD card slot
Ethernet connector

© 0N O;

Figure 2: Side panel of the Sentrius™ RG191+LTE gateway

https://www.lairdconnect.com/ 6 Americas: +1-800-492-2320
© Copyright 2020 Laird Connectivity. Europe: +44-1628-858-940
All Rights Reserved Hong Kong: +852 2923 0610



Sentrius RG191+LTE Laird J» CONNECTIVITY

User Guide

2.2 Specification

Chipset LoRa® Semtech SX1301/SX1257
Bluetooth® Cambridge Silicon Radio CSR8811 A08
Wi-Fi Qualcomm Atheros QCA6004

Wireless Characteristics Wi-Fi Spatial Streams 2x2 MIMO
Wi-Fi Frequencies 2.4 and 5 GHz operation

Conducted Maximum Transmit Power

: - 802.11a (UNII-1, UNII-2A, UNII-2C) or CH 36 — CH140
Note: Transmit power on each channel

varies according to individual country 6 Mbps 17.dBm
regulations. All values for lowest data 54 Mbps 14 dBm
rate are nominal, +/-2 dBm.
Others are +/-2.5 dBm 802.11a (UNII-3) or CH 148 — CH 165
6 Mbps 15 dBm
Note: 54 Mbps 14 dBm
HT40 — 40 MHz-wide channels
HT20 — 20 MHz-wide channels 802.11b
1 Mbps 17 dBm
11 Mbps 17 dBm
802.11g
6 Mbps 17 dBm
54 Mbps 14 dBm
802.11n (2.4 GHz)
6.5 Mbps (MCS0) 17 dBm
65 Mbps (MCS7) 13 dBm

802.11n (5 GHz) (UNII-1, UNII-2A, UNII-2C) or
CH 36 — CH140
6.5 Mbps (MCSO0, HT20) | 17 dBm
65 Mbps (MCS7, HT20) | 13 dBm
(MCSO0, HT40) 14 dBm
(MCS7, HT40) 11 dBm

802.11n (5 GHz) (UNII-3) or CH 148 — CH 165
6.5 Mbps (MCS0, HT20) | 15 dBm
65 Mbps (MCS7, HT20) | 12 dBm

(MCSO0, HT40) 14 dBm
(MCS7, HT40) 11 dBm
Bluetooth Low Energy
1 Mbps 6 dBm
Wi-Fi Radio 802.11a
Conducted Typical Receiver 6 Mbps -92 dBm
s 54 Mbps -74 dBm (PER <= 10%)
Sensitivity
Note: All values nominal, +3 dBm 802.11b
o ' ' 1 Mbps -94 dBm
Variant by channels. 11 Mbps -87 dBm (PER <= 8%)
802.11g
6 Mbps -91 dBm
54 Mbps -74 dBm (PER <= 10%)
802.11n (2.4 GHz)
6.5 Mbps (MCSO0) -91 dBm
65 Mbps (MCS7) -71 dBm
https://www.lairdconnect.com/ 7 Americas: +1-800-492-2320
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802.11n (5 GHz HT20)

6.5 Mbps (MCSO0) -92 dBm

65 Mbps (MCS7) -71dBm
Bluetooth Low Energy

1 Mbps -86 dBm

LoRa - Wireless
Characteristics

LoRa Frequencies, LoRaWAN Region,
UL/DL, Laird part number

us ‘ 902 — 928 MHz (LoRaWAN US902-928, UL) — RG191

LoRa Radio Conducted TX Power
(at -40°C)
(RG191 plus AS915 & AU923 variants)

us ‘ 28 dBm (max entry in Radio TX Power Table)

LoRa Radio Conducted RX Sensitivity
(RG191 plus AS915 & AU923 variants)

-127 dBm (Bandwidth = 125 kHz, Spreading Factor = 7, DRO)

LoRa Radio Conducted TX Power
(at -40°C) (RG186)

Supports TX power as per ETSI Frequency bands
25 dBm (max entry in Radio TX Power Table)
-3 dBm (min entry in Radio TX Power Table)

LoRa Radio Conducted RX Sensitivity
(RG186)

-125 dBm (Bandwidth = 125 kHz, Spreading Factor = 7, DRO)
-123 dBm (Bandwidth = 250 kHz, Spreading Factor = 7, DR6)

Interfaces Wired Ethernet - RJ45 Connector
Wireless Wireless
Power Supply Voltage 12V/1A
Power Adapter External DC Power Supply (has 12V /2A rating) with regional
plug adapter
Security Wi-Fi Standards — WEP, WPA, WPA2
Encryption — WEP, TKIP, AES
EAP Types — EAP-FAST, EAP-TLS, EAP-TTLS, PEAP-GTC,
PEAP-MSCHAP, PEAP-MSCHAPV2, PEAP-TLS, LEAP
Software Operating System Embedded Linux, 4.x Kernel
LoRa Packet Network Forwarder with default support for the
following:
= The Things Network with Semtech Basic Station or UDP
forwarder
= Stream communications with UDP forwarder
= ChirpStack with UDP forwarder or Semtech Basic Station
= Senet through legacy Semtech UDP or proprietary Senet
forwarder
Configuration Web-based interface via Ethernet/Wi-Fi
Physical Dimensions 133 x 275 x 30 mm (enclosure only)

Environmental

Operating Temperature

-30° to +70°C

Note: The RG191+LTE gateway operating temperature range
is limited to -30° to +70°C due to the supplied external
power supply. The RG191+LTE gateway without the
external power supply is certified for -40° to +85°C.

Approvals (RG191+LTE)

FCC - Contains FCC ID: SQG-WB50NBT

IC - Contains IC ID: 3147A-WB50NBT

FCC - Contains FCC ID: SQG-1001

IC — Contains IC ID: 31347A-1001

FCC - Contains FCC ID: SQG-RG191INALTE
IC — Contains IC ID: 3147A-RG191NALTE

Wi-Fi Antenna

Model

Laird MAF94051

Type

Dipole

https://www.lairdconnect.com/
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Connector

RP-SMA

Antenna Gain

2.1 dBi (2.4-2.5 GHz), 2.4 dBi (4.9 GHz) 2.6 dBi (5.25 GHz),
3.4 dBi (5.875 GHz)

LoRa Antenna Model Laird 001-0002 (902-928 MHz) used with RG191+LTE
Type Dipole
Connector RP-SMA

Antenna Gain

2.0 dBi (863-870 MHz) used with RG186
2.0 dBi (902-928 MHz) used with RG191 plus AS915 and
AU923 variants

LTE Antenna Model Laird Megablade: DBA6927C-FSMAM
Type Dipole
Connector RP-SMA
Antenna Gain Upto 2.2dBi
Accessories Included 1 x 902-928 MHz antenna
1 x LTE antenna
2 x 2.4/5 GHz Wi-Fi antennas
1 x External DC power adapter
Enclosure Standard Moulded plastic housing
Warranty One-year warranty

2.3 Ordering Information

Table 1: Orderini information

450-00107-K1 Kit, Sentrius RG191 Gateway, LTE, CAT-1, NA

450-00109-K1 Kit, Sentrius RG191 Gateway, LTE, CAT-1, NA, IP67

690-1002 Pole Mount Bracket - Accessory for 450-0190, 450-0191 or 50-00109-K1
690-1003 Wall Mount Bracket - Accessory for 450-0190, 450-0191 or 450-00109-K1
https://www.lairdconnect.com/ 9 Americas: +1-800-492-2320
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3 CONNECTING THE HARDWARE

3.1 Connect the Gateway

To use the gateway, you must power up the gateway and access the web interface via the Ethernet port. To do this, follow
these steps:
1. Follow the label on the box and connect the three antennas. Refer to Antenna Configuration for additional information.
2. Connect the power supply (see #2 in Figure 3).
3. Connect the gateway to your router (#3 in Figure 3) using the Ethernet cable (#1 in Figure 3).
Alternatively use the Wi-Fi Quick Config mechanism. Refer to Wi-Fi Quick Configuration for additional information.

Your gateway is now connected and ready.

o 0o o 0o 0 o o0 o©

Figure 3: Connecting the gateway

3.1.1 Antenna Configuration

To configure the antenna properly, do the following:

1. Attach the two shorter antennas to the 2.4/5.5 GHz (Wi-Fi) ports.
2. Attach the third and longer antenna to the 868 MHz/900 MHz (LoRa) port.

Wi-Fi LoRa

https://www.lairdconnect.com/ 10 Americas: +1-800-492-2320
© Copyright 2020 Laird Connectivity. Europe: +44-1628-858-940
All Rights Reserved Hong Kong: +852 2923 0610



Sentrius RG191+LTE Laird J» CONNECTIVITY

User Guide

3.1.2 Wi-Fi Quick Configuration

Note:  This feature only works with firmware version 93.7.2.9 and newer. Please verify your Gateway firmware version
number and, if required, upgrade to a current version. Refer to Updating Gateway Firmware for additional information
regarding this upgrade.

The gateway includes a mode to allow you to configure without ethernet access, in the case that you wish to join a wireless
network.

Apply power to the gateway and allow to start, then perform the following:

1. Depress and hold the user button (see #2 in Figure 2) for seven seconds.

2. From a wirelessly enabled device perform a scan.

3. Connect to the access point RG191+LTE29378B, where 29378B are the last six digits of the Ethernet MAC address
found on the label on the bottom of the gateway (Figure 4).

The network is secured with WPA2 with a password that is the same as the SSID. We recommend that you change the
default password for security reasons. The password can be changed on the
Wi-Fi > Advanced web page.

Upon logout or client disassociation, Wi-Fi Quick Config shuts down and normal operation resumes.

4 LOG INTO THE GATEWAY

To log into the gateway web interface, follow these steps:

1. Determine the last three bytes of your gateway’s Ethernet MAC address. This can be found on the label on the bottom
of the gateway; the last three bytes are highlighted (Figure 4).

- - % ~ Bl f— Sub-Assy: 450-00013
| - Rev: R
i D15 MMz Imtellipent Gatewsy inchuding

LoRAWAN, Wi-Fi, Bluetooth, and Ethernet D/C: 0119412

902-928MHz LoRaWAN Gateway
Including Wi-Fi, Bluetooth, and Ethernet

Senart Tachnology, Delivered. Laird I C I '(C:
Contains FCC 101 SQ8-WEIONET Ethernet MAC ID: CO:EE:40,29:34:B8 e T
Contalns IC: 31474 WBSONET WiFi MAC ID: CO:EE:40:0A:DF :95 Sentrius'” RO19) S0z JEM
Contains FOC ID: $Q6-1001 DevEUI: CO:EE:40:FF:FF:29:34:88 User Name: semtriva, Pasaword. RG1ax

ins 1€: 314741401 Contains FCC ID: SGG-WBSONBT asy. aso-orra

Ethamat MAC I0: 00:EE:40:Z0:07:00 = Contains FCC ID: 5GG-1001 Rev: R
WIFI MAC 1D: COMEE:40:0A:D9:49 Contains IC: $147A-WBSONAT (] e ]
M2 EUI: CO:EE:30:FF:FF:25:37:88 Contains IC: 3147A-1001
woarw, Lalrdtech.com/RG Lux_Gotting_Started E
User Name: sentrius 0117174 E
Password: RGLox

Figure 4: Bottom label (Standard GW - Left, AS923 & AU915 Region Supported/Latest Version — Right)- last three bytes of
the Ethernet MAC address highlighted

2. Enter the URL into the web browser to access the web interface. For example, for the gateway used in this guide, the
URL is https://RG191+LTE29378B.local., where “29378B” are the last six digits of the Ethernet MAC address. In Wi-Fi
quick config mode, the gateway can also be accessed via the IP address at https://192.168.1.1

3. Accept the self-signed security certificate in the browser.

4. Click Advanced (Figure 5).

https://www.lairdconnect.com/ 11 Americas: +1-800-492-2320
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Privacy error X\

€ C | A Notsecure | baps//10.16.1309

Your connection is not private

Attackers might be trying to steal your information from 10.16.130.9 (for example,
passwords, messages, or credit cards). NET:ERR_CERT_AUTHORITY_INVALID

Figure 5: Web interface — first screen

5. Click Proceed (Figure 6).

Privacy error x

& - C A Notsecure | b#%//10.16.1309

Your connection is not private

Attackers might be trying to steal your information from 10.16.130.9 (for example,
passwords, messages, or credit cards). NET:ERR_CERT_AUTHORITY_INVALID

HIDE ADVANCED Back to safety

This server could not prove that it is 10.16.130.9; its security certificate is not trusted by
your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection. Learn more,

Broceed to 10.16.130.9 (unsafe)

Figure 6: Web interface — second screen

6. Log on using the following default credentials:

Username: sentrius
Password: RG1xx

La"'d) Dashboard  LAN  WiFi LoRa  Seflings

Login
Usemame

Password

Figure 7: Gateway interface login screen

https://www.lairdconnect.com/ 12 Americas: +1-800-492-2320
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After logging in, the program warns you to change the default credentials for security reasons (Figure 8).

Laird 5 RN o wA G e Logout
System LoRa
Modsl Number RGxx Disconnected @
Firmware Vorsion  Laird Linux wb45n-laird-3 5 4.1 Region Code  US
Fiwers updets svalible PR

Gateway EUI  AwesomeSauce

LoRa Server 1231561891 457

WiEi AN
Connected @ Connected @
1P Address 192168127 1P Address 101612212
MAC Address 0025CAD0807 1Pv4 Enabled true
SSID  BestWiFi MAC Address AA BB CC DD EE FF

Signal Strength 50

You should change your password! Click to change password

v A Aus Upaate Logs

Figure 8: Change the default credentials

Only one login session is allowed at a time. If there is another active session active, the program warns you before
allowing you to take over the session (Figure 9).

Laird

Figure 9: Active session warning

7. Click Continue to log in.

https://www.lairdconnect.com/ 13 Americas: +1-800-492-2320
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5 LTE CONNECTION SETUP

6 LAN CONNECTION SETUP

The LAN menu allows selections for configuration and status of the IPv4/IPv6 wired network. The current status of the IPv4
network is also displayed. To access this section, click LAN in the page menu.

6.1 IPv4 Configuration

The first page for configuring the Ethernet LAN connection is the IPv4 Configuration page. There are two basic modes of
operation — DHCP and Static. These are selected in the IP Address Acquisition Method drop-down box (Figure 10). The
gateway factory default setting is DHCP.

La“'d »  Oastocar R WiFi LoRa  Setings
IPv6 Configuration
IP Address Acquisition Method
Advances d static
Device IP Address External Gateway IP
Wired LAN Connected: ~frue
10.16.122.12 10.16.120.1
1P Address:  10.16.122.12
BroadcastIP Device Subnet Mask
IP Address Method ~ dhcp
10.16.123.255 255.255.254.0
DNS Servers
DNS Server 11P
10.16.5.160 Remove
DNS Server2IP
5883 Remove

Figure 10: IPv4 Configuration page

= DHCP - When in DHCP mode, all settings are provided by the DHCP server. All configuration settings (except IP
Address Acquisition Method) are greyed out. IP values provided by DHCP are displayed but cannot be changed.

=  Static — When the IP Address Acquisition Method is set to static, all IP settings are fixed and saved in the device. The
external Gateway IP address is optional and may be left blank. DNS Server IP addresses are also optional. Zero, one, or
two DNS servers may be specified.

6.2 IPv6 Configuration

Select the IPv6 configuration by clicking the IPv6 menu item in the side menu of the LAN view (Figure 10). The IPv6
configuration settings are shown below.

There are two fully supported modes for IPv6 addressing:

= DHCP - In DHCP mode, all settings are provided through communication with an IPv6 server on the network.

= Auto - In auto mode, you have the option of selecting the auto DHCP method (either stateless or SLAAC). As of June
2017, IPv6 static mode is only partially supported. Please see the software release notes for current information.
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Wired LAN Configuration IPv6

IP Address Acquisition Method

(oo

Device IP Address

Wired LAN Connected:  true

feB0- c2ee DM fe29:3584
IP Address:  10.16.122.12
Device Subnet Mask

IP Address Method  dhcp
64

DNS Servers

Add DNS Server

Save Gonfiguration

Auto DHCP Method

stateless

External Gateway IP

fdad: 0005

Figure 11: IPv6 Configuration page

6.3 Advanced View

Select the advanced view by clicking the Advanced menu item in the LAN sidebar (Figure 12). The Advanced view shows all
network information provided by the Wi-Fi module in the gateway. Depending on the settings of the network and the gateway,
not all settings may apply to the current mode of operation. This view is intended to support advanced users in troubleshooting

their network.

—
Lalrd> Dashboard “ Wi-Fi LoRa  Seftings

IPv4 Configuration
Wired LAN Status IPv4
IPv& Configuration

IP Address Method dhcp Ext Gateway IP
Broadcast IP

Client MAC Address
DNS1IP

DNS 21P

Wired LAN Status IPv6

IP Address Method
IP1

IP2

IPvé Enabled

Auto DHCP Method

Ext Gateway IP

¥ A | AutoUpdate Logs | fiter string (RegEx)

IP Address 10.16.122.12
Wired LAN Connected:  true |Pv4 Enabled true
IP Address: 1016122 12 Netmask 2559559540

10.16.120.1

10.16.123.255

AABB:.CC:DD:EEFFF

10.16.5.160

88838

static

fes0:c2ee 40 fe29:3643/64 Scope:Link

TeB0:.c2ee 40MM.fe29.3584/64 Scope Global

true

stateless

fdag::0005

Figure 12: Advanced view
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7 WI-FI CONNECTION SETUP

By default, the gateway’s Wi-Fi radio is not configured to connect to a Wi-Fi network. The user must access the web interface
on the gateway via the Ethernet interface to setup the Wi-Fi connection.

To setup a Wi-Fi connection, click the Wi-Fi tab in the main menu (Figure 13).

La"'d> Dashboard ~ LAN E LoRa  Settings
Profiles

Advanced

Status  Connected

SSID  BestWiFi

@

Channel
Bit Rate 54 Mbps

ClientIP 192.168.1.27

RSSI: 50 dBm

Disable Wi-Fi

Figure 13: Wi-Fi connection setup

In the sidebar on the left, you can navigate to various Wi-Fi pages and see the status of the Wi-Fi interface. There is also a
button to enable/disable the Wi-Fi radio.

7.1 Use Scan to Add a Profile

1. . )
To use the scan function to add a profile, follow these steps:

Connect to a Wi-Fi network — click Scan to scan for nearby Wi-Fi networks. Scanning continues until you click Stop or
click on one of the listed scan results (Figure 14).

Lalrd) Dashboard  LAN LoRa  Seftings @

Advanced

ssiD BSSID Channel RSSI Security
Status Connected
SSID  BestWiFi CATS_CATS_CATSSS CA10:39:39:29:CA 3 22 WPA_PSK
~ Ezurio WPA
Channel 6
Ezurio WPA 90:72:40:17-26:28 1 52 WPA2_PSKWPA2_PSK_TKIF
Bit Rate 54 Mbps
Ezurio WPA 90:72:40:17:26:29 36 -66 WPA2_PSKWPA2_PSK_TKIF
IP Address 192 168.127
> ssid1
2 ssid1 112233332211 1 54 WPA2_PSK
' ssid1 11:22:33:33:22:12 1 58 WPA2_PSK
Ben's Mobile 1122:33:332211 3 -7 WPA2_PSK
ssid2 19:29:39:39:29:19 6 73 WPA2_AES
7 Results(s 1 2 > H
Figure 14: Scan function
Click on the applicable scan result.
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In the Wi-Fi profile window, enter the appropriate credential information for your chosen Wi-Fi network (Figure 15).

Wi-Fi Profile: ssid1
Profile Name
| ssidt

SsID

| ssidt

Security

WPA2_PSK

PSK

PSK required, needs to be at least 8 characters.

Figure 15: Wi-Fi profile window

7.2 Manually Adding a Profile

To add a Wi-Fi network profile manually, follow these steps:

Click the LAN button in the main menu, then click the Profiles button in the left menu. This page is useful for adding a
hidden Wi-Fi network that is not broadcasting its SSID (Figure 16).

Lalrd) Dashboard  LAN ﬂ LoRa  Settings
B Wi-Fi Profiles Pr—
FreeWian # Activate n
Status  Connected
SSID  BestWiFi Virus666 ¢ Activate n

Channel &
Bit Rate 54 Mbps
Client P 192.168.1.27

RSSE: 50 dBm

Disable Wi-Fi

Figure 16: Wi-Fi profiles page

The profile page shows all Wi-Fi profiles that are saved in the gateway. You can add, activate, or delete the profiles
shown on this page.

Click + Profile to display the Wi-Fi profile dialog (Figure 17).
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Wi-Fi Profile: NewProfile
Profile Name
| NewProfile

SSID

Security

WPA2_PSK

PSK

PSK required, needs to be at least 8 characters.

Figure 17: Wi-Fi profile dialog

Enter the appropriate information for the new profile.
Click Add.
3

+7.3  Wi-Fi Advanced Page

The Wi-Fi advanced page shows more detailed information about the Wi-Fi radio status and allows the user to configure the
Quick Config AP mode password (Figure 18).

S
\La__l_rd) Dashboard  LAN ﬂ LoRa  Settings

Scan Wi-Fi Status Details

Profiles

Wi-Fi Global Settings

Disable Wi-Fi

Regulatory Domain  FCC

Wi-Fi Quick Config Settings

Current SoftAP password

New SoftAP password

Retype new password

¥ | A AutoUpdate Logs | filter string (RegEx)

Status ASSOCIATED Channel &
Profile Name  BestWiFi RSSI  -50 dBm
Stame | Connodnd Client MAC  0025CA090807 BitRate 54 Mbps
SSID BestWiFi ClientIP 192.168.1.27 TX Power 14 mW
Channel & SSID  BestWiFi DTIM 1
BitRate 54 Mbps APMAC  0025CA998877 Beacon Period 100 ms
IP Address  192.168.1.27 Radio Mode  ABGN

Figure 18: Wi-Fi Advanced page
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8 LORA CONNECTION SETUP

The side panel for the LoRa Gateway allows selections for configuration and status of the LoRa network card. The status of
the LoRa Network is also displayed (Figure 19).

\L_a__rd) Dashboard  LAN  Wifi Settings

Presets select preset
e I no preset selected v
Radios
Note: The LoRa Region Code is Advanced [ |
displayed here. Be sure that Tramc

the gateway you are
operating matches the region
in which you are operating it.

Gateway Connected true
Gateway EUl  AwesomeSauce
Region Code US

Mode semtech

Figure 19: LoRa connection setup page

The Gateway ID (also known as the gateway DevEUI), is used to uniquely identify the RG191+LTE gateway. It is required
when registering the gateway on a LoRa network server. The gateway EUI is also printed on the bottom label of the gateway,
with the label M2 EUI or DevEUI.

La s d Sentrius” RG191 oo Sub-Assy: 450-00013  [=]¥%3 902-928MHz LoRaWAN Gateway
I r i 915 MHz Intelligent Gateway including Rev: R = Including Wi-Fi, Bluetooth, and Ethernet

. . - LoRaWAN, Wi-Fi, Bluetooth, and Ethernet D/C: 0119412 ';';—.E'n - ~

= r
Smart Technology. Delivered. Lalrg‘_; I C C
Contains FCC ID: SQG-WB50NBT Ethernet MAC ID: C0:EE:40:29:34:BB CONNECTIVITY
ﬁ":':"’ L‘i::;’:“g:;:’l‘m WIFi MAC ID: CO:EE:40:0A:DF:95 SR HA 902 - 920kHz
ontains : SQG- DevEUI: CO:EE:40:FF:FF:29:34:B8 User Name: sentrius. Password: RGRx
Contains IC: 3147A-1001
 CO:EE:40:29:37: - Contains FCC ID: SQG-WBSONBT .0\ 450-
Ethernet MAC ID: CO:EE:40:29:37:85 o E 3= E Contyine B I Sae W Asay: 4500179
WiFi MAC ID: CO:EE:40:0A:D9:49 5 1 F I Contains IC: 3147 A-WBSONBT E E
M2 EUI: CO:EE:40:FF:FF:29:37:8B i TLEL Contains IC: 3147A-1001 L
www.lairdtech.com/RG1xx_Getting_Started 5 o o E " .
User Name: sentrius. Lt
0117174

Password: RG1xx E =

Figure 20: Gateway label (Standard GW - Left, AS923 & AU915 Region Supported/Latest Version — Right)

8.1 Using Presets

- The Sentrius™ RG191+LTE contains multiple preset configurations for connecting to a third-party server or as the basis for a
2. private network. These presets configure the forwarder and the channel plan.

3. . .
To apply a preset configuration, follow these steps:
Click the LoRa tab in the main menu. The default page of the LoRa menu is the Presets page (also accessible in the
left side menu of the LoRa pages).

Select the preset from the drop down. Information about this preset is displayed in a panel to the right (Figure 21).

Click Apply to apply the preset configuration. After a few moments, a green confirmation appears on the bottom of the
page.

Note:  After applying a preset, further changes can be made on the other screens. Some presets use a custom
forwarder and may not be modified.
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- -
La rd ) Dashboard LAN Wi-Fi Settings Lugout
T
Forwarder I The Things Network Legacy - US v

e ‘You may lose your LoRa settings when applying a preset!
Advanced

Traffic

Apply

Gateway Connected

false

Gateway EUl  AwesomeSauce
Region Code US Forwarder-
semtech
Mode semtech

Preset Server Address:
router.us_thethings_network

Preset Upstream / Downstream Ports:
1700/ 1700

Figure 21: Selecting a preset configuration

8.2 Semtech Basic Station

Semtech’s Basic Station replaces most other forwarders that were included in prior releases of the gateway. Basic station
uses secure web sockets to communicate with the LoRa Network Server. It also has the capability to connect to a CUPS
server to allow the device to configure the LNS connection remotely. All configuration settings beyond this are handled by the
Lora Network Server. This includes the channel plan. An appropriate channel plan must be selected in the LNS that
corresponds to the region of operation for your specific gateway.

8.2.1 Mode

The forwarder page allows configuration of the packet forwarder. The mode allows the user to change to different packet
forwarders.

8.2.2 Servers

The user must enter in a valid LNS server to allow for operation as a packet forwarder. The CUPS servers are optional but
should be kept blank if you do not want to communicate with the CUPS servers to provision the LNS certificates.

Laird B CONNECTIVITY Dashboard ~ LAN  Wi-Fi Settings m
T
Presets Made

o Server Configuration

Gateway EUl  COEE400000000000

Region Code US
s &= CUPS Boot Server CUPS Serve LNS Server

| protocolhostname:port

Figure 22: LNS server
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8.2.3 Certificates

Each of the three servers has a set of certificates used to authenticate the server to the gateway and the other way around. It
is possible to function in a mode where only the server is authenticated with the gateway in which case you would only install
the server certificate.

To select a certificate, follow these steps:

Click Choose File.
Select the desired .pem file and press upload.

You can optionally select to upload your client certificate and key files when necessary.

All files can be uploaded at once with one click of the Upload Certificate button. After upload the Basic Station restarts

1 and should attempt to connect to the server. You may also delete the certificates for each server by pressing Delete
2. Certificate. This clears out all three files at once for the server. The text box indicates which files are already present.
LNS Certificates
Choose File | No file chosen
Choose File | No file chosen
Choose File | No file chosen
CUPS Certificates

Figure 23: Certificate selection

8.2.4 Connection Status

8.2.4.1 .
LoRa View

The status of the connection to the LNS is shown on the sidebar when in the LoRa view.

Semtech Basics Station

Gateway Connected false .
¥ Server Configuration

Gateway EUI COEE400000000000

Region Code US

il 22 CUPS Boot Server
LNS Certificates
Delete Cerificates
Figure 24: LoRa view
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Dashboard View

In the Dashboard view, the status is shown with a circle that will be green when connected and black when disconnected.

Lﬂg) CONNECTIVITY AN WIF oRa  Setlings

System LoRa

Model Number RG1xx Disconnected i
8 z 4 Firmware Version Laird Linux gaiwick-laird-23.85.8 Region Code US
e
Gateway Mode sbs
Gateway EUI
ViF LAN
Disconnected I Connected

IP Address 0000 IP Address 192 166 66 24
MAC Address CO'EE 400C28:01 IPv4 Enabled  true

MAC Address COEE 402947 EE

Figure 25: Dashboard view

8.3 Senet
Senet provides two modes of operation: Senet DEV and Senet RAN. In Senet DEV mode the web Ul is enabled. When in

Senet RAN mode the Web Ul is disabled and the only way out of that mode is by performing a factory reset (see
Factory Reset section). After a factory reset, you must contact Senet to be able to reconnect the gateway with the same EUI.

8.4 Semtech Legacy UDP Forwarder

Click Forwarder in the left-hand menu of the LoRa pages to access the Forwarder settings.

8.4.1 Mode

The forwarder page allows configuration of the packet forwarder. The mode allows the user to change to different packet
forwarders.
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8.4.2 Configuration

The configuration changes based on what packet forwarder is used.

Laird 5,

Presets

Radios
Advanced

Traffic

Gateway Connected
Gateway EUI
Region Code

Mode

Dashboard LAN Wi-Fi H Settings

Mode

Semtech Forwarder
Forwarder

Network Server Address

I router.us. thetnings network
true
COEE40FFFF2935F2
us

semtech

Port Up Port Down

I 1700 I 1700

Figure 26: Semtech packet forwarder configuration

8.4.3 Radios

The radio page provides configuration of the radios and channels. The LoRa card has two radios (Radio 0 and Radio 1). This
interface allows advanced users to change radio and channel assignments within the allowed range per the gateway region.
Depending on the forwarder being used, the radio configuration may not be available.

8.4.3.1

Channel Plan Graphic

At the top of the Radios page is a graphic representation of the full bandwidth range, channels, and radios. This graphic is
different for gateways operating in US mode and EU mode.

Figure 27: Channel plan graphic

https://www.lairdconnect.com/

867.5
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Radio 0
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I 125kHz Channel I Keep Out
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Radio Center Frequencies

Each radio is assigned a center frequency. Channels are then assigned to each radio and given an offset from the center
(Figure 28).

—
La"'d> Dashboard ~ LAN  Wi-Fi E Settings

Presets

9043
805
Forwarder lll'l'l'lll
Radic 0
Advanced Radic 1

8.4.3

| 1254z Channal I s00ustz channe:
Trafiic

Radio 0 Center Frequency Radio 1 Center Frequency
Gateway Connected true

Gateway EUI COEE40FFFF2935F2 904.3 MHz 903 MHz

Region Code US

Mode semtech

Figure 28: Channel assignments

Channels

8.4.hannels are enabled and assigned to either radio. Each radio can have up to five channels assigned to it.

The channel’s frequency is an offset of its radio’s center frequency. For most channels with a 125-kHz bandwidth, the offset
can be -0.4 to +0.4 MHz.

LoRa STD and FSK channels have configurable bandwidth. For these channels, when operating in 250-kHz or 500-kHz
bandwidth, the offset can be -0.3 to +0.3 MHz.

Each channel should be placed at least 200 kHz from any other channel, otherwise the channel’'s bandwidth overlaps. While
this configuration still functions, there is wasted bandwidth. The interface displays a warning and marks each channel in red if
they overlap (Figure 30). Channel configuration is shown in Figure 29.

Channels
Enable Channel Radio Frequency
® Multi SF0 Radio 0 - 4+ 9119 MHz
@ Multi SF 1 Radio 0 -+ 9121 MHz
@ Multi SF 2 Radio 0 = | 4 | 9123 MHz
® MultiSF 3 Radio 0 -+ 0125 MHz
# Multi SF 4 Radio 1 =+ 9126 MHz

Figure 29: Channels window

https://www.lairdconnect.com/ 24 Americas: +1-800-492-2320
© Copyright 2020 Laird Connectivity. Europe: +44-1628-858-940
All Rights Reserved Hong Kong: +852 2923 0610



Sentrius RG191+LTE Lalrd J» CONNECTIVITY

User Guide

——

T
2043
Presels
905
—— 'Illllllll
|
Radio 0
Advanced Radio 1
| 1282 cranees I so0ie Crarne:
Traffic

Radio 0 Center Frequency Radio 1 Center Frequency
Gateway Connected true

Gateway EUl COEE40FFFF2935F2 904.3 MHz 905 MHz

Region Code  US

Mode semtech

Channels
Enable Channel Radio Frequency
@ Multi SF 0 Radio 0 v -+ ooso MHz o
) Multi SF 1 Radio 0 M B +  s04 MHz °

Figure 30: Overlapping channels

LoRa Radio Card (US)

8'“""(’ilfslteways that operate in the US region should have a 500-kHz channel. In Figure 31, the allowed placement of these
channels displays larger and blue.

If a 500-kHz channel is not configured, the interface displays a warning.

Laird 5 oees o e [
Prassla 5122
-
Advarced ot
-
| resorcame B seooscrarnat

Gateway Connected faise.

Gatoway ID  COEEADFFFFFFFFZ3 Radic 0 Center Frequency Band Radio 1 Center Frequency Band
e 2 e e e
Mode forwarder
Channels
Enable Channel Radio Frequency

@ Multi SFO Radic 0 - 4 8118 MHz.

CRYTECE] Radio 0 - 4+ | 921 MHz.

@ in US Mode, 500 kiz spacing to enable Over-the-air Activation,

O Each raio can have up fo 5 channels assigned fo It

Figure 31: US region gateways
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8.5 Advanced Configuration

The Advanced page provides additional configuration options for the specific forwarder.

% Dashboard LAN Wi-Fi m Settings

) logging level
Forwarder Debug
Radios
R - o
o @ forward crc valid
10 .
@ forward crc error
Gateway Connected false _
push timeout (milliseconds) & forward oro disablad
Gateway ID COEE40FFFFFFFF23 100

Region Code US
stat interval (seconds)

Mode forwarder
30

upload a custom configuration JSON file

Choose File No file chosen

download current configuration as JSON

Download

Figure 32: Advanced configuration page

The current configuration may be saved as a JSON text file. This file can also be uploaded to restore the saved configuration.
This feature is useful for configuring multiple gateways with the same configuration (Figure 33).

Note: If the forwarder settings contain credentials, these are not saved in the configuration file for security
reasons. The user must take care to set the appropriate credentials when restoring the saved
configuration to a gateway.

S
La;Ld) Dashboard  LAN  WiFi m Settings

Presets
Forwarder

Upload a saved LoRa configuration file
Radios

_ Choose File | Sentrius_LoRa_Config_2017-11-22T19_28_42 037Z json

Configuration preview

Gateway Connected  true

"data: {

Gateway EUl COEE40FFFF2935F2 entrius configuration 2017-11-22T19:28:42.0372",
oge™: "US”

Region Code  US

Mode semtech

“logging level™: "debug,

“gateway_mode”: "semtech”
Bs
“forwarder”: {

“server_address": "router.us.thethings.network”,

“serv_port_up™: 1708,

“serv_port_down": 1700,

“keepalive_interval": 10,

“stat_interval®: 38,

Figure 33: Current configuration file
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8.6 Traffic

The traffic page is only available when using certain forwarders. When navigating to the traffic page, any recent traffic that has
been seen by the gateway displays. To watch live traffic, click Poll Traffic. Traffic columns can be sorted, and filters can be
applied to one column at a time.

T
Lalrd) Dashboard ~ LAN  WiFi Settings m

== Poll Traffic Clear Traffic

Forwarder

Radios Filter Column Filter Value
Advanced Dev Addr v Type to filter selected column (RegEx)
Packet Type Direction Time Ticks Frequency Datarate RSSI SNR Dev Addr Frame Counter
Gateway Connected true Join Request up 13:3555 3804878276 9051 SF10BW125  -51 108 DevEui: 0025¢
Gateway EUl COEE40FFFF2935F2 Join Request up 13:35:55 3797486926 9046 SFa8BW500 -54 98 DevEui: 0025(
Region Code US Join Request up 133555 3794995188 9043 SF10BW125  -107 5 DevEui: 0025(
Mode semtach Confirmed Data Up up 13:3555 3789915316 9051 SFIBW125 -61 13 26000312 7
Join Request up 13:35:55 3787604096 9046 SF8BW500 -96 05 DevEui: 0025(
Confirmed Data Up up 13:35:55 3781212866 9046 SF8BW500 -46 95 260002AF 28127
Confirmed Data Up up 13:3555 3778857760 904.6 SFEBW500 -52 8 26000448 1262
Confirmed Data Up up 13:35:55 3754489888 9046 SFa8BW500 -42 105 26000898 7012
Confirmed Data Up up 13:35:55 3729919348 9053 SF3BW125 -57 128 26000312 6
Join Request up 13:3555 3729838972 9041 SF10BW125  -52 18 DevEui: 0025¢
21 Packel(s 1 2] 3 > ]

Figure 34: LoRa traffic

Clicking on a traffic row displays packet details.

LoRa Packet Details

Message Type = Data
PHYPayload = 6@0D2E@2262008008F732F6C

( PHYPayload = MHDR[1] | MACPayload[..] | MIC[4] )
MHDR = 6@
MACPayload = @D2E@226200300
MIC = 8F732F6C

( MACPayload = FHDR | FPort | FRMPayload )
FHDR = @D2E@226200500
FPort
FRMPayload

( FHDR
DevAddr
FCtrl
FCnt
FOpts

DevAddr[4] | FCtrl[1] | Fcnt[2] | Fopts[e..15] )
26022E@D (Big Endian)

20

2008 (Big Endian)

Message Type = Unconfirmed Data Doun
Direction = down
FCnt = 8
FCtrl.ACK = true
FCtrl.ADR = false

Figure 35: LoRa packet details
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9 MANAGE THE GATEWAY

9.1 Changing Username and Password

To change the login credentials of the gateway, follow these steps:

In the main menu, click the Settings tab. Then in the left menu, click the User tab (Figure 36).
Enter the current password, and then the new desired username and password.

Click Update.
- =
La“'d T Destboad LAV WLF LoRa
1 User Current password
2. Web Session I
3. Version Information
New username
Update Firmware I
Save/Restore Seftings
New password
I
Retype new password

Figure 36: Change username and password

9.2 Web Session

The user can change the web session timeout. The web session timeout is the amount of time before the user will be warned
and automatically logged out if there is no web activity. Activity is defined as navigating between pages, changing any
settings, or polling LoRa traffic. The minimum time, and default, is 5 minutes and the maximum time is 60 minutes. When
polling LoRa traffic, the time is set to the maximum of 60 minutes. When polling is stopped, the time out is set back to the
saved setting.

—
Lalrd) Dashboard  LAN  Wi-FI  LoRa m

Session Timeout
(Minutes)

Version Information

[ 5
Update
Update Firmware

Save/Restore Seftings

Figure 37: Change web session time out
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9.3 Version Information

The Settings > Version Information page shows detailed software/firmware information of various components in the
gateway.

The Build string is the overall firmware version for the gateway software package.

If a firmware update is available, New Build Available row displays.

La“'d) Dashboard  LAN ~ WLFi  LoRa m

LEG Software / Firmware Information

Web Session
SDK 3572

Version Information

Driver 3501
Update Firmware

Supplicant sdcsupp v40.3.7.7
Save/Restore Seftings

Build  Laird Linux gatwick-laird-03.7.3 4
Hardware Chipset 50 Workgroup Bridge
Firmware ar6004 hw3.0fw 35010012 api 5

CLI 3542

Copyright @ 2017, Laird

Licenses

Figure 38: Version information

9.4 Updating Gateway Firmware

To update the firmware in the gateway, follow these steps:

1. Click the Settings tab in the main menu. Then click Update Firmware in the left menu.
Enter the proper URL. Information about what URL to used can be found below.
Click Start Update.

Warning:  Updating the firmware MAY restore the gateway to factory default settings. We advise you to save or make
note of any settings the user does not wish to lose beforehand.

9.4.1 Firmware Update URLs

9.4.1.1
IMPORTANT: Please follow the instructions based on the firmware version currently running on the gateway.

93.7.1.13 (GA1) Firmware

The firmware update process downloads the firmware to the gateway and then flashes it.

User Firmware Update URL

SaveiRestors Setings

Figure 39: Updating gateway firmware window

https://www.lairdconnect.com/ 29 Americas: +1-800-492-2320
© Copyright 2020 Laird Connectivity. Europe: +44-1628-858-940
All Rights Reserved Hong Kong: +852 2923 0610



Sentrius RG191+LTE
User Guide

La i rdm J» CONNECTIVITY

During the firmware update, the progress displays as shown in Figure 40.

.
L.a"'d) Dashboard  LAN  WiFi  LoRa m

User Firmware is updating, please wait...

Version Information Dounloading 'fu.txt' from devops.lairdtech.com to /tmp/fuw.txt

Processing firmuare-update-list *
Checking Bootloader - update n/a
Checking Linux Kernel
Updating kernel-a

Reboot (1s) erasing/writing "OK
Checking Root Filesystem
Updating rootfs-a (ubi)
(8s) erasing/writing

Figure 40: Progress indicator

At the end of the update, you are prompted to reboot the gateway.

Click Reboot. The gateway must be rebooted for the update to take effect (Figure 41).

o
La"'d) Dashboard  LAN  WiFi  LoRa

User

The firmware update has finished. Reboot for changes to take effect

Version Information

Update Firmware Dounloading "fu.txt' from devops.lairdtech.com to /tmp/fu_txt

Processing firmware-update-list *
Save/Restore Setfings Checking Bootstrap - update n/a
thecking Bootloader - update n/a
Checking Linux Kernel
Updating kernel-a
(oo erectnghostsing o€
Checking Root Filesystem
Updating rootfs-a (ubi)
(8s) erasingfuriting ~oK
Notifying update configuration server: update pending
Awaiting reply.....
sync'ing
Transfer system files - found transfer-list
[13924.390000] gluebi (pid 1161): gluebi_resized: got update notification fc
mounted /dev/mtdé at /mnt/alt_rootfs
rootfs-a: jenkins-wbS@n_gatuick-trunk-1%0

copying to rootfs-a
Jete/random-seed
Jetc/ssh/moduli
Jetc/ssh/ssh_host_rsa_key
Jetc/ssh/ssh_host_rsa_key.pub
Jetc/lighttpd/lighttpd.password
Jopt/lora/global_conf.json
Jopt/lora/local_conf.json
Jetc/summit/profiles.conf
fetc/network/interfaces
Jetc/ssl/

Jete/ss1/man/
Jetc/ss1l/man/manl/
Jetc/ssl/man/man3/
Jete/ss1/man/manS/

Reboot for firmware update to take effect. :]

¥ |~ | AU0 Update Logs | TIEr STING (REgEX)

Figure 41: Reboot prompt

9.5 Save/Restore Settings

All the settings in the gateway can be saved and restored. This is useful for backing up all settings before a factory reset or
firmware upgrade. Settings are saved to a JSON file and can be restored on another gateway.

Note:  Any security related settings like credentials and security certificates are not saved in the JSON file for security
reasons. That means security-related settings cannot be restored onto a separate gateway. Security related
settings are only saved on the current gateway and can be restored on the same gateway.
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= =
La I'd Jp  Dastboad  LAN Wi LoRa
User
Save All Gateway Setfings
Web Session Em
Version Information
Update Firmware Restore Saved Settings

‘Save/Resiore Seilings Choose File | No file chosen

Figure 42: Save/Restore settings

After restoring settings, the gateway must be rebooted for changes to take effect.

9.6 Remote Management

The gateway can be managed remotely via TR-069. It requires an externally hosted Auto Configuration Server (ACS) to use
this feature. This allows a system administrator to access the gateways without needing physical access to the gateway or
access behind a firewall. The gateway will periodically initiate connections with the ACS allowing a user to remotely update
LoRa configuration settings, update firmware, download logs, etc.

9.6.1 Configuring the Gateway for Remote Management

The user must point the device to your external ACS. This is done under Settings > Remote Management Service.

This is a one-time setting that is preserved across firmware updates.

The URL must be updated, including the port number. In a standard ACS installation, this is usually port 7547 but that can
vary. Consult your ACS provider for the URL, port number, username, and password. The username and password fields are
for connections initiated by the gateway. Not for connections initiated by the ACS. The parameter key is optional. Press the
update button when all parameters are correctly entered.

Laird) CONNECTIVITY

hitp:H/18.218.16.40:7547/

Remote Management Servica o .
120

Galeway Config

@ 0001-01-01T00:00.00Z

Figure 43: Save/Restore settings

9.6.2 Updating Firmware Remotely

This works much like it does with the web User Interface (Ul). When the system administrator has a new firmware release to
load, they will update the InternetGatewayDevice.Laird.GatewayManagement.Versions.FirmwareUpdateURL. The value is the
link to download the firmware. This link always points to a fw.txt file. Once that is done, the gateway will respond with success,
and download the firmware in the background. A remote user would then poll for

InternetGatewayDevice.Laird. GatewayManagement.Versions.FirmwareUpdateStatus to be set to “1” indicating that the
firmware was successfully downloaded and is ready to reboot to switch to the new firmware. The system administrator would
then issue the TR-069 “Reboot” command to reboot the device. After the reboot, the gateway will check in again and be
running the new version. Note that settings (including remote management) are preserved across a firmware update.
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9.6.3 Configuration File Upload

Configuration Files

Configuration files and certificates can be uploaded to the device. These configuration files are called ‘vendor configuration

files’ in TR-069 terminology. An ACS can be commanded to push these to a device or group of devices. The vendor

configuration file can change a number of settings in bulk. It is useful to (re)configure a batch of new devices in the field. These

settings include, LAN, WiFi, and LoRa radio settings (including the channel plan and other radio settings).

A strategy to deploy configurations to the field is to modify a unit locally to the way you want it. Download the configuration file
9.6.3ia TR-069 from a locally configured gateway, then upload that generated configuration file to be pushed to all the units once

the system administrator is satisfied that all of the settings are correct on the ‘golden unit’. A download is initiated by the ACS

with the type “3 Vendor Configuration File”, and an upload is also initiated by the ACS with the type “3 Vendor Configuration

File”. The ACS will not put a file extension on the downloaded file. It is a compressed tarball (.tar.gz) file.

See the documentation for your ACS to determine how to initiate the ‘3 Vendor Configuration File” upload command.

9.6.4 Configuration File Download

Log File

Initiate a download by the ACS with type 2 Vendor Log File. This returns the log data. The same log data that can be obtained
0.6 Pi’ the web interface. It is viewable with a text editor.

Configuration Files

9.6.41e device configuration can be downloaded by the ACS with type 3 Vendor Configuration File. This allows a user to configure
a device locally to their specification, then save the settings for distribution to a larger group of deployed units. This file will
include LoRa settings, Wi-Fi settings, and IP settings. This includes the channel plan used by the Semtech UDP packet
forwarder. This file can be uploaded to deployed gateways to update their configuration to match the device that was updated
locally. It is always good practice to locally test any configuration changes you make, so that you know it works the way you
want it to before deploying the changes to more units deployed in the field. See the documentation for your ACS to determine
how to initiate the 3 Vendor Configuration File download command.

9.6.5 The Sentrius Gateway’s TR-069 Data Model
The following tables show all of the parameters supported by the gateway along with a description of each. Each entry in the

table is designated as read (R), write (W), or object (O). The items designated as objects are nodes in the data model. All
parameters are designated with an R, W, or both.

9.6.5Fhe root of the data model is InternetGatewayDevice.

InternetGatewayDevice.Laird.Devicelnfo

Table 2: InternetGatewaiDevice.Laird.Devicelnfo

InternetGatewayDevice.Devicelnfo (0] Device info node N/A
InternetGatewayDevice.Devicelnfo.SpecVersion R i\ﬁglsé?e?]ft;ggJR-OGQ St e 5y Lk N/A
InternetGatewayDevice.Devicelnfo.ProvisioningCode R Code set by the ACS to indicate completed provisioning N/A
InternetGatewayDevice.Devicelnfo.Manufacturer R Device manufacturer N/A
InternetGatewayDevice.Devicelnfo.ManufacturerOUI R MAC address OUI value for the manufacturer N/A
InternetGatewayDevice.Devicelnfo.ProductClass R Product type N/A
InternetGatewayDevice.Devicelnfo.SerialNumber R Unique value assigned to each device at production N/A
InternetGatewayDevice.Devicelnfo.HardwareVersion R Hardware version N/A
InternetGatewayDevice.Devicelnfo.SoftwareVersion R Software version N/A
InternetGatewayDevice.Devicelnfo.MemoryStatus (0] MemoryStatus node N/A
InternetGatewayDevice.Devicelnfo.MemoryStatus.Total R Total system memory N/A
https://www.lairdconnect.com/ 32 Americas: +1-800-492-2320
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InternetGatewayDevice.Devicelnfo.MemoryStatus.Free R Total free system memory N/A
InternetGatewayDevice.Devicelnfo.UpTime R Total up time N/A
. . . Unused in our implementation. Request an upload of type 4
InternetGatewayDevice.Devicelnfo.DeviceLog R Vendor Log File via the ACS N/A
InternetGatewayDevice.Devicelnfo.ModelName R Model name N/A

InternetGatewayDevice.Laird.ActiveProfileSettings

Table 3: InternetGatewaiDevice.Laird.ActiveProfiIeSettinis

9.6.5.InternetGatewayDevice.Laird.ActiveProfileSettings (e} Active Wi-Fi profile node N/A
InternetGatewayDevice.Laird.ActiveProfileSettings.ProfileName ~ R/W \évé]lg)proﬂle MGG {7 “:’;rr':g FEPESETINE A (FFEl &
InternetGatewayDevice.Laird.ActiveProfileSettings.SSID R/W  Wi-Fi network SSID String representing the SSID
InternetGatewayDevice.Laird.ActiveProfileSettings.PSK w \I:\g/':' WSS (e String representing the PSK
InternetGatewayDevice.Laird.ActiveProfileSettings.ClientName R/W  Wi-Fi network client name 's‘asrgéng representing name client
InternetGatewayDevice. Laird.ActiveProfileSettings. TxPower R TX power Qorxg?enc HELE EpEe i) 1
InternetGatewayDevice.Laird.ActiveProfileSettings.AuthType R/W m)’g' network authentication open, shared, or eap
InternetGatewayDevice.Laird.ActiveProfileSettings. EAPType R/W  Wi-Fi network EAP type f:'f_‘ﬂgagg:;f‘ﬂgeap'mSChapvz'

none, wep, wep-eap, psk, tkip,
InternetGatewayDevice.Laird.ActiveProfileSettings. WEPType R/W  Wi-Fi network WEP type wpa2-psk, wpa2-aes, cckm-tkip,
cckm-aes, wpa-psk-aes, wpa-aes
InternetGatewayDevice.Laird.ActiveProfileSettings.Mode R/W  Wi-Fi network mode BGN
InternetGatewayDevice.Laird.ActiveProfileSettings.Powersave R Is power save enabled off,max,fast
InternetGatewayDevice.Laird.ActiveProfileSettings.PSPDelay R Power save delay A value 10 - 500 in milliseconds
. . . ) . Username used by some : "
InternetGatewayDevice.Laird.ActiveProfileSettings.Username R/W authentication methods A string representing the username
w PESELTOE R BEONiE A string representing the password

9.6.5 énternetGatewayDevice.Laird.ActiveProfiIeSettings.Password

authentication methods

InternetGatewayDevice.Laird.WIFIGlobalSettings

Table 4: InternetGatewaiDevice.Laird.WIFIGIobaISettinis

InternetGatewayDevice.Laird.WIFIGlobalSettings (0] Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings. UAPSD R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings. WMM R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings.AChannelSet R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings.AuthServerType R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings.AutoProfile Off R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings.BGChannelSet R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings.BeaconMissTime R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings. CCXFeatures R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings.CertificatePat R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings.DateCheck R Hardcoded Wi-Fi settings in the gateway N/A
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InternetGatewayDevice.Laird.WIFIGlobalSettings.DefaultAdhocCh R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings. DFSChannels R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird.WIFIGlobalSettings.FIPSMode R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings.lgnoreNullSSID R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings.PMKCaching R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird.WIFIGlobalSettings.ProbeDelay R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings.RegulatoryDomain R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird.WIFIGlobalSettings.RoamPeriodMs R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings.RoamTrigger R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird.WIFIGlobalSettings.RTSThreshold R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird.WIFIGlobalSettings.ScanDFSTime R Hardcoded Wi-Fi settings in the gateway N/A
InternetGatewayDevice.Laird. WIFIGlobalSettings. TTLSInnerMethod R Hardcoded Wi-Fi settings in the gateway N/A

InternetGatewayDevice.Laird.LORASettings

9.6.5r4p|e 5: InternetGatewaiDevice.Laird.LORASettinis

The LoRa settings for the

InternetGatewayDevice.Laird.LORASettings (0] gateway. N/A
. ) . This is the unique identifier for
InternetGatewayDevice.Laird. LORASettings.EUI R your gateway. N/A
) . . This is the chosen packet
InternetGatewayDevice.Laird. LORASettings.Mode R/W forwarder type. semtech, sbs
This is the region of operation
your gateyvay is conf_lgured to.' It The following strings
is only writable one time, and is representing country codes:
InternetGatewayDevice.Laird. LORASettings.Region R/W  set before leaving the factory. P 9 Y ’
Attempting to change this after it MY, SG, TW, HK, AU915,
. ) ) AU923, NZ, US, EU
is locked, will result in no change
and an error being returned.
This is the URL for the network
InternetGatewayDevice.Laird. LORASettings.STServer R/W  server when using the legacy The URL of the server.
Semtech UDP packet forwarder.
) . . This is the port used by the -
InternetGatewayDevice.Laird. LORASettings.STPortUp R/W Semtech packet forwarder A 2-4 digit port number.
) . . This is the port used by the A
InternetGatewayDevice.Laird. LORASettings.STPortDown R/W Semtech packet forwarder A 2-4 digit port number.
This is the keep alive timeout
InternetGatewayDevice.Laird. LORASettings.STKeepAlive R/W  used by the Semtech packet A value in milliseconds
forwarder.
InternetGatewayDevice.Laird. LORASettings.STPushTimeout R/W UITE B0 RO [BCL Ve (57 A value in milliseconds
the Semtech packet forwarder.
InternetGatewayDevice.Laird. LORASettings.STStatInterval R/W This is the stat interval used by A value in milliseconds
the Semtech packet forwarder.
InternetGatewayDevice.Laird. LORASettings.STForwardCRCValid R/W VLTS BBTETITES [ ke il true, false
) ) ) CRC errors are forwarded. ’
. ) ) This determines if packets with
InternetGatewayDevice.Laird. LORASettings.STForwardCRCError R/W CRC errors are forwarded. true, false
. ) ) . This determines if packets with
InternetGatewayDevice.Laird. LORASettings.STForwardCRCDisabled  R/W T LE CES A0 Ew ) true, false
) ) } This is the CUPS-Boot URL used A string representing the URL
InternetGatewayDevice.Laird. LORASettings. SBSCUPSBootURL R/W by Basic Station. of the CUPS-Boot Server.
InternetGatewayDevice.Laird.LORASettings.SBSCUPSURL R/W Thls. IS the.CUPS EREUsEdDy 2 S, MEpTEsEily s (R
Basic Station. of the CUPS server.
. ) ) This is the URL to the LNS server A string representing the URL
InternetGatewayDevice.Laird. LORASettings.SBSLNSURL R/W used by Basic Station. of the LNS server.
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This is the status of the

InternetGatewayDevice.Laird. LORASettings.SBSStatus R connection to the LNS server. 0 - N/A

Disconnected, 1 - Connected.

This is the radio settings including . )
InternetGatewayDevice.Laird. LORASettings.RadioConfig R channel plan used by the Legacy N/A - This can be updated via

Semtech UDP packet forwarder.

vendor config file upload.

InternetGatewayDevice.Laird.LANSettings

Table 6: InternetGatewaiDevice.Laird.LANSettinis

This node contains the LAN settings. These are not

9.6.5.5nternetGatewayDevice.Laird.LANSettings (e} writeable as parameters N/A
InternetGatewayDevice.Laird.LANSettings.|Pv4 O IPv4 settings N/A
InternetGatewayDevice.Laird. LANSettings.IPv4.DNSServerl R The first DNS server N/A
InternetGatewayDevice.Laird.LANSettings.IPv4.DNSServer2 R The second DNS server N/A
InternetGatewayDevice.Laird. LANSettings.|Pv4.DeviceAddr R Gateway IP address N/A
InternetGatewayDevice.Laird.LANSettings.IPv4.NetMask R The netmask N/A
InternetGatewayDevice.Laird.LANSettings.|Pv4.Broadcast R The broadcast IP address N/A
InternetGatewayDevice.Laird. LANSettings.|Pv4.EXtGWIP R Gateway IP address (not necessarily external) N/A
InternetGatewayDevice.Laird.LANSettings.IPv4.IPMethod R IP mode (DHCP or static) N/A
InternetGatewayDevice.Laird.LANSettings.|Pv6 (0] IPv6 settings N/A
InternetGatewayDevice.Laird.LANSettings.IPv6.DeviceAddr R IPv6 address N/A
InternetGatewayDevice.Laird. LANSettings.IPv6.Mask R IPv6 net mask N/A
InternetGatewayDevice.Laird.LANSettings.IPv6.IPMethod R IPv6 mode N/A
InternetGatewayDevice.Laird.LANSettings.|Pv6.AutoDHCPMethod R IPv6 auto DHCP mode N/A

9.6.5.6

InternetGatewayDevice.Laird.GatewayManagement

Table 7: InternetGatewaiDevice.Laird .GatewaiManai ement

Version information and

InternetGatewayDevice.Laird.GatewayManagement (e} how to initiate a firmware N/A
update
InternetGatewayDevice.Laird.GatewayManagement.Versions (0] _Contaln; version N/A
information
InternetGatewayDevice.Laird. GatewayManagement.Versions.SDK R SDK version N/A
InternetGatewayDevice.Laird. GatewayManagement.Versions.Driver R Driver package version N/A
InternetGatewayDevice.Laird. GatewayManagement.Versions.Supplicant R Wi-Fi supplicant version N/A
InternetGatewayDevice.Laird. GatewayManagement.Versions.Build R Build version N/A
InternetGatewayDevice.Laird. GatewayManagement.Versions.HardwareChipset R Hardware chipset N/A
InternetGatewayDevice.Laird. GatewayManagement.Versions.Firmware R Wi-Fi firmware version N/A
InternetGatewayDevice.Laird. GatewayManagement.Versions.CLI R SDC CLI version N/A
https://www.lairdconnect.com/ 35 Americas: +1-800-492-2320
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URL to point to a new

String with the URL
pointing to a fw.txt

InternetGatewayDevice.Laird. GatewayManagement.Versions.FirmwareUpdateURL R/W RS Ve f!le with the
firmware hosted on
an external server

Status of the firmware

InternetGatewayDevice.Laird. GatewayManagement.Versions.FirmwareUpdateStatus R update (1 = complete, 0= N/A

not complete)

InternetGatewayDevice.Laird.SavedProfileSettings

Table 8: InternetGatewaiDevice.Laird.SavedProfiIeSettinis

9.6.5.8

authentication methods

9.6.5.InternetGatewayDevice.Laird.SavedProfileSettings (0] Node to modify saved profile settings N/A
InternetGatewayDevice.Laird. SavedProfileSettings.ListProfiles R List of all gateway Wi-Fi profiles N/A
) ) . . ) Wi-Fi profile alias that the user wants to String representing the
InternetGatewayDevice.Laird.SavedProfileSettings.ProfileName R/W modify profile name
InternetGatewayDevice.Laird.SavedProfileSettings.AddProfile R/W  Adds a new profile “;’rtgfr:g rr:e;)%e;entlng diz
InternetGatewayDevice.Laird.SavedProfileSettings.DeleteProfile R/W  Deletes a profile “;’rtgf?% rr:e;)r:;e;entlng the
InternetGatewayDevice.Laird.SavedProfileSettings.SSID R/W  SSID for the selected Wi-Fi profile gtsrllrg) TR
InternetGatewayDevice.Laird.SavedProfileSettings.PSK R/W  PSK for the selected Wi-Fi profile ?tsrllgg representing the
InternetGatewayDevice.Laird.SavedProfileSettings.ClientName R/W  Client name for the selected Wi-Fi profile ?Itigzgr:grl:]r:sentlng name
InternetGatewayDevice.Laird.SavedProfileSettings. TxPower R/W  TX power for the selected Wi-Fi profile A numeric value
representing TX power
InternetGatewayDevice.Laird.SavedProfileSettings.AuthType R/W é;’;?;[i]ltécat'on L5 e e S open, shared, or eap
leap, eap-fast, peap-
InternetGatewayDevice.Laird.SavedProfileSettings.EAPType R/W  EAP type for the selected Wi-Fi profile mschapv2, eap-tls, peap-
tls
none, wep, wep-eap, psk,
InternetGatewayDevice.Laird.SavedProfileSettings. WEPType R/W  WEP type for the selected Wi-Fi profile 170, Wpaz'pSk’ e
cckm-tkip, cckm-aes, wpa-
psk-aes, wpa-aes
InternetGatewayDevice.Laird.SavedProfileSettings.Mode R/W  Selected Wi-Fi profile mode BGN
InternetGatewayDevice.Laird.SavedProfileSettings.Powersave R/W  Displays the enabled power save mode off,max,fast
InternetGatewayDevice.Laird.SavedProfileSettings.PSPDelay R/W Selected Wi-Fi profile’s power save A.V ?"“e 10 - 500 in units of
delay milliseconds.
) ) . . Wi-Fi profile username used by some q
InternetGatewayDevice.Laird.SavedProfileSettings.Username R/W o e e Username string
InternetGatewayDevice.Laird.SavedProfileSettings.Password W Wi-Fi profile password used by some Password (write only)

string

InternetGatewayDevice.ManagementServer

Table 9: InternetGatewaiDevice.ManaiementServer

Standard TR-069 Management

InternetGatewayDevice.ManagementServer O
Server node
L URL used by the ACS
InternetGatewayDevice.ManagementServer.ConnectionRequestURL R/W IR [ th_e RIES D I 1D TGS to initiate a connection
a connection ;

with the gateway

String representing
InternetGatewayDevice.ManagementServer.ParameterKey R/W the parameter key

(opt.)
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String representing

InternetGatewayDevice.ManagementServer.PeriodicinformTime R/W  Time of the last inform message the time of the last
inform message
Numeric value
. - Interval for the periodic inform representing the
InternetGatewayDevice.ManagementServer.PeriodicInforminterval R/W message periodic inform
interval
InternetGatewayDevice.ManagementServer.PeriodicinformEnable R/W  Enables periodic inform true, false

Password used to initiate a

String representing
the password for

InternetGatewayDevice.ManagementServer.Password W connection with the ACS connections initiated
by the gateway
Username used for the ACS to atgzgséﬁ?;ﬁf:?grng
InternetGatewayDevice.ManagementServer.ConnectionRequestUsername R/W initiate a connection with the TS M)
gateway by the ACS
Password used for the ACS to atgnigaf%efnot:ng
InternetGatewayDevice.ManagementServer.ConnectionRequestPassword W initiate a connection with the conr?ections initiated
gateway by the ACS
String representing
q Username for the gateway to the username for
LU GV R R U U e R R initiate a connection with the ACS ~ connections initiated
by the gateway
URL used by the
InternetGatewayDevice.ManagementServer.URL RIW URL for the gateway to initiate a gateway to initiate a

connection with the ACS

connection with the
ACS

InternetGatewayDevice. WANDevice

Table 10: InternetGatewaiDevice.WANDevice

InternetGatewayDevice.WANDevice

Standard node
for Wi-Fi
endpoint
configuration.
Only one Wi-Fi
connection is
allowed on this
gateway

N/A

InternetGatewayDevice.WANDevice.{x}

Sub-node for

each Wi-Fi

device. Only

one Wi-Fi N/A
connection

allowed on this
gateway

InternetGatewayDevice.WANDevice.{x}.WANConnectionDevice

Sub-node for

each Wi-Fi

device. Only

one Wi-Fi N/A
connection is

allowed on this
gateway

InternetGatewayDevice.WANDevice.{x}.WANConnectionDevice.{y}

Sub-node for

each WiFi

device. Only

one Wi-Fi N/A
connection is

allowed on this
gateway

InternetGatewayDevice.WANDevice.{x}.WANConnectionDevice.{y}.WANIPConnection (0]

Sub-node for

each Wi-Fi

device. Only N/A
one Wi-Fi

connection is
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allowed on this
gateway

Sub-node for

each Wi-Fi

device. Only
InternetGatewayDevice.WANDevice.{x}.WANConnectionDevice.{y}. WANIPConnection.{z} O one Wi-Fi N/A

connection is

allowed on this

gateway

InternetGatewayDevice.WANDevice.{x}. WANConnectionDevice.{y}. WANIPConnection.{z}.ConnectionStatus R gtg?l?:ctlon N/A

IP address (not
InternetGatewayDevice. WANDevice.{x}. WANConnectionDevice.{y}. WANIPConnection.{z}.ExternallPAddress R necessarily N/A
external)

InternetGatewayDevice.WANDevice.{x}.WANConnectionDevice.{y}. WANIPConnection.{z}. MACAddress R MAC address N/A

InternetGatewayDevice.IPPingDiagnostics

9‘5_1Tﬁle 11: InternetGatewaiDevice.IPPiniDiainostics

InternetGatewayDevice.IPPingDiagnostics (0] Diagnostic data for the IP connections N/A
InternetGatewayDevice.lPPingDiagnostics.DiagnosticsState R Diagnostic data for the IP connections N/A
InternetGatewayDevice.|PPingDiagnostics.Host R Diagnostic data for the IP connections N/A
InternetGatewayDevice.IPPingDiagnostics.NumberOfRepetitions R Diagnostic data for the IP connections N/A
InternetGatewayDevice.|PPingDiagnostics.Timeout R Diagnostic data for the IP connections N/A
InternetGatewayDevice.lPPingDiagnostics.DataBlockSize R Diagnostic data for the IP connections N/A
InternetGatewayDevice.|PPingDiagnostics.SuccessCount R Diagnostic data for the IP connections N/A
InternetGatewayDevice.|PPingDiagnostics.AverageResponseTime R Diagnostic data for the IP connections N/A
InternetGatewayDevice.|PPingDiagnostics.MinimumResponseTime R Diagnostic data for the IP connections N/A
InternetGatewayDevice.|PPingDiagnostics.MaximumResponseTime R Diagnostic data for the IP connections N/A
9'5-5-:HternetGatewayDevice.IPPingDiagnostics.FailureCount R Diagnostic data for the IP connections N/A

InternetGatewayDevice.LANDevice

Table 12: InternetGatewaiDevice.LANDevice

InternetGatewayDevice.LANDevice (0] Defines Wi-Fi settings N/A
InternetGatewayDevice.LANDevice.{x} o Defines Wi-Fi settings N/A
InternetGatewayDevice.LANDevice.{x}.WLANConfiguration (0] Defines Wi-Fi settings N/A
InternetGatewayDevice.LANDevice.{x}.WLANConfiguration.{y} (0] Defines Wi-Fi settings N/A
InternetGatewayDevice.LANDevice.{x}.WLANConfiguration.{y}.Enable R/W 523255 the specific Wi-Fi true, false
InternetGatewayDevice.LANDevice.{x}.WLANConfiguration.{y}.RadioEnable = R/W 5232':3 e SPRE = true, false
’ ’ ) ) Enables the specific Wi-Fi Represents the SSID of
InternetGatewayDevice.LANDevice.{x}.WLANConfiguration.{y}.SSID R/W device the active Wi-Fi profile
https://www.lairdconnect.com/ 38 Americas: +1-800-492-2320
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InternetGatewayDevice. WiFi

Table 13: InternetGatewaiDevice.WiFi
(0]

InternetGatewayDevice.WiFi

The TR-181 Wi-Fi node.

N/A

Sub-node for each Wi-Fi radio (only one

9.6.5.12

InternetGatewayDevice.WiFi.Radio (0] on the gateway) N/A
Sub-node for the Wi-Fi radio settings for
InternetGatewayDevice.WiFi.Radio.{x} o} each Wi-Fi radio (only one on the N/A
gateway)
InternetGatewayDevice.WiFi.Radio.{x}.AutoChannelEnable R Whether/not auto channel is enabled N/A
InternetGatewayDevice.WiFi.Radio.{x}.Enable R Whether/not the interface is enabled N/A
InternetGatewayDevice.WiFi.Radio.{x}.Status R Interface status N/A
InternetGatewayDevice.WiFi.Radio.{x}.Name R Interface name N/A
InternetGatewayDevice.WiFi.Radio.{x}.SupportedFrequencyBands R Supported Wi-Fi frequencies N/A
InternetGatewayDevice.WiFi.Radio.{x}.OperatingFrequencyBand R Currently used Wi-Fi frequencies N/A
InternetGatewayDevice.WiFi.Radio.{x}.ChannelsInUse R Whether/not the channel is in use N/A
InternetGatewayDevice.WiFi.Radio.{x}.Channel R Indicates the applicable channel N/A
InternetGatewayDevice.WiFi.Radio.{x}.AutoChannelSupported R Whether/not auto channel is supported N/A
InternetGatewayDevice.WiFi.Radio.{x}.OperatingStandards R Supported Wi-Fi modes N/A
InternetGatewayDevice.WiFi.SSID (0] SSID node N/A
InternetGatewayDevice.WiFi.SSID.{x} (0] N/A
InternetGatewayDevice.WiFi.SSID.{x}.Enable R/W  Whether/not SSID is enabled true, false
InternetGatewayDevice.WiFi.SSID.{x}.Status R SSID status N/A
. - . The profile
InternetGatewayDevice.WiFi.SSID.{x}.Name R/W  SSID profile name name string
Reference in
InternetGatewayDevice.WiFi.SSID.{x}.LowerLayers R/W  Reference to the radio in the data model ﬂ}i ?ﬁéaagic:gel
radio string
SSID for your
InternetGatewayDevice.WiFi.SSID.{x}.SSID R/W  SSID Wi-Fi network
string
The reference
. - Reference to the IP interface in the data o ol .IP
InternetGatewayDevice.WiFi.SSID.{x}.X_|PInterface R/W model interface in the
data model
string
InternetGatewayDevice.WiFi.EndPoint (0] Defines each endpoint (Wi-Fi profile) N/A
InternetGatewayDevice. WiFi.EndPoint.{x} (e} N/A
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles (0]
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y} (e} N/A
) - ) ) ) Sub-node that defines the security settings
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security (0] used in the Wi-Fi profile. N/A
A string
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security. WEPKey R/W  WEP key when WEP mode is enabled representing
the WEP key.
PSK used for various security modes. A string
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security.PreSharedKey w Either the passphrase or pre-shared key representing
can be entered here. the PSK.
Passphrase for the WPA/WPAZ2 security. A string
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security.KeyPassphrase w Either the passphrase or pre-shared key representing
can be entered here. the PSK.
Displays the enabled security mode. A string
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security.ModeEnabled R/W  These are the standard TR-181 security selected from
type strings InternetGatewa
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yDevice.WiFi.E
ndPoint.{x}.Sec
urity.ModesSup
ported.
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security.AuthType R/W Indicates which authentication mode is open, shared,
enabled or eap
leap, eap-fast,
peap-
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security. EAPType R/W Indicates which EAP mode is enabled mschapv2,
eap-tls, peap-
tls
A string
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security.Username R/W  Username used for authentication representing
the username.
A string
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security.Password w Password used for authentication representing
the password.
A string
. - . . . - - ) representing
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security. CACertificate R/W  Certificate file path the path to the
CA certificate.
A string
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security.UserCertName R/W  Certificate name represe_r)tlng
the certificate
name.
A string
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security.UserCertPassw W Certificate password represte_ptlng
ord the certificate
path.
A string
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security. PACName R/W  PAC file name representing
the PAC name.
A string
. - . ) . ) representing
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Security. PACPassword w The PAC file password the PAC
password.
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Enable R/W  Whether/not the profile is enabled true, false
A string
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Alias R/W  Profile name ret’;lr:flsirﬂ?g
profile name.
A string
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.SSID R/W  Profile SSID reg:?ﬁirjg?g
network SSID.
InternetGatewayDevice.WiFi.EndPoint.{x}.Profiles.{y}.Status R Connection status N/A
InternetGatewayDevice.WiFi.EndPoint.{x}.Security (0] Defines security supported by the gateway N/A
) - ) ) Comma-separated list of supported
InternetGatewayDevice.WiFi.EndPoint.{x}.Security.ModesSupported R security modes N/A
InternetGatewayDevice.WiFi.EndPoint.{x}.ProfileNumberOfEntries R Number of profiles N/A
) - . Data model reference to the SSID for the
InternetGatewayDevice.WiFi.EndPoint.{x}. SSIDReference R currently active profile N/A
InternetGatewayDevice.WiFi.EndPoint.{x}.ProfileReference R srrgffilllg FEEEEE (0 e BUIEL e N/A
InternetGatewayDevice.WiFi.EndPoint.{x}.Status R Profile status N/A
InternetGatewayDevice.WiFi.EndPoint.{x}.Enable R/W true, false
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InternetGatewayDevice.IP

Table 14: InternetGatewaiDevice.IP

This node provides stats for all

InternetGatewayDevice.IP (0] the IP interfaces. There are 2 on N/A
the gateway, ethO and wlanO.
9.6.¢ InternetGatewayDevice.lP.Interface (0] N/A
InternetGatewayDevice.IP.Interface.{x} o} N/A
InternetGatewayDevice.IP.Interface.{x}.Stats (0] N/A
InternetGatewayDevice.IP.Interface.{x}.Stats.DiscardPacketsReceived R '(I'Q;)ﬁumber of discarded packets N/A
InternetGatewayDevice.|P.Interface.{x}.Stats.DiscardPacketsSent R '(I'#;)-number i GlsEalEt prE e N/A
InternetGatewayDevice.IP.Interface.{x}.Stats.ErrorsReceived R The number of RX errors. N/A
InternetGatewayDevice.|P.Interface.{x}.Stats.PacketsReceived R The number of packets (RX). N/A
InternetGatewayDevice.IP.Interface.{x}.Stats.PacketsSent R The number of packets (TX). N/A
InternetGatewayDevice.|P.Interface.{x}.Stats.BytesReceived R The number of bytes (RX). N/A
InternetGatewayDevice.IP.Interface.{x}.Stats.BytesSent R The number of bytes (TX). N/A
InternetGatewayDevice.|P.Interface.{x}.Stats.ErrorsSent R The number of TX errors. N/A
InternetGatewayDevice.IP.Interface.{x}.IPv4Address (0] ilrl?t\g:f::gings for the particular IP N/A
InternetGatewayDevice.IP.Interface.{x}.IPv4Address.{y} (0] N/A
InternetGatewayDevice.IP.Interface.{x}.IPv4Address.{y}.SubnetMask R The subnet mask. N/A
InternetGatewayDevice.|P.Interface.{x}.IPv4Address.{y}.Enable R Is this interface enabled. N/A
InternetGatewayDevice.|P.Interface.{x}.IPv4Address.{y}.AddressingType R The addressing type. N/A
InternetGatewayDevice.|P.Interface {x}.IPv4Address.{y}.IPAddress R The current IP address. N/A
InternetGatewayDevice.|P.Interface.{x}.IPv4AddressNumberOfEntries R ;mse r?:(?eb(?) rn?; Ile\; ‘: ?hr:r;east;r\l/ay) N/A
InternetGatewayDevice.|P.Interface.{x}.Type R The type of IP interface. N/A
InternetGatewayDevice.|P.Interface.{x}.Name R The name of the interface. N/A
InternetGatewayDevice.|P.Interface.{x}.Enable R Is the interface enabled. N/A

9.7 Debug

At the bottom of the web Ul is a debug pane that can be used to view system logs on the gateway. Click the arrow buttons to
expand or collapse the debug pane. To start or stop debug log polling, click Auto Update Logs.

Signal Strength -50

+ | A | StopUpdating &  filter string (RegEx)

INFO Sending valid uplink packets NbValidPackets=1

ECoDA—T}

INFO Received uplink packets NbPackets=1

INFO Sending siatus fo the network server Allilude=0 CpuPercentage=30.351691 FrequencyPlan=US_902_923 Latilude=43 284035 Load1=3.41 Load 15=3.27 Load5=3.47 Longitude=37.990616 MemoryP

ercentage=66.5529 RTT=124 RXPackeisRecei

INFO Uplink message transmission successiul. CodingRale=4/5 DataRate=SF10BW125 Frequency=904700000 GatewaylD=1g 10293512 Modulalion=LORA PayloadSize=18 RSSI=77 SNR=12
Q Sgnding valid uniink nacket= NoVaidPacket

INFO Uplink message transmission successful CodingRale=4/5 DataRale=SF8BWS00 Frequency-504600000 GatewaylD=rg 10283512 Modulali

JSON up: {"nepk™ ["tmst" 78726939, "chan®™8,"rich™0,"freq"-904 6, "stal™ 1, "modu™ "L ORA" "dair™"SFSBWS00", "codr™"4/5" "snr":-5 25 "rssi"-96, 28, "data""gBoDACaATREBgn8G5VuwGFXEL 548w P1

L ORA PayloadSize- RSS5I=96 SNR=525

Figure 44: Debug info
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9.8 Factory Reset

To factory reset the gateway back to default settings, complete the following steps:

Hold the user button while power is applied OR hold the user button while you press the reset button (Figure 45).

1 - User Button
2 — Reset Button

Figure 45: Performing a factory reset

Continue to hold the user button until all the LEDs on the top begin to flash.
Once the LEDs start flashing, release the user button.

The factory defaults are applied, the gateway reboots, and it is ready to use.
2.

j: 9.9 Bluetooth

At this time the Bluetooth and Bluetooth Low Energy functionality onboard the RG191+LTE Gateway is not enabled.
Please visit the RG191+LTE page on Lairdconnect.com for more information: https://www.lairdconnect.com/wireless-
modules/lorawan-solutions/sentrius-RG191+LTE-lora-enabled-gateway-wi-fi-bluetooth-ethernet

Additional information:

For the latest version of this manual, quick start guide, regulatory information and firmware updates, please see the
Documentation tab the RG191+LTE page on Lairdconnect.com: https://www.lairdconnect.com/wireless-modules/lorawan-
solutions/sentrius-RG191+LTE-lora-enabled-gateway-wi-fi-bluetooth-ethernet
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10 IP67 RATED ENCLOSURE

LoRa and Wi-Fi antennas

Power supply module
CAT6 Ethernet module
Moulded plastic cover

ArlIWIN| P

Laird 5. sentrius™ Gateway

=
250mm £

o
o |

Figure 46: Top of the IP67 Rated Sentrius™ RG191+LTE Gateway

Metal cover plug (2) —
5 Available data/power ports
for expansion

6 Power supply module
Six LED displays with
transparent dust cover
Three LED display and
8 User button with
transparent dust cover
CAT6 Ethernet module
Plastic gore ventilation
plug

70 mm

Figure 47: Side panel of the IP67 Rated Sentrius™ RG191+LTE Gateway (Current 9
Generation)
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10.1 Specification

Interfaces Wired CAT6 Ethernet - RJ45 Connector
LED Data Communication Ports (2)
Optional Data Communication/Power Ports
Available for Expansion (2)
Wireless Wireless
Power Supply Voltage 12V/1A
Power Adapter/Cable External DC Power Supply (12V/2A rating) with
regional plug adapter — Industrial Temperature
Rated (supplied by end-user)
Configuration Web-based interface via Ethernet/Wi-Fi
Physical Dimensions 220 x 250 x 70 mm (enclosure only)

Environmental

Operating Temp.

-40° to +85°C

Wi-Fi Antenna Model Laird 001-0012 IP67-rated
Type Dipole
Connector RP-SMA
Antenna Gain 2.0 dBi (2.4-2.5 GHz), 2.0 dBi (4.9-5.875
GHz)
LoRa Antenna Model Laird 001-0011 IP67-rated (902—-928 MHz)
used with RG191+LTE
Type Dipole
Connector RP-SMA
. 2.0 dBi (863—-870 MHz) used with RG186
Antenna Gain . .
2.0 dBi (902-928 MHz) used with RG191
LTE Antenna Model Laird 001-00004 IP67 LTE antenna
Type Dipole
Connector RP-SMA
Antenna Gain Upto 2.2dBi

Accessories

Included

= 1 x902-928 MHz antenna
= 1 XxLTE antenna
= Two 2.4/5 GHz Wi-Fi antennas

Note: Mounting hardware (wall mount or
pole mount available) — sold
separately

Enclosure

IP67 Rated

= External enclosure housing for Main

Gateway PCB
= Molded plastic cover
= Anti-corrosive
= Die Cast Alloy Frame (Al-Si-Mg)

Warranty

One-year warranty

https://www.lairdconnect.com/
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10.2 LED Display Reference

10.2.1 Three LED Display with User Button

Power (green)

LoRa (green)
BLE (green)

AW IDN |

User Button

Figure 48: LED displays with User button (#6 from Figure 47)

10.2.2 Six LED Display

Power

Ethernet
Wi-Fi
N/A
User
N/A (Future Use)

o | O | W(N |

Note: All LEDs are green.

Figure 49: Six LED display (#7 from Figure 47)
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10.3 Previous Generation Connector Adapter Layout

Metal cover plug (2) —
1 Available data/power ports
for expansion
Three LED display and
2 User button with
transparent dust cover
Six LED displays with
transparent dust cover

70 mm

4 Power supply module

Figure 50: Side panel of the IP67 Rated Sentrius™ RG191+LTE Gateway (Revision 1 & 2) 5 CAT6 Ethernet module
6 Plastic gore ventilation
plug
10.4 Cable Assemblies
10.4.1 Power Supply and Ethernet Module
Sealing Nut
Sealing Nut
Clip
Body Gasket
Seals
Lock Nut
w Gasket
0—Ring4—‘_@

Figure 51: Power cable (left) and Ethernet (right) assembly components
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10.4.2 Assembly Steps

The steps explained below cover the power cable assembly process in detail. The ethernet cable assembly is very similar,
however less complex, to work with. In general, place the Ethernet cord through each component and mount to the
enclosure. Tighten the Sealing Nut with a Torque Force of 8 ~ 10 kgf.cm. The rest of the guide covers the power cord
assembly.

Note: To ensure the IP67 rating, the Ethernet cable diameter must be in the range of
4.5 mm - 6.5 mm. If the cable is too small, there is a potential risk of environment factors potentially
damaging the internal hardware.

To assemble the power cable, follow these steps:

Insert the Ethernet cord through each component — sealing nut (i), clip (ii), sealing (iii), sealing body (iv), gasket (v),
and lock nut (vi) (Figure 52).
=
=|
i)

- — Bealgig

Figure 52: Insert Ethernet cord

(vi

Note:  To ensure the IP67 rating, the cable diameter must be in the range of 5.5 mm — 8.0 mm. If the cable
is too small, there is a potential risk of environment factors potentially damaging the internal hardware.

2. Use a 1.5 mm screwdriver, preferably an allen wrench, to fix the core wire(s) into the screw fixing point (Figure 53).

Figure 53: Core wire fixed into the screw fixing point

Note:  The cable core wires for the power cable assembly need to be in the range of 14
AWG to 18 AWG to fit properly in the screw points. We recommend that you strip
and tin the ends of the core cable wires to make the install easier when inserting
the wire into the screw points. Range of length tinning wire: 5 mm— 6 mm.

3. Pin 2 should be negative (black wire) and Pin 1 should be positive (red wire). It is
4. recommended to install an Earth Ground Wire. There are positions available on the
enclosure for this (Figure 59).

Pin_Assignments Front View

Fit the gasket (v), sealing (iii), and clip (ii) onto the sealing body (iv) (Figure 54).
Fit the lock (vi) and o-ring (ix) onto the housing (vii) (Figure 54).

(vi) (vii) (ix)

Figure 54: Steps 3and 4
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Screw the sealing nut (i) and the assembled housing (x) onto the assembled sealing body (xi) with a torque force of
8-10 kgf-cm (Figure 55).

5. Figure 55: Step 5

The assembly is now complete (Figure 56).

Figure 56: Completed assembly

Mount the completed cables into the keyed power module slot and the Ethernet module slot #8 and #9 from

Figure 47.
3

10.5 Mounting Hardware

10.5.1 Wall Mount

M6x0.8x10.0 mm, stainless steel screws with washers — 4

5/16 x 11 self-tapping screws, L=25.00 mm — 4

3/4” wall anchors — 4

4” hose clamps — 2

M5x1.0x10.0 mm, stainless steel screws with washers (optional) — 4

Figure 57: Wall Mount

0

1O

111.0

0]

70
= =
e <
—
Figure 58: Wall mount dimensions
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M6x1.0x15-4 Mounting Screw

60.0
[5) I—= q || p
I -
of ol
L 9
- s - = =
0
O O,
(o}
@ @
—
il i J1 A Y J1 J
[CR - [+] Ao

Figure 59: Enclosure placement dimensions (mm)

10.5.2 Pole Mount

M6x0.8x10.0 mm, stainless steel screws with washers — 4

5/16 x 11 Self-tapping screws, L=25.00 mm — 4

3/4” wall anchors — 4

M8x1.25x80.0 mm stainless steel screws with washers — 2

M8x1.25x90.0 mm Stainless Steel Screws with washers and
nut—1

M5x1.0mm Stainless Steel Screws, L = 10.0 mm with washers
(optional) — 4

10.5.2.Eigure 60: Pole mount (pole diameter range ~34 mm - 90
mm)

Dimensions

L S

Section A-A Section A-A

H | Il |
;) ; = —
g i - \\' § —guw |
& |
O D=
i £
900
Figure 61: Pole mount dimensions
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11 FCCAND ISED CANADA REGULATORY STATEMENTS

This product contains the RG191-M2, the WB50NBT from Laird and the Quectel Wireless Solutions EG91-NA

RG191+LTE SQG-RG191INALTE 3147A-RG191INALTE
contains...
RG191-M2 SQG-1001 3147A-1001
WB50NBT SQG-WB50NBT 3147A-WB50NBT
EG91-NA XMR201807EG91NA 10224A-2018EG91NA

Power Exposure Information

To comply with FCC RF exposure limits for general population/uncontrolled exposure, the antenna(s) used for this
transmitter must be installed to provide a separation distance of at least 20 cm from all persons and operating in
conjunction with any other antenna or transmitter.

IMPORTANT NOTE: If these conditions cannot be met (for certain configurations or co-location with another transmitter),
then the FCC and Industry Canada authorizations are no longer considered valid and the FCC ID
and IC Certification Number cannot be used on the final product. In these circumstances, the OEM
integrator is responsible for re-evaluating the end product (including the transmitter) and obtaining a
separate FCC and Industry Canada authorization.

OEM Responsibilities

To comply with FCC and Industry Canada RF exposure limits for general population/uncontrolled exposure, the antenna(s)
used for this transmitter must be installed to provide a separation distance of at least 20 cm from all persons and operating
in conjunction with any other antenna or transmitter, except in accordance with FCC multi-transmitter product procedures.

WARNING: Changes or modifications not expressly approved by Laird could void the user’s authority to operate
the equipment.

FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the
FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in an installation. If this equipment does cause harmful interference to radio or television
reception, which can be determined by turning the equipment off and on, the user is encouraged to correct the interference
by one or more of the following measures:

= Re-orient or relocate the receiving antenna

= Increase the separation between the equipment and the receiver

=  Connect the equipment to an outlet on a circuit different from that to which the receiver is connected.
=  Consult the dealer or an experienced radio/TV technician for help.

FCC Warning

This device complies with part 15 of the FCC rules operation is subject to the following two conditions: (1) this device may
not cause harmful interference, and (2) this device must accept any interference received, including interference that may
cause undesired operation.
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Industry Canada (IC) Warning

This device complies with Industry Canada license-exempt RSS standard(s). Operation is subject to the following two
conditions: (1) this device may not cause interference, and (2) this device must accept any interference, including
interference that may cause undesired operation of the device.

French equivalent is:

Le présent appareil est conforme aux CNR d'Industrie Canada applicable aux appareils radio exempts de licence.
L'exploitation est autorisée aux deux conditions suivantes : (1) I'appareil ne doit pas produire de brouillage, et (2)
I'utilisateur de I'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est susceptible d'en
compromettre le fonctionnement.

ISED Radiation Exposure Statement

To comply with ISED Canada RF exposure limits for general population / uncontrolled exposure, the antenna(s) used for
this transmitter must be installed to provide a separation distance of at least 20 cm from all persons and must not be
operating in conjunction with any other antenna or transmitter.

French equivalent is:

Déclaration IC d'exposition aux radiations

Pour se conformer a Industrie Canada RF limites d'exposition pour la population générale / exposition non contrblée,
I'antenne utilisée pour ce transmetteur doit étre installée pour fournir une distance d'au moins 20 cm de toutes les
personnes et ne doit pas fonctionner en conjonction avec toute autre antenne ou transmetteur.
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12 LABELS

12.1 RG191+LTE

The RG191+LTE

r

Sub-Assy: 450-00013
Rev: R
D/C: 0119412

902-928MHz LoRaWAN Gateway
Including Wi-Fi, Bluetooth, and Ethernet

Sentrius™ RGI91+LTE NA 902 - 928MHz

WWW. com/rgixx-getting-started
User Name: sentrius Password: RGlxx

IMEL: 8658140400014/9

Ethernet MAC ID: C0:EE:40:29:34:BB
WiFi MAC ID: CO:EE:40:0A:DF:95
DevEUI: CO:EE:40:FF:FF:29:34:BB

’- FCC ID: SQG-RGI9INALTE
|| Ol | Contains FCC ID: SQG-WBSONBT Assy: 450-00107
L Contains FCC ID: SQG-1001 Rev: R
=, 1C: 3147A-RGI9INALTE
. Contains IC: 3147A-WBS0NBT
r— " Contains 1C: 3147A-1001
. h This devion compdes wih Part 19 of the 10T Bubes
B e
— o

Figure 62: RG191+LTE Region Supported Label

https://connectivity.lairdtech.com/wireless-modules/lorawan- America: +1 919 597 7300

solutions/sentrius-RG191+LTE-lora-enabled-gateway-wi-fi-bluetooth- 52 Europe: +46 31 420530

ethernet © Copyright 2020 Laird. All Rights Reserved Asia: +86 755 2714 1166



