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Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class
B digital device, pursuant to Part 15 of the FCC Rules. These limits are
designed to provide reasonable protection against harmful interference in a
residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications.
However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one of the
following measures:
- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.
- Connect the equipment into an outlet on a circuit different from that to which

the receiver is connected.
- Consult the dealer or an experienced radio/TV technician for help.
FCC Caution: To assure continued compliance, (example - use only shielded
interface cables when connecting to computer or peripheral devices) any
changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.
This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:
(1) This device may not cause harmful interference, and
(2) This device must accept any interference received, including interference

that may cause undesired operation.

IMPORTANT NOTE:

Thismodule is redtricted to mobile configuration. To comply with FCC RF exposure
compliance requirements, the antenna used for this transmitter must be ingtaled to

provide a separation distance of at least 20 cm from al persons and must not be

co-located or operating in conjunction with any other antenna or transmitter. This
transmitter module must not be co-located or operating in conjunction with any
other antenna or transmitter
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1. Introduction

1.1 The WLAN 802.11a+b+g mini-PCI Module

Thank you for purchasing the WLAN at+b+g mini-PCl Module that provides the
essest way to wirdess networking. This User Manud contains detailed ingtructionsin
the operation of this product. Please keep this manud for future reference.

System Requirements
® A laptop PC contains:
- 32 MB memory or grester
- 300 MHz processor or higher
®  Microsoft® Win""2000/ME/98 Second Edition/XP

1.2 Hardware Installation & Antenna Information

° Moduleisingtalled in the Personal Compuiter, located on the bottom side of
the Persond Computer or ingtaled in the router. (see the following diagrams).




Antennas are embedded in the two sides (see the two antennas shown
below)




Only the antenna types listed below can be used:
Antennal: PIFA( D MAma d e Wistron NeWeb)

Antenna 2: Dipole (GA30038-YMSE made 6iygaAnt Co.)
Antenna 3: Dipole(F CH 0 4ma d e Lbng-Chu Co)

Antenna4: Dipole D B Al PEX1 ma d e Long-Chu Co.)
Antenna5:DipoleS RS M5 150 MRA; SRSMa4dGEGOGBRALI CRAFT )

Antenna 6: Dipole (D B AB S MA 1 ma d e Lbng-Chu Co.)
Antenna7: Dipole(D B ASSM-A 1ma d e Lbng-ChucCo.)
Antenna 8: Dipole (D B Al PEX 2 ma d e Lobng-Chu Co.)

The antenna 3,5,6,7 are Dipole type in reverse SMA connector,
which cannot meet the integral criterion, and only apply the band
5.25GHz~5.35GHz and 5.725GHz~5.825GHz for 11aregulation.

Important Note:
Thismodule is redtricted to mobile configuration. The antennas of module
should be ingtalled and operated with minimum distance 20cm between the
radiator and &l persons. This transmitter must not be co-located or operating in

conjunction with any other antenna or transmitter.
The module is for OEM ingalation only and can not be sold to end user directly.



*Caution !!

(1). This module cannot be bound in a tablet computer
for RF exposure issues. (See label 1)

(2). Due to the RF exposure issues, this module can be
used in a laptop computer in normal operation, but
cannot be used when it is put above the lap and the

LCD screen is in the closed position. (See label 2)

The device can't be operated above

the lap when the LCD isclosed

Label 1

Label 2



(3). This module must be labeled with FCC ID. (See

label 3)

Label 3

(4). If the FCC ID is not visible when the module is
installed inside another device, then the outside of
device must also display a label referring to the
enclosed module. The exterior label can be “ Contains
Transmitter Module FCC ID:NKRCM9 " or similar

wording. (See label 4)

Label 4



Please put Label 2 & Label 4 to the enclosure of end

product to note the end user.



Driver/Utility Installation / Uninstallation

| mportant!!
When using antennal, 2, 4, 8, theinstall driver is‘'cm9_ V1.0 20040312-SA.exe".
When using antenna3, 5, 6, 7, theinstall driver is'cm9_V1.0_20040312-SB.exe”.
Antennal: PIFA( DMAma d e Wistron NeWeb)

Antenna 2: Dipole (GA30038-YMSE made 6iygaAnt Co.)
Antenna 3: Dipole(F CH 0 4ma d e Lbng-Chu Co)
Antenna4: Dipole (D B Al PEX1 ma d e Lobng-Chu Co.)

Antenna5:DipoleS RS M5 150 MRA; SRSMAa4dEGOGBRALI CRAFT )
Antenna 6: Dipole (D B AB S MA 1 ma d e Lbng-Chu Co.)

Antenna7: Dipole(D B ASSM-A 1ma d e Lbng-ChucCo.)
Antenna 8: Dipole (D B Al PEX 2 ma d e Lbng-Chu Co.)

2.1 Installation

Note! The Ingdlaion Section in this User Manud describes the firg-timeingalaion

for Windows. To re-ingdl the driver, please firg uningd| the previoudy
ingtaled driver. See Chapter 2.3 “Uninddlaion” in this User Manud.

Follow the steps below to complete the driver/utility ingtalation:
1. Insatthelnstallation Softwar e CD into the CD-Rom Drive.

2. Click “Next”.

WLAN st mini-PC] Module Setup x|

Wealcome lo the Inel allShield Wizand For WA
a+beg mini-PC Module

Tha bnslalSkieddR Wirard sl rotall WLAN asbag min-PCI
Modute on your compubsr To contirues, oiick Mest

S S w8 R B

3. ReadtheLicense Agreement andclick “Yes’.

10



License Agreement
Flesse read e fuinwi'd |icense soreemery: carshly




4. Click “Next” to continueor click “ Browse” to choose adestination folder.
1-PC1 Module Setup -.E.I‘

Choose Destination Location \
Sobect Folder whene Setup vill install fles
|

Setup ol ritall WLAN asbeq mrPCl Modde in e kol okdes
To stk o this ks, chck Neat. To netal b 8 cssart b, cich Bromse and seect
arvolher lokda.

Diestination Folder
C:\Pregram FlesLAN aebieg min-PCI Modde \ Biowse.., ]|

5. Click “ Next”.

AN athbhg mini-PC]1 Module Sstup
Select Progiam Folde
Pioase selnct a program folds

Seup will add piogiam ons (o ke Progeam Felder krled below. Yiou map tepe & new lokder
e, of seect ane from the eeting loiders kst Chok, tor conliree

Progeam Folders:
[FLAH vk o irinkPC3 Module]
Esirina F

Lodus Applcstons

Incta Givedd

g [ e | | twwi |

6. Click“Yes’ to create a shortcut icon on your desktop.
T

(? ) Do youwantio dd a WLAN a#bs g minkPC1 Module sharint o yous deskiop 7

L] w |




7. Click“Finish”.

e mini-PC] Nodule Setup

InstalfSheeld Wizard Complete

Sehp hi brmhed melalng 'WLAH &+beg mnl-PC| Modise on
oLl Compubsr.

=

8. You should now see a shortcut icon on your desktop.



2.2 Additional Setup Processes

During software ingalation procedure, each operating system may prompt different
specific options:

1. Windows 98SE: The system will request the origind Windows CD during the
inddlation process. When the inddlation is finished, you'll have to restart your
computer.

2. Windows M e: Please restart your computer when the ingtdlation isfinished.

3. Windows 2000/X P: Sdect “Ingdl the software automatically” when the window
with this option appears, and then click “Next” to continue instalation.

14



2.3 Uninstallation

Note! Before uningdlation, please close dl running programs.

1. Click Start>Programs>WLAN at+b+g min-PCl Module >Uningal WLAN at+b+q

min-PCl Module.

2. Choose“ Remove”. Click “ Next”.

W athtg nini-PC1 Hodule Setup x|

‘W abcome
Modiy, ispar. o memows Bhe progesim

‘Wisloorme bo the WILAN a+beg minl-FCI Module Setup Mamt=nance mogam The progpam
etz o rrvochly He cogrerd ievelalation. Chek ome of the oplions Below.

r M_u?

Sefec! new program leahues to add or sslect cumently netalied [eahues to
IEmre.

" HAgpar
ﬁ Aewsial gl piogram leshaes nelaled by The pevious relup.

* ferovd

]'E'a Femove ol slaled Inathaes,

3. Click“OK” to gart Uninstall.
|

Do ol want ko completely remove the seleched application and all of its Features?

Cancel |

4. Click“Finish”. Unlnstalllsnowoompleted

4N atbtg mini-PCL |l|-|l le Selup

Maintenance Complete

InstalShiedd Wizard has firmhed perfoming manbenance
operaions or WILAN seb+g min-PCl Modun




and the Configuration window appears.

LD g

WLAN Configuration
802.11a/b/g.

3. Connecting to an Existing Network

1. Double click the shortcut icon of WLAN at+b+g min-PClI Module on the desktop,

_ Profile List Information List I Detail List
= @ Selected Profile Information -
Default ey Configuration Mame Diefautt
Metvwark Mame
work Connection nifrastructure
: et kG i AP(Infrastructure)
Modify WWEP Disabled
= B8 Link Information
Delate Metwark Mame
”l Metwark Connection AP{Infrastructure)
Security Mone
_ Afaly: Charinel 3
I” Enahble Smart Selection s 1 Mbps
Signal Strength 24% j

2. Click onthe Refresh button

Available Metworks

Metweork Matme Connection Mode | Charnel | WEP |

Signal Strength

| Metwark Connection

Double click a "Metwark Mame" to connect to an available netswark.

LG g

WLAN Configuration
802.11a/b/g.

Press Refrezh button to initiate site survey process

d:,_) Refresh

Signal Strength

'/'_)Hefreshto Ilg 6“ a\la|6b|e naWOI’kS.

_Profile List Information List Deetail List
= @ Selected Profile Information -
Default Mew Caonfiguration Mame Default
Metwark Mame
Metwark Connection AP(Infrastructure)
Madity WEP Disabled
= % Lirk Information
m Dielete Metwork Mame Wy
Metwark Connection AP{Infraztructure)
Security Mone
Ay Channel ]
[~ Enahle Smart Selection T e e 1 Miops
Signal Strength 36% ;I
Available Networks
Metswork Mame I Connection Mode | Channel | WEP | Signal Strength | Metwark Connection I -
A NC50 B [ Enable 2% | Infrastucture
: 36 T
i MCS0 B Enable 3% Infrastucture s
i MCS0 B 4 Enable 30% Infrastucture
£ NG B 3 Dizakle 4% Infrastucture =]
Doukle click a "Metwork Name® to connect to an available netwark. ,_) Refrash
Signal Strength
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Note! To automaticaly connect to the network with the strongest sgnd, select
Enable Smart Selection. Any disdlaysin Profile Lig.

3. Fromthelig of “Available Networks’, choose one network by double clicking the
Network Name. One of the following dialog boxes appears. Click “Yes’ to
continue.

Connection wizard | C o ection wizard

=— Metwor i reaimes (S0 WY -— Nefework neme (S50 HOs0

-— Thi5 Iz & wsbeless access pont. - Thiz Iz & wiralesz accegs paint
=== ThiEz mebwilr K réigir ae 1he s Of & ralwork beey OvER)

Tosccess this rebaork, dick Vse,
Toaccess this neimwork, cick Ve

CarEl I cancal
[ Dont ghow s wizsed rect fime. ™ Dont show this wizard nesd 4me.
4. If the chosen network has security enabled, the Secur ity tab displays. Select the

Security option used by the network. Contact the network administrator for the

correct settings.

Configuration Setting

Frofile Editor  Security |TCF‘.I'IF‘ Property |

Zet Zecurity Options

X

e,
™ WWRA PEK
& BO2x

i~ Pre-Shared Key

Contigure..,

VPA EAP Type

|1|_s

802 1x EAP Type |TLS

o

Cancel ALy

17



5. If Hecting WPA or 802.1X, sdect the EAP type, then click on the Configure

button to sdlect the cettificate,
|

Select a Certificate
I.James [l=zued: 20021 0524] j

{+ lse Any Cerificate Autharity " Choose a Cerificate Autharity

|c-N HKT Securehlet CA SGC Roct |

ServerDaomain MName

ICorporate.c:cum

Login Mame

IJames

Ok I Cancel |

6. If Hecting WPA-PSK, click on the Configur e button to enter the PassPhrase.
X

~WAPA_PEK

Erter your WPA Pazsphrase. The minimum length is 8 characters.

O I Cancel

18



7. If Hecting Pre-Shared K ey, click on the Configur e button to enter the correct
Encryption Keys.
Key entry method:
a.10hex digits: User must enter 10 hexadecimd digits.
The hexadedmd defineis"0-9" and "A-F".
ex: 123456abc
b.5 chars: User must enter 5 characters. ex: ab3#@
.13 chars: User must enter 13 characters.
ex: ab3#@kf08& kdk
d.16 chars: User must enter 16 characters.
ex: ab3#@kf08& kdk456
For WEP key, please contact with M1S administrator.

Define Pre-Shared Keys x|

Default Encryption Hey: I j

—Encryption Keys (Hex 0-3 A-F)

Key Length
Uniguie: Key: | {54 (40+24) 10 biese it 7]
Shared

First: || [54 (an+24) 10 hex digts 7]
Second | [E4 (40+24) 10 hex digits =]
Third: | [B4 (40+24) 10 hes digits 7]
Faurth: | |54 (40+24) 10 hex digits | =]

First Key: Column 1, Length O

(0] I Cancel |

8. Clickon OK (or Apply if usng the other tabs) when done to save the settings.

9. Once connected (theicon “' or @ in front of the name of the Connected
Network), you can check the signal strength from the icon &= in the Windows
Sydem Tray.

19



Additional Note for Windows XP

In Windows XP, it is recommended that you use the WLAN atb+g min-PCl Module
Configuration Utility. Before using the Utility, please follow the steps below to
disable the Windows XP Zero Configuration:

Option 1:

1. Double dlick the shortcut icon to open the Utility.

2. From the Windows System Tray, you should see the Sgnd icon. Right-dlick it
and sdect “ Disable Zero-Configuration”.

Disable Adapter
Turn radio on y Motification bl

win¥P Zero Configuration is disabled

EN Q e L

5o 11:39 AM

Option 2:
1. Goto"“Control Pane” and double click “Network Connections’.

2. Right-click “Wireless Network Connection” of “WLAN a+b+g mini-PCI Module”,
and select “Properties’.

o sl zx bk = Foteuraad
|
G 1] L Wikt b configue: i siskeis ne b i 5 eling:
slshls rsbrar
Tooorwaaot b iy seslable rebands, ook Condigeie.
< WCE) - i
2 WC s
<= daronFM w| [CRawh |
Frslyed riskwotcz
Lerian syl et up eredens netrecel,
ki
[ or IS Coce




4. Creating an Ad Hoc New Network

In the Configuration window, dick New

1.

2.

WLAN Configuratian
8021 1a/'B/g

~ priie Lied infr seslion List | Dot Lid
= [P Sebected Frotin Informsticn
Conligut alion Mame Deteut
g S
. hetevork & ornecion AP sin chee)
Moty VR it
5 BE Lnt momsson
n Dglete hiteyork Pl e
Miakesoth: Connetion AP Iericlnct o)
Eaplrty Fone
ﬂ Aoy Charmel 5
[~ Enable Smar Selection Trare i asion Rala 1 Wpe
Eknal Srength % =
A bable Hetnoris
| Mt ook Hernes | comectionbage | channsl | weR | Zinal Srergh | et conresction | -
A& nom n 3 Erbi= T rirastucles
: T TM— i
NES ] 3 Erabie Hu iifasiuclee
i S0 B 4 Bmbls [ zim | infrwsuchen
P n 3 Oestde [ Saw ] ifrasiuchee x|
Dokl ok @ “Mataaor i Pams 10 conrect 10 an avlabie itk ,._.}Flndr\edﬁi
Sgnal Strcngtn

Sdlect the “Profile Editor” tab.

(o Betting

Profile Editor

Security | TCPAP Property |

| Profile tems I Content

Configuration f Defautt

802114
11k Range Marmal Range
n Mode ] Ao
Tranzmit Posner Full Poswer
] Dizabled
Courdry UMITED_STATES
2.4 GHZ Preamble Lang only
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3. Choose the check box of Enable Advanced Setting to edit al settings.
4. If joining or creating an Ad-Hoc network, choose Ad Hoc.
5. If the correct country is not selected, select the country where the compuiter is
located.
ALERT! Different countries have different regulations that affect which channels
can be used. Y ou should always choose the country where you are physicaly
located to avoid usng anillegd channd.
6. Click OK (or Apply if usng the other tabs) to save the sttings.
For details of each setting, refer to M odifying a Wireless Networ k on page 20.
7. Click the Security tab. If not using security, slect None.

Configuration Setting 1 x|

Profile Editor  Security |TCP.|1P Property I

Set Securty Options

s, WRAESP Type  [115 =
£ PWPA-PSK
£ 802.1x 8024x EAF Type [115 =]
™ Pre-Shared Key
* ane

COnTigure: .,

Ok I cancel | Al |

8. If security isused, select Pre-Shared Key and click on the Configur e button.




9. Enter an encryption key inthe Shar ed: Fir st fidd.

Define Pre-Shared Keys T x|

Default Encryption Key: I j

—Encryption Keys (Hex 0-9 A-F)

Key Length

Unigue Key: |

ZShared

54 c404+24) 10 b it %]

Figt | 4 (40+24) 10 hex digits | |
Second: [B4 (d40+24) 10 hesc sigits 7]

Third: |

|64 (40+24) 10 e digts |+

Fourth: |

First Key: Column 1, Length O

|54 (40+24) 10 hex digts =]

o]

Cancel |

10. Click OK (or Apply if using the other tabs) to save the settings. The new
Network Nameisligedinthe Profile List.
The driver does not dlow channd sdection in Ad-Hoc mode. Instead, the driver
sartswithaninitia channel then checks channd gtatus. If the channd is busy, the

driver automatically uses a different channdl.

For details of each setting, please see chapter 5.

23



5. Modifying a Wireless Network

5.1 Infrastructure Mode and Ad Hoc Mode

Y ou can set the Wireless Network Adapter to work in either Infrastructure mode or
Ad Hoc mode.

Infrastructure Mode

In infrastructure mode, devices communicate with each other by first going through
an Access Point (AP).  Wirdess devices can communicate with each other or can
communicate with a wired network. When one AP is connected to wired network
and aset of wirdess ations, it isreferred to asaBSS (Basic Service Set).

Ad Hoc Mode

Ad-hoc modeis aso caled “peer-to-peer mode” or “Independent Basic Service Set
(IBSS)”. In ad hoc mode, devices communicate directly with each other without
using an Access Point (AP).

¥ |
.-z'

v i{ﬁb%‘ oy

G

g o T
.
I- ‘ i -|
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5.2 Modifying a Wireless Network

1. Open“WLAN atb+g min-PCl Module Configuration” by double dicking the
shortcut icon on the desktop.
Note! If theré sno network name listed in the “Profile List”, click Refr esh
button and double click a Network Name from Available Networ ks.
The chosen Network Name is liged in the Profile Lig.

2. Fromthe Profile List, select one Profile and dlick M odify button [ "],

Lt | Dt Lt
= [ Soe cied Prorhs oo .
M Crnﬂlg.l'l’bcm LT [ =
Patmoek Hare (1
Péabaork COnrectan 1= Tl ity
N Modfy | R Dia bt
e A B8 U nronretion
m Dmisbe Tistworts e 123
Distwork; Conrechian EFT )
ety b
D ADpiy: Chanral 1
[~ Enable Brvsd E=lecbon Triarars sston el 1wl
Signal Srengdn i =
Sgrel Strngh | Hetvreek Gonnection | -
B o] Tisstchs e
& mcsg B H Enshin EE) Irnraxtuchrs
& MCSD B 4 Ensbls EEy Irrmtuchurs
i ncso £ 3 mes [ G ] e =
Dinibia ik s "Miebacrk Har” o canmect bo an swal sbk= netwark ,;}ﬁgnun

Sigrad Blravgin
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3. Sdect Profile Editor tab and edit the settings. Click OK to save the
modifications.

Profile Editar |Seu:ur'rt§.f | TiZPAP Property

Profile tems | Content

v Enable Advanced Setting @ Detaut

Courtey UMITED _STATES
2.4 GHz Preamby Short and Long

Default

AP(Infrastructure)
Mormal

Auta

802114

Mormal Fange
Auta

Full Poswver
Dizabled

(035 I Cancel | Ay I

Configuration Name: This name identifies the configuration. This name
should be unique.

Network Name (SSID 1) (SSID2) (SSID3): The name of the wirdess
network. This name cannot be longer than 32 characters. If the fidd is
st tobe“ANY” or isleft blank, your computer will connect to an AP with
the best sgna strength.

Networ k Connection: Specifies the mode of the network. Two options
are “Infrastructure” and “Ad Hoc".

Power Saving: Minimizes power consumption while maintaining network
connectivity and high data transfer performance. In Ad Hoc mode, Power
Savings function cannot be enabled. The power management options are:

* Off: PC Card is powered up at all times.

* Normal : PC Card degps |ess often and stays adeep for a shorter period.
* Maximum: PC Card deegps more frequently and stays adeep as much as

possible.
Wireless Mode: Three optionsare “802.11b", “802.114", “802.119",

26



“Super A”, “Super G’ or “Auto”. “Auto” alows the use of either 802.114a,
802.11g or 802.11b mode.

Ad Hoc Net Start: Specifies aband to establish an Ad Hoc network if no
meatching SSID isfound. Four options are available: 802.11b, 802.11a,
802.11aTurbo and 802.11g.

802.11b Range: Optionsare Nor mal Range and Extended Range. This
function can let user to determine the transfer range in 802.11b mode.

Extended Range can prolong the transfer range with alower data

trangmitting rate.

Scan Mode: Optionsare Active Scan, Passive Scan and Auto. In Active
Scan, the driver sends out the probe request frames from each channd and
collects the response frames from the responding. In Passive Scan, the

driver scan each requested channd, listening the beacons on each channd.
Transmit Power: This setting dlows you to change the output power of the
PC Card to increase or decrease the coverage area.

QoS: Disables or enablesthe PC Card to cooperate in a network using QoS
(Quaity of Service).

Country: Seect the country where this PC Card will operate.

ALERT! Different countries have different regulations that affect which
channds can be used. Y ou should aways choose the country where you are
physicaly located to avoid using anillegd channd.

2.4 GHz Preamble: Allows Ad-Hoc competibility with other 2.4 GHz
devices. Two options are Short and Long and L ong only. UseL ong Only
when configuring the client for an 802.11b RoamAbout AP wireless

network.

27



4. Select Security tab and choose the security mode.
Note! Check with your Network Administrator for the security features supported
by your AP.

Configuration Setting x|

Profile Editor  Security |TCF‘IIP Property I

Zet Security Options

O wes WRAEAR Type 115 ]
' WPA-PSK

¢ a024x 8024 EAP Type [TLs =
" Pre-Shared Key

o

i Mone!

Comtigure..,

OK I Cancel | ALy, |

B WPA: Enablesthe use of WiFi protected Access (WPA). Thisoption
requires I T adminigtration.

a) Select WPA to open the WPA EAP drop-down menu. The options
includes TLS and PEAP.

b) Click on the Configur e button and complete the configuration
information in the Define Certificate didog.

B WPA-PSK: Enablesthe WPA-Pre Shared Key (PSK). Click on the
Configur e button and complete the configuration informetion in the WPA
Passphrase dia og.

B 802.1x: Enables 802.1x security. Thisoption requires IT administration.
a) Select 802.1x to open the 802.1x EAP drop-down menu. The options

include TLS and PEAP.
b) Click on the Configur e button and complete the configuration
information in the Define Certificate didog.

28



B Pre-Shared Key: Enablesthe use of pre-shared keys that are defined on the
AP and the station.
a) Select the Pr e-Shared K ey radio button.
b) Click on the Configur e button and complete the configuration
information in the Define Certificate didog.
B None: No security.

5. Definethe Cetificate.
x|

Select & Certificate
I.James [l=zued: 200201 0524] L‘

% Use Any Cerificate Authority " Choose & Cerificate Authority

I'L“aN HKT Securehlet C4 SGC Roct =]

ServerDaomain Matne

iCnrporate.com

Login Matne

IJames

Ok I Cancel |

B Select a Certificate: Sdect the Certificate to Authenticate to the RADIUS
server from the drop-down menu.

B Useany Certificate Authority: The Default Setting. Sdect thisradio
button to use any Certificate Authority (CA) for authentication.

B Choose a Certificate Authority: Sdect thisradio button to choose the
desired Certificate Authority for authentication from the drop-down menu.

B Server/Domain Name: Thethe RADIUS server name or the domain name
used for the network access.

B L ogin Name: The username used to log into the server or domain.

B DefineUser Information (PEAP): Click ontheDefineUser I nfor mation
button and compl ete the configuration information in the Define User
Information didog.




6.

If sHecting W PA-PSK, click on the Configur e button to enter the PassPhrase.
The PassPhrase must be aminimum of 8 printable ASCII characters. The
PassPhrase should be at least 20 characters to make it more difficult for an
attacker to decipher the key.

If selecting Pr e-Shar ed K ey, click on the Configur e button to enter the
Encryption KeysWhen finished, click OK. For WEP key, please contact with
MIS administrator.

Define Pre-Shared Keys x|
Default Encryption Key: I _‘j
—Encryption Keys (Hex 0-9 A-F)
Hey Length
Uricue ey | [5a (a0+241 10 hexe cigits =}
Shared
First: || [54 (40+24) 10 hex digts =]
Second | |54 (40+24) 10 hex digits | >}
Thirc: | |64 (40+24) 10 hex digts ¥
Fourth; | 54 (a0+24) 10 hex digts |x]
First Key: Column 1, Length O
ik I Cancel |

B Key Entry Method: Determines the entry method for the key. Hexadecimadl

(0-9, A-F) or ASCII text (al keyboard characters).

B Default Encryption Key: Allowsyou to choose one encryption key (First,

Second, Third, or Fourth) as the transmit key, which encrypts transmissons
fromthe PC Card.

B Unique Key: Defines the per-sesson encryption key for the current network

configuration. Not used in Ad-Hoc mode.

B Shared Keys: Use these fields to enter the wireless network’ s encryption keys.

The keys must be in the correct position (First, Second, Third, or Fourth).

B Key Length: Definesthe length of each encryption key.

o For 40/64 hit (enter 10 digits for hexadecimd or 5 characters for ASCII)
o For 104/128 bit (Enter 26 digits for hexadecima or 13 characters for ASCII)



When the length is changed, the number of available charactersin the fied
automaticaly changes. If aprevioudy entered key istoo long, the key is
automaticaly truncated to fit. If the key length isincreased again, the key does
not update to the previous value.

8. Click OK to savethe sttings.

9. Sdect “TCP/IP Property” tab. Enter the settings and click “OK” to save the
SHtings.
x|

Profile Edlitor | Security Setting  TCPAP Property |

You can get IP settings sssigned automatically if your netvwork supports this
capahility. Ctherwise, you need to ask your netwaork administrator for the
appropriste IP settings

" Oktain an IP address automatically

—{* Lsethe folowing IP address

P address : I

Subnet mask I

Default gateweay I

€ Oktain DS server address sutomatically

— ¥ Lszethe following DNS server addres

Preferred DMNS server I

Alternate DNS server | I

OK I Cancel I Anply |

B [f the network uses DHCP server, choose Obtain an | P address automatically.
B [f the network does not use DHCP server, choose Use the following | P addr ess
to et the reldtive settings.  For the IP configuration information, please contact
the network adminigrator.
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5.3 Default Settings Windows XP Zero-Configuration

Y ou may aso choose the default parameters and directly proceed to Windows XP
zero-configuration through the steps below:

1
2.

Go to “Control Pand” and open “Network Connections”’.

Right-click the Wirdless Network Connection of “WLAN at+b+g mini-PClI
Module”, and make sure this connection isEnabled.

Right-click the Wirdless Network Connection of “WLAN atb+g min-PCI
Module”, and then click “Properties’.

Sdlect “Wirdess Networks’ tab and select “Use Windows to configure my
wireless network settings’ check box.

Note! Clear the check box of “Use Windows to configure my wireless network

settings’ will disable automatic wirdess network configuration.

5.4 Super A/G Setting

The Super A/G festures do not require station configuration as the command are
handled during auto-negotiation.

1.

User can double click the AP that set in Super A/G mode in the Stte survey ligt, the
configuration tool would auto connect to that AP.

User can manudly creste anew profile, and then modify the profile setting by
changing the “wirdess Mode’ to “Super A” or “Super G'.
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Appendix A: FAQ about WLAN

1. Can | run an application from a remote computer over the wireless network?
Thiswill depend on whether or not the application is designed to be used over a

network. Consult the application’s user guide to determine whether it supports

operation over a network.

2. Can | play computer games with other members of the wireless network?
Y es, aslong as the game supports multiple players over aLAN (local area network).
Refer to the game' s user guide for more information.

3. What is Spread Spectrum?

Spread Spectrum technology is a wideband radio frequency technique developed by
the military for usein reliable, secure, misson-critical communications systems. It is
desgned to trade off bandwidth efficiency for rdligbility, integrity, and security. In
other words, more bandwidth is consumed than in the case of narrowband
transmission, but the trade- off produces asignd that is, in effect, louder and thus
easer to detect, provided that the receiver knows the parameters of the
spread-spectrum signa being broadcadt. If areceiver is not tuned to the right
frequency, a spread-spectrum sgnal looks like background noise. There are two main
aternatives, Direct Sequence Spread Spectrum (DSSS) and Frequency Hopping
Spread Spectrum (FHSS).

4. What is DSSS? What is FHSS? And what are their differences?
Frequency-Hopping Spread- Spectrum (FHSS) uses a narrowband carrier that changes
frequency in a pattern that is known to both transmitter and receiver. Properly
synchronized, the net effect isto maintain asingle logica channd. To an unintended
receiver, FHSS appears to be short-duration impulse noise. Direct- Sequence
Spread- Spectrum (DSSS) generates a redundant bit pattern for each bit to be
transmitted. This bit pattern is caled a chip (or chipping code). The longer the chip,
the greater the probability that the origina data can be recovered. Even if one or more
bitsin the chip are damaged during transmission, statistical techniques embedded in
the radio can recover the origina data without the need for retransmission. To an
unintended receiver, DSSS appears as low power wideband noise and is rejected
(ignored) by most narrowband receivers.



5. Would the information be intercepted while transmitting on air?

WLAN features two-fold protection in security. On the hardware sSide, as with Direct
Sequence Spread Spectrum technology, it has the inherent security feature of
scrambling. On the software side, WLAN offers the encryption function (WEP) to
enhance security and access control.

6. What is WEP?
WEP is Wired Equivaent Privacy, adata privacy mechanism based on a 64-hbit or
128-hit shared key dgorithm, as described in the IEEE 802.11 standard.

7. What is infrastructure mode?
When awirdess network is set to infrastructure mode, the wirdess network is
configured to communicate with awired network through a wireless access point.

8. What is roaming?

Roaming is the ability of a portable computer user to communicate continuoudy
while moving fredy throughout an area greater than that covered by a Sngle access
point. Before using the roaming function, the workstation must make sure thét it isthe
same channel number with the access point of dedicated coverage area.

To achieve true seamless connectivity, the wirdess LAN must incorporate a number
of different functions. Each node and access point, for example, must dways
acknowledge receipt of each message. Each node must maintain contact with the
wireless network even when not actudly transmitting data. Achieving these functions
smultaneoudy requires a dynamic RF networking technology that links access points
and nodes. In such a system, the user’ s end node undertakes a search for the best
possible access to the system. Firdt, it evaluates such factors as sgna strength and
quality, as well as the message load currently being carried by each access point and
the distance of each access point to the wired backbone. Based on that information,
the node next salects the right access point and registersiits address. Communications
between end node and host computer can then be transmitted up and down the
backbone. As the user moves on, the end node' s RF tranamitter regularly checksthe
system to determine whether it is in touch with the origina access point or whether it
should seek anew one. When a node no longer receives acknowledgmert from its
origina access point, it undertakes a new search. Upon finding a new access point, it
then re-regigters, and the communication process continues.



Appendix B: Specification

Frequency » U-NIl: 515~ 5.35Ghz, 5.725 ~ 5.825Ghz
range 2400 - 2.483GHz,
Modulation | » 802.11b/g
technique DSSS (DBPSK, DQPSK, CCK)
OFDM for datarate > 20 Mbps
» 802.11a

OFDM(BPSK,QPSK, 16-QAM, 64-QAM)
Channels > 802.11b/g
support US/Canada: 11 (1 ~11)
» 802.1la
1). US/Canada: 12 non-overlapping channels (5.15 ~ 5.35GHz, 5.725 ~ 5.825GH2)
Operation > 33V +-5%

voltage
Power 802.11a 802.11b 802.119g
consumption > Continuous Tx  490~510mA @18dBm 570~590mA @18dBm 610~640mA@18dBm
» Continuous Rx 340~350mA 360~330mA 420~440mA
» FTP Tx 420~440mA 510~530mA 530~545mA
» FTP Rx 400~420mA 470~485mA 490~510mA
» Standby mode 360~380mA 440~450mA 450~470mA
» Power saving mode 50mA 50mA 50mA
» RF Kill 40mA 40mA 40mA




Item Key specifications

Operation » 802.1la
distance Outdoor: 40m@72M bps,85m@54M bps,250m@48M bps,310m@36M bps
Indoor:20m@72M bps,25m@54M bps,35m@48M bps,40m@36M bps
» 802.11b
Outdoor:300m@211M bps,465m@5.5M bps,500m@2M bps,515m@1Mbps
Indoor: 60m@11M bps, 70m@5.5M bps,83m@2M bps,85m@1Mbps
> 802.11g
Outdoor: 82m@54M bps,100m@48M bps,300m@36M bps
Indoor: 20m@54M bps,25m@48M bps,35m@36M bps
Operation > Windows® 98SE, ME, 2K, XP
System
supported
Security > 64-hit,128-hit, 152-bit WEP Encryption
> 802.1x Authentication
> AES-CCM & TKIP Encryption
Operationmode | > Infrastructure & Ad-hoc mode
Transfer datarate | > 802.11b/g
11, 5.5, 2, 1 Mbps, auto-fallback, up to 54 Mbps
> 802.11a (Normal mode)
54, 48, 36, 24, 18, 12, 9, 6Mbps, auto-fallback
> 802.11a (Turbo mode)
108,96,72,48,36,24,18,12 M bps, auto-fallback
Operation > o°~70°C
temperature
Storage > -20°~80°C
temperature
Wi-Fi°® Alliance | » WECA Compliant
WHQL > Microsoft® 2K, XP Complaint
FAA > S/W audio On/Off support
Media access > CSMA/CA with ACK architecture 32-bit MAC
protocol
Embedded > Embedded Dual Band Antenna
Antenna




