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If you click on Home Network at the main menu, the following page will be displayed. This page enables you to set
up the network settings on your modem. To configure the settings, click the desired submenu button at the right of
the page.

NOTE: If VersaLink is configured for ETHERNET PORT 1 mode, the QoS and VLAN buttons will not be
displayed in the Home Network page. You must configure VersaLink for DSLATM PORT mode to use these
functions.

E
e
PR
(]
# BellSouth
5 Home C o roadband ;‘ (ome " Wireless | Frewallond ™ oo et FastAccess
ummar ; ine etwor ; . Passwords . ; i
Home Network _ i Private LAN -
Ethernet
|
| IP Address / Name MAC Address Connection Status Connection Type
| 192,168.1.19 / salle-982 DO:50:da:b2:do: f1 Active Ethernet
I
‘ Wireless
| Station MAC Address State Active Rate
: LA 00:c0:49:a9:3h: 1b Authorized 54 Mbit/sec
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If you click the Private LAN button in the Home Network page, the following page will be displayed. (Private

LAN is the default configuration for the VersaLink™ Gateway.)

LNOTE: Private LAN allows you to set up a network behind VersaLink.

If you change any settings in this page, click on save changes to allow the settings to take effect. Click the Back

button to return to the Home Network page.

faPrivale t AN Configuration - Microsoft Internet Eaplorer

I

"Home Broodband " Home " Firewall and
. Summary . DSliine .

wad s Sl P A A e

. VIJrivatE LAN Configuration

Netwerk Wireless ' Passwerds Diagnostics

Private LAN DHCP Server Enable
Private LAN Enable ¥

Modem IP Address |192.168.1.254
Subnet Mask 1255.255.255.0

Private LAN DHCP Settings

DHCP Start Address |192.1BB.1 A
DHCP End Address |192.1 68.1.253
; DHCPLeaseTime [ . o ;[0 . [0

Days  Hours  Minutes Seconds

i_sova chonges

Nerhn e inkm

BellSouth®

FastAccess’
Internet Service

Back

4

If you made changes to the Private LAN Configuration page and clicked on save changes, the following pop-up
screen will be displayed. Click on OK. This will save your Private LAN Configuration settings. If you click Cancel,

your new settings will not take effect.

oft Internet- Explorer
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Private LAN Configuration

Private LAN DHCP Server Enable

Default= CHECKED
If this box is CHECKED, it enables DHCP addresses to be served from
the Private LAN pool.

Private LAN Enable Default = CHECKED
If this box is CHECKED, it enables the addresses from the Private LAN to
use the NAT interface.

Modem IP Address Displays VersaLink’s IP address

Subnet Mask Displays the Subnet Mask, which determines what portion of an IP

address is controlled by the network and which portion is controlled by the
host.

Private LAN DHCP Settings

DHCP Start Address Displays the first IP address that the DHCP server will provide.
DHCP End Address Displays the last IP address that the DHCP server will provide.
DHCP Lease Time Displays the amount of time the provided addresses will be valid, after

which the DHCP client will usually re-submit a request.

NOTE: DHCP Lease Time is displayed in the following format: (Days:Hours:Minutes:Seconds). This value must be
greater than 10 seconds. The default = 01:00:00:00. Seconds must be between 0 and 59, minutes must be between 0
and 59, and hours must be between 0 and 23.

If the settings you have entered in the Private LAN Configuration page are incorrect, the following warnings
messages may be displayed via pop-up screens. If this occurs, check the settings in the Private LAN Configuration

SCreen.

Warning Message

Check Private LAN DHCP Settings

Start Address is not part of the Subnet

Check the value in the DHCP Start Address field

End Address is not part of the Subnet

Check the value in the DHCP End Address field

End Address is below the Start Address

Check the value in the DHCP End Address field

Lease time must be greater than 10 seconds Check the values in the DHCP Lease Time fields

Seconds must be between 0 and 59

Check the Seconds value in the DHCP Lease Time field

Minutes must be between 0 and 59

Check the Minutes value in the DHCP Lease Time field

Hours must be between 0 and 23

Check the Hours value in the DHCP Lease Time field
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If you click the IP Passthrough button in the Home Network page, the following IP Passthrough/DMZ page will
be displayed. The IP Passthrough/DMZ page enables you to select the device on your LAN that will share your
single static IP address. Before you begin this section, configure your PC settings to obtain an [P address from
VersaLink automatically. (Refer to your Windows Help screen for instructions.)

STOP: Static NAT must be disabled (if it has been previously enabled) before you can enable IP Passthrough.
Refer to section 11.3.4.2 (Disabling Static NAT) for instructions on disabling Static NAT. After you have disabled
Static NAT, return to the IP Passthrough/DMZ Configuration page.

NOTE: IP Passthrough/DMZ allows the user to share the WAN assigned IP address with one device on the LAN.
When IP Passthrough/DMZ is configured on the modem, the device with the SSI becomes visible on the Internet.
Network Address Translation (NAT) and Firewall rules do not apply to the device configured for SSI. If you are
using the Bridge Ethemet protocol, IP Passthrough/DMZ configuration will not be available.

11.2.1.1 Enabling IP Passthrough/DMZ

To enable IP Passthrough/DMZ, go to the Passthrough/DMZ Configuration page and select a device from the
options displayed in the window. Next, click on enable.

NOTE: If you select “User Configured PC,” a local PC must be manually configured to have the Passthrough IP
address.

Microsolt Internet Explorer

2 1P Passthraugh/DMZ Configuration -
I} Foo g’ ibw - Sivortes -1

@‘ BellSouth?

o I , . . ¥
Home Broodband ’ Home Wireless * Frewal and : Dicanostics FOStAccess
_ Summary - DStine . Network WO o Posswords . TINOT , Internet Service

s

1P Passthr'c;l.l-ti"‘-l.;/ljmz configrﬁ;:-.r\iiil;;" o B

Please select which device will share your public 1P address,

If "User Configured PC* is selected, a local PC must be manually configured to use the public iP
sddress.

WAN IP Address : 10,16.90.5

1P Passthrough is currently disabled.

. enable
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If you clicked on enable, the following pop-up screen will be displayed. Click OK fo continue, or click Cancel to
abort.

Microsoft Internet Explorer

If you click OK, the modem must be reset in order for the new configuration to take effect. Click OK to reset now,
or click Cancel to abort.

f Microseft Interet Exploier

‘While the modem is resetting, the following screen will be displayed.

/} Veszalink - Micrasolt Intemet Explarar

1o 2 EOR: View . Favostes ™ ool He

> warning

Resatting Modem... Plaasa walt...

The modem is resetting in order for
the requested changes to take effact.
Your paga will be retoadad shortly.
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After the modem has been reset, the Home Summary page will be displayed. Confirm that the DSL and Internet

Login fields display Up.

NOTE: If your Modem’s connection type is set to “Always On” or “On-Demand,” after a brief delay, an Internet
connection (PPP session) will be established automatically and the Home Summary page will be displayed. If the
connection type is set to “Manual,” you must click the Connect button in the Easy Login page to establish an Internet
connection. Once the Internet connection has been established, you may proceed with your modem’s configuration.
Always On is the factory default connection type for this modem. Refer to section 10.1 for details on connection type.

£ Veiralink - Miciosolt Inlesnat Explorer
1" B o Favoite Lol

4

: Statlon

MAC Address

Btate

“Home Sroadbond . ' Frewallang .
Summary DS Line Wircless  ° Tpaggwerds | Biognostks
o Ifame Summ’nrry T
. DBL up Modam Namp wersalink
: Imtornat tagln Up Model Number C90-327w3D-96
. UserlD usemame@bellsouth.nat Berlal Number 058404990719
1 VAN IP Address 10.16.60.5 Softwara Yarslon 03.62,04
! Downstrenm Rate (Kbits/Sec) 8064
:  Upstream Rato (Kbits/Sec) 856
:  Warranty Date This modem has nat yat connected to the Intemst
Humer.';"trsriwrnﬂrﬁ Summary -
T T 1P Passthrough
1P Addrass / Name MAC Address Reserved Local IP Connection Typa
10.16.90.5 7 salle-982 00; 50:da:h2:d3fl 192.168.1.19 1P Passthrough
Ethemet
1P Address / Name MAC Addrass Connectlon Status Connection Type
Wiralass

Activa Rate

BellSouth® -
FastAccess® -
- Internet Service

2]

When IP Passthrough/DMZ is enabled, the following page will display the message “IP Passthrough is currently

enabled for” and the device that you selected to share the public IP address.

AP Parsihrough/DHZ Conli

alion - Wictazalt Inteinct Exploret

droadband
D5 Line

firewall and
Passwords

Home

Network Wireless

Diagnestks

P wassthraugh/oMz Gonfig

Please select which device will share your public IP address.

akdress.
WAN 1P Addrass @ 10.16.50.5

Usor Configuied PC

IP Passthrough is cumently enabled for
solle-282.

If ‘User Configured PC" is selected, a focal PC must be manuslly configured to usa the publc IP

-

BellSouth®

FastAccess’
Internet Service

Back
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11.2.1.2 Disabling IP Passthrough/DMZ

To disable IP Passthrough/DMZ (if it has been previously enabled), go to the Passthrough/DMZ Configuration
page click on disable.

ZJ IP Pazcthrough/DMZ Caonliguralion - Microsof! Internet Exploses
&
6
<& BellSouth
. . e e - [ . . . &
Home Broadband Homa Wirefess " Arewoiland Diagnastics FUStACCES.S
. .Summar?:_: D5t line ) Network ‘_ P Passwoerds o : Internet Service
;1P Passthrough/OMZ Confiquration T Bk
Please select which device will share your public IP address.
If "User Configured PC" is selected, a local PC rust be manually configured to use the publc 1P
address.
WAN IP Addrass @ 10.16.50.5
User Configured PC |
IP Passthraugh is currently enabled for
salla-982,
disobla
B

Next, click OK in the pop-up screen to disable [P Passthrough.

Microsoft Internet Explore

If you click OK, the modem must be reset in order for the new configuration to take effect. Click OK to reset now,
or click Cancel to abort.

icrosolt Internet Explorer
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While the modem is resetting, the following screen will be displayed.

> warning

Raseiling Modem... Please Wait...

The modem is resetting in crder for
the requested changes to 1ake effect.
Your page will be reloaded shortly.

After the modem has been reset, the Home Summary page will be displayed. Confirm that the DSL and Internet
Login fields display Up in the Home Summary page.

NOTE: If your Mcdem’s connection type is set to “Always On” or “On-Demand,” after a brief delay, an Internet
connection (PPP session) will be established automatically and the Home Summary page will be displayed. If the
connection type is set to “Manual,” you must click the Connect button in the Easy Login page to establish an Internet
connection. Once the Internet connection has been established, you may proceed with your modem’s configuration.
On-Demand is the factory default connection type for this modem. Refer to section 10.1 for details on connection type.

AR\ eraalink - Microsolt Intesnst E: H
e R Vi Egvitor Lo
|
&
< BellSouth®
| . . . - o
Home Broodband Horme \Wirelass firewall and Diagnestic FGS‘ACCESS
[ Summary - Oolline o NOWOrk e serds DRI Internet Service
THome Swmmary . restegn
DSL Down Modem Name varsafink Do
Internat Login Down Mode! Number CO0-327W30-D6 ©  Fomote Accers
User [0 username@bellsouth.net Serial Number 05B404990719 L R
. WANIP Address Down Software Varsion 03.62.04 ¢ Update Modem |
! Downstraam Rate (Kbits/Sec) No DSL Connection  Raret moders
i Upstream Rote (Kbits/Sec) No DSL Connection HEREA A eeearm et
Warranty Date This modem has not yet connected to the internet :
: I-‘|O . .luw.ﬂl-kISu:nn:m;f T Commmm o
o i Ethernat :
1P Address / Name MAC Addrass Connection Status Connectlon Type
192.168.1.19 / * 00:50:da:b2:d9:f1 Active Ethemet
Wirelass
Station MAC Addrass State Actlve Rata
|
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When IP Passthrough/DMZ is disabled, the following page will display the message “IP Passthrough is currently
disabled.”

ﬁ RellSouth®

Home : Brogdband Home P Wireless { Arewallond ~ ! Disgnostics v FCISfACC&SS
Summary . DStline o Network o o JTosswords o Internet Service
IP Passthrough/DMZ Configuration . Beck

Please select which device will share your public IP address.

If "User Configured PCT is selected, a local PC must be manually configured to use the public 1P
address.

WAN IP Address : 10,16.90.5

User Configurad PC
salle-962

1P Passthrough is currently disabled.

{ encbla
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If you click the NAT/Gaming button in the Home Network page, the following NAT Configuration page will be
displayed. The NAT Configuration page enables you to set up NAT services for your modem.

Westell has developed an extensive list of NAT services, and you may select any service from this list. By selecting
your specific NAT service and setting up a NAT profile, you will ensure that the appropriate ports on the modem are
open and that the required application traffic can pass through your LAN. For a list of supported services, go to
section 15 (NAT Services). You may add an unlimited number of NAT services.

NOTE: The NAT/Gaming menu option will not be available if you are in Bridge Ethernet mode. |

/ZJ NAT Conliguration - Mict
}‘j e CER iew - -Favoes

< BellSouth?

Home Brogdbond | Home " Wireless “Frewafland < Diagnostics FastAccess
[ Summory | PStlne | Nework oo femwerd o UII0 Internet Service
AT Configuration - T eal
Service Name [Select A Senvice E| _eroblo | dalotg . edil

' Denotes Custom Sarvice

Service Name Service Mode Host Davice
IPSEC ALG Client Dynamic 'd-_ﬂoils_. _dolato

.......
Deline Custom Service

Stotic HAT

~ NAT Table Monitaring  anable

|
NAT Configuration
Service Name A drop-down menu of NAT (Network Address Translation) services that you
can select from when you are ready to configure your modem for NAT
service.
NAT Table Monitoring Factory Default = Disabled

If Enabled, this feature will monitor fraffic on the ports.
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11.3.1 Adding NAT Services

To add a NAT service, from the NAT Configuration page select a service from the Service Name drop-down menu.

R HAT Conliguiation « soft Inteinut Explorer
{[iBetE
B
(]
# BellSouth
Ceeemime e e e P P L e DL T T TP B T T 2
Home "7 Broadsand ¢ Home ¢ | o Ceremsitany oo FastAceess
s : DSL LT Wireless - .| Diagnostics et
Amml{!mmary‘u_ . e Network : : Passwords . Internet Service
: NATGD_"hgum“D“ R e e et e vt o i e e N
|
senvica Name [SfociA Senico £ anoble, duilo b, |
SalactA Service =]
ICQ 2001 b/ACL Instant Massenger =
| Anarchy Online :
Sarvice Name 14ge of Empiras i: The Conquarors : i
Amarica Online . ; . i
IPSEC ALG Asharon’s Call i details; Selete |
Yy s~ [Baldur's Gate 1 e i
e i | Batllacom
; Stotic HAT | Slizzard Batie.net i
""""""" - Black and White ¥ i
1
NAT Table Manitoring L enable) I
1
<

For example, the following page displays Alien vs. Predator as the NAT service selected. After you have selected a
service, click the enable bution adjacent to Service Name.

AR MAT Canfiguialion - Micrasoft Internet Explainr
-}
=]
&
@ BellSouth
3
Home Sroadbond " Home Wireless firewoll and Diognostics Fa StAccess
Jummery Dot L Newerk o T JPeeserds T Intenet Service
" NAT Contiguration ek
Service Name [Alians vs. Pradatar 7] _snabls . dalets edit
'*! Denotes Custom Service
Service Name Sarvice Mode Host Davica
IPSEC ALG Cliant Dynaric - detolly grlete
NAT Tabfe Monitoring  snabie
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If you clicked enable, the following pop-up screen will be displayed. If you click OK in the pop-up screen, you will
allow incoming connections to be forwarded to a designated local PC. If you click Cancel, you will allow only
outgoing connections from any local PC. Click OK or click Cancel.

NQTE: If you click Cancel in the following pop-up screen, the NAT service you selected in the Service
Configuration page is stilt configured; however, it will not be assigned to any device on the local LAN. You must
click OK to host the NAT service.

Miciosoft Internet Eiplorer

If you clicked OK in the preceding pop-up screen, the Host Device page will be displayed. The Host Device page
will enable you to select which device will host the NAT service you selected on your local area network. After you
have selected a device from the Host Device drop-down menu, click done,

NOTE: You can add multiple NAT services. However, for each NAT service you want to add, you must first select
the new NAT service as explained in the preceding paragraphs.

/] Host Devico - Microsolt Internet Explorer - |
[ e B Yiow Fyvoit Todit” it (3
=l

&

< BellSouth

<]

" Home Srogbard” " Homa o Crensiiond o FastACcess

svmmory - CBUhe” | delvork W bvords | Desoss pterpet Sevice

; LI

. Host Device salle-082 I']
Lgomo

1
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If you have selected a host device and clicked done in the preceding page, the following page will be displayed. It
displays the NAT service that you have added.

+ M =1 E3
=]
H
él BellSouth
) +
Home " Broudhond Home Frevolland o FastAccess
B Wireless Diognostics . A
 Summary - DSlline :‘—.-fvmurk ! . M.'.,fmmrds : \,‘,,u.i.v,,_,m,-‘ Internet Service
1 NAY (:unlig’uru_linn” T ' P
Servica Nama oo e e ~} \ooble, swbee, Lot
T DOnotes Custom Sarvice
Earvice Nama garvica Moda Haost Davica
Alians vs, Predator Port Forwarding sallg-962 Ldetain L Snkte
; IPSEC ALG Clignt Dynamic Hetath Salste

Lot rial

HNAT Tabla Monitonng  urabte
: et

=l

To view the details of a NAT service that you have added, click the details button adjacent to the desired NAT
service. The following page will be displayed. It shows the details of the selected NAT service. Click the Back
button to return to the NAT Configuration page.

GIE}]

.

=]
# BellSouth®
H Srodband  : | Hame frewattana - FastAccess’
"_Sun?:,n":ry . rBSul.Un: o Nﬁg:rrk . Wireless . P::P;:?vords E Diggnostics internet Service

Snrvico Detalls DR ..
8arvica Name Aliens vs. Predator
Typo: Port Forwarding
Port 1
Protocol: UDP

Global Port{s): 80

Base Host Port: 60
ot 2

Protocol: UDP
Global Port({s): 2300-2400
Basa Host Port: 2300
Port 3
Protocol: UDP
Global Port{s): B0C0-8999
Basa Hast Port: 8000

Service Details

Service Name The NAT service you selected

Type The type of NAT service

Protocol Traffic going from the modem to these ports
Global Port(s) The type of Protocol used to run this NAT service
Base Host Port Traffic going from the modem from these ports
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To delete a NAT service, at the NAT Configuration page click the delete button adjacent to the desired NAT

service,

if you clicked on delete, the following pop-up screen will be displayed. Click OKX to delete the service.

After the NAT service has been deleted, the following page will be displayed.

BellSouth®

Pakine Cintnn fervice

NAT Tabla Monitonng  waonie

# 3

Homa Broodbond Home Wirsless Frewoliamd Dicgnostics. FaStAccess b
_ summory Dillse © petwark . fmwords - Deg Internet Service  :
. NaT Configuration T Dart

Sorvice Ham? [SaloctA Senvics TG TR

= penoter Curtom Service

Borvica Name Barvica Moda Host Davica
Aliens vs. Predator Port Forwarding salla-592 ey, Ly
i IPSEC ALG Clent Gynamic R it

e

é‘ RellSouth®

. FastAccess®

] Su':.non?;ry . Egsine ) Notwerk Wiroless '}Lﬁmﬁ’é‘:’ . _WD"vg"wfklw ntereet Service -

 waTcantigweation T ST

Servico Namd [SolaASamics £l kAT kL .

** Donctos Custom Sorvice

Bervico Namo Borvico Mode Host Dovleo

IPSEC ALG Cliont Dynamic gnah owien u

NAT Tablo Moniloning  snotis 3:;
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11.3.3 NAT Table Monitoring
The NAT Table Monitoring feature enables all traffic on the ports to be monitored.
11,3.3.1 Enable NAT Table Monitoring

To enable NAT Table Monitoring, at the NAT Configuration page, click on the enable button adjacent to NAT
Table Monitoring.

ra HAT Configuealion - Micrazolt Intevnet Explorer
{1 o w1
=
@
<@ BeliSouth
Home Ercadbond " Home Wireloss " Frewall and Dicgrostics FOStAccess
. Summary Lo DSt Line . Ngrwa_{ig L ;o _F‘assworclisl o B Internet Service
NAT cunliglnr;:tlbn S ' i [
L e e e P
Service Name [SefaciA Senvice F b e, e
“* Donotos Custorm Service !
Servica Name Service Mode Host Device i
IPSEC ALG Client Dynarnic Geteits _delete
" Dofing Custom Secvice :
. Slu.licNA!' i
ot !
NAT Table Monitoing  anable :
|

If you clicked the emable button, the following pop-up screen will be displayed. Click OK to enable NAT Table
Monitoring,
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To disable NAT Table Monitoring (if it was previously enabled), click the disable button adjacent to NAT Table

Monitoring.

/2 NAT Configusation - Microzoft Intern
{7 e Bk View" Favites - Todi 1

" Home

Summory

N bt

Broadbond
DSL Line

"

| Firewalland
. Passwords |

- Diaggnastics

BellSouth®
FastAccess®
Internet Service

T NAT Configuration

et

| pack

Service Name

IPSEC ALG Client

: Stoflic MAT
[

NAT Table Monitoring  gisabie

Service Name [SelectA Service
‘* panotes Custom Sarvice

Service Mode

Host Device

i datail
Dynamic Satails,

_edit

ERCANET

detste

e Eai

)

If you clicked the disable button, the following pop-up screen will be displayed. Click OK to disable NAT Table

Monitoring,

Microsoft Intemet Explorer:
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11.3.4 Static NAT

Static NAT enables you to configure the VersaLink to work with the special NAT services. This page enables you to
select an IP address as your default NAT destination. When the modem is configured for Static NAT, any
unsolicited packets arriving at the WAN will be forwarded to this device. This feature is used in cases where the
user wants to host a server for a specific application.

11.3.4.1 Enabling Static NAT

STOP: If Static NAT is enabled, all unsolicited inbound traffic will be sent to the device that you select as the Static
NAT device. Static NAT and IP Passthrough are mutually exclusive features. IP Passthrough/DMZ Configuration
must be disabled (if it has been previously enabled) before you configure static NAT. Refer to the section 11.2.1.2
{Disabling IP Passthrough/DMZ). After you have disabled IP Passthrough/DMZ and rebooted your computer, return
to the Static NAT page by selecting Home Network at the main menu and then by clicking on NAT/Gaming.

To enable Static NAT, click the Static NAT button at the NAT Configuration page. The following page will be
displayed.

fESlalic MHAT - Microsoft Internet Explores
[ o & You Favis Lok s

# BellSouth®

Firewalland © FastAccess

Home Broodband Home . . .

: ; Wireless Diagnostics .
[Summery | DStlme L NEMOTK e, o Fosswords OO Internet Service
StatienaT I R

Set up an IP address ta be your default NAT destination i

Static NAT Davice EsaIIB-BSE i*l

All unsoflcited inbound traffic will be sent to the abova device.
MNote: Static NAT and 1P Passthrough are mutually exclusive features.

enatlo cancel
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At the Static NAT page, choose the desired device from the Static NAT Device drop-down menu, and then click
enable,

/B Static HAT - Mictosoft internet Exploser o] x] ;
o
2l
&
BellSouth
. i X Y
Home " Broodbond Hame Wireless ; firewalland Diagnostics FGStAcceSS
us?mmar!a . 5L lmi__), . Network - o Passwords N . Internet Service
i staticNAT L b
Set up an IP address to be your defauft NAT destination
Static NAT Device {salle-82 ¥
All unsolicited Inbound traffic will be sent to the ahove devica.
Note: Static NAT and IP Passthrough are mutually exclusive features.
. enable . cancel

The following page displays the Static NAT device as enabled. If no devices are enabled for Static NAT, the field
adjacent the Static NAT button will be blank.

23 HAT Configuiation - Micrazell Inteanct Exploier
{7 tE e Pty ot~ Helg
=)
&
< BellSouth
P . &
Home Broudband " Home Wireless ! Arewolland Diagnostics FGStAccess
Sommory [ fotline o Mok o s T Internet Service
| NAT Gonfiguration e
i i
[ Service Name [goioqiASenics =] Jnoble; dstste . eda |
| *** Denotes Customn Service i
i
; ;
| 2arvica Noma Service Mode Host Davice
IPSEC ALG Chent Dynamic dotads gelete
_ Define Curtom Service
- Stalie AT Enabled for salla-982
NAT Table Monitoning  crabio
5
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11.3.4.2 Disabling Static NAT

To disable Static NAT, click the Static NAT button at the NAT Configuration page.

AF NAT Conliguration - Microzofl Internet Exploier
£
s
BellSouth
s Home Broodbond Home Wireless firewall and : Diognostics Fu StAccess
ey e o Netwerk s lgords DT Intecnet Service
guretion LZ
Service Name [orore o = (gneie] | delete | edit
'*! Denctes Custorn Service
Saervica Nama Barvice Moda Host Devica
IPSEC ALG Client Dynamic [ goaits, delele
Dc.ﬁno Coustom So‘rvic-
Enabled for salle-982
. NAT Table Monitoring snobls
2

If you clicked the Static NAT button, the following page will be displayed. Click the disable button to disable Static
NAT.

/3 Static HAT - Hiciasolt Internat Exploter =113
U e Bk \oow . Favorlas - Tooie-. Holp:. El
=
o]
él BellSouth
Home Broodband Home T Wirgless | firewolland 0oL e FastAccess
w_MSummary ) MPSL !.me . Netwark - Passwo.ii.iw_ - - Internet Service
Statlec NAT [ .. S
Set up an IP address to be your default NAT destination
Static NAT Bevice Isella-SBZ -
all unsolicitad inbound traftlc will be sant to the abova davice.
Naote: Static NAT and IP Passthrough are mutually axclusive faaturas.
able_concei
|
030-300452 Rev. A 102

May 2005



' 030-300452 Rev. A
BellSouthVersaLinkGateway

WESTELL ‘ 6/1/05 — Draft 2

User Guide VersaLink Gateway (Model 327W)

If you clicked disable, the following page will be displayed. {(No device is displayed adjacent to the Static NAT
button.)

]
< BellSouth
Home Broodband " Home Wireless frewolland © Diagnostics FUStAccesls

Summary . D_SL L”Ti " Network ] o Pas;worc{iwj N _ . Internet Service

" NAT Configuration o, DK
servica Name [SgjectA Senvice T ool delts; edt
*! Denotes Custom Service
Service Name Service Moda Host Devica
IPSEC ALG Client Dynarnic Hetails | deloto -
: Define Custom Service
. Stelic NAT
NAT Table Monitoring . cnawie
|
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If you click the QoS button in the Home Network page, the following page will be displayed. If you change any
settings in this page, you must click the save button to allow the changes to take effect. If you click cancel, the
changes that you have made to this page will not be saved and the previously saved settings will be displayed. If you
click reset to factory defaults, the page will refresh and display the factory default QoS settings,

NOTE: The QoS feature helps ensure data integrity in high-speed transmissions. QoS provides the capability to
partition network traffic into multiple priority levels or classes of service. After packet classification, other QoS
features can be utilized to assign the appropriate traffic handling policies including congestion management,
bandwidth allocation, and delay measurement bounds for each traffic class. If VersaLink is configured for
ETHERNET PORT 1, mode the QoS function will not be available. You must configure VersaLink for DSLATM
mode to use this function. Refer to section 10.4 for details. The QoS menu option will not be available if you are in
Bridge Ethernet mode. QoS is only applied to packets being transmitted on the WAN.

/4 QoS Conflguration - Microsolt B |1 ]
|| o E® vow Favokes Took e P
<@ BellSouth®
3
Home " Brogdband " Home . ) " frewalland T L FGStAccess
. Summary . Dstling i Network . Wireless © Passwords Diagnostics Imernet Service
QoS Canﬂgurcllinn
QoE Enable r
Turbo YCP Enable [ —
QofiQu}aue !;l.lid Iéiit:é}‘(i—u-:;i.i.;];rut|'on
QoS Filter Enabla r
Qo8 Classification: |BastEfon [BE) -
. Peak Information Rate (%b): 100
Committed Information Rate (9b): 0
Pesk Burst 8lze {(ms): ]tnuni
Committed Burst Skze (ms): i[uug
Max Queue Size: i;mu
: ._Li’;.‘-(?l.“vl-v..;{Gﬂsy}‘cl‘f{(!l‘l'trsr e
. Latancy Boundary: W
Latancy Threshold {ms): [IJ
Vﬁ_"_;l‘rl_:-‘;;t;;untutinnrcnnfigqrrartrigllr
1P Fragmentation Enable r
1P Fragment Size: |244 -
ove, Jomd, e eleordulay,
xl
QoS Configuration
QoS Enable Factory Default = DISABLED
If this box is checked, Quality of Service (QoS) will be Enabled.
Turbo TCP Enable Factory Default = DISABLED

If this box is checked, Turbo TCP will be Enabled. Turbo TCP does not
function unless QoS is also Enabled.

QoS Queue and Filter Configuration

QoS Filter Enable | Factory Default = DISABLED
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If this box is checked, this will Enable the QoS filters.

QoS Classification

This feature provides the capability to configure the bandwidth filter and
queue size for a particular class of service. This menu selects which class of
service is being configured. After packet classification, other QoS features
can be utilized to assign the appropriate traffic handling policies including
congestion management, bandwidth allocation, and delay measurement
bounds for each traffic class.

Possible responses are:

Best Effort (BE)

Assured Forwarding (AF1)

Assured Forwarding (AF2)

Assured Forwarding (AF3)

Assured Forwarding (AF4)

Expedited Forwarding (EF)

Network Control (NC)

Peak Information Rate (%)

The maximum allowed rate for this priority, expressed as a percentage of
the DSL rate. This includes all overhead from the IP header to the ATM cell
header. Packets received in excess of this rate are discarded.

Committed Information Rate
(%)

The committed rate for this priority, expressed as a percentage of the DSL
rate. Packets exceeding this rate but below the peak rate may have their
Diffserv code point (DSCP) changed to increase the likelihood of their
being dropped further upstream. The summation of all committed rates must
be less than or equal to 100 percent.

Peak Burst Size (ms)

The interval in milliseconds for averaging the peak offered rate.

Committed Burst Size (ms)

The interval in milliseconds for averaging the committed offered rate.

Max Queune Size

The number of packets that can be queued for this priority.

Latency Measurements

Latency Boundary

This menu selects a boundary for measuring the latency of packets in the
modem. By default counts are kept for the number of packets whose latency
are 0 to 10 ms, 10 to 20 ms, 20 to 40 ms, etc. Changing boundary 5 to 70
ms, for example, would cause counts covering the ranges 40 ms to 70 ms
and 70 ms to 1000 ms instead of the usual 40 ms to 100 ms and 100 ms to
1000 ms. This allows more details to be reported on the statistics page for a
particular latency range (that is, 40 ms to 70 ms}.

Possible responses are:

Boundary 1:0 ms

Boundary 2:10 ms

Boundary 3:20 ms

Boundary 4:40 ms

Boundary 5:100 ms

Boundary 6:1000 ms

Boundary 7:3000 ms

Latency Threshold (ms)

The new value for the latency boundary selected in the menu.

IP Fragmentation Configuration

IP Fragmentation Enable

Factory Default = DISABLED
If this box is checked, IP Fragmentation will be Enabled. If Enabled and if
EF packets are being sent, then lower priority packets that are bigger than
the fragment size are:
1) Fragmented in the modem, if the “do not fragment” bit is set to O in
the IP header, or
2) Discarded because the “do not fragment” bit is set to 1. In addition,
and ICMP message is returned to the sender, indicating that the
packets is too big.
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Fragmentation stops when no EF packets have been seen for the last few
seconds.

IP Fragment Size This is the IP Fragment Size.
Possible responses are:
100, 148, 244, 292, 340, 388, or 436

If you made changes to the QoS Cenfiguration page and clicked on save, the following pop-up screen will be
displayed. Click on OK. This will save your new QoS settings.

Hicresoft Internet E3

11.4.1 Advanced

If you click the Advanced button in the QoS Configuration page, the following page will be displayed. This page
enables you to add rules to the QoS Codepoint. Click on add rule.

NOTE: You may add up to 40 QoS codepoint rules.

R http://192.164,1,254 - Qo5 Codepoint - Micrasolt Internct Explorer - . 5.—|Q‘-‘W 2 .5'
o
-]
z
# BellSouth
£
H Brogdbund Homé o firewallond o FastAccess
Jsommary - CBlibe” o wework o Wimless o TRNend o Blemsstes o cane

Qas Cedepain

No Rules Defined
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If you clicked add rule, the following page will be displayed.

Expl

Zhttp://192.166.1.254 - Add Code Point Rule - Microsoft

. Interriet
[jgie ' Edt View" Favorites Tools Help ' E

< BellSouth®
&

dome, e teme e RSO g OSUCRSS
 Add Code point rule ek

A value (IP address, port or protacol) of zaro matches anything (disables matching for that itam).

A mask of all zeros is treated as a mask of all ones.

Destination IP Address Destination Subnet Mask Gomparator

0.0.0.0 [ioo [Equat =]

Source IP Address Source Subnet Mask Comparator

Destination IP Port Comparator

0 EEqunI 'l

Source IP Port Comparator

IU_HMW Equal >

Protocol Comparator

(MAny = Equal >

: Class of Service and Drop Priority: [Bast Effort (BE) =] lg_

Insert as Rule Number: IE_

i Existing rule(s) at or below this one are shifted down. If rule number is greater than next

. available slot in table, rule is inserted at next available stot,

save ; cancel
id

Add Code Point Rule

Destination IP Address The destination IP Address. The value 0 means that this data item is not
used for matching purposes.

Source IP Address The source IP Address. The value 0 means that this data item is not used
for matching purposes.

Destination IP Port | The destination IP Port. The value 0 means that this data item is not used

, for matching purposes.

Source IP Port The source IP Port. The value 0 means that this data item is not used for
matching purposes.

Protocol The IP Protocol. The value 0 means that this data item is not used for
matching purposes.

Destination Subnet Mask The mask for the destination IP Address.

Source Subnet Mask The mask for the source I[P Address.

Comparator This determines whether the rule will match a packet whose data equals
the value specified or will match a packets whose data does not equal the
value specified.

Possible responses are:
Equal
Not Equal

Class of Service and Drop Priority | The new class of service and drop priority. The minimum drop priority

for EF is 6. The minimum drop priority for the AF classes is 2.
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Insert as Rule Number The rule number that you assign to the rule (0,1,2,3, etc.)

Note: Existing rule(s) at or below this one are shifted down. If the rule
number is greater than the next available slot in the table, the rule is
inserted in the next available slot.

NOTE: A default rule where all data items have values of 0 will match any packet. Since rules are applied in order
and the process stops with the first match, any default rule should be the last rule on the list.

Enter the appropriate values in the fields provided, and then click save to save the settings. If you click eancel, this
page will be reset to the previously saved settings.

2 ttpi//192.160.1.254 - Add Code Point Rule 10l

| fle Edt Vew Favorhes Took  Hep C L
&
< BellSouth
. . k]
Home Brogdband : ' Homa : Wirefes; A Firawalland . Diagnostics FUStAccess
| Summary - Dtlise . Network o MRS o Jfswords o TROTOT . InternetService
Add Cade Poitpule - R -

" A value (1P address, port or protocol) of zero matches anything (disables matching for that item).
A mask of all zeros is treated as @ mask of aif ones.

Destination IP Addrass Dastination Subnat Mask comparator
10.00.1 [255.255.255.0 [Equul 'E
Sourca IP Address Source Subnet Mask Comparator
192.168.1.254 255.255,255.0 [Equal v;
Dastination IP Port Comparator

20 Equal 'l

Source IP Port Comparator

10 Equal vl

Protocal Comparator

Erme

Class of Service and Drop Priority: [BesiEtion BE) ~] o
Insert as Rule Number: 'g_

Existing rufa(s) at or bolaw this one are shifted down. If rule nurnber is greater than next
available skt in table, rule is inserted at next availabie siot.

save . cancel
ookt B Novaroun

If you changed any settings and clicked on save in the preceding Add Code Point Rule page, the following pop-up
screen will be displayed. Click OK to continue,

Miciosoft Internet Explores
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If you clicked OK in the preceding pop-up screen, the following page will be displayed. Click the Back button to
view the saved rule in the QoS Codepoint page.

NOTE: After you have clicked OK in the preceding pop-up (to save a rule that you have added), the Add Code
Point Rule page will be displayed with values reset to zero. If you want, you may now add another rule and click
save to save the rule. To display the saved rules, click on Back in the Add Code Point Rule page.

R http://192.168.1.254 - Add Code Point Rule - Microsaft Internet Explo
[| B £t pow Favores Toos nep '

el

< BellSouth
Home Broadband " Home ° wireless | firewaliand Diagnostics FGStAcces.s
Summery _”DSL Lrne“ . . Nelwork B ) . : Passwords : Internet Service

e st -

" add Code Point Rule o Back

A value (IP address, port or protocol} of zero matchas anything (Cisables matching for that item).
A mask of all zeros is treated as a mask of alf ones.

Destination IP Address Destination Subnet Mask Comparatar
6.0.0.0 iu.u.u.u Equal '!
Source IP Address Source Subnet Mask Comparator
0.0.0.0 0.0.0.0 Equal 'f
Destination IP Part Comparator

Iﬂ Equel hd

Source 1P Port Comparator

0 Egual i

Protocol Comparator

0)Any - Equal hd

Class of Service and Drop Priority: [BastEficr (BE) =] T
Insert as Rule Numbar: lg—

Existing rule(s) at or below this one are shifted down. If rule numnber is greater than next
available stot in table, rufe fs inserted at next availabie slot,

tave ~ cancel

[ OIRAPC
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If you clicked the Back in the Add Code Point Rule page, the following QoS Codepoint page will be displayed.
You may (1) click the delete button adjacent to the rule that you wish to delete, (2) click on Add Rule to add a rule,
or (3} click on Delete All Rules to delete all rules in the QoS Codepoint page.

fa hittp://192.168.1.254 - Qo5 Codepoint - Microsolt In

- s e
'I}B" Edt WYow Fyoodes Jook  Heb
=]
&
0 BellSouth
 floma srgadsand T I ingnostis FastAccess
ummaon ng fatworl : . 55Wards I
. L e NEWOTE v b e sWorcs o . internetService
Wgosrtr:roqqpoiht o e
Rulas are checked In order from top to first match. Class and drap priority from matching rule
replace packet's codepoint. If no rule matches, then codepoint is not changed.
Rule Packet Header fleld Value Mask Comparator
dolete | G: P Destination Address 106.0.0.0 255.255.255.0 Equal
IF Source Address 152.168.1.0 255.255.255.0 Egual
[P Destination Port 20 Equal
IF Source Port 10 Equal
IP Protocol 6 Equal

New Class=Best Effort

New Drop Priority=0

QoS Codepoint

Rules are checked in order from top to first match. Class and drop priority from matching rule replace packet’s
Diffserv codepoint. If no rule matches, then codepoint is not changed.

Rule The rule number that vou assigned to the rule (0,1,2,3, etc.)

Pkt Header field The data item(s) used for matching by this rule.

Value The value of the data item to match.

Mask The subnet mask used for comparing IP Addresses.

Comparator This determines whether the rule will match a packet whose data equals the

value specified or will match a packets whose data does not equal the value
specified.

Possible responses are:

Equal

Not Equal
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If you clicked on a delete button in the QoS Codepoint page, the following pop-up screen will be displayed. Click
OX to delete the selected rule.

If you clicked on the Delete All Rules button, the following pop-up screen will be displayed. Click OK to delete all
rules in the QoS Codepoint page.

Microsoft
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11.4.2 Statistics

To view the QoS Statistics, click the Statisties button in the QoS Configuration page. To clear the statistics, click
on clear. Click the Back button to return to the QoS Configuration page.

| Be £ Yow Frvokes Tods Hp ' [ @]
L
é’ BellSouth® -
R R e e R I i . L
Home Broadband Home ' Wireless " Frewalland * Dingnostics FGStAcces-s
| Summory .~ DStline Network . Password TP+ Internet Service

o - [ —— [ Nttt

QoS Statistics

Quaua NumberMax Queue Blze Total Droppad Packats Total Enqueued Packets Currant Depth Despest Depth

0 300 0 o o

1 50 0

2 50 0 0 0 0

3 50 0 0 0 o
P4 50 0 o 0 0
i s 10 0 0 o o
|6 10 o 0 o )

QoS Filter Statistics

Paak
Quous Info  Gommitted PoM  Gommitteq [ofal . Total o Tatel  AvgDSL Avgpkt
Numbar Rate Info Rate (%) UrE Burst (ms) acKals arka Filtar ytas perrata par
(%) {ms) Raceived Packets Drops  pkt second
o 100 Ju] 1000 1003 o a 1] a o
1 100 o 1000 1000 o 0 a 1] a
2 100 5] 1060 1000 a 0 0 a a
3 100 1] 10c0 1000 0 o] 0 0 0
4 100 o 1060 1400 [a] 0 o o] Q
5 100 \] 1000 1000 1] 0 o] 0 0
6 100 i} 1000 1060 o] s} o o o

QoS Latency Counts

Queua NotTima Omsto 10msto 20mstoc 48msto 100mstoc 1000msto Larger than

Number Stamped 10 ms 20 ms 40 ms 100 ms 1040 ms 3000 ms 3000 ms
a 1] 0 0 0 0 44 i] 1]
1 o 1] 1] a 0
2 1] 1] 0 0 [t} a 0 ]
3 0 o 5] 2] [+ a 0 D
4 0 1] 0 0 [} 0 0 0
5 1] 1] 1] 1] [ 0 0 0
6 4] o o 1} 0 1] 1] 9
cleor

Ll
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If you click the VLAN button in the Home Network page, the following page will be displayed. If you change any
settings on this page, you must click save to allow the settings to take effect. Click reset if you want to reset this

page to the previously saved VLAN settings.

NOTE: If VersaLink is configured for ETHERNET PORT 1 mode, the VLAN function will not be available. You
must configure VersaLink for DSLATM mode to use this function. Refer to section 10.4 for details. The VLAN
menu option will not be available if you are in Bridge Ethernet mode.

@ BellSouth®

Cdmewdme T e G oot [
At S et et ettt semie A7 et AT i1 st 1 S e S b o 0 il P e e e e
{ T VLAN Configuration ~ Back .
VLAN Enable r
 VEAN Part Gonfiguratin
' Lan Port [EthemetPortt ¥]
VEAN ID =] :
VLAN Priority 3=
Outgolng VYLAN Tag REMOVE ¥ ;

VLAN Configuration

VLAN Enable Factory Default = DISABLED

If this box is check, VLAN will be Enabled. This will allow VLAN
tagging to occur according to the data port’s configuration.

YLAN Port Configuration
LAN Port This allows you to select the LAN port that you wish to configure.
Possible responses are:

Ethernet Port 1

Ethernet Port 2

Ethernet Port 3
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Ethernet Port 4
WLAN Port
VLAN ID This allows you fo assign a VLAN ID to the port.
Possible responses are:
1 through 8
VLAN Priority This allows you to set the VLAN priority for the port.
Possible responses are:
() through 7
Outgoing VLAN Tag This allows you to keep or remove the VLAN tag on the port when data is
outgoing.

NOTE: For VLAN to function properly, the VEAN ID must be set to a value other than ‘1° in the following VLAN
Configuration page and in the VC 1 Configuration page when you are using the Bridge Ethernet (VLAN Bridge
mode) protocol. Refer to section 10.4.3 for details on configuring the VC 1 Configuration page.

To enable VLAN, click on the box adjacent to the VLAN Enable field (a check mark will appear in the box).
Next, click save to save the settings.

NOTE: If you change the values in the VLLAN Configuration page and then click the reset button, the page will
display the previously set values for the LAN Port you have selected. If you change the settings in this page, you
must click save to save the new settings.

faVLAH Conliguration - Miciosolt Inteinet Explarer [C]
150 & o Favontes " T Hdp" @ |
=l
N BellSouth®
5 Home 8rogdband Home T CRrewollond L L FastAccegs"
| Summory - Bstlee . Metwork . @ TUOOT . o Resswords o TRGnOREE.. intemet Service
"VLAN Canfiguratlan L mek
VLAN Enable IEI
_ vLANPof Configuration T
LAN Part [EthemetPort1 ~]
. VLANID |TE]
VLAN Priority 3=
Outgeing YLAN Tag REMOVE =
Pl L
|
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If you click on save, the following pop-up screen will appear. Click OK in the pop-up screen to allow the new
settings to take effect.

If you clicked OK in the pop-up screen, the following screen will be displayed. Click OK.

crosoft Internet Explorer

If you clicked OK the modem will be reset. After a brief delay, the Home Summary page will be displayed.

723 Vesralink - Micronolt Internct Explorer [=i0]x] l
{] b g oow " Firviries " Took el

> warning

Reoseiting Modam... Pleasa Wait...

The modiem is resetting in order for
tha requasted changes to take effect.
Your page will be reloaded shartly.
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H you click the Statistics button in the Home Network page, the following page will be displayed. This page
enables you to view the Ethernet, IP and LAN statistics of your modem. After you have viewed the statistics, click
the Back button to return to the Home Network Statistics page.

&
BellSouth
FEPIPN . P . T Ly
'Eroadb_ond t Home ¢ ireless firewall and " Biagnostics FaStAccess
Gstime . Network ® j  foswords o U ; Interned Service
Home Networkstatistics T T e
Ethernat ’
IP Address / Nama MAC Address Connection Status Connection Type
192.168.1.19 / salle-982 09:50:da:b2:do: F1 Active Etharnat
Wirelass
Statlon MAC Addrass State Actlve Rate

11.6.1 Ethernet Statistics

If you click Ethernet in the Home Network Statistics page, the following page will be displayed.

+ BellSouth®
Brogdbond ' tiome ’ Wireless “firewaliand -D::-agnoslics FastAccess
Dslline , Nelwork o fwords v Infarnet Service
; Packet Information Port 1 Part 2 Pastd part 4
| InErors ¢ H 2 o
| InOIscord Packets o 0 a 0
i In Non Unicast Packets a 0 312 o
i In Unlcast Packats o o 46224 0
| InOctets
! OutErrors 2 5 o 0
1 Out Discard Packats g g g g
7 Out Non Unicast Packets o 0 402 0
i Out Unlcast Packets o [i] 235162 a
Out Octets

Interface Description Ethernet Port 1 Ethernet Port 2 Ethamet Port 3 Ethemnet Port 4
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Ethernet Statistics
In Errors The number of error packets received on the ATM port.
In Discard Packets The number of discarded packets received.

In Non Unicast Packets

The number of non-Unicast packets received on the ATM port.

In Unicast Packets

The number of Unicast packets received on the ATM port.

In Octets

The number of bytes received on the ATM port.

Out Errors

The number of outbound packets that could not be transmitted due to errors.

Qut Discard Packets

The number of outbound packets discarded.

Out Non Unicast Packets

The number of non-Unicast packets transmitted on the ATM port.

Qut Unicast Packets

The number of Unicast packets transmitted on the ATM port,

Out Octets

The number of bytes transmitted on the ATM port.

Interface Descriptions

The name of the Ethemnet interface.

11.6.2 IP Statistics

If you click IP in the Home Network Statistics page, the following page will be displayed.

IP Interfaces displays information on all IP interfaces. Network Routing Table displays information on all

network routes. Host Routing T

able displays information on all local network routes.

NOTE: The WAN IP Address will display “Down,” and the IP Statistics will be unavailable if VersaLink is in

ETHERNET PORT 1 mode.

alP Statislics - Microzoft Intemet Explorer
o oo Tonis
=]
&
< BellSouth
)
Home 8roadband Horne Wireless " frewalland Diagnostics fUStACC€§S
 Symmory - Dsttine . [Tewrk L G Tmewords . Internet Service
Cpstetisties e
. WANIP Address 10.16.90.5
Gateway IP Address 10.16.90.1
Primary DNS: 10.15.16.8
Secondary DNS: 10.16.16.2
Primary DNS Name net-1.corp.wastali.com
Secondary DNS Nama net-2.corp.westell.com
iP Interfaces
Address Netmask Name
127.0.0.1 255.0.0.0 o0
192.166.1.254 255.255,255.0 ethD
10.16.90.5 255,255.255.255 mainPPP
. Network Rauting Table o
: Dastination Netmask Gateway Interface
| 0.0.0.0 0.0.0.0 10.16.90.5 mainPPp
192,168.1.0 255,255.255.0 192,1608.1.254 etha
b “l-i.c.l.st.Rnutin.g Table - ) o
Dastinatfon Gotewny interface
10.16.9&.5 127.0.0.1 la0
. 127.0.0.1 127.8.0.1 lo0 i
¢ 192,168.1.254 127.4.0.1 loo i
=
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IP Statistics
WAN IP Address Displays the WAN IP address that your modem is on
Gateway IP Address Displays the modem’s gateway IP address
Primary DNS Displays the primary DNS address
Secondary DNS Displays the secondary DNS address
Primary DNS Name Name of primary DNS server
Secondary DNS Name Name of secondary DNS server

IP Interfaces

The list of active interfaces on the Modem and their IP and Netmask addresses.

Address The IP interface address.

Netmask The IP interface netmask address.

Name The IP interface name.
100 is the loopback interface.
eth(, ethl, eth2, or eth3 is the local LAN interface.
mainPPP is the WAN protocol interface.

Network Routing Table

The list of network routes. These can be either routes for directly connected interfaces or static routes.

Destination Address

The IP address or subnet of the Route,

Netmask

If the Route is a network route, netmask is used to specify the subnet mask.
If the Route is a Host route, then the Host Route check box is used.

Gateway Indicates were to send the packet if it matches this route.
Interface Indicates were to send the packet if it matches this route.
Host Routing Table

The list of host routes. A host route is an IP route with a 32-bit mask, indicating a single destination (as opposed to a
subnet, which could match several destinations.)

Destination Address

The IP address or subnet of the Route.

Gateway

Indicates were to send the packet if it matches this route.

Interface

Indicates were to send the packet if it matches this route.
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11.6.3 LAN Statistics

If you click LAN in the Home Network Statistics page, the following page will be displayed.

U fle B View  Favortes - Fools. Help
®
@ BellSouth
: S'Home El 5’3;’{{‘},‘,’ nd NHRLM k Wireless s ﬁ;; woll a‘_? d . ‘ Diagnostics & FGStAcces.s
Y vt G i) S e INTETRET SETVICE
Lo Statistics - i
|
| Modem Ip Address  192.168.1.254
| DHCP NetMask 255.255.255.0
| DHCP start Address  192.168.1.1
| DHCP End Address 192.168.1,253
| DHCP Server Status  ON
i DHCP Server Private
l De-\;flt-:“;s on LAN T
IP Address MAC Address Name Status
192.168.1.19 00:50:da:b2:d9: f1 salle-982 Active
B
LAN Statistics
Modem IP Address Displays the Dual Connect Modem’s IP address
DHCP NetMask This setting specifies the subnet mask to use to determine if an IP address
belongs to your local network.
DHCP Start Address Displays the starting DHCP Address.
Dynamic Host Configuration Protocol automatically assigns IP addresses to
devices added to our LAN (Local Area Network).
DHCP End Address This setting specifies the end address of the IP address pool used for automatic
configuration of local devices.
DHCP Server Status Displays the status of the DHCP server

Possible responses are:
ON=DHCP server is enabled
OFF=DHCP server is disabled

DHCP Server

Displays the status of the DHCP server
Possible responses are:

Private = DHCP server is enabled
OFF = DHCP server is disabled

Devices on LAN

Displays information about the devices on the LAN
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If you click on Wireless at the main menu, the following page will be displayed. This page enables you to set up the
wireless network settings of your modem. To configure the wireless settings for VersaLink, click on the
Configuration button at the right of the page.

IMPORTANT: If you are connecting to the modem via a wireless network adapter, the service set ID (SSID) must
be the same for both the Westell modem and your PC’s wireless network adapter. The default Network Name
(SSID) for the modem is the serial number of the unit located below the bar code on the bottom of the unit and also

on the Westell shipping carton. (The SSID displayed in the following page is WESTO0719; however, your SSID
might differ from the SSID displayed in this page.) To communicate with the modem, the PC’s wireless network
adapter must be configured with the SSID and pre-defined WEP Key 1 before you begin the modem’s Customer
Information setup and configuration procedures. Locate and run the utility software provided with your PC’s
Wireless network adapter and enter the SSID value, Later, for privacy, you should change the Network Name
(SSID) value in the Wireless page to your desired value.

f;Vmsalink - Microsofl Intemnet Explarer

&
< BellSouth
. Home " Broodband = Home " Wireless © firewall and Diagnostics FGStAccess
Smmery o Dettine o Network oL Teswerds o T Internet Service
Wiraless ; -(.fnn“ﬂ-giug;c.s_ilpn. _-
Wireless Operation Enabled " etotistics
Network Name (8SID) WESTO0719 N it
Channel 6
Made Mixed
4x% Support Disabled
Hide SSID L Disabled
wireless Security
" “wireless Security WEP
Key 1 638d2a896a6a6d58ba7708f7el
MAC address Filtering Disabled

Wireless

Wireless Operation

Factory Default = Enable
Displays the current setting of the modem’s wireless operation.

Network Name (SSID) This string, {32 characters or less) is the name associated with the modem. To connect
to the modem, the SSID on a station card must match the SSID on the modem. (Note:
If the SSID on a modem is hidden, at the station card you must manually type the
SSID of the modem to which you are trying to connect.)

Channel Factory Default =6

The modem transmits and receives data on this channel. Station cards do not have to
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be set to the same channel as the AP, the station cards scan all channels and look for
the modem with the correct SSID.
Mode Factory Default = Mixed
This setting allows station to communicate with the modem.
Possible responses:
Mixed: Station using 802.11b or 802.11g cards can communicate with the modem
using both 11b and 11g rates.
11b only: Stations using 802.11b or 802.11g cards can communicate with the modem
using only 11b rates.
11g only: Only stations using 802.11g cards can communicate with the modem.
4x Support Factory Default = Disable
If enabled, 4X support provides additional algorithms for increased throughput with
station cards that support 4x.
Hide SSID Factory Default = Disable

If Enabled, the modem will not broadeast the SSID. Stations must configure the SSID
to match the Network Name {SSID) in order to connect to the modem.

Wireless Security

Wireless Security

Factory Default=WEP

Possible Responses:

Disabled: No security is used.

WPA-PSK: WPA encryption methods are used to encrypt and secure the connection
and the data being sent to and from the modem.

WEP: WEP encryption used to secure the data being sent to and from the modem;
when WEP is enabled, the risk of someone nearby accessing the modem is minimized.

Keyn
(where nis | -4 for WEP and is
blank for WPA-PSK)

Factory Default = Key 1
This information will only be displayed if Security is Enabled. This is the key that is
being used for the security mode selected above.

MAC Address Filtering

Factory Default = Disable
If Enabled, only the stations in the MAC Filter Table can connect to the modem.
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If you click the Configuration button at the Wireless page, the following page will be displayed. Enter the desired
values in the fields provided, and then click save to allow the settings to take effect. To edit the MAC Filter Table,
click the edit button. To reset this page to the previously saved settings, click reset.

law'ileless Conliguralion - Mictosoft Internet Explorer
BellSouth®
e e i g, Fsthoess
o A i N A T i s ~.. Internet Service
: W.iurell)és‘s (r:rowlr"nf'ixgruratiun L | Back
wireless Operation Encbled ¥]
Network Name ($3ID) IWESTO0719
Channel G
Mode Mixed 'i
4% Support Disabled ¥|
Hide 881D Disnblsd_l'-'_'
Wireless Security
Wiretess Sacurity WEP hd
Authentication Type m
Key Selact m ;
Key 1 |538d24836268E 458137708761 [12abit >] !
Key 2 [036318c85Icaddl ec306a76442 [128bit =] |
Key 3 [8213b727689ec7b4ce537c7779 [T280it =] !
Key 4 [s85786575ei8041519633a74da [128bits] !
64 bit (5 text or 10 hexadecimal digits) i
*WEP keys; 128 bit (13 text or 26 haxadecimal digits) |
256 bit gztgutext or 58 hexadecimal digits) |
MAC Address Filtering Disabled ~ 1
MAC Filter Table
save ;. resel f pul
' d

‘Wireless Configuration

Wireless Operation Factory Default = Enabled.
Displays the current setting of the modem’s wireless operation.

Network Name (SSID) | This string, (32 characters or less) is the name associated with the modem. To connect
to the modem, the SSID on a station card must match the SSID ¢n the modem. (Note: If
the SSID on a modem is hidden, at the station card you must manually type the SSID of
the modem to which you are trying to connect.)

Channel Factory Default =6

The modem transmits and receives data on this channel. Station cards no dot have to be
set to the same channel as the modem,; the station cards scan all channels and look for
the modem with the correct SSID.

030-300452 Rev. A 122 May 2005



o

030-300452 Rev, A
BellSouthVersaLinkGateway
6/1/05—Dralt 2

WESTELL
User Guide VersaLink Gateway (Model 327W)
Mode Factory Default = Mixed
This setting allows station to communicate with the modem.
Possible responses are:
Mixed: Station using 802.11b or 802.11g cards can communicate with the modem vsing
both 11b and 11g rates.
11b only: Stations using 802.11b or 802.11g cards can communicate with the modem
using only 11b rates.
11g only: Only stations using 802.11g cards can communicate with the modem.
4x Support Factory Default = Disable
If enabled, 4X support provides additional algorithms for increased throughput with
station cards that support 4x.
Hide SS1ID Factory Default = Disable

iIf Enabled, the modem will not broadcast the SSID. Stations must configure the SSID to
match the Network Name (SSID) in order to connect to the modem.

Wireless Security (if WEP is used)

Wireless Security

Factory Default=WEP

Possible Responses:

Disabled: No security is used.

WPA-PSK: WPA encryption methods are used to encrypt and secure the connection and
the data being sent to and from the modem.

WEP: WEP encryption used to secure the data being sent to and from the modem; when
WEP is enabled, the risk of someone nearby accessing the modem is minimized.

Authentication Type

Factory Default = Open Systemn

Possible responses:

Open System: Open System authentication is the default selection. WEP encryption is
not used for association.

Shared Key: WEP encryption is used for the association process and only stations
having the correct key can connect to the modem.

Key Select Factory Default =1
Select Key 1 to Key 4 as the WEP key to be used. The key position must be the same in
both the modem and the station.

Key n The WEP key is treated as either text or hexadecimal (hex) characters. The number of

{wherenis | - 4 for WEP and
is blank for WPA-PSK)

characters is based on the key size selected. The key size 64 bit is either 5 text or 10 hex
characters, 128 bit is either 13 text or 26 hex characters, and 256 bit is either 29 text or
58 hex characters. Hexadecimal characters are 0-9 and A-F (or a-f). This key must be
the same in both the modem and the station. Some station cards use a “Pass Phrase.”
This is not the same as “text” and should not be used.

MAC Address Filtering | Factory Default = Disabled
If Enabled, only the stations in the MAC Filter table can connect to the moden.
MAC Filter Table This table enables you to add, edit or delete MAC addresses of stations that are allowed

to communicate with the modem.
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[E

aVelsalink - Micrasolt Internet Explarer

&
<@ BellSouth
®
. Home Brggﬂmnd Jome Wireless 3 Fipn;emﬂc;d ' Diagnostics FQStAcces.s
oY T i e it O o s INETREL SEFVICE
. wireless Conflguration sack
! wWirelass Operation Enabled vl
Network Name (8SID} ST5728
Channe! 6 *l
Mode hixed ']
4x Support Disabled ¥
Hide S8ID Disebled ¥
¢ Wireless Security
Wiraless Security WPAPSK =
WPA Shared Key
WPA CGroup Rekey Interval 3600
*WPaA key: must be 8 ta 63 text characters or 64 hexadecimal digits in length
. MAC Addrass Filtering Disabled "l
| MAC Filter Table _edit
: D save | . roset

Wireless Configuration

Wireless Operation

Factory Default = Enabled.
Displays the current setting of the modem’s wireless operation.

Network Name (SSID)

This string, {32 characters or less) is the name associated with the modem. To connect
to the modem, the SSID on a station card must match the SSID on the modem. (Note: If
the SSID on a modem is hidden, at the station card you must manually type the SSID of
the modem to which you are trying to connect.)

Chananel

Factory Default=6

The modem transmits and receives data on this channel. Station cards no dot have to be
set to the same channel as the modem; the station cards scan all channels and look for
the modem with the correct SSID.

Mode

Factory Default = Mixed

This setting allows station to communicate with the modem.

Possible responses are:

Mixed: Station using 802.11b or 802.11g cards can communicate with the modem using
both 11b and 11g rates.

11b only: Stations using 802.11b or 802.11g cards can communicate with the modem
using only 11b rates.

11g only: Only stations using 802.11¢ cards can communicate with the modem.

4x Support

Factory Default = Disable
If enabled, 4X support provides additional algorithms for increased throughput with
station cards that support 4x.

Hide SSID

Factory Default = Disable
If Enabled, the modem will not broadcast the SSID. Stations must configure the SSID to
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| match the Network Name (SSID) in order to connect to the modem.

Wireless Security (if WPA-PSK is used)

Wireless Security

Factory Default=WEP

Possible Responses:

Disabled: No security is used.

WPA-PSK: WPA encryption methods are used to encrypt and secure the connection and
the data being sent to and from the modem.

WEP: WEP encryption used to secure the data being sent to and from the modem; when
WEP is enabled, the risk of someone nearby accessing the modem is minimized.

WPA Shared Key This string (8 to 63 characters of 64 hex characters) is the key used for encrypting
packets being sent to and from the modem. This key must be the same in both the
modem and the station.

WPA Group Rekey Factory Default = 3600

Interval The number of seconds between rekeying the WPA group key. A value of 0 means that

rekeying is disabled. The Shared Key is the initial key and new keys are created and
used, based on that key, at each Rekey Interval.

If you clicked edit, the following page will be displayed. Click the add button to add stations to the MAC Address
table, and then click save to save the seitings. To add more entries, click the add button. When you have finished
adding entries, click the box adjacent Enable MAC Address Filtering (a check mark will appear in the box). Next,
click save to save the settings.

aWirel'ess MAC Address Filter Table - Microsalt Intemnet Explorer
@
@ BellSouth
2
Home Breadband Home Wireless Firewall and . Diognestics FGStAccess
Lmmery e O i i SO s InETNEE SerViCE
.M\:-"\‘a;iNr"é[ess MAC Address Filter Ta-!;-l-t‘r;aww ) B 7. B-’?ti; ey
Enable MAC Address Filtering r hjf’_‘_'f_,
When the MAC address Filter is enabled; only the stations
that are in this table, and set to "Allowed', will be accepted.
All others will be blocked.
currently the MAC Address table is empty.
_odd
=
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If you clicked save in the Wireless Configuration page, the following pop-up will be displayed. Click OK to
continue.

Hicrosolt Intemnet Explorer -

If you clicked the add button in the Wireless MAC Address Filter Table, the following page will be displayed.
After you have entered the desired MAC Address settings, click save to save your settings.

ZJ MAL Information - Migiazolt intornet Explorar
'
=
o
<@ BellSouth
Home froadband Home Wireless - firewailand Dlagnostics FUStACCESS
Sy D LM s IO N0 internet Service
... MAG address Settings ]
Traffic |Allowad 'l
MAC Address IUQ:DU:EIJ:CIU:UD:UIJ
Station Name |
Iave concel
Nt ety
d
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If you clicked save, the following page wiil be displayed. This page enables you to add, edit or delete stations at the
MAC Address Filter table. After you have made the desired changes to this page, click the save button to allow the

changes to take effect.

£} Wirolnss MAC Addiss Fillos Table - Miciozall Inlornet Explores El
=
]
# BellSouth
b
Home 7 sgadband " Home cetess | rewanana . FastAccess
) : Wireless : : Diagnostics . s
[ ummery [ Detthe o Mebwerk o ;o Foswords [ T8 Internet Service
. Wireles@__h_‘!f\_g__a_’é_v_i.d.rnss. Fi-ll.-;s.rTuhru H | Bk
Enable MAC Address Filtering r Llave o
When tha MAC Addrass Filter Is enabled, anly the stations
that ara In this tabla, and sat to ‘Altowed’, will be sccapted, i
all others wiil be hlockad. H
Allowed 00:00:00:00:00:00
odd . edit delete .
RO BN NP s
i
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If you click the Statistics button at the Wireless page, the following page will be displayed. This page provides
information about your modem’s wireless connection. To clear the statistics in this page, click on clear.

X Witeless Card Infon n - Miciosolt Inteinet Explorer
i K
®
# BellSouth
e e, S — e e st am PR I, . &
Home Broadband : Home ) Wireless . Frewailand Diagnostics F GStAccess
Loummery o Dttre oMok D, Jleserds o TUETTL Internet Service
) Wireless card Information J . Back
Network Name(SSID) WESTOT19 ‘
802.11 MAC Address (BSSID) 08:00:28;55:0b: a1
FW version Rev £.6.9.32
¢ Communication Statistics
ouT IN
Unicast Frames 8 175696 i
Multicast Frames 8 0 |
Fragments 8 176494
Dropped Frames 0 0
Frames$ sfter one or more retries 0
:‘Im:r
Wireless Statioﬁiswl:ist i i i
Station =~~~ MAC Address State Active Rate
=

Wireless Card Information

Network Name (SSID)

This string, (32 characters or less} is the name associated with the Access
Point (AF)}. To connect to the AP, the Service Set ID (SSID) on a Station
card must match the $SID on the AP.

802.11 MAC Address (BSSID)

This is the Media Access Controller address of the AP. It is used as the Basic
Service Set Identifier (BSSID).

FW Version

This is the Network Interface Card Identifier. It uniquely identifies the
hardware platform of the AP. This is used with other information to
determine if the inserted card can be used as an AP, and if so, the version of
AP firmware to be used. Not all makes of wireless station cards can be used
as an AP,

Communication Statistics

NOTE: Data preceded by OUT pertain to transmissions from the VersaLink to a station; VersaLink is the source.
Data preceded by IN pertain to data received by VersaLink; VersaLink is the destination.

OUT-Unicast Frames

The number of successfully transmitted frames wlhose destination address
was a single station; not necessarily the same station, but to any single
station as opposed to a transmission that multiple stations would receive-as
in the case of broadcast message.

OUT-Multicast Frames

The number of successfully transmitted frames whose destination address
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was a multicast address (received by more that one station): not necessarily
broadcast to all stations, but more than 2 single station. Broadcast messages
are included in the count.

OUT-Fragments

The number of successful transmissions made. This will typically be greater
than the sum of the Unicast and Multicast frames because large frames are
broken into multiple transmissions. The number of fragments per frame is
based on the Fragmentation Threshold setting (not user-configurable).

OUT-Dropped Frames, too many
retries

The number of frames that did not transmit due to the short or long retry
limit being reached because no acknowledgement or CTS was received.

QOUT-Frames after one or more
retries

The number of frames that successfully transmitted after more than one
retry. Any fragment of a frame that required multiple retries would
increment this counter for the whole frame.

IN-Unicast Frames

The number of successfully received frames whose destination address was a
single location, not necessarily the same location, but to any single location
as opposed to the broadeast address.

IN-Multicast Frames

The number of successfully received frames whose destination address was a
multicast address. Broadcast messages are included in this count.

IN-Fragments

The number of fragments successfully received. This may not be equal to the
sum of the Unicast and Multicast frames because large frames are broken
into multiple transmissions. The number of fragments per frame is based on
the Fragmentation Threshold setting (not user-configurable) on the source
station.

IN-Dropped Frames

The number of frames that were not received by VersaLink due to the short
or long retry limit being reached because no acknowledgement or CTS was
received.

Wireless Stations List

Station This rnumber indicates the order in which the stations are first accessed by
VersaLink,

MAC Address The Media Access Controller Address assigned to the station.

State The current state of the negotiation between the station and VersaLink.

Active Rate

The current transmit and receive rate.
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If you click on Firewall and Passwords at the main menu, the following page will be displayed. This page enables
you to set up your firewall and password seftings. To configure the settings, click on the desired submenu option at
the right of the page. After you have completed a submenu configuration, click the Back buiton to return to the

Firewall and Passwords Status page.

o}

BellSouth

. ®

Hame o Wireless " firewalland “ Diagnostics FqStAccess

K iy OsSWORDS ., Internet Service

. Firewall And Password Status [ jﬁn‘i‘g’@'ﬁé’g‘&bj}
Active oN ‘ 1P Passtizough
Level LOW | i MAT/ Gaming
Admin Password Set | i o

7 Passwords ;0
wUser Adan

NONE

AT ST

Firewall and Password Status

Active

Factory Default = ON
If OFF is displayed, firewall security has not been activated.

Level

Factory Default = Low

The security level of your firewall.

Possible responses are:

High = High security level only allows basic Internet functionality. Only
Mail, News, Web, FTP, and IPSEC are allowed. All other traffic is
prohibited.

Medium = Like High security, Medium security only allows basic Internet
functionality by default. However, Medium security allows customization
through NAT configuration so that you can enable the traffic that you want
to pass.

Low = The Low security setting will allow all traffic except for known
attacks. With Low security, VersaLink is visible to other computers on the
Internet.
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None = Firewall security is not activated.

Custom = Custom is a very advanced configuration option that allows you
to edit the firewall configuration directly. Only the most expert users
should try this.

Admin Password Set

Factory Default = NONE
The password used in the administrator’s login.
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If you click Security Level/Remote Logging in the Firewall and Password Status page, the following page will
be displayed. If you change any settings in this page, you must click save to allow the settings to take effect.

NOTE: Westell recommends that you do not change the settings in this page. If you need to reset the modem to
factory default settings, push the reset button on the rear of the modem. The Security Level/Remote Logging menu
option will not be available if you are in Bridge Ethernet mode.

il
)
# BellSouth
Home ~ Brogdbond T Home T . Frewolland = L e FGStACCES.S
Y T K it ST e Internet Service
secority Level 7 C ek
: Controf outbound traffic initiated from within the local network.
! Inbound traffic may be controlled by configuring Port Forwarding.
: & High Only allows the following cutbound protocols: HTTP, FTP, POP3, SMTP,
i 1% IMAP, IMAPv3, DNS, HTTPS, IPSEC IKE, IPSEC ESP, NNTP
" Medium Same as high but allows you to select inbound and outbound services
&L Allows aff traffic to pass but protects against attacks utilized by the
ow following protocels: NETBIOS, DNS, EMAP, SNMP, LDAP
C None Firawall is off (no security provided)
© Custom Custom settings | Advanced
| Remote Logging T i}
Enable: [~
i
| Remote 1P Address: |192.168.1.47
lAiﬂ\l‘c »
hd|
Security Level
High High security level only allows basic Internet functionality. Only Mail, News, Web,
FTP, and IPSEC are allowed. All other traffic is prohibited.
Medium Like High security, Medium security only allows basic Internet functionality by

default. However, Medium security allows customization through NAT configuration
so that you can enable the traffic that you want to pass.

Low Factory Default = Low

The Low security setting will allow all traffic except for known attacks. With Low
security, VersaLink is visible to other computers on the Internet.

None Firewall is disabled. (All traffic is passed)

Custom Custom is an advanced configuration option that ailows you to edit the firewall
configuration directly. NOTE: only the most advanced users should try this.

Remote Logging

Enable | Factory Default = Disable
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If enabled, VersaLink will send firewal! logs to a syslog server.
Remote JP Address The IP address of the syslog server machine to which the diagnostics logs to be sent.

If you have selected “High” or “None” at the Security Level page, the following pop-up screen will be displayed if
you click the Advanced button. Click OK in the pop-up screen to return to the Security Level page.

Note: If you selected “High” or “None” at the Security Level page, you will not have access to the advanced

firewall settings or the Firewall Rules page. The advanced firewall settings can be accessed only when the firewall
is set to Medium, Low, or Custom.

Microsoft Internst Explorer

If you click Advanced in the Security Level page (and the security level is set to Medium, Low, or Custorn), the
following page will be displayed. Entered the desired setting in this page, and then click save to allow the settings to
take effect. To restore this page to the factory defanlt settings, click restore to defaults. Click cancel to cancel any
changes that you have made to this page.

WARNING: Modifying the setting on this page can impact the ability of computers on the local network to access
your broadband connection. Modifications may also affect broadband-enabled applications and services running on
the local network.

ra Securily Leve! - Microsolt Intcinet Explorer
[ E8 " w - Favoiiee’ Took  fidl

4

< BellSouth
o

Home groadband Home ' Wireless firawaitand Diagnostics FastACFES‘S
o Summary | DSt Line Network . | Posswords . Internes Service

»oD> WARNING <osa X
rtadifying the settings on this page c&n impact the shility of computers on the local network 10 3c2ess your
broadband connection, Mudifications may also affect broadband-enabled applications and services running on
....tne loca! nevworl,

™ Block Ping ™ UDP Session Control
Outhound Gentrol

Checking the box allows the associated traffic type through the firewall.

R HTTP W 1PSEC ESP P IRC

F HTTeg F IFSEC IKE P 1cwp

P FTP F 1map M NNTP
i P osMre ¥ 1mapvs3 F Hazz

F DNS ™ HNetBloS ¥ uenp

¥ pop3 ¥ Telnat ™ all Pratocols
.In.l;u.:um:t duntrol D ) o

¥ NetBios B upnp

roicwe

sava ccmc:td rertare to factory defaulls ;
- [ Rt bt usbiaisiand

otom - Enabfas you to write custom firewall rules.
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Security Level
Block Ping Factory Default = Disabled
When Enabled (box is checked), the Block Ping function shall block any incoming
ping to the LAN IP address.

UDP Session Control Factory Default = Disbled

When Enabled, the UDP Session Control function shall strictly match the UDP ports
and addresses on inbound UDP traffic. When this function is Disabled (box is not
checked), any Internet device could talk to the port until the transmission times out.

QOutbound Control

The Ouibound Control section shows the outbound traffic types that can be controlled from this page. When a
certain outbound protocol is checked, the firewall will allow the corresponding traffic type to pass from the LAN
to the firewall on the modem to the Internet. Similarly, when a certain outbound protocol is unchecked, the
firewall will stop the corresponding traffic type from passing from the LAN to the firewall on the modem to the
Internet.

All Protocols = This checkbox provides an easy mechanism for the user to check or uncheck all the traffic types
shown in the Qutbound Control section.

(That is, when the user checks the “All Protocols” checkbox, all the checkboxes in the outbound control section
of the page will be checked.)

Inbound Control

The Inbound Control section shows the inbound traffic (from WAN to LAN) types that can be controlled from
this page. When a certain inbound pretocol is checked, the firewall will allow the corresponding traffic type to
pass from the Internet to the firewall on the modem to the LAN. Similarly, when a certain inbound protocol is
unchecked, the firewall will stop the corresponding traffic type from passing from the Intemet to the firewall on
the modem to the LAN.

Save Button: Clicking this button saves the settings on this page to the modem. When these settings are saved the
Firewall's security level will be switched to "Custom".

Cancel Button: Clicking this button will cancel all changes made on this page and reloads the page.

Restore to Defaults: Clicking this button will set the firewall level to the default level, “LOW.”

Custom

The “Custom” button will open a page that displays the current inbound/cutbound rules in their text form. From
this page the user can modify (add/delete/edit) the rules according to their needs.

Back Button: Clicking this button will take user back to the Firewall main page.

If you clicked save, the foliowing pop-up screen will be displayed. Click OK in the pop-up screen.

rosoft Internet Explorer

If you clicked restore te defaults, the following pop-up screen will be displayed. Click OK to reset this page to the
factory default settings.

Microsoft Inteinet Explorer
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If you clicked custom, the following pop-up screen will be displayed. To proceed, click OK in the pop-up screen.

crosoft Intetnet Explorer

broadband
lacal netviol

If you clicked OK in the preceding pop-up screen, the following Firewall Rules page will be displayed. The User
Defined Firewall Rules drop-down arrow enables you to change the security parameters on your Inbound and
Outbound Firewal! rules.

Important: Westell recommends that you do not change the settings in the User Defined Firewall Rules screen. If
you need to reset VersaLink to factory default settings, push the reset button on the rear of VersaLink.

2 Firewall Rulus - oroft Inteinet Explorer .

!

jj
BellSouth®

FastAccess’
Internet Service

“Firewafland '
Passwords

st arand

Home

" @roadbond ©
¢ Network

DSl Line |

N AR OIS

Home
Summary

et

Wireless - Gingnostics

Ea

. Firewall Rules Back

User Defined Firewall Rules |lrbound 2]
[ Sacurity Level 1 IN rules ]

ticle

begin
RulesDropFroml9d2

drop from addr %XLANADDRY :XLANHASRY >> done, alert D [WAN
Traffic from LAN IP)

RulesPass
pass mll

RulesDropAddreas
drop from addr 0.0.
Address]
RulesPaxsGDP

pass protecol udp,
pass protocal udp,

RulesDropICHP

drop protocal ilcmp
RulesDropWANUDP
drop protocol udp,

0.0 »>> done, alert 4 [ 0.D0.0.0 Source IP

to port 53 >> donoe
from port 53 >»> don=

»» alert 4 [JCHP ¥aasage To UAN IP)

to addr $WANADDR%:32 >> done, alert 4%

sovo , . close

.
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If you select Inbound, this will restrict inbound traffic from the WAN to the LAN. Selecting Qutbound will restrict
outbound traffic from the LAN to the WAN. Select a setting and then click Apply to apply the new settings.

aFirewa“ Rules - Micrasalt Inlemnet Explocer
o]
< BellSouth
Home Sroadband [ Home . | Wirefess " Frewalland Diognostics FGStAccess
i Summory_‘y_ D5l line : Network . : o Passwords L o Internet Service
! Flrawall Rules T haek
user Defined Firewall Rulas [inbound ¥
title { Security Level 1 IN sl s
begin
RulesDropFromlS2
drop from adde $LANADDRY:XLANRASR%Y >> done, alert O [WAN
Traffic from LAN IP)
RulesPass
pass all
RulesDrophddress
drop from addr 0.0.0.0 >> done, alect 4 [ 0.0.0.0 Source IP
Addres=s} :
RuleaPassUDP -
pass protocol udp, to port 53 >> dome
pass protocol udp, from port 53 >> done
f
RulesDropXCHEP
drop protocol icmp >> alert 4 [ICEP Measage To WAN IF)
Rule=Drop¥ARUDP
drop protocol udp, to addr YWANADDRL:32 >> donm, nlect 4 1] !
Cepply . ¢ sove . close i
N e I VR i
|

If you clicked apply in the User Defined Firewall Rules page, the following screen will be displayed. Click OK to
continue.

Hicrosoft Internet Explorer

If you clicked save in the preceding Firewall Rules page, the following screen will be displayed. Click OK to save
these firewall rules to flash and switch your security level to “User™?

Microsoft Internet Explorer
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If you click the IP Passthrough button in the Firewall and Password Status page, the following IP
Passthrough/DMZ Configuration page will be displayed. This page enables you to select the device on your LAN
that will share your single static IP address. Refer 11.2 to section for instructions on configuring IP
Passthrough/DMZ.

LNOTE: The IP Passthrough/DMZ menu option will not be available if you are in Bridge Ethernet mode.

&
@ BellSouth
" Home Brogdband " Wirelass “Firewalland Diagnostics FUStACCES.S
| Summery o Dttme . Network et v Internet Service
' 1P passthrougl/DMZ Canfiguration [T
| |
. Please select which device will share your public IP address.
I "User Configured PC* is selected, a focal PC must be manually configured to use the public IP
atitlress. !
WAN IP Address : 10.16.90.5
Usear Configured PC :
salle-882
! IP Passthraugh is currently disablad,
f sngblo ,
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If you click the NAT/Gaming button in the Firewall and Passwords Status page, the following NAT
Configuration page will be displayed. The NAT Configuration page enables you to set up NAT services for your
modem. Refer to section 11.3 for instructions on configuring the modem’s NAT/Gaming functions.

NOTE: The NAT/Gaming menu option will not be available if you are in Bridge Ethernet mode.

ZRNAT Conliguration - Microsoft Internet Explacer

#l
@ T
é‘ BellSouth
. . - . . . N - Q
Home Broadband Home Wireless firewolland ~ Diagnostics FGStAccess
Loummery o B o LN i SO . Internet Service
NAT Configuration x_____ﬂ“"
Service Name [53ioci A Senice =] Lgoable; | detste edit
' Danotes Custom Sarvice
Service Name Servica Mode Host Device
IPSEC ALG Client Dynarmic Sotails - i Jotote

 Daline Custom Sorvico

NAT

NAT Table Monitoring  snabie .

5
NAT Configuration
Service Name A drop-down menu of NAT (Network Address Translation) services that you
can select from when you are ready to configure your modem for NAT service.
NAT Table Monitoring Factory Default = Disabled
If Enabled, this feature will monitor traffic on the ports.
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If you click the Password/User Admin button in the Firewall and Passwords Status page, the following Password
page will be displayed. After you enter your data into the appropriate settings, click on change to change the
administration name and password. Click clear to clear the values in this page.

NOTE: This page will enable you change only the administration Name and Password, not the PPP password. If
Versal.ink is password protected and you are not an authorized user, you will not be able to change the values.
{VersaLink cannot be configured unless the user is logged in.) Contact your network administrator for further
instructions.

aChnge Pasaword - MiciosoR internt Explo
e B iow Favoes” Took!Hel
&
< BellSouth
Home Broadband Home Wireless i Firevolland Diagnestics FOStAcces.s
[ Summery [ itne o Netwerk o L SoswOrds .., Internet Service
’ Change Passwaord ‘“__..E"i‘_‘?__._,-
Enter Administration Name E
Enter Administration Password E
verify Administration Password E
changos the systems administration password
not the ppp password
=hzng_e—'; N clear ;
1'

Change Password

Enter Administrative Name Type the name of your network administrative.
NOTE: This changes the Systems Administrator
password not the PPP password.

Enter Administrative Password Type your network administrator’s password.
Verify Administrative Password Re-type your network administrator’s password.
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If you click on Firewall Log in the Firewall and Passwords Status page, the following page will be displayed.
This page alerts you of noteworthy information sent to your modem from the Internet.

NOTE: One thousand entries can be made, but a maximum of 50 entries are displayed at a time. Once 1000 entries
have been logged, the oldest entry is removed to make space for new eniries as they occur. The Firewall Log menu
option wiil not be available if you are in Bridge Ethernet mode.

1zinet Explo
&t
é BellSouth®
! s Home Brg&dtfgand ‘ NHg:Tek Wireless Fipl:waﬁ aé'ed ' Diagnastics FClStAccess
SOttt AU S ottt M S VT OO s Infernet Service
|‘ Firewall log
% Packet Date Time Direction/Source Rule/Reason Alert
i Page
| 1
|
<
Firewall Log
Packet The packet number.
Date The number of days passed since that the packet was sent.
Time The time that the packet was sent.
Direction/Source The direction of transmission.
Rule/Reason The internal rule that caused the logged event. The internal rule is set up under
Firewall rules.
Alert Displays a description of the logged event.
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13.5.1 Clear Log

If you click on Clear Log in the Firewall Log page, the following pop-up screen will be displayed. Click on OK to
clear the firewall log.

13.5.2 Printable/Savable Format

If you click on Printable/Savable Format in the Firewall Log page, the following page will be displayed. This
option opens a new window that contains a list of all logged packets that can be saved or printed. After printing or
saving the log, click your browser’s “back™ arrow to return to the Firewall Log page.

Firewall Lop

Date: April 25, 2065
Time: 12:10:16
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If you click on Settings in the Firewall Log page, the following page will be displayed. This page allows you to
enable or disabie the firewall log settings. Click on save to save the settings.

o}
< BeliSouth
e e - - . e e m T w - - D
Home " < Broadband [ Home 1 o " hewaitong”, ~ oo FastAccess

: P ; t0 Wireless . i i Diagnestiks .
_ Summary 0 DSLline [ Network | i . Passwords - 1agnestics | nternet Service -
e
Log Allowad Traffic Disablad 'vl
tog Blocked Traffic Disablad hud
Lag Traffie Spacifiad In Rulas Enablad vI
Log Administrative Accass ) Digabled vI

Firewall Log Settings

Log Allowed Traffic

Factory Default = Disabled

This option allows the user to log the traffic through the firewall that is
allowed via the firewall setup page.

Possible responses are:

Disabled

Inbound Packets

Qutbound Packets

All Packets

Log Blocked Traffic

Factory Default = Disabled

This option allows the user to log the traffic through the firewall that is
being blocked via the firewall setup page.

Possible Response are:

Disabled

Inbound Packets

Qutbound Packets

All Packets

Log Traffic Specified in Rules

Factory Default = Enabled

When Enabled, this option allows the user to log the traffic through the
firewall that is being allowed via the custom rules setup page,

If Disabled, this function will not be activated.

Log Administrative Access

Factory Default = Disabled
When Enabled, this option allows the user to log the times an
administrator has accessed any administrative protected modem pages.
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If you click on Diagnostics at the main menu, the following page will be displayed. This page enables you to
perform simple diagnostic tests on your modem. To configure the settings, click on the desired submenu button at
the right of the page.

| NOTE: The Diagnostics menu option will not be available if you are in Bridge Ethernet mode.

£} Versalink - Microzoft Internet Explorer

i

o Ay vortes’
® |
<« BellSouth
. Home Broadbond . Home = ! Wireless . Firewalland i Diagnostics FGStAcces_s
L Summary o DSlline o Network o e o fosswords o o . nternetService
" Diagnostics ] .
" run ‘full diagn‘c‘\stiqsy
IP Tests )
Portal ping.fastaccess.com
Other i
NS Lookup [
i Trace Route i

! Progress Window

Diagnostics

run full diagnostics

| Enables you to run a full diagnostic test on the modem.

IP Tests

Portal Test will ping www fastaccess.com portal
QOther Test will allow vou to ping a specific URL or IP address of your choice
NS Loockup Default NS Lookup = www._yahoo.com

Test is a Name Server Lookup.

Trace Route

Test will determine the route taken to destination for the URL of your choice, and will
show where the packet is stopped on the network.

Progress Window

Progress Window

| Displays the progress of the test being performed
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If you want to run a full diagnostics test, click on run full diagnostics. The following page will be displayed. The
Diagnostics window will display “... Testing in progress...” until the diagnostics test has completed.

A Veizalink - Microsof!t Internet Explorer

BellSouth®

Modem Seif Test

... Test In progress ...

S Home B’Sﬂ“‘f’-"”d . Homek ¢ Wireless Firewall and . Diagnostics FGStAcces.S
pooummary oo Bothne N g tosswords . Internet Service
i i

pass

iP Tests 7
Portal

Other
NS Lockup

Trace Route

ping.fastaccess.com

-

Lokest |
- s

test .

! Progress Window

Tasting in progress ___

Di. ing and R

{1 sec slapsed)

cting PPP session
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After the diagnostics test has completed, the page will refresh and the test results will be displayed. If there is a
failure, the Diagnostics field will also display the details of the failed connection.

-ﬁ\l‘euolin‘k » Mictorn!l intamel Exploicr
i G Yo s 2
B
< BellSouth®
" Home “Brogdpand " Homa T T N “Firewalland ' . fﬂStAccessb .
) "SE,:-:-Tary _ BDSf.ditf’:ed o N?Mork : Wiraless . rhsmﬁré? ; ‘Dl'agnostics Infernet Service
" blagnasiics .-
T Mogom soff Test T T pass T
. DSL pass
POATM pass v
© Etharnat pass i
PRROE pass
: Authentication pass 2
(] pass
Cwtems R ]
. Portal ) ping.fastaccess.cam e .".:
. Other e
! NBLooKup | L,
| Trace Route I_H—“___m ._.f.'h’-fﬁ
. Drogress window T . i
YU DINGHOSTIC TMSTING comeLETE... T
Pinging Portal Jerver {3 ctimas)
Succesr ‘
=
Diagnostics
Modem Self Test pass = Modem passed self test
fail = Modem failed self test
DSL pass = DSL connection established
fail = No DSL connection established
ATM pass = ATM cells have been received over the PVC
fail = No ATM cells have been received over the PVC
Ethernet pass = Ethernet frames have been received
fail = No Ethernet frames have been received
PPPoE pass = PADQ has been received
fail = No PADQ has been received
Authentication pass = Username/Password has been accepted
fail = Username/Password has not been accepted
IP pass = Ping to www.fastaccess.com was successful
fail = Ping to www.fastaccess.com was not successful
1P Tests
Portal Test will ping www.fastaccess.com portal
Other Test will allow you to ping a specific URL or IP address of your choice
NS Lookup Default NS Lookup = www.yahoo.com
Test is a Name Server Lookup.
Trace Route Test will determine the route taken to destination for the URL of your choice, and will
show where the packet is stopped on the network.

Progress Window

Progress Window | Displays the progress of the test being performed
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To perform an IP test, click the test butten that is adjacent to the test you wish to run,

R Verzalink - Microsaft Inteinct Exploter

o]
< BellSouth
Home ' ' Brogdband . |  Home Wireless | Frewalland . - Diagnostics F GStAccess

., Summary DSttine | [Metwork o o fosswords oo e Internet Service

Dingnostics

IP Tests

" ran full diognostics
e st

Portal ping.fastaccess.com Lotest
other l L
NS Lockup { LAeE
Trace Route Lot

Progress Windows

IP Tests

Portal Test will ping www.fastaccess.com portal

Other Test will allow you to ping a specific URL or IP address of your choice
NS Lookup Default NS Lookup = www.yahoo.com

Test is a Name Server Lookup.

Trace Route

Test will determine the route taken to destination for the URL of your choice, and will
show where the packet is stopped on the network.

Progress Window

Progress Window

| Displays the progress of the test being performed
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14.2.1 Portal Test

The following page displays an example Portal test. The progress window will display the progress of the test. If
there is a failure, the Diagnostics field will display the following message:

...Diagnostic Testing Complete...

Cannot access the specified URL or Web Address. Please try a different address by using the dialog box
marked Other and clicking the test button. If the problem persists, go to the Home Summary page and
restart the connection via connect/disconnect button in the Easy Login page. After the connection restarts,
return to the Diagnostics page and try the test again. If the problem persists, contact the BellSouth help
desk at 1-888-321-2DSL (2375).

FustAccess
Internet Service

< BellSouth® -

" Home Brogdband  Heme [ . 7 Cfirewollond | .
Summary DSt Line Network = :  Wireless Passwords . . Diognostics
DL PP R et 1 y P : NN A -

N

Diagnastics P A

: run full diagnostics | i
5 NS H

P Tests

i test
Partal ping.fastaccass.com et

Other st

t
. NS Lookup [ L tes
Trace Route Lt
Progress Windosw
.. .DIACHOSTIC TESTING COMPLETE...

Pinging Portal Servar (3 timas)
Succass
Success
Success
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14.2.2 Other

The following page displays an example Other test. Note: If the Other field is blank when the test button is clicked,
the progress window will display a message that there is no IP address or URL to test.

If there is a failure, the progress window will display the following message:

...Diagnostic Testing Complete...

Pinging (IP address or URL you entered) (3 times)
DNS Failure

Go to the Home Summary page and restart the connection via connect/disconnect button in the Easy Login page.
After the connection restarts, return to the Diagneostics page and try the test again. If the problem persists, contact
the BellSouth help desk at 1-888-321-2DSL (2375).

/R Versalink - Microsoft Intesnet Esplorer

é‘ BellSouth®
, - - FastAccess®

‘Home Broadband Home Hrewaliand o
, Sommory . OStline . Network Wireless [ Poswords  Diegnosties oot onvice

L T bt et ki

—

|__ Diagnestics

run full diognotticy
R N i A

1P Tests
Partal ping.fastaccess.com  test »
Other wwwyshoo.com ~__5°.“

] tost
e masnnms i

N§ Lockup
Traoce Route [ e

Progress Window
.. DIAGNOSTIC TESTING COMPLETA...

Pinging wuw, yshoo.con (2 vimes)
Fuccass
Success
Juccess
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14.2.3 NS Lookup

The following page displays an example NS Lookup test. Note: If the NS Lookup field is blank when the test
button is clicked the progress window will display a message that there is no data, enter host name.

If there is a failure, the progress window will display the following message:

Diagnostic Testing Complete
NS Lookup Results: Host not found

Go to the Home Summary page and restart the connection via connect/disconnect button in the Easy Login page.
After the connection restarts, return to the Diagnostics page and try the test again. If the problem persists, contact

the BellSouth help desk at 1-888-321-2DSL. (2375).

/X Versalink - Micrasoft internet Explores .

e E Vew Fovites Toa” e ;
o3
@ BellSouth
]
i " broodband M . frewattand - . FastAccess
summery ‘e | Wework - Wides oo PO et Seice

it e el

[wwwymhaa.com

Diagnastics e
: cun full diagnostics

1P Tests

Portal ping.fastaccess.com

Other I

NS Lookup

Trace Route I 0

Progress Window
. .DIAGNDSTIC TASTING COMPLETE...
H N3 Lookup Resulus:
i 216.109.117.110  Success
I

=
149 May 2005

030-300452 Rev. A



i 030-300452 Rev. A
/ BellSouthVersaLinkGateway
WESTELL 6/1/05 — Draft 2
User Guide VersaLink Gateway (Model 327W)

14.2.4 Trace Route

The following page displays an example Trace Route test. Note: If the Trace Route field is blank when the test
button is clicked or if there is a failure, the progress window will display only the following message:

Diagnostic Testing Complete

Go to the Home Suminary page and restart the connection via connect/disconnect button in the Easy Login page.
After the connection restarts, return to the Diagnostics page and try the test again. If the problem persists, contact
the BellSouth help desk at 1-888-321-2DSL (2375).

# BellSouth®

Home ‘Broadband  Home - Wireless “Hrewalland -D;'agnosﬁcs
(Summary . Dilline - Network o e o i fosmwords | TIGROF . Internet Service
Diagnostics . L lepr

1P Tests

Portsl " ping.fastaccess.com - ’
Other [—
NS Lookup E

Traca Route l-::«_w.ynhon.com

Progress Windowvt
.. .DIACHOSTIC TESTINC COMPLETE...

Tracarouts to pZl.vww.dcn.yahoo.com {216.109.117.106)

{10.16.50.1) 6 nr 4 ms 6 ny

{10.16.88.2) 6 nxr 4 nf 6 =¥

{10.16.16.11} € =z 4 a5 6 nx

14.23.144.1) 6 ar 8 nr 10 =3
multilink34359142 . heal_chil.bboplanat.net (4.24.142.206} 22 ms 24 uf 22 ns
me-1-56_bbrZ. chicagol.lavald.nec (4.68.101.161) 1B a5 19 as 12 ms
na-U-0_bbrl washingtont. leveld.net {64.159.0.225) 28 =z 30 ms 30 =g

6 ga-1-2-56.carl.vashingtonl.leveld.nst (4.68.121.165) 44 az ZB ns 54 a3
3 * {4.79.228.6) 32 ms 50 my 48 ax

10 ge3-1l.basi-a.dcn.yahoo.com (216.109.120.149) 42 as 40 ms 50 =x

1E p2l.vwv.don.yahoo.con {216.109.117.106} 56 ms 94 mr 30 =2

NH A WBN e

N o
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If you click Logs in the Diagnestics page, the following page will be displayed.

/M Log Statistics - Microsofl Interned Explorct
| o e Viw' - Favores Tools ™l
A
&
< BellSouth
Home Broodband " Home Wireloss Arewali and Diagnastics FGStAccess
Summory o Dstline . Metwork T L Tsawerds ... InternetService
| Logstatistics i T i
|
| LOGS |Selectalog..
i ‘cluor diognoslic log, | Printable/savable format
|

Next, select an option from the LOGS drop-down menu,

A Log Statiztics - Micrasolt Intemnet Explorer
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H you selected All the following page will be displayed. Click clear to clear the log statistics, or click
printable/savable format to print or save the logs file to a location on your PC.

BellSouthVersaLinkGateway
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* Summory . BsLtine

Homep Ercadband

SR

firewallond '

Wireless Passwards

- RO RN

LoCE |Seloctalog. +|

All Entries

CURRENT MCDEM STATUS
DSL Modom Status...
PPP Spssion Statu!
Connocticn Typl
Time sot from...

Boot
Tima sinca last boot.... O days, O hrs: 53 ming: 49 socs

Tima last modam seif tast.. NEVER
Tima Jast modam rasult.... UNKNOWN

EVENTS

. s

Tha first number is the £vant tima {days,hrs:i
Evonts arg Iisted starting from the most recent.
sacesssesevcane

wuessssaesana ewssaaass

0,0:52: 39 DIAGHCSTIC TEST RESULTS DSLi Up PPPOE: Session up PAR: Connection up

ac) sinca boat.

0,0:52: 19 DNS Rovarsq Lookup fElad in tracorouta for *4.79.220.4'

0,0:52: 1B DNS Ravarse Lookup failod in tracorute for '4.23.144.1'

0,0:52:18 DNS Reverss Lookup faEed in traceroute for '10.16.16.11

0,0:52:18 Modem unable ta communicate with DNS Sarvar.{enar = ‘connaction timed out’)

0,0:52:9 DNS Roverss Lookup faded in traceroute

0,0:52:1 DNS Reverse Lookup fadad in tracercuta

0,0:51; 21 DIAGNOSTIC TEST RESULTS DSL! Up PEPOE: Session up FPP: Connection up DNS: Success

Host name; www.yaboo.com 1P addrass: 216.109.

D,0:50:42 PING TEST RESULY : Success
Tast Name or Address: www.yahgo.cam

0,0:50:10 PING TEST RESIAY : No Response
Test Name or Address:

0,0:49:52 PING TEST RESULY : Success
Test Nama or Addrass: ping.fastaccess.com

for "10.16.98.2"

Ffor '10.16.50.1'

117.110

Q,0:47:50 Error gatting lima from Sacondary SNTP sarvers tick.usno.navi.rd

0,0:47:45 Ervor getling tima from Primary SHTP so

C,0:47:44 DIAGNOSTIC TEST RESULTS
Modam Self Tast: pass DSL1: pass ATM: pass

rver: tock.usno.navy.mil

Ethamat: pass PPPoE: pass Auth: pass [F; pass

0,0:47:40 PPP CONNECTED nn VF[ B VC] 35

0,0:47:3% Connecting session(0); My Connection dua to ds! Rastart

0,0:47:35 Madarm Self Test: Passed

0,0:47: 34 PPP DISCONNECTED on VP1 8 VCI 35 : FPP commanded down

0,0:47: 34 Cisconnacling sexgion{0): My Connuction due to Restart Command

0,0:0:46 Ervor getting time from Secondary SNTP

servor: tick.usno.navy.mil

0,0:0:41 Enor gatting time from Primary SNTR sorver: tock.usno.navy.md

0,0:0:36 PPP CONNECTED on VP B VCI 35

0,0:0:36 C ing X My Ci dus to dsi Rastart

0,0:0:20 US Atton: 3.5 DS Atton: 3.0
0,0:0: 20 US Margin: 6.0 DS Margin: 12.0

0,0:0:20 US Tx Fower: 10.8 DS Tx Power: 9,4

0,0:0:20 US DSL Rata: B96 kbits/sac OS DSL Rate: 8064 kbits/sac

0,0:0:20 WanMgr raports DEL is UP

0,0:0:0 Modal Numbar: C$0-321wW30-06

0,0:0:0 Softwara version: VER:03.02.04

0,0:0:0 Product: versalink Model: 4 Port Gateway

0,0:0:0 VLYNQ_WLAN: Succassfully started

and of diagnostic log file
theor Grognoihe leg

_primasieliovette fermat

BeflSouth®
FastAccess® ©
inlernet Service
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For your convenience, the Westell VersaLink Gateway supports protocols for Applications, Games, and VPN-
specific programs. Table 5 provides protocol information for the services that are supported by your VersaLink
Gateway.

Note: To configure VersaLink for a service or application, follow the steps described in section 11.3
(NAT/Gaming) of this User Guide.

Table 5. Applications/Games/NAT VPN Support

Application/Game Port/Protocel
Aliens vs. Predator 80 UDP, 2300 UDP, 8000-8999 UDP
Age of Empires II: The 6073 UDP, 47624 TCP, 2300-2400 TCP/UDP
Conquerors This service will open up port’s for both traffic directions
Americas Army TCP - 20045
UDP - 1716 to 1718, 8777, 27900
America Online 5190 TCP/UDP
Anarchy Online TCP/UDP - 7012,7013, 7500 -7505
AOL Instant Messenger 4099 TCP, 5190 TCP
Asheron's Call 9000-9013 UDP, 28800-29000 TCP
Battlecom 2300-2400 TCP/UDP, 47624 TCP/UDP
Battlefield 1942 UDP - 14567, 22000, 23000 to 23009, 27900, 28900
Black and White 2611-2612 TCP, 6667 TCP, 6500 UDP, 27900 UDP
Blizzard Battle.net (Diablo II) | 4000 TCP, 6112 TCP/UDP
Buddy Phone 700, 701 UDP
Bungie.net, Myth, Myth [T 3453 TCP
Server
Calista IP Phone 3000 UDP, 5190 TCP
Citrix Metaframe 1494 TCP
Client POP/IMAP 110 TCP
Client SMTP 25 TCP
Counter Strike 27015 TCP/UDP, 27016 TCP/UDP
Dark Reign 2 26214 TCP/UDP
Delta Force { Client and 3568 UDP, 3100-3999 TCP/UDP
Server )
Delta Force 2 3568-3569 UDP
DelaForce: Land Warrior UDP 53
TCP 21
TCP 7430
TCP 80
UDP 1029
UDP 1144
UDP 65436
UDP 17478
DNS 53 UDP
Elite Force 2600 UDP, 27500 UDP, 27910 UDP, 27960 UDP
Everquest 1024-7000 TCP/UDP
F-16, Mig 29 3863 UDP
F-22 Lightning 3 4660-4670 TCP/UDP, 3875 UDP, 4533-4534 UDP, 4660-4670 UDP
F-22 Raptor 3874-3875 UDP
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Application/Game Port/Protocol
| Fighter Ace IT 50000-50100 TCP/UDP

Fighter Ace II for DX play

50000-50100 TCP/UDP, 47624 TCP, 2300-2400 TCP/UDP

FTP

20 TCP, 21 TCP

GameSpy Online

UDP 3783

UDP 6515

TCP 6667

UDP 12203

TCP/UDP 13139UDP 27900
UDP 28600

UDP 29900

UDP 25901

Ghost Recon

TCP 80
UDP 1038
UDP 1032
UbP 53
UDP 2347
UDP 2346

GNUtella

6346 TCP/UDP, 1214 TCP

Half Life Server

27005 UDP(client only)
27015 UDP

Heretic I Server

28910 TCP

Hexen II

26900 (+1) each player needs their own port. Increment by one for
each person

Hotline Server

5500, 5503 TCP 5499 UDP

HTTPS 443 TCP/UDP

ICMP Echo 4 ICMP

ICQOLD 4000 UDP, 20000-20019 TCP

ICQ 20016 4099 TCP, 5190 TCP

ICUII Client 2000-2038 TCP, 2050-2051 TCP, 2069 TCP, 2085 TCP, 3010-3030
TCP

ICUII Client Version 4.xx 1024-5000 TCP, 2050-2051 TCP, 2069 TCP, 2085 TCP, 3010-3030
TCP, 2000-2038 TCP6700-6702 TCP, 6880 TCP, 1200-16090 TCP

IMAP 119 TCP/UDP

IMAP v.3 220 TCP/UDP

Internet Phone 22555 UDP

IPSEC ALG ENABLES ALG

IPSEC ESP PROTOCOL 50

IPSECIKE 500 UDP

Ivisit 9943 UDP, 56768 UDP

JKIL:JO (Jedi Knight I1: Jedi UDP - 28070 {default)

Qutcast) UDP- 27000 to 29000

KALI Doom & Doom II

2213 UDP, 6666 UDP (EACH PC USING KALI MUST USE A
DIFFERENT PORT NUMBER STARTING WITH 2213 + 1

KaZaA 1214 TCP/UDP
Limewire 6346 TCP/UDP, 1214 TCP
Medal Of Honor: Allied TCP 80
Assault UDP 53
UDP 2093
UDP 12201
TCP 12300
UDP 2135
UDP 2139
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Application/Game Port/Protocol
TCP/UDP 28900
mIRC Chat 6660-6669 TCP
Motorhead Server 16000 TCP/UDP, 16010-16030 TCP/UDP
MSN Game Zone 6667 TCP, 28800-29000 TCP
MSN Game Zone (DX 7 & 8 | 6667 TCP, 6073 TCP, 28800-29000 TCP, 47624 TCP, 2300-2400
play) TCP/UDP
This service will open up port’s for both traffic directions.
MSN Messenger 6891-6900 TCP, 1863 TCP/UDP, 5190 UDP, 6901 TCP/UDP
Napster 6699 TCP
Need for Speed 3, Hot Pursuit | 1030 TCP
Need for Speed, Porsche 9442 UDP
Net2Phone 6801 UDP
NNTP 119 TCP/UDP
Operation FlashPoint 47624 UDP, 6073 UDP, 2300-2400 TCP/UDP, 2234 TCP
Qutlaws 5310 TCP/UDP
Pal Talk 2090-2091 TCP/UDP, 2095 TCP, 5001 TCP, 8200-8700 TCP/UDP,
1025-2500 UDP
peAnywhere host 5631 TCP, 5632 UDP, 22 UDP
Phone Free 1034-1035 TCP/UDP, 9900-9301 UDP, 2644 TCP, 8000 TCP
Quake 2 27910 UDP
Quake 3 27660 UDP
Each computer playing Quakelll must use a different port number,
starting at 27660 and incrementing by 1. You'll also need to do the
following:
1. Right click on the QIII icon
2. Choose "Properties"
3. In the Target field you'll see a line like "C:\Program Files\Quake III
Arena\quake3.exe"
4. Add the Quake III net_port command to specify a unique
communication port for each system. The complete field should look
like this: "C:\Program Files\Quake III Arena\quake3.exe" +set
net_port 27660
5. Click OK.
6. Repeat for each systern behind the NAT, adding one to the net_port
selected (27660,27661,27662)
Quicktime 4/Real Audio 6970-32000 UDP, 554 TCP/UDP
Rainbow Six & Rogue Spear 2346 TCP
RealOne Player TCP - 554, 7070 to 7071
UDP - 6970 to 7170
Real Audio 6970-7170 UDP
Return To Castle Wolfenstein | Default -27960 TCP/UDP
UDP - 27950 to 27980
Roger Wilco TCP/UDP 3782
UDP 3783 (BaseStation)
ShoutCast Server 8000-8005 TCP
Spinner Radio/Netscape TCP - 554
Music
SSH Secure Shell 22 TCP/UDP
Starcraft 2346 TCP
Starfleet Command 2300-2400 TCP/UDP, 47624 TCF/UDP
SOF/SOFI (Soldier of UDP - 28910 to 28915
Fortune / Soldier of Fortune
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Application/Game Port/Protocol

1)

Telnet 23 TCP

Tiberian Sun & Dune 2000 1140-1234, 4000 TCP/UDP

Tribes2 TCP - 15104, 15204, 15206, 6660 to 6699
UDP - 27999 to 28002

Ultima Online 5001-5010 TCP, 7775-7777 TCP, 8800-8900 TCP, 9999 UDP, 7875
UDP

Unreal Tournament server 7777 (default gameplay port)
7778 (server query port
7779,7779+ are allocated dynamically for each helper UdpLink
objects, including UdpServerUplin objects. Try starting with 7779-
7781 and add
ports if needed
27900 server query, if master server uplink is enabled. Home master
servers use other ports like 27500
Port 8080 is for UT Server Admin. In the [UWeb.WebServer] section
of the server.ini file, set the ListenPort to 8080 and ServerName to the
IP assigned to the router from your ISP.

USENET News Service 143 TCP

VNC, Virtnal Network 5500 TCP, 5800 TCP, 5900 TCP

Computing

Westwood Online, C&C 4000 TCP/UDP, 1140-1234 TCP/UDP

World Wide Web (HTTP) 80 TCP
443 TCP (SSL)
8008 OR 8080 TCP (PROXY)

Yahoo Messenger Chat 5000-5001 TCP

Yahoo Messenger Phone 5055 UDP

IPSec Encryption IPSec using AH can not be supported through NAT. IPSec using ESP
and L2TP can be supported via an ALG

L2TP IPSec using ESP and L2TP can be supported via an ALG,

PPTP Works through NAT.

030-300452 Rev. A 156 May 2005



B 030-300452 Rev. A
BellSouthVersaLinkGateway
: 6/1/05 — Draft 2

WESTELL

User Guide VersaLink Gateway (Model 327W)

Refer to this section for a detailed explanation on connection failures.

If you entered your login values (provided by BellSouth) at the Customer Information page and your login failed,
the following page will appear. Click next to return to the Customer Information page and re-enter your login
values. If this problem persists, contact the BellSouth help desk at 1-888-321-2DSL. (2375).

| Installation Eeror

togin Folled. Click NEXT to ra-enter your customer information
and try again.

If this problem persists, please contact
the help desk at 1-888-321-2D8L (2375)

|

The following pop-up screen will be displayed if the value in your Confirm Password field is not identical to the
value in your Password field. The Password and Confirm Password fields must contain identical values in order
to establish a successful login. If you have retyped the appropriate values in each field and are still unable to
establish a connection, contact the BellSouth help desk at 1-888-321-2DSL (2375).

! Microsoft Internet Explorer
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If you entered your login values (provided by BellSouth) at the Easy Login page and your login failed, the
following page will appear. Retype the appropriate values in the User ID and Password fields and click on connect.
If this problem persists, contact the BellSouth help desk at 1-888-321-2DSL (2375).

Z Versalink - Microsoft Inteinet Explarer

i ot
®
& BellSouth
Home Broadband : Hom Lo " " Frewaliond - | .. L FGStAccess
i Summary DSL L Network i Wireless , | Passwords : Diagnostics _ Internet Service
{ Easy Login N ek

Login failed. Please check your User ID and Password and try again.
If this problem persists, please contact the help desk at
1-888-321-2DSL {2375).

UserID iusema}na@bellsuumnel
Example: username@belisouth.net
Password [

Provided by your ISP,
Confirm Password [

connec!
P -

The foilowing pop-up screen will be displayed if the value in your Confirm Password field is not identical to the
value in your Password field. The Password and Confirm Password fields must contain identical values in order
to establish a successful login. If you have retyped the appropriate values in each field and are still unable to

establish a connection, contact the BellSouth help desk at 1-888-321-2DSL (2375).
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If your DSL connection is down when you log into the Customer Information page, the following page will
appear.

s Check that the phone line is securely connected to your FastAccess modem.
¢  Check that the DSL LED on the front of your FastAccess modem is solid green and is not blinking.
¢ Check that filters have been installed on all phone jacks that have telephone devices connected to them.

If this problem persists, contact the BellSouth help desk at 1-888-321-2DSL (2375).

/J nstallComplete - Mictosoft Intemet Explarer

; Installation Error i

DSL connection not detected. Please check the following:

1. DSL connection Is securely plugged into your Fast Access
router. |

2. DSLUght on the front of your Fast Access router is solid graen
and not blinking green.

3. Filters have been installed on all phone jacks that have
talephone devices connected to them.

If this problem parsists, please contact the help desk at 1-
888-321-2DSL (2375)
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Once a DSL connection is detected, please wait a brief moment while the modem connects to the ISP’s equipment.
After the modem has connected, the DSL LED will light solid green and the DSL sync will be Up.

| Instaltatlon Gompluting

Plaase walt while I connact...

=zl

Close all browser windows, and then re-open your browser to launch your BellSouth® FastAccess® DSL
connection.

ZRinataliComplote - Miciotoll intemet Explot I=]
|17Eha QY. Ve Favaries - Tosks Yol E
2]
Instollstion Comploted ;

Close ALL browiser windows. :

Re-open your browsar to launch your Bellsauth® Fastaccass®

DSL connactlan, H
b

‘When you are ready to access the modem’s web pages, type hitp:/launchmedem in the browser’s address bar and
press “Enter” on your keyboard. The Home Summary page will be displayed.
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If the ATM connection is down when you log into the Customer Information page, the following page will appear,
Contact the BellSouth help desk at 1-888-321-2DSL (2375).

< BellSouth®

&
" Home Brogdhand < ¢ Home .l»;i-'irefess”  firewaliand Diognostics FGStACCEQS
. Summary . DStlne . WNetwork . e o JPasswerds o TSRO . InternetService
. _ Back
i Easy Login T

! ATM connection is down. Please contact the help desk at 1- |
i 888-321-2DSL (2375}, |

User ID prestell

Example: username@bellsouth.net

Passwaord

[

Provided by your ISP.

Confirm Password [‘“’"‘”"*

i conpect

R R L
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[f you cannot connect to your target Internet service provider, the following page will appear. Contact the BellSouth
help desk at 1-888-321-2DSL (2375).

NOTE: If you attempt to connect to the Internet and your connection fails, the Internet LED will light red and then

return to the off state.
/2 Update from PC - Miciosoft Intenet Explorer ]
&
@ BellSouth
e e et eerorres | amerensnnan . L, e e o &
; Home Broadband Home Co Wireless . Firewall and Dingrostics ) F QStAccess L
| Summary . Dsiline . Network .o CUTEES . i fosswords | PPOGROSTES L nternet Service
' Easy Login . R LBk
Cannot connect to Larget service. Please contact the help desk at
1-888-321-2D5L (2375).
User ID Jusememe@younsp net
Exarple; usernamepbelisouth.net
Password [
Provicied by your ISP,
Conflrm Password ==
et i

Once your connection succeeds, the Internet LED will light solid green, and at the Home Summary page the
Internet Login field will display Up.
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This section explains the configuration details for VersaLink’s WAN PORT feature. To access this feature, click
Broadband DSL Line as the main menu, and then click the WAN button. The following page will be displayed. At
the WAN PORT drop-down menu, select either DSLATM PORT or ETHERNET PORT 1 for your WAN setting,

NOTE: If you use VersaLink’s DSLATM PORT mode, you will enable VersaLink’s DSL transceiver. This will
disable the WAN Ethemet interface (labeled Ethernet 1) on the rear panel of VersaLink and allow the WAN
interface to use the DSL port instead. Conversely, if you use VersaLink’s uplink mode, ETHERNET PORT 1, you
will disable VersaLink’s DSL transceiver. This will disable the DSL port {on the rear panel of VersaLink) and allow
the WAN interface to use the Ethernet 1 port.

®
< BellSouth
Home Broodband . Home o " i frewall ond Copi . FOStAccess
- Summary DSitine . ° Network : Passwords g tes - Internet Service
. WAN Configuration ) Lok
WAN PORT [DSLATMPORT =
Status VPl VCI Protocol
[Enable = 8 85 PPPoE R
[Disable =] o 36 Bridge adit
|Disuh|e ~ 1 37 Bridge _odit
[Disable =] 0 aa Bridge . adit
[Oisable = o 89 Bridge Lo
[Disable = o 40 Bridge Lol
[Disable = 0 41 Bridge o edit
Bridge Broadcast ¥
Bridge Multicast 4 ;
Spanning Tree Protocol I i
save settings ¥ :

030-300452 Rev. A 163 May 2005



) 030-300452 Rev. A
/ BellSouthVersaLinkGateway
WESTELL 6/1/05 - Draft 2

User Guide Versalink Gateway (Model 327W}

If VersaLink is in DSLATM PORT mode and you want to configure VersaLink for ETHERNET PORT 1 mode,
follow the instructions provided in this section. By using the ETHERNET PORT 1, you will disable VersaLink’s
DSL transceiver. This will disable the DSL Port and allow the WAN interface to use the WAN Ethernet Port
(Ethernet 1) on the rear of the modem.

NOTE: The uplink feature (Ethernet 1) is optional. If ETHERNET PORT 1 is disabled, VersaLink will use DSL
and Wireless only, and the Ethernet 1 port can be used in addition to ports E2, E3, and E4 for LAN access. When
using DSLATM PORT, you may connect to any of the three Ethernet (E2, E3, or E4) jacks on the rear panel of
Versalink as they serve as an Ethernet switch. Ethernet 1 port is used as a WAN transport connection when
installing VersaLink without DSL. When using Ethernet 1 port instead of the DSL port, Ethernet LAN connection is
limited to ports E2, E3, and E4. The uplink feature (ETHERNET PORT 1) is optional, and if it is not enabled in the
.ini file, VersaLink will use DSL and Wireless only.

Touse ETHERNET PORT 1, click the WAN button in the Broadband DSL Line page, the following page will
be displayed. Next, select ETHERNET PORT 1 from the WAN PORT drop-down menu.

aWAN Cenliguration - Microsoft [nteinet Explorer 0]
([ e £R Vi, Favrtes” Tock Ko
=
ol
@ BellSouth
Home Brogdbond © [ Home 1 (Hrewollard oL T FastAccess
[Dummary o Bstlne o Nework o ;| fosswords - . Internet Service
‘. WAN Configuration i sack T
| i
WAN PORT |DSLATMPORT Zvl
DSLATM PORT
Status VP rotocof
IEnuhIe .'.I 8 35 PPPOE " edit
[Disable =] 0 36 Bridge Codit_.
[Disole =] 0 a7 Bridge L odit
EDisah|e v] o 38 Bridge ‘ st
Disable ."1 o 39 Bridge et
[Disenie = o 40 Bridge _edit
[Disents ~] 0 41 Bridge odit
Bridge Broadcast ¥
Bridge Multicast v
8panning Tree Protocol r
_ sova settings
|

NOTE:; If you experience any problems, please reset VersaLink via the external hardware reset button or via the
procedure defined in the Reset Modem menu in section 9.5 (Reset Modem). The actual information displayed in
this page may vary, depending on network connection established.
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If you selected ETHERNET PORT 1 from the WAN PORT drop-down menu, the following screen will be
displayed. Click OK.

Miciosoft internet Explorer

If you clicked on OX in the preceding pop-up screen, the following screen will be displayed. Click on OK. If you
click on Cancel, the change will not take effect.

Micrasoft Internet Explorer .

If you clicked on OK in the preceding pop-up screen, the following pop-up screen will appear. VersaLink must be
reset to allow the new configuration to take effect. Click on OK.

Microsoft Intetnet Explorer

If you clicked on OK in the preceding screen, the following screen will be displayed. VersaLink will be reset and
the new configuration will take effect. After a brief delay, the Home Summary page will be displayed.

NOTE: After VersaLink has been reset, the DSL LED will be OFF. This is because the DSL transceiver has now
been disabled. However, the Power, Ethemnet, Wireless and Internet LEDs will remain lit.

> warning

Resctting Madem, .. Plnaso walt...

Ths modem 18 rasetting i order for
1 requestad changes to Laks sffact.
Your page will ba raloaded shoehy.
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If VersaLink is in ETHERNET PORT 1 mode and you want to configure VersaLink for DSLATM PORT mode,
follow the instructions provided in this section. By using the DSLATM PORT, you will enable VersaLink’s DSL
transceiver. This will disable the WAN Ethernet port and allow the WAN interface to use the DSL port on the rear
of the modem. To enable the DSLATM PORT, click on Broadband DSL Line at the main menu, and then click
the WAN button.

NOTE: The uplink feature (Ethernet 1) is optional. If ETHERNET PORT 1 is disabled, VersaLink will use DSL
and Wireless only, and the Ethernet 1 port can be used in addition to ports E2, E3, and E4 for LAN access. When
using DSLATM port, you may connect to any of the three Ethernet (E2, E3, or E4) jacks on the rear panel of
VersaLink as they serve as an Ethernet switch. Ethernet 1 port is used as a WAN transport connection when
installing VersaLink without DSL. When using Ethernet 1 port instead of the DSL port, Ethernet LAN connection is
limited to ports E2, E3, and E4. The uplink feature (ETHERNET PORT 1) is optional, and if it is not enabled in the
Aini file, VersaLink will use DSL and Wireless only.

To use DSEATM PORT, click the WAN button in the Broadband DSL Line page, the following page will be
displayed.

ZRWAN Configuration - Hicrosaft Intenel Esploser
T Vi Favortan ook
7
15}
él BellSouth
o
Home Brogdband  Home e Firewalland ) . FuStACCBSS
[ Summary - OStime . Nemwork . Wirelss o paswords - DIAgnostis oiecnerService
AN Configuration e
WAN PORT [ETHERNETPORT 1 7]
E Status Protocol
| 5
i Enabled PPPOE adit ;
H Serarhia [
ii

NOTE: If you experience any problems, please reset VersaLink via the external hardware reset button or via the
procedure defined in the Reset Medem menu in section 9.5 (Reset Modem). The actual information displayed in
this page may vary, depending on network connection established.
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Next, select DSLATM PORT from the WAN PORT drop-down menu.

VersaLink Gateway (Model 327W)

ZRWAN Configuration - Miciesofl Intemnel Explorer ] ¢
TR 2
3
@l BellSouth®
]
" Home Cbromabond  { eme 7 frewationd © o~ FastAccess
) H Wireless ; : Diagnostics O]
| Summary o DStline o Network s LIOSOTOS . Internet Service
iWAN Conﬁgu-t-'-;ﬁun ) . Uaﬁk.
i
i WAN PORT [ETHERNET PORT1 7]
i DSLATMPORT
i Status
|
; Enabled PPPOE adit
<
If you selected DSLATM PORT, the following pop-up screen will be displayed. Click OK.
Microsoft Inteinet Explorer
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If you clicked OK, the following pop-up screen will be displayed. VersaLink must now be reset to allow the new
configuration to take effect. Click on OK.

Hicrosoft Internet Explorer

After you click OK in the preceding screen, the following screen will be displayed and the modem will be reset,
After a brief delay, the Home Summary page will be displayed. Confirm that the DSL and Internet Login fields
display Up. (Depending on your connection type, you may need to go to the Easy Login page and click the connect
button to establish a PPP session. After you establish a PPP session, the Internet Login field should display Up.)

> warning

Resotting Modom... Please Walt...

Tha modem is resetting in order for
the raquested changes to take affecl.
Your page wil be relcaded shortly.
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VersaLink Gateway (Model 327W)

DSL Line Code: Discrete Multi-Tone (DMT)
DSL Rates: 32 kbps to 8 Mbps downsiream
and 32 kbps to 800 Kbps upstream

Power spectral density: -40 dBm/Hz

DSL Impedance: 100 Ohms

DSL Performance: Performance: per
(G.992.1, ANSI T1.413.

Protocol Features

Bridge Encapsulation per RFC2684
{Formerly RFC1483)

Logical Link Control/ Subnetwork Access
Protocol (LLC/SNAP)

Software Upgradeable

PPPoE Support

ATM SAR: Internal to Modem

System Requirements for 10/100 Base-T/Ethernet

Pentium Class PC or above, Macintosh
Microsoft Windows (98 SE, 2000, ME, NT
4.0, or XP}, Linux, or MAC OS X installed
Operating system CD

Internet Explorer 4.x or Netscape Navigator
4.x or higher

64 MB RAM (128 MB recommended)
Ethernet 10/100 Base-T interface

10 MB of free hard drive space

TCP/IP Protocol Stack installed

10/100 Base-T Network Interface Card (NIC)

System Requirements for Wireless

Pentium® or equivalent and above class
machines

Microsoft® Windows® (98 ME, 2000, or
XP) or Macintosh® OS X installed
Operating System CD on hand

Internet Explorer 4.x or Netscape Navigator
4.x or higher

64 MB RAM (128 MB recommended)

10 MB of free hard drive space

IEEE 802.11b/g/g+ PC adapter

LEDs
¢ Power
¢ El,E2, E3 E4
e  Wireless
« DSL
* Internet
Connectors

¢ DSL/LINE: 6-pin modular jack RI-11

e Ethemet: 8-pin RJ-45 modular jack

s Power connector: 12V DC

o  Wireless IEEE 802.11b/g SMA connector

and antenna
Environmental
e  Ambient Operating Temperature: +32 to
+104°F {0 to +40°C)
» Relative Humidity: 5 to 95%, non-
condensing

Power Supply/Consumption
» 120 VAC to 12V DC wall-mount power
supply
s  Less than 4 watts typical, from 120 VAC

Environmental
e  Ambient Operating Temperature: +32 to
+104°F (0 to +40°C)
s Relative Humidity: 5 to 95%, non-
condensing

EMC/Safety/Regulatory Certifications
¢« EMC: FCCPart 15, Class B
UL Standard 60950, 3™ Edition

*

+ CAN/CSA Standard C22.2 No. 60950
« UL

+ CSA

» ACTA 968-A

e Industry Canada CS03
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READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY. THIS
SOFTWARE IS COPYRIGHTED AND LICENSED (NOT SOLD). BY INSTALLING AND OPERATING
THIS PRODUCT, YOU ARE ACCEPTING AND AGREEING TO THE TERMS OF THIS LICENSE
AGREEMENT. IF YOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS LICENSE
AGREEMENT, YOU SHOULD PROMPTLY RETURN THE SOFTWARE AND HARDWARE TO
WESTELL TECHNOLOGIES, INC. THIS LICENSE AGREEMENT REPRESENTS THE ENTIRE
AGREEMENT CONCERNING THE SOFFWARE BETWEEN YOU AND WESTELL TECHNOLOGIES,
INC. (REFERRED TO AS "LICENSOR"), AND IT SUPERSEDES ANY PRIOR PROPOSAL,
REPRESENTATION, OR UNDERSTANDING BETWEEN THE PARTIES.

1. License Grant. Licensor hereby grants te you, and you accept, a nonexclusive license to use the
SOFTWARE Compact Disk (CD) and the computer programs contained therein in machine-readable, object
code form only (collectively referred to as the "SOFTWARE"), and the accompanying User Documentation,
only as authorized in this License Agreement. The SOFTWARE may be used only in connection with the
rumber of systems for which you have paid license fees as dictated in your support agreement, You agree
that you will not assign, sublicense, transfer, pledge, lease, rent, or share your rights under this License
Agreement. You agree that you may not nor aliow others to reverse assemble, reverse compile, or otherwise
translate the SOFTWARE.

You may retain the SOFTWARE CD for backup purpeses only, In addition, you may make one copy of the
SOFTWARE in any storage medium for backup purposes only. You may make one copy of the User's
Manual for backup purposes only. Any such copies of the SOFTWARE or the User's Manual shall include
Licensor's copyright and other proprietary notices. Except as authorized under this paragraph, no copies of
the SOFTWARE CD or any portions thereof may be made by you or any person under your authority or
control.

2. Licensor's Rights. You acknowledge and agree that the SOFTWARE and the User's Manual are
proprietary products of Licensor protected under U.S. copyright law. You further acknowledge and agree
that all right, title, and interest in and to the SOFTWARE, including associated intellectual property

rights, are and shall remain with Licensor. This License Agreement does not convey to you an interest in or to
the SOFTWARE, but only a limited right of use revocable in accordance with the

terms of this License Agreement.

3. License Fees. The fees paid by you under the support agreement are paid in consideration of the licenses
granted under this License Agreement.

4. Term. This License Agreement is effective upon your opening of this package and shall continue until
terminated. You may terminate this License Agreement at any time by returning the SOFTWARE CD and
all copies thereof and extracts there from to Licensor. Licensor may terminate this License Agreement upon
the breach by you of any term hereof. Upon such termination by Licensor, you agree to return to Licensor
the SOFTWARE CD and all copies and portions thereof.

5. Limited Warranty. Licensor warrants, for your benefit alone, for a period of 90 days from the date of
commencement of this License Agreement (referred to as the "Warranty Period") that the SOFTWARE CD
in which the SOFTWARE is contained are free from defects in material and workmanship. Licensor further
warrants, for your benefit alone, that during the Warraaty Period the SOFTWARE shall operate
substantially in accordance with the functional specifications in the User's Manual. If during the Warranty
Period, a defect in the SOFTWARE CD appears, you may return the SOFTWARE CD to Licensor for
replacement. You agree that the foregoing constitutes your sole and exciusive remedy for breach by Licensor
of any warranties made under this Agreement.
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EXCEPT FOR THE WARRANTIES SET FORTH ABOVE, THE SOFTWARE CD,

AND THE SOFTWARE CONTAINED THEREIN, ARE LICENSED "AS IS," AND
LICENSOR DISCLAIMS ANY AND ALL OTHER WARRANTIES, WHETHER EXPRESS
OR IMPLIED, INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES
OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.

6. Limitation of Liability. Licensor's cumulative liability to you or any other party for any loss or damages
resulting from any claims, demands, or actions arising out of or relating to this Agreement shall not exceed
the license fee paid to Licenser for the use of the SOFTWARE. In no event shall Licensor be liable for any
indirect, incidental, consequential, special, or exemplary damages or lost profits, even if Licensor has been
advised of the possibility of such damages, SOME STATES DO NOT ALLOW THE LIMITATION OR
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE
LIMITATION OR EXCLUSION MAY NOT APPLY TO YOU.

7. Governing Law. This License Agreement shall be construed and governed in accordance with the laws of
the State of Iilinois. You submit to the jurisdiction of the state and federal courts of the state of Illinois and
agree that venue is proper in those courts with regard to any litigation arising under this Agreement,

8. Costs of Litigation. If any action is brought by either party to this License Agreement against the other
party regarding the subject matter hereof, the prevailing party shall be entitled to recover, in addition to any
other relief granted, reasonable attorney fees and expenses of litigation,

9, Severability. Should any term of this License Agreement be declared void or unenforceable by any court of
competent jurisdiction, such declaration shall have ne effect on the remaining terms hereof.

10. No Waiver, The failure of either party to enforce any rights granted hereunder or to take action against
the other party in the event of any breach hereunder shall not be deemed a waiver by that party as to
subsequent enforcement of rights or subsequent actions in the event of future breaches.
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