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Application No.: SZCR2106021337AT

Applicant: Baicells Technologies Co., Ltd.

Address of Applicant: 9-10F, 1stBldg., No.81BeigingRoad, Haidian District, Beijing, China
Equipment Under Test (EUT):

EUT Name: LTE Outdoor CPE

Model No.: EG8013L-M11

Trade Mark: Baicells

FCC ID: 2AG32EG8013LM11

Standard(s) : CBRSA-TS-9001-v1.0.0

WINNF-19-IN-00033 V1.0
WINNF-TS-0122-V1.0

FCC 47 CFR Part 96
KDB 940660 D01

KDB 940660 D02

Date of Receipt: 2021-06-28

Date of Test: 2021-06-28 to 2021-06-29
Date of Issue: 2021-06-30

Test Result: Pass*

* In the configuration tested, the EUT complied with the standards specified above.
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Keny Xu
EMC Laboratory Manager
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Item Standard Test Case ID Result
Multi-Step registration W'NNV':l'TOS(')OlZZ' WINNF.FT.C.REG.1 Pass
Single-Step registration for CBSD with WINNF-TS-0122-
CPI signed data V1.0.0 WINNF.FT.C.REG.5 Pass
Missing Required parameters WINNF-TS-0122-
(responseCode 102) V1.0.0 WINNF.FT.C.REG.8 Pass
Pending registration (responseCode WINNF-TS-0122-
200) V1.0.0 WINNF.FT.C.REG.10 Pass
Invalid parameter (responseCode 103) WINNVFi'I;)S(—)0122— WINNF.FT.C.REG.12 Pass
Blacklisted CBSD (responseCode 101) WINN\/FiBS(;OlZZ— WINNF.FT.C.REG.14 Pass
Unsupported SAS protocol version WINNF-TS-0122-
(responseCode 100) V1.0.0 WINNF.FT.C.REG.16 Pass
Group Error (responseCode 201) WINN\/F;;)S(—)OlZZ— WINNF.FT.C.REG.18 Pass
Unsuccessful Grant WINNF-TS-0122-
responseCode=400 (INTERFERENCE) V1.0.0 WINNF.FT.D.GRA.1 Pass
Unsuccessful Grant
responseCode=401 WINN\/F;;)S(—)OlZZ— WINNF.FT.C.GRA.2 Pass
(GRANT_CONFLICT) e
Heartbeat Success Case (first WINNF-TS-0122-
Heartbeat Response) V1.0.0 WINNF.FT.C.HBT.1 Pass
Heartbeat responseCode=105 WINNF-TS-0122-
(DEREGISTER) V1.0.0 WINNF.FT.C.HBT.3 Pass
Heartbeat responseCode=500 WINNF-TS-0122-
(TERMINATED_GRANT) V1.0.0 WINNF.FT.C.HBT.4 Pass
Heartbeat responseCode=501
(SUSPENDED_GRANT) in First WINNP-TS-0122- WINNF.FT.C.HBT.5 Pass

V1.0.0
Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) in WINNP-TS-0122- WINNF.FT.C.HBT.6 Pass
V1.0.0

Subsequent Heartbeat Response
Heartbeat responseCode=502 WINNF-TS-0122-
(UNSYNC_OP_PARAM) \V1.0.0 WINNF.FT.C.HBT.7 Pass
Heartbeat Response Absent (First WINNF-TS-0122-
Heartbeat) V1.0.0 WINNF.FT.C.HBT.9 Pass
Heartbeat Response Absent WINNF-TS-0122-
(Subsequent Heartbeat) V1.0.0 WINNF.FT.C.HBT.10 Pass
Successful Relinquishment WINN\/F;BS(—)OlZZ— WINNF.FT.C.RLQ.1 Pass
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Iltem Standard Test Case ID Result
Successful Deregistration WINNVFiBS(')OlZZ' WINNF.FT.C.DRG.1 Pass
Successful TLS connection between WINNF-TS-0122-
UUT and SAS Test Harness V1.0.0 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate WINN\/F;I;)S(—)OlZZ- WINNF.FT.C.SCS.2 Pass
TLS_ fallure due to expired server WINNF-TS-0122- WINNE ET.C.SCS.3 Pass
certificate V1.0.0
TLS failure when SAS Test Harness WINNF-TS-0122-
certificate is issue by unknown CA V1.0.0 WINNF.FT.C.SCS.4 Pass
TLS failure When certificate at the SAS WINNF-TS-0122- WINNE.ET.C.SCS.5 Pass
Test Harness is corrupted V1.0.0
UUT RF Transmit Power Measurement WINNVFi'I;)S(—)0122— WINNF.PT.C.HBT Pass
SAS Version: 1.0.0.3

The UUT is a CPE-CBSD product. According to the specifications of the manufacturer, it must comply
with the requirements of the following standards:

Test standards:

CBRSA-TS-9001-V1.0.0

CBRS Alliance Certification Test Plan

WINNF-TS-0122-V1.0.0

Test and Certification for Citizens Broadband Radio Service (CBRS); Conformance and Performance
Test Technical Specification; CBSD/DP as Unit Under Test (UUT)

WINNF-19-IN-00033 V1.0

CBRS CPE-CBSD as UUT Test Guidelines

KDB 940660 D01 Part 96 CBRS Eqgpt v03

KDB 940660 D02 CPE-CBSD Handshake Procedures v02
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4 General Information
4.1 Details of E.U.T.

Power supply: Adapter Model NO.: G0720-240-050
Input: 100-240V~50/60Hz, 0.75A
Output: 24.0V, 0.5A, 12.0W

Sample Type: Fixed device

CBSD Class: B (Outdoor CPE)

Transmitter Frequency Band: LTE Band 48

Transmitter Frequency Range: 3550~3700MHz

Hardware Version: A

11Software Version: BaiCE_BG_1.6.17

Test sample: 1203000094204NQ0291 (S/N)

Antenna Gain: 14dBi

4.2 Description of CBSD/DP Support Features

Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
c2 Mandatory for UUT which supports single-step registration with no CPI- N

signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

C4 Mandatory for UUT which supports N
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT N
measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the N

UUT and prior to sending a deregistration.

Y: Supported
N: Not supported
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4.3 Summary of Test Results
WINNF-TS-0122
Classes Test Case Items Pass ltems Pass Rate (%)
FT (CBSD, DP/CBSD) 25 25 100
PT (CBSD, DP/CBSD) 1 1 100
Total 25 25 100

Note:

1. Functional Test (FT): Test to validate the conformance of the Protocols and functionalities
implemented in the CBSD/DP UUT to the requirements developed by WinnForum and supporting
FCC/DoD requirements.

2. Field/Performance Test (PT): Test to check the capability of the CBSD/DP UUT to support various
traffic models and actual operations in the field.

Duration and Duty Cycle
Period Limit Test Result
10-second 1-second Pass
300-second 10-second Pass
3600-second 20-second Pass

Note: Limited in duration and duty cycle to the minimum time necessary to get a grant from the SAS.
This time should not exceed 1 second within any 10-second period, 10seconds within any 300-
second period, or 20 seconds within any 3600-second period.

4.4 Modification Record

1. The Pass/Fail criteria “UUT shall not transmit RF” is replaced by “CPE-CBSD UUT shall not transmit

user traffic”.
2. The Pass/Fail criteria “UUT shall stop transmission” is replaced by CPE-CBSD UUT shall stop

transmitting user traffic”
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4.5 Measurement Uncertainty
No. Iltem Measurement Uncertainty
1 Radio Frequency +7.25x 108
2 RF conducted power + 0.75dB
3 Temperature test +1°C
4 Humidity test + 3%
5 Supply voltages +1.5%
6 Time + 3%
4.6 Description of Support Units
Description Manufacturer Model No. Serial No.
EPC Lanner Electronics Inc. LICA-1513A LR202002004052
Router TP-LINK TL-R860+ 1175379002425
mBS1105
Base station Baicells (FCC ID: 120200007219BSP0001
2AG32MBS110596N)

4.7 Test Location
All tests were performed at:
SGS-CSTC Standards Technical Services Co., Ltd., Shenzhen Branch

No. 1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, Guangdong, China.
518057.

Tel: +86 755 2601 2053 Fax: +86 755 2671 0594
No tests were sub-contracted.
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5 Equipment List
Test Equipment Manufacturer Model No. |Inventory No.| Cal Date | Cal Due Date
Laptop Lenovo Pro-13API REF. / /
(With SAS Test hamess) 2019 No.SEA1800
Spectrum Analyzer Keysight N9020A SEMO004-19 2021-5-31 2022-5-30
Shield Room SAEMC MSR433 SEMO001-11 | 2021-03-13 | 2024-03-12
Coaxial Cable SGS N/A SEMO031-01 | 2020-07-11 | 2021-07-10
Attenuator Weinschel WA41 SEM021-09 N/A N/A
Associates
Splitter MACOM 2090-6214-00 N/A N/A N/A
- Shanghai
Humidity/ Temperature | ;000 ological 731-28 SEM002-03 | 2020-09-27 | 2021-09-26
Indicator
Industry Factory
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6 Test Method and Environment
6.1 CBSD/DP Conformance and Performance
Test Requirement: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.0
Test Method: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.0
WINNF-IN-0156_WInnForum_SAS_Test_Harness_CBSD_UUT_Tutorial_
vi001
6.2 CPE-CBSD Handshake Procedures
Test Requirement: KDB 940660 D02 CPE-CBSD Handshake Procedures v02

Test Method: WINNF-19-IN-00033 V1.0
KDB 940660 D02 CPE-CBSD Handshake Procedures v02

6.3 CBSD Test Procedure

a. Connect the UUT to SAS Test Harness system and RF Test instruments via the CBSD interface
and RF components. The highest level is set to test configuration.

UUT shall be UTC time synchronized

c. The frequency band is granted and set as UUT supported Modulation and Channels, transmitted
power of the UUT according to it granted parameters from the SAS TestHarness.

d. Each test case results was recorded and validated by SAS Test Harness system and RF
instruments test cases was recorded test results from SAS Test Harness system.

6.4 Duration and Duty Cycle Measurement

The CPE-CBSD shall validate and ensure that limited in duration and duty cycle to the
minimum time necessary to get a grant from the SAS.

6.5 Duration and Duty Cycle Test Procedure

a. CPE-CBSD as UUT does not receive any RF signal from its “Compatible BTS-CBSD” (FCC ID:
2AG32MBS110596N), so CPE-CBSD as UUT does not transmit. UUT shall be UTC time
synchronized.

b. Use the WinnForum SAS Harness #1 for CPE-CBSD as UUT and run test case
WINNF.FT.C.GRA.1 for CPE-CBSD as UUT.

c. CPE-CBSD as UUT starts to receive the RF signal from its “Compatible BTS-CBSD”, so CPE-
CBSD can start communicating with the WinnForum SAS Harness #1. Make note of the time
when RF Test equipment logs the first transmission from CPE-CBSD which is above
23dBm/10MHz — this is the start time of the {X time out of Y time}.

d. When the test case WINNF.FT.C.GRA.1 finishes and the questions appear on the WinnForum SAS
Harness #1 console, do NOT answer the questions. Wait until Y time has passed from step #3.
During this Y time, the RF test equipment is logging the amount of time CPE-CBSD as UUT
transmitted EiRP above 23dBm/10MHz. The amount of time logged for transmitting EIRP above
23dBm/10MHz is the X time.

e. Answer the questions on the WinnForum SAS Harness #1 console so the WinnForum SAS
Harness #1 is ready for the next test.
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6.6 Test Environment

Test Harness Version: V1.0.0.3

Operating System: Microsoft Windows 10
TLS Version: 1.2

Python Version: 2.7.13

Environmental Conditions: 25deg. C, 65%RH
Input Power: 120Vac, 60Hz

6.7 Test Setup

SAS-CBSD Interface
for CPE-CBSD UUT

BTS-CBSD |

SAS-CBSD Interface
for BTS-CBSD

[ )

RF Test
Equipment >

4
[
CBSDRF | |
Interface | |
l

i

v

CPE-CBSD
Unit-Under-
Test

CPE-CBSD User
Traffic Interface

CPE-CBSD as UUT, BTS-CBSD direct communication without Domain Proxy

Unless otherwise agreed in wrltlng (hls document is issued by the Company subject to its General Condltlons of Servlce printed
overleaf, il at http://www.s scomlen/Terms and-Condltlons aspx and, for 0
subject to Terms and Condltlons for Electronic Documents at -Conditions/Terms-e-Document.aspx.
Attention is drawn to the limitation of liability, indemnification an Jurisdiction |ssues defined therein. Any holder of this document is
advised that information comalned hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client's instructi if any. The 's sole r ibility is to Ils Cllent and this document does no exonerale parties to a
transaction from exercising all (heur rights and obhgatlons under the nnot be reproduced
. except in full, wlthout prior wrmen approval of the COmpany Any unaumorlzed alteration, for?ery or falslﬂcaﬂon of the content or
Lo o L Rl SR . appearance of this tis and y be to the fullest extent of the law. Unless otherwise stated the
Y{7 Inspectlon & Testing Sewlces results shown in this test report refer onl¥ to the sample(s) tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at télephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.1 Workshop, M-10, Mid
=I=l - R - D

dle Section, Science & Technology Park, Shenzhen, China 518057  t (86-755) 26012053 f (86-755) 26710594  www.sgsgroup.com.cn
EM-106—8T % HB4: 518057 t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com

Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd.
Shenzhen Branch

Report No.: SZCR210602133701
Page: 13 of 48

Antenna Connect to

BS through Air \L/
plitters

Spectrum Analyzer

Antenna Connect to
CPE through Air

¥ i

CPE Base |

P / Station ERC

PC = >
/ /
! / /
Router
SAS Server
=

Test setup diagram for WINNF.PT.C.HBT Test case

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions for Electronic Documents at http://www.sgs.com/en/Terms-an -Conditions/Terms-e-Document.aspx.
Attention is drawn to the limitation of liability, indemnification ané uri salctson issues defined therein. Any holder of this document is
advised that information conlalned hereon reilects the Company's findings at the time of its intervention only and within the limits of
Client’s instructi if any. The 's sole r ibility is to Ils Cllent and this document does not exonerate parties to a
transaction from exercising all (helr rights and obllgatlons under the cannot be reproduced
except in full, wlthout prior wrmen approval of the Company Any unauthorlzed alteration, for?ery or fa|slﬂcaﬂon of the content or
appearance of this tis | and y be to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer onl¥ to the samp|e(s) tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at télephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, China 518057  t (86-755) 26012053 f (86-755) 26710594  www.sgsgroup.com.cn
HE R HEEREM-106—S F HB4: 518057 t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com
I

$68.C8 “‘w u~remma>@~ Co.Ltd

Shenzhen Brand ¢ Laboratory.

Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd.
Shenzhen Branch

Report No.: SZCR210602133701

Page: 14 of 48
7 Test Data
7.1 CBSD Registration Process
7.1.1 WINNF.FT.C.REG.1
# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness

® UUT is in the Unregistered state

CBSD sends correct Registration request information, as specified in [n.5], to the SAS
Test Harness:

® The required userld, fccld and cbsdSerialNumber registration parameters shall
be sent from the CBSD and conform to proper format and acceptable ranges.

® Any REG-conditional or optional registration parameters that may be included in | Pass Fail
the message shall be verified that they conform to proper format and are within
acceptable ranges.

Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.

SAS Test Harness sends a CBSD Registration Response as follows:
3 - Chsdld=C

- measReportConfig shall not be included

- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u 0

] Pass Fail
() UUT shall not transmit RF
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7.1.2 WINNF.FT.C.REG.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

UUT is in the Unregistered state

All of the required and REG-Conditional parameters shall be configured and CPI
signature provided

CBSD sends Registration request to the SAS Test Harness:

® The required userld, fccld and cbsdSerialNumber and REG-Conditional

cbsdCategory, airlnterface, measCapability and cpiSignatureData registration m n
2 parameters shall be sent from the CBSD and conform to proper format and
acceptable ranges.

Pass Fail

® Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.

SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdld=C - -
- measReportConfig shall not be included.
- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u O

) Pass Fail
() UUT shall not transmit RF
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7.1.3 WINNF.FT.C.REG.8
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 102
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: i
Pass Fail
®  UUT shall not transmit RF
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7.1.4 WINNF.FT.C.REG.10
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- -
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 200
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=200) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: .
Pass Fail
®  UUT shall not transmit RF
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7.1.5 WINNF.FT.C.REG.12
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld N N
- responseCode = 103
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=103) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
®  UUT shall not transmit RF
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7.1.6 WINNF.FT.C.REG.14
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld N N
- responseCode = 101
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=101) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
®  UUT shall not transmit RF
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7.1.7 WINNF.FT.C.REG.16
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld N N
- responseCode = 100
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=100) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
®  UUT shall not transmit RF
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7.1.8 WINNF.FT.C.REG.18
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. - -
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld N N
- responseCode = 201
4 After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=201) to further request messages from the UUT. - N
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify: n O
5 .
. Pass Fail
®  UUT shall not transmit RF
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7.2 CBSD Spectrum Grant Process

7.21 WINNF.FT.C.GRA1
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with cbsdid = C
2 | UUT sends valid Grant Request. u D.
Pass Fail
SAS Test Harness sends a Grant Response message, including
3| e chsdld=C - -
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - ="
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u u}
) Pass Fail
®  UUT shall not transmit RF
7.2.2 WINNF.FT.C.GRA.2
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. u U
Pass Fail
SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 401
After completion of step 3, SAS Test Harness will not provide any positive response
4 | (responseCode=401) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u u
] Pass Fail
®  UUT shall not transmit RF
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7.3 CBSD HeartBeat Process

7.3.1  WINNF.FT.C.HBT 1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | @ UUT has registered successfully with SAS Test Harness, with cbsdld = C - -
UUT sends a message:
2 | ® If message is type Spectrum Inquiry Request, go to step 3, or -- --
® |f message is type Grant Request, go to step 5
UUT sends Spectrum Inquiry Request. Validate:
3 ® cbsdid=C [ | O
® List of frequencyRange objects sent by UUT are within the CBRS frequency Pass Fail
range
SAS Test Harness sends a Spectrum Inquiry Response message, including the
following parameters:
4 | ® cbsdld=C . .
® availableChannel is an array of availableChannel objects
® responseCode =0
UUT sends Grant Request message. Validate:
® cbsdid=C
5 ® maxEIRP is at or below the limit appropriate for CBSD category as defined by [ | O
Part 96 Pass | Fall
®  operationFrequencyRange, F, sent by UUT is a valid range within the CBRS
band
SAS Test Harness sends a Grant Response message, including the parameters:
® chsdid=C
6 | ® 9grantld=G = avalid grant ID N _
® grantExpireTime = UTC time greater than duration of the test
® responseCode =0
UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:
® chsdid=C u U
7 Pass | Fail
® grantld=G
® operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
8 ® chsdid=C _ _
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
For further Heartbeat Request messages sent from UUT after completion of step 8,
validate message is sent within latest specified heartbeatinterval, and:
® chsdid=C
® grantld=G
®  operationState = “AUTHORIZED” - 0
9 | and SAS Test Harness responds with a Heartbeat Response message including the .
following parameters: . Falil
® chsdid=C
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0

except in full, without prior written approval of the Company Any unauthorized alteration, for
spection & Testing Services (&% results shown in this test report refer only to the sample(s) tested and such sampla(s) are retalned for 30 days only

or email: CN.Doccheck@

Attention: To check the authentici (/ of testing /inspection report & certificate, please contact us at télephone: (86-755) 8307

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www. SgS. com/en/Terms-and-Conditions.aspx and, for electronic format documents,

subject to Terms and Conditions for Electroni: at http://www.sgs.com/en/Terms-an -Conditions/Terms-e-Document.aspx.
Attention is drawn to the limitation of liability, i tion and jurisdiction issues defined therein. Any holder of this document is

advised that information contained hereon reflects the Company s ﬁndmgs at the time of its intervention only and within the limits of
Client’s instructions, if any. The Company's sole responsmlhl is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and « tions under the tr N dc 1ts. This document cannot be reproduced
" ] =l $ery or falsification of the content or
For e ki) 4 A = appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the

. |No.1 Workshop, M-10, Mtddle Semmn Sc:enoe&Technology Park, Shenzhen, China 518057  t (86-755) 26012053 f (86~755)26710594  www.sgsgroup.com.cn
HE R HEEREM-106—S 5B HP4R: 518057 t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com
I

1443,

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd.

Shenzhen Branch

Report No.: SZCR210602133701

Page: 24 of 48

10

Monitor the RF output of the UUT from start of test until UUT transmission

commences. Verify:

® UUT does not transmit at any time prior to completion of the first heartbeat |
response

®  UUT transmits after step 8 is complete, and its transmission is limited to within
the bandwidth range F.

Pass

Fail

Spectrum Plot
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7.3.2 WINNF.FT.C.HBT.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validcbhsdld=C
1 O valid grantld = G B B
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
5 latest Heartbeat Response, and formatted correctly, including:
® cbsdid=C
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® chsdid=C _ _
® grantld=G
® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: [ | O
5 | @ UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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7.3.3 WINNF.FT.C.HBT.4
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validcbhsdld=C
1 O valid grantld = G B B

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® chsdid=C _ _
® grantld=G
® transmitExpireTime = T = current UTC time
® responseCode = 500 (TERMINATED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: [ | O

5 | @ UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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7.3.4 WINNF.FT.C.HBT.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbhsdld=C
1 O valid grantld = G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:

2| ® “chsdid=cC m o
® grantld=G Pass Fail
® operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® chsdid=C _ _
® grantld=G
® transmitExpireTime = T = current UTC time
® ?responseCode = 501 (SUSPENDED_ GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs: [} O
A. UUT sends a Heartbeat Request message. Ensure message is sent within Pass Fail

latest specified heartbeatInterval, and is correctly formatted with parameters:
® chsdlid=C

® grantld=G
® operationState = “GRANTED”

B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
® chdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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7.3.5 WINNF.FT.C.HBT.6

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validcbhsdld=C

O valid grantld = G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdld=C B B

grantld =G

transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatInterval, and is correctly formatted with parameters:
® chsdlid=C
® grantld=G
® operationState = “GRANTED”

| O
5 | B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
® chdsld=C

® grantld=G

Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.6 WINNF.FT.C.HBT.7

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validcbhsdld=C

O valid grantld = G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdld=C B B

grantld =G

transmitExpireTime = T = current UTC time
® responseCode = 502 (UNSYNC_OP_PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify:

® UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters: - 0

S O cbsdid=C Pass | Fail
O grantld=G

Monitor the RF output of the UUT. Verify:

® UUT shall stop transmission within (T+60) seconds of completion of step 3

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions for Electroni: 7
Attention is drawn to the limitation of liability, i ificati diction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company s ﬁndlngs at the time of its intervention only and within the limits of
Client’s instructions, if any. The Company's sola responsmlllt is to its Client and this document does not exonerate parties to a

transaction from exercising all their rights and c tions under the tr on dc 1ts. This document cannot be reproduced
except in full, without prior written approval of the Company Any unaulhonzed alteration, forgiery or falsification of the content or
appearance of this document is and y be d to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer only to the sampie(s) tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.1 Workshop, M-10, MdeIeSemmn Science & Technology Park, Shenzhen, China 518057  t (86-755) 26012053 f (86-755)26710504  www.sgsgroup.com.cn
HE - R BERREM-106—8 5B HB4R: 518057 t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com

|

Member of the SGS Group (SGS SA)



Shenzhen Branch

SGS-CSTC Standards Technical Services Co., Ltd.

Report No.: SZCR210602133701

Page: 30 of 48

7.3.7 WINNF.FT.C.HBT.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbhsdld=C
1 O valid grantld = G B B

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in GRANTED, but not AUTHORIZED state(i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
® operationState = “GRANTED”

After completion of step 2, SAS Test Harness does not respond to any further

3e messages from UUT to simulate loss of network connection - -
Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: [ | O

4 | At any time during the test, UUT shall not transmit on RF interface Pass Eail
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7.3.8 WINNF.FT.C.HBT.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validcbhsdld=C

O valid grantld = G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdld=C B B

grantld =G

transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify:
5 | ® UUT shall stop all transmission on RF interface within (transmitExpireTime + 60

seconds), using the transmitExpireTime sent in Step 3. Pass Fail
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7.4 CBSD Relinquishment Process
7.41 WINNF.FT.C.RLQ.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

®  UUT has successfully registered with SAS Test Harness, with cbsdld=C

1 | @ UUT has received a valid grant with grantld = G - -

® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains all
5 required parameters properly formatted, and specifically: | O
® cbsdld=C Pass | Fail
® grantld=G

SAS Test Harness shall approve the request with a Relinquishment Response

message with parameters:

3 - cbsdld=C - -
- grantld =G

® responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
4 | ® response (responseCode=0) to further request messages from the UUT -- --

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify: | O
® UUT shall stop RF transmission at any time between triggering the Pass Fail

relinquishment and UUT sending the relinquishment request
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7.5 CBSD Deregistration Process
7.5.1 WINNF.FT.C.DRG.1

# Test gté%%utlon Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdld=C
1| @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within
the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
5 UUT sends a Relinquishment request and receives Relinquishment response with B B
® responseCode=0
3 | ® UUT sends Deregistration Request to SAS Test Harness with cbsdld = C. P:ss FEH
SAS Test Harness shall approve the request with a Deregistration
Response message with parameters:
4 |® chsdid=C - -
® responseCode =0
5 After completion of step 3, SAS Test Harness will not provide any additional positive B B
® response (responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4
is complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the | O
deregistration and either A OR B occurs: Pass | Fail
A. UUT sending a Registration Request message, as this is hot mandatory
B. UUT sending a Deregistration Request message
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7.6 CBSD Security Validation

7.6.1 WINNF.FT.C.SCS.1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using n 0
1 configured certificate. _
®  Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection
® Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
®  Make sure that cipher suites from one of the following is selected, - 0
2 ® TLS RSA WITH_AES 128 GCM_SHA256 i
® TLS_RSA_WITH_AES 256_GCM_SHA384 Pass | Fai
® TLS ECDHE _ECDSA WITH_AES 128 GCM_SHAZ256
® TLS ECDHE _ECDSA WITH_AES 256 GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM_SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - 0
3 | ® UUT sends a registration request to the SAS Test Harness and the SAS p Fail
Test Harness sends a Registration Response with responseCode = 0 and ass al
cbsdid.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [} O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
7.6.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. i
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Fai
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u D.
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - O
5 complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
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7.6.3 WINNF.FT.C.SCS.3
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Eail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
7.6.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate i
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Fal
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u D.
Pass Fail
® SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - ]
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Falil
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7.6.5 WINNF.FT.C.SCS.5
# Test Execution Steps Results
| |
1 | ® UUT shall start CBSD-SAS communication with the security procedures |
Pass Fai
® Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
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7.7 CBSD RF Power Measurement

7.7.1  WINNF.PT.C.HBT
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID=C
®  UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O cbsdid=C
2 O grantld=G -- --
® SAS Test Harness responds with Heartbeat Response, including: o chsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - 0
3 .
® Note: it may be required for the vendor to provide a method or configuration Pass Falil
to bring the UUT to a mode which is required by the measurement
methodology. Any such mode is vendor-specific and depends upon UUT
behavior and the measurement methodology.
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RF measurement plot for Test Case :

® Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power
measurement method.
Channel Granted Conducted PSD | Antenna | Directional | Cable maxEIRP
Frz\‘jl‘;'ir;cy Bandwidth | maxEIRP (dBm/MH?z) Gain Gain Loss |
. m z
(MHz) | (dBmMH2) | Anto | Ant1 | @B) | @) | @) | )
3600 20 23 0.320 / 14 3.01 5 22.330
3600 20 15 -8.235 / 14 3.01 5 13.775
Note:
1.maxEIRP= Conducted PSD+ Antenna Gain+ Directional Gain+ Cable loss
2. Directional Gain=10log(n), n=2 for this product
Target Power:23 dBm/MHz
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Target Power: 15 dBm/MHz
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7.8 Duration and Duty Cycle

Duration and Duty Cycle
Period Minimum Time Limit Pass / Fail
(s) (s)
10-second 0.004 1-second Pass
300-second 0.061 10-second Pass
3600-second 0.088 20-second Pass

Note:

1. Limited in duration and duty cycle to the minimum time necessary to get a grant from the SAS. This
time should not exceed 1 second within any 10-second period, 10seconds within any 300-second
period, or20 seconds within any 3600-second period.

2. Pass = Minimum Time < Limit

10s Period Test data

1 23dBm

T_on: 0.0s
Duty Cycle: 0.0%

Level (dBm)

— Trace

Time (s)
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300s Period Test data

Level (dBm)

23dBm

T_on: 0.004s
Duty Cycle: 0.0%

Level (dBm)

— Trace
30 60 % 120 150 180 210 240 270 300
Time (s)
3600s Period Test data
40
301 23u8m
T_on: 0.028s

Duty Cycle: 0.0%

— Trace

1800 2160 2520 2880 3240

Time (s)

360 720 1080 1440 3600

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documen(s,
subject to Terms and Conditions for Electronlc ocuments at n 7

Attention is drawn to the li of liability, i juri on issues d d therein. Any holder of this document ls
advised that information contained hereon reflects the Company s ﬂndmgs at the time of its intervention only and within the limits of
Client’s instructions, if any. The Company's sole responsmlllg is to its Client and this documen! does not exonerate parties to a
transaction from exercising all their rights and obligations under the tr tion d 1t cannot be reproduced
except in full, without prior wrmen approval of the Company Any unaulhorlzed alteration, for$ery or Ialslﬂcatlon of the content or
appearance of this document is an to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer only to the sample(s) tested and such sample(s) are retained for 30 days onl

.
Attention: To check the ummntlmly of testing /inspection report & certificate, please contact us attéelephone: (86-755)8307 1443,

or email: CN.Doccheck@sg

No.1 Workshop, M-10, Middle Secm; Sdenoe&’fechnology Park, Shenzhen, China 518057

t (86-755)26012053 f (86-755)26710594  www.sgsgroup.com.cn
t (86-755) 26012053 f (86-755)26710594  sgs.china@sgs.com

HE R HEEREM-106—S 5B HB4%: 518057
|

Member of the SGS Group (SGS SA)



, SGS-CSTC Standards Technical Services Co., Ltd.
| Shenzhen Branch

Report No.: SZCR210602133701
Page: 42 of 48

7.9 Verify that the device will register with a SAS when operating below 23 dBm

Verified in test case WINNF.PT.C.HBT.1, the CPE-CBSD as UUT default EIRP is under 23 dBm and can
register success with SAS. After granted, the CPE-CBSD UUT will adjust the EIRP by maxEirp.

T_on: 28.828s
Duty Cycle: 12.01%

Level (dBm)

-60
-70
—-80 -
-90 -
=100 4
~110 1 —— Trace

-120 T T T T T T T T T
0 24 48 72 96 120 144 168 192 216 240

Note:
1. Red color line in above plot represents the 23 dBm.
2. When Granted the product will transmit at power level above 23dBm.
3. Only when the product sends packets the product will work at max EIRP.
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8 Test Data Log

Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.

8.1 WINNF.FT.C.SCS.1

MEm 3 - a x
MMHE @EE REY BRGS0 SFe) HHE BEY B TRO  #EHd)
mie R Re=2ZFTLI = QqqH
(WTets BEd -]+
Yo, Time Souree Destination Protocol Length Info @
51 56.451355 192.168.24.2 192.168.24.103 TLSv1.2 571 Client Hello
52 56.451592 192.168.24.103 192.168.24.2 TLsvi.2 1514 Server Hello
54 56.451592 192.168.24.183 192.168.24.2 TLSV1.2 223 certificate, Certificate Request, Server Hello Done
58 57.551593 192.168.24.2 192.168.24.103 TCP 1514 43388 » 5000 [ACK] Seq=518 Ack=3092 Win=20448 Len=146@ [TCP segment of a reassembled PDU]
59 57.551593 192.168.24.2 192.168.24.103 Tisvi.2 1514 Certificate [TCP segment of a reassembled POU]
68 57.551593 192.168.24.2 192.168.24.103 TLSV1.2 638 client key Exchange, Certificate verify, Change Cipher Spec, Encrypted Handshake Message
62 57.568089 192.168.24.103 192.168.24.2 TLSv1.2 1@5 Change Cipher Spec, Encrypted Handshake Message
54 57.601211 192,168.24.2 192,168.24,103 TLsvi.2 248 Application Data
65 57.601747 192.168.24.183 192.168.24.2 TLSV1.2 1e8 application Data
66 57.651584 192.168.24.2 192.168.24.103 TCP 1514 43388 » 5000 [ACK] Seq=4208 Ack=3195 Win=20448 Len=146@ [TCP segment of a reassembled PDU]
87 57.651584 192.168.24.2 192.168.24.183 TLSV1.2 284 Application Data L4
< >
Frame 52: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Dewice\NPF_{F@E1FDF8-C659-442E-9883-ACC26ABFCBIA), id @ ~
> Ethermet II, Src: Iealtzk5_7ﬂ:01:ﬂd. (@8:e@:4c:74:81:84), Dst: Bai:ells_ﬂ(:ha:ld (48:bf:74:8c:ba:1d)
Internet Protocol version 4, Src: 192.168.24.103, Dst: 192.168.24.2
Transmission Control Protocol, Src Port: 5088, Dst Port: 43388, Seq: 1, Ack: 518, Len: 1460
v Transport Layer Security
~ TLSvl.2 Record Layer: Handshake Pratocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@383)
Length: 86
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 82
Version: TLS 1.2 (@x@303)
Random: 6ad1752c6e’ 7e8b59al: 14e84243fa7alae@2c4b32f42
session ID Length: 32
Session ID: 1b7bdb3ccBaefdas7f 2a467d175b723c162]
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (8x889d)
Compression Method: null (2)
Extensions Length: 10
~ Extension: renegotiation_info (len=1)
Type: renegotiation_info (85281)
Length: 1
Renegotiation Info extension
v Extension: heartbeat (len-1)
Tuna: haanthaat (1EY s
© 7 Transport Layer Security: Protocol || #: 133 - 287: % (2119 | E®: Default
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8.2 WINNF.FT.C.SCS.2

MR - o %
MHHE @EE WEBY BEG) B0 AR NS BEY BEw TAOD  FHhH)
amge TR ee=EZT LI Eaaan
http ] -]+
No, Time Souree Destination Protecol Length Info
4 0.040416 192.168.24.2 192.168.24.103 HTTR. 144 [GET JerTsarver.erl WiTe/1.1
6 0.673673 192.168.24.103 192.168.24.2 HTTR 1152 HTTP/1.1 208 OK
< >

Frame 4: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on interface \Device\NPF_{FOE1FDFB-CE53-442E-9883-ACC26AOFCB3A}, id &
> Ethernet II, Src: Baicells @cibarld (48:bf:74:8cibarld), Dst: RealtekS_74181:84 (BBred:dci74:01:84)
> Internet Protocol version 4, Src: 192.168.24.2, Dst: 192.168.24.1@3

Transmission Control Protocol, Src Port: 44480, Dst Port: 8, Seq: 1, Ack: 1, Len: 90

QO 7 Hypertest Transfer Protocol: Protocol S 119 + B8y 2 (1LY | AW: Default

MR - a ES
TEHE REE REN) WG B0 SRR S BEY D&M TED  BEH
amae TRE e e==FT LS = qaqand
(W= B -]+
No. Time Source Destination Protocol Length Info -
109 18.720399 192.168.24.103 192.168.24.2 TLSVL.2 548 Application Data, Application Data, Application Data, Application Data, Application Data, A
111 18.768219 192.168.24.2 192.168.24.183 TLSv1.2 85 Encrypted Alert
163 88.489726 192.168.24.2 192.168.24.183 TLSV1.2 571 client Hello
164 88.48995@ 192.168.24.103 192.168.24.2 TLSv1.2 1514 Server Hello
166 88.483950 192.168.24.183 192.168.24.2 TLSV1.2 353 Certificate, Certificate Request, Server Hello Done
17@ 88.619606 192.168.24.2 192.168.24.103 TLSV1.2 61 Alert (Level: Fatal, Description: Certificate Revoked)
184 104689542 192.168.24.2 192.168.24.103 TLSv1.2 571 Client Hello
185 184.689726 192.168.24.183 192.168.24.2 TLSV1.2 1514 Server Hello
187 104.689726 192.168.24.183 192.168.24.2 TLSV1.2 353 certificate, Certificate Request, Server Hello Done
191 104.819462 192.168.24.2 192.168.24.103 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Revoked)
< >

Frame 170: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{FOE1FDFB-C659-442E-9883-ACC26AOFCB3A}, id @
Ethernet II, Src: Baicells @c:ba:ld (48:bf:74:8c:bar1d), Dst: RealtekS_74:01:84 (BB:e:dc:74:81:84)
Internet Protocol version 4, Src: 192.168.24.2, Dst: 192.168.24.1@3
Transmission Control Protocol, Src Port: 43395, Dst Port: 5608, Seq: 518, Ack: 3220, Len: 7
Transport Layer Security
v TLSvl.2 Record Layer: Alert (Level: Fatal, Description: Certificate Revoked)
Content Type: Alert (21)
Version: TLS 1.2 (8x8383)
Length: 2
~ Alert Message
Level: Fatal (2)
Description: Certificate Revoked (44)

<

© 7 Transport Layer Security: Protocol || #: 192 - E287: 40 (2089 | ER: Default
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8.3 WINNF.FT.C.SCS.3

M TR LA 3 - a ES
MIHE) @WE) WE) ¥EEG) NG W) FETE) RBEY) AEW TRO FESH)
amae R eeEF 5 =aaqan
(MTas [X] +
No. Time Source Destination Protecol Length Info
14 3.130001 192.168.24.2 192.168.24.103 TLSv1.2 571 Client Hello
15 3.130352 192.168.24.183 192.168.24.2 TLSV1.2 1514 Server Hello
17 3.13e352 192.168.24.183 192.168.24.2 TLSV1.2 217 certificate, Certificate Request, Server Hello Done
22 3.319867 192.168.24.2 192.168.24.103 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Expired)
< >
Frame 15: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Dewice\NPF_{FOE1FDFB-CE53-442E-9883-ACC26ABFCB3A}, id @ -
> Ethermet II, Src: RealtekS_74:01:64 (89:eB:4c:74:81:84), Dst: Baicells_@c:ba:1d (48:bf:74:8c:ba:1d)
> Internet Protocol version 4, Src: 192.168.24.183, Dst: 192.168.24.2
Transmission Control Protocol, Src Port: 5088, Dst Port: 43484, Seq: 1, Ack: 518, Len: 1460
v Transport Layer Security
~ TLSvl.2 Record Layer: Handshake Pratocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@383)
Length: 86
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 82
Version: TLS 1.2 (8x@383)
» Random: 23e31cdébc7a7?lesdafIes51d9e81995e54a71572792115949¢cebe f73dab2@ss
session ID Length: 32
Session ID: fbf9lcle274d639f8a82d1! fb9644981e83023 111
cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (Bx88Sd)
Compression Method: null (@)
Extensions Length: 18
v Extension: renegotiation_info (len=1)
Type: renegotiation_info (§5281)
Length: 1
> Renegotiation Info extension
~ Extension: heartbeat (len=1)
Tuna: hassthast f16% e
© 7 AR 3: <live capture in progress> 4@ 33 « BB 4 (12.1% | ER: Derault
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M TR AR 3 - o %
XHE SEE ABY REG) MO SFA) HING WIGY REW TRD BHH)
Amge RE/Re=2ZF I3 Q Qe
[M[eis B -]+
Yo. Tize Source Destination Protocol Length Info
4 9.090095 192.168.24.2 192.168.24.103 TLSv1.2 571 Client Hello
5 8.890314 192.168.24.183 192.168.24.2 TLSV1.2 1514 Server Hello
7 8.090314 192.168.24.183 192.168.24.2 TLSV1.2 221 certificate, Certificate Request, Server Hello Done
11 ©.133976 192.168.24.2 192.168.24.103 TLSv1.2 61Alert (Level: Fatal, Description: Unknown CA)
< >
Frame 11: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{F@E1FDF8-(659-442E-3883-ACC26AOFCBIA}, id @
> Ethermet II, Src: Baicells_8c:ba:ld (48:bf:74:8c:ba:ld), Dst: RealtekS_74:01:84 (BB:e®:dc:74:01:84)
> Internet Protocol version 4, Src: 192.168.24.2, Dst: 192.168.24.1@3
Transmission Control Protocol, Src Port: 43485, Dst Port: 580, Seq: 518, Ack: 3888, Len: 7
v Transport Layer Security
~ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Unknown CA)
Content Type: Alert (21)
Version: TLS 1.2 (@x@383)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Unknown CA (48)
© 7 AR 3: <live capture in progress> S 14 « BT 4 (28.6% | ER: Derault
o TEFTE LA 3 - o x
WHE AEE WEV BEG) IO RN TG BEY REwW TEOD  BEH)
amae R eeEF 5 =aaqan
(MTes BED -]+
Yo. Tize Source Destination Protocol Length Info
4 9.090095 192.168.24.2 192.168.24.103 TLSv1.2 571 Client Hello
5 8.890314 192.168.24.183 192.168.24.2 TLSV1.2 1514 Server Hello
7 8.090314 192.168.24.183 192.168.24.2 TLSV1.2 221 certificate, Certificate Request, Server Hello Done
11 ©.133976 192.168.24.2 192.168.24.103 TLSv1.2 61 Alert (Level: Fatal, Description: Unknown CA)

Frame 5: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NPF_{F@E1FDF8-C659-442E-9883-ACC26ARFCB3A}, id @ ~
Ethernet II, Src: Iealtzk5_7ﬂ:01:ﬂd. (B0:e@:4c:74:81:84), Dst: Bai:ells_ﬂ(:ha:id (48:bf:74:8c:ba:1d)
> Internet Protocol version 4, Src: 192.168.24.183, Dst: 192.168.24.2

Transmission Control Protocol, Src Port: 5008, Dst Port: 43495, Seq: 1, Ack: 518, Len
v Transport Layer Security

~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

TLS 1.2 (8x8303)

Length: 86
~ Handshake Protocol: Server Hello
Handshake Type:
Length: 82
version: TLS 1.2 (9x0303)
Random: b6dc8b@387b7e57a1452dbcc844a57dasafef72abel1fdedas?252892ed12f505
session ID Length: 32
Session ID: 41425265c7a; 35892237
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (8x889d)
Compression Method: null (@)
Extensions Length: 18
v Extension: renegotiation_info (len=1)

Type: renegotiation_info (65281)
Length: 1

> Renegotiation Info extension

v Extension: heartbeat (len=1)

: 1460

Version:

server Hello (2)

haanthaat (181 e
@ 7 Transmission Control Protacol (tcp), 20 byte(s) : 36 -

EET: 4 (11.1%) | E®: Default
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8.5 WINNF.FT.C.SCS.5

o TR LA 3 - 8 x
XHE @WEE) MEN G O SR NS REY) REw TEO  #Hd)
FL_ -] REee=2=Z2F 45 =Eaqad
[M[eis B -]+
Yo Tise Destination Protocol  Length Info
4 9.080441 192.168.24.2 192.168.24.103 TLSv1.2 571 Client Hello
5 8.882891 192.168.24.183 192.168.24.2 TLSv1.2 1514 Server Hello
7 9.080691 192.168.24.183 192.168.24.2 TLSV1.2 223 certificate, Certificate Request, Server Hello Done
11 @.2703e9 192.168.24.2 192.168.24.103 TLSv1.2 61Alert (Level: Fatal, Description: Decrypt Error)
¢ s
Frame 11: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{FOE1FDFB-C659-442E-9883-ACC26ARFCB3A}, id @
> Ethermet II, Src: Baicells_8c:ba:ld (48:bf:74:8c:ba:ld), Dst: RealtekS_74:01:84 (BB:e®:dc:74:01:84)
> Internet Protocol version 4, Src: 192.168.24.2, Dst: 192.168.24.1@3
Transmission Control Protocol, Src Port: 43486, Dst Port: 5000, Seq: 518, Ack: 3090, Len: 7
v Transport Layer Security
v TLSw1.2 Record Layer: alert (Level: Fatal, Description: Decrypt Errar)
Content Type: Alert (21)
Version: TLS 1.2 (@x@383)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Decrypt Errar (51)
QO  Transmission Control Protocol (tep), 20 bytels) s 12 + BBF: 4 (33.3%) | ER: Derault
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9 Photographs

9.1 EUT Constructional Details (EUT Photos)
Please Refer to external and internal photos for details.

- End of the Report -
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