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C HA PTER 9

Wire le ss

9.1  Wire le ss Ove rvie w

This c ha p te r d e sc rib e s the  Zyxe l De vic e ’ s Ne twork Se tting  > Wire le ss sc re e ns. Use  the se  sc re e ns to  se t up  

yo ur Zyxe l De vic e ’ s WiFi ne two rk a nd  se c urity se tting s.

9.1.1  Wha t You Can Do in this Cha pte r

This se c tio n de sc rib e s the  Zyxe l De vic e ’ s Wire le ss sc re e ns. Use  the se  sc re e ns to  se t up  yo ur Zyxe l De vic e ’ s 

WiFi c o nne c tio n.

• Use  the  Ge ne ral sc re e n to  e na b le  the  Wire le ss LAN, e nte r the  SSID a nd  se le c t the  WiFi se c urity mo de  

(Se c tio n 9.2 o n pa g e  255)

• Use  the  Gue st/ More  AP sc re e n to  se t up  multip le  WiFi ne two rks o n yo ur Zyxe l De vic e  (Se c tio n 9.3 o n 

pa g e  261).

• Use  the  MAC Authe ntic a tion sc re e n to  a llo w o r d e ny WiFi c lie nts b a se d  o n the ir MAC  a dd re sse s fro m 

c o nne c ting  to  the  Zyxe l De vic e  (Se c tio n 9.4 o n pa g e  265).

• Use  the  WPS sc re e n to  e na b le  o r d isa b le  WPS, vie w o r g e ne ra te  a  se c urity PIN (Pe rso na l Id e ntific a tio n 

Numb e r) (Se c tio n 9.5 o n pa g e  267).

• Use  the  WMM sc re e n to  e na b le  WiFi MultiMe d ia  (WMM) to  e nsure  q ua lity o f se rvic e  in WiFi ne two rks fo r 

multime d ia  a p p lic a tio ns (Se c tio n 9.6 o n pa g e  269).

• Use  the  Othe rs sc re e n to  c o nfig ure  WiFi a d va nc e d  fe a ture s, suc h a s the  RTS/ C TS Thre sho ld  (Se c tio n 9.7 

o n pa g e  270).

• Use  the  Cha nne l Sta tus sc re e n to  sc a n the  numb e r o f a c c e ssing  p o ints a nd  vie w the  re sults (Se c tio n 

9.8 o n pa g e  272).

• Use  the  MESH sc re e n to  e na b le  o r d isa b le  MPro  Me sh o n yo ur Zyxe l De vic e  (Se c tio n 9.9 o n p a g e  274).

9.1.2  Wha t You Ne e d to  Know

Wire le ss Ba sic s

“ Wire le ss”  is e sse ntia lly ra d io  c o mmunic a tio n. In the  sa me  wa y tha t wa lkie -ta lkie  ra d io s se nd  a nd  

re c e ive  info rma tio n o ve r the  a irwa ve s, wire le ss ne two rking  d e vic e s e xc ha ng e  info rma tio n with o ne  

a no the r. A wire le ss ne two rking  de vic e  is just like  a  ra d io  tha t le ts yo ur c o mp ute r e xc ha ng e  info rma tio n 

with ra d io s a tta c he d  to  o the r c o mp ute rs. Like  wa lkie -ta lkie s, mo st wire le ss ne two rking  de vic e s o pe ra te  

a t ra d io  fre q ue nc y b a nds tha t a re  o pe n to  the  pub lic  a nd  d o  no t re q uire  a  lic e nse  to  use . Ho we ve r, 

wire le ss ne two rking  is d iffe re nt fro m tha t o f mo st tra d itio na l ra d io  c o mmunic a tio ns in tha t the re  a re  a  

numb e r o f wire le ss ne two rking  sta nd a rd s a va ila b le  with d iffe re nt me tho d s o f d a ta  e nc ryp tio n.

https://manuals.plus/m/9094d4719616b8f7cbfca76b4b1176c5bc6d1b9d0b30636202c00e1442268db8
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WiFi6 /  IEEE 802.11a x

WiFi6 is b a c kwa rd s c o mpa tib le  with IEEE 802.11a / b / g / n/ a c  a nd  is mo st suita b le  in a re a s with a  hig h 

c o nc e ntra tio n o f use rs. WiFi6 d e vic e s sup po rt Ta rg e t Wa ke up  Time  (TWT) a llo wing  the m to  a uto ma tic a lly 

po we r d o wn whe n the y a re  ina c tive .

The  fo llo wing  ta b le  d isp la ys the  c o mpa riso n o f the  d iffe re nt WiFi sta nd a rds.

* The  ma ximum link ra te  is fo r re fe re nc e  und e r id e a l c o nd itio ns o nly.

WiFi 6E (IEEE802.11a x – Exte nde d Sta nda rd)

WiFi 6E is a n e xte nd e d  sta nd a rd  o f WiFi 6 (IEEE 802.11a x). WiFi 6E inhe rits a ll the  WiFi 6 fe a ture s a nd  b ring s 

with a n a dd itio na l 6 GHz b a nd . The  6 G Hz b a nd  a llo ws yo u to  a vo id  p o ssib le  c o ng e ste d  tra ffic  in the  

lo we r 2.4 G Hz a nd  5 G Hz b a nds. WiFi c lie nts must supp o rt WiFi 6E to  c o nne c t to  the  d e vic e  using  the  6 

GHz b a nd .

Yo u must use  WPA3 fo r se c urity with WiFi 6E.

No te :  C he c k yo ur c lie nt d e vic e ’ s p ro d uc t sp e c ific a tio n to  se e  if yo ur c lie nt d e vic e  sup p o rts 
the  6 G Hz b a nd  (WiFi 6E). If no t, yo u sho uld  still use  the  2.4/ 5 G Hz b a nd s fo r c o nne c tio n.

Finding  Out More

Se e  Se c tio n 9.10 o n p a g e  274 fo r a dva nc e d  te c hnic a l info rma tio n o n WiFi ne two rks.

9.2  Wire le ss Ge ne ral Se tting s

Use  this sc re e n to  e na b le  the  WiFi, e nte r the  SSID a nd  se le c t the  WiFi se c urity mo d e . We  re c o mme nd  

tha t yo u se le c t More  Se c ure  to  e na b le  WPA3- SAE d a ta  e nc ryptio n.

No te : If yo u a re  c o nfig uring  the  Zyxe l De vic e  fro m a  c o mp ute r c o nne c te d  b y WiFi a nd  yo u 
c ha ng e  the  Zyxe l De vic e ’ s SSID, c ha nne l o r se c urity se tting s, yo u will lo se  yo ur WiFi 
c o nne c tio n whe n yo u p re ss Apply. Yo u must c ha ng e  the  WiFi se tting s o f yo ur c o mp ute r 
to  ma tc h the  ne w se tting s o n the  Zyxe l De vic e .

No te : If up stre a m o r d o wnstre a m b a nd wid th is e mp ty, the  Zyxe l De vic e  se ts the  va lue  
a uto ma tic a lly.

Ta b le  61   WiFI Sta nd a rd s Co mp a riso n

WIFI 
STANDARD

MAXIMUM LINK 
RATE *

BAND
SIMULTANEOUS 
CO NNECTIO NS

802.11b 11 Mb p s 2.4 G Hz 1

802.11a / g 54 Mb p s 2.4 G Hz a nd  5 G Hz 1

802.11n 600 Mb p s 2.4 G Hz a nd  5 G Hz 1

802.11a c 6.93 G b ps 5 G Hz 4

802.11a x
2.4 G b p s 2.4 G Hz

128
9.61 G b ps 5 G Hz a nd  6 G Hz
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No te : Se tting  a  ma ximum up stre a m o r d o wnstre a m b a nd wid th will sig nific a ntly d e c re a se  
wire le ss p e rfo rma nc e .

No te : Ke e p the  sa me  se tting s for 2.4G , 5G  wire le ss ne two rks is e na b le d  a nd  c a nno t b e  
d isa b le d  whe n yo u e na b le  MPro  Me sh in the  Ne two rk > Wire le ss > MESH sc re e n.

Clic k Ne twork Se tting  > Wire le ss to  o p e n the  Ge ne ral sc re e n.
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Figure  119   Ne two rk Se tting  > Wire le ss > G e ne ra l



Cha pte r 9 Wire le ss

AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

258

The  fo llo wing  ta b le  d e sc rib e s the  g e ne ra l WiFi la b e ls in this sc re e n.

Ta b le  62   Ne two rk Se tting  > Wire le ss > G e ne ra l

LABEL DESCRIPTIO N

Wire le ss

Wire le ss Se le c t Ke e p the  sa me  se tting s for 2.4G , 5G  a nd 6G wire le ss ne two rks a nd  the  2.4 G Hz, 5 G Hz a nd  

6 G Hz WiFi ne two rks will use  the  sa me  SSID a nd  wire le ss se c urity se tting s.

MLO Se le c t MLO  to  a llo w a  WiFi 7 c lie nt to  c o nne c t to  the  AP using  multip le  fre q ue nc y b a nd s 

simulta ne o usly. This inc re a se s sp e e d  a nd  imp ro ve s re lia b ility o f the  WiFi c o nne c tio n. MLO  ma ke s 

WiFi 7 id e a l fo r stre a ming  4K /  8K vid e o s, using  a ug me nte d  re a lity (AR), virtua l re a lity (VR) 

a p p lic a tio ns a nd  p la ying  o nline  g a me s.

No te : To  use  MLO , b o th the  AP a nd  the  WiFi c lie nt ha ve  to  sup po rt MLO.

Wire le ss/ WiFi Ne two rk Se tup

Ba nd This sho ws the  WiFi b a nd  whic h this ra d io  p ro file  is using . 2.4GHz is the  fre q ue nc y use d  b y IEEE 

802.11b / g / n/ a x WiFi c lie nts, 5GHz is use d  b y IEEE 802.11a / n/ a c / a x WiFi c lie nts while  6GHz is use d  

b y IEEE 802.11a / n/ a c / a x WiFi c lie nts.

Wire le ss/ WiFi C lic k this switc h to  e na b le  o r d isa b le  WiFi in this fie ld . Whe n the  switc h turns b lue , the  func tio n is 

e na b le d . O the rwise , it is no t.

C ha nne l Se le c t a  c ha nne l fro m the  d ro p -do wn list b o x. The  o p tio ns va ry d e p e nd ing  o n the  fre q ue nc y 

b a nd  a nd  the  c o untry yo u a re  in.

Use  Auto  to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly de te rmine  a  c ha nne l to  use .

Ba ndwid th A sta nda rd  20 MHz c ha nne l o ffe rs tra nsfe r sp e e d s o f up  to  150 Mb ps whe re a s a  40 MHz c ha nne l 

use s two  sta nd a rd  c ha nne ls a nd  o ffe rs spe e d s o f up  to  300 Mb ps.

40 MHz (c ha nne l b o nd ing  o r d ua l c ha nne l) b o nds two  a d ja c e nt ra d io  c ha nne ls to  inc re a se  

thro ug hp ut. The  WiFi c lie nts must a lso  sup p o rt 40 MHz. It is o fte n b e tte r to  use  the  20 MHz se tting  in 

a  lo c a tio n whe re  the  e nviro nme nt hind e rs the  WiFi sig na l.

An 80 MHz c ha nne l g ro up s a dja c e nt 40 MHz c ha nne ls into  p a irs to  inc re a se  b a nd wid th e ve n 

hig he r.

Se le c t 20MHz if yo u wa nt to  le sse n ra d io  inte rfe re nc e  with o the r wire le ss d e vic e s in yo ur 

ne ig hb o rho o d  o r the  WiFi c lie nts d o  no t supp o rt c ha nne l b o nd ing .

No t a ll Zyxe l De vic e s sup p o rt a ll c ha nne ls. The  Zyxe l De vic e  will c ho o se  the  b e st b a nd width 

a va ila b le  a uto ma tic a lly de p e nd ing  o n the  ra d io  yo u c ho se  a nd  ne two rk c o nditio ns.

C o ntro l 

Sid e b a nd

This is a va ila b le  fo r so me  re g io ns whe n yo u se le c t a  sp e c ific  c ha nne l a nd  se t the  Ba ndwidth fie ld  

to  40MHz o r 20/ 40MHz. Se t whe the r the  c o ntro l c ha nne l (se t in the  Cha nne l fie ld ) sho uld  b e  in 

the  Lowe r o r Uppe r ra ng e  o f c ha nne l b a nd s.

Wire le ss/ WiFi Ne two rk Se tting s

Wire le ss/ WiFi 

Ne two rk Na me

The  SSID (Se rvic e  Se t IDe ntity) id e ntifie s the  se rvic e  se t with whic h a  wire le ss d e vic e  is a sso c ia te d . 

Wire le ss d e vic e s a sso c ia ting  to  the  a c c e ss p o int (AP) must ha ve  the  sa me  SSID.

Ente r a  d e sc rip tive  na me  fo r this WiFi ne two rk. Yo u c a n use  up  to  32 p rinta b le  c ha ra c te rs, 

inc lud ing  sp a c e s.

Ma x C lie nts Sp e c ify the  ma ximum numb e r o f c lie nts tha t c a n c o nne c t to  this ne two rk a t the  sa me  time .

Hid e  SSID Se le c t this c he c kb o x to  hid e  the  SSID in the  o utg o ing  b e a c o n fra me  so  a  sta tio n c a nno t o b ta in 

the  SSID thro ug h sc a nning  using  a  site  surve y to o l.

This c he c kb o x is g ra ye d  o ut if the  WPS func tio n is e na b le d  in the  Ne two rk Se tting  > Wire le ss > WPS 

sc re e n.

Blo c king  BSSID 

LAN Ac c e ss

Se le c t this c he c kb o x so  tha t the  WiFi c lie nt’ s a c c e ss to  a ll d e vic e s o n the  LAN will b e  b lo c ke d .

Multic a st 

Fo rwa rd ing

Se le c t this c he c kb o x to  a llo w the  Zyxe l De vic e  to  c o nve rt wire le ss Multic a st tra ffic  into  wire le ss 

unic a st tra ffic .
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9.2.1  No Se c urity

Se le c t No Sec urity to  a llo w wire le ss sta tio ns to  c o mmunic a te  with the  a c c e ss po ints witho ut a ny d a ta  

e nc ryptio n o r a uthe ntic a tio n.

No te : If yo u d o  no t e na b le  a ny WiFi se c urity o n yo ur Zyxe l De vic e , yo ur ne two rk is a c c e ssib le  to  
a ny wire le ss ne two rking  d e vic e  tha t is within ra ng e .

Figure  120   Wire le ss > G e ne ra l: No  Se c urity

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

9.2.2  More  Se c ure  (Re c omme nde d)

The  WPA-PSK (WiFi Pro te c te d  Ac c e ss-Pre -Sha re d  Ke y) se c urity mo de  p ro vide s b o th imp ro ve d  d a ta  

e nc ryptio n a nd  use r a uthe ntic a tio n o ve r WEP. Using  a  pre -sha re d  ke y, b o th the  Zyxe l De vic e  a nd  the  

c o nne c ting  c lie nt sha re  a  c o mmo n pa sswo rd  in o rd e r to  va lida te  the  c o nne c tio n. This type  o f 

e nc ryptio n, while  ro b ust, is no t a s stro ng  a s WPA, WPA2 o r e ve n WPA2-PSK. The  WPA2-PSK se c urity mo d e  

is a  mo re  ro b ust ve rsio n o f the  WPA e nc ryp tio n sta nda rd . It o ffe rs b e tte r se c urity, a ltho ug h the  use  o f PSK 

ma ke s it le ss ro b ust tha n it c o uld  b e .

Ma x. Up stre a m 

Ba ndwid th

Ma x. Up stre a m Ba nd wid th a llo ws yo u to  sp e c ify the  ma ximum ra te  fo r up stre a m wire le ss tra ffic  

to  the  WAN fro m this wire le ss LAN in kilo b its p e r se c o nd  (Kb p s).

Ma x. 

Do wnstre a m 

Ba ndwid th

Ma x. Up stre a m Ba nd wid th a llo ws yo u to  sp e c ify the  ma ximum ra te  fo r d o wnstre a m wire le ss 

tra ffic  to  this wire le ss LAN fro m the  WAN in kilo b its pe r se c o nd  (Kb p s).

BSSID This sho ws the  MAC  a d d re ss o f the  wire le ss inte rfa c e  o n the  Zyxe l De vic e  whe n WiFi is e na b le d .

Se c urity Le ve l

Se c urity Mo d e Se le c t More  Se c ure  (Re c omme nde d) to  a d d  se c urity o n this WiFi ne two rk. The  WiFi c lie nts whic h 

wa nt to  a sso c ia te  to  this ne two rk must ha ve  sa me  WiFi se c urity se tting s a s the  Zyxe l De vic e . 

Whe n yo u se le c t to  use  a  se c urity, a d d itio na l o ptio ns a p p e a rs in this sc re e n.

O r yo u c a n se le c t No  Se c urity to  a llo w a ny c lie nt to  a sso c ia te  this ne two rk witho ut a ny da ta  

e nc ryp tio n o r a uthe ntic a tio n.

Se e  the  fo llo wing  se c tio ns fo r mo re  d e ta ils a b o ut this fie ld .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  62   Ne two rk Se tting  > Wire le ss > G e ne ra l (c o ntinue d )

LABEL DESCRIPTIO N

Ta b le  63   Wire le ss > G e ne ra l: No  Se c urity

LABEL DESCRIPTIO N

Se c urity Le ve l C ho o se  No Se c urity to  a llo w a ll WiFi c o nne c tio ns witho ut d a ta  e nc ryp tio n o r a uthe ntic a tio n.
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The  WPA3-SAE (Simulta ne o us Authe ntic a tio n o f Eq ua ls ha ndsha ke ) se c urity mo d e  p ro te c ts a g a inst 

d ic tio na ry a tta c ks (p a sswo rd  g ue ssing  a tte mp ts). It imp ro ve s se c urity b y re q uiring  a  ne w e nc ryptio n ke y 

e ve ry time  a  WPA3 c o nne c tio n is ma d e . A ha nd sha ke  is the  c o mmunic a tio n b e twe e n the  Zyxe l De vic e  

a nd  a  c o nne c ting  c lie nt a t the  b e g inning  o f a  WiFi se ssio n.

Clic k Ne twork Se tting  > Wire le ss to  d isp la y the  Ge ne ral sc re e n. Se le c t More  Se c ure  a s the  se c urity le ve l. 

The n se le c t WPA3- SAE fro m the  Se c urity Mode  list if yo ur WiFi c lie nt sup po rts it. If yo u a re  no t sure , se le c t 

WPA3- SAE/ WPA2- PSK o r WPA2- PSK.

Figure  121   Wire le ss > G e ne ra l: Mo re  Se c ure : WPA3-SAE/ WPA2-PSK

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  64   Wire le ss > G e ne ra l: Mo re  Se c ure : WPA3-SAE/ WPA2-PSK

LABEL DESCRIPTIO N

Se c urity Le ve l Se le c t Mo re  Se c ure  to  e na b le  da ta  e nc ryp tio n.

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  d ro p-d o wn list b o x.

Pro te c te d  

Ma na g e me nt 

Fra me s

This o p tio n is o nly a va ila b le  whe n using  WPA2- PSK a s the  Se c urity Mo de  a nd  AES Enc ryption in 

Ne two rk Se tting  > Wire le ss > Ge ne ra l. Ma na g e me nt fra me  p ro te c tio n (MFP) he lp s p re se nt WiFi 

Do S (De nia l o f Se rvic e ) a tta c ks.

Se le c t Disa ble  if yo u d o  no t wa nt to  use  MFP.

Se le c t Ca pa ble  to  e nc rypt ma na g e me nt fra me s o f WiFi c lie nts tha t sup p o rt MFP. C lie nts tha t do  

no t supp o rt MFP will still b e  a llo we d  to  jo in the  WiFi ne two rk, b ut re ma in unpro te c te d .

Se le c t Re quire d to  a llo w o nly c lie nts tha t supp o rt MFP to  jo in the  WiFi ne two rk.

Whe n Me sh is e na b le d , the  se tting s o f Prote c te d Ma na g e me nt Fra m e s o f 5G  will fo llo w 2.4G .
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9.3  Gue st/ More  AP Sc re e n

Use  this sc re e n to  c o nfig ure  a  g ue st WiFi ne two rk tha t a llo ws a c c e ss to  the  Inte rne t thro ug h the  Zyxe l 

De vic e . Yo u c a n use  o ne  a c c e ss p o int to  p ro vid e  se ve ra l BSSs simulta ne o usly. Yo u c a n the n a ssig n 

va rying  se c urity type s to  d iffe re nt SSIDs. WiFi c lie nts c a n use  d iffe re nt SSIDs to  a sso c ia te  with the  sa me  

a c c e ss po int.

C lic k Ne twork Se tting  > Wire le ss > G ue st/ More  AP.

The  fo llo wing  ta b le  intro d uc e s the  sup po rte d  WiFi ne two rks.

 The  fo llo wing  sc re e n d isp la ys.

G e ne ra te  

p a sswo rd  

a uto ma tic a lly

Se le c t this o ptio n to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly g e ne ra te  a  p a sswo rd . The  pa sswo rd  

fie ld  will no t b e  c o nfig ura b le  whe n yo u se le c t this o ptio n.

Pa sswo rd Se le c t Ge ne ra te  pa sswo rd a utoma tic a lly o r e nte r a  Pa ssword .

The  p a sswo rd  ha s two  use s.

1. Ma nua l. Ma nua lly e nte r the  sa me  p a sswo rd  o n the  Zyxe l De vic e  a nd  the  c lie nt. Yo u c a n use  

8 – 63 a lp ha nume ric  (0-9, a -z, A-Z) a nd  sp e c ia l c ha ra c te rs, inc lud ing  spa c e s.

2. WPS. Whe n using  WPS, the  Zyxe l De vic e  se nd s this p a sswo rd  to  the  c lie nt.

No te : Mo re  tha n 63 he xa de c ima l c ha ra c te rs a re  no t a c c e p te d  fo r WPS.

C lic k the  Eye  ic o n to  sho w o r hid e  the  p a sswo rd  fo r yo ur wire le ss ne two rk. Whe n the  Eye  ic o n is 

sla she d  , yo u will se e  the  p a sswo rd  in p la in te xt. O the rwise , it is hid d e n.

Stre ng th This d isp la ys the  c urre nt pa sswo rd  stre ng th – we a k, me dium , stro ng .

C lic k this  to  sho w mo re  fie ld s in this se c tio n. C lic k this  to  hid e  the m.

Enc ryp tio n AES is the  de fa ult d a ta  e nc ryp tio n typ e , whic h use s a  128-b it ke y.

Se le c t the  e nc ryp tio n type  (AES o r TKIP+AES) fo r d a ta  e nc ryp tio n.

Se le c t AES if yo ur WiFi c lie nts c a n a ll use  AES.

Se le c t TKIP+AES to  a llo w the  WiFi c lie nts to  use  e ithe r TKIP o r AES.

No te : No t a ll mo de ls sup po rt TKIP+AES e nc ryp tio n.

Time r This is the  ra te  a t whic h the  RADIUS se rve r se nd s a  ne w g ro up  ke y o ut to  a ll c lie nts.

Ta b le  64   Wire le ss > G e ne ra l: Mo re  Se c ure : WPA3-SAE/ WPA2-PSK (c o ntinue d )

LABEL DESCRIPTIO N

Ta b le  65   Sup po rte d  WiFi Ne two rks

WIFI NETWO RKS WHERE TO CONFIGURE

Ma in/ 1 Ne two rk Se tting  > Wire le ss > G e ne ra l sc re e n

G ue st/ 3 Ne two rk Se tting  > Wire le ss > G ue st/ Mo re  AP sc re e n
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Figure  122   Ne two rk Se tting  > Wire le ss > G ue st/ Mo re  AP

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

9.3.1  The  Edit Gue st/ More  AP Sc re e n 

Use  this sc re e n to  c re a te  Gue st a nd  a d d itio na l WiFi ne two rks with d iffe re nt se c urity se tting s.

No te : If up stre a m/ d o wnstre a m b a nd wid th is e mp ty, the  Zyxe l De vic e  se ts the  va lue  
a uto ma tic a lly. Se tting  a  ma ximum up stre a m/ d o wnstre a m b a nd wid th will sig nific a ntly 
d e c re a se  WiFi p e rfo rma nc e .

Clic k the  Edit ic o n ne xt to  a n SSID in the  Gue st/ More  AP sc re e n. The  fo llo wing  sc re e n d isp la ys.

Ta b le  66   Ne two rk Se tting  > Wire le ss > G ue st/ Mo re  AP

LABEL DESCRIPTION

Ba nd Se le c t a  2.4GHz o r 5GHz fre q ue nc y b a nd  to  d isp la y the  SSID p ro file  o f the  se le c te d  b a nd .

# This is the  ind e x numb e r o f the  e ntry.

Sta tus This fie ld  ind ic a te s whe the r this SSID is a c tive . A ye llo w b ulb  sig nifie s tha t this SSID is a c tive , while  a  

g ra y b ulb  sig nifie s tha t this SSID is no t a c tive .

SSID An SSID p ro file  is the  se t o f p a ra me te rs re la ting  to  o ne  o f the  Zyxe l De vic e ’ s BSSs. The  SSID (Se rvic e  

Se t IDe ntifie r) id e ntifie s the  Se rvic e  Se t with whic h a  wire le ss d e vic e  is a sso c ia te d .

This fie ld  d isp la ys the  na me  o f the  wire le ss pro file  o n the  ne two rk. Whe n a  WiFi c lie nt sc a ns fo r a n 

AP to  a sso c ia te  with, this is the  na me  tha t is b ro a d c a st a nd  se e n in the  WiFi c lie nt utility.

No te : The  SSID pro file s d isp la ye d  d iffe r b y the  fre q ue nc y b a nd  yo u se le c t in the  Band  

fie ld .

Se c urity This fie ld  ind ic a te s the  se c urity mo d e  o f the  SSID p ro file .

G ue st WLAN This d isp la ys if the  g ue st WLAN func tio n ha s b e e n e na b le d  fo r this WLAN.

If Hom e  Gue st d isp la ys, c lie nts c a n c o nne c t to  e a c h o the r d ire c tly.

If Exte rna l Gue st d isp la ys, c lie nts a re  b lo c ke d  fro m c o nne c ting  to  e a c h o the r d ire c tly.

N/ A  d isp la ys if g ue st WLAN is d isa b le d .

Mo d ify C lic k the  Edit ic o n o f a n SSID p ro file  to  c o nfig ure  the  SSID p ro file .
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Figure  123   Ne two rk Se tting  > Wire le ss > G ue st/ Mo re  AP > Ed it
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The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  67   Ne two rk Se tting  > Wire le ss > G ue st/ Mo re  AP > Ed it

LABEL DESCRIPTION

WiFi/ Wire le ss Ne two rk Se tup

WiFi/ Wire le ss C lic k this switc h to  e na b le  o r d isa b le  the  WiFi in this fie ld . Whe n the  switc h turns b lue  , the  

func tio n is e na b le d ; o the rwise , it is no t.

WiFi/ Wire le ss Ne two rk Se tting s

WiFi/ Wire le ss 

Ne two rk Na me

The  SSID (Se rvic e  Se t IDe ntity) id e ntifie s the  se rvic e  se t with whic h a  wire le ss d e vic e  is a sso c ia te d . 

Wire le ss d e vic e s a sso c ia ting  to  the  a c c e ss p o int (AP) must ha ve  the  sa me  SSID.

Ente r a  d e sc rip tive  na me  fo r the  WiFi. Yo u c a n use  up  to  32 p rinta b le  c ha ra c te rs, inc lud ing  

sp a c e s.

Hid e  SSID Se le c t this c he c kb o x to  hid e  the  SSID in the  o utg o ing  b e a c o n fra me  so  a  sta tio n c a nno t o b ta in 

the  SSID thro ug h sc a nning  using  a  site  surve y to o l.

G ue st WLAN Se le c t this to  c re a te  G ue st WLANs fo r ho me  a nd  e xte rna l c lie nts. Se le c t the  WLAN typ e  in the  

Ac c e ss Sc e na rio  fie ld .

Ac c e ss Sc e na rio If yo u se le c t Hom e  Gue st, c lie nts c a n c o nne c t to  e a c h o the r d ire c tly.

If yo u se le c t Exte rna l Gue st, c lie nts a re  b lo c ke d  fro m c o nne c ting  to  e a c h o the r d ire c tly.

Ma x. Up stre a m 

Ba ndwid th

Spe c ify the  ma ximum ra te  fo r upstre a m wire le ss tra ffic  to  the  WAN fro m this WLAN in kilo b its pe r 

se c o nd  (Kb p s).

Ma x. 

Do wnstre a m 

Ba ndwid th

Spe c ify the  ma ximum ra te  fo r d o wnstre a m wire le ss tra ffic  to  this WLAN fro m the  WAN in kilo b its 

p e r se c o nd  (Kb ps).

BSSID This sho ws the  MAC  a d d re ss o f the  WiFi inte rfa c e  o n the  Zyxe l De vic e  whe n WiFi is e na b le d .

SSID Sub ne t C lic k o n this switc h to  Ena ble  this func tio n if yo u wa nt the  wire le ss ne two rk inte rfa c e  to  a ssig n 

DHC P IP a d dre sse s to  the  a sso c ia te d  WiFi c lie nts.

This o p tio n c a nno t b e  use d  if Ke e p 2.4G  a nd 5G wire le ss ne twork na m e  the  sa me  is e na b le d  in 

Ne twork > Wire le ss > Ge ne ra l.

DHC P Sta rt 
Ad d re ss

Spe c ify the  first o f the  c o ntig uo us a d d re sse s in the  DHC P IP a dd re ss p o o l.

The  Zyxe l De vic e  a ssig ns IP a d d re sse s fro m this DHC P p o o l to  WiFi c lie nts c o nne c ting  to  the  SSID.

DHC P End  
Ad d re ss

Spe c ify the  la st o f the  c o ntig uo us a d d re sse s in the  DHC P IP a d d re ss p o o l.

SSID Sub ne t 
Ma sk

Spe c ify the  sub ne t ma sk o f the  Zyxe l De vic e  fo r the  SSID sub ne t.

LAN IP 
Ad d re ss

Spe c ify the  IP a d d re ss o f the  Zyxe l De vic e  fo r the  SSID sub ne t.

Se c urity Le ve l

Se c urity Mo d e Se le c t More  Se c ure  (Re c om me nde d) to  a d d  se c urity o n this WiFi ne two rk. The  WiFi c lie nts whic h 

wa nt to  a sso c ia te  to  this ne two rk must ha ve  the  sa me  WiFi se c urity se tting s a s the  Zyxe l De vic e . 

Afte r yo u se le c t to  use  a  se c urity, a d d itio na l o p tio ns a p pe a rs in this sc re e n.

O r yo u c a n se le c t No Se c urity to  a llo w a ny c lie nt to  a sso c ia te  this ne two rk witho ut a ny d a ta  

e nc ryp tio n o r a uthe ntic a tio n.

Se e  Se c tio n 9.2.1 o n pa g e  259 fo r mo re  de ta ils a b o ut this fie ld .
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9.4  MAC Authe ntic a tion

Use  this sc re e n to  g ive  e xc lusive  a c c e ss to  sp e c ific  c o nne c te d  d e vic e s (Allow) o r e xc lud e  sp e c ific  

de vic e s fro m a c c e ssing  the  Zyxe l De vic e   (De ny), b a se d  o n the  MAC a d d re ss o f e a c h c o nne c te d  

de vic e . Eve ry Ethe rne t de vic e  ha s a  uniq ue  fa c to ry-a ssig ne d  MAC  (Me d ia  Ac c e ss Co ntro l) a dd re ss, 

whic h c o nsists o f six p a irs o f he xa d e c ima l c ha ra c te rs, fo r e xa mp le : 00:A0:C 5:00:00:02. Yo u ne e d  to  kno w 

the  MAC  a dd re sse s o f the  c o nne c te d  de vic e  yo u wa nt to  a llo w/ d e ny to  c o nfig ure  this sc re e n.

No te : Yo u c a n ha ve  up  to  25 MAC  a uthe ntic a tio n rule s.

No te : This sc re e n is no t a va ila b le  whe n MPro  Me sh is e na b le d  in the  Ne two rk Se tting  > Wire le ss 
> MESH sc re e n.

Use  this sc re e n to  vie w yo ur Zyxe l De vic e ’ s MAC filte r se tting s a nd  a d d  ne w MAC filte r rule s. C lic k 

Ne twork Se tting  > Wire le ss > MAC Authe ntic a tion. The  sc re e n a p pe a rs a s sho wn.

Pro te c te d  

Ma na g e me nt 

Fra me s

This o p tio n is o nly a va ila b le  whe n using  WPA2- PSK a s the  Se c urity Mode  a nd  AES Enc ryption in 

Ne twork Se tting  > Wire le ss > Ge ne ra l. Ma na g e me nt fra me  p ro te c tio n (MFP) he lp s p re se nt WiFi 

Do S (De nia l o f Se rvic e ) a tta c ks.

Se le c t Disa ble  if yo u do  no t wa nt to  use  MFP.

Se le c t Ca pa ble  to  e nc ryp t ma na g e me nt fra me s o f WiFi c lie nts tha t sup p o rt MFP. C lie nts tha t d o  

no t sup po rt MFP will still b e  a llo we d  to  jo in the  WiFi ne two rk, b ut re ma in unp ro te c te d .

Se le c t Re quire d  to  a llo w o nly c lie nts tha t sup po rt MFP to  jo in the  WiFi ne two rk.

Whe n Me sh is e na b le d , the  se tting s o f Prote c te d Ma na g e me nt Fra me s o f 5G  will fo llo w 2.4G .

G e ne ra te  

p a sswo rd  

a uto ma tic a lly

Se le c t this o p tio n to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly g e ne ra te  a  p a sswo rd . The  p a sswo rd  

fie ld  will no t b e  c o nfig ura b le  whe n yo u se le c t this o p tio n.

Pa sswo rd WPA2-PSK use s a  simp le  c o mmo n p a sswo rd , inste a d  o f use r-spe c ific  c re d e ntia ls.

If yo u d id  no t se le c t Ge ne ra te  pa sswo rd a utoma tic a lly, yo u c a n ma nua lly e nte r a  p re -sha re d  

ke y fro m 8 to  63 a lp ha nume ric  (0-9, a -z, A-Z) a nd  sp e c ia l c ha ra c te rs. Sp a c e s a re  a llo we d .

C lic k the  Eye  ic o n to  sho w o r hid e  the  p a sswo rd  o f yo ur WiFi ne two rk. Whe n the  Eye  ic o n is 

sla she d  , yo u’ ll se e  the  pa sswo rd  in p la in te xt. O the rwise , it is hid d e n.

Stre ng th This d isp la ys the  c urre nt pa sswo rd  stre ng th – we a k, me dium , stro ng .

C lic k this  to  sho w mo re  fie ld s in this se c tio n. C lic k a g a in to  hid e  the m.

Enc ryp tio n Se le c t the  e nc ryptio n type  (AES o r TKIP+AES) fo r d a ta  e nc ryptio n.

Se le c t AES if yo ur WiFi c lie nts c a n a ll use  AES.

Se le c t TKIP+AES to  a llo w the  WiFi c lie nts to  use  e ithe r TKIP o r AES.

No t a ll mo d e ls sup po rt the  TKIP+AES o p tio n.

Time r The  Tim e r is the  ra te  a t whic h the  RADIUS se rve r se nds a  ne w g ro up  ke y o ut to  a ll c lie nts.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k OK to  sa ve  yo ur c ha ng e s.

Ta b le  67   Ne two rk Se tting  > Wire le ss > G ue st/ Mo re  AP > Ed it (c o ntinue d )

LABEL DESCRIPTION
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Figure  124   Ne two rk Se tting > Wire le ss > MAC  Authe ntic a tio n

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  68   Ne two rk Se tting  > Wire le ss > MAC  Authe ntic a tio n

LABEL DESCRIPTIO N

G e ne ra l

Ba nd Se le c t a  2.4GHz o r 5GHz fre q ue nc y b a nd  to  d isp la y a sso c ia te d  WiFi de vic e s in the  se le c te d  

b a nd , id e ntifie d  b y MAC  a d d re ss.

SSID Se le c t the  SSID fo r whic h yo u wa nt to  c o nfig ure  MAC  filte r se tting s.

MAC  Re stric t 

Mo d e

De fine  the  filte r a c tio n fo r the  list o f MAC  a d d re sse s in the  MAC Addre ss ta b le .

Se le c t Disa ble  to  turn o ff MAC  filte ring .

Se le c t De ny to  b lo c k a c c e ss to  the  Zyxe l De vic e . MAC  a d dre sse s no t liste d  will b e  a llo we d  to  

a c c e ss the  Zyxe l De vic e .

Se le c t Allow to  p e rmit a c c e ss to  the  Zyxe l De vic e . MAC  a d d re sse s no t liste d  will b e  d e nie d  

a c c e ss to  the  Zyxe l De vic e .

MAC  a d dre ss List



 Cha pte r 9 Wire le ss

AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

267

9.5  WPS

Use  this sc re e n to  c o nfig ure  WiFi Pro te c te d  Se tup  (WPS) o n yo ur Zyxe l De vic e .

WiFi Pro te c te d  Se tup  (WPS) a llo ws yo u to  q uic kly se t up  a  WiFi ne two rk with stro ng  se c urity, witho ut 

ha ving  to  c o nfig ure  se c urity se tting s ma nua lly. Se le c t o ne  o f the  WPS me tho d s a nd  fo llo w the  

instruc tio ns to  e sta b lish a  WPS c o nne c tio n.Yo ur WiFi de vic e s must sup po rt WPS to  use  this fe a ture . We  

re c o mme nd  using  Push Butto n Co nfig ura tio n (PBC ) if yo ur WiFi de vic e  sup po rts it.

No te : The  Zyxe l De vic e  a p p lie s the  se c urity se tting s o f the  ma in SSID (SSID1) p ro file  to  the  WPS 
wire le ss c o nne c tio n (se e  Se c tio n 9.2.2 o n p a g e  259). So me  mo d e ls sup p o rt mo re  tha n 
o ne  SSID p ro file , c he c k the  sup p o rte d  numb e r o n the  Ne two rk Se tting  > Wire le ss > 
G e ne ra l sc re e n.

No te : The  WPS switc h is una va ila b le  if the  WiFi is d isa b le d .
If WPS is e na b le d , UPnP will a uto ma tic a lly b e  turne d  o n.

Clic k Ne twork Se tting  > Wire le ss > WPS. The  fo llo wing  sc re e n d isp la ys. C lic k this switc h a nd  it will turn b lue . 

C lic k Apply to  a c tiva te  the  WPS func tio n. The n yo u c a n c o nfig ure  the  WPS se tting s in this sc re e n.

Ad d  ne w MAC  

a d d re ss

This fie ld  is a va ila b le  whe n yo u se le c t De ny o r Allow in the  MAC Re stric t Mode  fie ld .

C lic k this if yo u wa nt to  a dd  a  ne w MAC  a d dre ss e ntry to  the  MAC  filte r list b e lo w.

Se le c t a n e xisting  WiFi c lie nt fro m the  list to  a d d  a s a  ne w e ntry. Se le c t Custo m  if yo u wa nt to  

ma nua lly e nte r the  Ho st Na m e  a nd  MAC Addre ss.

Ente r the  MAC  a dd re sse s o f the  WiFi d e vic e s tha t a re  a llo we d  o r d e nie d  a c c e ss to  the  Zyxe l 

De vic e  in the se  a d d re ss fie ld s. Ente r the  MAC  a d dre sse s in a  va lid  MAC  a d d re ss fo rma t, tha t is, 

six he xa d e c ima l c ha ra c te r pa irs, fo r e xa mp le , 12:34:56:78:9a :b c .

Add New MAC Address

# This is the  ind e x numb e r o f the  e ntry.

MAC  Add re ss This is the  MAC  a d d re sse s o f the  WiFi d e vic e s tha t a re  a llo we d  o r de nie d  a c c e ss to  the  Zyxe l 

De vic e .

Mo d ify C lic k the  Edit ic o n a nd  type  the  MAC  a d d re ss o f the  p e e r d e vic e  in a  va lid  MAC  a dd re ss fo rma t 

(six he xa d e c ima l c ha ra c te r p a irs, fo r e xa mple  12:34:56:78:9a :b c ).

C lic k the  De le te  ic o n to  d e le te  the  e ntry.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  68   Ne two rk Se tting  > Wire le ss > MAC  Authe ntic a tio n (c o ntinue d )

LABEL DESCRIPTIO N
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Figure  125   Ne two rk Se tting  > Wire le ss > WPS

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  69   Ne two rk Se tting  > Wire le ss > WPS

LABEL DESCRIPTIO N

G e ne ra l

Ba nd Se le c t a  2.4GHz a nd  5GHz fre q ue nc y b a nd  to  e na b le  WPS fo r a ll WiFi ne two rks in the  se le c te d  

b a nd .

If yo u use  the  WPS b utto n o n the  Zyxe l De vic e  p o rts p a ne l, WPS is a uto ma tic a lly e na b le d  o n 

b o th 2.4 G Hz a nd  5 G Hz b a nd s. Se e  Se c tio n 2.3 o n p a g e  58 fo r mo re  info rma tio n a b o ut the  WPS 

b utto n.

WPS Slide  this to  the  rig ht to  e na b le  a nd  ha ve  the  Zyxe l De vic e  a c tiva te  WPS. O the rwise , it is 

d isa b le d .

Ad d  a  ne w d e vic e  with WPS Me tho d

Me tho d  1 PBC Use  this se c tio n to  se t up  a  WPS WiFi ne two rk using  Push Butto n C o nfig ura tio n (PBC ). C lic k this 

switc h to  ma ke  it turn b lue . C lic k Apply to  a c tiva te  WPS me tho d  1 o n the  Zyxe l De vic e .

WPS C lic k this b utto n to  a d d  a no the r WPS-e na b le d  WiFi d e vic e  (within WiFi ra ng e  o f the  Zyxe l 

De vic e ) to  yo ur WiFi ne two rk. This b utto n ma y e ithe r b e  a  p hysic a l b utto n o n the  o utsid e  o f a  

WiFi d e vic e , o r a  me nu b utto n simila r to  the  WPS button o n this sc re e n.

No te : Yo u must p re ss the  o the r WiFi d e vic e ’ s WPS b utto n within 2 minute s o f p re ssing  

this b utto n.

C a nc e l C lic k Ca nc e l to  re sto re  yo ur pre vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.
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9.6  WMM

Use  this sc re e n to  e na b le  WiFi MultiMe d ia  (WMM) a nd  WMM Automa tic  Powe r Save  De live ry (APSD) in 

WiFi ne two rks fo r multime d ia  a p p lic a tio ns. WMM e nha nc e s da ta  tra nsmissio n q ua lity, while  APSD 

imp ro ve s po we r ma na g e me nt o f WiFi c lie nts. This a llo ws time -se nsitive  a pp lic a tio ns, suc h a s vo ic e  a nd  

vid e o s, to  run mo re  smo o thly.

C lic k Ne twork Se tting  > Wire le ss > WMM to  d isp la y the  fo llo wing  sc re e n.

Figure  126   Ne two rk Se tting  > Wire le ss > WMM

No te : WMM c a nno t b e  d isa b le d  if 802.11 mo d e  inc lud e s 802.11n o r 802.11a c .

No te : APSD o nly a ffe c ts SSID1. Fo r SSID2-SSID4, APSD is a lwa ys e na b le d .

No te : This sc re e n is no t a va ila b le  whe n MPro  Me sh is e na b le d  in the  Ne two rk Se tting  > Wire le ss 
> MESH sc re e n.

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  70   Ne two rk Se tting  > Wire le ss > WMM

LABEL DESCRIPTIO N

Ba nd Se le c t a  2.4GHz a nd  5GHz fre q ue nc y b a nd  to  e na b le  o r d isa b le  the  WMM o f SSID o f the  

se le c te d  b a nd .

WMM o f SSID Se le c t On to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly g ive  the  WiFi ne two rk (SSIDx) a  p rio rity le ve l 

a c c o rd ing  to  the  To S va lue  in the  IP he a d e r o f pa c ke ts it se nds. WMM Q o S (WiFi MultiMe d ia  

Q ua lity o f Se rvic e ) g ive s hig h p rio rity to  vid e o , whic h ma ke s the m run mo re  smo o thly.

SSID1 is the  Ge ne ra l WiFi SSID; SSID2-SSID4 a re  the  Gue st WiFi SSIDs.

If the  802.11 Mo de  in Ne twork Se tting  > Wire le ss > O the rs is se t to  inc lud e  802.11n o r 802.11a c , 

WMM c a nno t b e  d isa b le d .
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9.7  Othe rs Sc re e n

Use  this sc re e n to  c o nfig ure  a d va nc e d  WiFi se tting s, suc h a s a d d itio na l se c urity se tting s, po we r sa ving , 

a nd  d a ta  tra nsmissio n se tting s. C lic k Ne twork Se tting  > Wire le ss > O the rs. The  sc re e n a pp e a rs a s sho wn.

No te : This sc re e n is no t a va ila b le  whe n MPro  Me sh is e na b le d  in the  Ne two rk Se tting  > Wire le ss 
> MESH sc re e n.

Se e  Se c tio n 9.10.2 o n p a g e  276 fo r d e ta ile d  de finitio ns o f the  te rms liste d  he re .

Figure  127   Ne two rk Se tting  > Wire le ss > O the rs

WMM 

Auto ma tic  

Po we r Sa ve  

De live ry (APSD)

Se le c t this o p tio n to  e xte nd  the  b a tte ry life  o f yo ur mo b ile  de vic e s (e sp e c ia lly use ful fo r sma ll 

de vic e s tha t a re  running  multime d ia  a p p lic a tio ns). The  Zyxe l De vic e  g o e s to  sle e p  mo de  to  sa ve  

po we r whe n it is no t tra nsmitting  d a ta . The  AP b uffe rs the  p a c ke ts se nt to  the  Zyxe l De vic e  until 

the  Zyxe l De vic e  "wa ke s up ." The  Zyxe l De vic e  wa ke s up  p e rio d ic a lly to  c he c k fo r inc o ming  

da ta .

No te : This wo rks o nly if the  WiFi d e vic e  to  whic h the  Zyxe l De vic e  is c o nne c te d  a lso  

sup po rts this fe a ture .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  70   Ne two rk Se tting  > Wire le ss > WMM (c o ntinue d )

LABEL DESCRIPTIO N
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  71   Ne two rk Se tting  > Wire le ss > O the rs

LABEL DESC RIPTIO N

Ba nd Se le c t a  2.4GHz o r 5GHz fre q ue nc y b a nd  to  d isp la y the  fo llo wing  wire le ss se tting s fo r the  

se le c te d  b a nd .

RTS/ C TS 

Thre sho ld

Da ta  with its fra me  size  la rg e r tha n this va lue  will pe rfo rm the  RTS (Re q ue st To  Se nd)/ C TS (C le a r 

To  Se nd ) ha nd sha ke .

Ente r a  va lue  b e twe e n 0 a nd  2347.

Fra g me nta tio n 

Thre sho ld

This is the  ma ximum da ta  fra g me nt size  tha t c a n b e  se nt. Ente r a  va lue  b e twe e n 256 a nd  2346.

O utp ut Po we r Se t the  o utp ut p o we r o f the  Zyxe l De vic e . If the re  is a  hig h d e nsity o f APs in a n a re a , d e c re a se  

the  o utp ut p o we r to  re d uc e  inte rfe re nc e  with o the r APs. Se le c t o ne  o f the  fo llo wing : 20% , 40% , 

60% , 80%  o r 100% .

Be a c o n Inte rva l Whe n a  wire le ssly ne two rke d  d e vic e  se nd s a  b e a c o n, it inc lud e s with it a  b e a c o n inte rva l. This 

sp e c ifie s the  time  p e rio d  b e fo re  the  d e vic e  se nd s the  b e a c o n a g a in.

The  inte rva l te lls re c e iving  d e vic e s o n the  ne two rk ho w lo ng  the y c a n wa it in lo w p o we r mo de  

b e fo re  wa king  up  to  ha ndle  the  b e a c o n. This va lue  c a n b e  se t fro m 50 ms to  1000 ms. A hig h 

va lue  he lp s sa ve  c urre nt c o nsump tio n o f the  a c c e ss p o int.

DTIM Inte rva l De live ry Tra ffic  Ind ic a tio n Me ssa g e  (DTIM) is the  time  p e rio d  a fte r whic h b ro a dc a st a nd  

Multic a st pa c ke ts a re  tra nsmitte d  to  mo b ile  c lie nts in the  Po we r Sa ving  mo d e . A hig h DTIM 

va lue  c a n c a use  c lie nts to  lo se  c o nne c tivity with the  ne two rk. This va lue  c a n b e  se t fro m 1 to  

255.

802.11 Mo de Fo r 2.4 G Hz fre q ue nc y WiFi de vic e s:

• Se le c t 802.11b Only to  a llo w o nly IEEE 802.11b  c o mp lia nt WiFi d e vic e s to  a sso c ia te  with the  
Zyxe l De vic e .

• Se le c t 802.11g  Only to  a llo w o nly IEEE 802.11g  c o mplia nt WiFi d e vic e s to  a sso c ia te  with the  
Zyxe l De vic e .

• Se le c t 802.11n Only to  a llo w o nly IEEE 802.11n c o mplia nt WiFi d e vic e s to  a sso c ia te  with the  
Zyxe l De vic e .

• Se le c t 802.11b/ g  Mixe d  to  a llo w e ithe r IEEE 802.11b  o r IEEE 802.11g  c o mp lia nt WiFi d e vic e s 
to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  mig ht b e  
re d uc e d .

• Se le c t 802.11b/ g / n Mixe d  to  a llo w IEEE 802.11b , IEEE 802.11g  o r IEEE 802.11n c o mplia nt WiFi 
d e vic e s to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  mig ht 
b e  re duc e d .

• Se le c t 802.11b/ g / n/ a x Mixe d  to  a llo w IEEE 802.11b , IEEE 802.11g , IEEE 802.11n o r IEEE 
802.11a x c o mp lia nt WiFi de vic e s to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f 
yo ur Zyxe l De vic e  mig ht b e  re d uc e d .

Fo r 5 G Hz /  6G Hz fre q ue nc y WiFi d e vic e s:

• Se le c t 802.11a  Only to  a llo w o nly IEEE 802.11a  c o mp lia nt WiFi d e vic e s to  a sso c ia te  with the  
Zyxe l De vic e .

• Se le c t 802.11n Only to  a llo w o nly IEEE 802.11n c o mplia nt WiFi d e vic e s to  a sso c ia te  with the  
Zyxe l De vic e .

• Se le c t 802.11a c  Only to  a llo w o nly IEEE 802.11a c  c o mp lia nt WiFi d e vic e s to  a sso c ia te  with 
the  Zyxe l De vic e .

• Se le c t 802.11a / n Mixe d to  a llo w e ithe r IEEE 802.11a  o r IEEE 802.11n c o mp lia nt WiFi d e vic e s 
to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  mig ht b e  
re d uc e d .

• Se le c t 802.11n/ a c  Mixe d to  a llo w e ithe r IEEE 802.11n o r IEEE 802.11a c  c o mp lia nt WiFi 
d e vic e s to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  mig ht 
b e  re duc e d .

• Se le c t 802.11a / n/ a c  Mixe d  to  a llo w IEEE 802.11a , IEEE 802.11n o r IEEE 802.11a c  c o mplia nt 
WiFi d e vic e s to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  
mig ht b e  re d uc e d .

• Se le c t 802.11a / n/ a c / a x Mixe d  to  a llo w IEEE 802.11a , IEEE 802.11n, IEEE 802.11a c  o r IEEE 
802.11a x c o mp lia nt WiFi de vic e s to  a sso c ia te  with the  Zyxe l De vic e . The  tra nsmissio n ra te  o f 
yo ur Zyxe l De vic e  mig ht b e  re d uc e d .
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9.8  Cha nne l Status

Use  this sc re e n to  sc a n fo r WiFi c ha nne l no ise  a nd  vie w the  re sults. C lic k Sc an to  sta rt, a nd  the n vie w the  

re sults in the  Cha nne l Sc a n Re sult se c tio n. The  va lue  o n e a c h c ha nne l numb e r ind ic a te s the  numb e r o f 

Ac c e ss Po ints (AP) using  tha t c ha nne l. The  Auto -c ha nne l-se le c tio n a lg o rithm d o e s no t a lwa ys d ire c tly 

fo llo w the  AP c o unt; o the r fa c to rs a b o ut the  c ha nne ls a re  a lso  c o nsid e re d . C lic k Ne twork Se tting  > 
Wire le ss > Cha nne l Sta tus. The  sc re e n a pp e a rs a s sho wn. 

No te : If the  c urre nt c ha nne l is a  DFS c ha nne l, the  wa rning  ‘ C ha nne l sc a n p ro c e ss is d e nie d  
b e c a use  c urre nt c ha nne l is a  DFS c ha nne l (C ha nne l: 52 – 140). If yo u wa nt to  run 
c ha nne l sc a n, p le a se  se le c t a  no n-DFS c ha nne l a nd  try a g a in.’  a p p e a rs.

No te : The  AP c o unt ma y no t b e  a  re a l-time  va lue .

802.11 Pro te c tio n Ena b ling  this fe a ture  c a n he lp  pre ve nt c o llisio ns in mixe d -mo d e  ne two rks (ne two rks with b o th 

IEEE 802.11b  a nd  IEEE 802.11g  tra ffic ).

Se le c t Auto  to  ha ve  the  wire le ss d e vic e s tra nsmit da ta  a fte r a  RTS/ C TS ha nd sha ke . This he lps 

imp ro ve  IEEE 802.11g  pe rfo rma nc e .

Se le c t Off to  d isa b le  802.11 p ro te c tio n. The  tra nsmissio n ra te  o f yo ur Zyxe l De vic e  mig ht b e  

re d uc e d  in a  mixe d -mo d e  ne two rk.

This fie ld  d isp la ys Off a nd  is no t c o nfig ura b le  whe n yo u se t 802.11 Mode  to  802.11b Only.

Pre a mb le Se le c t a  p re a mb le  typ e  fro m the  d ro p -d o wn list b o x. C ho ic e s a re  Lo ng  o r Sho rt. Se e  Se c tio n 

9.10.7 o n p a g e  279 fo r mo re  info rma tio n.

This fie ld  is c o nfig ura b le  o nly whe n yo u se t 802.11 Mo d e  to  802.11b .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  71   Ne two rk Se tting  > Wire le ss > O the rs (c o ntinue d )

LABEL DESC RIPTIO N



 Cha pte r 9 Wire le ss

AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

273

Figure  128   Ne two rk Se tting  > Wire le ss > C ha nne l Sta tus

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  72   Ne two rk Se tting  > Wire le ss > C ha nne l Sta tus

LABEL DESCRIPTIO N

C ha nne l Mo nito r

Wire le ss Ne two rk Se tup

Ba nd Se le c t a  2.4GHz o r 5GHz fre q ue nc y b a nd  o n whic h yo u wa nt to  c o nd uc t a  c ha nne l sc a n.

Sc a n WiFi LAN 

C ha nne ls

C lic k the  Sc a n b utto n to  sc a n WiFi c ha nne ls.

C ha nne l Sc a n 

Re sult

This d isp la ys the  re sults o f the  c ha nne l sc a n.

The  b lue  b a r d isp la ys the  numb e r o f a c c e ss p o ints (AP c o unt) in the  WiFi c ha nne l.

The  o ra ng e  b a r d isp la ys the  WiFi c ha nne l tha t the  Zyxe l De vic e  is no w using .
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9.9  MESH

The  Zyxe l De vic e  sup po rts MPro  Me sh a lo ng  with the  MPro  Me sh a pp  to  ma na g e  yo ur WiFi ne two rk. 

MPro  Me sh is the  Zyxe l impla nta tio n o f WiFi-Allia nc e  Ea sy Me sh. It sup po rts AP ste e ring , b a nd  ste e ring , 

a uto -c o nfig ura tio n a nd  o the r a d va nc e s fo r yo ur WiFi ne two rk.

The  Zyxe l De vic e  c a n func tio n a s a  c o ntro lle r to  a uto ma tic a lly c o nfig ure  WiFi se tting s o n e xte nd e rs in the  

ne two rk a s we ll a s o p timize  b a nd wid th usa g e . 

The  Zyxe l De vic e  o p timize s b a nd wid th usa g e  b y d ire c ting  WiFi c lie nts to  a n e xte nd e r (AP ste e ring ) o r a  

2.4GHz/  5G Hz b a nd  (b a nd  ste e ring ) tha t is le ss b usy.

Se e  Se c tio n 6.1 o n pa g e  143 fo r the  c o mp le te  MPro  Me sh fe a ture  intro d uc tio n a nd  the  fo llo wing  

tuto ria ls with the  MPro  Me sh a pp .

• Se tting  up  yo ur MPro  Me sh ne two rk with the  Zyxe l De vic e  a nd  a n MPro  Me sh e xte nd e r,

• se tting  up  yo ur g e ne ra l/ g ue st WiFi,

• b a sic  c o nfig ura tio ns.

9.9.1  MPro Me sh

Use  this sc re e n to  e na b le  o r d isa b le  MPro  Me sh o n the Zyxe l De vic e .

C lic k Ne twork Se tting  > Wire le ss > MESH. The  fo llo wing  sc re e n d isp la ys.

No te : Whe n MPro  Me sh is e na b le d , the  SSID a nd  WiFi p a sswo rd  o f the  ma in 2.4 G Hz WiFi 
ne two rk will b e  c o p ie d  to  the  ma in 5 G Hz WiFi ne two rk.

Figure  129   Ne two rk Se tting  > Wire le ss > MESH

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

9.10  Te c hnic a l Re fe re nc e

This se c tio n d isc usse s WiFi in d e p th.

Ta b le  73   Ne two rk Se tting  > Wire le ss > MESH

LABEL DESC RIPTION

MPro  Me sh C lic k the  b utto n (to  the  rig ht) to  e na b le  the  MPro  Me sh fe a ture  o n the  Zyxe l De vic e  

a nd  se t up  yo ur MPro  Me sh ne two rk.
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9.10.1  WiFi Ne twork Ove rvie w

WiFi ne two rks c o nsist o f WiFi c lie nts, a c c e ss p o ints a nd  b rid g e s.

• A WiFi c lie nt is a  ra d io  c o nne c te d  to  a  use r’ s c o mpute r.

• An a c c e ss po int is a  ra d io  with a  wire d  c o nne c tio n to  a  ne two rk, whic h c a n c o nne c t with nume ro us 

WiFi c lie nts a nd  le t the m a c c e ss the  ne two rk.

• A b rid g e  is a  ra d io  tha t re la ys c o mmunic a tio ns b e twe e n a c c e ss po ints a nd  WiFi c lie nts, e xte nd ing  a  
ne two rk’ s ra ng e .

No rma lly, a  WiFi ne two rk o pe ra te s in a n “ infra struc ture ”  typ e  o f ne two rk. An “ infra struc ture ”  typ e  o f 

ne two rk ha s o ne  o r mo re  a c c e ss po ints a nd  o ne  o r mo re  WiFi c lie nts. The  WiFi c lie nts c o nne c t to  the  

a c c e ss po ints.

The  fo llo wing  fig ure  p ro vid e s a n e xa mple  o f a  WiFi ne two rk.

Figure  130   Exa mp le  o f a  WiFi Ne two rk

The  WiFi ne two rk is the  p a rt in the  b lue  c irc le . In this WiFi ne two rk, de vic e s A  a nd  B use  the  a c c e ss po int 

(AP) to  inte ra c t with the  o the r d e vic e s (suc h a s the  p rinte r) o r with the  Inte rne t. Yo ur Zyxe l De vic e  is the  

AP.

Eve ry WiFi ne two rk must fo llo w  the se  b a sic  g uid e line s.

• Eve ry WiFi d e vic e  in the  sa me  WiFi ne two rk must use  the  sa me  SSID.

The  SSID is the  na me  o f the  WiFi ne two rk. It sta nd s fo r Se rvic e  Se t IDe ntifie r.

• If two  WiFi ne two rks o ve rla p , the y sho uld  use  a  d iffe re nt c ha nne l.

Like  ra d io  sta tio ns o r te le visio n c ha nne ls, e a c h WiFi ne two rk use s a  spe c ific  c ha nne l, o r fre q ue nc y, to  

se nd  a nd  re c e ive  info rma tio n.

• Eve ry WiFi d e vic e  in the  sa me  WiFi ne two rk must use  se c urity c o mpa tib le  with the  AP.

Se c urity sto p s una utho rize d  d e vic e s fro m using  the  WiFi ne two rk. It c a n a lso  p ro te c t the  info rma tio n 

tha t is se nt in the  WiFi ne two rk.



Cha pte r 9 Wire le ss

AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

276

9.10.2  Additional WiFi Te rms

The  fo llo wing  ta b le  d e sc rib e s so me  WiFi ne two rk te rms a nd  a c ro nyms use d  in the  Zyxe l De vic e ’ s We b  

Co nfig ura to r.

9.10.3  WiFi Se c urity Ove rvie w

By the ir na ture , ra d io  c o mmunic a tio ns a re  simp le  to  inte rc e p t. Fo r WiFi d a ta  ne two rks, this me a ns tha t 

a nyo ne  within ra ng e  o f a  WiFi ne two rk witho ut se c urity c a n no t o nly re a d  the  d a ta  p a ssing  o ve r the  

a irwa ve s, b ut a lso  jo in the  ne two rk. O nc e  a n una utho rize d  pe rso n ha s a c c e ss to  the  ne two rk, he  o r she  

c a n ste a l info rma tio n o r intro d uc e  ma lwa re  (ma lic io us so ftwa re ) inte nd e d  to  c o mpro mise  the  ne two rk. 

Fo r the se  re a so ns, a  va rie ty o f se c urity syste ms ha ve  b e e n d e ve lo p e d  to  e nsure  tha t o nly a utho rize d  

pe o p le  c a n use  a  WiFi d a ta  ne two rk, o r und e rsta nd  the  da ta  c a rrie d  o n it.

The se  se c urity sta nda rd s do  two  thing s. First, the y a uthe ntic a te . This me a ns tha t o nly pe o p le  p re se nting  

the  rig ht c re de ntia ls (o fte n a  use rna me  a nd  pa sswo rd , o r a  “ ke y”  phra se ) c a n a c c e ss the  ne two rk. 

Se c o nd , the y e nc rypt. This me a ns tha t the  info rma tio n se nt o ve r the  a ir is e nc o d e d . Only pe o p le  with 

the  c o de  ke y c a n und e rsta nd  the  info rma tio n, a nd  o nly p e o p le  who  ha ve  b e e n a uthe ntic a te d  a re  

g ive n the  c o de  ke y.

The se  se c urity sta nda rd s va ry in e ffe c tive ne ss. So me  c a n b e  b ro ke n, suc h a s the  o ld  Wire d  Eq uiva le nt 

Pro to c o l (WEP). Using  WEP is b e tte r tha n using  no  se c urity a t a ll, b ut it will no t ke e p  a  d e te rmine d  

a tta c ke r o ut. Othe r se c urity sta nd a rds a re  se c ure  in the mse lve s b ut c a n b e  b ro ke n if a  use r d o e s no t use  

the m p ro p e rly. Fo r e xa mp le , the  WPA-PSK se c urity sta nda rd  is ve ry se c ure  if yo u use  a  lo ng  ke y whic h is 

d iffic ult fo r a n a tta c ke r’ s so ftwa re  to  g ue ss – fo r e xa mp le , a  twe nty-le tte r lo ng  string  o f a pp a re ntly 

ra nd o m numb e rs a nd  le tte rs – b ut it is no t ve ry se c ure  if yo u use  a  sho rt ke y whic h is ve ry e a sy to  g ue ss – 

fo r e xa mple , a  thre e -le tte r wo rd  fro m the  d ic tio na ry.

Be c a use  o f the  d a ma g e  tha t c a n b e  do ne  b y a  ma lic io us a tta c ke r, it is no t just p e o p le  who  ha ve  

se nsitive  info rma tio n o n the ir ne two rk who  sho uld  use  se c urity. Eve ryb o d y who  use s a ny WiFi ne two rk 

sho uld  e nsure  tha t e ffe c tive  se c urity is in p la c e .

A g o o d  wa y to  c o me  up  with e ffe c tive  se c urity ke ys, p a sswo rd s a nd  so  o n is to  use  o b sc ure  info rma tio n 

tha t yo u pe rso na lly will e a sily re me mb e r, a nd  to  e nte r it in a  wa y tha t a pp e a rs ra ndo m a nd  d o e s no t 

inc lude  re a l wo rd s. Fo r e xa mp le , if yo ur mo the r o wns a  1970 Do dg e  Cha lle ng e r a nd  he r fa vo rite  mo vie  is 

Ta b le  74   Ad d itio na l WiFi Te rms

TERM DESCRIPTIO N

RTS/ C TS Thre sho ld In a  WiFi ne two rk whic h c o ve rs a  la rg e  a re a , WiFi d e vic e s a re  so me time s no t a wa re  o f 

e a c h o the r’ s p re se nc e . This ma y c a use  the m to  se nd  info rma tio n to  the  AP a t the  sa me  

time  a nd  re sult in info rma tio n c o llid ing  a nd  no t g e tting  thro ug h.

By se tting  this va lue  lo we r tha n the  d e fa ult va lue , the  WiFi d e vic e s must so me time s g e t 

p e rmissio n to  se nd  info rma tio n to  the  Zyxe l De vic e . The  lo we r the  va lue , the  mo re  o fte n 

the  d e vic e s must g e t p e rmissio n.

If this va lue  is g re a te r tha n the  fra g me nta tio n thre sho ld  va lue  (se e  b e lo w), the n WiFi 

d e vic e s ne ve r ha ve  to  g e t p e rmissio n to  se nd  info rma tio n to  the  Zyxe l De vic e .

Pre a mb le A p re a mb le  a ffe c ts the  timing  in yo ur WiFi ne two rk. The re  a re  two  p re a mb le  mo d e s: lo ng  

a nd  sho rt. If a  WiFi d e vic e  use s a  d iffe re nt p re a mb le  mo de  tha n the  Zyxe l De vic e  d o e s, it 

c a nno t c o mmunic a te  with the  Zyxe l De vic e .

Authe ntic a tio n The  pro c e ss o f ve rifying  whe the r a  WiFi d e vic e  is a llo we d  to  use  the  WiFi ne two rk.

Fra g me nta tio n 

Thre sho ld

A sma ll fra g me nta tio n thre sho ld  is re c o mme nd e d  fo r b usy ne two rks, while  a  la rg e r 

thre sho ld  p ro vid e s fa ste r p e rfo rma nc e  if the  ne two rk is no t ve ry b usy.
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Va nishing  Po int (whic h yo u kno w wa s ma de  in 1971) yo u c o uld  use  “ 70d o d c ha l71va npo i”  a s yo ur 

se c urity ke y.

The  fo llo wing  se c tio ns intro duc e  d iffe re nt typ e s o f WiFi se c urity yo u c a n se t up  in the  WiFi ne two rk.

9.10.3.1  SSID

No rma lly, the  Zyxe l De vic e  a c ts like  a  b e a c o n a nd  re g ula rly b ro a d c a sts the  SSID in the  a re a . Yo u c a n 

hid e  the  SSID inste a d , in whic h c a se  the  Zyxe l De vic e  d o e s no t b ro a d c a st the  SSID. In a d d itio n, yo u 

sho uld  c ha ng e  the  de fa ult SSID to  so me thing  tha t is d iffic ult to  g ue ss.

This type  o f se c urity is fa irly we a k, ho we ve r, b e c a use  the re  a re  wa ys fo r una utho rize d  WiFi d e vic e s to  g e t 

the  SSID. In a dd itio n, una utho rize d  WiFi d e vic e s c a n still se e  the  info rma tio n tha t is se nt in the  WiFi 

ne two rk.

9.10.3.2  MAC Addre ss Filte r

Eve ry de vic e  tha t c a n use  a  WiFi ne two rk ha s a  uniq ue  id e ntific a tio n numb e r, c a lle d  a  MAC a d d re ss.1 A 

MAC a d d re ss is usua lly writte n using  twe lve  he xa d e c ima l c ha ra c te rs2; fo r e xa mp le , 00A0C 5000002 o r 

00:A0:C 5:00:00:02. To  g e t the  MAC a d d re ss fo r e a c h WiFi d e vic e  in the  WiFi ne two rk, se e  the  WiFi 

d e vic e ’ s Use r’ s G uid e  o r o the r d o c ume nta tio n.

Yo u c a n use  the  MAC  a d d re ss filte r to  te ll the  Zyxe l De vic e  whic h d e vic e s a re  a llo we d  o r no t a llo we d  to  

use  the  WiFi ne two rk. If a  WiFi d e vic e  is a llo we d  to  use  the  WiFi ne two rk, it still ha s to  ha ve  the  c o rre c t 

info rma tio n (SSID, c ha nne l, a nd  se c urity). If a  WiFi de vic e  is no t a llo we d  to  use  the  WiFi ne two rk, it do e s 

no t ma tte r if it ha s the  c o rre c t info rma tio n.

This type  o f se c urity d o e s no t p ro te c t the  info rma tio n tha t is se nt in the  WiFi ne two rk. Furthe rmo re , the re  

a re  wa ys fo r una utho rize d  WiFi d e vic e s to  g e t the  MAC  a d dre ss o f a n a utho rize d  WiFi de vic e . The n, the y 

c a n use  tha t MAC  a dd re ss to  use  the  WiFi ne two rk.

9.10.3.3  Enc ryption

WiFi ne two rks c a n use  e nc ryptio n to  p ro te c t the  info rma tio n tha t is se nt in the  WiFi ne two rk. Enc ryptio n is 

like  a  se c re t c o de . If yo u do  no t kno w the  se c re t c o d e , yo u c a nno t und e rsta nd  the  me ssa g e .

The  type s o f e nc ryptio n yo u c a n c ho o se  d e p e nd  o n the  typ e  o f a uthe ntic a tio n. (Se e  Se c tio n 9.10.3.3 o n 

pa g e  277 fo r info rma tio n a b o ut this.)

1. So me  wire le ss d e vic e s, suc h a s sc a nne rs, c a n d e te c t WiFi ne two rks b ut c a nno t use  WiFi ne two rks. The se  
kind s o f wire le ss d e vic e s mig ht no t ha ve  MAC  a d d re sse s.

2. He xa d e c ima l c ha ra c te rs a re  0, 1, 2, 3, 4, 5, 6, 7, 8, 9, A, B, C , D, E, a nd  F.

Ta b le  75   Type s o f Enc ryptio n fo r Ea c h Typ e  o f Authe ntic a tio n

NO  AUTHENTIC ATION RADIUS SERVER

We a ke st No  Se c urity WPA

WPA2

WPA-PSK

WPA2

Stro ng e st WPA3-SAE WPA3 (se rve r c e rtific a te  va lid a tio n)
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Fo r e xa mp le , if the  WiFi ne two rk ha s a  RADIUS se rve r, yo u c a n c ho o se  WPA , WPA2, o r WPA3 . If use rs d o  

no t lo g  in to  the  WiFi ne two rk, yo u c a n c ho o se  no  e nc ryptio n, WPA2- PSK, o r WPA3-SAE.

No te : It is re c o mme nd e d  tha t WiFi ne two rks use  WPA3- SAE, WPA2- PSK, o r stro ng e r e nc ryp tio n. 
The  o the r typ e s o f e nc ryp tio n a re  b e tte r tha n no ne  a t a ll, b ut it is still p o ssib le  fo r 
una utho rize d  WiFi d e vic e s to  fig ure  o ut the  o rig ina l info rma tio n p re tty q uic kly.

Ma ny type s o f e nc ryp tio n use  a  ke y to  p ro te c t the  info rma tio n in the  WiFi ne two rk. The  lo ng e r the  ke y, 

the  stro ng e r the  e nc ryp tio n. Eve ry de vic e  in the  WiFi ne two rk must ha ve  the  sa me  ke y.

9.10.4  Signa l Proble ms

Be c a use  WiFi ne two rks a re  ra d io  ne two rks, the ir sig na ls a re  sub je c t to  limita tio ns o f d ista nc e , inte rfe re nc e  

a nd  a b so rp tio n.

Pro b le ms with d ista nc e  o c c ur whe n the  two  ra d io s a re  to o  fa r a p a rt. Pro b le ms with inte rfe re nc e  o c c ur 

whe n o the r ra d io  wa ve s inte rrupt the  d a ta  sig na l. Inte rfe re nc e  ma y c o me  fro m o the r ra d io  

tra nsmissio ns, suc h a s milita ry o r a ir tra ffic  c o ntro l c o mmunic a tio ns, o r fro m ma c hine s tha t a re  

c o inc ide nta l e mitte rs suc h a s e le c tric  mo to rs o r mic ro wa ve s. Pro b le ms with a b so rp tio n o c c ur whe n 

physic a l o b je c ts (suc h a s thic k wa lls) a re  b e twe e n the  two  ra d io s, muffling  the  sig na l.

9.10.5  BSS

A Ba sic  Se rvic e  Se t (BSS) e xists whe n a ll c o mmunic a tio ns b e twe e n wire le ss sta tio ns g o  thro ug h o ne  

a c c e ss po int (AP).

Intra -BSS tra ffic  is tra ffic  b e twe e n wire le ss sta tio ns in the  BSS. Whe n Intra -BSS tra ffic  b lo c king  is d isa b le d , 

wire le ss sta tio n A a nd  B c a n a c c e ss the  wire d  ne two rk a nd  c o mmunic a te  with e a c h o the r. Whe n Intra -

BSS tra ffic  b lo c king  is e na b le d , wire le ss sta tio n A a nd  B c a n still a c c e ss the  wire d  ne two rk b ut c a nno t 

c o mmunic a te  with e a c h o the r.

Figure  131   Ba sic  Se rvic e  Se t
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9.10.6  MBSSID

Tra d itio na lly, yo u ne e d  to  use  d iffe re nt APs to  c o nfig ure  d iffe re nt Ba sic  Se rvic e  Se ts (BSSs). As we ll a s the  

c o st o f b uying  e xtra  APs, the re  is a lso  the  p o ssib ility o f c ha nne l inte rfe re nc e . The  Zyxe l De vic e ’ s MBSSID 

(Multip le  Ba sic  Se rvic e  Se t IDe ntifie r) func tio n a llo ws yo u to  use  o ne  a c c e ss p o int to  p ro vid e  se ve ra l BSSs 

simulta ne o usly. Yo u c a n the n a ssig n va rying  Qo S p rio ritie s a nd / o r se c urity mo d e s to  d iffe re nt SSIDs.

Wire le ss d e vic e s c a n use  d iffe re nt BSSIDs to  a sso c ia te  with the  sa me  AP.

9.10.6.1  Note s on Multiple  BSSs

• A ma ximum o f e ig ht BSSs a re  a llo we d  o n o ne  AP simulta ne o usly.

• Yo u must use  d iffe re nt ke ys fo r d iffe re nt BSSs. If two  wire le ss d e vic e s ha ve  d iffe re nt BSSIDs (the y a re  in 

d iffe re nt BSSs), b ut ha ve  the  sa me  ke ys, the y ma y he a r e a c h o the r’ s c o mmunic a tio ns (b ut no t 

c o mmunic a te  with e a c h o the r).

• MBSSID sho uld  no t re p la c e  b ut ra the r b e  use d  in c o njunc tio n with 802.1x se c urity.

9.10.7  Pre a mble  Type

Pre a mb le  is use d  to  sig na l tha t d a ta  is c o ming  to  the  re c e ive r. Sho rt a nd  lo ng  re fe r to  the  le ng th o f the  

sync hro niza tio n fie ld  in a  pa c ke t.

Sho rt p re a mb le  inc re a se s p e rfo rma nc e  a s le ss time  se nd ing  pre a mb le  me a ns mo re  time  fo r se nd ing  

da ta . All IEEE 802.11 c o mplia nt WiFi a d a p te rs supp o rt lo ng  pre a mb le , b ut no t a ll supp o rt sho rt p re a mb le .

Use  lo ng  p re a mb le  if yo u a re  unsure  wha t p re a mb le  mo d e  o the r WiFi d e vic e s o n the  ne two rk sup po rt, 

a nd  to  p ro vid e  mo re  re lia b le  c o mmunic a tio ns in b usy WiFi ne two rks.

Use  sho rt p re a mb le  if yo u a re  sure  a ll WiFi d e vic e s o n the  ne two rk sup po rt it, a nd  to  p ro vid e  mo re  

e ffic ie nt c o mmunic a tio ns.

Use  the  dyna mic  se tting  to  a uto ma tic a lly use  sho rt p re a mb le  whe n a ll WiFi d e vic e s o n the  ne two rk 

sup po rt it, o the rwise  the  Zyxe l De vic e  use s lo ng  p re a mb le .

No te : The  WiFi d e vic e s MUST use  the  sa me  p re a mb le  mo d e  in o rd e r to  c o mmunic a te .

9.10.8  WiFi Prote c te d Se tup (WPS)

Yo ur Zyxe l De vic e  supp o rts WiFi Pro te c te d  Se tup  (WPS), whic h is a n e a sy wa y to  se t up  a  se c ure  WiFi 

ne two rk. WPS is a n industry sta nda rd  spe c ific a tio n, de fine d  b y the  WiFi Allia nc e .

WPS a llo ws yo u to  q uic kly se t up  a  WiFi ne two rk with stro ng  se c urity, witho ut ha ving  to  c o nfig ure  se c urity 

se tting s ma nua lly. Ea c h WPS c o nne c tio n wo rks b e twe e n two  d e vic e s. Bo th d e vic e s must supp o rt WPS 

(c he c k e a c h de vic e ’ s do c ume nta tio n to  ma ke  sure ).

De p e nd ing  o n the  d e vic e s yo u ha ve , yo u c a n e ithe r p re ss a  b utto n (o n the  d e vic e  itse lf, o r in its 

c o nfig ura tio n utility) o r e nte r a  PIN (a  uniq ue  Pe rso na l Id e ntific a tio n Numb e r tha t a llo ws o ne  d e vic e  to  

a uthe ntic a te  the  o the r) in e a c h o f the  two  de vic e s. Whe n WPS is a c tiva te d  o n a  d e vic e , it ha s 2 minute s 

to  find  a no the r de vic e  tha t a lso  ha s WPS a c tiva te d . The n, the  two  d e vic e s c o nne c t a nd  se t up  a  se c ure  

ne two rk b y the mse lve s.
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9.10.8.1  Push Button Config ura tion

WPS Push Butto n C o nfig ura tio n (PBC) is initia te d  b y p re ssing  a  b utto n o n e a c h WPS-e na b le d  d e vic e , a nd  

a llo wing  the m to  c o nne c t a uto ma tic a lly. Yo u d o  no t ne e d  to  e nte r a ny info rma tio n.

No t e ve ry WPS-e na b le d  de vic e  ha s a  p hysic a l WPS b utto n. So me  ma y ha ve  a  WPS PBC b utto n in the ir 

c o nfig ura tio n utilitie s inste a d  o f o r in a d d itio n to  the  physic a l b utto n.

Ta ke  the  fo llo wing  ste p s to  se t up  WPS using  the  b utto n.

1 Ensure  tha t the  two  d e vic e s yo u wa nt to  se t up  a re  within WiFi ra ng e  o f o ne  a no the r.

2 Lo o k fo r a  WPS b utto n o n e a c h d e vic e . If the  d e vic e  d o e s no t ha ve  o ne , lo g  into  its c o nfig ura tio n utility 

a nd  lo c a te  the  b utto n (se e  the  de vic e ’ s Use r’ s G uid e  fo r ho w to  d o  this – fo r the  Zyxe l De vic e ).

3 Pre ss the  b utto n o n o ne  o f the  d e vic e s (it do e s no t ma tte r whic h). Fo r the  Zyxe l De vic e  yo u must p re ss 

the  WiFi b utto n fo r mo re  tha n 5 se c o nd s.

4 Within 2 minute s, p re ss the  b utto n o n the  o the r d e vic e . The  re g istra r se nd s the  ne two rk na me  (SSID) a nd  

se c urity ke y thro ug h a  se c ure  c o nne c tio n to  the  e nro lle e .

If yo u ne e d  to  ma ke  sure  tha t WPS wo rke d , c he c k the  list o f a sso c ia te d  WiFi c lie nts in the  AP’ s 

c o nfig ura tio n utility. If yo u se e  the  WiFi c lie nt in the  list, WPS wa s suc c e ssful.

9.10.8.2  How WPS Works

Whe n two  WPS-e na b le d  d e vic e s c o nne c t, e a c h de vic e  must a ssume  a  sp e c ific  ro le . O ne  d e vic e  a c ts 

a s the  re g istra r (the  d e vic e  tha t supp lie s ne two rk a nd  se c urity se tting s) a nd  the  o the r d e vic e  a c ts a s the  

e nro lle e  (the  d e vic e  tha t re c e ive s ne two rk a nd  se c urity se tting s. The  re g istra r c re a te s a  se c ure  EAP 

(Exte nsib le  Authe ntic a tio n Pro to c o l) tunne l a nd  se nds the  ne two rk na me  (SSID) a nd  the  WPA-PSK o r 

WPA2-PSK p re -sha re d  ke y to  the  e nro lle e . Whe the r WPA-PSK o r WPA2-PSK is use d  d e pe nds o n the  

sta nd a rd s supp o rte d  b y the  d e vic e s. If the  re g istra r is a lre a dy pa rt o f a  ne two rk, it se nd s the  e xisting  

info rma tio n. If no t, it g e ne ra te s the  SSID a nd  WPA2-PSK ra nd o mly.

The  fo llo wing  fig ure  sho ws a  WPS-e na b le d  c lie nt (insta lle d  in a  no te b o o k c o mp ute r) c o nne c ting  to  a  

WPS-e na b le d  a c c e ss po int.
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Figure  132   Ho w WPS Wo rks

The  ro le s o f re g istra r a nd  e nro lle e  la st o nly a s lo ng  a s the  WPS se tup  p ro c e ss is a c tive  (2 minute s). The  

ne xt time  yo u use  WPS, a  d iffe re nt de vic e  c a n b e  the  re g istra r if ne c e ssa ry.

The  WPS c o nne c tio n p ro c e ss is like  a  ha ndsha ke ; o nly two  d e vic e s p a rtic ipa te  in e a c h WPS tra nsa c tio n. 

If yo u wa nt to  a d d  mo re  d e vic e s yo u sho uld  re p e a t the  p ro c e ss with o ne  o f the  e xisting  ne two rke d  

de vic e s a nd  the  ne w d e vic e .

No te  tha t the  a c c e ss po int (AP) is no t a lwa ys the  re g istra r, a nd  the  WiFi c lie nt is no t a lwa ys the  e nro lle e . 

All WPS-c e rtifie d  APs c a n b e  a  re g istra r, a nd  so  c a n so me  WPS-e na b le d  WiFi c lie nts.

By d e fa ult, a  WPS d e vic e  is ‘ un-c o nfig ure d ’ . This me a ns tha t it is no t p a rt o f a n e xisting  ne two rk a nd  c a n 

a c t a s e ithe r e nro lle e  o r re g istra r (if it sup po rts b o th func tio ns). If the  re g istra r is un-c o nfig ure d , the  

se c urity se tting s it tra nsmits to  the  e nro lle e  a re  ra nd o mly-g e ne ra te d . O nc e  a  WPS-e na b le d  d e vic e  ha s 

c o nne c te d  to  a no the r d e vic e  using  WPS, it b e c o me s ‘ c o nfig ure d ’ . A c o nfig ure d  WiFi c lie nt c a n still a c t 

a s e nro lle e  o r re g istra r in sub se q ue nt WPS c o nne c tio ns, b ut a  c o nfig ure d  a c c e ss p o int c a n no  lo ng e r a c t 

a s e nro lle e . It will b e  the  re g istra r in a ll sub se q ue nt WPS c o nne c tio ns in whic h it is invo lve d . If yo u wa nt a  

c o nfig ure d  AP to  a c t a s a n e nro lle e , yo u must re se t it to  its fa c to ry d e fa ults.

9.10.8.3  Exa mple  WPS Ne twork Se tup

This se c tio n sho ws ho w se c urity se tting s a re  d istrib ute d  in a  sa mp le  WPS se tup .

The  fo llo wing  fig ure  sho ws a  sa mp le  ne two rk. In ste p  1, b o th AP1 a nd  Clie nt 1 a re  un-c o nfig ure d . Whe n 

WPS is a c tiva te d  o n b o th, the y p e rfo rm the  ha ndsha ke . In this e xa mple , AP1 is the  re g istra r, a nd  Clie nt 1 

is the  e nro lle e . The  re g istra r ra nd o mly g e ne ra te s the  se c urity info rma tio n to  se t up  the  ne two rk, sinc e  it is 

un-c o nfig ure d  a nd  ha s no  e xisting  info rma tio n.
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Figure  133   WPS: Exa mp le  Ne two rk Ste p  1

In ste p  2, yo u a d d  a no the r WiFi c lie nt to  the  ne two rk. Yo u kno w tha t Clie nt 1 sup p o rts re g istra r mo d e , b ut 

it is b e tte r to  use  AP1 fo r the  WPS ha nd sha ke  with the  ne w c lie nt sinc e  yo u must c o nne c t to  the  a c c e ss 

po int a nywa y in o rd e r to  use  the  ne two rk. In this c a se , AP1 must b e  the  re g istra r, sinc e  it is c o nfig ure d  (it 

a lre a d y ha s se c urity info rma tio n fo r the  ne two rk). AP1 sup p lie s the  e xisting  se c urity info rma tio n to  Clie nt 

2.

Figure  134   WPS: Exa mp le  Ne two rk Ste p  2

In ste p  3, yo u a d d  a no the r a c c e ss p o int (AP2) to  yo ur ne two rk. AP2 is o ut o f ra ng e  o f AP1, so  yo u c a nno t 

use  AP1 fo r the  WPS ha ndsha ke  with the  ne w a c c e ss po int. Ho we ve r, yo u kno w tha t Clie nt 2  sup po rts 

the  re g istra r func tio n, so  yo u use  it to  p e rfo rm the  WPS ha nd sha ke  inste a d .
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Figure  135   WPS: Exa mp le  Ne two rk Ste p  3

9.10.8.4  Limita tions of WPS

WPS ha s so me  limita tio ns o f whic h yo u sho uld  b e  a wa re .

• Whe n yo u use  WPS, it wo rks b e twe e n two  d e vic e s o nly. Yo u c a nno t e nro ll multip le  d e vic e s 

simulta ne o usly, yo u must e nro ll o ne  a fte r the  o the r.

Fo r insta nc e , if yo u ha ve  two  e nro lle e s a nd  o ne  re g istra r yo u must se t up  the  first e nro lle e  (b y p re ssing  

the  WPS b utto n o n the  re g istra r a nd  the  first e nro lle e , fo r e xa mp le ), the n c he c k tha t it wa s suc c e ssfully 

e nro lle d , the n se t up  the  se c o nd  d e vic e  in the  sa me  wa y.

• WPS wo rks o nly with o the r WPS-e na b le d  de vic e s. Ho we ve r, yo u c a n still a d d  no n-WPS d e vic e s to  a  
ne two rk yo u a lre a dy se t up  using  WPS.

WPS wo rks b y a uto ma tic a lly issuing  a  ra nd o mly-g e ne ra te d  WPA-PSK o r WPA2-PSK p re -sha re d  ke y 

fro m the  re g istra r d e vic e  to  the  e nro lle e  d e vic e s. Whe the r the  ne two rk use s WPA-PSK o r WPA2-PSK 

de pe nd s o n the  de vic e . Yo u c a n c he c k the  c o nfig ura tio n inte rfa c e  o f the  re g istra r d e vic e  to  d isc o ve r 

the  ke y the  ne two rk is using  (if the  d e vic e  supp o rts this fe a ture ). The n, yo u c a n e nte r the  ke y into  the  
no n-WPS de vic e  a nd  jo in the  ne two rk a s no rma l (the  no n-WPS de vic e  must a lso  sup po rt WPA-PSK o r 

WPA2-PSK).

• Whe n yo u use  the  PBC  me tho d , the re  is a  sho rt pe rio d  (fro m the  mo me nt yo u p re ss the  b utto n o n o ne  

de vic e  to  the  mo me nt yo u pre ss the  b utto n o n the  o the r d e vic e ) whe n a ny WPS-e na b le d  de vic e  

c o uld  jo in the  ne two rk. This is b e c a use  the  re g istra r ha s no  wa y o f id e ntifying  the  ‘ c o rre c t’  e nro lle e , 
a nd  c a nno t d iffe re ntia te  b e twe e n yo ur e nro lle e  a nd  a  ro g ue  d e vic e . This is a  po ssib le  wa y fo r a  

ha c ke r to  g a in a c c e ss to  a  ne two rk.

Yo u c a n e a sily c he c k to  se e  if this ha s ha pp e ne d . WPS o nly wo rks simulta ne o usly b e twe e n two  

de vic e s, so  if a no the r d e vic e  ha s e nro lle d  yo ur d e vic e  will b e  una b le  to  e nro ll, a nd  will no t ha ve  

a c c e ss to  the  ne two rk. If this ha pp e ns, o pe n the  a c c e ss p o int’ s c o nfig ura tio n inte rfa c e  a nd  lo o k a t 
the  list o f a sso c ia te d  c lie nts (usua lly d isp la ye d  b y MAC  a dd re ss). It d o e s no t ma tte r if the  a c c e ss p o int 

is the  WPS re g istra r, the  e nro lle e , o r wa s no t invo lve d  in the  WPS ha nd sha ke ; a  ro g ue  d e vic e  must still 

a sso c ia te  with the  a c c e ss po int to  g a in a c c e ss to  the  ne two rk. Che c k the  MAC a d dre sse s o f yo ur WiFi 

c lie nts (usua lly printe d  o n a  la b e l o n the  b o tto m o f the  de vic e ). If the re  is a n unkno wn MAC  a d d re ss 

yo u c a n re mo ve  it o r re se t the  AP.



AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

284

C HA PTER 1 0

Home  Ne tworking

10.1  Home  Ne tworking  Ove rvie w

A Lo c a l Are a  Ne two rk (LAN) is a  sha re d  c o mmunic a tio n syste m to  whic h ma ny c o mp ute rs a re  

a tta c he d . A LAN is usua lly lo c a te d  in o ne  imme d ia te  a re a  suc h a s a  b uild ing  o r flo o r o f a  b uild ing .

The  LAN sc re e ns c a n he lp  yo u c o nfig ure  a  LAN DHCP se rve r a nd  ma na g e  IP a d d re sse s.

Figure  136   Ho me  Ne two rking  Exa mple

10.1.1  Wha t You Can Do  in this Cha pte r

• Use  the  LAN Se tup  sc re e n to  se t the  LAN IP a dd re ss, sub ne t ma sk, a nd  DHC P se tting s (Se c tio n 10.2 o n 

pa g e  286).

• Use  the  Static  DHC P sc re e n to  a ssig n IP a dd re sse s o n the  LAN to  sp e c ific  ind ivid ua l c o mp ute rs b a se d  

o n the ir MAC a d dre sse s (Se c tio n 10.3 o n p a g e  292).

• Use  the  UPnP sc re e n to  e na b le  UPnP (Se c tio n 10.4 o n p a g e  294).

• Use  the  Additional Subne t sc re e n to  c o nfig ure  IP a lia s a nd  p ub lic  sta tic  IP (Se c tio n 10.5 o n p a g e  295).

• Use  the  STB Ve ndor ID sc re e n to  c o nfig ure  the  Ve nd o r IDs o f the  c o nne c te d  Se t To p  Bo x (STB) de vic e s, 

whic h ha ve  the  Zyxe l De vic e  a uto ma tic a lly c re a te  sta tic  DHCP e ntrie s fo r the  STB de vic e s whe n the y 

re q ue st IP a d d re sse s (Se c tio n 10.6 o n p a g e  297).

• Use  the  Wake  on LAN sc re e n to  re mo te ly turn o n a  d e vic e  o n the  ne two rk. (Se c tio n 10.7 o n p a g e  
298).

• Use  the  TFTP Se rve r Na me  sc re e n to  ide ntify a  TFTP se rve r fo r c o nfig ura tio n file  d o wnlo a d  using  DHCP 

o p tio n 66. (Se c tio n 10.8 o n pa g e  298).

10.1.2  Wha t You Ne e d To  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

10.1.2.1  About LAN

IP Addre ss

Simila r to  the  wa y ho use s o n a  stre e t sha re  a  c o mmo n stre e t na me , so  to o  d o  c o mpute rs o n a  LAN sha re  

o ne  c o mmo n ne two rk numb e r. This is kno wn a s a n Inte rne t Pro to c o l a d d re ss.
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Subne t Ma sk

The  sub ne t ma sk sp e c ifie s the  ne two rk numb e r po rtio n o f a n IP a d d re ss. Yo ur Zyxe l De vic e  will c o mpute  

the  sub ne t ma sk a uto ma tic a lly b a se d  o n the  IP a dd re ss tha t yo u e nte re d . Yo u d o  no t ne e d  to  c ha ng e  

the  sub ne t ma sk c o mp ute d  b y the  Zyxe l De vic e  unle ss yo u a re  instruc te d  to  d o  o the rwise .

DHCP

DHC P (Dyna mic  Ho st C o nfig ura tio n Pro to c o l) a llo ws c lie nts to  o b ta in TC P/ IP c o nfig ura tio n a t sta rt-up  

fro m a  se rve r. This Zyxe l De vic e  ha s a  b uilt-in DHCP se rve r c a p a b ility tha t a ssig ns IP a d d re sse s a nd  DNS 

se rve rs to  syste ms tha t sup p o rt DHCP c lie nt c a p a b ility.

DNS

DNS (Do ma in Na me  Syste m) ma p s a  do ma in na me  to  its c o rre spo nd ing  IP a dd re ss a nd  vic e  ve rsa . The  

DNS se rve r is e xtre me ly imp o rta nt b e c a use  witho ut it, yo u must kno w the  IP a dd re ss o f a  c o mpute r 

b e fo re  yo u c a n a c c e ss it. The  DNS se rve r a d dre sse s yo u e nte r whe n yo u se t up  DHC P a re  pa sse d  to  the  

c lie nt ma c hine s a lo ng  with the  a ssig ne d  IP a dd re ss a nd  sub ne t ma sk.

RADVD (Route r Adve rtise me nt Da e mon)

Whe n a n IPv6 ho st se nds a  Ro ute r So lic ita tio n (RS) re q ue st to  d isc o ve r the  a va ila b le  ro ute rs, RADVD with 

Ro ute r Adve rtise me nt (RA) me ssa g e s in re spo nse  to  the  re q ue st. It sp e c ifie s the  minimum a nd  ma ximum 

inte rva ls o f RA b ro a dc a sts. RA me ssa g e s c o nta ining  the  a dd re ss p re fix. IPv6 ho sts c a n b e  g e ne ra te d  

with the  IPv6 p re fix a n IPv6 a dd re ss.

10.1.2.2  About UPnP

How do I know if I a m using  UPnP?

UPnP ha rdwa re  is ide ntifie d  a s a n ic o n in the  Ne two rk Co nne c tio ns fo ld e r (Wind o ws 7). Ea c h UPnP 

c o mpa tib le  de vic e  insta lle d  o n yo ur ne two rk will a pp e a r a s a  se pa ra te  ic o n. Se le c ting  the  ic o n o f a  

UPnP d e vic e  will a llo w yo u to  a c c e ss the  info rma tio n a nd  p ro p e rtie s o f tha t d e vic e .

NAT Tra ve rsa l

UPnP NAT tra ve rsa l a uto ma te s the  pro c e ss o f a llo wing  a n a p p lic a tio n to  o p e ra te  thro ug h NAT. UPnP 

ne two rk de vic e s c a n a uto ma tic a lly c o nfig ure  ne two rk a dd re ssing , a nno unc e  the ir p re se nc e  in the  

ne two rk to  o the r UPnP d e vic e s a nd  e na b le  e xc ha ng e  o f simple  p ro duc t a nd  se rvic e  d e sc rip tio ns. NAT 

tra ve rsa l a llo ws the  fo llo wing :

• Dyna mic  p o rt ma p p ing

• Le a rning  p ub lic  IP a d dre sse s

• Assig ning  le a se  time s to  ma pp ing s

Wind o ws Me sse ng e r is a n e xa mple  o f a n a p p lic a tio n tha t supp o rts NAT tra ve rsa l a nd  UPnP.
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Ca utions with UPnP

The  a uto ma te d  na ture  o f NAT tra ve rsa l a p p lic a tio ns in e sta b lishing  the ir o wn se rvic e s a nd  o p e ning  

fire wa ll po rts ma y pre se nt ne two rk se c urity issue s. Ne two rk info rma tio n a nd  c o nfig ura tio n ma y a lso  b e  

o b ta ine d  a nd  mo d ifie d  b y use rs in so me  ne two rk e nviro nme nts.

Whe n a  UPnP d e vic e  jo ins a  ne two rk, it a nno unc e s its pre se nc e  with a  Multic a st me ssa g e . Fo r se c urity 

re a so ns, the  Zyxe l De vic e  a llo ws Multic a st me ssa g e s o n the  LAN o nly.

All UPnP-e na b le d  d e vic e s ma y c o mmunic a te  fre e ly with e a c h o the r witho ut a d d itio na l c o nfig ura tio n. 

Disa b le  UPnP if this is no t yo ur inte ntio n.

UPnP a nd Zyxe l

Zyxe l ha s a c hie ve d  UPnP c e rtific a tio n fro m the  Unive rsa l Plug  a nd  Pla y Fo rum UPnP™ Imp le me nte rs 

Co rp . (UIC ).

Se e  Se c tio n 10.10 o n p a g e  304 fo r e xa mple s o n insta lling  a nd  using  UPnP.

10.1.3  Be fore  You Be gin

Find  o ut the  MAC a d d re sse s o f yo ur ne two rk d e vic e s if yo u inte nd  to  a dd  the m to  the  DHC P C lie nt List 

sc re e n.

10.2  LAN Se tup

A LAN IP a d dre ss is the  IP a d d re ss o f a  ne two rking  de vic e  in the  LAN. Yo u c a n use  the  Zyxe l De vic e 's LAN 

IP a d d re ss to  a c c e ss its We b  C o nfig ura to r fro m the  LAN. The  DHCP se rve r se tting s d e fine  the  rule s o n 

a ssig ning  IP a d d re sse s to  LAN c lie nts o n yo ur ne two rk.

Use  this sc re e n to  se t the  Lo c a l Are a  Ne two rk IP a d d re ss a nd  sub ne t ma sk o f yo ur Zyxe l De vic e . 

Co nfig ure  DHCP se tting s to  ha ve  the  Zyxe l De vic e  o r a  DHCP se rve r a ssig n IP a d dre sse s to  d e vic e s. C lic k 

Ne twork Se tting  > Home  Ne tworking  to  o pe n the  LAN Se tup sc re e n.

Fo llo w the se  ste p s to  c o nfig ure  yo ur LAN se tting s.

1 Ente r a n IP a dd re ss into  the  IP Addre ss fie ld . The  IP a d d re ss must b e  in d o tte d  d e c ima l no ta tio n. This will 

b e c o me  the  IP a d dre ss o f yo ur Zyxe l De vic e .

2 Ente r the  IP sub ne t ma sk into  the  IP Subne t Mask fie ld . Unle ss instruc te d  o the rwise  it is b e st to  le a ve  this 

a lo ne , the  c o nfig ura to r will a uto ma tic a lly c o mpute  a  sub ne t ma sk b a se d  upo n the  IP a dd re ss yo u 

e nte re d .

3 Clic k Apply to  sa ve  yo ur se tting s.
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Figure  137   Ne two rk Se tting  > Ho me  Ne two rking  > LAN Se tup
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Figure  138   Ne two rk Se tting  > Ho me  Ne two rking  > LAN Se tup  (Co ntinue d )
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The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  76   Ne two rk Se tting  > Ho me  Ne two rking  > LAN Se tup

LABEL DESCRIPTIO N

Inte rfa c e  G ro up

G ro up Na me Se le c t the  inte rfa c e  g ro up tha t yo u wa nt to  c o nfig ure  its LAN se tting s.

LAN IP Se tup

IP Add re ss Ente r the  LAN IP a d d re ss yo u wa nt to  a ssig n to  yo ur Zyxe l De vic e  in do tte d  d e c ima l no ta tio n, 

fo r e xa mple , 192.168.1.1 (fa c to ry d e fa ult).

Sub ne t Ma sk Ente r the  sub ne t ma sk o f yo ur ne two rk in d o tte d  d e c ima l no ta tio n, fo r e xa mp le  

255.255.255.0 (fa c to ry d e fa ult). Yo ur Zyxe l De vic e  a uto ma tic a lly c o mp ute s the  sub ne t ma sk 

b a se d  o n the  IP a dd re ss yo u e nte r, so  do  no t c ha ng e  this fie ld  unle ss yo u a re  instruc te d  to  

d o  so .

IG MP Sno o p ing

Se e  Se c tio n 15.1 o n p a g e  369 fo r mo re  info rma tio n o n IG MP sno o p ing .

Ac tive Se le c t Ena ble  to  a llo w the  Zyxe l De vic e  to  p a ssive ly le a rn multic a st g ro up .

IG MP Mo d e Se le c t Sta nda rd Mo de  to  fo rwa rd  multic a st p a c ke ts to  a  p o rt tha t jo ins the  multic a st g ro up  

a nd  b ro a d c a st unkno wn multic a st p a c ke ts fro m the  WAN to  a ll LAN p o rts.

Se le c t Blo c king  Mode  to  b lo c k a ll unkno wn multic a st p a c ke ts fro m the  WAN.

DHC P Se rve r Sta te

DHC P Se le c t Ena ble  to  ha ve  yo ur Zyxe l De vic e  a ssig n IP a d d re sse s, a n IP d e fa ult g a te wa y a nd  DNS 

se rve rs to  LAN c o mp ute rs a nd  o the r d e vic e s tha t a re  DHCP c lie nts.

If yo u se le c t Disa ble , yo u ne e d  to  ma nua lly c o nfig ure  the  IP a d d re sse s o f the  c o mp ute rs a nd  

o the r d e vic e s o n yo ur LAN.

If yo u se le c t DHCP Re la y, the  Zyxe l De vic e  a c ts a s a  surro g a te  DHC P se rve r a nd  re la ys DHC P 

re q ue sts a nd  re sp o nse s b e twe e n the  re mo te  se rve r a nd  the  c lie nts.

DHC P Re la y Se rve r Ad dre ss

This fie ld  is o nly a va ila b le  whe n yo u se le c t DHCP Re la y in the  DHCP fie ld .

IP Add re ss Ente r the  IPv4 IP a d d re ss o f the  a c tua l re mo te  DHC P se rve r in this fie ld .

IP Add re ssing  Va lue s

The  IP Addre ssing  Va lue s fie ld s a p p e a r o nly whe n yo u se le c t Ena ble  in the  DHCP fie ld .

Be g inning  IP 

Ad d re ss

This fie ld  sp e c ifie s the  first o f the  c o ntig uo us a d d re sse s in the  IP a d d re ss po o l.

Ending  IP Ad d re ss This fie ld  sp e c ifie s the  la st o f the  c o ntig uo us a d d re sse s in the  IP a d d re ss p o o l.

Auto  re se rve  IP fo r 

the  sa me  ho st

Ena b le  this if yo u wa nt to  re se rve  the  IP a dd re ss fo r the  sa me  ho st.

DHC P Se rve r Le a se  Time

This is the  p e rio d  o f time  DHC P-a ssig ne d  a d d re sse s is use d . DHC P a uto ma tic a lly a ssig ns IP a d d re sse s to  c lie nts whe n 

the y lo g  in. DHC P c e ntra lize s IP a d d re ss ma na g e me nt o n c e ntra l c o mp ute rs tha t run the  DHC P se rve r p ro g ra m. 

DHC P le a se s a dd re sse s, fo r a  p e rio d  o f time , whic h me a ns tha t pa st a d d re sse s a re  “ re c yc le d ”  a nd  ma d e  a va ila b le  

fo r future  re a ssig nme nt to  o the r syste ms.

This fie ld  is o nly a va ila b le  whe n yo u se le c t Ena ble  in the  DHCP fie ld .

Da ys/ Ho urs/ Minute s DHC P se rve r le a se s a n a d d re ss to  a  ne w c lie nt d e vic e  fo r a  p e rio d  o f time , c a lle d  the  DHC P 

le a se  time . Whe n the  le a se  e xp ire s, the  DHC P se rve r mig ht a ssig n the  IP a d d re ss to  a  

d iffe re nt c lie nt d e vic e .

DNS Va lue s

This fie ld  a p pe a rs o nly whe n yo u se le c t Ena ble  in the  DHCP fie ld .
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DNS The  Zyxe l De vic e  sup p o rts DNS p ro xy b y d e fa ult. The  Zyxe l De vic e  se nd s o ut its o wn LAN IP 

a d d re ss to  the  DHCP c lie nts a s the  first DNS se rve r a d d re ss. DHCP c lie nts use  this first DNS 

se rve r to  se nd  d o ma in-na me  q ue rie s to  the  Zyxe l De vic e . The  Zyxe l De vic e  se nd s a  re spo nse  

d ire c tly if it ha s a  re c o rd  o f the  d o ma in-na me  to  IP a d d re ss ma p p ing . If it d o e s no t, the  Zyxe l 

De vic e  q ue rie s a n o utsid e  DNS se rve r a nd  re la ys the  re sp o nse  to  the  DHC P c lie nt.

Se le c t DNS Proxy to  ha ve  the  DHC P c lie nts use  the  Zyxe l De vic e ’ s o wn LAN IP a dd re ss. The  

Zyxe l De vic e  wo rks a s a  DNS re la y.

Se le c t Sta tic  if yo u ha ve  the  IP a d dre ss o f a  DNS se rve r. Ente r the  DNS se rve r's IP a d d re ss in 

the  fie ld  to  the  rig ht.

Se le c t From  ISP if yo ur ISP d yna mic a lly a ssig ns DNS se rve r info rma tio n (a nd  the  Zyxe l De vic e 's 

WAN IP a d d re ss).

LAN IPv6 Mo d e  Se tup

IPv6 Ac tive Use  this to  e na b le  o r d isa b le  IPv6 o n the  Zyxe l De vic e .

Whe n IPv6 is use d , the  fo llo wing  fie ld s ne e d  to  b e  se t.

Link Lo c a l Ad dre ss 

Typ e

A link-lo c a l a d d re ss uniq ue ly id e ntifie s a  d e vic e  o n the  lo c a l ne two rk (the  LAN). It is simila r to  

a  “ p riva te  IP a d d re ss”  in IPv6. Yo u c a n ha ve  the  sa me  link-lo c a l a d d re ss o n multip le  

inte rfa c e s o n a  d e vic e . A link-lo c a l unic a st a d d re ss ha s a  p re d e fine d  p re fix o f fe 80::/ 10. The  

link-lo c a l unic a st a d d re ss fo rma t is a s fo llo ws. Se le c t EUI64 to  a llo w the  Zyxe l De vic e  to  

g e ne ra te  a n inte rfa c e  ID fo r the  LAN inte rfa c e ’ s link-lo c a l a d d re ss using  the  EUI-64 fo rma t. 

O the rwise , e nte r a n inte rfa c e  ID fo r the  LAN inte rfa c e ’ s link-lo c a l a d dre ss if yo u se le c t 

Ma nua l.

EUI64 Se le c t this to  ha ve  the  Zyxe l De vic e  g e ne ra te  a n inte rfa c e  ID fo r the  LAN inte rfa c e ’ s link-

lo c a l a d d re ss using  the  EUI-64 fo rma t.

Ma nua l Se le c t this to  ma nua lly e nte r a n inte rfa c e  ID fo r the  LAN inte rfa c e ’ s link-lo c a l a d d re ss.

LAN G lo b a l 

Id e ntifie r Typ e

Se le c t EUI64 to  ha ve  the  Zyxe l De vic e  g e ne ra te  a n inte rfa c e  ID using  the  EUI-64 fo rma t fo r its 

g lo b a l a d d re ss. Se le c t Ma nua l to  ma nua lly e nte r a n inte rfa c e  ID fo r the  LAN inte rfa c e ’ s 

g lo b a l IPv6 a d d re ss.

EUI64 Se le c t this to  ha ve  the  Zyxe l De vic e  g e ne ra te  a n inte rfa c e  ID using  the  EUI-64 fo rma t fo r its 

g lo b a l a d d re ss.

Ma nua l Se le c t this to  ma nua lly e nte r a n inte rfa c e  ID fo r the  LAN inte rfa c e ’ s g lo b a l IPv6 a d d re ss.

LAN IPv6 Pre fix 

Se tup

Se le c t De le g a te  pre fix from  WAN to  a uto ma tic a lly o b ta in a n IPv6 ne two rk p re fix fro m the  

se rvic e  pro vid e r o r a n uplink ro ute r. Se le c t Sta tic  to  c o nfig ure  a  fixe d  IPv6 a d dre ss fo r the  

Zyxe l De vic e ’ s LAN IPv6 a dd re ss.

De le g a te  pre fix 

fro m WAN

Se le c t this o p tio n to  a uto ma tic a lly o b ta in a n IPv6 ne two rk p re fix fro m the  se rvic e  p ro vid e r o r 

a n up link ro ute r.

Sta tic Se le c t this o p tio n to  c o nfig ure  a  fixe d  IPv6 a d d re ss fo r the  Zyxe l De vic e ’ s LAN IPv6 a dd re ss.

MLD Sno o p ing  /  

Multic a st Sno o p ing

Multic a st Liste ne r Disc o ve ry (MLD) a llo ws a n IPv6 switc h o r ro ute r to  d isc o ve r the  p re se nc e  o f 

MLD ho sts who  wish to  re c e ive  multic a st p a c ke ts a nd  the  IP a d dre sse s o f multic a st g ro ups 

the  ho sts wa nt to  jo in o n its ne two rk.

Ac tive C lic k this switc h to  e na b le  o r d isa b le  MLD Sno o p ing  o n the  Zyxe l De vic e . Whe n the  switc h 

g o e s to  the  rig ht the  func tio n is e na b le d . O the rwise , it is no t.

This a llo ws the  Zyxe l De vic e  to  c he c k MLD p a c ke ts p a ssing  thro ug h it a nd  le a rn the  multic a st 

g ro up  me mb e rship . It he lp s re d uc e  multic a st tra ffic .

Ta b le  76   Ne two rk Se tting  > Ho me  Ne two rking  > LAN Se tup  (c o ntinue d )

LABEL DESCRIPTIO N

  Link-lo c a l Unic a st Ad dre ss Fo rma t

1111 1110 10 0 Inte rfa c e  ID

10 b its 54 b its 64 b its



 Cha p te r 10 Ho me  Ne two rking

AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

291

MLD Mo d e Se le c t Sta nda rd Mo de  to  fo rwa rd  multic a st p a c ke ts to  a  po rt tha t jo ins the  multic a st g ro up  

a nd  b ro a d c a st unkno wn multic a st p a c ke ts fro m the  WAN to  a ll LAN p o rts.

Se le c t Blo c king  Mode  to  b lo c k a ll unkno wn multic a st pa c ke ts fro m the  WAN.

LAN IPv6 Ad d re ss 

Assig n Se tup

Se le c t ho w yo u wa nt to  o b ta in a n IPv6 a d d re ss:

Sta te le ss: The  Zyxe l De vic e  use s IPv6 sta te le ss a uto -c o nfig ura tio n. RADVD (Ro ute r 

Ad ve rtise me nt Da e mo n) is e na b le d  to  ha ve  the  Zyxe l De vic e  se nd  IPv6 p re fix info rma tio n in 

ro ute r a dve rtise me nts pe rio d ic a lly a nd  in re spo nse  to  ro ute r so lic ita tio ns. DHC Pv6 se rve r is 

d isa b le d .

Sta te ful: The  Zyxe l De vic e  use s IPv6 sta te ful a uto -c o nfig ura tio n. The  DHC Pv6 se rve r is 

e na b le d  to  ha ve  the  Zyxe l De vic e  a c t a s a  DHC Pv6 se rve r a nd  p a ss IPv6 a d d re sse s to  

DHC Pv6 c lie nts.

LAN IPv6 DNS Assig n 

Se tup

Se le c t ho w the  Zyxe l De vic e  p ro vid e  DNS se rve r a nd  d o ma in na me  info rma tio n to  the  

c lie nts:

From  RA & DHCPv6 Se rve r: The  Zyxe l De vic e  p ro vide s DNS info rma tio n thro ug h b o th ro ute r 

a d ve rtise me nts a nd  DHC Pv6.

From  DHCPv6 Se rve r: The  Zyxe l De vic e  pro vid e s DNS info rma tio n thro ug h DHC Pv6.

From  Ro ute r Adve rtise m e nt: The  Zyxe l De vic e  p ro vid e s DNS info rma tio n thro ug h ro ute r 

a d ve rtise me nts.

DHC Pv6 C o nfig ura tio n

DHC Pv6 Ac tive This sho ws the  sta tus o f the  DHC Pv6. DHCP Se rve r d isp la ys if yo u c o nfig ure d  the  Zyxe l De vic e  

to  a c t a s a  DHC Pv6 se rve r whic h a ssig ns IPv6 a d d re sse s a nd / o r DNS info rma tio n to  c lie nts.

IPv6 Ro ute r Ad ve rtise me nt Sta te

RADVD Ac tive This sho ws whe the r RADVD is e na b le d  o r no t.

IPv6 Ad d re ss Va lue s

IPv6 Sta rt Add re ss This fie ld  sp e c ifie s the  first o f the  c o ntig uo us a d d re sse s in the  IPv6 a d d re ss p o o l.

IPv6 End  Ad dre ss This fie ld  sp e c ifie s the  la st o f the  c o ntig uo us a d d re sse s in the  IPv6 a d d re ss po o l.

IPv6 Do ma in Na me The  fie ld  sp e c ifie s the  d o ma in na me  o f the  IPv6 a dd re ss.

IPv6 DNS Va lue s

IPv6 DNS Se rve r 1 – 3 Sp e c ify the  IP a d d re sse s up  to  thre e  DNS se rve rs fo r the  DHC P c lie nts to  use . Use  o ne  o f the  

fo llo wing  wa ys to  sp e c ify the se  IP a d d re sse s.

Use r De fine d – Se le c t this if yo u ha ve  the  IPv6 a d dre ss o f a  DNS se rve r. Ente r the  DNS se rve r 

IPv6 a dd re sse s the  Zyxe l De vic e  p a sse s to  the  DHC P c lie nts.

From  ISP – Se le c t this if yo ur ISP d yna mic a lly a ssig ns IPv6 DNS se rve r info rma tio n.

Proxy – Se le c t this if the  DHC P c lie nts use  the  IP a d d re ss o f this inte rfa c e  a nd  the  Zyxe l De vic e  

wo rks a s a  DNS re la y.

O the rwise , se le c t None  if yo u d o  no t wa nt to  c o nfig ure  IPv6 DNS se rve rs.

Ta b le  76   Ne two rk Se tting  > Ho me  Ne two rking  > LAN Se tup  (c o ntinue d )

LABEL DESCRIPTIO N
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10.3  Sta tic  DHCP

Whe n a ny o f the  LAN c lie nts in yo ur ne two rk wa nt a n a ssig ne d  fixe d  IP a dd re ss, a d d  a  sta tic  le a se  fo r 

e a c h LAN c lie nt. Kno wing  the  LAN c lie nt’ s MAC a d dre sse s is ne c e ssa ry. This ta b le  a llo ws yo u to  a ssig n IP 

a d d re sse s o n the  LAN to  ind ivid ua l c o mpute rs b a se d  o n the ir MAC  a dd re sse s.

Eve ry Ethe rne t de vic e  ha s a  uniq ue  MAC  (Me d ia  Ac c e ss C o ntro l) a d d re ss. The  MAC  a dd re ss is a ssig ne d  

a t the  fa c to ry a nd  c o nsists o f six p a irs o f he xa de c ima l c ha ra c te rs, fo r e xa mp le , 00:A0:C5:00:00:02.

10.3.1  Be fore  You Be gin

Find  o ut the  MAC a d d re sse s o f yo ur ne two rk d e vic e s if yo u inte nd  to  a dd  the m to  the  Sta tic  DHCP 

sc re e n.

Use  this sc re e n to  c ha ng e  yo ur Zyxe l De vic e ’ s sta tic  DHCP se tting s. Clic k Ne twork Se tting  > Home  

Ne tworking  > Static  DHCP to  o p e n the  fo llo wing  sc re e n.

Figure  139   Ne two rk Se tting  > Ho me  Ne two rking  > Sta tic  DHC P

DNS Q ue ry Sc e na rio Se le c t ho w the  Zyxe l De vic e  ha nd le s c lie nts’  DNS info rma tio n re q ue sts.

IPv4/ IPv6 DNS Se rve r: The  Zyxe l De vic e  fo rwa rd s the  re q ue sts to  b o th the  IPv4 a nd  IPv6 DNS 

se rve rs a nd  se nd s c lie nts the  first DNS info rma tio n it re c e ive s.

IPv6 DNS Se rve r Only: The  Zyxe l De vic e  fo rwa rd s the  re q ue sts to  the  IPv6 DNS se rve r a nd  

se nd s c lie nts the  DNS info rma tio n it re c e ive s.

IPv4 DNS Se rve r Only: The  Zyxe l De vic e  fo rwa rd s the  re q ue sts to  the  IPv4 DNS se rve r a nd  

se nd s c lie nts the  DNS info rma tio n it re c e ive s.

IPv6 DNS Se rve r First: The  Zyxe l De vic e  fo rwa rd s the  re q ue sts to  the  IPv6 DNS se rve r first a nd  

the n the  IPv4 DNS se rve r. The n it se nd s c lie nts the  first DNS info rma tio n it re c e ive s.

IPv4 DNS Se rve r First: The  Zyxe l De vic e  fo rwa rd s the  re q ue sts to  the  IPv4 DNS se rve r first a nd  

the n the  IPv6 DNS se rve r. The n it se nd s c lie nts the  first DNS info rma tio n it re c e ive s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ta b le  76   Ne two rk Se tting  > Ho me  Ne two rking  > LAN Se tup  (c o ntinue d )

LABEL DESCRIPTIO N
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

If yo u c lic k Sta tic  DHCP Config ura tion in the  Sta tic  DHCP sc re e n, the  fo llo wing  sc re e n d isp la ys. Using  a  

sta tic  DHCP me a ns a  LAN c lie nt will a lwa ys ha ve  the  sa me  IP a dd re ss a ssig ne d  to  it b y the  DHC P se rve r. 

Assig n a  fixe d  IP a dd re ss to  a  c lie nt d e vic e  b y se le c ting  the  inte rfa c e  g ro up  o f this c lie nt d e vic e  a nd  its IP 

a d d re ss typ e  a nd  se le c ting  the  d e vic e / c o mp ute r fro m a  list o r ma nua lly e nte ring  its MAC a d dre ss a nd  

a ssig ne d  IP a d dre ss.

Figure  140   Ne two rk Se tting  > Ho me  Ne two rking  > Sta tic  DHC P: Sta tic  DHCP Co nfig ura tio n

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  77   Ne two rk Se tting  > Ho me  Ne two rking  > Sta tic  DHC P

LABEL DESCRIPTIO N

Sta tic  DHC P 

C o nfig ura tio n

C lic k this to  c o nfig ure  a  sta tic  DHC P e ntry.

# This is the  ind e x numb e r o f the  e ntry.

Sta tus This fie ld  d isp la ys whe the r the  c lie nt is c o nne c te d  to  the  Zyxe l De vic e .

MAC  Add re ss The  MAC  (Me d ia  Ac c e ss C o ntro l) o r Ethe rne t a d d re ss o n a  LAN (Lo c a l Are a  Ne two rk) is 

uniq ue  to  yo ur c o mp ute r (six p a irs o f he xa d e c ima l no ta tio n).

A ne two rk inte rfa c e  c a rd  suc h a s a n Ethe rne t a d a p te r ha s a  ha rd wire d  a d dre ss tha t is 

a ssig ne d  a t the  fa c to ry. This a d d re ss fo llo ws a n ind ustry sta nd a rd  tha t e nsure s no  o the r 

a d a p te r ha s a  simila r a d d re ss.

IP Add re ss This fie ld  d isp la ys the  IP a d dre ss re la tive  to  the  #  fie ld  liste d  a b o ve .

Mo d ify C lic k the  Edit ic o n to  c o nfig ure  the  c o nne c tio n.

C lic k the  De le te  ic o n to  re mo ve  the  c o nne c tio n.

Ta b le  78   Ne two rk Se tting  > Ho me  Ne two rking  > Sta tic  DHC P: Sta tic  DHCP Co nfig ura tio n

LABEL DESCRIPTIO N

Ac tive Se le c t Ena ble  to  a c tiva te  sta tic  DHC P in yo ur Zyxe l De vic e .

G ro up Na me Se le c t the  inte rfa c e  g ro up  fo r whic h yo u wa nt to  c o nfig ure  the  sta tic  DHC P se tting s.

IP Typ e The  IP Type  is no rma lly IPv4 (no n-c o nfig ura b le ).

Se le c t De vic e  Info Se le c t b e twe e n Ma nua l Input whic h a llo ws yo u to  e nte r the  ne xt two  fie ld s (MAC Addre ss 

a nd  IP Addre ss); o r se le c t a n e xisting  LAN d e vic e  to  sho w its MAC  a d d re ss a nd  IP a d dre ss.
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10.4  UPnP

Unive rsa l Plug  a nd  Pla y (UPnP) is a n o pe n ne two rking  sta nda rd  tha t use s TCP/ IP fo r simp le  pe e r-to -p e e r 

ne two rk c o nne c tivity b e twe e n ne two rking  de vic e s o r so ftwa re  a pp lic a tio ns whic h ha ve  UPnP e na b le d . 

A UPnP d e vic e  c a n d yna mic a lly jo in a  ne two rk, o b ta in a n IP a dd re ss, a d ve rtise  its se rvic e s, a nd  le a rn 

a b o ut o the r d e vic e s o n the  ne two rk. A d e vic e  c a n a lso  le a ve  a  ne two rk a uto ma tic a lly whe n it is no  

lo ng e r in use .

Se e  Se c tio n 10.10 o n p a g e  304 fo r mo re  info rma tio n o n UPnP.

No te : To  use  UPnP NAT- T, e na b le  NAT in the  Ne twork Se tting  > Bro a dba nd > Edit o r Add Ne w 

WAN Inte rfa c e  sc re e n.

Use  the  fo llo wing  sc re e n to  c o nfig ure  the  UPnP se tting s o n yo ur Zyxe l De vic e . C lic k Ne twork Se tting  > 

Home  Ne tworking  > UPnP to  d isp la y the  sc re e n sho wn ne xt.

Figure  141   Ne two rk Se tting  > Ho me  Ne two rking  > UPnP

MAC  Add re ss Ente r the  MAC  a d d re ss o f a  c o mp ute r o n yo ur LAN if yo u se le c t Ma nua l Input in the  p re vio us 

fie ld .

IP Add re ss Ente r the  IP a d dre ss tha t yo u wa nt to  a ssig n to  the  c o mpute r o n yo ur LAN with the  MAC  

a d d re ss tha t yo u will a lso  sp e c ify if yo u se le c t Ma nua l Input in the  p re vio us fie ld .

O K C lic k OK to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ta b le  78   Ne two rk Se tting  > Ho me  Ne two rking  > Sta tic  DHC P: Sta tic  DHCP Co nfig ura tio n (c o ntinue d )

LABEL DESCRIPTIO N
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

10.5  LAN Additiona l Subne t

Use  this sc re e n to  c o nfig ure  IP a lia s a nd  p ub lic  sta tic  IP.

IP a lia s a llo ws yo u to  p a rtitio n a  physic a l ne two rk into  d iffe re nt lo g ic a l ne two rks o ve r the  sa me  Ethe rne t 

inte rfa c e . The  Zyxe l De vic e  sup p o rts multip le  lo g ic a l LAN inte rfa c e s thro ug h its physic a l Ethe rne t 

inte rfa c e  with the  Zyxe l De vic e  itse lf a s the  g a te wa y fo r the  LAN ne two rk. Whe n yo u use  IP a lia s, yo u c a n 

a lso  c o nfig ure  fire wa ll rule s to  c o ntro l a c c e ss to  the  LAN's lo g ic a l ne two rk (sub ne t).

If yo ur ISP p ro vide s the  Public  LAN se rvic e , the  Zyxe l De vic e  ma y use  a  LAN IP a d dre ss tha t c a n b e  

a c c e sse d  fro m the  WAN.

Clic k Ne twork Se tting  > Home  Ne tworking  > Additiona l Subnet to  d isp la y the  sc re e n sho wn ne xt.

Ta b le  79   Ne two rk Se tting s > Ho me  Ne two rking  > UPnP

LABEL DESCRIPTIO N

UPnP Sta te

UPnP Se le c t Ena ble  to  a c tiva te  UPnP. Be  a wa re  tha t a nyo ne  c o uld  use  a  UPnP a p plic a tio n to  o pe n 

the  We b  C o nfig ura to r's lo g in sc re e n witho ut e nte ring  the  Zyxe l De vic e 's IP a d dre ss (a ltho ug h 

yo u must still e nte r the  p a sswo rd  to  a c c e ss the  We b  C o nfig ura to r).

UPnP NAT-T Sta te

UPnP NAT-T Se le c t Ena ble  to  a c tiva te  UPnP with NAT e na b le d . UPnP NAT tra ve rsa l a uto ma te s the  p ro c e ss 

o f a llo wing  a n a p p lic a tio n to  o pe ra te  thro ug h NAT. UPnP ne two rk d e vic e s c a n a uto ma tic a lly 

c o nfig ure  ne two rk a dd re ssing , a nno unc e  the ir pre se nc e  in the  ne two rk to  o the r UPnP d e vic e s 

a nd  e na b le  e xc ha ng e  o f simp le  p ro d uc t a nd  se rvic e  d e sc rip tio ns.

# This fie ld  d isp la ys the  inde x numb e r o f the  e ntry.

De sc rip tio n This fie ld  d isp la ys the  de sc rip tio n o f the  UPnP NAT-T c o nne c tio n.

De stina tio n IP 

Ad d re ss

This fie ld  d isp la ys the  IP a d dre ss o f the  o the r c o nne c te d  UPnP-e na b le d  d e vic e .

Exte rna l Po rt This fie ld  d isp la ys the  e xte rna l p o rt numb e r tha t id e ntifie s the  se rvic e .

Inte rna l Po rt This fie ld  d isp la ys the  inte rna l p o rt numb e r tha t ide ntifie s the  se rvic e .

Pro to c o l This fie ld  d isp la ys the  pro to c o l o f the  NAT ma p p ing  rule . C ho ic e s a re  TCP o r UDP.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k Ca nc e l to  re sto re  yo ur pre vio usly sa ve d  se tting s.
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Figure  142   Ne two rk Se tting  > Ho me  Ne two rking  > Ad d itio na l Sub ne t

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  80   Ne two rk Se tting  > Ho me  Ne two rking  > Ad d itio na l Sub ne t

LABEL DESCRIPTIO N

IP Alia s Se tup

G ro up Na me Se le c t the  inte rfa c e  g ro up  na me  fo r whic h yo u wa nt to  c o nfig ure  the  IP a lia s se tting s.

Ac tive C lic k this switc h to  e na b le  a  lo g ic a l LAN fo r the  Zyxe l De vic e . Whe n this is e na b le d , the  fo llo wing  

fie ld s will b e  c o nfig ura b le .

IPv4 Ad d re ss Ente r the  IP a dd re ss o f yo ur Zyxe l De vic e  in d o tte d  d e c ima l no ta tio n.

Sub ne t Ma sk Yo ur Zyxe l De vic e  will a uto ma tic a lly c a lc ula te  the  sub ne t ma sk b a se d  o n the  IPv4 a d d re ss tha t 

yo u a ssig n. Unle ss yo u a re  imp le me nting  sub ne tting , use  this va lue  c o mp ute d  b y the  Zyxe l 

De vic e .

Pub lic  LAN

Ac tive C lic k this switc h to  e na b le  o r d isa b le  the  Pub lic  LAN fe a ture .

Yo ur ISP must supp o rt Pub lic  LAN a nd  sta tic  IP.

IPv4 Ad d re ss Ente r the  p ub lic  IP a d d re ss pro vid e d  b y yo ur ISP.



 Cha p te r 10 Ho me  Ne two rking

AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

297

10.6  STB Ve ndor ID

Use  this sc re e n to  c o nfig ure  the  Ve ndo r IDs o f c o nne c te d  Se t To p  Bo xe s (STBs) so  the  Zyxe l De vic e  c a n 

a uto ma tic a lly c re a te  sta tic  DHC P e ntrie s fo r the m whe n the y re q ue st IP a dd re sse s.

C lic k Ne twork Se tting  > Home  Ne tworking  > STB Ve ndor ID to  o pe n this sc re e n.

Figure  143   Ne two rk Se tting  > Ho me  Ne two rking  > STB Ve nd o r ID

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Sub ne t Ma sk Ente r the  p ub lic  IPv4 sub ne t ma sk p ro vid e d  b y yo ur ISP.

O ffe r Pub lic  IP 

b y DHC P

C lic k this switc h to  e na b le  the  Zyxe l De vic e  to  p ro vid e  p ub lic  IP a d d re sse s b y DHC P se rve r. 

O the rwise , c lic k to  d isa b le .

Ena b le  ARP 

Pro xy

C lic k this switc h to  e na b le  the  Ad d re ss Re so lutio n Pro to c o l (ARP) pro xy. O the rwise , c lic k to  

d isa b le .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  80   Ne two rk Se tting  > Ho me  Ne two rking  > Ad d itio na l Sub ne t (c o ntinue d )

LABEL DESCRIPTIO N

Ta b le  81   Ne two rk Se tting  > Ho me  Ne two rking  > STB Ve nd o r ID

LABEL DESCRIPTIO N

Ve nd o r ID 1 – 5 The se  a re  STB’ s Ve nd o r C la ss Id e ntifie rs (DHC P o ptio n 60). A Ve ndo r C la ss Ide ntifie r is usua lly 

use d  to  info rm the  DHC P se rve r a  DHC P c lie nt’ s ve ndo r a nd  func tio na lity.

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.
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10.7  Wa ke  on LAN

Wa ke  o n LAN (Wo L) a llo ws yo u to  re mo te ly turn o n a  de vic e  o n the  ne two rk, suc h a s a  c o mp ute r, 

sto ra g e  d e vic e  o r me d ia  se rve r. To  use  this fe a ture , the  re mo te  ha rd wa re  (fo r e xa mple  the  ne two rk 

a d a pte r o n a  c o mp ute r) must sup po rt Wa ke  o n LAN using  the  ‘ Ma g ic  Pa c ke t’  me tho d .

Yo u ne e d  to  kno w the  MAC a d d re ss o f the  LAN de vic e . It ma y b e  o n a  la b e l o n the  LAN de vic e .

C lic k Ne twork Se tting  > Home  Ne tworking  > Wa ke  on LAN to  o p e n this sc re e n.

Figure  144   Ne two rk Se tting  > Ho me  Ne two rking  > Wa ke  o n LAN

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

10.8  TFTP Se rve r Name

Use  the  TFTP Se rve r Na me  sc re e n to  ide ntify a  TFTP se rve r fo r c o nfig ura tio n file  d o wnlo a d  using  DHCP 

o p tio n 66. RFC 2132 de fine s the  o p tio n 66 o p e n sta nd a rd . DHC P o p tio n 66 sup po rts the  IP a d dre ss o r the  

ho st na me  o f a  sing le  TFTP se rve r.

C lic k Ne twork Se tting  > Home  Ne tworking  > TFTP Se rve r Na me  to  o p e n this sc re e n.

Ta b le  82   Ne two rk Se tting  > Ho me  Ne two rking  > Wa ke  o n LAN

LABEL DESCRIPTION

Wa ke  b y 

Ad d re ss

Se le c t Ma nua l a nd  e nte r the  IP a d dre ss o r MAC  a dd re ss o f the  LAN d e vic e  to  turn it o n re mo te ly. 

The  d ro p-d o wn list a lso  lists the  IP a d d re sse s tha t c a n b e  fo und  in the  Zyxe l De vic e ’ s ARP ta b le . If 

yo u se le c t a n IP a d d re ss, the  MAC  a d d re ss o f the  LAN d e vic e  with the  se le c te d  IP a d dre ss the n 

d isp la ys in the  MAC Addre ss fie ld .

IP Add re ss Ente r the  IPv4 IP a d d re ss o f the  LAN de vic e  to  turn it o n.

This fie ld  is no t a va ila b le  if yo u se le c t a n IP a d d re ss in the  Wa ke  by Addre ss fie ld .

MAC  Add re ss Ente r the  MAC  a d d re ss o f the  LAN d e vic e  to  turn it o n. A MAC  a d d re ss c o nsists o f six 

he xa de c ima l c ha ra c te r p a irs.

Wa ke  Up C lic k this to  se nd  a  Wo L ma g ic  pa c ke t to  wa ke  up  the  spe c ifie d  LAN d e vic e .
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Figure  145   Ne two rk Se tting  > Ho me  Ne two rking  > TFTP Se rve r Na me

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Any Port Any Se rvic e  (APAS) a llo ws a  LAN d e vic e  to  use  a ny a va ila b le  p o rt to  a c c e ss a ny a va ila b le  

se rvic e  fro m a  re mo te  WAN d e vic e . Typ ic a lly, a  LAN de vic e , suc h a s a  Se t To p  Bo x (STB), wo uld  ha ve  to  

use  a  spe c ific  p o rt to  a c c e ss vid e o  stre a ms fro m a  vide o  se rve r. With APAS, the  vide o  stre a ms o nly ne e d  

to  b e  re c e ive d  thro ug h the  spe c ifie d  Brid g e  WAN inte rfa c e  fo r the  LAN de vic e  sp e c ifie d  in the  APAS 

rule . Yo u c a n c o nne c t the  LAN de vic e  to  a ny LAN p o rt. Othe r LAN d e vic e s c a n a c c e ss the  Inte rne t using  

the  d e fa ult g a te wa y.

Unlike  Port Forwarding , whic h fo rwa rd s tra ffic  b a se d  o n p o rt numb e rs, yo u do  no t ne e d  to  kno w the  p o rt 

numb e r fo r the  vid e o  tra ffic  fro m the  IPTV se rve r. Yo u just se le c t the  LAN de vic e  ho st na me  o r e nte r its 

MAC a d d re ss a nd  se le c t a  Brid g e  WAN inte rfa c e .

Use  the  wild c a rd  '*' fo r a  ra ng e  o f MAC  a d d re sse s fo r multip le  LAN d e vic e s. Fo r e xa mp le , e nte r 

00:13:49:*:*:* fo r a ll LAN de vic e s fro m a  ve ndo r with the  MAC OUI 00:13:49. (ra ng e ). Any de vic e  with tha t 

MAC OUI a a :b b :c c  c o nne c te d  to  a ny LAN p o rt o n the  Zyxe l De vic e  c a n a c c e ss se rvic e s o r c a n b e  

a c c e sse d  fo r se rvic e s thro ug h the  spe c ifie d  Brid g e  WAN inte rfa c e . Fo r e xa mp le , the  LAN de vic e  c o uld  

b e  a n STB re c e iving  vid e o  stre a ms fro m a  vid e o  se rve r, o r it c o uld  b e  a  se rve r, a llo wing  a c c e ss to  it 

thro ug h the  sp e c ifie d  Bridg e  WAN inte rfa c e .

No te : Yo u must c o nfig ure  a  Brid g e  WAN inte rfa c e  in a d va nc e .

Ta b le  83   Ne two rk Se tting  > Ho me  Ne two rking  > TFTP Se rve r Na me

LABEL DESCRIPTION

TFTP Se rve r 

Na me

Ente r the  IP a d d re ss o r the  ho st na me  o f a  sing le  TFTP se rve r.

C a nc e l C lic k Ca nc e l to  re sto re  yo ur pre vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.
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As APAS a llo ws inc o ming  tra ffic  fro m a ny po rt to  a c c e ss a ny se rvic e  o n a  c o nfig ure d  LAN d e vic e , it ma y 

b e  d iffic ult to  d isting uish b e twe e n a p pro pria te  a nd  ma lic io us tra ffic  g o ing  to  the  LAN d e vic e . Ma ke  sure  

to  p ro pe rly c o nfig ure  fire wa ll rule s to  p ro te c t the  LAN d e vic e , a nd  mo nito r ne two rk tra ffic  fo r susp ic io us 

a c tivity. 

C lic k Ne twork Se tting  > Home  Ne tworking  > APAS to  o pe n this sc re e n.

Ne two rk Se tting  > Ho me  Ne two rking  > APAS

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

10.8.1  Add APAS

Use  this sc re e n to  c re a te  a  ne w MAC  rule . C lic k Ne twork Se tting  > Home  Ne tworking  > APAS > Add Ne w 

MAC Rule  to  o pe n the  fo llo wing  sc re e n.

Ta b le  84   Ne two rk Se tting  > Ho me  Ne two rking  > APAS

LABEL DESCRIPTION

Ena b le C lic k Ena ble  to  a c tiva te  APAS.

Ad d  ne w MAC  Rule C lic k this b utto n to  a d d  a  ne w MAC  rule . Yo u c a n c re a te  up  to  e ig ht MAC  rule s.

# This is the  inde x numb e r.

Na me This is the  na me  o f the  rule .

MAC  Rule This is the  LAN ho st MAC  a dd re ss tha t is a p p lie d  to  the  rule .

WAN Inte rfa c e This is the  b rid g e  WAN inte rfa c e  fo r inc o ming  tra ffic .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  c ha ng e s.

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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Figure  146   Ne two rk Se tting  > Ho me  Ne two rking  > APAS > Add  Ne w MAC  Rule

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

10.9  Te c hnic a l Re fe re nc e

This se c tio n p ro vide s so me  te c hnic a l b a c kg ro und  info rma tio n a b o ut the  to p ic s c o ve re d  in this c ha pte r.

LANs, WANs a nd the  Zyxe l De vic e

The  a c tua l p hysic a l c o nne c tio n d e te rmine s whe the r the  Zyxe l De vic e  po rts a re  LAN o r WAN p o rts. The re  

a re  two  se pa ra te  IP ne two rks, o ne  inside  the  LAN ne two rk a nd  the  o the r o utsid e  the  WAN ne two rk a s 

sho wn ne xt.

Ta b le  85   Ne two rk Se tting  > Ho me  Ne two rking  > APAS > Add  Ne w MAC Rule

LABEL DESC RIPTIO N

Ena b le C lic k this to  e na b le  APAS o n the  Zyxe l De vic e .

Na me Ente r a  na me  o f up  to  64 c ha ra c te rs fo r the  APAS rule  to  this ho st(s). Allo we d  

c ha ra c te rs fo r Na me  inc lud e  the  fo llo wing  within q uo te s: " !# %()*+,-./

0123456789:=? @ ABC DEFG HIJKLMNO PQ RSTUVWXYZ[\\]_a b c de fg hijklmno pq rstuvwx

yz{}~"

Se le c t De vic e  Info Se le c t a  c o nne c te d  LAN ho st o r se le c t Ma nua l Input to  e nte r the  MAC  a d d re ss o f a  

c lie nt tha t is no t ye t c o nne c te d  a nd  do e s no t d isp la y in Co nne c tio n Sta tus > 

Co nne c tivity.

MAC  Rule If yo u se le c te d  Ma nua l Input fo r Se le c t De vic e  Info , the n e nte r the  LAN ho st MAC  

a d d re ss he re . Yo u c a n use  the  wild c a rd  '*' fo r a  MAC  a d dre ss ra ng e . Fo r e xa mple , 

e nte r 00:13:49:*:*:* fo r a ll LAN d e vic e s fro m a  ve nd o r with the  MAC  O UI 00:13:49.

Brid g e  WAN Na me Se le c t a  Brid g e  WAN inte rfa c e  fo r inc o ming  tra ffic  to  a p p ly the  rule . Yo u must ha ve  

c re a te d  a t le a st o ne  Brid g e  WAN inte rfa c e  in Ne twork Se tting  > Broa dba nd  sc re e n.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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Figure  147   LAN a nd  WAN IP Add re sse s

10.9.1  DHCP Se tup

DHC P (Dyna mic  Ho st Co nfig ura tio n Pro to c o l, RFC  2131 a nd  RFC 2132) a llo ws ind ivid ua l c lie nts to  o b ta in 

TCP/ IP c o nfig ura tio n a t sta rt-up  fro m a  se rve r. Yo u c a n c o nfig ure  the  Zyxe l De vic e  a s a  DHCP se rve r o r 

d isa b le  it. Whe n c o nfig ure d  a s a  se rve r, the  Zyxe l De vic e  p ro vide s the  TCP/ IP c o nfig ura tio n fo r the  

c lie nts. If yo u turn DHCP se rvic e  o ff, yo u must ha ve  a no the r DHCP se rve r o n yo ur LAN, o r e lse  the  

c o mpute r must b e  ma nua lly c o nfig ure d .

IP Pool Se tup

The  Zyxe l De vic e  is p re -c o nfig ure d  with a  p o o l o f IP a d d re sse s fo r the  DHCP c lie nts (DHC P Po o l). Se e  the  

pro d uc t sp e c ific a tio ns in the  a p pe nd ic e s. Do  no t a ssig n sta tic  IP a d d re sse s fro m the  DHC P p o o l to  yo ur 

LAN c o mpute rs.

10.9.2  DNS Se rve r Addre sse s

DNS (Do ma in Na me  Syste m) ma p s a  do ma in na me  to  its c o rre spo nd ing  IP a dd re ss a nd  vic e  ve rsa . The  

DNS se rve r is e xtre me ly imp o rta nt b e c a use  witho ut it, yo u must kno w the  IP a dd re ss o f a  c o mpute r 

b e fo re  yo u c a n a c c e ss it. The  DNS se rve r a d dre sse s yo u e nte r whe n yo u se t up  DHC P a re  pa sse d  to  the  

c lie nt ma c hine s a lo ng  with the  a ssig ne d  IP a dd re ss a nd  sub ne t ma sk.

The re  a re  two  wa ys tha t a n ISP d isse mina te s the  DNS se rve r a d d re sse s.

• The  ISP te lls yo u the  DNS se rve r a d dre sse s, usua lly in the  fo rm o f a n info rma tio n she e t, whe n yo u sig n 

up . If yo ur ISP g ive s yo u DNS se rve r a dd re sse s, e nte r the m in the  DNS Se rve r fie ld s in the  DHCP Se tup 

sc re e n.

• So me  ISPs c ho o se  to  d isse mina te  the  DNS se rve r a d d re sse s using  the  DNS se rve r e xte nsio ns o f IPCP (IP 

Co ntro l Pro to c o l) a fte r the  c o nne c tio n is up . If yo ur ISP d id  no t g ive  yo u e xp lic it DNS se rve rs, c ha nc e s 

a re  the  DNS se rve rs a re  c o nve ye d  thro ug h IPC P ne g o tia tio n. The  Zyxe l De vic e  supp o rts the  IPC P DNS 

se rve r e xte nsio ns thro ug h the  DNS pro xy fe a ture .

Ple a se  no te  tha t DNS p ro xy wo rks o nly whe n the  ISP use s the  IPCP DNS se rve r e xte nsio ns. It do e s no t 
me a n yo u c a n le a ve  the  DNS se rve rs o ut o f the  DHCP se tup  unde r a ll c irc umsta nc e s. If yo ur ISP g ive s 

yo u e xp lic it DNS se rve rs, ma ke  sure  tha t yo u e nte r the ir IP a d d re sse s in the  DHC P Se tup sc re e n.
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10.9.3  LAN TCP/ IP

The  Zyxe l De vic e  ha s b uilt-in DHC P se rve r c a pa b ility tha t a ssig ns IP a dd re sse s a nd  DNS se rve rs to  syste ms 

tha t sup po rt DHCP c lie nt c a pa b ility.

IP Addre ss a nd Subne t Ma sk

Simila r to  the  wa y ho use s o n a  stre e t sha re  a  c o mmo n stre e t na me , so  to o  d o  c o mpute rs o n a  LAN sha re  

o ne  c o mmo n ne two rk numb e r.

Whe re  yo u o b ta in yo ur ne two rk numb e r d e pe nds o n yo ur p a rtic ula r situa tio n. If the  ISP o r yo ur ne two rk 

a d ministra to r a ssig ns yo u a  b lo c k o f re g iste re d  IP a d d re sse s, fo llo w the ir instruc tio ns in se le c ting  the  IP 

a d d re sse s a nd  the  sub ne t ma sk.

If the  ISP d id  no t e xp lic itly g ive  yo u a n IP ne two rk numb e r, the n mo st like ly yo u ha ve  a  sing le  use r 

a c c o unt a nd  the  ISP will a ssig n yo u a  dyna mic  IP a dd re ss whe n the  c o nne c tio n is e sta b lishe d . If this is 

the  c a se , it is re c o mme nd e d  tha t yo u se le c t a  ne two rk numb e r fro m 192.168.0.0 to  192.168.255.0 a nd  

yo u must e na b le  the  Ne two rk Ad d re ss Tra nsla tio n (NAT) fe a ture  o f the  Zyxe l De vic e . The  Inte rne t 

Assig ne d  Numb e r Autho rity (IANA) re se rve d  this b lo c k o f a d dre sse s sp e c ific a lly fo r p riva te  use ; p le a se  do  

no t use  a ny o the r numb e r unle ss yo u a re  to ld  o the rwise . Le t's sa y yo u se le c t 192.168.1.0 a s the  ne two rk 

numb e r; whic h c o ve rs 254 ind ividua l a d dre sse s, fro m 192.168.1.1 to  192.168.1.254 (ze ro  a nd  255 a re  

re se rve d ). In o the r wo rd s, the  first thre e  numb e rs sp e c ify the  ne two rk numb e r while  the  la st numb e r 

id e ntifie s a n ind ivid ua l c o mp ute r o n tha t ne two rk.

Onc e  yo u ha ve  de c id e d  o n the  ne two rk numb e r, p ic k a n IP a d dre ss tha t is e a sy to  re me mb e r, fo r 

insta nc e , 192.168.1.1, fo r yo ur Zyxe l De vic e , b ut ma ke  sure  tha t no  o the r d e vic e  o n yo ur ne two rk is using  

tha t IP a dd re ss.

The  sub ne t ma sk sp e c ifie s the  ne two rk numb e r po rtio n o f a n IP a d d re ss. Yo ur Zyxe l De vic e  will c o mpute  

the  sub ne t ma sk a uto ma tic a lly b a se d  o n the  IP a dd re ss tha t yo u e nte re d . Yo u d o  no t ne e d  to  c ha ng e  

the  sub ne t ma sk c o mp ute d  b y the  Zyxe l De vic e  unle ss yo u a re  instruc te d  to  d o  o the rwise .

Priva te  IP Addre sse s

Eve ry ma c hine  o n the  Inte rne t must ha ve  a  uniq ue  a d d re ss. If yo ur ne two rks a re  iso la te d  fro m the  

Inte rne t, fo r e xa mp le , o nly b e twe e n yo ur two  b ra nc h o ffic e s, yo u c a n a ssig n a ny IP a dd re sse s to  the  

ho sts witho ut pro b le ms. Ho we ve r, the  Inte rne t Assig ne d  Numb e rs Autho rity (IANA) ha s re se rve d  the  

fo llo wing  thre e  b lo c ks o f IP a d d re sse s spe c ific a lly fo r p riva te  ne two rks:

• 10.0.0.0     — 10.255.255.255

• 172.16.0.0   — 172.31.255.255

• 192.168.0.0 — 192.168.255.255

Yo u c a n o b ta in yo ur IP a d d re ss fro m the  IANA, fro m a n ISP o r it c a n b e  a ssig ne d  fro m a  p riva te  ne two rk. 

If yo u b e lo ng  to  a  sma ll o rg a niza tio n a nd  yo ur Inte rne t a c c e ss is thro ug h a n ISP, the  ISP c a n p ro vide  yo u 

with the  Inte rne t a d dre sse s fo r yo ur lo c a l ne two rks. On the  o the r ha nd , if yo u a re  p a rt o f a  muc h la rg e r 

o rg a niza tio n, yo u sho uld  c o nsult yo ur ne two rk a d ministra to r fo r the  a pp ro pria te  IP a dd re sse s.

No te : Re g a rd le ss o f yo ur p a rtic ula r situa tio n, d o  no t c re a te  a n a rb itra ry IP a d d re ss; a lwa ys 
fo llo w the  g uid e line s a b o ve . Fo r mo re  info rma tio n o n a d d re ss a ssig nme nt, p le a se  re fe r 
to  RFC  1597, “ Ad d re ss Allo c a tio n fo r Priva te  Inte rne ts”  a nd  RFC  1466, “G uid e line s fo r 
Ma na g e me nt o f IP Ad d re ss Sp a c e ” .
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10.10  Turn on UPnP in Windows 10 Example

This se c tio n sho ws yo u ho w to  use  the  UPnP fe a ture  in Wind o ws 10. UPnP se rve r is insta lle d  in Wind o ws 10. 

Ac tiva te  UPnP o n the  Zyxe l De vic e  b y c lic king  Ne twork Se tting  > Hom e  Ne tworking  > UPnP.

Ma ke  sure  the  c o mpute r is c o nne c te d  to  the  LAN p o rt o f the  Zyxe l De vic e . Turn o n yo ur c o mp ute r a nd  

the  Zyxe l De vic e .

1 Clic k the  sta rt ic o n, Se tting s a nd  the n Ne twork & Inte rne t.

2 Clic k Ne twork and Sha ring  C ente r.
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3 Clic k Cha ng e  adva nc e d sha ring  se tting s.

4 Und e r Dom ain, se le c t Turn on ne twork disc ove ry a nd  c lic k Sa ve  C ha ng e s. Ne two rk d isc o ve ry a llo ws yo ur 

c o mpute r to  find  o the r c o mp ute rs a nd  d e vic e s o n the  ne two rk a nd  o the r c o mpute rs o n the  ne two rk to  

find  yo ur c o mpute r. This ma ke s it e a sie r to  sha re  file s a nd  printe rs.
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10.10.1  Auto- disc ove r Your UPnP- e na ble d Ne twork De vic e

Be fo re  yo u fo llo w  the se  ste ps, ma ke  sure  yo u a lre a d y ha ve  UPnP a c tiva te d  o n the  Zyxe l De vic e  a nd  in 

yo ur c o mpute r.

Ma ke  sure  yo ur c o mp ute r is c o nne c te d  to  the  LAN po rt o f the  Zyxe l De vic e .

1 Op e n File  Explore r a nd  c lic k Ne twork.

2 Rig ht-c lic k the  Zyxe l De vic e  ic o n a nd  se le c t Prope rtie s.
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Figure  148   Ne two rk Co nne c tio ns

3 In the  Inte rne t Conne c tion Prope rtie s wind o w, c lic k Setting s to  se e  p o rt ma p p ing s.

Figure  149   Inte rne t Co nne c tio n Pro pe rtie s

4 Yo u ma y e d it o r d e le te  the  p o rt ma p p ing s o r c lic k Add to  ma nua lly a d d  p o rt ma p p ing s.
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Figure  150   Inte rne t Co nne c tio n Pro pe rtie s: Ad va nc e d  Se tting s

Figure  151   Inte rne t Co nne c tio n Pro pe rtie s: Ad va nc e d  Se tting s: Add

No te : Whe n the  UPnP-e na b le d  d e vic e  is d isc o nne c te d  fro m yo ur c o mp ute r, a ll p o rt 
ma p p ing s will b e  d e le te d  a uto ma tic a lly.

5 Clic k OK. Che c k the  ne two rk ic o n o n the  syste m tra y to  se e  yo ur Inte rne t c o nne c tio n sta tus.

Figure  152   Syste m Tra y Ic o n

6 To  se e  mo re  d e ta ils a b o ut yo ur c urre nt Inte rne t c o nne c tio n sta tus, rig ht c lic k the  ne two rk ic o n in the  

syste m tra y a nd  c lic k O pe n Ne twork & Inte rne t se tting s. C lic k Ne twork a nd Sha ring  Ce nte r a nd  c lic k the  

Conne c tions.
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Figure  153   Inte rne t Co nne c tio n Sta tus

10.11  We b Configura tor Ac c e ss with UPnP in Windows 10

Fo llo w the  ste p s b e lo w to  a c c e ss the  We b  Co nfig ura to r.

1 Op e n File  Explore r.

2 Clic k Ne twork.
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Figure  154   Ne two rk Co nne c tio ns

3 An ic o n with the  d e sc rip tio n fo r e a c h UPnP-e na b le d  de vic e  d isp la ys unde r Ne twork Infrastruc ture .

4 Rig ht-c lic k the  ic o n fo r yo ur Zyxe l De vic e  a nd  se le c t Vie w de vic e  we bpa g e . The  We b  C o nfig ura to r lo g in 

sc re e n d isp la ys.

Figure  155   Ne two rk Co nne c tio ns: Ne two rk Infra struc ture

5 Rig ht-c lic k the  ic o n fo r yo ur Zyxe l De vic e  a nd  se le c t Prope rtie s. C lic k the  Ne twork De vic e  ta b . A windo w 

d isp la ys info rma tio n a b o ut the  Zyxe l De vic e .
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Figure  156   Ne two rk Co nne c tio ns: Ne two rk Infra struc ture : Pro pe rtie s: Exa mp le
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C HA PTER 1 1

Routing

11.1  Routing  Ove rvie w

The  Zyxe l De vic e  usua lly use s the  d e fa ult g a te wa y to  ro ute  o utb o und  tra ffic  fro m c o mp ute rs o n the  LAN 

to  the  Inte rne t. To  ha ve  the  Zyxe l De vic e  se nd  d a ta  to  de vic e s no t re a c ha b le  thro ug h the  d e fa ult 

g a te wa y, use  sta tic  ro ute s.

Fo r e xa mp le , the  ne xt fig ure  sho ws a  c o mpute r (A) c o nne c te d  to  the  Zyxe l De vic e ’ s LAN inte rfa c e . The  

Zyxe l De vic e  ro ute s mo st tra ffic  fro m A to  the  Inte rne t thro ug h the  Zyxe l De vic e ’ s d e fa ult g a te wa y (R1). 

Yo u c re a te  o ne  sta tic  ro ute  to  c o nne c t to  se rvic e s o ffe re d  b y yo ur ISP b e hind  ro ute r R2. Yo u c re a te  

a no the r sta tic  ro ute  to  c o mmunic a te  with a  se p a ra te  ne two rk b e hind  a  ro ute r R3  c o nne c te d  to  the  

LAN.

Figure  157   Exa mp le  o f Sta tic  Ro uting  To po lo g y

11.2  Config ure  Static  Route

Use  this sc re e n to  vie w a nd  c o nfig ure  sta tic  ro ute  rule s o n the  Zyxe l De vic e . A sta tic  ro ute  is use d  to  sa ve  

time  a nd  b a nd wid th usa g e  whe n LAN d e vic e s within a n Intra ne t a re  tra nsfe rring  file s o r p a c ke ts, 

e spe c ia lly whe n the re  a re  mo re  tha n two  Inte rne t c o nne c tio ns in yo ur ho me  o r o ffic e  ne two rk. C lic k 

Ne twork Se tting  > Routing  to  o pe n the  Static  Route  sc re e n.
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Figure  158   Ne two rk Se tting  > Ro uting  > Sta tic  Ro ute

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

11.2.1  Add or Edit Static  Route

Use  this sc re e n to  a dd  o r e d it a  sta tic  ro ute . C lic k Add Ne w Sta tic  Route  in the  Sta tic  Route  sc re e n, the  

fo llo wing  sc re e n a p pe a rs. Co nfig ure  the  re q uire d  info rma tio n fo r a  sta tic  ro ute .

No te : The  G a te wa y IP Addre ss must b e  within the  ra ng e  o f the  se le c te d  inte rfa c e  in Use  

Inte rfa c e .

Ta b le  86   Ne two rk Se tting  > Ro uting  > Sta tic  Ro ute

LABEL DESC RIPTIO N

Ad d  Ne w Sta tic  

Ro ute

C lic k this to  se t up  a  ne w sta tic  ro ute  o n the  Zyxe l De vic e .

# This is the  numb e r o f a n ind ivid ua l sta tic  ro ute .

Sta tus This fie ld  ind ic a te s whe the r the  rule  is a c tive  (ye llo w b ulb ) o r no t (g ra y b ulb ).

Na me This is the  na me  o f the  sta tic  ro ute .

De stina tio n IP This pa ra me te r spe c ifie s the  IP ne two rk a d d re ss o f the  fina l de stina tio n. Ro uting  is a lwa ys b a se d  

o n ne two rk numb e r.

Sub ne t Ma sk/  

Pre fix Le ng th

This pa ra me te r sp e c ifie s the  IP ne two rk sub ne t ma sk o f the  fina l de stina tio n.

G a te wa y This is the  IP a d d re ss o f the  g a te wa y. The  g a te wa y is a  ro ute r o r switc h o n the  sa me  ne two rk 

se g me nt a s the  d e vic e 's LAN o r WAN po rt. The  g a te wa y he lps fo rwa rd  p a c ke ts to  the ir 

d e stina tio ns.

Inte rfa c e This is the  WAN inte rfa c e  thro ug h whic h the  tra ffic  is ro ute d .

Mo d ify C lic k the  Edit ic o n to  g o  to  the  sc re e n whe re  yo u c a n se t up  a  sta tic  ro ute  o n the  Zyxe l De vic e .

C lic k the  De le te  ic o n to  re mo ve  a  sta tic  ro ute  fro m the  Zyxe l De vic e .
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Figure  159   Ne two rk Se tting  > Ro uting  > Sta tic  Ro ute  > Add  Ne w Sta tic  Ro ute

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  87   Ne two rk Se tting  > Ro uting  > Sta tic  Ro ute  > Ad d  Ne w Sta tic  Ro ute

LABEL DESCRIPTIO N

Ac tive C lic k this switc h to  a c tiva te  sta tic  ro ute . O the rwise , c lic k to  d isa b le .

Ro ute  Na me Ente r a  na me  fo r yo ur sta tic  ro ute . Yo u c a n use  up  to  15 printa b le  c ha ra c te rs e xc e pt [ " ], [ ` ], [ 

' ], [ < ], [ > ], [ ^  ], [ $ ], [ | ], [ & ], o r [ ; ]. Sp a c e s a re  a llo we d .

IP Typ e Se le c t b e twe e n IPv4 o r IPv6. C o mpa re d  to  IPv4, IPv6 (Inte rne t Pro to c o l ve rsio n 6), is de sig ne d  to  

e nha nc e  IP a dd re ss size  a nd  fe a ture s. The  inc re a se  in IPv6 a d d re ss size  to  128 b its (fro m the  32-

b it IPv4 a d dre ss) a llo ws up  to  3.4 x 1038 IP a dd re sse s. The  Zyxe l De vic e  c a n use  IPv4/ IPv6 d ua l 

sta c k to  c o nne c t to  IPv4 a nd  IPv6 ne two rks, a nd  sup po rts IPv6 ra p id  d e p lo yme nt (6RD).

De stina tio n IP 

Ad d re ss

This pa ra me te r spe c ifie s the  IP ne two rk a dd re ss o f the  fina l d e stina tio n. Ro uting  is a lwa ys b a se d  

o n ne two rk numb e r. If yo u ne e d  to  spe c ify a  ro ute  to  a  sing le  ho st, use  a  sub ne t ma sk o f 

255.255.255.255 in the  sub ne t ma sk fie ld  to  fo rc e  the  ne two rk numb e r to  b e  id e ntic a l to  the  ho st 

ID.

Sub ne t Ma sk If yo u a re  using  IPv4 a nd  ne e d  to  sp e c ify a  ro ute  to  a  sing le  ho st, use  a  sub ne t ma sk o f 

255.255.255.255 in the  sub ne t ma sk fie ld  to  fo rc e  the  ne two rk numb e r to  b e  id e ntic a l to  the  ho st 

ID. Ente r the  IP sub ne t ma sk he re .

No te : This fie ld  a p p e a rs o nly whe n yo u se le c t IPv4 in the  IP Type  fie ld .

Pre fix Le ng th If yo u a re  using  IPv6, e nte r the  a d d re ss p re fix le ng th to  sp e c ify ho w ma ny mo st sig nific a nt b its in 

a n IPv6 a d d re ss c o mp o se  the  ne two rk a d d re ss.

No te : This fie ld  a p p e a rs o nly whe n yo u se le c t IPv6 in the  IP Type  fie ld .

Use  G a te wa y IP 

Ad d re ss

The  g a te wa y is a  ro ute r o r switc h o n the  sa me  ne two rk se g me nt a s the  d e vic e 's LAN o r WAN 

po rt. The  g a te wa y he lps fo rwa rd  p a c ke ts to  the ir de stina tio ns.

C lic k this switc h to  e na b le  o r d isa b le  the  g a te wa y IP a dd re ss. Whe n the  switc h g o e s to  the  rig ht, 

the  func tio n is e na b le d . O the rwise , it is no t.
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11.2.1.1  An Exa mple  of Adding  a  Sta tic  Route

In o rd e r to  e xte nd  yo ur Intra ne t a nd  c o ntro l tra ffic  flo wing  d ire c tio ns, yo u ma y c o nne c t a  ro ute r to  the  

Zyxe l De vic e ’ s LAN. The  ro ute r ma y b e  use d  to  se pa ra te  two  d e pa rtme nt ne two rks. This tuto ria l sho ws 

ho w to  c o nfig ure  a  sta tic  ro uting  rule  fo r two  ne two rk ro uting s.

In the  fo llo wing  fig ure , ro ute r R is c o nne c te d  to  the  Zyxe l De vic e ’ s LAN. R c o nne c ts to  two  ne two rks, N1 

(192.168.1.x/ 24) a nd  N2 (192.168.10.x/ 24). If yo u wa nt to  se nd  tra ffic  fro m c o mp ute r A  (in N1 ne two rk) to  

c o mpute r B (in N2 ne two rk), the  tra ffic  is se nt to  the  Zyxe l De vic e ’ s WAN d e fa ult g a te wa y b y de fa ult. In 

this c a se , B will ne ve r re c e ive  the  tra ffic .

Yo u ne e d  to  sp e c ify a  sta tic  ro uting  rule  o n the  Zyxe l De vic e  to  spe c ify R a s the  ro ute r in c ha rg e  o f 

fo rwa rd ing  tra ffic  to  N2. In this c a se , the  Zyxe l De vic e  ro ute s tra ffic  fro m A  to  R a nd  the n R ro ute s the  

tra ffic  to  B.

G a te wa y IP 

Ad d re ss

Ente r the  IP a dd re ss o f the  g a te wa y.

Use r Inte rfa c e Se le c t the  WAN inte rfa c e  yo u wa nt to  use  fo r this sta tic  ro ute .

O K C lic k this to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k this to  e xit this sc re e n witho ut sa ving .

Ta b le  87    (c o ntinue d )Ne two rk Se tting  > Ro uting  > Sta tic  Ro ute  > Ad d  Ne w Sta tic  Ro ute

LABEL DESCRIPTIO N
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This tuto ria l use s the  fo llo wing  e xa mple  IP se tting s:

To  c o nfig ure  a  sta tic  ro ute  to  ro ute  tra ffic  fro m N1  to  N2:

1 Lo g  into  the  Zyxe l De vic e ’ s We b  Co nfig ura to r.

2 Clic k Ne twork Se tting  > Routing .

3 Clic k Add ne w Sta tic  Route  in the  Static  Route  sc re e n.

4 Co nfig ure  the  Static  Route  Se tup  sc re e n using  the  fo llo wing  se tting s:

• Clic k the  Ac tive  b utto n to  e na b le  this sta tic  ro ute . Whe n the  switc h g o e s to  the  rig ht, the  func tio n is 

e na b le d . Ente r the  Route  Nam e  a s R.

Ta b le  88   IP Se tting s in this Tuto ria l

DEVICE /  COMPUTER IP ADDRESS

The  Zyxe l De vic e ’ s WAN 172.16.1.1

The  Zyxe l De vic e ’ s LAN 192.168.1.1

IP Typ e IPv4

Use  Inte rfa c e De fa ult

A 192.168.1.34

R’ s N1 192.168.1.253

R’ s N2 192.168.10.2

B 192.168.10.33
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• Se t IP Type  to  IPv4.

• Ente r the  De stina tion IP Addre ss 192.168.10.1 a nd  IP Subne t Ma sk 255.255.255.0 fo r the  d e stina tio n, N2 .

• Clic k the  Use  Ga te wa y IP Addre ss b utto n to  e na b le  this func tio n. Whe n the  switc h g o e s to  the  rig ht, 

the  func tio n is e na b le d . Ente r 192.168.1.253 (R’ s N1 a dd re ss) in the  Ga te wa y IP Addre ss fie ld .

• Se le c t De fault a s the  Use  Inte rfac e .

• Clic k OK.

No w B sho uld  b e  a b le  to  re c e ive  tra ffic  fro m A. Yo u ma y ne e d  to  a d d itio na lly c o nfig ure  B’ s fire wa ll 

se tting s to  a llo w sp e c ific  tra ffic  to  p a ss thro ug h.

11.3  DNS Route

Use  this sc re e n to  vie w a nd  c o nfig ure  DNS ro ute s o n the  Zyxe l De vic e . A DNS ro ute  e ntry de fine s a  p o lic y 

fo r the  Zyxe l De vic e  to  fo rwa rd  a  p a rtic ula r DNS q ue ry to  a  sp e c ific  WAN inte rfa c e . C lic k Network Se tting  

> Routing  > DNS Route  to  o pe n the  DNS Route  sc re e n.
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Figure  160   Ne two rk Se tting  > Ro uting  > DNS Ro ute

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

11.3.1  Add or Edit DNS Route

Yo u c a n ma nua lly a dd  the  Zyxe l De vic e ’ s DNS ro ute  e ntry. C lic k Add Ne w DNS Route  in the  DNS Route  

sc re e n, use  this sc re e n to  c o nfig ure  the  re q uire d  info rma tio n fo r a  DNS ro ute .

Figure  161   Ne two rk Se tting  > Ro uting  > DNS Ro ute  > Ad d  Ne w DNS Ro ute

Ta b le  89   Ne two rk Se tting  > Ro uting  > DNS Ro ute

LABEL DESC RIPTIO N

Ad d  Ne w DNS 

Ro ute

C lic k this to  c re a te  a  ne w e ntry.

# This is the  numb e r o f a n ind ivid ua l DNS ro ute .

Sta tus This fie ld  ind ic a te s whe the r the  rule  is a c tive  (ye llo w b ulb ) o r no t (g ra y b ulb ).

Do ma in Na me This is the  d o ma in na me  to  whic h the  DNS ro ute  a p plie s.

WAN Inte rfa c e This is the  WAN inte rfa c e  thro ug h whic h the  ma tc he d  DNS re q ue st is ro ute d .

Sub ne t Ma sk This pa ra me te r sp e c ifie s the  IP ne two rk sub ne t ma sk.

Mo d ify C lic k the  Edit ic o n to  c o nfig ure  a  DNS ro ute  o n the  Zyxe l De vic e .

C lic k the  De le te  ic o n to  re mo ve  a  DNS ro ute  fro m the  Zyxe l De vic e .
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

11.4  Polic y Route

By de fa ult, the  Zyxe l De vic e  ro ute s p a c ke ts b a se d  o n the  sho rte st pa th to  the  d e stina tio n a d dre ss. Po lic y 

ro ute s a llo w yo u to  o ve rrid e  the  d e fa ult b e ha vio r a nd  ro ute  p a c ke ts b a se d  o n o the r c rite ria , suc h a s the  

so urc e  a d d re ss. Fo r e xa mp le , yo u c a n use  p o lic y-b a se d  ro uting  to  d ire c t tra ffic  fro m spe c ific  use rs 

thro ug h spe c ific  c o nne c tio ns o r d istrib ute  tra ffic  a c ro ss multip le  p a ths fo r lo a d  sha ring . Po lic y-b a se d  

ro uting  is a pp lie d  to  o utg o ing  p a c ke ts b e fo re  the  d e fa ult ro uting  rule s a re  a pp lie d .

The  Polic y Route  sc re e n le t yo u vie w a nd  c o nfig ure  ro uting  p o lic ie s o n the  Zyxe l De vic e . C lic k Ne twork 

Se tting  > Routing  > Polic y Route  to  o p e n the  fo llo wing  sc re e n.

Figure  162   Ne two rk Se tting  > Ro uting  > Po lic y Ro ute

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  90   Ne two rk Se tting  > Ro uting  > DNS Ro ute  > Ad d  Ne w DNS Ro ute

LABEL DESCRIPTIO N

Ac tive Ena b le  DNS ro ute  in yo ur Zyxe l De vic e .

Do ma in Na me Ente r the  d o ma in na me  yo u wa nt to  re so lve . Yo u c a n use  up  to  64 a lp ha nume ric  (0-9, a -z, A-Z) 

c ha ra c te rs with hyp he ns [ - ] a nd  p e rio d s [ . ].

Yo u c a n use  the  wild c a rd  c ha ra c te r, a n “ *”  (a ste risk) a s the  le ft mo st p a rt o f a  d o ma in na me , 

suc h a s *.e xa mp le .c o m. The  Zyxe l De vic e  fo rwa rd s DNS q ue rie s fo r a ny d o ma in na me  e nd ing  in 

e xa mp le .c o m to  the  WAN inte rfa c e  sp e c ifie d  in this ro ute .

Sub ne t Ma sk Ente r the  sub ne t ma sk o f the  ne two rk fo r whic h to  use  the  DNS ro ute  in d o tte d  d e c ima l 

no ta tio n, fo r e xa mp le  255.255.255.255.

WAN Inte rfa c e Se le c t a  WAN inte rfa c e  thro ug h whic h the  ma tc he d  DNS q ue ry is se nt. Yo u must ha ve  the  WAN 

inte rfa c e s a lre a d y c o nfig ure d  in the  Broa dba nd  sc re e n. 

O K C lic k this to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k this to  e xit this sc re e n witho ut sa ving .

Ta b le  91   Ne two rk Se tting  > Ro uting  > Po lic y Ro ute

LABEL DESCRIPTIO N

Ad d  Ne w Po lic y 

Ro ute

C lic k this to  c re a te  a  ne w p o lic y fo rwa rding  rule .

# This is the  ind e x numb e r o f the  e ntry.

Sta tus This fie ld  d isp la ys whe the r the  DNS ro ute  is a c tive  o r no t. A ye llo w b ulb  sig nifie s tha t this DNS ro ute  

is a c tive . A g ra y b ulb  sig nifie s tha t this DNS ro ute  is no t a c tive .
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11.4.1  Add or Edit Polic y Route

Clic k Add Ne w Polic y Route  in the  Polic y Route  sc re e n o r c lic k the  Edit ic o n ne xt to  a  p o lic y. Use  this 

sc re e n to  c o nfig ure  the  re q uire d  info rma tio n fo r a  po lic y ro ute .

Figure  163   Ne two rk Se tting  > Ro uting  > Po lic y Ro ute : Add  o r Ed it

Na me This is the  na me  o f the  rule .

So urc e  IP This is the  so urc e  IP a d d re ss.

So urc e  Sub ne t 

Ma sk

This is the  so urc e  sub ne t ma sk a d dre ss.

Pro to c o l This is the  tra nspo rt la ye r p ro to c o l.

So urc e  Po rt This is the  so urc e  po rt numb e r.

So urc e  MAC This is the  so urc e  MAC  a d d re ss.

So urc e  

Inte rfa c e

This is the  inte rfa c e  fro m whic h the  ma tc he d  tra ffic  is se nt.

WAN Inte rfa c e This is the  WAN inte rfa c e  thro ug h whic h the  tra ffic  is ro ute d .

Mo d ify C lic k the  Edit ic o n to  e d it this po lic y.

C lic k the  De le te  ic o n to  re mo ve  a  p o lic y fro m the  Zyxe l De vic e . A wind o w d isp la ys a sking  yo u to  

c o nfirm tha t yo u wa nt to  de le te  the  p o lic y.

Ta b le  91   Ne two rk Se tting  > Ro uting  > Po lic y Ro ute  (c o ntinue d )

LABEL DESCRIPTIO N
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

11.5  RIP Ove rvie w

Ro uting  Info rma tio n Pro to c o l (RIP, RFC  1058 a nd  RFC 1389) a llo ws the  Zyxe l De vic e  to  e xc ha ng e  ro uting  

info rma tio n with o the r ro ute rs. To  a c tiva te  RIP fo r the  WAN inte rfa c e , se le c t the  sup po rte d  RIP ve rsio n 

a nd  o pe ra tio n.

11.5.1  RIP

Clic k Ne twork Se tting  > Routing  > RIP to  o pe n the  RIP sc re e n. Se le c t the  de sire d  RIP ve rsio n a nd  

o p e ra tio n b y c lic king  the  c he c kb o x. To  sto p  RIP o n the  WAN inte rfa c e , c le a r the  c he c kb o x. C lic k the  

Apply b utto n to  sta rt o r sto p  RIP a nd  sa ve  the  c o nfig ura tio n.

Figure  164   Ne two rk Se tting  > Ro uting  > RIP

Ta b le  92   Ne two rk Se tting  > Ro uting  > Po lic y Ro ute : Ad d  o r Ed it

LABEL DESCRIPTIO N

Ac tive C lic k this switc h to  a c tiva te  this p o lic y ro ute . O the rwise , c lic k to  d isa b le .

Ro ute  Na me Ente r a  d e sc riptive  na me  o f this p o lic y ro ute . Yo u c a n use  up  to  15 p rinta b le  c ha ra c te rs e xc e pt [ 

" ], [ ` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ |  ], [ & ], o r [ ; ]. Spa c e s a re  a llo we d .

So urc e  IP 

Ad d re ss

Ente r the  so urc e  IP a d d re ss.

So urc e  Sub ne t 

Ma sk

Ente r the  so urc e  sub ne t ma sk a d dre ss.

Pro to c o l Se le c t the  tra nsp o rt la ye r p ro to c o l (TCP, UDP, o r No ne ).

So urc e  Po rt Ente r the  so urc e  po rt numb e r.

So urc e  MAC Ente r the  so urc e  MAC  a d d re ss.

So urc e  Inte rfa c e  

(e xa mp le : b r0 o r 

LAN1 – LAN4)

Ente r the  na me  o f the  inte rfa c e  fro m whic h the  ma tc he d  tra ffic  is se nt.

WAN Inte rfa c e Se le c t a  WAN inte rfa c e  thro ug h whic h the  tra ffic  is se nt. Yo u must ha ve  the  WAN inte rfa c e s 

a lre a d y c o nfig ure d  in the  Bro adba nd  sc re e ns.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  93   Ne two rk Se tting  > Ro uting  > RIP

LABEL DESC RIPTIO N

# This is the  ind e x o f the  inte rfa c e  in whic h the  RIP se tting  is use d .

Inte rfa c e This is the  na me  o f the  inte rfa c e  in whic h the  RIP se tting  is use d .

Ve rsio n The  RIP ve rsio n c o ntro ls the  fo rma t a nd  the  b ro a d c a sting  me tho d  o f the  RIP pa c ke ts tha t the  

Zyxe l De vic e  se nds (it re c o g nize s b o th fo rma ts whe n re c e iving ). RIPv1 is unive rsa lly sup p o rte d  

b ut RIPv2 c a rrie s mo re  info rma tio n. RIPv1 is p ro b a b ly a d e q ua te  fo r mo st ne two rks, unle ss yo u 

ha ve  a n unusua l ne two rk to p o lo g y. Whe n se t to  Both, the  Zyxe l De vic e  will b ro a dc a st its ro uting  

ta b le  pe rio d ic a lly a nd  inc o rp o ra te  the  RIP info rma tio n tha t it re c e ive s

O p e ra tio n Se le c t Pa ssive  to  ha ve  the  Zyxe l De vic e  up d a te  the  ro uting  ta b le  b a se d  o n the  RIP p a c ke ts 

re c e ive d  fro m ne ig hb o rs b ut no t a d ve rtise  its ro ute  info rma tio n to  o the r ro ute rs in this inte rfa c e .

Se le c t Ac tive  to  ha ve  the  Zyxe l De vic e  a dve rtise  its ro ute  info rma tio n a nd  a lso  liste n fo r ro uting  

upd a te s fro m ne ig hb o ring  ro ute rs.

Ena b le Se le c t the  c he c kb o x to  a c tiva te  the  se tting s.

Disa b le  De fa ult 

G a te wa y

Se le c t the  c he c kb o x to  se t the  Zyxe l De vic e  to  no t se nd  the  ro ute  info rma tio n to  the  de fa ult 

g a te wa y.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .
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C HA PTER 1 2

Qua lity of Se rvic e  (QoS)

12.1  QoS Ove rvie w

Qua lity o f Se rvic e  (Qo S) re fe rs to  b o th a  ne two rk’ s a b ility to  d e live r d a ta  with minimum de la y, a nd  the  

ne two rking  me tho ds use d  to  c o ntro l the  use  o f b a nd width. Witho ut Q o S, a ll tra ffic  da ta  is e q ua lly like ly 

to  b e  dro p pe d  whe n the  ne two rk is c o ng e ste d . This c a n c a use  a  re d uc tio n in ne two rk p e rfo rma nc e  a nd  

ma ke  the  ne two rk ina d e q ua te  fo r time -c ritic a l a pp lic a tio ns suc h a s vide o -o n-d e ma nd .

Co nfig ure  Qo S o n the  Zyxe l De vic e  to  g ro up  a nd  p rio ritize  a p p lic a tio n tra ffic  a nd  fine -tune  ne two rk 

pe rfo rma nc e . Se tting  up  Q o S invo lve s the se  ste p s:

1 Co nfig ure  c la ssifie rs to  so rt tra ffic  into  d iffe re nt flo ws.

2 Assig n p rio rity a nd  de fine  a c tio ns to  b e  pe rfo rme d  fo r a  c la ssifie d  tra ffic  flo w.

The  Zyxe l De vic e  a ssig ns e a c h p a c ke t a  prio rity a nd  the n q ue ue s the  p a c ke t a c c o rd ing ly. Pa c ke ts 

a ssig ne d  a  hig h p rio rity a re  p ro c e sse d  mo re  q uic kly tha n tho se  with lo w prio rity if the re  is c o ng e stio n, 

a llo wing  time -se nsitive  a pp lic a tio ns to  flo w mo re  smo o thly. Time -se nsitive  a pp lic a tio ns inc lude  b o th 

tho se  tha t re q uire  a  lo w le ve l o f la te nc y (d e la y) a nd  a  lo w le ve l o f jitte r (va ria tio ns in de la y) suc h a s 

Vo ic e  o ve r IP (Vo IP) o r Inte rne t g a ming , a nd  tho se  fo r whic h jitte r a lo ne  is a  p ro b le m suc h a s Inte rne t 

ra d io  o r stre a ming  vide o . The re  a re  e ig ht p rio rity le ve ls, with 1 ha ving  the  hig he st p rio rity.

This c ha pte r c o nta ins info rma tio n a b o ut c o nfig uring  Q o S a nd  e d iting  c la ssifie rs.

12.1.1  Wha t You Can Do  in this Cha pte r

• The  G e ne ra l sc re e n le ts yo u e na b le  o r d isa b le  Qo S a nd  se t the  upstre a m b a nd wid th (Se c tio n 12.3 o n 

pa g e  325).

• The  Q ue ue  Se tup  sc re e n le ts yo u c o nfig ure  Q o S q ue ue  a ssig nme nt (Se c tio n 12.9 o n pa g e  340).

• The  Cla ssific ation Se tup sc re e n le ts yo u a d d , e d it o r d e le te  Q o S c la ssifie rs (Se c tio n 12.5 o n pa g e  329).

• The  Sha pe r Se tup  sc re e n limits o utg o ing  tra ffic  tra nsmissio n ra te  o n the  se le c te d  inte rfa c e  (Se c tio n 

12.6 o n pa g e  334).

• The  Polic e r Se tup  sc re e n le ts yo u c o ntro l inc o ming  tra ffic  tra nsmissio n ra te  a nd  b ursts (Se c tio n 12.7 o n 

pa g e  336).

• The  Monitor sc re e n le ts yo u use  a ny a va ila b le  p o rt to  a c c e ss a ny a va ila b le  se rvic e  fro m a  re mo te  

WAN de vic e  (Se c tio n 12.8 o n p a g e  339).

12.2  Wha t You Ne e d to  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  thro ug h this c ha pte r.
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QoS ve rsus CoS

Qo S is use d  to  p rio ritize  so urc e -to -de stina tio n tra ffic  flo ws. All p a c ke ts in the  sa me  flo w a re  g ive n the  

sa me  prio rity. C o S (c la ss o f se rvic e ) is a  wa y o f ma na g ing  tra ffic  in a  ne two rk b y g ro up ing  simila r type s o f 

tra ffic  to g e the r a nd  tre a ting  e a c h typ e  a s a  c la ss. Yo u c a n use  C o S to  g ive  d iffe re nt p rio ritie s to  d iffe re nt 

pa c ke t typ e s.

Co S te c hno lo g ie s inc lud e  IEEE 802.1p  la ye r 2 ta g g ing  a nd  DiffSe rv (Diffe re ntia te d  Se rvic e s o r DS). IEEE 

802.1p  ta g g ing  ma ke s use  o f 3 b its in the  pa c ke t he a d e r, while  DiffSe rv is a  ne w p ro to c o l a nd  de fine s a  

ne w DS fie ld , whic h re p la c e s the  e ig ht-b it To S (Typ e  o f Se rvic e ) fie ld  in the  IP he a d e r.

Ta g g ing  a nd Ma rking

In a  Qo S c la ss, yo u c a n c o nfig ure  whe the r to  a dd  o r c ha ng e  the  DSCP (DiffSe rv Co d e  Po int) va lue , IEEE 

802.1p  p rio rity le ve l a nd  VLAN ID numb e r in a  ma tc he d  pa c ke t. Whe n the  p a c ke t p a sse s thro ug h a  

c o mpa tib le  ne two rk, the  ne two rking  de vic e , suc h a s a  b a c kb o ne  switc h, c a n p ro vide  sp e c ific  

tre a tme nt o r se rvic e  b a se d  o n the  ta g  o r ma rke r.

Tra ffic  Sha ping

Bursty tra ffic  ma y c a use  ne two rk c o ng e stio n. Tra ffic  sha p ing  re g ula te s p a c ke ts to  b e  tra nsmitte d  with a  

pre -c o nfig ure d  da ta  tra nsmissio n ra te  using  b uffe rs (o r q ue ue s). Yo ur Zyxe l De vic e  use s the  To ke n Buc ke t 

a lg o rithm to  a llo w a  c e rta in a mo unt o f la rg e  b ursts while  ke e p ing  a  limit a t the  a ve ra g e  ra te .

Tra ffic  Polic ing

Tra ffic  p o lic ing  is the  limiting  o f the  inp ut o r o utp ut tra nsmissio n ra te  o f a  c la ss o f tra ffic  o n the  b a sis o f 

use r-d e fine d  c rite ria . Tra ffic  p o lic ing  me tho ds me a sure  tra ffic  flo ws a g a inst use r-d e fine d  c rite ria  a nd  

id e ntify it a s e ithe r c o nfo rming , e xc e e d ing  o r vio la ting  the  c rite ria .

Tr
a

ff
ic

Time

Tra ffic  Ra te

Tr
a

ff
ic

Time

Tra ffic  Ra te

(Be fo re  Tra ffic  Sha p ing ) (Afte r Tra ffic  Sha p ing )
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a
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ic

Time

Tra ffic  Ra te
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a
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ic

Time

Tra ffic  Ra te

(Be fo re  Tra ffic  Po lic ing ) (Afte r Tra ffic  Po lic ing )
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The  Zyxe l De vic e  sup po rts thre e  inc o ming  tra ffic  me te ring  a lg o rithms: To ke n Buc ke t Filte r (TBF), Sing le  

Ra te  Two  C o lo r Ma ke r (srTC M), a nd  Two  Ra te  Two  Co lo r Ma rke r (trTC M). Yo u c a n sp e c ify a c tio ns whic h 

a re  p e rfo rme d  o n the  c o lo re d  p a c ke ts. Se e  Se c tio n 12.9 o n p a g e  340 fo r mo re  info rma tio n o n e a c h 

me te ring  a lg o rithm.

Stric tly Priority

Stric tly Prio rity (SP) se rvic e s q ue ue s b a se d  o n p rio rity o nly. As tra ffic  c o me s into  the  Switc h, tra ffic  o n the  

hig he st p rio rity q ue ue , Q 7 is tra nsmitte d  first. Whe n tha t q ue ue  e mp tie s, tra ffic  o n the  ne xt hig he st p rio rity 

q ue ue , Q 6 is tra nsmitte d  until Q 6 e mptie s, a nd  the n tra ffic  is tra nsmitte d  o n Q 5 a nd  so  o n. If hig he r 

prio rity q ue ue s ne ve r e mpty, the n tra ffic  o n lo we r prio rity q ue ue s ne ve r g e ts se nt. SP do e s no t 

a uto ma tic a lly a d a p t to  c ha ng ing  ne two rk re q uire me nts.

We ig hte d Round Robin Sc he dule  (WRR)

Ro und  Ro b in Sc he duling  se rvic e s q ue ue s o n a  ro ta ting  b a sis a nd  is a c tiva te d  o nly whe n a  p o rt ha s mo re  

tra ffic  tha n it c a n ha nd le . A q ue ue  is g ive n a n a mo unt o f b a nd wid th irre sp e c tive  o f the  inc o ming  tra ffic  

o n tha t po rt. This q ue ue  the n mo ve s to  the  b a c k o f the  list. The  ne xt q ue ue  is g ive n a n e q ua l a mo unt o f 

b a ndwid th, a nd  the n mo ve s to  the  e nd  o f the  list; a nd  so  o n, d e p e nd ing  o n the  numb e r o f q ue ue s 

b e ing  use d . This wo rks in a  lo o p ing  fa shio n until a  q ue ue  is e mpty.

We ig hte d  Ro und  Ro b in Sc he d uling  (WRR) use s the  sa me  a lg o rithm a s ro und  ro b in sc he duling , b ut 

se rvic e s q ue ue s b a se d  o n the ir p rio rity a nd  q ue ue  we ig ht (the  numb e r yo u c o nfig ure  in the  q ue ue  

We ig ht fie ld ) ra the r tha n a  fixe d  a mo unt o f b a nd wid th. WRR is a c tiva te d  o nly whe n a  po rt ha s mo re  

tra ffic  tha n it c a n ha nd le . Q ue ue s with la rg e r we ig hts g e t mo re  se rvic e  tha n q ue ue s with sma lle r 

we ig hts. This q ue uing  me c ha nism is hig hly e ffic ie nt in tha t it d ivid e s a ny a va ila b le  b a nd wid th a c ro ss the  

d iffe re nt tra ffic  q ue ue s a nd  re turns to  q ue ue s tha t ha ve  no t ye t e mp tie d .

12.3  Quality of Se rvic e  Ge ne ral Se tting s

Use  this sc re e n to  e na b le  o r d isa b le  Qo S a nd  se t the  up stre a m b a ndwid th o r a ssig n tra ffic  p rio rity. Se e  

Se c tio n 12.1 o n pa g e  323 fo r mo re  info rma tio n.

Whe n o ne  o f the  fo llo wing  situa tio ns ha pp e ns, the  c urre nt WAN linkup  ra te  will b e  use d  inste a d :

1 WAN Ma na g e d Upstre a m Ba ndwidth is se t to  0

2 WAN Ma na g e d Upstre a m Ba ndwidth is e mpty

3 WAN Ma na g e d Upstre a m Ba ndwidth is hig he r tha n the  c urre nt WAN inte rfa c e  linkup  ra te

No te : Ma nua lly d e fine d  Q o S is ig no re d  whe n Upstre a m Tra ffic  Prio rity is se le c te d .

No te : Upstre a m Tra ffic  Prio rity a uto ma tic a lly a ssig ns a  tra ffic  p rio rity le ve l b a se d  o n the  
se le c te d  c rite ria .

No te : To  ha ve  yo ur Q o S se tting s c o nfig ure d  in o the r Q oS sc re e ns ta ke  e ffe c t, se le c t No ne  in 
the  Upstre a m Tra ffic  Prio rity Assig ne d by fie ld .

Clic k Ne twork Se tting  > Q oS > G e ne ra l to  o pe n the  sc re e n a s sho wn ne xt.
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Figure  165   Ne two rk > Qo S > G e ne ra l

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  94   Ne two rk Se tting  > Qo S > G e ne ra l

LABEL DESCRIPTIO N

Q o S C lic k this switc h to  e na b le  Q o S to  imp ro ve  yo ur ne two rk pe rfo rma nc e .

WAN Ma na g e d  

Up stre a m 

Ba ndwid th

Ente r the  a mo unt o f up stre a m b a nd wid th fo r the  WAN inte rfa c e s tha t yo u wa nt to  a llo c a te  using  

Q o S.

The  re c o mme nd a tio n is to  se t this spe e d  to  ma tc h the  inte rfa c e s’  a c tua l tra nsmissio n sp e e d . Fo r 

e xa mp le , se t the  WAN inte rfa c e s’  sp e e d  to  100000 kb p s if yo ur Inte rne t c o nne c tio n ha s a n 

up stre a m tra nsmissio n spe e d  o f 100 Mb p s.

Yo u c a n a lso  se t this numb e r lo we r tha n the  inte rfa c e s’  a c tua l tra nsmissio n sp e e d . This will c a use  

the  Zyxe l De vic e  to  no t use  so me  o f the  inte rfa c e s’  a va ila b le  b a nd wid th.

If yo u le a ve  this fie ld  b la nk, the  Zyxe l De vic e  a uto ma tic a lly se ts this numb e r to  b e  95% o f the  

WAN inte rfa c e s’  a c tua l up stre a m tra nsmissio n sp e e d .

Up stre a m Tra ffic  

Prio rity Assig ne d  

b y

Se le c t ho w the  Zyxe l De vic e  a ssig ns p rio ritie s to  va rio us upstre a m tra ffic  flo ws.

• No ne : Disa b le s a uto  p rio rity ma pp ing  a nd  ha s the  Zyxe l De vic e  p ut p a c ke ts into  the  q ue ue s 
a c c o rd ing  to  yo ur c la ssific a tio n rule s. Tra ffic  whic h do e s no t ma tc h a ny o f the  c la ssific a tio n 
rule s is ma p p e d  into  the  d e fa ult q ue ue  with the  lo we st p rio rity.

• Ethe rne t Priority: Auto ma tic a lly a ssig n prio rity b a se d  o n the  IEEE 802.1p  p rio rity le ve l.

• IP Pre c e de nc e : Auto ma tic a lly a ssig n prio rity b a se d  o n the  first thre e  b its o f the  TO S fie ld  in the  
IP he a d e r.

• Pa c ke t Le ng th: Auto ma tic a lly a ssig n p rio rity b a se d  o n the  p a c ke t size . Sma lle r p a c ke ts g e t 
hig he r p rio rity sinc e  c o ntro l, sig na ling , Vo IP, Inte rne t g a ming , o r o the r re a l-time  pa c ke ts a re  
usua lly sma ll while  la rg e r pa c ke ts a re  usua lly b e st e ffo rt da ta  p a c ke ts like  file  tra nsfe rs.

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.
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12.4  Que ue  Se tup

Clic k Ne twork Se tting  > Q oS > Q ue ue  Se tup to  o pe n the  sc re e n a s sho wn ne xt.

Use  this sc re e n to  c o nfig ure  Qo S q ue ue  a ssig nme nt to  d e c id e  the  prio rity o n WAN o r LAN inte rfa c e s. 

Tra ffic  with hig he r prio rity g e ts thro ug h fa ste r tha n tho se  with lo we r prio rity. Lo w-prio rity tra ffic  is d ro pp e d  

first whe n the  ne two rk is c o ng e ste d .

No te : C o nfig ure  the  p rio rity le ve l fo r a  Q o S q ue ue  fro m 1 to  8. The  sma lle r the  numb e r in the  
Priority c o lumn, the  hig he r the  p rio rity.

No te : The  c o rre sp o nd ing  c la ssifie rs will b e  re mo ve d  a uto ma tic a lly if a  q ue ue  is d e le te d .

No te : Ra te  limit 0 me a ns the re  is no  ra te  limit o n a  q ue ue .

Figure  166   Ne two rk Se tting  > Q o S > Q ue ue  Se tup

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  95   Ne two rk Se tting  > Qo S > Q ue ue  Se tup

LABEL DESCRIPTION

Ad d  Ne w C lic k this to  c re a te  a  ne w q ue ue  e ntry.Q ue ue  Se tting Se le c t b e twe e n SP (Stric t Prio rity), SP+WRR, o r WRR (We ig hte d  Ro und  Ro b in). SP sc he d uling  

sing le s o ut the  hig he st p rio rity q ue ue  a nd  e nsure s a ll q ue ue d  tra ffic  in this q ue ue  is tra nsmitte d  

b e fo re  se rvic ing  the  lo we r p rio rity q ue ue s. WRR sc he d uling  se rvic e s q ue ue s o n a  ro ta ting  b a sis 

b a se d  o n the ir q ue ue  we ig ht (the  numb e r yo u c o nfig ure  in the  q ue ue  We ig ht fie ld . Q ue ue s with 

la rg e r we ig hts g e t mo re  se rvic e  tha n q ue ue s with sma lle r we ig hts. If yo u c ho o se  SP+WRR, the  first 

a nd  se c o nd  q ue ue  will b e  SP, a nd  the  third  a nd  fo urth q ue ue  will b e  WRR.

# This is the  ind e x numb e r o f the  e ntry.

Sta tus This fie ld  d isp la ys whe the r the  q ue ue  is a c tive  o r no t. A ye llo w b ulb  sig nifie s tha t this q ue ue  is 

a c tive . A g ra y b ulb  sig nifie s tha t this q ue ue  is no t a c tive .

Na me This sho ws the  d e sc rip tive  na me  o f this q ue ue .

Inte rfa c e This sho ws the  na me  o f the  Zyxe l De vic e ’ s inte rfa c e  thro ug h whic h tra ffic  in this q ue ue  p a sse s.
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12.4.1  Add a  QoS Que ue

Clic k Add Ne w Q ue ue  o r the  Edit ic o n in the  Que ue  Se tup sc re e n to  c o nfig ure  a  q ue ue .

Figure  167   Ne two rk Se tting  > Q o S > Q ue ue  Se tup  > Add  Ne w Que ue / Ed it

Disc ip line This sho ws the  d isc ip line  o f the  q ue ue . The  d isc ip line  is c ha ng e d  a c c o rd ing  to  the  o p tio n c ho se n 

in Que ue  Se tting . If yo u c ho o se  SP, the  d isc ip line  will b e  SP. If yo u c ho o se  SP+WRR, the  d isc ip line  

o f the  first a nd  se c o nd  q ue ue  will b e  SP, a nd  the  third  a nd  fo urth q ue ue  will b e  WRR. If yo u 

c ho o se  WRR, the  d isc ip line  will b e  WRR. Stric t Prio rity sc he duling  se rvic e s the  re ma ining  q ue ue s 

using  WRR.

WRR sc he d uling  se rvic e s q ue ue s o n a  ro ta ting  b a sis b a se d  o n the ir q ue ue  we ig ht (the  numb e r 

yo u c o nfig ure  in the  q ue ue  We ig ht fie ld ). Q ue ue s with la rg e r we ig hts g e t mo re  se rvic e  tha n 

q ue ue s with sma lle r we ig hts.

No te : Que ue  we ig hts c a n o nly b e  c ha ng e d  whe n We ig hte d  Ro und  Ro b in is se le c te d .

Prio rity This sho ws the  p rio rity o f this q ue ue . The  lo we r the  numb e r, the  hig he r the  p rio rity le ve l.

We ig ht This sho ws the  we ig ht o f this q ue ue .

Buffe r 

Ma na g e me nt

This sho ws the  q ue ue  ma na g e me nt a lg o rithm use d  fo r this q ue ue .

Q ue ue  ma na g e me nt a lg o rithms d e te rmine  ho w the  Zyxe l De vic e  sho uld  ha nd le  pa c ke ts whe n 

it re c e ive s to o  ma ny (ne two rk c o ng e stio n).

Ra te  Limit This sho ws the  ma ximum tra nsmissio n ra te  a llo we d  fo r tra ffic  o n this q ue ue . 

Mo d ify C lic k the  Edit ic o n to  e d it the  q ue ue .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  q ue ue . No te  tha t sub se q ue nt rule s mo ve  up  b y o ne  

whe n yo u ta ke  this a c tio n.

Ta b le  95   Ne two rk Se tting  > Qo S > Q ue ue  Se tup  (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

12.5  QoS Cla ssific a tion Se tup

Use  this sc re e n to  a dd , e d it o r d e le te  Qo S c la ssifie rs. A c la ssifie r g ro ups tra ffic  into  d a ta  flo ws a c c o rd ing  

to  spe c ific  c rite ria  suc h a s the  so urc e  a d dre ss, d e stina tio n a dd re ss, so urc e  p o rt numb e r, d e stina tio n p o rt 

numb e r o r inc o ming  inte rfa c e . Fo r e xa mp le , yo u c a n c o nfig ure  a  c la ssifie r to  se le c t tra ffic  fro m the  

sa me  pro to c o l po rt (suc h a s Te lne t) to  fo rm a  flo w.

Yo u c a n g ive  d iffe re nt p rio ritie s to  tra ffic  tha t the  Zyxe l De vic e  fo rwa rds thro ug h the  WAN inte rfa c e . G ive  

hig h prio rity to  vo ic e  a nd  vid e o  to  ma ke  the m run mo re  smo o thly. Simila rly, g ive  lo w  prio rity to  ma ny 

la rg e  file  d o wnlo a d s so  tha t the y d o  no t re d uc e  the  q ua lity o f o the r a p p lic a tio ns.

C lic k Ne twork Se tting  > Q oS > C lassific a tion Se tup to  o p e n the  fo llo wing  sc re e n.

Ta b le  96   Ne two rk Se tting  > Qo S > Q ue ue  Se tup  > Ad d  Ne w Que ue / Ed it

LABEL DESCRIPTION

Ac tive C lic k this switc h to  e na b le  the  q ue ue .

Na me Ente r a  de sc rip tive  na me  fo r this q ue ue . Yo u c a n use  up  to  32 p rinta b le  c ha ra c te rs e xc e p t [ " ], [ 

` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ |  ], [ & ], o r [ ; ]. Spa c e s a re  a llo we d .

Inte rfa c e Se le c t the  inte rfa c e  to  whic h this q ue ue  is a pp lie d .

This fie ld  is re a d -o nly if yo u a re  e d iting  the  q ue ue .

Prio rity Se le c t the  p rio rity le ve l (fro m 1 to  8) o f this q ue ue .

The  sma lle r the  numb e r, the  hig he r the  p rio rity le ve l. Tra ffic  a ssig ne d  to  hig he r p rio rity q ue ue s 

g e ts thro ug h fa ste r while  tra ffic  in lo we r prio rity q ue ue s is d ro p p e d  if the  ne two rk is c o ng e ste d .

We ig ht Se le c t the  we ig ht (fro m 1 to  8) o f this q ue ue .

If two  q ue ue s ha ve  the  sa me  prio rity le ve l, the  Zyxe l De vic e  d ivid e s the  b a nd wid th a c ro ss the  

q ue ue s a c c o rd ing  to  the ir we ig hts. Q ue ue s with la rg e r we ig hts g e t mo re  b a nd width tha n 

q ue ue s with sma lle r we ig hts.

Buffe r 

Ma na g e me nt

This fie ld  d isp la ys Dro p Ta il (DT). Dro p Ta il (DT) is a  simp le  q ue ue  ma na g e me nt a lg o rithm tha t 

a llo ws the  Zyxe l De vic e  b uffe r to  a c c e p t a s ma ny p a c ke ts a s it c a n until it is full. O nc e  the  b uffe r 

is full, ne w p a c ke ts tha t a rrive  a re  d ro p p e d  until the re  is spa c e  in the  b uffe r a g a in (pa c ke ts a re  

tra nsmitte d  o ut o f it).

Ra te  Limit Spe c ify the  ma ximum tra nsmissio n ra te  (in Kb p s) a llo we d  fo r tra ffic  o n this q ue ue . If yo u e nte r 0 

he re , this me a ns the re 's no  ra te  limit o n this q ue ue .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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Figure  168   Ne two rk Se tting  > Q o S > C la ssific a tio n Se tup

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

12.5.1  Add or Edit QoS Cla ss

Clic k Add Ne w Cla ssific ation in the  Cla ssific ation Setup  sc re e n o r the  Edit ic o n ne xt to  a  c la ssifie r to  o p e n 

the  fo llo wing  sc re e n.

Ta b le  97   Ne two rk Se tting  > Qo S > C la ssific a tio n Se tup

LABEL DESCRIPTIO N

Ad d  Ne w 

C la ssific a tio n

C lic k this to  c re a te  a  ne w c la ssifie r.

O rd e r This is the  ind e x numb e r o f the  e ntry. The  c la ssifie rs a re  a p p lie d  in o rd e r o f the ir numb e ring .

Sta tus This fie ld  d isp la ys whe the r the  c la ssifie r is a c tive  o r no t. A ye llo w b ulb  sig nifie s tha t this 

c la ssifie r is a c tive . A g ra y b ulb  sig nifie s tha t this c la ssifie r is no t a c tive .

C la ss Na me This is the  na me  o f the  c la ssifie r.

C la ssific a tio n 

C rite ria

This sho ws c rite ria  spe c ifie d  in this c la ssifie r, fo r e xa mple  the  inte rfa c e  fro m whic h tra ffic  o f 

this c la ss sho uld  c o me  a nd  the  so urc e  MAC  a d d re ss o f tra ffic  tha t ma tc he s this c la ssifie r.

DSC P Ma rk This is the  DSC P numb e r a d d e d  to  tra ffic  o f this c la ssifie r.

802.1P Ma rk This is the  IEEE 802.1p  prio rity le ve l a ssig ne d  to  tra ffic  o f this c la ssifie r.

VLAN ID Ta g This is the  VLAN ID numb e r a ssig ne d  to  tra ffic  o f this c la ssifie r.

To  Q ue ue This is the  na me  o f the  q ue ue  in whic h tra ffic  o f this c la ssifie r is p ut.

Mo d ify C lic k the  Edit ic o n to  e d it the  c la ssifie r.

C lic k the  De le te  ic o n to  d e le te  a n e xisting  c la ssifie r. No te  tha t sub se q ue nt rule s mo ve  up  b y 

o ne  whe n yo u ta ke  this a c tio n.
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Figure  169   Ne two rk Se tting  > Q o S > C la ssific a tio n Se tup  > Ad d  Ne w Cla ssific a tio n/ Ed it: Ste p 1

Figure  170   Ne two rk Se tting  > Q o S > C la ssific a tio n Se tup  > Ad d  Ne w Cla ssific a tio n/ Ed it: Ste p 2
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Figure  171   Ne two rk Se tting  > Q o S > C la ssific a tio n Se tup  > Ad d  Ne w Cla ssific a tio n/ Ed it: Ste p 3

Figure  172   Ne two rk Se tting  > Q o S > C la ssific a tio n Se tup  > Ad d  Ne w Cla ssific a tio n/ Ed it: Ste p 4

Figure  173   Ne two rk Se tting  > Q o S > C la ssific a tio n Se tup  > Ad d  Ne w Cla ssific a tio n/ Ed it: Ste p 5

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  98   Ne two rk Se tting  > Qo S > C la ssific a tio n Se tup  > Ad d  Ne w Cla ssific a tio n/ Ed it

LABEL DESCRIPTION

Ste p 1: C la ss C o nfig ura tio n

Ac tive C lic k this switc h to  e na b le  the  c la ssifie r.

C la ss Na me Ente r a  d e sc riptive  na me  fo r this c la ss. Yo u c a n use  up  to  32 p rinta b le  c ha ra c te rs e xc e p t [ " ], [ ` 

], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ |  ], [ & ], o r [ ; ]. Sp a c e s a re  a llo we d .

C la ssific a tio n 

O rd e r

Se le c t a n e xisting  numb e r fo r whe re  yo u wa nt to  p ut this c la ssifie r to  mo ve  the  c la ssifie r to  the  

numb e r yo u se le c te d  a fte r c lic king  Apply.

Se le c t La st to  put this rule  in the  b a c k o f the  c la ssifie r list.

Ste p 2: C rite ria  C o nfig ura tio n

Ba sic

Fro m Inte rfa c e If yo u wa nt to  c la ssify the  tra ffic  b y a n ing re ss inte rfa c e , se le c t a n inte rfa c e  fro m the  From  Ethe r Typ e Se le c t a  pre d e fine d  a p p lic a tio n to  c o nfig ure  a  c la ss fo r the  ma tc he d  tra ffic . Tra ffic  will b e  So urc e

Ad d re ss Se le c t the  c he c kb o x a nd  e nte r the  so urc e  IP a d d re ss in d o tte d  d e c ima l no ta tio n. A b la nk 

so urc e  IP a d dre ss me a ns a ny so urc e  IP a d d re ss.

Sub ne t Ma sk This fie ld  is a va ila b le  o nly whe n yo u se le c t IP in the  Ethe r Type  fie ld .Pre fix Le ng th This fie ld  is a va ila b le  o nly whe n yo u se le c t IPV6 in the  Ethe r Type  fie ld .Po rt Ra ng e If yo u se le c t TCP o r UDP in the  IP Pro to c ol fie ld , se le c t the  c he c kb o x a nd  e nte r the  p o rt numb e rs 

o f the  so urc e .

MAC Se le c t the  c he c kb o x a nd  e nte r the  so urc e  MAC  a d d re ss o f the  pa c ke t.

MAC  Ma sk Ente r the  ma sk fo r the  spe c ifie d  MAC  a dd re ss to  d e te rmine  whic h b its a  p a c ke t’ s MAC  a d d re ss 

sho uld  ma tc h.

Ente r “ f”  fo r e a c h b it o f the  spe c ifie d  so urc e  MAC  a d d re ss tha t the  tra ffic ’ s MAC  a d d re ss sho uld  

ma tc h. Ente r “ 0”  fo r the  b its o f the  ma tc he d  tra ffic ’ s MAC  a d dre ss, whic h c a n b e  o f a ny 

he xa d e c ima l c ha ra c te rs. Fo r e xa mple , if yo u se t the  MAC  a dd re ss to  00:13:49:00:00:00 a nd  the  

ma sk to  ff:ff:ff:00:00:00, a  p a c ke t with a  MAC  a d dre ss o f 00:13:49:12:34:56 ma tc he s this c rite ria .

Exc lud e Se le c t this o p tio n to  e xc lud e  the  pa c ke ts tha t ma tc h the  sp e c ifie d  c rite ria  fro m this c la ssifie r.
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De stina tio n

Ad d re ss Se le c t the  c he c kb o x a nd  e nte r the  so urc e  IP a d d re ss in d o tte d  d e c ima l no ta tio n. A b la nk 

so urc e  IP a d dre ss me a ns a ny so urc e  IP a d d re ss.

Sub ne t Ma sk This fie ld  is a va ila b le  o nly whe n yo u se le c t IP in the  Ethe r Type  fie ld .Pre fix Le ng th This fie ld  is a va ila b le  o nly whe n yo u se le c t IPV6 in the  Ethe r Type  fie ld .Po rt Ra ng e If yo u se le c t TCP o r UDP in the  IP Pro to c ol fie ld , se le c t the  c he c kb o x a nd  e nte r the  p o rt numb e rs 

o f the  so urc e .

MAC Se le c t the  c he c kb o x a nd  e nte r the  so urc e  MAC  a d d re ss o f the  pa c ke t.

MAC  Ma sk Ente r the  ma sk fo r the  spe c ifie d  MAC  a dd re ss to  d e te rmine  whic h b its a  p a c ke t’ s MAC  a d d re ss 

sho uld  ma tc h.

Ente r “ f”  fo r e a c h b it o f the  spe c ifie d  so urc e  MAC  a d d re ss tha t the  tra ffic ’ s MAC  a d d re ss sho uld  

ma tc h. Ente r “ 0”  fo r the  b its o f the  ma tc he d  tra ffic ’ s MAC  a d dre ss, whic h c a n b e  o f a ny 

he xa d e c ima l c ha ra c te rs. Fo r e xa mple , if yo u se t the  MAC  a dd re ss to  00:13:49:00:00:00 a nd  the  

ma sk to  ff:ff:ff:00:00:00, a  p a c ke t with a  MAC  a d dre ss o f 00:13:49:12:34:56 ma tc he s this c rite ria .

Exc lud e Se le c t this o p tio n to  e xc lud e  the  pa c ke ts tha t ma tc h the  sp e c ifie d  c rite ria  fro m this c la ssifie r.

O the rs

Se rvic e This fie ld  is a va ila b le  o nly whe n yo u se le c t IP o r IPv6 in the  Ethe r Type  fie ld .IP Pro to c o l This fie ld  is a va ila b le  o nly whe n yo u se le c t IP o r IPv6 in the  Ethe r Type  fie ld .DHC P This fie ld  is a va ila b le  o nly whe n yo u se le c t IP in the  Ethe r Type  fie ld .

Se le c t this o p tio n a nd  se le c t a  DHC P o p tio n.

If yo u se le c t Ve ndor Cla ss ID (DHCP Optio n 60), e nte r the  Ve ndo r C la ss Ide ntifie r (O ptio n 60) o f 

the  ma tc he d  tra ffic , suc h a s the  typ e  o f the  ha rdwa re  o r firmwa re .

If yo u se le c t Clie nt ID (DHCP Option 61), e nte r the  Id e ntity Asso c ia tio n IDe ntifie r (IAD O p tio n 61) 

o f the  ma tc he d  tra ffic , suc h a s the  MAC  a dd re ss o f the  d e vic e .

If yo u se le c t Use r Cla ss ID (DHCP Option 77), e nte r a  string  tha t ide ntifie s the  use r’ s c a te g o ry o r 

a pp lic a tio n typ e  in the  ma tc he d  DHC P p a c ke ts.

If yo u se le c t Ve ndor Spe c ific  Info (DHCP Option 125), e nte r the  ve nd o r spe c ific  info rma tio n o f 

the  ma tc he d  tra ffic , suc h a s the  pro d uc t c la ss, mo d e l na me , a nd  se ria l numb e r o f the  d e vic e .

IP Pa c ke t 
Le ng th

This fie ld  is a va ila b le  o nly whe n yo u se le c t IP in the  Ethe r Type  fie ld .

Se le c t this o p tio n a nd  e nte r the  minimum a nd  ma ximum p a c ke t le ng th (fro m 46 to  1500) in the  

fie ld s p ro vid e d .

DSC P This fie ld  is a va ila b le  o nly whe n yo u se le c t IP o r IPv6 in the  Ethe r Type  fie ld .802.1P This fie ld  is a va ila b le  o nly whe n yo u se le c t 802.1Q  in the  Ethe r Type  fie ld .

Se le c t this o p tio n a nd  se le c t a  p rio rity le ve l (b e twe e n 0 a nd  7) fro m the  d ro p -d o wn list b o x.

"0" is the  lo we st p rio rity le ve l a nd  "7" is the  hig he st.

VLAN ID This fie ld  is a va ila b le  o nly whe n yo u se le c t 802.1Q  in the  Ethe r Type  fie ld .

Se le c t this o p tio n a nd  sp e c ify a  VLAN ID numb e r.

TC P AC K This fie ld  is a va ila b le  o nly whe n yo u se le c t IP in the  Ethe r Type  fie ld .

If yo u se le c t this o ptio n, the  ma tc he d  TC P pa c ke ts must c o nta in the  AC K (Ac kno wle d g e ) fla g .

Exc lud e Se le c t this o p tio n to  e xc lud e  the  pa c ke ts tha t ma tc h the  sp e c ifie d  c rite ria  fro m this c la ssifie r.

Ste p 3: Pa c ke t Mo d ific a tio n

DSC P Ma rk This fie ld  is a va ila b le  o nly whe n yo u se le c t IP in the  Ethe r Type  fie ld .

If yo u se le c t Re ma rk, e nte r a  DSC P va lue  with whic h the  Zyxe l De vic e  re p la c e s the  DSC P fie ld  in 

the  p a c ke ts.

If yo u se le c t Unc ha ng e , the  Zyxe l De vic e  ke e p  the  DSC P fie ld  in the  pa c ke ts.

Ta b le  98   Ne two rk Se tting  > Qo S > C la ssific a tio n Se tup  > Ad d  Ne w Cla ssific a tio n/ Ed it (c o ntinue d )

LABEL DESCRIPTION
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12.6  QoS Shape r Se tup

This sc re e n le ts yo u use  the  to ke n b uc ke t a lg o rithm to  a llo w a  c e rta in a mo unt o f la rg e  b ursts o f tra ffic  

while  ke e p ing  mo st o utg o ing  tra ffic  a t the  a ve ra g e  ra te . C lic k Ne twork Se tting  > QoS > Sha pe r Se tup . 

The  sc re e n a pp e a rs a s sho wn.

Figure  174   Ne two rk Se tting  > Q o S > Sha p e r Se tup

VLAN ID Ta g If yo u se le c t Re ma rk, e nte r a  VLAN ID numb e r with whic h the  Zyxe l De vic e  re p la c e s the  VLAN ID 

o f the  fra me s.

If yo u se le c t Re mo ve , the  Zyxe l De vic e  d e le te s the  VLAN ID o f the  fra me s b e fo re  fo rwa rd ing  

the m o ut.

If yo u se le c t Add , the  Zyxe l De vic e  tre a t a ll ma tc he d  tra ffic  unta g g e d  a nd  a dd  a  se c o nd  VLAN 

ID.

If yo u se le c t Unc ha ng e , the  Zyxe l De vic e  ke e p  the  VLAN ID in the  pa c ke ts.

802.1P Ma rk Se le c t a  prio rity le ve l with whic h the  Zyxe l De vic e  re p la c e s the  IEEE 802.1p  p rio rity fie ld  in the  

p a c ke ts.

If yo u se le c t Unc ha ng e , the  Zyxe l De vic e  ke e p  the  802.1p  p rio rity fie ld  in the  pa c ke ts.

Ste p 4: C la ss Ro uting

Fo rwa rd  to  

Inte rfa c e

Se le c t a  WAN inte rfa c e  thro ug h whic h tra ffic  o f this c la ss will b e  fo rwa rd e d  o ut. If yo u se le c t 

Unc ha ng e , the  Zyxe l De vic e  fo rwa rd  tra ffic  o f this c la ss a c c o rd ing  to  the  de fa ult ro uting  ta b le .

Ste p 5: O utg o ing  Q ue ue  Se le c tio n

To  Q ue ue  Inde x Se le c t a  q ue ue  tha t a p plie s to  this c la ss.

Yo u sho uld  ha ve  c o nfig ure d  a  q ue ue  in the  Que ue  Se tup  sc re e n a lre a d y.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  a ny c ha ng e s.

O K C lic k OK to  sa ve  yo ur c ha ng e s.

Ta b le  98   Ne two rk Se tting  > Qo S > C la ssific a tio n Se tup  > Ad d  Ne w Cla ssific a tio n/ Ed it (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

12.6.1  Add or Edit a  QoS Sha pe r

Clic k Add  Ne w Sha pe r in the  Shape r Se tup  sc re e n o r the  Edit ic o n ne xt to  a  sha pe r to  sho w the  fo llo wing  

sc re e n.

Figure  175   Ne two rk Se tting  > Q o S > Sha p e r Se tup  > Ad d  Ne w Sha p e r/ Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  99   Ne two rk Se tting  > Qo S > Sha p e r Se tup

LABEL DESCRIPTION

Ad d  Ne w 

Sha p e r

C lic k this to  c re a te  a  ne w e ntry.

# This is the  inde x numb e r o f the  e ntry.

Sta tus This fie ld  d isp la ys whe the r the  sha p e r is a c tive  o r no t. A ye llo w b ulb  sig nifie s tha t this p o lic e r is 

a c tive . A g ra y b ulb  sig nifie s tha t this sha p e r is no t a c tive .

Inte rfa c e This sho ws the  na me  o f the  Zyxe l De vic e 's inte rfa c e  thro ug h whic h tra ffic  in this sha p e r a p p lie s.

Ra te  Limit This sho ws the  a ve ra g e  ra te  limit o f tra ffic  b ursts fo r this sha pe r.

Mo d ify C lic k the  Edit ic o n to  e d it the  sha p e r.

C lic k the  De le te  ic o n to  d e le te  a n e xisting  sha p e r. No te  tha t sub se q ue nt rule s mo ve  up  b y o ne  

whe n yo u ta ke  this a c tio n.

Ta b le  100   Ne two rk Se tting  > Qo S > Sha pe r Se tup  > Add  Ne w Sha pe r/ Ed it

LABEL DESCRIPTION

Ac tive C lic k this switc h to  e na b le  the  sha p e r.

Inte rfa c e Se le c t a  Zyxe l De vic e 's inte rfa c e  thro ug h whic h tra ffic  in this sha p e r a p p lie s.

Ra te  Limit Ente r the  a ve ra g e  ra te  limit o f tra ffic  b ursts fo r this sha p e r.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  a ny c ha ng e s.

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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12.7  QoS Polic e r Se tup

Use  this sc re e n to  vie w Q o S p o lic e rs tha t a llo w yo u to  limit the  tra nsmissio n ra te  o f inc o ming  tra ffic  a nd  

a p p ly a c tio ns, suc h a s d ro p , p a ss, o r mo d ify, to  the  DSCP va lue  o f ma tc he d  tra ffic . C lic k Ne twork Se tting  

> QoS > Polic e r Se tup . The  sc re e n a p pe a rs a s sho wn.

Figure  176   Ne two rk Se tting  > Q o S > Po lic e r Se tup

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

12.7.1  Add or Edit a  QoS Polic e r

Clic k Add  Ne w Polic e r in the  Polic e r Se tup sc re e n o r the  Edit ic o n ne xt to  a  p o lic e r to  sho w the  fo llo wing  

sc re e n.

Ta b le  101   Ne two rk Se tting  > Qo S > Po lic e r Se tup

LABEL DESCRIPTION

Ad d  Ne w 

Po lic e r

C lic k this to  c re a te  a  ne w e ntry.

# This is the  inde x numb e r o f the  e ntry.

Sta tus This fie ld  d isp la ys whe the r the  p o lic e r is a c tive  o r no t. A ye llo w b ulb  sig nifie s tha t this p o lic e r is 

a c tive . A g ra y b ulb  sig nifie s tha t this p o lic e r is no t a c tive .

Na me This fie ld  d isp la ys the  d e sc riptive  na me  o f this po lic e r.

Re g ula te d  

C la sse s

This fie ld  d isp la ys the  na me  o f a  Q o S c la ssifie r

Me te r Typ e This fie ld  d isp la ys the  typ e  o f Q o S me te ring  a lg o rithm use d  in this p o lic e r.

Rule The se  a re  the  ra te s a nd  b urst size s a g a inst whic h the  p o lic e r c he c ks the  tra ffic  o f the  me mb e r 

Q o S c la sse s.

Ac tio n This sho ws ho w the  p o lic e r ha s the  Zyxe l De vic e  tre a t d iffe re nt typ e s o f tra ffic  b e lo ng ing  to  the  

p o lic e r’ s me mb e r Q o S c la sse s.

Mo d ify C lic k the  Edit ic o n to  e d it the  p o lic e r.

C lic k the  De le te  ic o n to  d e le te  a n e xisting  p o lic e r. No te  tha t sub se q ue nt rule s mo ve  up  b y o ne  

whe n yo u ta ke  this a c tio n.
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Figure  177   Ne two rk Se tting  > Q o S > Po lic e r Se tup  > Ad d  Ne w Po lic e r/ Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  102   Ne two rk Se tting  > Qo S > Po lic e r Se tup  > Ad d  Ne w Po lic e r/ Ed it

LABEL DESCRIPTION

Ac tive C lic k this switc h to  e na b le  the  p o lic e r.

Na me Ente r a  d e sc riptive  na me  fo r this p o lic e r. Yo u c a n use  up  to  16 p rinta b le  c ha ra c te rs e xc e pt [ " ], [ 

` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ |  ], [ & ], o r [ ; ]. Spa c e s a re  a llo we d .
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Me te r Typ e This sho ws the  tra ffic  me te ring  a lg o rithm use d  in this po lic e r.

The  Simple  Toke n Buc ke t a lg o rithm use s to ke ns in a  b uc ke t to  c o ntro l whe n tra ffic  c a n b e  

tra nsmitte d . Ea c h to ke n re pre se nts o ne  b yte . The  a lg o rithm a llo ws b ursts o f up  to  b  b yte s whic h is 

a lso  the  b uc ke t size .

The  Sing le  Ra te  Thre e  Colo r Ma rke r (srTC M) is b a se d  o n the  to ke n b uc ke t filte r a nd  id e ntifie s 

p a c ke ts b y c o mp a ring  the m to  the  C o mmitte d  Info rma tio n Ra te  (C IR), the  C o mmitte d  Burst Size  

(C BS) a nd  the  Exc e ss Burst Size  (EBS).

The  Two Ra te  Thre e  Co lor Ma rke r (trTC M) is b a se d  o n the  to ke n b uc ke t filte r a nd  id e ntifie s 

p a c ke ts b y c o mp a ring  the m to  the  C o mmitte d  Info rma tio n Ra te  (C IR) a nd  the  Pe a k Info rma tio n 

Ra te  (PIR).

C o mmitte d  

Ra te

Spe c ify the  c o mmitte d  ra te . Whe n the  inc o ming  tra ffic  ra te  o f the  me mb e r Q o S c la sse s is le ss 

tha n the  c o mmitte d  ra te , the  d e vic e  a p plie s the  c o nfo rming  a c tio n to  the  tra ffic .

C o mmitte d  

Burst Size

Spe c ify the  c o mmitte d  b urst size  fo r pa c ke t b ursts. This must b e  e q ua l to  o r le ss tha n the  pe a k 

b urst size  (two  ra te  thre e  c o lo r) o r e xc e ss b urst size  (sing le  ra te  thre e  c o lo r) if it is a lso  c o nfig ure d .

This is the  ma ximum size  o f the  (first) to ke n b uc ke t in a  tra ffic  me te ring  a lg o rithm.

Exc e ss Burst Size Spe c ify the  a d d itio na l a mo unt o f b yte s tha t a re  a dmitte d  a t the  c o mmitte d  ra te  b e sid e s the  

c o mmitte d  b urst size .

This is the  ma ximum size  o f the  se c o nd  to ke n b uc ke t in the  srTC M.

This fie ld  is o nly a va ila b le  whe n yo u se le c t Sing le  Ra te  Thre e  Color in the  Me te r Type  fie ld .

Pe a k Ra te Spe c ify the  ma ximum ra te  a t whic h p a c ke ts a re  a d mitte d  to  the  ne two rk.

The  p e a k ra te  sho uld  b e  g re a te r tha n o r e q ua l to  the  c o mmitte d  ra te . This is to  sp e c ify ho w 

ma ny b yte s o f to ke ns a re  a d d e d  to  the  se c o nd  b uc ke t e ve ry se c o nd  in the  trTC M.

This fie ld  is o nly a va ila b le  whe n yo u se le c t Two Ra te  Thre e  Colo r in the  Me te r Type  fie ld .

Pe a k Burst Size Spe c ify the  ma ximum a mo unt o f b yte s tha t a re  a d mitte d  a t the  c o mmitte d  ra te .

This is the  ma ximum size  o f the  se c o nd  to ke n b uc ke t in the  trTC M.

This fie ld  is o nly a va ila b le  whe n yo u se le c t Two Ra te  Thre e  Colo r in the  Me te r Type  fie ld .

C o nfo rming  

Ac tio n

Spe c ify wha t the  Zyxe l De vic e  d o e s fo r p a c ke ts within the  c o mmitte d  ra te  a nd  b urst size  (g re e n-

ma rke d  pa c ke ts).

• Pa ss: Se nd  the  p a c ke ts witho ut mo d ific a tio n.

• DSCP Ma rk: C ha ng e  the  DSC P ma rk va lue  o f the  pa c ke ts. Ente r the  DSC P ma rk va lue  to  use .

Pa rtia l 

C o nfo rming  

Ac tio n

Spe c ify the  a c tio n tha t the  Zyxe l De vic e  ta ke s o n ye llo w-ma rke d  pa c ke ts.

Se le c t Pa ss to  fo rwa rd  the  pa c ke ts.

Se le c t Drop  to  d isc a rd  the  p a c ke ts.

Se le c t DSCP Ma rk to  a ssig n a  sp e c ifie d  DSC P numb e r (b e twe e n 0 a nd  63) to  the  p a c ke ts a nd  

fo rwa rd  the m. The  p a c ke ts a re  d ro p p e d  if the re  is c o ng e stio n o n the  ne two rk.

This fie ld  is o nly a va ila b le  whe n yo u se le c t Sing le / Two Ra te  Thre e  Co lor in the  Me te r Type  fie ld .

No n-

C o nfo rming  

Ac tio n

Spe c ify wha t the  Zyxe l De vic e  d o e s fo r p a c ke ts tha t e xc e e d  the  e xc e ss b urst size  o r p e a k ra te  

a nd  b urst size  (re d -ma rke d  pa c ke ts).

• Drop: Disc a rd  the  p a c ke ts.

• DSCP Ma rk: C ha ng e  the  DSC P ma rk va lue  o f the  pa c ke ts. Ente r the  DSC P ma rk va lue  to  use . 
The  p a c ke ts ma y b e  d ro pp e d  if the re  is c o ng e stio n o n the  ne two rk.

Re g ula te d  C la sse s Me mb e r Se tting

Ta b le  102   Ne two rk Se tting  > Qo S > Po lic e r Se tup  > Ad d  Ne w Po lic e r/ Ed it (c o ntinue d )

LABEL DESCRIPTION
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12.8  QoS Monitor

To  vie w the  Zyxe l De vic e ’ s Q o S p a c ke t sta tistic s, c lic k Network Se tting  > Q oS > Monitor. The  sc re e n 

a p pe a rs a s sho wn.

Figure  178   Ne two rk Se tting  > Q o S > Mo nito r

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ava ila b le  C la ss

Se le c te d  C la ss

Se le c t a  Q o S c la ssifie r to  a p ply this Q o S p o lic e r to  tra ffic  tha t ma tc he s the  Q o S c la ssifie r.

Hig hlig ht a  Q o S c la ssifie r in the  Ava ila ble  Cla ss b o x a nd  use  the  > b utto n to  mo ve  it to  the  

Se le c te d Cla ss b o x.

To  re mo ve  a  Q o S c la ssifie r fro m the  Se le c te d Cla ss b o x, se le c t it a nd  use  the  < b utto n.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  a ny c ha ng e s.

O K C lic k OK to  sa ve  yo ur c ha ng e s.

Ta b le  102   Ne two rk Se tting  > Qo S > Po lic e r Se tup  > Ad d  Ne w Po lic e r/ Ed it (c o ntinue d )

LABEL DESCRIPTION

Ta b le  103   Ne two rk Se tting  > Qo S > Mo nito r

LABEL DESCRIPTIO N

Re fre sh Inte rva l Se le c t ho w o fte n yo u wa nt the Zyxe l De vic e  to  up da te  this sc re e n. Se le c t None  to  

sto p  re fre shing

Inte rfa c e  Mo nito r

# This is the  ind e x numb e r o f the  e ntry.

Na me This sho ws the  na me  o f the  inte rfa c e  o n the  Zyxe l De vic e .

Pa ss Ra te  (b p s) This sho ws ho w ma ny p a c ke ts fo rwa rd e d  to  this inte rfa c e  a re  tra nsmitte d  

suc c e ssfully.

Dro p  Ra te  (b p s) This sho ws ho w ma ny p a c ke ts fo rwa rd e d  to  this inte rfa c e  a re  dro p p e d .

Q ue ue  Mo nito r

# This is the  ind e x numb e r o f the  e ntry.

Na me This sho ws the  na me  o f the  q ue ue .
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12.9  Te c hnic a l Re fe re nc e

The  fo llo wing  se c tio n c o nta ins a dd itio na l te c hnic a l info rma tio n a b o ut the  Zyxe l De vic e  fe a ture s 

de sc rib e d  in this c ha p te r.

IEEE 802.1Q Ta g

The  IEEE 802.1Q sta nd a rd  d e fine s a n e xp lic it VLAN ta g  in the  MAC he a de r to  id e ntify the  VLAN 

me mb e rship  o f a  fra me  a c ro ss b ridg e s. A VLAN ta g  inc lud e s the  12-b it VLAN ID a nd  3-b it use r prio rity. 

The  VLAN ID a sso c ia te s a  fra me  with a  sp e c ific  VLAN a nd  pro vide s the  info rma tio n tha t d e vic e s ne e d  to  

p ro c e ss the  fra me  a c ro ss the  ne two rk.

IEEE 802.1p  spe c ifie s the  use r p rio rity fie ld  a nd  de fine s up  to  e ig ht se p a ra te  tra ffic  typ e s. The  fo llo wing  

ta b le  de sc rib e s the  tra ffic  typ e s d e fine d  in the  IEEE 802.1d  sta nda rd  (whic h inc o rp o ra te s the  802.1p ).

DiffSe rv

Qo S is use d  to  p rio ritize  so urc e -to -de stina tio n tra ffic  flo ws. All p a c ke ts in the  flo w a re  g ive n the  sa me  

p rio rity. Yo u c a n use  Co S (c la ss o f se rvic e ) to  g ive  d iffe re nt p rio ritie s to  d iffe re nt p a c ke t typ e s.

DiffSe rv (Diffe re ntia te d  Se rvic e s) is a  c la ss o f se rvic e  (Co S) mo d e l tha t ma rks p a c ke ts so  tha t the y 

re c e ive  sp e c ific  pe r-ho p  tre a tme nt a t DiffSe rv-c o mp lia nt ne two rk de vic e s a lo ng  the  ro ute  b a se d  o n the  

a p p lic a tio n type s a nd  tra ffic  flo w. Pa c ke ts a re  ma rke d  with DiffSe rv C o d e  Po ints (DSC Ps) ind ic a ting  the  

le ve l o f se rvic e  de sire d . This a llo ws the  inte rme d ia ry DiffSe rv-c o mplia nt ne two rk d e vic e s to  ha nd le  the  

pa c ke ts d iffe re ntly d e pe nd ing  o n the  c o d e  p o ints witho ut the  ne e d  to  ne g o tia te  p a ths o r re me mb e r 

sta te  info rma tio n fo r e ve ry flo w. In a d d itio n, a p p lic a tio ns do  no t ha ve  to  re q ue st a  pa rtic ula r se rvic e  o r 

g ive  a dva nc e d  no tic e  o f whe re  the  tra ffic  is g o ing .

Pa ss Ra te  (b p s) This sho ws ho w ma ny p a c ke ts a ssig ne d  to  this q ue ue  a re  tra nsmitte d  suc c e ssfully.

Dro p  Ra te  (b p s) This sho ws ho w ma ny p a c ke ts a ssig ne d  to  this q ue ue  a re  d ro p pe d .

Ta b le  103   Ne two rk Se tting  > Qo S > Mo nito r (c o ntinue d )

LABEL DESCRIPTIO N

Ta b le  104   IEEE 802.1p  Prio rity Le ve l a nd  Tra ffic  Type

PRIORITY LEVEL TRAFFIC TYPE

Le ve l 7 Typ ic a lly use d  fo r ne two rk c o ntro l tra ffic  suc h a s ro ute r c o nfig ura tio n me ssa g e s.

Le ve l 6 Typ ic a lly use d  fo r vo ic e  tra ffic  tha t is e sp e c ia lly se nsitive  to  jitte r (jitte r is the  va ria tio ns in d e la y).

Le ve l 5 Typ ic a lly use d  fo r vid e o  tha t c o nsume s hig h b a nd wid th a nd  is se nsitive  to  jitte r.

Le ve l 4 Typ ic a lly use d  fo r c o ntro lle d  lo a d , la te nc y-se nsitive  tra ffic  suc h a s SNA (Syste ms Ne two rk 

Arc hite c ture ) tra nsa c tio ns.

Le ve l 3 Typ ic a lly use d  fo r “e xc e lle nt e ffo rt”  o r b e tte r tha n b e st e ffo rt a nd  wo uld  inc lud e  impo rta nt 

b usine ss tra ffic  tha t c a n to le ra te  so me  d e la y.

Le ve l 2 This is fo r “ sp a re  b a ndwid th” .

Le ve l 1 This is typ ic a lly use d  fo r no n-c ritic a l “b a c kg ro und ”  tra ffic  suc h a s b ulk tra nsfe rs tha t a re  a llo we d  

b ut tha t sho uld  no t a ffe c t o the r a pp lic a tio ns a nd  use rs.

Le ve l 0 Typ ic a lly use d  fo r b e st-e ffo rt tra ffic .
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DSCP a nd Pe r- Hop Be ha vior

DiffSe rv de fine s a  ne w Diffe re ntia te d  Se rvic e s (DS) fie ld  to  re p la c e  the  Type  o f Se rvic e  (TO S) fie ld  in the  IP 

he a de r. The  DS fie ld  c o nta ins a  2-b it unuse d  fie ld  a nd  a  6-b it DSCP fie ld  whic h c a n d e fine  up  to  64 

se rvic e  le ve ls. The  fo llo wing  fig ure  illustra te s the  DS fie ld .

DSC P is b a c kwa rd  c o mpa tib le  with the  thre e  p re c e d e nc e  b its in the  To S o c te t so  tha t no n-DiffSe rv 

c o mplia nt, To S-e na b le d  ne two rk de vic e  will no t c o nflic t with the  DSC P ma pp ing .

The  DSCP va lue  d e te rmine s the  fo rwa rd ing  b e ha vio r, the  PHB (Pe r-Ho p  Be ha vio r), tha t e a c h pa c ke t 

g e ts a c ro ss the  DiffSe rv ne two rk. Ba se d  o n the  ma rking  rule , d iffe re nt kinds o f tra ffic  c a n b e  ma rke d  fo r 

d iffe re nt kind s o f fo rwa rd ing . Re so urc e s c a n the n b e  a llo c a te d  a c c o rd ing  to  the  DSCP va lue s a nd  the  

c o nfig ure d  p o lic ie s.

IP Pre c e de nc e

Simila r to  IEEE 802.1p  p rio ritiza tio n a t la ye r-2, yo u c a n use  IP pre c e de nc e  to  p rio ritize  pa c ke ts in a  la ye r-3 

ne two rk. IP p re c e d e nc e  use s thre e  b its o f the  e ig ht-b it To S (Typ e  o f Se rvic e ) fie ld  in the  IP he a d e r. The re  

a re  e ig ht c la sse s o f se rvic e s (ra ng ing  fro m ze ro  to  se ve n) in IP pre c e de nc e . Ze ro  is the  lo we st prio rity 

le ve l a nd  se ve n is the  hig he st.

Automa tic  Priority Queue  Assig nme nt

If yo u e na b le  Qo S o n the  Zyxe l De vic e , the  Zyxe l De vic e  c a n a uto ma tic a lly b a se  o n the  IEEE 802.1p  

prio rity le ve l, IP pre c e d e nc e  a nd / o r pa c ke t le ng th to  a ssig n p rio rity to  tra ffic  whic h do e s no t ma tc h a  

c la ss.

The  fo llo wing  ta b le  sho ws yo u the  inte rna l la ye r-2 a nd  la ye r-3 Qo S ma pp ing  o n the  Zyxe l De vic e . O n the  

Zyxe l De vic e , tra ffic  a ssig ne d  to  hig he r p rio rity q ue ue s g e ts thro ug h fa ste r while  tra ffic  in lo we r ind e x 

q ue ue s is d ro p pe d  if the  ne two rk is c o ng e ste d .

DSC P (6 b its) Unuse d  (2 b its)

Ta b le  105   Inte rna l La ye r2 a nd  La ye r3 Q o S Ma p p ing

PRIORITY 

Q UEUE

LAYER 2 LAYER 3

IEEE 802.1P USER 

PRIO RITY (ETHERNET 
PRIO RITY)

TO S (IP 
PRECEDENCE)

DSCP
IP PACKET LENGTH 
(BYTE)

0 1 0 000000

1 2

2 0 0 000000 >1100

3 3 1 001110

001100

001010

001000

250 – 1100

4 4 2 010110

010100

010010

010000



Cha pte r 12 Q ua lity o f Se rvic e  (Q o S)

AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

342

Toke n Buc ke t

The  to ke n b uc ke t a lg o rithm use s to ke ns in a  b uc ke t to  c o ntro l whe n tra ffic  c a n b e  tra nsmitte d . The  

b uc ke t sto re s to ke ns, e a c h o f whic h re pre se nts o ne  b yte . The  a lg o rithm a llo ws b ursts o f up  to  b  b yte s 

whic h is a lso  the  b uc ke t size , so  the  b uc ke t c a n ho ld  up  to  b  to ke ns. To ke ns a re  g e ne ra te d  a nd  a d d e d  

into  the  b uc ke t a t a  c o nsta nt ra te . The  fo llo wing  sho ws ho w to ke ns wo rk with p a c ke ts:

• A p a c ke t c a n b e  tra nsmitte d  if the  numb e r o f to ke ns in the  b uc ke t is e q ua l to  o r g re a te r tha n the  size  

o f the  pa c ke t (in b yte s).

• Afte r a  pa c ke t is tra nsmitte d , a  numb e r o f to ke ns c o rre spo nd ing  to  the  p a c ke t size  is re mo ve d  fro m 

the  b uc ke t.

• If the re  a re  no  to ke ns in the  b uc ke t, the  Zyxe l De vic e  sto p s tra nsmitting  until e no ug h to ke ns a re  

g e ne ra te d .

• If no t e no ug h to ke ns a re  a va ila b le , the  Zyxe l De vic e  tre a ts the  pa c ke t in e ithe r o ne  o f the  fo llo wing  

wa ys:

In tra ffic  sha p ing :

• Ho ld s it in the  q ue ue  until e no ug h to ke ns a re  a va ila b le  in the  b uc ke t.

In tra ffic  po lic ing :

• Dro p s it.

• Tra nsmits it b ut a dd s a  DSC P ma rk. The  Zyxe l De vic e  ma y d ro p  the se  ma rke d  pa c ke ts if the  ne two rk 
is o ve rlo a de d .

Co nfig ure  the  b uc ke t size  to  b e  e q ua l to  o r le ss tha n the  a mo unt o f the  b a ndwid th tha t the  inte rfa c e  

c a n sup po rt. It d o e s no t he lp  if yo u se t it to  a  b uc ke t size  o ve r the  inte rfa c e ’ s c a p a b ility. The  sma lle r the  

b uc ke t size , the  lo we r the  da ta  tra nsmissio n ra te  a nd  tha t ma y c a use  o utg o ing  pa c ke ts to  b e  d ro pp e d . 

A la rg e r tra nsmissio n ra te  re q uire s a  b ig  b uc ke t size . Fo r e xa mp le , use  a  b uc ke t size  o f 10 kb yte s to  g e t 

the  tra nsmissio n ra te  up  to  10 Mb p s.

5 5 3 011110

011100

011010

011000

<250

6 6 4 100110

100100

100010

100000

5 101110

101000

7 7 6 110000

1110007

Ta b le  105   Inte rna l La ye r2 a nd  La ye r3 Q o S Ma p p ing  (c o ntinue d )

PRIORITY 
Q UEUE

LAYER 2 LAYER 3

IEEE 802.1P USER 

PRIO RITY (ETHERNET 
PRIO RITY)

TO S (IP 

PRECEDENCE)
DSCP

IP PACKET LENGTH 

(BYTE)
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Sing le  Ra te  Thre e  Color Ma rke r

The  Sing le  Ra te  Thre e  C o lo r Ma rke r (srTCM, d e fine d  in RFC  2697) is a  typ e  o f tra ffic  p o lic ing  tha t id e ntifie s 

pa c ke ts b y c o mpa ring  the m to  o ne  use r-d e fine d  ra te , the  Co mmitte d  Info rma tio n Ra te  (C IR), a nd  two  

b urst size s: the  Co mmitte d  Burst Size  (CBS) a nd  Exc e ss Burst Size  (EBS).

The  srTCM e va lua te s inc o ming  pa c ke ts a nd  ma rks the m with o ne  o f thre e  c o lo rs whic h re fe r to  p a c ke t 

lo ss p rio rity le ve ls. Hig h p a c ke t lo ss p rio rity le ve l is re fe rre d  to  a s re d , me d ium is re fe rre d  to  a s ye llo w a nd  

lo w is re fe rre d  to  a s g re e n.

The  srTCM is b a se d  o n the  to ke n b uc ke t filte r a nd  ha s two  to ke n b uc ke ts (CBS a nd  EBS). To ke ns a re  

g e ne ra te d  a nd  a d d e d  into  the  b uc ke t a t a  c o nsta nt ra te , c a lle d  Co mmitte d  Info rma tio n Ra te  (C IR). 

Whe n the  first b uc ke t (C BS) is full, ne w to ke ns o ve rflo w into  the  se c o nd  b uc ke t (EBS).

All pa c ke ts a re  e va lua te d  a g a inst the  CBS. If a  p a c ke t d o e s no t e xc e e d  the  C BS it is ma rke d  g re e n. 

Othe rwise  it is e va lua te d  a g a inst the  EBS. If it is b e lo w the  EBS the n it is ma rke d  ye llo w. If it e xc e e ds the  

EBS the n it is ma rke d  re d .

The  fo llo wing  sho ws ho w to ke ns wo rk with inc o ming  pa c ke ts in srTC M:

• A pa c ke t a rrive s. The  pa c ke t is ma rke d  g re e n a nd  c a n b e  tra nsmitte d  if the  numb e r o f to ke ns in the  

CBS b uc ke t is e q ua l to  o r g re a te r tha n the  size  o f the  p a c ke t (in b yte s).

• Afte r a  pa c ke t is tra nsmitte d , a  numb e r o f to ke ns c o rre spo nd ing  to  the  p a c ke t size  is re mo ve d  fro m 

the  CBS b uc ke t.

• If the re  a re  no t e no ug h to ke ns in the  CBS b uc ke t, the  Zyxe l De vic e  c he c ks the  EBS b uc ke t. The  p a c ke t 

is ma rke d  ye llo w if the re  a re  suffic ie nt to ke ns in the  EBS b uc ke t. Othe rwise , the  p a c ke t is ma rke d  re d . 

No  to ke ns a re  re mo ve d  if the  p a c ke t is d ro pp e d .

Two Ra te  Thre e  Color Ma rke r

The  Two  Ra te  Thre e  C o lo r Ma rke r (trTCM, d e fine d  in RFC  2698) is a  typ e  o f tra ffic  p o lic ing  tha t id e ntifie s 

pa c ke ts b y c o mpa ring  the m to  two  use r-d e fine d  ra te s: the  Co mmitte d  Info rma tio n Ra te  (C IR) a nd  the  

Pe a k Info rma tio n Ra te  (PIR). The  CIR sp e c ifie s the  a ve ra g e  ra te  a t whic h pa c ke ts a re  a d mitte d  to  the  

ne two rk. The  PIR is g re a te r tha n o r e q ua l to  the  C IR. CIR a nd  PIR va lue s a re  b a se d  o n the  g ua ra nte e d  

a nd  ma ximum b a ndwid th re spe c tive ly a s ne g o tia te d  b e twe e n a  se rvic e  p ro vide r a nd  c lie nt.

The  trTC M e va lua te s inc o ming  p a c ke ts a nd  ma rks the m with o ne  o f thre e  c o lo rs whic h re fe r to  pa c ke t 

lo ss p rio rity le ve ls. Hig h p a c ke t lo ss p rio rity le ve l is re fe rre d  to  a s re d , me d ium is re fe rre d  to  a s ye llo w a nd  

lo w is re fe rre d  to  a s g re e n.

The  trTC M is b a se d  o n the  to ke n b uc ke t filte r a nd  ha s two  to ke n b uc ke ts (Co mmitte d  Burst Size  (CBS) 

a nd  Pe a k Burst Size  (PBS)). To ke ns a re  g e ne ra te d  a nd  a dd e d  into  the  two  b uc ke ts a t the  C IR a nd  PIR 

re spe c tive ly.

All pa c ke ts a re  e va lua te d  a g a inst the  PIR. If a  p a c ke t e xc e e d s the  PIR it is ma rke d  re d . Othe rwise  it is 

e va lua te d  a g a inst the  CIR. If it e xc e e ds the  C IR the n it is ma rke d  ye llo w. Fina lly, if it is b e lo w the  C IR the n 

it is ma rke d  g re e n.

The  fo llo wing  sho ws ho w to ke ns wo rk with inc o ming  pa c ke ts in trTC M:

• A pa c ke t a rrive s. If the  numb e r o f to ke ns in the  PBS b uc ke t is le ss tha n the  size  o f the  pa c ke t (in b yte s), 

the  pa c ke t is ma rke d  re d  a nd  ma y b e  d ro pp e d  re g a rd le ss o f the  CBS b uc ke t. No  to ke ns a re  re mo ve d  

if the  pa c ke t is d ro p pe d .
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• If the  PBS b uc ke t ha s e no ug h to ke ns, the  Zyxe l De vic e  c he c ks the  C BS b uc ke t. The  pa c ke t is ma rke d  

g re e n a nd  c a n b e  tra nsmitte d  if the  numb e r o f to ke ns in the  CBS b uc ke t is e q ua l to  o r g re a te r tha n 

the  size  o f the  pa c ke t (in b yte s). O the rwise , the  pa c ke t is ma rke d  ye llo w.
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C HA PTER 1 3

Ne twork Addre ss Tra nsla tion

(NAT)

13.1  NAT Ove rvie w

NAT (Ne two rk Ad dre ss Tra nsla tio n – NAT, RFC 1631) is the  tra nsla tio n o f the  IP a dd re ss o f a  ho st in a  

pa c ke t, fo r e xa mple , the  so urc e  a dd re ss o f a n o utg o ing  p a c ke t, use d  within o ne  ne two rk to  a  d iffe re nt 

IP a d d re ss kno wn within a no the r ne two rk.

13.1.1  Wha t You Can Do  in this Cha pte r

• Use  the  Port Forwa rding  sc re e n to  c o nfig ure  fo rwa rd  inc o ming  se rvic e  re q ue sts to  the  se rve rs o n yo ur 

lo c a l ne two rk (Se c tio n 13.2 o n p a g e  346).

• Use  the  Port Trig g e ring  sc re e n to  a d d  a nd  c o nfig ure  the  Zyxe l De vic e ’ s trig g e r po rt se tting s (Se c tio n 

13.3 o n pa g e  349).

• Use  the  DMZ sc re e n to  c o nfig ure  a  d e fa ult se rve r (Se c tio n 13.4 o n p a g e  353).

• Use  the  ALG sc re e n to  e na b le  o r d isa b le  the  SIP ALG  (Se c tio n 13.5 o n pa g e  353).

• Use  the  Addre ss Ma pping  sc re e n to  e na b le  a nd  d isa b le  the  NAT Add re ss Ma pp ing  in the  Zyxe l De vic e  

(Se c tio n 13.6 o n p a g e  355).

• Use  the  Se ssions sc re e n to  limit the  numb e r o f c o nc urre nt NAT se ssio ns e a c h c lie nt c a n use  (Se c tio n 

13.7 o n pa g e  357).

• Use  the  Port C ontrol Protoc ol sc re e n to  c o nfig ure  inc o ming  tra ffic  fo r d e vic e s b e hind  the  Zyxe l De vic e  

(Se c tio n 13.8 o n p a g e  357).

13.1.2  Wha t You Ne e d To  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Inside / Outside  a nd Globa l/ Loc a l

Insid e / o utsid e  de no te s whe re  a  ho st is lo c a te d  re la tive  to  the  Zyxe l De vic e , fo r e xa mple , the  c o mpute rs 

o f yo ur sub sc rib e rs a re  the  insid e  ho sts, while  the  we b  se rve rs o n the  Inte rne t a re  the  o utside  ho sts.

Glo b a l/ lo c a l de no te s the  IP a dd re ss o f a  ho st in a  p a c ke t a s the  p a c ke t tra ve rse s a  ro ute r, fo r e xa mp le , 

the  lo c a l a d d re ss re fe rs to  the  IP a d dre ss o f a  ho st whe n the  pa c ke t is in the  lo c a l ne two rk, while  the  

g lo b a l a dd re ss re fe rs to  the  IP a d d re ss o f the  ho st whe n the  sa me  p a c ke t is tra ve ling  in the  WAN sid e .

NAT

In the  simple st fo rm, NAT c ha ng e s the  so urc e  IP a dd re ss in a  pa c ke t re c e ive d  fro m a  sub sc rib e r (the  

insid e  lo c a l a dd re ss) to  a no the r (the  insid e  g lo b a l a dd re ss) b e fo re  fo rwa rd ing  the  p a c ke t to  the  WAN 
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side . Whe n the  re sp o nse  c o me s b a c k, NAT tra nsla te s the  d e stina tio n a d dre ss (the  inside  g lo b a l a d d re ss) 

b a c k to  the  insid e  lo c a l a d dre ss b e fo re  fo rwa rd ing  it to  the  o rig ina l inside  ho st.

Port Forwa rding

A p o rt fo rwa rd ing  se t is a  list o f insid e  (b e hind  NAT o n the  LAN) se rve rs, fo r e xa mple , we b  o r FTP, tha t yo u 

c a n ma ke  visib le  to  the  o utsid e  wo rld  e ve n tho ug h NAT ma ke s yo ur who le  insid e  ne two rk a p pe a r a s a  

sing le  c o mpute r to  the  o utside  wo rld .

13.2  Port Forwarding

Use  Port Forwa rding  to  fo rwa rd  inc o ming  se rvic e  re q ue sts fro m the  Inte rne t to  the  se rve rs o n yo ur lo c a l 

ne two rk. Po rt fo rwa rd ing  is c o mmo nly use d  whe n yo u wa nt to  ho st o nline  g a ming , P2P file  sha ring , o r 

o the r se rve rs o n yo ur ne two rk.

Yo u ma y e nte r a  sing le  po rt numb e r o r a  ra ng e  o f po rt numb e rs to  b e  fo rwa rde d , a nd  the  lo c a l IP 

a d d re ss o f the  d e sire d  se rve r. The  p o rt numb e r id e ntifie s a  se rvic e ; fo r e xa mple , we b  se rvic e  is o n po rt 80 

a nd  FTP o n po rt 21. In so me  c a se s, suc h a s fo r unkno wn se rvic e s o r whe re  o ne  se rve r c a n supp o rt mo re  

tha n o ne  se rvic e  (fo r e xa mp le  b o th FTP a nd  we b  se rvic e ), it mig ht b e  b e tte r to  spe c ify a  ra ng e  o f p o rt 

numb e rs. Yo u c a n a llo c a te  a  se rve r IP a dd re ss tha t c o rre sp o nd s to  a  p o rt o r a  ra ng e  o f p o rts. Ple a se  

re fe r to  RFC 1700 fo r furthe r info rma tio n a b o ut p o rt numb e rs.

No te : Ma ny re sid e ntia l b ro a d b a nd  ISP a c c o unts d o  no t a llo w yo u to  run a ny se rve r p ro c e sse s 
(suc h a s a  We b  o r FTP se rve r) fro m yo ur lo c a tio n. Yo ur ISP ma y p e rio d ic a lly c he c k fo r 
se rve rs a nd  ma y susp e nd  yo ur a c c o unt if it d isc o ve rs a ny a c tive  se rvic e s a t yo ur 
lo c a tio n. If yo u a re  unsure , re fe r to  yo ur ISP.

Config ure  Se rve rs Be hind Port Forwa rding  (Exa mple )

Le t's sa y yo u wa nt to  a ssig n p o rts 21-25 to  o ne  FTP, Te lne t a nd  SMTP se rve r (A in the  e xa mple ), po rt 80 to  

a no the r (B in the  e xa mp le ), a  d e fa ult se rve r IP a dd re ss o f 192.168.1.35 to  a  third  (C  in the  e xa mp le ), a nd  

a  d e fa ult se rve r IP a d d re ss o f 192.168.1.36 to  a  fo urth (D in the  e xa mp le ). Yo u a ssig n the  LAN IP a d dre sse s 

a nd  the  ISP a ssig ns the  WAN IP a dd re ss. The  NAT ne two rk a p pe a rs a s a  sing le  ho st o n the  Inte rne t.

Figure  179   Multip le  Se rve rs Be hind  NAT Exa mp le
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13.2.1  Port Forwarding

Clic k Ne twork Se tting  > NAT to  o pe n the  Port Forwarding  sc re e n.

No te : TC P p o rt 7547 is re se rve d  fo r syste m use .

Figure  180   Ne two rk Se tting  > NAT > Po rt Fo rwa rd ing

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

13.2.2  Add or Edit Port Forwa rding

Cre a te  o r e d it a  p o rt fo rwa rd ing  rule . Sp e c ify e ithe r a  p o rt o r a  ra ng e  o f p o rts, a  se rve r IP a dd re ss, a nd  a  

p ro to c o l to  c o nfig ure  a  po rt fo rwa rd ing  rule . C lic k Add Ne w Rule  in the  Port Forwa rding  sc re e n o r the  Edit 

ic o n ne xt to  a n e xisting  rule  to  o p e n the  fo llo wing  sc re e n.

Ta b le  106   Ne two rk Se tting  > NAT > Po rt Fo rwa rd ing

LABEL DESCRIPTIO N

Ad d  Ne w Rule C lic k this to  a d d  a  ne w po rt fo rwa rding  rule .

# This is the  ind e x numb e r o f the  e ntry.

Sta tus This fie ld  ind ic a te s whe the r the  rule  is a c tive  o r no t.

A ye llo w b ulb  sig nifie s tha t this rule  is a c tive . A g ra y b ulb  sig nifie s tha t this rule  is no t a c tive .

Se rvic e  Na me This is the  se rvic e ’ s na me . This sho ws Use r De fine d  if yo u ma nua lly a d d e d  a  se rvic e . Yo u c a n 

c ha ng e  this b y c lic king  the  e d it ic o n.

O rig ina ting  IP This is the  so urc e ’ s IP a d d re ss.

WAN Inte rfa c e Se le c t the  WAN inte rfa c e  fo r whic h to  c o nfig ure  NAT po rt fo rwa rd ing  rule s.

Se rve r IP Ad d re ss This is the  se rve r’ s IP a d d re ss.

Sta rt Po rt This is the  first e xte rna l p o rt numb e r tha t id e ntifie s a  se rvic e .

End Po rt This is the  la st e xte rna l po rt numb e r tha t id e ntifie s a  se rvic e .

Tra nsla tio n Sta rt 

Po rt

This is the  first inte rna l po rt numb e r tha t id e ntifie s a  se rvic e .

Tra nsla tio n End 

Po rt

This is the  la st inte rna l p o rt numb e r tha t id e ntifie s a  se rvic e .

Pro to c o l This fie ld  d isp la ys the  p ro to c o l (TC P, UDP, TC P+UDP) use d  to  tra nsp o rt the  p a c ke ts fo r whic h 

yo u wa nt to  a p ply the  rule .

Mo d ify C lic k the  Edit ic o n to  e d it the  po rt fo rwa rd ing  rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  p o rt fo rwa rd ing  rule . No te  tha t sub se q ue nt a d d re ss 

ma p p ing  rule s mo ve  up  b y o ne  whe n yo u ta ke  this a c tio n.
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Figure  181   Ne two rk Se tting  > NAT > Po rt Fo rwa rd ing : Ad d  o r Ed it

No te : To  c o nfig ure  p o rt fo rwa rd ing , yo u ne e d  to  ha ve  the  sa me  c o nfig ura tio ns in the  Sta rt 

Po rt, End Po rt, Tra nsla tio n Sta rt Po rt, a nd  Tra nsla tio n End Po rt fie ld s.
To  c o nfig ure  p o rt tra nsla tio n, yo u ne e d  to  ha ve  d iffe re nt c o nfig ura tio ns in the  Sta rt Po rt, 
End Po rt, Tra nsla tio n Sta rt Po rt, a nd  Tra nsla tio n End Po rt fie ld s.
He re  is a n e xa mp le  to  c o nfig ure  p o rt tra nsla tio n. C o nfig ure  Sta rt Port to  100, End Po rt to  
120, Tra nsla tio n Sta rt Port to  200, a nd  Tra nsla tio n End Port to  220.

No te : TC P p o rt 7547 is re se rve d  fo r syste m use .

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n. 

Ta b le  107   Ne two rk Se tting  > NAT > Po rt Fo rwa rd ing : Ad d  o r Ed it

LABEL DESCRIPTIO N

Ac tive C lic k to  turn the  p o rt fo rwa rd ing  rule  o n o r o ff.

Se rvic e  Na me Ente r a  na me  fo r the  se rvic e  to  fo rwa rd . Yo u c a n use  up  to  256 printa b le  c ha ra c te rs e xc e p t [ " 

], [ ` ], [ ' ], [ < ], [ > ], [ ^  ], [ $ ], [ | ], [ & ], o r [ ; ]. Sp a c e s a re  a llo we d .

WAN Inte rfa c e Se le c t the  WAN inte rfa c e  fo r whic h to  c o nfig ure  NAT po rt fo rwa rd ing  rule s.
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13.3  Port Trigge ring

So me  se rvic e s use  a  d e d ic a te d  ra ng e  o f po rts o n the  c lie nt side  a nd  a  d e d ic a te d  ra ng e  o f p o rts o n the  

se rve r side . With re g ula r p o rt fo rwa rd ing , yo u se t a  fo rwa rd ing  po rt in NAT to  fo rwa rd  a  se rvic e  (c o ming  

in fro m the  se rve r o n the  WAN) to  the  IP a dd re ss o f a  c o mpute r o n the  c lie nt sid e  (LAN). The  p ro b le m is 

tha t po rt fo rwa rd ing  o nly fo rwa rd s a  se rvic e  to  a  sing le  LAN IP a dd re ss. In o rde r to  use  the  sa me  se rvic e  

o n a  d iffe re nt LAN c o mp ute r, yo u ha ve  to  ma nua lly re p la c e  the  LAN c o mp ute r's IP a dd re ss in the  

fo rwa rd ing  po rt with a no the r LAN c o mp ute r's IP a dd re ss.

Trig g e r p o rt fo rwa rd ing  a llo ws c o mp ute rs o n the  LAN to  dyna mic a lly ta ke  turns using  the  se rvic e .

The  Zyxe l De vic e  re c o rds the  IP a d dre ss o f a  LAN c o mpute r tha t se nds tra ffic  to  the  WAN to  re q ue st a  

se rvic e  with a  sp e c ific  p o rt numb e r a nd  p ro to c o l (a  \"trig g e r\" p o rt). Whe n the  Zyxe l De vic e 's WAN po rt 

re c e ive s a  re spo nse  with a  sp e c ific  p o rt numb e r a nd  pro to c o l (\"o p e n\" po rt), the  Zyxe l De vic e  fo rwa rds 

the  tra ffic  to  the  LAN IP a dd re ss o f the  c o mpute r tha t se nt the  re q ue st. Afte r tha t c o mpute r’ s 

c o nne c tio n fo r tha t se rvic e  c lo se s, a no the r c o mpute r o n the  LAN c a n use  the  se rvic e  in the  sa me  

ma nne r. This wa y yo u do  no t ne e d  to  c o nfig ure  a  ne w IP a dd re ss e a c h time  yo u wa nt a  d iffe re nt LAN 

c o mpute r to  use  the  a p p lic a tio n.

Fo r e xa mp le :

Sta rt Po rt C o nfig ure  this fo r a  use r-d e fine d  e ntry. Ente r the  o rig ina l d e stina tio n po rt fo r the  p a c ke ts.

To  fo rwa rd  o nly o ne  p o rt, e nte r the  p o rt numb e r a g a in in the  End Port fie ld .

To  fo rwa rd  a  se rie s o f p o rts, e nte r the  sta rt po rt numb e r he re  a nd  the  e nd  po rt numb e r in the  

End Port fie ld .

End Po rt C o nfig ure  this fo r a  use r-d e fine d  e ntry. Ente r the  la st p o rt o f the  o rig ina l d e stina tio n po rt ra ng e .

To  fo rwa rd  o nly o ne  p o rt, e nte r the  p o rt numb e r in the  Sta rt Port fie ld  a b o ve  a nd  the n e nte r it 

a g a in in this fie ld .

To  fo rwa rd  a  se rie s o f p o rts, e nte r the  la st p o rt numb e r in a  se rie s tha t b e g ins with the  p o rt 

numb e r in the  Sta rt Port fie ld  a b o ve .

Tra nsla tio n Sta rt 

Po rt

C o nfig ure  this fo r a  use r-d e fine d  e ntry. This sho ws the  p o rt numb e r to  whic h yo u wa nt the  Zyxe l 

De vic e  to  tra nsla te  the  inc o ming  p o rt. Fo r a  ra ng e  o f p o rts, e nte r the  first numb e r o f the  ra ng e  

to  whic h yo u wa nt the  inc o ming  po rts tra nsla te d .

Tra nsla tio n End 

Po rt

C o nfig ure  this fo r a  use r-d e fine d  e ntry. This sho ws the  la st p o rt o f the  tra nsla te d  p o rt ra ng e .

Se rve r IP Ad d re ss Ente r the  insid e  IP a d dre ss o f the  virtua l se rve r he re .

C o nfig ure  

O rig ina ting  IP

C lic k the  Ena ble  c he c kb o x to  e nte r the  so urc e  IP in the  ne xt fie ld .

O rig ina ting  IP Ente r the  so urc e  IP a d d re ss he re .

Pro to c o l Se le c t the  pro to c o l supp o rte d  b y this virtua l se rve r. C ho ic e s a re  TCP, UDP, o r TCP/ UDP.

O K C lic k this to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k this to  e xit this sc re e n witho ut sa ving .

Ta b le  107   Ne two rk Se tting  > NAT > Po rt Fo rwa rd ing : Ad d  o r Ed it (c o ntinue d )

LABEL DESCRIPTIO N
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Figure  182   Trig g e r Po rt Fo rwa rd ing  Pro c e ss: Exa mp le

1 Ja ne  re q ue sts a  file  fro m the  Re a l Aud io  se rve r (po rt 7070).

2 Po rt 7070 is a  “ trig g e r”  p o rt a nd  c a use s the  Zyxe l De vic e  to  re c o rd  Ja ne ’ s c o mpute r IP a d d re ss. The  Zyxe l 

De vic e  a sso c ia te s Ja ne 's c o mpute r IP a d dre ss with the  "o p e n" p o rt ra ng e  o f 6970 – 7170.

3 The  Re a l Aud io  se rve r re sp o nd s using  a  p o rt numb e r ra ng ing  b e twe e n 6970 – 7170.

4 The  Zyxe l De vic e  fo rwa rd s the  tra ffic  to  Ja ne ’ s c o mpute r IP a d d re ss.

5 Only Ja ne  c a n c o nne c t to  the  Re a l Aud io  se rve r until the  c o nne c tio n is c lo se d  o r time s o ut. The  Zyxe l 

De vic e  time s o ut in 3 minute s with UDP (Use r Da ta g ra m Pro to c o l) o r 2 ho urs with TCP/ IP (Tra nsfe r Co ntro l 

Pro to c o l/ Inte rne t Pro to c o l).

C lic k Ne twork Se tting  > NAT > Port Trig g ering  to  o p e n the  fo llo wing  sc re e n. Use  this sc re e n to  vie w yo ur 

Zyxe l De vic e ’ s trig g e r po rt se tting s.

No te : TC P p o rt 7547 is re se rve d  fo r syste m use .

No te : The  sum o f trig g e r p o rts in a ll rule s must b e  le ss tha n 1000 a nd  e ve ry o p e n p o rt ra ng e  
must b e  le ss tha n 1000. Whe n the  p ro to c o l is TC P/ UDP, the  p o rts a re  c o unte d  twic e .

Figure  183   Ne two rk Se tting  > NAT > Po rt Trig g e ring



 Cha pte r 13 Ne two rk Ad d re ss Tra nsla tio n (NAT)

AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

351

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

13.3.1  Add or Edit Port Trigg e ring  Rule

This sc re e n le ts yo u c re a te  ne w po rt trig g e ring  rule s. C lic k Add Ne w Rule  in the  Port Trig ge ring  sc re e n o r 

c lic k a  rule ’ s Edit ic o n to  o pe n the  fo llo wing  sc re e n. Use  this sc re e n to  c o nfig ure  a  p o rt o r ra ng e  o f po rts 

a nd  p ro to c o ls fo r se nd ing  o ut re q ue sts a nd  fo r re c e iving  re spo nse s.

Ta b le  108   Ne two rk Se tting  > NAT > Po rt Trig g e ring

LABEL DESCRIPTIO N

Ad d  Ne w Rule C lic k this to  c re a te  a  ne w rule .

# This is the  ind e x numb e r o f the  e ntry.

Sta tus This fie ld  d isp la ys whe the r the  po rt trig g e ring  rule  is a c tive  o r no t. A ye llo w b ulb  sig nifie s tha t this 

rule  is a c tive . A g ra y b ulb  sig nifie s tha t this rule  is no t a c tive .

Se rvic e  Na me This fie ld  d isp la ys the  na me  o f the  se rvic e  use d  b y this rule .

WAN Inte rfa c e This fie ld  sho ws the  WAN inte rfa c e  thro ug h whic h the  se rvic e  is fo rwa rd e d .

Trig g e r Sta rt Po rt The  trig g e r p o rt is a  p o rt (o r a  ra ng e  o f po rts) tha t c a use s (o r trig g e rs) the  Zyxe l De vic e  to  re c o rd  

the  IP a d d re ss o f the  LAN c o mp ute r tha t se nt the  tra ffic  to  a  se rve r o n the  WAN.

This is the  first p o rt numb e r tha t id e ntifie s a  se rvic e .

Trig g e r End  Po rt This is the  la st p o rt numb e r tha t id e ntifie s a  se rvic e .

Trig g e r Pro to . This is the  trig g e r tra nsp o rt la ye r pro to c o l.

O p e n Sta rt Po rt The  o p e n po rt is a  po rt (o r a  ra ng e  o f p o rts) tha t a  se rve r o n the  WAN use s whe n it se nd s o ut a  

pa rtic ula r se rvic e . The  Zyxe l De vic e  fo rwa rds the  tra ffic  with this p o rt (o r ra ng e  o f p o rts) to  the  

c lie nt c o mpute r o n the  LAN tha t re q ue ste d  the  se rvic e .

This is the  first p o rt numb e r tha t id e ntifie s a  se rvic e .

O p e n End  Po rt This is the  la st p o rt numb e r tha t id e ntifie s a  se rvic e .

O p e n Pro to c o l This is the  o p e n tra nsp o rt la ye r pro to c o l.

Mo d ify C lic k the  Edit ic o n to  e d it this rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  rule .
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Figure  184   Ne two rk Se tting  > NAT > Po rt Trig g e ring : Add  o r Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  109   Ne two rk Se tting  > NAT > Po rt Trig g e ring : Ad d  o r Ed it

LABEL DESCRIPTIO N

Ac tive C lic k this switc h to  a c tiva te  this rule .

Se rvic e  Na me Ente r a  na me  to  id e ntify this rule . Yo u c a n use  up  to  256 p rinta b le  c ha ra c te rs e xc e pt [ " ], [ ` ], [ ' 

], [ < ], [ > ], [ ^ ], [ $ ], [ |  ], [ & ], o r [ ; ]. Spa c e s a re  a llo we d .

WAN Inte rfa c e Se le c t a  WAN inte rfa c e  fo r whic h yo u wa nt to  c o nfig ure  p o rt trig g e ring  rule s.

Trig g e r Sta rt Po rt The  trig g e r p o rt is a  p o rt (o r a  ra ng e  o f po rts) tha t c a use s (o r trig g e rs) the  Zyxe l De vic e  to  re c o rd  

the  IP a d d re ss o f the  LAN c o mp ute r tha t se nt the  tra ffic  to  a  se rve r o n the  WAN.

Ente r a  p o rt numb e r o r the  sta rting  p o rt numb e r in a  ra ng e  o f po rt numb e rs.

Trig g e r End  Po rt Ente r a  p o rt numb e r o r the  e nd ing  po rt numb e r in a  ra ng e  o f p o rt numb e rs.

Trig g e r Pro to c o l Se le c t the  tra nsp o rt la ye r p ro to c o l fro m TCP, UDP, o r TCP/ UDP.

O p e n Sta rt Po rt The  o p e n po rt is a  po rt (o r a  ra ng e  o f p o rts) tha t a  se rve r o n the  WAN use s whe n it se nd s o ut a  

pa rtic ula r se rvic e . The  Zyxe l De vic e  fo rwa rds the  tra ffic  with this p o rt (o r ra ng e  o f p o rts) to  the  

c lie nt c o mpute r o n the  LAN tha t re q ue ste d  the  se rvic e .

Ente r a  p o rt numb e r o r the  sta rting  p o rt numb e r in a  ra ng e  o f po rt numb e rs.

O p e n End  Po rt Ente r a  p o rt numb e r o r the  e nd ing  po rt numb e r in a  ra ng e  o f p o rt numb e rs.

O p e n Pro to c o l Se le c t the  tra nsp o rt la ye r p ro to c o l fro m TCP, UDP, o r TCP/ UDP.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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13.4  DMZ

Use  this sc re e n to  sp e c ify the  IP a d dre ss o f a  d e fa ult se rve r to  re c e ive  p a c ke ts fro m po rts no t spe c ifie d  in 

the  Port Trig g e ring  sc re e n. The  DMZ (De Milita rize d  Zo ne ) is a  ne two rk b e twe e n the  WAN a nd  the  LAN 

tha t is a c c e ssib le  to  de vic e s o n b o th the  WAN a nd  LAN with fire wa ll p ro te c tio n. De vic e s o n the  WAN 

c a n initia te  c o nne c tio ns to  d e vic e s o n the  DMZ b ut no t to  tho se  o n the  LAN.

Yo u c a n put p ub lic  se rve rs, suc h a s e ma il, we b , a nd  FTP se rve rs, o n the  DMZ to  pro vid e  se rvic e s o n b o th 

the  WAN a nd  LAN. To  use  this fe a ture , yo u first ne e d  to  a ssig n a  DMZ ho st. C lic k Ne twork Se tting  > NAT > 

DMZ to  o pe n the  DMZ sc re e n.

No te : Use  a n IPv4 a d d re ss fo r the  DMZ se rve r.

No te : Ente r the  IP a d d re ss o f the  d e fa ult se rve r in the  De fa ult Se rve r Addre ss fie ld , a nd  c lic k 
Apply to  a c tiva te  the  DMZ ho st. O the rwise , c le a r the  IP a d d re ss in the  De fa ult Se rve r 

Addre ss fie ld , a nd  c lic k Apply to  d e a c tiva te  the  DMZ ho st.

Figure  185   Ne two rk Se tting  > NAT > DMZ

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

13.5  ALG

Ap p lic a tio n La ye r G a te wa y (ALG ) a llo ws c usto mize d  NAT tra ve rsa l filte rs to  supp o rt a d dre ss a nd  po rt 

tra nsla tio n fo r c e rta in a p p lic a tio ns suc h a s File  Tra nsfe r Pro to c o l (FTP), Se ssio n Initia tio n Pro to c o l (SIP), o r 

file  tra nsfe r in Insta nt Me ssa g ing  (IM) a pp lic a tio ns. It a llo ws SIP c a lls to  pa ss thro ug h the  Zyxe l De vic e . 

Ta b le  110   Ne two rk Se tting  > NAT > DMZ

LABEL DESCRIPTIO N

De fa ult Se rve r 

Ad d re ss

Ente r the  IP a dd re ss o f the  d e fa ult se rve r whic h re c e ive s pa c ke ts fro m p o rts tha t a re  no t 

sp e c ifie d  in the  Port Fo rwa rding  sc re e n.

No te : If yo u do  no t a ssig n a  d e fa ult se rve r, the  Zyxe l De vic e  d isc a rds a ll p a c ke ts 

re c e ive d  fo r p o rts no t spe c ifie d  in the  virtua l se rve r c o nfig ura tio n.

Ap p ly C lic k this to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.
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Whe n the  Zyxe l De vic e  re g iste rs with the  SIP re g iste r se rve r, the  SIP ALG  tra nsla te s the  Zyxe l De vic e ’ s 

p riva te  IP a d d re ss insid e  the  SIP d a ta  stre a m to  a  pub lic  IP a dd re ss. Yo u d o  no t ne e d  to  use  STUN o r a n 

o utb o und  p ro xy if yo ur Zyxe l De vic e  is b e hind  a  SIP ALG.

Clic k Ne twork Se tting  > NAT > ALG  to  o pe n the  ALG  sc re e n. Use  this sc re e n to  e na b le  a nd  d isa b le  the  

NAT Ap plic a tio n La ye r G a te wa y (ALG ) in the  Zyxe l De vic e .

Ap p lic a tio n La ye r G a te wa y (ALG ) a llo ws c e rta in a pp lic a tio ns suc h a s File  Tra nsfe r Pro to c o l (FTP), Se ssio n 

Initia tio n Pro to c o l (SIP), o r file  tra nsfe r in Insta nt Me ssa g ing  (IM) a pp lic a tio ns to  pa ss thro ug h the  Zyxe l 

De vic e .

Figure  186   Ne two rk Se tting  > NAT > ALG

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  111   Ne two rk Se tting  > NAT > ALG

LABEL DESCRIPTIO N

NAT ALG Ena b le  this to  ma ke  sure  a p plic a tio ns suc h a s FTP a nd  file  tra nsfe r in IM a pp lic a tio ns wo rk 

c o rre c tly with p o rt-fo rwa rd ing  a nd  a d d re ss-ma pp ing  rule s.

SIP ALG C lic k this switc h to  e na b le  SIP ALG  to  ma ke  sure  SIP (Vo IP) wo rks c o rre c tly with p o rt-fo rwa rd ing  

a nd  a d d re ss-ma pp ing  rule s.

RTSP ALG C lic k this switc h to  e na b le  RTSP ALG  to  ha ve  the  Zyxe l De vic e  d e te c t RTSP tra ffic  a nd  he lp  

b uild  RTSP se ssio ns thro ug h its NAT. The  Re a l Time  Stre a ming  (me dia  c o ntro l) Pro to c o l (RTSP) is a  

re mo te  c o ntro l fo r multime d ia  o n the  Inte rne t.

PPTP ALG C lic k this switc h to  e na b le  the  PPTP ALG  o n the  Zyxe l De vic e  to  d e te c t PPTP tra ffic  a nd  he lp  

b uild  PPTP se ssio ns thro ug h the  Zyxe l De vic e ’ s NAT.

IPSEC  ALG C lic k this switc h to  e na b le  IPse c  ALG  o n the  Zyxe l De vic e  to  de te c t IPse c  tra ffic  a nd  he lp  b uild  

IPse c  se ssio ns thro ug h the  Zyxe l De vic e ’ s NAT.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.
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13.6  Addre ss Ma pping

Ad d re ss ma pp ing  c a n ma p  lo c a l IP Add re sse s to  g lo b a l IP a d dre sse s. Orde ring  yo ur rule s is impo rta nt 

b e c a use  the  Zyxe l De vic e  a pp lie s the  rule s in the  o rd e r tha t yo u sp e c ify. Whe n a  rule  ma tc he s the  

c urre nt p a c ke t, the  Zyxe l De vic e  ta ke s the  c o rre sp o nd ing  a c tio n a nd  the  re ma ining  rule s a re  ig no re d .

Use  this sc re e n to  e na b le  o r d isa b le  the  NAT Ad d re ss Ma pp ing  in the  Zyxe l De vic e .

13.6.1  Addre ss Mapping  Sc re e n

 C lic k Ne twork Se tting  > NAT > Addre ss Ma pping  to  o p e n the  Addre ss Mapping  sc re e n.

Figure  187   Ne two rk Se tting  > NAT > Ad d re ss Ma pp ing

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  112   Ne two rk Se tting  > NAT > Ad dre ss Ma p p ing

LABEL DESC RIPTION

Ad d  Ne w Rule C lic k this to  c re a te  a  ne w rule .

Rule  Na me This is the  na me  o f the  rule .

Lo c a l Sta rt IP This is the  sta rting  Insid e  Lo c a l IP Add re ss (ILA).

Lo c a l End  IP This is the  e nd ing  Insid e  Lo c a l IP Ad d re ss (ILA). If the  rule  is fo r a ll lo c a l IP a d d re sse s, 

the n this fie ld  d isp la ys 0.0.0.0 a s the  Lo c a l Sta rt IP a d dre ss a nd  255.255.255.255 a s the  

Lo c a l End  IP a d d re ss. This fie ld  is b la nk fo r One - to- One  ma pp ing  type s.

G lo b a l Sta rt IP This is the  sta rting  Insid e  G lo b a l IP Ad d re ss (IG A). Ente r 0.0.0.0 he re  if yo u ha ve  a  

d yna mic  IP a d d re ss fro m yo ur ISP. Yo u c a n o nly d o  this fo r the  Ma ny- to- One  

ma p p ing  typ e .

G lo b a l End IP This is the  e nd ing  Insid e  G lo b a l IP Add re ss (IG A). This fie ld  is b la nk fo r One - to- One  

a nd  Ma ny- to- One  ma pp ing  type s.

Typ e This is the  a dd re ss ma p p ing  typ e .

One - to- One : This mo d e  ma ps o ne  lo c a l IP a dd re ss to  o ne  g lo b a l IP a d dre ss. No te  

tha t p o rt numb e rs do  no t c ha ng e  fo r the  O ne -to -O ne  NAT ma pp ing  type .

Ma ny- to- One : This mo d e  ma ps multip le  lo c a l IP a d d re sse s to  o ne  g lo b a l IP a d dre ss. 

This is e q uiva le nt to  SUA (i.e ., PAT, p o rt a d d re ss tra nsla tio n), the  De vic e 's Sing le  Use r 

Ac c o unt fe a ture  tha t p re vio us ro ute rs sup p o rte d  o nly.

Ma ny- to- Ma ny: This mo d e  ma ps multip le  lo c a l IP a d d re sse s to  sha re d  g lo b a l IP 

a d d re sse s.

WAN Inte rfa c e This is the  WAN inte rfa c e  to  whic h the  a d d re ss ma p ping  rule  a pp lie s.

Mo d ify C lic k the  Edit ic o n to  g o  to  the  sc re e n whe re  yo u c a n e d it the  a d d re ss ma p ping  rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  a d d re ss ma pp ing  rule . No te  tha t 

sub se q ue nt a d d re ss ma p p ing  rule s mo ve  up  b y o ne  whe n yo u ta ke  this a c tio n.
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13.6.2  Add Ne w Rule  Sc re e n

To  a d d  o r e d it a n a d d re ss ma p p ing  rule , c lic k Add Ne w Rule  o r the  Modify ic o n in the  Addre ss Ma pping  

sc re e n to  d isp la y the  sc re e n sho wn ne xt.

Figure  188   Ne two rk Se tting  > NAT > Ad d re ss Ma pp ing  > Add  Ne w Rule

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  113   Ne two rk Se tting  > NAT > Ad dre ss Ma p p ing  > Ad d  Ne w Rule

LABEL DESC RIPTION

Rule  Na me Ente r a  de sc rip tive  na me  fo r this rule . Yo u c a n use  up  to  20 p rinta b le  c ha ra c te rs 

e xc e p t [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ | ], [ & ], o r [ ; ]. Spa c e s a re  a llo we d .

Typ e C ho o se  the  IP o r p o rt ma p p ing  type  fro m o ne  o f the  fo llo wing .

One - to- One : This mo d e  ma ps o ne  lo c a l IP a dd re ss to  o ne  g lo b a l IP a d dre ss. No te  

tha t p o rt numb e rs do  no t c ha ng e  fo r the  O ne -to -O ne  NAT ma pp ing  type .

Ma ny- to- One : This mo d e  ma ps multip le  lo c a l IP a d d re sse s to  o ne  g lo b a l IP a d dre ss. 

This is e q uiva le nt to  SUA (fo r e xa mp le , PAT, po rt a dd re ss tra nsla tio n), the  d e vic e 's 

Sing le  Use r Ac c o unt fe a ture  tha t p re vio us ro ute rs supp o rte d  o nly.

Ma ny- to- Ma ny: This mo d e  ma ps multip le  lo c a l IP a d d re sse s to  sha re d  g lo b a l IP 

a d d re sse s.

Lo c a l Sta rt IP Ente r the  sta rting  Inside  Lo c a l IP Ad dre ss (ILA).

Lo c a l End  IP Ente r the  e nd ing  Insid e  Lo c a l IP Ad d re ss (ILA). If the  rule  is fo r a ll lo c a l IP a d d re sse s, 

the n this fie ld  d isp la ys 0.0.0.0 a s the  Lo c a l Sta rt IP a d dre ss a nd  255.255.255.255 a s the  

Lo c a l End  IP a d d re ss. This fie ld  is b la nk fo r One - to- One  ma pp ing  type s.

G lo b a l Sta rt IP Ente r the  sta rting  Inside  G lo b a l IP Ad d re ss (IG A). Ente r 0.0.0.0 he re  if yo u ha ve  a  

d yna mic  IP a d d re ss fro m yo ur ISP. Yo u c a n o nly d o  this fo r the  Ma ny-to -O ne  

ma p p ing  typ e .

G lo b a l End IP Ente r the  e nd ing  Insid e  G lo b a l IP Ad dre ss (IG A). This fie ld  is b la nk fo r One - to - One  

a nd  Ma ny- to- One  ma pp ing  type s.

WAN Inte rfa c e Se le c t a  WAN inte rfa c e  to  whic h the  a d d re ss ma p ping  rule  a p p lie s.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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13.7  Se ssions

Use  this sc re e n to  limit the  numb e r o f c o nc urre nt NAT se ssio ns a  c lie nt c a n use , to  e nsure  tha t no  sing le  

c lie nt use s up  to o  ma ny a va ila b le  NAT se ssio ns. So me  a p p lic a tio ns, suc h a s P2P file  sha ring , de ma nd  a  

g re a te r numb e r o f NAT se ssio ns in o rd e r to  g e t a  b e tte r up lo a d ing  a nd  d o wnlo a d ing  ra te . C lic k Ne twork 

Se tting  > NAT > Se ssions to  d isp la y the  fo llo wing  sc re e n.

Use  the  Se ssions sc re e n to  limit the  numb e r o f c o nc urre nt NAT se ssio ns e a c h c lie nt c a n use . C lic k 

Ne twork Se tting  > NAT > Se ssions to  o pe n the  Se ssions sc re e n.

No te : Ente r a  numb e r o f c o nc urre nt NAT se ssio ns in the  MAX NAT Se ssio n Pe r Host fie ld , a nd  
c lic k Apply to  limit the  numb e r o f c o nc urre nt NAT se ssio ns a  c lie nt c a n use . O the rwise , 
c le a r the  numb e r in the  MAX NAT Se ssio n Pe r Ho st fie ld . C lic k Apply a nd  the re  is no  limit 
fo r c o nc urre nt NAT se ssio ns a  c lie nt c a n use .

Figure  189   Ne two rk Se tting  > NAT > Se ssio ns

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

13.8  Port Control Protoc ol (PCP)

Use  this sc re e n to  vie w, a d d , o r d e le te  PCP rule s. Po rt Co ntro l Pro to c o l (PCP) a llo ws de vic e s suc h a s we b  

o r file  sha ring  se rve rs b e hind  the  Zyxe l De vic e  to  re c e ive  inc o ming  tra ffic .

Exa mple  Applic a tions

• So me  re mo te  a c c e ss a pp lic a tio ns, suc h a s re mo te  d e skto p  o r SSH, re q uire  inc o ming  tra ffic  to  b e  

ro ute d  to  the  use r's d e vic e  in o rd e r to  e sta b lish a  re mo te  c o nne c tio n. Use  PCP to  d yna mic a lly ma p  

inc o ming  tra ffic  to  the  use r's d e vic e , a llo wing  the m to  e sta b lish re mo te  c o nne c tio ns.

Ta b le  114   Ne two rk Se tting  > NAT > Se ssio ns

LABEL DESC RIPTION

MAX NAT Se ssio n Pe r Ho st Use  this fie ld  to  se t a  c o mmo n limit to  the  numb e r o f c o nc urre nt NAT se ssio ns e a c h 

c lie nt c o mp ute r c a n ha ve .

If o nly a  fe w c lie nts use  pe e r to  p e e r a p p lic a tio ns, yo u c a n ra ise  this numb e r to  

imp ro ve  the ir p e rfo rma nc e . With he a vy pe e r to  p e e r a p p lic a tio n use , lo we r this 

numb e r to  e nsure  no  sing le  c lie nt use s to o  ma ny o f the  a va ila b le  NAT se ssio ns.

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.
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The  PC P se rve r a llo ws d yna mic  ma pp ing  o f e xte rna l p o rts to  inte rna l IP a d dre sse s a nd  po rts. PC P a llo ws 

de vic e s to  re q ue st a nd  re le a se  ma p p ing s fo r sp e c ific  po rts, a nd  to  spe c ify the  life time  o f tho se  

ma p p ing s. This a llo ws de vic e s to  d yna mic a lly o pe n a nd  c lo se  po rts just a s ne e d e d , a nd  d o e s no t ne e d  

ke e p a live  pa c ke ts tha t c a n d ra in b a tte ry life  o f ho me  d e vic e s suc h a s sma rtp ho ne s.

In the  fo llo wing  fig ure , the  Zyxe l De vic e  is the  PCP c lie nt. DS-Lite  tunne ls IPv4 p a c ke ts o ve r a n IPv6 

ne two rk to  a n AFTR (Add re ss Fa mily Tra nsitio n Ro ute r) a nd  Ca rrie r-G ra d e  NAT (C GNAT) whic h inc lude s 

the  PCP se rve r, the n se nds tra ffic  to  its e xte rna l IPv4 ne two rk. The  Po rt Co ntro l Pro to c o l with DS Lite  a llo ws 

yo u to  c re a te  PC P ma pp ing  rule s with the  PCP se rve r.

Re quire me nt

Yo u must e na b le  DS Lite  (Dua l-Sta c k Lite ) in Ne twork Se tting  > Broa dba nd  > Edit WAN Inte rfac e  to  use  

PCP.

• If yo u se le c t Autom atic ally c onfig ure d by DHC PC , the n the  IP a d d re ss o f the  PCP se rve r is in a ssig ne d  
to  the  Zyxe l De vic e  using  DC HP Op tio n 64.

• If yo u se le c t Ma nua lly C onfig ure d , the n yo u must e nte r the  IPv6 a dd re ss o f the  PC P se rve r in the  DS-

Lite  Re lay se rve r IP fie ld .

Config uring  PCP

Clic k Ne twork Se tting  > NAT > PCP to  d isp la y the  fo llo wing  sc re e n.
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Figure  190   Ne two rk Se tting  > NAT > PCP

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

13.8.1  Add Ne w Rule  Sc re e n

To  a dd  a  ne w PC P rule , c lic k Add Ne w Rule . To  e d it a n e xisting  rule , se le c t the  rule , the n c lic k the  Modify 

ic o n. The  fo llo wing  sc re e n d isp la ys.

No te : Be  c a re ful no t to  c o nfig ure  c o nflic ting  ma p p ing  b e twe e n PC P a nd  NAT p o rt fo rwa rd ing  
fo r inc o ming  tra ffic .

Ta b le  115   Ne two rk Se tting  > NAT > PCP

LABEL DESCRIPTIO N

Ad d  Ne w Rule C lic k this to  a d d  a  ne w PC P rule . 

# This is the  ind e x numb e r o f the  rule .

Exte rna l IPv4 Ad d re ss This d isp la ys the  e xte rna l IP a d dre ss a ssig ne d  b y the  PC P se rve r. PC P ma p s fro m this IP 

a d d re ss to  the  LAN d e vic e  IP a dd re ss.

Re q uire d  Inte rna l Po rt This d isp la ys the  inte rna l p o rt numb e r tha t the  PC P se rve r ma p s to , fro m the  e xte rna l p o rt.

Re q uire d  Exte rna l Po rt This d isp la ys the  p ro p o se d  e xte rna l p o rt numb e r tha t the  PC P se rve r ma p s fro m, to  the  

inte rna l p o rt.

Assig ne d  Pub lic  Po rt This d isp la ys the  a llo c a te d  e xte rna l p o rt numb e r a ssig ne d  b y the  PC P se rve r fo r the  se rvic e  

o n the  WAN if Allo w PC P Po rt Pro p o sa l is e na b le d . PC P ma p s fro m this p o rt numb e r to  the  

inte rna l p o rt numb e r.

Pro to c o l This is the  p ro to c o l (TCP o r UDP) fo r po rt numb e r tha t id e ntifie s a  se rvic e .

Inte rna l IPv4 Ad d re ss This is the  LAN d e vic e  IP a d d re ss. PC P ma ps the  e xte rna l IP a d d re ss to  this IP a d d re ss.

PC P Se rve r This fie ld  d isp la ys the  sta tus o f the  PC P ma p ping  re q ue st to  the  PC P se rve r.

• Suc c e e de d  - The  PC P se rve r suc c e ssfully ma p pe d  the  e xte rna l IP a d d re ss a nd  p o rt to  
the  inte rna l IP a d d re ss a nd  po rt. 

• Fa ile d - The  PC P se rve r fa ile d  to  ma p  the  e xte rna l IP a d d re ss a nd  p o rt to  the  inte rna l IP 
a d d re ss a nd  p o rt. Ma ke  sure  to  se le c t Allo w PC P Po rt Pro p o sa l to  a llo w the  PC P se rve r 
to  a ssig n a n e xte rna l IP a d d re ss a nd  po rt if the  c o nfig ure d  o ne s a re  no t a va ila b le .

Allo w PC P Po rt 

Pro p o sa l (Y/ N)

This d isp la ys Y if the  PC P se rve r c a n a ssig n a  d iffe re nt e xte rna l IP a d d re ss a nd  p o rt to  the  

re q uire d  o ne s yo u c o nfig ure d .

De le te Se le c t a  rule , the n c lic k this ic o n to  re mo ve  the  rule  fro m the  Zyxe l De vic e .
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Figure  191   Ne two rk Se tting  > NAT > PCP > Add  Ne w Rule

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

13.9  Te c hnic a l Re fe re nc e

This pa rt c o nta ins mo re  info rma tio n re g a rd ing  NAT.

13.9.1  NAT De finitions

Insid e  o r o utside  d e no te s whe re  a  ho st is lo c a te d  re la tive  to  the  Zyxe l De vic e , fo r e xa mple , the  

c o mpute rs o f yo ur sub sc rib e rs a re  the  insid e  ho sts, while  the  we b  se rve rs o n the  Inte rne t a re  the  o utsid e  

ho sts.

Glo b a l o r lo c a l d e no te s the  IP a d d re ss o f a  ho st in a  p a c ke t a s the  p a c ke t tra ve rse s a  ro ute r, fo r 

e xa mple , the  lo c a l a d d re ss re fe rs to  the  IP a d dre ss o f a  ho st whe n the  pa c ke t is in the  lo c a l ne two rk, 

Ta b le  116   Ne two rk Se tting  > NAT > PCP > Ad d  Ne w Rule

LABEL DESCRIPTION

Re q uire d  Inte rna l Po rt Ente r a n inte rna l po rt numb e r tha t the  PC P se rve r ma p s to , fro m the  e xte rna l po rt.

Re q uire d  Exte rna l Po rt Ente r a  p ro p o se d  e xte rna l po rt numb e r tha t the  PC P se rve r ma p s fro m, to  the  

inte rna l p o rt.

Pro to c o l Se le c t the  tra nspo rt la ye r p ro to c o l. C ho ic e s a re  TCP a nd  UDP. Se e  the  Se rvic e  

App e nd ix to  se e  wha t se rvic e s re q uire  wha t pro to c o l a nd  po rt numb e r.

Inte rna l IPv4 Ad d re ss Ente r the  IP a d d re ss o f the  LAN de vic e . PC P ma ps the  e xte rna l IP a d dre ss to  this IP 

a d dre ss.

Allo w PC P Po rt Pro po sa l Se le c t this to  a llo w the  PC P se rve r to  a ssig n a n e xte rna l IP a d d re ss a nd  p o rt. If yo u 

c le a r this, PC P ma p p ing  will fa il if the  re q uire d  o ne s c o nfig ure d  a re  no t a va ila b le  o n 

the  PC P se rve r.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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while  the  g lo b a l a d d re ss re fe rs to  the  IP a d dre ss o f the  ho st whe n the  sa me  p a c ke t is tra ve ling  in the  

WAN side .

No te  tha t insid e  o r o utside  re fe rs to  the  lo c a tio n o f a  ho st, while  g lo b a l/ lo c a l re fe rs to  the  IP a d d re ss o f a  

ho st use d  in a  p a c ke t. Thus, a n insid e  lo c a l a dd re ss (ILA) is the  IP a dd re ss o f a n insid e  ho st in a  pa c ke t 

whe n the  pa c ke t is still in the  lo c a l ne two rk, while  a n insid e  g lo b a l a dd re ss (IG A) is the  IP a d dre ss o f the  

sa me  insid e  ho st whe n the  p a c ke t is o n the  WAN sid e . The  fo llo wing  ta b le  summa rize s this info rma tio n.

NAT ne ve r c ha ng e s the  IP a d d re ss (e ithe r lo c a l o r g lo b a l) o f a n o utsid e  ho st.

13.9.2  Wha t NAT Doe s

In the  simple st fo rm, NAT c ha ng e s the  so urc e  IP a dd re ss in a  pa c ke t re c e ive d  fro m a  sub sc rib e r (the  

insid e  lo c a l a dd re ss) to  a no the r (the  insid e  g lo b a l a dd re ss) b e fo re  fo rwa rd ing  the  p a c ke t to  the  WAN 

side . Whe n the  re sp o nse  c o me s b a c k, NAT tra nsla te s the  d e stina tio n a d dre ss (the  inside  g lo b a l a d d re ss) 

b a c k to  the  insid e  lo c a l a d dre ss b e fo re  fo rwa rd ing  it to  the  o rig ina l inside  ho st. No te  tha t the  IP a d dre ss 

(e ithe r lo c a l o r g lo b a l) o f a n o utsid e  ho st is ne ve r c ha ng e d .

The  g lo b a l IP a d dre sse s fo r the  inside  ho sts c a n b e  e ithe r sta tic  o r d yna mic a lly a ssig ne d  b y the  ISP. In 

a d d itio n, yo u c a n d e sig na te  se rve rs, fo r e xa mp le , a  we b  se rve r a nd  a  te lne t se rve r, o n yo ur lo c a l 

ne two rk a nd  ma ke  the m a c c e ssib le  to  the  o utsid e  wo rld . If yo u d o  no t d e fine  a ny se rve rs (fo r Ma ny-to -

One  a nd  Ma ny-to -Ma ny Ove rlo a d  ma pp ing ), NAT o ffe rs the  a d d itio na l b e ne fit o f fire wa ll p ro te c tio n. 

With no  se rve rs d e fine d , yo ur Zyxe l De vic e  filte rs o ut a ll inc o ming  inq uirie s, thus p re ve nting  intrud e rs fro m 

pro b ing  yo ur ne two rk. Fo r mo re  info rma tio n o n IP a dd re ss tra nsla tio n, re fe r to  RFC  1631, The  IP Ne two rk 

Addre ss Tra nsla to r (NAT).

13.9.3  How NAT Works

Ea c h pa c ke t ha s two  a d dre sse s – a  so urc e  a d dre ss a nd  a  de stina tio n a d d re ss. Fo r o utg o ing  p a c ke ts, 

the  ILA (Insid e  Lo c a l Add re ss) is the  so urc e  a d dre ss o n the  LAN, a nd  the  IG A (Insid e  G lo b a l Add re ss) is 

the  so urc e  a dd re ss o n the  WAN. Fo r inc o ming  pa c ke ts, the  ILA is the  de stina tio n a d d re ss o n the  LAN, 

a nd  the  IG A is the  d e stina tio n a d dre ss o n the  WAN. NAT ma ps p riva te  (lo c a l) IP a d d re sse s to  g lo b a lly 

uniq ue  o ne s re q uire d  fo r c o mmunic a tio n with ho sts o n o the r ne two rks. It re p la c e s the  o rig ina l IP so urc e  

a d d re ss (a nd  TCP o r UDP so urc e  p o rt numb e rs fo r Ma ny-to -O ne  a nd  Ma ny-to -Ma ny O ve rlo a d  NAT 

ma p p ing ) in e a c h p a c ke t a nd  the n fo rwa rd s it to  the  Inte rne t. The  Zyxe l De vic e  ke e ps tra c k o f the  

o rig ina l a dd re sse s a nd  p o rt numb e rs so  inc o ming  re p ly p a c ke ts c a n ha ve  the ir o rig ina l va lue s re sto re d . 

The  fo llo wing  fig ure  illustra te s this.

Ta b le  117   NAT De finitio ns

ITEM DESCRIPTIO N

Insid e This re fe rs to  the  ho st o n the  LAN.

O utside This re fe rs to  the  ho st o n the  WAN.

Lo c a l This re fe rs to  the  pa c ke t a d d re ss (so urc e  o r de stina tio n) a s the  p a c ke t tra ve ls o n the  LAN.

G lo b a l This re fe rs to  the  pa c ke t a d d re ss (so urc e  o r de stina tio n) a s the  p a c ke t tra ve ls o n the  WAN.
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Figure  192   Ho w NAT Wo rks

13.9.4  NAT Applic a tion

The  fo llo wing  fig ure  illustra te s a  po ssib le  NAT a p p lic a tio n, whe re  thre e  insid e  LANs (lo g ic a l LANs using  IP 

a lia s) b e hind  the  Zyxe l De vic e  c a n c o mmunic a te  with thre e  d istinc t WAN ne two rks.

Figure  193   NAT Ap plic a tio n With IP Alia s

ZD

ZD
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Port Forwa rding : Se rvic e s a nd Port Numbe rs

The  mo st o fte n use d  po rt numb e rs a re  sho wn in the  fo llo wing  ta b le . Ple a se  re fe r to  RFC 1700 fo r furthe r 

info rma tio n a b o ut p o rt numb e rs. Ple a se  a lso  re fe r to  the  Sup po rting  CD fo r mo re  e xa mp le s a nd  de ta ils 

o n po rt fo rwa rd ing  a nd  NAT.

Port Forwa rding  Exa mple

Le t's sa y yo u wa nt to  a ssig n po rts 21 – 25 to  o ne  FTP, Te lne t a nd  SMTP se rve r (A  in the  e xa mp le ), po rt 80 to  

a no the r (B in the  e xa mp le ) a nd  a ssig n a  de fa ult se rve r IP a dd re ss o f 192.168.1.35 to  a  third  (C  in the  

e xa mple ). Yo u a ssig n the  LAN IP a d dre sse s a nd  the  ISP a ssig ns the  WAN IP a d d re ss. The  NAT ne two rk 

a p pe a rs a s a  sing le  ho st o n the  Inte rne t.

Figure  194   Multip le  Se rve rs Be hind  NAT Exa mp le

Ta b le  118   Se rvic e s a nd  Po rt Numb e rs

SERVICES PORT NUMBER

EC HO 7

FTP (File  Tra nsfe r Pro to c o l) 21

SMTP (Simple  Ma il Tra nsfe r Pro to c o l) 25

DNS (Do ma in Na me  Syste m) 53

Fing e r 79

HTTP (Hyp e r Te xt Tra nsfe r p ro to c o l o r WWW, We b ) 80

PO P3 (Po st O ffic e  Pro to c o l) 110

NNTP (Ne two rk Ne ws Tra nspo rt Pro to c o l) 119

SNMP (Simp le  Ne two rk Ma na g e me nt Pro to c o l) 161

SNMP tra p 162

PPTP (Po int-to -Po int Tunne ling  Pro to c o l) 1723

IP Add re ss a ssig ne d  b y ISP

ZD
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C HA PTER 1 4

DNS

14.1  DNS Ove rvie w

DNS

DNS (Do ma in Na me  Syste m) is fo r ma pp ing  a  do ma in na me  to  its c o rre sp o nd ing  IP a d d re ss a nd  vic e  

ve rsa . The  DNS se rve r is e xtre me ly imp o rta nt b e c a use  witho ut it, yo u must kno w the  IP a d d re ss o f a  

ma c hine  b e fo re  yo u c a n a c c e ss it.

In a d d itio n to  the  syste m DNS se rve rs, e a c h WAN inte rfa c e  (se rvic e ) is se t to  ha ve  its o wn sta tic  o r 

dyna mic  DNS se rve r list. Yo u c a n c o nfig ure  a  DNS sta tic  ro ute  to  fo rwa rd  DNS q ue rie s fo r c e rta in d o ma in 

na me s thro ug h a  sp e c ific  WAN inte rfa c e  to  its DNS se rve rs. The  Zyxe l De vic e  use s a  syste m DNS se rve r (in 

the  o rde r yo u spe c ify in the  Broa dba nd sc re e n) to  re so lve  do ma in na me s tha t d o  no t ma tc h a ny DNS 

ro uting  e ntry. Afte r the  Zyxe l De vic e  re c e ive s a  DNS re p ly fro m a  DNS se rve r, it c re a te s a  ne w e ntry fo r 

the  re so lve d  IP a d dre ss in the  ro uting  ta b le .

Dyna mic  DNS

Dyna mic  DNS a llo ws yo u to  use  a  d yna mic  IP a d d re ss with o ne  o r ma ny d yna mic  DNS se rvic e s so  tha t 

a nyo ne  c a n c o nta c t yo u (in Ne tMe e ting , C U-Se e Me , a nd  so  o n). Yo u c a n a lso  a c c e ss yo ur FTP se rve r o r 

We b  site  o n yo ur o wn c o mpute r using  a  d o ma in na me  (fo r insta nc e  myho st.dhs.o rg , whe re  myho st is a  

na me  o f yo ur c ho ic e ) tha t will ne ve r c ha ng e  inste a d  o f using  a n IP a d d re ss tha t c ha ng e s e a c h time  yo u 

re c o nne c t. Yo ur frie nds o r re la tive s will a lwa ys b e  a b le  to  c a ll yo u e ve n if the y do  no t kno w yo ur IP 

a d d re ss.

Yo u first ne e d  to  ha ve  re g iste re d  a  d yna mic  DNS a c c o unt with www.d yndns.o rg . This is fo r p e o p le  with a  

dyna mic  IP fro m the ir ISP o r DHC P se rve r tha t wo uld  still like  to  ha ve  a  d o ma in na me . The  Dyna mic  DNS 

se rvic e  p ro vide r will g ive  yo u a  p a sswo rd  o r ke y.

14.1.1  Wha t You Can Do  in this Cha pte r

• Use  the  DNS Entry sc re e n to  vie w, c o nfig ure , o r re mo ve  DNS ro ute s (Se c tio n 14.2 o n pa g e  365).

• Use  the  Dyna mic  DNS sc re e n to  e na b le  DDNS a nd  c o nfig ure  the  DDNS se tting s o n the  Zyxe l De vic e  
(Se c tio n 14.3 o n p a g e  366).

14.1.2  Wha t You Ne e d To  Know

DYNDNS Wildc a rd

Ena b ling  the  wildc a rd  fe a ture  fo r yo ur ho st c a use s *.yo urho st.dynd ns.o rg  to  b e  a lia se d  to  the  sa me  IP 

a d d re ss a s yo urho st.dynd ns.o rg . This fe a ture  is use ful if yo u wa nt to  b e  a b le  to  use , fo r e xa mp le , 

www.yo urho st.d yndns.o rg  a nd  still re a c h yo ur ho stna me .
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If yo u ha ve  a  priva te  WAN IP a d d re ss, the n yo u c a nno t use  Dyna mic  DNS.

14.2  DNS Entry

DNS (Do ma in Na me  Syste m) is use d  fo r ma p p ing  a  d o ma in na me  to  its c o rre sp o nd ing  IP a d dre ss a nd  

vic e  ve rsa . Use  this sc re e n to  vie w a nd  c o nfig ure  ma nua l DNS e ntire s o n the  Zyxe l De vic e . C lic k Ne twork 

Se tting  > DNS to  o p e n the  DNS Entry sc re e n.

No te : The  ho st na me  sho uld  c o nsist o f the  ho st’ s lo c a l na me  a nd  the  d o ma in na me . Fo r 
e xa mp le , Myc o mp ute r.ho me  is a  ho st na me  whe re  Myc o mp ute r is the  ho st’ s lo c a l 
na me , a nd  .ho me  is the  d o ma in na me .

Figure  195   Ne two rk Se tting  > DNS > DNS Entry

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

14.2.1  Add or Edit DNS Entry

Yo u c a n ma nua lly a dd  o r e d it the  Zyxe l De vic e ’ s DNS na me  a nd  IP a d d re ss e ntry. C lic k Add Ne w DNS 

Entry in the  DNS Entry sc re e n o r the  Edit ic o n ne xt to  the  e ntry yo u wa nt to  e d it. The  sc re e n sho wn ne xt 

a p pe a rs.

Ta b le  119   Ne two rk Se tting  > DNS > DNS Entry

LABEL DESCRIPTIO N

Ad d  Ne w DNS Entry C lic k this to  c re a te  a  ne w DNS e ntry.

# This is the  ind e x numb e r o f the  e ntry.

Ho stNa me This ind ic a te s the  ho st na me  o r d o ma in na me .

IP Add re ss This ind ic a te s the  IP a d d re ss a ssig ne d  to  this c o mp ute r.

Mo d ify C lic k the  Edit ic o n to  e d it the  rule .

C lic k the  De le te  ic o n to  d e le te  a n e xisting  rule .
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Figure  196   Ne two rk Se tting  > DNS > DNS Entry: Add  o r Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

14.3  Dynamic  DNS

Dyna mic  DNS c a n upd a te  yo ur c urre nt d yna mic  IP a dd re ss ma p p ing  to  a  ho stna me . C o nfig ure  a  DDNS 

se rvic e  p ro vide r o n yo ur Zyxe l De vic e . C lic k Ne twork Se tting  > DNS > Dynam ic  DNS. The  sc re e n a p pe a rs 

a s sho wn.

Ta b le  120   Ne two rk Se tting  > DNS > DNS Entry: Ad d  o r Ed it

LABEL DESCRIPTIO N

Ho st Na me Ente r the  ho st na me  o f the  DNS e ntry. Yo u c a n use  up  to  256 a lpha nume ric  (0-9, a -z, A-Z) 

c ha ra c te rs with hyp he ns [ - ] a nd  p e rio d s [ . ].

Yo u c a n use  the  wild c a rd  c ha ra c te r, a n “ *”  (a ste risk) a s the  le ft mo st p a rt o f a  d o ma in na me , 

suc h a s *.e xa mple .c o m.

IPv4 Ad d re ss Ente r the  IPv4 a dd re ss o f the  DNS e ntry.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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Figure  197   Ne two rk Se tting  > DNS > Dyna mic  DNS

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  121   Ne two rk Se tting  > DNS > Dyna mic  DNS

LABEL DESCRIPTION

Dyna mic  DNS Se tup

Dyna mic  DNS Se le c t Ena ble  to  use  d yna mic  DNS.

Se rvic e  Pro vid e r Se le c t yo ur Dyna mic  DNS se rvic e  pro vid e r fro m the  d ro p -d o wn list b o x.

Ho st Na me Ente r the  d o ma in na me  a ssig ne d  to  yo ur Zyxe l De vic e  b y yo ur Dyna mic  DNS p ro vid e r. Yo u 

c a n use  up  to  256 a lpha nume ric  (0-9, a -z, A-Z) c ha ra c te rs with hyp he ns [ - ] a nd  pe rio ds [ 

. ].

Yo u c a n sp e c ify up  to  two  ho st na me s in the  fie ld  se p a ra te d  b y a  c o mma  (",").

Use rna me Ente r yo ur use r na me .

Pa sswo rd Ente r the  p a sswo rd  a ssig ne d  to  yo u.

Ena b le  Wild c a rd  
O p tio n

Se le c t the  c he c kb o x to  e na b le  DynDNS Wildc a rd .

Ena b le  O ff Line  
O p tio n (O nly 
a p p lie s to  c usto m 
DNS)

C he c k with yo ur Dyna mic  DNS se rvic e  p ro vide r to  ha ve  tra ffic  re d ire c te d  to  a  URL (tha t 

yo u c a n sp e c ify) while  yo u a re  o ff line .

Dyna mic  DNS Sta tus

Use r 
Authe ntic a tio n 
Re sult

This sho ws Suc c e ss if the  a c c o unt is c o rre c tly se t up  with the  Dyna mic  DNS p ro vide r 

a c c o unt.

La st Up d a te d  Time This sho ws the  la st time  the  IP a dd re ss the  Dyna mic  DNS p ro vid e r ha s a sso c ia te d  with the  

ho stna me  wa s up d a te d .

C urre nt Dyna mic  
IP

This sho ws the  IP a d d re ss yo ur Dyna mic  DNS p ro vid e r ha s c urre ntly a sso c ia te d  with the  

ho stna me .
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C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  121   Ne two rk Se tting  > DNS > Dyna mic  DNS (c o ntinue d )

LABEL DESCRIPTION



AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

369

C HA PTER 1 5

IGMP/ MLD

15.1  IGMP/ MLD Ove rvie w

Multic a st d e live rs IP p a c ke ts to  a  g ro up  o f ho sts o n the  ne two rk de fine d  b y multic a st g ro ups. 

Me mb e rship  to  the se  multic a st g ro up s a re  e sta b lishe d  using  IG MP/ MLD.

Use  the  IG MP/ MLD sc re e n to  c o nfig ure  IG MP/ MLD g ro up  se tting s. 

15.1.1  Wha t You Ne e d To  Know

Multic a st a nd IGMP

Se e  Multic a st o n p a g e  252 fo r mo re  info rma tio n.

Multic a st Liste ne r Disc ove ry (MLD)

The  Multic a st Liste ne r Disc o ve ry (MLD) pro to c o l (de fine d  in RFC 2710) is d e rive d  fro m IPv4's Inte rne t 

Gro up  Ma na g e me nt Pro to c o l ve rsio n 2 (IGMPv2). MLD use s ICMPv6 me ssa g e  type s, ra the r

tha n IGMP me ssa g e  typ e s. MLDv1 is e q uiva le nt to  IG MPv2 a nd  MLDv2 is e q uiva le nt to  IG MPv3.

• MLD a llo ws a n IPv6 switc h o r ro ute r to  d isc o ve r the  pre se nc e  o f MLD ho sts who  wish to  re c e ive  

multic a st pa c ke ts a nd  the  IP a d dre sse s o f multic a st g ro ups the  ho sts wa nt to  jo in o n its ne two rk.

• MLD sno o p ing  a nd  MLD p ro xy a re  a na lo g o us to  IGMP sno o p ing  a nd  IG MP pro xy in IPv4.

• MLD filte ring  c o ntro ls whic h multic a st g ro ups a  p o rt c a n jo in.

• An MLD Re po rt me ssa g e  is e q uiva le nt to  a n IGMP Re p o rt me ssa g e , a nd  a n MLD Do ne  me ssa g e  is 

e q uiva le nt to  a n IGMP Le a ve  me ssa g e .

IGMP Fa st Le a ve

Whe n a  ho st le a ve s a  multic a st g ro up  (224.1.1.1), it se nd s a n IG MP le a ve  me ssa g e  to  info rm a ll ro ute rs 

(224.0.0.2) in the  multic a st g ro up . Whe n a  ro ute r re c e ive s the  le a ve  me ssa g e , it se nd s a  sp e c ific  q ue ry 

me ssa g e  to  a ll multic a st g ro up  (224.1.1.1) me mb e rs to  c he c k if a ny o the r ho sts a re  still in the  g ro up . The n 

the  ro ute r d e le te s the  ho st’ s info rma tio n.

With the  IGMP fa st le a ve  fe a ture  e na b le d , the  ro ute r re mo ve s the  ho st’ s info rma tio n fro m the  g ro up  

me mb e r list o nc e  it re c e ive s a  le a ve  me ssa g e  fro m a  ho st a nd  the  fa st le a ve  time r e xp ire s.

15.2  The  IGMP/ MLD Sc re e n

Use  this sc re e n to  c o nfig ure  multic a st g ro ups tha t the  Zyxe l De vic e  ma na g e s thro ug h IGMP/ MLD 

se tting s. To  o p e n this sc re e n, c lic k Ne twork Se tting  > IG MP/ MLD.
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No te : So me  mo d e ls mig ht o nly sup p o rt IG MP/ MLD De fa ult Ve rsio n c o nfig ura tio n.

Figure  198   Ne two rk Se tting  > IG MP/ MLD

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  122   Ne two rk Se tting  > IG MP/ MLD

LABEL DESCRIPTIO N

IG MP/ MLD C o nfig ura tio n

De fa ult Ve rsio n Ente r the  ve rsio n o f IG MP (1~3) a nd  MLD (1~2) tha t yo u wa nt the  Zyxe l De vic e  to  use  o n the  

WAN.
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Q ue ry Inte rva l Ente r the  numb e r o f se c o nds the  Zyxe l De vic e  se nd s a  q ue ry me ssa g e  to  ho sts to  g e t the  g ro up  

me mb e rship  info rma tio n.

Q ue ry Re sp o nse  

Inte rva l

Ente r the  ma ximum numb e r o f se c o nd s the  Zyxe l De vic e  c a n wa it fo r re c e iving  a  G e ne ra l Q ue ry 

me ssa g e . Multic a st ro ute rs use  g e ne ra l q ue rie s to  le a rn whic h multic a st g ro up s ha ve  me mb e rs.

La st Me mb e r 

Q ue ry Inte rva l

Ente r the  ma ximum numb e r o f se c o nd s the  Zyxe l De vic e  c a n wa it fo r re c e iving  a  re sp o nse  to  a  

G ro up-Sp e c ific  Q ue ry me ssa g e . Multic a st ro ute rs use  g ro up-sp e c ific  q ue rie s to  le a rn whe the r 

a ny me mb e r re ma ins in a  sp e c ific  multic a st g ro up .

Ro b ustne ss 

Va lue

Ente r the  numb e r o f time s (1~7) the  Zyxe l De vic e  c a n re se nd  a  pa c ke t if p a c ke t lo ss o c c urs d ue  

to  ne two rk c o ng e stio n.

Ma ximum 

Multic a st 

G ro ups

Ente r a  numb e r to  limit the  numb e r o f multic a st g ro up s a n inte rfa c e  o n the  Zyxe l De vic e  is 

a llo we d  to  jo in. O nc e  a  multic a st me mb e r is re g iste re d  in the  sp e c ifie d  numb e r o f multic a st 

g ro up s, a ny ne w IG MP o r MLD jo in re p o rt fra me s a re  d ro pp e d  b y the  inte rfa c e .

Ma ximum 

Multic a st Da ta  

So urc e s(fo r 

IG MPv3)

Ente r a  numb e r to  limit the  numb e r o f multic a st d a ta  so urc e s (1-24) a  multic a st g ro up is a llo we d  

to  ha ve . 

No te : The  se tting  o nly wo rks fo r IG MPv3 a nd  MLDv2.

Ma ximum 

Multic a st G ro up  

Me mb e rs

Ente r a  numb e r to  limit the  numb e r o f multic a st me mb e rs a  multic a st g ro up  c a n ha ve .

Fa st Le a ve  

Ena b le

Se le c t this o p tio n to  se t the  Zyxe l De vic e  to  re mo ve  a  p o rt fro m the  multic a st tre e  imme d ia te ly 

(witho ut se nd ing  a n IG MP o r MLD me mb e rship  q ue ry me ssa g e ) o nc e  it re c e ive s a n IG MP o r MLD 

le a ve  me ssa g e . This is he lp ful if a  use r wa nts to  q uic kly c ha ng e  a  TV c ha nne l (multic a st g ro up  

c ha ng e ) e spe c ia lly fo r IPTV a pp lic a tio ns.

LAN to  LAN 

(Intra  LAN) 

Multic a st Ena b le

Se le c t this to  e na b le  LAN to  LAN IG MP sno o p ing  c a p a b ility.

Me mb e rship  

Jo in Imme d ia te  

(IPTV)

Se le c t this to  ha ve  the  Zyxe l De vic e  a d d  a  ho st to  a  multic a st g ro up  imme d ia te ly o nc e  the  Zyxe l 

De vic e  re c e ive s a n IG MP o r MLD jo in me ssa g e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Ta b le  122   Ne two rk Se tting  > IG MP/ MLD (c o ntinue d )

LABEL DESCRIPTIO N
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VLAN Group

16.1  VLAN Group Ove rvie w

A VLAN (Virtua l Lo c a l Are a  Ne two rk) a llo ws a  physic a l ne two rk to  b e  p a rtitio ne d  into  multip le  lo g ic a l 

ne two rks. De vic e s o n a  lo g ic a l ne two rk b e lo ng  to  o ne  g ro up . A d e vic e  c a n b e lo ng  to  mo re  tha n o ne  

g ro up . With VLAN, a  d e vic e  c a nno t d ire c tly ta lk to  o r he a r fro m d e vic e s tha t a re  no t in the  sa me  g ro up s; 

the  tra ffic  must first g o  thro ug h a  ro ute r.

Po rts in the  sa me  VLAN g ro up  sha re  the  sa me  fra me  b ro a dc a st d o ma in thus inc re a se  ne two rk 

pe rfo rma nc e  thro ug h re d uc e d  b ro a d c a st tra ffic . Sha re d  re so urc e s suc h a s a  se rve r c a n b e  use d  b y a ll 

po rts in the  sa me  VLAN a s the  se rve r. Po rts c a n b e lo ng  to  o the r VLAN g ro ups to o . VLAN g ro ups c a n b e  

mo d ifie d  a t a ny time  b y a d d ing , mo ving  o r c ha ng ing  p o rts witho ut a ny re -c a b ling .

A ta g g e d  VLAN use s a n e xp lic it ta g  (VLAN ID) in the  MAC he a d e r to  ide ntify the  VLAN me mb e rship  o f a  

fra me  a c ro ss b rid g e s. The  VLAN ID a sso c ia te s a  fra me  with a  spe c ific  VLAN a nd  p ro vid e s the  info rma tio n 

tha t switc he s the  ne e d  to  p ro c e ss the  fra me  a c ro ss the  ne two rk.

In the  fo llo wing  e xa mp le , VLAN IDs (VIDs) 100 a nd  200 a re  a dd e d  to  ide ntify Vid e o -o n-De ma nd  a nd  IPTV 

tra ffic  re sp e c tive ly c o ming  fro m the  Vo D a nd  IPTV multic a st se rve rs. The  Zyxe l De vic e  c a n a lso  ta g  

o utg o ing  re q ue sts to  the  se rve rs with the se  VLAN IDs.

Figure  199   VLAN G ro up  Exa mp le

16.1.1  Wha t You Can Do  in this Cha pte r

Use  the se  sc re e ns to  ma na g e  VLAN g ro ups o n the  Zyxe l De vic e .
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16.2  VLAN Group Se tting s

This sc re e n sho ws the  VLAN g ro up s c re a te d  o n the  Zyxe l De vic e . C lic k Ne twork Se tting  > VLAN G roup  to  

o p e n the  fo llo wing  sc re e n.

Figure  200   Ne two rk Se tting  > VLAN G ro up

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

16.2.1  Add or Edit a  VLAN Group

Clic k the  Add Ne w VLAN G roup  b utto n in the  VLAN G roup  sc re e n to  o p e n the  fo llo wing  sc re e n. Use  this 

sc re e n to  c re a te  a  ne w VLAN g ro up .

Ta b le  123   Ne two rk Se tting  > VLAN G ro up

LABEL DESC RIPTIO N

Ad d  Ne w VLAN 

G ro up

C lic k this b utto n to  c re a te  a  ne w VLAN g ro up .

# This is the  ind e x numb e r o f the  VLAN g ro up .

G ro up  Na me This sho ws the  d e sc riptive  na me  o f the  VLAN g ro up .

VLAN ID This sho ws the  uniq ue  ID numb e r tha t id e ntifie s the  VLAN g ro up .

Inte rfa c e This sho ws the  LAN po rts inc lud e d  in the  VLAN g ro up  a nd  if tra ffic  le a ving  the  p o rt will b e  ta g g e d  

with the  VLAN ID.

Mo d ify C lic k the  Edit ic o n to  c ha ng e  a n e xisting  VLAN g ro up  se tting  o r c lic k the  De le te  ic o n to  re mo ve  

the  VLAN g ro up .
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Figure  201   Ne two rk Se tting  > VLAN G ro up  > Ad d  Ne w VLAN G ro up / Ed it

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  124   Ne two rk Se tting  > VLAN G ro up  > Ad d  Ne w VLAN Gro up / Ed it

LABEL DESC RIPTIO N

VLAN ID Ente r a  uniq ue  ID numb e r, fro m 1 to  4,094, to  id e ntify this VLAN g ro up . O utg o ing  tra ffic  is ta g g e d  

with this ID if TX Ta g g ing  is se le c te d  b e lo w.

LAN Se le c t Inc lude  to  a d d  the  a sso c ia te d  LAN inte rfa c e  to  this VLAN g ro up .

No te : Se le c t TX Ta g ging  to  ta g  o utg o ing  tra ffic  fro m the  a sso c ia te d  LAN po rt with the  

VLAN ID numb e r e nte re d  a b o ve .

Se le c t Inc lude  to  a d d  the  a sso c ia te d  LAN inte rfa c e  to  this VLAN g ro up .

No te : Se le c t TX Ta g ging  to  ta g  o utg o ing  tra ffic  fro m the  a sso c ia te d  LAN po rt with the  

VLAN ID numb e r e nte re d  a b o ve .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  a ny c ha ng e s.

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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Inte rfa c e  Grouping

17.1  Inte rfa c e  Grouping  Ove rvie w

By de fa ult, a ll LAN a nd  WAN inte rfa c e s o n the  Zyxe l De vic e  a re  in the  sa me  g ro up  a nd  c a n 

c o mmunic a te  with e a c h o the r. Cre a te  inte rfa c e  g ro up s to  ha ve  the  Zyxe l De vic e  a ssig n IP a d d re sse s in 

d iffe re nt do ma ins to  d iffe re nt g ro up s. Ea c h g ro up  a c ts a s a n inde pe nd e nt ne two rk o n the  Zyxe l De vic e . 

This le ts d e vic e s c o nne c te d  to  a n inte rfa c e  g ro up ’ s LAN inte rfa c e s c o mmunic a te  thro ug h the  inte rfa c e  

g ro up ’ s WAN o r LAN inte rfa c e s b ut no t o the r WAN o r LAN inte rfa c e s.

17.1.1  Wha t You Can Do  in this Cha pte r

The  Inte rfa c e  G rouping  sc re e n le ts yo u c re a te  multip le  ne two rks o n the  Zyxe l De vic e  (Se c tio n 17.2 o n 

pa g e  375).

17.2  Inte rfa c e  Grouping

Yo u c a n ma nua lly a dd  a  LAN inte rfa c e  to  a  ne w g ro up . Alte rna tive ly, yo u c a n ha ve  the  Zyxe l De vic e  

a uto ma tic a lly a d d  the  inc o ming  tra ffic  a nd  the  LAN inte rfa c e  o n whic h tra ffic  is re c e ive d  to  a n 

inte rfa c e  g ro up  whe n its DHC P Ve ndo r ID o p tio n info rma tio n ma tc he s o ne  liste d  fo r the  inte rfa c e  g ro up . 

Use  the  LAN Se tup  sc re e n to  c o nfig ure  the  p riva te  IP a dd re sse s the  DHCP se rve r o n the  Zyxe l De vic e  

a ssig ns to  the  c lie nts in the  de fa ult a nd / o r use r-d e fine d  g ro ups. If yo u se t the  Zyxe l De vic e  to  a ssig n IP 

a d d re sse s b a se d  o n the  c lie nt’ s DHCP Ve nd o r ID o p tio n info rma tio n, yo u must e na b le  DHCP se rve r a nd  

c o nfig ure  LAN TCP/ IP se tting s fo r b o th the  d e fa ult a nd  use r-d e fine d  g ro up s. Se e  Cha pte r 10 o n p a g e  

284 fo r mo re  info rma tio n.

In the  fo llo wing  e xa mple , the  c lie nt tha t se nd s pa c ke ts with the  DHC P Ve ndo r ID o p tio n se t to  MSFT 5.0 

(me a ning  it is a  Windo ws 2000 DHCP c lie nt) is a ssig ne d  the  IP a dd re ss 192.168.2.2 a nd  use s the  WAN 

VDSL_Po E/ pp p0.1 inte rfa c e .

Figure  202   Inte rfa c e  Gro up ing  Ap p lic a tio n
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Yo u c a n use  this sc re e n to  c re a te  ne w use r-d e fine d  inte rfa c e  g ro up s o r mo d ify e xisting  o ne s. Inte rfa c e s 

tha t d o  no t b e lo ng  to  a ny use r-d e fine d  g ro up  a lwa ys b e lo ng  to  the  d e fa ult g ro up .

Clic k Ne twork Se tting  > Inte rfac e  Grouping  to  o p e n the  fo llo wing  sc re e n.

Figure  203   Ne two rk Se tting  > Inte rfa c e  Gro up ing

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

17.2.1  Inte rfac e  Group Configura tion

Clic k the  Add Ne w Inte rfa c e  G roup  b utto n in the  Inte rfa c e  Grouping  sc re e n to  o pe n the  fo llo wing  

sc re e n. Use  this sc re e n to  c re a te  a  ne w inte rfa c e  g ro up . If yo u wa nt to  a uto ma tic a lly a d d  LAN c lie nts to  

a  ne w g ro up , use  filte ring  c rite ria .

No te : An inte rfa c e  c a n b e lo ng  to  o nly o ne  g ro up  a t a  time .

Ta b le  125   Ne two rk Se tting  > Inte rfa c e  Gro up ing

LABEL DESC RIPTIO N

Ad d  Ne w 

Inte rfa c e  G ro up

C lic k this b utto n to  c re a te  a  ne w inte rfa c e  g ro up .

G ro up  Na me This sho ws the  d e sc riptive  na me  o f the  g ro up .

WAN Inte rfa c e This sho ws the  WAN inte rfa c e s in the  g ro up .

LAN Inte rfa c e s This sho ws the  LAN inte rfa c e s in the  g ro up .

C rite ria This sho ws the  filte ring  c rite ria  fo r the  g ro up .

Mo d ify C lic k the  Edit ic o n to  mo d ify a n e xisting  Inte rfa c e  g ro up  se tting  o r c lic k the  De le te  ic o n to  

re mo ve  the  Inte rfa c e  g ro up .
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No te : Afte r c o nfig uring  a  ve nd o r ID, re b o o t the  c lie nt d e vic e  a tta c he d  to  the  Zyxe l De vic e  to  
o b ta in a n a p p ro p ria te  IP a d d re ss.

No te : Yo u c a n ha ve  up  to  15 filte r c rite ria .

Figure  204   Ne two rk Se tting  > Inte rfa c e  Gro up ing  > Ad d  Ne w Inte rfa c e  G ro up  (fo r DSL ro ute rs)
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Figure  205   Ne two rk Se tting  > Inte rfa c e  Gro up ing  > Ad d  Ne w Inte rfa c e  G ro up  (fo r Ethe rne t ro ute rs)
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Figure  206   Ne two rk Se tting  > Inte rfa c e  Gro up ing  > Ad d  Ne w Inte rfa c e  G ro up  (fo r AO N a nd  PO N 

ro ute rs)

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  126   Ne two rk Se tting  > Inte rfa c e  Gro up ing  > Ad d  Ne w Inte rfa c e  G ro up / Ed it

LABEL DESC RIPTIO N

G ro up Na me Ente r a  d e sc rip tive  na me  fo r this inte rfa c e  g ro up . Yo u c a n use  up  to  32 printa b le  c ha ra c te rs 

e xc e p t [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ |  ], [ & ], o r [ ; ]. Spa c e s a re  a llo we d .

WAN Inte rfa c e s 

use d  in the  

g ro up ing

Se le c t the  WAN inte rfa c e  this g ro up  use s. The  g ro up  c a n ha ve  up  to  o ne  PTM inte rfa c e , up  to  

o ne  ATM inte rfa c e , up  to  o ne  ETH inte rfa c e , a nd  up  to  o ne  WWAN inte rfa c e .

Se le c t None  to  no t a d d  a  WAN inte rfa c e  to  this g ro up .

Se le c te d  LAN 

Inte rfa c e s

Ava ila b le  LAN 

Inte rfa c e s

Se le c t o ne  o r mo re  inte rfa c e s (Ethe rne t LAN, wire le ss LAN) in the  Ava ila ble  LAN Inte rfa c e s list 

a nd  use  the  le ft a rro w to  mo ve  the m to  the  Se le c te d LAN Inte rfa c e s list to  a d d  the  inte rfa c e s to  

this g ro up .

To  re mo ve  a  LAN o r wire le ss LAN inte rfa c e  fro m the  Se le c te d LAN Inte rfa c e s, use  the  rig ht-fa c ing  

a rro w.
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17.2.2  Inte rfac e  Grouping  Crite ria

Clic k the  Add  b utto n in the  Inte rfa c e  Grouping  Config ura tion sc re e n to  o pe n the  fo llo wing  sc re e n. Use  

this sc re e n to  a uto ma tic a lly a dd  c lie nts to  a n inte rfa c e  g ro up  b a se d  o n sp e c ifie d  c rite ria . Yo u c a n 

c ho o se  to  de fine  a  g ro up  b a se d  o n a  MAC a d d re ss, a  ve nd o r ID (DHCP o p tio n 60), a n Id e ntity 

Asso c ia tio n Ide ntifie r (DHC P o ptio n 61), ve nd o r spe c ific  info rma tio n (DHCP o p tio n 125), o r a  VLAN 

g ro up .

Figure  207   Ne two rk Se tting  > Inte rfa c e  Gro up ing  > Inte rfa c e  G ro up  Co nfig ura tio n: Add

Auto ma tic a lly 

Ad d  C lie nts With 

the  fo llo wing  

DHC P Ve nd o r 

IDs

C lic k Add  to  id e ntify LAN ho sts to  a d d  to  the  inte rfa c e  g ro up  b y c rite ria  suc h a s the  typ e  o f the  

ha rd wa re  o r firmwa re . Se e  Se c tio n 17.2.2 o n p a g e  380 fo r mo re  info rma tio n.

# This sho ws the  ind e x numb e r o f the  rule .

Filte r C rite ria This sho ws the  filte ring  c rite ria . The  LAN inte rfa c e  o n whic h the  ma tc he d  tra ffic  is re c e ive d  will 

b e lo ng  to  this g ro up  a uto ma tic a lly.

Wild C a rd  

Sup p o rt

This sho ws if wild c a rd  o n DHC P o p tio n 60 is e na b le d .

Mo d ify C lic k the  Edit ic o n to  c ha ng e  the  g ro up  se tting .

C lic k the  De le te  ic o n to  d e le te  this g ro up  fro m the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k O K to  sa ve  yo ur c ha ng e s.

Ta b le  126   Ne two rk Se tting  > Inte rfa c e  Gro up ing  > Ad d  Ne w Inte rfa c e  G ro up / Ed it (c o ntinue d )

LABEL DESC RIPTIO N
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The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  127   Ne two rk Se tting  > Inte rfa c e  Gro up ing  > Inte rfa c e  G ro up  C o nfig ura tio n: Ad d

LABEL DESCRIPTIO N

So urc e  MAC  

Ad d re ss

Ente r the  so urc e  MAC  a d d re ss o f the  pa c ke t.

APAS MAC  Filte r Se le c t this o p tio n a nd  e nte r the  MAC  a dd re ss o f the  ma tc he d  LAN ho st.

DHC P O p tio n 60 Se le c t this o p tio n a nd  e nte r the  Ve ndo r C la ss Ide ntifie r (O ptio n 60) o f the  ma tc he d  tra ffic , 

suc h a s the  typ e  o f the  ha rd wa re  o r firmwa re .

Ena b le  
wild c a rd

Se le c t this o p tio n to  b e  a b le  to  use  wild c a rd s in the  Ve nd o r C la ss Id e ntifie r c o nfig ure d  fo r 

DHC P o p tio n 60.

DHC P O p tio n 61 Se le c t this a nd  e nte r the  d e vic e  id e ntity o f the  ma tc he d  tra ffic .

Ente r the  Ide ntity Asso c ia tio n Ide ntifie r (IAID) o f the  d e vic e , fo r e xa mp le , the  WAN c o nne c tio n 

ind e x numb e r.

DHC P O p tio n 125 Se le c t this a nd  e nte r ve nd o r sp e c ific  info rma tio n o f the  ma tc he d  tra ffic .

Ente rprise  
Numb e r

Ente r the  ve nd o r’ s 32-b it e nte rp rise  numb e r re g iste re d  with the  IANA (Inte rne t Assig ne d  

Numb e rs Autho rity).

Ma nufa c ture r 
O UI

Sp e c ify the  ve nd o r’ s O UI (O rg a niza tio n Uniq ue  Id e ntifie r). It is usua lly the  first 3 b yte s o f the  

MAC  a d dre ss.

Se ria l Numb e r Ente r the  se ria l numb e r o f the  d e vic e .

Pro d uc t C la ss Ente r the  p ro d uc t c la ss o f the  d e vic e .

VLAN G ro up Se le c t this a nd  the  VLAN g ro up  o f the  ma tc he d  tra ffic  fro m the  dro p -d o wn list b o x. A VLAN 

g ro up  c a n b e  c o nfig ure d  in Ne twork Se tting  > VLAN Group.

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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USB Se rvic e

18.1  USB Se rvic e  Ove rvie w

Yo u c a n sha re  file s o n a  USB me mo ry stic k o r ha rd  d rive  c o nne c te d  to  yo ur Zyxe l De vic e  with use rs o n 

yo ur ne two rk.

The  fo llo wing  fig ure  is a n o ve rvie w o f the  Zyxe l De vic e ’ s file  se rve r fe a ture . Co mpute rs A  a nd  B c a n 

a c c e ss file s o n a  USB d e vic e  (C ) whic h is c o nne c te d  to  the  Zyxe l De vic e .

Figure  208   File  Sha ring  Ove rvie w

The  Zyxe l De vic e  will no t b e  a b le  to  jo in a  wo rkg ro up  if yo ur lo c a l a re a  ne two rk ha s re stric tio ns se t up  

tha t d o  no t a llo w de vic e s to  jo in a  wo rkg ro up . In this c a se , c o nta c t yo ur ne two rk a d ministra to r.

18.1.1  Wha t You Can Do  in this Cha pte r

• Use  the  File  Sha ring  sc re e n to  e na b le  file -sha ring  se rve r (Se c tio n 18.2 o n pa g e  383).

• Use  the  Media  Se rve r sc re e n to  e na b le  o r d isa b le  the  sha ring  o f me d ia  file s (Se c tio n 18.3 o n pa g e  

386).

18.1.2  Wha t You Ne e d To  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

18.1.2.1  About File  Sha ring

Workg roup Na me

This is the  na me  g ive n to  a  se t o f c o mp ute rs tha t a re  c o nne c te d  o n a  ne two rk a nd  sha re  re so urc e s suc h 

a s a  p rinte r o r file s. Windo ws a uto ma tic a lly a ssig ns the  wo rkg ro up  na me  whe n yo u se t up  a  ne two rk.
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Sha re s

Whe n se tting s a re  se t to  d e fa ult, e a c h USB d e vic e  c o nne c te d  to  the  Zyxe l De vic e  is g ive n a  fo ld e r, 

c a lle d  a  “ sha re ” . If a  USB ha rd  d rive  c o nne c te d  to  the  Zyxe l De vic e  ha s mo re  tha n o ne  p a rtitio n, the n 

e a c h p a rtitio n will b e  a llo c a te d  a  sha re . Yo u c a n a lso  c o nfig ure  a  “ sha re ”  to  b e  a  sub -fo ld e r o r file  o n 

the  USB d e vic e .

File  Syste ms

A file  syste m is a  wa y o f sto ring  a nd  o rg a nizing  file s o n yo ur ha rd  drive  a nd  sto ra g e  de vic e . O fte n 

d iffe re nt o pe ra ting  syste ms suc h a s Wind o ws o r Linux ha ve  d iffe re nt file  syste ms. The  file  sha ring  fe a ture  

o n yo ur Zyxe l De vic e  sup p o rts File  Allo c a tio n Ta b le  (FAT) a nd  FAT32.

Common Inte rne t File  Syste m

The  Zyxe l De vic e  use s C o mmo n Inte rne t File  Syste m (CIFS) pro to c o l fo r its file  sha ring  func tio ns. CIFS 

c o mpa tib le  c o mpute rs c a n a c c e ss the  USB file  sto ra g e  d e vic e s c o nne c te d  to  the  Zyxe l De vic e . CIFS 

pro to c o l is supp o rte d  o n Mic ro so ft Wind o ws, Linux Sa mb a  a nd  o the r o pe ra ting  syste ms (re fe r to  yo ur 

syste ms sp e c ific a tio ns fo r CIFS c o mpa tib ility).

18.1.3  Be fore  You Be gin

1 Ma ke  sure  the  Zyxe l De vic e  is c o nne c te d  to  yo ur ne two rk a nd  turne d  o n.

2 Co nne c t the  USB d e vic e  to  o ne  o f the  Zyxe l De vic e ’ s USB p o rt. If yo u a re  c o nne c ting  a  USB ha rd  drive  

tha t c o me s with a n e xte rna l p o we r supp ly, ma ke  sure  it is c o nne c te d  to  a n a pp ro pria te  po we r so urc e .

3 The  Zyxe l De vic e  d e te c ts the  USB d e vic e  a nd  ma ke s its c o nte nts a va ila b le  fo r b ro wsing .

No te : If yo ur USB d e vic e  c a nno t b e  d e te c te d  b y the  Zyxe l De vic e , se e  the  tro ub le sho o ting  fo r 
sug g e stio ns.

18.2  USB Se rvic e

Use  this sc re e n to  se t up  file  sha ring  thro ug h the  Zyxe l De vic e . The  Zyxe l De vic e ’ s LAN use rs c a n a c c e ss 

the  sha re d  fo lde r (o r sha re ) fro m the  USB d e vic e  inse rte d  in the  Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k 

Ne twork Se tting  > USB Se rvic e .
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Figure  209   Ne two rk Se tting  > USB Se rvic e

No te : The  Sha re  Dire c to ry List is o nly visib le  whe n yo u c o nne c t a  USB d e vic e .

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  128   Ne two rk Se tting  > USB Se rvic e

LABEL DESCRIPTIO N

Info rma tio n

Vo lume This is the  vo lume  na me  the  Zyxe l De vic e  g ive s to  a n inse rte d  USB d e vic e .

C a p a c ity This is the  to ta l a va ila b le  me mo ry size  (in me g a b yte s) o n the  USB d e vic e .

Use d  Sp a c e This is the  me mo ry size  (in me g a b yte s) a lre a d y use d  o n the  USB d e vic e .

Se rve r C o nfig ura tio n

File  Sha ring  

Se rvic e s

C lic k this switc h to  e na b le  file  sha ring  thro ug h the  Zyxe l De vic e .

Sha re  Dire c to ry List

This o nly a p p e a rs whe n yo u ha ve  inse rte d  a  USB de vic e .

Ad d  Ne w Sha re C lic k this to  se t up  a  ne w sha re  o n the  Zyxe l De vic e .

Ac tive  Se le c t this to  a llo w the  sha re  to  b e  a c c e sse d .

Sta tus This fie ld  sho ws the  sta tus o f the  sha re

: The  sha re  is no t a c tiva te d .

: The  sha re  is a c tiva te d .
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18.2.1  Add Ne w Share

Use  this sc re e n to  se t up  a  ne w sha re  o r e d it a n e xisting  sha re  o n the  Zyxe l De vic e . C lic k Add Ne w Sha re  

in the  File  Sha ring  sc re e n o r c lic k the  Edit o r Modify ic o n ne xt to  a n e xisting  sha re .

Ple a se  no te  tha t yo u ne e d  to  se t up  sha re d  fo ld e rs o n the  USB d e vic e  b e fo re  e na b ling  file  sha ring  in the  

Zyxe l De vic e . Spa c e s a nd  the  fo llo wing  sp e c ia l c ha ra c te rs, [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ | ], [ & ], [ 

; ], a re  no t a llo we d  fo r the  USB sha re  na me .

Figure  210   Ne two rk Se tting  > USB Se rvic e  > Ad d  Ne w Sha re

Sha re  Na me This fie ld  d isp la ys the  na me  o f the  file  yo u sha re d .

Sha re  Pa th This fie ld  d isp la ys the  lo c a tio n in the  USB o f the  file  yo u sha re d . 

Sha re  

De sc rip tio n

This fie ld  d isp la ys a  d e sc rip tio n o f the  file  yo u sha re d .

Mo d ify C lic k the  Edit ic o n to  c ha ng e  the  se tting s o f a n e xisting  sha re .

C lic k the  De le te  ic o n to  d e le te  this sha re  in the  list.

Ac c o unt Ma na g e me nt

Ad d  Ne w Use r C lic k this b utto n to  c re a te  a  use r a c c o unt to  a c c e ss the  se c ure d  sha re s. This b utto n re d ire c ts yo u 

to  Ma inte na nc e  > Use r Ac c ount.

Sta tus This fie ld  sho ws the  sta tus o f the  use r.

: The  use r a c c o unt is no t a c tiva te d  fo r the  sha re .

: The  use r a c c o unt is a c tiva te d  fo r the  sha re .

Use r Na me This is the  na me  o f a  use r who  is a llo we d  to  a c c e ss the  se c ure d  sha re s o n the  USB d e vic e .

C a nc e l C lic k this to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly C lic k this to  sa ve  yo ur c ha ng e s to  the  Zyxe l De vic e .

Ta b le  128   Ne two rk Se tting  > USB Se rvic e  (c o ntinue d )

LABEL DESCRIPTIO N
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this me nu.

18.2.2  Add Ne w Use r Sc re e n

Onc e  yo u c lic k the  Add Ne w Use r b utto n, yo u will b e  d ire c te d  to  the  Use r Ac c ount sc re e n. To  c re a te  a  

use r a c c o unt tha t c a n a c c e ss the  se c ure d  sha re s o n the  USB d e vic e , c lic k the  Add Ne w Ac c ount b utto n 

in the  Ne twork Se tting  > USB Se rvic e  > Use r Ac c ount sc re e n.

Ple a se  se e  C ha p te r 36 o n pa g e  475, fo r de ta ile d  info rma tio n a b o ut Use r Ac c ount sc re e n.

18.3  Me dia  Se rve r

The  me d ia  se rve r fe a ture  le ts a nyo ne  o n yo ur ne two rk p la y vid e o , music , a nd  pho to s fro m the  USB 

sto ra g e  d e vic e  c o nne c te d  to  yo ur Zyxe l De vic e  witho ut ha ving  to  c o p y the m to  a no the r c o mpute r. The  

Zyxe l De vic e  c a n func tio n a s a  DLNA-c o mp lia nt me d ia  se rve r, whe re  the  Zyxe l De vic e  stre a ms file s to  

DLNA-c o mplia nt me d ia  c lie nts like  Wind o ws Me d ia  Pla ye r. The  Dig ita l Living  Ne two rk Allia nc e  (DLNA) is a  

g ro up  o f p e rso na l c o mpute r a nd  e le c tro nic s c o mp a nie s tha t wo rks to  ma ke  pro d uc ts c o mp a tib le  in a  

ho me  ne two rk.

The  Zyxe l De vic e  me d ia  se rve r e na b le s yo u to :

• Pub lish a ll sha re s fo r e ve ryo ne  to  p la y me d ia  file s in the  USB sto ra g e  d e vic e  c o nne c te d  to  the  Zyxe l 

De vic e .

• Use  ha rd wa re -b a se d  me d ia  c lie nts like  the  DMA-2500 to  p la y the  file s.

No te : Anyo ne  o n yo ur ne two rk c a n p la y the  me d ia  file s in the  p ub lishe d  sha re s. No  use r na me  
a nd  p a sswo rd  o r o the r fo rm o f se c urity is use d . The  me d ia  se rve r is e na b le d  b y d e fa ult 
with the  vid e o , p ho to , a nd  music  sha re s p ub lishe d .

Ta b le  129   Ne two rk Se tting  > USB Se rvic e  > Ad d  Ne w Sha re

LABEL DESCRIPTIO N

Vo lume Se le c t the  vo lume  in the  USB sto ra g e  de vic e  tha t yo u wa nt to  a d d  a s a  sha re  in the  Zyxe l 

De vic e .

This fie ld  is re a d-o nly whe n yo u a re  e d iting  the  sha re .

Sha re  Pa th Ma nua lly e nte r the  file  p a th fo r the  sha re , o r c lic k the  Bro wse  b utto n a nd  se le c t the  fo ld e r tha t 

yo u wa nt to  a d d  a s a  sha re . 

This fie ld  is re a d-o nly whe n yo u a re  e d iting  the  sha re .

De sc rip tio n Yo u c a n e ithe r e nte r a  sho rt d e sc rip tio n o f the  sha re , o r le a ve  this fie ld  b la nk. Yo u c a n use  up  to  

128 p rinta b le  c ha ra c te rs e xc e p t [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ |  ], [ & ], o r [ ; ]. Spa c e s a re  

a llo we d .

Ac c e ss Le ve l Se le c t Public  if yo u wa nt the  sha re  to  b e  a c c e sse d  b y use rs c o nne c ting  to  the  Zyxe l De vic e . 

Othe rwise , se le c t Se c urity.

Allo we d If Se c urity is se le c te d  in the  Ac c e ss Le ve l fie ld , se le c t this c he c k b o x to  a llo w/ p ro hib it a c c e ss to  

the  sha re .

Use r Na me This fie ld  sp e c ifie s the  use r fo r whic h the  Allowe d  se tting  a p plie s. Use rs c a n b e  a dd e d  o r 

mo difie d  in Ma inte na nc e  > Use r Ac c o unt.

C a nc e l C lic k Ca nc e l to  re turn to  the  p re vio us sc re e n.

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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To  c ha ng e  yo ur Zyxe l De vic e ’ s me d ia  se rve r se tting s, c lic k Ne twork Se tting  > USB Se rvic e  > Me dia  Se rve r. 

The  sc re e n a pp e a rs a s sho wn.

Figure  211   Ne two rk Se tting  > USB Se rvic e  > Me d ia  Se rve r

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this me nu.

Ta b le  130   Ne two rk Se tting  > USB Se rvic e  > Me d ia  Se rve r

LABEL DESCRIPTIO N

Me d ia  Se rve r C lic k this switc h to  ha ve  the  Zyxe l De vic e  func tio n a s a  DLNA-c o mplia nt me d ia  se rve r. Whe n the  

switc h g o e s to  the  rig ht , the  func tio n is e na b le d . O the rwise , it is no t.

Ena b le  the  me d ia  se rve r to  le t (DLNA-c o mplia nt) me d ia  c lie nts o n yo ur ne two rk p la y me d ia  file s 

lo c a te d  in the  sha re s.

Inte rfa c e Se le c t a n inte rfa c e  o n whic h yo u wa nt to  e na b le  the  me d ia  se rve r func tio n. An inte rfa c e  c a n 

b e  a d d e d  o r mo d ifie d  in Ne twork Se tting  > Inte rfa c e  Grouping .

Vo lume This is the  vo lume  na me  the  Zyxe l De vic e  g ive s to  a n inse rte d  USB de vic e . Se le c t a  vo lume  in the  

USB sto ra g e  d e vic e (s) to  a llo w the  Zyxe l De vic e  me d ia  se rve r a c c e ss. Se le c t All USB De vic e s to  

e na b le  a c c e ss o n a ll vo lume s.

Me d ia  Lib ra ry 

Pa th

Ente r the  p a th c lie nts use  to  a c c e ss the  me d ia  file s o n a  USB sto ra g e  d e vic e  c o nne c te d  to  the  

Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.
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Fire wa ll

19.1  Fire wall Ove rvie w

This c ha pte r sho ws yo u ho w to  e na b le  the  Zyxe l De vic e  fire wa ll. Use  the  fire wa ll to  p ro te c t yo ur Zyxe l 

De vic e  a nd  ne two rk fro m a tta c ks b y ha c ke rs o n the  Inte rne t a nd  c o ntro l a c c e ss to  it. The  fire wa ll:

• a llo ws tra ffic  tha t o rig ina te s fro m yo ur LAN c o mpute rs to  g o  to  a ll o the r ne two rks.

• b lo c ks tra ffic  tha t o rig ina te s o n o the r ne two rks fro m g o ing  to  the  LAN.

By de fa ult, the  Zyxe l De vic e  b lo c ks Do S a tta c ks whe the r the  fire wa ll is e na b le d  o r d isa b le d .

The  fo llo wing  fig ure  illustra te s the  fire wa ll a c tio n. Use r A  c a n initia te  a n IM (Insta nt Me ssa g ing ) se ssio n 

fro m the  LAN to  the  WAN (1). Re turn tra ffic  fo r this se ssio n is a lso  a llo we d  (2). Ho we ve r o the r tra ffic  

initia te d  fro m the  WAN is b lo c ke d  (3 a nd  4).

Figure  212   De fa ult Fire wa ll Ac tio n

19.1.1  Wha t You Ne e d to  Know About Fire wall

SYN Atta c k

A SYN a tta c k flo o d s a  ta rg e te d  syste m with a  se rie s o f SYN p a c ke ts. Ea c h pa c ke t c a use s the  ta rg e te d  

syste m to  issue  a  SYN-ACK re spo nse . While  the  ta rg e te d  syste m wa its fo r the  ACK tha t fo llo ws the  SYN-

AC K, it q ue ue s up  a ll o utsta nd ing  SYN-ACK re spo nse s o n a  b a c klo g  q ue ue . SYN-AC Ks a re  mo ve d  o ff the  

q ue ue  o nly whe n a n AC K c o me s b a c k o r whe n a n inte rna l time r te rmina te s the  thre e -wa y ha nd sha ke . 

Onc e  the  q ue ue  is full, the  syste m will ig no re  a ll inc o ming  SYN re q ue sts, ma king  the  syste m una va ila b le  

fo r le g itima te  use rs.

DoS

De nia l-o f-Se rvic e  (Do S) a tta c ks a re  a ime d  a t d e vic e s a nd  ne two rks with a  c o nne c tio n to  the  Inte rne t. 

The ir g o a l is no t to  ste a l info rma tio n, b ut to  d isa b le  a  d e vic e  o r ne two rk so  use rs no  lo ng e r ha ve  a c c e ss 

ZD
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to  ne two rk re so urc e s. The  Zyxe l De vic e  is p re -c o nfig ure d  to  a uto ma tic a lly de te c t a nd  thwa rt a ll kno wn 

Do S a tta c ks.

DoS Thre sholds

Fo r Do S a tta c ks, the  Zyxe l De vic e  use s thre sho ld s to  d e te rmine  whe n to  d ro p  se ssio ns tha t d o  no t 

b e c o me  fully e sta b lishe d . The se  thre sho ld s a p p ly g lo b a lly to  a ll se ssio ns. Yo u c a n use  the  de fa ult 

thre sho ld  va lue s, o r yo u c a n c ha ng e  the m to  va lue s mo re  suita b le  to  yo ur se c urity re q uire me nts.

DDoS

A Distrib ute d  De nia l-o f-Se rvic e  (DDo S) a tta c k is o ne  in whic h multip le  c o mpro mise d  syste ms a tta c k a  

sing le  ta rg e t, the re b y c a using  d e nia l o f se rvic e  fo r use rs o f the  ta rg e te d  syste m.

ICMP

Inte rne t Co ntro l Me ssa g e  Pro to c o l (IC MP) is a  me ssa g e  c o ntro l a nd  e rro r-re p o rting  pro to c o l b e twe e n a  

ho st se rve r a nd  a  g a te wa y to  the  Inte rne t. ICMP use s Inte rne t Pro to c o l (IP) da ta g ra ms, b ut the  me ssa g e s 

a re  p ro c e sse d  b y the  TCP/ IP so ftwa re  a nd  d ire c tly a pp a re nt to  the  a p p lic a tio n use r.

LAND Atta c k

In a  LAND a tta c k, ha c ke rs flo o d  SYN pa c ke ts into  the  ne two rk with a  sp o o fe d  so urc e  IP a dd re ss o f the  

ta rg e t syste m. This ma ke s it a p pe a r a s if the  ho st c o mpute r se nt the  pa c ke ts to  itse lf, ma king  the  syste m 

una va ila b le  while  the  ta rg e t syste m trie s to  re spo nd  to  itse lf.

Ping  of De a th

Ping  o f De a th use s a  ‘ p ing ’  utility to  c re a te  a nd  se nd  a n IP pa c ke t tha t e xc e e d s the  ma ximum 65,536 

b yte s o f d a ta  a llo we d  b y the  IP sp e c ific a tio n. This ma y c a use  syste ms to  c ra sh, ha ng  o r re b o o t.

SPI

Sta te ful Pa c ke t Insp e c tio n (SPI) tra c ks e a c h c o nne c tio n c ro ssing  the  fire wa ll a nd  ma ke s sure  it is va lid . 

Filte ring  d e c isio ns a re  b a se d  no t o nly o n rule s b ut a lso  c o nte xt. Fo r e xa mp le , tra ffic  fro m the  WAN ma y 

o nly b e  a llo we d  to  c ro ss the  fire wa ll in re sp o nse  to  a  re q ue st fro m the  LAN.

19.2  Fire wall

Use  the  fire wa ll to  p ro te c t yo ur Zyxe l De vic e  a nd  ne two rk fro m a tta c ks b y ha c ke rs o n the  Inte rne t a nd  

c o ntro l a c c e ss to  it.

19.2.1  Wha t You Can Do  in this Cha pte r

• Use  the  Ge ne ra l sc re e n to  c o nfig ure  the  se c urity le ve l o f the  fire wa ll o n the  Zyxe l De vic e  (Se c tio n 19.3 

o n pa g e  390).

• Use  the  Protoc ol sc re e n to  a d d  o r re mo ve  p re d e fine d  Inte rne t se rvic e s a nd  c o nfig ure  fire wa ll rule s 

(Se c tio n 19.4 o n p a g e  391).
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• Use  the  Ac c e ss Control sc re e n to  vie w a nd  c o nfig ure  inc o ming  o r o utg o ing  filte ring  rule s (Se c tio n 19.5 

o n pa g e  392).

• Use  the  DoS sc re e n to  a c tiva te  p ro te c tio n a g a inst De nia l o f Se rvic e  (Do S) a tta c ks (Se c tio n 19.6 o n 

pa g e  395).

19.3  Fire wall Ge ne ral Se tting s

Use  the  fire wa ll to  p ro te c t yo ur Zyxe l De vic e  a nd  ne two rk fro m a tta c ks b y ha c ke rs o n the  Inte rne t a nd  

c o ntro l a c c e ss to  it. Use  this sc re e n to  se t the  se c urity le ve l o f the  fire wa ll o n the  Zyxe l De vic e . Fire wa ll 

rule s a re  g ro upe d  b a se d  o n the  d ire c tio n o f tra ve l o f pa c ke ts. A hig he r fire wa ll le ve l me a ns mo re  

re stric tio ns o n the  Inte rne t a c tivitie s yo u c a n p e rfo rm. C lic k Se c urity > Fire wa ll > Ge ne ra l to  d isp la y the  

fo llo wing  sc re e n. Use  the  slid e r to  se le c t the  le ve l o f fire wa ll p ro te c tio n.

Figure  213   Se c urity > Fire wa ll > G e ne ra l

No te : LAN to  WAN is yo ur a c c e ss to  a ll Inte rne t se rvic e s. WAN to  LAN is the  a c c e ss o f o the r 
c o mp ute rs o n the  Inte rne t to  d e vic e s b e hind  the  Zyxe l De vic e .
Whe n the  se c urity le ve l is se t to  Hig h, Te lne t, FTP, HTTP, HTTPS, DNS, IMAP, PO P3, SMTP, 
a nd / o r IPv6 IC MPv6 (Ping ) tra ffic  fro m the  LAN a re  still a llo we d .



 Cha pte r 19 Fire wa ll

AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

391

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

19.4  Protoc ol (Customize d Se rvic e s)

Yo u c a n c o nfig ure  c usto mize d  se rvic e s a nd  p o rt numb e rs in the  Protoc ol sc re e n. Ea c h se t o f p ro to c o l 

rule s liste d  in the  ta b le  a re  re usa b le  o b je c ts to  b e  use d  in c o njunc tio n with AC L rule s in the  Ac c e ss 

Co ntro l sc re e n. Fo r a  c o mp re he nsive  list o f p o rt numb e rs a nd  se rvic e s, visit the  IANA (Inte rne t Assig ne d  

Numb e r Autho rity) we b site . C lic k Se c urity > Fire wa ll > Protoc ol to  d isp la y the  fo llo wing  sc re e n.

No te : Re mo ving  a  p ro to c o l rule  will a lso  re mo ve  a sso c ia te d  AC L rule s.

Figure  214   Se c urity > Fire wa ll > Pro to c o l

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  131   Se c urity > Fire wa ll > Ge ne ra l

LABEL DESCRIPTION

IPv4 

Fire wa ll

Ena b le  fire wa ll p ro te c tio n whe n using  IPv4 (Inte rne t Pro to c o l ve rsio n 4).

IPv6 

Fire wa ll

Ena b le  fire wa ll p ro te c tio n whe n using  IPv6 (Inte rne t Pro to c o l ve rsio n 6).

Hig h This se tting  b lo c ks a ll tra ffic  to  a nd  fro m the  Inte rne t. O nly lo c a l ne two rk tra ffic  a nd  LAN to  WAN se rvic e  

(Te lne t, FTP, HTTP, HTTPS, DNS, PO P3, SMTP) is pe rmitte d .

Me d ium This is the  re c o mme nd e d  se tting . It a llo ws tra ffic  to  the  Inte rne t b ut b lo c ks a nyo ne  fro m the  Inte rne t 

fro m a c c e ssing  a ny se rvic e s o n yo ur lo c a l ne two rk.

Lo w This se tting  a llo ws tra ffic  to  the  Inte rne t a nd  a lso  a llo ws so me o ne  fro m the  Inte rne t to  a c c e ss se rvic e s o n 

yo ur lo c a l ne two rk. This wo uld  b e  use d  with Po rt Fo rwa rd ing , De fa ult Se rve r.

Ap p ly C lic k this to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k this to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ta b le  132   Se c urity > Fire wa ll > Pro to c o l

LABEL DESCRIPTION

Ad d  Ne w Pro to c o l 

Entry

C lic k this to  c o nfig ure  a  c usto mize d  se rvic e .

Na me This is the  na me  o f yo ur c usto mize d  se rvic e .

De sc rip tio n This is a  d e sc riptio n o f yo ur c usto mize d  se rvic e .
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19.4.1  Add Customize d Se rvic e

Ad d  a  c usto mize d  rule  o r e d it a n e xisting  rule  b y sp e c ifying  the  pro to c o l a nd  the  po rt numb e rs. C lic k 

Add Ne w Protoc ol Entry in the  Protoc ol sc re e n to  d isp la y the  fo llo wing  sc re e n.

Figure  215   Se c urity > Fire wa ll > Pro to c o l: Ad d  Ne w Pro to c o l Entry

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

19.5  Ac c e ss Control (Rule s)

An Ac c e ss Co ntro l List (ACL) rule  is a  ma nua lly-de fine d  rule  tha t c a n a c c e pt, re je c t, o r d ro p  inc o ming  o r 

o utg o ing  p a c ke ts fro m yo ur ne two rk. This sc re e n d isp la ys a  list o f the  c o nfig ure d  inc o ming  o r o utg o ing  

filte ring  rule s. No te  the  o rde r in whic h the  rule s a re  liste d . C lic k Se c urity > Fire wa ll > Ac c e ss Control to  

d isp la y the  fo llo wing  sc re e n.

Po rts/ Pro to c o l Numb e r This sho ws the  p o rt numb e r o r ra ng e  a nd  the  IP pro to c o l (TCP o r UDP) tha t de fine s yo ur 

c usto mize d  se rvic e .

Mo d ify C lic k this to  e d it a  c usto mize d  se rvic e .

Ta b le  132   Se c urity > Fire wa ll > Pro to c o l (c o ntinue d )

LABEL DESCRIPTION

Ta b le  133   Se c urity > Fire wa ll > Pro to c o l: Add  Ne w Pro to c o l Entry

LABEL DESCRIPTIO N

Se rvic e  Na me Ente r a  d e sc riptive  na me  fo r yo ur c usto mize d  se rvic e . Yo u c a n use  up  to  16 p rinta b le  

c ha ra c te rs e xc e pt [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^  ], [ $ ], [ | ], [ & ], o r [ ; ]. Sp a c e s a re  a llo we d .

De sc rip tio n Ente r a  d e sc riptio n fo r yo ur c usto mize d  se rvic e . Yo u c a n use  up  to  16 p rinta b le  c ha ra c te rs 

e xc e pt [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ | ], [ & ], o r [ ; ]. Sp a c e s a re  a llo we d .

Pro to c o l Se le c t the  p ro to c o l (TCP, UDP, ICMP, ICMPv6, o r Othe r) tha t de fine s yo ur c usto mize d  p o rt fro m 

the  d ro p  d o wn list b o x.

Pro to c o l Numb e r Ente r a  sing le  p o rt numb e r o r the  ra ng e  o f p o rt numb e rs (0 – 255) tha t d e fine  yo ur c usto mize d  

se rvic e .

O K C lic k this to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k this to  e xit this sc re e n witho ut sa ving .
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No te : The  o rd e ring  o f yo ur rule s is ve ry imp o rta nt a s rule s a re  a p p lie d  in turn.

Figure  216   Se c urity > Fire wa ll > Ac c e ss Co ntro l

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

19.5.1  Add Ne w ACL Rule

Clic k Add ne w ACL rule  o r the  Edit ic o n ne xt to  a n e xisting  AC L rule  in the  Ac c e ss C ontrol sc re e n. The  

fo llo wing  sc re e n d isp la ys. Use  this sc re e n to  a c c e pt, re je c t, o r d ro p  pa c ke ts b a se d  o n spe c ifie d  

pa ra me te rs, suc h a s so urc e  a nd  de stina tio n IP a d dre ss, IP Type , se rvic e , a nd  d ire c tio n. Yo u c a n a lso  

sp e c ify a  limit a s to  ho w ma ny pa c ke ts this rule  a pp lie s to  a t a  c e rta in pe rio d  o f time  o r sp e c ify a  

sc he dule  fo r this rule .

Ta b le  134   Se c urity > Fire wa ll > Ac c e ss Co ntro l

LABEL DESCRIPTIO N

Rule s Sto ra g e  Sp a c e  

Usa g e

This re a d -o nly b a r sho ws ho w muc h o f the  Zyxe l De vic e 's me mo ry is in use  fo r re c o rd ing  

fire wa ll rule s. Whe n yo u a re  using  80% o r le ss o f the  sto ra g e  sp a c e , the  b a r is g re e n. Whe n 

the  a mo unt o f spa c e  use d  is o ve r 80%, the  b a r is re d .

Ad d  Ne w AC L Rule Se le c t a n ind e x numb e r a nd  c lic k Add Ne w ACL Rule  to  a dd  a  ne w fire wa ll rule  a fte r the  

se le c te d  inde x numb e r. Fo r e xa mple , if yo u se le c t “6” , yo ur ne w rule  b e c o me s numb e r 7 

a nd  the  p re vio us rule  7 (if the re  is o ne ) b e c o me s rule  8.

# This fie ld  d isp la ys the  rule  inde x numb e r. The  o rde ring  o f yo ur rule s is imp o rta nt a s rule s a re  

a p p lie d  in turn.

Sta tus This fie ld  d isp la ys the  sta tus o f the  AC L rule . A ye llo w b ulb  sig nifie s tha t this AC L rule  is 

a c tive , while  a  g ra y b ulb  sig nifie s tha t this AC L rule  is no t a c tive .

Na me This fie ld  d isp la ys the  rule  na me .

Src  IP This fie ld  d isp la ys the  so urc e  IP a d d re sse s to  whic h this rule  a p p lie s.

De st IP This fie ld  d isp la ys the  de stina tio n IP a dd re sse s to  whic h this rule  a pp lie s.

Se rvic e This fie ld  d isp la ys the  pro to c o l (All, TC P, UDP, TC P/ UDP, IC MP, IC MPv6, o r a ny) use d  to  

tra nsp o rt the  pa c ke ts fo r whic h yo u wa nt to  a p p ly the  rule .

Ac tio n Disp la ys whe the r the  fire wa ll sile ntly d isc a rd s pa c ke ts (Drop), d isc a rd s p a c ke ts a nd  se nd s 

a  TC P re se t p a c ke t o r a n IC MP d e stina tio n-unre a c ha b le  me ssa g e  to  the  se nd e r (Re je c t), 

o r a llo w the  p a ssa g e  o f (Ac c e pt) p a c ke ts tha t ma tc h this rule .

Mo d ify C lic k the  Edit ic o n to  e d it the  fire wa ll rule .

C lic k the  De le te  ic o n to  de le te  a n e xisting  fire wa ll rule .
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Figure  217   Se c urity > Fire wa ll > Ac c e ss Co ntro l > Ad d  Ne w ACL Rule

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  135   Se c urity > Fire wa ll > Ac c e ss Co ntro l > Add  Ne w ACL Rule

LABEL DESCRIPTIO N

Ac tive C lic k this switc h to  e na b le  this AC L rule .

Filte r Na me Ente r a  d e sc riptive  na me  fo r yo ur filte r rule . Yo u c a n use  up  to  16 p rinta b le  c ha ra c te rs 

e xc e pt [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ | ], [ & ], o r [ ; ]. Sp a c e s a re  a llo we d .

O rd e r Assig n the  o rd e r o f yo ur rule s a s rule s a re  a p p lie d  in turn.

Se le c t So urc e  IP 

Ad d re ss

If yo u wa nt the  so urc e  to  c o me  fro m a  p a rtic ula r (sing le ) IP, se le c t Spe c ific  IP Addre ss. If 

no t, se le c t fro m a  d e te c te d  d e vic e .

So urc e  IP Ad dre ss If yo u se le c te d  Spe c ific  IP Addre ss in the  pre vio us ite m, e nte r the  so urc e  d e vic e ’ s IP 

a d d re ss he re . O the rwise  this fie ld  will b e  hid de n if yo u se le c t the  de te c te d  de vic e .

Se le c t De stina tio n 

De vic e

If yo u wa nt yo ur rule  to  a p p ly to  p a c ke ts with a  p a rtic ula r (sing le ) IP, se le c t Spe c ific  IP 

Addre ss. If no t, se le c t a  d e te c te d  d e vic e .

De stina tio n IP Ad d re ss If yo u se le c te d  Spe c ific  IP Addre ss in the  pre vio us ite m, e nte r the  d e stina tio n d e vic e ’ s IP 

a d d re ss he re . O the rwise  this fie ld  will b e  hid de n if yo u se le c t the  de te c te d  de vic e .
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19.6  DoS

Do S (De nia l o f Se rvic e ) a tta c ks c a n flo o d  yo ur Inte rne t c o nne c tio n with inva lid  p a c ke ts a nd  c o nne c tio n 

re q ue sts, using  so  muc h b a nd width a nd  so  ma ny re so urc e s tha t Inte rne t a c c e ss b e c o me s una va ila b le . 

Use  the  DoS sc re e n to  a c tiva te  p ro te c tio n a g a inst Do S a tta c ks.

C lic k Se c urity > Fire wall > DoS to  d isp la y the  fo llo wing  sc re e n.

MAC  Add re ss Ente r the  MAC  a d d re sse s o f the  WiFi o r wire d  LAN c lie nts tha t a re  a llo we d  a c c e ss to  the  

Zyxe l De vic e  in the se  a d d re ss fie ld s. Ente r the  MAC  a d d re sse s in a  va lid  MAC  a dd re ss 

fo rma t, tha t is, six he xa d e c ima l c ha ra c te r p a irs, fo r e xa mple , 12:34:56:78:9a :b c .

IP Typ e Se le c t b e twe e n IPv4 o r IPv6. C o mp a re d  to  IPv4, IPv6 (Inte rne t Pro to c o l ve rsio n 6), is 

d e sig ne d  to  e nha nc e  IP a dd re ss size  a nd  fe a ture s. The  inc re a se  in IPv6 a d d re ss size  to  

128 b its (fro m the  32-b it IPv4 a d d re ss) a llo ws up  to  3.4 x 1038 IP a d dre sse s. The  Zyxe l 

De vic e  c a n use  IPv4/ IPv6 d ua l sta c k to  c o nne c t to  IPv4 a nd  IPv6 ne two rks, a nd  supp o rts 

IPv6 ra p id  d e p lo yme nt (6RD).

Se le c t Se rvic e Se le c t a  se rvic e  fro m the  Se le c t Se rvic e  b o x.

Pro to c o l Se le c t the  p ro to c o l (ALL, TCP/ UDP, TCP, UDP, ICMP, o r ICMPv6) use d  to  tra nsp o rt the  

pa c ke ts fo r whic h yo u wa nt to  a p p ly the  rule .

C usto m So urc e  Po rt This is a  sing le  po rt numb e r o r the  sta rting  p o rt numb e r o f a  ra ng e  tha t d e fine s yo ur rule .

C usto m De stina tio n 

Po rt

This is a  sing le  po rt numb e r o r the  e nd ing  p o rt numb e r o f a  ra ng e  tha t de fine s yo ur rule .

TC P Fla g Se le c t the  TC P Fla g  (SYN, AC K, URG , PSH, RST, FIN).

This a pp e a rs whe n yo u se le c t TCP/ UDP o r TCP in the  Protoc ol fie ld .

Po lic y Use  the  d ro p -d o wn list b o x to  se le c t whe the r to  d isc a rd  (Drop), d e ny a nd  se nd  a n IC MP 

d e stina tio n-unre a c ha b le  me ssa g e  to  the  se nd e r (Re je c t), o r a llo w the  p a ssa g e  o f 

(Ac c e pt) p a c ke ts tha t ma tc h this rule .

Dire c tio n Se le c t WAN to LAN to  a p ply the  rule  to  tra ffic  fro m WAN to  LAN. Se le c t LAN to WAN to  

a p p ly the  rule  to  tra ffic  fro m LAN to  WAN. Se le c t WAN to Route r to  a p p ly the  rule  to  tra ffic  

fro m WAN to  ro ute r. Se le c t LAN to Route r to  a p p ly the  rule  to  tra ffic  fro m LAN to  ro ute r.

Ena b le  Ra te  Limit C lic k this switc h to  e na b le  the  se tting  o f ma ximum numb e r o f pa c ke ts p e r ma ximum 

numb e r o f minute  o r se c o nd  to  limit the  thro ug hput o f tra ffic  tha t ma tc he s this rule . If no t, 

the  ne xt ite m will b e  d isa b le d .

Sc he dule r Rule s Se le c t a  sc he d ule  rule  fo r this AC L rule  fo rm the  d ro p -d o wn list b o x. Yo u c a n c o nfig ure  a  

ne w sc he d ule  rule  b y c lic king  Add Ne w Rule . This will b ring  yo u to  the  Se c urity > 

Sc he dule r Rule s sc re e n.

O K C lic k this to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k this to  e xit this sc re e n witho ut sa ving .

Ta b le  135   Se c urity > Fire wa ll > Ac c e ss Co ntro l > Add  Ne w ACL Rule  (c o ntinue d )

LABEL DESCRIPTIO N
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Figure  218   Se c urity > Fire wa ll > Do S

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

19.7  Fire wall Te c hnic a l Re fe re nc e

This se c tio n p ro vide s so me  te c hnic a l b a c kg ro und  info rma tio n a b o ut the  to p ic s c o ve re d  in this c ha pte r.

19.7.1  Fire wa ll Rule s Ove rvie w

Yo ur c usto mize d  rule s ta ke  p re c e de nc e  a nd  o ve rride  the  Zyxe l De vic e ’ s de fa ult se tting s. The  Zyxe l 

De vic e  c he c ks the  so urc e  IP a d d re ss, d e stina tio n IP a dd re ss a nd  IP pro to c o l type  o f ne two rk tra ffic  

a g a inst the  fire wa ll rule s (in the  o rde r yo u list the m). Whe n the  tra ffic  ma tc he s a  rule , the  Zyxe l De vic e  

ta ke s the  a c tio n spe c ifie d  in the  rule .

Fire wa ll rule s a re  g ro up e d  b a se d  o n the  d ire c tio n o f tra ve l o f pa c ke ts to  whic h the y a p p ly:

By de fa ult, the  Zyxe l De vic e ’ s sta te ful pa c ke t inspe c tio n a llo ws p a c ke ts tra ve ling  in the  fo llo wing  

d ire c tio ns:

• LAN to  Ro ute r

The se  rule s sp e c ify whic h c o mp ute rs o n the  LAN c a n ma na g e  the  Zyxe l De vic e  (re mo te  

ma na g e me nt).

No te : Yo u c a n a lso  c o nfig ure  the  re mo te  ma na g e me nt se tting s to  a llo w o nly a  sp e c ific  
c o mp ute r to  ma na g e  the  Zyxe l De vic e .

Ta b le  136   Se c urity > Fire wa ll > Do S

LABEL DESCRIPTION

Do S Pro te c tio n 

Blo c king

Ena b le  this to  p ro te c t a g a inst Do S a tta c ks. The  Zyxe l De vic e  will d ro p  se ssio ns tha t surp a ss 

ma ximum thre sho lds.

Ap p ly C lic k this to  sa ve  yo ur c ha ng e s.

C a nc e l C lic k this to  re sto re  yo ur p re vio usly sa ve d  se tting s.

• LAN to  Ro ute r • WAN to  LAN

• LAN to  WAN • WAN to  Ro ute r
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• LAN to  WAN

The se  rule s sp e c ify whic h c o mp ute rs o n the  LAN c a n a c c e ss whic h c o mp ute rs o r se rvic e s o n the  
WAN.

By de fa ult, the  Zyxe l De vic e ’ s sta te ful pa c ke t inspe c tio n d ro p s pa c ke ts tra ve ling  in the  fo llo wing  

d ire c tio ns:

• WAN to  LAN

The se  rule s sp e c ify whic h c o mp ute rs o n the  WAN c a n a c c e ss whic h c o mpute rs o r se rvic e s o n the  
LAN.

No te : Yo u a lso  ne e d  to  c o nfig ure  NAT p o rt fo rwa rd ing  (o r full fe a ture d  NAT a d d re ss ma p p ing  
rule s) to  a llo w c o mp ute rs o n the  WAN to  a c c e ss d e vic e s o n the  LAN.

• WAN to  Ro ute r

By d e fa ult the  Zyxe l De vic e  sto ps c o mp ute rs o n the  WAN fro m ma na g ing  the  Zyxe l De vic e . Yo u c o uld  

c o nfig ure  o ne  o f the se  rule s to  a llo w a  WAN c o mp ute r to  ma na g e  the  Zyxe l De vic e .

No te : Yo u a lso  ne e d  to  c o nfig ure  the  re mo te  ma na g e me nt se tting s to  a llo w a  WAN 
c o mp ute r to  ma na g e  the  Zyxe l De vic e .

Yo u ma y d e fine  a d d itio na l rule s a nd  se ts o r mo d ify e xisting  o ne s b ut p le a se  e xe rc ise  e xtre me  c a utio n in 

do ing  so .

Fo r e xa mp le , yo u ma y c re a te  rule s to :

• Blo c k c e rta in typ e s o f tra ffic , suc h a s IRC (Inte rne t Re la y Cha t), fro m the  LAN to  the  Inte rne t.

• Allo w c e rta in type s o f tra ffic , suc h a s Lo tus No te s da ta b a se  sync hro niza tio n, fro m spe c ific  ho sts o n the  

Inte rne t to  spe c ific  ho sts o n the  LAN.

• Allo w e ve ryo ne  e xc e p t yo ur c o mpe tito rs to  a c c e ss a  we b  se rve r.

• Re stric t use  o f c e rta in pro to c o ls, suc h a s Te lne t, to  a utho rize d  use rs o n the  LAN.

The se  c usto m rule s wo rk b y c o mp a ring  the  so urc e  IP a d d re ss, d e stina tio n IP a dd re ss a nd  IP pro to c o l 

type  o f ne two rk tra ffic  to  rule s se t b y the  a dministra to r. Yo ur c usto mize d  rule s ta ke  p re c e de nc e  a nd  

o ve rrid e  the  Zyxe l De vic e ’ s d e fa ult rule s.

19.7.2  Guide line s For Se c urity Enha nc e me nt With Your Fire wall

1 Cha ng e  the  de fa ult p a sswo rd  thro ug h the  We b  C o nfig ura to r.

2 Think a b o ut a c c e ss c o ntro l b e fo re  yo u c o nne c t to  the  ne two rk in a ny wa y.

3 Limit who  c a n a c c e ss yo ur ro ute r.

4 Do  no t e na b le  a ny lo c a l se rvic e  (suc h a s te lne t o r FTP) tha t yo u do  no t use . Any e na b le d  se rvic e  c o uld  

pre se nt a  p o te ntia l se c urity risk. A de te rmine d  ha c ke r mig ht b e  a b le  to  find  c re a tive  wa ys to  misuse  the  

e na b le d  se rvic e s to  a c c e ss the  fire wa ll o r the  ne two rk.

5 Fo r lo c a l se rvic e s tha t a re  e na b le d , pro te c t a g a inst misuse . Pro te c t b y c o nfig uring  the  se rvic e s to  

c o mmunic a te  o nly with sp e c ific  p e e rs, a nd  pro te c t b y c o nfig uring  rule s to  b lo c k p a c ke ts fo r the  se rvic e s 

a t spe c ific  inte rfa c e s.
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6 Pro te c t a g a inst IP spo o fing  b y ma king  sure  the  fire wa ll is a c tive .

7 Ke e p  the  fire wa ll in a  se c ure d  (lo c ke d ) ro o m.

19.7.3  Se c urity Conside rations

No te : Inc o rre c tly c o nfig uring  the  fire wa ll ma y b lo c k va lid  a c c e ss o r intro d uc e  se c urity risks to  
the  Zyxe l De vic e  a nd  yo ur p ro te c te d  ne two rk. Use  c a utio n whe n c re a ting  o r d e le ting  
fire wa ll rule s a nd  te st yo ur rule s a fte r yo u c o nfig ure  the m.

Co nside r the se  se c urity ra mific a tio ns b e fo re  c re a ting  a  rule :

1 Do e s this rule  sto p  LAN use rs fro m a c c e ssing  c ritic a l re so urc e s o n the  Inte rne t?  Fo r e xa mp le , if IRC 

(Inte rne t Re la y Cha t) is b lo c ke d , a re  the re  use rs tha t re q uire  this se rvic e ?

2 Is it po ssib le  to  mo d ify the  rule  to  b e  mo re  sp e c ific ?  Fo r e xa mp le , if IRC  is b lo c ke d  fo r a ll use rs, will a  rule  

tha t b lo c ks just c e rta in use rs b e  mo re  e ffe c tive ?

3 Do e s a  rule  tha t a llo ws Inte rne t use rs a c c e ss to  re so urc e s o n the  LAN c re a te  a  se c urity vulne ra b ility?  Fo r 

e xa mple , if FTP p o rts (TC P 20, 21) a re  a llo we d  fro m the  Inte rne t to  the  LAN, Inte rne t use rs ma y b e  a b le  to  

c o nne c t to  c o mp ute rs with running  FTP se rve rs.

4 Do e s this rule  c o nflic t with a ny e xisting  rule s?

Onc e  the se  q ue stio ns ha ve  b e e n a nswe re d , a d d ing  rule s is simply a  ma tte r o f e nte ring  the  info rma tio n 

into  the  c o rre c t fie ld s in the  We b  Co nfig ura to r sc re e ns.
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C HA PTER 2 0

MAC Filte r

20.1  MAC Filte r Ove rvie w

Yo u c a n c o nfig ure  the  Zyxe l De vic e  to  pe rmit a c c e ss to  c lie nts b a se d  o n the ir MAC  a d d re sse s in the  

MAC Filte r sc re e n. This a p p lie s to  wire d  c o nne c tio ns. Eve ry Ethe rne t de vic e  ha s a  uniq ue  MAC (Me d ia  

Ac c e ss Co ntro l) a d d re ss. The  MAC a d dre ss is a ssig ne d  a t the  fa c to ry a nd  c o nsists o f six p a irs o f 

he xa de c ima l c ha ra c te rs, fo r e xa mp le , 00:A0:C5:00:00:02. Yo u ne e d  to  kno w the  MAC  a d dre sse s o f 

wire d  LAN c lie nt to  c o nfig ure  this sc re e n.

20.2  MAC Filte r

Ena b le  MAC  Addre ss Filte r a nd  a dd  the  ho st na me  a nd  MAC a d dre ss o f a  wire d  LAN c lie nt to  the  ta b le  

if yo u wish to  a llo w o r de ny the m a c c e ss to  yo ur ne two rk. Yo u c a n c ho o se  to  e na b le  o r d isa b le  the  filte rs 

p e r e ntry; ma ke  sure  tha t the  c he c k b o x und e r Ac tive  is se le c te d  if yo u wa nt to  use  a  filte r. Se le c t 

Se c urity > MAC Filte r. The  sc re e n a p pe a rs a s sho wn.

Figure  219   Se c urity > MAC Filte r
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

20.2.1  Add Ne w Rule

Yo u c a n c ho o se  to  e na b le  o r d isa b le  the  filte rs p e r e ntry; ma ke  sure  tha t the  c he c k b o x unde r Ac tive  is 

se le c te d  if yo u wa nt to  use  a  filte r, a s sho wn in the  e xa mple  b e lo w. Se le c t Se c urity > MAC Filte r > Add 

Ne w Rule . The  sc re e n a pp e a rs a s sho wn.

Figure  220   Se c urity > MAC Filte r > Ad d  Ne w Rule

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  137   Se c urity > MAC  Filte r

LABEL DESCRIPTION

MAC  Add re ss Filte r Se le c t Ena ble  to  a c tiva te  the  MAC  filte r func tio n.

MAC  Re stric t Mo d e Se le c t Allow to  o nly p e rmit the  liste d  MAC  a d d re sse s a c c e ss to  the  Zyxe l De vic e . Se le c t 

De ny to  p e rmit a nyo ne  a c c e ss to  the  Zyxe l De vic e  e xc e p t the  liste d  MAC  a d d re sse s.

Ad d  Ne w Rule Se le c t a n e xisting  wire d  LAN c lie nt fro m the  list to  a d d  a s a  ne w e ntry. Se le c t Custom  if yo u 

wa nt to  ma nua lly e nte r the  Ho st Na m e  a nd  MAC Addre ss.

C lic k the  Add  b utto n to  c re a te  a  ne w e ntry.

Se t This is the  ind e x numb e r o f the  MAC  a d d re ss.

Ac tive Se le c t Ac tive  to  e na b le  the  MAC  filte r rule . The  rule  will no t b e  a p p lie d  if Allow is no t 

se le c te d  und e r MAC Re stric t Mode .

Ho st Na me Ente r the  ho st na me  o f a  wire d  LAN c lie nt tha t yo u wa nt to  a llo w a c c e ss to  the  Zyxe l De vic e . 

Yo u c a n use  up  to  17 p rinta b le  c ha ra c te rs e xc e p t [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ |  ], [ & 

], o r [ ; ]. Sp a c e s a re  a llo we d .

MAC  Add re ss Ente r the  MAC  a d d re ss o f a  wire d  LAN c lie nt tha t yo u wa nt to  a llo w a c c e ss to  the  Zyxe l 

De vic e . Ente r the  MAC  a d d re sse s in a  va lid  MAC  a d d re ss fo rma t, tha t is, six he xa d e c ima l 

c ha ra c te r p a irs, fo r e xa mple , 12:34:56:78:9a :b c .

De le te C lic k the  De le te  ic o n to  de le te  a n e xisting  rule .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur pre vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  138   Se c urity > MAC  Filte r > Ad d  Ne w Rule

LABEL DESC RIPTION

Se t This is the  ind e x numb e r o f the  MAC  a d d re ss.

Ac tive Se le c t Ac tive  to  e na b le  the  MAC  filte r rule . The  rule  will no t b e  a p p lie d  if Allow is no t 

se le c te d  und e r MAC Re stric t Mode .

Ho st Na me Ente r the  ho st na me  o f a  wire d  LAN c lie nt tha t yo u wa nt to  a llo w a c c e ss to  the  Zyxe l 

De vic e . Yo u c a n use  up  to  17 p rinta b le  c ha ra c te rs e xc e pt [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^  

], [ $ ], [ | ], [ & ], o r [ ; ]. Spa c e s a re  a llo we d .

MAC  Add re ss Ente r the  MAC  a d dre sse s o f a  wire d  LAN c lie nt tha t yo u wa nt to  a llo w a c c e ss to  the  

Zyxe l De vic e  in the se  a d dre ss fie lds. Ente r the  MAC  a d d re sse s in a  va lid  MAC  

a d d re ss fo rma t, tha t is, six he xa d e c ima l c ha ra c te r pa irs, fo r e xa mp le , 

12:34:56:78:9a :b c .
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De le te C lic k the  De le te  ic o n to  d e le te  a n e xisting  rule .

C a nc e l C lic k Ca nc e l to  re sto re  yo ur p re vio usly sa ve d  se tting s.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s.

Ta b le  138   Se c urity > MAC  Filte r > Ad d  Ne w Rule  (c o ntinue d )

LABEL DESC RIPTION
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Cha pte r 21

Home  Se c urity

21.1  Home  Se c urity Ove rvie w

The  Zyxe l De vic e  sup po rts URL (Unifo rm Re so urc e  Lo c a to r) filte ring  tha t a llo ws yo u to  b lo c k use r a c c e ss 

to  spe c ific  we b site s c o nta ining  ina pp ro pria te  o r ha rmful c o nte nt. Use rs o n yo ur ne two rk will no t b e  a b le  

to  e nte r the  we b site s with URL d o ma in na me s, ke ywo rds o r full URLs yo u sp e c ify. C he c k Se c tio n 1.1 o n 

pa g e  20 to  se e  if yo ur Zyxe l De vic e  sup po rts the  Ho me  Se c urity fe a ture . 

21.2  Home  Se c urity

Use  this sc re e n to  c o nfig ure  URL filte ring  se tting s to  b lo c k use rs o n yo ur ne two rk fro m a c c e ssing  c e rta in 

we b site s. To  a c c e ss this sc re e n, c lic k Se c urity > Hom e  Se c urity.

Figure  221   Se c urity > Ho me  Se c urity
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  139   Se c urity > Ho me  Se c urity

LABEL DESCRIPTION

Ente r We b site  URL Ente r the  URL o f a  we b site  o r URL ke ywo rd  to  whic h the  Zyxe l De vic e  b lo c ks a c c e ss. C lic k 

Bloc k to  a d d  the  we b site  to  the  Bloc k List.

Use  ke ywo rd s, d o ma in na me s, o r full URLs to  b lo c k we b site s. Fo r e xa mp le , if yo u wa nt to  

b lo c k a  we b site  with the  d o ma in na me  “ www.e xa mple We b .c o m”, yo u c a n use  the  

fo llo wing  inp ut fo rma ts:

• http :/ / e xa mp le We b .c o m

• https:/ / e xa mp le We b .c o m

• e xa mp le We b .c o m

• www.e xa mple We b .c o m

• e xa mp le

Blo c k List The  Zyxe l De vic e  pro hib its use rs o n yo ur ne two rk fro m vie wing  the  we b site s with the  URLs/

ke ywo rds in this b lo c k list. C lic k x to  re mo ve  the  e ntry fro m the  list.
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C HA PTER 2 2

Pa re nta l Control

22.1  Pare nta l Control Ove rvie w

Pa re nta l c o ntro l a llo ws yo u to  limit the  time  a  use r c a n a c c e ss the  Inte rne t a nd  p re ve nt use rs fro m 

vie wing  ina p pro p ria te  c o nte nt o r p a rtic ip a ting  in sp e c ifie d  o nline  a c tivitie s.

Yo ur pa re nta l c o ntro l sc re e ns ma y b e  d iffe re nt d e pe nd ing  o n the  mo d e l yo u’ re  using . So me  Zyxe l 

De vic e s sup po rt sc he d uling , so me  sup po rt sc he d uling  a nd  URL filte ring .

Se e  Se c tio n 1.1 o n pa g e  20 fo r mo re  info rma tio n.

22.2  Pare nta l Control Sc he dule

Use  this sc re e n to  e na b le  pa re nta l c o ntro l a nd  vie w pa re nta l c o ntro l rule s a nd  sc he dule s. Yo u c a n limit 

the  time  a  use r c a n a c c e ss the  Inte rne t. The se  rule s a re  d e fine d  in a  Pa re nta l Co ntro l Pro file  (PC P).

C lic k Se c urity > Pa renta l C ontrol to  o pe n the  fo llo wing  sc re e n.

No te : Fo r so me  Zyxe l De vic e  mo d e ls, yo u ne e d  to  d isa b le  MESH to  a d d  a  ne w p a re nta l 
c o ntro l p ro file .

Figure  222   Se c urity > Pa re nta l Co ntro l
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The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

22.2.1  Add or Edit a  Pa re nta l Control Profile

Clic k Add  more  Profile  in the  Pa re nta l Control sc re e n to  a d d  a  ne w rule  o r c lic k the  Edit ic o n ne xt to  a n 

e xisting  rule  to  e d it it. Use  this sc re e n to  c o nfig ure  a  re stric te d  a c c e ss sc he dule .

Figure  223   Se c urity > Pa re nta l Co ntro l > Ad d  mo re  Pro file : Se le c t De vic e

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  140   Se c urity > Pa re nta l Co ntro l

LABEL DESC RIPTIO N

Pa re nta l C o ntro l C lic k this switc h to  e na b le  o r d isa b le  p a re nta l c o ntro l.

Sc he dule d  

Pro file

This sc re e n sho ws a ll the  c re a te d  pro file s.

Ad d  mo re  

Pro file

C lic k this b utto n to  c re a te  a  ne w p ro file .

Ta b le  141   Se c urity > Pa re nta l Co ntro l > Add  mo re  Pro file : Se le c t De vic e

LABEL DESC RIPTIO N

Pro file  Na me Ente r a  d e sc rip tive  na me  fo r the  p ro file . Yo u c a n use  up  to  17 p rinta b le  c ha ra c te rs e xc e pt [ " ], [ 

` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ | ], [ & ], o r [ ; ]. Sp a c e s a re  a llo we d .

Pro file  Ac tive C lic k this switc h to  e na b le  o r d isa b le  this pro file .

Pro file  De vic e  

List

This fie ld  sho ws the  de vic e s se le c te d  o n the  rig ht fo r this p ro file .

Blo c king  

Sc he dule

This fie ld  sho ws the  time  during  whic h Inte rne t a c c e ss is b lo c ke d  o n the  p ro file  d e vic e s.

Ne xt C lic k Ne xt to  g o  to  the  ne xt ste p  to  se t a  sc he d ule  fo r this pro file .



C ha p te r 22 Pa re nta l Co ntro l

AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

406

22.2.2  De fine  a  Sc he dule

This sc re e n a llo w yo u to  de fine  time  pe rio ds a nd  da ys d uring  whic h Inte rne t a c c e ss is b lo c ke d  o n the  

pro file  de vic e s. Finish the  se tting s in the  Se le c t De vic e  ste p  a nd  c lic k Ne xt to  a c c e ss this sc re e n.

Figure  224   Se c urity > Pa re nta l Co ntro l > Ad d  mo re  Pro file : Time  limits

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

22.2.3  Pa re nta l Control Sc he dule d Profile

Use  this sc re e n to  vie w a nd  ma na g e  the  c re a te d  p a re nta l c o ntro l p ro file s.

Ta b le  142   Se c urity > Pa re nta l Co ntro l > Add  mo re  Pro file : Time  limits

LABEL DESC RIPTIO N

Pro file  Na me Ente r a  d e sc rip tive  na me  fo r the  pro file .

Pro file  Ac tive C lic k this switc h to  e na b le  o r d isa b le  this pro file . Whe n the  switc h g o e s to  the  rig ht ( ), this 

p ro file  is a c tive . O the rwise , it is no t.

Pro file  De vic e  

List

This fie ld  sho ws the  de vic e s se le c te d  o n the  rig ht fo r this p ro file .

Blo c king  

Sc he dule

This fie ld  sho ws the  time  during  whic h Inte rne t a c c e ss is b lo c ke d  o n the  p ro file  d e vic e s.

Sc he dule

Ad d  Ne w 

Sc he dule

C lic k this to  a d d  a  ne w b lo c k fo r sc he d uling .

Sta rt/ End  

b lo c king

Se le c t the  time  pe rio d  whe n Inte rne t a c c e ss is b lo c ke d  o n the  pro file  d e vic e s.

Re p e a t O n Se le c t the  d a ys whe n Inte rne t a c c e ss is b lo c ke d  o n the  p ro file  d e vic e s. Se le c t Whole  We e k a nd  

the  sc he d ule r rule  will b e  a c tiva te d  fo r the  who le  we e k.

Ba c k C lic k Ba c k to  re turn to  the  p re vio us sc re e n.

Sa ve C lic k Sa ve  to  sa ve  yo ur c ha ng e s.
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Figure  225   Se c urity > Pa re nta l Co ntro l > Sc he d ule d  Pro file

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  143   Se c urity > Pa re nta l Co ntro l > Sc he d ule d  Pro file

LABEL DESC RIPTIO N

Pa re nta l C o ntro l C lic k this switc h to  e na b le  o r d isa b le  p a re nta l c o ntro l. Whe n the  switc h g o e s to  the  rig ht ( ), 

the  func tio n is e na b le d . O the rwise , it is no t.

Pro file  Ac tive C lic k this switc h to  e na b le  o r d isa b le  a  c re a te d  p ro file . Whe n the  switc h g o e s to  the  rig ht ( ), 

this pro file  is a c tive . O the rwise , it is no t.

Sc he dule d  

Pro file

This sc re e n sho ws a ll the  c re a te d  pro file s.

C lic k  b e side  Profile  De vic e  List to  vie w mo re  info rma tio n a b o ut the  p ro file . Yo u c a n c lic k 

De le te  to  re mo ve  the  pro file  o r c lic k Edit to  c ha ng e  the  p ro file  se tting s.

O nly the  Add more  Profile  b utto n d isp la ys if the re  is no  pro file  c re a te d .

Ad d  mo re  

Pro file

C lic k this b utto n to  c re a te  a  ne w p ro file .
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C HA PTER 2 3

Sc he dule r Rule

23.1  Sc he dule r Rule  Ove rvie w

A Sc he d ule r Rule  a llo ws yo u to  d e fine  time  pe rio d s a nd  d a ys d uring  whic h the  Zyxe l De vic e  a llo ws 

c e rta in a c tio ns.

23.2  Sc he dule r Rule  Se tting s

Use  this sc re e n to  vie w, a d d , o r e d it time  sc he dule  rule s. A sc he dule r rule  is a  re usa b le  o b je c t tha t is 

a p p lie d  to  o the r fe a ture s, suc h a s Fire wa ll Ac c e ss Co ntro l.

C lic k Se c urity > Sc he dule r Rule  to  o p e n the  fo llo wing  sc re e n.

Figure  226   Se c urity > Sc he dule r Rule

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  144   Se c urity > Sc he d ule r Rule

LABEL DESCRIPTIO N

Ad d  Ne w Rule C lic k this to  c re a te  a  ne w rule .

# This is the  ind e x numb e r o f the  e ntry.

Rule  Na me This sho ws the  na me  o f the  rule .

Da y This sho ws the  d a ys o n whic h this rule  is e na b le d .

Time This sho ws the  p e rio d  o f time  o n whic h this rule  is e na b le d .

De sc rip tio n This sho ws the  d e sc rip tio n o f this rule .

Mo d ify C lic k the  Edit ic o n to  e d it the  sc he d ule .

C lic k the  De le te  ic o n to  d e le te  a  sc he d ule r rule .

No te : Yo u c a nno t de le te  a  sc he dule r rule  o nc e  it is a pp lie d  to  a  c e rta in fe a ture .
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23.2.1  Add or Edit a  Sc he dule  Rule

Clic k the  Add Ne w Rule  b utto n in the  Sc he dule r Rule  sc re e n o r c lic k the  Edit ic o n ne xt to  a  sc he d ule  rule  

to  o pe n the  fo llo wing  sc re e n. Use  this sc re e n to  c o nfig ure  a  re stric te d  a c c e ss sc he d ule .

Figure  227   Se c urity > Sc he dule r Rule : Ad d  o r Ed it

The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

Ta b le  145   Se c urity > Sc he d ule r Rule : Ad d  o r Ed it 

LABEL DESCRIPTIO N

Rule  Na me Ente r a  d e sc rip tive  na me  fo r this sc he d ule . Yo u c a n use  up  to  31 printa b le  c ha ra c te rs e xc e pt [ " 

], [ ` ], [ ' ], [ < ], [ > ], [ ^  ], [ $ ], [ | ], [ & ], o r [ ; ]. Sp a c e s a re  a llo we d .

Da y Se le c t c he c k b o xe s fo r the  da ys tha t yo u wa nt the  Zyxe l De vic e  to  p e rfo rm this sc he d ule r rule .

Time  o f Da y 

Ra ng e

Ente r the  time  pe rio d  o f e a c h da y, in 24-ho ur fo rma t, d uring  whic h the  rule  will b e  e nfo rc e d .

De sc rip tio n Ente r a  d e sc rip tio n fo r this sc he d ule r rule . Yo u c a n use  up  to  63 p rinta b le  c ha ra c te rs e xc e p t [ " ], 

[ ` ], [ ' ], [ < ], [ > ], [ ^  ], [ $ ], [ | ], [ & ], o r [ ; ]. Sp a c e s a re  a llo we d .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k OK to  sa ve  yo ur c ha ng e s.



AX/ DX/ EE/ EX/ PX Se rie s Use r’ s Guide

410

C HA PTER 2 4

Ce rtific a te s

24.1  Ce rtific ate s Ove rvie w

The  Zyxe l De vic e  c a n use  c e rtific a te s (a lso  c a lle d  d ig ita l IDs) to  a uthe ntic a te  use rs. Ce rtific a te s a re  

b a se d  o n pub lic -p riva te  ke y p a irs. A c e rtific a te  c o nta ins the  c e rtific a te  o wne r’ s id e ntity a nd  p ub lic  ke y. 

Ce rtific a te s p ro vide  a  wa y to  e xc ha ng e  p ub lic  ke ys fo r use  in a uthe ntic a tio n.

24.1.1  Wha t You Can Do  in this Cha pte r

• Use  the  Loc a l C e rtific a te s sc re e n to  vie w a nd  impo rt the  Zyxe l De vic e ’ s CA-sig ne d  (Ce rtific a tio n 

Autho rity) c e rtific a te s (Se c tio n 24.3 o n pa g e  410).

• Use  the  Truste d CA sc re e n to  sa ve  the  c e rtific a te s o f truste d  CAs to  the  Zyxe l De vic e . Yo u c a n a lso  

e xp o rt the  c e rtific a te s to  a  c o mp ute r (Se c tio n 24.4 o n pa g e  414).

24.2  Wha t You Ne e d to  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  thro ug h this c ha pte r.

Ce rtific a tion Authority

A Ce rtific a tio n Autho rity (C A) issue s c e rtific a te s a nd  g ua ra nte e s the  id e ntity o f e a c h c e rtific a te  o wne r. 

The re  a re  c o mme rc ia l c e rtific a tio n a utho ritie s like  C yb e rTrust o r Ve riSig n a nd  g o ve rnme nt c e rtific a tio n 

a utho ritie s. The  c e rtific a tio n a utho rity use s its p riva te  ke y to  sig n c e rtific a te s. Anyo ne  c a n the n use  the  

c e rtific a tio n a utho rity's p ub lic  ke y to  ve rify the  c e rtific a te s. Yo u c a n use  the  Zyxe l De vic e  to  g e ne ra te  

c e rtific a tio n re q ue sts tha t c o nta in id e ntifying  info rma tio n a nd  p ub lic  ke ys a nd  the n se nd  the  

c e rtific a tio n re q ue sts to  a  c e rtific a tio n a utho rity.

24.3  Loc al Ce rtific ate s

Use  this sc re e n to  vie w the  Zyxe l De vic e ’ s summa ry list o f c e rtific a te s, g e ne ra te  c e rtific a tio n re q ue sts, 

a nd  impo rt sig ne d  c e rtific a te s. Yo u c a n impo rt the  fo llo wing  c e rtific a te s to  yo ur Zyxe l De vic e :

• We b  Se rve r – This c e rtific a te  se c ure s HTTP c o nne c tio ns.

• SSH – This c e rtific a te  se c ure s re mo te  c o nne c tio ns.

C lic k Se c urity > Ce rtific ate s to  o pe n the  Loc a l Ce rtific a te s sc re e n.
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Figure  228   Se c urity > Ce rtific a te s > Lo c a l C e rtific a te s

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  146   Se c urity > C e rtific a te s > Lo c a l C e rtific a te s

LABEL DESC RIPTIO N

Re p la c e  Priva te  Ke y/ C e rtific a te  file  in PEM fo rma t

Priva te  Ke y is 

p ro te c te d  b y 

p a sswo rd

Se le c t the  c he c k b o x a nd  e nte r the  priva te  ke y into  the  te xt b o x to  sto re  it o n the  Zyxe l De vic e . 

Yo u c a n use  up  to  63 a lp ha nume ric  (0-9, a -z, A-Z) a nd  spe c ia l c ha ra c te rs, inc luding  sp a c e s.

C ho o se  File /

Bro wse

C lic k this b utto n to  find  the  c e rtific a te  file  yo u wa nt to  up lo a d .

Imp o rt C e rtific a te C lic k this b utto n to  sa ve  the  c e rtific a te  tha t yo u ha ve  e nro lle d  fro m a  c e rtific a tio n a utho rity 

fro m yo ur c o mp ute r to  the  Zyxe l De vic e .

C re a te  C e rtific a te  

Re q ue st

C lic k this b utto n to  g o  to  the  sc re e n whe re  yo u c a n ha ve  the  Zyxe l De vic e  g e ne ra te  a  

c e rtific a tio n re q ue st.

C urre nt File This fie ld  d isp la ys the  na me  use d  to  id e ntify this c e rtific a te . It is re c o mme nde d  tha t yo u g ive  

e a c h c e rtific a te  a  uniq ue  na me .

Sub je c t This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s o wne r, suc h a s CN (C o mmo n 

Na me ), OU (O rg a niza tio na l Unit o r d e p a rtme nt), O  (O rg a niza tio n o r c o mpa ny) a nd  C  

(C o untry). It is re c o mme nd e d  tha t e a c h c e rtific a te  ha ve  a  uniq ue  sub je c t info rma tio n.

Issue r This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s issuing  c e rtific a tio n a utho rity, 

suc h a s a  c o mmo n na me , o rg a niza tio na l unit o r d e p a rtme nt, o rg a niza tio n o r c o mp a ny a nd  

c o untry.

Va lid  Fro m This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  b e c o me s a pp lic a b le . The  te xt d isp la ys in re d  

a nd  inc lud e s a  Not Ye t Va lid! me ssa g e  if the  c e rtific a te  ha s no t ye t b e c o me  a p plic a b le .

Va lid  To This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  e xp ire s. The  te xt d isp la ys in re d  a nd  inc lud e s a n 

Expiring ! o r Expire d! me ssa g e  if the  c e rtific a te  is a b o ut to  e xp ire  o r ha s a lre a d y e xp ire d .

Mo d ify C lic k the  Vie w ic o n to  o p e n a  sc re e n with a n in-d e p th list o f info rma tio n a b o ut the  c e rtific a te .

Fo r a  c e rtific a tio n re q ue st, c lic k Loa d Sig ne d  to  imp o rt the  sig ne d  c e rtific a te .

C lic k the  Re m ove  ic o n to  re mo ve  the  c e rtific a te  (o r c e rtific a tio n re q ue st). A wind o w d isp la ys 

a sking  yo u to  c o nfirm tha t yo u wa nt to  d e le te  the  c e rtific a te . No te  tha t sub se q ue nt 

c e rtific a te s mo ve  up  b y o ne  whe n yo u ta ke  this a c tio n.
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24.3.1  Cre a te  Ce rtific a te  Re que st

Clic k Se c urity > Ce rtific ate s > Loc a l Ce rtific a te s a nd  the n Cre a te  Ce rtific ate  Re que st to  o p e n the  

fo llo wing  sc re e n. Use  this sc re e n to  ha ve  the  Zyxe l De vic e  g e ne ra te  a  c e rtific a tio n re q ue st. To  c re a te  a  

c e rtific a te  sig ning  re q ue st, yo u ne e d  to  e nte r a  c o mmo n na me , o rg a niza tio n na me , sta te  o r p ro vinc e  

na me , a nd  the  d e fa ult US two -le tte r c o untry c o d e  (The  US c o untry c o de  is b y d e fa ult a nd  no t 

c ha ng e a b le  whe n so ld  in the  U.S.) fo r the  c e rtific a te .

Figure  229   Se c urity > Ce rtific a te s > Lo c a l C e rtific a te s: C re a te  C e rtific a te  Re q ue st

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  147   Se c urity > C e rtific a te s > Lo c a l C e rtific a te s: Cre a te  Ce rtific a te  Re q ue st

LABEL DESC RIPTION

C e rtific a te  

Na me

Ente r a  de sc rip tive  na me  to  id e ntify this c e rtific a te . Yo u c a n use  up  to  63 p rinta b le  c ha ra c te rs 

e xc e p t [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ | ], [ & ], o r [ ; ]. Spa c e s a re  a llo we d .

C o mmo n Na me Se le c t Auto  to  ha ve  the  Zyxe l De vic e  c o nfig ure  this fie ld  a uto ma tic a lly. O r se le c t Custom ize  to  

e nte r it ma nua lly.

Ente r the  IP a d d re ss (in d o tte d  d e c ima l no ta tio n), d o ma in na me  o r e ma il a d d re ss in the  fie ld  

p ro vid e d . Yo u c a n use  up  to  63 printa b le  c ha ra c te rs e xc e p t [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^ ], [ $ ], [ |  

], [ & ], o r [ ; ]. Sp a c e s a re  a llo we d . The  d o ma in na me  o r e ma il a dd re ss is fo r id e ntific a tio n 

p urp o se s o nly a nd  c a n b e  a ny string .

O rg a niza tio n 

Na me

Ente r a  de sc rip tive  na me  to  id e ntify the  c o mp a ny o r g ro up  to  whic h the  c e rtific a te  o wne r 

b e lo ng s. Yo u c a n use  up  to  32 p rinta b le  c ha ra c te rs e xc e p t [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^  ], [ $ ], [ | 

], [ & ], o r [ ; ]. Sp a c e s a re  a llo we d .

Sta te / Pro vinc e  

Na me

Ente r a  de sc rip tive  na me  to  id e ntify the  sta te  o r p ro vinc e  whe re  the  c e rtific a te  o wne r is lo c a te d . 

Yo u c a n use  up  to  32 printa b le  c ha ra c te rs e xc e p t [ " ], [ ` ], [ ' ], [ < ], [ > ], [ ^  ], [ $ ], [ |  ], [ & ], o r 

[ ; ]. Sp a c e s a re  a llo we d .

C o untry/ Re g io n 

Na me

Se le c t a  c o untry to  id e ntify the  na tio n whe re  the  c e rtific a te  o wne r is lo c a te d .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving .

O K C lic k OK to  sa ve  yo ur c ha ng e s.
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24.3.2  Vie w Ce rtific a te  Re que st

Use  this sc re e n to  vie w in-d e p th info rma tio n a b o ut the  c e rtific a te  re q ue st. The  C e rtific a te  is use d  to  ve rify 

the  a uthe ntic ity o f the  c e rtific a tio n a utho rity. The  Priva te  Ke y se rve s a s yo ur d ig ita l sig na ture  fo r 

a uthe ntic a tio n a nd  must b e  sa fe ly sto re d . The  Sig ning  Re que st c o nta ins the  c e rtific a te  sig ning  re q ue st 

va lue  tha t yo u will c o py up o n sub mitting  the  c e rtific a te  re q ue st to  the  CA (c e rtific a te  a utho rity).

C lic k the  Vie w ic o n in the  Loc a l C e rtific a te s sc re e n to  o p e n the  fo llo wing  sc re e n.

Figure  230   Se c urity > Ce rtific a te s > Lo c a l C e rtific a te s: Vie w Ce rtific a te
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The  fo llo wing  ta b le  d e sc rib e s the  fie lds in this sc re e n.

24.4  Truste d CA

Clic k Se c urity > Ce rtific a te s > Truste d CA  to  o p e n the  fo llo wing  sc re e n. This sc re e n d isp la ys a  summa ry list 

o f c e rtific a te s o f the  c e rtific a tio n a utho ritie s tha t yo u ha ve  se t the  Zyxe l De vic e  to  a c c e p t a s truste d . The  

Zyxe l De vic e  a c c e pts a ny va lid  c e rtific a te  sig ne d  b y a  c e rtific a tio n a utho rity o n this list a s b e ing  

trustwo rthy, whic h me a ns yo u d o  no t ne e d  to  imp o rt a ny c e rtific a te  tha t is sig ne d  b y o ne  o f the se  

c e rtific a tio n a utho ritie s.

No te : A ma ximum o f te n c e rtific a te s c a n b e  a d d e d .

Figure  231   Se c urity > Ce rtific a te s > Truste d  CA

Ta b le  148   Se c urity > C e rtific a te s > Lo c a l C e rtific a te s: Vie w C e rtific a te s

LABEL DESC RIPTIO N

Na me This fie ld  d isp la ys the  id e ntifying  na me  o f this c e rtific a te .

Typ e This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . c a  me a ns tha t a  C e rtific a tio n 

Autho rity sig ne d  the  c e rtific a te .

Sub je c t This fie ld  d isp la ys info rma tio n tha t id e ntifie s the  o wne r o f the  c e rtific a te , suc h a s C o mmo n Na me  

(C N), O rg a niza tio na l Unit (OU), O rg a niza tio n (O ) a nd  C o untry (C ).

C e rtific a te This re a d -o nly te xt b o x d isp la ys the  c e rtific a te  in Priva c y Enha nc e d  Ma il (PEM) fo rma t. PEM use s 

b a se  64 to  c o nve rt the  b ina ry c e rtific a te  into  a  printa b le  fo rm.

Yo u c a n c o p y a nd  pa ste  the  c e rtific a te  into  a n e ma il to  se nd  to  frie nd s o r c o lle a g ue s o r yo u c a n 

c o py a nd  pa ste  the  c e rtific a te  into  a  te xt e d ito r a nd  sa ve  the  file  o n a  ma na g e me nt c o mp ute r 

fo r la te r d istrib utio n.

Priva te  Ke y This fie ld  d isp la ys the  p riva te  ke y o f this c e rtific a te .

Sig ning  Re q ue st This fie ld  d isp la ys the  C SR (C e rtific a te  Sig ning  Re q ue st) info rma tio n o f this c e rtific a te . The  C SR will 

b e  p ro vide d  to  a  c e rtific a te  a utho rity, a nd  it inc lud e s info rma tio n a b o ut the  pub lic  ke y, 

o rg a niza tio n na me , d o ma in na me , lo c a tio n, a nd  c o untry o f this c e rtific a te .

Ba c k C lic k Ba c k to  re turn to  the  p re vio us sc re e n.
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

24.5  Import Truste d CA Ce rtific a te

Clic k Import Ce rtific a te  in the  Truste d C A sc re e n to  o pe n the  Import Ce rtific a te  sc re e n. The  Zyxe l De vic e  

trusts a ny va lid  c e rtific a te  sig ne d  b y a ny o f the  imp o rte d  truste d  CA c e rtific a te s. Ce rtific a te s sho uld  b e  in 

o ne  o f the  fo llo wing  fo rma ts: Bina ry X.509, PEM (b a se -64) e nc o d e d , Bina ry PKCS# 7, o r PEM (b a se -64) 

e nc o de d  PKCS# 7.

No te : Yo u must re mo ve  a ny sp a c e s fro m the  c e rtific a te ’ s file na me  b e fo re  yo u c a n imp o rt the  
c e rtific a te .

Figure  232   Se c urity > Ce rtific a te s > Truste d  CA > Imp o rt C e rtific a te

Ta b le  149   Se c urity > C e rtific a te s > Truste d  C A

LABEL DESCRIPTION

Imp o rt C e rtific a te C lic k this to  o pe n a  sc re e n whe re  yo u c a n sa ve  the  c e rtific a te  o f a  c e rtific a tio n a utho rity tha t 

yo u trust to  the  Zyxe l De vic e .

# This is the  ind e x numb e r o f the  e ntry.

Na me This fie ld  d isp la ys the  na me  use d  to  id e ntify this c e rtific a te .

Sub je c t This fie ld  d isp la ys info rma tio n tha t id e ntifie s the  o wne r o f the  c e rtific a te , suc h a s C o mmo n 

Na me  (C N), O U (O rg a niza tio na l Unit o r d e p a rtme nt), O rg a niza tio n (O ), Sta te  (ST) a nd  C o untry 

(C ). It is re c o mme nd e d  tha t e a c h c e rtific a te  ha ve  a  uniq ue  sub je c t info rma tio n.

Typ e This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . c a  me a ns tha t a  C e rtific a tio n 

Autho rity sig ne d  the  c e rtific a te .

Mo d ify C lic k the  Vie w ic o n to  o pe n a  sc re e n with a n in-d e p th list o f info rma tio n a b o ut the  c e rtific a te  

(o r c e rtific a tio n re q ue st).

C lic k the  Re move  ic o n to  d e le te  the  c e rtific a te  (o r c e rtific a tio n re q ue st). Yo u c a nno t d e le te  a  

c e rtific a te  tha t o ne  o r mo re  fe a ture s is c o nfig ure d  to  use .
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

24.6  Vie w Truste d CA Ce rtific a te

Use  this sc re e n to  vie w in-de pth info rma tio n a b o ut the  c e rtific a tio n a utho rity’ s c e rtific a te . The  c e rtific a te  

te xt b o x is re a d -o nly a nd  c a n b e  d istrib ute d  to  o the rs.

C lic k Se c urity > Ce rtific ate s > Truste d CA  to  o p e n the  Truste d CA sc re e n. C lic k the  View ic o n to  o p e n the  

Vie w C e rtific a te  sc re e n.

Figure  233   Se c urity > Ce rtific a te s > Truste d  CA > Vie w Ce rtific a te

Ta b le  150   Se c urity > C e rtific a te s > Truste d  C A > Imp o rt Ce rtific a te

LABEL DESCRIPTION

C e rtific a te  File  

Pa th

Ente r the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Cho ose  File / Browse  to  find  it.

C ho o se  File /

Bro wse

C lic k this to  find  the  c e rtific a te  file  yo u wa nt to  up lo a d .

O K C lic k this to  sa ve  the  c e rtific a te  o n the  Zyxe l De vic e .

C a nc e l C lic k this to  e xit this sc re e n witho ut sa ving .
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

24.7  Ce rtific ate s Te c hnic a l Re fe re nc e

This se c tio n p ro vide s so me  te c hnic a l b a c kg ro und  info rma tio n a b o ut the  to p ic s c o ve re d  in this c ha pte r.

Ce rtific a tion Authorities

A Ce rtific a tio n Autho rity (C A) issue s c e rtific a te s a nd  g ua ra nte e s the  id e ntity o f e a c h c e rtific a te  o wne r. 

The re  a re  c o mme rc ia l c e rtific a tio n a utho ritie s like  C yb e rTrust o r Ve riSig n a nd  g o ve rnme nt c e rtific a tio n 

a utho ritie s.

Public  a nd Priva te  Ke ys

Whe n using  p ub lic -ke y c ryp to lo g y fo r a uthe ntic a tio n, e a c h ho st ha s two  ke ys. O ne  ke y is pub lic  a nd  c a n 

b e  ma d e  o pe nly a va ila b le ; the  o the r ke y is p riva te  a nd  must b e  ke pt se c ure . Pub lic -ke y e nc ryptio n in 

g e ne ra l wo rks a s fo llo ws.

1 Tim wa nts to  se nd  a  p riva te  me ssa g e  to  Je nny. Tim g e ne ra te s a  p ub lic -priva te  ke y p a ir. Wha t is 

e nc rypte d  with o ne  ke y c a n o nly b e  d e c ryp te d  using  the  o the r.

2 Tim ke e p s the  priva te  ke y a nd  ma ke s the  p ub lic  ke y o pe nly a va ila b le .

3 Tim use s his p riva te  ke y to  e nc ryp t the  me ssa g e  a nd  se nds it to  Je nny.

4 Je nny re c e ive s the  me ssa g e  a nd  use s Tim’ s pub lic  ke y to  d e c ryp t it.

5 Ad d itio na lly, Je nny use s he r o wn p riva te  ke y to  e nc ryp t a  me ssa g e  a nd  Tim use s Je nny’ s pub lic  ke y to  

de c ryp t the  me ssa g e .

The  Zyxe l De vic e  use s c e rtific a te s b a se d  o n p ub lic -ke y c rypto lo g y to  a uthe ntic a te  use rs a tte mpting  to  

e sta b lish a  c o nne c tio n. The  me tho d  use d  to  se c ure  the  d a ta  tha t yo u se nd  thro ug h a n e sta b lishe d  

c o nne c tio n de pe nd s o n the  type  o f c o nne c tio n. Fo r e xa mp le , a  VPN tunne l mig ht use  the  trip le  DES 

e nc ryptio n a lg o rithm.

The  c e rtific a tio n a utho rity use s its p riva te  ke y to  sig n c e rtific a te s. Anyo ne  c a n the n use  the  c e rtific a tio n 

a utho rity’ s pub lic  ke y to  ve rify the  c e rtific a te s.

Ta b le  151   Se c urity > C e rtific a te s > Truste d  C A > Vie w C e rtific a te

LABEL DESCRIPTIO N

Na me This fie ld  d isp la ys the  id e ntifying  na me  o f this c e rtific a te .

This re a d -o nly te xt b o x d isp la ys the  c e rtific a te  o r c e rtific a tio n re q ue st in Priva c y Enha nc e d  

Ma il (PEM) fo rma t. PEM use s 64 ASC II c ha ra c te rs to  c o nve rt the  b ina ry c e rtific a te  into  a  

printa b le  fo rm.

Yo u c a n c o py a nd  p a ste  the  c e rtific a te  into  a n e ma il to  se nd  to  frie nd s o r c o lle a g ue s o r yo u 

c a n c o p y a nd  p a ste  the  c e rtific a te  into  a  te xt e d ito r a nd  sa ve  the  file  o n a  ma na g e me nt 

c o mp ute r fo r la te r d istrib utio n (thro ug h USB thumb  d rive  fo r e xa mp le ).

Ba c k C lic k this to  re turn to  the  p re vio us sc re e n.
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Adva nta g e s of Ce rtific a te s

Ce rtific a te s o ffe r the  fo llo wing  b e ne fits.

• The  Zyxe l De vic e  o nly ha s to  sto re  the  c e rtific a te s o f the  c e rtific a tio n a utho ritie s tha t yo u de c id e  to  

trust, no  ma tte r ho w ma ny d e vic e s yo u ne e d  to  a uthe ntic a te .

• Ke y d istrib utio n is simple  a nd  ve ry se c ure  sinc e  yo u c a n fre e ly d istrib ute  pub lic  ke ys a nd  yo u ne ve r 

ne e d  to  tra nsmit p riva te  ke ys.

Ce rtific a te  File  Forma t

The  c e rtific a tio n a utho rity c e rtific a te  tha t yo u wa nt to  imp o rt ha s to  b e  in PEM (Ba se -64) e nc o de d  X.509 

file  fo rma t. This Priva c y Enha nc e d  Ma il fo rma t use s 64 ASC II c ha ra c te rs to  c o nve rt a  b ina ry X.509 

c e rtific a te  into  a  p rinta b le  fo rm.

24.7.1  Ve rify a  Ce rtific a te

Be fo re  yo u imp o rt a  truste d  C A o r truste d  re mo te  ho st c e rtific a te  into  the  Zyxe l De vic e , yo u sho uld  ve rify 

tha t yo u ha ve  the  a c tua l c e rtific a te . This is e spe c ia lly true  o f truste d  CA c e rtific a te s sinc e  the  Zyxe l 

De vic e  a lso  trusts a ny va lid  c e rtific a te  sig ne d  b y a ny o f the  imp o rte d  truste d  CA c e rtific a te s.

Yo u c a n use  a  c e rtific a te ’ s fing e rprint to  ve rify it. A c e rtific a te ’ s fing e rprint is a  me ssa g e  d ig e st 

c a lc ula te d  using  the  MD5 o r SHA1 a lg o rithms. The  fo llo wing  p ro c e d ure  d e sc rib e s ho w to  c he c k a  

c e rtific a te ’ s fing e rprint to  ve rify tha t yo u ha ve  the  a c tua l c e rtific a te .

1 Bro wse  to  whe re  yo u ha ve  the  c e rtific a te  sa ve d  o n yo ur c o mpute r.

2 Ma ke  sure  tha t the  c e rtific a te  ha s a  “ .c e r”  o r “ .c rt”  file  na me  e xte nsio n.

Figure  234   Ce rtific a te s o n Yo ur Co mpute r

3 Do ub le -c lic k the  c e rtific a te ’ s ic o n to  o p e n the  C e rtific a te  wind o w. C lic k the  De tails ta b  a nd  sc ro ll do wn 

to  the  Thumbprint Alg orithm  a nd  Thumbprint fie lds.
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Figure  235   Ce rtific a te  De ta ils

Use  a  se c ure  me tho d  to  ve rify tha t the  c e rtific a te  o wne r ha s the  sa me  info rma tio n in the  Thumbprint 

Alg orithm  a nd  Thumbprint fie ld s. The  se c ure  me tho d  ma y va ry b a se d  o n yo ur situa tio n. Po ssib le  

e xa mple s wo uld  b e  o ve r the  te le pho ne  o r thro ug h a n HTTPS c o nne c tio n.
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