C HAPTER 9
Wire le ss

9.1 Wireless Overview

Thischapterdescrbesthe Zyxel Device’s Network Setting > Wireless screens. Use these screensto set up
yourZyxelDevic e’s WiFine twork and se c urity se tting s.

9.1.1 WhatYou Can Do in this Chapter

Thissection descrbesthe ZyxelDevice’s Wireless scre ens. Use these screensto setup yourZyxelDevice’s
WiH ¢ o nne c tio n.

* Use the Generalscreen to enable the Wireless LAN, enterthe SSID and selectthe WiFisecurity mode
(Section 9.2 on page 255)

* Use the Guest/ More APscreen to set up multiple WiFinetworks on yourZyxelDevice (Section 9.3 on
page 261).

* Use the MAC Authentication screen to allow ordeny WiFiclientsbased on ther MAC addresses from
connecting to the ZyxelDevice (Section 9.4 on page 265).

e Use the WPSscreen to enable ordisable WPS, view orgenerate a sec urity PIN (Personal Id e ntific a tion
Number) (Section 9.5 on page 267).

* Use the WMM screen to enable WiFi MultiMe dia (WMM) to ensure quality o fservice in WiFine two ks for
multimedia applications(Section 9.6 on page 269).

* Use the Othersscreen to configure WiFiadvanced features, such asthe RIS CTS'Thre shold (Sec tion 9.7
onpage 270).

* Use the Channel Status screen to scan the numberofaccessing points and view the re sults (Section
9.8onpage 272).

* Use the MESHscreen to enable ordisable MPro Mesh on yourZyxelDevice (Section 9.9 on page 274).
9.1.2 WhatYou Need to Know

Wireless Basics

“Wire less” isessentially radio communication. In the same way that walkie-talkie radios send and
receive mformation overthe aitwaves, wireless networking devices exc hange information with one
another. A wirelessnetworking device isjust ike a radio thatlets yourcomputerexc hange information
with radios attached to otherc omputers. Like walkie-talkies, mo st wirele ss netwo rking devices operate
atradio frequency bandsthat are open to the public and do notrequire a license to use. However,
wirele ss netwo rking is differe nt from that of most traditionalradio communic ationsin thatthere are a
numberofwirelessnetworking standardsavailable with different methodsofdata encryption.
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Chapter9 Wireless

WiF6 / IEEE802.11ax

WiFi6 isbackwardscompatible with IEEE 802.11a/b/g/n/ac and ismostsuitable in areas with a high
concentration ofusers. WiFi6 devicessupport Target Wakeup Tme (TW'T) allowing them to automatic ally
powerdown when they are inactive.

The folowing table displaysthe comparson ofthe different WiFistandards.

Table 61 WiFIStandards Comparson

WIFL MAXIMUM IINK BAND SIMULTANEO US
STANDARD RA'IE * CONNECTIONS
802.11b 11 Mbps 2.4 GHz 1
802.11a/g 54 Mbps 24GHzand 5GHz |1
802.11n 600 Mbps 24GHzand 5GHz |1
802.11ac 6.93 Gbps 5 GHz 4
2.4 Gbps 2.4 GHz
802.11ax 128
9.61 Gbps 5GHzand 6 GHz

*The maximum linkrate is forreference underidealconditions only.

WiFi 6E (IEEE802.11ax - Extended Standard)

WiFi6Eis an extended standard of WiFi6 (IEEE802.11ax). WiF 6Einherits allthe WiFi6 features and brings
with an additional6 GHzband. The 6 GHzband alowsyouto avoid possible congested traffic in the
lower2.4 GHz and 5 GHz bands. WiFi ¢ lie nts must support WiFi6Eto connectto the device using the 6
GHzband.

You must use WPA3 for se c urity with Wik 6E

Note: Checkyourclientdevice’sproductspecification to see if yourclient device supports
the 6 GHzband (WiFi 6E). Fnot, you should still use the 2.4/5 GHzbands forconnec tion.

Finding Out More

See Section 9.10 on page 274 foradvanced technic alinformation on WiFi ne two rks.

9.2 Wireless General Se tting s

Use thisscreen to enable the WiH, enterthe SSID and selectthe WiFise curity mode. We rec omme nd
thatyouselect More Secure to enable WPA3-SAEdata encryption.

Note: Fyou are configuring the ZyxelDevice from a computerconnected by WiFiand you
change the ZyxelDevice’s SSID, c hannelorsec urity se ttings, you will lo se your Wi
connection when you press Apply. You must c hange the WiFisettingsofyourcomputer
to match the new settings on the ZyxelDevice.

Note: Fupstream ordownstream bandwidth isempty, the Zyxel Device setsthe value
automatically.
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Chapter9 Wirele ss

Note: Setting a maximum upstream ordownstream bandwidth will signific antly decrease
wireless performance.

Note: Keep the same settings for2.4G, 5G wireless networksisenabled and cannotbe
disabled when you enable MPro Mesh in the Network > Wireless > MESH sc reen.

Clic k Network Setting > Wireless to open the General screen.

AX/DX/EE/ EX/PX Series User's Guide

256



Chapter9 Wireless

Figure 119 Network Setting > Wireless > General
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Chapter9 Wirele ss

The following table describesthe general WiFilabels in this screen.

Table 62 Network Setting > Wirele ss > General

IABEL DESCRIPTIO N

Wire le ss

Wire le ss SelectKeep the same settings for2.4G, 5G and 6G wireless ne tworks and the 2.4 GHz, 5 GHz and
6 GHz WiFine two tks will use the same SSID and wire le ss se ¢ urity settings.

MIO Select MIO to alow a Wi 7 client to connectto the AP using multiple frequency bands
simultaneously. Thisincreasesspeed and improves reliability o fthe WiFiconnec tion. MIO makes
Wik 7 idealforstreaming 4K/ 8Kvideos, using augmented reality (AR), virtualre ality (VR)
applicationsand playing online games.
Note: T use MIO, both the AP and the WiF c ient have to support MIO.

Wire le ss/ WiH Ne two 1k Se tup

Band This sho ws the WiFiband whic h thisradio profile is using. 2.4GHz is the frequency used by IEEE
802.11b/g/n/ax WiFiclients, 5GHz isused by IEEE802.11a/n/ac/ax WiH ¢ lie nts while 6GHz is used
by IEEE 802.11a/n/ac/ax WiH ¢ lie nts.

Wire le ss/ WiFi Clic k this switc h to enable ordisable WiFi in this field. When the switc h tums blue, the func tion is
enabled. Otherwise, itisnot.

Channel Selecta channelfrom the drop-down listbox. The optionsvary depending on the frequency
band and the country you are in.
Use Auto to have the ZyxelDevice automatically determine a channelto use.

Bandwidth A standard 20 MHz channelofferstransferspeedsofup to 150 Mbpswhereas a 40 MHz c hannel
usestwo standard channelsand offersspeedsofup to 300 Mbps.
40 MHz (channelbonding ordualchannel) bondstwo adjacentradio channelsto increase
throug hp ut. The WiFic lients must also support 40 MHz. Eisoften betterto use the 20 MHz se tting in
a location where the envionnment hinders the Wikisignal
An 80 MHz channelgrmupsadjacent 40 MHzchannelsinto pairsto ncrease bandwidth even
higher.
Select20MHz if you wantto lessen radio interfference with otherwirelessdevicesin your
neighborhood orthe WiFiclientsdo notsupportchannelbonding.
NotallZyxelDevicessupport allchannels. The ZyxelDevice willchoose the best bandwidth
available automatically depending on the radio you chose and network c onditions.

Control Thisisavailable forsome regionswhen youselecta specific channeland setthe Bandwidth fie ld

Sideband to 40MHz or 20/ 40MHz. Set whetherthe controlchannel(setin the Channelfield) should be in
the IowerorUpperrange ofchannelbands.

Wire le ss/ WiH Ne two rk Se tting s

Wire le ss/ WiF The SSID (Service Set IDe ntity) id e ntifie s the service set with which a wirelessdevice isassociated.

Network Name Wirelessdevicesassociating to the accesspoint (AP) must have the same SSID.
Entera descriptive name forthis WiFinetwork. You can use up to 32 printable characters,
including spaces.

Max Clie nts Specify the maximum numberofclientsthatcanconnectto thisnetworkat the same time.

Hide SSID Selectthischeckboxto hide the SSID in the outgoing beacon frame so a station cannotobtain
the SSID through sc anning using a site survey tool
Thischeckboxisgrayed outifthe WPSfunctionisenabled in the Ne two rk Se tting > Wirele ss > WPS
screen.

Blo ¢ king BSSID Selectthischeckboxso thatthe WiFiclient'saccessto alldeviceson the IAN wilbe blocked.

IAN Access

Multic a st Selectthischeckboxto allow the ZyxelDevice to c onvert wire le ss Multic a st tra ffic into wirele ss

Forwarding unic a st tra ffic .
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Table 62 Network Setting > Wirele ss > General(continued)

IABEL DESCRIPTIO N

Max. Upstream Max. Upstream Bandwidth allows you to specify the maximum rate forupstre am wire le ss tra ffic
Bandwidth to the WAN from this wire le ss TAN in kilobits persecond (Kbps).

Max. Max. Upstream Bandwidth allows you to specify the maximum rate fordownstream wire le ss
Downstream traffic to this wire le ss IAN from the WAN in kilobits persecond (Kbps).

Bandwidth

BSSD This sho ws the MAC addressofthe wielessinterface on the ZyxelDevice when WiHisenabled.

Se c urity Ievel

Se curity Mode SelectMore Secure (Recommended) to add security on this WiFi ne two rk. The WiFi ¢ lie nts whic h
want to associate to thisnetwork must have same WiH se c urity se ttings as the ZyxelDevice.
When youselectto use a securty, additionaloptionsappearsin thisscreen.

Oryoucan select No Security to allbw any client to associate thisnetwork without any data
enc ryp tion orauthentic a tio n.

Se e the following sec tionsformore details about this field.

Cancel ClickCancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

9.2.1 No Se c urity

Select No Security to allow wire le ss stations to communic ate with the accesspoints without any data
encryption orauthentic ation.

Note:Fyoudo notenable any WiFise c urity on yourZyxelDevice, yournetworkisaccessible to
any wirele ss networking device thatis within range.

Figure 120 Wireless > General: No Sec urity
Securty Level

Ko TmcuFy

-

The folowing table describesthe labelsin thisscreen.

Table 63 Wireless > General: No Sec urity

IABEL DESCRIPTION

Se c urity Ievel Choose No Security to allow all WiFic onne ¢ tions without data encryption orauthentic a tion.

9.2.2 More Secure (Recommended)

The WPA-PSK(WiH Protected Access-Pre-Shared Key) security mode providesboth improved data
encryption and userauthentication over WEP. Using a pre-shared key, both the ZyxelDevice and the
connecting clientshare a common password morderto validate the connec tion. This type of
encryption, while robust,isnot asstrong as WPA, WPA2 oreven WPA2-PSK The WPA2-PSKse ¢ urity mod e
isa more robust version ofthe WPA encryption standard. & o ffe rsb e tte rse ¢ urity, although the use of PSK
makesitlessrobustthanitcould be.
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The WPAS3-SAE (Simultaneous Authentic ation of Equals handshake) sec urity mode protectsagainst
dictionary attacks (password guessing attempts). kimprovessecurty by requiring a new encryption key
every time a WPA3 connectionismade. A handshake isthe communication between the ZyxelDe vice
and a connecting clientatthe beginning ofa WiFisession.

Clic k Network Setting > Wireless to display the Generalscreen. Select More Secure asthe securty level
Then sele ct WPA3-SAE from the Security Mode list if your WiFic ient supportsit. Fyou are not sure, select
WPA3-SAE WPA2-PSK or WPA2-PSK.

Figure 121 Wireless > General: More Sec ure: WPA3-SAE WPA2-PSK

Securilty Level
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The folowing table describesthe labelsin thisscreen.
Table 64 Wieless > General: More Secure: WPA3-SAE WPA2-PSK
IABEL DESCRIPTIO N
Se c urity Ievel Select More Secure to enable data encryption.
Se curity Mode Selecta securty mode from the drop-down list box.
Protected Thisoption isonly available when using WPA2-PSK a s the Security Mode and AES Encryption in

Management Ne two ik Se tting > Wireless > General. Management frame protec tion (MFP) helps pre se nt Wik
Frames DoS(Denialof Service) attacks.

Select Disable if you do not want to use MFP.

Select Capable to encrypt management frames of Wik c lients that sup port MFP. Clie nts that do
notsupport MFP willstilbe allowed to join the WiFinetwork, but remain unprotected.

Select Required to allow only c lients that support MFP to join the WiFine two rk.

When Mesh isenabled, the settingsof Protected Management Frames of5G willfollow 2.4G.
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Table 64 Wireless> General: More Secure: WPA3-SAE WPA2-PSK (c ontinued)

automatically

IABEL DESCRIPTIO N
Generate Selectthisoption to have the ZyxelDevice automatically generate a password. The password
password field wilnotbe configurable when you select this option.

Password

Select Generate password automatically orentera Password.

The password hastwo uses.

1. Manual Manually enterthe same password on the ZyxelDevice and the client. You can use
8 —63 alphanumeric (0-9, a-z, A-Z) and specialcharacters, ncluding spaces.

2. WPS. When using WPS, the ZyxelDevice sends thispassword to the client.
Note: More than 63 hexadecimalcharactersare notaccepted for WPS.

Clic k the Eye icon to show orhide the password foryour wire le ss ne two k. When the Eye icon is
slashed &%, you willsee the password in plain text. Otherwise, it is hidden.

Stre ng th

This displays the c urre nt password strength — weak, medium, strong.

Clickthis#"_lto show more fieldsin thissection. Click this ©  to hide them.

Encryption

AESisthe default data encryption type, which usesa 128-bitkey.
Selectthe encryption type (AES orTKIP+AES) fordata encryp tion.
Select AESif your WiFic lients can alluse AES.

Select TKIP+AES to allow the WiHi ¢ lie nts to use either TKIP o r AES.

Note: Notallmodels support TKIP+AES e nc ryp tion.

Tmer

This is the rate at which the RADIUSserversendsa new group key outto allclients.

9.3 Guest/ More APScreen

Use thisscreen to configure a guest Wiinetworkthatallowsaccessto the Internet through the Zyxel

Device. Youcan use one accesspointto provide several BSSs simultaneously. You can then assign

varying securty type s to diffe rent SSIDs. WiFic lients c an use different SSIDs to associate with the same

accesspoint.

Clic k Network Setting > Wireless > Guest/ More AP.

The following table intro duc e s the supported WiFinetwo rks.

Table 65 Supported WiFiNe two rks

WIFI NEIW O RKS WHERE TO CONHG URE
Main/1 Network Setting > Wireless > Generalscreen
Guest/3 Network Setting > Wireless > Gue st/ More APscreen

The folowing screen displays.
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Figure 122 Network Setting > Wirele ss > Guest/ More AP
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The following table descrbesthe labelsin thisscreen.

Table 66 Network Setting > Wirele ss > Guest/ More AP

IABEL DESCRIPIION

Band Selecta 2.4GHz or5GHz frequency band to display the SSID profile ofthe selected band.

# This is the index numberofthe entry.

Sta tus This field indic ate s whetherthis SSID isactive. A yellow bulb signifie s that this SSID is ac tive, while a
gray bulb signifie s that this SSID isnot ac tive.

SSID An SSID profile isthe setofparametersrelating to one ofthe ZyxelDevice’s BSSs. The SSID (Servic e
Se t IDe ntifie r) id e ntifie s the Service Set with which a wirelessdevice isassociated.
This field displaysthe name ofthe wireless profile on the network When a WiFiclentscansforan
AP to associate with, thisis the name thatisbroadcast and seen in the WiH c lie nt utility.
Note: The SSID profilesdisplayed differby the frequency band you selectin the Band

field.

Se ¢ urity This field indic ate s the security mode of the SSID profile.

Guest WIAN This displays if the guest WIAN function hasbeen enabled forthis WLIAN.
fHome Guestdisplays,clientscanconnectto each otherdirectly.
If Extemal Guestdisplays, clientsare blocked from connecting to each otherdirec tly.
N/A displays if guest WIAN isdisabled.

Mo d ify Click the Editicon of an SSID profile to ¢ onfigure the SSID profile.

9.3.1 The Edit Guest More APScreen

Use thisscreen to create Guest and additional WiFine two rks with diffe re nt se c urity se tting s.

Note: Fupstream/downstream bandwidth is empty, the Zyxel Device sets the value
automatically. Setting a maximum upstream/downstream bandwidth will sig nific antly
decrease WiFiperformance.

Click the Editicon next to an SSID in the Guest/ More AP screen. The folowing screen displays.

AX/DX/EE/ EX/PX Series User's Guide

262



Chapter9 Wirele ss

Figure 123 Network Setting > Wireless > Guest/ More AP > Edit
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The following table descrbesthe fieldsin this sc reen.

Table 67 Network Setting > Wirele ss > Guest/ More AP > Edit

IABEL DESCRIPTION
WiF/ Wire le ss Ne two 1k Se tup
WiFV/ Wire le ss Clic k this switch to enable ordisable the WiFi in this field. When the switc h tums b lue !:, the

func tion isenabled; otherwise, itisnot.

WiF/ Wire le ss Ne two rk Se tting s

Wik Wire le ss The SSID (Servic e Set IDe ntity) id e ntifie s the service set with which a wirelessdevice isassociated.

Network Name Wirelessdevicesassociating to the accesspoint (AP) must have the same SSID.
Entera descriptive name forthe WiFi. You can use up to 32 printable charac ters, inc luding
spaces.

Hide SSID Select thischeckbox to hide the SSID in the outgoing beacon frame so a station cannotobtain
the SSID through scanning using a site survey tool

Guest WIAN Selectthisto create Guest WIANs forhome and extemalclients. Select the WIAN type in the

Access Scenario field.

Access Scenario

Fyouselect Home Guest, clientscan connectto each otherdirectly.

Fyouselect Extemal Guest, clientsare blocked from connecting to each otherdirectly.

Max. Upstream

Specify the maximum rate forupstream wirele ss tra ffic to the WAN from this WIAN in kio bits per

Bandwidth second (Kbps).
Max. Specify the maximum rate fordo wnstre am wirele ss tra ffic to this WLAN from the WAN i kilo bits
Downstream persecond (Kbps).
Bandwidth
BSSID This shows the MAC addressofthe WiFiinterface on the ZyxelDevice when WiFiisenabled.
SSID Subnet Clic k o n this switc h to Enable this func tion if you want the wirele ss network interface to assign
DHCPIPaddressesto the associated WiFic Lients.
Thisoption cannotbe used if Keep 2.4G and 5G wireless network name the same isenabled in
Network > Wireless > General
DHCP Start Spe cify the first ofthe contiguousaddressesin the DHCPIP addresspool
Address
The ZyxelDevice assignsIPaddresses from this DHCP poolto WiFic lie nts connec ting to the SSID.
DHCP End Specify the lastofthe contiguous addressesin the DHCPIPaddresspool
Address
SSID Subnet | Specify the subnet maskofthe ZyxelDevice forthe SSID subnet.
Ma sk
IANIP Specify the IPaddressofthe ZyxelDevice forthe SSID subnet.
Address

Se c urity Ievel

Se c urity Mod e

Select More Secure (Recommended) to add sec urity on this WiFi ne two rk. The WiH ¢ lie nts whic h
wantto associate to this network must have the same WiFise c urity settings asthe ZyxelDevice.
Afteryouselectto use a security, additionaloptionsappearsin this screen.

OryoucanselectNo Security to alow any clientto associate thisnetwork withoutany data
encryption orauthe ntic atio n.

See Section 9.2.1on page 259 formore details about this field.
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Table 67 Network Setting > Wirele ss > Guest/ More AP > Edit (c o ntinued)

IABEL DESCRIPTION

Protected Thisoptionisonly available when using WPA2-PSK a s the Security Mode and AES Encryption in
Management Netwoik Setting > Wireless > General. Management frame protection (MFP) helps pre sent Wik
Frames DoS(DenialofService) attacks.

Select Disable if you do not want to use MFP.

Select Capable to encrypt management framesofWiFc lientsthat support MFP. Clients that do
not support MFP willstillbe allowed to join the WiFinetwork, but remain unprotected.

Select Required to allow only c lients that support MFP to join the WiFine two rk.

When Mesh isenabled, the settings of Protected Management Frames of 5G willfollow 2.4G.

Generate Selectthisoption to have the ZyxelDevice automatically generate a password. The password
password field wilnotbe configurable when you select thisoption.
automatically

Password WPA2-PSKuses a simple common password, instead ofuserspecific credentials.

Fyoudid notselect Generate password automatically, you can manually entera pre-shared
key from 8 to 63 alphanumeric (0-9, a-z, A-Z) and specialcharacters. Spacesare allowed.

Clic k the Eye icon to show orhide the password ofyourWiFinetwo k. When the Eye icon is
slashed &%, you'llsee the password in plain text. Otherwise, it ishidden.

Stre ng th This displays the c urmre nt password strength — weak, medium, strong.

Click this = to show more fieldsin this section. Clickagain to hide them.

Encryption Selectthe encryption type (AES orTKIP+AES) fordata encryption.
Select AESif your WiFiclientscan alluse AES.
Select TKIP+AES to allow the WiFic lie nts to use either TKIP or AES.

Notallmodels support the TKIP+AES o p tio n.

Tmer The Bmeris the rate at whic h the RADIUSserversends a new group key out to all ¢ lie nts.
Cancel Click Cancel to exit this sc reen without saving.
OK Click OKto save yourchanges.

9.4 MAC Authentication

Use thisscreen to give exclusive accessto specific connected devices (Allow) orexclude specific
devicesfrom accessing the ZyxelDevice (Deny), based on the MAC addressofeach connected
device. Every Ethemet device hasa unique factory-assigned MAC (Media Access Control) address,
which consistsofsixpairsofhexadecimalcharacters, forexample: 00:A0:C5:00:00:02. Youneed to know
the MAC addressesofthe connected device you wantto albow/deny to ¢ onfigure this screen.

Note: You can have up to 25 MAC authentic ation rules.

Note:Thisscreenisnotavailable when MPro Meshisenabled in the Network Se tting > Wirele ss
> MESHscreen.

Use thisscreen to view yourZyxel Device’s MAC filterse ttingsand add new MAC fiterrules. Click
Network Se tting > Wireless > MAC Authentication. The screen appearsasshown.

AX/DX/EE/ EX/PX Series User s Guide

265



Chapter9 Wirele ss

Figure 124 Network Setting> Wireless > MAC Authentic ation
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The following table describesthe labelsin thisscreen.
Table 68 Network Setting > Wirele ss > MAC Authe ntic ation
IABEL DESCRIPTIO N
General
Band Selecta 2.4GHz or5GHz frequency band to display associated WiFidevices in the selected
band, identified by MAC address.
SSID Selectthe SSID forwhich you want to c onfigure MAC filte rse tting s.
MAC Restrict Define the fiteraction forthe listof MAC addressesin the MAC Address table.
Mode

Selec t Disable to tum o ff MAC filtering .

SelectDeny to blockaccessto the ZyxelDevice. MAC addressesnotlisted wilbe allowed to
accessthe ZyxelDevice.

SelectAllow to permitaccessto the ZyxelDevice. MAC addressesnotlisted wilbe denied
accessto the ZyxelDevice.

MAC address List
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Table 68 Network Setting > Wirele ss > MAC Authentic ation (c ontinued)

IABEL DESCRIPTIO N
Add new MAC This field isavaiable when you select Deny or Allow in the MAC Restrict Mode field.
address
Click thisiff you want to add a new MAC addressentry to the MAC filterlist be low.
Selectan existing WiFic lie nt from the list to add as a new entry. Select Custom if you want to
manually enterthe Host Name and MAC Address.
Enterthe MAC addresses of the WiFidevicesthatare allowed ordenied access to the Zyxel
Device in these addressfields. Enterthe MAC addressesin a valid MAC address format, thatis,
sixhexadecimalcharacterpairs, forexample, 12:34:56:78:9a:bc.
L4 L
Add MAC Sddiein 1o Bl
b il i dévice pleges wilei devics's MRS ciddr s
CIE,
# This is the index numberofthe entry.
MAC Address This is the MAC addressesofthe WiFidevicesthatare allowed ordenied accessto the Zyxel
Device.
Mo d ify Click the Editicon and type the MAC addressofthe peerdevice in a valid MAC addressformat
(sixhexadecimalcharacterpairs, forexample 12:34:56:78:9a:bc).
Click the Delete icon to delete the entry.
Cancel Click Cancelto exit this screen without saving.
Apply Click Apply to save yourchanges.

9.5 WPS

Use thisscreen to configure WiFiProtec ted Setup (WPS) on yourZyxelDevice.

WiFiProtected Setup (WPS) allowsyou to quickly set up a WiFine two rk with strong se c urity, witho ut
having to c onfigure sec urity settings manually. Select one ofthe WPSmethodsand follow the

instruc tions to establish a WPSconnection.Your WiFide vices must support WPSto use this fe ature. We
recomme nd using Push Button Configuration (PBC) if yourWiFidevice supports it.

Note: The ZyxelDevice applies the security settingsofthe main SSID (SSID1) profile to the WPS
wirelessconnection (see Section 9.2.2 on page 259). Some models support more than
one SSID profile, check the supported numberon the Network Se tting > Wirele ss >
Generalscreen.

Note: The WPSswitc h isunavailable if the WiFiisdisabled.
FWPSisenabled, UPnP wilautomatically be tumed on.

Click Netwourk Se tting > Wireless > WPS. The follo wing screen displays. Clic k this switc h and it willtum b lue.
Click Apply to activate the WPSfunction. Then you can configure the WPS se tting s in this sc re en.
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Figure 125
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The folowing table describesthe labelsin thisscreen.

Table 69 Network Setting > Wire le ss > WPS

IABEL DESCRIPTIO N

General

Band Selecta 2.4GHz and 5GHz frequency band to enable WPSforallWiFinetworksin the selected
band.
Fyou use the WPSbutton on the ZyxelDevice portspanel, WPSisautomatically enabled on
both 2.4 GHzand 5 GHzbands. See Section 2.3 onpage 58 formore nformation aboutthe WPS
button.

WPS Slide this to the right to enable and have the ZyxelDevice activate WPS. Othe rwise, it is

disabled.

Add a new device

with WPS Me thod

Method 1 PBC Use thissection to set up a WPS WiFine two rk using Push Button Configuration (PBC). Cli k this

switc h to make it tum blue. Click Apply to activate WPSmethod 1 on the ZyxelDevice.
WPS Clic k thisbutton to add another WPS-enabled WiFidevice (within WiFirange ofthe Zyxel
Device) to your WiFinetwork. Thisbutton may eitherbe a physicalbutton on the outside ofa
WiFidevice, ora menu button similarto the WPS button on this sc ree n.
Note: You must pre ss the other WiFide vice’s WPSbutton within 2 minutes of pre ssing
this b utton.
Cancel Click Cancelto restore yourpreviously saved settings.
Apply Click Apply to save yourchanges.
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9.6 WMM

Use thisscreen to enable WiFi MultiMe dia (WMM) and WMM Automatic PowerSave Delivery (APSD) in
WiFinetwo ks formultime dia applic ations. WMM enhancesdata transmission quality, while APSD
improvespowermanagementof Wik c lie nts. This allo ws time -se nsitive applications, such asvoice and
videos, to run more smoo thly.

Clic k Network Setting > Wireless > WMM to display the follo wing screen.

Figure 126 Network Setting > Wire le ss > WMM
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Note: WMM cannotbe disabled if 802.11 mode includes 802.11n or802.11ac.
Note: APSD only affects SSID1. For SSID2-SSID4, APSD isalwaysenabled.

Note:Thisscreenisnotavailable when MPro Meshisenabled in the Network Se tting > Wirele ss
> MESHscreen.

The following table describesthe labelsin thisscreen.

Table 70 Network Setting > Wire le ss > WMM

IABEL DESCRIPTION

Band Selecta 2.4GHz and 5GHz frequency band to enable ordisable the WMM of SSID o f the
selected band.

WMM o f SSD Select On to have the ZyxelDevice automatic ally give the Wil ne two rk (SSIDx) a priority le vel
according to the ThSvalue in the IPheaderofpacketsit sends. WMM Qo S (WikFi MultiMe d ia
Quality of Service) gives high priority to video, which make s them run more smoothly.

SSID1 is the General Wi SSID; SSID2-SSID4 are the Guest WiFi SSIDs.

I the 802.11 Mode in Network Setting > Wireless > Others isset to include 802.11n or802.11ac,
WMM cannotbe disabled.
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Table 70 Network Setting > Wire le ss > WMM (c ontinued)

IABEL DESCRIPTIO N

WMM Selectthisoption to extend the battery life of yourmobile devices (especially usefulforsmall

Automatic devicesthatare running multimedia applic ations). The ZyxelDevice goesto skep mode to save

PowerSave powerwhen itisnot transmitting data. The AP buffers the packetssentto the ZyxelDevic e unti

Delivery (APSD) | the ZyxelDevice "wakesup."The ZyxelDevice wakesup periodically to check forinc oming
data.

No te : This works only if the WiFidevice to which the ZyxelDevice isconnected also
sup po rts this fe ature .

Cancel Click Cancelto restore yourpreviously saved settings.

Apply Clck Apply to save yourchanges.

9.7 Others Screen

Use thisscreen to configure advanced Wil settings, such asadditionalse c urity se ttings, powersaving,
and data transmission se ttings. Clic k Ne twok Se tting > Wireless > Others. The screen appearsasshown.

Note:Thisscreenisnotavailable when MPro Meshisenabled in the Network Se tting > Wirele ss
> MESHscreen.

See Section 9.10.2 on page 276 fordetailed definitions of the termslisted here.

Figure 127 Network Setting > Wirele ss > Others

Appdy
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The following table descrbesthe labelsin thisscreen.

Table 71 Network Setting > Wirele ss > Others

IABEL DESCRIPTIO N
Band Selecta 2.4GHz or5GHz frequency band to display the follo wing wire le ss se tting s for the
selected band.
RIYCTS Data with its frame size largerthan this value willpe rform the RIS(Request  Send)/CTS(Clear
Thre sho ld To Send) handshake.
Entera value between 0 and 2347.
Fragmentation This is the maximum data fragment size thatcanbe sent. Entera value between 256 and 2346.
Thre sho ld
Output Power Setthe output powerofthe ZyxelDevice. Fthere isa high density of APsin an area,decrease

the output powerto reduce interfference with other APs. Selectone ofthe following:20%, 40%,
60%, 80% 0r100%.

Beacon Interval

When a wirelessly networked device sendsa beacon,itincludeswith ita beacon interval This
specifiesthe time period before the device sendsthe beacon again.

The intervaltelsreceiving deviceson the networkhow long theycan waitin low powermode
before waking up to handle the beacon. Thisvalue canbe setfrom 50 msto 1000 ms. A high
value helpssave curmentconsumption ofthe accesspoint.

DTM Interval Delivery Traffic Indic ation Message (DTIM) is the time period afterwhich broadcastand
Multicast packetsare transmitted to mobie clientsin the PowerSaving mode. A high DTIM
value can cause clientsto lose connec tivity with the ne twork. Thisvalue canbe setfrom 1 to
255.

802.11 Mode For2.4 GHz frequency WiKidevices:

* Select802.11b Only to allow only IEEE802.11b compliant WiFide vic es to associate with the
ZyxelDevice.

* Select802.11g Only to allow only IEEE802.11g compliant WiFidevices to associate with the
ZyxelDevice.

* Select802.11n Only to alow only IEEE802.11n compliant WiFidevicesto associate with the
ZyxelDevice.

* Select802.11b/g Mixed to allow either IEEE802.11b orIEEE802.11g compliant WiFidevices
to associate with the ZyxelDevice. The transmission rate of yourZyxelDevice mightbe
reduced.

* Select802.11b/g/n Mixed to allow IEEE802.11b, IEEE 802.11g orIEEE802.11n compliant WiFi
devicesto associate with the ZyxelDevice. The transmission rate ofyourZyxelDevice might
be reduced.

* Select802.11b/g/n/ax Mixed to allow IEEE802.11b, IEEE802.11g, IEEE 802.11n or IEEE
802.11laxcompliant WiFidevices to associate with the ZyxelDevice. The transmission rate of
yourZyxelDevice mightbe reduced.

For5 GHz/ 6GHz frequency WiFidevices:

® Select802.11a Only to allow only IEEE802.11a compliant WiFide vic es to associate with the
ZyxelDevice.

* Select802.11nOnly to allow only IEEE802.11n compliant WiFidevices to associate with the
ZyxelDevice.

* Select802.11ac Only to alow only IEEE802.11ac compliant WiFidevicesto associate with
the ZyxelDevice.

* Select802.11a/n Mixed to allow either EEE802.11a orIEEE802.11n compliant WiFidevices

to associate with the ZyxelDevice. The transmission rate of yourZyxelDevice mightbe
reduced.

* Select802.11n/ac Mixed to alow either IEEE802.11n orIEEE 802.11ac ¢ ompliant WiFi
devicesto associate with the ZyxelDevice. The transmission rate ofyourZyxelDevice might
be reduced.

* Select802.11a/n/ac Mixed to allow IEEE 802.11a, IEEE 802.11n or [EEE802.11ac compliant
Wikidevicesto associate with the ZyxelDevice. The transmission rate ofyourZyxelDevice
might be reduced.

* Select802.11a/n/ac/ax Mixed to allow IEEE802.11a, IEEE 802.11n, IEEE802.11ac orIEEE
802.11laxcompliant WiFidevices to associate with the ZyxelDevice. The transmission rate of
yourZyxelDevice mightbe reduced.
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Table 71 Network Setting > Wirele ss > Others (continued)

IABEL DESCRIPIION

802.11 Protection | Enabling thisfeature can help prevent collisions in mixe d-mode networks (ne tworks with bo th
IEEE 802.11b and IEEE 802.11g tra ffic).

Select Auto to have the wirelessdevicestransmitdata aftera RIYCTShandshake. Thishelps
improve IEEE802.11g performance.

Select Offto disable 802.11 protection. The transmission rate of yourZyxelDevice mightbe
reduced in a mixed-mode network

This field displays Off and isnotconfigurable when you set802.11 Mode to 802.11b Only.

Preamble Selecta preamble type from the drop-down list box. Choicesare Iong orShont. See Section
9.10.7onpage 279 formore information.

This field is c onfigurable only when you set 802.11 Mode to 802.11b.

Cancel ClickCancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

9.8 Channel Status

Use thisscreen to scan for WiFic hannelnoise and view the results. Click Scan to start, and then view the
results in the Channel Scan Result section. The value oneach channelnumberindic atesthe numberof
AccessPoints (AP) using that channel The Auto-channelselection algorithm doesnotalwaysdirectly
follow the AP count;otherfactorsaboutthe channelsare also considered. Clic k Ne twork Se tting >
Wireless > Channel Status. The screen appearsasshown.

Note: Ifthe cummrent channelisa DFSchannel, the waming ‘Channelscan processisdenied
because currentchannelisa DFSchannel(Channel 52 —140). Fyou want to run

channelscan, please selecta non-DFSchanneland try again.’ appears.

Note: The APcountmaynotbe a real-time value.
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Figure 128 Network Setting > Wirele ss > Channel Sta tus
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The folowing table describesthe labelsin thisscreen.
Table 72 Network Setting > Wire le ss > Channel Sta tus

IABEL DESCRIPTIO N

Channel Monitor

Wire le ss Ne two 1k Se tup

Band Selecta 2.4GHzor5GHz frequency band on which you wantto conducta channelscan.

Channels

Sc an WiFiIAN Click the Scan button to scan WiFichannels.

ChannelScan This displa ys the re sults ofthe channelscan.
Result

The blue bardisplaysthe numberofaccesspoints (AP count) in the WiFichannel

The orange bardisplaysthe WiFichannelthat the ZyxelDevice isnow using.
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9.9 MESH

The ZyxelDe vice supports MPro Mesh along with the MPro Mesh app to manage your WiFinetwo rk.
MPro Mesh isthe Zyxelimplantation of WiFi-Aliance Easy Mesh. It supports AP steering, band steering,
auto-configuration and otheradvances foryour WiFine two rk.

The ZyxelDevice can functionasa controllerto automatic ally configure WiFise ttings on e xte ndersin the
networkaswellasoptimize bandwidth usage.

The ZyxelDevice optimizesbandwidth usage by directing WiFiclientsto an extender (AP steering) ora
2.4GHz/ 5GHzband (band steering) thatisless busy.

See Section 6.1 on page 143 forthe complete MPro Me sh feature mtroduction and the following
tutorials with the MPro Mesh app.

* Setting up your MPro Me sh netwo rk with the ZyxelDevice and an MPro Mesh extender,
* setting up yourgeneral/guest WiH,

* basic configurations.

9.9.1 MPro Mesh

Use thisscreen to enable ordisable MPro Mesh on the ZyxelDevice.

Clic k Network Setting > Wireless > MESH. The following screen displays.

Note: When MPro Mesh isenabled, the SSID and WiFipassword of the main 2.4 GHz WiFi
network wilbe copied to the main 5 GHz WiFine two rk.

Figure 129 Network Setting > Wire le ss > MESH

i}
Apply
The folowing table describesthe labelsin thisscreen.
Table 73 Network Setting > Wire le ss > MESH
IABEL DESC RIPTION
MPro Me sh Click the button (to the right) to enable the MPro Me sh feature on the ZyxelDevice
and setup your MPro Me sh ne two rk.

9.10 Technical Reference

This se c tion disc usse s WiFiin de pth.
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9.10.1 WiFi Network Overview

WiFinetworks consist of WiFiclients, accesspointsand bridges.

* AWiFiclientisa radio connected to a usescomputer.

* Anaccesspointisa radio with a wired connection to a network, which can connect with numerous
WiFiclientsand let them accessthe network.

* Abridge isa radio thatrelayscommunicationsbetween accesspointsand WiFiclients, extending a
networksrange.

Nomally, a WiFinetworkoperatesin an “infrastruc ture” type of ne two k. An “infra struc ture” type of
networkhasone ormore accesspointsand one ormore WiH ¢ lients. The Wi clients connect to the
accesspoints.

The following figure providesan example ofa WiFine two rk.

Figure 130 Example ofa Wi Netwo rk
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The WiFinetworkisthe partin the blue circle. In this WiFinetwork, devices A and Buse the accesspoint
(AP) to interact with the otherdevices(such asthe printer) orwith the Inte me t. Yo ur Zyxe 1 De vic e is the
AP.

Every WiFinetwo rk must follow the se basic guidelnes.

* Every WiFidevice in the same WiFinetwork must use the same SSID.
The SSID is the name ofthe WiFinetwork. It stands forService Set IDe ntifier.
e ftwo WiFinetworksoverap, they should use a different c hannel

Like radio stationsortelevision channels,each WiFinetwork uses a specific channel orfrequency, to
send and receive information.

e Every WiFidevice in the same WiFinetwork must use security compatible with the AP.

Se c urity stops unauthorized devices from using the WiFinetwork. Ecan also protectthe information
thatis sent in the WiFi ne two rk.
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9.10.2 Additional WiFi Termms

The folowing table describessome WiFinetworkterms and acronymsused in the ZyxelDevice’s Web
Configurator.

Table 74 Additional WiFi Terms

TERM DESCRIPIION

RIY CTS Thre shold In a WiFinetwork which coversa large area, WiFidevicesare sometimesnotaware of
eachotherspresence. Thismay cause them to send information to the AP atthe same
time and result in nformation colliding and not getting through.

By se tting this value owerthan the default value, the WiFidevices must sometimesget
pemmission to send information to the ZyxelDevice. The lowerthe value, the more often
the devicesmust get permission.

I this value isgreaterthan the fragmentation threshold value (see below), then Wik
devicesneverhave to get permmission to send information to the ZyxelDevice.

Preamble A preamble affectsthe timing in your WiFinetwork. There are two preamble modes: long
and short. Fa WiFidevice usesa different preamble mode than the ZyxelDevice does, it
cannotcommunicate with the ZyxelDevice.

Authentic ation The processof verifying whethera WiFidevice isallowed to use the WiFine two rk.
Fragmentation A smallfragmentation threshold isrecommended forbusy networks, while a laiger
Thre sho ld threshold providesfasterperformance if the networkisnot very busy.

9.10.3 WiH Security Overview

By theirnature, radio communicationsare simple to intercept. For WiFidata netwo rks, thismeansthat
anyone within ange ofa WiFinetwork without security can notonly read the data passing overthe
airwaves, but also join the network. Once an unauthorized person hasaccessto the network, he orshe
canstealinformation orintnduce malware (malicioussoftware) intended to compromise the netwo rk.
Forthese reasons, a varety of securty syste ms have been developed to ensure that only authorized
people canuse a WiFidata network, orunderstand the data carmied on it.

The se security standardsdo two things. Fist, they authenticate. Thismeansthat only people presenting
the right credentials (often a usemame and password, ora “key” phrase) can accessthe network.
Second, they encrypt. Thismeansthatthe information sentoverthe arrisencoded. Only people with
the code key can understand the mformation,and only people who have been authenticated are
given the code key.

The se security standardsvary in effectiveness. Some canbe broken, such asthe old Wired Equivalent
Protocol(WEP). Using WEP isbetterthan using no securty atal, butit wilnotkeep a determined
attackerout. Othersecurty standardsare secure in themselvesbutcanbe broken ifa userdoesnot use
them propery. Forexample, the WPA-PSKsec urity standard is very sec ure if you use a long key which is
difficult foran attackerssoftware to guess—forexample, a twenty-letterlong string ofapparently
random numbersand letters—butitisnot very secure if you use a short key whichisvery easy to guess—
forexample, a three-letterword from the dic tionary.

Because ofthe damage thatcanbe done by a maliciousattacker,tisnotjust people who have
se nsitive information on theirne twork who should use sec urity. Everybody who uses any WiFinetwo rk
should ensure thateffective securty isin place.

A good way to come up with e ffective security keys, passwords and so on isto use obscure mformation
thatyou personally willeasily emember, and to enteritin a way thatappearsrandom and doesnot
include realwords. Forexample, if yourmotherownsa 1970 Dodge Challengerand herfavorite mo vie is
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Vanishing Point (which you know wasmade in 1971) you could use “70dodchal7lvanpoi asyour
securty key.

The following sectionsintroduce different typesof WiFisec urity you can set up in the WiFine two rk.

9.10.3.1 SSID

Nomally, the ZyxelDevice actslike a beacon and regulardy broadcaststhe SSID in the area. Youcan
hide the SSID instead, n which case the ZyxelDevice doesnotbmwadcastthe SSID. h addition, you
should change the default SSID to so mething that is diffic ult to guess.

This type ofsecurty isfaily weak, however,because there are waysforunauthorized WiFidevicesto get
the SSID. n addition, unauthorized WiFidevices can stil see the information thatis sentin the Wik
network.

9.10.3.2 MAC Address FHlter

Every device thatcan use a WiFinetworkhasa unique id e ntific ation number,called a MAC address.l A
MAC addressisusually writte n using twelve hexadecimalcharmacters?; forexample, 00A0C 5000002 or
00:A0:C5:00:00:02. T getthe MAC addressforeach WiFidevice in the WiFinetwo 1k, see the Wik
device’s Users Guide orotherdocumentation.

You can use the MAC addressfilterto tellthe ZyxelDevice which devicesare allowed ornotallowed to
use the WiFinetwork. Fa WiFidevice isallowed to use the WiFinetwo1k, it stil has to have the comect
information (SSID, c hannel, and securty). fa WiFidevice isnotallowed to use the WiFinetwork, it does
not matterifit hasthe comectinformation.

This type ofsecurity doesnot protectthe information thatis sent in the WiF ne twork. Furthemo re , the re

are waysforunauthorized WiFidevicesto getthe MAC addressofan authorized WiFidevice. Then, they
can use that MAC addressto use the WiFinetwo rk.

9.10.3.3 Encryption

WiFinetworkscan use encryption to protectthe information thatissent in the WiFine twork. Enc ryption is
like a secretcode. fyoudo notknow the secretcode, youcannotunderstand the message.

The typesofencryption youcanchoose depend on the type ofauthentication. (See Section 9.10.3.3 0on
page 277 forinforma tion ab o ut this.)

Table 75 TypesofEncryption forEach Type of Authentic ation

NO AUTHENTICATION RADIUS SERVER
Weakest No Sec urity WPA
_ﬁ_ WPA-PSK
5 WPA2 WPA2
i
Stongest WPA3-SAE WPAS3 (serverc ertific ate valid ation)

1. Some wirelessdevices, suchasscanners,can detect WiFinetworks butcannot use WiFinetwo rks. The se
kindsof wirelessdevices might not have MAC addresses.

2. Hexadecimalcharactersare 0,1,2,3,4,5,6,7,8,9,A,B, C,D,E and F.
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Forexample, if the WiFinetwork hasa RADIUSserver,you can choose WPA, WPA2, or WPA3. Fusersdo
notlog in to the WiFinetwork, youcan choose no encryption, WPA2-PSK, or WPA3-SAE

Note:kisrecommended that WiFine two ks use WPA3-SAE, WPA2-PSK, orstrongerencryp tion.
The othertypesofencryption are betterthan none atall, butitisstillpossble for
unauthorized WiFidevices to figure out the originalinfo ma tion pretty q uic kly.

Many typesofencryption use a key to protectthe mformation in the WiFine twork. The longerthe key,
the strongerthe encryption. Every device in the WiFine twork must have the same key.

9.10.4 SignalProblems

Because WiFinetworks are radio netwo ks, theirsignalsare subjectto imitationsofdistance, inte ferenc e
and absorption.

Problems with distance occurwhen the two radiosare too farapart. Poblems with interference occur
when otherradio wavesinterrupt the data signal Interfference may come from otherradio
transmissions, such asmilitary orairtraffic controlc ommunic ations, orfrom machinesthatare
coincidentalemitterssuch aselectric motorsormicrowaves. Poblemswith absormption occurwhen
physicalobjects (such asthickwalls) are between the two radios, muffling the signal

9.10.5 BSS

A Basic Service Set (BSS) exists when allcommunic ationsbetween wireless stations go through one
accesspoint (AP).

Intra -BSS tra ffic is traffic be twe en wire le ss sta tio ns in the BSS. Whe n Intra -BSS traffic bloc king isdisabled,
wirelessstation A and Bcanaccessthe wired networkand communic ate with each other. When Intra -
BSStraffic blocking isenabled, wirelessstation A and Bcan stillaccessthe wired network butcannot
communicate with each other.

Figure 131 Basic Service Set
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9.10.6 MBSSID

Taditionally, you need to use different APs to c onfigure different Basic Service Sets (BSSs). Aswellas the
costofbuying extra APs, there isalso the possibility of channelinte ference. The Zyxel De vic e’ s MBSSID
(Multiple Basic Service Set IDe ntifier) function allowsyou to use one accesspointto provide several BSSs
simultaneously. You can then assign varying QoSprorities and/orsecurity modes to diffe rent SSIDs.

Wirelessdevicescan use different BSSIDs to associate with the same AP.

9.10.6.1 Notes on Multiple BSSs

* Amaximum ofeight BSSsare alowed on one AP simultane ously.

* You must use different ke ys fordiffe rent BSSs. Ftwo wireless devic es have diffe rent BSSIDs (they are in
diffe rent BSSs), but have the same keys, they may heareach otherscommunications(butnot
communic ate with each other).

e MBSSID should notreplace butratherbe used in c o njunc tion with 802.1x se c urity.

9.10.7 Preamble Type

Preamble isused to signalthatdata iscoming to the receiver. Short and long referto the length ofthe
sync hronization field in a packet.

Short preamble increases performance aslesstime sending preamble meansmore time forsending
data. AIIEEE802.11 compliant WiFiadapterssupportlong preamble,butnotallsupport shortpreamble.

Use long preamble if you are unsure whatpreamble mode other WiFidevices on the network suppot,
and to provide more reliable c o mmunic ations in busy WiFine two rks.

Use short preamble if you are sure all WiFidevices on the network supportit, and to provide more
e fficient c o mmunic a tio ns.

Use the dynamic setting to automatic ally use short preamble when all WiFidevices on the network
supportit, otherwise the ZyxelDevice useslong preamble.

Note: The WiFidevices MUSTuse the same preamble mode in orderto communic ate.

9.10.8 WiH Protected Setup (WPS)

YourZyxelDevice supports WiFiProte cted Setup (WPS), whichisan easy way to setup a secure Wik
network. WPSis an industry standard specification, defined by the WiFi Alliance.

WPSallows you to quickly set up a WiFine two rk with strong se ¢ urity, witho ut having to c onfigure se c urty
settingsmanually. Each WPSconnection worksbetween two devices. Both devices must support WPS
(checkeachdevice’sdocumentation to make sure).

Depending on the devicesyou have, youcan eitherpressa button (on the device itself, orin its
configuration utility) orentera PIN (a unique Personalldentification Numberthatallowsone device to
authentic ate the other) ineach ofthe two devices. When WPSisactivated on a device, it has2 minutes
to find anotherdevice thatalso has WPSactivated. Then, the two devicesconnectand setup a secure
network by themselves.
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9.10.8.1 Push Button Configuration

WPS Push Button Configuration (PBC) isinitiated by pressing a buttononeach WPS-enabled device,and
alowing them to connectautomatically. Youdo notneed to enterany information.

Notevery WPS-enabled device hasa physical WPSbutton. Some may have a WPSPBC button in the ir
configuration utilitie sinstead of orin addition to the physic albutton.

Take the following stepsto set up WPSusing the button.

1 Ensure thatthe two devicesyou wantto set up are within WiFirange of one another.

2 Iookfora WPSbhuttononeachdevice. fthe device doesnothave one, log into its ¢ o nfigura tio n utility
and locate the button (see the device’s Users Guide forhow to do this —forthe ZyxelDevice).

3 Pressthe button on one ofthe devices (it doesnotmatterwhich). Forthe ZyxelDevice you must press
the WiFibutton formore than 5 seconds.

4 Within 2 minutes, pressthe button on the otherdevice. The registrarsends the network name (SSID) and
se curity key through a secure connection to the enrollee.

Fyouneed to make sure that WPSworked, checkthe listofassociated WiFic lients in the AP’s
configuration utility. Fyou see the WiFic lient in the list, WPSwa s suc c e ssful.

9.10.8.2 How WPS Woiks

When two WPS-enabled devicesconnect,each device must assume a specific ole. One device acts
asthe registrar(the device thatsuppliesnetwork and securty se ttings) and the otherdevice actsasthe
enrllee (the device thatreceivesnetwork and sec urity se ttings. The registrarcreates a secure EAP
(Exte nsible Authentication Protocol) tunneland sendsthe networkname (SSID) and the WPA-PSKor
WPA2-PSKpre-shared key to the enrollee. Whe ther WPA-PSKor WPA2-PSKis used dependson the
standardssupported by the devices. Ifthe registrarisalready part ofa network, it se nds the e xisting
information. Fnot, it generates the SSID and WPA2-PSKrandomly.

The following figure showsa WPS-enabled client (installed in a notebookcomputer) connectng to a
WPS-enabled accesspoint.
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Figure 132 How WPS Wo rks
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The rolesofregistrarand enrollee lastonly aslong asthe WPSsetup processisac tive (2 minutes). The
next time you use WPS, a differentdevice canbe the registrarifnecessary.

The WPSconnection processislike a handshake; only two devicesparticipate in each WPS transac tion.
Fyouwantto add more devicesyou should repeatthe process with one ofthe existing networked
devicesand the new device.

Note thatthe accesspoint (AP)isnotalwaysthe registrar, and the WiFiclientisnotalwaysthe enmwlee.
AllWPS-certified APscanbe a registrar,and so can some WPS-enabled WiFi c lie nts.

By default,a WPSdevice is‘un-configured’. Thismeansthatitisnot partofan existing networkand can
actaseitherenmwllee orregistrar (if it supports bo th func tio ns). i the registraris un-c onfigured, the

se c urity setting s it transmits to the enmwllee are randomly-generated. Once a WPS-enabled device has

connected to anotherdevice using WPS,itbecomes‘configured’. A configured WiFiclientcan stilact
asenmllee orregistrarin subsequent WPSconnections, buta configured accesspointcanno longeract
asenrollee. Ewillbe the registrarin all subsequent WPSconnectionsin which itisinvolved. Fyou want a
configured APto actasanenrllee, you must resetit to its fac tory defaults.

9.10.8.3 Example WPS Ne twork Se tup
This se ¢ tion shows how se curity settings are distributed in a sample WPSsetup.

The following figure showsa sample network. n step 1, both AP1 and Client1 are un-configured. When
WPSisactivated on both, they perform the handshake. In thisexample, APl isthe registrar, and Client 1
isthe enmlee. The registrarrandomly generate s the security information to set up the netwok, since it is
un-configured and hasno existing information.
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Figure 133 WPS: Example Network Step 1
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Instep 2,youadd another WiFiclientto the network You know that Clientl supportsregistrarmode, but
itisbetterto use AP1 forthe WPShandshake with the new client since you must connectto the access
pointanyway in orderto use the network In thiscase, AP1 must be the registrar, since itis configured (it
already hassec urity information forthe network). AP1 supplies the existing se ¢ urity nformation to Client
2.

Figure 134 WPS: Example Network Step 2
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Instep 3,youadd anotheraccesspoint (AP2) to yournetwork. AP2isoutofrange of AP1,s0 youcannot
use AP1 forthe WPShandshake with the new accesspoint. However, you know that Client2 suppots
the re gistrarfunc tion, so you use it to perform the WPShandshake instead.
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Figure 135 WPS: Example Network Step 3
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9.10.8.4 Limitations of WPS

WPShassome limitationsofwhich you should be aware.

* When youuse WPS,it worksbetween two devicesonly. Youcannotenrollmultiple devices
simultane ously, you must enrollone afterthe other.

Forinstance, f you have two enrolleesand one registraryou must set up the first enrollee (by pressing
the WPSbutton on the registrarand the firstenmwlee, forexample), then c heckthatit was suc c e ssfully
enrolled, then set up the second device in the same way.

e WPSworksonly with other WPS-enabled devices. However,youcan stilladd non-WPSdevicesto a
networkyou already setup using WPS.

WPSworksby automatically issuing a randomly-generated WPA-PSKor WPA2-PSKpre-shared key
from the registrardevice to the enrllee devices. Whetherthe netwok use s WPA-PSKo r WPA2-PSK
dependsonthe device. Youcancheckthe configuration interfface ofthe registrardevice to discover
the key the networkis using (if the device supports thisfeature). Then, you can enterthe key into the
non-WPSdevice and join the networkasnomal (the non-WPSdevice must also support WPA-PSKor
WPA2-PSK).

* When you use the PBC method, there isa short period (from the momentyou pressthe button on one
device to the moment you pressthe button on the otherdevice) when any WPS-enabled device
could join the network. Thisisbecause the registrarhasno way ofidentifying the ‘comect’ enmwlee,
and cannot differentiate between yourenrollee and a rogue device. Thisisa possible way fora
hackerto gainaccessto a network.

Youcaneasily checkto see ifthishashappened. WPSonly wo rks simultaneously between two
devices, so ifanotherdevice hasenmwlled yourdevice wilbe unable to enroll, and wilnot have
accessto the network Fthishappens,openthe accesspoint’'sconfiguration intefface and lookat
the listofassociated clients (usually displayed by MAC address). kdoesnot matterifthe accesspoint
isthe WPSregistrar, the enrollee, orwasnotinvolved in the WPShandshake; a rogue device must still
associate with the accesspointto gainaccessto the network. Checkthe MAC addressesofyour Wik
clients (usually printed on a labelon the bottom of the device). Ifthere isan unknown MAC address
youcanremove itorreset the AP.
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CHAPTER 10
Home Networking

10.1 Home Networking Overview

AlocalArea Network (LAN) isa shared communic ation system to which many computers are

attached. A IAN isusually located in one immediate area such asa buiding orfloorofa buiding.

The IAN screenscan help you configure a IANDHCPserverand manage IPaddresses.

Figure 136 Home Networking Example
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10.1.1 WhatYou Can Do in this Chapter

Use the IAN Setup screen to setthe IAN IPaddress, subnet mask, and DHCP settings (Section 10.2 on
page 286).

Use the Static DHCPscreen to assign IPaddresseson the IAN to specific individualcomputersbased
on their MAC addresses (Section 10.3 on page 292).

Use the UPnPscreen to enable UPnP (Section 10.4 on page 294).
Use the Additional Subnetscreen to configure IP aliasand public static IP(Section 10.5 0n page 295).

Use the SIBVendorID screen to c onfigure the VendorIDsofthe connected SetTop Box (SIB) devices,
which have the ZyxelDevice automatically create static DHCP entries forthe SIBdevices when they
request IPaddresses(Section 10.6 on page 297).

Use the Wake onIAN screen to remotely tum on a device on the network. (Section 10.7 on page
298).

Use the TFIP Server Name screen to ide ntify a TFIP serverforconfiguration file download using DHCP
option 66. (Section 10.8 on page 298).

10.1.2 WhatYou Need To Know

The following termsand conceptsmay help asyouread thischapter.

10.1.2.1 AboutIAN

IP Address

Similarto the way houseson a street share a common streetname, so too do computerson a TAN share

one common network number. Thisisknown asan lntemet Protocoladdre ss.
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Subnet Mask

The subnet mask specifiesthe network numberportionofan IPaddress. YourZyxelDevice willcompute
the subnet mask automatically based on the IPaddressthatyouentered. Youdo notneed to change
the subnet maskcomputed by the ZyxelDevice unless you are instructed to do otherwise.

DHCP

DHCP (Dynamic Host Configuration Protocol) allowsclientsto obtain TCP/IP c onfiguration at start-up
from a server. This ZyxelDevice hasa built-in DHCP servercapability that assignsIP addressesand DNS
servers to systemsthat support DHCP client c apability.

DNS

DNS(Domain Name System) mapsa domain name to itscomesponding IPaddressand vice versa. The
DNSserverisextremely important because without it, you must know the IPaddressofa computer
before youcanaccessit. The DNSserveraddressesyou enterwhen you set up DHCP are passed to the
client machinesalong with the assigned IPaddress and subnet mask.

RADVD (RouterAdvertisement Daemon)

When an IPv6 host sends a Router Solicitation (RS) reque st to discoverthe avaiable routers, RADVD with
RouterAdvertise ment (RA) messagesin response to the request. It specifies the minimum and maximum
intervalsof RA broadcasts. RA messagescontaining the address prefix. IPv6 hostscanbe generated
with the IPv6 prefix an IPv6 addre ss.

10.1.2.2 About UPnP

How do Iknow if lam using UPnP?

UPnP hardware isidentified asan icon in the Network Connectionsfolder(Windows 7). Eac h UPnP
compatible device installed on yournetworkwilappearasa separate icon. Selecting the iconofa
UPnP device wilallow you to accessthe information and propertiesofthatdevice.

NATTaversal

UPnP NATtraversalautomatesthe processofallowing an application to operate through NAT UPnP
networkdevicescan automatically configure networkaddressing, announce theirpresence in the
networkto otherUPnPdevicesand enable exchange of simple productand service descriptions. NAT
traversalallo ws the following:

* Dynamic port mapping
* Jeaming public IPaddresses

* Assigning lease timesto mappings

Windows Messengerisan example ofan application that supports NATtraversaland UPnP.

AX/DX/EE/ EX/PX Series User s Guide

285



Chapter10 Home Netwo rking

Cautions with UPnP

The automated nature of NATtraversalapplic ations in e stablishing theirown services and opening
fir wallports may present network se c urity issues. Network information and configuration may also be
obtained and modified by usersin some netwo rk environme nts.

When a UPnPdevice joinsa network, it announcesits presenc e with a Multicast message. For se c urity
reasons, the ZyxelDevice allows Multicast messageson the TAN only.

AllUPnP-enabled devicesmay communicate freely with each other without additio nalc o nfiguration.
Disable UPnP if thisis not yourinte ntion.

UPnP and Zyxel

Zyxelhas achieved UPnP certific ation from the Universal Plug and Play Forum UPnP™ Implemente rs
Corp. (ULC).

See Section 10.10 on page 304 forexampleson instaling and using UPnP.

10.1.3 Before You Begin

Find out the MAC addressesofyournetworkdevicesif you intend to add them to the DHCP Client List
screen.

10.2 TAN Se tup

ATANIPaddressisthe IPaddressofa networking device in the TAN. You can use the ZyxelDevice's IAN
IPaddressto accessits Web Configuratorfrom the LAN. The DHCP serverse tting s de fine the ruleson
assigning IPaddressesto LIAN clients on yournetwo rk.

Use thisscreen to setthe IncalArea NetworkIPaddressand subnet maskofyourZyxelDevice.
Configure DHCP se ttings to have the ZyxelDevice ora DHCP serverassign IPaddressesto devices. Click
Network Setting > Home Networking to open the LIAN Setup screen.

Follow these stepsto configure yourIAN settings.

1 EnteranIPaddressinto the IPAddress field. The IPaddressmustbe in dotted decimalno tation. This wil
become the PaddressofyourZyxelDevice.

2 Enterthe IP subnetmask into the IP Subnet Mask field. Unle ss instructed otherwise itisbest to leave this
alone, the configuratorwillautomatically compute a subnet maskbased upon the IPaddressyou

entered.

3 Click Apply to save yoursettings.
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Figure 137 Network Setting > Home Networking > LAN Se tup
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Figure 138 Network Setting > Home Networking > LIAN Setup (Continued)
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The following table descrbesthe fieldsin this sc reen.

Table 76

Network Setting > Home Networking > LAN Se tup

IABEL

DESCRIPIION

Interface Group

Group Name

Selectthe interfface group that you wantto c onfigure its IAN settings.

TAN IP Se tup

IP Address Enterthe IANIPaddressyou wantto assign to yourZyxelDevice in dotted decimalnotation,
forexample, 192.168.1.1 (fac tory default).

Sub ne t Ma sk Ente rthe subnet maskofyournetworkin dotted decimalnotation, forexample
255.255.255.0 (fac tory default). YourZyxelDevice automatically computesthe subnet mask
based on the IPaddressyou enter, so do notchange this field unless you are nstructed to
do so.

IGMP Snooping

See Section 15.1 on page 369 formore information on IGMP snooping.

Ac tive SelectEnable to allow the ZyxelDevice to passively leam multicast group.

IGMP Mode SelectStandard Mode to forward multicast packetsto a port thatjoinsthe multic ast group
and broadcastunknown multicast packets from the WAN to allIAN ports.
Sele c t Blocking Mode to blockallunknown multicast packets from the WAN.

DHCP Server State

DHCP SelectEnable to have yourZyxelDevice assign IPaddresses,an IPdefaultgateway and DNS

serversto JAN computersand otherdevicesthatare DHCP clients.

FyouselectDisable,youneed to manually c onfigure the IPaddressesofthe computersand
otherdeviceson yourLAN.

Fyouselect DHCPRelay, the ZyxelDevice actsasa sunogate DHCPserwerand relays DHCP
requestsand responsesbetween the remote serverand the clients.

DHCP Relay Server Address

This field isonly available when you select DHCP Relay in the DHCP field .

IP Address

Enterthe IPv4 IPaddressofthe actualremote DHCP serverin this field.

IP Addressing Values

The IP Addressing Values fieldsappearonly when you select Enable in the DHCP field.

Beginning IP
Address

This field spe cifie s the first ofthe contiguousaddressesin the IPaddress pool

Ending IP Address

This field specifies the last ofthe contiguousaddressesin the IPaddresspool

Auto reserve IP for
the same host

Enable thisif you want to reserve the IPaddress forthe same host.

DHCP ServerIease Time

Thisis the period oftime DHCP-assigned addressesisused. DHCP automatic ally assignsIPaddresses to ¢ lients when
theylog in. DHCPcentralizesIPaddress managementon centralcomputers that run the DHCP serverprogram.
DHCPleasesaddresses, fora period oftime, which meansthatpastaddressesare “recycled” and made available
forfuture re assignment to othersyste ms.

This field isonly available when you select Enable in the DHCPfield.

Days/Hours/ Minutes | DHCP serverleasesanaddressto a new clientdevice fora period of time, called the DHCP
lease time. When the lease expires, the DHCP servermight assign the IPaddressto a
differentclientdevice.

DNSValues

This field appearsonly when you select Enable in the DHCP field.
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Table 76 Network Setting > Home Networking > LAN Setup (continued)
IABEL DESCRIPTIO N
DNS The ZyxelDevice supports DNSproxy by default. The ZyxelDevice sendsoutits own IAN IP

addressto the DHCP clients asthe first DNSserveraddre ss. DHCP c lie nts use this first DNS
serverto send domain-name queriesto the ZyxelDevice. The ZyxelDevice sends a response
directly fthasa record ofthe domain-name to IPaddressmapping. Fitdoesnot, the Zyxel
Device queries an outside DNSserverand relaysthe response to the DHCP c lie nt.

Se le c t DNS Proxy to have the DHCP clients use the ZyxelDevice’sown LIAN IP address. The
ZyxelDevice worksasa DNSrelay.

SelectStatic if you have the IPaddressofa DNSserver. Enterthe DNSserversIPaddressin
the field to the right.

Select From ISPif yourISP dynamic ally assigns DNSserverinformation (and the ZyxelDevice's
WAN IPaddress).

IAN IPv6 Mode Setup

IPv6 Ac tive

Use this to enable ordisable IPv6 on the ZyxelDevice.

When IPv6 isused, the following fieldsneed to be set.

LinkIocalAddress A link-localaddressuniquely identifiesa device on the localnetwork (the LAN). It is similar to
Type a “private IPaddress” in IPv6. You can have the same link-localaddresson multiple
intefaceson a device. A link-localunicastaddresshasa predefined prefix offe80::/10. The
link-localunicast addressformatisasfollows. Select EUI64 to allow the ZyxelDevice to
generate an interfface ID forthe IAN interface’s link-localaddress using the EUL64 format.
Otherwise, enteran nterface ID forthe IJAN nterface’slink-localaddressifyou select
Manual
Iink-localUnicast Address Format
11111110 10 0 Interface ID
10 bits 54 bits | 64 bits
EUb4 Selec tthis to have the ZyxelDevice generate an interface ID forthe IAN interface’s link-
localaddressusing the EUF64 format.
Manual Selectthisto manually enteran interface ID forthe LAN interface’s link-localaddre ss.
IAN Global Select EUIB4 to have the ZyxelDevice generate an interface ID using the EUI-64 format forits
Identifier Tpe globaladdress. Select Manualto manually enteran interfface ID forthe IAN interface’s
globallPv6 address.
EU4 Selec tthis to have the ZyxelDevice generate an interface ID using the EUF64 format forits
globaladdress.
Manual Selectthisto manually enteran interfface ID forthe JAN interface’s globallPv6 address.
IAN IPv6 Pre fix SelectDelegate prefix from WAN to automatically obtain an IPv6 ne two 1k pre fix from the
Se tup service provideroran uplink muter. Select Static to configure a fixed IPv6 address for the

ZyxelDevice’s LAN IPv6 addre ss.

Delegate prefix
from WAN

Selectthisoption to automatically obtain an IPv6 network pre fix from the service provideror
an uplink ro uter.

Sta tic

Selectthisoption to configure a fixed IPv6 address forthe ZyxelDevice’s JAN IPv6 address.

MID Snooping /
Multic a st Snoo ping

Multic a st Liste ne rDisc o ve ry (MID) allows an IPv6 switch orrouterto discoverthe presence of
MID hosts who wish to receive multicast packetsand the Paddressesofmulticast groups
the hosts want to join on its netwo rk.

Ac tive

Clic k this switc h to enable ordisable MID Snooping on the ZyxelDevice. When the switc h
goesto the right the function isenabled. Otherwise, itis not.

This allo ws the ZyxelDevice to check MID packetspassing through it and leam the multicast
group membership. It helpsreduce multic a st traffic .
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Table 76 Network Setting > Home Networking > LAN Setup (continued)
IABEL DESCRIPTIO N
MID Mode SelectStandard Mode to forward multicast packetsto a port that joinsthe multic ast group

and broadcastunknown multicast packets from the WAN to allIAN ports.

Selec t Blocking Mode to blockallunknown multic ast pac ke ts from the WAN.

IAN IPv6 Address
Assign Se tup

Selecthow youwantto obtain an IPv6 address:

Stateless: The ZyxelDevice uses IPv6 statele ss auto-c o nfiguration. RADVD (Router
Advertisement Daemon)isenabled to have the ZyxelDevice send IPv6 prefix information in
routeradvertisements periodic ally and in response to ro ute rso lic ita tions. DHC Pv6 se rveris
disabled.

State ful: The ZyxelDe vic e uses IPv6 state ful auto-c o nfiguration. The DHCPv6 serveris
enabled to have the ZyxelDevice actasa DHCPv6 serverand pass IPv6 addresses to
DHCPv6 c lients.

IAN IPv6 DNS Assign
Se tup

Selecthow the ZyxelDevice provide DNSserverand domain name information to the
c lie nts:

From RA & DHCPv6 Server The ZyxelDevice provides DNSinformation through both router
advertise me nts and DHC Pv6.

From DHCPv6 Server The ZyxelDevice provide s DNSinformation through DHC Pv6.

From Router Advertisement: The Zyxel Device provides DNSinformation through router
adve rtise me nts.

DHCPv6 Configuration

DHCPv6 Active

This sho ws the status ofthe DHCPv6. DHCP Sewerdisplays if you c onfigured the ZyxelDevice
to actasa DHCPv6 serverwhich assigns IPv6 addresses and/or DNSinformation to clients.

IPv6 Ro uter Ad ve rtise me nt Sta te

RADVD Ac tive

This shows whetherRADVD isenabled ornot.

IPv6 Address Values

IPv6 Start Addre ss

This field spe cifie s the first ofthe contiguousaddressesin the IPv6 addresspool

IPv6 End Address

This field specifiesthe lastofthe contiguousaddressesin the IPv6 addresspool

IPv6 Domain Name

The field specifiesthe domain name ofthe IPv6 address.

IPv6 DNS Values

IPv6 DNSServer1 -3

Specify the Paddressesup to three DNSservers forthe DHCP c lients to use. Use one of the
folowing waysto specify these IPaddresses.

UserDefined — Select thisif you have the IPv6 addressofa DNSserver. Enterthe DNSserver
IPv6 addressesthe ZyxelDevice passes to the DHCP c lie nts.

From ISP - Sele c t this if yo ur ISP dynamic ally assigns IPv6 DNS se rve rinfo rma tion.

Proxy — Selec t thisif the DHCP clie nts use the IPaddressofthisinterface and the ZyxelDevice
worksasa DNSrelay.

Otherwise, select None if youdo not want to ¢ onfigure IPv6 DNSse rve 1s.
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Table 76 Network Setting > Home Networking > LAN Setup (continued)

IABEL DESCRIPIION

DNSQuery Scenario | Selecthow the ZyxelDevice handlesclientss DNSinformation reque sts.

IPv4/IPv6 DNS Server The ZyxelDevice forwardsthe requeststo both the IPv4 and IPv6 DNS
servers and sends c lie nts the first DNSinformation it receives.

IPv6 DNS Server Only: The ZyxelDevice forwards the requests to the IPv6 DNS se rverand
sends ¢ lie nts the DNSinformation it receive s.

IPv4 DNS Server Only: The ZyxelDevice forwardsthe requests to the IPv4 DNSse rverand
send s ¢ lie nts the DNSinformation it receive s.

IPv6 DNS Server Fist: The ZyxelDevice forwards the requests to the IPv6 DNS se rve r first and
then the IPv4 DNSserver. Then it se nds ¢ lie nts the first DNSinformation treceives.

IPv4 DNS Server First: The ZyxelDevice forwards the requests to the IPv4 DNS se rve r first and
then the IPv6 DNSserver. Then it se nds ¢ lie nts the first DNSinformation treceives.

Apply Click Apply to save yourchanges.

Cancel Click Cancelto restore yourpreviously saved settings.

10.3 Static DHCP

When any ofthe IAN clientsin yournetwork want an assigned fixed IPaddress, add a static lease for
each IAN client. Knowing the IAN client’'s MAC addressesisnecessary. Thistable allowsyou to assign IP
addresseson the IAN to individualcomputersbased on their MAC addresses.

Every Ethemet device hasa unique MAC (Media AccessControl) address. The MAC addressisassigned
atthe factory and consistsofsix pairsofhexadecimalcharacters, forexample, 00:A0:C5:00:00:02.

10.3.1 Before You Begin

Find out the MAC addressesofyournetworkdevicesif you intend to add them to the Static DHCP
screen.

Use thisscreen to change yourZyxelDevice’s static DHCP se tting s. Clic k Ne twork Se tting > Home
Ne tworking > Static DHCPto open the folb wing screen.

Figure 139 Network Setting > Home Networking > Static DHCP
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The following table descrbesthe labelsin thisscreen.

Table 77 Network Setting > Home Networking > Static DHC P

IABEL

DESCRIPTION

Sta tic DHCP
Configuration

Clic k this to c onfigure a static DHCP e ntry.

# This is the inde x numberofthe entry.

Sta tus This field displays whetherthe clientisconnected to the ZyxelDevice.

MAC Address The MAC (Media AccessControl) orEthemetaddresson a IAN (IncalArea Netwo1k) is
unique to yourcomputer(six pairsof hexadecimalno tation).
A networkinterface card such asan Ethemetadapterhasa hardwired addressthatis
assigned atthe factory. Thisaddressfollows an industry standard that ensuresno other
adapterhasa similaraddress.

IP Address This field displaysthe IPaddressrelative to the # field listed above.

Mo d ify Clic k the Editic on to configure the connec tion.

Clic k the Delete icon to remove the connection.

¥ you clic k Static DHCP Configuration in the Static DHCP screen, the folb wing screen displays. Using a
static DHCPmeansa [ANclient wilalways have the same IPaddress assigned to it by the DHCP server.
Assign a fixed IPaddressto a clientdevice by selec ting the interface group ofthisclientdevice and its IP
addresstype and selecting the device/computerfrom a list ormanually entering its MAC address and

assigned IPaddress.

Figure 140 Network Setting > Home Networking > Static DHCP: Static DHCP Co nfigura tion

Siafic DHCF Configurafion

The folowing table describesthe labelsin thisscreen.

Table 78 Network Setting > Home Networking > Static DHCP: Static DHCP Configuration

IABEL

DESCRIPTION

Ac tive

Select Enable to activate static DHCP in yourZyxelDevice.

Group Name

Selectthe interface group forwhich you want to c onfigure the static DHCP se tting s.

IP Bpe

The IP Type is normally IPv4 (non-c onfigurable).

Select Device Info

Selectbetween Manual mnput which allows you to enterthe next two fields (MAC Address
and IPAddress); orselect an existing JAN device to show its MAC addressand IPaddress.
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Table 78 Network Setting > Home Networking > Static DHCP: Static DHCP Configuration (continued)

IABEL DESCRIPTIO N

MAC Address Enterthe MAC addressofa computeron yourIAN if you select Manual mputin the previous
field.

IP Address Enterthe IPaddressthatyou want to assign to the computeron yourIAN with the MAC
addressthat you wilalso specify if you select Manual nput in the previous field.

OK Click OKto save yourchanges.

Cancel Click Cancelto exit this sc reen witho ut saving .

10.4 UPnP

Universal Plug and Play (UPnP) isan open networking standard that uses TCP/IP forsimple peerto-peer

network connec tivity between networking devicesorsoftware applic ations which have UPnPenabled.

A UPnPdevice candynamically join a network,obtain an IPaddress, advertise its services, and leam

aboutotherdeviceson the network. Adevice can also leave a networkautomatic ally when it is no

longerin use.

See Section 10.10 on page 304 formore information on UPnP.

Note:To use UPnPNATT enable NATin the Ne twork Se tting > Broadband > Editor Add New
WAN Interface screen.

Use the following screen to configure the UPnP settings on your Zyxel Devic e. Clic k Network Se tting >
Home Networking > UPnP to display the screen shown ne xt.

Figure 141 Networik Setting > Home Networking > UPnP
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The following table descrbesthe labelsin thisscreen.

Table 79 Network Settings > Home Networking > UPnP

IABEL DESCRIPTIO N

UPnP State

UPnP SelectEnable to activate UPnP. Be aware thatanyone could use a UPnPapplicationto open
the Web Configuratorslogin screen without entering the ZyxelDevice's IPaddress (although
you must still enterthe password to accessthe Web Configurator).

UPnP NATTSta te

UPnP NATT SelectEnable to activate UPnP with NATenabled. UPnP NATtraversalautomatesthe process
ofallowing anapplication to operate through NAT UPnPnetworkdevicescan automatically
configure networkaddressing, announce theirpresence in the networkto otherUPnPdevices
and enable exchange of simple productand service de scrip tio ns.

# This field displays the index numberofthe entry.

Description This field displays the description ofthe UPnP NATTc onnec tion.

De stina tion IP This field displaysthe IPaddressofthe otherconnected UPnP-enabled device.

Address

ExtemalPort This field displaysthe extemalportnumberthat ide ntifie s the service.

IntemalPort This field displaysthe internalport numberthat ide ntifie s the service.

Protocol This field displaysthe protocolofthe NATmapping rule. Choicesare TCPor UDP.

Apply Click Apply to save yourchanges.

Cancel Click Cancelto restore yourpreviously saved settings.

10.5 TAN Additional Subnet

Use thisscreen to configure IP aliasand public static IP.

IPaliasallowsyouto partition a physicalnetworkinto differentlogicalnetworksoverthe same Ethemet
interface. The ZyxelDevice supports multiple logical IAN interfacesthrough its physic al Ethemet
interface with the ZyxelDevice itselfasthe gateway forthe IANnetwork. When you use IPalias, youcan
also configure frewallrulesto controlaccessto the [AN'slogicalnetwork (subnet).

FyourISP provide s the Public IAN sevice, the ZyxelDevice may use a IANIPaddressthatcanbe
accessed from the WAN.

Clic k Network Setting > Home Networking > Additional Subnetto display the screen shown next.
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Figure 142 Network Setting > Home Networking > Additional Subnet
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The folowing table describesthe labelsin thisscreen.

Table 80 Network Setting > Home Networking > Additional Subnet

IABEL DESCRIPIION

IP Alia s Se tup

Group Name Selectthe interface group name forwhich you want to c onfigure the IP alias se ttings.

Ac tive Clic k this switc h to enable a logic alIAN forthe ZyxelDevice. When thisisenabled, the following
fields wilbe configurable.

Pv4 Address Enterthe IPaddressofyourZyxelDevice indotted decimalnotation.

Subne t Ma sk YourZyxelDevice willautomatically calculate the subnet maskbased on the IPv4 addressthat
you assign. Unless you are implementing subnetting, use thisvalue computed by the Zyxel
Device.

Public IAN

Ac tive Clic k this switc h to enable ordisable the Public IAN feature.
Yo ur ISP must suppo 1t Public LAN and static IP.

Pv4 Address Enterthe public IPaddressprovided by yourISP.
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Table 80 Network Setting > Home Networking > Additional Subnet (c o ntinued)

IABEL DESCRIPTIO N

Sub ne t Ma sk Enterthe public IPv4 subnet maskprovided by yourISP.

OfferPublic IP Clic k this switc h to enable the ZyxelDevice to provide public IPaddressesby DHCP server.
by DHCP Otherwise, clickto disable.

Enable ARP Clic k this switc h to enable the Address Resolution Protocol(ARP) proxy. Otherwise, c lic k to
Pro xy disable.

Cancel ClickCancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

10.6 SIBVendorID

Use thisscreen to configure the VendorIDsofconnected Set Top Boxes (SIBs) so the ZyxelDevice can
automatically create static DHCP entres forthem when they request IPaddresses.

Clic k Network Setting > Home Networking > SIBVendorID to open thisscreen.

Figure 143 Network Setting > Home Networking > SIBVendorID
Home Networking
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Apply

The folowing table describesthe labelsin thisscreen.

Table 81 Network Setting > Home Networking > SIBVendorID

IABEL DESCRIPIION

VendorD1-5 These are SIB's VendorClass Id e ntifiers (DHCP o ption 60). A Vendor Class Identifieris usually
used to inform the DHCP servera DHCP client's vendorand func tio nality.

Cancel Click Cancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.
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10.7 Wake on IAN

Wake on IAN (WoD) allowsyou to remotely tumon a device on the network, such asa computer,
storage device ormedia server. Tb use this feature, the emote hardware (forexample the network
adapteron a computer) must support Wake on IAN using the ‘Magic Packet’ method.

You need to know the MAC addressofthe IAN device. kmaybe ona labelon the IANdevice.

Clic k Network Setting > Home Networking > Wake on IAN to open thisscreen.

Figure 144 Network Setting > Home Networking > Wake on IAN
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The following table describesthe labelsin thisscreen.

Table 82 Network Setting > Home Networking > Wake on IAN

IABEL DESCRIPTION

Wake by Select Manualand enterthe IPaddressorMAC addressofthe IANdevice to tum it on remo tely.

Address The drop-down list also liststhe IPaddressesthatcan be found in the ZyxelDevice’s ARP table. F
youselectanIPaddress, the MAC addressofthe LTAN device with the selected IP address then
displaysin the MAC Address field.

IP Address Enterthe IPv4 IPaddressofthe IANdevice to tum iton.
This field isnotavaiable if you selectan IPaddressin the Wake by Address field.

MAC Address Enterthe MAC addressofthe IANdevice to tum iton. A MAC address c onsists o f six
hexadecimalcharacterpairs.

Wake Up Clic k thisto send a WoLmagic packetto wake up the specified IANdevice.

10.8 TFIP Server Name

Use the TFIP Server Name screen to ide ntify a TFIP serverforconfiguration file download using DHCP
option 66. RFC 2132 definesthe option 66 open standard. DHCPoption 66 supportsthe IPaddressorthe
hostname ofa single TFIP server.

Clic k Network Setting > Home Networking > TFIP Server Name to open thisscreen.
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Figure 145 Network Setting > Home Networking > TFIP Server Name
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The following table descrbesthe labelsin thisscreen.

Table 83 Network Setting > Home Networking > TFIP Server Name

IABEL DESCRIPTION

TFIP Server Enterthe IPaddressorthe hostname ofa single TFIP server.
Name

Cancel ClickCancelto restore yourpreviously saved settings.
Apply Click Apply to save yourchanges.

Any Port Any Service (APAS) allowsa IAN device to use any available portto accessany available
service from a remote WAN device. Typically,a JAN device, such asa SetTbp Box (SIB), would have to
use a specific portto accessvideo streamsfrom a video server. With APAS, the video streamsonly need
to be received through the specified Bidge WAN interface forthe IAN device specified in the APAS
rule. Youcanconnectthe IJANdevice to any [ANport. OtherTANdevicescan accessthe Intemetusing

the default gateway.

Unlike Port Forwarding, which forwards traffic based on portnumbers, you do notneed to know the port
numberforthe video traffic from the IPIV server. You just select the IAN device host name orenterits

MAC addressand selecta Bridge WAN interface.

Use the widcard '* fora range of MAC addresses formultiple IJAN devices. Forexample, enter
00:13:49:***forallLAN devices from a vendorwith the MAC OUI00:13:49. (range). Any device with that
MAC OUIaa:bb:cc connected to any I[AN porton the ZyxelDevice canaccessserwicesorcanbe
accessed forservices through the specified Bidge WAN interfface. Forexample, the AN device could
be an SIBreceiving video streamsfrom a video server,oritcould be a server, allowing accessto it

through the specified Bidge WAN interface.

Note: You must configure a Bidge WAN interface inadvance.

.-_I.B- 5 AN A X
NAS
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As APASallowsincoming traffic from any portto accessanyservice on a configured IANdevice,tmay
be diffic ult to distinguish between appropriate and malicioustraffic going to the JAN devic e. Make sure
to propedy configure firrwallrules to protect the IAN device, and mo nitorne two rk traffic forsuspicious
ac tivity.

Clic k Network Setting > Home Networking > APASto open thisscreen.

Network Setting > Home Networking > APAS
Home Networking
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i
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The folowing table describesthe labelsin thisscreen.

Table 84 Network Setting > Home Networking > APAS
IABEL DESCRIPTION
Enable Clic k Enable to activate APAS.

Add new MAC Rule Clic k thisbutton to add a new MAC rule. Youcan create up to eight MAC rules.

# This is the ndexnumber.

Name This is the name ofthe rule.

MAC Rule This is the TAN host MAC addressthatisapplied to the rule.
WAN Interface Thisis the bridge WAN interface forincoming traffic.
Cancel ClickCancelto restore yourpreviously saved changes.
OK Click OKto save yourchanges.

10.8.1 Add APAS

Use thisscreen to create a new MAC rule. Clic k Network Se tting > Home Networking > APAS > Add New
MAC Rule to open the following screen.

AX/DX/EE/ EX/PX Series User s Guide

300



Chapter10 Home Netwo rking

Figure 146 Network Setting > Home Networking > APAS> Add New MAC Rule
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The folowing table describesthe labelsin thisscreen.

Table 85 Network Setting > Home Networking > APAS> Add New MAC Rule

IABEL DESC RIPTIO N
Enable Click thisto enable APASon the ZyxelDevice.
Name Entera name ofup to 64 charactersforthe APASrule to this host(s). Alowed

charactersforName include the follo wing within quo te s: " # %()*+,-./
0123456789:=? @ ABC DEFG HUKIMNO PQ RSTUVWXYZ \\]_ab ¢ de fg hijklmno p q rstuvwx
yz{}~"

SelectDevice Info Selecta connected IAN host orselect Manual Input to enterthe MAC addressofa

clentthatisnotyetconnected and doesnot display in Connec tion Sta tus >
Conne c tivity.

MAC Rule I you selected Manual nput for Select De vice Info, then enterthe LAN host MAC
address here. You can use the wildcard '* fora MAC addressrange. Forexample,
enter 00:13:49:***forall[AN devices from a vendorwith the MAC OUI00:13:49.

Bridge WAN Name Selecta Bridge WAN interface forincoming traffic to apply the rule. You must have
created atleastone Bridge WAN interface in Network Setting > Broadband screen.

Cancel ClickCancelto exit this screen without saving.

OK ClickOKto save yourchanges.

10.9 Technical Reference

This section providessome tec hnicalbackgmwund information about the topicscovered in thischapter.

IANs, WANSs and the Zyxel Device

The actualphysicalconnection determines whetherthe ZyxelDevice portsare JAN or WAN ports. There
are two separate IPnetworks, one inside the JAN network and the otheroutside the WAN networkas
sho wn ne xt.
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Figure 147 IANand WANIP Addresses
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10.9.1 DHCP Se tup

DHCP (Dynamic Host Configuration Potocol, RFC 2131 and RFC 2132) allows individualclientsto obtain
TCP/IP configuration at start-up from a server. You can configure the ZyxelDevice asa DHCP serveror
disable it. When configured asa server, the Zyxel Device provide s the TCP/IP ¢ o nfiguration forthe
clients. f you tum DHCP serwvice off, you must have another DHCP serveron yourIAN, orelse the
computermust be manually configured.

IP Pool Se tup

The ZyxelDevice ispre-configured with a poolofIPaddressesforthe DHCP clients (DHCP Pool). See the
productspecificationsin the appendices. Do notassign static IPaddressesfrom the DHCPpoolto your
IAN computers.

10.9.2 DNS ServerAddresses

DNS(Domain Name System) mapsa domain name to itscomesponding IPaddressand vice versa. The
DNSserverisextremely important because without it, you must know the IPaddressofa computer
before youcanaccessit. The DNSserveraddressesyou enterwhen you set up DHCP are passed to the
client machinesalong with the assigned IPaddress and subnet mask.

There are two waysthatan ISP disseminatesthe DNSserveraddresses.

® The ISP tells you the DNSserveraddresses, usually in the form of an information sheet, when you sign
up. FyourISP gives you DNSserveraddresses, enterthem in the DNS Serverfields in the DHCP Se tup
screen.

* Some ISPschoose to disseminate the DNSserveraddre sse s using the DNS se rve re xte nsio ns o f IPCP (IP
ControlProtocol) afterthe connectionisup. fyourISP did not give you explicit DNSservers, chances
are the DNSserversare conveyed through IPCP negotiation. The ZyxelDevice supports the IPCP DNS
serverextensions through the DNS proxy feature.

Please note that DNSproxy works only when the ISP uses the IPCP DNSserverextensions. k doesnot
meanyoucanleave the DNSserversout ofthe DHCP setup underallcirc umstances. ¥yourISP give s
you explicit DNSservers, make sure that you entertheirIP addressesin the DHCP Setup screen.
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10.9.3 IANTCP/IP

The ZyxelDevice hasbuilt-in DHCP servercapability that assigns IPaddressesand DNSserversto systems
that support DHCP client c apability.

IP Address and Subnet Mask

Similarto the way houseson a street share a common streetname, so too do computerson a TAN share
one common network number.

Where you obtain yournetworknumberdependson yourparticularsituation. fthe ISP oryournetwo rk
administratorassignsyou a blockofregistered IPaddresses, follow theirinstruc tions in selecting the IP
addresses and the subnet mask

Fthe ISPdid notexplicitly give you an IP network number, then most likely you have a single user
accountand the SPwillassign you a dynamic IPaddress when the connection is established. I this is
the case,itisrecommended thatyouselecta network numberfrom 192.168.0.0 to 192.168.255.0 and
you must enable the Network Address Translation (NAT) feature ofthe ZyxelDevice. The Intemet
Assigned NumberAuthority (JANA) reserved thisblockofaddressesspecifically forprivate use;please do
notuse any othernumberunlessyou are told otherwise. Let'ssay you select 192.168.1.0 as the network
number;, which covers 254 individualaddresses, from 192.168.1.1 to 192.168.1.254 (zer and 255 are
reserved). In otherwomnds, the first three numbers specify the network numberwhile the last number
identifies an individualcomputeron that network.

Once youhave decided on the networknumber, pickanIPaddressthatiseasy to emember, for
mstance, 192.168.1.1, foryourZyxel Device, but make sure thatno otherdevice on yournetwo rk is using
thatIP address.

The subnet mask specifiesthe network numberportion ofan IPaddress. YourZyxelDevice willcompute
the subnet mask automatically based on the IPaddressthat youentered. Youdo notneed to change
the subnet maskcomputed by the ZyxelDevice unless you are instructed to do otherwise.

Private IP Addresses

Every machine on the Intemet must have a unique address. Fyournetworksare isolated from the
Intemet, forexample, only between yourtwo branch offices, you can assign any IPaddresses to the
hosts without proble ms. However, the Intemet Assigned Numbers Authority (JANA) hasreserved the
following three blocksofIPaddressesspecifically forprivate netwo rks:

* 10.0.0.0 — 10.255.255.255
e 172.16.0.0 — 172.31.255.255
* 192.168.0.0 — 192.168.255.255

Youcanobtain yourlPaddress from the JANA, from an ISPoritcanbe assigned from a private network.
Fyoubelong to a smallorganization and yourInternetaccessisthrough an ISP, the ISPcan provide you
with the Intemetaddressesforyourlocalnetworks. On the otherhand, iff you are partofa muchlarger
organization, you should consult yournetwork administrator forthe appropriate IPaddresses.

Note: Regardlessofyourparticularsituation, do notcreate an arbitrary IPaddress; always
follow the guidelinesabove. Formore information on address assignment, please refer
to RFC 1597, “Addre ss Alloc ation forPrivate Intemets” and RFC 1466, “Guidelnes for
ManagementofIP Address Space”.
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10.10

Tum on UPnPin Windows 10 Example

This se c tion shows you how to use the UPnP fe ature in Windows 10. UPnP serverisinstalled in Windows 10.
Activate UPnP on the ZyxelDevice by clicking Network Setting > Home Networking > UPnP.

Make sure the computerisconnected to the IAN port ofthe ZyxelDevice. Tum on yourcomputerand
the ZyxelDevice.

Click the startic on, Settings and then Network & Intemet.
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Click Netwoirk and Sharing Center.
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UnderDomain, select Tum on network discovery and clickSave Changes. Networkdiscovery allowsyour
computerto find othercomputersand deviceson the network and othercomputerson the network to
find yourcomputer. Thismakesiteasierto share filesand prnte rs.
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10.10.1 Auto-discoverYourUPnP-enabled Network Device

Before you follow these steps, make sure youaleady have UPnP activated on the ZyxelDevice and in
yourcomputer.

Make sure yourcomputerisconnected to the IAN portofthe ZyxelDevice.

1 Open Fle Explorerand click Netwouk.

2 Right-clickthe ZyxelDevice icon and select Properties.

AX/DX/EE/ EX/PX Series User s Guide

306



Chapter10 Home Netwo king

Figure 148 Network Conne c tions
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3 Inthe Intemet Connection Properties window, c lick Settings to see port mappings.

Figure 149 Intemet Connection Properties
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4 Youmayeditordelete the port mappingsorclick Add to manually add port mappings.
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Figure 150 Intemet Connection Properties: Advanced Settings

Bz Bolinga LS
Soran
Tl LT T T T L T LT R 1.0 [y N P QT B T T e
LEELT]
tedrs mRE

[ ]

Cedetn:

3 ]

Figure 151 IntemetConnection Properties: Advanced Settings: Add
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Note: When the UPnP-enabled device isdisconnected from yourcomputer,allport
mappings wilbe deleted automatic ally.

Click OK Checkthe networkicon on the system tray to see yourlhtemet c onnec tion status.

Figure 152 System Tray kon

T see more detailsabout yourcument Inte met c onnec tion sta tus, rig ht c lic k the networkic on in the
system tray and click Open Network & Inte met settings. Click Network and Sharing Centerand c lick the
Connections.
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10.11

Figure 153 Intemet Connection Status
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Web Configurator Access with UPnP in Windows 10

Follow the stepsbelow to accessthe Web Configurator.

Open File Explorer.

Clic k Ne twork.
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Figure 154
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An icon with the description foreach UPnP-enabled device displays unde rNetwork Infrastruc ture.
Right-clic kthe icon foryourZyxelDevice and select View device webpage. The Web Configuratorlogin
screen displays.

Figure 155 Network Conne c tio ns: Ne tw o rk Infra struc ture
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Right-clic kthe icon foryourZyxelDevice and select Properties. Clic kthe Network Device tab. A window
displays information about the ZyxelDevice.
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Figure 156 Network Conne ctio ns: Ne two rk Infra struc ture: Properties: Example
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CHAPTIER 11
Routing

11.1 Routing Overview

The ZyxelDevice usually usesthe default gateway to route outbound traffic from computerson the TAN
to the ntemet. b have the ZyxelDevice send data to devicesnotreachable through the default
gateway, use static routes.

Forexample, the next figure showsa computer(A) connected to the ZyxelDevice’s IAN interface. The
ZyxelDevic e routes mo st tra ffic from A to the Inte met through the ZyxelDevice’sdefault gateway (R1).
You create one static oute to connectto servicesoffered by yourISPbehind routerR2. You create
anotherstatic route to communicate with a separate networkbehind a routerR3 connected to the
IAN.

Figure 157 Example of Static Routing Topology
A R

e

I

11.2 Configure Static Route

Use thisscreen to view and configure static route rules on the ZyxelDevice. A static route isused to save
time and bandwidth usage when IAN devices within an Intranet are transfeming filesorpackets,
especially when there are more than two Internet connectionsin yourhome oroffice network Click
Network Se tting > Routing to open the Static Route screen.
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Figure 158 Network Setting > Routing > Static Ro ute
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The following table descrbesthe labelsin thisscreen.

Table 86 Network Setting > Routing > Static Route

IABEL DESC RIPTIO N

Add New Sta tic Click this to setup a new static route on the ZyxelDevice.

Route

# This is the numberofan individualstatic route.

Sta tus This field indic ate s whe therthe rule isactive (yellow bub) ornot(gray bul).

Name This is the name of the static route.

De stina tion IP This parameterspecifiesthe Pnetworkaddressofthe finaldestination. Routing isalwaysbased
on network number.

Sub ne t Ma sk/ This parameterspecifiesthe IPnetwork subnet maskofthe finalde stina tion.

Pre fix Ileng th

Gateway Thisisthe IPaddressofthe gateway. The gateway isa routerorswitc h on the same network
segmentasthe device'sIANorWAN port. The gateway helpsforward packetsto their
d e stina tio ns.

Interface This is the WAN interface through whic h the traffic isrouted.

Mo d ify Click the Editicon to go to the screen where youcansetup a static route on the ZyxelDevice.
Click the Delete icon to remove a static route from the ZyxelDevice.

11.2.1 Add orEdit Static Route

Use thisscreen to add oredit a static route. Click Add New Static Route in the Static Route screen, the
following screen appears. Configure the required nformation fora static route.

Note: The Gateway IP Address must be within the range ofthe selected interface in Use
Interface.
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Figure 159 Network Setting > Routing > Static Route > Add New Static Route
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The folowing table describesthe labelsin thisscreen.

Table 87 Network Setting > Routing > Static Route > Add New Static Route

IABEL DESCRIPTION

Ac tive Clic k this switc h to activate static route. Otherwise, click to disable.

Route Name Entera name foryourstatic oute. You can use up to 15 printable charactersexcept["],[ 1, [
"LI<LI>LIA1L[$)[]| 1, [&] or[;] Spacesare allowed.

P Type Selectbetween IPv4 orIPv6. Compared to IPv4, IPv6 (ntemet Protocolversion 6), isdesigned to

enhance IPaddresssize and features. The increase in IPv6 address size to 128 bits (from the 32-
bit IPv4 address) allowsup to 3.4 x 1038 IP addresses. The ZyxelDevice can use IPv4/IPv6 dual
stackto connectto IPv4 and IPv6 networks, and supports IPv6 rapid de ployment (6RD).

De stina tion IP
Address

Thisparameterspecifiesthe IPnetworkaddressofthe finaldestination. Routing isalwaysbased
on network number. Fyou need to specify a moute to a single host, use a subnet maskof
255.255.255.255 in the subnet maskfield to force the networknumberto be identicalto the host
D.

Sub ne t Ma sk

Fyou are using IPv4 and need to specify a route to a single host, use a subnet maskof
255.255.255.255 in the subnet mask field to force the networknumberto be identicalto the host
ID. Enterthe IP subnet mask here.

Note: Thisfield appearsonly when you select IPv4 in the IP Type field.

Pre fix leng th

Fyou are using IPv6, enterthe addressprefixlength to specify how many mo st signific ant bits in
an IPv6 addresscompose the networkaddress.

Note: Thisfield appearsonly when you select IPv6 in the IP Type field.

Use Gateway IP
Address

The gatewayisa routerorswitch on the same networksegment asthe device'sIAN or WAN
port. The gateway helpsforward packetsto theirde stina tio ns.

Clic k thisswitch to enable ordisable the gateway IPaddress. When the switch goesto the right,
the func tion isenabled. Otherwise, it is not.
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Table 87 (continued)Network Setting > Routing > Static Route > Add New Static Route

TABEL DESCRIPIION

Gateway IP Enterthe IPaddressofthe gateway.

Address

UserInterface Selectthe WAN interface you want to use forthis static route.
OK Clic k this to save yourchanges.

Cancel Clic k this to e xit this sc reen without saving.

11.2.1.1 An Example of Adding a Static Route

Inorderto extend your ntranet and controltraffic flowing direc tions, you may connecta muterto the
ZyxelDevice’s IAN. The mutermaybe used to separate two department ne two rks. This tutorial shows
how to configure a static routing rule fortwo network routings.

In the following figure, muterRisconnected to the ZyxelDevice’s ITAN. Rconnec tsto two ne tworks, N1
(192.168.1.x/24) and N2 (192.168.10.x/24). Fyou want to send traffic from computerA (in N1 network) to
computerB (in N2 ne two 1k), the traffic is sent to the Zyxel Device’s WAN default gateway by default. n
thiscase, Bwilneverreceive the traffic.

| [ R e —

v

e e p e oz ]2

-_— .

You need to specify a static routing rule on the ZyxelDevice to specify Rasthe routerin charge of
forwarding traffic to N2. In thiscase, the ZyxelDe vic e route s traffic from A to Rand then Rroute s the

traffic to B.
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This tuto rial use s the following example IP settings:

Table 88 IP Settingsin this Tutoral

DEVICE/ COMPUIER IP ADDRESS
The ZyxelDevice’s WAN 172.16.1.1
The ZyxelDevice’s IAN 192.168.1.1
P Type Pv4

Use Interface Default

A 192.168.1.34
RsN1 192.168.1.253
Rs N2 192.168.10.2
B 192.168.10.33

T configure a static route to route traffic from N1 to N2:

1 Iog into the ZyxelDevice’s Web Configurator.
2 Click Network Setting > Routing .

3 Click Add new Static Route in the Static Route screen.
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4 Configure the Static Route Setup screen using the following settings:

* Click the Active button to enable this static route. When the switch goesto the right, the func tion is
enabled. Enterthe Route Name asR
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e SetIPType to IPv4.
* FEnterthe Destination IP Address 192.168.10.1 and IP SubnetMask 255.255.255.0 forthe destination, N2.

* Clickthe Use Gateway IP Address button to enable this func tion. When the switc h goes to the right,
the function isenabled. Enter192.168.1.253 (Rs N1 address) in the Gateway IP Address field.

e SelectDefaultasthe Use Interface.
e ClckOK

Now Bshould be able to receive traffic from A. You may need to additionally c o nfigure Bsfirrwal
settingsto allow specific traffic to passthrough.

Add Hew Siaofic Roule

11.3 DNS Route

Use thisscreen to view and configure DNSrouteson the ZyxelDevice. A DNSroute entry definesa policy
forthe ZyxelDevice to forward a particularDNSquery to a specific WAN interface. Clic k Network Se tting
> Routing > DNS Route to o pen the DNS Route screen.
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Figure 160 Network Setting > Routing > DNS Ro ute
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The folowing table describesthe labelsin thisscreen.

Table 89 Network Setting > Routing > DNS Ro ute

IABEL DESCRIPIION

Add New DNS Click thisto create a new entry.

Route

# This is the numberofan individual DNSro ute.

Sta tus This field indic ate s whe therthe rule isactive (yellow bub) ornot(gray bul).

Domain Name This is the domain name to which the DNSroute applies.

WAN Interface This is the WAN interface through which the matched DNSrequestisouted.

Sub ne t Ma sk This parameterspecifiesthe IPnetwork subnet mask.

Mo d ify Click the Editicon to c onfigure a DNSroute on the ZyxelDevice.

Click the Delete icon to remove a DNSroute from the ZyxelDevice.

11.3.1 Add orEdit DNS Route

You can manually add the Zyxel Device’s DNSroute entry. Click Add New DNS Route in the DNS Route
screen, use thisscreen to configure the required information fora DNSroute.

Figure 161 Network Setting > Routing > DNSRoute > Add New DNS Ro ute

add New DNS Koule

QK
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The following table descrbesthe labelsin thisscreen.

Table 90 Network Setting > Routing > DNSRoute > Add New DNS Route

IABEL DESCRIPTIO N
Ac tive Enable DNSroute in yourZyxelDevice.
Domain Name Enterthe domain name you wantto resolve. You can use up to 64 alphanumeric (0-9, a-z, A-Z)

characters with hyphens[-]and periods|[. ].

You can use the wildcard character, an “*” (asterisk) asthe left mostpartofa domain name,
such as*example.com. The ZyxelDevice forwards DNSqueresforany domain name ending in
example.com to the WAN interface specified in this ro ute.

Sub ne t Ma sk Enterthe subnet mask ofthe network forwhich to use the DNSroute in dotted decimal
notation, forexample 255.255.255.255.

WAN Interface Selecta WAN interfac e through which the matched DNSquery is se nt. You must have the WAN
interfacesaleady configured in the Broadband screen.

OK Clic k this to save yourchanges.

Cancel Clic k this to e xit this sc reen without saving.

11.4 Policy Route

By default, the ZyxelDevice mutespacketsbased on the shortest path to the destination address. Policy
routesallow you to ovemide the defaultbehaviorand route packetsbased on othercriteria, such asthe
source address. Forexample, you can use policy-based o uting to dire c t tra ffic from specific users
through specific connectionsordistribute traffic acrss multiple pathsforload sharing. Polic y-based
routing isappled to outgoing packetsbefore the default outing rulesare applied.

The Policy Route screen let you view and configure routing policies on the ZyxelDevice. Click Network
Se tting > Routing > Policy Route to open the follo wing screen.

Figure 162 Network Setting > Routing > Policy Route
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The folowing table describesthe labelsin thisscreen.

Table 91 Network Setting > Routing > Policy Route

IABEL DESCRIPTION

Add New Policy | Clickthisto create a new policy forwarding rule.

Route

# This is the inde x numbero fthe entry.

Sta tus This field displays whe therthe DNSm ute isactive ornot. A yellow bulb signifies that this DNSro ute

isactive. A gray bulb signifie s that this DNSroute isnotac tive.
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Table 91 Network Setting > Routing > Policy Route (c ontinued)

IABEL DESCRIPTION

Name This is the name ofthe rule.

Source IP This is the source IPaddress.

Source Subnet This is the source subnet maskaddress.

Mask

Protocol This is the transportlayerprotocol

Source Port This is the source port number.

Source MAC This is the source MAC address.

Source This is the interface from which the matched traffic is sent.
Interface

WAN Interface This is the WAN interfac e through which the traffic is outed.
Mo d ify Clic k the Editicon to edit this policy.

Clickthe Delete icon to remove a policy from the ZyxelDevice. A window displays asking you to
confim thatyou wantto delete the policy.

11.4.1 Add orEdit Policy Route

Click Add New Policy Route in the Policy Route screen orclic kthe Editicon nextto a policy. Use this
screen to configure the required information fora policy route.

Figure 163 Network Setting > Routing > Policy Route: Add orEdit

Add New Folicy Rodule

K
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The following table descrbesthe labelsin thisscreen.

Table 92 Network Setting > Routing > Policy Route: Add orEdit

IABEL DESCRIPTIO N

Ac tive Clic k this switc h to activate thispolicy route. Otherwise, clickto disable.

Route Name Entera descriptive name ofthispolicy moute. Youcan use up to 15 printable charactersexcept|[
"LOULI'LI<LI>LI~ALI$)L0] 1,[&],0or[;]. Spacesare alowed.

Source IP Enterthe source IPaddress.

Address

Source Subnet Enterthe source subnet mask addre ss.

Ma sk

Protocol Selectthe transportlayerprotocol (TCP, UDP, or None).

Source Port Enterthe source port number.

Source MAC Enterthe source MAC address.

Sourc e Interface | Enterthe name ofthe interface from which the matc hed traffic is se nt.
(example:brOor
IAN1 -1IAN4)

WAN Interface Selecta WAN interface through which the traffic is se nt. You must have the WAN interfaces
already configured in the Boadband screens.

Cancel Click Cancelto exit this screen without saving.

OK Click OKto save yourchanges.

11.5 RIPOverview

Ro uting Information Protoc ol (RIP, RFC 1058 and RFC 1389) allo ws the ZyxelDevice to exc hange routing
information with othermuters. T activate RIP forthe WAN interface, select the supported RIP version
and operation.

11.5.1 RIP

Clic k Ne twoik Setting > Routing > RIPto open the RIPscreen. Select the desired RIP version and
operation by clicking the checkbox. T stop RIPon the WAN interface, clearthe c heckbox. Clic k the
Apply button to start orstop RIP and save the configuration.

Figure 164 Network Setting > Routing > RIP
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The following table descrbesthe labelsin thisscreen.

Table 93 Network Setting > Routing > RIP

IABEL DESCRIPIION

# This is the index of the interface in whic h the RIP se tting isused.

Interface This is the name of the interfface in which the RIP se tting is used.

Version The RIP version controls the format and the broadc asting method ofthe RIP packetsthat the

ZyxelDevice sends (itrecognizesboth formats when receiving). RIPv1 is unive rsally supported
but RIPv2 camies more information. RIPvl isprobably adequate formo st ne two rks, unle ss you
have anunusualnetworktopology. When setto Both, the ZyxelDevice wilbroadc ast its outing
table periodically and ncormporate the RIP information thatitreceives

Operation

Select Passive to have the ZyxelDevice update the routing table based on the RIPpackets
received from neighborsbutnotadvertise its route information to otherrouters in thisinterface.

Select Active to have the ZyxelDevice advertise itsroute nformation and also listen forr uting
updates from neighborng routers.

Enable

Selectthe checkboxto activate the settings.

Disable Default

Selectthe checkboxto setthe ZyxelDevice to notsend the route information to the default

Gateway gateway.
Cancel Click Cancelto exitthisscreen without saving.
Apply Click Apply to save yourchangesbackto the ZyxelDevice.
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Quality of Service (QoS)

12.1 QoS Overview

Quality of Service (QoS) refersto both a network’s ability to deliverdata with minimum delay, and the
networking methodsused to controlthe use of bandwidth. Without Qo S, alltraffic data isequally likely
to be dropped when the networkiscongested. Thiscancause a reductionin networkperformance and
make the networkinadequate fortime-crticalapplicationssuch asvideo-on-demand.

Configure QoSon the ZyxelDevice to group and prioritize applic ation traffic and fine-tune ne twork
performance. Setting up QoSinvolve sthese steps:

1 Configure classifiersto sort traffic into differe nt flows.
2 Assign priority and define actionsto be performed fora classified traffic flow.

The ZyxelDevice assignseach packeta priorty and then queuesthe packetaccordingly. Packets
assigned a high priority are processed more quickly than those with low priority if there is conge stion,
allo wing time -se nsitive applicationsto flow more smoothly. Time -se nsitive applicationsinclude both
those thatrequire a ow leveloflatency (delay) and a low levelofjitter(variationsin delay) such as
Voice overIP (VoIP) orlnternet gaming, and those forwhich jitteralone isa problem such as Intemet
radio orstreaming video. There are eight priority levels, with 1 having the highe st p rio rity.

This chaptercontains information about configuring QoSand editing c la ssifie rs.

12.1.1 WhatYou Can Do in this Chapter
* The Generalscreen letsyou enable ordisable QoSand setthe upstream bandwidth (Section 12.3 on
page 325).
* The Queue Setup screen lets you configure QoSqueue assignment (Section 12.9 on page 340).
* The Classification Setup screen letsyou add, editordelete QoSclassifiers (Section 12.5 on page 329).

* The ShaperSetup screen limits outgoing traffic transmission rate on the selected interface (Section
12.6 on page 334).

* The PolicerSetup screen lets you controlinc o ming tra ffic transmission rate and bursts (Section 12.7 on
page 336).

* The Monitorscreen letsyou use any available portto accessany avaiable service from a remo te
WAN device (Section 12.8 on page 339).

12.2 WhatYou Need to Know

The folowing termsand conceptsmay help asyouread through thischapter.
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QoS versus CoS

Qo Sisused to prioritize source-to-de stination traffic flows. Alpacketsin the same flow are given the
same priority. CoS(classofservice)isa wayofmanaging traffic in a networkby grouping simiartypesof
traffic togetherand treating each type asa class. Youcan use CoSto give differe nt prioritie sto diffe rent
packettypes.

CoStechnologiesinclude IEEE802.1p layer2 tagging and DiffServ (Differentiate d Service s or DS). IEEE
802.1p tagging makesuse of3 bitsin the packetheader, while DiffServisa new protocoland definesa
new DSfield, which replacesthe eight-bit HS(Tpe of Service) field in the IPheader.

Thgging and Maxking

Ina QoSclass, youcan configure whetherto add orchange the DSCP (DiffServ Code Point) value, IEEE
802.1p priority leveland VIAN ID numberin a matched packet. When the packet passesthrough a
compatible network, the networking device,such asa backbone switch, can provide spec ific
treatmentorserice based on the tag ormarker.

Tra ffic Shaping

Bursty tra ffic may c ause network congestion. Tra ffic shaping regulatespacketsto be transmitted with a
pre-configured data transmission rate using buffers (orqueues). YourZyxelDevice usesthe Tbken Bucket
algorthm to allow a certain amountoflarge bursts while keeping a limit atthe average rate.

Tra ffic Rate Tra ffic Rate

Tra ffic

Time Time

(Be fore Taffic Shaping) (Afte r Traffic Shaping)

Tia ffic Policing
Taffic policing is the limiting o fthe input oroutput transmission rate ofa classoftraffic on the basisof

user-defined criteria. Traffic policing methods measure traffic fowsagainst user-defined criteria and
identify it as eitherc onforming, exceeding orviolating the critera.

Tra ffic Rate Tra ffic Rate

Time Time

(Be fore Ta ffic Policing) (Afte r Traffic Policing)
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The ZyxelDevice supportsthree incoming traffic metering algorithms: To ke n Buc ke t Fite r ('IBF), Sing le
Rate Two ColorMaker(sfTICM), and Two Rate Two Color Marker (t/ICM). You can specify actions which
are performed on the colored packets. See Section 12.9 on page 340 formore informationon each
metering algorithm.

Stric tly Priority

Stric tly Priority (SP) services queuesbased on priority only. As traffic come sinto the Switc h, tra ffic on the
highe st priority que ue, Q 7 is transmitte d first. When that que ue empties, traffic on the ne xt highe st prio rity
queue, Q6 istransmitted until Q6 emptie s, and then traffic is transmitted on Q5 and so on. Fhigher
priority queuesneverempty, then traffic on lowerpriorty queuesnevergetssent. SPdoesnot
automaticallyadaptto changing netwo 1k re quire me nts.

Weighted Round Robin Schedule (WRR)

Round Robin Sc heduling servicesqueueson a rotating basisand isactivated only when a porthasmore
traffic thanitcan handle. A queue isgivenan amountofbandwidth irespective ofthe incoming tra ffic
on that port. Thisqueue then movesto the backof the list. The next queue isgiven anequalamountof
bandwidth, and then movesto the end ofthe list; and so on, depending on the numberofqueues
being used. This worksin a looping fashion untila queue is empty.

Weighted Round Robin Sc heduling (WRR) uses the same algorithm asrmund obin scheduling, but
servicesqueuesbased on theirpriority and queue weight (the numberyou configure in the queue
Weight field) ratherthan a fixed amountofbandwidth. WRRisactivated only when a port hasmore
traffic thanitcan handle. Queues with largerweights get more service than queues with smaller

weights. This queuing me c hanism is highly efficient in thatit divides any avaiable bandwidth across the
diffe rent tra ffic queuesand retumsto queuesthathave notyetemptied.

12.3 Quality of Service General Settings

Use thisscreen to enable ordisable QoSand setthe upstream bandwidth orassign tra ffic priority. See
Section 12.1 on page 323 formore information.

When one ofthe follo wing situations happens, the c urme nt WAN linkup rate wilbe used instead:

1 WANDManaged Upstream Bandwidth issetto 0

2 WAN Managed Upstream Bandwidth isempty

3 WANManaged Upstream Bandwidth is higherthan the ¢ urrent WAN interfac e linkup rate
Note: Manually defined Qo Sisignored when Upstream Traffic Prority isselected.

No te : Upstre am Traffic Prority automatic ally assigns a traffic priority levelbased on the
selected critera.

Note:Tb have yourQo Ssettings configured in otherQoSscreenstake effect, select None in
the Upstre am Thaffic Prority Assigned by field.

Click Network Setting > QoS> Generalto open the screen asshown next.
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Figure 165 Network> QoS> General
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The following table describesthe labelsin thisscreen.

Table 94 Network Setting > QoS> General

IABEL DESCRIPTIO N

QoS Clic k this switc h to enable Qo Sto improve yournetwork performance.

WAN Managed | Enterthe amountofupstream bandwidth forthe WAN interfacesthatyou wantto allocate using
Upstream QoS.

Bandwidth

The recommendation isto setthisspeed to match the interfaces actualtransmission speed. For
example, set the WAN interfaces speed to 100000 kbpsif yourlntemet connection hasan
upstream transmission speed of 100 Mbps.

Youcan also setthisnumberlowerthan the interfaces actualtransmission speed. This willc ause
the ZyxelDevice to notuse some ofthe inteffaces available bandwidth.

Fyou leave this field blank, the ZyxelDevic e automatically sets thisnumberto be 95% of the
WAN interfaces’ actualupstream transmission speed.

Up stre am T ffic
Prio rity Assigned
by

Selecthow the ZyxelDevice assigns priorties to various upstream traffic flows.

* None: Disablesauto priority mapping and hasthe ZyxelDevice put packetsinto the queues
according to yourclassification rules. Traffic which doesnot match any of the c lassific ation
rulesismapped into the default queue with the lo we st prio rity.

* Fthemet Priority: Automatically assign priority based on the IEEE802.1p priority level

e IPPrecedence: Automatically assign priority based on the first three bits ofthe TOSfield in the
IPheader

e Packetlength: Automatically assign priority based on the packetsize. Smallerpacketsget
higherpriorty since control, signaling, VoIP, ntemet gaming, orotherreal-time packetsare
usually small while largerpackets are usually best effort data packetslike file transfers.

Cancel

Click Cancelto restore yourpreviously saved settings.

Apply

Click Apply to save yourchanges.
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12.4 Queue Setup

Click Network Setting > QoS> Queue Setup to open the screen as shown next.

Use thisscreen to configure Qo Squeue assignmentto decide the priority on WAN or IAN interfaces.
Tra ffic with higherpriority gets through fasterthan those with lowe rprio rity. Lo w-prio rity traffic isdropped
first when the networkiscongested.

Note: Configure the priority levelfora QoS queue from 1 to 8. The smallerthe numberin the
Priority c olumn, the higherthe priority.

Note: ' The comesponding classifierswilbe removed automatically if a queue isdeleted.

Note: Rate imit 0 meansthere isno rate limit on a queue.

Figure 166 Network Setting > QoS> Queue Setup
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Apply

The following table describesthe labelsin thisscreen.

Table 95 Network Setting > QoS> Queue Setup

IABEL

DESCRIPIION

Queue Setting

Selectbetween SP (Stric t Priority), SP+WRR, or WRR (Weighted Round Robin). SP sc hed uling
single s o ut the highest priority queue and ensures allqueued traffic in this que ue is transmitte d
before servicing the lowerpurority queues. WRR sc heduling servicesqueueson a rotating basis
based on theirqueue weight (the numberyou configure in the queue Weightfield. Que ues with
largerweightsget more service than queues with smallerweights. Fyou choose SP+WRR, the first
and second queue willbe SP, and the third and fourth queue wilbe WRR.

# This is the index numberofthe entry.

Sta tus This field displays whetherthe queue isactive ornot. A yellow bub signifie s that this queue is
active. A gray bulb signifies that thisqueue isnotactive.

Name This shows the descriptive name of this queue.

Interface This shows the name ofthe ZyxelDevice’sinterface through whic h traffic in this queue passes.
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Table 95 Network Setting > QoS> Queue Setup (continued)

IABEL DESCRIPTION

Disc ip line This sho ws the discipline ofthe queue. The discipline ischanged according to the optionchosen
in Queue Setting. fyou choose SP, the discipline willbe SP. Fyou c hoose SP+WRR, the discipline
ofthe fist and second queue wilbe SP, and the third and fourth queue wilbe WRR. Fyou
choose WRR, the discipline willbe WRR. Stric t Prio rity sc he duling se rvice s the remaining queues
using WRR.
WRR sc heduling services queueson a otating basisbased on theirqueue weight (the number
you configure in the queue Weight field). Queues with larger weights get more service than
queues with smallerweights.
Note: Queue weightscan only be changed when Weighted Round Robin isselected.

Prio rity This shows the priority o f this que ue. The lowerthe number, the higherthe priorty level

Weight This shows the weight o f this que ue.

Buffer This shows the queue management algorthm used forthis queue.

Management
Queue managementalgorthms determine how the ZyxelDevice should handle packets when
itreceivestoo many (network congestion).

Rate Limit This shows the maximum transmission rate allowed fortraffic on this queue.

Mo d ify Clic k the Editicon to edit the queue.
Click the Delete icon to delete an existing queue. Note that subsequent rules move up by one
when you take this action.

12.4.1 Add a QoS Queue

Click Add New Queue orthe Editicon in the Queue Setup screen to configure a queue.

Figure 167 Network Setting > QoS> Queue Setup > Add New Queue/Edit

Add New Queus
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The following table descrbesthe labelsin thisscreen.

Table 96 Network Setting > QoS> Queue Setup > Add New Queue/Edit

IABEL DESCRIPTION

Ac tive Clic k this switc h to enable the queue.

Name Entera descrptive name forthisqueue. Youcan use up to 32 printable charactersexcept[ "], [
CLIULI<LI>LIALISLI| 1, [&], or[;]. Spacesare alowed.

Interface Select the interface to which thisqueue isapplied.
This field isread-only if you are editing the queue.

Prio rity Select the priority level(from 1 to 8) ofthis queue.
The smallerthe number, the higherthe priorty le vel Traffic assigned to higherpriorty queues
gets through faster while traffic in lowerpriority queuesisdropped if the networkiscongested.

Weight Selectthe weight (from 1 to 8) of this queue.
Ftwo queueshave the same priority level, the ZyxelDevice divide s the bandwidth acrossthe
queuesaccording to theirweights. Queues with largerweights get more bandwidth than
queues with smallerweights.

Buffer This field displays Drop Tail (DT). Drop Tail (DD isa simple queue management algorithm that

Management allowsthe ZyxelDevice bufferto acceptasmanypacketsasitcan untiitis full Once the buffer
is full new packetsthat amve are dropped untilthere isspace in the bufferagain (packetsare
transmitted outofit).

Rate Limit Specify the maximum transmission rate (in Kbps) allowed fortraffic on thisqueue. Fyou enter0
here, thismeansthere'sno rate limit on this queue.

Cancel Click Cancelto exit this sc reen witho ut saving.

OK Click OKto save yourchanges.

12.5 QoS Classific ation Se tup

Use thisscreen to add, editordelete QoSclassifiers. A classifier groups traffic into data flowsaccording
to specific criteria such asthe source address, destination address, source portnumber, destnation port

numberorincoming interfface. Forexample, youcan configure a classifierto select traffic from the

same protocolport (such asTelnet) to form a flow.

You can give differe nt prio ritie s to tra ffic thatthe ZyxelDevice forwards through the WAN interface. Give
high priority to voice and video to make them run more smoo thly. Smilady, give low priority to many

large file downloadsso thatthey do notreduce the quality of otherapplic ations.

Click Network Setting > QoS > Classification Setup to open the following screen.
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Figure 168 Network Setting > QoS> Classific ation Se tup
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The following table descrbesthe labelsin thisscreen.

Table 97 Network Setting > Qo S> Cla ssific ation Se tup

IABEL DESCRIPTION

Add New Clckthisto create a new classifier.

Classification

Order This is the index numberofthe entry. The classifiersare applied in orderoftheirnumberng.

Sta tus This field displays whetherthe classifierisactive ornot. A yellow bulb signifie s that this
classifierisactive. A gray bub signifies that this classifierisnot active.

ClassName This is the name of the classifier.

Classification This shows crite ria specified in this classifier, forexample the interface from which traffic of

Criteria this class should come and the source MAC address of traffic that matches thisclassifier.

DSCP Mark This is the DSCP numberadded to traffic of this classifier.

802.1P Mark This is the IEEE 802.1p priority levelassigned to traffic of thisclassifier.

VIAND Tag This is the VIAN ID numberassigned to traffic of thisclassifier.

To Queue This is the name ofthe queue in whic h traffic of this c la ssifie ris p ut.

Mo d ify Clic k the Edit ic on to edit the classifier.

Clickthe Delete icon to delete an existing classifier. Note that subsequentrulesmove up by
one when you take thisac tion.

12.5.1 Add orEdit QoS Class

Click Add New Classification in the Classification Setup screen orthe Editicon nextto a classifierto open
the following screen.
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Figure 169 Network Setting > QoS> Classific ation Setup > Add New Classific ation/Edit: Step 1
Add New Classification
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Figure 170 Network Setting > QoS> Classific ation Setup > Add New Classific a tion/ Edit: Ste p 2
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Figure 171 Network Setting > QoS> Classific ation Setup > Add New Classific a tion/Edit: Step 3

iepd: Focke! Modiic aion

Figure 172 Network Setting > QoS> Classific ation Setup > Add New Classific a tion/Edit: Step4

Step4d: Class Roufing

[i1i 1k LTRTET R -

Figure 173 Network Setting > QoS> Classific ation Setup > Add New Classific a tion/Edit: Step5

theps: Outgoing Gueuvs Leleciion

2K

The folowing table describesthe labelsin thisscreen.

Table 98 Network Setting > QoS> Classific ation Setup > Add New Cla ssific a tion/ Ed it

IABEL

DESCRIPIION

Ste p 1: Class Configuration

Ac tive Clic k this switch to enable the classifier.

ClassName Entera descriptive name forthisclass. Youcan use up to 32 printable charactersexcept["],[°
LIU'LI<LI>LIALI$),[] 1, [&],0or[;].Spacesare alowed.

Classification Select an existing numberforwhere you want to put this classifierto move the classifierto the

Order numberyou selected afterclic king Apply.

Select Lastto put thisrule in the back ofthe c lassifier list.

Ste p2: Criteria C o nfig ura tion

Basic
So urc e
Address Selectthe checkbox and enterthe source IPaddressin dotted decimalnotation. A blank
source IPaddressmeansany source IPaddress.
Port Range Fyouselect TCPorUDPin the IPProtocol field, select the checkboxand enterthe port numbers
ofthe source.
MAC Selectthe checkbox and enterthe source MAC addressofthe packet.
MAC Mask Enterthe mask forthe specified MAC addressto determine which bitsa packet's MAC address
should mate h.
Enter“f” foreach bitofthe specified source MAC addressthatthe traffic’s MAC addressshould
match. Enter“0” forthe bits ofthe matched traffic’s MAC address, whichcan be ofany
hexadecimalcharacters. Forexample, if you set the MAC addressto 00:13:49:00:00:00 and the
mask to ff:ff:ff:00:00:00, a packet with a MAC address0f00:13:49:12:34:56 matc hes this c riteria .
Exclude Selectthisoption to exclude the packetsthat match the specified criteria from this classifier.
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Table 98 Netwo

1k Setting > QoS> Classific ation Setup > Add New Cla ssific a tion/ Edit (c ontinued)

IABEL

DESCRIPIION

De stina tion

Address Selectthe checkbox and enterthe source IPaddressin dotted decimalnotation. A blank
source IPaddressmeansany source IPaddress.
Port Range Fyouselect TCTPorUDPin the IPProtocol field, select the checkboxand enterthe port numbers
ofthe source.
MAC Selectthe checkbox and enterthe source MAC addressofthe packet.
MAC Mask Enterthe mask forthe specified MAC addressto determine which bitsa packet's MAC address
should mate h.
Enter“f” foreachbitof the specified source MAC addressthat the traffic’s MAC addressshould
match. Enter“0” forthe bits ofthe matched traffic’s MAC address, whichcan be of any
hexadecimalcharacters. Forexample, if you set the MAC addressto 00:13:49:00:00:00 and the
mask to ff:ff:ff:00:00:00, a packet with a MAC address0f00:13:49:12:34:56 matc hes this c riteria .
Exclude Selectthisoption to exclude the packetsthat match the specified criteria from this classifier.
Others
DHCP This field is avaiable only when you selec t IPin the BtherType field.
Selectthisoption and selecta DHCP option.
Fyouselect VendorClass ID (DHCP Option 60), enterthe VendorClass dentifier(Option 60) of
the matched traffic, such asthe type ofthe hardware orfimware.
Fyouselect ClientID (DHCP Option 61), enterthe Identity Asso ciation IDe ntifier (JAD Option 61)
ofthe matched traffic, such asthe MAC addressofthe device.
Fyouselect UserClass ID (DHCP Option 77), entera string that ide ntifies the userscategoryor
application type in the matched DHCP packets.
Fyouselect VendorSpecific Info (DHCP Option 125), enterthe vendorspecific information of
the matched traffic, such asthe productclass, modelname, and serialnumberofthe device.
IPPacket This field is avaiable only when you selec t IPin the BtherType field.
Iength
Selectthisoption and enterthe minimum and maximum packetlength (from 46 to 1500) in the
fieldsprovided.
802.1P This field is available only when you select802.1Q in the FtherType field.
Selectthisoption and selecta priority level(between 0 and 7) from the drop-down listbox.
"0"isthe lowest priority leveland "7"is the highe st.
VIAN D This field is available only when you select802.1Q in the EtherType field.
Selectthisoption and specify a VIAN ID number.
TCP ACK This field is avaiable only when you selec t IPin the BtherType field.
Fyouselectthisoption, the matched TCP packets must contain the ACK(Acknowledge) flag.
Exclude Selectthisoption to exclude the packetsthat match the specified criteria from this classifier.

Ste p3: Pac ket Mo

d ific a tion

DSCP Mark

This field is avaiable only when you selec t IPin the BtherType field.

Fyouselect Remark, entera DSCP value with whic h the ZyxelDevice replacesthe DSCP field in
the packets.

Fyouselect Unchange, the ZyxelDevice keep the DSCP field in the packets.
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Table 98 Network Setting > QoS> Classific ation Setup > Add New Cla ssific a tion/ Edit (c ontinued)

IABEL DESCRIPIION

VIAND Tag Fyouselect Remark, entera VIAN ID numberwith which the ZyxelDevice replacesthe VIAN ID
ofthe frames.

Fyouselect Remove, the ZyxelDevice deletesthe VIAN ID ofthe framesbefore forwarding
them out.

Fyouselect Add, the ZyxelDevice treatallmatched traffic untagged and add a second VIAN
D.

Fyouselect Unchange, the ZyxelDevice keep the VIAN ID in the packets.

802.1P Mark Select a priority level with whic h the ZyxelDevice replacesthe IEEE802.1p priority field in the
packets.

Fyouselect Unchange, the ZyxelDevice keep the 802.1p priority field in the packets.

Ste p4: Class Routing

Forward to Selecta WAN interfac e through whic h traffic ofthisclasswilbe forwarded out. Fyou select
Interface Unchange, the ZyxelDevice forward traffic of thisclassaccording to the default routing table.

Ste p5: Outgoing Queue Selection

T Queue Index | Selecta queue thatappliesto thisclass.

You should have configured a queue in the Queue Setup screen already.

Cancel Click Cancelto exit this sc reen without saving any c hanges.

OK Click OKto save yourchanges.

12.6 QoS Shaper Setup

This screen lets you use the token bucketalgorithm to allow a certain amountoflarge bursts of tra ffic
while keeping most outgoing traffic atthe average rate. Click Network Setting > QoS > Shaper Se tup.
The screen appears asshown.

Figure 174 Network Setting > QoS> Shaper Setup

QoS

L e Sabup
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The following table descrbesthe labelsin thisscreen.

Table 99 Network Setting > QoS> Shaper Setup

IABEL DESCRIPIION

Add New Click thisto create a new entry.

Shaper

# This is the inde x numberofthe entry.

Sta tus This field displays whetherthe shaperisactive ornot. A yellow bub signifiesthat thispoliceris
active. A gray bulb signifies that thisshaperisnotactive.

Interface This shows the name ofthe ZyxelDevice'sinterface through which traffic in thisshaperapplies.

Rate Limit This shows the average rate limit o f tra ffic b ursts forthis shaper.

Mo d ify Clic k the Editicon to edit the shaper.

Click the Delete icon to delete an existing shaper. Note that subsequentrulesmove up by one
when you take thisaction.

12.6.1 Add orEdita QoS Shaper

Click Add New Shaperin the ShaperSetup screen orthe Editicon nextto a shaperto show the follo wing
screen.

Figure 175 Network Setting > QoS> ShaperSetup > Add New Shaper Edit

Add New Shaper

QK

The folowing table describesthe labelsin thisscreen.

Table 100 Network Setting > QoS> ShaperSetup > Add New Shaper Edit

IABEL DESCRIPIION

Ac tive Clic k this switc h to enable the shaper.

Interface Selecta ZyxelDevice'sinterface through which traffic in thisshaperapples.
Rate Limit Enterthe average rate limit of tra ffic bursts forthis shaper.

Cancel Click Cancelto exit this sc reen without saving any c hanges.

OK Click OKto save yourchanges.
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12.7 QoS Policer Se tup

Use thisscreen to view QoSpolicersthatallow you to limit the transmission rate ofinc oming traffic and
applyactions,suchasdrp, pass, ormodify, to the DSCP value ofmatched traffic. Clic k Ne twork Se tting
> QoS> PolicerSetup. The screen appears asshown.

Figure 176 Network Setting > QoS> Policer Setup

Qos
P ol ar §atiap
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The following table describesthe labelsin thisscreen.
Table 101 Network Setting > QoS> Policer Se tup
IABEL DESCRIPIION
Add New Click thisto create a new entry.
Policer
# This is the inde x numberofthe entry.
Sta tus This field displays whetherthe policerisactive ornot. A yellow bub signifies that thispoliceris
active. A gray bulb signifies thatthispolicerisnot ac tive.
Name This field displaysthe descriptive name ofthispolicer.
Regulated This field displays the name ofa QoSclassifier
Classes
Meterpe This field displays the type of Qo Smetering algorithm used in thispolicer.
Rule These are the ratesand burst size s against whic h the policerchecks the traffic ofthe member
QoSclasses.
Action This shows how the policerhasthe ZyxelDevice treat different types oftraffic belonging to the

policersmemberQoSclasses.

Mo d ify Clic k the Editicon to edit the policer.

Click the Delete icon to delete an existing policer. Note that subsequentrulesmove up by one
when you take thisaction.

12.7.1 Add orEdita QoS Policer

Click Add New Policerin the PolicerSetup screen orthe Editicon nextto a policerto show the following
screen.
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Figure 177 Network Setting > QoS> Policer Setup > Add New Police vV Edit

@os Policer Configurafion
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The folowing table describesthe labelsin thisscreen.

Table 102 Network Setting > QoS> PolicerSetup > Add New Policer/ Edit

IABEL DESCRIPTION
Ac tive Clic k this switc h to enable the policer.
Name Entera descriptive name forthispolicer. Youcan use up to 16 printable charactersexcept[ "], [

CLILI<LI>LIALI$L0] 1, [&],0or[;]. Spacesare alowed.
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Table 102 Network Setting > QoS> PolicerSetup > Add New Policer/ Edit (c o ntinued)

IABEL

DESCRIPIION

Meterpe

This shows the traffic metering algorithm used in thispolicer.

The Simple Token Bucketalgorithm usestokensin a bucketto controlwhen traffic canbe
transmitted. Fach tokenrepresentsone byte. The algorithm allowsburstsofup to b byteswhich is
also the bucket size.

The Single Rate Three ColorMarker (sfICM) isbased on the token bucket fiterand id e ntifie s
packetsby comparing them to the Committed hformation Rate (CIR), the Committe d Burst Size
(CBS) and the Exc e ss Burst Size (EBS).

The Two Rate Three ColorMarker (trICM) isbased on the token bucket filterand id e ntifie s
packetsby comparing them to the Committed Information Rate (CIR) and the Pe ak Information
Rate (PIR).

Committed
Rate

Specify the committed rate. When the incoming traffic rate ofthe memberQoSclassesisless
than the committed rate, the device appliesthe conforming action to the traffic.

Committed
Burst Size

Specify the committe d burst size forpacket bursts. This must be equalto orlessthan the peak
burst size (two rate three color) orexce ssburst size (single rate three color) ifitisalso configured.

This is the maximum size o fthe (first) token bucketin a traffic metering algorithm.

Exc e ss Burst Size

Specify the additonalamount of bytesthatare admitted atthe committed rate besides the
committe d b urst size .

This is the maximum size ofthe second token buc ket in the srTC M.

This field isonly avaiable when you select Single Rate Three Colorin the MeterType field.

Peak Rate Specify the maximum rate at which packetsare admitted to the network.
The peakrate should be greaterthan orequalto the committed rate. Thisis to specify how
many bytesoftokensare added to the second bucketevery second in the t‘ICM.
This field isonly avaiable when youselect Two Rate Three Colorin the MeterType field.

Pe a k Burst Size Specify the maximum amountofbytesthat are admitted at the committed rate.

This is the maximum size ofthe second token buc ket in the t*ITC M.

This field isonly avaiable when youselect Two Rate Three Colorin the MeterType field.

Conforming

Specify what the ZyxelDevice doesforpackets within the c ommitted rate and burst size (green-

Action marked packets).
® Pass: Send the packets without mo dific a tion.
e DSCPMark: Change the DSCPmarkvalue of the packets. Enterthe DSCP mark value to use.
Partial Specify the action that the ZyxelDevice takeson yelow-marked packets.
Conforming
Action Select Pass to forward the packets.
Select Drop to disc ard the packets.
Select DSCPMark to assign a specified DSCPnumber(between 0 and 63) to the packetsand
forward them. The packetsare dropped if there iscongestion on the network
This field isonly avaiable when you select Single/ Two Rate Three Colorin the MeterType field.
Non- Specify what the ZyxelDevice doesforpacketsthatexceed the excessburstsize orpeakrate
Conforming and burst size (red-marked pac ke ts).
Action

e Drop: Discard the packets.

e DSCPMark: Change the DSCPmarkvalue ofthe packets. Enterthe DSCP markvalue to use.
The packetsmaybe dropped ifthere iscongestion on the network.

Regulated Classes Member Se tting
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Table 102 Network Setting > QoS> PolicerSetup > Add New Policer/ Edit (c o ntinued)

IABEL DESCRIPIION

Available Class | Selecta QoSclassifierto apply thisQoSpolicerto traffic that matchesthe QoSclassifier.

Selected Class Highlight a Qo Sclassifierin the Available Class box and use the > button to move it to the
Selected Class box.

T remove a QoSclassifier from the Selected Class box, selectitand use the < button.

Cancel Click Cancelto exit this sc reen without saving any c hanges.

OK Click OKto save yourchanges.

12.8 QoS Monitor

T view the ZyxelDevice’s QoS packet statistic s, ¢ lic k Network Se tting > QoS > Monitor. The screen
appearsasshown.

Figure 178 Network Setting > QoS> Monitor
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The following table describesthe labelsin thisscreen.

Table 103 Network Setting > QoS> Monitor
IABEL DESCRIPTIO N

Re fresh Interval Selecthow often you want the Zyxel Device to update thisscreen. Select None to
sto p refreshing

Interface Monitor

# This is the inde x numbero fthe entry.
Name This sho ws the name ofthe interface on the ZyxelDevice.
PassRate (bps) This shows how many packetsforwarded to thisinterface are transmitted

suc c e ssfully.

Drop Rate (bps) This shows how many packetsforwarded to thisinterfface are dropped.

Queue Monitor

# This is the inde x numberofthe entry.

Name This sho ws the name ofthe queue.
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Table 103 Network Setting > QoS> Mo nitor(c o ntinued)

IABEL DESCRIPTIO N
PassRate (bps) This shows how many packetsassigned to thisqueue are transmitted suc c e ssfully.
Drop Rate (bps) This shows how many packetsassigned to thisqueue are dropped.

12.9 Technical Reference

The following section contains additionaltechnicalinformation about the ZyxelDevice features
descrbed in thischapter.

IEEE 802.1Q Tag

The IEEE802.1Q standard definesan explicit VIAN tag in the MAC headerto identify the VIAN
membership ofa frame acrossbridges. A VIAN tag includes the 12-bit VIAN ID and 3-bit user prority.
The VIANID associatesa frame with a specific VIAN and provide sthe information thatdevicesneed to
processthe frame acrssthe network.

IEEE 802.1p specifie sthe userprority field and definesup to eight separate traffic types. The follo wing
table descrbesthe traffic typesdefined in the IEEE 802.1d standard (which incomporatesthe 802.1p).

Table 104 IEEE802.1p Priority Ie veland Taffic Type

PRIORITY IEVEL | TRAFFIC TYPE

Ievel? Typically used fornetworkcontroltraffic such asrouterconfiguration messages.

Ievel6 Typically used forvoice traffic thatisespecially sensitive to jitte r (jitte ris the varationsin delay).

Ievel5 Typically used forvideo thatconsumeshigh bandwidth and is sensitive to jitter.

Ievel4d Typically used forcontrolled load, latency-sensitive traffic such as SNA (Systems Ne two rk
Arc hite c ture ) transac tio ns.

Ievel3 Typically used for“excellenteffort” orbetterthan best effort and would include important
busine ss tra ffic thatcan tolerate some delay.

Ievel2 Thisis for“spare bandwidth”.

Ievell Thisis typic ally used fornon-crtical“bac kground” traffic such asbulktransfersthatare allowed

but that should notaffect otherapplications and users.

IevelO Typically used forbe st-e ffo 1t traffic .

DiffSe rv

Qo Sisused to prioritize source-to-de stination traffic flows. Alpacketsin the flow are given the same
priority. Youcanuse CoS(classofservice) to give different prioritie sto different packettypes.

DiffSe rv (Differe ntiated Services)isa classofservice (CoS) modelthat markspacketsso thatthey
receive specific perhop treatmentat DiffServ-compliantnetworkdevicesalong the route based on the
application typesand traffic flow. Packets are marked with DiffServ Code Points (DSCPs) indic ating the
levelofservice desired. This allo ws the intermediary DiffServ-complant networkdevicesto handle the
packets differently depending on the code points without the need to negotiate pathsorremember
state mformation forevery flow. In addition, applicationsdo not have to requesta particularservice or
give advanced notice of where the traffic isgoing.
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DSCP and Per-Hop Behavior

DiffServ de fines a new Differentiated Service s(DS) field to replace the Type of Service (TOS) field in the IP
header. The DSfield containsa 2-bit unused field and a 6-bit DSCP field which can define up to 64
service levels. The following fig ure illustrate s the DSfield.

DSCPisbackward compatble with the three precedence bitsin the ThSoctet so that non-DiffServ
complant, hSenabled networkdevice wilnot ¢ onflict with the DSCPmapping.

DSCP (6 bits) Unused (2 bits)

The DSCP value determines the forwarding behavior, the PHB(Per-Hop Behavior), thateach packet
getsacrossthe DiffServ network. Based on the marking rule, different kindsoftraffic canbe marked for
different kindsofforwarding. Resourcescan thenbe allocated according to the DSCP values and the
configured policies.

IPPrecedence

Similarto IEEE802.1p priortization atlayer-2,youcan use IPprecedence to priortize packetsin a layer3
network IPprecedence usesthree bitsofthe eight-bit ' S(Type of Service) field in the IPheader. There
are eightclassesofservices (ranging from zero to seven) in IPprecedence. Zer is the lo we st prio rity
leveland seven is the highest.

Automatic Priority Queue Assignment

Fyouenable QoSon the ZyxelDevice, the ZyxelDevice can automatically base on the IEEE 802.1p
priority level, IP precedence and/orpacketlength to assign priority to traffic which doesnot match a
class.

The following table showsyouthe intemallayer2 and layer-3 QoSmapping on the ZyxelDevice. On the
ZyxelDevic e, traffic assigned to higherpriority queues gets through faster while traffic in lowerindex
queuesisdropped ifthe networkiscongested.

Table 105 Intemallayer2 and Iayer3 QoSMapping

IAYER 2 IAYER 3
Quwe |BEmtRiEE s e IP PACKET IENG'TH
PRIO RITY)
0 1 0 000000
1 2
2 0 0 000000 >1100
3 3 1 001110 250 — 1100
001100
001010
001000
4 4 2 010110
010100
010010
010000
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Table 105 Intemallayer2 and Iayer3 QoSMapping (continued)

IAYER 2 IAYER 3
QUEE Tt ms@ | IP PACKETTENG TH
PRIO RITY)
5 5 3 011110 <250
011100
011010
011000
6 6 4 100110
100100
100010
100000
5 101110
101000
7 7 6 110000
7 111000

Token Bucket

The token bucket algorithm usestokensin a bucketto controlwhen traffic can be transmitted. The
bucket storestokens,each of which representsone byte. The algorithm alowsburstsofup to b bytes
which isalso the bucket size, so the bucketcan hold up to b tokens. hbkensare generated and added
into the bucketata constantrate. The follb wing shows how tokens work with packe ts:

* Apacketcanbe transmitted if the numberoftokensin the bucketisequalto orgreaterthan the size
ofthe packet (in bytes).

e Aftera packetistransmitted, a numberoftokenscoresponding to the packet size isremoved from
the bucket.

e Ifthere are no tokensin the bucket, the ZyxelDevice stopstransmitting untidenough tokens are
generated.

e Fnotenough tokensare available, the ZyxelDevice treatsthe packetin eitherone ofthe follo wing
ways:

In traffic shaping:

* Holdsitin the queue untilenough tokensare avaiable in the bucket.

In traffic policing:

* Dropsit.

* Transmitsitbutaddsa DSCPmark. The ZyxelDevice may drop these marked packetsifthe network

isoveroaded.

Configure the bucket size to be equalto orlessthan the amountofthe bandwidth that the interface
cansupport. tdoesnothelp ifyousetitto a bucketsize overthe interfface’scapability. The smallerthe
bucket size, the lowerthe data transmission rate and that may cause outgoing packetsto be dropped.
Alargertransmission rate requiresa big bucketsize. Forexample, use a bucketsize of 10 kbytesto get
the transmission rate up to 10 Mbps.
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Single Rate Three ColorMaxker

The Single Rate Three ColorMarker(sfICM, defined in RFC 2697) isa type oftraffic policing thatidentifies
packetsby comparing them to one userdefined rate, the Committed Information Rate (CIR), and two
burst size s: the Committed Burst Size (CBS) and Exc e ss Burst Size (EBS).

The sfICM evaluatesincoming packets and marksthem with one ofthree colors which referto packet
loss priority le vels. High packetloss priority levelisreferred to asred, medium isrefemed to asyellow and
low isreferred to asgreen.

The sfICM isbased on the token bucket filterand hastwo token buckets (CBSand EBS). Tokens are
generated and added into the bucketata constantrate,called Committed Information Rate (CIR).
When the first buc ket (CBS) is full, ne w tokens o verflow into the se cond buc ke t (EBS).

Allpacketsare evaluated against the CBS. fa packetdoesnotexceed the CBSitismarked green.
Otherwise itisevaluated against the EBS. fitisbelow the EBSthen itismarked yellow. Ifit e xcee ds the
EBSthenitismarked red.

The following shows how tokens work with incoming packetsin sfTC M:

* Apacketamves. The packetismarked green and can be transmitted if the numberoftokensin the
CBSbucketisequalto orgreaterthan the size ofthe packet (in b yte s).

* Aftera packetistransmitted, a numberoftokenscoresponding to the packet size isremoved from
the CBSbucket.

e Ifthere are notenough tokensin the CBSbucket, the ZyxelDevice checksthe EBSbucket. The packet
ismarked yellow if there are sufficient tokensin the EBSbucket. Otherwise, the packetismarked red.
No tokensare removed ifthe packetisdropped.

Two Rate Three ColorMarker

The Two Rate Three ColorMarker (trICM, defined in RFC 2698) isa type of traffic policing that id e ntifie s
packetsby comparing them to two user-defined rates: the Committed Information Rate (CIR) and the
Peak nformation Rate (PIR). The CIR specifiesthe average rate at which packetsare admitted to the
network The PRisgreaterthan orequalto the CIR. CIRand PIRvaluesare based on the guaranteed
and maximum bandwidth respectively asnegotiated between a service providerand c lient.

The trIlCM evaluatesincoming packetsand marksthem with one ofthree colors which referto packet
loss priority le vels. High packetloss priority levelisreferred to asred, medium isrefemed to asyellow and
low isreferred to asgreen.

The trIlCM isbased on the token bucket fiterand hastwo token buckets (Committed Burst Size (CBS)
and Pe ak Burst Size (PBS)). Tokensare generated and added into the two bucketsatthe CIRand PR
respectively.

Allpacketsare evaluated against the PIR. fa packetexceedsthe PRitismarked red. Otherwise it is
evaluated againstthe CIR. Fitexceedsthe CIRthen itismarked yellow. Finally, ifitisbelow the CIRthen
tismarked green.

The following shows how tokens work with incoming packetsin t/IC M:
* Apacketamives. fthe numberoftokensin the PBSbucketislessthan the size ofthe packet (in bytes),

the packetismarked red and maybe dropped regardlessofthe CBSbucket. No tokensare removed
if the packetisdropped.
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e Ifthe PBSbucket hasenough tokens, the ZyxelDevice checksthe CBSbucket. The packetismarked
green and can be transmitted if the numberoftokensin the CBSbucketisequalto orgreaterthan
the size ofthe packet (in bytes). Otherwise, the packetismarked yellow.
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Network Address Tianslation

(NAD

13.1 NATOverview

NAT(Network Address Translation — NAT, RFC 1631) is the translation ofthe IPaddressofa hostin a
packet, forexample, the source addressofan outgoing packet, used within one network to a different
IP addre ss kno wn within ano therne two rk.

13.1.1 WhatYou Can Do in this Chapter

Use the Port Forwarding screen to configure forward incoming service requests to the servers on your
localnetwork (Section 13.2 on page 346).

Use the Port iggering screen to add and configure the ZyxelDevice’s triggerport se tting s (Se c tion
13.3 0on page 349).

Use the DMZscreen to configure a default server(Section 13.4 on page 353).
Use the AIG screen to enable ordisable the SIP ALG (Section 13.5 0n page 353).

Use the Address Mapping screen to enable and disable the NATAddre ss Mapping in the ZyxelDevic e
(Section 13.6 on page 355).

Use the Sessions screen to limit the numberofconcument NATsessionseach clientcan use (Section
13.7on page 357).

Use the Port Contiol Protocolscreen to configure incoming traffic fordevicesbehind the ZyxelDevice
(Section 13.8 onpage 357).

13.1.2 WhatYou Need To Know

The following termsand conceptsmay help asyouread thischapter.

Inside/Outside and Global/ Iocal

Inside/outside denotes where a hostislocated relative to the ZyxelDevice, forexample, the computers
of yoursubscrbers are the inside hosts, while the web servers on the Internet are the outside ho sts.

Globallocaldenotesthe IPaddressofa hostina packetasthe packettraversesa router, forexample,
the localaddressrefersto the IPaddressofa host when the packetisin the localnetwork, while the
globaladdressrefersto the IPaddress of the host when the same packetistraveling in the WAN side.

NAT

In the simplest form, NATchangesthe source IPaddressin a packetreceived from a subscriber(the
inside localaddress) to another(the inside globaladdress) before forwarding the packetto the WAN
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side. When the response comesback, NATtranslates the destination addre ss (the inside globaladdress)
backto the inside localaddressbefore forwarding it to the originalinside ho st.

Port Forwarding

Aportforwarding setisa listofinside (behind NATon the IAN) servers, forexample, web orFIP, that you
can make visble to the outside word even though NATmakesyourwhole inside networkappearasa
single computerto the outside word.

13.2 Port Forwarding

Use Port Forwarding to forward incoming service requests from the Inte met to the serverson yourlocal
network Port forwarding iscommonly used when you want to host online gaming, P2P file sharng, or
otherserverson yournetwo rk.

You may entera single port numberora range of port numbersto be forwarded, and the locallP
addressofthe desired server. The portnumberidentifiesa service; forexample, web service ison port 80
and FIPon port 21. n some cases, such asforunknown servicesorwhere one servercan support more
than one service (forexample both FIPand web service), it mightbe betterto specify a range of port
numbers. Youcanalocate a serverIPaddressthatcomespondsto a portora range of ports. Please
referto RFC 1700 forfurtherinformation about port numbers.

Note: Many residentialbroadband ISPaccountsdo notallow you to run any serverprocesses
(suchasa Web orFIPserver) from yourlocation. YourSPmay perodically checkfor
serversand may suspend youraccountifit discoversany active servicesat your
location. Fyou are unsure, referto yourISP.

Configure Servers Be hind Port Forwarding (Example)

Iet'ssay you want to assign ports 21-25 to one FIP, ’elnet and SMTP server (A in the example), port 80 to
another(Bin the example), a defaultserverIPaddressof 192.168.1.35 to a third (C in the example), and
adefaultserverIPaddress0f192.168.1.36 to a fourth (Din the example). You assign the IJANIPaddresses
and the ISP assignsthe WAN IPaddress. The NATnetworkappearsasa single host on the Inte met.

Figure 179 Multiple Servers Behind NATExample
A=153 168 133.33

LAN

- 192.168.123.1 WAN

B=152.160. 133.14

C=182.188. 732,35
[P Address assigned by ISP

-
D=192.160,123.36
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13.2.1 Port Forwarding
Click Network Setting > NATto open the Port Forwarding screen.
Note: TCPport 7547 isreserved forsystem use.

Figure 180 Network Setting > NAT> Port Forwarding
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The following table descrbesthe fieldsin this sc reen.

Table 106 Network Setting > NAT> Port Forwarding

IABEL DESCRIPIION

Add New Rule Clickthisto add a new port forwarding rule.

# This is the index numberofthe entry.

Sta tus This field indic ate s whe therthe rule isactive ornot.

A yellow bub signifies that thisrule isactive. A gray bulb signifies that this rule isnot ac tive.

Service Name This is the service’sname. This shows UserDe fined if you manually added a service. Youcan

change thisby clicking the editicon.

Originating IP This is the source’sIP addre ss.

WAN Interface Selectthe WAN interface forwhich to c onfigure NATport forwarding rules.

ServerIP Address This is the serversIPaddress.

Sta 1t Po 1t This is the first extemalport numberthatidentifiesa service.

End Port This is the last extemalport numberthatidentifiesa service.

Transla tion Start This is the fist ntemalport numberthatidentifiesa service.

Port

Transla tion End This is the last intemalport numberthatidentifiesa serwice.

Port

Protocol This field displays the protoc ol (TCP, UDP, TC P+UDP) used to transport the packetsforwhich
you wantto apply the rule.

Mo d ify Click the Editicon to edit the port forwarding rule.

Click the Delete icon to delete an existing port forwarding rule. Note that subsequent address
mapping rulesmove up by one when you take thisac tion.

13.2.2 Add orEdit Port Forwarding

Create oredita portforwarding rule. Specify eithera portora range of ports,a serverIPaddress, and a
protocolto configure a port forwarding rule. Click Add New Rule in the Port Forwarding screen orthe Edit
icon nextto an existing rule to open the following screen.
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Figure 181 Network Setting > NAT> Port Forwarding: Add orEdit
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Note: T configure port forwarding, youneed to have the same configurationsin the Start
Port, End Port, Translation Start Port, and Translation End Port field s.
T configure porttranslation, you need to have different c onfigurationsin the Start Port,
End Port, Transla tion Start Port, and Translation End Port field s.
Here isan example to configure port translation. Configure Start Portto 100, End Port to
120, Translation Start Port to 200, and Translation End Port to 220.

Note: TCPport 7547 isreserved forsystem use.

The folowing table describesthe labelsin thisscreen.

Table 107 Network Setting > NAT> Port Forwarding: Add orEdit

IABEL

DESCRIPIION

Ac tive

Click to tum the port forwarding rule on oroff.

Service Name

Entera name forthe serice to forward. You can use up to 256 printable charactersexcept["
LUDLIU'LI<LI>LIALI$SLI| L[&]1,or[;]. Spacesare alowed.

WAN Interface

Selectthe WAN interface forwhich to c onfigure NATport forwarding rules.
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Table 107 Network Setting > NAT> Port Forwarding: Add orEdit (c ontinued)

IABEL DESCRIPTIO N

Sta 1t Po 1t Configure thisfora user-defined entry. Enterthe originaldestination port forthe packets.
To forward only one port, enterthe port numberagain in the End Port field.
To forward a seriesof ports, enterthe start port numberhere and the end port numberin the
End Port field.

End Port Configure thisfora user-defined entry. Enterthe last port ofthe originaldestination port range.

To forward only one port, enterthe port numberin the Start Portfield above and then enterit
again in this field.

To forward a seriesof ports, enterthe last port numberin a seriesthatbegins with the port
numberin the Start Portfield above.

Translation Start
Port

Configure thisfora user-defined entry. This shows the port numberto which you want the Zyxel
Device to translate the incoming port. Fora range ofports, enterthe first numberofthe range
to which you want the incoming portstranslated.

Tanslation End Configure thisfora user-defined entry. This showsthe last port of the translated portrange.
Port

ServerIP Address | Enterthe inside IPaddressofthe vitualserverhere.

Configure Click the Enable checkbox to enterthe source IPin the next field.

Orginating IP

Originating IP Enterthe source IPaddress here.

Protocol Selectthe protocolsupported by this vitualserver. Choices are TCP, UDP, or TC P/ UDP.

OK Click thisto save yourchanges.

Cancel Clic k this to e xit this sc re en without saving.

13.3 Port higgering

Some servicesuse a dedicated range of portson the clientside and a dedicated range of portson the

serverside. With regularport forwarding, you seta forwarding portin NATto forward a service (coming
in from the serveron the WAN) to the IPaddressofa computeron the client side (IAN). The problem is
that port forwarding only forwardsa service to a single IANIPaddress. n orderto use the same service

on a different TAN computer, you have to manually replace the IANcomputersIPaddressin the

forwarding port with anotherIAN computersIPaddress.

Tiggerport forwarding allowscomputers on the IAN to dynamic ally take tums using the service.

The ZyxelDevice recordsthe IPaddressofa IAN computerthat sends traffic to the WAN to request a
service with a specific port numberand protocol(a \"trigger\"port). When the ZyxelDevice's WAN port

receivesa response with a specific portnumberand protocol(\"open\"port), the ZyxelDevice forwards
the traffic to the [ANIPaddressofthe computerthatsent the re quest. Afterthatcomputers
connection forthatservice closes, anothercomputeron the IAN can use the service in the same

manner. Thisway you do notneed to configure a new IPaddresseach time you want a different LAN

computerto use the application.

Forexample:
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Figure 182 TiggerPort Forwarding Proc ess: Example
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Jane requestsa file from the RealAudio server(port 7070).

Port 7070 isa “trigger” port and causesthe ZyxelDevice to record Jane’scomputerIP address. The Zyxel
Device associatesJane'scomputerIP address with the "open"port range 0f6970 —7170.

The RealAudio serverrespondsusing a port numberranging between 6970 —7170.

The ZyxelDevice forwards the traffic to Jane’scomputerP address.

Only Jane can connectto the RealAudio serveruntilthe connectionisclosed ortimesout. The Zyxel
Device timesoutin 3 minutes with UDP (UserDatagram Protocol) or2 hours with TCP/IP (Transfer Control

ProtocolVIntemet Protocol).

Clic k Network Setting > NAT> Port Triggering to open the following screen. Use thisscreen to view your
ZyxelDevice’striggerport settings.

Note: TCPport 7547 isreserved forsystem use.

Note: The sum oftriggerportsin allrules must be lessthan 1000 and every open portrange
mustbe lessthan 1000. When the protocolis TCP/UDP, the portsare counted twice.

Figure 183 Network Setting > NAT> Port Thiggering
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The following table descrbesthe labelsin thisscreen.

Table 108 Network Setting > NAT> Port Triggerng

IABEL DESCRIPTION

Add New Rule Clickthisto create a new rule.

# This is the inde x numbero fthe entry.

Sta tus This field displays whetherthe port triggering rule isactive ornot. A yellow bub signifie s that this

rule isactive. A gray bulbb signifie s that this rule isnotac tive.

Se rvice Name

This field displaysthe name ofthe service used by thisrule.

WAN Interface

This field shows the WAN interface through whic h the service isforwarded.

ThggerStart Port

The triggerportisa port (ora range of ports) thatcauses (ortriggers) the ZyxelDevice to record
the IPaddressofthe IAN computerthat sent the traffic to a serveron the WAN.

This is the first port numberthatidentifiesa service.

Trhg gerEnd Port

This is the last port numberthatidentifiesa service.

TrhggerProto.

This is the triggertransportlayerprotocol

Open Start Port

The open portisa port(ora range of ports) thata serveron the WAN uses when it sendsouta
particularservice. The ZyxelDevice forwards the traffic with thisport (orrange ofports) to the
clientcomputeron the IAN that requested the serwice.

This is the first port numberthatidentifiesa service.

Open End Port

This is the last port numberthatidentifiesa service.

OpenProtocol

Thisis the open transportlayerprotocol

Mo d ify

Clic k the Edit ic on to edit this rule.

Clic k the Delete icon to delete an existing rule.

13.3.1 Add orEdit Port Trig g ering Rule

Thisscreen letsyou create new port triggering rules. Click Add New Rule in the Port iggering screen or
clicka rule’s Editicon to open the following screen. Use thisscreen to configure a portorrange of ports
and protocolsforsending out requestsand forreceiving responses.
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Figure 184 Network Setting > NAT> Port Thiggering: Add orEdit

Add New Rule

The folowing table describesthe labelsin thisscreen.

Table 109 Network Setting > NAT> Pont Triggering: Add orEdit

IABEL

DESCRIPTION

Ac tive

Clic k this switc h to activate this rule.

Service Name

Entera name to identify thisrule. You can use up to 256 printable charactersexcept["1,[" 1, [’
LI<LI>L[~1[$)[] 1L, [&],or[;]. Spacesare alowed.

WAN Interface

Selecta WAN interface forwhich you wantto configure port triggering rules.

ThggerStart Port

The triggerportisa port (ora range of ports) thatcauses (ortriggers) the ZyxelDevice to record
the IPaddressofthe IAN computerthat sent the traffic to a serveron the WAN.

Entera port numberorthe starting port numberin a range of port numbers.

TrhggerEnd Port

Entera potnumberorthe ending port numberin a range of port numbers.

ThggerProtocol

Selectthe transportlayerprotocolfrom TCP, UDP, o r TCP/ UDP.

Open Start Port

The open portisa port(ora range of ports) thata serveron the WAN uses when it sendsouta
particularservice. The ZyxelDevice forwards the traffic with thisport (orrange ofports) to the
clientcomputeron the IAN that requested the service.

Entera port numberorthe starting port numberin a range of port numbers.

Open End Port

Entera portnumberorthe ending port numberin a range of port numbers.

OpenProtocol

Selectthe transportlayerprotocolfrom TCP, UDP, o r TCP/ UDP.

Cancel

Click Cancelto exit this sc re en witho ut saving.

OK

Click OKto save yourchanges.

AX/DX/EE/ EX/PX Series User s Guide

352




Chapter13 Network Addre ss Transla tion (NAT

13.4 DMZ

Use thisscreen to specify the IPaddressofa defaultserverto receive packetsfrom portsnotspecified in
the Port Tiggering screen. The DMZ (De Militarized Zone) isa networkbetween the WAN and the IAN
thatisaccessble to deviceson both the WAN and IAN with frewallprotec tion. Devices on the WAN
caninitiate connectionsto deviceson the DMZbutnotto those on the TAN.

Youcan putpublic servers, such asemail web, and FIP servers, on the DMZto provide serviceson both

the WAN and IAN. T use this fe ature, you fist need to assign a DMZho st. Clic k Ne twork Se tting > NAT>
DMZto open the DMZscreen.

Note: Use an IPv4 address forthe DMZserwer.

Note: Enterthe IPaddressofthe default serverin the Default Server Address field, and click
Apply to activate the DMZhost. Otherwise, clearthe IP address in the Default Server
Address field, and click Apply to deactivate the DMZho st.

Figure 185 Network Setting > NAT> DMZ
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The following table descrbesthe fieldsin this sc reen.
Table 110 Network Setting > NAT> DMZ

IABEL DESCRIPTION

Default Server Enterthe IPaddressofthe default serverwhich receivespackets from portsthatare not
Address specified in the Port Forwarding screen.

Note:Kfyoudo notassign a default server, the Zyxel Device discardsallpackets
received forportsnot specified in the virtualserverc onfiguration.

Apply Click thisto save yourchangesbackto the ZyxelDevice.

Cancel Click Cancelto restore yourpreviously saved settings.

13.5 AILG

Application IayerGateway (ALG) allows c ustomized NATtraversalfitersto support addressand port
translation forcertain applic ations such as File Transfe r Proto c o1 (FIP), Se ssio n Initia tion Protoco1(SIP), or
file transferin Instant Messaging (IM) applications. tallows SIP calls to passthrough the ZyxelDevice.
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When the ZyxelDevice re gisters with the SIPregisterserver, the SIP AIG translatesthe ZyxelDevice’s
private IPaddressinside the SIPdata stream to a public IPaddress. Youdo notneed to use SIUNoran
outbound proxy if yourZyxelDevice isbehind a SIP ALG.

Clic k Network Setting > NAT> ALG to open the ALG screen. Use thisscreen to enable and disable the
NATApplication InyerGateway (ALG) in the ZyxelDevice.

Application IayerGateway (ALG) allowscertain applic ations suc h as Fle Transfer Pro toc o1 (FIP), Se ssion
Initia tion Protoc 01 (SIP), orfile transferin Instant Me ssaging (IM) applications to passthrough the Zyxel
Device.

Figure 186 Network Setting > NAT> ALG
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The following table descrbesthe fieldsin this sc reen.
Table 111 Network Setting > NAT> AIG
IABEL DESCRIPIION
NATAIG Enable thisto make sure applicationssuch as FIP and file transferin IM applic ations work
comectly with port-forwarding and address-mapping rules.
SIP ALG Clic k this switc h to enable SIP AIG to make sure SIP (Vo IP) works ¢ ore ¢ tly with port-forwarding
and address-mapping rules.
RISP AIG Clic k this switc h to enable RISP ALG to have the ZyxelDevice detect RISP traffic and help

build RTSP se ssio ns through its NAT The RealTime Streaming (media control) Protocol(RISP) isa
remote controlformultimedia on the Inte met.

PPTP AIG Clic k this switc h to enable the PPTP ALG on the ZyxelDevice to detect PPIP traffic and help
build PPTP se ssio ns through the ZyxelDevice’s NAT

IPSEC ALIG Clic k this switch to enable IPsec ALG on the ZyxelDevice to detectIPsec traffic and help buid
IPsec sessionsthrough the ZyxelDevice’s NAT

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Cancel Click Cancelto restore yourpreviously saved settings.
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13.6 Address Mapping

Addressmapping can map locallP Addressesto globallPaddresses. Ordering yourrulesisimpo rtant
because the ZyxelDevice appliesthe rulesin the orderthatyou specify. When a rule matches the
curmrent packet, the ZyxelDevice takesthe comesponding action and the remaining rulesare ignored.

Use thisscreen to enable ordisable the NATAddress Mapping in the ZyxelDevice.

13.6.1 Address Mapping Screen

Click Network Setting > NAT> Address Mapping to open the Address Mapping screen.

Figure 187 Network Setting > NAT> Address Mapping
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The following table descrbesthe fieldsin this screen.

Table 112 Network Setting > NAT> Address Mapping

IABEL

DESCRIPIION

Add New Rule

Click thisto create a new rule.

Rule Name

This is the name ofthe rule.

IocalStart IP

This is the starting Inside IocallP Address (ILA).

IocalEnd IP

This is the ending Inside IocalIP Address (ILA). fthe rule isforalllocallPaddresses,
then thisfield displays0.0.0.0 asthe IocalStartIPaddressand 255.255.255.255 as the
IocalEnd IPaddress. Thisfield isblank for One-to-One mapping types.

GlobalStart IP

This is the starting Inside GloballP Address (IGA). Enter0.0.0.0 here if you have a
dynamic IPaddressfrom yourISP. You can only do this forthe Many-to-One
mapping type.

GlobalEnd IP

This is the ending Inside GlobalIP Address (IGA). This field isblank for One-to-One
and Many-to-One mapping types.

Tpe

This is the addressmapping type.

One-t0-One: Thismode mapsone locallPaddressto one globalIP address. Note
thatport numbers do notchange forthe One-to-One NATmapping type.

Many-to-One: Thismode maps multiple locallPaddressesto one globalIP address.
This isequivalent to SUA (ie., PAT portaddress translation), the Device's Single User
Account feature that previousrouterssupported only.

Many-to-Many: Thismode maps multiple locallPaddressesto shared globalIP
addresses.

WAN Interface

This is the WAN interface to whic h the address mapping rule applies.

Mo d ify

Click the Editicon to go to the screen where youcan edit the addressmapping rule.

Click the Delete icon to delete an existing address mapping rule. Note that
subsequentaddressmapping rulesmove up by one when you take this ac tion.
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13.6.2 Add New Rule Screen

T add oreditan addressmapping rule, clic k Add New Rule orthe Modify icon in the Address Mapping
screen to display the screen shown ne xt.

Figure 188 Network Setting > NAT> Address Mapping > Add New Rule
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The following table descrbesthe fieldsin this screen.

Table 113 Network Setting > NAT> Address Mapping > Add New Rule

IABEL DESC RIPION

Rule Name Entera descriptive name forthisrule. You can use up to 20 printable characters
except["LI LI'LI<LI>LIANLI$L 0| L [&),or[;]. Spacesare alowed.

Tpe Choose the Porpotmapping type from one ofthe following.

One-to-One: Thismode mapsone ocallPaddressto one globallP address. Note
thatport numbers do notchange forthe One-to-One NATmapping type.

Many-to-One: Thismode maps multiple locallPaddressesto one globalIP address.
This is equivalent to SUA (forexample, PAT port address translation), the device's
Single UserAccountfeature thatpreviousrouterssupported only.

Many-to-Many: Thismode maps multiple locallPaddressesto shared globalIP
addresses.

IocalStart IP Enterthe starting Inside LocallP Address (ILA).

IocalEnd IP Enterthe ending Inside IocallP Address (ILA). ifthe rule isforalllocallPaddresses,
then thisfield displays0.0.0.0 asthe IocalStartIPaddressand 255.255.255.255 as the
IocalEnd IPaddress. Thisfield isblank for One-to-One mapping types.

GlobalStart IP Enterthe starting Inside GlobalIP Address (IGA). Enter0.0.0.0 here if you have a
dynamic IPaddress from yourISP. You can only do this forthe Many-to-One
mapping type.

GlobalEnd IP Enterthe ending Inside GlobalIP Address (IGA). This field isblank forOne-to-One
and Many-to-One mapping types.

WAN Interface Selecta WAN interface to which the addressmapping rule apples.
Cancel Click Cancelto exitthis screen without saving.
OK Click OKto save yourchanges.
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13.7 Sessions

Use thisscreen to limit the numberofconcurrent NATsessionsa clentcan use, to ensure thatno single

client usesup too many available NATsessions. Some applic ations, such as P2P file sharing, demand a

greaternumberofNATsessionsin orderto geta betteruploading and downloading rate. Clic k Ne twork
Se tting > NAT> Sessions to display the follo wing screen.

Use the Sessions screen to limit the numberofconcument NATsessionseach clientcan use. Click
Network Se tting > NAT> Sessions to o pen the Sessions screen.

Note: Entera numberofconcurmrent NATse ssions in the MAX NATSession Per Host field, and
click Apply to limit the numberofconcurmmrent NATsessionsa clientcan use. Otherwise,
clearthe numberin the MAX NATSession PerHost field. Click Apply and there isno limit
forconcument NATsessionsa clientcan use.

Figure 189 Network Setting > NAT> Se ssio ns

MLY RET Eramon Fee Hpri ¢ gy 1
MAE AT Rramn Fee Haid Apiy o

Appdy

The following table descrbesthe fieldsin this sc reen.

Table 114 Network Setting > NAT> Se ssions

IABEL DESC RIPTION

MAXNATSe ssion Per Ho st Use thisfield to seta common limit to the numberofconcument NATsessionseach
clentcomputercan have.
Fonly a few clientsuse peerto peerapplications, youcan raise thisnumberto
improve theirperformance. With heavy peerto peerapplic ation use, lowerthis
numberto ensure no single client usestoo many ofthe available NATse ssions.

Cancel ClickCancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

13.8 Port Control Protocol (PCP)

Use thisscreen to view,add,ordelete PCPrules. Port ControlProtocol(PCP) allowsdevicessuchasweb
orfile sharing servers be hind the ZyxelDevice to receive incoming traffic .

Example Applic ations

* Some remote accessapplications, such asremote desktop orSSH, re quire inc oming traffic to be
routed to the usersdevice in orderto establish a rmote connection. Use PCP to dynamically map
incoming traffic to the usersdevice, allowing them to establish remote connections.

AX/DX/EE/ EX/PX Series User s Guide

357




Chapter13 Network Address Translation (NAT)

The PCPserverallowsdynamic mapping ofextemalportsto mntemallP addressesand ports. PCPallows
devicesto requestand release mappingsforspecific ports, and to specify the lifetime of tho se
mappings. Thisallowsdevicesto dynamicallyopen and close portsjustasneeded, and doesnotneed
keepalive packetsthatcan drain battery life ofhome devicessuch assmartphones.

In the following figure, the ZyxelDe vic e is the PCP client. DS-Iite tunnels IPv4 packetsoveran IPv6
networkto an AFIR (Addre ss Family Transition Router) and CamerGrade NAT(CGNATD which inc lude s
the PCP server, then se nds tra ffic to its e xte malIPv4 ne twork. The Port ControlProtoc olwith DSTite allows
youto create PCPmapping rules with the PCP server.

WAN

LAN
1Py

PCP [AFTR, CGNAT)

Re quire me nt

You must enable DSLite (Dual-Stack Lite ) in Ne twork Se tting > Broadband > Edit WAN Interface to use
PCP.

e fyouselect Automatically configured by DHCPC, then the IPaddressofthe PCP serverisin assigned
to the ZyxelDevic e using DCHP Option 64.

Ds-Lite L

e Fyouselect Manually Configured, then you must enterthe IPv6 addressofthe PCPserverin the DS-
Lite Relay serverIPfield.

DS-Lite i

Configuring PCP

Clic k Network Setting > NAT> PCPto display the following screen.
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Figure 190 Networik Setting > NAT> PCP
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The following table descrbesthe fieldsin this sc reen.

Table 115 Network Setting > NAT> PCP

IABEL DESCRIPIION

Add New Rule Click thisto add a new PCPrule.

# This is the indexnumberofthe rule.

ExtemalIPv4 Address Thisdisplays the extemallPaddressassigned by the PCPserver. PCP maps from this IP

addressto the IJANdevice IPaddress.

Required InternalPort

This displays the intemalport numberthatthe PCPservermapsto, from the extemalport.

Required ExternalPort

This displays the proposed extemalport numberthatthe PCPservermapsfrom, to the
intemalport.

Assigned Public Port

Thisdisplays the allocated extemalportnumberassigned by the PCP serverforthe service
on the WAN if Alow PCP Port Proposalisenabled. PCPmaps from thisport numberto the
intemalport number.

Protocol

This is the protocol(TCPorUDP) forport numberthatidentifiesa service.

IntemalIPv4 Address

This is the JAN device IPaddress. PCP mapsthe externallPaddressto thisIPaddress.

PCP Serwver

This field displays the statusofthe PCPmapping request to the PCPserver.

* Succeeded - The PCPserversuccessfully mapped the extemallPaddressand portto
the intemallPaddress and port.

¢ Failed - The PCPserverfailed to map the extemallPaddressand portto the nte mallP
addressand port. Make sure to select Allow PCP Port Proposalto allow the PCPserver
to assign anextemallPaddressand portifthe configured onesare notavaiable.

Alow PCP Port
Proposal(Y/N)

This displays Y if the PCPservercan assign a different extemallPaddressand port to the
required onesyou configured.

Delete

Selecta rule, then click thisicon to remove the rule from the ZyxelDevice.

13.8.1 Add New Rule Screen

™ add a new PCPrule, click Add New Rule. Tb edit an existing rule, selectthe rule, then clic k the Modify
icon. The folowing screen displays.

Note: Be carefulnotto configure c onflic ting mapping between PCPand NATport forwarding
forincoming tra ffic .
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Figure 191 Network Setting > NAT> PCP > Add New Rule

Add Mew Rule
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The following table descrbesthe fieldsin this sc reen.

Table 116 Network Setting > NAT> PCP > Add New Rule

IABEL DESCRIPIION

Required InternalPort Enteran ntemalport numberthatthe PCPservermapsto, from the extemalport.

Required ExternalPort Entera proposed extemalport numberthatthe PCPservermapsfrom, to the
intemalport.

Protocol Selectthe transportlayerprotocol Choicesare TCPand UDP. See the Service
Appendixto see what servicesrequire whatprotocoland port number.

IntemalIPv4 Address Enterthe IPaddress of the IAN device. PCPmapsthe externallPaddressto this IP
address.

Alow PCP Port Proposal Selectthisto allow the PCPserverto assign anextemallPaddressand port. Fyou
clearthis, PCPmapping will failif the required onesconfigured are notavailable on
the PCP server.

Cancel Click Cancelto exitthis screen without saving.

OK Click OKto save yourchanges.

13.9 Technical Reference

Thispart contains more information regarding NAT

13.9.1 NATDe finitions

Inside oroutside denotes where a hostislocated relative to the ZyxelDevice, forexample, the
computersofyoursubscrbersare the inside hosts, while the web servers on the Intemet are the outside
ho sts.

Globalorlocaldenotesthe IPaddressofa hostin a packetasthe packettraversesa router, for
example, the localaddressrefersto the IPaddressofa host when the packetisin the localnetwok,
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while the globaladdressrefersto the IPaddressofthe host when the same packetistraveling in the
WAN side.

Note thatinside oroutside refersto the location ofa host, while globallocalrefersto the IPaddressofa
hostused in a packet. Thus, an inside localaddress (ILA) isthe IPaddressofan inside hostin a packet
when the packetisstilin the localnetwork, while an inside globaladdress (IGA) isthe IPaddressof the
same inside host when the packetison the WAN side. The follo wing table summarize s this info rma tion.

Table 117 NATDe finitio ns

TTEM DESCRIPIION

Inside Thisrefers to the host on the IAN.

Outside Thisrefers to the host on the WAN.

Iocal Thisrefers to the packetaddress(source ordestination) asthe packet travelson the TAN.
Global Thisrefers to the packetaddress(source ordestination) asthe packet travelson the WAN.

NATneverchangesthe Paddress(eitherlocalorglobal) ofan outside ho st.

13.9.2 WhatNATDoes

In the simplest form, NATchangesthe source IPaddressin a packetreceived from a subscriber(the
mnside localaddress) to another(the inside globaladdress) before forwarding the packetto the WAN
side. When the response comesback, NATtranslates the destination addre ss (the inside globaladdress)
backto the inside ocaladdressbefore forwarding it to the originalinside host. Note thatthe IPaddress
(etherlocalorglobal) of an outside hostisneverchanged.

The globallPaddresses forthe inside hostscan be eitherstatic ordynamically assigned by the ISP. In
addition,youcan designate servers, forexample, a web serverand a telnet server, on yourlocal
network and make them accessble to the outside world. Fyou do notdefine any servers (for Many-to -
One and Many-to-Many Overload mapping), NAToffers the additionalbenefit offirewall protec tion.
With no serversdefined, yourZyxelDevice fitersout allincoming inquire s, thus pre venting intrud e rs from
probing yournetwork. Formore mformation on IPaddress translation, referto RFC 1631, The IP Ne twork
Addre ss Tanslator (NAT.

13.9.3 How NATWorks

Fachpackethastwo addresses—a source addressand a destination address. Foroutgoing packets,
the IIA (lnside IncalAddress) isthe source addresson the IAN, and the IGA (lnside GlobalAddress) is
the source addresson the WAN. Forincoming packets, the ILA isthe destination address on the IAN,
and the IGA isthe destination addresson the WAN. NATmapsprvate (local) IPaddressesto globally
unique onesrequired forcommunic ation with hostson othernetworks. Ereplacesthe originalIP source
address (and TCP or UDP source port numbers forMany-to-One and Many-to-Many Overdoad NAT
mapping)ineachpacketand then forwardsitto the nternet. The ZyxelDevice keepstrackofthe
originaladdressesand port numbersso mcoming reply packetscan have theirorginalvaluesrestored.
The following fig ure illustra te s this.
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Figure 192 How NATWo 1ks

Al Totie
o Lol | irndche Gicinol
]
192.148.1,13 fp e | Ip Adidrem
FRLI6A L 10 (=T W]
2 iaal1n L1 B ]
R Vsl R Wi, 3 WAH

ERLIER L1 Gk d

192.168.1.12

]
[=TH]
Inside Local inside Global
192.168.1.11 Address [ILA) Addrass [IGA)

192,168,110
13.9.4 NATApplication

The following figure illustrates a possible NATapplic ation, where three mnside LANs (lo gic al LTANs using IP
alias) be hind the ZyxelDevice can communic ate with three distinct WAN ne two rks.

Figure 198 NATApplication With IP Alias
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Port Forwarding: Services and Port Numbers

The most often used port numbersare shown in the following table. Please referto RFC 1700 for further
information about port numbers. Please also referto the Supporting CD formore examplesand details
onportforwarding and NAT

Table 118 Servicesand Port Numbers

SERVICES PORTNUMBER
ECHO 7
FIP (File Transfer Protocol) 21
SMTP (Simple Mail Tansfer Protocol) 25
DNS (Domain Name System) 53
Finger 79
HTTP (HyperTe xt Tansferprotocolor WWW, Web) 80
POP3 (Post Office Protocol) 110
NNTP (Network News Transport Protocol) 119
SNMP (Smple Network Management Protocol) 161
SNMP trap 162
PPTP (Po int-to -Po int Tunneling Protocol) 1723

Port Forwarding Example

Iet'ssay you wantto assign ports21 —25 to one FIP, elnetand SMTP server(A in the example), port 80 to
another(Bin the example) and assign a default serverIPaddress 0f192.168.1.35 to a third (C in the
example). You assign the JANIPaddresses and the ISP assignsthe WAN IP address. The NATnetwo rk
appearsasa single host on the Inte met.

Figure 194 Multiple Servers Behind NATExample
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DNS

14.1 DNS Overview

DNS

DNS(Domain Name System) isformapping a domaim name to itscomesponding IPaddress and vice
versa. The DNSserverisextremely important bec ause witho ut it, you must know the IPaddressofa
machine before youcan accessit.

In addition to the system DNSservers,each WAN interface (service) issetto have itsown static or
dynamic DNSserverlist. You can c onfigure a DNSstatic route to forward DNSqueriesforcertain domain
namesthrough a specific WAN interfac e to its DNSservers. The ZyxelDevice uses a system DNSserver(in
the orderyou specify in the Boadband screen) to resolve domain namesthatdo not matech any DNS
o uting entry. Afterthe ZyxelDevice receivesa DNSreply from a DNSserwer, itcreatesa new entry for
the resolved IPaddressin the routing table.

Dynamic DNS

Dynamic DNSallowsyou to use a dynamic IPaddress with one ormany dynamic DNSservices so that
anyone can contactyou (in NetMeeting, CU-See Me,and so on). Youcanalso accessyourFIPsereror
Web site on yourown computerusing a domain name (forinstance myhost.dhs.org, where myhostisa
name ofyourchoice) that wilneverchange instead ofusing anIPaddressthatchangeseach time you
reconnect. Yourfriendsorrelativeswilalwaysbe able to callyoueven ifthey do not know yourIP
address.

You fist need to have registered a dynamic DNSaccount with www.dyndns.org. Thisisforpeople with a
dynamic IP from theirISP or DHCP serverthat would stilllike to have a domain name. The Dynamic DNS
service providerwill give you a password orkey.

14.1.1 WhatYou Can Do in this Chapter

* Use the DNS Entry screen to view, configure, orremove DNSrwutes (Section 14.2 on page 365).

* Use the Dynamic DNSscreen to enable DDNSand c onfigure the DDNS se tting s on the Zyxel Device
(Section 14.3 onpage 366).

14.1.2 WhatYou Need To Know

DYNDNS Wildcard

Enabling the wildc ard feature foryourho st causes *.yourhost.dyndns.org to be aliased to the same IP
address asyourhost.dyndns.org. This fe ature is usefulif you wantto be able to use, forexample,
www.yourhost.dyndns.org and stilreach yourho stname.
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Fyouhave a private WAN IP address, then you cannotuse Dynamic DNS.

14.2 DNS Entry

DNS(Domain Name System)isused formapping a domain name to itscomesponding IPaddress and
vice versa. Use thisscreen to view and configure manual DNSentire son the ZyxelDevice. Clic k Ne twork
Se tting > DNS to open the DNS Entry screen.

Note: The hostname should consistofthe hostslocalname and the domain name. For
example, Mycomputerhome isa hostname where Mycomputeristhe host'slocal
name, and .home isthe domain name.

Figure 195 Network Setting > DNS> DNS Entry

DNS

N frhy

] HontHome IF Bdcreng Moty

The following table descrbesthe fieldsin this sc reen.

Table 119 Network Setting > DNS > DNS Entry

IABEL DESCRIPIION

Add New DNSEntry Click thisto create a new DNSentry.

# This is the index numberofthe entry.

Ho stName Thisindic ates the host name ordomain name.

IP Address Thisindic ates the IPaddress assigned to thiscomputer.
Mo d ify Click the Editicon to editthe rule.

Click the Delete icon to delete an existing rule.

14.2.1 Add orEdit DNS Entry

You can manually add oredit the ZyxelDevice’s DNSname and IP address entry. Clic k Add New DNS
Entry in the DNS Entry screen orthe Editicon next to the entry you want to edit. The screen shown next
appears.
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Figure 196 Network Setting > DNS> DNS Entry: Add orEdit
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The following table descrbesthe labelsin thisscreen.

Table 120 Network Setting > DNS> DNS Entry: Add orEdit

IABEL DESCRIPTION

Ho st Name Enterthe host name ofthe DNSentry. You can use up to 256 alphanumeric (0-9, a-z, A-Z)
characters with hyphens|[-]and periods|[. ].

You can use the widcard character, an “*” (asterisk) asthe left mostpartofa domain name,
such as*example.com.

Pv4 Address Enterthe IPv4 addressofthe DNSentry.
Cancel Click Cancelto exit this sc re en witho ut saving.
OK Click OKto save yourchanges.

14.3 Dynamic DNS

Dynamic DNScan update yourcurmrentdynamic IPaddressmapping to a hostname. Configure a DDNS
service provideron yourZyxelDevice. Clic k Network Se tting > DNS > Dynamic DNS. The screen appears
as shown.
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Figure 197 Network Setting > DNS> Dynamic DNS
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The following table descrbesthe fieldsin this sc reen.

Table 121 Network Setting > DNS> Dynamic DNS

IABEL

DESCRIPIION

Dynamic DNS Se tup

Dynamic DNS

Select Enable to use dynamic DNS.

Service Provider

Select your Dynamic DNSservice providerfrom the drop-down list box.

Ho st Name Enterthe domain name assigned to yourZyxelDevice by yourDynamic DNSprovider. You
can use up to 256 alphanumeric (0-9, a-z, A-Z) characters with hyphens|[ -] and periods|[
R
Youcan specify up to two hostnamesin the field separated by a comma (",").

Usemame Enteryourusername.

Password Enterthe password assigned to you.

Enable Widcard
Option

Selectthe checkboxto enable DynDNSWildcard.

Enable Off Line
Option (Only
appliesto custom
DNS

Che ck with your Dynamic DNSservice providerto have traffic redirected to a URL(that
youcan specify) while you are offlne.

Dynamic DNS Sta tus

User
Authentication
Re sult

This shows Success if the accountiscomectly set up with the Dynamic DNSprovider
account.

Iast Updated Time

This shows the last time the IP addressthe Dynamic DNSproviderhasassociated with the
hostname wasupdated.

Current Dynamic

This shows the IPaddress your Dynamic DNSproviderhas c urre ntly associated with the
hostname.
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Table 121 Network Setting > DNS> Dynamic DNS(continued)

IABEL DESCRIPTION
Cancel Click Cancelto exit this sc reen without saving.
Apply Click Apply to save yourchanges.
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CHAPTER 15
IGMP MID

15.1 IGMP MID Overview

Multicast deliversIPpacketsto a group ofhosts on the networkdefined by multicast groups.
Membership to these multicast groupsare established using IGMP/MID.

Use the IGMP/MID screen to configure IGMP/MID group settings.

15.1.1 WhatYou Need To Know

Multic ast and IGMP

See Multicaston page 252 formore information.

Multic ast Liste ner Discovery (MID)

The Multic a st Liste ner Disc overy (MLD) protocol(defined in RFC 2710) isderived from IPv4's htemet
Group ManagementProtocolversion 2 (IGMPv2). MID uses ICMPv6 message types, rather
than IGMPmessage types. MIDv1 isequivalent to IGMPv2 and MIDv2 is equivalent to IG MPv3.

e MID allows an IPv6 switch orrouterto discoverthe presence of MID hosts who wish to receive
multic ast packetsand the IPaddressesof multicast groupsthe hosts want to join on its netwo rk.

e MID snooping and MID proxy are analogousto IGMP snooping and IGMP proxy in IPv4.
e MID filtering controls which multicast groupsa portcan join.

e An MID Report message isequivalentto an IGMP Report message, and an MID Done message is
equivalentto an IGMPIeave message.

IGMP FastlIeave

When a hostleavesa multicast group (224.1.1.1), it sendsan IGMPleave message to inform allrouters
(224.0.0.2) in the multicast group. When a muterreceivesthe leave message,itsendsa specific query
message to allmulticast group (224.1.1.1) membersto checkifany otherhostsare stillin the group. Then
the muterdeletesthe host’sinforma tion.

With the IGMP fastleave feature enabled, the mouterremovesthe host's nformation from the group
memberlistonce treceivesa leave message from a host and the fastleave timerexpires.

15.2 The IGMP MID Screen

Use thisscreen to configure multic ast groupsthatthe ZyxelDevice manages through IGMP/MID
settings. T open thisscreen, click Network Se tting > IGMP/ MID.
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Note: Some models might only support IGMP/MID De fault Ve rsion ¢ o nfig ura tio n.

Figure 198 Ne

twork Se tting > IGMP/ MID
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IGMP/MLD
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The following table describesthe labelsin thisscreen.

Table 122 Network Setting > IG MP/ MID

IABEL

DESCRIPIION

IGMP/MID Configuration

De fault Ve rsion

Enterthe version of IGMP (1~3) and MID (1~2) that you want the ZyxelDevice to use on the
WAN.
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Table 122 Network Setting > IGMP/ MID (c ontnued)

IABEL

DESCRIPIION

Query Interval

Enterthe numberofsecondsthe ZyxelDevice sendsa query message to hoststo getthe group
memb e rship info rma tio n.

Query Response | Enterthe maximum numberofsecondsthe ZyxelDevice can waitforreceiving a GeneralQuery
Interval message. Multicast mutersuse generalqueriesto leam which multicast groupshave members.
Iast Member Enterthe maximum numberofsecondsthe ZyxelDevice can wait forreceiving a response to a

Query Interval

Group-Specific Query message. Multic ast outersuse group-specific queriesto leam whether
any memberremainsin a specific multicast group.

Robustne ss Enterthe numberoftimes(1~7) the ZyxelDevice can resend a packetifpacketlossoccursdue

Value to network congestion.

Ma xim um Entera numberto limit the numberofmulticast groups an interface on the ZyxelDevice is

Multic a st allowed to join. Once a multicast memberisregistered in the specified numberof multicast

Groups groups, any new IGMPorMID join report framesare dropped by the interface.

Ma xim um Entera numberto imit the numberofmulticast data sources(1-24) a multicast group isallowed

Multic a st Da ta to have.

Sources(for

IGMPv3) No te: The setting only works for IGMPv3 and MIDv2.

Ma ximum Entera numberto imit the numberofmulticast membersa multicast group can have.

Multic a st Group

Members

Fast Ieave Selectthisoption to set the ZyxelDevice to remove a port from the multicast tree immediately

Enable (without sending an IGMPorMID membeship query message) once itreceivesan IGMP orMID
leave message. Thisis helpfulifa userwants to quickly change a TV channel(multic ast gro up
change) especially forIPIV appli atio ns.

IAN to IAN Selectthis to enable IAN to IAN IGMP snooping c apability.

(Ihtra IAN)

Multic a st Enable

Me mb ership Selectthisto have the ZyxelDevice add a hostto a multicast group immediately once the Zyxel

Join Inmediate

(IP1IV)

Device receivesan IGMP or MID join message.

Cancel

Click Cancelto exit this sc reen without saving.

Apply

Click Apply to save yourchangesbackto the ZyxelDevice.
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VIAN Group

16.1 VIAN Group Overview

A VIAN (VirtuallocalArea Network) allowsa physicalnetworkto be partitioned into multiple logical
networks. Deviceson a logicalnetworkbelong to one group. A device canbelong to more than one
group. With VIAN, a device cannotdirectly talkto orhearfrom devicesthatare notin the same groups;
the traffic must first go through a router.

Ports in the same VIAN group share the same frame broadcastdomain thusincrease network
performance through reduced broadcasttraffic. Shared resourcessuch asa servercan be used by all
portsin the same VIAN asthe server. Potscan belong to other VIAN groupstoo. VIAN groupscan be
modified atany time by adding, moving orc hanging pornts without any re-cabling.

Atagged VLIANusesanexplicittag (VIAN ID) in the MAC headerto ide ntify the VLAN membe 1ship ofa
frame acrossbridges. The VIANID associatesa frame with a specific VLAN and providesthe mformation
that switchesthe need to processthe frame acrossthe network

In the following example, VIAN IDs (VIDs) 100 and 200 are added to ide ntify Video-on-Demand and IPTV
traffic respectively coming from the VoD and IPTV multic a st servers. The ZyxelDevice can also tag
outgoing requests to the servers with these VIAN IDs.

Figure 199 VIAN Group Example
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16.1.1 WhatYou Can Do in this Chapter

Use these screensto manage VIAN groupson the ZyxelDevice.
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16.2 VIAN Group Settings

This sc reen shows the VIAN groupscreated on the ZyxelDevice. Click Network Se tting > VIAN Group to
open the folowing screen.

Figure 200 Network Setting > VLAN Group

Vian Group
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The following table descrbesthe fieldsin this sc reen.

Table 123 Network Setting > VIAN Group

IABEL DESC RIPTIO N

Add New VIAN | Click thisbutton to create a new VLAN group.
Group

# This is the index numberofthe VIAN group.

Group Name

This sho ws the descriptive name ofthe VIAN group.

VIAN D This sho ws the unique ID numberthatidentifies the VIAN group.

Interface This sho ws the IAN portsincluded in the VLAN group and if traffic leaving the port willbe tagged
with the VIAN ID.

Mo d ify Click the Editicon to change an existing VLAN group setting orclick the Delete icon to remove

the VIAN group.

16.2.1 Add orEdit a VIAN Group

Click the Add New VIAN Group button in the VIAN Group screen to open the following screen. Use this
screen to create a new VIAN group.
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Figure 201 Network Setting > VLAN Group > Add New VIAN Group/Edit
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The following table descrbesthe fieldsin this sc reen.

Table 124 Network Setting > VIAN Group > Add New VIAN Group/Edit

IABEL DESC RIPTIO N
VIAN D Entera unique ID number, from 1 to 4,094, to id e ntify this VIAN group. Outgoing traffic istagged
with this ID if IX Tagging isselected below.
IAN SelectInclude to add the associated IAN interface to this VIAN group.
Note:Select IX Tagging to tag outgoing traffic from the associated IAN port with the
VIAN ID numberentered above.
SelectInclude to add the associated IAN interface to this VIAN group.
Note:Select IX Tagging to tag outgoing traffic from the associated IAN port with the
VIAN ID numberentered above.
Cancel ClickCancelto exit this screen without saving any changes.
OK ClickOKto save yourchanges.
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CHAPTER 17
Interface Grouping

17.1 Interface Grouping Overview

By default,al TAN and WAN interfaceson the Zyxel Device are in the same group and can
communicate with each other. Create interface groupsto have the ZyxelDevice assign IPaddressesin
different domamsto different groups. Each group actsasanindependentnetwork on the ZyxelDevice.
Thisletsdevicesconnected to aninterface group’s [AN interfaces communic ate through the interface
group’s WAN orIAN interfacesbut not other WAN or AN interfaces.

17.1.1 WhatYou Can Do in this Chapter

The Interface Grouping screen letsyou create multiple networks on the ZyxelDevice (Section 17.2 on
page 375).

17.2 Interface Grouping

Youcan manuallyadd a IAN interface to a new group. Alte matively, you can have the Zyxel Device
automatically add the incoming traffic and the IAN interface on which traffic isreceived to an
interface group when its DHCP VendorID o ption information matc hesone listed forthe interface group.

Use the IAN Setup screen to configure the private IPaddressesthe DHCP serveron the ZyxelDevic e
assigns to the clientsin the default and/oruser-defined groups. fyou setthe Zyxel Device to assign IP
addressesbased on the client's DHCP VendorID option information, you must enable DHCP serverand
configure JAN TCP/IP settings forboth the default and user-defined groups. See Chapter10 on page
284 formore informa tion.

In the following example, the client that sends packets with the DHCP VendorID option set to MSFT'5.0
(meaning itisa Windows 2000 DHCP client) is assigned the IPaddress 192.168.2.2 and use s the WAN
VDSL PoE/ ppp0.1 nterface.

Figure 202 Interfface Grouping Application
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You can use thisscreen to create new user-defined interface groupsormodify existing ones. nterfaces
thatdo notbelong to any user-defined group alwaysbelong to the default group.

Clic k Network Setting > Interface Grouping to open the following screen.

Figure 203 Network Setting > Interface Grouping

Interface Grouping
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The following table descrbesthe fieldsin this sc reen.

Table 125 Network Setting > Interface Grouping

IABEL DESCRIPIION

Add New Click thisbutton to create a new interface group.
Interface Group

Group Name This sho ws the descriptive name ofthe group.

WAN Interface This sho ws the WAN interface sin the group.

IAN Interfaces This sho ws the IAN interfac es in the group.

C rite ria This sho ws the filte ring c riteria forthe group.

Mo d ify Click the Editicon to modify an existing Interface group setting orclick the Delete icon to
remove the Interface group.

17.2.1 Inteface Group Configuration

Click the Add New Interface Group button in the Interface Grouping screen to open the follo wing
screen. Use thisscreen to create a new interface group. fyou want to automatically add LAN c lients to
a new group, use filtering criteria .

Note: Aninterface can belong to only one group ata time.
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Note: Afterconfiguring a vendorID, rebootthe clientdevice attached to the ZyxelDevice to
obtain an appropriate IPaddress.

Note: You can have up to 15 filte rc rite ria .

Figure 204 Network Setting > Interface Grouping > Add New Interface Group (for DSLro ute 1s)

Add Wew Interfoce Group

- E/—= = - EEE ImaE §orgmns | Y el ] T e T PR ST L e

B dsaloble LA sledscss ¥ lelpedied LAK iAbarlboe

Autemchcoily focl Chant &t the tolosing OHCF Yandoe 10

L] File= "rfanc WikzCTarg Suppar! Modiy

AX/DX/EE/ EX/PX Series User s Guide

377



Chapterl7 Intefface Grouping

Figure 205 Network Setting > Interface Grouping > Add New Interface Group (forEthermet ro ute rs)
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Figure 206 Network Setting > Interface Grouping > Add New Interface Group (forAON and PON
10 ute rs)
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The following table descrbesthe fieldsin this screen.

Table 126 Network Setting > nterfface Grouping > Add New Interface Group/Edit

IABEL DESCRIPIION

Group Name Entera descriptive name forthisinterface group. You can use up to 32 printable characters
except["L[ LI'LI<LI>LIANLI$LI| 1, [&],or[;]. Spacesare alowed.

WAN Interfaces | Selectthe WAN interface this group uses. The group can have up to one PIM interface, up to
used in the one ATM interface, up to one ElHinterface, and up to one WWAN interface.

grouping
SelectNone to notadd a WAN interface to thisgroup.

Selected TAN Select one ormore interfaces (Ethemet IAN, wire le ss LAN) in the Available IAN Interfaces list

Interfaces and use the leftarmow to move them to the Selected IAN Interfaces list to add the interfaces to
this group.

Available IAN

Interfaces To remove a IJANorwireless [AN interface from the Selected IAN Intefaces, use the right-facing
anmow.
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Table 126 Network Setting > nterfface Grouping > Add New Interface Group/Edit (c ontinued)
IABEL DESC RIPTIO N
Automatic ally Click Add to identify IAN hoststo add to the nterface group by criteria such asthe type ofthe

Add Clie nts With
the following

hardware orfimware. See Section 17.2.20n page 380 formore information.

DHCP Vendor

Ds

# This sho ws the index numberofthe rule.

Filte r Crite ria This sho ws the filtering criteria. The IAN interface on which the matched traffic isreceived wil
belong to this group automatically.

WidCard This shows if wildcard on DHCP option 60 isenabled.

Support

Mo d ify Click the Editicon to c hange the group setting.
Click the Delete icon to delete this group from the ZyxelDevice.

Cancel ClickCancelto exit this screen without saving.

OK Click OKto save yourchanges.

17.2.2 Inteface Grouping Crite ria

Click the Add button in the Interface Grouping Configuration screen to open the following screen. Use

thisscreen to automatically add clientsto an intefface group based on specified criteria. You can
choose to define a group based ona MAC address,a vendorID (DHCP option 60), an Identity
Association Ide ntifier (DHCPoption 61), vendorspecific information (DHCPoption 125), ora VIAN

group.

Figure 207 Network Setting > Interface Grouping > nterface Group Configuration: Add

<

Criteria

Add new criteria

QK .

AX/DX/EE/ EX/PX Series User s Guide

380




Chapterl7 Interfface Grouping

The following table descrbesthe fieldsin this sc reen.

Table 127 Network Setting > nterface Grouping > Interface Group Configuration: Add

IABEL DESCRIPTIO N
Source MAC Enterthe source MAC addressofthe packet.
Address

APASMAC FHilter

Selectthisoption and enterthe MAC addressofthe matched LAN host.

DHCP Option 60

Selectthisoption and enterthe VendorClass Identifier (Option 60) of the matc hed traffic,
such asthe type ofthe hardware orfimware.

Enable
widcard

Selectthisoptionto be able to use wildcardsin the VendorClass ldentifierconfigured for
DHCP option 60.

DHCP Option 61

Selectthisand enterthe device identity ofthe matched traffic.

Ente rthe Identity Association Identifier (IAID) ofthe device, forexample, the WAN connection
index number.

DHCP Option 125

Selectthisand entervendorspecific nformation ofthe matched traffic.

Ente rprise
Number

Enterthe vendor s 32-bitenterprise numberregistered with the JANA (Inte me t Assigned
Numbe rs Authority).

Manufacturer

Specify the vendors OUI(Organization Unique e ntifier). It is usually the first 3 bytes o f the

our MAC address.
SerialNumber | Enterthe serialnumberofthe device.
ProductClass | Enterthe productclassofthe device.
VIAN Group Selectthisand the VIAN group ofthe matched traffic from the drop-down list box. A VIAN
group can be configured in Network Se tting > VIAN Group.
Cancel Click Cancelto exit this sc re en witho ut saving.

OK

Click OKto save yourchanges.
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CHAPTER 18
USB Service

18.1 USB Service Overview

You can share flesona USBmemory stickorhard drive connected to yourZyxel Device with userson
yournetwork.

The following figure isan overview ofthe ZyxelDevice’s file serverfeature. ComputersA and Bcan
accessfilesona USBdevice (C) whichisconnected to the ZyxelDevice.

Figure 208 File Sharng Overview

)

The ZyxelDevice wilnotbe able to join a workgroup if yourlocalarea netwo 1k ha s re stric tio ns se t up
thatdo notallow devicesto join a workgroup. In thiscase, contactyournetwork administrator.

18.1.1 WhatYou Can Do in this Chapter

* Use the File Sharing screen to enable file-sharing server(Section 18.2 on page 383).

* Use the Media Serverscreen to enable ordisable the sharng ofmedia files(Section 18.3 on page
386).

18.1.2 WhatYou Need To Know
The following termsand conceptsmay help asyouread thischapter.

18.1.2.1 About File Sharing

Workgroup Name

Thisis the name givento a setofcomputersthatare connected on a networkand share resourcessuch
asa printerorfiles. Windows automatic ally assigns the workgroup name when you set up a network.
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Shares

When settings are setto default, each USBdevice connected to the ZyxelDevice isgiven a folder,
called a “share”. fa USBhard drive connected to the ZyxelDevice hasmore than one partition, then
each partition wilbe allbcated a share. Youcan also configure a “share” to be a sub-folderorfie on
the USBdevice.

File Systems
A file system isa way of storing and organizing filleson yourhard drive and storage device. Often

different operating systems such as Windows orlinux have different file systems. The file sharing fe ature
on yourZyxelDevice supports File Allocation Table (FAT) and FAT32.

Common Inte met File System

The ZyxelDevice uses Common Inte met File System (CIFS) protocolforits file sharing func tions. CIFS
compatible computerscan accessthe USBfile storage devicesconnected to the Zyxel Device. CIFS
protocolissupported on Microsoft Windo ws, Llinux Samba and otheroperating systems (referto your
syste ms sp e ¢ ific atio ns for CIFS c o mpa tib ility).

18.1.3 Before You Begin

1 Make sure the ZyxelDevice isconnected to yournetwork and tumed on.

2 Connectthe USBdevice to one ofthe ZyxelDevice’sUSBport. Ifyou are connecting a USBhard drive
thatcomes with an extemalpowersupply, make sure itisconnected to anappropriate powersource.

3 e ZyxelDevice detectsthe USBdevice and makesitscontentsavailable forbrowsing.

Note: FyourUSBdevice cannotbe detected by the ZyxelDevice, see the troubleshooting for
sug g e stio ns.

18.2 USB Service

Use thisscreen to set up file sharing through the ZyxelDevice. The ZyxelDevice’sIAN userscan access
the shared folder(orshare) from the USBdevice inserted in the ZyxelDevice. b accessthisscreen, click
Network Setting > USB Service.
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Figure 209 Network Setting > USB Service
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Note: The Share Directory Listis only visible when you connecta USBdevice.

FEach field isdescribed in the following table.

Table 128 Network Setting > USB Service

IABEL DESCRIPIION

Information

Volume This is the volume name the ZyxelDevice givesto an inserted USBdevice.
Capacity This is the totalavailable memory size (in megabytes) on the USBdevice.
Used Space This is the memo1y size (in megabytes) already used on the USBdevice.

Se rver Configuration

Fie Sharing Clic k this switc h to enable file sharing through the ZyxelDevice.
Serwices

Share Dire ¢ tory List

Thisonly appears when you have inserted a USBdevice.

Add New Share | Clickthisto setup a new share on the ZyxelDevice.

Ac tive Selectthisto allow the share to be accessed.

Sta tus This field shows the statusof the share

-I.'-!‘-:: The share isnotactivated.

% : The share isactivated.
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Table 128 Network Setting > USB Serwvice (continued)

IABEL

DESCRIPIION

Share Name

This field displays the name of the file you shared.

Share Path This field displays the location in the USBofthe file you shared.
Share This field displaysa description of the file you shared.
Description

Mo d ify Click the Editicon to c hange the settingsofan existing share.

Click the Delete icon to delete this share in the list.

Account Management

Add New User

Click thisbutton to create a useraccountto accessthe secured shares. Thisbutton redirectsyou
to Maintenance > UserAccount.

Sta tus

This field shows the statusof the user.

:The useraccountisnotactivated forthe share.

-

E: The useraccountisactivated forthe share.

UserName

This is the name ofa userwho isallowed to accessthe secured shareson the USBdevice.

Cancel

Click this to restore yourpreviously saved settings.

Apply

Click thisto save yourchangesto the ZyxelDevice.

18.2.1 Add New Share

Use thisscreen to set up a new share oredit an existing share on the Zyxel Device. Click Add New Share

in the File Sharing screen orc lick the Edit orModify icon next to an existing share.

Please note thatyouneed to setup shared folderson the USBdevice before enabling file sharng in the
ZyxelDevice.Spacesand the folowing specialcharacters, ["L, [ L,['L[<L[>LI~ALI$L[] 1, [&],I
;1,are notallowed forthe USBshare name.

Figure 210 Network Setting > USBService > Add New Share
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The following table describesthe labelsin this menu.

Table 129 Network Setting > USBService > Add New Share

IABEL DESCRIPTIO N
Volume Selectthe volume in the USBstorage device thatyou wantto add asa share in the Zyxel
Device.

This field isread-only when you are editing the share.

Share Path Manually enterthe file path forthe share, orclic kthe Browse button and select the folderthat
you wantto add asa share.

This field isread-only when you are editing the share.

Description Youcan eitherentera short description ofthe share, orleave thisfield blank You can use up to
128 printable charactersexcept[ "], [ L ['LI<LI[>L[~ALI$1L[| ,[ &1, or[;] Spacesare
allowed.

Accesslevel Sele c t Public if you want the share to be accessed by usersconnec ting to the ZyxelDevice.
Othe rwise, se le c t Se c urity.

Alowed ¥ Security isselected in the Access Ievelfield, selectthischeckboxto allow/prohbitaccessto
the share.

UserName This field specifie s the userforwhich the Allowed setting applies. Userscanbe added or
modified in Maintenance > User Account.

Cancel Click Cancelto retum to the previousscreen.

OK Click OKto save yourchanges.

18.2.2 Add New UserScreen

Once youclickthe Add New Userbutton, you willbe directed to the UserAccountscreen. T create a
useraccountthatcanaccessthe secured shareson the USBdevice, clickthe Add New Accountbutton
in the Network Se tting > USB Service > User Accountscreen.

Please see Chapter36 onpage 475, fordetailed information about UserAccountscreen.

18.3 Media Server

The media serverfeature letsanyone on yournetwork play video, music, and photos from the USB
storage device connected to yourZyxelDevice without having to copy them to anothercomputer. The
ZyxelDevice can function asa DINA-complant media server, where the Zyxel Devic e streams file s to
DINA-complantmedia clientslike WindowsMedia Player. The Digital living Ne twork Alianc e (DINA) is a
group of personalcomputerand electronicscompaniesthat worksto make productscompatble in a
home netwo k.

The ZyxelDevice media serverenablesyou to:

* Publish allsharesforeveryone to play media filesin the USBstorage device connected to the Zyxel
Device.

* Use hardware-based media clie nts ke the DMA-2500 to play the files.

Note: Anyone on yournetworkcan play the media filesin the published shares. No username
and password orotherform ofsecurty isused. The media serverisenabled by default
with the video, photo, and music shares published.
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™ change yourZyxelDevice’smedia serversettings, c lick Ne twork Se tting > USB Service > Media Server.
The screen appears asshown.

Figure 211 Network Setting > USBService > Media Server
USBE Service

WhmdiE R

[ Ep—

Apply

The following table describesthe labelsin this menu.

Table 130 Network Setting > USBService > Media Server

IABEL DESCRIPTIO N

Media Server Clic k this switch to have the ZyxelDevice func tion asa DINA-compliant media server. When the
switch goesto the right ¥ ‘:Z,the func tion isenabled. Otherwise, it isnot.

Enable the media serverto let (DINA-compliant) media clientson yournetworkplay media files
located in the shares.

Interface Selectaninterface on which you want to enable the media serverfunction. An interface can
be added ormodified in Network Se tting > Interface Grouping.

Volume This is the volume name the ZyxelDevice givesto aninserted USBdevice. Selecta volume in the
USBstorage device(s) to allbow the ZyxelDevice media serveraccess. Select Al USBDevices to
enable accessonallvolumes.

Media Library Enterthe path clientsuse to accessthe media fleson a USBstorage device connected to the

Path ZyxelDevice.

Cancel Click Cancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.
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CHAPTER 19
Firewall

19.1 FrewallOverview

This chaptershowsyou how to enable the ZyxelDevice firwall Use the firrwallto protectyourZyxel
Device and network from attacksby hackerson the Intermetand controlaccessto it. The firewall:

* allowstraffic thatoriginatesfrom yourI[AN computersto go to allothernetwo rks.
* blockstraffic thatorginateson othernetworks from going to the TAN.

By default, the ZyxelDevice blocks DoSattacks whetherthe frewallisenabled ordisabled.

The following figure illustrate s the fire wallaction. User A can initiate an IM (Instant Me ssaging) session
from the IAN to the WAN (1). Return traffic forthissession isalso allowed (2). Howe vero ther tra ffic
mitiated from the WAN isblocked (3 and 4).

Figure 212 Default FrewallAction

A LAN WAN

ks

19.1.1 WhatYou Need to Know About Firewall

SYN Attack

A SYN attackfloodsa targeted system with a seriesof SYN packets. Fach packetcausesthe targeted
system to issue a SYN-ACKresponse. While the targeted system waits forthe ACKthat follows the SYN-
ACK it queuesup alloutstanding SYN-ACKresponsesona backlog queue.SYN-ACKsare moved o ffthe
queue only whenan ACKcomesbackorwhen an intemaltimerte rmimatesthe three-way handshake.
Once the queue is full, the system willignore allinc oming SYN re que sts, making the syste m unavailable
forlegitimate users.

DoS

Denialof-Service (DoS) attacksare aimed atdevices and networks with a connection to the Inte met.
Theirgoalisnotto stealinformation, but to disable a device ornetwork so usersno longerhave access
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to networkresources. The ZyxelDevice ispre-configured to automatically detect and thwart allknown
DoSattacks.

Do S Thre sholds
ForDoSattacks, the Zyxel Devic e uses thresholdsto determine when to drop sessionsthatdo not

become fully established. These thresholdsapply globally to allsessions. You c an use the default
threshold values, oryoucan change them to values more suitable to your sec urty re q uire me nts.

DDo S

A Distrbuted Denial-of-Service (DDoS) attackisone in which multiple compromised systemsattacka
single target, thereby causing denialofservice forusersofthe targeted system.

ICMP

Intemet Control Message Protoc ol (ICMP) isa message controland emorreporting protocolbetween a
hostserverand a gateway to the Intemet. IC MP uses Intemet Protoc o1(IP) datagrams, but the messages
are processed by the TCP/IP software and directly apparent to the application user.

IAND Attack

In a IAND attack, hackersflood SYN packetsinto the network with a spoofed source IPaddressof the
target system. Thismakesitappearasifthe host computersent the packetsto itse If, making the system
unavailable while the target syste m tries to respond to itself.

Ping of Death

Ping of Death usesa ‘ping’ utility to create and send an IPpacketthatexceedsthe maximum 65,536
bytesofdata allowed by the IPspecification. Thismay cause systemsto crash, hang orreboot.

SP1

State ful Packet Inspection (SPD) trackseach connection c ossing the frewalland make s sure it is valid.
Filtering decisionsare based notonlyon rulesbutalso context. Forexample, traffic from the WAN may
onlybe allowed to crossthe firewallin response to a request from the TAN.

19.2 Frewall

Use the firrwallto protect yourZyxelDevice and network from attacksby hackerson the htemet and
controlaccessto it.

19.2.1 WhatYou Can Do in this Chapter
* Use the Generalscreen to c onfigure the securty levelofthe firrwallon the ZyxelDevice (Section 19.3
on page 390).

* Use the Protocolscreento add orremove predefined Intemet services and configure frewallrules
(Section 19.4 onpage 391).
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* Use the Access Controlscreen to view and configure inc oming oroutgoing filtering rules (Section 19.5
on page 392).

* Use the DoSscreento activate protection against Denialof Service (DoS) attacks (Section 19.6 on
page 395).

19.3 Firewall General Se ttings

Use the firrwallto protect yourZyxelDevice and network from attacksby hackerson the htemet and
controlaccessto it. Use thisscreen to set the securty levelofthe frewallon the ZyxelDevice. Firewall
rulesare grouped based on the direction oftravelofpackets. A higherfirwalllevelmeansmore

re stric tions on the Intermet ac tivitie s you c an perform. Clic k Se c urity > Firewall > Generalto display the
following screen. Use the sliderto selectthe leveloffirewall protection.

Figure 213 Securty > Frewall> General

o
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Note: AN to WANisyouraccessto alllntemet services. WAN to IAN isthe accessofother
computerson the ntemetto devicesbehind the ZyxelDevice.
When the security levelis set to High, Te ne t, FIP, HTIP, HTIPS, DNS, IMAP, PO P3, SM'TP,
and/orIPv6 ICMPv6 (Ping) traffic from the IAN are stillallowed.
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The following table descrbesthe labelsin thisscreen.

Table 131 Security > Firewall> General

IABEL DESCRIPIION

Pv4 Enable frewallprotection when using IPv4 (Intemet Protocolversion 4).

Fire wall

Pv6 Enable frewallprotection when using IPv6 (Intemet Protocolversion 6).

Fire wall

High This se tting blocks all traffic to and from the Intemet. Only localnetwork traffic and IAN to WAN se rvic e

(Te Ine t, FIP, HTIP, HTIPS, DNS, POP3, SMTP) is pe mitte d.

Me d um This is the recommended setting. & allows traffic to the htemetbut blocks anyone from the Intemet
from accessing any serviceson yourlocalnetwo rk.

Iow This se tting allo ws tra ffic to the Intemet and also allowssomeone from the Intemetto accessserviceson
yourlocalnetwork Thiswould be used with Port Forwarding, Default Server.

Apply Clic k this to save yourchanges.

Cancel Clic k this to restore yourpreviously saved settings.

19.4 Protocol (Customized Services)

You can configure customized servicesand port numbersin the Protocolscreen. Eachsetofprotocol
rule s listed in the table are reusable objectsto be used in conjunc tion with ACLrules in the Access
Controlscreen. Fora comprehensive listof port numbersand servic es, visit the JANA (Intemet Assigned
Numb er Authority) we bsite . Clic k Se c urity > Firewall > Protocolto display the follo wing sc reen.

Note: Removing a protocolrule willalso remove associated ACLrules.

Figure 214 Securty > Frewall> Protocol

I'rednirnd
al el oo arad wodoos and Bee Podd Dnbonoel S goeesd Bl Lacs Sl cails? o Lail .
45 B Hwvss 1 smidmenind | i1
hema Isarsipien Frirke Prabnesod Misshar Moty
Hoos o
Pay—=aaamyn o mendeeeasd nim vl Ao o mescsnlnsd S50 mis

The folowing table describesthe labelsin thisscreen.

Table 132 Security > Firewall> Protocol

IABEL DESCRIPTION

Add New Protocol Clic k this to c onfigure a customized service.
Entry

Name This is the name of yourc ustomized service.
Description Thisisa description of yourc ustomized serwice.
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Table 132 Security > Firewall> Protocol(c ontinued)

IABEL

DESCRIPIION

Ports/Protoc ol Number | This shows the port numberorrange and the IPprotocol(TCPorUDP) that defines your

customized service.

Mo d ify

Click thisto edita customized service.

19.4.1 Add Customized Service

Add a customized rule oredit an existing rule by specifying the protocoland the port numbers. Click
Add New Protocol Entry in the Protocol screen to display the following screen.

Figure 215 Securty > Frewall> Protocol: Add New Protoc ol Entry
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The folowing table describesthe labelsin thisscreen.

Table 133 Security > Firewall>Protocol Add New Protoc ol Entry

IABEL

DESCRIPTION

Se rvice Name

Entera descrptive name foryourcustomized service. You can use up to 16 printable
charactersexcept["],[" L, ['LI[<L[>L[AL[$L,[| L,[&],or[;]. Spacesare alowed.

Description

Entera description foryourcustomized service. You can use up to 16 printable characters
except["L [ LI'LI<LI>LI~AL[$),[]|1,[&]),or[;]. Spacesare alowed.

Protocol Selectthe protocol (TCP, UDP, ICMP, ICMPv6, or Other) that defines yourcustomized port from
the drop down listbox.

ProtocolNumber | Entera single port numberorthe range of port numbers (0 —255) that define yourc usto mized
service.

OK Clic k this to save yourchanges.

Cancel Clic k this to e xit this sc re e n witho ut saving.

19.5 Access Control (Rules)

An AccessControlList (ACD rule isa manually-de fined rule thatcanaccept,reject,ordrop incoming or
outgoing packetsfrom yournetwork. Thisscreen displays a list of the configured incoming oroutgoing
filte ring rule s. Note the orderin whic h the rules are listed. Clic k Se c urity > Firewall > Access Contiol to
display the following screen.
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Note: The ordering of yourrulesis very important asrulesare applied in tum.

Figure 216 Security > Frewall> Access Contrwol
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The folowing table describesthe labelsin thisscreen.

Table 134 Security > Firewall> Access Control

IABEL

DESCRIPTION

Rules Storage Space
Usage

Thisread-only barshowshow much ofthe ZyxelDevice'smemory isin use forrecording
firewallrules. When you are using 80% orlessofthe storage space, the barisgreen. When
the amountofspace used isover80%, the barisred.

Add New ACLRule

Selectanindexnumberand click Add New ACLRule to add a new firewallrule afterthe
selected ndexnumber. Forexample,ifyouselect“6”, yournew rule becomesnumber?7
and the previousrule 7 (ifthere isone) becomesrule 8.

# This field displays the rule ndexnumber. The ordering of yourrulesisimporntantasrulesare
appled in tum.

Sta tus This field displaysthe statusofthe ACLrule. A yellow bub signifies that this ACLrule is
active, while a gray bulb signifies that this ACLrule isnot ac tive.

Name This field displays the rule name.

Src 1P This field displaysthe source IPaddressesto which thisrule applies.

Dest IP This field displaysthe destination IPaddresses to which thisrule apples.

Se rvic e This field displays the protoc ol(Al, TCP, UDP, TCP/UDP, IC MP, ICMPv6, orany) used to
transportthe packetsforwhich you wantto apply the rule.

Action Displays whetherthe fire wallsilently discards packets (Drop),discardspacketsand sends
a TCPresetpacketoran ICMP destination-unreachable message to the sender(Reject),
orallow the passage of (Accept) packetsthatmatch thisrule.

Mo d ify Clic k the Editicon to edit the fie wallrule.

Click the Delete icon to delete an existing firrwallrule.

19.5.1 Add New ACLRule

Click Add new ACLrule orthe Editicon nextto an existing ACLrule in the Access Control screen. The
following screen displays. Use thisscreento accept,reject,ordrop packetsbased on specified

parameters, such assource and destination IPaddress, IP Type, service, and direction. You can also

specify a limit asto how many packetsthisrule applesto ata certain period oftime orspecify a

sc he dule forthis rule.
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Figure 217 Securty > Frewall> AccessControl> Add New ACLRule
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The folowing table describesthe labelsin thisscreen.

Table 135 Security > Frewall> Access Control> Add New ACLRule

IABEL DESCRIPTION

Ac tive Clic k this switch to enable this ACLrule.

Fiter Name Entera descriptive name foryourfiterrule. You can use up to 16 printable characters
except["L["L['LI<LI>LIAL[$),[| L,[&],or[;].Spacesare alowed.

Order Assign the orderofyourrulesasrulesare appled in tum.

Select Source IP
Address

Fyou wantthe source to come from a particular(single) IP, select Specific IPAddress. I
not, selectfrom a detected device.

Source IP Address

Fyouselected Specific IPAddress in the previousitem, enterthe source device’s IP
addresshere. Otherwise thisfield wilbe hidden if youselectthe detected device.

Select Destination
Device

Fyouwantyourrule to apply to packetswith a particular(single) IP, select Spe cific IP
Address. fnot,selecta detected device.

Destination IP Addre ss

Fyouselected Specific IPAddress in the previousitem, enterthe destination device’s IP
addresshere. Otherwise thisfield wilbe hidden if youselectthe detected device.
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Table 135 Security > Frewall> Access Control> Add New ACLRule (continued)

IABEL DESCRIPTIO N

MAC Address Enterthe MAC addressesofthe WiFiorwired IAN clientsthat are allowed accessto the
ZyxelDevice in these address fields. Enterthe MAC addressesin a valid MAC address
format, thatis, sikx hexadecimalcharacterpairs, forexample, 12:34:56:78:9a:bc.

P Type Selectbetween IPv4 orIPv6. Compared to IPv4, IPv6 (Intemet Protocolversion 6), is
designed to enhance IPaddresssize and features. The increase in IPv6 address size to
128 bits (from the 32-bit IPv4 address) allowsup to 3.4 x 1038 IPaddresses. The Zyxel
Device can use IPv4/IPv6 dualstackto connectto IPv4 and IPv6 ne two ks, and supports
IPv6 rapid deployment (6RD).

SelectSerwice Selecta service from the SelectService box.

Protocol Selectthe protocol(AIL TCP/ UDP, TCP, UDP, ICMP, or ICMPv6) used to transport the

packetsforwhich you wantto apply the rule.

Custom Source Port

Thisis a single port numberorthe starting port numberofa range thatdefinesyourrule.

Custo m De stina tion
Port

Thisis a single port numberorthe ending port numberofa range thatdefinesyourrule.

TCPHag Selectthe TCP Flag (SYN, ACK URG, PSH, RST, FIN).
Thisappearswhen you select TCP/UDP or TCP in the Protocolfield.

Policy Use the drop-down list box to select whetherto discard (Drop), deny and send an ICMP
destination-unreachable message to the sender(Reject), orallow the passage of
(Accept) packetsthat match this rule.

Dire ¢ tion Select WAN to IAN to apply the rule to traffic fom WAN to IAN. Select IAN to WAN to

apply the rule to traffic from IAN to WAN. Select WAN to Routerto apply the rule to traffic
from WAN to router. Select IAN to Routerto apply the rule to traffic from IAN to router.

Enable Rate Limit

Clic k this switch to enable the setting of maximum numberofpackets permaximum
numberofminute orsecond to imit the throughputoftraffic that matc hesthisrule. Fnot,
the nextitem willbe disabled.

Sc hedulerRule s Selecta schedule rule forthis ACLrule form the drop-down list box. You can configure a
new schedule rule by clicking Add New Rule. This wil bring you to the Sec urity >
SchedulerRules screen.

OK Clic k this to save yourchanges.

Cancel Clic k this to e xit this sc re en without saving.

19.6 DoS

DoS(DenialofService) attackscan flood yourlntemet connec tion with invalid packetsand connection
re q ue sts, using so much bandwidth and so many resourcesthat htemetaccessbecomesunavailable.
Use the DoSscreen to activate protec tion against Do Sattacks.

Clic k Se curity > Firewall > DoS to display the following screen.
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Figure 218 Securty > Frewall> Do S
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The following table descrbesthe labelsin thisscreen.

Table 136 Security > Firewall> Do S

IABEL DESCRIPIION

DoSProtection Enable thisto protect against DoSattacks. The ZyxelDevice wildrop sessions that surpass
Blo ¢ king maximum thre sholds.

Apply Clic k this to save yourchanges.

Cancel Clic k this to restore yourpreviously saved settings.

19.7 Firewall Technical Reference

Thissection providessome tec hnicalbackground information about the topicscovered in thischapter.

19.7.1 Firewall Rules Overview

Yourcustomized rulestake precedence and ovemide the ZyxelDevice’s de fault settings. The Zyxel
Device checksthe source IPaddress, destination [Paddressand IPprotocoltype ofnetwo rk tra ffic
against the firewallrules (in the orderyou list them). When the traffic matc hesa rule, the Zyxel Device
takesthe action specified in the rule.

Frewallrules are grouped based on the direction oftravelofpacketsto which they apply:

e TAN to Router e WAN to IAN
e TAN to WAN e WAN to Router

By default, the ZyxelDevice’s statefulpacketinspection allows packetstraveling in the follo wing
dire c tions:
e TANto Router

The se rules specify which computerson the IAN can manage the ZyxelDevice (remo te

management).

Note: Youcan also configure the remote managementsettingsto allbw only a spec ific
computerto manage the ZyxelDevice.
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* JAN to WAN

These rules specify which computerson the IJANcan accesswhich computersorservic es on the
WAN.

By default, the ZyxelDevice’s statefulpacketinspection dropspacketstraveling in the following
dire c tions:

* WAN to IAN

These rules specify which computerson the WANcan accesswhich computersorserviceson the
IAN.

Note: You also need to configure NATport forwarding (orfullfeatured NATaddress mapping
rules) to allow computerson the WAN to accessdeviceson the TAN.

e WAN to Router

By default the ZyxelDevice stopscomputerson the WAN from managing the ZyxelDevice. You could
configure one ofthese rulesto allow a WAN computerto manage the ZyxelDevice.

Note: You also need to configure the remote managementsettingsto allow a WAN
computerto manage the ZyxelDevice.

Youmay define additionalrulesand sets ormodify existing onesbutplease exercise extreme caution in
doing so.

Forexample,youmaycreate rulesto:

* Bockcertain typesoftraffic, such asIRC (Intemet Relay Chat), from the LAN to the Inte met.

* Alow certain typesoftraffic, such aslotus Notesdatabase synchronization, from spe cific hostson the
Intemetto specific hosts on the TAN.

e Alow everyone exceptyourcompetitorsto accessa web server.

* Restrictuse ofcertain protocols, such asTelnet, to authorized users on the LAN.

These custom rules workby comparing the source IPaddress, destination IPaddressand IP protocol
type ofnetwork traffic to rulesset by the administrator. Yourcustomized rulestake precedence and
override the Zyxel Device’s default rules.

19.7.2 Guidelines For Se c urity Enhanc e me nt With Your Fire wall

1 Change the default password through the Web Configurator.

2 'Thinkaboutaccesscontrolbefore youconnectto the networkin any way.

3 Limitwho canaccessyourmuter.

4 Do notenable anylocalservice (such astelnet orFIP) that you do notuse. Any enabled service could
present a potentialsecurty risk. A determined hackermightbe able to find creative waysto misuse the
enabled servicesto accessthe frewallorthe network

5 Forlocalsericesthatare enabled, protectagainst misuse. Protectby configuring the servic es to

communic ate only with specific peers,and protectby configuring rulesto blockpacketsforthe services
atspecific interfaces.
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6 ProtectagainstPspoofing by making sure the firewallisactive.

7 Keep the frewallin a secured (locked) room.

19.7.3 Security Considerations

Note: Incorrec tly c o nfiguring the frewallmay block valid accessorintroduce sec urity risks to
the ZyxelDevice and yourprwotected network. Use caution when creating ordeleting
frewallrule s and test yourrules afteryou c onfigure them.

Considerthese security ramificationsbefore creating a rule:

1 Doesthisrule stop IAN usersfrom accessing criticalresources on the htemet? Forexample, if RC
(Intemet Relay Chat)isblocked, are there users that re quire this service?

2 LKkitpossble to modify the rule to be more specific? Forexample, f RC isblocked forallusers, willa rule
thatblocksjust certain usersbe more effective ?

3 Doesa rule thatallows Internetusersaccessto resourceson the IANcreate a securty vulnerability? For
example,if FIPports (TCP 20, 21) are allowed from the Intemet to the LAN, nternetusersmay be able to
connectto computers with running FIP se rvers.

4 Doesthisrule conflict with any existing rule s?

Once these questionshave been answered, adding rulesis simply a matterofentering the mformation
into the comect fieldsin the Web Configuratorscreens.
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20.1 MAC HlterOverview

C HAPTER 20
MAC Klter

You can configure the ZyxelDevice to pemitaccessto clientsbased on their MAC addressesin the
MAC Filterscreen. Thisappliesto wired connec tions. Every Ethemet de vice hasa unique MAC (Media
AccessControl) address. The MAC addressisassigned atthe factory and consistsof sixpaisof
hexadecimalcharacters, forexample, 00:A0:C5:00:00:02. Youneed to know the MAC addressesof

wired IAN client to ¢ onfigure this screen.

20.2 MAC Hlter

Enable MAC Address Filterand add the hostname and MAC addressofa wired IAN client to the table
if you wish to allow ordeny them accessto yournetwork. Youcanchoose to enable ordisable the filters
perentry; make sure thatthe checkboxunderActive isselected if you wantto use a filter. Select

Se c urity > MAC Filter. The screen appearsasshown.

Figure 219 Securty > MAC Hilter

MAC Filter
on coilicunm e el Device b= parmtt cecasy o clerd based o ek WAL oo i e MAC Alher scrao
ha gpelisi fo wied comactond. Byvany Bihamel Gasics hos g onlgee KRG |KMedio Acoess Cortngl] odonem, PHa L
ydares il onignsa ot e focfory ond cormiets of te Doy &f hacodecimal chaocken for erarmple. (KRAFCS 000
V.o TR 10 Bnoe e LD odosemrsy of he LAM cilsnt 1o configues 1 LT
Enabe MAC Addre Fiker ond God Ihe hoat pams e LA goams of & DA cllsrt 1o e ol # poo i e oo
of sy 1h SoCes 1o youl rtwote Yol c o (o onobss or Sivobis e Mer prar gy, mois o 5al he
-Fecik box undier Active A ialckod I vou wonl fo uee o e
L
®
- L]
Jut Aclive Mot Home MAC Addrets [e=lets
. Apply

AX/DX/EE/ EX/PX Series User s Guide

399



Chapter20 MAC Fiter

The following table descrbesthe labelsin thisscreen.

Table 137 Security > MAC Hlter

IABEL DESCRIPIION

MAC Address Hlter Select Enable to activate the MAC filte r func tio n.

MAC Restrict Mode Select Allow to only permit the listed MAC addressesaccessto the ZyxelDevice. Select
Deny to permit anyone accessto the ZyxelDevice exceptthe listed MAC addresses.

Add New Rule Selectan existing wired IAN client from the listto add asa new entry. Select Custom if you
wantto manually enterthe Host Name and MAC Address.

Click the Add button to create a new entry.

Set This is the indexnumberofthe MAC address.

Ac tive Select Active to enable the MAC fiterrule. The rule wilnotbe appled if Allow isnot
selected under MAC Restrict Mode.

Ho st Name Enterthe hostname ofa wired IANclientthatyou wantto alow accessto the ZyxelDevice.
Youcanuse up to 17 printable charactersexcept["],[ L, ['LI<LI>LI[ALI$LI| 1, [&
l,or[;]. Spacesare allowed.

MAC Address Enterthe MAC addressofa wired IAN clientthatyou wantto alow accessto the Zyxel
Device. Enterthe MAC addressesin a valid MAC address format, thatis, sikx hexadecimal
characterpairs, forexample, 12:34:56:78:9a:bc.

Delete Clic k the Delete icon to delete an existing rule.

Cancel Click Cancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

20.2.1 Add New Rule

You can choose to enable ordisable the fitersperentry; make sure thatthe checkboxunderActive is
selected f you want to use a fiter, as shown in the example below. Select Security > MAC Filter> Add
New Rule. The screen appears asshown.

Figure 220 Security > MAC Filter> Add New Rule
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The folowing table describesthe labelsin thisscreen.

Table 138 Security > MAC Filter> Add New Rule

IABEL DESC RIPTION

Set This is the index numberofthe MAC address.

Ac tive Select Active to enable the MAC fiterrule. The rule wilnotbe applied if Allow isnot
selected under MAC Restrict Mode.

Ho st Name Enterthe hostname ofa wired IAN clientthat you wantto allow accessto the Zyxel
Device.Youcanuse up to 17 printable charactersexcept["],[ " L['LI[<L[>1[~"
1,I$1,[| ,[&],or[;]. Spacesare allowed.

MAC Address Enterthe MAC addressesofa wired LAN client that you wantto allow accessto the
ZyxelDevice in these address fields. Enterthe MAC addressesin a valid MAC
addressformat, thatis, sikxhexadecimalcharacterpairs, forexample,
12:34:56:78:9a:bc.
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Table 138 Security > MAC Flter> Add New Rule (continued)

IABEL DESC RIPIION

Delete Click the Delete icon to delete an existing rule.
Cancel ClickCancelto restore yourpreviously saved settings.
Apply Click Apply to save yourchanges.
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Chapter21
Home Securnty

21.1 Home Security Overview

The ZyxelDe vice supports URL(Uniform Resource Iocator) fitering that allowsyou to blockuseraccess
to specific websites containing inapproprate orharmfulcontent. Userson yournetwork willnotbe able
to enterthe websites with URLdomain names, keywords or fullURLs you specify. Check Section 1.1 on
page 20 to see if yourZyxel Device supportsthe Home Sec urity feature.

21.2 Home Se c urity

Use thisscreen to configure URLfilte ing se ttingsto blockuserson yournetwork from accessing certain
websites. Tb accessthisscreen, click Security > Home Se curity.

Figure 221 Securty > Home Sec urty
Connected Home Security
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The following table descrbesthe labelsin thisscreen.

Table 139 Security > Home Sec urity

IABEL DESCRIPIION

Ente r Web site URL Enterthe URLofa website or URLkeyword to whic h the ZyxelDevice blocksaccess. Click
Block to add the website to the Block List.

Use keywords, domain names, orfull URLs to block websites. Forexample, if you want to
blocka website with the domain name “www.example Web.com”, you can use the
follo wing input formats:

e Thttp://exampleWeb.com
e  Thttps://exampleWeb.com
e exampleWeb.com

e www.exampleWeb.com
e example

Blo ¢ k List The ZyxelDevice prohibits userson yournetwork from viewing the website s with the URLy/
keywordsin thisbloc klist. Click x to remove the entry from the Lst.
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Parental Control

22.1 Parental Control Overview

Parentalcontrolallows you to limit the time a usercan accessthe ntemetand prevent users from
viewing mapproprate contentorparticipating in specified online ac tivitie s.

Yourparentalcontrolscreensmay be different depending on the modelyou’re using. Some Zyxel
Devicessupport scheduling, some support scheduling and URLfilte ring .

See Section 1.1 on page 20 formore information.

22.2 Parental Control Sc he dule

Use thisscreen to enable parentalcontroland view parentalcontrolrules and schedules. You can limit
the time a usercan accessthe Intemet. These rulesare defined in a Parental Control Pro file (PCP).

Clic k Se curity > Parental Control to o pen the follo wing screen.

Note: Forsome ZyxelDevice models, youneed to disable MESHto add a new parental
controlprofie.

Figure 222 Securty > Parental Control
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The following table descrbesthe fieldsin this sc reen.

Table 140 Security > Parental Control

IABEL DESC RIPTIO N

Parental Control | Clic k this switc h to enable ordisable parentalcontrol
Sc heduled This screen shows allthe created profies.

Pro file

Add more Click thisbutton to create a new profile.

Pro file

22.2.1 Add orEdita Parental Control Profile

Click Add more Profile in the Parental Controlscreen to add a new rule orclickthe Editicon nextto an
existing rule to editit. Use thisscreen to configure a restricted accessschedule.

Figure 223 Securty > ParentalControl> Add more Profile: Select Device

Parental Control

fjetect Device

The following table descrbesthe fieldsin this sc reen.

Table 141 Security > ParentalControl> Add more Profile: Select Device

IABEL

DESCRIPIION

Profile Name

Entera descrptive name forthe profile. Youcan use up to 17 printable charactersexcept[ "1, [
CLIU'LI<LI>LIALIS$SLI] 1L, [&],0or[;]. Spacesare allowed.

Profile Ac tive

Clic k this switc h to enable ordisable this profile.

Profile Device

This field showsthe devicesselected on the right forthis profie.

List

Blo ¢ king This field shows the time during which ntemetaccessisblocked on the profile devices.
Sc he dule

Ne xt ClickNextto go to the nextstep to seta schedule forthis profie.
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22.2.2 Define a Schedule

Thisscreen allow you to define time periodsand daysduring which Intemetaccessisblocked on the
profile devices. Finish the settingsin the SelectDevice step and click Nextto accessthisscreen.

Figure 224 Securty > ParentalControl> Add more Profile: Time limits
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The following table descrbesthe fieldsin this screen.

Table 142 Security > Parental Control> Add more Profile: Time limits

IABEL DESC RIPTIO N

Profile Name Entera descriptive name forthe profile.

Profile Ac tive Click this switc h to enable ordisable this profile. When the switch goesto the right('_.'_':*.), this
profile isactive. Otherwise, it isnot.

Profile Device This field shows the devicesselected on the right forthis profile.

List

Blo ¢ king This field shows the time during which Intemetaccessisblocked on the profile devices.

Sc he dule

Sc he dule

Add New Click thisto add a new block forscheduling.

Sc he dule

Sta rt/ End Selectthe time period when ntemetaccessisblocked on the profile devices.

blo c king

RepeatOn Selectthe dayswhen Intemetaccessisblocked on the profile devices. Select Whole Week and
the schedulerrule willbe activated forthe whole week.

Back ClickBack to retum to the previous screen.

Save Click Save to save yourchanges.

22.2.3 Parental Control Sche duled Profile

Use thisscreen to view and manage the created parentalcontrol profiles.
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Figure 225 Securty > Parental Control> Scheduled Pro file
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The following table descrbesthe fieldsin this sc reen.

Table 143 Security > Parental Control> Sc heduled Profile

IABEL

DESCRIPIION

ParentalControl

Clic k this switc h to enable ordisable parentalcontrol When the switch goesto the Iight(‘,',';‘.),
the function is enabled. Otherwise, itis not.

Profile Ac tive

Click this switch to enable ordisable a created profile. When the switch goesto the n'ght(‘__-i:),
this profile isactive. Otherwise, it isnot.

Sc heduled Thisscreen showsallthe created profies.

Pro file i
Click = beside Profile Device List to view more information aboutthe profile. Youcanclick
Delete to remove the profile orclick Editto c hange the profile settings.
Only the Add more Profile button displays if there isno profile created.

Add more Click thisbutton to create a new profile.

Pro file
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Sc heduler Rule

23.1 SchedulerRule Overview

A SchedulerRule allows you to define time periodsand days during which the ZyxelDevice allows

certain actions.

23.2 SchedulerRule Settings

Use thisscreen to view, add, oredit time sc hedule rules. A schedulerrule isa reusable objectthatis

applied to otherfeatures, such as FrewallAccess Control.
Clic k Se curity > SchedulerRule to open the following screen.

Figure 226 Securty > Sc he duler Rule
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The following table descrbesthe fieldsin this sc reen.

Table 144 Security > Sc hedule r Rule

IABEL DESCRIPIION

Add New Rule Clickthisto create a new rule.

# This is the indexnumberofthe entry.

Rule Name This sho ws the name of the rule.

Day This shows the dayson which thisrule isenabled.

Tme This shows the period of time on which thisrule isenabled.
Description This sho ws the description o f thisrule.

Mo d ify Clic kthe Editicon to edit the schedule.

Clickthe Delete icon to delete a schedulerrule.

Note: Youcannotdelete a schedulerrule once itisapplied to a certain feature.
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23.2.1 Add orEdit a Sche dule Rule

Click the Add New Rule button in the SchedulerRule screen orclick the Editicon nextto a schedule rule
to open the following screen. Use thisscreen to configure a restricted accessschedule.

Figure 227 Securty > SchedulerRule: Add orEdit

&dd New Schedule Rule
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The following table descrbesthe fieldsin this sc reen.
Table 145 Security > SchedulerRule: Add orEdit
IABEL DESCRIPTIO N
Rule Name Entera descrptive name forthisschedule. Youcan use up to 31 printable charactersexcept["

LUDLIU'LI<LI>LIALI$L[] ), [&],0or[;] Spacesare allowed.

Day Selectcheckboxesforthe daysthatyou want the ZyxelDevice to perform this sc hedulerrule.
Tme of Day Enterthe time period ofeach day, in 24-hourformat, during which the rule wilbe enforced.
Range

Description Entera description forthisschedulerrule. You can use up to 63 printable charactersexcept[ "],

LU LI<LI>LIALI$1, 1] 1, [&],0r[;] Spacesare allowed.

Cancel Click Cancelto exit this sc re en witho ut saving.

OK Click OKto save yourchanges.
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Certificates

24.1 Certificates Overview

The ZyxelDevice can use cettificates(also called digitalIDs) to authentic ate users. Certificates are
based on public-private key pairs. A certificate contains the certificate ownersidentity and public key.
Certtificatesprovide a way to exchange public keys foruse in authe ntic a tion.

24.1.1 WhatYou Can Do in this Chapter

* Use the IncalCertificates screen to view and import the ZyxelDevice’s CA-signed (Ce rtific a tion
Authority) certificates (Section 24.3 on page 410).

* Use the Trusted CA screen to save the certificates of trusted CAsto the ZyxelDevice. You can also
exportthe certificatesto a computer(Section 24.4 on page 414).

24.2 WhatYou Need to Know

The folowing termsand conceptsmay help asyouread through thischapter.

C e rtific a tion Authority

A Certific ation Authority (CA) issues certificates and guaranteesthe identity of each certificate owner.
There are commercialc e rtific ation autho ritie s like Cybe rlrust or VeriSign and go ve mme nt c e rtific a tion
authoritie s. The c e rtific ation authority usesits private key to sign certificates. Anyone can then use the
certific ation authority's public key to verify the certificates. You can use the Zyxel Device to generate
certification requests that c ontain id e ntifying information and public keysand then send the
certification requests to a certific a tion authority.

24.3 IocalCertificates

Use thisscreen to view the ZyxelDevice’s summary listof certificates, generate c e rtific ation re que sts,
and importsigned certificates. You can import the following c e rtific ates to yourZyxelDevice:

e Web Server—"This c e rtific ate se c ure s HTIP c o nne c tio ns.

* SSH - This c etific ate secures remote connec tions.

Clic k Se curity > Certificates to open the Incal Certificates screen.
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Figure 228 Securty > Certificates> IocalCertificates
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The folowing table describesthe labelsin thisscreen.

Table 146 Security > Certificates > IocalCertificate s

IABEL

DESCRIPIION

Replace Private Key/Certific ate file in PEM format

Private Key is Selectthe checkboxand enterthe private key into the textboxto store it on the ZyxelDevice.
protected by Youcan use up to 63 alphanumeric (0-9, a-z, A-Z) and specialcharacters, including spaces.
password

Choose File/ Click this button to find the certific ate file you want to upload.

Bro wse

Import Certific ate Click this button to save the certificate that you have enrolled from a c e rtific a tion a utho rity

from yourcomputerto the ZyxelDevice.

Create Certific ate
Request

Click thisbutton to go to the screen where you can have the ZyxelDevice generate a
¢ e rtific a tio n re q ue st.

Current File This field displays the name used to identify thiscertificate. kisrecommended that you give
each certificate a unique name.

Subject This field displayside ntifying information about the certificate’sowner, such asCN (Common
Name),OU(Organizational Unitordepartment), O (Organization orcompany) and C
(Country). kisrecommended thateach certificate have a unique subjectinformation.

Issuer This field displays ide ntifying information about the c e rtific ate’s issuing c etific a tion a utho rity,
such asa common name,organizationalunit ordepartment, organization orcompany and
c ountry.

Vald Fom This field displays the date that the certificate becomesapplicable. The textdisplaysin red
and includes a Not YetValid! message if the certificate hasnotyetbecome applicable.

Vald B This field displays the date that the certificate expires. The text displaysin red and includesan
Expiring! or Expired! message if the certificate isaboutto expire orhasaleady expired.

Mo d ify Click the View icon to open a screen with an in-depth list of information about the certificate.

Fora certification request, clickIoad Signed to import the signed certificate.

Click the Remove icon to remove the certificate (orcertification request). A window displays
asking you to confirm thatyou want to delete the certificate. Note that subsequent
certtificatesmove up by one when you take thisaction.
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24.3.1 Create Certificate Request

Clic k Security > Certificates > Iocal Certificates and then Create Certificate Requestto open the
following screen. Use thisscreen to have the ZyxelDevice generate a certification request. o create a

c ertific ate signing request,youneed to entera common name, organization name, state orprovinc e

name, and the default UStwo-lettercountry code (The UScountry code isbydefaultand not
changeable when sold in the U.S)) forthe cettificate.

Figure 229 Securty > Certificates>IocalCertificates: Create Certificate Request
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The folowing table describesthe labelsin thisscreen.

Table 147 Security > Certificates > IocalCertificates: Create Certificate Request

IABEL DESC RIPTION
C e tific a te Entera descriptive name to ide ntify thiscertificate. You can use up to 63 printable characters
Name except["L["LI'LI<LI>LI~ALI$LL]| L,[&],or[;]. Spacesare alowed.

Common Name

Select Auto to have the ZyxelDevice configure this field automatically. Orselect Customize to
enterit manually.

Enterthe IPaddress(indotted decimalnotation), domain name oremailaddressin the field
provided. Youcan use up to 63 printable charactersexcept["],[ 1, ['LI<LI[>LI[~AL[$1,1[|
LLI&],or[;].Spacesare allowed. The domain name oremail address is forid e ntific a tion
pumposesonly and can be any string.

Organization

Entera descriptive name to identify the company orgroup to whic h the certificate owner

Name belongs. Youcan use up to 32 printable charactersexcept[ "1, [ 1,['LI[<L[>L[~1,[$11[|
1,[&],or[;].Spacesare allowed.

State/Provinc e Entera descriptive name to identify the state orprovince where the certificate ownerislocated.

Name Youcan use up to 32 printable charactersexcept["],[ 1L, ['LI<LI[>L[~L[$L[] L,[&], or
[;]. Spacesare alowed.

Country/Region | Selecta country to ide ntify the nation where the certificate ownerislocated.

Name

Cancel Click Cancelto exitthis screen without saving.

OK Click OKto save yourchanges.
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24.3.2 View Cettificate Request

Use thisscreen to view in-depth information about the c e rtific ate re que st. The Certificate isused to vernfy
the authentic ity o f the c e rtific ation authority. The Private Key serves asyourdigitalsignature for
authentication and mustbe safely stored. The Signing Re quest c ontains the c e rtific ate signing re que st
value that you willcopy upon submitting the certificate request to the CA (c ertific ate authority).

Click the View icon in the IncalCertificates screen to open the following screen.

Figure 230 Security > Certificates > IocalCertificate s: View Ce ttific a te
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The following table descrbesthe fieldsin this sc reen.

Table 148 Security > Cettificates> IocalCertificates: View Cettificates

IABEL DESC RIPTIO N
Name This field displays the identifying name ofthis certificate.
Tpe This field displays generalinformation about the certificate. ca meansthata Certification

Authority signed the certificate.

Subject This field displays information thatidentifies the ownerofthe certificate, such asCommon Name
(CN), Organizational Unit (OU), Organization (O) and Country (C).

C e tific a te Thisread-only textbox displays the certificate in Privacy Enhanced Mail (PEM) format. PEM uses
base 64 to convertthe binary cettificate into a printable form.

Youcancopyand paste the certificate nto anemailto send to fiendsorcolleaguesoryoucan
copy and paste the certificate into a texteditorand save the file on a managementcomputer
fo rlater distrb utio n.

Private Key This field displays the private key of thiscertificate.

Signing Request | Thisfield displays the CSR (Certificate Signing Re que st) nformation of this c e rtificate . The CSRwill
be provided to a certificate authorty, and itincludesinformation about the public key,
organization name,domain name, location, and country of this c ertific ate .

Back ClickBack to retum to the previous screen.

24.4 Tusted CA

Clic k Se curity > Certificates > Trusted CA to open the folb wing screen. Thisscreen displaysa summary list
of certific ates ofthe certification authortiesthatyou have setthe ZyxelDevice to acceptastrusted. The
ZyxelDevice acceptsany valid certificate signed by a certification authority on thislist asbeing

trustwo rthy, which meansyou do notneed to import any certificate thatissigned by one ofthe se

c ertific a tio n authoritie s.

Note: Amaximum often certificatescanbe added.

Figure 231 Security > Certificates > Trusted CA
Cerlificales
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The following table descrbesthe labelsin thisscreen.

Table 149 Security > Cettificates > Trusted CA

IABEL DESCRIPTION

Import Certificate | Clickthisto opena screen where youcan save the certtificate ofa certific ation authority that
you trust to the ZyxelDevice.

# This is the inde x numberofthe entry.
Name This field displays the name used to id e ntify this certificate.
Subject This field displays informa tion that id e ntifie s the ownerofthe certificate, such as Common

Name (CN),OU(OrganizationalUnitordepartment), Organization (O), State (SD) and Country
(C).kisrecommended thateach certificate have a unique subjectinformation.

Tpe This field displays generalinformation about the certificate. ca meansthata Certification
Authority signed the c e tific ate.

Mo d ify Click the Viewiconto opena screen with an in-de pth list of information about the c e ttific a te
(orc ertific ation re que st).

Clickthe Remove icon to delete the certificate (orcertification request). Youcannotdelete a
certificate that one ormore featuresisconfigured to use.

24.5 Import Trusted CA Certificate

Click ImportCertificate in the Trusted CA screen to open the Import Certificate screen. The Zyxel Device
trusts any valid c e rtific ate signed by any ofthe imported trusted CA c ertific ates. Certificatesshould be in
one ofthe follo wing formats: Bnary X.509, PEM (base-64) encoded, Bnary PKCS# 7, or PEM (b a se-64)
encoded PKCSH#7.

Note: You mustremove any spacesfrom the certificate’sflename before youcan impo 1t the
certificate.

Figure 232 Securty > Certificates > Trusted CA > Impo 1t Ce ttific ate
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The following table descrbesthe labelsin thisscreen.

Table 150 Security > Certificate s> Trusted CA > Import Ce rtific a te

IABEL DESCRIPTION

Certific ate Hle Enterthe location ofthe file you wantto upload in thisfield orclick Choose File/Browse to find it.
Path

Choose Hle/ Clic k this to find the certificate file you want to upload.

Bro wse

OK Clic k this to save the certificate on the ZyxelDevice.

Cancel Clic k this to exit this sc re e n witho ut saving.

24.6 View Tiusted CA Certific a te

Use thisscreen to view in-de pth information about the certific ation authority’s ¢ e ttific ate . The c e rtific ate

textboxisread-onlyand canbe distrbuted to others.

Clic k Se curity > Certificates > Trusted CA to open the Trusted CA screen. Clickthe View icon to open the
View Certificate screen.

Figure 233 Security > Certificates > Trusted CA > View Ce ttific ate
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The following table descrbesthe labelsin thisscreen.

Table 151 Security > Certificate s> Trusted CA > View C e rtific a te

IABEL DESCRIPTION

Name This field displaysthe ide ntifying name ofthiscertificate.

Thisread-only text box displays the certificate orcertification requestin Privacy Enhanced
Mail (PEM) format. PEM uses 64 ASCIlcharactersto convert the binary certific ate into a
printable form.

Youcancopyand paste the certificate into anemailto send to fiendsorcolleaguesoryou
cancopy and paste the certificate into a text editorand save the file on a management
computerforlaterdistrib ution (through USBthumb drive forexample).

Back Clic k this to re tum to the previousscreen.

24.7 Certificates Technical Reference

This section providessome tec hnicalbackgmwund information about the topicscovered in thischapter.

Certific ation Authorities
A Certific ation Authority (CA) issues certificates and guaranteesthe identity of each certificate owner.

There are commercialc e rtific ation authoritie s like Cybe rlrust or VeriSign and go ve mme nt c e rtific a tion
authortie s.

Public and Private Keys
When using public-key cryptology forauthentication,each hosthastwo keys. One keyispublic and can

be made openly available; the otherkey isprivate and mustbe kept secure. Public-key enc ryption in
generalworks asfollows.

1 MTm wantsto send a private message to Jenny. Tim generatesa public-private key pair. Whatis
encrypted with one keycanonly be decrypted using the other.

2 Tm keepsthe private key and makesthe public key openly available.
3 Tm useshisprivate key to encryptthe message and sendsitto Jenny.
4 Jennyreceivesthe message and uses Tim’s public key to decrypt it.

5 Additionally, Jenny usesherown private key to encrypta message and Tim usesdJenny’s public key to
decryptthe message.

The ZyxelDevice usescertificatesbased on public-key cryptology to authentic ate users atte mpting to
establish a connection. The method used to secure the data that you send through an established
connection dependson the type ofconnection. Forexample,a VPN tunnel might use the triple DES
encryption algorthm.

The c ertific ation authority use s its private key to sign certificates. Anyone can then use the certification
authorty’s public key to verify the c e rtific a te s.
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Advantages of Cerdificates

Certific ates o fferthe following benefits.

* The ZyxelDevice only hasto store the certific atesofthe certific ation authortiesthatyou decide to
trust, no matterhow many devicesyou need to authenticate.

e Key distribution issimple and very secure since youcan freely distibute public keysand younever
need to transmit private keys.

Certificate File Format

The certific ation authority c ertificate that you want to import hasto be in PEM (Base-64) encoded X.509
file format. This Privac y Enhanced Maiformat uses 64 ASCIcharactersto converta binary X.509
certificate into a printable form.

24.7.1 Verify a Certificate

Before youimporta trusted CA ortrusted remote host c ettific ate into the ZyxelDevice, you should verify
that you have the actualcertificate. Thisisespecially true of trusted CA c ertific ate s sinc e the Zyxel
Device also trusts any valid certificate signed by any of the imported trusted CA certificates.

You can use a certtificate’s fingerprint to verify it. A certificate’s fingerprintisa message digest
calculated using the MD5 orSHA1 algorithms. The following procedure describeshow to checka
certificate’s finge rprint to verify that you have the actualcertificate.

1 Browse to where you have the centificate saved on yourcomputer.

2 Make sure thatthe centificate hasa “.cer” or“.crt” file name extension.

Figure 234 Cettificateson YourComputer

._'-II.I.J -, e

__-_-_I|.|:| L ot

3 Double-clickthe centtificate’sicon to open the Certificate window. Clic kthe Details tab and scrolldown
to the Thumbprint Algorithm and Thumbprint fields.
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Figure 235 Certificate Details
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Use a secure method to verfy that the certificate ownerhasthe same information in the Thumbprint
Algorithm and Thumbprnt fields. The secure method may vary based on yo ursituatio n. Po ssible

exampleswould be overthe telephone orthrough an HITPS c onnec tion.
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