Section 3 - Configuration

Features
QoS Engine

In the Features menu on the bar at the top of the page, click QoS Engine to configure connected clients Internet access
priority.

Click Save at any time to save the changes you have made on this page.

Internet Speed  Click on the Check Speed button to launch the Internet © Link
Checkup Speedtest. A window will pop up to show you the results
of the speedtest. When the test is complete, you can either
choose Detect Again to run the speedtest again, or you can
choose Apply to QoS to apply the results to the download
and upload speeds.

oS Engine

Management Type  Usethe drop-down menu to select the Management Type that - =
the rule will be enabled for. This may be set to Off or Manage
By Device.

Download Speed  Set the download speed based on your ISP subscription plan
(Mbps) in order to adjust the QoS engine.

Upload Speed (Mbps)  Set the upload speed based on your ISP subscription plan in
order to adjust the QoS engine.
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Section 3 - Configuration

This Quality of Service (QoS) Engine will allow you to prioritize particular
clients over others, so that those clients receive higher bandwidth. For
example, if one client is streaming a movie and another is downloading a
non-urgent file, you might wish to assign the former device a higher priority
than the latter so that the movie streaming is not disrupted by the traffic of
the other devices on the network.

Under Connected Clients, you will see device cards representing each
connected client. If some are off-screen, you can use the < and > buttons to
scroll through the cards.

A maximum of one device can be assigned Highest priority.
A maximum of two devices can be assigned High priority.
A maximum of eight devices can be assigned Medium priority.

If no devices are explicitly assigned a priority, they will all be treated with
equal priority. If some devices are not assigned a priority and others are, the
unassigned devices will be treated with the lowest priority.

To assign a priority level to a device, drag the device card from the All
Devices list over an empty slot and release the mouse button. The card will
remain in the slot. If you want to remove a priority assignment from a device
and return it to the All Devices list, click the cross icon in the top right of the
device card.
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Firewall Settings - Advanced

In the Features menu on the bar at the top of the page, click Firewall to configure the router’s firewall settings. The firewall
feature protects your network from malicious attacks over the Internet.

To configure the IPv4 firewall rules, click the IPv4 Rules link. Refer to Firewall Settings - IPv4/IPv6 Rules on page 68
To configure the IPv6 firewall rules, click the IPv6 Rules link. Refer to Firewall Settings - IPv4/IPv6 Rules on page 68

Click Save at any time to save the changes you have made on this page.

Enable DMZ

DMZ IP Address

Enable SPI IPv4

Enable Anti-spoof
Checking

IPv6 Simple Security

IPv6 Ingress Filtering

Enable or disable Demilitarized Zone (DMZ). This completely O-Link
exposes the client to threats over the Internet, and is not
recommended in ordinary situations.

If you enabled DMZ, enter the IP address of the client you wish
to expose, or use the drop-down menu to quickly select it.

Enabling Stateful Packet Inspection (SPI) helps to prevent
cyber attacks by validating that the traffic passing through
the session conforms to the protocol.

Enable this feature to help protect your network from certain
kinds of “spoofing” attacks.

Enable or disable IPv6 simple security.

Firewall

Enable or disable IPv6 ingress filtering.
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Advanced Settings... - Application Level Gateway (ALG) Configuration

PPTP

IPSec (VPN)

RTSP

SIP

Allows multiple machines on the LAN to connect to their
corporate network using the PPTP protocol.

Allows multiple VPN clients to connect to their corporate
network using IPSec. Some VPN clients support traversal of
IPSec through NAT. This Application Level Gateway (ALG)
may interfere with the operation of such VPN clients. If you
are having trouble connecting with your corporate network,
try turning this ALG off. Please check with the system
administrator of your corporate network whether your VPN
client supports NAT traversal.

Allows applications that uses Real Time Streaming Protocol
(RTSP) to receive streaming media from the Internet.

Allows devices and applications using VolIP (Voice over IP)
to communicate across NAT. Some VolIP applications and
devices have the ability to discover NAT devices and work
around them. This ALG may interfere with the operation of
such devices. If you are having trouble making VolP calls, try
turning this ALG off.
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Firewall Settings - IPv4/IPv6 Rules

In the Features menu on the bar at the top of the page, click Firewall to configure the router’s firewall settings, then click
the IPv4 Rules link or the IPv6 Rules link to configure what kind of traffic is allowed to pass through the network.

To configure the Firewall Advanced settings, click the Advanced link. Refer to Firewall Settings - Advanced on page 66

Click Save at any time to save the changes you have made on this page.

To begin, use the drop-down menu to select whether you want to ALLOW or DENY the
rules you create. You can also choose to turn filtering OFF.

Firewall Settings
If you wish to remove a rule, click on the trash can icon in the Delete column. If you wish to
edit a rule, click on the pencil icon in the Edit column. If you wish to create a new rule, click

the Add Rule button.
[ -
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If you clicked on Edit or Add Rule, the following options will appear:

Name

Source IP Address
Range

Destination IP Address
Range

Protocol & Port Range

Schedule

Enter a name for the rule.

Enter the source IP address range that the rule will apply to.
Using the drop-down menu, specify whether it is a WAN or
LAN IP address.

Enter the destination IP address range that the rule will apply
to. Using the drop-down menu, specify whether it is a WAN
or LAN IP address.

Select the protocol of the traffic to allow or deny (Any, TCP,
or UDP) and then enter the range of ports that the rule will

apply to.

Use the drop-down menu to select the time schedule that
the rule will be enabled for. The schedule may be set to
Always Enable, or you can create your own schedules in the
Schedules section. Refer to Time & Schedule - Schedule on
page 81 for more information.
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Port Forwarding

In the Features menu on the bar at the top of the page, click Port Forwarding to specify a port or range of ports to open for
specific devices on the network. This might be necessary for certain applications to connect through the router.

To configure the Virtual Server settings, click the Virtual Server link. Refer to Port Forwarding - Virtual Server on page
72

Click Save at any time to save the changes you have made on this page.

If you wish to remove a rule, click on the trash can icon in the Delete column. If you wish to
edit a rule, click on the pencil icon in the Edit column. If you wish to create a new rule, click
the Add Rule button. Port Forwarding
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If you clicked on Edit or Add Rule, the following options will appear:

Name

Local IP

TCP Port

UDP Port

Schedule

Enter a name for the rule.

Enter the IP address of the computer on your local network
that you want to allow the incoming service to. Alternatively,
select the device from the drop-down menu.

Enter the TCP ports that you want to open. You can enter a
single port or a range of ports. Separate ports with a comma
(for example: 24,1009,3000-4000).

Enter the UDP ports that you want to open. You can enter a
single port or a range of ports. Separate ports with a comma
(for example: 24,1009,3000-4000).

Use the drop-down menu to select the time schedule that
the rule will be enabled for. The schedule may be set to
Always Enable, or you can create your own schedules in the
Schedules section. Refer to Time & Schedule - Schedule on
page 81 for more information.
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Port Forwarding - Virtual Server

In the Features menu on the bar at the top of the page, click Port Forwarding then click the Virtual Server link to configure
its settings and specify a single public port on your router for redirection to an internal LAN IP address and Private LAN port.
This might be necessary for certain applications to connect through the router.

To configure the Port Forwarding settings, click the Port Forwarding link. Refer to Port Forwarding on page 70

Click Save at any time to save the changes you have made on this page.

If you wish to remove a rule, click on the trash can icon in the Delete column. If you wish to
edit a rule, click on the pencil icon in the Edit column. If you wish to create a new rule, click
the Add Rule button. WirbLiad E]:-ll,‘lt'lr
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Ifyou clicked on Edit or Add Rule, the following options will appear:

Name

Local IP

Protocol

Protocol Number
External Port
Internal Port

Schedule

Enter a name for the rule. Alternatively, select the protocol/
Application Name from the drop-down menu.

Enter the IP address of the computer on your local network
that you want to allow the incoming service to. Alternatively,
select the device from the drop-down menu.

Select the protocol of the traffic to allow or deny (TCP, UDP,
Both, or Other).

If you entered Other above, enter the protocol number.
Enter the public port you want to open.
Enter the private port you want to open.

Use the drop-down menu to select the time schedule that
the rule will be enabled for. The schedule may be set to
Always Enable, or you can create your own schedules in the
Schedules section. Refer to Time & Schedule - Schedule on
page 81 for more information.
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Website Filter

In the Features menu on the bar at the top of the page, click Website Filter. The website filters feature allows rules to be set

that restrict access to a specified web address (URL) or blocks specified keywords in the URL. You can use Website Filter to

restrict access to potentially harmful and inappropriate websites.

Click Save at any time to save the changes you have made on this page.

To begin, use the drop-down menu to select whether you want to ALLOW or DENY the
access to the listed sites.

If you wish to remove a Website URL/Domain, click on the trash can icon in the Delete
column. If you wish to list a new site to allow or deny access to, click the Add Rule button.

Webhsie Filten
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Static Route - IPv4

In the Features menu on the bar at the top of the page, click Static Route to define custom routes, controlling how data
traffic is moved around your network.

To configure the Static Route IPv6 settings, click the IPv6 link. Refer to Static Route - IPv6 on page 76

Click Save at any time to save the changes you have made on this page.

If you wish to remove a route, click on the trash can icon in the Delete column. If you wish
to edit a route, click on the pencil icon in the Edit column. If you wish to create a new route,
click the Add Route button. Static Routes
ST T TN e e R R
If you clicked on Edit or Add Rule, the following options will appear:
Name Enter a name for the rule.
Destination Network Enter the IP address of packets that will take this route.
Mask Enter the subnet mask of the route.
Gateway Enter your next hop gateway to be taken when this route is
used.
v
Metric  Enter a route metric value ranging from 0 to 15. This value
indicates the cost of using this route. n

Interface  Select the interface that the IP packet must use to transit out
of the router when this route is used.
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Static Route - IPv6

In the Features menu on the bar at the top of the page, click Static Route to access the IPv4 Static Route settings, then click

IPv6 to configure the IPv6 Static Routes.

To configure the Static Route IPv4 settings, click the IPv4 link. Refer to Static Route - IPv4 on page 75

Click Save at any time to save the changes you have made on this page.

If you wish to remove a route, click on the trash can icon in the Delete column. If you wish
to edit a route, click on the pencil icon in the Edit column. If you wish to create a new route,
click the Add Route button.

If you clicked on Edit or Add Rule, the following options will appear:

Name Enter a name for the rule.

DestNetwork Thisis the IP address of the router used to reach the specified
destination.

PrefixLen Enter the IPv6 address prefix length of the packets that will
take this route.

Gateway Enter your next hop gateway to be taken when this route is
used.

Metric  Enter a route metric value ranging from 0 to 15. This value
indicates the cost of using this route.

Interface  Select the interface that the IP packet must use to transit out
of the router when this route is used.

Simtic Bouwies
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In the Features menu on the bar at the top of the page, click Dynamic DNS. This setting allows your router to associate an

Dynamic DNS

easy-to-remember domain name such as [YourDomainName].com with the regularly changing IP address assigned by your

Internet Service provider. This feature is helpful when running a virtual server.

Click Save at any time to save the changes you have made on this page.

Enable Dynamic DNS

Status

Server Address

Host Name

User Name
Password

Time Out

Enable or disable dynamic DNS. Enabling this feature will
reveal further configuration options.

Displays the current dynamic DNS connection status.

Enter the address of your dynamic DNS server, or select one
from the drop-down menu.

Enter the host name that you registered with your dynamic
DNS service provider.

Enter your dynamic DNS username.
Enter your dynamic DNS password.

Enter a time out time (in hours).

Oymnamic DS
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At the bottom of the page are the IPv6 host settings.

If you wish to remove a record, click on the trash can icon in the Delete column. If you wish to
edit a record, click on the pencil icon in the Edit column. If you wish to create a new record,
click the Add Record button.

Host Name  Enter the host name that you registered with your dynamic
DNS service provider.

IPv6 Address  EnterthelPv6 address of the dynamic DNS server. Alternatively,
select the server device in the drop-down menu.

= )
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Quick VPN

In the Features menu on the bar at the top of the page, click Quick VPN. This page will help you configure the Quick VPN
feature of your router. For more information, refer to Quick VPN on page 102. Before proceeding, ensure that your Internet
connection is working properly. We recommend configuring Dynamic DNS before proceeding with Quick VPN setup. If your
router is assigned an IP address from your ISP using DHCP, it may frequently change, requiring clients credentials to be set
up again and a simple DDNS address will be easier than an IP address.

To configure the User settings and create, manage, and delete user accounts with user-defined access to certain router
services, click the User link. Refer to User on page 86

Click Save at any time to save the changes you have made on this page.

L2TP over IPSec  Enable or disable the Quick VPN server. o Lick
Username  Enter a username between 1 and 20 characters. Ciuck VPN
Password Enter a password between 1 and 20 characters.
PSK  Enter a passkey between 6 and 64 characters. e

VPN Profile foriOS  Click export to save the VPN profile settings file for iOS devices P
Deviceand MACOS X  or Mac OS X.

Advanced Settings...

Authentication  Choose the authentication protocol type: MSCHAPv2, PAP,
Protocol or CHAP. MSCHAPv2 is the default.

MPPE  Selectthe encryption cipher strength: None, RC4-40, or RC4-
128.RC4-128 is the default.
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Management

Time & Schedule - Time

In the Management menu on the bar at the top of the page, click Time & Schedule. The Time page allows you to configure,

update, and maintain the correct time on the internal system clock. From here you can set the time zone and the Network

Time Protocol (NTP) server.

To configure the Schedule settings, click the Schedule link. Refer to Time & Schedule - Schedule on page 81

Click Save at any time to save the changes you have made on this page.

Time Configuration

Time Zone  Select your time zone from the drop-down menu.

Time Displays the current date and time of the router.

Automatic Time Configuration

NTP Server  Select from the drop-down menu to either use the D-Link
NTP Server to synchronize the time and date for your router,
or choose Manual to set the NTP server's IP address.

I Lhiik

Time
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Time & Schedule - Schedule

In the Management menu on the bar at the top of the page, click Time & Schedule to access the Time page, then click the
Schedule link. The Schedule page allows you to control some of the router functions through a pre-configured schedule.

To configure the Time settings, click the Time link. Refer to Time & Schedule - Time on page 80

Click Save at any time to save the changes you have made on this page.

If you wish to remove a schedule, click on the trash can icon in the Delete column. If you
wish to edit a schedule, click on the pencil icon in the Edit column. If you wish to create a
new schedule, click the Add a Schedule button. Schadile

First, enter the name of your schedule in the Name field.

Each box represents one hour, with the time at the top of each column.To add a time period
to the schedule, simply click on the starting hour and drag to the ending hour. You can add
multiple days to the schedule, but only one period per day.

To remove a time period from the schedule, click on the cross icon. L

Click Apply when you are done.
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System Log

In the Management menu on the bar at the top of the page, click System Log. The router keeps a running log of events. This
log can be sent to a Syslog server, or sent to your email address.

Click Save at any time to save the changes you have made on this page.

SystemLog Click the Check System Log button to download a text file System Log
containing the system log. ———
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Enable Loggingto  Check this box to send the router logs to a SysLog Server. T (IR - |
Syslog Server

SysLog Server IP  Configurable if Enable Logging to Syslog Server is enabled.
Address  Enter the IP address for the Syslog server. If the Syslog server
is connected to the router, select it from the drop-down menu

to automatically populate the field.
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Enable E-mail
Notification

Enable this option if you want the logs to be automatically
sent to an email address.

Ifyou enabled Enable E-mail Notification, the following options will appear:

From E-mail Address

To E-mail Address
SMTP Server Address
SMTP Server Port
Enable Authentication
Account Name

Password

Enter the email address your SysLog messages will be sent
from.

Enter the email address your SysLog messages will be sent to.
Enter your SMTP server address.

Enter your SMTP server port.

Check this box if your SMTP server requires authentication.
Enter your SMTP account name.

Enter your SMTP account's password.

Send When Log Full

Send on Schedule

Schedule

If enabled, this option will set the router to send the log when
it is full.

If enabled, this option will set the router to send according to
a set schedule.

If you enable Send On Schedule, use the drop-down menu to
select a schedule to apply. The schedule may be set to Always
Enable, or you can create your own schedules in the Schedules
section. Refer to Time & Schedule - Schedule on page 81
for more information.
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System Admin - Admin

In the Management menu on the bar at the top of the page, click System Admin to access the Admin page. This page will

allow you to change the administrator (Admin) password.

To configure the System settings, click the System link. Refer to System Admin - System on page 85

Click Save at any time to save the changes you have made on this page.

Password Enter a new password for the administrator account. You will
need to enter this password whenever you configure the
router using a web browser or the D-Link Wi-Fi app.

Enable Remote Clickthetoggle to enable remote management for your router.
Management

Remote Admin Port  Specify the port number for accessing the web configuration
settings Ul.

Status LED  Turn the LED status lights on or off.
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System Admin - System

In the Management menu on the bar at the top of the page, click System Admin to access the Admin page, then click
System. This page allows you to save the router’s current configuration, load a previously saved configuration, reset the
router to its factory default settings, or reboot the router.

To configure the Admin settings, click the Admin link. Refer to System Admin - Admin on page 84

Click Save at any time to save the changes you have made on this page.

Save Settings to Local
Hard Drive

Load Settings from
Local Hard Drive

Restore to Factory
Default Settings

Reboot the Device

Auto Reboot

System

This option will save the current router configuration settings
to a file on your computer.

This option will load a previously saved router configuration
file. This will overwrite the router’s current configuration.

This option will restore the router back to the default
configurations stored in the firmware. Any settings that have
not been saved will be lost, including any rules that you have
created. If you want to save the current router configuration
settings, use the Save Settings To Local Hard Drive button
above.

Auto Reboot Configuration

Click to reboot the router immediately.

You may set the router to automatically reboot at a set time.
The options are Never, Daily, or Weekly. You may set the
hour, the minute, and the day you wish to have the router
automatically reboot at.
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User

In the Management menu on the bar at the top of the page, click User. The User section is used to create, manage, and

delete user accounts with user-defined access to certain router services.

Click Save at any time to save the changes you have made on this page.

If you wish to remove a user, click on the trash can icon in the Delete column. If you wish
to edit a user, click on the pencil icon in the Edit column. If you wish to create a new user,
click the Create User button.

==l —
User Name  Enter a username for the new user account. Create New User 5
Password Enter a password for the new user account. T |
Status  Enable or disable Virtual Private Network (VPN) functionality VPN
for this user.
(1K
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Upgrade

In the Management menu on the bar at the top of the page, click Upgrade. This page will allow you to upgrade the router’s

firmware, either automatically or manually. To manually upgrade the firmware, you must first download the relevant file

from http://support.dlink.com.

Click Save at any time to save the changes you have made on this page.

Current Firmware The current firmware's version will be displayed.

Version

Check for New  Click this button to prompt the router to automatically check
Firmware for a new firmware version. If a newer version is found, it will
prompt you to install it.

If enabled, the router will automatically check forand upgrade
to the newest firmware.

Automatic Upgrade

Choose UpgradeTime  Enable this function to set the router to automatically upgrade
its firmware at a set time.
Upgrade Time Configurable if Choose Upgrade Time is enabled. Set the

hour and minute to automatically upgrade by using the drop-
down menus.

If you wish to upgrade manually, first download the firmware
file you wish to upgrade to. Next, click the Select File button
and browse to the file to install the new firmware.

Upgrade Firmware
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Statistics

In the Management menu on the bar at the top of the page, click Statistics. On the Statistics page you can view the amount of
packets that pass through the router on the Internet, LAN, Wi-Fi 2.4 GHz and Wi-Fi 5GHz networks.

You can view the Internet, LAN, Wi-Fi 2.4 GHz, or Wi-Fi 5 GHz by clicking on the respective
tabs at the top. The graph will update in real time. To clear the information on the graph,
click Clear near the top of the page.

The traffic counter will reset if the device is rebooted.

Statistics
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Third Party Services

With the DIR-X1550, you can command your router’s functionality with your voice through Amazon Alexa and the Google
Assistant, enabling you to control your network with voice commands. Features include enabling and disabling your Wi-Fi
guest zone without having to go into the Ul, rebooting the router and checking your router for firmware upgrades. In order
to use third party services to control and manage your device, please register your device with D-Link Cloud Service.

JUST ASK
amazon alexa

'.. works with
Google Assistant
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Registering a D-Link Cloud Service Account

In order to use third party services to control and manage your device, you will first need to register your device with D-Link
Cloud Service. Follow the steps below if you do not have a D-Link Cloud Service account.

Step 1
Launch the D-Link Wi-Fi app.

D-Link Wi-Fi

Step 2
Tap the settings gear icon on the top right corner of the screen. g C)
DIR-X1550
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Step 3

Tap the Cloud Service icon.

Step 4
Tap the Register button.

O -
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Step 5

In this menu, you can sign up for a D-Link account using Facebook, Google
or an Email address. If you already have a D-Link account, you can tap the
Log In link at the bottom of the screen to be redirected to the login page.

2] i
]
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Amazon Alexa Setup

You will need the Amazon Alexa app, an Amazon account, an Amazon Alexa device and a D-Link Cloud Service account to
use this feature.

Note: The screenshots may be different depending on your mobile device’s OS version. The following steps show the iOS interface.
If you are using an Android device, the appearance may be different from that of the screenshots, but the process is the same.

Step 1
Launch the Amazon Alexa app.

Amazon Alexa

Step 2
Tap the menu icon on the top left-hand corner of the home screen.
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Step 3
Tap on Skills & Games.

Step 4
Search for "D-Link Wi-Fi". Tap on the search result.

Swardh
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T En [l
Tap Enable to link the skill.
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Step 6
Sign in using your D-Link account details.
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Step 7

Congratulations! D-Link Wi-Fi has been successfully linked as a skill for your
Amazon device. Close the window by tapping Done on the top left corner
of the screen. Refer to Amazon Alexa Voice Commands on page 97 for
tasks that you can ask your Amazon Alexa to perform.
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Amazon Alexa Voice Commands
With D-Link Wi-Fi enabled as a skill for Alexa, you can ask Alexa to do any of these tasks:

Task

Command

Enable the guest zone.

“Alexa, ask D-Link Wi-Fi to enable my guest zone.”

Disable the guest zone.

“Alexa, ask D-Link Wi-Fi to disable my guest zone.”

Find out the guest zone credentials.

"Alexa, ask D-Link Wi-Fi what are my guest network
credentials.”

Reboot the router.

"Alexa, ask D-Link Wi-Fi to reboot the router."

Upgrade the router.

“Alexa, ask D-Link Wi-Fi to upgrade my router.”
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The Google Assistant Setup

You will need the Google Assistant app, a Google account and a D-Link Cloud Service account to use this feature.

Note: The screenshots may be different depending on your mobile device’s OS version. The following steps show the iOS interface.
If you are using an Android device, the appearance may be different from that of the screenshots, but the process is the same.

Step 1

Launch the Google Assistant app. . -
Assistant

Step 2 prey e

Tell your Google Assistant to "Talk to D-Link Wi-Fi."
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Step 3
Tap Yes.

Step 4
Sign in using your D-Link account details.
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Step 5
Tap Allow to continue setup..

Step 6

Congratulations! D-Link Wi-Fi has been successfully linked to your Google
Assistant. Refer to The Google Assistant Voice Commands on page 101
for tasks that you can ask your Google Assistant to perform.

W R CYERL D

D-Link
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Section 4 - Third Party Services

The Google Assistant Voice Commands
With D-Link Wi-Fi enabled as a skill for the Google Assistant, you can ask your Google Assistant to do any of these tasks:

Task Command
Enable the guest zone. “OK Google, talk to D-Link Wi-Fi to enable my guest zone.”
Disable the guest zone. “OK Google, talk to D-Link Wi-Fi to disable my guest zone.”
Find out the guest zone credentials. "OK Google, talk to D-Link Wi-Fi to tell me my guest zone
credentials.”
Reboot the router. "OK Google, talk to D-Link Wi-Fi to reboot the router.
Upgrade the router. “OK Google, talk to D-Link Wi-Fi to upgrade my router.”
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Section 5 - Quick VPN

Quick VPN

This router is equipped with D-Link's Quick VPN technology. Virtual Private Networking (VPN) creates a connection between
devices across the Internet. Using Quick VPN allows you to securely connect your computer or mobile device to places

with free, untrusted Wi-Fi hotspots in places like coffee shops and hotels by encrypting and relaying it through your home
Internet connection. This extra 'hop' reduces the chances of hackers stealing your information, such as logins, passwords,
and credit card numbers. When traveling, Quick VPN lets you watch sports and use video streaming services without
experiencing blackouts or filtering. You can surf the whole Internet unfiltered and unblocked, just as you would at home.

e—
—

Your Laptop

g_

Your Laptop

Without Quick VPN

Public Unsecured Internet

Wi-Fi Hotspot

Potential Hacker
Stealing Data

With Quick VPN
1

Public Internet Your Network with

Unsecured Wi-Fi Quick VPN Server
Hotspot

UnencryptedData = = = = = = [Fncrypted Data
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Section 5 - Quick VPN

Important Information

The following instructions explain and help you to configure your D-Link Quick VPN enabled router and devices to create
a Virtual Private Network (VPN). This feature is provided for advanced users who wish to connect remotely and use their
router's Internet connection to add a layer of security while using untrusted networks. Configure the Quick VPN Server on
your router first and then set up client devices to connect through your router's WAN connection.

Quick VPN only provides an added layer of security against specific types of snooping attacks and does not guarantee complete data integrity
or protection. Only traffic in the tunnel between your router and device will be encrypted, WAN traffic will leave your D-Link Quick VPN enabled
router unencrypted.

Keep your Quick VPN Username, Password, and Passkey safe. Keep your Quick VPN Username, Password, and Passkey safe. It is recommended
that you change these credentials periodically.

A device connected via Quick VPN tunnel may experience lower data throughput and higher latency due to a number of factors including:
Internet conditions, local and remote network Wi-Fi and WAN bandwidth limitations, and increased latency. This may negatively impact real
time voice and video communication.

Quick VPN supports up to five concurrent VPN client sessions using the same login and password are supported. Quick VPN uses L2TP/IPsec
with MSCHAPv2, PAP, or CHAP authentication.

You device may warn you that your information may be intercepted, since you control the Quick VPN server, you may ignore this.
UDP Ports 500, 4500, 1701 and IP Port 50 must be open in order for Quick VPN to work.

L2TP/IPsec VPN usage may be restricted in some countries and on some networks. If you have trouble using Quick VPN on some networks, but
not others and are not violating network access rules, try contacting your ISP or network administrator.

Devices connected via Quick VPN are assigned addresses on a separate subnet (ex. 192.168.1.x). Some network resources may be unavailable
when connecting via Quick VPN.

If your Internet connection uses DHCP, it is strongly recommended that you first set up Dynamic DNS (DDNS), such as D-Link DDNS, to eliminate
the need to reconfigure client devices in the event your ISP assigns you a new WAN IP address.
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Section 5 - Quick VPN

10S Devices
VPN Setup Instructions

This section provides Quick VPN setup instructions for iOS devices. Refer to Quick VPN on page 79 for your router setup

instructions.

Go into Settings on your compatible iOS device.
Scroll to and tap General.
Scroll to and tap VPN.

Tap Add VPN Configuration...
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Section 5 - Quick VPN

You should see a pop up window asking you to fill out the details of your VPN
connection.

Type: Choose IPSec. Tap Back to return to the Add Configuration page.

Description: For reference purposes only, used to differentiate between
multiple VPN connections.

Server: Enter the IP/DDNS address of your Quick VPN server.
Account: Enter the Username used to authenticate login to VPN server
Password: Enter Password used to authenticate login to VPN server

Secret: Enter your Passkey (PSK).

Tap Done at the top right corner of the page to finish adding the configuration.

Your iOS device is now configured to connect to your Quick VPN server.

Cance Quick VPM Dane

Type

Description Quick VPN

Server IP/DDNS_address_of QuickVPM
Account vpn

Password  ees

Use Certificate

Group Mame

Secret I

PROKY

“ I.-1I I. ) I .II‘"I::
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Section 5 - Quick VPN

Connect or Disconnect

To connect or disconnect from to your Quick VPN server, open Settings and
tap the button next to VPN.

B w
B w—

| ] i

|

The VPN icon will appear in the notification area at the top of your screen [ w41 AM =
indicating that your device is currently connected to the Quick VPN server. T Setings

Airplane Mode

B8 wn
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Section 5 - Quick VPN

Mac OS X
VPN Setup Instructions

This section provides Quick VPN setup instructions for OS X using the Export Profile function. Refer to Quick VPN on page
79 for your router setup instructions.

Open the exported profile. The Install Profile dialogue will appear; click : o
continue and |nSta". fire you surs yousantio iseisll protle *Quodk YRR
i\:_.':.r Tre aeirar ol ibie prodile e o 7o b bs oure (T ez 116 cansdker Baors il ing
Enter your user account password when prompted. Close the Profiles — T W
dialogue. =
’ ——

Go to @ > System Preferences... > Network and select the Quick VPN O —
connection and click Authentication Settings. EER i =

- ‘I.i:.!-\- -17_.-::- fialwec hick Commeched

[ ] I,:agt‘_lfﬂm 3 Carfiquaber  Debuk ]

H walzal Pk Sanver addneae PULME S deeon of Uk @R Earvare

Anocu Hare Your Sk VAR Lsernarms

4 ASEEVTH L oo
M Zonrs s
B mhowe YPH il in marn har FL0 o o

A sl ..
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Section 5 - Quick VPN

Enter your Passkey in the Shared Secret text box and click OK, Apply, then .
OK. D) Passworns wes
AS4 Seourld
Carificate Sa
LCTRTT T
ryEhuCand

Macnns Sutherkbcaton:

0 Shared mu@m PSK >

Corificats

Group Mame:

| et sl

corcet

Your Mac is now configured to connect to your Quick VPN server.
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Section 5 - Quick VPN

Connect or Disconnect

To connect to or disconnect from your Quick VPN server, go to [ $S System
Preferences... > Network.

Select the Quick VPN connection and click on the Connect or Disconnect
button.
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Section 5 - Quick VPN

Windows 7
VPN Setup Instructions

This section provides Quick VPN setup instructions for Windows 7. Refer to Quick VPN on page 79 for your router setup
instructions.

Click the Start button and type vpn into the Search programs and files
box. cantesl e 0]

I 57 Eolup g winlond prval: sads b, ST Lonrealizn

Select Set up a virtual private network (VPN) connection.

LU R

—

Enter the IP/DDNS address of your Quick VPN server in the Internet PR =)
address box, create a name for your connection in the Destination Name,
check Don't Connect now; just set it up so | can connect later, and click Type the et sl s W e
o e adearedrabi can gespsa e adoraee
Next. bt e wanicsarer T EOHE aloinz e |
Cralmalun ruans ijure B Donrerhon I
T Lac wanan wad
W T Al wthz paophe o wac ra wernze e
Toie cp i alloss arner ca e U werrpala Uraw
N TP o apload Lop ar ol b
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Section 5 - Quick VPN

Enter your Username. If you would like windows to save your password, - j
enter your Password and check Remember this password. Click Create to L= L

(&0) ntlnue. Topau v usen varre g passeeed
Lz - Sl pour usana e
| RRETEE R
80w etutenlas
[RET L LELUE By TS
o iraeal
u Crnale: Cunzzl
-4

Do not click Connect Now.

Ty e W e TN

Click Close. Click the Start button and type view network connections into e
the Search programs and files text box. Select View network connections.

_::-' R LR B R LT

A AT CAITARTT AN
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Section 5 - Quick VPN

Click Advanced settings. Enter your Passkey in the Key text box under Use
preshared key for authentication. Click OK to close Advanced Properties
and click OK to close Quick VPN Connection Properties.

Your Windows 7 system is now configured to connect to your Quick VPN
server.

i K
g QuickVPN Connection Properties M

General I Options | Security | MNetworking I Schanng|
Type of VPN:
[La*_.rer 2 Tunneling Protocol with IPsec (LZTP/IPSec

Data encryption:
| Require encrvntion (disconnect i server declines)

Advanced Properties

e |

@) Use preshared key for authentication

Use certificate for authentication

Verify the Name and Usage attributes of the server’s certificate

D-Link DIR-X1550 User Manual

112



Section 5 - Quick VPN

Connect or Disconnect

To connect to or disconnect from your Quick VPN server, click on the

Network Settings icon in the notification area of the Windows taskbar and Currently connected to:
from the Dial Up and VPN section click on your Quick VPN connection and 3= Unidentified network
click on the Connect or Disconnect button. "™ Internet access

Dial-up and VPN

Quick VPM Connection g

Quick VPN Connection Connected ;

i Disconnect i

Open Metwork and Sharing Center

T4 02:29

5 . ] 1 B
S STV Y
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Section 5 - Quick VPN

Windows 8.1/8
VPN Setup Instructions

This section provides Quick VPN setup instructions for Windows 8.1/8. Refer to Quick VPN on page 79 for your router
setup instructions.

This section provides Quick VPN setup instructions for Windows 8.1/8.

Saarch

Click the Start button and type vpn.

I T o T
-

ﬁ Pelarsaize willud prisdle s <o
eI

Select Manage virtual private networks.

From the Network Settings page, click Add a VPN Connection. p
o (€] Metwork ~ St

1_; Melmsci s 15
ot el

Iy I'-.-'ll ) "-.J

Homrianap

Warkplanr
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Section 5 - Quick VPN

o Select Microsoft from VPN Provider. Add a VPN connection
. YPH posiuen
e Create a name for your VPN connection. —__|Pr—

e Enter your IP/DDNS address of your Quick VPN server.

Canrerhon name
e Select User name and password from Type of sign-in info. e

e If you would like windows to remember your sign-in information, enter
your User name, Password, and select Remember my sign-in info seree ranre o ke

Ml |F TS Scdtianss ol Quick VRN Sepwe
G Choose Save.

I3 ok a1gr 1 o

—— R T R o W e T |

Jemr reire (opiond!

ISR I

Isizraeand Jnphonall

'III-II'II'J

Fermember iy sign-in il

F=9
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Section 5 - Quick VPN

Right-click on the Quick VPN Connection you just created and left-click on
Properties.

voZoned Pard w HoivrrcencJnicood 0 stk Zonrolicis o

flhizanee = WA e srne s Perarne Hie cnrnsstnn el Him iy

ﬂ Quick W Conmalion
I Luealfsn Conen

Flalm

folva Dduull Conralizn

(]

rcalc Cupsy

Crcate Sl

Select the Security tab. For the Type of VPN, select Layer 2 Tunneling with 5 QuickVPN Connection Properties S|
IPsec (L2TP/IPSec).
General I Options | Security | Metworking I Sharing|

Type of VPN:
Automatic
Point to Point Tunneling Protocal (PPTP
er 2 Tunneling Protocol with |1Psec (L2ZTP/IPSec)

Secure Socket Tunneling Protocol (SSTF)
IKEv2

Authentication
(71 Use Extensible Authentication Protocal (EAF)
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Section 5 - Quick VPN

Click the Start button and type view network connections.

Search

Select View network connections.

Cvet vt

vie relauck conrell

ak correliwe wirdkess 0

Right-click your Quick VPN Connection and left-click Properties. E IR —— ~ - I
Select the Security tab. T F cwcha cane b beciessdltheme  Mesyes Casnesace bW O
For the Type of VPN, select Layer 2 Tunneling with IPsec (L2TP/IPSec). W T - T

WL merilnes M R vazahok sba L ADH Mt Kt
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Section 5 - Quick VPN

Click Advanced settings. Enter your Passkey in the Key text box under Use
preshared key for authentication.

Click OK to close Advanced Properties and click OK to close Quick VPN
Properties.

Your Windows 8.1/8 system is now configured to connect to your Quick VPN
server.

g QuickVPN Properties
General | Options | Securty | Networking | Sharing
Type of VPN:
Layer 2 Tunneling Protocol with IPsec (LZTP/IPsec) W
Data encryption:
Optional encryption {connect even if no encryption) W
Authentication
() Use Extensible Authentication Protocol (EAP)
Advanced Properties “
LITP

(®) Use preshared key for authentication
Key: ¢ passkey|

() Use certificate for authentication

| Verify the Mame and Usage attributes of the server’s certificate

carel

QK Cancel
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Section 5 - Quick VPN

Connect or Disconnect

To connect to or disconnect from your Quick VPN server, click on the
Network Settings icon in the notification area of the Windows taskbar. Click

on your Quick VPN connection and click on the Connect or Disconnect
button.

PR
ENG
3/16/2016

Networks

View Connection Settings

Connections

lil; Network 15

o7 Quick VPN | 00 Quick VPN
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Section 5 - Quick VPN

Windows 10
VPN Setup Instructions

This section provides Quick VPN setup instructions for Windows 7. Refer to Quick VPN on page 79 for your router setup

instructions.

Fzbesare s Inkomes
WFL, AT are Pneen,

This section provides Quick VPN setup instructions for Windows 10.

Click Start > Settings > Network & Internet >
Network and Sharing Center > VPN > Add a VPN Connection. File Explorer

@ Settings

I:!:I Power

All apps

am ([

—

855 METWORK & INTERMET

Wi

Caala usage
wRH

Cial-up : .
WFMN Advanced Setlings

[l Al VPN worrmlion e el melworks
;o

Al WEH Lz wore L wehile Puoarioig

-, o

Fross

D-Link DIR-X1550 User Manual 120



Section 5 - Quick VPN

o Select Windows (built-in) from the VPN Provider drop down menu.
e Create a name for your VPN connection.

e Enter your IP/DDNS address of your Quick VPN server.

e Select L2TP/IPSec with pre-shared key from VPN type.

e Enter the Passkey.

G Select User name and password from Type of sign-in info.

If you would like windows to remember your sign-in information, enter
your User name, Password, and select Remember my sign-in info

0 Choose Save.

Your Windows 10 system is now configured to connect to your Quick VPN
server.

Add a VPN connectian

WEH prreiver

L nnrethan anne,

ALK WY

el rrne o gddiess
IFAEEAE Adidiess of Suick YER Seree
ul'H hpn
Pres—siimied bey
Iy ot =g 1 i
Uk nmme fopional)

Iezsenind (oprhomal

< hememmber my sign n nin

-
.II
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Section 5 - Quick VPN

Connect or Disconnect

To connect to or disconnect from your Quick VPN server, click on the

. . . : . . ick VPN
Network Settings icon in the notification area of the Windows taskbar and 0% Quic
click on your Quick VPN connection. The Network & Internet Settings page
will open. Click on the Connect or Disconnect button. (7 DAJAP24

Secured

_ 12:01 PM
AN e B 4/19/2016

= Sl 9w
154 METWORK & INTERMET ins 2 setbng =
Wi VPN
Craila asawge + Al n W W enrenchon
WP
ey IR Pl
Cial-up
[t Eerminesd sohons Kt
=
iz i R
i el
Selyarioey apliurs
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Section 5 - Quick VPN

Android
VPN Setup Instructions

This section provides Quick VPN setup instructions for Android devices. Your
device's screens may vary. Refer to Quick VPN on page 79 for your router
setup instructions.

Go to Settings > More from the Wireless & networks > VPN > + Settings

“Wiral nex & metrorha

v VAR E Bl eazndth

I::l Fora unage f:-... Fdore _'_J
Arpane mods

HFC .
Sl e deln = erbong poahien the Inh o ooche e ancdher deedne

Arekand Rean
Rcindy 10 1an s oo o coniem <k HEG
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Section 5 - Quick VPN

o Enter a name for your VPN connection.

© seclect L2TP/IPSec PSK for Type. Edit VPN profile
e Enter the IP/DDNS address of your Quick VPN server. GE T

e Enter your Passkey in IPSec pre-shared key field. Quick VPN

© choose save. . B

LATF/IPSec PSE

Berder addiress

Your Android device is now configured to connect to your Quick VPN
server.

Quick VPN IP/DDNS address
LZTP zecret

(not used)

IPSes identifiern

[not used)

FSec pra-shared key

] Show advanced options

CANCEL SAVE
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Section 5 - Quick VPN

Connect or Disconnect

To connect to or disconnect from your Quick VPN server, go to Settings
> More from the Wireless & networks > VPN and select the Quick VPN
connection you created.

O,

Settings

“Wiralnex & e

v VAR x ElLeaandh

I:_:l [l ILED L |:-:-I-I Fidorm :_}
Arpans mod=

HFLC .
Alres delnacshang et the inh ef fcachae ancther derdoe

Bkt Hasan
RCindy 12 100 5770 S GonmoTt o k) NEC
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Section 5 - Quick VPN

To connect, enter your Username and Password and select CONNECT.

Connect to Quick YPR

Usara i

Youraack WEH s s name

Preimned

T s anctunl infonrstioe

THHIIL  CORKECT
To disconnect, select DISCONNECT.
WFM s connecied
cpesizre Chaich WP
Carrdzre 002000
Tar: OF Byviag i 5 poskata
saspenik B Bvias f d gackats
DISCOHEST D HIEL
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