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Withaut the prior written consent of ZKToeoa, ne partian ot this manual can ke copicd or fomwarded inany
weay af tarm Al parts of this manual belang to ZKToca and its subsidiarias chercinaftor the "Camparny' ar
KT ).

ZH 1= isa registorad tradomark ot ZKTacs, Other tradomarks invalved in this manual arc swnad by
thait ros poctive owinors.

Thiz manual contains informaticn on the epeoratich and maintenanse of the ZETeco cquipment. The
copsright in all the documeonts. drawings, ot in relation to the ZKTeco supplicd cguipmcnt vosts inand is
the property of ZKTooo. The contonts hereaf should not be used or shared by Ehe rocaivar with any third
party without cxpross writton permission of ZKTeco.

Tha contents of this manual must be read-as awhale befare starting the operation and maintcnance of the
supplicd cquipment. If any ot the contontis: of the manual sccms unclear ar incomplete, pleasoe contact
ZETeco bofore starting the operation and maintenance of the said cguipment.

It is an osscntial pro-neguisite far the satisfactany opration and:- maintenance that the oporating and
maintenansa porsannel-are fully tamiliarwith tha design and that the said pesonnel have recohed
tharough training in eperating and maintaining themachinesunit2quipment. It is further essential for the
safe aperation of the machinc/unit‘eguipmont that persanncl has read, undarstacd and followed the
safety instructions contained inthe manual.

In casa of amy canflict betwoon terms.and conditicns of this manual and the contract specifications,
drawings, instruction shects or any othet Sontract-nelatod documents, the cantrack conditionssdocuments
shall provail. The centract specific tonditionsfdocunicints shall apgly in priogity.

ZETeco offers no warranty. quarantes o representation negarding the comploteness of any infarmaticon
contained in this manual-ot any ot the amendments made thameta, ZKTacs does ot extond the warranty
af any kind, including. without limitatian, am: warranty of desiqn, maerchantability or fitness tar a particular
PUre0sa,

ZETeco does not assume responaitility for amy crmors ar emissions in the intermation er dacuments which
are referenced by crlinked to this manoal, The crtire risle as to the results and porformance obtained from
using the infarmation is assunmecd by Ehe usor.

ZETeco in no evant shall ba liable to the user or any third party tor any incidontal, conseguential, indinoct,
special, o exemplary damages. including, without limitation, loss of business, loss of profits, business
interrupetion, loss of business information ar any pocuniary 1oss, arising out of. in connectian with, ar
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nelating to the wse of the infoimation contained inoor reforencod By this manual, svon it ZkTacs has bocn
adviacd ot the possibility of such damages.

Thiz manual and the information contained thercin may incude technical, athar inaccuragics o
typograghical arrors. ZKTeco poriodically changas the intermation herein which will be incorperated into
new additicnsfamandments to the manual. ZKTacs esenves the right to add, delate, amend or medify the
infarmation contained in the manual fran time to time in the torm of circalars, lotters, notos, ote. for better
aporation and safoty of the machine/unit'cquipmant. Tha said additions or amoendnmonts are maant far
improvement Sbottar cperations of the machine/unit/eguipment and such ametidmants shall not give any
right to claim any compensaticon of damagos under 3ny circumstances,

ZETeco shall in no way be responsille ) in case the machine/unitsequipmeoent malfundtions dua to any
non-compliance of the instructions contained in this manual i) in case of operation of the
machinc/unit’/cguipment bevand the rate limits (il in case of aperation of the machine and equipment in
conditions difteront from the prescriked conditions of the manual.

The product will be updated from tirme to time withoot prier natice. The [aczst aperation procedures and
nelevant docunients arc available on bt oy Tkiaco.com

It thiere is any issue nelatod to the product, please contact us,

ZETeco Industrial Parky fo. 26, 188 Industrial Road,
Tangxia Town. Dangauan. Ching.
+86 g4 - 92109051
+86G 755 - 89602354
Mar business related querics, plaasa write to us 3t salesdzktecocom.

Te knowe more about our global brapches, wisit e Zltoco.con.

Tage J Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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ZETeco is ang af the werld's largost manutacturcr ot BHID and Biormetric Tingerprint, Facial, MNingar-voin
neadors. Praduct ofteiings include Access Cantiol kaadars and pancls, Mear & FaFrange Madial Racoanition
Cameras, Clavatartleor accoss contrallers, Turnstiles, Licanae Plate Becognitien (LPRY gate cantrallers and
consumer products including battoen-oporatod fingerprint and face-noador Door Locks, Qur sacurity
salutions are multlingual and localized in cver 18 difforant languages. At the ZRToco state-of-tha-art
20000 square fogt 15290071-cartified manutacturing tacility. we contral manufaciuring, produdct dasign,
campanant assenmbly, and logistics!shipping. all undor ane root,

The foundeis ot ZkTeco have koch determincd for indapendant rescarch and devolopment of Riemetric
voritication procoduncs and the productization of kiemetric veritication SR, which was initially widaly
applicd in PO sccurity and identity authentication fields, With the continuous enhancement of the
doclopment and plenty of marlet applications, the tzam has gradually constructed an identity
authentication ccosystorn and smart soecurity ccosystom, which are bascd -on biomotric weiification
technigues, With years of exporience in the industrialization of biomctic wernifications, ZKToco was
afticially cstablished in 2007 and now has bocn one of theglobally Icading cnterprises in the bicmetric
vioritication industry owning various patents and being selected as the National High-tech Chterprise far 6
consccutive woars, [ts producks are protectod by intellectual property riglits.

Thiz manual intreduces the aperations of Frelace X [T Product.

Allfigures displawad are for illustration purgeeses anly, Figures in this manual may net ke cxactly consishent
with the actual products.

£ Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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Documeoent Conventions

Canventions used inthis manual arc listed bolow:

Bl Conventions

Convention Description
o Buittan ar kay namas for davicas, Mol examiplo, pross <0Oks
1 Window names, mentl items, data table, and field names anc inside square brackots.
Maraxamplo, popup the [Maw User window I )
/ Multi-lewal  menas are separated by forearding  slashes.  Tor example,
[TiledCreateTaldarl. a )
Symikeols

Convention Cescription

-f n
Thiz implics.abaut the notice ar pays attenticn ta, in the manual

‘-) The general infarmaticn which helps in performing the operations faster

=.- = ) .

T The infarmation which is 5ign.1ﬁc.3nt

! i . .
o Care taluen ta aveid dangeor or mistakes
& The staterncht or cvent that warns of samathing o that sernves as 3
cautionary cxanigio.

-
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QOverview

This documecnt describes the operating procedure of ProFace X [Thermal imaging] dovice. The operating
modules of the device include Usar managemant. User role assignment, Dovice  communication,
Ternporatuie dotedtion, Access contral, and 2o ohn. The dovice suppoits hasslefrae access of wsars into the
promisoes withoUut compramising any sacurity aspact thus cnsuring protocticn.

Instructions ta use

2.1 Standing Position, Facial Expression and Standing

Fosture

Recommendead distance

Tha distance bepacon the device and a user whesoe height s
within 1.55m to 185m is recommended o ke O3 to 25m.
Llzzrs may slightly mowe fereards and backyrards o improve
thaquality of the facial images capturad.

tage |/ Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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Facial expression and standing posture

Mote: During cnillment and verfication, please keop natural facial expression and standing posture.

2.2 Palm Registration

Flaco yaur palin in the palm callection anca, such that the pali is placed parallel to the dovice,

Maka suro to koo spaca botwoorn your fingors.

tage 2 Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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2.7 Face Registration e

Try to boxcp your face in the conter of the screen during registration. Please face the camera and stay still
during face registration. The page [ooks like shicawn belowr:

Enrall Face

tage 4§ Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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Face registration and authentication methods

Instvuctions to registera face

When negistoring a tace, maintain a distance of 40¢ny to 800y bebwocn the dovice and the
face.

Be caretul net ke changeo the fadial oxpression. (smiling face, dravwn tace, wink, ot

It vou do net fallow the instructians on the scracn, the face registration may take a lengor
timna ar may fail.

Be carctul to not covar the ovas of cyobirows.

Do et wiar hats, masks, sunglasses, o oy lasses,

Be carctul to not showe two faces on the serean. Register one porsan at a tine.

It is recomncinded for a user wiearing glasses to reqister both the faces with and without
alassos.

Imstructions to authenticate a Face

Crnsura that the faco appears inside the dotedtion anca displaved on the dovice seroen.

It ovealassos have boon changed., authantication nay fail, If the faco without glasses has boon
registored, authenticate the face without glasses. It only the face with glassas has beon
neqistored, authonticate the face with the provioushy warn glasses again.

It a part of the face is caverad with a hat, a mask, an 2ye patch, of sunglasses authentication
may fail. Oo ot cover the face allow the device ta recognize bath the oycbrows and the faco.

7.4 Home S5crean

Aftar connecting the power supely, the home scnocn agpoars as shown e low:

1 Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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Mote:

tage

2019405906 1606 Ky F

16 06

2019-05-06 Monday

A .
Welcoms

Click -7 toopencthe intotfaco toontzr the Usar 1D,

When thenz is ne Super-fdministrator set in the device, click - to onter the menud. Adftar
sotting-the Super Administratar, it roguines the Super Administrator’s weriticaticon bofore chtoring
tha meny operation. Mor ensuped securnity of the dovios, it is recommendad o nogister a Supar
Adrninistratar the first tirme you use the device.

11 Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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2.5 Virtual Keyboard

"I

ESC

1 M

Mote: The device suppotts the ingut of Chinese and Chalish charactars, numbers, and symbals, Click [En]
to switch to tha Chglish leyboard. Pross [123] 40 switch to the numeric and spocial charackar kevieoard,
and click ABC) to retorn ta the alphabetic levboard. Click the input Box, and virtual keyvboard appoars.

Click [ESL] todelote the entored charackers.

Tage 12 Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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2.6 Verification Mode

Z.6.1 Palm Verification

1: M [One-to-Many] Falm Yerification mode

Thiz Yerification moda compares the palm template collectod By the paln module with all tho palm data
termplatein the device.

The devico will autematically distinguish botwoon the palm and the faco verification mode. Place the palm
in the dotection araa, and the device will autornatically detedt the palm verification made.

e | 08:50

1: 7 [One-to-One) Palm Verification mode

Click tha *Q? buttan an the main screch taopen the 1:1 palm voritication nmod e,

1. Inputthe uscr 10 and pross [OK].

Tage 13 Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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ESC

L

&

113

It tha user has reqistered the face and password in additicn te hissher palin, and the verification method is

sot to palmffacoespassword voritication, the follewing scrocn will appear. Seledt the palm icaen
apen the palm voritication nmode.

tage
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Password Verification

The Passwiord werification method compancs the entared passwerd with the rogistorad User 1D and
password.

lick tha = button on the main screch toopen the 1:1 pasaward worification mode.

[nput the uscr 10 and press [QE].

] 2 3 <&

4 5 b ~

T A g A
ESC i) 123

It an emploves registered palm and facouin addition te password, the follewing serocn will appear. Solect

the

o icon toopan the passwarnd varification made,

fage la Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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2. Input the passyward and prcs.;@d'..
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Successful Yerification

Failed Yerification

tage

17

s 410

Name . A
User 1D 1
Verdy : Password

.
=)

2D %10

Failed 1o verily

Esror! Invalid password
Userip 1
Verify - Password

)
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2 6.2 Facial Yerification

1:N [One-to-Many] Facial Verification

7. Conventional verfication

The convantional muethad companss the acquined facial inages with all tha face data ternplatos negistared
in the dewice, The following is the pop-up prompt box of compaiisan result.

s | 151011 B = - 14:10 =)

N - 3 ot
| Y e

Name ' A
Userid -1t
Venly Face

Tage 14 Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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2. Temperature screening with infrared

When the vsar enabled tomperatune screcning with infrarcd function, during useryoritication, in addition
to the conventional verification mathad, the uscrs face mwst e alighed with the tomperature dotection
area to dotedt the body tomporature before the conventicnal voritication is conductod. The fallowing is
thaveritication intorface.

High body temperature
Temp.: 386C

sty

Tage 4 Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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4. Mashk detectian

When the vaer chaklod the Mask detection function. the device will identity whuethor the user is wearing a

mask ar mat. The fallovwing is the worificatian inteface.

=)

Tage A

0850

Normal tempevatune
wl‘ > m(

) AR3S

Viniily Face

High body temperature
Temp; 38.6C

Without mask

versy Vace

o 1D 403
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4. Display Thermodynamics Figure

When the user anabled the Bisplay Thermodynamics Figure function. during the dotection process, the
tharnal itnaga ot the person will be disglayed inthe top left corncr ot the device.

Ternp: 38.6C

Without rriﬂ'f\k \
e eammE—— -
2 .- .

Yl Mise

Usor 1D 4835

Vi iy F acw

1:1 [One-to-Onel Facial‘l.ll'eriﬁca;:inn o

Thiz veriticaticn mzthod n:-::umi:na nes tha face captured by the camera with the fagial template related to the
entered wser D) L Y

- L}
i

Frass JF_;"; of the main interface te u:npn}hl the 1:1 facial werification mode.

Chtor the Uscr 1D and click [OKL.

Tage A Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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1 2 3 <&
4 5 i ~
T 8 9 v
St U i

It an employes registored palm and password in additicn to tace, the following scrocn will appear. Saloct

tha % ican toopen the face verification mode.

o,
\/

Tage A2 Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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Aftar successful weritication, the promst 'succosstully werifiod ' will appoar.

p 1410

Name ' A
UsertD: 1
Verlly Face

-
)

It thiz veriticaticon is failed, itwill prompt “Flease adjust your position!”.

Tage A3

Copyrighti ol ZKTEIG 20, T A lnighte resersed.



L300 hanugl

R A |

Combined Verification

To ensune sccurity, this doviee offers multiple voritication methods, A total of 7 differont verification

carnbinations can be used, as shown bl o

Verdication Modle

Mote:

Y mizans Tort, and '-"'moans “and”

You miust register the required vierification information bofone using the combinaticn werification
mode, athapvise the veriticaticn may fail. Tor cxample, if a vsor uses Mace Registration but the

voriticaticn mode is Nace + Passwand, this uscr will newer pass the voritication.

tage & Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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3 Main Menu

Fross 2. .-—J ab the initial inkerface to enter the main menu, 35 shown ke lowes

= | Waur Mery 1
(2o U L)

u

Asoem Conhio

SO
)

Wnﬂ

:
]
¥

Q\'
X

* vty
-

i
Altancencs
Search

if
£
F

A

Autstest Systom i

Menu Description

User Mgt. Te add, edit, vicw, and dolete basic information bout a uscr.
User Rol T sct the pormissicn scope of the custem ole and cnrollar, that is. the rights 1o
ZEer noe
aporate the system.
COMM Te sot the relevant parameters of the networl, PO connodtion, wircless netsark,
: Cloud se e and Wicoand.
T =t the parameters iclataed to Ehe systom, indluding date & time, acoess necords,
System facial’ templates, palm tomplates, resctting to factory scttings  temperaturs
managemcht and dotection. .
B Thiz includes vser Interface, woico, b2l punch state options and shartout looy
Personalize ) ]
Magpings scttings.
Data Mgt. T delote all thanclevant data in the dovice,

Access Cantrol

T set the paramebors of the lock and accoss contral dovice,

Attendance . .
. h Te query the spacitied accass nocord, check attendance photes and blocklist photos.
Banc
Autotest T autormatically test whather 2ach medule functions propedy, including the scraon,
u B
audio, camara, and icaktime clock
System Info T vieuw data capacity, dovice, and firmmeare informaticn of the carrent device.

Tage da
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User Management

4.7 AddUsers

lick User Mgt. on the main menu.

Click Mew User.

Register a User 10 and Mame

Coter the Llscr [Dand Mare.

Mote:

| Dgay Bl

da=y Lier

- New LUisey

User (D

Name

User Kole

Palm

Face

Password

User Photo

Access Control Rode

Ffllsor Marma may contain 17 charackars.,

Tha Llsor [0 may contain 1 te9 digits by dafault.

Normal Uswe

Curing the initial negistration, you can modify your 1D, which cannot be medificd after registration.

It a massace 'Duplicated D' pops up, wol must choose anothor 1.

Tage M
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Setting the User Role

Thare anx tiwe Bpes of wser accounts namclhy Mormal User and Super Admin, [ there is alrcady 3
neqistored adninistratar, the normal wsers have no Aghts to managa the systen and may only acoess the
voritication module. The adiministrator ovwns all the management privilages. If a custam alo is 5ot vou can
also saloct user defined rale pormissions tor thoe uscr.,

Click Wser Role to selocta Mommal User or Super Admin.

o Liser Hole

& Mariral Uss
Uit DElimied Boke ]

TR Al

Mote: [t the selected vser mle is Supor Admin, the uszr must pass the identity authe ntication to access the
main monu. The authentication is based on the authentication method(s) that tha super administrator has
neqistered. Flease rofor 1.8 Yoritication Mothod,

Register Palm

Click Palm to open the palm registration page. Sclect the palm to ke cnrlhed.

Enroll Palm

2 =

\i

) A

- S
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Register Face

Click Face to opeh tha face registration paga. Please face the camara and stay still during face redistration.
Tha ragistraticn intarface is as tallows:

. Ensall Face

Register Password .

. : . - . . .
Click Passwerd to apen the prassiord reqistration page. Dnter a passveerd and re-cnter it for continmation.
Click QR It the tywe cntcred p.a%.s:.:.rnrds are difterent. the prompt ' Password not match' will apgear.

Tage A Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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Farssanngl

1 ¥ 3 =}
4 5 G ~
7 B g L
e 0 124

Mote: Tha password may contain ong tocight digits by default,
Register LIser Photo
When a uscr registenad with a phota is venfied succassfullhy, the reqistarcd phobs will be displayed.

Click Wser Photo, click the camera icon to take a photo. The systern will return e the Mewe Dser intorface
after taking a phota,

Mote: Whilo reqistering-a face, the system will automatically capture a picture as the user phota, If vou do
not want B ragistar a uscr phota, the system will automatically set the picture captured as the default
phaoto.

Access Control Role

Lo accoss canbrel sots the door unlecking ghts of cach porson, including the group and tima poriod
that the Lser belongs to.

Click Access Control Role & Access Group, assigh the negistered vsers to differont grouges for bothor
management. Mow users belong tearmup 1 By default, and can be neassignoed to othor greuges. The dovice
sUppotts up to 99 accoss control groups,

Click Time Period, seleet the tivne poricd o use.
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R A |

Arceas Contro

4.2 Search for Users

Sras

Click tha search bar an the user list and ahtor the netricval keyweard (The kayword may be an D surmamc,

i
af tull mamct. Tha swstem will scarch for tho usors related to the informaticn.

Copyrighti ol ZKTEIG 20, T A lnighte resersed.
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4.2 Edit Users

Choose a usar from the list and click Edit te open the odit user interface:

User: 1 & - Ecdit: 1 A

Mote: Tho oporation of oditing a user is the same as that of adding a usar, excopt that the user ID cannet
b moditied whenediting a usaro2dperaticn mothod refers to ' 21 Adding users'.

4.4 Deleting Users

Choosé a user trom the list and click Celete to entor the dolote user interace, Select the user information
to ke deleted and click O,

Mote: |t oLl solect Delete User, all the information of the userwill be deleted,
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User Role

It wou mecd to assign some specific permissions to Sartain usors, you may cdit the “User Dofined Rola”

under the User Rale micku.

You may sct the permissicn scope ot the custan rale up to 3 rales] and chnrollen that s, the pormissicn

seopo of the apeation mand.

Click User Rele on the main meng interface.

£3

[AET e [

g Dlehmyeed Bialy

Click any rahe to st a dofined role. H’-:-gqln: thr Enable Cefined Rale hutton to chakle this detined

rcle. Click Mame and coter thee nane of the mle,

Tage 42
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pca | ser Defined Rode 1
Enable Defined Fole
A

Deling Lher fale

Lisaw [iwfeed Risle |

2. lick Define User Role to assign the privileges to the iole, Click Return after assigning privilegos.

Tage 43

=

| | Data Mgt

| hecess Contral

| | aetendamce Search

ARbatest

{Eystem Info

itser Defined Fole 1

_';"”""‘”

i Users

[+ Draplay Styie
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Mote: During privilage assignment, the main mend is an the it and its sub-menus are < the right. Yoo
anly nocd 1o selact the foatunzs in suk-menus. 1f the device has a role enablod, you may assign the relos

woul 2ot o users by clicking Llsar Mg, = Mo Llscr = Llszr Role.

— User Hole

User Defined Rale |

It no super administratar is negistered, the devico will prampt ' Floase register super administratar Lsei

firstl” after clicking the chable bar.

tage &
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Communication Settings

The Communicaton Setings ane used 1o setthe paramecters of the Matessrs FC connoction, Winclass notwaorl,

Cloud server and Wicgand.

TapCOMM. on the main menu.

-
|

6.1 Network Settings

When the device necds 1o communicatzawith a PC aver the Cehernat, you need o configure notwark
sottings and ansure that the dovice and the FC ane sennacting to tha same neteork seqmcnt,

Click Ethernet oh the Comnn. Sottings intorface.
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— Etharrnad

P hd e 152 1465 1A 154
Submat Mash LN AT
ety 1592 1t LBl
4t ol g
T COsIM. Part 4775
P

Basplary i SLalus Bae (

Menu Description

The tactory detault value is 1221681201, Pleasa sct the walue accarding ta
the actual network situation.

IP Address

The tactory detault valoe is 235255 2550, Pleasa sct the value accarding to

Subnet Mask - =
the actual netwark situation:

Tha factory default addross is 0050, Ploase st the value according to tha

Gatewa
¥ actual notwark situaticn.

The factory default addreoss is Q080 Please sot the value according to the
actual netwerk situation.

OMs

Tha factory dofault walue is 4370, Please sot the walue acecrding to the actual
network sitLiation.

TEF COMM. Port

Dwnamic Host Canfiguration Protacol, which is to dynamically allogats [P
addressos tor clionks via soror,

CHLP

Display in Status Bar | Tosetwhethoer to display the natwiark icon an the status bar.
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4.2 PC Connection

Taimprave the socurity of data, ploase sot 2 Comm Koy far communication between the dovice and the P

It a Carmm Koy is sot, this caonnocticen password must be cntered before the dovice can be cohneched to the
FC softwara,

Click PC Connection an the Comnm. Settings intorface.

s | PC Connechon

Lomm Key ]

Davece |0 1

Menu Description

Camim koy: The detault password is O, which can bechanged. The Canmn Koy

Comm Ke
g may containd toa digits.

[dentity number of the devico, which ranges betacen 1 and 2540 IF the
Cevice D coammunication mcthod is RS2 325485, vou nead toinput this dovice 1D i the
softwan communication inberface.

5.2 Wirelass Network

It i5 uscd for metesorls conmection, wincless data transmission and communicaticn.

lick Wireless Metwork o the Comn. Settings intorfaca.

R W

WIEI I:'_I'
Ml fha bt ange

A WiFT Rabwes s

AdvEnceg

Wi is chabled in the Device by default. Togole an L button tocnakhe or disakde Wi-Ti,

When Wi-Tiis cnabled, tap on the required netserk trom the scarched neteorls list
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Wiraan halwmirs CHTN hanr
wiFI Sacu iy, WEAPSLRPAISES
Egiakd a1 @ i bietaess e =gnal Slremgih. Alnang
A3 WO Mabwor b i
P e e o]
Carral (EBC]
Wi-Fi Enabled: Tap on the reguircd Tap on tho password fizld to enter the
neteail from the scarched natwork list., password, and then tap on Connect to Wi-Fi
[OK).
Add Wi-Fi Network Manually
GRS - P Tar——
WIF
Sl [ B e Fak i il

Ay WOF Nalwedh RiiiF ko

Tap on Add W-Fi Metwork to add the Wi an this intorface, ehtor the WiTT notesorl

i manually. parameters. (The added netwark must cxist.

Jnce added. find the added Wil netesorls in the list and conneet to the notwerk by tollewing the sama

procodura,
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Advanced Options

Thiz intorfaca is vsed to sot the nebwork; param chors.

== W Nemwas - P—
wiFi { AecE (
Pt s o Bmbaver v g | P A ey hag
Asd A1 Nalwara Subead Maas T}
Azvanced (FHT— snns

Menu Description

Dwnamic Host Configuration Protocal, which inwclvies allacating dynamic 1P

DHCP addresses to netwark clicnts.

IP Address IP addross of the Wi netesarke
Subnet Mask Subnet mask ot tl‘LE' W networle
Gateway aatouay addrpss:}f the W netwarl

6.4  Cloud Server Setting

This reprosents settings vsed fer connecting the ADMS sobaer,

Click Cloud Server Setting oh the Comm. Settings intorface.

= Ciogd Sarvar Saliing

Daresi WMot Ls ]

E=tin Do avq

Zrlwnr Aderenn 1044

Batwar Poei i

FemErn Pigry Saivat

WTTP

Crescription

Enahle When this function is cnabled, the danain nams mede “Ptpess.?
Comain Server Address | will b vsed, such as bt vawa 00 cam, while “XYZ" denotes the
Mame domain name when Ehis madois torned Cih.
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Cisable Server Address | [P addross of the ADMS soreor,
Cromain
Mame Server Port Fort used by the ADRMS sarvor,

When yau chooss to chable the proxy, vou need to 5ot the [P

Enable Proxy Server
address and poit number of the proxy sereel.

It is an HTTP channel with security as its goal. Basad an HTTP,

HTTPS tranamission cnorypticn and idontity authentication ansune the
socuiity of tha transmission process.
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System Settings

Heore, wall can sot the nolated system paramators te optimize the porformance ot the device.

Click Systemon the main mcng intertace.

7.1 Date and Time

Click Cate Time oh the Fystom intefaco.

Dk T

YWou can manually setthe date and time and click Confirm to save.
Teggle the button to enable ar disable tha 24-Hour time fermat and sclact tha date fonmnat.

When rostaring the factane settings, the time D24-hourl and date fermat (FYYY-MW-0O0D can ke restarsd,
but the device date and time cannat b restoncd.
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Mote: [ar example, the uscr sets the time of the dovice (18:35% on karch 15, 20120 ta 1830 on January 1,
2020, Atter nostaring the factory sattings, the time of the aquipment will change to 18:30 an lanvary 1,
2020,

7.2 Access Logs Setting

Click Access Logs Setting an the Systorn interface.

a1 | T T

FECE CTATHMITET P I a|

Cescription

It decides whether to capture and savie the curnent snapshot imagoe during
veritication. Thore are & modas:

Mo Phoato: Mo photo is taken during usar veriticaticn.
Take photo, no save: Floto is taken but is not saved during verification.
Camera Mode Take photo and save: Fhoto is taken and saved during verification.

Save on successful wverification: Fhoto is taken and saved far cach succossful
viobitication.
Save an failed verificatiom: Fhoto is taken and saved during cach failed
viritication.

Display User Fhoto Whather to display the vser phato when the useiveritication is successful.
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Access Logs Wa rning

Circulation Delete

Access Recards

Cyclic Delete ATT
Photo

Cyclic Delete Blocklist
Photo

Confivm Screen

Delays)

Face comparison

Interval [s)

7.3

Whan the neeord space reaches a sot walue, the dovico will automatically
display an alort. Usars may disablo the function or sot a valid valus Eotwezean |
and 9994,

When the acoess rocards have reachod full capacity, the dowice will
automatically dalote a set walue of ald accoess recards, Usars may disakle the
function o sot 3 valid value botaeon 1 and S99,

Whan the attendance photos have rcached full capacity, the dovica will
automatically delete 3 s0t value of old attondancs photos, Usors may disable
tha function or sot avalidwalue boteoen 1 and 99,

When tha blacklisted photos have reached full capacity, the doviao will
automatically daloto a sot value of ald blocklisted photes. Users may disable
tha function or set avalid walue katwaon 1 and Qe

The time duration to display the succoss worification moessage. The walid value
i1 1o seconds.

Te sot the facial ternplate matching time interval as nceded. The valid valuc iz
Jtod secands,

Face Parameters

Click Face an the Systom inteftace

Tage A3
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1:N Match Threshold

1:1 Match Threshcld

Face Enrallment

Threshold

Face Pitch Angle

FaceRotation Angle

Image Quality

In 1:M werification mode, the werification will anly be successful when the
similarity botwoon tho acguincd facial image and all the nogistered facial
termnplates is greaterthan the sctvaluc,

The walid value rangaes from &5 ta 120, The highar the threshalds, the Tower Ehe
misjudgment rate, the highar the nejection rate, and wice varsa, The doefadlt
valuz ot 75 s recommecnded.

In 11 weritication made, the werification will only ko succossful wihon the
similarity botescon the acquired tacial image and the facial templatos cnaralhad
in thee deice is greater than the sot value

The walid value rangaes from 55 ta 1200 The higher tha thresholds, the lewaer the
misjudgrent rate, the highar the nejection rate, and wiee varsa, Thie doefault
valua of B3 is recemmoended.

During face enrglimant. 1:M comparison is used to determing whiothor tha user
has alrcady registered kotora,

When the similarity betweon the acguired facial image and all the negisthered
facial tomplates’is groator than this threshald, it indicates that the face has
Already boon ragistenzd,

Tha pitch angle talerance of a face for facial registration and comparisan.

It atace's pitch angle cxcoods this setvaluz, it will b tilczrod by the algaithm,
i ignored by the torminal thus no registration and comparison inkartaco will
bo trigoered.

The-rotation angle tolerance of a face for facial tomplate rogistration and
COMpPasison.

It a face’s rotation angle cxececds this sob value, it will ke filkared By Ehe
algarithim, e ighaned by the teiminal thus no registraticn and comigarison
interface wwill ke triggened.

Image quality tor facial registration and corparison. The highor the valoe, the
Clearar the inmage.
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Minimum Face Size

LED Light
Triggered Threshald

Motion Detection
Sensitivity

Live Cetection

Live Cretection

Threshold
Anti-counterfeiting
with NIR

WDER

Anti-flicker Mode

Face Algorithm

Motes

Aa

Faquircd for tacial negistration and camgarison.

It anabject's simz is smaller than this sot value, the objactwill ke filterad and nat
necodnized as a face.

Thiz waluz can bz taken as the face compaiison distance, The farthor the poracn
iz, th smaller the face is, and the smaller the face pivel will be ohtainad by the
algarithm.  Therefers, adjusting this paramcter can adjust the fuithest
comparison distanco of faces. Whon the walua is 0, the face comparison
distance is not limitod.

Thiz »alue centrals to tum < and off the LED light. The larger the value, the
mianz frequenthy the LED lighe will B turncd an.

Aomeasarerant of the amount of change in @ camera’s field of vicw that
gualitics as potential motion detection that wakes up the terminal from
standky ta the comparison intsface. The larger the value, the maore sansitive
tha systom weuld beo il if 3 larger value is sot, the comparizon intertace is
much easicr and fraquently tiggearncd.

Deotecting a spoof attemet by detormining whethar the source ot a biomaetric
samizle is 3 lve human being ar & fake representation using visible light images.

Judges whiether the visible image comas frem an alivie body. The [argor the
valde, the bottor the visikle light anti-spooting porfarmance,

Lsing near-infrared spctra imaging tosidentify and prawvent fake photos and
videos attacie

Wide Dvnamic Range WDRY, which balances light and extends image visibility
for surveillansz vidoeos undor high contrast lighting sconcs and improves chjoct
identificaticn under bright and dark enviranmiont.

Lzad when WOPR is turned off. This helps reduce flicker when the dovice's
seroen Hashes abthe samc trequency as the light,

Macial algorithm related infarmation and pause tha facial template update.

Impropor adjustment of the cxpoasure and guality parametors may scuvcrely
Affect the porformance ot the devica, Flease adjust the cxposura paranmctar
Sty under the guidance of the atbor-sales sovice porsannel of our company,
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7.4 Palm Parameters

Click Palm an the Systern intertace,

= Pair Paramaiss

P 1:7 Manichurgg Thomibokd

Fulm 1:NMalching |Fesabols

e e

In 11 Verification Method, anly whon the similarity boteoen the werifying

Palm 1:1 Matching ] ) ) )
palm and the users rogistored palm is greater than this value can the

Threshold e
vititication succoed.

In 1:M Yorification Method, anly when the similarity betwoch the veritying

Palm 1:M Matching ) i ] o
palm and all the negistered palim is greater than this value can the werification

Threshald
e,

7.5 Factory Reset

The Tactarny resct module restaras the dovics, such as communication settings and system scttings, to
factory settings Hoes not clear the negistered vsar datal.

lick Reset on the Syvstom interfacea.
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Treargm

n i Farmrsl ler

I. ] B L

L1

L i ToaTy T T

E e el Warajpaes |

Reset *Restart

(#].f

Click QK to resct. y

7.6 Temperature Management

The device has a built-in temporaturs sansar, and when the cnvirenment temperature is too low or too
high, it will trigoeor selkheating or shut daowen.

Click Tem perature Mgt. on the Systom interface.

o Temperature Mgt

. Curren! Device Temperalure 50.0°C
Low Temp. %0 Hes C
Hgh Tamg. (0 Ress! a2°c

[tem ‘ Cescription

Current Device

Thiz calumn shows tha noal- time temperature of the dowvice,
Temperature

Jnce the dovice temperature is lowsar than the sotyvalue, the device will start

Low Temp. to Heat ] i .
solf-heating, the rangs is 0o 1085,

High Temp. to Reset | \whan the dovice tomporature is lewer than the sot value, it will shut down
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automatically to protect the hardware, e range is 60 to 80 [FC.

/.7 Detection Management

Click Dretection Management oh the Systorn intcrfaco.

s Detecton Management il o Detecton Management

Enatie Wampearitute screaning with sifrarsd ( Tump. Unit <
Hgh temparutute sturm (hreshold ladic TEMPErDIUTS MaasurEMent dislanos Far
Temperntune over the range. access denind ( Daplay Thermodynarmcs Figure

Tomperature devation comaction 000

Dsplay Body Temporature

Tormp. Unit ¢ Enable mask dolsction

- F
Tampecature moasurement distancs Far Deny 200888 Wit mesk

Dispiay Thermodynamics Figure Allaw urvegissared peogse 1o nccesn

D=piay Body Temperature Enable capture of unregistered person

Enable mask dotection

AAAAAA A

Triggor externad alarm

Dany acoass wihout mask Chaar axteral slamm

Allow uIvegissarad poopie 10 SCoess Exter atam Ostayls) 255

AAARAAARA

Erabie captre of unregistered person Fmware update

Menu Cescription

T enable ar disable the infrarcd temperature measurement function.

Enabletemperature | “When this functicn is cnabled, kefore the acoess grrantad, uscrs must pass the
screening with tomiperatu e screcning in addition to identity veritication.

infrared Te mecasure body tomperature, users” faces most be alignoed with the

tern peraturc doetection arca.

Te sot tha value of the alarm threshold of high body lemperatune,

High tem perature Whan the termperature detectoed during veritication is higher than the sct
alarm threshold valua, the dovico will give a promiet and audio alarm.

The default alarm threshold s 32 365C
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Temperature over

the range; access

denied

Temperature

deviation correctian

Temp. Unit

Temperature
measurement

distance

Display
Thermodynamics

Figure

Display Body

Temperature

Enable mashk
detection

Allow unregistered

people to access

Enable capture of

unregistered person

Trigger external

alam
Clear external alarm

Extemnal alarm

delay(s}

Firmware update

14

When this's chablod, it the usar’s detectod body tomperatune is abova or
bolow the alarm thrashold, the user will not be grantad accass oywen if hisshor
idenkity is veritied.

It this's disabled, the vser is allewned to access the restriched area when hisfhor
idenkity is veritied, regardless ot hisdher bady tompearature,

A5 the tomperaturs measunement module allews & small range of airors
[disturbance: of an ebserved valuc undeor different environments thumidity,
reom temiperatdie and such;, Lsars may sot tha doviation value hcra,

The unit of kody temperatdre can be switched betweon Colsius 50 and
Fahrenbcit (7.

Whan dotecting the tempeoratune during the weiification process, thens are
threo modes: Maar, Close and Far.

Te cnable or disable the display thermodynamics figune function.

When ehakled. during thodetection pracess. the thormal image of the parsan
will b displayed in the uppor left cornar of the device.

Te cnable or disable the display body temperatune function.

When enabled, the device will disglay the usor s specific temperature valug
during the werification proccss.

T enable ar disable the mash detection tunction.

When it's cnablad, the device will identify whother the uscris waaring a mask
ar nat during werificatian,

Tacnable or disable the vnregistered pooplo to access function.
When chabled, the device allows the porsanncl ta cntor withaut rogistration.
T cnable or disable the capture af unncgistered person function.

When cpabled, the device will automatically capture the photo of the
unicgistored porson, enabling  this teature reguires to enakle Allow
unregistered pecple to access.

Whan chabled, it the vsar's temperaturs is higher than the sot value or the
mask detoction is enakzlad, but the mask is nak warn, itwill triggar an alarm.

lear the triggenzd alarny rocords of the dovice,

Tha delay (s timme for trigooting an exbernal alarm can bo 5ot in secands, usors
may disable the function or seta valid value bebsgecn | te 255,

Choose whether to wpdate the themmal imaging temperatune setoction
module sothears wersion.
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Personalize Settings

You may custamizo tha intorface sattings audicand kall.

Click Personalize oi the main menu intertace,

o]
A

8.1 Interface Settings

You cancustomize the display styla ot the main intzrtace

Click Wser Interface on the Porsonalize interface.,

Tage AU Copyrighti ol ZKTEIG 20, T A lnighte resersed.



R A |

L300 hanugl

Wallpaper

—

User interface
Wallpapei

Language

GEn i Srreen Tienesiuls

lle T Tio Slide Shinw s

Slide Shive bnterval|s

e Tome T Shegpm i

W Soreen Slyle

Te soloct the main sorech wallpapeiaccarding to vour persanal pretarcnce,

Language

T selock the language of the dowvice,

Menu Screen

Timeout s}

Whan there is ne opcration, and the time socceds the set value, the device will
automatically go back to theinitial intorfacz. Yol can disable tha uncticn or sot
tha valuc botwezen B0 and 989949 seconds.

Idle Time To Slide
Showr (5]

When thare is no apeation. and the time cxceads the set value, a slide showr
will be playad. It can ke disabled, o wol may sct the walue betecan 3 and 9ol
soConds.

5lide Show Interval

(s]

Thiz refers ta the time intereal switching differont slide shows picturcs, The
function can bo disabled, of you may set the interval bebwcocn 3 and 9o
soconds.

Idle Time To Sleep

(m)

It wou have activated the slecp mode, when thare s na cporation, the dovico
will onter standky mode, Pross any kew or finger 1o resumse nanmnal sorking
mode, ¥You can disable this function or set 3 value within 1 o999 minutos,

Main Screen Style

T selock the main screch style according to your personal proforensn.

Tage b
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5.2 Voice Settings

Click Woice on the Porsonalize inteface.

vors Frampl (

! mice Freevmiy

¥iviame

Menu Crescription

Yoice PFrompt Solactwhetharta crable t.r-_::ia:'e prrompts during aperating.
Touch Prompt Selactwihethear to cnable koyvpad seunds.

y 3 4
Volume Adjusttho valume of the device and thevalid walue is 4o 100,

2.2 Bell Schedules

Click Bell Scheduleson the Personalize interface.

o 5 Bell Schedules

Hew Bell Schedule

Al Bedl Schedules
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Add a bell

1. Click Mew Bell Schedule toopeh the intzrtace.

a1 | Sy Bell Schedule

Bell Sdakuy

Bell Time

Bepal TENG,

Hing Tone Syl b .

priternal Bel delay|s)

Menu Cescription

Bell Status Sebwhother o chakele the bol status.

Bell Time Atthis tine of day, the: device autnrmatically rings the bell.

Repeat St the neetition Sycle ot the bell.

Ring Tone Selact ating tahe.

intamal bell dalayfs} Sk th; duration of the internal bell. Tha walid walue ranges from 1 to 999
SCConds.

2. 4o back ta the BellSchedules interface, click All Bell Schedules to vicw the newly added bell,
Edita bell
Jn the Al Bell Schedules intorface, tap the bell to be cdited.
Click Edit, the aditing meothiod is the same as the eperations of adding a bell.
Celete a bell

an the Al Ball Schedulas intorface, tap the boll to be dalctad.
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Tap Celete and schect Wes] to delene the bell

8.4 Punch States Qptions

lick Punch 5tates Options on the Porsonalizz intzrface,

Funch St Do

Finos S bgan

B L e e ks

Menu Description

Punch State Mode

Seleat a punch state mado, which can be:

Off: To disakle the punch state key tbnction. The punch state koy set under
the Shortcut Key Mappings meny will becemz invalid.

Manual Mode: To switch the punch state key manuoally, and the punch state
key will disappcar aftar Punch State Timeout,

Auto Mode: After this made is chosan, sot the switching time of punch state
ko in Shortcut Key Mappings; whon the switching time is reached, the sct
punchstabe koy will bo switched automatically.

Manal 4nd Adto Made: Linder this mede, the main interface will display the
auto-switching punch stata kay, meanwhile supports manually switching
punch’ state ey, After tintcout, the manually switching punch state key will
boconme auta-switching punch state ko,

Manual Fixed Mode: fiftar punch state koy is manually switched, the punch
stato koy will remain unchangad until being manually saitched nest time.
Fixed Mode: Only the fixed punch state key will be showh and it cannot ke
switchad.

tage &
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8.5 Shortcut Keys Mappings

3

Llazis may define shoitcuts as athendance status of tunctional keys, n the main intzrtace, when the
shottout s are prossed. the corresponding attendance status of function interface will bo displayed

duickly.
Click Shortcut Mey Mappings on the Personalize intotface.
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2 Data Management

Tha Gata Management interfaca is used o delote the relevant data in the doevice,

Click Data Mgt.on the main mend intzrtace

= pata gl
n [t Daka

9.1 Delete Data

Click Deleta Data on the Cata Mot. intoface. x
= Dubuie Cala

Leisfs fAcosas Fecords
Dt # Hercdarcs Proir
Dhipgets Blpzid bt Sraij2
st 50 Clala
et Pl Mgl

| Dhifidi ACOESS Conimol
Dt L Frels
[=ind il ipaper

Dty SOEET SANGS

Menu Cescription

Celete Access Recards | To delote attendance datafaccess records conditionally.

Delete Attendance

Te delote attandance phatss of designated pesannel.
Photo

Celete Blocklist Photo | To delote the photos taken during varifications which are failed.
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Te deletn intormation and attehdance logs/accoss nocords ot all ragisterod
LI5S,

Celete All Crata

Celete Admin Rale Te remawe administratar priviloogos.
Delete Access Control | To delote all the aceoss data.
Celete User Photo Te delote all tha vaer phates in the dovico,
Delete Wallpaper T delote all tha wallpaars in the doevioe,
Delete Screen Savers | Todelote the screcn savors in the dovice.
Mote: When deleting the access necords, attendance photos or blacklisted photas, you may select Delate

Al ar Belota By Tine Range, Selecting Dolate by Time Banga, vou nead to ot 3 specific tme range to
delete all data with the period.

| Dalate Atendance Data - Glart Timee
Dadate All
Dadabe by Time Fangs

Yy L (418 Hi Wl
Conlirm (0K Cancel |ESC)
Soleat Dalete by Time Ranio. Sot the time ranga and click OF.
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Access Contral

Aocess contrgl is used to sot the schedule of door aponing. el cantrel and sther paramectars scttings
nlated to accoss contral.

Click Access Control on the main menug intertace,

Bepays Corel

Tu gain access, the vegistered user must meet the following conditions:
Thacurrent daot unlack time shauld bewithin amy valid time zone of the usar time poriod.

The vser's group must B2 in the door unlock combination Sehen there are Sther groues in the
samc aceess combao, varification ot rambers of those Qroups are alss reguired ta unlock the door),

In default settings, now users are dllecated ints the tirst group with the default group time zone and
access comba as ™" and setin unlocking state.
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10.7 Access Con

Te zot tha pararnchors af

trol Optians

the contral ook of the terminal and relatod cowvices.

Click Access Control Optians on the Aoccss Contrel inteface.

RN O

L R

e TN Al

TR 8w @Al 1T P

Buraiary mipg) poand
jomid ent ¥

Vot | A e FrE]

Gate Control Mode

T ORI RO Cmod e

wrhay b ks

LR AT LS P LTS e

Pa=rad Dpsee bra pase

b Llwves

(L LI

Vg | fircmmn Taiy g

Whether to turn on the gate contral mode or not, when sot te O, this
interface will remove Door lock relay, Door senser ielay and Goor sensar D
function.

Coor Lock Delay {s)

The time duration that the device contrels the alectric ook to be unlocked.
Tha valid range is 1 to 10 scconds; O second repraesents disabling the function.

Coor Sensor Delay
(s)

If the deor is nob closcd and locked aftor opening for 8 cortain duraticn (Door
Setsor Dolayl, an alamrn will be tiggared. The valid walue of Door Schsor Golay
ranges freny 1 1o 255 scoonds.

Coor Sensor Type

There arc three typos: None, Momal Cpen, and Momnal Cosad. Nena means door
srhssr is not in usy; Mormal Cpen means the door is always opencd wivn
chectricity is an; Marmal Closed means the door is abways dosed wehen sledricity is
an.

fage M
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Tha supported werification medo includos Password Taco, Usor I cnly,
Fassward, Face only, and Mace + Fassword.

Yerification Mode

Coor available time | To ot tinme period for doar, o that the door is acoessible only during thistime
period poricd.

Mormal open time Schaduled timue poriod for *Homal Open® mode, 5o that the door s ahways
Period uhlocked during this poericd.

Whan satting vp the mastor and slave. the status of the mastor can ke sok to
oIt Gb anter
Master Device . . . .
Exit: The record werificd on the hast is theexit record.
Enmter: The rocord werificd an the bost is the entry record.

Lot the deor unlock time period and auxiliary output type-of the auxiliary

Auxiliary input . . . . :
. . terminal device, Avxiliany cutput types include None, Trigger doar open,
configuration . .
Triggar Alarny, Trigger door openand Alaim.
T transmit a seund alarm or disable the alarm from the local. When the doar
Speaker Alarm is closed or the werification is succasstul, the systen will cancol the alanm frem

tho lacal.

The nostored access contral paramctars include door lock delay, doar schsor
delay. docr sansar type, verification made, door availakzle time period, acrmal
apcehn time period, master deviee, and alarm. Howeewer, the crascd acooess
cantrol data in Data Mat. iz excludod.

Reset Access Setting

10.2 Time Rule setting

The antire systom' can define up to 58 titne alhes, Cach time nale nepnesants ton tima Zones, o one weack
and 3 helidays, and each time z2one is a valid time poriod within 24 hours por day. Yoau may seta maxinmum
of 3 time porinds for ovary time zone. The nolationship ameng these time periods is "or'. When the
voritication time falls in any one of these tine poriods, the werification is valid. Cach time poriod format of
tha time zonc: HH MI-HH WM, which is accurate to minukas according to the 24-hour clacke

lick Time Rule Setting o the Acoess Contral intertace,

Click the grey bex to input a tinve zane to search. Cnter the number f time Zone (maximuam: 50
zonosl.
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= | T Foule] 2,50

Sunday MO NS KL Y
MEandl TN F 3250 (ORENE T 5
TS TR W0 RS0 [OD0a 1N
W elnesilay II|-|I'iHI_"|"|'IZ._I'I‘lil"“'ll 15
I hnirseliay IR FA250 0 (KI5
Frilay RN 255 5] [O00E 25
Sitlurday THITHE E3:50 ) [T
fiodiday type 0 (RO RS (O J3A:
holicay Typa 2 R0 035 00D 23
hinliliy Typss 3 COioNT FR5] fonad) X A:

2. «lick the date on which time 2one scttings is reguired. Cater the starting and ending time, and
than prass CK,

ol = Time Pemond 1
D 2354
g R o - -
B il .
* L L J L
HH il HH Pl
Ciopkirem |CNE0 Caniel {ESC)
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Motes:

When the ending time is aarlior than the starting tine, such 3s 23:57- 23:58, it indicates that access

is prehibited all day: wihcn the 2nding tine is later than the starting time. such as D0:00-. 23:58, it
indicates that the intorval is walid.

The effective time poiod t& unlock the doot: opan all day (00:00--23:50) ar wihon the ending tine
is lator than the starting time, such as 0E00--23:520,

Tha default time 2onc 1 indicates that door is open all day long.
10.2 Holiday Settings

Whanover thera is a holiday, vou may nocd a spedial acoass tine: but changing ovenyong's accoss tima one
by ong is extroemely cumberscmie, s& oLl can 5ot a holiday aceoss time which is applicable toall cmployces,
and the wserwill be able te opon the deor during the halidays.

lick Holidays on the Access Control inteface.

Halitmys
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Add a Mew Holiday

Click Add Heliday an the Halidays intartacc and sot the holiday paramators.

Edit a Holiday
0 the Holidays inteiface, select a haliday itom to ke madifiad, Click Cdit te modify holiday paranictars,

Celete a Holiday

n the Helidays interface, sclact 3 haliday item to bedeleted and click Delete, Click Ck to canfirm delation.
Aftar delation, this heliday is no lenger disglayed on All Holidays interface,

10.4 Combined Verification Settings

Aecess Qroups are arranged into differcnt door-unlocking cormbinations to achicve multiple werifications
and strengthon the security.

In a doct-unlocking combination, the range of the combined number Mis: 2 N = 5. and the nomber of
mermbors M omay all belong to ahe acoess gradp ar may beleng to five difforent access groups.

Click Combined Yerification on the Access Contrel intoifaco,
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- nim baned Yenhoalion

lick the dacr-unlocking combinatian to be sot. Click the up and down arrgwes 1o input the cambination
number, then prass Ok,

Examples:

The door-unlocking combzination, || is sct as (01 03¢5 08 02), indicating that the unlacking combinaticn 1
consists of 5 peaple, and the & individvals arz from 5 greups, namely, access cantral group 1 4% group 11,
A group 3 AC grou 5 0 group &, and AC group B rospoctivaly.

Tha doaronlacking combxination.2 is 50t as (02 02 &4 04 47, indicating that the unlacking combinaticn 2
consists of & pocple; the tirst twe are from AC group 2, Ehe nesxt twa are from AC graup 4, and the last
porsan is From AC graLgs 7

The doorunlocking combination 2 is sct as (D2 0% 09 09 0 indicating that there are & people in this
cambination: all of which ara Fran AC groug 9.

The door-unlacking comibzination 4 is sct as (03 06 48 00 00), indicating that the unlecking combination 4
consists of three poople. The first poerson is from AC group 3, the second persen is from AC group 5, and
tha third person is from AC grougs 8.

Celete a doorunlocking combination

Lot all the group number as 0 if wau want to delete door-unlocking combinations.
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10.5 Anti-passback Setup

It is possible that uscrs may be followed by same vnauthorized porsons to cntar the doar without
voritication, rosulting in security problom. 5o, ta aveid this situation, anti-passkack eption is davelopeod.
Jdnceitis enabled, the chack-in recard must match with checks- aut recard o as to apon the door,

Thiz tun<tion regquiras tees dovices 1o wark togaether: ong is installad inside the door [Imaster davical, the
ather ons is installed outside the door [slave dovicel, The two dovices comimunicate via Wicgand signal.
The Wicgand farmat and Qutput type (Uscr 1D Badge Nunmib=n adgepted by the master devico and slave

dowicn must ke consistent.
—_—
—

lick Antipassback Setup on the AccossContrel interface.

ANl passtak D = ANt RN eIk

[tem Cescription

Mo Antipassback: Anti-passback tunction is disabled, which means
succassful weritication through cither mastor dewvice ar slave device can unlock
the door, Attondanca state is not saved.

Anti-passback Qut Anti-passhack: fiftor a vser checks aut, only it the last rocaid is a checliin
direction record, Ehe user can chack aut again; athersise, the alarm sl B trigocrsd.
Hoverower, the wser can chiecks in frocky.

Im Anti-passback: After a usar checks in, anly if the last record is 3 check-out
record, the wser can checlk in again; athemwise, the alarm will e trigocred.
Howovor, the usar can chacl; aut Frocly,
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In/Out Anti-passshack: Aftor a uscr checks indeut, only it Ehe last racard s a
checl-out record, the user can check in again; r a chack-in rocard. the user
£an check out again; gtheneize, tha alarm will ke triggarcd.

10.6 Duress Options Settings

It a vser activatod the duross varification functicn with spedific authentication methad(s], when hadsheis
in cmargenoy during authontication with such mathed, the dovice will unlock the doar as Lsual, but at the
samc time a signal sill ke sont to trigoer the alaim.

Click Duress Options on the Access Conbrel inkertace.

1] D reepy. Cipianns

Whan a uscr uses the passwoaord werification method, an alarm signal will e
aencrated, othenyise thens will be na alarm signal.

Alarm on Password

Alarm signal will not Be transmitted until the alarm delay tine is clapsed. The

Alarm Delay {s]
valde ranges from 1 to 9549 secands.

Set the a-digit duress passwerd. Whon the usor entors this duness passwiord for

Curess Password o } ]
voritication, an alarm signal will be gQenaratod.
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Attendance Search

Whan the idontity of a wsar iz werificd. the record will b savwed inthe device, This function enablos useors te
£hecl their acoess necords.

Click Attendance Search on the main menud intetace,

iklendance Soarch

Tha process of scarching for attendance and blocklist photos is similar to that ot searching for access
reeards: The tallcwing is an cxaniple of scarching for access noconds.

an the Attendance 5earch interface, click A.ccess Records.
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1. Chtor the usor 16 o be searched and click Ok If 2. 5eloct tha time range inwhich the nocords
ol want to search for rocords of all wsars, click OK woul Wwant to search far,
without entaring any usar D

iserin £ | Time Range
Flpane Inpaut|guony all datawithout impat] (%) Today

(T} Vestentay
[} Thisweek
) Ll week
{1 This maiidl
() Lot mantty
3 Al
{1 User Delimed

1 2 F

4 5 i

T B

K
I -
5 y by
I.. .I.- - )
¥ = i i = -
L] ...l
n LS -
I.- n )
i " .
- o m
dh 3
] ..l ...l.
o
o
o o
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3. The necard search succonds, Click tho rocord in

drach tovice: its dotails.

= Feranal Record Search
-1 sumber of Recordsn]
i ]
o509 Faurmnber of Records T
a 083
008 fumbier of Recordatd
1 e
£ 0500
MS=0T tumber of Recaontsel
[} 8 1
- Miimbier of Recards 4
4] JR0 1555
1 1T 1728
Ti5-115 EeiiErileeg of Bedoidail
4] (14 k]
- Humber pf Recardao)
0 1356
D2 Fumber of Mecondsog
I Beims J0o0s SOe0E D06
a} phiE
TR Mumber of Recomds0id
& s
a3 7 Humber of Recorda i
i BR=00 I PA 1THT 1758 1744
Lran
LN
l.. .l.-
o .l .I ...
: "
5 X,
. s
Ttage &M

4 The beloaw figure shovwes the datails of the
soloectod racord,

=¥ Perwonal Record Search

Verflicabion Mode : Face Status: in
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12 Autotest

Thiz function automatically tests whethor all the modules in the device tunction properly, which includ:
the LCE, audic, camera and real-time clock (RTC.

Click Autetest an the main meng interdace,

= RLINTIHN

it | e

£
g
a -
#]
a -

Cescription

Test-All Te ﬂUtDr‘I'IaTI-Ea”}' tn:st whether the LCO, avdio. camera and BTC are nermal.
Test LCD Te auto matln:all;-.r test the display offect of LCO screcn by displaying tulkFoalor, pura
B
white, and pure Black te chack whethor the screen displays colars namnally.
, To autematically test whether the audio files stored in the dovice ane complot:
Test Woice

and the yoico quality is good.

Te test if the camcra functions progerly by choecking the pictures taken to soo if

Camera testing
thay are clear craugh.

Te tost the RTC. The dovico tasts whother the clock warks normally and accuratoly
Test Clock RTC with a stopeeatch. Touch the scrocn to start counting and prass it again to step
counting.

Tage AU Copyrighti ol ZKTEIG 20, T A lnighte resersed.



SrofooE T L300 hanugl

13 System Information

With the systom intormation epticn, woll can viaw the storage status, the version intarmation of the davice,
and =0 an.

Click System Info on the main menu intertace.

= Sysbom info

E Device Capariy

E Devtee indo

D Mrrmwire Inle
Menu ‘ Cescription
Cevice Displays the current device's usor storage, palmn, password and tace storage,
Capacity administratars, access pocards, attendance and blecklist photes, and vser photos.

Displays the Dowice's name, Seial number. W0 C addrass, Tace algarithm veorsion
infarrmaticn, Blatform infermation. and Manufacturer dotails.

Cevice Info

Firmware Info | Displays the firmware varsien and other version information ot the device,
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Connect to ZKBioSecurity MTD Software

14.7 Set the Communication Address

Device side

Click COMM. > Ethernatin the main menu te sot [P address and gatoway of the dovico. (Mote: The
IP address should be akehe to communicate with the ZEBioSocurity MTO senecr. preferably in the
same notwark segment with the sarvar address:,

I tha main mong. ik CoMM. > Cloud Server Setting to st the sereer address and sorvor ot

Server addvess: et as the IP address ot ZKBioSccurity MTD scnecr.

Server port: 5ot as the service port of ZEBioSccuity MTD The defaultis 90881

Ethermat Cloud Server Setling

Software side

Login to ZEBioSccurity MTD software, click System = Communication > Communication Dewice to ot
tha ADWIE sorvice part, as shown in the figure bolow:
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14.2 Add Device on the Software

You canadd adovice by scarching. The process is as tollows:

Click Access Control » Device » Seavch Device, to open the Search interface.

Click Search, and it will promiet [Searching.......].

Aftar scarching, the list and tatal numb=er of acoess controllars will e displaved.

ST (vl
Seann ol e
= 0 == .
doew Cweice Tizs ey ::
F fagdcirwmn AL docowmn Io et Rl Cabeway dooreiy Zara humber Dwevcd Thpw Sl S Do
F
[ ciose |

Click Add after the device to cornplete adding.
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14.2 Add Personnel on the Software

Click Personnel = Person = Mew.

Aftar setting all tha parameters, click OK.

14.4 Realtime manitoring on the Software

lick Prevention » Epidemic > Real-time monitoring to vicw all the ceents include the user
whoaz temporature is over the range:
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Whan the Alarm temperature setting has sct. the aknornal Body temperature will ke marked ned

autamatically,

2. lick Epidemic = Statistics panel to vice the analysis of statistical data and view the personnels

with narmal temperatdre.

" s @ —— o

. - — >

Mote: [or othor specific oporations. please refer CKBioSocurnty #MT0 Ueor Moroal

B
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Appendix 1

Requirements of Live Collection and Registration of Visible

Light Face Images

It iz recommended to porform rogistration inan indsar chviranment with an agprogriate light
SOUFSD wWitRoUt UndorexposLIFe OF Sorexesu s,

Do net shoot towards autdoor light sources like doar or window ar other strong light sourcos.

Dark-color apparals which are difterent from the backgraund colar are recommendod for
neqistration.

Fleaso shicw your face and forehcad, and do not cover vour face and avebrowis weith vour hair.

It is recommended to show a plain facial cupnession. Smile is acceptable, but do not close woLr
aves, orincling your head to any arentation. Twe imaces are reguired for porsons with oyoolasaes,
ahz image with ovaglassos and ane sthorwithout

D notwiear acoesserios like scarf o mask that may cover vour mauth ar hin,

Flease face right towards the capturing dovice, and locate wour face inthe image capturing arca as
shcawnin Imaga 1.

Do net include monz than ane facs inthe capturing arca.

5Qeny- 80¢m is recomnicndad tor captuiing distance adjustabla subjoct to body hoight.
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Imagel  Tace Capture Anca

Requirements for Visible Light Digital Face Image Data

Digital phota should be straightly cdgad, colanzd, halkportraved with only onc porson, and tha persan
should be vnchartad and not in uniterm. Porsons whc seear cyeglasses sheuld nemain to put on eveglasses
for photo capturing.

Eye Distance

200 pigels orabove are necommended with no ess than 115 gikels of distance.
Facial Expression

Flain face or smila with eves naturally open ane necommendod.
Gesture and Angel

Harizontal rotating angle should net cxcoed L1107 2lcaticn should not oxceed 107, and deprossicn angle
shauld mot axceed 107

AcCCessories

Masks and colored oyeqlasses are not allowsed. The trame of the eyieglasses should not shicld ewves and
shieuld not retlect light, Mo persans with thick oyoglassos frame, itis recammandoed to capture twa imanaes,
afnz with oyoglassaes and the athor ona without
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Face
Complete faco with clear contour, real scale, avenly distributed light, and no shadow,
Image Format
Shauld bie in BP, 1F5 or JPCG.
Data Requirement
Should camply with the follswing reguircmonts:
White backeround with dark-colored appanal.
24bittraz calor mode,
JPG farmat compressed image with nok mars than 20l sizo.
Dcfinition race batiweon 358 w441 to 1084« 19.20.
Tha wertical scale of hoad and body should e 2:1.
Tha phoato should include the capturcd porson's shoulders at the same harizantal lewel.
The capturcd porson should be cyesapcn amd with Chearly secniris.
Flain facc or smile is profemred, showing tecth is net profercd.

Tha captured porson should B2 cloarly sacn. natutal in color, and without image abyious tedist, no
shadgw, light spot or neflection in face or background, and apprapriate contrast and lightnoss ool
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Appendix 2

Statement on the Right to Privacy
Dear Customers:

Thank vou tar choosing this hybrid biomatric recognitien product, which was designed and manutacturcd
by ZKToco, As a world-rencwned providoer of Sore biomatric recognition technclegics, we ara constantly
dovelopzing and researching now produces, and strive to tollcw the privacy laws of cach country in wiich
aur products are sold.

We Declare That:

1. All of aur givilian tingorpring rocognition devices capture only charactoristics, not fingerprint imaoos,
and do not invalye privasy protection,

2. Nonc of the fingerprint characteristics that we capture can be used ta raconstruct an image of the
ariginal fingerpiint, and da not invalvie piivacy protocticn.

3. Asthe providar ot this device, wo will assume nodiredt arindirect icsponsibility for any conscgquances
that may result from vour usc of this davica.

4 [tyou would like to dispute humarn rights or privasy issUcs cancerning your use of our product, ploase
directly contack vaur dealer.

Jur ather law-enfarccment fingoerptint devices or dovelapment tools can captunz the original images of
citizen's fingerprints, As to whathar o not this constitutes an infringemant of vour rights, please centadt
your Gavernment e the final sugplicr of the device: As the manufacturar of the device, we will assume no
legal liakility.

Mote:

The Chineselaw includes the following provisicns on the personal freedon of its citizens:

—_—l
]

Tharz shall be naillegal arnzst, detention. search, o infringoment of porsans;
2. Farsonal dignity is related to porsonal frecdem and shall net ke infringed upon;
3. Aucditizen s housc may iot be infringed ugon;

4 A citizon's right o communication and the confidentiality of that communication is protected by the
3wy,

A8 a tinal paint, woowould like to further mghasize that Bicmetric recognition is an advanced technology
that will be Sortainly vsed in Coommerce, Banking, insurance, judicial, and other sectars in the futore.
Cwary yoar the woarld is subjected to major nsses due ta the inscoure nature of passwaoidds. The Biometric
products serve ta protoct wolr identity in higbrsocurity chvirenmants.
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Eco-friendly Operation

St The product’s "cco-fricndly operational pariod” nefors to the time period during which this
<" product will not discharge any toxic of hazardous substances when used in accordance
with the prerequisites inthis manual.

The ceo-frichdly oparational peried specificd for this predudt docs not includo battorics o
athor campanents that are aasily worn down and nust be periodically replaced. The
battory's cco-fricndly cporational poriod is & years.

Hazardouws or Toxic substances and their quantities

Hazardous: Toxic Substansa Tlenont

Compencnt . Howavalent | Falykreminate. || Falykreminated
Nare , Morcury | Cadmiu _ _ _

Lead (P b hromium < Biphcenyls Diphenyl Cthors

(Hg: m [
(Cré+) (PBE! [FEDCC
—hip Rosistor bt o @ © o o
hip Capacitar L o o Q o o
Chip Inductaor L 0 o o o o
Diodz by @ o o o o
CsD
W ©) o o o le)

cormponcnt
BLizzer by @ o o o o
Adapter L @ o o o o
Berows 0o o o Y o o

o indicates that the total ammount of toxic cantznt in all the homogenoous matarials is below the
litnit as specifiad in 51T 11363 2006,

% indicates that the tetal ameunt of towic contentin all the homogeneous matzrials cxcecds the limit
as spocified in 51T 112363 20086,

Mote: 50% of this produc’s components are manufactuncd vsing non-towic and  coarfricndly
matarials. The companchts which contain toxins o harmful clerents are included dus to the
currant economic ar technical limitations which provent their noplacement with non-texic matarials
af cloments.
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Appendix 3

"Herakny, ZKTCCO CAL LTOL declaras that this Praductis in comliance with Che cssential roguirenients and
ather relovant provisicns ot Dincctive 2014/53°TL.

Thiz device camelics with Part 15 of the NCC Rulos.
Jporation is sLilject to the tollewing twa conditicns:
[1: This davica may ot cause harmful intorference, and

[2: This davica must aceogst any interferance recaived, including interfenchae that may cause vndesired
aporation.

WamingoChanges of modifications to this unit not expressly apgpresed by the party responsible far
campliance could void the usar's authority to oporate the equiprnant,

Mote: This cquipment has been tested and found to comply with the limits tora Class B digital device,
pursuant to Pait 15 of tha TCC Rulas, These limits aredesigned to pravide nnasonaklz protoction against
harrnful interference in a nesidential installatien. This cquiptment generatos, uses and can radiate radic
fraquenoy enangy and. it net installed and vsed in aceordance with the instructions, may cause harmful
interherence to radio communications. Howewear, thero is ne guarantes that interforenc will not ocourin a
particularinstallation. It this cquipmont docs cavse harmful inteifercnee to radio or telavision reception,
which can be determined by turming the 2quipmicnt off and @i, thouscr is encouragod to try to corcck the
interferencs by one o menz of the fellowing moasuies:

e Rooriont or relacate the n2eciving antznna.

* Incroasc the separation botwecn the coquipment and rocciver.

e Connect the cquipnicnt into an autlet onacircuit difforent From that towhich the recciver is
connected.

e Consultthe dealer o an cxporicncod radia TV technician tor help.

"This cquiprment camiglics with FCCRT radiation exposure limits set forth for an oncontrolled envirenmant

Thiz equiprnant should ke installed and eperatod with a minimum distance of 20 contimotors bobwocn the
radiater and vour body.'

Manufacturer: ZKTECS CC, LTO.

Adddross: Mo 28, Pingshan 188 Industry zone, Tangxia Town, Dongguan City, auangdong Fravines, China
Imparters: ZKTOCC CUROPLE SREL

fuddness: AVDA CAMINGD G LO CORTAC (DCL MUR.T0, FLANTA MAY, FUCKTAN

FOLIGOMND [NDUSTRLAL SUR- 5 SCEBASTIAN DC LO5 ROYES, 28703, MADRID
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