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CBRS DTU

Brand Name Sirius Fly Pro

Product Description CBRS DTU

Model Name DTU-B048-101
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FCC compliance statement
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device may not cause harmful interference, and (2) this device must accept any interference received,

including interference that may cause undesired operation.

changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to operate the equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular installation.

If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one
or more of the following measures:

-- Reorient or relocate the receiving antenna.

-- Increase the separation between the equipment and receiver.

-- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

-- Consult the dealer or an experienced radio/TV technician for help.

FCC Radiation Exposure statement
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and operated with minimum distance 20cm between the radiator and

your body. This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.
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Introduction

1.1 Purpose

This document provides guidance on how to use and manage CBRS DTU.

1.2 References
[1] WINNF-TS-0016 Version V1.2.4, “Spectrum Access System (SAS) - Citizens Broadband Radio
Service Device (CBSD) Interface Technical Specification”.

[2] WINNF-TS-0112 Version V1.9.1, “Requirements for Commercial Operation in the U.S. 3550-3700
MHz Citizens Broadband Radio Service Band”.

[3] Electronic Code of Federal Regulations, Title 47, Chapter I, Subchapter D, Part 96.

[4] TRO69 V1.4, “CPE WAN Management Protocol”.
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Product overview

Figure 1:Front view and rear view of DTU

2.1 Panel layout

2.2 Interface definition
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Figure 2: Interface panel
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Quick installation

3.1 Position Your Sirius Fly

*The product should not be located where it will be exposed to moisture or excessive
heat.

* Place Sirius Fly in a location where it can be connected to devices as well as to a
power source.

» Make sure the cables and power cord are safely placed out of the way so they do not
create a tripping hazard.

* The Sirius Fly can be placed on a Factory Field or Moveable device like AGV.

* Keep the Sirius Fly away from the strong electromagnetic radiation and the device of

electromagnetic sensitive

3.2 Connect Your Sirius Fly

Follow the steps below to connect your Sirius Fly.

)

Sirius Fly

' Notebook

Figure 3: Connect to DTU

3.3 Access DTU

DTU offer two kinds of user account with different authorization. For more details refer to clause “User

management”. To log on to DTU:
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a) Launch a supported web browser.

Note:DTU is optimized for the following browser:
e  Google Chrome (Version: **)
e  Mozilla Firefox (Version: **)

e  Microsoft Edge (Version: **)

b) Inthe web browser address bar, specify the gateway IP address (Default value should be
192.168.1.1) which automatically distributed via DHCP server.

c) Enter an user name and password (Refer to clause “User management”).

d) Click Login to access DTU.

Sirius Fly Pro

Figure 4: Login to DTU
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User management

4.1 User authorization

To limit and control access to different features, DTU provides two kinds of user account (Normal user and
Administrator) with different authorization. Following table shows corresponding authorization for each

user.

Table 1: Authorization for each user

Features Normal user Administrator
Overview \ \
Statistics \ \
Settings->LTE x S
Settings->WIFI x N
Settings->LAN x S
Settings->Firewall x \/
Settings->TR069 x S
Settings->SerZ2Net x S
Settings->Application Service x S
N
Settings->System (Only support \
System->Diagnostics and
System->System Reboot)

4.2 Default user account

Table 2: Default user account

Role Username Password
Normal user user password
Administrator admin admin
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Equipment status

5.1 Overview

In Overview page there are properties which would refresh automatically and allow you to determine the

running status of DTU (As table “Overview page details” lists).

11

LTE CPE Lecal CapnacEion
Meteeork Cuality Exquipment information Ethernet
LN T F] e Sargplty e TENE [1T1 e by Wrvw bl
Wi i [ ] A DN P et irid il i
HE o T FRIBRTEET T
LLL] E = 5 VAN 5 G
CiME E BN B R AR T el
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REM. | 7 n iy R =
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Figure 5: Properties on Overview page
Table 3: Overview page details
Property Description
e RSSI - Received Signal Strength Indication per antennas.
¢ RSRP - Reference Signal Receiving Power per antennas.
Network Quality o RSRQ - Reference Signal Receiving Quality per antennas.
e CINR - Carrier to Interference plus Noise Ratio per antennas.
o SINR - Signal to Interference plus Noise Ratio.
o PDN Type - PDN connection type (IPv4 / IPv6 / IPv4&IPv6)
Connection
which assigned for Internet allocation.
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e IPv4 Address - IPv4 address of PDN connection which

assigned for Internet allocation.

e IPv6 Address- IPv6 address of PDN connection which

assigned for Internet allocation.
e Selected PLMN - PLMN Id of the eNB which DTU attached.
e Physical Cell Id - Physical cell Id of the eNB.
e Band - Operating band of the Enb (e.g. 48).
e BandWidth -Channel bandwidth (e.g. 20MHz).

o EARFCN - E-UTRA Absolute Radio Frequency Channel
Number which eNB using for Tx/Rx.

¢ Frequency - Radio Frequency which eNB using for Tx/Rx.
e SCC1 - Secondary component carrier #1 under CA scenario.
e SCC2 - Secondary component carrier #2 under CA scenario.

e SCC3 - Secondary component carrier #3 under CA scenario.

e SN - Serial number.
Equipment e IMEI - International Mobile Equipment Identity.
Information

e IMSI - International Mobile Subscriber Identity.

e MAC Address - MAC address.

e Tx bytes - Total Tx bytes(Uplink) on LTE radio interface.

e Rx bytes - Total Rx bytes(Downlink) on LTE radio interface.
LTE Statistics
e Txrate - Tx rate(Uplink) on LTE radio interface.

e Rxrate - Rx rate(Downlink) on LTE radio interface.

e SW version - Software version.

Version

e FWversion - Modem FW version.

e Working Mode - Working mode of DTU applied to network
Ethernet packets transfer(NAT/Bridge).

e DHCP Server IP - DHCP Server IP(Gateway IP) of DTU.

5.2 Statistics

In Statistics page you can observe performance statistics about system, radio network visually, and PDN

connection status of all APNs.
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» CPU usage and memory usage:

CPU Usage Memory Usage

Oy I L B
| II s
= i
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Figure 6: CPU Usage & Memory Usage

» APNlist:

AFPN Index FDN Status FD'N Typ® Addeess
APNL Al [Pl 192.168.177.137
APRZ
APRI

APM4
Figure 7: APNs status

» Bandwidth statistics:
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Figure 8: Bandwidth statistics

» Throughput statistics:
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Figure 9: Throughput statistics
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Functional Configurations

6.1 LTE

6.1.1 APN Settings

DTU provides up to 4 APNs. Each APN is assigned for specific purpose.

Table 4: APN assignment

APN Index Assignment in NAT Assignment in Bridge
1 Management Internet (For LAN port access)
2 Internet (For LAN port access) Open
3 TRO69 service Open
4 Open Open

» To enable or disable the 4 APN, or edit the APN configurations:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e Go toSettings>LTE->APN settings page.

Figure 10: APN settings

e Selectspecified APN index and change APN parameters.

Table 5: APN parameters

Parameter Description

Index APN index (range: 1~4).

13/37



== Foxconn
Industrial
Internet

Enable To enable or disable the selected APN.
APN Name Access point name.
PDN Type PDN connection type (IPv4 / IPv6 / [Pv4&IPv6).

IP Allocation method:

- NAS, allocated via NAS protocol by EPC.
IP Allocation

- DHCP, allocated via DHCP protocol by DHCP

server.
Authentication type:
AUTH Type - PAP
- CHAP
User Name User name for selected authentication type.
Password Password for selected authentication type.

e  Click the “Apply” button for modification take effect.
The APN List panel shows status of APN1 ~ APN4.

Table 6: APN properties

Property Description
PDN Status - Active, connection granted with IP allocation.
- 1Pv4
PDN Type - IPv6
- IPv4&IPv6
Address Assigned IP address.

The LTE Status panel shows status of LTE radio interface.

Table 7: LTE radio properties

Property Description
- UICC Ready
UICC State - NOUICC
- Wait for PIN1
PLMN Search - Success
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- Searching
- Not Searching
PLMN Selected PLMN Id of the eNB which DTU attached.
Physical CELL ID Physical cell Id of the eNB.
- RCCIDLE
ServCellState
- RRC CONNECTED
McCC Mobile Country Code.
MNC Mobile Network Code.
Cell ID Cell Id of the eNB.

6.1.2 Scan Mode

DTU provides multiple scan mode applied to different cell selection scenarios, refer to

Settings >LTE->Scan Mode page.

- CBRS DTU only support band 48.
- Full/Preferred band, DTU would execute Full band search including band 48.

- Band Lock, DTU would only search the selected bands.

Bard Select Baand 42
Band 43

Eand 42

Figure 11: Band Lock settings

- EARFCN Lock, DTU would only search the specific EARFCNs which configured.

Ea g
LAHP M T
FARFCH 3
FADFCN &
(L e ]
LAHFTM &

FAIWCH T

EARFCH §

Figure 12: EARFCN Lock settings
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- EARFCN with PCI, DTU would only search the specific EARFCNs with PCIs which configured.

EARFCH with P11 ARFCH TR ——
EARFTM with 01 2

FARFCM with FCI1 Y

EARFCH with P01

EARFCH with PO B

EARFCM wrth FCIE
TARFCH with PCI T

EARFCH with P B

Figure 13: EARFCN with PCI Lock settings

- EARFCN Range Lock, DTU would only search the specific EARFCN ranges which configured.

EARFCH Rangs 1 TRrp————
EARFEMN Bangs 2

ERHTFCH Eangs 1

EARFCH Rangs 4

Figure 14: EARFCN Range Lock settings

For “Full/Preferred band” scan, there are also particular parameters allow you to redefine the scan process.
Table 8: PLMN Search Configuration

Parameter Description

- Automatic network selection
- Manual network selection
Selection Mode

- Manual to automatic fallback

- Manual CSG selection

- Normal searching

Operation Mode
- Emergency searching
PLMN ID which DTU would only choose to
PLMN ID
attach(Applied to “Manual network selection”).
- Allowed, DTU is allowed to access network
Roaming Option with PLMN different with HPLMN.

- Not allowed
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- First Detected Cell
Power Scan
- Strongest Cell
- Normal Scan
Fast Scan
- Fast Power Scan
ECI E-UTRAN Cell Identifier.
- Valid range: -150 ~ -100 dBm
Minimum RSRP

- Default value: 0, disable this filter option.

6.1.3 SIMPIN

DTU allows user to manage PIN code of SIM card, refer to Settings >LTE->SIM PIN page.

- PIN Information

Table 9: PIN information

Property Description
- PIN NOT INITIALIZED
- PIN ENABLED NOT VERIFIED
- PIN ENABLED VERIFIED

PIN Status

- PIN DISABLED

- PINBLOCKED

- PINPERMANENTLY BLOCKED

RETRIES PIN

The number of retries left of PIN.

RETRIES PUK

The number of retries left of PUK.

- PIN Management, enable or disable PIN.

- PIN Change

- PIN Unlock
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6.2 LAN Network

6.2.1 Connection Mode

DTU is preconfigured to work in NAT mode and act as a DHCP server on the LAN side. Therefore, all the
clients get IP addresses allocated from DTU with specific address range. The default LAN IP configuration

is as follows:
e LANIP address/Gateway: 192.168.1.1

e Subnet mask: 255.255.255.0

To sets the LAN configuration parameters such as gateway IP, subnet mask and the enable DHCP flag,
along with DHCP parameters, please refer to clause “6.2.2DHCP”.

For Bridge mode, the Ethernet client device can get the WWAN interface IP directly via DHCP protocol.
» To change the connection mode:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e GotoSettings>LAN > Connection ModePage, choose the target mode.

Figure 15: Connection Mode setting

e  Click the “Apply” button for modification take effect.

6.2.2 DHCP

» To change the LAN DHCP settings:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e Go toSettings > LAN> DHCPpage, input new configurations.
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Lana- Temagirfilfegd ol 1=

Figure 16: DHCP settings

e  C(lick the “Apply” button for modification take effect.

6.2.3 IPv6

» To enable IPv6 function in LAN network:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e Go toSettings > LAN > IPv6page, choose “On”.

Figure 17: IPv6 setting

e  Click the “Apply” button for modification take effect.

6.2.4 MTU

» To change MTU(Maximum Transmission Unit) size of Ethernet interface:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e GotoSettings > LAN> MTUpage, input the target MTU size (valid range: 68~1500).

smrrmram M T

Figure 18: MTU setting

e  Click the “Apply” button for modification take effect.
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6.3 Firewall

6.3.1 Firewall Settings

Firewall settings include Port Filter and URL Filter. When disable Firewall, all rules in Port Filter and URL

Filter would also be disabled.

Firewall Status  #® Enab ksl

Figure 19: Firewall Settings

6.3.2 Port Filter

» Toadd new port filter rule:

e Launch a web browser from a computer that is connected to DTU and access to web management
system.

e Go toSettings > Firewall> Port Filterpage, input relevant filter parameters.

MACAFFort Fillering @ Cnable Disabile
Default Pabicy Dropped

IP Satlings. W jPug
WA S
Source P Addiess
Dusi 1P Adcress
Pralecal | ALL W
Actian Arcapt W Dinop

e eIk -l

Figure 20: Port filter settings

Table 10: Rule parameters of port filter

Parameter Description
[P Settings - Ipv4
MAC Address MAC address of source network node.
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Source IP Address IP address of source network node.
Dest IP Address IP address of destination network node.

- ALL
- TCP

Protocol
- UDP
- ICMP
- Accept

Action

- Drop

Comment Extra description for rule.

e  Click the “Apply” button, and you can see new rule in active rules table.

iy ey LS ] W Fpier s B Sl Ll O el Frolieldd ATk S Mag O P R Ly

. VR LR, A LA AT AL L

Figure 21: Active port filter rules table

In active rules table, you can click “Delete” button to delete the rule directly.

L Uil I Bl k

e BT et B SR Profieiad  Siws Podl Saagh (Dwil Pudl Sasg

s o A B Pei LR R L

Figure 22: Delete port filter rule

6.3.3 Port Forward

To ensure web (https) and TR069 services working normally, two default port forward rules (Rule Name:

Web access from WAN and TR069) were added when system boot up.

Ruds Mama ExpgrmalPor P Address e Freapcol i atiom
WD aCeand Trom VWaN 443 192 168 1.1 443 TGP
TRD4E LK 152 18R 1.1 10500 TCP

Figure 23: Default port forward rules

» To add new port forward rule:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e GotoSettings > Firewall > Port Forwardpage, click “ADD RULE” button.
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Figure 24: Add new port forward rule

e Inputrelevant filter parameters.

Parameter Description
Rule Name Extra description.
ExternalPort Original destination port of network packets.
IP Address Forwarded destination IP address of network packets.
InnerPort Forwarded destination port of network packets.
- TCP
Protocol
- UDP

e C(lick the “SAVE RULE” button, and you can see new rule in active rules table.

Hubs Mar=s Exfemallfori " Addeean Innerort Profoos Uperation
el ahaus From VRN 441 TG IR 1.1 a8
T REE 108550 LRI TR 108550

Figure 25: Active port forward rules table

In active rules table, you can also click “Delete” button to delete the rule directly.

6.3.4 URL Filter

» Toadd new URL filter rule:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e Go toSettings > Firewall > URL Filterpage, input target URL.
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Figure 26: Add new URL filter rule

e  C(lick the “Apply” button, and you can see new rule in active rules table.

Dpsraion
m Lo BT ]

Figure 27: Active URL filter rules table

In active rules table, you can also click “Delete” button to delete the rule directly.

6.3.5 UPnP

» To enable or disable UPnP service:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e GotoSettings > Firewall> UPnPpage,select target operation (Enable/Disable).
UFnF Setbrgs Enable ™ Disable
Figure 28: UPnP setting

e  Click the “Apply” buttonfor modification take effect.

6.3.6 DMZ Host

DMZ function is typically used in NAT mode. All network packets from WAN Internet interface would be
forwarded to DMZ host IP directly.
» To enable or disable DMZ service:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e Go toSettings > Firewall > DMZ Hostpage, select target operation (Enable/Disable) and input a
valid DMZ host IP if enabled.
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DLE Hisean 1P 152 988111

Figure 29: DMZ settings

e  Click the “Apply” buttonfor modification take effect.

6.4 WIFI

6.4.1 AP Status

e  Show WIFI AP statistics.

WiFi S

Figure 30: WIFI status

6.4.2 AP Sommon

» To set WIFI AP channel and RF parameters:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e GotoSettings > WIFI > AP Commonpage.

Commen Setling

Frequency
[(Chuannal)

furio L

TE Power ] o~ 18

Baaoon Insenal L] |

Preamksks Aiila '

Figure 31: Common Setting
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6.4.3 AP Setting

» To set WIFI AP security:

e Launch a web browser from a computer that is connected to DTU and access to web management
system.

e Go toSettings > WIFI > AP Setting, Select encrypt type and set keys.

AP S

Hay Typs 1.5 [

Please inpen e Ky

Ky Lergh &

Figure 32: AP Setting

6.4.4 AP Access

» To set WIFI AP security:

e Launch a web browser from a computer that is connected to DTU and access to web management
system.

e Go toSettings > WIFI > AP Access, Select access policy and set list.

Ageass Lin

Aooeds Lis

Figure 33: Access list
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6.5 TR069

With the TR069 service (CPE WAN Management Protocol, Reference [4]. It is intended to support a variety
of functionalities to manage a collection of CPE), you can manage DTU on ACS (Auto-Configuration Server,

e.g. Friendly ACS), including the following primary capabilities:

- Auto-configuration and dynamic service provisioning

- Software/firmware image management

- Status and performance monitoring

- Diagnostics

» To initiate the TR069 service, you need to set correct parameters firstly:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e GotoSettings > Firewall > TR069page, input relevant parameter value.

Sareed LURL
Server Luer

Server Password

hoip 101010 100 B0B0Sema s \acs

Figure 34: Setting TR0O69 connection parameters

Table 11: TR069 parameters

Parameter

Description

Server URL

Connection address of ACS.

Server User

Username used to authenticate the DTU when making

a connection to the ACS.

Server Password

Password used to authenticate the DTU when making

a connection to the ACS.

Enable Periodic Inform

Whether or not the DTU MUST periodically send CPE

information to the ACS using the Inform method call.

Periodic Inform Interval

The duration in seconds of the interval for which the
CPE MUST attempt to connect with the ACS and call

the Inform method if PeriodicInform is enabled.
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- Connected, DTU has made successful

Server state connection to ACS.

- Disconnected, DTU cannot connect to ACS.

e  Click the “Apply” buttonfor modification take effect.

6.6 Ser2Net
Ser2Net makes it possible of transmit data from serial lined devices through LTE network, including the
following primary capabilities:

- RS232-to-net

- RS485-to-net

6.6.1 RS232toNet

» To enable RS232toNet:
e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e Go toSettings > Ser2Net > RS232toNet, input relevant parameter value.

|I| = '.-'I
12023

n -

L 2 kg

P -
32 188 1 50

13345

[ W

Figure 35: RS232toNet parameters

6.6.2 RS485toNet

» To enable RS485toNet:
e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e GotoSettings > SerZNet > RS485toNet, input relevant parameter value.
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Figure 36: RS485toNet parameters

6.7 Application Service

6.7.1 VPN

DTU provides L2TP client solution for Ethernet port network service. With this function enabled, all
network packages from Ethernet client PC would be routed to network of VPN server via an encrypted

tunnel.

A

» To enable VPN service:

e Launch a web browser from a computer that is connected to DTU and access to web management
system.

e Go toSettings>Application Service>VPN.

e  Click check box “Enable VPN Service”, Input relevant VPN parameters.

YPH Service B Erabie

VPN Cliwnt Typs L2TP -

Remote Server Addres

Acoount

Figure 37: Setting VPN parameters

Table 12: VPN parameters

Parameter Description

VPN Service Enable or disable VPN service.
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VPN Client Type - L2TP

Remote Server Address IP address of VPN server.

Username used to authenticate the VPN client (DTU)

Account
when making a connection to the VPN server.
Password used to authenticate the VPN client (DTU)
Password
when making a connection to the VPN server.
Status of connection between VPN client (DTU) and
Connection Status VPN server. Would also show failed cause if connect to

VPN server failed.

e  Click the “Apply”button.

6.7.2 DNS

Except for DNS address assigned from EPC via LTE interface, you can also add additional DNS server.
» Toadd additional DNS server:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e Go toSettings >Application Service > DNSpage, input relevant parameter value.

Digakdy e

Figure 38: Setting DNS servers

Table 13 DNS parameters

Parameter Description
- Enable

DNS Manual
- Disable

DNS Serverl Additional DNS server 1.

DNS Server2 Additional DNS server 2.
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e  Click the “Apply” buttonfor modification take effect.

6.8 System

6.8.1 Time Settings

By default, the DTU uses the default NTP server (Automatically find best one from time.google.com,
timel.google.com, time.windows.com and time.facebook.com) to sync the network time.You can also

change the NTPserver to your preferred NTP server.
» To change the NTP server to your preferred NTP server:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.
e Go toSettings>System>Time Settings.
e Select NTP Sync option “Manual”.
e Typeyour preferred NTP server.

e  Click the “Apply”button.

Figure 39: Time Settings

6.8.2 User Settings

In admin domain, you can change the default password (Refer to clause “4.2 Default user account")of

“admin” account, and also Add/Delete/Edit the normal user account.
» To change the password of “admin”:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e Go toSettings>System>User Settings.
e Type the old password in the Old Password field.

e Type the new password in the New Password and Confirm Password fields.
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Figure 40: Password Setting

Click the “Apply”button.

Toedit the normal user account:

Launch a web browser from a computer that is connected to DTU and access to web management

system.

Go toSettings>System>User Settings.

Click # icon in “General User List” panel, “User Edit” panel would be showed.

{l-p-‘{n Lhaminams Famwrwezed C pemyrrsant

EF_‘ LB pramaTad cnlauk

Figure 41: Manage normal user account

In “User Edit” panel, change the new “Username” and “Password” as you prefer.

Lisgrmame

Figure 42: Edit normal user account

Click the “Apply”button.

Todelete the normal user account:

Currently DTU only support one normal user account. Only when there is no account existing, you are

Click B icon in “General User List” panel, normal user account would be deleted directly.

allowed to add a new normal user account.

Toadd a normal user account:

Click “Add User” button in “General User List” panel, “User Edit” panel would be showed.

Ciparatan Lamarrs Panaword Coammnant

Figure 43: Add normal user account

In “User Edit” panel, input a new “Username” and “Password” as you prefer.
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e  C(lick the “Apply”button.

6.8.3 Configuration Backup

» Tobackup configuration file:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.
e Go to Settings>System>Configuration Backup.
e  C(lick “Backup” button.
» Torestore configuration file:

e Select a valid configuration file.

Figure 44: Restore configuration

e C(lick “Restore” button.

e Note:The DTU reboots after the configuration is restored successfully.

6.8.4 Allow Ping

With the check box ' Alew Fing fram WAl checked,ping request (ICMP request) from WAN interface is

allowed. Otherwise, ping request is forbidden.

6.8.5 Firmware Update

» To update a specific firmware version:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e Select Settings>System>Firmware Update.

e In “Filename” option select the target firmware.
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Figure 45: Select firmware package

e  C(lick the “Update”button.
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Figure 46: Update firmware

Note:Do not interrupt the update process, which will not bring the target
firmware into effect.The DTU reboots after the firmware is updated successfully.

6.8.6 Diagnostics

Following diagnostics items are provided for user to check the network performance.

- Ping

Table 14: Ping parameters

Parameter Description
Target IP Destination of ping request.
Packet Size Payload size of the ping request message.

Seconds to wait for the first response
(default:10).

Time Out
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Count Number of ping that sent.

- Iperf(v3.1.3)

Table 15: Iperf parameters

Parameter Description
Target IP Destination of ping request.
- Uplink
Direction
- Downlink
- TCP
Protocol
- UDP
BandWidth Tested bandwidth.
Port Working port number.
Window Size Window size (socket buffer size).
Measure Time Measure time.

- Traceroute

Table 16: Traceroute parameter

Parameter Description

Host Name Destination of traceroute.

6.8.7 Factory Reset

After execute factory reset, all settings would be reset to factory default values.
» Toadd additional DNS server:

e Launch a web browser from a computer that is connected to DTU and access to web management

system.

e Go toSettings >System > Factory Resetpage.
e  Click the “Apply” button.

Reesen 3l sEtngs 10 factony delaul walles

Figure 47: Execute factory reset
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Note:The DTU reboots after factory reset is executed successfully.

6.8.8 System Log

6.8.8.1 Systemlog

In_Settings > System > System Logpage, you can check the system log in real time.

e r LR - rt . i —

Figure 48: View system log

Click m button to record extra log of LTE modem.

Click m button to download system log and kernel crash log if generated.

Figure 49: Download system log

6.8.8.2 Config

Switch to “Config” menu, you can also set log level and enable remote log function to transfer log to remote
UDP server or FTP server.
Log levels define as following:

- EMERGENCY

- ALERT

- CRITICAL

- ERROR

- WARNING

- NOTICE

- INFORMATION
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DEBUG

» To enable log to remote UDP server:

Launch a web browser from a computer that is connected to DTU and access to web management

system.

Go to_Settings > System > System Log > Configpage.

Ensure ¥ Emable box checked,input IP address and port of destination UDP server in “Log to

Remote UDP Server”panel.

Log ta Remote UDP Sacver

Figure 50: Enable log to remote UDP server

Click the “Set” button.

» To enable log to remote FTP server:

Ensure ¢ Enzbla box checked,input IP address, username and password of destination FTP
server in “Log to Remote FTP Server”panel.

Log to Ramois F TP Sarder

Figure 51: Enable log to remote FTP server

Click the “Set” button.

6.8.9 System Reboot

» Toreboot the DTU:

Launch a web browser from a computer that is connected to DTU and access to web management

system.

Select Settings>System>System Reboot.

Click the Rebootbutton.

Note:It would take about 90 seconds to reboot the system.
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Revision History
Table 17: Revision history of this document

Version Author Date Description
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