\_E
g( '

ZY X EL

COMMUNICATIONS

User’s Guide

AX/DX/EE/EX/PX Series

Default Login Details Version 515-5.70 Ed 1, 06/2024
LAN IP Address https://192168.11

Login admin

Password See the device label

Copyright © 2024 Zyxel and/or its affiliates. All Rights Reserved.



https://manuals.plus/m/7a085746b718b02366356ca669f18368f629fd3f7b5f1da58363fc4e40128968

IMPORIANT
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KEEP THIS G UIDE FO R FUTURE REFERENC E

Thisisa Users Guide fora seriesofproducts. Notallproducts support allfimware features. Scre enshots
and graphicsin thisbookmay differslightly from yourproduct due to differencesin productfeaturesor
Web Configuratorbrand style. Every effort hasbeen made to ensure thatthe information in thismanual
isaccurate.

Related Documentation
* Quick Start Guide

The Quick Start Guide showshow to connectthe ZyxelDevice.
* More nformation

Go to hitps://semice-providerzyxelcom/global en/ tec h-support to find otherinformation on Zyxel
Device.

AX/DX/EE/ EX/PX Series User s Guide

2



Document Conventions

Document Conve ntions

Wamings and Notes

These are how wamings and notes are shown in this guide.

Wamings tell you about things that could ham you oryourZyxel
Device.

Note: Notestellyou otherimportant nformation (forexample, otherthings you may need to
configure orhelpfultips) orrecommendations.

Syntax Conventions
e Poductlabels, screennames,field labelsand field choicesare allin bold font.

* Arghtangle bracket(>) within a screenname denotesa mouse click. Forexample, Ne twork Se tting
> Routing > DNS Route me ans yo u first ¢ lic k Network Se tting in the navigation panel, then the Routing
submenu, and then finally the DNS Route tab to getto thatscreen.

Icons Used in Figures

Figuresin thisuserguide may use the follb wing generic icons. The ZyxelDevice iconisnotanexact
representation ofyourZyxelDevice.

ZyxelDevic e Generic Router Switc h

Firewal USB Storage Device

=D

4G LIF5G NR Base Station

((Ai*)
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C HAPTER 1
Introduc ing the Zyxel Device

1.1 Overview

The ZyxelDevice refersto the modelslisted in the tables.

1.1.1 AX Series

The AXSeriesare AON (Active OpticalNetwork) outersthatconnectto the Intermetthough a fiber

cable.

The following table descrbesthe feature differencesofthe AXSeriesby model

Table 1 ZyxelDevice Comparson Table forAX Series

AX7501-B0 AX7501-B1
WiFi7 Wire le ss NO NO
Standard
WiFi6 Wire le ss YES YES
Standard
Supported 2.4 GHz 2.4 GHz
Frequency Bands 5 GHz 5 GHz
Port Control YES YES
Protocol
Advanced NO NO
Broadband
Parental Control YES YES
Sc he dule
Parental Control YES YES
URL Filte r
Home Sec urity URL NO NO
fiter
Operation Mode NO NO
MPro Me sh YES YES
ExtenderSupport
Multi-Gig WAN/IAN 10 Gbe IAN 10 Gbe IAN
Bac kup WAN NO NO
Uplink Port 1G Ethe met (SFP) 1G Ethe met (SFP)
10G AON (SFP) 10G AON (SFP)
10G Ethe met (SFP) 10G Ethe me t (SFP)
10G XGPON (SFP+) | 10G XGPON (SFP+)
USBPortforCellular USB 3.0 USB 3.0
Bac kup, Hle
Sharing and Media
Serer
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Table 1 ZyxelDevice Comparson Table for AX Series (c ontinued)

AX7501-B0 AX7501-B1
Phone Port (VoIP) YES YES
Wall Mo unt YES YES

1.1.2 DX Senres

The DX Series are DSLrouters, which provide Internetaccessovertelephone lines.

The following table descrbesthe feature differencesofthe DX Seriesby model

Table 2 ZyxelDevice Comparson Table for DX Seres

DX3300-T0 | DX3300-T1 | DX3301-T0 DX5401-B0 DX5401-B1
WiH7 Wire le ss NO NO NO NO NO
Standard
WiFi6 Wire le ss YES YES YES YES YES
Standard
Supported 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz
Frequency Bands 5 GHz 5 GHz 5 GHz 5 GHz 5 GHz
Port Control YES YES YES YES YES
Protocol
Advanced NO NO YES NO NO
Broadband
Parental Control YES YES YES YES YES
Sc he dule
ParentalControl NO NO NO NO NO
URL Filte r
Home Sec urity URL NO YES NO NO NO
filter
Operation Mode NO NO NO NO NO
MPro Me sh YES YES YES YES YES
ExtenderSupport
Multi-Gig WAN/IAN NO NO NO NO NO
Backup WAN NO YES NO NO NO
Uplink Port DSL DSL DSL DSL DSL

1G Ethemet (SFP) 1G Ethemet (SFP)

USBPortforCellular USB2.0 USB2.0 USB 2.0 USB 3.0 USB3.0
Bac kup, Hle
Sharing and Media
Serwer
Phone Port (VoIP) NO NO YES YES YES
Wall Mo unt YES NO YES YES YES

No te: ForDX3300/3301-T0, IGMP/MID are enabled by defaultand are notconfigurable. The

default IGMP version is 3. The de fault MID version is 2.
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1.1.3 EX/ EE Seres

The EX/ EESeriesare Ethemetgateways/routersthat provide Intemet accessthrough the Ethe met WAN

portoran SFP port.

The following table descrbesthe feature differencesofthe EX/ EESeriesby model

Table 3 ZyxelDevice Comparison Table forEX Series (Part 1)

EX3300-T0 EX3300-T1 | EX3301-T0 | EX3500-T0 | EX3501-T0 | EX3600-T0 | EX5401-B0

WiFi7 Wire le ss NO NO NO NO NO NO NO

Standard

WiFi6 Wire le ss YES YES YES YES YES YES YES

Standard

Supported 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz

Frequency 5 GHz 5 GHz 5 GHz 5 GHz 5 GHz 5 GHz 5 GHz

Bands

Port Control YES YES YES YES YES YES YES

Protocol

Advanced NO NO NO NO NO NO NO

Broadband

Parental YES YES YES YES YES YES YES

Control

Sc he dule

Parental NO NO NO NO NO NO NO

Control

URL Filte r

Home NO YES NO YES YES YES NO

Se ¢ urity URL

fiter

Operation NO NO NO NO NO YES NO

Mode

MPro Me sh YES YES YES YES YES YES YES

Extender

Support

Multi-Gig NO NO NO NO NO NO NO

WAN/IAN

Backup WAN NO YES NO NO NO NO NO

Uplink Port Ethemet Ethe met Ethemet Ethemet Ethe met Fhemet Ethemet
1G PON

(SFP)

USBPort for USB2.0 USB2.0 USB 2.0 USB 2.0 USB2.0 USB 3.0 USB 3.0

Cellular

Bac kup, Hle

Sharing and

Media Server

Phone Port NO NO YES NO YES NO YES

(VoIP)

Wall Mo unt YES YES YES NO NO YES YES
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Table 4 ZyxelDevice Comparison Table for EX/ EE Serie s (Part 2)

EX5401-B1 EX5600-T1 EX5601-T0 EX5601-T1 | EX7501-B0 | EF6601-00
WiFi7 Wire le ss NO NO NO NO NO YES
Standard With MLO
WiFi6 Wire le ss YES YES YES YES YES YES
Standard
Supported 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz 2.4 GHz
Frequency Bands 5 GHz 5 GHz 5 GHz 5 GHz 5 GHz 5 GHz
6 GHz
Port Control YES YES YES YES YES YES
Protocol
Advanced NO NO NO NO NO NO
Broadband
Parental Control YES YES YES YES YES YES
Sc he dule
Parental Control NO NO NO NO NO NO
URL Filte r
Home Sec urity URL NO YES YES YES YES YES
filter
Operation Mode NO NO NO NO NO NO
MPro Me sh YES YES YES YES YES YES
ExtenderSupport
Multi-Gig WAN/ NO 2.5 Gbe WAN 2.5 Gbe WAN 2.5 Gbe 10 Gbe 10 Gbe
IAN 2.5 Gbe IAN 2.5 Gbe IAN WAN WAN WAN
2.5 Gbe 10 Gbe IAN | 10 Gbe IAN
IAN
Backup WAN NO NO NO NO NO NO
Uplink Port Ethe met Ethemet Ethemet Ethemet Fhemet Ethemet
1G PON (SFP) 1G Ethemet 1G Ethemet
(SFP) (SFP)
2.5G GPON
(SFP)
USBPortforCellular USB3.0 USB3.0 USB 3.0 USB 3.0 USB 3.0 USB 3.0
Bac kup, Hle
Sharing and Media
Server
Phone Port (VoIP) YES NO YES YES YES YES
Wall Mo unt YES YES YES YES YES YES

No te : For EX3300/3301-T0, IGMP/MID are enabled by default and are not configurable. The

default IGMP version is 3. The de fault MID version is 2.

1.1.4 PX Seres

The PX Seriesare PON (Passive Optical Network) mutersthatconnectto the nternet though a fiber

cable.

AX/DX/EE/ EX/PX Series User s Guide

23




Chapter1 Introducing the Zyxel Device

The following table describesthe feature differencesofthe PXSeriesby model

Table 5 ZyxelDevice Comparson Table for PX Serie s

PX3321-T1 PX5301-T0 PX5311-T0
WiF7 Wire le ss NO NO NO
Standard
WiFi6 Wire le ss YES YES YES
Standard
Supported 2.4 GHz 2.4 GHz 2.4 GHz
Frequency Bands 5 GHz 5 GHz 5 GHz
Port Control YES YES YES
Protocol
Advanced NO NO NO
Broadband
Parental Control YES YES YES
Sc he dule
Parental Control NO NO NO
URL FHilte r
Home Sec urity URL NO NO NO
fiter
Operation Mode NO NO NO
MPro Me sh YES YES YES
ExtenderSupport
Multi-Gig WAN/IAN NO NO NO
Backup WAN NO NO NO
Uplink Ponrt 2.5G PON (SC-APC) | 2.5G PON (SC-APC) | 2.5G PON (SC-APC)
USBPortforCellular USB 2.0 USB2.0 USB2.0
Bac kup, Hle
Sharing and Media
Server
Phone Port (VoIP) YES YES YES
IAN Po ts 4 IAN1 -IAN3 4
10/100/1000 Mbps 10/100/1000 Mbps 10/100/1000 Mbps
TAN4
2.5 Gbps
Wall Mo unt YES YES YES

1.2 Example Applications

This section showsa few examples ofusing the Zyxel Device in various network envimnments. Note that
the ZyxelDevice i the figure isjustan example Zyxel Device and notyouractualZyxelDevice.

Connectthe WAN portto a bomadband modem ormuterforinternet connection. Connectcomputers
to the ZyxelDevice’sIAN ports, orwirelessly, and accessthe Inte met simultaneo usly.
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Figure 1 ZyxelDevice’sInternet Access Application

WiFi D WAN
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You can also configure Frewallon the ZyxelDevice forsecure Intemet access. When the Fiewallison,
allincoming traffic from the Intemetto yournetworkisblocked by default unless it is initiated from yo ur
network Thismeansthatprobesfrom the outside to yournetworkare notallowed, butyoucan safely

browse the htemetand download fies.

Figure 2 ZyxelDevice’sInternet Access Application: Ethe met WAN

.

gw@ewm

The WAN connection priority isasfollows:

1 SFP
2 Fthemet WAN
3 DSL

4 Celular WAN (3G/4G)
See Section 1.2.6 on page 30 formore information about Cellularbackup.

1.2.2 Dual-Band WiFi

Note: Check Section Table 1 on page 20 to see if yourZyxel Device supports dualband WiF.

When WiFiisenabled on the ZyxelDevice, IEEE802.11a/b/g/n/ac/axcompliant clients, such as
notebooks, tablets,and smartphonescan wirelessly connectto the ZyxelDevice to accessnetwork
resources.

With dualband, the ZyxelDevice isa gateway thatcan use both 2.4G and 5G WiFinetworks at the
same time. WiFic lients could use the 2.4 GHzband forregular htemet surfing and downloading while
using the 5 GHzband fortime sensitive traffic like high-de finition video, music, and gaming.
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The ZyxelDevice supports Wik6 thatismost suitable in areas with a high concentration of users.

Figure 3 DualBand Application

;Fi

1.2.3 hiple-Band WiFi

Note: Check Section Table 1 on page 20 to see if yourZyxel Device supports triple-band WiFL
With triple-band, the ZyxelDevice can use 2.4G/5G/6G bandsto operate simultane ously.

The 6 GHzband provideslesscoverage but hasthe highest amountofchannelsamong the three
frequency bands. Use the 6 GHzband forthe most congestion-free transmission if yourclent devices
sup po rts WiFi 6E

Note: Due to each country’sregulationson frequency band usage, the available bands (2.4
GHz, 5 GHz, and 6 GHz) may differby countries ormarke ts the ZyxelDevice products
are sold to.

Wik clients could use the 2.4 GHzband forre gularIntemet surfing and downloading while using the 5
GHzor6 GHzband fortime sensitive tra ffic like high-de finition vide o, music, and gaming.
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Figure 4 Thiple-Band Application

Wik 7 (IEEE802.11be)

WiFi7 (802.11be) isbackward-scompatible with WiFi6 and WiFi6E WiFi 7 isa WiFistandard that supports
2.4 GHz, 5 GHz and 6 GHz frequency bands with the following improveme nts o ver WiFi 6 and WiFi 6E

Table 6 WiFi6, WiFi6Eand WiFi7 Comparison

FEATURES WiFi 6 WiFi 6E Wik 7
Theoretical Maximum Speed (Up-to) | The same (9.6 Gbps). 46 Gbps
Supported Frequency Bands 2.4 GHz/ 5 GHz 24 GHzZ5GHz 6 GHz | 2.4 GHz/5 GHz/ 6 GHz
Supported ChannelBandwidth 20/40/80/160 MHz 20/40/80/160 MHz 20/40/80/160/320 MHz
TotalSpec trum (Up-to) 24 GHz | 80 MHz 80 MHz
5 GHz 500 MHz 500 MHz
6 GHz Not supported. 1200 MHz 1200 MHz
Othe rFe ature s (O FDMA/BSS The same (Wi 6Einherits allthe featuresfrom | Wil 7 inherits all the
Coloring/ TWT Two-Way MU-MIMO/ WiH 6). fe ature s from WiFi 6
Beamforming/1024-Q AM) and WiF 6E, with the
addition of multi-link
operation and
preamble punc turing.

Faster Data Transmission
WiFi7 allows fasterdata transmission using :

* 4096 QAM (Quadrature Amplitude Modulation) —enhancesthe amountofdata transmitted overthe
available bandwid th.

e 320 MHz ChannelBandwidth —enlargesthe supported channelbandwidth to 320 MHz, allowing
higherdata throughput.

* Multiple Resource Units (RUs) —allowsan AP to allocate multiple RUs to a WiFic lie nt.

Multi-Iink Operation (MIO)
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An AP can support multiple frequency bands (2.4 GHz, 5 GHz and 6 GHz), buta WiFiclient can only
connectto the AP using one ofthese frequency bands. The otherfrequency bands are unused. The
clent'sdata transmission speed dependson the frequency band they are connected to.

Figure 5 Without MultiLink Operation

34 GHe
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WiFi 7 MIO allowsa WiFiclientto connectto the AP using multiple frequency bands simultane o usly. This
increasesspeed and improve sreliability of the WiFiconnection. MIO makes WiFi 7 idealforstreaming
4K/8Kvideo s, using augmented reality (AR), vitualre ality (VR) applications and playing onlne games.

T use MIO, both the AP and the WiFiclient have to support MIO.

Figure 6 Multi-link Operation Example
24 Gz

) (¢ —
)

5 Gz

Preamble Punc turing

In WiFi 6 and earlier, any interference would cause the entire WiFichannelto become unavailable. In
the figure below, ffpartofthe WiFichannel(B) experiencesinteference, the rest of the WiFic hannel(C)
becomesunavailable.

Figure 7 Without Preamble Punc turing
A B C

V4 ® X

WiFi7 preamble puncturing allowsyou to block the specific portion of the channelthat isexperencing
interfference while continuing to use the rest of the WiFic hannel In the figure below, if part o f the Wik
channel(B) experiencesinterference, the rest ofthe WiFichannel(C) isstilavailable.

Figure 8 Preamble Puncturing Example
A B

VAN -\ v
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1.2.4 Multi-Gigabit Ethemet

ForZyxelDevicesthat support 10 Gbps/ 2.5 Gbps Multi-Gigabit Ethemet (GbE) WAN/IAN ports, the port
speedsare backward compatible with standard Gigabitspeed. The ZyxelDevices with an SFPportcan
also provide Intemetaccessthrough a Multi-Gigabit GPON WAN or Ethemet connec tion.

A 2.5 Gigabit Ethemet port supportsspeedsof2.5 Gbpsifthe connected device supports 2.5 Gbps.
While a 10 Gigabit Ethemet port supportsspeedsof 10 Gbpsifthe connected device supports 10 Gbps
and a Cat6a (up to 100 m) orCat6 cable (up to 50 m) isused.

Some networkdevicessuch asgaming computers, servers, networkattached storage (NAS) devices,or
accesspointsmay have networkcardsthatare capable 0f2.5 Gbpsor5 Gbpsconnec tivity.

Fthese devicesare connected to a 1 Gbpsor10 Gbps Ethemetport, they can only transmitorreceive
up to 1 Gbpsasspeedsof2.5Gbps/ 10 Gbpscannotbe attained. Moreover,ifnetworkdeviceswith 2.5
Gbps/ 10 Gbpsnetworkcardsare connected to a 2.5 Gbps/ 10 Gbps Ethemetport, you mustuse Cat
5e / Cat6A orbetterEthemetcablesto achieve 2.5 Gbps/ 10 Gbpsspeeds. Mostbuildings, at the time
of writing, use Cat5e orCat6 Ethemetcables.

Multi-Gigabit Ethemetportsautomatically allow connec tionsup to the speed ofthe connected network
device (100 Mbps(notsupported on EX5501-B0), 1 Gbp s,2.5 Gbpsor5 Gbps),and youjustneed to use
a Cath,Catbe orCat6 Ethemetcable.
Figure 9 Multi-Gigabit Application
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See the folowing table forthe cablesrequired and distance limitation to attain the cormesponding
speed.

Table 7 Ethemet Cable Types

CABIE TRANSMISSION SPEED MAXIMUM DISTANCE BANDWIDTH CAPACIIY
Category 5 100M 100 m 100 MHz
Category 5e 1G / 2.5G / 5G* 100 m 100 MHz
orbetter

Category 6 5G / 10G 100m / 55 m 250 MHz
Category 6a 10G 100 m 500 MHz
Category 7 10G 100 m 600 MHz

* A high quality Category 5e cable can support5 Gbpsand up to 100m with no elec troma gne tic
interference.
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1.2.5 VolIP Applications

The ZyxelDevice’s VoIP func tion allowsyou to registerup to two SIP (Session Initiation Protoco]) accounts
and use the ZyxelDevice to make and receive VoIP telephone calls. The Zyxel Device sendsyourcall to
a VoIPservice provider's SIP serverwhich forwards the calls to eitherVoIP or PSIN phones.

Figure 10 VoIP Application

SIP Server

1.2.6 ZyxelDevice’s USB Support

The USBportofthe ZyxelDevice isused forcellularWAN backup, file-sharng, and media server.

Cellular WAN Backup

Connecta supported cellularUSBdongle with an active SIM card to the USBport. Thisaddsa second
WAN interface and allows the ZyxelDevice to wirele ssly acc essthe Intemetvia a cellularne twork. The
cellular WAN connectionisa backup in case the DSI/Ethe met/Fberconnec tion fails.

™ setup a cellularconnection, click Network > Boadband > CellularBackup.

™ update the supported cellularUSBdongle list, download the latest WWAN package from the Zyxel
website and upload it to the ZyxelDevice using the Maintenance > Fiomware Upgrade screen.

Figure 11 IhtemetAccessApplication: Cellular WAN

|.l:|
A
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File Sharing

Use the built-in USB3.0 portto share fleson a USBmemory stickora USBhard drive (A). Use FIPto access
the files on the USBdevice.
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Figure 12 USBFle Sharng Application

)

Media Server

Youcan also use the ZyxelDevice asa media server. Thisletsanyone on yournetworkplay video, music,
and photosfrom a USBdevice (A) connected to the ZyxelDevice’s USBport (without having to copy
them to anothercomputer).

Figure 13 USBMedia ServerApplic ation

1.3 Ways to Manage the Zyxel Device

Use any ofthe following methodsto manage the ZyxelDevice.
* Web Configurator. Thisisrecommended formanagement ofthe Zyxel Device using a (supported)
web browser.

* Simple Network Management Protoc ol (SNMP). Use to monitorand/ormanage the ZyxelDevice by
an SNMPmanager.

e Secure Shell (SSH), Telnet. Use fortroubleshooting the ZyxelDevice by qualified personnel

FIP. Use FIP forfimware upgradesand configuration backup orrestore.
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1.4 Good Habits forManaging the Zyxel Device

Do the follo wing thingsregularly to make the ZyxelDevice more secure and to manage the Zyxel
Device more effectively.

Change the WiFiand Web Configuratorpasswords. Use a password thatisnoteasy to guessand that
consistsof different typesofcharacters, such asnumbers and le tters.

Write down the passwordsand putitin a safe place.

Backup the configuration (and make sure you know how to restore it). Re storing an e arlier wo rking
configuration may be usefulif the device becomesunstable oreven crashes. Fyou forget your
password, you wilhave to reset the ZyxelDevice to itsfactory default settings. Fyoubacked up an
eatierconfiguration file, you would not have to totally re -c onfigure the ZyxelDevice. You could
simply restore yourlast c onfiguration.
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C HAPTER 2
Hardware

Thissection describesthe frontand rearpanelsforeach model Fyourmodelisnotshown here, referto
the ZyxelDevice’s Quick Start Guidesto see the product drawingsand how to make the hardware

connec tions.

2.2 1ED Indicators Panel

The following showsthe ZyxelDevice IED indicators paneland the IED be haviors.

None ofthe IEDs are on if the ZyxelDevice isnotreceiving power.

2.2.1 AX7501

Figure 14 IED Indicators (AX7501-B0/ AX7501-B1)

Note: Note: The 2.5G IAN and 2.5G WAN IEDsare only forthe Fthemetmwuter. 10G LAN isonly
forthe AONand PONrouters. See Section 1.1 on page 20 formore informa tion.

The following are the IED de scrip tions foryo ur AX7501.

Table 8 IED De sc rip tio ns (AX7501)

IED COIOR | STATUS DESCRIPIION
POWER Green On The ZyxelDevice isreceiving powerand ready foruse.
Blinking The ZyxelDe vic e is se lf-te sting .
Red On The ZyxelDevice detected an emmor while self-te sting, orthere isa device
ma lfunc tion.
Blinking The ZyxelDevice isupgrading frmware.
Off The ZyxelDevice isnotreceiving power.
2.5G WAN Blue On The ZyxelDevice hasa successful2.5 Gbps Ethemet connection on the
WAN.
Green On The ZyxelDevice hasa successfull Gbps Ethemetconnection on the WAN.
Off The ZyxelDevice doesnothave an Ethermet connection with the WAN.

The IED willcycle Green > Blue > Off >repeat, when the ZyxelDevice has
an unsupported 100 Mbps Ethemet connec tion on the WAN.
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Table 8 IED De sc rip tio ns (AX7501) (c ontinued)

IED COIOR | STATUS DESCRIPTION

FIBER Green On The FIBERportisconnected to the ISPs ONTand the ZyxelDevice is
receiving opticalsignalsnomally.

Blinking The ZyxelDevice’s FIBER portis trying to build a PON c onnec tion.

Red On The opticalpowerreceived (the strength ofopticalsignalstransmitted on
the remote opticalmodule) istoo low.
Off The connection to the SPs ONTisdown.
INTERNET Green On The ZyxelDevice hasan IPconnection but no traffic.

Yourdevice hasa WAN IPaddress (eitherstatic orassigned by a DHCP
server), PPPnegotiation wassuccessfully completed (if used).

Blinking The ZyxelDevice issending orreceiving IP tra ffic.

Note: ForAON and PON wutersonly; see Section 1.1 on page 20
formore information.

Ooff There isno ntemetconnection orthe gateway isin Bridge mode.

Red On The ZyxelDevice attempted to make an IPconnection butfaied. Possible
causesare no response from a DHCP server, no PPPoEre sponse, PPPo E
authentication failed.

Blinking The ZyxelDevice hasan unsupported 100 Mbps Fthemetconnection on the
WAN.

Note: ForEthemetrmutersonly,see Section1.1onpage 20 formore
info ma tio n.

10G IAN (for | Green On The ZyxelDevice hasa successful10/100/10000 Mbps Ethemet connection
AX7501-B0/ with a device on the IocalArea Netwok (IAN) through the 10G TAN port.
AX7501-B1)

Blinking The ZyxelDevice issending orreceiving data to/from the LAN at 10/100/
10000 Mbpsthrough the 10G IAN port.

Off The ZyxelDevice doesnothave an Ethemet connection with the LAN
through the 10G IAN port.
IAN1 -4 Green On The ZyxelDevice hasa successful10/100/1000 Mbps Ethemetconnection

with a device on the IocalArea Network (IAN) through the TAN1 —4 ports.

Blinking The ZyxelDevice issending orreceiving data to/from the LAN at 10/100/
1000 Mbpsthrough the TAN1 —4 ports.

Note: ForAON and PON wutersonly; see Section 1.1 on page 20
formore information.

Off The ZyxelDevice doesnothave an Ethemet connection with the LTAN
through the TAN1 —4 pozrts.
WiH 2.4G Green On The 2.4G WiFinetworkisactivated.

Blinking The ZyxelDevice iscommunic ating with 2.4G WiH c lie nts.

Note: ForAON and PON wutersonly; see Section 1.1 on page 20
formore information.

Ooff The 2.4G WiFinetworkisnotactivated.

Amber Blinking The ZyxelDevice is setting up a WPSconnection with a 2.4G WiFic lient.
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Table 8 IED De sc rip tio ns (AX7501) (c ontinued)

IED COIOR | STATUS DESCRIPTIO N
WiH 5G Green On The 5G WiFinetworkisactivated.
Blinking The ZyxelDevice iscommunic ating with 5G WiH c lie nts.
Note: ForAON and PON wutersonly; see Section 1.1 on page 20
formore information.
Ooff The 5G WiFinetworkisnotactivated.
Amber Blinking The ZyxelDe vic e is se tting up a WPSconnec tion with a 5G WiFi ¢ lie nt.
PHONE Green On A SIPaccountisregistered forthe phone port.
Blinking The telephone connected to thisphone porthasanincoming callorisoff
the hook.
Off The phone portdoesnothave a SIPaccountregistered.
Amber On ASPPaccountisregistered forthe phone port,and there isa voice message
in the come sponding SIP account.
Blinking The telephone connected to thisphone porthasanincoming callorisoff
the hook. There isa voice message in the comesponding SIP ac count.
USB Green On The ZyxelDevice recognizesa USBconnection through the USBport.
Blinking The ZyxelDevice issending orreceiving data to/from the USBdevice
connected to it.
Note: ForAON and PON wutersonly; see Section 1.1 on page 20
formore nformation.
Off The ZyxelDevice doesnotdetecta USBconnection through the USBport.
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2.2.2 DX3300-10, DX3301-T0, EX3300-T0 and EX3301-T0

IED Indic a to rs (DX3300-T0 / DX3301-T0 / EX3300-T0 / EX3301-T0)

Figure 15

ZYXEL

The following are the IED de sc rip tio ns for yo ur DX3300-T0 / EX3300-T0.

Table 9 IED De sc rip tio ns (DX3300-T0 / EX3300-T0)

IED COIOR STATUS DESCRIPIION
Power Green On The ZyxelDevice isreceiving powerand ready foruse.
Blinking The ZyxelDevice is se lf-te sting .
Red On The ZyxelDevice detected an emorwhile self-testing, orthere isa
device malfunc tion.
Blinking The ZyxelDevice isupgrading fimware.
Off The ZyxelDevice isnotreceiving power.
DSL/ Green On The VDSL/ ADSLIlink is up.
%}:;\Imet Slow Blinking | The ZyxelDevice islooking fora VDSLor ADSLIink.
Fast Blinking The ZyxelDevice is initializing the VDSLor ADSLlink.
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Table 9 IED De sc rip tio ns (DX3300-T0 / EX3300-T0) (c o ntinue d)

LED COIOR STATUS DESCRIPTIO N
Intemet Green On The ZyxelDevice hasan IPconnection butno traffic.
Yourdevice hasa WANIPaddress(eitherstatic orassigned by a DHCP
server), PPPnegotiation wassuccessfully completed (fused) and the
DSLconnection isup.
Blinking The ZyxelDevice issending orreceiving IP tra ffic .
Off There isno Intemetconnection orthe gateway isin bridged mode.
Red On The ZyxelDevice attempted to make an IPconnection but failed.
Possble causesare no response from a DHCP server, no PPPo E
re sponse, PPPo Eauthentication failed.
IAN1 -4 Green On The ZyxelDevice hasa successful 10/100/1000 Mb ps Etheme t
connection with a device on the IncalArea Network (LAN).
Blinking The ZyxelDevice issending orreceiving data to/from the TAN at 10/
100/1000 Mbps.
Off The ZyxelDevice doesnothave an Ethemet connec tion with the TAN.
2.4G Green On The 2.4 GHz WiFinetworkis activated.
WIAN/WPS Blinking The ZyxelDevice is communic ating with 2.4 GHz WiFi c lients.
Off The lnkisdown ordisabled.
Amber Blinking The ZyxelDevice is se tting up a WPSconnection with a 2.4 GHz Wik
c lie nt.
5G WIAN/ Green On The 5 GHz WiFinetworkisactivated.
WPS Blinking The ZyxelDevice iscommunic ating with 5 GHz WiH c lie nts.
Off The linkisdown ordisabled.
Amber Blinking The ZyxelDevice is se tting up a WPSconnection with a 5 GHz Wil

¢ lie nt.

The following are the IED de sc rip tio ns for yo ur DX3301-T0 / EX3301-T0.

Table 10 IED De sc rip tions (DX3301-T0 / EX3301-T0)

IED COIOR STATUS DESCRIPION
Power Green On The ZyxelDevice isreceiving powerand ready foruse.
Blinking The ZyxelDe vic e is se lf-te sting .
Red On The ZyxelDevice detected an error while self-testing, orthere isa
device malfunction.
Blinking The ZyxelDevice isupgrading fiimware.
Off The ZyxelDevice isnotreceiving power.
DSL/ Green On The VDSL/ ADSLIink is up.
%g‘;“et Sow Blinking | The ZyxelDevice islboking fora VDSL/ ADSLlink.
Fa st Blinking The ZyxelDe vic e is initia lizing the VDSL/ ADSLlink.
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Table 10 IED De sc rip tions (DX3301-T0 / EX3301-T0) (c ontinued)

IED COIOR STATUS DESCRIPIION
Intemet Green On The ZyxelDevice hasan IPconnection but no traffic.
Yourdevice hasa WANIPaddress (eitherstatic orassigned by a DHCP
server), PPPnegotiation was successfully completed (if used) and the
DSLconnectionisup.
Blinking The ZyxelDevice issending orreceiving IP tra ffic.
Ooff There isno Intemetconnection orthe gatewayisin bridged mode.
Red On The ZyxelDevice attempted to make an IPconnection butfaied.
Possible causesare no response from a DHCP server, no PPPo E
response, PPPo Eauthentication faied.
IAN1 -4 Green On The ZyxelDevice hasa successful 10/100/1000 Mbps Ethemet
connection with a device on the InocalArea Network (IAN).

Blinking The ZyxelDevice issending orreceiving data to/from the IAN at 10/
100/1000 Mbps.

Off The ZyxelDevice doesnothave an Ethemetconnection with the TAN.

2.4G Green On The 2.4 GHz WiFinetworkisactivated.
WIAN/WPS Blinking The ZyxelDevic e is communic ating with 2.4 GHz WiH c lie nts.
Off The linkisdown ordisabled.
Amber Blinking The ZyxelDevic e is se tting up a WPSconnection with a 2.4 GHz Wik
¢ lient.
5G WIAN/ Green On The 5 GHz WiFinetworkisac tivated.
WPS Blinking The ZyxelDevic e is communic ating with 5 G Hz WiFi c lie nts.
Off The linkisdown ordisabled.
Amber Blinking The ZyxelDevic e is setting up a WPSconnection with a 5 GHz Wik
c lient.
Phonel, Green On A SIPaccountisregistered foratleastone phone port, and there is no
Phone2 voice message in the comesponding SIP account.

Blinking A telephone connected to one ofthe phone port hasitsreceivero ff
the hookorthere isan incoming call There isno voice message in the
conmesponding SIP account.

Amber On A SIPaccountisregistered forthe phone port and there isa voice
message in the comesponding SIP ac count.

Blinking Atelephone connected to the phone porthasitsreceiveroffthe hook
orthere isanincoming call There isvoice message in the
conmesponding SIP account.

Off e 'The ZyxelDevice istumed off.

e 'The VolIPfunctionisnotactivated.
e 'The SIPaccountisnotenabled.
e 'The phone portdoesnothave a SIPaccountregistered.
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2.2.3 DX3300-T1 and EX3300-T1

Figure 16 DX3300-T1

ZY XEL
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Figure 17 EX3300-TL

ZYXEL

The following are the IED de sc rip tio ns for yo ur DX3300-T1 and EX3300-TI.

Table 11 IED De sc rip tions (DX3300-T1 / EX-3300-T1)

IED COIOR | STATUS DESCRIPIION

POWER(_‘:E‘ Green On The ZyxelDevice isreceiving powerand ready foruse.
Blinking The ZyxelDevice isbooting up.

Red On The ZyxelDevice detectsan emorwhile self-te sting, orthere isa device
ma lfunc tion.

Blinking The ZyxelDevice isupgrading fimware.
Off The ZyxelDevice isnotreceiving power.

DSLWAN@ Green On ForDX3300-TL: The ADSL/ VDSLIink on the WAN isup.

' Slo w ForDX3300-TL: The ADSL/ VDSLlinkis down, and the ZyxelDevice islooking

Blinking foran ADSL/ VDSLlnk.
Fast ForDX3300-TL: The ZyxelDevic e is initia lizing the ADSL/ VDSLIink.
Blinking
Off ForDX3300-TL: The ADSL/ VDSLlink is do wn.
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Table 11 IED De sc rip tions (DX3300-T1 / EX-3300-T1) (c o ntinued)

IED COIOR | STATUS DESCRIPTION
]N’]ERNEI@ Green On The ZyxelDevice hasa WAN IPaddress (eitherstatic orassigned by a
DHCP server) and the ntemet connection isup.
Blinking The ZyxelDevice issending orreceiving tra ffic .
Red On The ZyxelDevice attempted to obtain an WAN IPbut failed. Possible

causesare no response from a DHCP server, no PPPoEre sponse, PPPo E
authentication failed.

Ooff There isno ntemetconnection orthe gatewayisin bridge mode.
TAN1-3 Green On The ZyxelDevice hasa successful BEthemetconnection with a device on
o the IncalArea Network (IAN) port.
- %"-El Blinking The ZyxelDevice issending orreceiving data to/from the IAN port.
Off The ZyxelDevice doesnothave an Ethemetconnection onthe IJANport.
TAN4/WAN Green On IANmode: The ZyxelDevice hasa successful Ethemetconnection with a
"-.—_g device on the IAN4/ WAN port.
WAN mode: The Ethemet WAN connection isup on the ITAN4/ WAN port.
Blinking The ZyxelDevice issending orreceiving data to/from the TAN4/WAN
port.
Off IANmode: The ZyxelDevice doesnot have an Ethemet c onnec tion with

a device on the IAN4/ WAN port.

WAN mode: The Ethemet WAN connection on the IAN4/WAN port is
down.

2.4G =r Green On The 2.4 GHz WiFiis activated.
AT

Blinking The ZyxelDevice issending orreceiving data to/from 2.4 GHz WiH c lie nts.

Amber Blinking The ZyxelDevice isconnecting to a 2.4 GHz WiFi ¢ lie nt through WPS.

Ooff The 2.4 GHz WiFinetworkisnot ac tivated.

5G = Green On The 5 GHz WiFinetworkisac tivated.

Blinking The ZyxelDevice issending orreceiving data to/from 5 GHz WiFic lie nts.

Amber Blinking The ZyxelDevice isconnecting to a 5 GHz WiFiclie nt through WPS.

Ooff The 5 GHz WiFinetworkisnotactivated.
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2.2.4 EX3500-T0 and EX3501-T0

Figure 18 IED Indic ato1s (EX3500-T0 / EX3501-T0)
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The following are the IED de sc rip tio ns for yo ur EX3500-T0 and EX3501-T0.

Table 12 IED De sc rip tio ns (EX3500-T0 / EX3501-T0)

IED COIOR | STATUS DESCRIPTION
POWER("'E| Green On The ZyxelDevice isreceiving powerand ready foruse.
=
Blinking The ZyxelDevice isbooting up.
Red On The ZyxelDevice detectsan enmorwhile self-te sting, orthere isa device
ma func tion.
Blinking The ZyxelDevice isupgrading fimware.
Off The ZyxelDevice isnotreceiving power.
WAN {3 Green On The Ethemet link on the WAN is up.
Off The Ethemet linkon the WAN isdown.
]N’]ERNEI@ Green On The ZyxelDevice hasa WAN IPaddress (eitherstatic orassigned by a
DHCP server) and the Intemet connection isup.
Blinking The ZyxelDevice issending orreceiving ntemet data.
Red On The ZyxelDevice attempted to obtain an WAN IP but failed. Po ssib le
causesare no response from a DHCP server, no PPPoEre sponse, PPPo E
authentication failed.
Ooff There isno ntemetconnection orthe gatewayisin bridge mode.
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Table 12 IED De sc rip tio ns (EX3500-T0 / EX3501-T0) (c o ntinue d)

IED COIOR | STATUS DESCRIPTION
TAN1-3 Green On The ZyxelDevice hasa successful EEthemetconnection with a device on
the IocalArea Network (LAN) port.
i {_} I:'I:
I W LY Blinking The ZyxelDevice issending orreceiving data to/from the IAN port.
Off The ZyxelDevice doesnothave an Ethemetconnection onthe IJANport.
2.4G =* Green On The 2.4 GHz WiFiisactivated.
A
Blinking The ZyxelDevice issending orreceiving data to/from 2.4 GHz WiH c lie nts.
Amber Blinking The ZyxelDevice isconnecting to a 2.4 GHz WiFi c lie nt through WPS.
Off The 2.4 GHz WiFinetworkisnot activated.
5G = Green On The 5 GHz WiFinetworkisactivated.
-
Blinking The ZyxelDevice issending orreceiving data to/from 5 GHz WiFic lie nts.
Amber Blinking The ZyxelDevice isconnecting to a 5 GHz WiFic lie nt through WPS.

Off The 5 GHz WiFinetworkisnotactivated.

Phonel, Green On ASIPaccountisregistered foratleastone phone port, and there isno
Phone2 .4 voice message in the comesponding SIP account.
L

Blinking A telephone connected to one ofthe phone port hasitsreceiveroff the
hookorthere isanincoming call There isno voice message in the
cormesponding SIP account.

Amber On A SIPaccountisregistered forthe phone port and there isa voice
message in the comesponding SIP account.

Blinking A telephone connected to the phone porthasitsreceiveroffthe hookor
there isan incoming call There’svoice message in the comesponding SIP
account.

Ooff The phone porthasa telephone connection, butitisnotin use. VoIP is

disabled, orthere isno registered SIPaccountdefined forthe phone
port.
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2.2.5 EX3600-T0

Figure 19 IED Indicators

il

The following are the IED de sc rip tio ns fo r yo ur EX3600-T0.

Table 13 IED Descriptions
IED COIOR STATUS DESCRIPIION
Power Green On The ZyxelDevice isreceiving powerand ready foruse.
The ZyxelDevice isin Extendermode and the MPro Mesh pairng
processisdone.
Blinking The ZyxelDevice isbooting up.
The ZyxelDevice isin Extendermode and underthe MPro Mesh pairing
process.
Red On The ZyxelDevice detected an emorwhile self-testing, orthere is a
device malfunc tion.
Blinking The ZyxelDevice isupgrading fimware.
Off The ZyxelDevice isnotreceiving power.
Ethemet Green On The Ethemet WAN portisconnected successfully.
WAN Off The Ethemet WAN portisnotconnected suc c e ssfully.

AX/DX/EE/ EX/PX Series User s Guide

44




Chapter2 Hardware

Table 13 IED Descriptions (c ontinued)

IED COIOR STATUS DESCRIPTIO N
Intemet Green On The ntemetconnection isup.
Blinking The ZyxelDevice is sending orreceiving IP tra ffic.
Red On The ZyxelDevice attempted to make anIPconnection but failed.
Possble causesare no response from a DHCP server, no PPPo E
re sponse, PPPo Eauthentication failed.
The ZyxelDevice is in Extendermode and the Intemet connec tion to
the gateway modem/controlleris weak.
Off There isno ntemetconnection orthe gateway is in Bridge mode.
IAN1 -4 Green On The ZyxelDevice hasa successful Ethemetconnection with a device
on the IoncalArea Network (LAN).
Blinking The ZyxelDevice issending orreceiving data to/from the IAN.
Off The ZyxelDevice doesnothave an Ethemet connec tion with the TAN.
2.4G Green On The 2.4 GHz WiFinetworkis activated.
WIAN/WPS Blinking The ZyxelDe vice is c ommunic ating with 2.4 GHz WiFi c lients.
Off The linkisdown ordisabled.
Amber Blinking The ZyxelDevice is se tting up a WPSconnec tion with a 2.4 GHz WiFi
¢ e nt.
5G WIAN/ Green On The 5 GHz WiFinetworkisactivated.
WPS Blinking The ZyxelDevice iscommunic ating with 5 GHz WiH c lie nts.
Amber On The ZyxelDevice isin Extendermode and underthe MPro Mesh pairing
process.
Blinking The ZyxelDevice is se tting up a WPSconnection with a 5 GHz Wil
¢ lie nt.
The ZyxelDevice isin Extendermode and the MPro Mesh pairing
processhasfaied.
Off The linkisdown ordisabled.
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2.2.6 DX5401-B0/1 and EX5401-B0/1

Figure 20 IED Indic ators (DX5401-B0 / DX5401-B1 / EX5401-B0 / EX5401-B1)
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Note: The phone IED isforthe ZyxelDevice with phone portsonly; see Section 1.1 onpage 20
formore informa tion.

The following are the IED de sc rip tio ns for yo ur DX5401-B0/ Bl and EX5401-B0/B1.

Table 14 IED De scriptions (DX5401-B0/ Bl / EX5401-B0/B1)

IED COIOR STATUS DESCRIPIION
Power _-:i, Green On The ZyxelDevice isreceiving powerand ready foruse.
Blinking The ZyxelDevic e is se If-te sting .
Red On The ZyxelDevice detectsan emorwhile self-te sting, orthere isa device
ma lfunc tion.
Blinking The ZyxelDevice isupgrading fimware.
Off The ZyxelDevice isnotreceiving power.
DSL/ Green On The VDSLline ora suc cessful10/100/1000 Mbps Ethemet connec tion
Ethemet on the WAN isup.
WAN % Sow Blinking | The ZyxelDevice is looking fora VDSLIine.
Fa st Blinking The ZyxelDevic e is initia lizing the VDSLline .
Off There is no Ethemetconnection on the WAN.
Amber On The ADSLline on the WAN is up.
Slo w Blinking The ZyxelDevice islooking foran ADSLline
Fa st Blinking The ZyxelDevic e is initia lizing the ADSLline.
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Table 14 IED De scriptions (DX5401-B0/B1 / EX5401-B0/B1) (c o ntinued)

IED COIOR STATUS DESCRIPTIO N
Intemet g Green On The ZyxelDevice hasan IPconnection but no traffic.
Yourdevice hasa WANIP address (eitherstatic orassigned by a
DHCP server), PPPnegotiation was successfully completed (iffused)
and the DSLconnection isup.
Blinking The ZyxelDevice issending orreceiving IP tra ffic.
Off There isno ntemetconnection orthe gatewayisin bridged mode.
Red On The ZyxelDevice attempted to make an IPconnection butfailed.
Possible causesare no response from a DHCP server, no PPPo E
response, PPPo Eauthentication faied.
IAN1 -4 Green On The ZyxelDevice hasa successful10/100/1000 Mbps Ethemet
= connection with a device on the IncalArea Network (LAN).
Blinking The ZyxelDevice issending orreceiving data to/from the LTAN at 10/
100/1000 Mbps.
Off The ZyxelDevice doesnothave an Ethemetconnection with the TAN.
2.4G WIAN/ | Green On The 2.4 GHz WiFinetworkisactivated.
S ==
WP pan Blinking The ZyxelDevice iscommunic ating with 2.4 GHz WiFi c lie nts.
Amber On The WPSprocessfails.
Blinking The ZyxelDevice is se tting up a WPSconnection with a 2.4 GHz Wi
client.
Off The 2.4 GHz WiFinetworkisnotactivated.
5G WIAN/ Green On The 5 GHz WiFinetworkisactivated.
WPS Blinking The ZyxelDevice iscommunic ating with 5 GHz WiFi ¢ lie nts.
W
k! Amber On The WPSprocess fails.
Blinking The ZyxelDevice is se tting up a WPSconnection with a 5 GHz Wil
client.
Off The 5 GHz WiHinetworkisnot activated.
Phonel, Green On ASPaccountisregistered foratleast one phone port, and there isno
Phone2 .4 voice message in the comesponding SIP account.
L
Blinking A telephone connected to one ofthe phone port hasitsreceivero ff
the hookorthere isan incoming call There isno voice message in the
conmesponding SIP account.
Amber On A SIPaccountisregistered forthe phone port and there isa voice
message in the comesponding SIP ac count.
Blinking A telephone connected to the phone porthasitsreceivero ff the

hookorthere isanincoming call There isvoice message in the
conmesponding SIP account.
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2.2.7 EX5600-T1, EX5601-T0 and EX5601-T1

Figure 21 [IED Indic a to rs (EX5600-T1)
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Figure 22 IED Indic a to rs (EX5601-T0)
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Figure 23 IED Indic ators (EX5601-T1)
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Note: The Phone IED is forthe Zyxel Device with phone portsonly; the SFP IED is forthe Zyxel
Device with an SFP portonly; see Section 1.1 on page 20 formore information.

The following are the IED de sc rip tio ns for yo ur EX5600-T1 / EX5601-T0 / EX5601-T1.

Table 15 IED De sc rip tio ns (EX5600-T1 / EX5601-T0 / EX5601-T1)

IED COIOR | STATUS DESCRIPTION
POWER g% Green On The ZyxelDevice isreceiving powerand ready foruse.
-

Blinking The ZyxelDevice isbooting up.

Red On The ZyxelDevice detectsan emorwhile self-te sting, orthere isa device
ma func tion.

Blinking The ZyxelDevice isupgrading fimware.

Off The ZyxelDevice isnotreceiving power.

2.5G WAN_ﬁ Green On The ZyxelDevice has a succ essful Ethemetconnection on the 25G WAN
b port.

Off The ZyxelDevice doesnothave an Ethemetconnection on the 2.5G
WAN port.

]N’]ERNEI@ Green On The ZyxelDevice hasa WAN IPaddress (eitherstatic orassigned by a
DHCP server) and the ntemet connection isup.
Blinking The ZyxelDevice issending orreceiving tra ffic.
Ooff There isno ntemetconnection orthe gatewayisin bridged mode.
Red On The ZyxelDevice attempted to obtain an WAN IPbut failed. Possible
causesare no response from a DHCP server, no PPPoEre sponse, PPPo E
authentication failed.
IAN m Green On The ZyxelDevice hasa successful BEthemetconnection with a device on
the IocalArea Netwo ik (LAN).

Blinking The ZyxelDevice issending orreceiving data to/from the LAN.

Off The ZyxelDevice doesnot have an Ethemetconnection on the TAN.

2.4GE Green On The 2.4 GHz WiFiisactivated.

Blinking The ZyxelDevic e is communic ating with 2.4 GHz WiH c lie nts.

Amber Blinking The ZyxelDevice issetting up a WPSconnec tion with a 2.4 GHz WiFi ¢ lie nt.

Off The 2.4 GHz WiFinetworkisnot activated.

SG*E: Green On The 5 GHz WiFinetworkisac tivated.
Blinking The ZyxelDevic e is communic ating with 5 G Hz WiFi c lie nts.
Amber Blinking The ZyxelDevice isconnecting to 5 GHz WiFic lie nts through WPS.

Off The 5 GHz WiFinetworkisnotactivated.

Phone "i Green On Allphone portsare on-hook. An SIPaccountisregistered foratleast one
o phone port,and there isno voice message in the coresponding SIP
account.

Blinking A telephone connected to one ofthe phone port hasitsreceiveroffthe
hookorthere isanincoming call There isno voice message in the
cormesponding SIP account.

Amber On A SIPaccountisregistered forthe phone port and there isa voice
message in the comesponding SIP account.

Blinking Atelephone connected to the phone porthasitsreceiveroffthe hookor
there isan incoming call There isvoice message in the comesponding SIP
account.

Ooff Allphone portsare on-hook. The VoIP function isdisabled, orthere is no

registered SIPaccountdefined forany ofthe phone ports.
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Table 15 IED De sc rip tio ns (EX5600-T1 / EX5601-T0 / EX5601-T1) (c o ntinue d)

IED COIOR | STATUS DESCRIPTION

Sﬂ:1:'|!"|_ Green On The SFP portisconnected to the ISP’s ONTand the ZyxelDevice is
" receiving opticalsignalsnomally, orthe SFP po1t’'s Ethe met WAN
connectionisup.

Ooff The connection to the ISPs ONTorthe Ethemet WAN connection is
down.

Note: The phone IED isforthe ZyxelDevice with phone portsonly; see Section 1.1 onpage 20
formore informa tion.

2.2.8 EX7501-B0

Figure 24 IED Indicators

The following are the IED de sc rip tio ns for yo ur EX7501-B0.

Table 16 IED De sc rip tio ns (EX7501-B0)

LED COIOR | STATUS DESC RIPION
POWER g% Green On The ZyxelDevice isreceiving powerand ready foruse.
-
Blinking The ZyxelDevice isbooting up.
Red On The ZyxelDevice detectsan emorwhile self-te sting, orthere isa device
ma func tion.
Blinking The ZyxelDevice isupgrading fiimware.
Off The ZyxelDevice isnotreceiving power.
10G WAN'E"-:-\.";'I" Green On The ZyxelDevice hasa successful Bthemet connection on the 10G WAN
ke port.
Ooff The ZyxelDevice doesnothave an Ethemetconnection onthe 10G WAN
port.
]N’]ERNEIm Green On The ZyxelDevice hasa WAN IPaddress (eitherstatic orassigned by a
DHCP server) and the ntemet connection isup.
Blinking The ZyxelDevice issending orreceiving tra ffic .
Ooff There isno ntemetconnection orthe gatewayisin bridged mode.
Red On The ZyxelDevice attempted to obtain an WANIPbut failed. Possible

causesare no response from a DHCP server, no PPPoEre sponse, PPPoE
authentication failed.

10G I_AN."':":'ih Green On The ZyxelDevice hasa successful Ethemetconnection with a device on
A the 10G IAN (IncalArea Network) port.
Blinking The ZyxelDevice issending orreceiving data to/from the 10G IAN port.
Off The ZyxelDevice doesnot have an Ethemetconnection on the 10G IAN
port.
IAN1-4 :'«"_"-! Green On The ZyxelDevice hasa successful EEthemetconnection with a device on
e the IAN (IocalArea Network) port.
Blinking The ZyxelDevice issending orreceiving data to/from the IAN port.
Off The ZyxelDevice doesnothave an Ethemetconnection on the IANport.
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Table 16 IED De sc rip tio ns (EX7501-B0) (c ontinued)

LED COIOR | STATUS DESCRIPTION
2.4(}'{:@' Green On The 2.4 GHz WiFiisactivated.
e

Blinking The ZyxelDevic e is communic ating with 2.4 GHz WiH c lie nts.

Amber Blinking The ZyxelDevice issetting up a WPSconnec tion with a 2.4 GHz WiFi ¢ lie nt.

Off The 2.4 GHz WiFinetworkisnot activated.

SG%:;;‘E Green On The 5 GHz WiFinetworkisac tivated.

Blinking The ZyxelDevic e is communic ating with 5 GHz WiFi c lie nts.

Amber Blinking The ZyxelDevice isconnecting to 5 GHz WiFic lie nts through WPS.

Off The 5 GHz WiFinetworkisnotactivated.

Phone £ Green On Allphone portsare on-hook. An SIPaccountisregistered foratleast one
phone port,and there isno voice message in the comesponding SIP
account.

Blinking Atleastone telephone connected to one ofthe phone ports hasits
receiveroffthe hookorthere isan incoming call There isno voice
message in the comesponding SIP account.

Amber On Allphone portsare on-hook. A SIPaccountisregistered forthe phone
port and there isa voice message in the comesponding SIP account.

Blinking Atleastone telephone connected to the phone porthasitsreceivero ff
the hookorthere isan incoming call There isvoice message in the
cormesponding SIP account.

Ooff Allphone portsare on-hook. The VoIP function isdisabled, orthere is no
registered SIPaccountdefined forany ofthe phone ports.

USB-:-*{'E!- Green On A device isconnected to the USBport.

Ooff There is currently no device connected to the USBport.

2.2.9 EE6601-00

Figure 25 IED Indicators

o
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The following are the IED de sc rip tio ns for yo ur EE6601-00.

Table 17 IED De sc rip tions (EE6601-00)

IED COIOR | STATUS DESCRIPTION
POWER g% Green On The ZyxelDevice isreceiving powerand ready foruse.
e

Blinking The ZyxelDevice isbooting up.

Red On The ZyxelDevice detectsan emorwhile self-te sting, orthere isa device
ma lfunc tio n.

Blinking The ZyxelDevice isupgrading fimware.

Off The ZyxelDevice isnotreceiving power.

Sta tus Green On Allphone portsare on-hook. An SIPaccountisregistered foratleast one
phone port, and there isno voice message in the comesponding SIP
account.

Blinking Atleastone telephone connected to one ofthe phone ports hasits
receiveroffthe hookorthere isan incoming call There isno voice
message in the comesponding SIP account.

Amber On Allphone portsare on-hook. SIPaccount registration failed.

Off Allphone portsare on-hook. The VoIP function isdisabled, orthere is no
registered SIPaccountdefined forany ofthe phone ports.

]N’]ERNEI@ Green On The ZyxelDevice hasa WAN IPaddress (eitherstatic orassigned by a
DHCP server) and the ntemet connection isup.

Blinking The ZyxelDevice issending orreceiving tra ffic .

Ooff There isno ntemetconnection orthe gatewayisin bridged mode.

Red On The ZyxelDevice attempted to obtain an WAN IPbut failed. Possible
causesare no response from a DHCP server, no PPPoEre sponse, PPPoE
authentication failed.

WiH Green On The WiFiisactivated.

Blinking The ZyxelDevic e is c ommunic ating with WiH c lie nts.

Amber Blinking The ZyxelDevic e is setting up a WPSconnection with a WiFic lie nt.

Ooff The WiFinetworkisnotactivated.
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2.2.10 PX3321-T1

Figure 26 IED Indic ato s (PX3321-T1)

4 e,

WL F %]

S

 — =

]
L — —
::- . — === L
P ———

R e i
s — i
A ey __r.-;_i_,:

i
..'

i
g
-
-

e S
A
b

L

3

e

2

-\.

S
N
S
S ol
Sy

e e

e, =
Do F
S S Pei e ]
L S 0 ) S _.-.‘?_-'. e
.\lﬁivﬁ \"-\.-'\-@:" ﬁ"-:"'__ .-\.-P__:.;_'F '.:-:‘.3-:.
"':"'1“‘-%?%"""{ __-HE‘R L ;:._:._:5..- e :.q:ﬂ'.':-.
‘: - 8 e "‘-:_-"0; o R -:_.:: S - = R, ]
I*.‘ . I_.- ! .'.*_.\.__.:_ _._.-.‘.. 2] __._.__ h '—".:‘i'\': {--\.: ‘..,'\- .:'\- ,‘1 : -\.'_:- ] II\I".
o R S S : =
C e B
G A i L R
SER R
Gamai SN
u*i}fﬁiﬁ AR
P LRI
:': -'-.\I _;f i I N B R B B B BN T O L """-: :":E e
P OEeO00CORTL S
it i -“*-h‘_h 5
Ls =

-
-

The following are the IED de sc rip tio ns for yo ur PX3321-TI.

Table 18 IED De sc rip tions (PX3321-T1)

IED COIOR | STATUS DESC RIPTIO N
POWER Green On The ZyxelDevice isreceiving powerand ready foruse.
Blinking The ZyxelDevice isbooting up orupgrading fimware.
Off The ZyxelDevice isnotreceiving power.
PON Green On The ZyxelDevice isready for PON c onnec tion.
Blinking The ZyxelDevice is setting up a PON connec tion.
Off The ZyxelDevice isnotreceiving an opticalsignal
10S Red On The PON transceiverisnotreceiving anopticalsignal
Blinking The opticalsignalthe PON transceiverreceiving istoo weakortoo strong.
Off The PON connectionisready.
INTERNET Green On The ZyxelDevice hasa WANIPaddress (eitherstatic orassigned by a
DHCP server) and the Intemetconnection isup.
Blinking The ZyxelDevice is trying to build an Intemet connec tion.
Off The ZyxelDevice’s WAN connection isdown orin Bidge mode. Youcan
selectmodeson the Netwoik Se tting > Boadband > Modify screen.
IAN 14 Green On The ZyxelDevice hasa successful Ethemetconnection with a device on
the TAN (IocalArea Network) port.
Blinking The ZyxelDevice issending orreceiving data to/from the IAN port.
Off The ZyxelDevice doesnothave an Ethemetconnection on the IAN port.
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Table 18 IED De scrip tions (PX3321-T1) (c ontinued)
IED COIOR | STATUS DESCRIPIION
2.4G Green On The 2.4 GHz Wiliisactivated.
Blinking The ZyxelDevice iscommunic ating with 2.4 GHz WiH c lients.
Off The 2.4 GHzWiFinetworkisnotactivated.
Amber Blinking The ZyxelDevice is setting up a WPSconnection with a 2.4 GHz WiFic lie nt.
5G Green On The 5 GHz WiFinetworkisactivated.
Blinking The ZyxelDevice iscommunic ating with 5 G Hz WiH c lie nts.
Off The 5 GHz WiFinetworkisnot activated.
Amber Blinking The ZyxelDevice isconnecting to 5 GHz Wi ¢ lie nts through WPS.
Phone Green On The phone porthasa telephone connection, butitisnotin use. A SIP
accountisregistered forthe phone port.
Blinking The phone porthasa telephone connection, and itisin use.
Off The phone porthasa telephone connection, butitisnotin use. VoIP is
disabled, orthere isno registered SIPaccountdefined forthe phone port.

2.2.11 PX5301-T0

Figure 27 IED Indic ato 1s (PX5301-T0)
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The following are the IED de sc rip tio ns for yo ur PX5301-T0.

Table 19 IED De sc rip tio ns (PX5301-10)

IED COIOR | STATUS DESCRIPIION

POWER Green On The ZyxelDevice isreceiving powerand ready foruse.
Blinking The ZyxelDevice isbooting up orupgrading fimware.
Off The ZyxelDevice isnotreceiving power.
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Table 19 IED De scrip tions (PX5301-T0) (c ontinued)

IED COIOR | STATUS DESCRIPIION
GPON Green On The ZyxelDevice isready for GPON c onnec tion.
WAN Blinking The ZyxelDevice is setting up a GPON connec tion.
Off The ZyxelDevice isnotreceiving an optic alsignal
I0S Red On The GPON transceiverisnotreceiving anopticalsignal
Blinking The opticalsignalthe GPON transceiverreceiving istoo weak.
Off The ZyxelDevice isreceiving stable opticalpower.
INTERNET Green On The ZyxelDevice hasa WANIP address (eitherstatic orassigned by a
DHCP server) and the ntemetconnection is up.
Blinking The ZyxelDevice issending orreceiving Intemetdata.
Off There isno Intemet connection orthe ZyxelDevice isin Bidge mode.
IAN 14 Green On The ZyxelDevice hasa successful Ethemetconnection with a device on
the TAN (IocalArea Netwo1k) port.
Blinking The ZyxelDevice issending orreceiving data to/from the IAN port.
Off The ZyxelDevice doesnothave an Ethemetconnection on the IAN port.
24G/WPS | Green On The 2.4 GHz WiFinetworkis activated.
Blinking The ZyxelDevice is communic ating with 2.4 GHz WiH c lie nts.
Off The 2.4 GHzWiFinetworkisnotactivated.
Amber Blinking The ZyxelDevice is setting up a WPSconnection with a 2.4 GHz WiFic lie nt.
5G/WPS Green On The 5 GHz WiFinetworkisactivated.
Blinking The ZyxelDevice is communic ating with 5 GHz WiH c lie nts.
Off The 5 GHz WiFinetworkisnot activated.
Amber Blinking The ZyxelDevice is setting up a WPSconnec tion with a 5 GHz WiH c lie nt.
Phone Green On The phone porthasa telephone connection, butitisnotin use. A SIP
accountisregistered forthe phone port.
Blinking The phone port hasa telephone connection, and itisin use.
Off The phone porthasa telephone connection, butitisnotin use. VoIP is

disabled, orthere isno registered SIPaccountdefined forthe phone port.
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2.2.12 PX5311-T0

Figure 28 IED Indic ato s (PX5311-T0)

ZY XEL

The following are the IED de sc rip tio ns for yo ur PX5311-10.

Table 20 IED De sc rip tions (PX5311-T0)

IED COIOR | SIATUS DESC RIPTIO N
POWER Green On The ZyxelDevice isreceiving powerand ready foruse.
Blinking The ZyxelDevice isbooting up orupgrading fimware.
Off The ZyxelDevice isnotreceiving power.
PON Green On The ZyxelDevice isready for PON c onnec tion.
Blinking The ZyxelDevice is setting up a PON connec tion.
Off The ZyxelDevice isnotreceiving an optic alsignal
10S Red On The PON transceiverisnotreceiving an opticalsignal
Blinking The opticalsignalthe PON transceiverreceiving istoo weakortoo strong.
Off The PON connectionisready.
INTERNET Green On The ZyxelDevice hasa WAN P address (eitherstatic orassigned by a
DHCP server) and the htemetconnection isup.
Blinking The ZyxelDevice issending orreceiving Intemetdata.
Off There isno Intemet connection orthe ZyxelDevice isin Bidge mode.
IAN 1-4 Green On The ZyxelDevice hasa successful Ethemetconnection with a device on
the TAN (IocalArea Network) port.
Blinking The ZyxelDevice issending orreceiving data to/from the TAN port.
Off The ZyxelDevice doesnothave an FEthemetconnection on the IAN port.
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Table 20 IED De scrip tions (PX5311-T0) (c o ntinue d)

IED COIOR | SIATUS DESC RIPTIO N
24G/WPS | Green On The 2.4 GHz WiFinetworkisactivated.
Blinking The ZyxelDevice is communic ating with 2.4 GHz WiHi c lients.
Off The 2.4 GHz Wilinetworkisnotactivated.
Amber Blinking The ZyxelDevice is setting up a WPSconnection with a 2.4 GHz WiFic lie nt.
5G/WPS Green On The 5 GHz WiFinetworkisactivated.
Blinking The ZyxelDevice is communic ating with 5 GHz WiH c lie nts.
Off The 5 GHz WiFinetworkisnotactivated.
Amber Blinking The ZyxelDevice is setting up a WPSconnection with a 5 GHz WiFi c lient.
Phone Green On The phone porthasa telephone connection, butitisnotin use. A SIP
accountisregistered forthe phone port.
Blinking The phone porthasa telephone connection, and it isin use.
Off The phone porthasa telephone connection, butitisnotin use. VoIPis
disabled, orthere isno registered SIPaccountdefined forthe phone port.

2.3 Ports Panel

The following shows the ZyxelDevice portspaneland connection ports.

2.3.1 AX7501

Figure 29 AX7501-B0

The following table descrbesthe itemson the portspanelsof AX7501.

Table 21 PanelPorts and Buttons

TIABEL DESCRIPIION

FIBER ForAX7501-B0 / AX7501-B1
Inserta compatible SFP+ transceiverto the FIBER port and connectthe fibercable forintemet
access.

USB The USBportisused forcellular WAN backup, file -sharing, and media server.
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Table 21 PanelPorts and Buttons (continued)

TABEL DESCRIPIION

IAN1 -IAN4 | ConnectcomputersorotherEthemet devicesto Ethemet ports forIntemetaccess.

2.5G IAN

10G IAN

PHONEL/2 Connectanalog phonesto the PHONEportsto make phone calls.

RESET Press the button to re tum the ZyxelDevice to the factory defaults.

POWER Connectthe poweradapterand pressthe ON/OFFbutton to start the device.

WPS Press the WPSbutton formore than 5 seconds to quickly set up a secure WiFiconnection between
the device and a WPS-compatible client.

WIAN Pre ss the WIAN button formore than 2 secondsto enable the Wik func tion.

2.3.2 DX3300-T0,
EX5401-B0/ B1

DX3301-10, DX5401-B0/B1, EX3300-T0, EX3301-T0 and

Figure 31 DX3300-T0
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Figure 32 DX3301-T0
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Chapte

Figure 34 EX3300-T
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Figure 36 EX5401-B0/ EX5401-B1
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The following table describesthe itemson the ports panels of DX3300-T0, DX3301-T0, DX5401-B0/B1,
EX3300-T0, , EX3301-T0 and EX5401-B0/B1.

Table 22 PanelPorts and Buttons

IABEL DESCRIPIION

WAN ForEX3300-T0, , EX3301-T0 and EX5401-B0/B1, use an Ethemetcable to connectthe WAN portto a
gateway/modem forlntemet connec tion.

IAN1 -TAN4 | ConnectcomputersorotherEthemetdevicesto EthemetportsforIntemetaccess.

FIBER ForDX5401-B0 and EX5401-B0/B1, nserta compatible SFPtransceiverto the FIBERportand connect
the fbercable forlntemetaccess.

USB The USBportisused forcellular WAN backup, file-sharing, and media server.

DSL For DX3300-T0, DX3301-T0 and DX5401-B0/Bl1, connecta DSLcable to the DSLpor1t for htemet
connec tion.

PHONEL/2 Fo r DX3301-T0, DX5401-B0/B1, EX3301-T0, and EX5401-B0/B1, connectanalog phonesto the PHONE
portsto make phone calls.

RESET Press the button to re tum the ZyxelDevice to the factory defaults.

POWER Connectthe poweradapterand pressthe ON/OFFbutton to start the device.

WPS Pressthe WPSbutton once within 3 secondsto quickly setup a secure WiFiconnection between the
device and a WPScompatble client.

WiHON/OFF | Press the WiFEON/OFFbutton formore than 2 secondsto enable the WiFi func tion.
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2.3.3 DX3300-T1 and EX3300-T1

Figure 37 DX3300-T1
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Figure 38 EX3300-T1
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The following table describesthe temson the ports panelsof DX3300-TL and EX3300-TI.

Table 23 PanelPorts and Buttons

IABEL

DESCRIPIION

DSL

ForDX3300-TL, connecta DSLcable to the DSLport forIntemet connec tion.

IAN1 -TAN3

ConnectcomputersorotherEthemet devicesto Ethemetportsforintemetaccess.

TAN4/WAN

IANmode: ConnectcomputersorotherEthemetdevicesto the IAN4/ WAN portforhhtemet
access.

WANmode: Connectthe IAN4/ WAN portto a gateway/ modem with an Ethemetcable forintemet
connec tion.

The USBportisused forcellular WAN backup, file-sharing, and media server.

Press the button to re tum the ZyxelDevice to the factory defaults.

POWER

Connectthe poweradapterand pressthe ON/OFFbutton to start the device.

WIAN

Press the WIAN button formore than 1 second to enable the WiH func tion.

WPS

Pressthe WPSbutton once within 3 secondsto quickly setup a secure WiFiconnection between the
device and a WPScompatble client.

2.3.4 EX3500-T0 and EX3501-T0

Figure 39 EX3500-T0
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Figure 40 EX3501-T0
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The following table describesthe temson the ports panelsof EX3500-T0 and EX3501-T0.

Table 24 PanelPorts and Buttons

TABEL DESCRIPIION

WAN Use an Ethemetcable to connectthe WAN portto a gateway/modem forlntemetconnection.
IAN1 -TAN3 | ConnectcomputersorotherEthemet devicesto Ethemet portsforIntemetaccess.

Phonel1/2 Connectanalog phonesto the PHONEportsto make phone cals.

USB The USBportisused forcellular WAN backup, file-sharing, and media server.

RESET Press the button to re tum the ZyxelDevice to the factory defaults.

POWER Connectthe poweradapterand pressthe ON/OFFbutton to start the device.

WIAN Pre ss the WIAN button formore than 1 second to enable the WiH func tion.

WPS Pressthe WPSbutton once within 3 secondsto quickly setup a secure WiFiconnection between the

device and a WPScompatble client.
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2.3.5 EX3600-T0

Figure 41 EX3600-T0
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The following table describesthe itemson the ports panels of EX3600-T0.

Table 25 PanelPorts and Buttons

IABEL

DESCRIPIION

WAN

Use an Ethemetcable to connectthe WAN portto a gateway/modem forlntemetconnection.

IAN1 -TAN4

ConnectcomputersorotherEthemet devicesto Ethemetportsforintemetaccess.

USB

The USBportisused forcellular WAN backup, file -sharing, and media server.

RESET

Press the button formore than 5 seconds to retum the ZyxelDevice to the factory defaults.

POWER

Connectthe poweradapterand pressthe ON/OFFbutton to start the device.

WiFi ON/O FF

Press the WiFEON/OFFbutton formore than 2 seconds to enable the WiFi func tion.

WPS

Pressthe WPSbutton once within 3 secondsto quickly setup a secure WiFiconnection between the
device and a WPScompatble client.
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2.3.6 EX5600-T1, EX5601-T0 and EX5601-T1

Figure 42 EX5600-T1

Figure 43 EX5601-T0 / EX5601-T1L

Note: See Section 1.1 on page 20 to see if yourZyxelDevice supportsthe SFP port.

Figure 44 EX5600-T1 / EX5601-T0 / EX5601-T1 Side Panels

AX/DX/EE/ EX/PX Series User's Guide

67



Chapter2 Hardware

- |'.|'|-'"I-.

|
L] £

3 1 |2
: (0
= ﬂ 19
B | A
] i-ll-
Y

The following table describesthe temson the ports panelsof EX5600-T1, EX5601-T0 and EX5601-TI.

Table 26 PanelPorts and Buttons

TA BEL DESCRIPIION

2.5G WAN ForEX5600-T1 and EX5601-T1, use an Ethemetcable to connectthe 2.5G WAN portto a gateway/
modem foran (up to) 2.5 Gbps ntemetconnection.
ForEX5601-T0, use an Fthemetcable to connectthe 2.5G WAN portto a gateway/modem, or
connecta fberoptic/Ethemetcable to the SFP port through an SFPtransceiverforan (up to) 2.5
Gbps Ethemetconnection.

2.5G IAN1 Connectcomputersorother Ethemetdevicesto the 2.5G IAN port forntemetaccess with speed
up to 2.5 Gbps.

TAN2-4 ConnectcomputersorotherEthemet devicesto Ethemet portsforntemetaccess.

SFP ForEX5601-T0, nserta compatble SFP transceiverto the SFP port and connecta fiberoptic or
Ethemetcable foran (up to) 2.5 Gbps Intemetconnection.

USB The USBportisused forcellular WAN backup, file-sharing, and media server.

PHONEL1/2 ForEX5601-T0,and EX5601-TL, connectanalog phonesto the PHONEporntswith RI 11 cablesforVoIP
services.

RESET Pressthe button formore than 5 seconds to retum the ZyxelDevice to the factory defaults.

POWER Connectthe poweradapterand pressthe ON/OFFbutton to start the device.

WPS Press the WPSbutton once within 3 secondsto quickly setup a secure WiFiconnection between the
device and a WPScompatble client.

Wik Press the WiFibutton formore than 2 secondsto enable the WiFi func tion.
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2.3.7 EX7501-B0

Figure 45

Bo ttom Panel
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The following table describesthe temson the ports panelsof EX7501-B0.

Table 27 PanelPorts and Buttons

IABEL

DESCRIPIION

10G WAN

Connectan Ethemetcable to the 10G WAN port foran (up to) 10 Gbps Ethemet connection.

10G IAN

ConnectcomputersorotherEthemet devicesto the 10G IAN port forIntemetaccesswith speed
up to 10 Gbps.

IAN1+4

ConnectcomputersorotherEthemet devicesto Ethemet portsforlntemetaccess.

USB

The USBportisused forcellular WAN backup, file-sharing, and media server.

PHONEL/2

Connectanalog phonesto the PHONE ports with RJ-11 cablesfor VoIP services.

RESET

Press the button formore than 5 seconds to retum the ZyxelDevice to the factory defaults.

POWER

Connectthe poweradapterand pressthe ON/OFFbutton to start the device.

WPS

Pressthe WPSbutton once within 3 secondsto quickly setup a secure WiFiconnection between the
device and a WPScompatble client.

WIAN

Press the WIAN button formore than 2 seconds to enable the WiFi func tion.
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2.3.8 EK6601-00

Figure 47 RearPanel

Figure 48 WPS WIAN Buttons
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The following table describesthe itemson the ports panelsof EE6601-00.

Table 28 PanelPorts and Buttons

IABEL

DESCRIPIION

10G WAN

Connectan Ethemetcable to the 10G WAN port foran (up to) 10 Gbps Ethemetconnection.

10G IAN

Connectcomputersorother Ethemetdevices to the 10G IAN port forlntemetaccess with speed
up to 10 Gbps.

IAN1+4

ConnectcomputersorotherEthemet devicesto Ethemet portsforlntemetaccess.

USB

The USBportisused forcellular WAN backup, file -sharing, and media server.

PHONEL/2

Connectanalog phonesto the PHONE ports with RJ-11 cablesfor VoIP services.

WiFHON/
OFF

Press the Wi-FiON/OFFbutton formore than 2 seconds to enable the WiH func tion.

RESET

Press the button formore than 5 seconds to retum the ZyxelDevice to the factory defaults.

POWER

Connectthe poweradapterand pressthe ON/OFFbutton to start the device.

WPS

Pressthe WPSbutton once within 3 secondsto quickly setup a secure WiFiconnection between the
device and a WPScompatble client.
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2.3.9 PX3321-T1

Figure 49 PX3321-T1
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2.3.10 PX5301-T0

Figure 50 PX5301-T0 RearPanel
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Figure 51 PX5301-T0 Bottom Panel(PON Po rt)

2.3.11 PX5311-T0

Figure 52 PX5311-T0
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The following table describesthe temson the ports panelofPX3321-Tl, PX5301-T0 and PX5311-T0.

Table 29 PanelPorts and Buttons

TABEL DESCRIPIION

POWER Connectthe poweradapterand pressthe ON/OFFbutton to start the device.

USB The USBportisused forcellular WAN backup, file-sharing, and media server.

IAN 14 ConnectcomputersorotherEthemet devicesto Ethemet portsforntemetaccess.

Phone Connectanalog phone to the PHONEpo1t with RJ11 cable for VoIP sevices.

WPY Wik Press the WPS/ WiFi On-Offbutton onc e within 3 secondsto quickly setup a secure WiFiconnection
On-Off between the device and a WPS-compatible client.

Press the WPS/WiFi On-Offbutton once more than 3secondsto enable ordisable the WiF. The Wik
isenabled by default.

RESET Pressthe button formore than 5 seconds to retum the ZyxelDevice to the factory defaults.

PON Connectthe fiberoptic cable to the PON (Passive OpticalNetwork) port forlntemetaccess.
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2.3.12 TansceiverInstallation/ Removal

TransceiverInstallation

Use the following stepsto installan SFP transceiver.

1 Attach an ESD preventive wrist strap to yourwrst and to a bare metalsurface.
2 Align the transceiverin front ofthe slot opening.

3 Make sure the latch isin the loc k position (latec h styles vary), then insert the transceiverinto the slot with
the exposed section of PCBboard facing down.

4 Pressthe transceiverfimly untilit ¢ licks into place.

5 'The ZyxelDevice automatically detectsthe installed transceiver. Check the IEDs to verify that it is
func tioning propedy.

6 Remove the dust plugsfrom the transceiverand cables(dust plug styles vary).

7 Hentify the signaltransmission direction ofthe flberoptic cablesand the transceiver. Insert the fber
optic cable into the transceiver.

Figure 53 Iatch in the Iock Position

ST

Figure 54 Transceiverhstallation Example

b

Figure 55 Connecting the FiberOptic Cables

b

Transceiver Removal

Use the following stepsto remove an SFPtransceiver.

1 Attach an ESD preventive wrist strap to yourwrst and to a bare metalsurface on the chassis.

2 Remove the fberoptic cablesfrom the transceiver.
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3 Pulloutthe latch and down to unlock the transceiver(latch styles vary).

Note: Make sure the transceiverslatch ispushed allthe way down, so the transceivercanbe
pulled out suc c e ssfully.

4 Pullthe latch, oruse yourthumb and indexfingerto grasp the tabsonboth sidesofthe transceiver, and
carefully slide it out of the slot.

Note: Do NOTpullthe transceiveroutby force. Youcould damage it. Fthe transceiverwilnot
slide out, grasp the tabsonboth sidesofthe transceiverwith a slightup ordown motion

and carefully slide it out of the slot. Funsuccessful, contact Zyxel Support to prevent
damage to yourZyxelDevice and transceiver.

5 Insertthe dust plug into the portson the transceiverand the cables.
Figure 56 Removing the FlberOptic Cables

-

Figure 57 Opening the Transceiverslatch Example

)

Figure 58 Transceiver RemovalExample

-

2.3.13 WPS Button

You can use the WPSbutton to quickly set up a secure WiFiconnectionbetween the ZyxelDevice and a
WPS-compatible clientby adding one device ata time.

To Activate WPS

1 Make sure the POWERIED ison and not blinking.

2 Pressthe WPSbutton once within 3 seconds(see the portspaneltable ofeach ZyxelDevice modelin
Section 2.3 onpage 58 formore information) and release it.

3 Pressthe WPSbutton on anotherWPSenabled device within range ofthe ZyxelDevice (within 120
seconds). The WPSIED flashes green while the ZyxelDevice setsup a WPSconnection with the other
wirelessdevice.
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4 Once the connection is succ e ssfully made, the WPS IED will light o ff.

2.3.14 RESET Button

Fyouforgetyourpassword orcannotaccessthe Web Configurator, you wilneed to use the RESET
button to reload the factory-default configuration file. This me ansthat you willlose all ¢ o nfigurations
thatyouhad previously. The password willbe resetto the factory default (see the device label), and the
IANPaddresswilbe “192.168.1.1”.

1 Make sure the POWERIED is on (not blinking).

2 T setthe device backto the factory default settings, pressthe RESETb utton formore than 5secondsor
untilthe POWERIED beginsto blinkand then release it. When the POWERIED begins to blink, the defaults
have been restored and the device restarts.
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C HAPTER 3
Web Configurator

3.1 Overview

The Web Configuratorisan HIMI-based managementinterfface thatallowseasy system setup and
management through ntemetbrowser. Use a browserthat supports HIMI5, such as Microso ft Edge,
Mo zilla Firefox,orGoogle Chrome. The recommended minimum screen resolution is 1024 by 768 pixels.

Inorderto use the Web Configuratoryouneed to allow:

* Web browserpop-up windows from yourcomputer.
e JavaScript(enabled by default).

e Java pemissions(enabled by default).
3.1.1 Access the Web Configurator

1 Make sure yourZyxelDevice hardware isproperdy connected (referto the Quick Start Guide).
2 Make sure yourcomputerhasan IPaddressin the same subnet asthe ZyxelDevice.
3 Iaunch yourweb browser. Type https://192.168.1.1 in yourbrowseraddressbar.

4 Ta“Yourconnectionisnotprvate” message appears,clckAdvanced, thenclck Proceed to
192.168.1.1(unsafe) to go to the login screen.

A

Your connection is not private

02, 1681, T

182 16811
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Note: Fyou see thiswaming page, itindicatesthat yourbrowserhasfailed to vernfy the
Secure SocketsIayer(SSD) cettificate, which opensanencrypted connection. Youcan
ignore thismessage and proceed to 192.168.1.1.

5 Aloginscreen displays. Selectthe language you prefer(upperright).

ZYYEL oo '

Login

6 D accessthe administrative Web Configuratorand manage the ZyxelDevice, enterthe default user
name admin and the randomly assigned default password (see the ZyxelDevice label) in the Iogin
screen and clickIogin. fyou have changed the password, enteryourpassword and clickLogin.

Figure 59 Iogin Screen

Login

Note: The first time you enterthe password, you wilbe asked to change it. Make sure the new
password must be atleast 8 characters, mustcontain atleastone uppercase letter,
one lowercase letter, one number, and one specialcharacter. Forsome models, the
password mustcontain atleast one English characterand one number. Please see the
password requirement displayed on the screen.
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Figure 60 Change Password Screen

Possword Resel
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Change posswoid

The Connection Status screen appears. Use thisscreen to configure basic hntemetaccessand WiH
se tting s.

Figure 61 Connection Status

Cannacliviky Syalem Infa
= E S 505 - Ed
i L= . vebn ey W IS[ARRY.0)nd
7 L

0 dogz § foiivd 50 reavid 18 sa<i
L BR324 - CH-20

5 wt YA 1000, Full 3

WiFi Setings ﬁ Gues! WiFi Setings
= # w7 ; =
T 1.4
o Dymel CETI & Pyuel CET| guar ssssssssss e
i
'E" Vi i ?
. Dyedl CEZT_EQ - Eyawl CEI guer ssssssssss (T

e

LAMN Farenial Contral

TP Tl
25125 T5I0 ﬂ
TRl 3= TR TAE T 254

I doyx e Oreing
2

AX/DX/EE/ EX/PX Series User s Guide

78



Chapter3 Web Configurator

3.2 Web Configuratorlayout

Figure

B
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Asillustrated above, the main screen isdivided into these parts:

* A —Settingskon (Navigation Paneland Side Bar)
e B-Iayoutlcon
* C —Main Window

3.2.1 Settings Icon

Ch'ckthisicon(f) to see the side barand navigation panel

3.2.1.1 Side Ba

r

The side barprovidessome iconson the right hand side.

AX/DX/EE/ EX/PX Series User s Guide

79



Chapter3 Web Configurator

Figure 63 Side Bar
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The icons provide the following func tio ns.

Table 30 Web Configuratork onsin the Ttle Bar
ICON DESCRIPTIO N
IED: Click thisicon to tum off/on the ZyxelDevice’s panel ILEDs.
-
Wizand: Click thisicon to open screens where you can configure the ZyxelDevice’s time zone
l;. and Wi se tting s.
alHH
Theme: Click thisicon to selecta colorthatyoupreferand apply itto the Web Configurator.
1y =
+! Thame
M3 u.
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Table 30 Web Configuratorkonsin the Ttle Bar(c ontinued)
ICON DESCRIPTIO N
Ianguage: Selectthe language you prefer.

a

Help: Clic k this link to display web help pages. The help pagesprovide descriptionsforallof the
—3 configuration screens.

Restant: Click thisicon to reboot the ZyxelDevice without tuming the powero ff.

Iogout: Clickthisicon to log outofthe Web Configurator.
5

MmN

3.2.1.2 Navigation Panel

Clic k the menu icon(f) to display the navigation panelthatcontainsconfiguration menusand icons
(quic k links). Click X to close the navigation panel

Use the menu ite ms on the navigation panelto open screens to configure ZyxelDevice features. The
following tablesdescrbe each menu item.
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Figure 64 Navigation Panel
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Table 31 Navigation PanelSummary

LINK TAB

FUONCTION

Connection Status

Use thisscreen to configure basic Intemet access, wirele ss settings, and
parentalcontrolsettings. Thisscreen also showsthe netwo 1k status o f the
ZyxelDevice and computers/devicesconnected to it.

Ne two rk Se tting
Broadband Broadband Use thisscreen to view and configure ISPparameters, WAN IP address
assignment, and otheradvanced properties. Youcan also add new
WAN connec tions.
CellularBackup Use thisscreen to configure a cellularWAN connection asa backup to
keep you online ifthe primary WAN connection fais.
Wire le ss General Use thisscreen to configure the WiFise ttings and WiFiauthentication or

se c urity settings.

Guest/ More AP

Use thisscreen to configure multiple BSSs on the ZyxelDevice.

MAC Use thisscreen to blockorallow wire le ss tra ffic from wirelessdevices of

Authentication certain SSIDsand MAC addressesto the ZyxelDevice.

WPS Use thisscreen to configure and view your WPS (Wiki Protec ted Setup)
se tting s.

WMM Use thisscreen to enable ordisable WiFi MultiMe dia (WMM).

Others Use thisscreen to configure advanced WiFisettings.

Channel Sta tus Use thisscreen to scan WiFic hannelnoises and view the re sults.

MESH Use thisscreen to enable ordisable MPro Me sh.

AX/DX/EE/ EX/PX Series User s Guide

82




Chapter3 Web Configurator

Table 31 Navigation PanelSummary (c ontinued)

IINK TAB FUNCTION
Home TIAN Se tup Use thisscreen to configure JAN TCP/IP se tting s, and otheradvanced
Ne two rking propetties.
Sta tic DHCP Use thisscreen to assign specific IPaddressesto individual MAC
addresses.
UPnP Use thisscreen to turn UPnP and UPnP NATTon oro ff.
Additional Use thisscreen to configure IPaliasand public static IP.
Subnet
SIBVendorID Use thisscreen to configure the VendorIDsofthe connected SetTop Box
(STB) devices, which have the ZyxelDevice automatically create static
DHCP entries forthe SIBdevices when they request IPaddresses.
Wake on IAN Use thisscreen to remotely tum on a device on the ocalnetwork.
TFIP ServerName | Use DHCP option 66 to ide ntify a TFIP servername.
Routing Sta tic Ro ute Use thisscreen to view and set up static routeson the ZyxelDevice.
DNSRoute Use thisscreen to forward DNSqueresforcertain domain namesthrough
a specific WAN interface to its DNSservers.
Polic y Ro ute Use thisscreen to configure policy routing on the ZyxelDevice.
RIP Use thisscreen to configure Routing Ihnformation Protocolto exc hange
routing information with othe rro uters.
QoS General Use thisscreen to enable QoSand traffic priortizing. You can also
configure the QoSrulesand ac tions.
Queue Setup Use thisscreen to configure QoSqueues.
Cla ssific a tion Use thisscreen to define a classifier.
Se tup
ShaperSe tup Use thisscreen to limit o utgoing traffic rate on the selected interface.
Po lic er Se tup Use thisscreen to configure QoSpolicers.
NAT Port Forwarding Use thisscreen to make yourlocalservers visible to the outside world.
Port Thg gering Use thisscreen to change yourZyxelDevice’sporttriggering settings.
DMZ Use thisscreen to configure a defaultserverwhichreceivespacketsfrom
portsthatare notspecified in the Port Forwarding screen.
AIG Use thisscreen to enable the ALGs (Application IayerGate ways) in the
ZyxelDevice to allow applicationsto operate through NAT
Address Mapping | Use thisscreen to change yourZyxelDevice'sIPaddressmapping
se tting s.
Se ssio ns Use thisscreen to configure the maximum numberofNATsessionseach
clent hostisallowed to have through the ZyxelDevice.
PCP Use thisscreen to configure PCP (Port Control Protocol) to allow devices
suchasweb orfile sharing serversbehind the ZyxelDevice to receive
inc oming traffic .
DNS DNS Entry Use thisscreen to view and configure DNSro utes.
Dynamic DNS Use thisscreen to allow a static hostname aliasfora dynamic IPaddress.
IGMP/ MID IG MP/ MID Use thisscreen to ¢ onfigure multic a st se tting s (IGMP forPv4 and MID for
IPv6 multicast groups) on the WAN.
VIAN Group VIAN Group Use thisscreen to group and tag VIAN IDs to outgoing traffic from the
specified interface.
Interface Interface Use thisscreen to map a portto create multiple networks on the Zyxel
Grouping Grouping Device.
USB Servic e File Sharing Use thisscreen to enable file sharing through the ZyxelDevice.
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Table 31 Navigation PanelSummary (c ontinued)

LINK TAB FUONCTION
Media Serwer Use thisscreen to use the ZyxelDevice asa media server.
Se ¢ urity
Fire wall General Use thisscreen to configure the securty levelof yourfirewall
Protocol Use thisscreen to add Intemet servicesand configure frewallrules.
AccessControl Use thisscreen to enable specific traffic direc tionsfornetwork services.
DoS Use thisscreen to activate protection against Denialof Service (Do S)
attacks.
MAC Hilter MAC Hlter Use thisscreen to blockorallow traffic form devicesofcertain MAC
addressesto the ZyxelDevice.
Home Sec urity Connected Use thisscreen to setup a URLfilterthat blocksusers on yournetwork

Home Sec urity

from accessing certain website s.

Parental ParentalControl | Use thisscreen to define time periodsand daysduring which the Zyxel
Control Device performsparentalcontroland/orblock web site s with the
specific URL
Sc he dule r Rule Sc he d ule r Rule Use thisscreen to configure the daysand times when a configured
restriction (such asparentalcontwl) isenforced.
Certificates IocalCertificates | Use thisscreen to view a summary listofcentificatesand manage
certificate s and certific ation re quests.
Tusted CA Use thisscreen to view and manage the list ofthe trusted CAs.
VolIP
SIP SIP Account Use thisscreen to setup information about yourSIP account and
configure audio settingssuch asvolume levelsforthe phones
connected to the ZyxelDevice.
SIP Service Use thisscreen to configure the SIP serverinformation, and otherSIP
Provider settings, such asQoSforVoIP calls, outbound proxy, DIMFmode and SIP
time rs.
SIPTISCommon | Use thisscreen to change the default MISlocalportifyouneed to, and
selecta localcerttificate forthe SIPserverto verify the ZyxelDevice.
Phone Phone Device Use thisscreento controlwhich SIPaccountseach phone usesto handle
outgoing and ncoming calls.
Region Use thisscreen to selectyourlocationand callservice mode.
CallRule CallRule Use thisscreen to configure speed dialforSIP phone numbersthatyou
oftencall
C all Histo ry Call Histo ry Use thisscreen to view detailed information foreach outgoing callyou
made oreachincoming callfrom someone calling you. You can also
view a summary listofreceived, dialed and missed calls.
Syste m Mo nitor
Iog System Iog Use thisscreen to view the statusofeventsthatoccumed to the Zyxel

Device.Youcanexportoremailthe logs.
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Table 31 Navigation PanelSummary (c ontinued)

LINK

TAB

FUONCTION

Securty Iog

Use thisscreen to view allsecurty related events. Youcan select the
leveland category ofthe security eventsin theirproperdr p-down list
window.

Ievelsinc lude:

e Emergency

e Alnt

e Crtical

e Enor

e Waming

e Notice

e Informational
e Debugging
Categoriesinclude:
e Account

e Attack

e Frewall
e MAC Hlter

Tra ffic Status

WAN

Use thisscreen to view the statusofallnetwork traffic going through the
WAN port ofthe ZyxelDevice.

IAN

Use thisscreen to view the statusofallnetwork traffic going through the
IAN portsofthe ZyxelDevice.

NAT

Use thisscreen to view NATstatistic s forconnected ho sts.

Vo IP Sta tus

Vo IP Status

Use thisscreen to view VoIP re gistration, current c all status and phone
numbers forthe phone ports.

ARP Table

ARP Table

Use thisscreen to view the ARPtable. kEdisplaysthe IPand MAC address
ofeach DHCP connec tion.

Routing Table

Routing Table

Use thisscreen to view the routing table on the ZyxelDevice.

Multic a st Sta tus

IG MP Sta tus

Use this screen to view the status ofallIGMP settings on the ZyxelDevice.

MID Sta tus

Use thisscreen to view the statusofall MID settings on the ZyxelDevice.

WIAN Sta tion
Sta tus

WIAN Sta tion
Sta tus

Use thisscreen to view the wireless stationsthatare cumently associated
to the ZyxelDe vice’s WiFL

Cellular
Sta tistic s

C e Ilula r Sta tistic s

Use thisscreen to look atthe cellularlntemet connec tion status.

GPON Sta tus

GPON Status

Use thisscreen to view the opticalfibertransceivers X powerand RX
powerleveland itstemperature.

Maintenance

Syste m

Syste m

Use thisscreen to setthe ZyxelDevice name and Domain name.

UserAccount

UserAccount

Use thisscreen to change the userpassword on the ZyxelDevice.

Remote MGMTSewices Use thisscreen to enable specific traffic direc tionsfornetwork services.
Management
Trust Domain Use thisscreen to view a listof public IPaddresses which are allowed to

accessthe ZyxelDevice through the services configured in the
Maintenance > Remote Management> MGMTServices screen.

Power Monitor PowerMonitor Use thisscreen to view the cumrentand pastamountofpowerconsumed
by the ZyxelDevice.

SNMP SNMP Use thisscreen to c onfigure SNMP (Simple Network Management
Protocol) settings.

Tme Tme Use thisscreen to change yourZyxelDevice’stime and date.
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Table 31 Navigation PanelSummary (c ontinued)

IINK TAB FUNCTION
E-m_ail ) Email Use thisscreen to configure up to two mailserversand senderaddresses
No tific ation No tific a tion on the ZyxelDevice.
Iog Setting Iog Settings Use thisscreen to change yourZyxelDevice’slog settings.
Fimware Fmware Use thisscreen to upload firmware to yourZyxelDevice.
Upgrade Upgrade
Backup/Restore | Backup/Restore Use thisscreen to backup and restore yourZyxelDevice’s configuration
(settings) orresetthe factory default settings.
Reboot Reboot Use thisscreen to reboot the ZyxelDevice / Zyxel Me sh syste m witho ut
tuming the poweroff.
Dia g no stic Ping&Tacemwute | Use thisscreen to identify proble ms with the ZyxelDevice. You c an use
&Nsslo o kup Ping, Trace Route, or Nslookup to help you identify problems.
802.1ag Use thisscreen to configure CFM (Conne c tivity Fa ult Manage me nt) MD
(maintenance domain) and MA (maintenance association), perform
connectivity te sts and view test reports.
802.3ah Use thisscreen to configure ink OAM port parame ters,

3.2.1.3 Dashboard

Use the menu items in the navigation panelon the rightto open screensto configure the ZyxelDevice’s

fe atures.

Figure 65 Navigation Panel

3.2.2 Widgetlcon

Connection $tolus o
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Clic k the Widgeticon(!')inthe lowerleftcomerto amange the screenorder.
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Figure 66 Dashboard Widget
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The folowing screen appears. Selecta blockand hold it to move around. Clic k the Checkicon(:{?'p in
the lowerleft comerto save the changes. o
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Figure 67 Checkkon
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C HAPTER 4
Quick Start

4.1 Quick Start Overview

Use the Wizard screens to configure the Zyxel Device’s time zone and WiH se tting s.

Note: See the technicalreference chaptersforbackground information on the fe aturesin this
chapter.

4.2 Quick Start Se tup

You canclickthe Wizard ic on in the side barto open the Wizard scre ens. Afteryou clickthe Wizard icon,
the follbwing screen appears. ClickIets go to proceed with settings on time zone and WiFinetworks. k

willtake you a few minutesto complete the settingson the Wizard screens. You can clic k Skip to leave
the Wizard screens.

Figure 68 Wizard — Home
Culck Sart Winord
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4.3 Quick Start Setup - Time Zone

Selectthe time zone ofthe Zyxel Device’sloc ation. Clic k Next.
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Figure 69 Wizard — Time Zo ne

[

1 2

21" i ]

Mt

4.4 Quick Start Setup — Intemet Connection

The ZyxelDevice detects your htemet connec tion status. Click Next to c ontinue.

Figure 70 Wizard — Intemet

£ 3

filwiramt

Meut

4.4.1 SuccessfulIntemet Connection

The ZyxelDevice hasIntemetaccess.

Figure 71 Wizard — SuccessfulIntemet Connection
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4.4.2 Unsuccessful ntemet Connection

The ZyxelDevice did not detecta WAN connection. See Section 46.4 on page 517 fortroubleshooting
the ZyxelDevice WAN c onnec tion.

Figure 72 Wizard — Internet Connec tion is Down

4.5 Quick Start Se tup - WiFi

Turn WiFion oroff. Fyou keep iton, record the WiFi Name and Password in thisscreen so youcan
configure your WiFiclientsto connectto the ZyxelDevice. Fyou want to show orhide your Wik
passwomd, clic k the Eye icon (#£%).

Select Keep 2.4G and 5G the same to use the same SSID for2.4G and 5G WiFinetwo rks. Otherwise, clear
the checkboxto have two different SSIDs for2.4G and 5G WiFinetworks. The screen and fields to enter
may vary when youselectorclearthe checkbox.

You have to disable MPro Mesh in the Network > Wireless > MESHscreen to clearthe Keep 2.4G and 5G
the same checkbox. ClickDone.

Figure 73 Wizard — Wik
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4.6 Quick Start Se tup — Finish

YourZyxelDevice saves and applies yoursettings.
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