-

Customer Support

In the event of problems that cannot be solved by using this manual, you should contact your
vendor. If you cannot contact your vendor, then contact a ZyXEL office for the region in which you
bought the device. Regional websites are listed below (see also http://www.zyxel.com/
about_zyxel/zyxel_worldwide.shtml). Please have the following information ready when you
contact an office.

Required Information
* Product model and serial number.
= Warranty Information.
= Date that you received your device.

= Brief description of the problem and the steps you took to solve it.

Corporate Headquarters (Worldwide)

Taiwan

e ZyXEL Communications Corporation

* http://www.zyxel.com
Asia

China

= ZyXEL Communications (Shanghai) Corp.
ZyXEL Communications (Beijing) Corp.
ZyXEL Communications (Tianjin) Corp.

* http://www.zyxel.cn

India
= ZyXEL Technology India Pvt Ltd

* http://www.zyxel.in

Kazakhstan
= ZyXEL Kazakhstan
« http://www.zyxel.kz
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Europe

Korea
» ZyXEL Korea Corp.
* http://www.zyxel.kr

Malaysia
= ZyXEL Malaysia Sdn Bhd.

* http://www.zyxel.com.my

Pakistan
« ZyXEL Pakistan (Pvt.) Ltd.

« http://www.zyxel.com.pk

Philipines
= ZyXEL Philippines

* http://www.zyxel.com.ph

Singapore
= ZyXEL Singapore Pte Ltd.

* http://www.zyxel.com.sg

Taiwan
« ZyXEL Communications Corporation

* http://www.zyxel.com

Thailand
e ZyXEL Thailand Co., Ltd
* http://www.zyxel.co.th

Vietnam

= ZyXEL Communications Corporation-Vietnam Office

* http://www.zyxel.com/vn/vi

Austria
» ZyXEL Deutschland GmbH
« http://www.zyxel.de

Belarus
e ZyXEL BY
* http://www.zyxel.by
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Belgium
= ZyXEL Communications B.V.

* http://www.zyxel.com/be/nl/

Bulgaria
e ZyXEL Bwnrapusa
« http://www.zyxel.com/bg/bg/

Czech

« ZyXEL Communications Czech s.r.o

* http://www.zyxel.cz

Denmark
= ZyXEL Communications A/S
* http://www.zyxel.dk

Estonia
= ZyXEL Estonia

* http://www.zyxel.com/ee/et/

Finland
= ZyXEL Communications

* http://www.zyxel.fi

France
= ZyXEL France
* http://www.zyxel.fr

Germany
= ZyXEL Deutschland GmbH
* http://www.zyxel.de

Hungary
e ZyXEL Hungary & SEE
= http://www.zyxel.hu

Latvia
= ZyXEL Latvia

* http://www.zyxel.com/Iv/Iv/homepage.shtml
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Lithuania
= ZyXEL Lithuania
* http://www.zyxel.com/It/It/homepage.shtml

Netherlands
= ZyXEL Benelux

* http://www.zyxel.nl

Norway
= ZyXEL Communications

« http://www.zyxel.no

Poland
= ZyXEL Communications Poland

* http://www.zyxel.pl

Romania
= ZyXEL Romania

* http://www.zyxel.com/ro/ro

Russia
= ZyXEL Russia

* http://www.zyxel.ru

Slovakia
= ZyXEL Communications Czech s.r.0. organizacna zlozka

* http://www.zyxel.sk

Spain
e ZyXEL Spain

* http://www.zyxel.es

Sweden
= ZyXEL Communications

* http://www.zyxel.se

Switzerland
* Studerus AG
* http://www.zyxel.ch/
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Turkey
« ZyXEL Turkey A.S.

* http://www.zyxel.com.tr

UK
e ZyXEL Communications UK Ltd.

* http://www.zyxel.co.uk

Ukraine
= ZyXEL Ukraine

« http://www.ua.zyxel.com

Latin America

Argentina
e ZyXEL Communication Corporation

* http://www.zyxel.com/ec/es/

Ecuador
= ZyXEL Communication Corporation

* http://www.zyxel.com/ec/es/

Middle East

Egypt
e ZyXEL Communication Corporation

* http://www.zyxel.com/homepage.shtml

Middle East

» ZyXEL Communication Corporation

« http://www.zyxel.com/homepage.shtml

North America

USA

= ZyXEL Communications, Inc. - North America Headquarters

* http://www.us.zyxel.com/
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Oceania

Australia
= ZyXEL Communications Corporation

* http://www.zyxel.com/au/en/

Africa

South Africa
« Nology (Pty) Ltd.

* http://www.zyxel.co.za
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Legal Information

Copyright © 2014 by ZyXEL Communications Corporation.

The contents of this publication may not be reproduced in any part or as a whole, transcribed, stored in a retrieval system, translated into
any language, or transmitted in any form or by any means, electronic, mechanical, magnetic, optical, chemical, photocopying, manual, or
otherwise, without the prior written permission of ZyXEL Communications Corporation.

Published by ZyXEL Communications Corporation. All rights reserved.

Disclaimers

ZyXEL does not assume any liability arising out of the application or use of any products, or software described herein. Neither does it
convey any license under its patent rights nor the patent rights of others. ZyXEL further reserves the right to make changes in any
products described herein without notice. This publication is subject to change without notice.

Your use of the NWA is subject to the terms and conditions of any related service providers.

Trademarks
Trademarks mentioned in this publication are used for identification purposes only and may be properties of their respective owners.

Certifications

B WN P

Federal Communications Commission (FCC) Interference Statement
The device complies with Part 15 of FCC rules. Operation is subject to the following two conditions:

= This device may not cause harmful interference.
= This device must accept any interference received, including interference that may cause undesired operations.

This device has been tested and found to comply with the limits for a Class B digital device pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This device generates, uses,
and can radiate radio frequency energy, and if not installed and used in accordance with the instructions, may cause harmful interference
to radio communications. However, there is no guarantee that interference will not occur in a particular installation.

If this device does cause harmful interference to radio/television reception, which can be determined by turning the device off and on, the
user is encouraged to try to correct the interference by one or more of the following measures:

Reorient or relocate the receiving antenna.

Increase the separation between the equipment and the receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for compliance could void the user's authority
to operate this equipment.

FCC Radiation Exposure Statement

= This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

= |EEE 802.11b, 802.11g or 802.11n (20MHz) operation of this product in the U.S.A. is firmware-limited to channels 1 through 11. IEEE
802.11n (40MHz) operation of this product in the U.S.A. is firmware-limited to channels 3 through 9.

« To comply with FCC RF exposure compliance requirements, a separation distance of at least 20 cm must be maintained between the
antenna of this device and all persons.

Industry Canada Statement

This device complies with RSS-210 of the Industry Canada Rules. Operation is subject to the following two conditions:

1) this device may not cause interference and

2) this device must accept any interference, including interference that may cause undesired operation of the device

This device has been designed to operate with an antenna having a maximum gain of 3dBi.

Antenna having a higher gain is strictly prohibited per regulations of Industry Canada. The required antenna impedance is 50 ohms.

To reduce potential radio interference to other users, the antenna type and its gain should be so chosen that the EIRP is not more than
required for successful communication.
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IC Radiation Exposure Statement

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. End users must follow the specific
operating instructions for satisfying RF exposure compliance.
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Notices

Changes or modifications not expressly approved by the party responsible for compliance could void the user's authority to operate the
equipment.

This Class B digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe B est conforme a la norme NMB-003 du Canada.
Network standby power consumption < 12W and Off mode power consumption < 0.5W.

ErP (Energy-related Products) Declaration of Conformity

All ZyXEL products put on the EU market in compliance with the requirement of the European Parliament and the Council published
Directive 2009/125/EC establishing a framework for the setting of ecodesign requirements for energy-related products (recast), so called
as "ErP Directive (Energy-related Products directive).

This product has been outside the scope of Energy efficiency limitation requirement in the light of the terms of Regulation (EC) No 1275/
2008, Annex IlI:

2. Four years after this Regulation has come into force:
(c) Availability of off mode and/or standby mode

Equipment shall, except where this is inappropriate for the intended use, provide off mode and/or standby mode, and/or another
condition which does not exceed the applicable power consumption requirements for off mode and/or standby mode when the equipment
is connected to the mains power source.

(d) Power management

-another condition which does not exceed the applicable power consumption requirements for off mode and/or standby mode when the
equipment is connected to the mains power source. The power anagement function shall be activated before delivery.

4. Information to be provided by manufacturers:

(c) the characteristics of equipment relevant for assessing conformity with the requirements set out in point 1(c), or the requirements set
out in points 2(c) and/or 2(d), as applicable, including the time taken to automatically reach standby, or off mode, or another condition
which does not exceed the applicable power consumption requirements for off mode and/or standby mode.

In particular, if applicable, the technical justification shall be provided that the requirements set out in point 1(c), or the requirements set
out in points 2(c) and/or 2(d), are inappropriate for the intended use of equipment.

EU Directive & Regulation:

ErP Directive: Directive 2009/125/EC

Standby & off mode: Regulation (EC) No 1275/2008,

Guidance accompanying Commission Regulation (EC) No 1275/2008,

source: http://ec.europa.eu/energy/efficiency/ecodesign/eco_design_en.htm

Viewing Certifications
Go to http://www.zyxel.com to view this product’s documentation and certifications.

ZyXEL Limited Warranty

ZyXEL warrants to the original end user (purchaser) that this product is free from any defects in material or workmanship for a specific
period (the Warranty Period) from the date of purchase. The Warranty Period varies by region. Check with your vendor and/or the
authorized ZyXEL local distributor for details about the Warranty Period of this product. During the warranty period, and upon proof of
purchase, should the product have indications of failure due to faulty workmanship and/or materials, ZyXEL will, at its discretion, repair or
replace the defective products or components without charge for either parts or labor, and to whatever extent it shall deem necessary to
restore the product or components to proper operating condition. Any replacement will consist of a new or re-manufactured functionally
equivalent product of equal or higher value, and will be solely at the discretion of ZyXEL. This warranty shall not apply if the product has
been modified, misused, tampered with, damaged by an act of God, or subjected to abnormal working conditions.

Note

Repair or replacement, as provided under this warranty, is the exclusive remedy of the purchaser. This warranty is in lieu of all other
warranties, express or implied, including any implied warranty of merchantability or fitness for a particular use or purpose. ZyXEL shall in
no event be held liable for indirect or consequential damages of any kind to the purchaser.

To obtain the services of this warranty, contact your vendor. You may also refer to the warranty policy for the region in which you bought
the device at http://www.zyxel.com/web/support_warranty_info.php.
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Registration
Register your product online to receive e-mail notices of firmware upgrades and information at www.zyxel.com.

Open Source Licenses

This product contains in part some free software distributed under GPL license terms and/or GPL like licenses. Open source licenses are
provided with the firmware package. You can download the latest firmware at www.zyxel.com. If you cannot find it there, contact your
vendor or ZyXEL Technical Support at support@zyxel.com.tw.

To obtain the source code covered under those Licenses, please contact your vendor or ZyXEL Technical Support at
support@zyxel.com.tw.

Regulatory Information

European Union
The following information applies if you use the product within the European Union.

Declaration of Conformity with Regard to EU Directive 1999/5/EC (R&TTE Directive)

Compliance Information for 2.4GHz and 5GHz Wireless Products Relevant to the EU and Other Countries Following the EU Directive 1999/5/EC
(R&TTE Directive)

[Czech] ZyXEL timto prohladuje, Ze tento zafizeni je ve shodé se zakladnimi pozadavky a daldimi pFislusnymi ustanovenimi
smérnice 1999/5/EC.

[Danish] Undertegnede ZyXEL erkleerer herved, at fglgende udstyr udstyr overholder de vaesentlige krav og gvrige relevante
krav i direktiv 1999/5/EF.

[German] Hiermit erklart ZyXEL, dass sich das Gerat Ausstattung in Ubereinstimmung mit den grundlegenden Anforderungen
und den uUbrigen einschlagigen Bestimmungen der Richtlinie 1999/5/EU befindet.

[Estonian] Kaesolevaga kinnitab ZyXEL seadme seadmed vastavust direktiivi 1999/5/EU p&hinduetele ja nimetatud direktiivist
tulenevatele teistele asjakohastele satetele.

English Hereby, ZyXEL declares that this equipment is in compliance with the essential requirements and other relevant
provisions of Directive 1999/5/EC.

[Spanish] Por medio de la presente ZyXEL declara que el equipo cumple con los requisitos esenciales y cualesquiera otras
disposiciones aplicables o exigibles de la Directiva 1999/5/CE.

[Greek] ME THN NMAPOYZA ZyXEL AHAQNEI OTI e§onAiopdg SYMMOP®QNETAIL MPOS TIZ OYZIQAEIS ANAITHZEIZ KAI TIZ
NAOINEZ ZXETIKEZ AIATAZEIZ THX OAHITAZ 1999/5/EC.

[French] Par la présente ZyXEL déclare que I'appareil équipements est conforme aux exigences essentielles et aux autres
dispositions pertinentes de la directive 1999/5/EC.

[1talian] Ai Sensi della Direttiva 2012/19/UE del Parlamento europeo e del Consiglio, del 4 luglio 2012, sui rifiuti di
apparecchiature elettriche ed elettroniche (RAEE).

[Latvian] Ar So ZyXEL deklarg, ka iekartas atbilst Direktivas 1999/5/EK butiskajam prasibam un citiem ar to saistitajiem
noteikumiem.

[Lithuanian] Siuo ZyXEL deklaruoja, kad $is jranga atitinka esminius reikalavimus ir kitas 1999/5/EB Direktyvos nuostatas.

[Dutch] Hierbij verklaart ZyXEL dat het toestel uitrusting in overeenstemming is met de essentiéle eisen en de andere
relevante bepalingen van richtlijn 1999/5/EC.

[Maltese] Hawnhekk, ZyXEL, jiddikjara li dan taghmir jikkonforma mal-htigijiet essenzjali u ma provvedimenti ohrajn relevanti li
hemm fid-Dirrettiva 1999/5/EC.

[Hungarian] Alulirott, ZyXEL nyilatkozom, hogy a berendezés megfelel a vonatkozé alapvetd kovetelményeknek és az 1999/5/EK
irdnyelv egyéb eldirasainak.

[Polish] Niniejszym ZyXEL o$wiadcza, ze sprzet jest zgodny z zasadniczymi wymogami oraz pozostatymi stosownymi
postanowieniami Dyrektywy 1999/5/EC.

[Portuguese] ZyXEL declara que este equipamento esta conforme com o0s requisitos essenciais e outras disposi¢des da Directiva
1999/5/EC.

[Slovenian] ZyXEL izjavlja, da je ta oprema v skladu z bistvenimi zahtevami in ostalimi relevantnimi dolocili direktive 1999/5/EC.

[Slovak] ZyXEL tymto vyhlasuje, Ze zariadenia spiﬁa zakladné poziadavky a vSetky prislusné ustanovenia Smernice 1999/5/EC.

[Finnish] ZyXEL vakuuttaa taten etté laitteet tyyppinen laite on direktiivin 1999/5/EY oleellisten vaatimusten ja sité koskevien
direktiivin muiden ehtojen mukainen.

[Swedish] Harmed intygar ZyXEL att denna utrustning star | 6verensstammelse med de vasentliga egenskapskrav och 6vriga
relevanta bestammelser som framgar av direktiv 1999/5/EC.

[Bulgarian] C HacTosiwoTo ZyXEL Aeknapwvpa, Yye ToBa 060pysBaHe € B CbOTBETCTBME CbC CbLUECTBEHUTE U3UCKBAHWUS U ApYyruTe
npunoxmmn pasnopeabute Ha AupekTtnBa 1999/5/EC.

[Icelandic] Hér med lysir, ZyXEL pvi yfir ad pessi bunadur er i samreemi vid grunnkrofur og énnur videigandi akvaedi tilskipunar
1999/5/EC.
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[Norwegian] Erkleerer herved ZyXEL at dette utstyret er | samsvar med de grunnleggende kravene og andre relevante
bestemmelser | direktiv 1999/5/EF.

[Romanian] Prin prezenta, ZyXEL declara ca acest echipament este in conformitate cu cerintele esentiale si alte prevederi
relevante ale Directivei 1999/5/EC.

National Restrictions

This product may be used in all EU countries (and other countries following the EU directive 1999/5/EC) without any limitation except for
the countries mentioned below:

Ce produit peut étre utilisé dans tous les pays de I'UE (et dans tous les pays ayant transposés la directive 1999/5/CE) sans aucune
limitation, excepté pour les pays mentionnés ci-dessous:

Questo prodotto € utilizzabile in tutte i paesi EU (ed in tutti gli altri paesi che seguono le direttive EU 1999/5/EC) senza nessuna
limitazione, eccetto per i paesii menzionati di seguito:

Das Produkt kann in allen EU Staaten ohne Einschrankungen eingesetzt werden (sowie in anderen Staaten die der EU Direktive 1995/5/CE
folgen) mit AuBnahme der folgenden aufgefuhrten Staaten:

In the majority of the EU and other European countries, the 2, 4- and 5-GHz bands have been made available for the use of wireless local
area networks (LANSs). Later in this document you will find an overview of countries inwhich additional restrictions or requirements or both
are applicable.

The requirements for any country may evolve. ZyXEL recommends that you check with the local authorities for the latest status of their
national regulations for both the 2,4- and 5-GHz wireless LANSs.

The following countries have restrictions and/or requirements in addition to those given in the table labeled “Overview of Regulatory
Requirements for Wireless LANs”:.

Overview of Regulatory Requirements for Wireless LANs

Frequency Band (MHz) Max Power Level Indoor ONLY Indoor and Outdoor
(EIRP)L (mw)

2400-2483.5 100 \Y

5150-5350 200 \Y

5470-5725 1000 \Y

Belgium

The Belgian Institute for Postal Services and Telecommunications (BIPT) must be notified of any outdoor wireless link having a range
exceeding 300 meters. Please check http://www.bipt.be for more details.

Draadloze verbindingen voor buitengebruik en met een reikwijdte van meer dan 300 meter dienen aangemeld te worden bij het Belgisch
Instituut voor postdiensten en telecommunicatie (BIPT). Zie http://www.bipt.be voor meer gegevens.

Les liaisons sans fil pour une utilisation en extérieur d’une distance supérieure a 300 métres doivent étre notifiées a I'Institut Belge des
services Postaux et des Télécommunications (IBPT). Visitez http://www.ibpt.be pour de plus amples détails.

Denmark

In Denmark, the band 5150 - 5350 MHz is also allowed for outdoor usage.

| Danmark ma frekvensbandet 5150 - 5350 ogsa anvendes udendgrs.

Italy

This product meets the National Radio Interface and the requirements specified in the National Frequency Allocation Table for Italy. Unless
this wireless LAN product is operating within the boundaries of the owner's property, its use requires a “general authorization.” Please
check http://www.sviluppoeconomico.gov.it/ for more details.

Questo prodotto € conforme alla specifiche di Interfaccia Radio Nazionali e rispetta il Piano Nazionale di ripartizione delle frequenze in
Italia. Se non viene installato all ‘interno del proprio fondo, I'utilizzo di prodotti Wireless LAN richiede una “Autorizzazione Generale”.
Consultare http://www.sviluppoeconomico.gov.it/ per maggiori dettagli.

Latvia

The outdoor usage of the 2.4 GHz band requires an authorization from the Electronic Communications Office. Please check http://
www.esd.lv for more details.

2.4 GHz frekveneu joslas izmantodanai arpus telpam nepieciedama atiauja no Elektronisko sakaru direkcijas. Vairak informécijas: http://www.esd.Iv.

Notes:
1. Although Norway, Switzerland and Liechtenstein are not EU member states, the EU Directive 1999/5/EC has also been implemented in
those countries.

2. The regulatory limits for maximum output power are specified in EIRP. The EIRP level (in dBm) of a device can be calculated by adding
the gain of the antenna used(specified in dBi) to the output power available at the connector (specified in dBm).
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List of national codes

COUNTRY 1ISO 3166 2 LETTER CODE COUNTRY 1ISO 3166 2 LETTER CODE
Austria AT Malta MT
Belgium BE Netherlands NL
Cyprus cY Poland PL
Czech Republic CR Portugal PT
Denmark DK Slovakia SK
Estonia EE Slovenia Sl
Finland FI Spain ES
France FR Sweden SE
Germany DE United Kingdom GB
Greece GR Iceland IS
Hungary HU Liechtenstein LI
Ireland IE Norway NO
Italy IT Switzerland CH
Latvia Lv Bulgaria BG
Lithuania LT Romania RO
Luxembourg LU Turkey TR

Safety Warnings

202

Do NOT use this product near water, for example, in a wet basement or near a swimming pool.
Do NOT expose your device to dampness, dust or corrosive liquids.
Do NOT store things on the device.
Do NOT install, use, or service this device during a thunderstorm. There is a remote risk of electric shock from lightning.
Connect ONLY suitable accessories to the device.
Do NOT open the device or unit. Opening or removing covers can expose you to dangerous high voltage points or other risks. ONLY

qualified service personnel should service or disassemble this device. Please contact your vendor for further information.

Make sure to connect the cables to the correct ports.

Place connecting cables carefully so that no one will step on them or stumble over them.

Always disconnect all cables from this device before servicing or disassembling.

Use ONLY an appropriate power adaptor or cord for your device. Connect it to the right supply voltage (for example, 110V AC in North

America or 230V AC in Europe).

Do NOT allow anything to rest on the power adaptor or cord and do NOT place the product where anyone can walk on the power
adaptor or cord.

Do NOT use the device if the power adaptor or cord is damaged as it might cause electrocution.

If the power adaptor or cord is damaged, remove it from the device and the power source.

Do NOT attempt to repair the power adaptor or cord. Contact your local vendor to order a new one.

Do not use the device outside, and make sure all the connections are indoors. There is a remote risk of electric shock from lightning.
Do NOT obstruct the device ventilation slots, as insufficient airflow may harm your device.

Antenna Warning! This device meets ETSI and FCC certification requirements when using the included antenna(s). Only use the
included antenna(s).

If you wall mount your device, make sure that no electrical lines, gas or water pipes will be damaged.

= The PoE (Power over Ethernet) devices that supply or receive power and their connected Ethernet cables must all be completely

indoors.

= This product is for indoor use only (utilisation intérieure exclusivement).

= FOR COUNTRY CODE SELECTION USAGE (WLAN DEVICES)
Note: The country code selection is for non-US model only and is not available to all US model. Per FCC regulation, all Wi-Fi product
marketed in US must fixed to US operation channels only.

Your product is marked with this symbol, which is known as the WEEE mark. WEEE stands for Waste Electronics and Electrical
Equipment. It means that used electrical and electronic products should not be mixed with general waste. Used electrical and
electronic equipment should be treated separately.
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Environmental Product Declaration
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Index

A authentication 95
file format 95
access privileges 10 Certificate Authority

See CA.

Certificates
Fingerprint 104

Accounting Server 80
Advanced Encryption Standard

See AES.

AES 186 MBS 104
public key 95

Alerts 106 SHA1 104
Alternative subnet mask notation 164 Certification Authority 103
Antenna 85 certifications 198
antenna notices 199

directional 190 viewing 199

gain 190 Channel 53

omni-directional 190
AP (access point) 180
Applications

Access Point 13

AP + Bridge 13

channel 180
interference 180

contact information 192
Controlling network access, Ways of 9

L cookies 18
applications .
MBSSID 10 copyright 198
Repeater 13 CTS (Clear to Send) 181
ATC 72 customer support 192

ATC+WMM 72

D
B
disclaimer 198
Basic Service Set 52 Distribution System 52
see BSS DNS 91, 109
Basic Service Set, See BSS 178 documentation
beacon 52 related 2
Beacon Interval 59, 62, 68 Domain Name Server (DNS) 109
BSS 10, 52,178 DS 52
DTIM Interval 59, 63, 68
dynamic WEP key exchange 185
C
CA 185 E
Certificate

EAP 55
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EAP Authentication 184
Encryption 55,74
encryption 13, 186

ESS 52,179

Ethernet device 82
Extended Service Set 52

Extended Service Set, See ESS 179

Extensible Authentication Protocol

F

Factory Defaults 116
restoring 20

FCC interference statement 198
Firefox 18
Firmware 110

FTP 94
restrictions 94

G

Generic Token Card 55
GTC 55

Guide
Quick Start 2

H

hidden node 180

IANA 168

IBSS 178

IEEE 802.11g 182
IEEE 802.1x 53
Import Certificate 97

Independent Basic Service Set
See IBSS 178

initialization vector (1V) 186

Internet Assigned Numbers Authority
See IANA
Internet Explorer 18
Internet Protocol version 6, see IPv6
Internet telephony 11
IP Address 87
Gateway IP address 87
IP Screen 87
DHCP 90
IPv6 88, 169
addressing 88, 169
EUI-64 171
global address 88, 170
interface ID 171
link-local address 88, 169
Neighbor Discovery Protocol 88, 169
ping 88, 169
prefix 88, 169
prefix length 88, 169
stateless autoconfiguration 171
unspecified address 170

J

Java
permissions 18

JavaScripts 18

K

key 55,75

L

layer-2 isolation 80
example 80
MAC address 81

LEAP 55

LEDs 16, 117
Blinking 16
Flashing 16
Off 16
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Lightweight Extensible Authentication Protocol
Log 46
Log Screens 105
Logs
accessing logs 105
receiving logs via e-mail 106
Logs Screen
Mail Server 107
Mail Subject 107
Send Log to 107
Syslog 108

Logs, Uses of 105

M

MAC Filter
Allow Association 83
Deny Association 83

Maintenance 109
Association List 110
Backup 115
Restore 115

Management Information Base (MIB) 103

managing the device
good habits 15

MBSSID 10
Media Access Control 82
message relay 56

Microsoft Challenge Handshake Authentication
Protocol Version 2 55

MSCHAPv2 55
MSDU 59, 63, 69

N

NAT 168
Netscape Navigator 18
Network Time Protocol (NTP) 109

55

O

Operating Mode 52
other documentation 2

Output Power Management 59, 63, 65, 68

P

Pairwise Master Key (PMK) 186, 188

Passphrase 55
Password 118
PEAP 55

Personal Information Exchange Syntax

Standard 95
PFX PKCS#12 95
pop-up windows 18
Preamble 84

preamble mode 181

Preamble Type 59, 63, 65, 69

Pre-Shared Key 55
priorities 85

product registration 200

Protected Extensible Authentication Protocol 55

PSK 55, 187

Q

QoS 72
Quick Start Guide 2

R

Radio Frequency 85

RADIUS 55, 183
Accounting 56
Authentication 56

NTP 109 Authorization 56
message types 184
messages 184
shared secret key 184
RADIUS Screen
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Accounting Server 80 FCS Error Count 47
Accounting Server IP Address 80 Firmware Version 26
RADIUS server 54 Interface Status 27
Backup 80 Poll Interval 47
Primary 79 Retry Count 47

Statistics 48
system statistics 24
WLAN 24

Subnet 161

Subnet Mask 87, 162
subnetting 164
supported browsers 18

Rates Configuration 59, 63, 65, 69

registration
product 200

related documentation 2
Remote Authentication Dial In User Service 55
remote management 15

remote management limitations 93
Syslog Logging 106

Roaming 85
ROOtAP 13 System Screens
General 110
RTS (Request To Send) 181 password 111
threshold 180, 181 )
Time

RTS/CTS Threshold 59, 63, 65, 69, 84 Time and Date Setup 112
Time Zone 112

S
T
screen resolution 18
Security Mode, Choosing the 86 telnet 97
Security Modes Temporal Key Integrity Protocol 55
None 54 TFTP restrictions 94
WEP 54 Thumbprint Algorithm 104
WPA2 54 TKIP 55
WPA2-MIX 54
WPA2-PSK 54 TLS 55

Service Set IDentifier 52 trademarks 198

Service Set Identifier Transport Layer Security 55

see SSID Troubleshooting 117
Simple Mail Transfer Protocol 106 connection is slow or intermittent 120
DHCP 118

SMTP 106, 108
factory defaults 119

SNMP firmware 119
MIBs 103 Internet 119

Spanning Tree Protocol 84 LAN/ETHERNET port 119

SSID 10, 52 QoS 120

SSID profile Web Configurator 118
pre-configured 11 TTLS 55

SSID profiles 10 Tunneled Transport Layer Security 55

Status Screens 24 Tutorial 28

802.11 Mode 47
Channel ID 47
Ethernet 24
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