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Table 4 Configuration Menus Summary (continued)

LINK TAB FUNCTION
Firewall General Use this screen to configure the security level of your firewall.
Protocol Use this screen to add Internet services and configure firewall rules.
Access Control Use this screen to enable specific traffic directions for network services.
DoS Use this screen to activate protection against Denial of Service (DoS)
attacks.
MAC Filter MAC Filter Use this screen to block or allow traffic from devices of certain MAC
addresses to the Zyxel Device.
E’:cci)rﬁtrr\gljl Parental Control | Use this screen to block web sites with the specific URL.

Scheduler Rule

Scheduler Rule

Use this screen to configure the days and times when a configured
restriction (such as parental control) is enforced.

Certificates

Local Certificates

Use this screen to view a summairy list of certificates and manage
certificates and certification requests.

Trusted CA

Use this screen to view and manage the list of the trusted CAs.

System Monitor

Log

System Log

Use this screen to view the status of events that occurred fo the Zyxel
Device. You can export or e-mail the logs.

Security Log

Use this screen to view all security related events. You can select level
and category of the security events in their proper drop-down list
window.

Traffic Status WAN Use this screen to view the status of all network traffic going through the
WAN port of the Zyxel Device.
LAN Use this screen to view the status of all network traffic going through the
LAN ports of the Zyxel Device.
NAT Use this screen to view NAT statistics for connected hosts.
ARP Table ARP Table Use this screen to view the ARP table. It displays the IP and MAC address
of each DHCP connection.
Routing Table Routing Table Use this screen to view the routing table on the Zyxel Device.

Multicast Status

IGMP Statfus

Use this screen to view the status of all IGMP settings on the Zyxel Device.

MLD Status

Use this screen to view the status of all MLD settings on the Zyxel Device.

WLAN Station
Status

WLAN Station
Status

Use this screen to view the wireless stations that are currently associated
with the Zyxel Device.

Maintenance

System

System

Use this screen to set Device name and Domain name.

User Account

User Account

Use this screen to change user password on the Zyxel Device.

Remote MGMT Services Use this screen to enable specific fraffic directions for network services.
Management - - - - - -
Trust Domain Use this screen to view a list of public IP addresses which are allowed to

access the Zyxel Device through the services configured in the
Maintenance > Remote Management > MGMT Services screen.

SNMP SNMP Use this screen to configure SNMP (Simple Network Management
Profocol) settings.

Time Time Use this screen to change your Zyxel Device's time and date.

E-mail E-mail Use this screen to configure up to two mail servers and sender addresses

Notification Notification on the Zyxel Device.

Log Settings Log Setting Use this screen to change your Zyxel Device's log settings.

Firmware Firmware Use this screen to upload firmware to your Zyxel Device.

Upgrade Upgrade
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Table 4 Configuration Menus Summary (continued)

LINK TAB FUNCTION
Backup/Restore | Backup/Restore Use this screen to backup and restore your Zyxel Device's configuration
(seftings) or reset the factory default settings.
Reboot Reboot Use this screen to reboot the Zyxel Device without turning the power off.
Diagnostic Ping&Traceroute | Use this screen fo identify problems with the Zyxel Device. You can use

&Nslookup Ping, TraceRoute, or Nslookup to help you identify problem:s.

802.1ag Use this screen to configure CFM (Connectivity Fault Management) MD
(maintenance domain) and MA (maintenance association), perform
connectivity tests and view test reports.

802.3ah Use this screen to configure link OAM port parameters,

2.2.1.2 Icons

The navigation panel provides some icons on the right hand side.l

S

Wizard

Theme

O

Restart

@

Language

g

Logout

The icons provide the following functions.

Table 5 Web Configurator Icons

ICON DESCRIPTION
Wizard: Click this icon to open screens where you can configure the Zyxel Device's time zone
§ Internet access, and wireless settings. See Chapter 3 on page 31 for more information about the
Wizard screens.
Wizard
Theme: Click this icon to select a color that you prefer and apply it to the Web Configurator.
X
Theme
Theme
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Table 5 Web Configurator Icons

ICON DESCRIPTION

Language: Select the language you prefer.

2
Language
Restart: Click this icon to reboot the Zyxel Device without turning the power off.
O
Restart
Logout: Click this icon to log out of the Web Configurator.
=
Logout
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CHAPTER 3
Quick Start Wizard

3.1 Overview

Use the Wizard screens to configure the Zyxel Device's time zone, basic Internet access, and wireless
settings.

Note: See the technical reference chapters (starting on Chapter 4 on page 36) for
background information on the features in this chapter.

3.2 Wizard Setup

You can click the Wizard icon in the navigation panel to open the Wizard screens. See Section 2.2.1 on
page 25 for more information about the navigation panel. After you click the Wizard icon, the following
screen appears. Click Let's Go to proceed with settings on fime zone, basic Infernet access, and wireless
networks. It will fake you a few minutes to complete the settings on the Wizard screens. You can also
click Skip to leave the Wizard screens.

Figure 12 Wizard - Home

Quick Start Wizard
® > @ >06
Tin:e_Z”;me | me_mei W_|!;\ V

The wizard will guide you through the basic settings of this device.
This will take a few minutes to complete.

Let's go
Skip

3.2.1 Time Zone

Select the time zone of your location. Click Next.
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Chapter 3 Quick Start Wizard

Figure 13 Wizard - Time Zone

1 ® > B

S,

Time zone Internet WiFi

(GMT+01:00) Amsterdam, Be =

Next

3.2.2 Internet

1 The Zyxel Device will check the Internet status automatically, and determine your connection type.
Click Next to proceed. You can also click Skip to pass Intfernet settings in the Wizard.

Figure 14 Wizard - Internet

(1 < '1
'\a“_@-“} = 2 ) ?/
Time zone internet WiFi

This wizard will detect Internet
connectivity status, please plug in
the Internet line then click Next
button

Next

i
=
Q=

2 If the following screen displays, select the encapsulation type your ISP uses. Click Next.

Figure 15 Wizard - Select the Encapsulation Type

F”j; . 2 @)
Tims zone Internet WiFi
IPoE -

Next

3 Enter your Internet connection information. The screen and fields to enter may vary depending on your
current connection type. Click Next.
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Figure 16 Wizard - Internet Connection Information

s b) \ 3)
Internet WiFi

PPPoE

benvenuto
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4 Click Next when the Zyxel Device has a successful Internet connection.

Figure 17 Wizard - Successful WAN Connection

2 ©

Time zone Internet WiFi

D

The Internet connection is
ready.

Back Next

Unsuccessful Internet Connection

The following screen displays when the Zyxel Device did not detect a WAN connection. Connect the
WAN port to a broadband modem or router for Internet access if you have not connected any. Click
Next.
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Figure 18 Wizard - WAN Connection is Down

2 @

Time zone Internet WiFi

WAN port is down.
Please plug in the Infernet
line.

Back Next

Incorrect Internet Information

If the following screen displays, click Next to configure the Internet settings.

Figure 19 Wizard - Incorrect Internet Information

> @ ®

Internet WiFi

Current Internet settings are incorrect,
click Next to configure Internet settings

Back Next

3.2.3 WiFi

Turn WiFi on or off. If you keep it on, record the security seftings so you can configure your wireless clients
tfo connect to the Zyxel Device.

Click the Keep 2.4G and 5G the same check box fo use the same SSID for 2.4G and 5G wireless
networks. Otherwise, deselect the check box to have two different SSIDs for 2.4G and 5G wireless
networks. The screen and fields to enter may vary when you select or deselect the check box.

Click Done to complete the setup and close the Wizard screen.
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Figure 20 Wizard - WiFi

(1)

Time zone Internet WiFi

Vv
A4

WiFi Settings <@

Zyxel 9C21

Strength

Done
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CHAPTER 4
Tutorials

4.1 Overview

This chapter shows you how fo use the Zyxel Device's various features.

¢ Sefting Up a Secure Wireless Network, see page 36

* Setting Up Multiple Wireless Groups, see page 43

¢ Configuring Static Route for Routing to Another Network, see page 48
e Configuring QoS Queue and Class Setup, see page 50

* Access the Zyxel Device Using DDNS, see page 54

e Configuring the MAC Address Filter, see page 56

4.2 Setting Up a Secure Wireless Network

Thomas wants to set up a wireless network so that he can use his notebook to access the Internet. In this
wireless network, the Zyxel Device serves as an access point (AP), and the notebook is the wireless client.
The wireless client can access the Internet through the AP.

Thomas has to configure the wireless network settings on the Zyxel Device. Then he can set up a wireless
network using WPS (Section 4.2.2 on page 38) or manual configuration (Section 4.2.3 on page 42).

4.2.1 Configuring the Wireless Network Settings

This example uses the following parameters to set up a wireless network.

SSID Example

Security Mode WPA2-PSK

Pre-Shared Key DoNotStealMyWirelessNetwork
802.11 Mode 802.11b/g/n/ax Mixed
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Chapter 4 Tutorials

1

Click Network Setting > Wireless to open the General screen. Select More Secure as the security level
and WPA2-PSK as the security mode. Configure the screen using the provided parameters (see
page 36). Click Apply.

A Wirsless network name (alse known as 35ID) and a security level are basic elements to stort o wireless service. It is recommended to
set a secunty level other than no secunty to protect your dafa from unauthorized access or domage via wireless network.

Wireless
Wireless Keep the same seffings for 2.4G and 5G wireless networks

Wireless Network Setup

Band 2.4GHz v

Wireless [ ’

Channel Auto v Cument : [ MHz
Bandwidih 20MHz v

Conirol Sideband
Wireless Network Setfings
Wiraless Metwork Mame Example

Max Clients 32 =

1 Hide 3SID does not support WPS 2.0. You should disable WPS in WPS page.

o Muitice

Mepe. Upstream Bandwidth = Kbps
Max, Downstream Bondwidth + | Kbps
Note

(1) Max. Upstream Bandwidth: This field allows you to configure the maximum bandwidih of this 851D to WAN.
(2) Max. Downstream Bandwidth: This field allows you to configure the maximum bandwidih of WAN fo this S5I0.
(3) If M. Upsiream/Downstream Bandwidth is empty, the device seis the value automatically.

(4) Using Max. Upstream/Downstream Bandwidth will significantly decrease the wireless performance,
BS3ID

Security Level

More Secure
(Recommended)

-
Security Mods WPAZ-PSK A4
Generate password auiomafically:
Enier 8-63 ASCll characters or 64 hexadecimal digits {'0-7", "AF'].
Password DoNoistealMyWirelessMetwork @
Sirength strong
N
Encrypfion AES -
Timer 3600 > sec
Cancel Apply
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2 Go fo the Wireless > Others screen and select 802.11b/g/n/ax Mixed in the 802.11 Mode field. Click
Apply.

The configurations below are the advanced wireless settings.

RTS/CTS Threshold 2347 =
Fragmentation Threshold 2346 :
Output Power 100% v
Beacon Interval 100 = ms
DTIM Interval 1 = ms

((802.11 Mode 802.11b/g/n/ax Mixed ) -
802.11 Protection Auto v
Preamble

Protected Management
_ Capable v
Frames

Apply

Thomas can now use the WPS feature to establish a wireless connection between his notebook and the
Zyxel Device (see Section 4.2.2 on page 38). He can also use the notebook’s wireless client to search for
the Zyxel Device (see Section 4.2.3 on page 42).

4.2.2 Using WPS

This section gives you an example of how to set up a wireless network using WPS. This example uses the
Zyxel Device as the AP and a WPS-enabled Android smartphone as the wireless client.

There are two WPS methods for creating a secure connection. This tutorial shows you how to do both.
¢ Push Button Configuration (PBC) - create a secure wireless network simply by pressing a button. See

Section on page 38. This is the easier method.

* PIN Configuration - create a secure wireless network simply by entering a wireless client's PIN (Personal
Identification Number) in the Zyxel Device's interface. See Section on page 40. This is the more secure
method, since one device can authenticate the other.

Note: When using WPS in the Web Configurator, and depending on your Band selection
(2.4GHz or 5GHz), the secure connection will apply for the selected Band only.

Push Button Configuration (PBC)

1 Make sure that your Zyxel Device is turned on and your notebook is within the cover range of the wireless
signal.

2 Push and hold the WPS button located on the Zyxel Device's front panel for one second. Alternatively,
you may log into the Zyxel Device's Web Configurator and go to the Network Setting > Wireless > WPS
screen. Enable the WPS function for method 1 and click Apply. Then click the Connect button.
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Enabling Wi-Fi Protected Selup (WPS) lels you add new WPS-compatible devices 1o the wirsless nelwork wilh ease, Salecl one ol the WPS methods
and follow the instructions fo establish WPS connection. If your wireless client device s equipped with-a WPS bulton, Push Butfon Configurafion {PBC)
method would ba the preferable way to do WFPS.

General

Add a new device with WPS Method

-~
77 | Method 1 PBC @ 1 Fﬂiﬂ Method 2 PIN & 05y Method 3 [ =

E S : Enter AP's PIN Number in Wireless Client
step1.Click WPS button Stepl Enter the PIN of your new wircless Cintent siate Confared

client device and then chck Register
Step2Press the WPS butfon on your new 3 1. Please release conflguration if you want
wiraless client device within 120 to configure the wireless settings
seconds Step2 Fress the WS button on your new

wirgless client device within 120
seconds 2.Enter current FIN number on your
wirgless client

~ Note

[1) If W3 is Enabled, UPRP will autornatically be tumed on:
[2) This feature is available only when WPAZ-PSK or No Security mode is configured,
[3) The WFS button will be grey-oul when Wireless or WPS is disgbled

Cancel 2

Note: Your Zyxel Device has a WPS button located on its side panel as well as a WPS button in
its configuration utility. Both buttons have exactly the same function: you can use one
or the other.

Note: It does not matter which button is pressed first. You must press the second button within
two minutes of pressing the first one.

The Zyxel Device sends the proper configuration settings to the wireless client. This may take up to two
minutes. The wireless client is then able to communicate with the Zyxel Device securely.

The following figure shows you how to set up wireless network and security by pressing a button on both
Zyxel Device and wireless client (the Android phone in this example).
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Figure 21 Example WPS Process: PBC Method

Wireless Client

WITHIN 2 MINUTES

SECURITY INFO
‘------------------

COMMUNICATION (‘

) ———,

PIN Configuration

When you use the PIN configuration method, you need to check the client’s PIN number and use the
Zyxel Device's configuration interface.

Go to your phone settings and furn on WiFi. Open the WiFi networks list and tap WPS PIN Entry to get a
PIN number.

Log into Zyxel Device's Web Configurator and go to the Network Setting > Wireless > WPS screen. Enable
the WPS function and click Apply.
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General

L7 | Method 1 PBC @&

Step1.Click WFS button WFS

Step2 Fress the WES button on your new
wirgless client device within 120
seconds

WFS .

Add a new device with WPS Method

~
udﬂ Method 2 PIN @ 1

Stepl Enter the PIN of your new wireless

li=at hui P Tate B VR Nl 1Tl ) it r
( Register )

Enabling WI-F Protected Setup (WPS) lsls you add new WPS-compalible devices 1o the wireless network with eqse, Sslect one of the WPS methods

and follow the instructions fo estabiish WPS connection. If your wirelsss client device is equipped with o WPS button. Push Buiton Configuration {PBC)
method would be the preferable woy to do WS,

Cigy Method3 @
Enter AP's PIN Number In Wireless Client
Cument state Configured

1.Please release configuration if you want
to configure the wireless settings

Step2 Fress the WPS butfon on your new
wireless client device within 120 3
seconds 2. Enter curent PIN number on your
wireless client

T Note

[1) IFWPFS is Enabled, UPnP will aulomalically be turmned on.
{2) This teature & available only when WPAZ-FSK or No Secunly mode i conligured,
[3) The WFS bulton will be grey-out when Wireless or WES is disabled

Cancel

& 2

Enter the PIN number of the wireless client and click the Register button. Activate WPS function on the
wireless client utility screen within two minutes.

The Zyxel Device authenticates the wireless client and sends the proper configuration settings to the
wireless client. This may take up to two minutes. The wireless client is then able fo communicate with the
Zyxel Device securely.

The following figure shows you how fo set up wireless network and security on Zyxel Device and wireless
client (Android smartphone in this example) by using the PIN method.
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Figure 22 Example WPS Process: PIN Method

Wireless Client

WPS
Enter WPS PIN
from offer device: e

WPS

U,

Authentication by PIN

‘-------m--------
SECURITY INFO

COMMUNICATION

)

.
i
.

4.2.3 Without WP$S

Use the wireless adapter’s utility installed on the notebook to search for the “Example” SSID. Then enter
the “"DoNotStealMyWirelessNetwork” pre-shared key to establish a wireless Internet connection.

Note: The Zyxel Device supports IEEE 802.11a/b/g/n/ac/ax wireless clients. Make sure that your
notebook or computer’s wireless adapter supports one of these standards.
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4.3 Setting Up Multiple Wireless Groups

Company A wants to create different wireless network groups for different types of users as shown in the
following figure. Each group has its own SSID and security mode.

-
- -y,

- Sy

- Sy
' e = = e ~» S
27 Company N
¢ N
y N
y \
! \
' 3
i [
; i
\ VIP \' Guest
5 : !
.\ ¢
S . V4
N ’
~ v 4
~ - . v 4
y ~ - ol - -

-y -
o oam g owm = ™

¢ Employees in Company A will use a general Company wireless network group.
¢ Higher management level and important visitors will use the VIP group.

e Visiting guests will use the Guest group, which has a different SSID and password.

Company A will use the following parameters to set up the wireless network groups.

COMPANY VIP GUEST
SSID Company VIP Guest
Security Level More Secure More Secure More Secure
Security Mode WPA2-PSK WPA2-PSK WPA2-PSK
Pre-Shared Key ForCompanyOnly 123456789 guest123

1 Click Network Setting > Wireless to open the General screen. Use this screen to set up the company’s
general wireless network group. Configure the screen using the provided parameters and click Apply.
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A Wireless network name [also known as 35ID} and a security level are basic elements fo siart a wireless service. It is recommended
te set a security level other than no security to protect your data from unautherized access or damage via wireless nefwork.

Wireless
Wireless Keep the same setfings for 2.4G and 5G wirsiess networks
Wireless Network Setup
Band 2.4GHz v
Wirgless -
Channel Auto v Curent 2/ MHz
Bandwidih 20MHz v

Control Sideband

Wireless Network Seflings
Wireless Neiwork Name -
Max Clients 32 B
Hide SSID @ Hide SSID does not support WP 2.0, You should disaizle WPS in WPS poge.

Multicast Ferwarding

Max. Upstream Bandwidih B Kbps
Max. Downsiream Bandwidih B Kbps
MNote

(1) Max. Upstream Bandwidih: This field allows you to configure the maximum bandwidth of this SSID 1o WAN.
(2) Max. Downstream Bandwidih: This field allows you to configure the maximum bandwidth of WAN to this S51D.
(3) i Max. Upstream /Downstream Bancwidih is empty, the device sets the value automatically.

(4) Using Max. Upstream/Downsiream Bandwidth will significantly decrease the wireless performance.

B35ID

Security Level

More Secure

Lo
No Security (Recommended)

=

Security Mode WPAZ-PSK -
Generate password auiomatically

Enter 8-63 ASCI| chargcters or 44 hexadecimal digits ['0-2", "A-F)

Password For CompanyCnly @

Strength strong

Nk

Cancel Apply
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Click Network Setting > Wireless > Guest/More AP to open the following screen. Click the Edit icon to
configure the second wireless network group.

# Status SSID Security Guest WLAN Modify
1 @ Zyxel $DES_guest] WPA2-Personal External Guest P4
2 @ Zyxel_DE5S_guest2 WPA2-Personal External Guest
3 @ Zyxel 9DES_guest3 WPA2-Personal External Guest &

Configure the screen using the provided parameters and click Apply.
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More AP Edit

Wirslass security con protect the dafa from unauthorized cocess o damage vio wireless netwosic. You need o wirslass network nome (oo
fnown o= 551D and security mode to st up the wirsies:s security.

Wireless Network Setup

Wrreless @
Security Level

Wirgiess MNetwork Name Wip

[ ide s3p

Guest WLAN

Acces: Soenario Exfernol Guest - S

Maox Upstream Bandwidth 9 Kbps

Mee. Downstream ad

Bondwidth B | K
Mote

1] Max. Upstream Bondwidih: This field alows yois to configure the maszirem bandwidth of this 3510 to WARN.

(2] Max. Doanstrecm Bandhwidth: This fisld allows you to configure the maxdmun Bandwicth of WARN to this B310.
{3] 1 Moo UpstreomyDiownstrearn Bandwidih s emply, the device st the value odtomatically

4] Using Moo UpstreamyDoswnstrearm Bandwidth will significontly decrease the wirsless pefomance.

BSSID
S50 Bubnet

Security Level

: . Miore Secure
O Sectumy

Security Mode WPAZ-PEE

__| Genergte password outomaficaly

Ervter-5-43 ASCH charocters or &4 haxodecimol digits [0-5 "A-F)
Possword 123454789 @

Strength rmedium

Cancel CkK

Note: The Guest SSID (Wireless Network Name) depends on the state of the Main SSID. For
example, when the 2.4GHz Main SSID is enabled, then the 2.4GHz Guest SSID can be
enabled. But when the 2.4GHz Main SSID is disabled, then the 2.4GHz Guest SSID is
automatically disabled (cannot be enabled by the user).

4 Inthe Guest/More AP screen, click the Edit icon to configure the third wireless network group. Configure

the screen using the provided parameters and click Apply.
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More AP Edit

Wirgless securily can protect the doto from unauthosized oocess or damage via wirelsss network. Tou need o wireless netwaork name (cko
nowen o5 5510 ond security mods toset up the wirsies:s securify.

Wireless Network Setup

W.E-EEE:- @

Securly Level

Wirales Nefwork Nome
| Hide 551D

Guest WLAN

Access Soenafio Bxtamal Guest - &
Max. Upstream Bondwidth 2 | Ebps
Maox. Downsireom t
3 - K
Bondwidth = s
Mote

1] Mox. Upstream Bandwidih: This field oliows yoir to configues the maxdmem bandwidth of this 5510 fo WAN.

{2) Mox. Downstrean Baondwidth: This field allows you to configure the maxmum bandwidth of WAN to this 8310
(3] 1F Mo, UpstreamyfDowrstream Bandwidih & emply. the desvice seiz the value outomafically

{4] Using Max. UpstrearmyDownstream Bandwidth will significanthy decrease fhe wireles:s perfomnonoe.

Nore Secure
[Recommended)

Security Mode WPAZ-PSK -

| Gererate possword cutomaticoly

Enter 8-43 ASCH choracters or &4 hexodecimal digits [0-7" "A-F}.
Possword guest 123 '@
Strength medium
Sl
Canecel oK

5 Check the status of VIP and Guest in the Guest/More AP screen. The yellow bulbs signify that the SSIDs
are active and ready for wireless access.

# Status §SID Security Guest WLAN Modify
1 » Home&Life SuperWiFi-FOFD_guest] WPA2-Personal External Guest Z
2 VIP WP A2-Personal External Guest 4
3 Guest WPA2-Personal External Guest %)
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4.4 Configuring Static Route for Routing to Another
Network

In order to extend your Infranet and control traffic flowing directions, you may connect a router to the
Zyxel Device's LAN. The router may be used to separate two department networks. This tutorial shows
how to configure a static routing rule for two network routings.

In the following figure, router R is connected to the Zyxel Device’s LAN. R connects to two networks, N1
(192.168.1.x/24) and N2 (192.168.10.x/24). If you want to send traffic from computer A (in N1 network) to
computer B (in N2 network), the traffic is sent to the Zyxel Device’'s WAN default gateway by default. In
this case, B will never receive the traffic.

You need to specify a static routing rule on the Zyxel Device to specify R as the router in charge of
forwarding traffic to N2. In this case, the Zyxel Device routes fraffic from A to R and then R routes the
fraffic to B.
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4

T
=
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This tutorial uses the following example IP settings:

Table 6 IP Settings in this Tutorial

DEVICE / COMPUTER IP ADDRESS
The Zyxel Device's WAN 172.16.1.1
The Zyxel Device's LAN 192.168.1.1
IPType IPv4

Use Interface Ethernet

A 192.168.1.34
R's N1 192.168.1.253
R's N2 192.168.10.2
B 192.168.10.33

To configure a static route to route traffic from N1 to N2:

Log into the Zyxel Device's Web Configurator in advanced mode.
Click Network Setting > Routing.

Click Add new Static Route in the Static Route screen.

The purpose of a Static Route is to save time and bandwidth usage when LAN devices within an Infranet are transferring files or packets, especially
when there are more than two Intemet connections available in your home or office network.
G Add New Static Roufa

# Status Name Destination IP Subnet Mask/Prefix Length Gateway Interface Modify

Create a new static route using the following settings:

EX5510-BO User's Guide

49




Chapter 4 Tutorials

4a Click the Active button to enable this static route. When the switch goes to the right ( .), the
function is enabled. Enfer the Route Name as R.

4b  Set IP Type to IPv4.

4c  Type the Destination IP Address 192.168.10.0 and IP Subnet Mask 255.255.255.0 for the destination,
N2.

4d Click the Use Gateway IP Address button to enable this function. When the switch goes to the right
( .), the function is enabled. Type 192.168.1.253 (R's N1 address) in the Gateway IP Address field.

4e Select ETHWAN as the Use Interface.

Add New Static Route
Acive ®
ute Name R
IP Type IPv4 v
Destination IP Address 192 . 168 . 10 0
Subnet Mask 255 . 255 . 2 4
Use Gateway IP Address :’
Gateway IP Address 192 : 168 : 1 . 253
Use Inferface ETHWAN v
Note
The input range of the Gateway IP Address must be in the same range of the Use Inferface.
Cancel OK
4a Click OK.

Now B should be able to receive traffic from A. You may need to additionally configure B’s firewall
settings to allow specific traffic to pass through.

4.5 Configuring QoS Queue and Class Setup

This section contains futorials on how you can configure the QoS screen.

Let us say you are a team leader of a small sales branch office. You want to prioritize e-mail traffic
because your task includes sending urgent updates to clients at least twice every hour. You also upload
data files (such as logs and e-mail archives) to the FTP server throughout the day. Your colleagues use
the Internet for research, as well as chat applications for communicating with other branch offices.

EX5510-BO User's Guide

50



Chapter 4 Tutorials

In the following figure, your Internet connection has an upstream fransmission bandwidth of 10,000 kbps.
For this example, you want to configure QoS so that e-mail traffic gets the highest priority with at least
5,000 kbps. You can do the following:

¢ Configure a queue to assign the highest priority queue (1) to e-mail fraffic going to the WAN
interface, so that e-mail traffic would not get delayed when there is network congestion.

* Note the IP address (192.168.1.23 for example) and/or MAC address (AA:FF:AA:FF:AA:FF for example)
of your computer and map it to queue 7.

Note: QoS is applied to traffic flowing out of the Zyxel Device.

Traffic that does not match this class is assigned a priority queue based on the internal QoS mapping
table on the Zyxel Device.

10,000 kbps

Your computer

IP=192.168.1.23 \
and/or
MAC=AA:FF:AA:FF:AA:FF

E-mail traffic: Highest priority A colleague’s computer
Other traffic: Automatic classifier

1 Click Network Setting > QoS > General and click the QoS button fo enable. When the switch goes to the
right (¢ .), the function is enabled. Set your WAN Managed Upstream Bandwidth to 10,000 kbps (or
leave this blank to have the Zyxel Device automatically determine this figure). Click Apply.

Quality of Service (QoS] defines the fraffic pricrity of Intermnet services fo the home network,

QoS @
WAN Managed Upstream 1000d i _
: = {kbps)

Bandwidth
LAN Managed Downsiream ;

R 0 {kbps)
Bandwidth
Upstream Traffic Priority

None v

Assigned by

Note

(1) You can assign the upstream bandwidth manudally. If the field is empty, the CPE set the value automatically.

[2) It Upstream Traffic Priority is selected, 8 level strict priotity QoS will be applied automatically according fo the selected criferia. In
this moede, user manually defined QoS will not be applied until Auto-Pricrity Mapping is disabled.

[3) If the setting of WAN managed upstream bandwidih is greaterthan current WAN inferface linkup rate, then the WAN
managed upstream bandwidth will become current WAN interface linkup rate.

Cancel Apply

2 Click Network > Queue Setup > Add new Queue to create a new queue. In the screen that opens, click
the Active field to enable. When the switch goes to the right (¢ @), the function is enabled. Enter or
select the following values:

¢ Name: E-mail
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* Interface: WAN
 Priority: 1 (High)

¢ Weight: 8

e Rate Limit: 5,000 (kbps)

Add New Queue

Active j

Name E-mail

Interface WAN v

Priority 1 (highest) v

Weight 8 v

Buffer Management Drop Tail{DT) v

Rate Limit 5000 {kbps)

Cancel OK

3 Click Network > QoS > Classification Setup > Add new Classification to creafte a new class. Select Enable
in the Active field and follow the settings as shown in the screen below.
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Add New Classification

Please follow the guidance through step 1~5 fo configure a QoS rule

Stepl: Class Configuration

Emaill

Lost L

LAMI -

P [0x0800) v
Source

Acithries 92,148,1,23

MAE Al- FF - AA- FF - AA- FF MAC Mesik (7] Bxctude
Desfinafion

Ariciregs

Py PAAL Micask:

Others

sarvice v B Exciude

User

DA o=83) f
I F b4
| v [1- 4054 Ex
Step3: Packet Modification
The content ol Ihe packel can be modified by aopplying e folio,
DECP Moark Unchange b4 [G=63]

VLANID Tog Unchange hd [1-40%4

Step4d: Class Routing

This madule con route.a p

in Interoce oo

-

Foowiard T

Email v

Cancel o] 4

EX5510-BO User's Guide

53




Chapter 4 Tutorials

Class Name Give a class name to this traffic, such as E-mail in this example.

From Interface This is the interface from which the traffic will be coming from. Select LAN1 for this example.

Ether Type Select IP to identify the traffic source by its IP address or MAC address.

IP Address Type the IP address of your computer - 192.168.1.23. Type the IP Subnet Mask if you know it.

MAC Address Type the MAC address of your computer - AA:FF:AA:FF:AA:FF. Type the MAC Mask if you know if.

To Queue Index | Link this fo an item in the Network Setting > QoS > Queue Setup screen, which is the E-mail queue
created in this example.

This maps e-mail traffic coming from port 25 to the highest priority, which you have created in the

previous screen (see the IP Protocol field). This also maps your computer’s IP address and MAC address
fo the E-mail queue (see the Source fields).

4.6 Access the Zyxel Device Using DDNS

If you connect your Zyxel Device to the Internet and it uses a dynamic WAN IP address, it is inconvenient
for you to manage the device from the Internet. The Zyxel Device's WAN IP address changes
dynamically. Dynamic DNS (DDNS) allows you to access the Zyxel Device using a domain name.

|http:/fzyxelrouter.dyndns.org [

: a.b.c.d
W. X. Y. Z.

To use this feature, you have to apply for DDNS service at www.dyndns.org.

This tutorial covers:

* Registering a DDNS Account on www.dyndns.org
* Configuring DDNS on Your Zyxel Device
¢ Testing the DDNS Setting

Nofte: If you have a private WAN IP address, then you cannot use DDNS.

4.6.1 Registering a DDNS Account on www.dyndns.org

1 Open a browser and type http://www.dyndns.org.

2 Apply for a user account. This tutorial uses UserName1 and 12345 as the username and password.

3 Loginto www.dyndns.org using your account.
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4 Add a new DDNS host name. This tutorial uses the following settings as an example.
* Hosthame: zyxelrouter.dyndns.org
¢ Service Type: Host with IP address

e |P Address: Enter the WAN IP address that your Zyxel Device is currently using. You can find the IP
address on the Zyxel Device's Web Configurator Status page.

Then you will need to configure the same account and host name on the Zyxel Device later.

4.6.2 Configuring DDNS on Your Zyxel Device

Configure the following settings in the Network Setting > DNS > Dynamic DNS screen.

* Select Enable Dynamic DNS.
¢ Select www.DynDNS.com as the service provider.
¢ Type zyxelrouter.dyndns.org in the Host Name field.

¢ Enter the user name (UserName1) and password (12345).

Dynamic DNS can update your current dynamic IP infe o hostname. Use the settings fo sef up dynamic DNS information.
Dynamic DNS Setup

Dynamic BNS @ Enable 'O Disable (Settir e invalid when disable)

ervice Pr www.DynDNS.com v
H me zyxelrouter.dyndns.org

Username UserName 1
Password | esess @

piie NS
Apply

Click Apply.
4.6.3 Testing the DDNS Setting
Now you should be able to access the Zyxel Device from the Internet. To test this:

1 Open a web browser on the computer (using the IP address a.b.c.d) that is connected to the Internet.

2 Type hitp://zyxelrouter.dyndns.org and press [Enfer].

3 The Zyxel Device's login page should appear. You can then log into the Zyxel Device and manage it.
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4.7 Configuring the MAC Address Filter

Thomas noticed that his daughter Josephine spends too much time surfing the web and downloading
media files. He decided to prevent Josephine from accessing the Internet so that she can concentrate
on preparing for her final exams.

Josephine’s computer connects wirelessly to the Internet through the Zyxel Device. Thomas decides to

use the Security > MAC Filter screen to grant wireless network access to his computer but not to
Josephine’s computer.
Josephine \ \%\kk l
1 Click Security > MAC Filter to open the MAC Filter screen. Select the Enable check box to activate MAC
filter function.

Thomas

2 Select Allow. Click Add a new setting fo add a new entry. Then enter the host name and MAC address
of Thomas' computer in this screen. Click Apply.

MAC Filter

Enable MAC filters and add the MAC addresses of LANM client in your home or office network fo the following table, if you wish o allow
ar deny them to access your network. Sometimes, MAC Filter i considered o method to incregse the security of your network.

MAC Address Flter 1ble isable [Satfings are invalid when disabls)
MAC Restrict Mode oW Deny

set Active Host Name MAC Address Delete

! Thomas 00 - 24 - 2 - AB - 1F - of il

()

4 Add New Rule

Binote

Crily devices listed here are granted occsss to the netweork

Cancel Apply

Thomas can also grant access o the computers of other members of his family and friends. However,
Josephine and others not listed in this screen will no longer be able to access the Internet through the
Zyxel Device.
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CHAPTER 5
Connection Status

5.1 Overview

After you log into the Web Configurator, the Connection Status screen appears. You can configure
basic Internet access, wireless settings, and parental control settings in this screen. It also shows the
network status of the Zyxel Device and computers/devices connected fo it.

Figure 23 Connection Status

ZY>< E l_ | EX5510-BO

Connectivity System Info

Madel Mame EX5510-B0
Firmware Version  V5.15(ABQX.0)b5

Systern Upfime 0 days 0 hours 40 mins 47
secs

LAM MAC Address 02:10:18:01:00:01

> WARN Status Connection down >

WiFi Seftings Guest WiFi Seftings @

= 2.4C WiFiName  WIF Password 2,43 WiFi Nome WiFi Password
240
:. Company esecccssesese O Lyxel08787_guest gq00000e ©
— - e o o .
— 5G WiFi hame WiFi Passward 5G WiF Name WiFi Password
um 56
s
:. Company esseeesensees (D) Iyxel08787_guest_ go000000 ©
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5.1.1 LayoutIcon

Click this icon (mm ) to arrange the screen order. Select a block and hold it to move around. Click the
Checkicon () in the lower left corner to save the changes.

ZY)< EL EX5510-B0 =

5.1.2 Connectivity
Use this screen to view the network connection status of the Zyxel Device and its clients.

Figure 24 Connectivity

Connectivity

®) ()3

>

Click the Arrow icon (>) to open the following screen. Use this screen to view IP addresses and MAC
addresses of the wireless and wired devices connected to the Zyxel Device.

Place your mouse within the device block, and an Edit icon ( [&) will appear. Click the Edit icon to
change the icon and name of a connected device.
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Figure 25 Connectivity: Connected Devices

Connectivity

wired @) 7l @

. TWPCIT02788-01

‘ IP: 192.168.1.129

7 Mac: de:da:3e:40:ec:5F

Icon and Device Name

You can change the icon and name of a connected device by clicking the device's Edit icon. Select
anicon and/or enter a name in the Device Name field for a connected device. Click Save to save your

changes.

Figure 26 Connectivity: Edit

< Connectivity

Wired i @

= @ @ I_'ZI] Devics Name
=5 (b 2 (S

TWPCZT02788-01

TWPCIZT02788-01

:4 ) P 1921681129

Mac: de:4a:3e:40:ec:5f

5.1.3 System Info
Use this screen to view the basic system information of the Zyxel Device.

Figure 27 System Info

System Info

Model Name EX5510-B0
Firmware Version V5 15(ABQX.0)b5

systern Uptime 0 days 1 hours 41 mins 21
secs

LAN MAC Address 02:10:18:01:00:01

WAN Status Connection down >
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Click the Arrow icon (> ) to open the following screen. Use this screen to view more information on the
status of your firewall and interfaces (WAN, LAN, and WiFi).

Figure 28 System Info: Detailed Information

<
System Info
Host Name EX5510-80
EX5510.80 Interface Status
S190Y01008787
1 V5.15{ABQX.0}b4
0 days 2 hours 13 mins 28 secs 1 - ) :
WAN Information (Ethernet WAN) WLAN Information  2.4GHz 5GHz
Encopsy IPoE MAC Address 5C:E2:8C:9F:87:40 5C:E2:8C:9F:87:61
P Address 172.21.40.3 -
Staofus On On
Release
SSID Iyxel 8760 Lyxel 8740
255.255.252.0
N/A Channel Auto(Current 4) Aute(Current 64)
WA iickoe SC:E2:8C:9F:87:63 Security WPAZ2-Personal WPA2-Perzonal
Primary DMNS server 172.21.10.1
802.11 Mode 802.11b/a/n/ox Mixed So2-11a/n/ac/ox
172.21.5.1 Mixed
N/A WPS On On
N/A
LAN Information
P Address 192.168.1.1
Subnet Mask 255.255.255.0
BHER Server
Security
Fireswall Disable
Each field is described in the following table.
Table 7 System Info: Detailed Information
LABEL DESCRIPTION
Host Name This field displays the Zyxel Device system name. It is used for identification.
Model Name This shows the model number of your Zyxel Device.
Serial Number This field displays the serial number of the Zyxel Device.
Firmware Version This is the current version of the firmware on the Zyxel Device.
System Up Time This field displays how long the Zyxel Device has been running since it last started up. The
Zyxel Device starts up when you plug it in, when you restart it (Maintenance > Reboot), or
when you reset it.

Interface Status

Virtual ports are shown here. You can see whether the ports are in use and their fransmission rate.
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Table 7 System Info: Detailed Information (continued)

LABEL

DESCRIPTION

WAN Information (These fields display when you have an Internet connection.)

Encapsulation

This field displays the current encapsulation method.

IP Address This field displays the current IPv4 address of the Zyxel Device.
Click the Release button to release the IP address provided by a DHCP server. Click the
Renew button to renew the IP address. Click the Disconnect button to disconnect the PPP
WAN when PPP WAN has an IPv4 address. Click the Connect button to connect the PPP
WAN. The Web Configurator will display the loading panel until the IP address has been
released/renewed/disconnected/connected.

IP Subnet Mask | This field displays the current subnet mask in the WAN.

IPvé Address This field displays the current IPvé address of the Zyxel Device.

MAC Address This field displays the WAN Ethernet adapter MAC (Media Access Control) address of your
Zyxel Device.

Primary DNS This field displays the first DNS server address assigned by the ISP.

server

Secondary DNS | This field displays the second DNS server address assigned by the ISP.

server

Primary DNSvé This field displays the first DNS server IPvé address assigned by the ISP.

server

Secondary This field displays the second DNS server IPvé address assigned by the ISP.

DNSvé server

LAN Information (These fields display information about the LAN ports.)

IP Address

This is the current IPv4 address of the Zyxel Device in the LAN.

Subnet Mask

This is the current subnet mask in the LAN.

IPvé Address

This is the current IPvé address of the Zyxel Device in the LAN.

IPvé Link Local

This field displays the current link-local address of the Zyxel Device for the LAN interface.

Address

DHCP This field displays what DHCP services the Zyxel Device is providing to the LAN. The possible
values are:
Server - The Zyxel Device is a DHCP server in the LAN. It assigns IP addresses to other
computers in the LAN.
Relay - The Zyxel Device acts as a surrogate DHCP server and relays DHCP requests and
responses between the remote server and the clients.
None - The Zyxel Device is not providing any DHCP services fo the LAN.

MAC Address This field displays the LAN MAC (Media Access Control) address of your Zyxel Device.

Security
Firewall This displays the firewall's current security level.

WLAN 2.4G/5G Information

MAC Address This shows the wireless adapter MAC (Media Access Control) address of the wireless
interface.

Status This displays whether WiFi is activated.

SSID This is the descriptive name used to identify the Zyxel Device in a wireless LAN.

Channel This is the channel number used by the wireless interface now.

Security This displays the type of security mode the wireless interface is using in the wireless LAN.

802.11 Mode This displays the type of 802.11 mode the wireless interface is using in the wireless LAN.

WPS This displays whether WPS is activated on the wireless interface.
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5.2 WiFi Settings

Use this screen to enable or disable the main 2.4G and/or 5G wireless networks. When the switch goes fo
the right (¢ .), the function is enabled. Otherwise, it is not. You can use this screen or the QR code on
the upper right corner to check the SSIDs (WiFi network name) and passwords of the main wireless
networks. If you want to show or hide your WiFi passwords, click the Eye icon (@ ).

Figure 29 WiFi Seftings

WiFi Settings

)

2.4G WiFi Name

N
B
@

Zyxel _9DE5

— 5G WiFi Name
56

@) Zyxel 9DE5

WiF Password

esesecevee @
Wik Password
ssvsscssese @

2

Click the Arrow icon (> ) fo open the following screen. Use this screen to configure the SSIDs and/or
passwords for your main wireless networks. Select Keep 2.4G and 5G the same to use the same SSID for

2.4 GHz and 5 GHz bands.

Figure 30 WiFi Settings: Configuration

WiFi Settings

Keep 2.4G and 5G the same ]

oA

4G and 56 the same cannot be tumed off when MESH is active

Kesp

2.4G WiFi @ 56 Wifi @
WiF Name Company
WiFi Password For CompanyOnly @

strong

Random Fassword

WiF network name

I
3 2.0. You

should disable WPS in WPS page

Save
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Each field is described in the following table.

Table 8 WiFi Settings: Configuration

LABEL DESCRIPTION

Keep 2.4G and 5G | Select this and the 2.4G and 5G wireless networks will use the same SSID.

the same
If you deselect this, the screen will change. You need fo assign different SSIDs for the 2.4G
and 5G wireless networks.

2.4G/5G WiFi Click this switch to enable or disable the 2.4G and/or 5G wireless networks. When the switch
goes to the right — @, the function is enabled. Otherwise, it is not.

WiFi Name The SSID (Service Set IDentity) identifies the service set with which a wireless device is

associated. Wireless devices associating to the access point (AP) must have the same SSID.

Enter a descriptive name (up to 32 English keyboard characters) for WiFi.

WiFi Password

If you selected Random Password, this field displays a pre-shared key generated by the Zyxel
Device.

If you did not select Random Password, you can manually type a pre-shared key from 8 to 64
case-sensitive keyboard characters.

Click the Eye icon to show or hide the password for your wireless network. When the Eye icon
is slashed (@, you'll see the password in plain text. Otherwise, it is hidden.

Random Password

Select this option to have the Zyxel Device automatically generate a password. The WiFi
Password field will not be configurable when you select this option.

Hide WiFi Name

Select this check box to hide the SSID in the outgoing beacon frame so a station cannot
obtain the SSID through scanning using a site survey tool.

Note: Disable WPS in the Network Setting > Wireless > WPS screen fo hide the SSID.

Save

Click Save to save your changes.

5.3 Guest WiFi Settings

Use this screen to enable or disable the guest 2.4G and/or 5G wireless networks. When the switch goes
to the right (@), the function is enabled. Otherwise, it is not. You can check their SSIDs (WiFi network
name) and passwords from this screen. If you want to show or hide your WiFi passwords, click the Eye

icon.

Figure 31 Guest WiFi Seftings

2.4G WiFi Name

Zyxel08787_guest

5G WiFi Nome

Zyxel08787_guest

Guest WiFi Settings @

WiFi Password
8080000 @
WiFi Password
8080008 @

D

Click the Arrow icon (> ) fo open the following screen. Use this screen to configure the 2.4G and 5G
SSIDs and/or passwords for your guest wireless networks.
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Figure 32 Guest WiFi Settings: Configuration

Guest WiFi Settings

WiFi @

WiFi Name Lyxel0B787_guest
WiFi Password ForGuestOnly] @
sfrong

Random Passworc

! i 3
Hide WiFl network name 11

Save

To assign different SSIDs to the 2.4G and 5G guest wireless networks, clear the Keep 2.4G and 5G the
same check box in the WiFi Seftings screen, and the Guest WiFi Settings screen will change.

Figure 33 Guest WiFi Settings: Different SSIDs

< Guest WiFi Settings
2.4G WiFi = ) 5G WiFi -9
WiFi Name Zyxel B760_guest] IF Name Iywel 8760 _guest!
ord © VOr

Save
Each field is described in the following table.
Table 9 WiFi Settings: Configuration
LABEL DESCRIPTION
WiFi Click this switch to enable or disable the 2.4G and/or 5G wireless networks. When the switch
. goes fo the right © @, the function is enabled. Otherwise, it is not.
2.4G/5G WiFi
WiFi Name The SSID (Service Set IDentity) identifies the service set with which a wireless device is

Enter a descriptive name (up to 32 English keyboard characters) for WiFi.

associated. Wireless devices associating to the access point (AP) must have the same SSID.
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Table 9 WiFi Settings: Configuration (continued)

LABEL

DESCRIPTION

WiFi Password

If you selected Random Password, this field displays a pre-shared key generated by the Zyxel
Device.

If you did not select Random Password, you can manually type a pre-shared key from 8 to 64
case-sensitive keyboard characters.

Click the Eye icon to show or hide the password of your wireless network. When the Eye icon
is slashed (@, you'll see the password in plain text. Otherwise, it is hidden.

Random Password

Select this option to have the Zyxel Device automatically generate a password. The WiFi
Password field will not be configurable when you select this option.

Hide WiFi Name

Select this check box to hide the SSID in the outgoing beacon frame so a station cannot
obtain the SSID through scanning using a site survey tool.

Note: Disable WPS in the Network Setting > Wireless > WPS screen o hide the SSID.

Save

Click Save to save your changes.

5.4 LAN Settings

Use this screen to view the LAN IP address, subnet mask, and DHCP settings of your Zyxel Device.

Figure 34 LAN

LAN

IP Address
Subnet Mask

IP Address Range
DHCP

Lease Time

192.168.1.1

255.255.255.0

192.168.1.2 ~ 192.168.1.254
@

Tdays Ohours Omins >

Click the Arrow icon (>) to open the following screen. Use this screen to configure the LAN IP address
and DHCP setting for your Zyxel Device.
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Figure 35 LAN Setup
X
LAN
LAN IP Setup IP Addressing Values
P Address 92148 1 SR it 192 168 1 2
At 255 255 258 c 192 168 1 254
DHCP Server State
DHCP Server Legse Time i 0 hours 0 minutes
Save

Each field is described in the following table.

Table 10 Status Screen

LABEL DESCRIPTION
LAN IP Setup
IP Address Enter the LAN IPv4 address you want to assign to your Zyxel Device in dotted decimall
notation, for example, 192.168.1.1 (factory default).
Subnet Mask Type the subnet mask of your network in dotted decimal notation, for example 255.255.255.0

(factory default). Your Zyxel Device automatically computes the subnet mask based on the
IP address you enter, so do not change this field unless you are instructed to do so.

IP Addressing Values

Beginning IP This field specifies the first of the contiguous addresses in the IP address pool.
Address
Ending IP This field specifies the last of the contiguous addresses in the IP address pool.
Address
DHCP Server State
DHCP Server This is the period of time DHCP-assigned addresses is used. DHCP automatically assigns IP
Lease Time addresses to clients when they log in. DHCP cenfralizes IP address management on central
computers that run the DHCP server program. DHCP leases addresses, for a period of time,
which means that past addresses are “recycled” and made available for future
reassignment fo other systems.
Days/Hours/ Enter the lease fime of the DHCP server.
Minutes
Save Click Save to save your changes.

5.5 Parental Contirol

Use this screen to view the number of profiles that were created for parental conftrol.
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Figure 36 Parental Control

Parental Conirol

profile
\ scheduled /

>

Click the Arrow icon (> ) fo open the following screen. Use this screen to enable parental control and
add more profiles. Add a profile to create restricted access schedules. Go to the Security > Parental
Control > Add New PCP/Edit screen fo configure URL filtering settings to block the users on your network
from accessing certain web sites.

Figure 37 Parental Conftrol: Scheduled Profile (no profile)
Parental Control @

Scheduled Profile.

®

Add more Profile

‘You can manage your family's screen fime by creating
profiles, setting schedules, managing devices to pause the
internet for bedtime or important family moments.

Figure 38 Parental Control: Scheduled Profile

Parental Conirol

Scheduled Profile. €

S
@ Bertc
Add more Profile s 9
Profile Device List p

TWPCIT02788-01

Schedule

Sun
From 07:00 am to 11:45
am

Delete Edit
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Each field is described in the following table.

Table 11 Parental Conftrol: Schedule

LABEL DESCRIPTION

Parental Control Click this switch to enable or disable parental control. When the switch goes to the right
(@), the function is enabled. Otherwise, it is not.

Active Click this switch to enable or disable a created profile. When the switch goes to the right
(@), this profile is active. Otherwise, it is not.

Scheduled Profile This screen shows all the created profile(s). Click “# = beside Profile Device List fo view more
information about the profile. You can click Delete to remove the profile or click Edit to
change the profile setfings.

Add more Profile Click this button or tab to create a new profile.

5.5.1 Create/Edit a Parental Control Profile

Click Add more Profile to create a profile or click Edit of an existing profile to change its seftings. Use this
screen to add a device(s) in a profile and block Internet access on the profile device(s).

Figure 39 Parental Control: Select Device

<
Parental Control
Profile Name Barton = Sam Yu
_.=__. IP:192.168.1.13
Prof :. Mac:dc:4a:3e:40:ec:5f
Profile Device List
Sam Yu
Allowing Schedule
Next
Each field is described in the following table.
Table 12 Parental Control: Select Device
LABEL DESCRIPTION
Profile Name Enter a descriptive name for the profile.
Profile Active Click this switch to enable or disable the profile. When the switch goes to the right < @, the
profile is enabled. Otherwise, it is disabled.
Profile Device List This field shows the devices selected on the right for this profile.
Allowing Schedule This field shows the time during which Internet access is blocked on the profile device(s).
Select the device(s) on your network for this profile and click Next.

5.5.2 Define a Schedule

This screen allows you to define time periods and days during which Internet access is blocked on the
profile device(s).
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Figure 40 Parental Control: Time Limit

Profile Name

Profile Device List

Sam Yu

Allowing Schedule

Sun

Barton

Parental Conirol

Schedule 4= Add New Schedule

End blocking

Start blocking

g = am * 2 % | O ¥ pm ¥

Thu Fri Sat sSun

From 7:00 am to 12:00 pm

Back Save

Each field is described in the following table.

Table 13 Parental Control: Time Limit

LABEL

DESCRIPTION

Profile Name

Enter a descriptive name for the profile.

Profile Active

Click this switch to enable or disable the profile. When the switch goes to the right < @, the

profile is enabled. Otherwise, it is disabled.

Profile Device List

This field shows the devices selected on the right for this profile.

Allowing Schedule

This field shows the time during which Internet access is blocked on the profile device(s).

Schedule

Add New Schedule

Click this to add a new block for scheduling.

Start/End blocking

Select the time period when Internet access is blocked on the profile device(s).

Select Whole Week and the scheduler rule will be activated everyday of the week.

Repeat On Select the days when Internet access is blocked on the profile device(s).
Back Click Back to return to the previous screen.
Save Click Save to save your changes.
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