| A AELTA

Combo :‘.‘:odlfle

Data sheet

DFCM-NNNS0O-DTOR
A IEEE 802.11b/g/n Wireless LAN Plus Bluetooth
Low Energy System On Chip Combo Module.



AI&ELTII DFCM-NNN50-DTOR

Contents
1. FRALUIES ...t bbb h e bt e R bR e e R e e e R et R et et n e b ne e 5
I 1=l 1= - | BRSO PRSP 5
1-2  WLAN Lttt b bbb bRt R R bR b bt n e bbbt st nn e 5
1-3. BIUBTOOTN ..t b bbbttt b b e r e 6
2. MOl NO. DEFINITION ..ottt sbe e 7
3. =] [oTot QB T T Vo - o PSPPSR 8
4. GeNeral SPECITICALION ........iiieiiiite ettt e bt e et e s be s be et estesreeneenne s 9
5. EleCtrical CharaCteriStiCS. ... ..o ittt 10
5-1. Absolute Maximum RALING........coiiiiriiieiieiese e sne e enes 10
5-2. Recommended Operating CoNdItIONS. .........ccvuiiiiiieieiisieie e 10
5-2.1. Operating CONAITIONS.........oiiiiiie ettt bbb e et et re e e e saeseeenes 10
5-2.2. POWET CONSUMPLION......tiitiiiiiitiiiieste sttt b ettt sbe st e st et re e e sbesneenes 10
6. O g 1= Tod (=] 11 U O RRRPRTRR 11
6-1. WLAN RF CharaCteriStiCS. ......civiiiiiirieeiieiiesieeie sttt st b see e enes 11
6-2. Bluetooth Low Energy RF CharaCteristiCs............cooviiiiiniiiiiiee e 13
e Ta I D =Tod g o1 (o] o T TS TP RO PP PP 14
SIOW ClOCK REQUITEIMENT ...ttt bttt bbbt b b e enes 16
8-1. External 32.768KHz Crystal 0SCIHIAON..........c.oiiiiiiiie s 16
8-2. 32.768KHZ RC OSCIHIALON ......viiiiiiiieiieiee et 16
8-3. 32.768KHZ synthesized 0SCIHIALON ..........cccvviiiiieciieiee e 17
9. POWET-UD SEOUENCE ......eieiitie ittt sttt ettt ettt sttt s et ssb e bt et e e bt enbb e e nbe e e nnbeennbeennbee s 18
10, PeFIPNEIAl ..ot re e 19
10-1. TIMEr/Counters (TIMERY) ......cuiiiiieieiicee ettt naenneeneas 20
10-2. Real Time COUNEN (RTC)..cuiiiiiiieiiieieiie st eee ettt sttt st besbe e snesbe e s e nbesneeneas 20
10-3. AES Electronic Codebook Mode ENcryption (ECB)..........ccoveriiiiiiieneninienie e 21
10-4. AES CCM Mode ENCryption (CCM) ....couiiiiiiiiiieie ittt s 21
10-5. Accelerated Address RESOIVET (AAR) ..o et 22
10-6. Random Number Generator (RNG)........coiiiiiiiiiie i 22
10-7. WatChdog TIMEE (MWDT) . .ceiiieieiieie sttt sttt sttt st b et b sneeneas 23
10-8. Temperature SENSOr (TEMP).....c.i ittt eneeneas 23
Preliminary Data Sheet Sheet 2 of 41 Jun 27 2017

Proprietary Information and Specifications are Subject to Change



ABELTZI DFCM-NNN50-DTOR

10-9. BLE Serial Peripheral Interface (SPIS/SPI) ........coo i 24
10-9.1.SPI Slave Specifications and Parameters ..........ccccoeeiererienieniseeee e 25
10-9.2.SPI Master Specifications and Parameters ..........ccoceeeiererieneseeee e 26

10-10. TWO-WIre INtEITACE (TWWI). .ottt bbb 27

10-11. Universal Asynchronous Receiver/Transmitter (UART) .....cccocoviiiiiiiieiiniie e 29

10-12. Quadrature Decoder (QDEC) ......cuciiiiiiiieiist e 29

10-13. Analog to Digital ConVErter (ADC) .....ccuoiiiiiieie et 30

10-14. GPIO Task EVENt BIOCK (GPIOTE) ...c..oviiiiiiiiiisiesie e 31

10-15. Low Power Comparator (LPCOMP) .......coiiiiiiieie it 31

10-16. GPIO .. b bbb bbb bbb 32

O A B T o TUTo o[- ST o] oo SO USROS SPURUPRRRN 33

10-18. WLAN SPI SIaVe INTEITACE .......oveiiiieiiiiite it 33

11. RETEIENCE CHICUIL ...t b et bbb st e b et e se e e b nbeenes 36
11-1. SEANAAIT IMOGE ... ettt bbbt saesre e 36
11-2. High SPEEA IMOTE ... e b 37

12. Module DImMeNSIONS (MM) ...veiiiiiiiiieie et bttt e b sbe s st e besbeen e e sbesreeneas 38

13. Recommend Soldering CONAItIONS ..........coviiiiiiiiiee e 39

14. IMPOITANT NOTICE ...ttt b et b e bt e b e b e e st e sbe e bt eb e e b e nbeeneens 40
14.1 Federal Communications Commission (FCC) NOLICE .........cccoeriririiiciiee e 40
14.2 National Communications Commission (NCC) NOLICE..........ceriririiiiiiiririeese e 41

Preliminary Data Sheet Sheet 3 of 41 Jun 27 2017

Proprietary Information and Specifications are Subject to Change



AI&ELTII DFCM-NNN50-DTOR
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DFCM-NNN5-DTOR
Wireless LAN/BLE SoC Combo Module

his document describes the DFCM-NNN50-DTOR wireless LAN/BLE SoC combo module hardware

specification. The modules provide cost effective, low power, and flexible platform to add Wi-Fi®
connectivity and BLE for embedded devices for a variety of applications, such as wireless sensors and
thermostats. It uses the wireless LAN chip and BLE SoC, which integrating the 2.4GHz transceiver, a 32 bit
ARM® Cortex MO CPU, flash memory, and analog and digital peripherals.

1. Features
1-1. General
® Integrated wireless LAN chip and BLE chip
® Built in RF switch for BLE and WLAN using a single antenna
® Integrated a 32 bit ARM® Cortex MO CPU,256KB flash memory and 32KB RAM
® Extra 256KB flash memory for user data storage.
®  8/9/10 bit ADC - 5 configurable channels
® 14 General Purpose I/O Pins
® Two-wire Master (12C compatible) support 100K bps and 400K bps
® UART baud rate up to 921600 bps
®  SPI bit rate up to 4M bps
® Quadrature Decoder (QDEC)
® Temperature sensor
® LGA42 pin package
® Dimension 12.4mm(L) x 10.9mm(W) x 1.8mm(H)
® ROHS compliant
1-2. WLAN
® |EEE 802.11 b/g/n (1x1) for up to 65 Mbps
®  Superior Sensitivity and Range via advanced PHY signal processing
® Advanced Equalization and Channel Estimation
® Advanced Carrier and Timing Synchronization
®  Soft-AP support
Preliminary Data Sheet Sheet 5 of 41 Jun 27 2017
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® Supports IEEE 802.11 WEP, WPA, WPA2 Security
® SSL Security
®  On-Chip network stack offload MCU
- Integrated Network IP stack to minimize high speed mode host CPU requirements (4KB flash -
less than 1KB RAM, for Wi-Fi drivers)
- Network features TCP, UDP, DHCP, ARP, HTTP, SSL, and DNS
® Support SPI host interface

1-3. Bluetooth

® Bluetooth 4.1 specification compliant
® AES HW encryption
Preliminary Data Sheet Sheet 6 of 41 Jun 27 2017
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2. Model No. Definition

DECM-NNNSOQO - DT 0 R

Lead Free

I Serial no.

Customer code

Version

Dimension

Bluetooth Chip

WLAN Specification

E=Pb free

R=RoHS

N=NG

L=Process with Lead

0= Consumer Application

DT= Delta Define

0= WLAN + Bluetooth

5=12.4x10.9 mm

N=Delta Define

N= IEEE 802.11b/g/n

WLAN Chip N=Delta Define
Product-type M= Module
Property C= Combo
Substrate F= FR4
Company D=DELTA
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3. Block Diagram

32MHz Crystal
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Figure 3-1 DFCM-NNN50-DTOR Block Diagram

Preliminary Data Sheet Sheet 8 of 41 Jun 27 2017

Proprietary Information and Specifications are Subject to Change



ABELTA DFCM-NNN50-DTOR

4. General Specification

WLAN: IEEE 802.11 b/g/n

Standard Bluetooth: V4.1
Frequenc 2.412 ~ 2.484 GHz for WLAN
quency 2.402 ~ 2.48 GHz for BT
Modulation 64QAM, 16QAM, QPSK, BPSK, CCK, DQPSK, DBPSK for WLAN
GFSK for Bluetooth
802.11h: 1, 2, 5.5, 11 Mbps
Data Rate 802.119: 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11n: 6.5, 13, 19.5, 26, 39, 52, 58.5, 65 Mbps
BLE: 0.25, 1, 2 Mbps

Operating Temperature |-25~+85

Storage Temperature -40~+85

Antenna Impedance 50 ohm

Package Size 12.4 X 10.9 X 1.8 mm
Host Interface UART, SPI

Table 4-1 General Specification
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5. Electrical Characteristics

5-1. Absolute Maximum Rating

Symbol Min. Max. Units
VBAT -0.3 5.0 \%
VDDIO -0.3 3.9 \%
Vepio -0.3 2.1 \%
ESD-HBM 1 KV
ESD-CDM 500 Y%
Table 5-1 Absolute Maximum Rating
5-2. Recommended Operating Conditions
5-2.1. Operating Conditions
Symbol |[Parameter Min. Typ. | Max. | Unit
VBAT [Supply voltage 3.0 3.3 4.2 Vv
VDDIO |[Supply voltage 2.7 3.3 3.6 \%
Table 5-2 Operating Conditions
5-2.2. Power Consumption
Condition: VBAT=3.3V, VDDIO=3.3V, T=25
Conditions VBAT VDDIO.
Idle mode 3.7UA 4.24 mA
Standby mode 3.7 UA 67 UA.
BLE RF TX mode 3.7 UA 18.6 mA
BLE RF RX mode 3.7UA 18 mA
WLAN RF TX mode 252 mA 29.1 mA
WLAN RF RX mode 75 mA 28.9 mA
Table 5-3 Power Consumption
Preliminary Data Sheet Sheet 10 of 41 Jun 27 2017
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6. RF Characteristics
6-1. WLAN RF Characteristics

Condition: VBAT=3.3V, VDDIO=3.3V, T=25

Iltem Condition Min.

Typ. Max. | Unit

802.11b Transmit

Transmit power level 11Mbps 8 12* 16 dBm
Transmit center frequency tolerance -25 0 +25 | ppm
Fc-22MHz<F<Fc-11MHz & 30 dBr
Transmit spectral mask Fc+11IMHz<F<Fc+22MHz
F<Fc-22MHz&F>Fc+22MHz -50 dBr
Transmit modulation accuracy 11 35 %
802.11b Receiver
Receiver minimum input level
sensitivity (PER<8%) 11Mbps -84 -76 | dBm
Receiver maximum input level 10 | dBm

(PER<8%)

Table 6-1 WLAN 802.11b RF Characteristics

Condition: VBAT=3.3V, VDDIO=3.3V, T=25

ltem Condition Min.

Typ. Max. | Unit

802.11g Transmit

Transmit power level 54Mbps 7.5 11.5* | 15,5 | dBm
Transmit center frequency tolerance -25 0 +25 | ppm
RF carrier suppression Channel estimation phase -26 -15 dB
Transmit modulation accuracy 54Mbps -31 -25 dB

Fc-20MHz<F<Fc-11MHz 20 dBr
Transmit spectral mask &Fc+11MHz<F<Fc+22MHz

F<Fc-30MHz&F>Fc-20MHz -28 dBr
Preliminary Data Sheet Sheet 11 of 41 Jun 27 2017
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802.11g Receiver

Receiver minimum input level
sensitivity (PER<10%) 54Mbps 70 65 | dBm
Receiver maximum input level
(PER<10%) -20 | dBm
Table 6-2 WLAN 802.11g RF Characteristics
Condition: VBAT=3.3V, VDDIO=3.3 V, T=25
Item Condition Min. Typ. Max. | Unit
802.11n Transmit
Transmit power level 65Mbps 5 o* 13 dBm
Transmit center frequency tolerance -25 +25 | ppm
RF carrier suppression Channel estimation phase -22 -15 dB
Transmit modulation accuracy 65Mbps -31 -27 dB
Fc-20MHz<F<Fc-11MHz -20 dBr
Transmit spectral mask &Fc+11MHz<F<Fc+22MHz
F<Fc-30MHz&F>Fc-20MHz -28 dBr
802.11n Receiver
Receiver minimum input level
sensitivity (PER<10%) 65Mbps 65 64 | dBm
Receiver maximum input level
(PER<10%) -20 | dBm
Table 6-3 WLAN 802.11n RF Characteristics
* Transmit power level may be degraded at extreme temperatures.
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6-2. Bluetooth Low Energy RF characteristics

Condition: VDDIO=3.3V, T=25

Item Condition Min. Typ. Max. | Unit

RF Characteristics

Output Power -20 2.5 8 dBm

Initial Frequency Offset -75 0 75 KHz
F1 Average 225 250 275 KHz

Modulation Characteristics F2 Maximum 185 217 KHz
F2 / F1 Ratio 0.8 0.91

Sensitivity (PER<30.8%) 250Kbps -91 -70 | dBm

Maximum Input Level (PER<30.8%) |250Kbps 0 dBm

Table 6-4 Bluetooth RF Characteristics
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7. Pin Description

Pin Definition Function Description
1 BT_PO0.23 Digital I/O  |Bluetooth General purpose 1/O pin
2 BT_PO0.03 Digital I/O  |Bluetooth General purpose 1/O pin
3 GND Gnd Ground
4 ANT RF WLANY/Bluetooth RF input/output
5 GND Gnd Ground
6 BT_P0.25 Digital /O  |Bluetooth general purpose I/O pin
7 BT_PO0.13 Digital I/O  |Bluetooth general purpose 1/O pin
8 BT_P0.20 Digital I/O  |Bluetooth general purpose 1/O pin
9 BT_PO0.17 Digital /O  |Bluetooth general purpose I/O pin
10 BT_PO0.16 Digital I/O  |Bluetooth general purpose 1/O pin
11 BT _SWDCLK Digital input |Hardware debug and flash programming I/O
o System reset (active low). Also hardware debug and flash
12 BT _SWDIO Digital I/O ]
programming 1/O
13 GND Gnd Ground
14 IRQN Digital I/O |Interrupt pin to host
15 SPI_MOSI Digital /O |SPI_MOSI
16 WL_GPIO5 Digital I/O  |WLAN GPIO5, firmware debug purpose
17 GND Gnd Ground
18 WL_I2C_SDA Digital /O  |WLAN I2C slave data, hardware debug purpose
19 WL_I2C_SCL Digital I/O  |WLAN 12C slave clock, hardware debug purpose
20 SD_DAT3 Digital /0 [NC
21 SD_CLK Digital /O [NC
Bluetooth general purpose 1/O pin
22 BT _P0.06 DigitaI'I/O ADC inputg7 o i
Analog input )
ADC Reference voltage input 1
23 BT PO.0S Digital I/O  |Bluetooth general purpose 1/0 pin
- Analog input |[ADC input 6
24 BT_P0.04 Digital I/O  |Bluetooth general purpose 1/O pin

Preliminary Data Sheet
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24 BT_P0.04 Analog input |ADC input 5
25 BT_P0.31 Digital I/O  |Bluetooth general purpose 1/O pin
26 GND Gnd Ground
27 VBAT Power VBAT power supply input
28 GND Gnd Ground
29 BT_P0.30 Digital /O  |Bluetooth general purpose I/O pin
Digital I/O  |General purpose I/O.
30 BT_P0.00 _
- Analog input |[ADC Reference voltage.
31 SPI_MISO Digital /O |SPI_MISO
32 SPI_SCK Digital /O |SPI_SCK
33 SPI_SSN Digital /O |SPI_SSN
Bluetooth general purpose 1/0 pin
Digital /O  |ADC input 1
34 BT_P0.27 , _ _
Analog input |Crystal connection for 32.768 kHz crystal oscillator or
external 32.768 kHz crystal reference
35 BT _PO0.29 Digital I/O  |Bluetooth general purpose 1/O pin
Bluetooth general purpose 1/O pin
Digital I/O i g purp P
36 BT_P0.26 _ ADC input 0
Analog input ) .
Crystal connection for 32.768 kHz crystal oscillator
37 BT _P0.24 Digital I/O  |Bluetooth general purpose 1/O pin
38 GND Gnd Ground
39 VDDIO Power Power supply input of VDDIO
40 GND Gnd Ground
41 BT_P0.21 Digital I/O  |Bluetooth general purpose 1/O pin
42 BT_P0.22 Digital I/O  |Bluetooth general purpose 1/O pin

Table 7-1 Pin Description
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8. Slow Clock Requirement

8-1. External 32.768KHz crystal oscillator
The 32.768 kHz crystal oscillator is designed for use with a quartz crystal in parallel resonant mode. To

achieve correct oscillation frequency, the load capacitance must match the specification in the crystal
data sheet. Table 8-1 shows the specification of 32.768 kHz crystal oscillator.

Symbol Description Min. Typ. Max. Units ITe isetl

fnomxazk Crystal frequency. 32.768 kHz N/A
Frequency tolerance, Bluetooth low ener

froLxazksLE ape;i catl :'n s ay +250 ppm N/A
Clyaok Load capacitance. 125 pF N/A
Coxazk Shunt capacitance. 2 pF N/A
Rs 32K Equivalent series resistance. 50 80 k0 N/A
Poxazk Drive level. 1 HW N/A
Cpin Input capacitance on XL1 and XL2 pads. 4 pF 1
Ix3ok Run current for 32.768 kHz crystal oscillator. 0.4 1 pA 1
lsTART X322k Startup current for 32.768 kHz crystal oscillator. 13 1.8 pA 1
tSTART X3 2k Startup time for 32.768 kHz crystal oscillator. 0.3 1 s 2

Table 8-1 32.768 kHz crystal oscillator specification

8-2. 32.768KHz RC oscillator
The 32.768 kHz RC low frequency oscillator may be used as an alternative to the 32.768 kHz crystal
oscillator. It has a frequency accuracy of less than + 250 ppm in a stable temperature environment or
when calibration is periodically performed in changing temperature environments. The 32.768 kHz RC
oscillator does not require external components.
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Symbol Description Note Min. Typ. Max. Units I':setl
foM RC32K Nominal frequency. 32.768 kHz N/A
froLrcazk Frequency tolerance. 42 % 3
froLcALRCI2k Frequency tolerance. Calibration interval 4 s +250 ppm 1
lpcazk Run current. 0.5 0.8 1.1 HA 1
tsTART RCaZK Startup time. 100 His 1

Table 8-2 32.768 kHz RC oscillator specification

8-3. 32.768KHz synthesized oscillator

The low frequency clock can be synthesized from the high frequency clock. This saves the cost of a
crystal but increases average power consumption as the high frequency clock source will have to be

active.
Test
Symbol Description Note Min. Typ. Max. Units level
fuomsyntazk  Nominal frequency. 32.768 kHz 1
f +8
froLsynr Frequency tolerance. TOLXO16M opm :

froLxosam +8

Run and startup current for
lsyNT22K 32.768 kHz Synthesized clock 15 LA 1
including the 16M XOSC.

Startup time for 32.768 kHz

ISTART SYNT3 2k Synthesized clock. [ Hs U
Table 8-3 32.768 kHz synthesized oscillator specification
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9. Power-Up Sequence

Power-Up Sequence
The power-up sequence for DFCM-NNN50-DTOR is shown in Figure 9.1 The timing parameters are

provided in Table 9.1

VDDIO

Figure 9.1 Power-Up Sequence

to 0 ms VBAT rise to VDDIO rise VBAT and VDDIO can rise
simultaneously

The on-chip power on reset
VDDIO supply rise time (OV to supply| circuitry may not function properly

voltage) for rise times outside the specified
internal

tr 100 ms

Table 9.1 Power-Up Sequence Timing
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10. Peripheral

Peripheral blocks which have a register interface and/or interrupt vector assigned are instantiated, one
or more times, in the device address space. The instances, associated ID (for those with interrupt
vectors), and base address of features are found in Table 10-1.

[} Base address Peripheral Instance Description
Q 40000000 POWER POWER Power Control.
4] OxADD0O000 CLOCK CLOCK Clock Control.
1 00001000 RADID RADIO 2.4 GHz Radio.
2 e 0002000 UART UARTOD Universal Asynchronous Receiver/Transmitter.
3 O A0003000 SPI SPID SPI Master.
3 040003000 TWI TWIO 12C compatible Two-Wire Interface 0.
4 0000000 5PIS SPIE1 5P Slave.
4 0000000 SPI 5P SPI Master.
4 00004000 TWI TWI 12C compatible Two-Wire Interface 1.
5 Unused.
& O A000E000 GPIOTE GPIOTE GPIO Task and Events.
7 040007000 ADC ADC Analog to Digital Converter.
8 0340008000 TIMER TIMERQ Timer/Counter 0.
E 0oe4000S000 TIMER TIMER1 Timer/Counter 1.
10 0000000 TIMER TIMER2 Timer/Counter 2.
" 0xA000B000 RTC RTCO Real Time Counter 0.
12 0xA000C000 TEMP TEMP Temperature Sensar.
13 0340000000 RMG RMG Random Number Generator.
14 0x4000ED00 ECE ECE Crypto AES ECB.
15 OxA000F000 ccm CCM AES Crypto CCM.
15 0xcA000F000 AAR AAR Accelerated Address Resolver.
16 040010000 WDT WOT Watchdog Timer.
17 040011000 RTC RTC1 Real Time Counter 1.
18 0540012000 QDEC QDEC Cuadrature Decoder.
19 0xA400 13000 LPCOMP LPCOMP Low Power Comparator.
20-25 Reserved as software interrupt.
26-29 Unused.
30 0x4001E000 NVMC NVMC Mon-Volatile Memory Controller.
31 0400 1F000 PPl PPl Programmable Peripheral Interconnect.
MA 0 SO000000 GPID GPID General Purpose Input and Output.
MA 0510000000 FICR FICR Factory Information Configuration Registers.
MA Oa 10001000 UICR WICR User Information Configuration Registers.

Table 10-1 Peripheral instance reference
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10-1. Timer/Counters (TIMER)
The timer/counter runs on the high-frequency clock source (HFCLK) and includes a 4 bit (1/2X)
prescaler that can divide the HFCLK.
The task/event and interrupt features make it possible to use the PPI system for timing and counting
tasks between any system peripheral including any GPIO of the device. The PPl system also enables
the TIMER task/event features to generate periodic output and PWM signals to any GPIO. The number
of input/outputs used at the same time is limited by the number of GPIOTE channels.

Instance Bit-width Capture/Compare registers
TIMERO 8/16/24/32 4
TIMER1 8/16 4
TIMER2 8/16 4

Table 10-2 Timer/Counter properties

Test

Symbol Description Note Min. Typ. Max. Units level

lrnacros 2 Timer at16 MHz run current. 30 pA 1

Time from START task is given

until timer starts counting. 0.25 s 1

ETIMER START

Table 10-3 Timer specification

10-2. Real Time Counter (RTC)

The Real Time Counter (RTC) module provides a generic, low power timer on the low-frequency clock
source(LFCLK). The RTC features a 24 bit COUNTER, 12 bit (1/X) prescaler, capture/compare registers,
and a tick event generator for low power, tickless RTOS implementation.

Instance Capture/Compare registers
RTCO 3
RTC1 4

Table 10-4 RTC properties
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Symbol Description Min. Typ. Max. Units I.:T:I
lfTc Timer (LFCLK source). 0.1 A 1

Table 10-5 RTC specification

10-3. AES Electronic Codebook Mode Encryption (ECB)
The ECB encryption block supports 128 bit AES block encryption. It can be used for a range of
cryptographic functions like hash generation, digital signatures, and keystream generation for data
encryption/decryption. ECB encryption uses EasyDMA to access system RAM for in-place operations
on cleartext and ciphertext during encryption.

_— : . Test

Symbol Description Min. Typ. Max. Units level
lece Run current for ECB. 550 pA 1
tSTARTECE, ENDECE Time for a 16 byte AES block encrypt. 8.5 17 s 1

Table 10-6 ECB specification

10-4. AES CCM Mode Encryption (CCM)
Cipher Block Chaining - Message Authentication Code (CCM) Mode is an authenticated encryption
algorithm designed to provide both authentication and confidentiality during data transfer. CCM
combines counter mode encryption and CBC-MAC authentication.

Note: The CCM terminology "Message Authentication Code (MAC)" is called the "Message Integrity
Check (MIC)" in Bluetooth terminology.

The CCM block generates an encrypted keystream, applies it to the input data using the XOR operation,
and generates the 4 byte MIC field in one operation. The CCM and radio can be configured to work
synchronously. The CCM will encrypt in time for transmission and decrypt after receiving bytes into
memory from the Radio. All operations can complete within the packet RX or TX time.
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Test

Symbol Description Min. Typ. Max. Units level

oo Run current for CCM. 550 A 1

Table 10-7 CCM specification

10-5. Accelerated Address Resolver (AAR)
Accelerated Address Resolver is a cryptographic support function to implement the "Resolvable Private
Address Resolution Procedure" described in the Bluetooth Core Specification v4.0. "Resolvable Private
Address Generation" should be achieved using ECB and is not supported by AAR. The procedure
allows two devices that share a secret key to generate and resolve a hash based on their device
address.
The AAR block enables real-time address resolution on incoming packets. This allows real-time packet
filtering (whitelisting) using a list of known shared secrets (Identity Resolving Keys (IRK) in Bluetooth).
The following table outlines the properties of the AAR.

Instance Number of IRKs supported for simultaneous resolution

AAR 8
Table 10-8 AAR properties

Symbol Description Min. Typ. Max. Units e

level
laap Run current for AAR. 550 pA 1
tSTART RESOLVED Tirme for address resolution of 8 IRKs. 68 [TH 1

Table 10-9 AAR specification

10-6. Random Number Generator (RNG)
The Random Number Generator (RNG) generates true non-deterministic random numbers derived from
thermal noise that are suitable for cryptographic purposes. The RNG does not require a seed value.
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" . . Test
Symbol Description Note Min. Typ. Max. Units lavel
lpnc Run current at 16 MHz. &0 A 1
Run time per byte in Uniform distribution
RNG RAW RAW mo dF::- : of 0 and 1 is not 167 s 1
) guarantead.
Uniform distribution
of Dand 1is
Run time per byte in guaranteed. Time to
t . 677 1
RNG.UNI Uniform mode. generate a byte Hs
cannot be

guaranteed.

Table 10-10 Random Number Generator (RNG) specifications

10-7. Watchdog Timer (WDT)

A countdown watchdog timer using the low-frequency clock source (LFCLK) offers configurable and
robust protection against application lock-up. The watchdog can be paused during long CPU sleep
periods for low power applications and when the debugger has halted the CPU.

Symbol Description Min. Typ. Max. Units IT! ::I
Iwot Run current for watchdog timer. 0.1 LA 1
twoT Time out interval, watchdog timer. 30 us 36 hirs 1

Table 10-11 Watchdog Timer specifications

10-8. Temperature sensor (TEMP)

The temperature sensor measures die temperature over the temperature range of the device with 0.25°

C resolution.
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Symbol Description Min. Typ. Max. Units I-:rs:l
Fear Run current for Temperature sensor. 185 pA 1
temp Time required for temperature measurement. 35 Hs 1
TrancE Temperature sensor range. -25 75 “C /A
Tacc Temperature sensor accuracy. -4 +4 “C AR
Thes Temperature sensor resolution. 0.25 i 1

Table 10-12 Temperature sensor

10-9. BLE Serial Peripheral Interface (SPIS/SPI)

The SPI interfaces enable full duplex synchronous communication between devices. They support a
threewire (SCK, MISO, MOSI) bi-directional bus with fast data transfers. The SPI Master can
communicate with multiple slaves using individual chip select signals for each of the slave devices
attached to a bus. Control of chip select signals is left to the application through use of GPIO signals.
SPI Master has double buffered 1/0 data. The SPI Slave includes EasyDMA for data transfer directly to
and from RAM allowing Slave data transfers to occur while the CPU is IDLE.

The GPIOs used for each SPI interface line can be chosen from any GPIO on the device and are
independently configurable. This enables great flexibility in device pinout and efficient use of printed

circuit board space and signal routing.
The SPI peripheral supports SPI mode 0, 1, 2, and 3.

Instance Master/Slave
SPIO Master
SPI Master
SPIST Slave

Table 10-13 SPI properties

Preliminary Data Sheet Sheet 24 of 41 Jun 27 2017

Proprietary Information and Specifications are Subject to Change



ABELTA DFCM-NNN50-DTOR

10-9.1.SPI Slave Specifications and Parameters

. . . Test
Symbol Description Min. Typ. Max. Units level
lspis125K Run current for SP1 slave at 125 kbps.' 180 HA 1
Ispiszm Run current for SPI slave at 2 Mbps.] 183 pA 1
fopig Bit rates for SPIS. 0.125 2 Mbps N/A
1. CSMasserted.
Table 10-14. SPIS specifications
-r-tcw—|;|
CSN \ ﬂ SN
o LoC —leLori—sle—to1 | st Lo
scK NV | NIV N B
MOS1
Miso ——— . Y (T . N
Figure 10-1 SPIS timing diagram, one byte transmission, SPI Mode 0
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— : . Test
Symbol Description Note Min. Typ. Max. Units level
toe Data to S5CK setup. 10 ns 1
ton SCK to Data hold. 10 ns 1
. Low power mode.! 7100
t CSN to Data valid. ns 1
«0 Constant latency mode.! 2100
to SCK to Data Valid. 60 ns 1
teoL SCK Low time. 40 ns 1
tey SCK High time. 40 ns 1
Low power mode.! 7000
toe CSN to SCK Setup. ns 1
: Constant latency mode.! 2000
tcon Last SCK edge to C5N Hold. 2000 ns 1
towH CSN Inactive time. 300 ns 1
teoz CSN to Output High Z. 40 ns 1
fock SCK frequency. 0.125 2 MHz 1
thtr SCK Rise and Fall time. 100 ns 1
Table 10-15 SPIS timing parameters
10-9.2.SPI Master Specifications and Parameters
. . . Test
Symbol Description Min. Typ. Max. Units lavel
lspr125K Run current for SPl master at 125 kbps. 180 A 1
lspran Run current for SPl master at 4 Mbps. 200 LA 1
fop Bit rates for SPL. 0.125 4 Mbps M/A
Table 10-16 SPI specifications
5CK
MISO . ) -E_
tcj Fars
vos [~ {1 X -,
Figure 10-2 SPI timing diagram, one byte transmission, SPI Mode 0
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Symbol Description Note Min. Typ. Max. Units I.::f: |
toc Data to SCK setup. 10 ns 1
toH SCK to Data hold. 10 ns 1
tp SCK to Data valid. Croap =10 pF 97! ns 1
toL SCK Low time. 40 ns 1
teH SCK High time. 40 ns 1
fork SCK Frequency. 0.125 4 MHz 1
thtp SCK Rise and Fall time. 100 ns 1

1. Increases/decreases with 1.2 ns/pF load.

Table 10-17 SPI timing parameters

10-10. Two-wire interface (TWI)
The two-wire interface can communicate with a bi-directional wired-AND bus with two lines (SCL, SDA).
The protocol makes it possible to interconnect up to 127 individually addressable devices. The interface
is capable of clock stretching, supporting data rates of 100 kbps and 400 kbps.
The GPIOs used for each two-wire interface line can be chosen from any GPIO on the device and are
independently configurable. This enables great flexibility in device pinout and efficient use of board
space and signal routing

Instance Master/Slave
TWIO Master
TWI1 Master

Table 10-18 Two-wire properties
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Symbol

lawiook
lawaook

Faw

Erwi START

Description Note Min. Typ.
Run current for TWI at 100 kbps. 380
Run current for TWI at 400 kbps. 400
Bit rates for TWI. 100
Time from STARTRI/STARTTX taskis  Low power mode.! 3
given until start condition. Constant latency mode.! 1

Table

10-19 TWI specification

Max.

400

4.4

Units

HA
pA
kbps

s

Test
level

A

SCL
SDA
Figure 10-3 SCL/SDA timing
o Standard Fast . Test
R BT Min. Max. Min. Max. LR level

oL SCL clock frequency. 100 400 kHz 1
Hold time for START and repeated

L7

HO_STA START condition. 2200 1300 ns 1
Data setup time before positive

t.

SU_DAT edge on SCL. 300 300 ns 1
Data hold time after negative

t

HD_DAT edge on SCL. 300 300 ns 1
Setup time from SCL goes high

t

SU_sto to STOP condition. 2200 1300 ns !
Bus free time between STOP and

taur START conditions. 4700 1300 e 1

Table 10-20 TWI timing parameters
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10-11. Universal Asynchronous Receiver/Transmitter (UART)
The Universal Asynchronous Receiver/Transmitter offers fast, full-duplex, asynchronous serial
communication with built-in flow control (CTS, RTS) support in hardware up to 1 Mbps baud. Parity
checking is supported.
The GPIOs used for each UART interface line can be chosen from any GPIO on the device and are
independently configurable. This enables great flexibility in device pinout and efficient use of board
space and signal routing.

. . . . Test

Symbol Description Note Min. Typ. Max. Units level
larT1 Run current at max baud rate. 230 pA 1
luarT115K Run current at 115200 bps. 220 pA 1
lapT12 Run current at 1200 bps. 210 pA 1

fuaRT Baud rate for UART. 1.2 1000 kbps N/ A

Table 10-21 UART specifications

10-12. Quadrature Decoder (QDEC)

The quadrature decoder provides buffered decoding of quadrature-encoded sensor signals. It is suitable
for mechanical and optical sensors with an optional LED output signal and input debounce filters. The
sample period and accumulation are configurable to match application requirements.

_— . . Test
Symbol Description Note Min. Typ. Max. Units level
lopEc 12 pA 1
Time between sampling signals
fsAMPLE from quadrature decoder. 128 16384 Hs Le
tep T_|me from LED is turned onto  Only valid for optical 0 511 s N/A
signals are sampled. SENSors.
Table 10-22 Quadrature Decoder specifications
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10-13. Analog to Digital Converter (ADC)
The 10 bit incremental Analog to Digital Converter (ADC) enables sampling of up to 5 external signals

through a front-end multiplexer. The ADC has configurable input and reference prescaling, and sample
resolution (8, 9, and 10 bit).

Note: The ADC module uses the same analog inputs as the LPCOMP module (AINO, AIN1, AIN5, AING,
AINO7, and AREF1). Only one of the modules can be enabled at the same time.

oo ; . Test
Symbol Description Note Min. Typ. Max. Units lovel
Differential non-linearity
DML <
10b {10 bit mode). ! LSB 2
Integral non-linearity
INL10n {10 bit mode). = . g
Vos Offeet error. -2 +2 % 2
2 Gain error. -2 +2 % 2
VREF_I NT Internal reference voltage. -1.5 1.20V  +1.5 % 2
TCrer InNT Internal reference voltage drift. -200 +200 ppm/°C 2
VREE pxT External reference voltage. 0.83 1.2 1.3 v 1
Time required to convert a single
t
LSl sample in 10 bit mode. 68 K !
Time required to convert a single
tancab sample in 9 bit mode. 3 Hs !
Time requirad to convert a single
t
il sample in 8 bit mode. 20 HS !
lhoc Current_clrawn by ADC during 260 uA ]
COnversion.
ADC_ERR_1V8 3 LSB 2
ADC_ERR_2V2 Absolute error when used for Internal 2 LSE B
battery measurement at reference, input
ADC_ERR_2Ve 1.8V, 22V, 26V, 3.0Vand from VDD/3, 10 ! L8 2
ADC_ERR_3Vo 34V bit mode. 1 LSE 2
ADC_ERR_3V4 1 LSE 2
Table 10-23 Analog to Digital Converter (ADC) specifications
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10-14. GPIO Task Event block (GPIOTE)
A GPIOTE block enables GPIOs on Port 0 to generate events on pin state change which can be used to
carry out tasks through the PPI system. A GPIO can also be driven to change state on system events
using the PPI system. Low power detection of pin state changes on Port O is possible when in System
ON or System OFF.

Instance Number of GPIOTE channels
GPIOTE 4

Table 10-24 GPIOTE properties

Symbol Description Min. Typ. Max. Units |:?:|

Run current with 1 or more GPIOTE active channels uA 1

| . 22
GPIOTEIN in Input mode.

Run current with 1 or more GPIOTE active channels

I . ;
Sl in Output mode. 0.1 g !

| Run current when all channels in Idle mode. PORT
GPIOTEIDLE event can be generated with a delay of up to ty;.

Table 10-25 GPIOTE specification
Note: Setting up one or more GPIO DETECT signals to generate PORT EVENT, which can be used

either as a wakeup source or to give an interrupt, will not lead to an increase of the current
consumption.

0.1 pA 1

10-15. Low Power Comparator (LPCOMP)
In System ON, the block can generate separate events on rising and falling edges of a signal, or sample
the current state of the pin as being above or below the threshold. The block can be configured to use
any of the analog inputs on the device. Additionally, the low power comparator can be used as an
analog wakeup source from System OFF or System ON. The comparator threshold can be programmed
to a range of fractions of the supply voltage.

Note: The LPCOMP module uses the same analog inputs as the ADC module (AINO, AIN1, AIN5, AING,
AIN7, and AREF1). Only one of the modules can be enabled at the same time.
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‘e : . Test
Symbol Description Min. Typ. Max. Units level
I pc Run current for LRCOMP. 0.5 pA 1
t Time from VIN crossing to ANADETECT signal 1 :
R generatad when in System OFF, 15 Hs
t Time from VIN crossing to ANADETECT signal 1
LPCANADETON 15 s 1

generated when in System ON.

1. For 50 mV overdrive
Table 10-26 Low power comparator specifications

10-16. GPIO

The general purpose I/O is organized as one port with up to 14 1/0Os enabling. Each GPIO can be

accessed individually with the following user configurable features:

* Input/output direction

* Output drive strength

* Internal pull-up and pull-down resistors

» Wake-up from high or low level triggers on all pins

* Trigger interrupt on all pins

* All pins can be used by the PPI task/event system; the maximum number of pins that can be interfaced
through the PPI at the same time is limited by the number of GPIOTE channels

« All pins can be individually configured to carry serial interface or quadrature demodulator signals

Symbaol Parameter (condition) Note Min. Typ. Max. Units
Vil Input high voltage. 0.7VDD VDD v
Vi Input low voltage. V55 0.3VDD v
Vou Output high voltage (std. drive, 0.5 m#A). VDD-0.3 VDD Vv
Vou Output high voltage (high-drive, 5 mA). ! VDD-0.3 VDD Vv
VoL Qutput low voltage (std. drive, 0.5 mA]. Vs5s 0.3 W
VoL Output low voltage (high-drive, 5 mA). V55 0.3 vV
Rpy Pull-up resistance. 1 13 16 ki
Rpp Pull-down resistance. 11 13 16 k()

1. Maximum number of pins with 5 mA high driveis 3.
Table 10-27 General Purpose I/O(GPIO) specifications
Note: The VDDIO is 3.3V
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10-17. Debugger support
The two pin Serial Wire Debug (SWD) interface provided as a part of the Debug Access Port (DAP) in
conjunction with the Nordic Trace Buffer (NTB) offers a flexible and powerful mechanism for
non-intrusive debugging of program code. Breakpoints, single stepping, and instruction trace capture of
code execution flow are part of this support.

10-18. WLAN SPI Slave Interface

WLAN provides a Serial Peripheral Interface (SPI) that operates as a SPI slave. The SPI Slave interface
can be used for control and for serial I/O of 802.11 data. The SPI Slave pins are mapped as shown in
Table 10-28. The RXD pin is same as Master Output, Slave Input (MOSI), and the TXD pin is same as
Master Input, Slave Output (MISO). The SPI Slave is a full-duplex slave-synchronous serial interface
that is available immediately following reset when module pin 25 is tied to VDDIO.

Pin SPI Function

25 CFG: Must be tied to VDDIO

33 SSN: Active Low Slave Select

32 SCK: Serial Clock

15 RXD: Serial Data Receive (MOSI)

31 TXD: Serial Data Transmit (MISO)
Table 10-28 SPI Slave Interface Pin Mapping

When the SPI is not selected, i.e., when SSN is high, the SPI interface will not interfere with data
transfers between the serial-master and other serial-slave devices. When the serial slave is not selected,
its transmitted data output is buffered, resulting in a high impedance drive onto the serial master receive
line.

The SPI Slave interface responds to a protocol that allows an external host to read or write any register
in the chip as well as initiate DMA transfers. For the details of the SPI protocol and more specific
instructions please refer to ATWILC1000A-UU Programming Guide.

The SPI Slave interface supports four standard modes as determined by the Clock Polarity (CPOL) and
Clock Phase (CPHA) settings. These modes are illustrated in Table 10-29 and Figure 10-4. The red lines
in Figure 10-4 correspond to Clock Phase = 0 and the blue lines correspond to Clock Phase = 1.

The SPI Slave timing is provided in Figure 10-5 and Table 10-30
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Mode | CPOL | CPHA
0 0 0
1 0 1
2 1 0
3 1 1

CrOL=0 ||||||||||||||

SCK _I I I I | | | | I I I I I I I \_

CrOL=1 ||||||||||||||

ssH T
CPHA=D |z| 1 2 3 4 5 6 7 g Z

RXD”XD I I I I | | | | I I I I I I I |
(MOSI/MISO} CPHA =1 z 1 2 3 4 5 6 7 g |z

Figure 10-4 SPI Slave Clock Polarity and Clock Phase Timing
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SCK | b
T>D
N tooLy
RXD
ligu——m« bHp——»
SSN
tsussn thpssn,
Figure 10-5 SPI Slave Timing Diagram
Parameter Symbol | Min Max | Units

Clock Input Frequency fsck 48 MHz
Clock Low Pulse Width L 15 ns
Clock High Pulse Width twh 15 ns
Clock Rige Time tin 10 ns
Clock Fall Time thL 10 ne
Input Setup Time tisy 5 ns
Input Hold Time tio 5 ns
Qutput Delay taoLy 0 20 ns
Slave Select Setup Time tsussn 5 ns
Slave Select Hold Time thoasn 5 ns

Table 10-30 SPI Slave Timing Parameters
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11. Reference Circuit
11-1. Standard Mode
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Figure 11-1 DFCM-NNN50-DTOR Reference Circuit for UART interface
Preliminary Data Sheet Sheet 36 of 41 Jun 27 2017

Proprietary Information and Specifications are Subject to Change



ABELTA DFCM-NNN50-DTOR

1-2.  High Speed Mode
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Figure 11-2 DFCM-NNN50-DTOR Reference Circuit for SPI interface
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12. Module Dimensions (mm)
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Figure 12-1 DFCM-NNN50-DTOR Module Dimension
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13. Recommend Soldering Conditions

Slope: 1~2Clgec rax. — )
(217°C to peak) peak: 250°C
Ramp downrate ;
217C ) Hax. 25C/sec,
Preheat: 150~200°C /
60 ~ 120 sec. © 40~70sec
2
/N e Time (sec)
Hax.2.5C/sec
Figure 13-1 Reflow temperature Profile
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14. Important Notice

14.1 Federal Communications Commission (FCC) Notice
You are cautioned that changes or modifications not expressly approved by the part responsible for

compliance could void the user’s authority to operate the equipment.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to part 15 of the FCC rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation.

This equipment generates uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

-Reorient or relocate the receiving antenna.

-Increase the separation between the equipment and receiver.

-Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
-Consult the dealer or an experienced radio/TV technician for help.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
1) this device may not cause interference and

2) this device must accept any interference, including interference that may cause undesired operation
of the device.

RF Radiation Exposure Statement:

1. This Transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

2. This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

Preliminary Data Sheet Sheet 40 of 41 Jun 27 2017

Proprietary Information and Specifications are Subject to Change



ABELTA DFCM-NNN50-DTOR

Required end product labeling:
Any device incorporating this module must include an external, visible, permanent marking or label
which states: “Contains FCC ID: H79DFCM-NNN50.”

Manual Information to the End User

The OEM integrator has to be aware not to provide information to the end user regarding how to install
or remove this RF module in the user’s manual of the end product which integrates this module. The end
user manual shall include all required regulatory information/warming as shown in this manual.

14.2 National Communications Commission (NCC) Notice
NCC
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