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Table 23 Network Setting > Wireless > Guest/More AP > Edit (continued)

LABEL DESCRIPTION

Password WPA2-PSK uses a simple common password, instead of user-specific credentials.

If you did not select Generate password automatically, you can manually type a pre-shared key
from 8 to 64 case-sensitive keyboard characters.

Click the Eye icon to show or hide the password of your wireless network. When the Eye icon is
slashed (@, you'll see the password in plain text. Otherwise, it is hidden.

Click this ~# = to show more fields in this section. Click again to hide them.

Authentication Server

IP Address Enter the IP address of the external authentication server in dotted decimal notation.

Port Number Enter the port number of the external authentication server. The default port numberis 1812.

You need not change this value unless your network administrator instructs you to do so with
additional information.

Shared Secret Enter a password (up to 31 alphanumeric characters) as the key to be shared between the
external authentication server and the Zyxel Device.

The key must be the same on the external authentication server and the Zyxel Device. The key is
not sent over the network.

Encryption This field shows the AES type of data encryption.

WPA2 Pre- This option is available only when you select WPA2-EAP in the Security Mode field. When the
authentication | switch goes to the right « @, the function is enabled. Otherwise, it is not.

Pre-authentication enables fast roaming by allowing the wireless client (already connecting to
an AP) to perform IEEE 802.1x authentication with another AP before connecting to it. Click this
switch to turn on pre-authentication in WAP2.

Network Re- This option is available only when you select WPA2-EAP in the Security Mode field. Specify how
auth Interval often wireless clients have to resend usernames and passwords in order to stay connected. Enter
a time interval between 10 and 2147483647 seconds.

Note: If wireless client authentication is done using a RADIUS server, the re-
authentication timer on the RADIUS server has priority.

Timer The Timer is the rate at which the RADIUS server sends a new group key out to all clients.
Cancel Click Cancel to exit this screen without saving any changes.
OK Click OK to save your changes.

7.4 MAC Authentication

This screen allows you to configure the Zyxel Device to give exclusive access to specific devices (Allow)
or exclude specific devices from accessing the Zyxel Device (Deny) based on the device(s) MAC
address. Every Ethernet device has a unique MAC (Media Access Confrol) address. It is assigned at the
factory and conisists of six pairs of hexadecimal characters; for example, 00:A0:C5:00:00:02. You need to
know the MAC addresses of the device(s) you want to allow/deny to configure this screen.

Notfe: You can have up to 25 MAC authentication rules.

Use this screen to view your Zyxel Device's MAC filter settings and add new MAC filter rules. Click
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Network Setting > Wireless > MAC Authentication. The screen appears as shown.

Figure 52 Network Setting> Wireless > MAC Authentication

the rule of the access on devicel(s)

MAC Authenticafion can dilow or block the access of the device(s) to your wireless network, Edit the list in the table to decide
General

Iyxel 8
Hak Mod

MAC address List

MAC Address
B Mote

4= Add new MAC addrass

Modify

Amaximum of 25 MAC Authenfication rules con be configured,

LABEL

Apply
The following table describes the labels in this screen.
Table 24 Network Setfting > Wireless > MAC Authentication

DESCRIPTION
General
SSID

MAC Restrict
Mode

Select the SSID for which you want to configure MAC filter settings.

Define the filter action for the list of MAC addresses in the MAC Address table.
Select Disable to turn off MAC filtering.

access the Zyxel Device.

Select Deny to block access to the Zyxel Device. MAC addresses not listed will be allowed to
access to the Zyxel Device.

MAC Address List

Add New MAC
Address

Select Allow to permit access to the Zyxel Device. MAC addresses not listed will be denied
#

MAC Address

This is the index number of the enftry.

Click this if you want to add a new MAC address entry to the MAC filter list below.
Device.
Modify

This field is available when you select Deny or Allow in the MAC Restrict Mode field.

Cancel

Apply

This is the MAC addresses of the wireless devices that are allowed or denied access to the Zyxel

Click the Delete icon to delete the entry.

Click the Edit icon and type the MAC address of the peer device in a valid MAC address format
(six hexadecimal character pairs, for example 12:34:56:78:9a:bc).

Click Cancel to exit this screen without saving any changes.
Click Apply to save your changes.

EX5510-BO User's Guide

96




Chapter 7 Wireless

7.4.1 Add/Edit MAC Addresses

Click Add new MAC address in the Network Setting > Wireless > MAC Authentication screen to add a
new MAC address. You can also click the Edit icon next to a MAC authentication rule to edit the rule.

Enter the MAC addresses of the wireless devices that are allowed or denied access to the Zyxel Device
in these address fields. Enter the MAC addresses in a valid MAC address format, that is, six hexadecimal
character pairs, for example, 12:34:56:78:9a:bc.

Figure 53 Network Setting> Wireless > MAC Authentication > Add/Edit

<

Add MAC address to list

To add a device, please enter device's MAC address

MAC Address - - - - -

QK

7.5 WPS Settings

WiFi Protected Setup (WPS) allows you to quickly set up a wireless network with strong security, without
having to configure security settings manually. To set up a WPS connection between two devices, both
devices must support WPS. It is recommended to use the Push Button Configuration (PBC) method if your
wireless client supports it. See Section 7.10.8.3 on page 114 for more information about WPS.

Note: The Zyxel Device applies the security seftings of the main SSID (SSID1) profile (see
Section 7.2 on page 86).

Note: If WPS is enabled, UPnP will automatically be turned on.
Note: The WPS switch is grayed out when WiFi is disabled.

Click Network Setting > Wireless > WPS. The following screen displays. Click this switch and makes it furn
blue. Click Apply to activate the WPS function. Then you can configure the WPS settings in this screen.
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Figure 54 Network Setfting > Wireless > WPS

General

|

o

Step1.Click WPS

[EiNote

Enabling Wireless Protected Setup (WFS) lets vou add new WF3S-compatible devices fo the wireless network with ease.
Select one of the WPS methods and follow the insfructions fo establish WPS connection. If your wireless client device is
equipped with a WPS bufton, Push Butfon Configuration [PBC) method would be the preferable way to do WPS.

®

Add a new device with WPS Method

Method 2

= Method 1 . ) ] .
@ PBC @ | Cgm PIN [ ) [‘510/3 Method 3 [ )

Enter AP's PIN Number in wireless
Client
Current state Configured

Button WES Stepl.Enter the PIN of vour new
wireless client device and

Step2.Prass the WPS button on then click Register
your new wirsless client 1Please release configuration if
device within 120 seconds you want fo configure the
$tep2.Press the WP3 button on wireless setfings

Your new wireless client
device within 120 seconds
2Enter cumrent PIN number on
wour wirgless client

(1] If WPS Is Enabled, UPnP will automatically be turned on.
(2] This feature is available onty when WP A2-PSK or No Security mode is configured.
(3] The WPFS button will be grey-out when wireless or WPS is disabled

Cancel Apply

The following table describes the labels in this screen.

Table 25 Network Setting > Wireless > WPS

LABEL DESCRIPTION
General
WPS Click this switch to activate or deactivate WPS on this Zyxel Device. When the switch turns blue

@ . the function is enabled. Otherwise, it is not.

Add a new device

with WPS Method

Method 1

Use this section to set up a WPS wireless network using Push Button Configuration (PBC). Click
this switch to make it turn blue. Click Apply to activate WPS method 1 on the Zyxel Device.

WPS

Click this button to add another WPS-enabled wireless device (within wireless range of the Zyxel
Device) to your wireless network. This button may either be a physical button on the outside of
device, or a menu button similar to the WPS button on this screen.

Note: You must press the other wireless device’s WPS button within two minutes of
pressing this button.

Method 2

Use this section to set up a WPS wireless network by entering the PIN of the client into the Zyxel
Device. Click this switch and make it turn blue. Click Apply to activate WPS method 2 on the
Zyxel Device.
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Table 25 Network Setting > Wireless > WPS (continued)

LABEL DESCRIPTION
Register Enter the PIN of the device that you are setting up a WPS connection with and click Register to
authenficate and add the wireless device to your wireless network.
You can find the PIN either on the outside of the device, or by checking the device's settings.
Note: You must also activate WPS on that device within two minutes to have it
present its PIN to the Zyxel Device.
Method 3 Use this section to set up a WPS wireless network by entering the PIN of the Zyxel Device info the
client. Click this switch and make it turn blue. Click Apply to activate WPS method 3 on the
Zyxel Device.
Release The default WPS status is configured.
Configuration
Click this button to remove all configured wireless and wireless security settings for WPS
connections on the Zyxel Device.
Generate If this method has been enabled, the PIN (Personal Identification Number) of the Zyxel Device is
New PIN shown here. Enter this PIN in the configuration utility of the device you want to connect to using
WPS.
The PIN is not necessary when you use the WPS push-button method.
Click the Generate New PIN button to have the Zyxel Device create a new PIN.
Cancel Click Cancel to restore your previously saved settings.
Apply Click Apply fo save your changes.

7.6 WMM Settings

Use this screen to enable WiFi MultiMedia (WMM) and WMM Automatic Power Save (APSD) in wireless
networks for multimedia applications. WMM enhances data transmission quality, while APSD improves
power management of wireless clients. This allows delay-sensitive applications, such as voice and
videos, to run more smoothly.

Click Network Setting > Wireless > WMM to display the following screen.

Figure 55 Network Setting > Wireless > WMM

Mote

WMM and APSD have beneficial effects on delay-sensitive applications over wireless connection such as, VolP and
mulfimedia streaming, becauss WMM enhances data fransmission quality and APSD improves power management on
wirgless clients

(1) Whim is mandatory to be enabled if 802.11 mode includes 802.11n or 802.11ac
(2) APSD only affects SSID1. [For 58ID2~4, APSD are always enabled.)

Cancel Apply
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Note: WMM cannot be disabled if 802.11 mode includes 802.11n or 802.11ac.

The following table describes the labels in this screen.

Table 26 Network Setfting > Wireless > WMM

LABEL DESCRIPTION

WMM of SSID1~4 | Select On to have the Zyxel Device automatically give the wireless network (SSIDx) a priority level
according to the ToS value in the IP header of packets it sends. WMM QoS (WiFi MultiMedia
Quallity of Service) gives high priority fo voice and video, which makes them run more smoothly.

If the 802.11 Mode in Network Setting > Wireless > Others is set to include 802.11n or 802.11ac,
WMM cannot be disabled.

WMM Select this option to extend the bafttery life of your mobile devices (especially useful for small

Automatic devices that are running multimedia applications). The Zyxel Device goes to sleep mode to save

Power Save power when it is not fransmitting data. The AP buffers the packets sent to the Zyxel Device until

Delivery (APSD) | the Zyxel Device "wakes up". The Zyxel Device wakes up periodically to check for incoming
data.

Note: This works only if the wireless device to which the Zyxel Device is connected also
supports this feature.
APSD only affects SSID1. For SSID2~4, APSD is always enabled.

Cancel Click Cancel to restore your previously saved settings.

Apply Click Apply fo save your changes.

7.7 Others Settings

Use this screen to configure advanced wireless settings, such as additional security settings, power
saving, and data transmission settings. Click Network Setting > Wireless > Others. The screen appears as
shown.

See Section 7.10.2 on page 108 for detailed definitions of the terms listed in this screen.
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Figure 56 Network Setting > Wireless > Others

The configurations below are the advanced wireless settings.
RTS/CTS Threshold 2347 H
Fragmeniafion Threshold 2344 =
Quiput Power 100% b
Beacon Interval 100 i) ms
DTIM Interval 1 & ms
802.11 Mode 802.11b/g/n/ax Mixed v
802.11 Protection Auto hd
Preamble
:rr;;e;:ed tanagement Copa .
Cancel Apply

The following table describes the labels in this screen.

Table 27 Network Setfting > Wireless > Others

LABEL DESCRIPTION
RTS/CTS Data with its frame size larger than this value will perform the RTS (Request To Send)/CTS (Clear
Threshold To Send) handshake.

Enter a value between 0 and 2347.
Fragmentation This is the maximum data fragment size that can be sent. Enter a value between 256 and 2346.
Threshold

Output Power

Set the output power of the Zyxel Device. If there is a high density of APs in an area, decrease
the output power to reduce inferference with other APs. Select one of the following: 20%, 40%,
60%, 80% or 100%.

Beacon Interval

When a wirelessly networked device sends a beacon, it includes with it a beacon interval. This
specifies the time period before the device sends the beacon again.

The interval tells receiving devices on the network how long they can wait in low power mode
before waking up to handle the beacon. This value can be sef from 50 ms fo 1000 ms. A high
value helps save current consumption of the access point.

DTIM Interval

Delivery Traffic Indication Message (DTIM) is the time period after which broadcast and
multicast packets are transmitted to mobile clients in the Power Saving mode. A high DTIM
value can cause clients to lose connectivity with the network. This value can be set from 1 to
255.
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Table 27 Network Setting > Wireless > Others (contfinued)

LABEL

DESCRIPTION

802.11 Mode

For 2.4 GHz frequency WiFi devices:

e Select 802.11b Only to allow only IEEE 802.11b compliant WiFi devices to associate with the
Zyxel Device.

e Select 802.11g Only to allow only IEEE 802.11g compliant WiFi devices to associate with the
Zyxel Device.

¢ Select 802.11n Only to allow only IEEE 802.11n compliant WiFi devices to associate with the
Zyxel Device.

* Select 802.11b/g Mixed to allow either IEEE 802.11b or IEEE 802.11g compliant WiFi devices
to associate with the Zyxel Device. The fransmission rate of your Zyxel Device might be
reduced.

¢ Select 802.11b/g/n Mixed to allow IEEE 802.11b, IEEE 802.11g or IEEE 802.11n compliant WiFi
devices to associate with the Zyxel Device. The transmission rate of your Zyxel Device might
be reduced.

e Select 802.11b/g/n/ax Mixed to allow |IEEE 802.11b, IEEE 802.11g, IEEE 802.11n or IEEE
802.11Tax compliant WiFi devices to associate with the Zyxel Device. The transmission rate of
your Zyxel Device might be reduced.

For 5 GHz frequency WiFi devices:

* Select 802.11a Only to allow only IEEE 802.11a compliant WiFi devices to associate with the
Zyxel Device.

¢ Select 802.11n Only to allow only IEEE 802.11n compliant WiFi devices to associate with the
Zyxel Device.

¢ Select 802.11ac Only to allow only IEEE 802.11ac compliant WiFi devices fo associate with
the Zyxel Device.

* Select 802.11a/n Mixed to allow either IEEE 802.11a or IEEE 802.11n compliant WiFi devices
to associate with the Zyxel Device. The transmission rate of your Zyxel Device might be
reduced.

* Select 802.11n/ac Mixed to allow either IEEE 802.11n or IEEE 802.11ac compliant WiFi
devices to associate with the Zyxel Device. The fransmission rate of your Zyxel Device might
be reduced.

¢ Select 802.11a/n/ac Mixed fo allow IEEE 802.11a, IEEE 802.11n or I[EEE 802.11ac compliant
WiFi devices to associate with the Zyxel Device. The transmission rate of your Zyxel Device
might be reduced.

e Select 802.11a/n/ac/ax Mixed to allow [EEE 802.11q, IEEE 802.11n, IEEE 802.11ac or I[EEE
802.11ax compliant WiFi devices to associate with the Zyxel Device. The transmission rate of
your Zyxel Device might be reduced.

802.11 Protection

Enabling this feature can help prevent collisions in mixed-mode networks (networks with both
IEEE 802.11b and IEEE 802.11g traffic).

Select Auto to have the wireless devices fransmit data after a RTS/CTS handshake. This helps
improve |EEE 802.11g performance.

Select Off to disable 802.11 protection. The fransmission rate of your Zyxel Device might be
reduced in a mixed-mode network.

This field displays Off and is not configurable when you set 802.11 Mode to 802.11b Only.

Preamble Select a preamble type from the drop-down list box. Choices are Long or Short. See Section
7.10.7 on page 111 for more information.
This field is configurable only when you set 802.11 Mode to 802.11b or 802.11b/g Mixed.
Protected This option is only available when using WPA2-PSK as the Security Mode and AES Encryption in
Management Network Setting > Wireless > General. Management frame protection (MFP) helps prevent
Frames wireless DoS attacks.
Select Disable if you do not want to use MFP.
Select Capable to encrypt management frames of wireless clients that support MFP. Clients
that do not support MFP will still be allowed to join the wireless network, but remain
unprotected.
Select Required fo allow only clients that support MFP to join the wireless network.
Cancel Click Cancel to restore your previously saved settings.
Apply Click Apply to save your changes.
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7.8 Channel Status Settings

Use the Channel Status screen to scan WiFi channel noises and view the results. Click Network Setting >
Wireless > Channel Status. The screen appears as shown. Click Scan to scan the WiFi channels. You can
view the results in the Channel Scan Result section.

Note: If the current channel is a DFS channel, the warning ‘Channel scan process is denied
because current channel is a DFS channel (Channel: 52~140). If you want to run
channel scan, please select a non-DFS channel and fry again.’ appears.

Figure 57 Network Setting > Wireless > Channel Status

The charf shows channel status.
Channel Monitor
Scan wireless LAN Channels Scan

E Note

(1) It takes about 15 seconds fo scan the wireless channels

Channel Scan Result

Bl 2P count Current WLAN Channel

- 5
s :
- ‘ .
a E——=1]
1 2 3

4 5 6 7 8 9 10 11 12 13

B Time for last scan: Just Now

[E Note

{1} The value on each channel number indicates the number of Access Points [AP) in that channel.
(2] The Auto-channel-selection algorithm does not always match the AP count, other factors on the channels are also

considered.

7.9 EasyMesh Settings

Use this screen to enable or disable Zyxel EasyMesh (Multy Pro). It supports AP steering and Band
steering. AP steering allows wireless clients to roam seamlessly between Multy Pro-supported devices in
your EasyMesh network by using the same SSID and WiFi password. Also, AP steering helps monitor
wireless clients and drop their connections to optimize the Zyxel Device bandwidth when the clients are
idle or have a low signal.

When a wireless client is dropped, it has the opportunity to steer fo a Multy Pro-supported device with a
strong signal. Band steering allows dual band wireless clients to steer from one band to another.
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An EasyMesh network consists of a conftroller, the Zyxel Device, and a maximum of three Multy Pro-
supported extenders.

When Multy Pro is enabled, the SSID and WiFi password of the main 2.4GHz wireless network will be
copied to the main 5GHz wireless network.

See the steps below on how to set up an EasyMesh network with the Zyxel Device. The setup could take
you 30 minutes.

Configurations on a Multy Pro-Supported Extender(s)

Prepare a Multy Pro-supported extender(s) from Zyxel.

The following table lists the Multy Pro-supported extenders from Zyxel at the time of writing.
Table 28 Multy Pro-Supported Extenders from Zyxel

MODELS
WAP6804
WAP6906
WAP7205

If the Multy Pro-supported extender is in repeater mode, enable WiFi. See your Multy Pro supported
extender’s User’s Guide for how to enable WiFi.

If the Multy Pro-supported extender is in AP mode, connect it to the Zyxel Device using an Ethernet
cable.

Turn on the Multy Pro-supported extender.

Enable Zyxel EasyMesh in the Web Configurator. See your Multy Pro-supported extender’s User's Guide
for how to enable Zyxel EasyMesh.

Configurations on the Zyxel Device

If the Multy Pro-supported extender is in repeater mode, enable WiFi. See Section 7.2 on page 86 or
Section 3.2.3 on page 34 for more information on enabling WiFi.

Enable Zyxel EasyMesh in the Network > Wireless > EasyMesh screen.

Press the WPS button for more than five seconds on the Zyxel Device.

Or

Click Add Extender in the Multy Pro App. Install from Google Play or the Apple App store.

The following figure shows the Multy Pro application. Device Z is the Zyxel Device. Device A is a Multy Pro

supported extender in AP mode. Devices B and C are Multy Pro-supported extenders in Repeater
mode.
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Figure 58 EasyMesh Application

Click Network > Wireless > EasyMesh. The following screen displays.

Figure 59 Network Setting > Wireless > EasyMesh

EasyMesh

Use this screen to enable or disable EosyMesh for wireless devices. EasyMesh allows you to create a Mesh network using wireless
devices dasigned by different vendors.

@

Cancel Apply

The following table describes the labels in this screen.

Table 29 Network Setting > Wireless > EasyMesh

LABEL

DESCRIPTION

EasyMesh

Click this switch tfo enable or disable EasyMesh and have the Zyxel Device apply the WiFi name,
password, and security type of the main 2.4GHz wireless network to the main 5GHz wireless
network. A warning displays when you enable it (see Figure 60 on page 106). When the switch
goes fo the right « @, the function is enabled. Otherwise, it is not.

Note: When EasyMesh is enabled, the following setftings is not configurable:

¢ The Keep the same settings for 2.4G and 5G wireless networks setting in the Network Setting >
Wireless > General screen.

¢ The WPS setfing in the Network Setting > Wireless > WPS screen.

Apply

Click Apply to save your changes.

Cancel

Click Cancel to restore your previously saved settings.
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Figure 60 Network Setting > Wireless > EasyMesh > Warning When You Enable EasyMesh
<

Warning

When you enable EasyMesh, the

& Iyxel Device 2.4G SSID and

password settings are copied to
e

the Zyxel Device 5G settings. Do

you want to continue?

(0] ¢

7.10 Technical Reference

This section discusses WiFis in depth. For more information, see Appendix B on page 288.

7.10.1 Wireless Network Overview

Wireless networks consist of wireless clients, access points and bridges.

e A wireless client is a radio connected to a user’'s computer.

* An access point is a radio with a wired connection to a network, which can connect with numerous
wireless clients and let them access the network.

¢ A bridge is a radio that relays communications between access points and wireless clients, extending
a network’s range.

Traditionally, a wireless network operates in one of two ways.

¢ An “infrastructure” type of network has one or more access points and one or more wireless clients.
The wireless clients connect to the access points.

* An “ad-hoc” type of network is one in which there is no access point. Wireless clients connect to one
another in order to exchange information.

The following figure provides an example of a wireless network.
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Figure 61 Example of a Wireless Network

— -

e - - -

The wireless network is the part in the blue circle. In this wireless network, devices A and B use the access
point (AP) to interact with the other devices (such as the printer) or with the Internet. Your Zyxel Device is
the AP.

Every wireless network must follow these basic guidelines.

¢ Every device in the same wireless network must use the same SSID.
The SSID is the name of the wireless network. It stands for Service Set IDentifier.
¢ If two wireless networks overlap, they should use a different channel.

Like radio stations or television channels, each wireless network uses a specific channel, or frequency,
to send and receive information.

¢ Every device in the same wireless network must use security compatible with the AP.

Security stops unauthorized devices from using the wireless network. It can also protect the
information that is sent in the wireless network.

Radio Channels

In the radio spectrum, there are certain frequency bands allocated for unlicensed, civilian use. For the
purposes of wireless networking, these bands are divided into numerous channels. This allows a variety of
networks to exist in the same place without interfering with one another. When you create a network,
you must select a channel to use.

Since the available unlicensed spectrum varies from one country to another, the number of available
channels also varies.
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7.10.2 Additional Wireless Terms

The following table describes some wireless network terms and acronyms used in the Zyxel Device's Web
Configurator.

Table 30 Addifional Wireless Terms

TERM DESCRIPTION

RTS/CTS Threshold In a wireless network which covers a large area, wireless devices are sometimes not
aware of each other’s presence. This may cause them to send information to the AP af
the same time and result in information colliding and not getting through.

By setting this value lower than the default value, the wireless devices must sometimes get
permission fo send information to the Zyxel Device. The lower the value, the more often
the devices must get permission.

If this value is greater than the fragmentation threshold value (see below), then wireless
devices never have to get permission to send information to the Zyxel Device.

Preamble A preamble affects the timing in your wireless network. There are two preamble modes:
long and short. If a device uses a different preamble mode than the Zyxel Device does, it
cannot communicate with the Zyxel Device.

Authentication The process of verifying whether a wireless device is allowed to use the wireless network.
Fragmentation A smalll fragmentation threshold is recommended for busy networks, while a larger
Threshold threshold provides faster performance if the network is not very busy.

7.10.3 Wireless Security Overview

By their nature, radio communications are simple to intercept. For wireless data networks, this means
that anyone within range of a wireless network without security can not only read the data passing over
the airwaves, but also join the network. Once an unauthorized person has access to the network, he or
she can steal information or infroduce malware (malicious software) intended to compromise the
network. For these reasons, a variety of security systems have been developed to ensure that only
authorized people can use a wireless data network, or understand the data carried on it.

These security standards do two things. First, they authenticate. This means that only people presenting
the right credentials (often a username and password, or a “key” phrase) can access the network.
Second, they encrypt. This means that the information sent over the air is encoded. Only people with
the code key can understand the information, and only people who have been authenficated are
given the code key.

These security standards vary in effectiveness. Some can be broken, such as the old Wired Equivalent
Protocol (WEP). Using WEP is better than using no security at all, but it will not keep a determined
aftacker out. Other security standards are secure in themselves but can be broken if a user does not use
them properly. For example, the WPA-PSK security standard is very secure if you use a long key which is
difficult for an attacker’s software to guess - for example, a twenty-letter long string of apparently
random numbers and letters - but it is not very secure if you use a short key which is very easy to guess -
for example, a three-letter word from the dictionary.

Because of the damage that can be done by a malicious attacker, it's not just people who have
sensitive information on their network who should use security. Everybody who uses any wireless network
should ensure that effective security is in place.

A good way to come up with effective security keys, passwords and so on is to use obscure information
that you personally will easily remember, and to enter it in a way that appears random and does not
include real words. For example, if your mother owns a 1970 Dodge Challenger and her favorite movie is
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Vanishing Point (which you know was made in 1971) you could use “70dodchal71vanpoi” as your
security key.

The following sections infroduce different types of wireless security you can set up in the wireless
network.

7.10.3.1 SSID

Normally, the Zyxel Device acts like a beacon and regularly broadcasts the SSID in the area. You can
hide the SSID instead, in which case the Zyxel Device does not broadcast the SSID. In addition, you
should change the default SSID to something that is difficult fo guess.

This type of security is fairly weak, however, because there are ways for unauthorized wireless devices to
get the SSID. In addition, unauthorized wireless devices can still see the information that is sent in the
wireless network.

7.10.3.2 MAC Address Filter

Every device that can use a wireless network has a unique identification number, called a MAC
address.! A MAC address is usually written using twelve hexadecimal characters?; for example,
O0AOC5000002 or 00:A0:C5:00:00:02. To get the MAC address for each device in the wireless network,
see the device's User's Guide or other documentation.

You can use the MAC address filter to tell the Zyxel Device which devices are allowed or not allowed to
use the wireless network. If a device is allowed to use the wireless network, it still has to have the correct
information (SSID, channel, and security). If a device is not allowed to use the wireless network, it does
not matter if it has the correct information.

This type of security does not protect the information that is sent in the wireless network. Furthermore,
there are ways for unauthorized wireless devices to get the MAC address of an authorized device. Then,
they can use that MAC address to use the wireless network.

7.10.3.3 User Authentication

Authentication is the process of verifying whether a wireless device is allowed to use the wireless
network. You can make every user log in to the wireless network before using it. However, every device
in the wireless network has to support IEEE 802.1x to do this.

For wireless networks, you can store the user names and passwords for each user in a RADIUS server. This
is a server used in businesses more than in homes. If you do not have a RADIUS server, you cannot set up
user names and passwords for your users.

Unauthorized wireless devices can still see the information that is sent in the wireless network, even if they
cannot use the wireless network. Furthermore, there are ways for unauthorized wireless users to get a
valid user name and password. Then, they can use that user name and password to use the wireless
network.

1. Some wireless devices, such as scanners, can detect wireless networks but cannot use wireless networks. These
kinds of wireless devices might not have MAC addresses.

2. Hexadecimal charactersare 0, 1,2,3,4,5,6,7,8,9,A,B,C,D,E, and F.
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7.10.3.4 Encryption

Wireless networks can use encryption to protect the information that is sent in the wireless network.
Encryption is like a secret code. If you do not know the secret code, you cannot understand the
message.

Many types of encryption use a key to protect the information in the wireless network. The longer the
key, the stronger the encryption. Every device in the wireless network must have the same key.

7.10.4 Signal Problems

Because wireless networks are radio networks, their signals are subject to limitations of distance,
interference and absorption.

Problems with distance occur when the two radios are too far apart. Problems with interference occur
when other radio waves interrupt the data signal. Interference may come from other radio
fransmissions, such as military or air traffic control communications, or fromm machines that are
coincidental emitters such as electric motors or microwaves. Problems with absorption occur when
physical objects (such as thick walls) are between the two radios, muffling the signal.

7.10.5 BSS

A Basic Service Set (BSS) exists when all communications between wireless stations or between a wireless
station and a wired network client go through one access point (AP).

Intra-BSS fraffic is traffic between wireless stations in the BSS. When Intra-BSS fraffic blocking is disabled,
wireless station A and B can access the wired network and communicate with each other. When Intra-
BSS tfraffic blocking is enabled, wireless station A and B can still access the wired network but cannot
communicate with each other.
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Figure 62 Basic Service Set

7.10.6 MBSSID

Traditionally, you need to use different APs to configure different Basic Service Sets (BSSs). As well as the
cost of buying extra APs, there is also the possibility of channel interference. The Zyxel Device’s MBSSID
(Multiple Basic Service Set IDentifier) function allows you fo use one access point to provide several BSSs
simultaneously. You can then assign varying QoS priorities and/or security modes to different SSIDs.

Wireless devices can use different BSSIDs to associate with the same AP.

7.10.6.1 Notes on Multiple BSSs
* A maximum of eight BSSs are allowed on one AP simultaneously.

¢ You must use different keys for different BSSs. If two wireless devices have different BSSIDs (they are in
different BSSs), but have the same keys, they may hear each other’'s communications (but not
communicate with each other).

¢ MBSSID should not replace but rather be used in conjunction with 802.1x security.

7.10.7 Preamble Type

Preamble is used to signal that data is coming to the receiver. Short and long refer to the length of the
synchronization field in a packet.

Short preamble increases performance as less fime sending preamble means more time for sending
data. All [EEE 802.11 compliant wireless adapters support long preamble, but not all support short
preamble.
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Use long preamble if you are unsure what preamble mode other wireless devices on the network
support, and to provide more reliable communications in busy wireless networks.

Use short preamble if you are sure all wireless devices on the network support it, and to provide more
efficient communications.

Use the dynamic setting to automatically use short preamble when all wireless devices on the network
support it, otherwise the Zyxel Device uses long preambile.

Nofe: The wireless devices MUST use the same preamble mode in order to communicate.

7.10.8 WiFi Protected Setup (WPS)

Your Zyxel Device supports WiFi Protected Setup (WPS), which is an easy way o set up a secure wireless
network. WPS is an industry standard specification, defined by the WiFi Alliance.

WPS allows you to quickly set up a wireless network with strong security, without having to configure
security settings manually. Each WPS connection works between two devices. Both devices must
support WPS (check each device's documentation to make sure).

Depending on the devices you have, you can either press a button (on the device itself, orin its
configuration utility) or enter a PIN (a unique Personal Identification Number that allows one device to
authenticate the other) in each of the two devices. When WPS is activated on a device, it has two
minutes to find another device that also has WPS activated. Then, the two devices connect and set up
a secure network by themselves.

7.10.8.1 Push Button Configuration

WPS Push Button Configuration (PBC) is inifiated by pressing a button on each WPS-enabled device, and
allowing them to connect automatically. You do not need to enter any information.

Not every WPS-enabled device has a physical WPS button. Some may have a WPS PBC button in their
configuration utilities instead of or in addition to the physical button.

Take the following steps to set up WPS using the button.

1 Ensure that the two devices you want to set up are within wireless range of one another.

2 Look for a WPS button on each device. If the device does not have one, log into its configuration ufility
and locate the button (see the device’s User's Guide for how to do this - for the Zyxel Device, see
Section 7.6 on page 99).

3 Press the button on one of the devices (it does not matter which). For the Zyxel Device you must press
the WPS button for more than five seconds.

4  Within two minutes, press the button on the other device. The registrar sends the network name (SSID)
and security key through a secure connection to the enrollee.

If you need to make sure that WPS worked, check the list of associated wireless clients in the AP’s
configuration utility. If you see the wireless client in the list, WPS was successful.
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7.10.8.2 PIN Configuration

Each WPS-enabled device has its own PIN (Personal Identification Number). This may either be static (it
cannot be changed) or dynamic (in some devices you can generate a new PIN by clicking on a button
in the configuration interface).

Use the PIN method instead of the push-button configuration (PBC) method if you want to ensure that
the connection is established between the devices you specify, not just the first two devices to activate
WPS in range of each other. However, you need to log into the configuration interfaces of both devices
to use the PIN method.

When you use the PIN method, you must enter the PIN from one device (usually the wireless client) info
the second device (usually the Access Point or wireless router). Then, when WPS is activated on the first
device, it presents its PIN to the second device. If the PIN matches, one device sends the network and
security information to the other, allowing it fo join the network.

Take the following steps to set up a WPS connection between an access point or wireless router
(referred to here as the AP) and a client device using the PIN method.

1 Ensure WPS is enabled on both devices.

2 Access the WPS section of the AP’s configuration inferface. See the device's User’s Guide for how to do
this.

3 Look for the client’s WPS PIN; it will be displayed either on the device, or in the WPS section of the client’s
configuration interface (see the device's User's Guide for how to find the WPS PIN - for the Zyxel Device,
see Section 7.5 on page 97).

4 Enter the client’s PIN in the AP’'s configuration interface.

5 If the client device's configuration interface has an area for entering another device’'s PIN, you can
either enter the client’s PIN in the AP, or enter the AP’s PIN in the client - it does not matter which.

6 Starf WPS on both devices within two minutes.
7 Use the configuration utility to activate WPS, not the push-button on the device itself.

8 On acomputer connected to the wireless client, try fo connect to the Internet. If you can connect, WPS
was successful.

If you cannot connect, check the list of associated wireless clients in the AP's configuration utility. If you
see the wireless client in the list, WPS was successful.

The following figure shows a WPS-enabled wireless client (installed in a notebook computer) connecting
to the WPS-enabled AP via the PIN method.
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Figure 63 Example WPS Process: PIN Method
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7.10.8.3 How WPS Works

>)@

When two WPS-enabled devices connect, each device must assume a specific role. One device acts
as the registrar (the device that supplies network and security settings) and the other device acts as the
enrollee (the device that receives network and security setfings. The registrar creates a secure EAP
(Extensible Authentication Protocol) tunnel and sends the network name (SSID) and the WPA-PSK or
WPA2-PSK pre-shared key to the enrollee. Whether WPA-PSK or WPA2-PSK is used depends on the
standards supported by the devices. If the registrar is already part of a network, it sends the existing
information. If not, it generates the SSID and WPA2-PSK randomly.

The following figure shows a WPS-enabled client (installed in a notebook computer) connecting to a

WPS-enabled access point.
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Figure 64 How WPS Works
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The roles of registrar and enrollee last only as long as the WPS setup process is active (two minutes). The
next time you use WPS, a different device can be the registrar if necessary.

The WPS connection process is like a handshake; only two devices participate in each WPS transaction.
If you want to add more devices you should repeat the process with one of the existing networked
devices and the new device.

Note that the access point (AP) is not always the registrar, and the wireless client is not always the
enrollee. All WPS-certified APs can be a registrar, and so can some WPS-enabled wireless clients.

By default, a WPS devices is “unconfigured”. This means that it is not part of an existing network and can
act as either enrollee or registrar (if it supports both functions). If the registrar is unconfigured, the security
settings it transmits to the enrollee are randomly-generated. Once a WPS-enabled device has
connected to another device using WPS, it becomes “configured”. A configured wireless client can still
act as enrollee orregistrar in subsequent WPS connections, but a configured access point can no longer
act as enrollee. It will be the registrar in all subsequent WPS connections in which it is involved. If you
want a configured AP to act as an enrollee, you must reset it to its factory defaults.

7.10.8.4 Example WPS Network Setup

This section shows how security settings are distributed in an example WPS setup.

The following figure shows an example network. In step 1, both AP1 and Client 1 are unconfigured.
When WPS is activated on both, they perform the handshake. In this example, AP1 is the registrar, and
Client 1 is the enrollee. The registrar randomly generates the security information to set up the network,
since it is unconfigured and has no existing information.
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Figure 65 WPS: Example Network Step 1
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In step 2, you add another wireless client to the network. You know that Client 1 supports registrar mode,
but it is better to use AP1 for the WPS handshake with the new client since you must connect to the
access point anyway in order to use the network. In this case, AP1 must be the registrar, since it is
configured (it already has security information for the network). AP1 supplies the existing security
information to Client 2.

Figure 66 WPS: Example Network Step 2
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In step 3, you add another access point (AP2) to your network. AP2 is out of range of AP1, so you cannot
use AP1 for the WPS handshake with the new access point. However, you know that Client 2 supports
the registrar function, so you use it to perform the WPS handshake instead.
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Figure 67 WPS: Example Network Step 3
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7.10.8.5 Limitations of WPS

WPS has some limitations of which you should be aware.

e WPS works in Infrastructure networks only (where an AP and a wireless client communicate). It does
not work in Ad-Hoc networks (where there is no AP).

¢ When you use WPS, it works between two devices only. You cannot enroll multiple devices
simultaneously, you must enroll one after the other.

For instance, if you have two enrollees and one registrar you must set up the first enrollee (by pressing
the WPS button on the registrar and the first enrollee, for example), then check that it successfully
enrolled, then set up the second device in the same way.

e WPS works only with other WPS-enabled devices. However, you can still add non-WPS devices to a
network you already set up using WPS.

WPS works by automatically issuing a randomly-generated WPA-PSK or WPA2-PSK pre-shared key
from the registrar device to the enrollee devices. Whether the network uses WPA-PSK or WPA2-PSK
depends on the device. You can check the configuration interface of the registrar device to discover
the key the network is using (if the device supports this feature). Then, you can enter the key into the
non-WPS device and join the network as normal (the non-WPS device must also support WPA-PSK or
WPA2-PSK).

¢ When you use the PBC method, there is a short period (from the moment you press the button on one
device to the moment you press the button on the other device) when any WPS-enabled device
could join the network. This is because the registrar has no way of identifying the “correct” enrollee,
and cannot differentiate between your enrollee and a rogue device. This is a possible way for a
hacker to gain access to a network.

You can easily check to see if this has happened. WPS works between only two devices
simultaneously, so if another device has enrolled your device will be unable to enroll, and will not
have access to the network. If this happens, open the access point’s configuration interface and look
at the list of associated clients (usually displayed by MAC address). It does not matter if the access
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point is the WPS registrar, the enrollee, or was not involved in the WPS handshake; a rogue device
must still associate with the access point fo gain access to the network. Check the MAC addresses of
your wireless clients (usually printed on a label on the bottom of the device). If there is an unknown
MAC address you can remove it or reset the AP.
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CHAPTER 8
Home Networking

8.1 Home Networking Overview

A Local Area Network (LAN) is a shared communication system to which many networking devices are
connected. It is usually located in one immediate area such as a building or floor of a building.

Use the LAN screens to help you configure a LAN DHCP server and manage IP addresses.

Figure 68 Home Networking Example

8.1.1 What You Can Do in this Chapter

Use the LAN Setup screen to set the LAN IP address, subnet mask, and DHCP settings of your Zyxel
Device (Section 8.2 on page 121).

Use the Static DHCP screen to assign IP addresses on the LAN to specific individual computers based
on their MAC addresses (Section 8.3 on page 125).

Use the UPnP screen to enable UPnP and UPnP NAT traversal on the Zyxel Device (Section 8.4 on page
127).

Use the Additional Subnet screen to configure IP alias and public static IP (Section 8.5 on page 132).

Use the STB Vendor ID screen to configure the Vendor IDs of the connected Set Top Box (STB) devices,
which have the Zyxel Device automatically create static DHCP entries for the STB devices when they
request IP addresses (Section 8.6 on page 134).

Use the Wake on LAN screen to remotely turn on a device on the network. (Section 8.7 on page 134).

Use the TFTP Server Name screen to identify a TFTP server for configuration file download using DHCP
option 66. (Section 8.8 on page 135).

8.1.2 What You Need To Know

8.1.2.1 About LAN

IP Address

IP addresses identify individual devices on a network. Every networking device (including computers,
servers, routers, printers, and so on) needs an IP address to communicate across the network. These
networking devices are also known as hosts.
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Subnet Mask

Subnet masks determine the maximum number of possible hosts on a network. You can also use subnet
masks to divide one network into multiple sub-networks.

DHCP

A DHCP (Dynamic Host Configuration Protocol) server can assign your Zyxel Device an IP address,
subnet mask, DNS and other routing information when it is furned on.

DNS

DNS (Domain Name System) is for mapping a domain name to its corresponding IP address and vice
versa. The DNS server is extremely important because without it, you must know the IP address of a
networking device before you can access it.

RADVD (Router Advertisement Daemon)

When an IPvé host sends a Router Solicitation (RS) request to discover the available routers, RADVD with
Router Advertisement (RA) messages in response to the request. It specifies the minimum and maximum
infervals of RA broadcasts. RA messages containing the address prefix. IPvé hosts can be generated
with the IPvé prefix an IPvé address.

8.1.2.2 About UPnP

Identifying UPnP Devices

UPnP hardware is identified as an icon in the Network Connections folder (Windows 10). Each UPnP
compatible device installed on your network will appear as a separate icon. Selecting the icon of a
UPnP device will allow you to access the information and properties of that device.

NAT Traversal

UPNP NAT traversal automates the process of allowing an application to operate through NAT. UPnP
network devices can automatically configure network addressing, announce their presence in the
network to other UPnP devices and enable exchange of simple product and service descriptions. NAT
fraversal allows the following:

e Dynamic port mapping
¢ Learning public IP addresses

¢ Assigning lease times to mappings
Windows Messenger is an example of an application that supports NAT traversal and UPnP.

See the Chapter 11 on page 168 for more information on NAT.

Cauvutions with UPnP

The automated nature of NAT traversal applications in establishing their own services and opening
firewall ports may present network security issues. Network information and configuration may also be
obtained and modified by users in some network environments.
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