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IMPORTANT!

READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a  Use r’ s Guid e  fo r a  se rie s o f p ro d uc ts. No t a ll p ro d uc ts sup p o rt a ll firmwa re  fe a ture s. Sc re e nsho ts 
a nd  g ra p hic s in this b o o k ma y d iffe r slig htly fro m yo ur p ro d uc t d ue  to  d iffe re nc e s in yo ur p ro d uc t 
ha rd wa re , firmwa re , o r yo ur c o mp ute r o p e ra ting  syste m. Eve ry e ffo rt ha s b e e n ma d e  to  e nsure  tha t the  
info rma tio n in this ma nua l is a c c ura te .

So me  sc re e ns o r o p tio ns in this b o o k ma y no t b e  a va ila b le  fo r yo ur p ro d uc t (se e  the  p ro d uc t fe a ture  
ta b le s in Se c tio n 1.2 o n p a g e  14).

Re la te d Doc ume nta tion

• Quic k Sta rt G uid e  

The  Quic k Sta rt Guid e  sho ws ho w to  c o nne c t the  Zyxe l De vic e  a nd  a c c e ss the  We b  Co nfig ura to r. 

• CLI Re fe re nc e  G uid e

The  CLI Re fe re nc e  Guid e  e xp la ins ho w to  use  the  Co mma nd -Line  Inte rfa c e  (CLI) a nd  CLI c o mma nd s 
to  c o nfig ure  the  Zyxe l De vic e .

No te : It is re c o mme nd e d  yo u use  the  We b  Co nfig ura to r to  c o nfig ure  the  Zyxe l De vic e .

• We b  Co nfig ura to r Online  He lp

Clic k the  he lp  ic o n in a ny sc re e n fo r he lp  in c o nfig uring  tha t sc re e n a nd  sup p le me nta ry info rma tio n.

• Ne b ula  Co ntro l Ce nte r Use r’ s Guid e

This Use r’ s Guid e  sho ws ho w to  ma na g e  the  Zyxe l De vic e  re mo te ly. The  fe a ture s o f the se  d e vic e s c a n 
b e  ma na g e d  thro ug h Ne b ula  Co ntro l Ce nte r. It a lso  o ffe rs fe a ture s tha t a re  no t a va ila b le  whe n the  
Zyxe l De vic e  is in sta nd a lo ne  mo d e  (se e  Se c tio n 2.1.2 o n p a g e  28).

• AC (AP Co ntro lle r) Use r’ s Guid e

Se e  the  ZyWALL ATP, ZyWALL VPN, USG  FLEX, o r NXC Use r’ s G uid e  fo r instruc tio ns o n using  the  
g a te wa ys o r NXC a s a n AP Co ntro lle r (AC) fo r the  Zyxe l De vic e . This is use d  whe n the  Zyxe l De vic e  is 
se t to  b e  ma na g e d  b y a  Zyxe l AC.

• Mo re  Info rma tio n

Go  to  support.zyxe l.c om  to  find  o the r info rma tio n o n the  Zyxe l De vic e .
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Doc ume nt Conve ntions

Wa rning s a nd Note s

The se  a re  ho w wa rning s a nd  no te s a re  sho wn in this g uid e .

Wa rning s te ll you a bout thing s tha t c ould ha rm you or your de vic e .

No te : No te s te ll yo u o the r imp o rta nt info rma tio n (fo r e xa mp le , o the r thing s yo u ma y ne e d  to  
c o nfig ure  o r he lp ful tip s) o r re c o mme nd a tio ns.

Synta x Conve ntions

• All mo d e ls in this se rie s ma y b e  re fe rre d  to  a s the  “Zyxe l De vic e ”  in this g uid e .

• Pro d uc t la b e ls, sc re e n na me s, fie ld  la b e ls a nd  fie ld  c ho ic e s a re  a ll in bold  fo nt.

• A rig ht a ng le  b ra c ke t ( > ) within a  sc re e n na me  d e no te s a  mo use  c lic k. Fo r e xa mp le , Config uration > 
Ne twork > IP Se tting  me a ns yo u first c lic k Config ura tion in the  na vig a tio n p a ne l, the n the  Ne twork sub  
me nu a nd  fina lly the  IP Se tting  ta b  to  g e t to  tha t sc re e n.

Ic ons Use d in Fig ure s

Fig ure s in this g uid e  ma y use  the  fo llo wing  g e ne ric  ic o ns. The  Zyxe l De vic e  ic o n is no t a n e xa c t 
re p re se nta tio n o f yo ur d e vic e .

Zyxe l De vic e Ro ute r Switc h Inte rne t

Se rve r De skto p La pto p IP Pho ne

Printe r Sma rt T.V.
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C HA PTER 1
Introduc tion

1.1  Ove rvie w

This Use r’ s Guid e  c o ve rs the  mo d e ls liste d  in the  fo llo wing  ta b le . The y c a n b e  ma na g e d  in o ne  o f the  
fo llo wing  me tho d s: re mo te  ma na g e me nt thro ug h Ne b ula  Co ntro l Ce nte r (NCC) o r a n AP Co ntro lle r 
(AC) suc h a s the  ZyWALL ATP, o r lo c a l ma na g e me nt in Sta nd a lo ne  Mo d e . Ea c h Zyxe l De vic e  runs in 
sta nd a lo ne  mo d e  b y d e fa ult, b ut it is re c o mme nd e d  to  use  NCC ma na g e me nt if it is a va ila b le  fo r yo ur 
d e vic e .

Fo r mo re  info rma tio n a b o ut Ac c e ss Po int (AP) ma na g e me nt, se e  Se c tio n 2.1 o n p a g e  27.

Whe n two  o r mo re  APs a re  inte rc o nne c te d , this ne two rk is c a lle d  a  Wire le ss Distrib utio n Syste m (WDS). 
Se e  Se c tio n 1.3.2 o n p a g e  21 fo r mo re  info rma tio n o n ro o t a nd  re p e a te r APs a nd  ho w to  se t the m up .

The  sc re e ns yo u se e  in the  we b  c o nfig ura to r ma y b e  d iffe re nt d e p e nd ing  o n the  Zyxe l De vic e  mo d e l 
yo u’ re  using .

NCC, AC or Sta nda lone  (Ne bula Fle x PRO) NCC or Sta nda lone  (Ne bula Fle x)

• WAC500 • NWA110AX

• WAC500H • NWA210AX

• WAX510D • NWA220AX-6E

• WAX610D • NWA1123ACv3

• WAX620D-6E

• WAX630S

• WAX640S-6E

• WAX650S

• WAX655E
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1.2  Zyxe l De vic e  Produc t Fe a ture  Compa rison

The  fo llo wing  ta b le s sho w the  d iffe re nc e s b e twe e n e a c h Zyxe l De vic e  mo d e l. Yo u c a n find  the  fe a ture  
intro d uc tio ns in the  la te r se c tio ns.

Ta b le  1   500/ 1000 Mo d e ls Co mp a riso n Ta b le

FEATURES WAC500/  
WAC500H NWA1123- ACV3

Sup p o rte d  WiFi Sta nd a rd s IEEE 802.11a
IEEE 802.11b
IEEE 802.11g
IEEE 802.11n

IEEE 802.11a c

IEEE 802.11a
IEEE 802.11b
IEEE 802.11g
IEEE 802.11n

IEEE 802.11a c

Sup p o rte d  Fre q ue nc y Ba nd s 2.4 G Hz
5 G Hz

2.4 G Hz
5 G Hz

Sup p o rte d  Cha nne l Wid th 2.4G : 20/ 40 MHz
5G : 20/ 40/ 80 MHz

2.4G : 20/ 40 MHz
5G : 20/ 40/ 80 MHz

Ava ila b le  Se c urity Mo d e s No ne
Enha nc e d -o p e n

WEP
WPA2-MIX /  WPA3 - 

Pe rso na l & Ente rp rise

No ne
Enha nc e d -o p e n

WEP
WPA2-MIX /  WPA3 - 

Pe rso na l & Ente rp rise

Numb e r o f SSID Pro file s 64 64

Numb e r o f WiFi Ra d io s 2 2

Mo nito r Mo d e  & Ro g ue  APs 
C o nta inme nt (AP c o ntro lle r 
ma na g e d  d e vic e s o nly)

No No

Ro g ue  AP De te c tio n Ye s Ye s

WDS (Wire le ss Distrib utio n 
Syste m) - Ro o t AP & Re p e a te r 
Mo d e s

Ye s Ye s

Wire le ss Brid g e No No

Tunne l Fo rwa rd ing  Mo d e Ye s No

La ye r-2 Iso la tio n Ye s Ye s

Sup p o rte d  Po E Sta nd a rd s IEEE 802.3a f
IEEE 802.3a t

IEEE 802.3a f
IEEE 802.3a t

Po we r De te c tio n No No

Exte rna l Ante nna s No No

Inte rna l Ante nna s Ye s Ye s

Ante nna  Switc h No No

Sma rt Ante nna Ye s Ye s

Co nso le  Po rt 4-Pin Se ria l 4-Pin Se ria l

LED Lo c a to r Ye s Ye s

LED Sup p re ssio n Ye s Ye s

AC (AP Co ntro lle r) Disc o ve ry Ye s No

Ne b ula Fle x PRO Ye s No

NCC  Disc o ve ry Ye s Ye s

802.11r Fa st Ro a ming  Sup p o rt Ye s Ye s

802.11k/ v Assiste d  Ro a ming Ye s Ye s

Blue to o th Lo w Ene rg y (BLE) No No
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USB Po rt fo r BLE No No

Ethe rne t Sto rm Co ntro l Ye s Ye s

Wire le ss Re mo te  Ca p ture Ye s Ye s

G ro und ing No No

Po we r Ja c k Ye s Ye s

La te st Firmwa re  Ve rsio n 
Sup p o rte d

6.45 6.45

Ma ximum numb e r o f lo g  
me ssa g e s

512 e ve nt lo g s

Ta b le  2   WiFi 6 Mo d e ls Co mp a riso n Ta b le

FEATURES WAX630S WAX650S
NWA110AX

NWA210AX

Sup p o rte d  WiFi Sta nd a rd s IEEE 802.11a
IEEE 802.11b
IEEE 802.11g
IEEE 802.11n

IEEE 802.11a c
IEEE 802.11a x

IEEE 802.11a
IEEE 802.11b
IEEE 802.11g
IEEE 802.11n

IEEE 802.11a c
IEEE 802.11a x

IEEE 802.11a
IEEE 802.11b
IEEE 802.11g
IEEE 802.11n

IEEE 802.11a c
IEEE 802.11a x

Sup p o rte d  Fre q ue nc y Ba nd s 2.4 G Hz
5 G Hz

2.4 G Hz
5 G Hz

2.4 G Hz
5 G Hz

Sup p o rte d  Cha nne l Wid th 2.4G : 20/ 40 MHz
5G : 20/ 40/ 80/ 160 

MHz

2.4G : 20/ 40 MHz
5G : 20/ 40/ 80/ 160 

MHz

2.4G : 20/ 40 MHz
5G : 20/ 40/ 80 MHz 

(NWA210AX sup p o rts 
160 MHz)

Ava ila b le  Se c urity Mo d e s No ne
Enha nc e d -o p e n 

WEP
WPA2-MIX /  WPA3 - 

Pe rso na l & 
Ente rprise

No ne
Enha nc e d -o p e n 

WEP
WPA2-MIX /  WPA3 - 

Pe rso na l & 
Ente rp rise

No ne
Enha nc e d -o p e n 

WEP
WPA2-MIX /  WPA3 - 

Pe rso na l & Ente rp rise

Numb e r o f SSID Pro file s 64 64 64

Numb e r o f WiFi Ra d io s 2 2 2

Mo nito r Mo d e  & Ro g ue  APs Co nta inme nt 
(AP c o ntro lle r ma na g e d  d e vic e s o nly)

No No No

Ro g ue  AP De te c tio n Ye s Ye s Ye s

WDS (Wire le ss Distrib utio n Syste m) - Ro o t AP 
& Re p e a te r Mo d e s

Ye s Ye s Ye s

Wire le ss Brid g e Ye s Ye s No

Tunne l Fo rwa rd ing  Mo d e Ye s Ye s No

La ye r-2 Iso la tio n Ye s Ye s Ye s

Sup p o rte d  Po E Sta nd a rd s IEEE 802.3a f
IEEE 802.3a t

IEEE 802.3a t
IEEE 802.3b t

IEEE 802.3a f
IEEE 802.3a t

Po we r De te c tio n Ye s Ye s Ye s

Exte rna l Ante nna s No No No

Inte rna l Ante nna s Ye s Ye s Ye s

Ante nna  Switc h No No No

Sma rt Ante nna  Ye s Ye s No

Ta b le  1   500/ 1000 Mo d e ls Co mp a riso n Ta b le  (c o ntinue d )

FEATURES WAC500/  
WAC500H NWA1123- ACV3
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Co nso le  Po rt 4-Pin Se ria l 4-Pin Se ria l 4-Pin Se ria l

LED Lo c a to r Ye s Ye s Ye s

LED Sup p re ssio n Ye s Ye s Ye s

AC (AP Co ntro lle r) Disc o ve ry Ye s Ye s No

Ne b ula Fle x PRO Ye s Ye s No

NCC  Disc o ve ry Ye s Ye s Ye s

802.11r Fa st Ro a ming  Sup p o rt Ye s Ye s Ye s

802.11k/ v Assiste d  Ro a ming Ye s Ye s Ye s

Blue to o th Lo w Ene rg y (BLE) No Ye s No

USB Po rt fo r BLE No No No

Ethe rne t Sto rm Co ntro l Ye s Ye s Ye s

Wire le ss Re mo te  Ca p ture Ye s Ye s Ye s

G ro und ing Ye s Ye s Ye s

Po we r Ja c k Ye s Ye s Ye s

La te st Firmwa re  Ve rsio n Sup p o rte d 6.45 6.45 6.45

Ma ximum numb e r o f lo g  me ssa g e s 512 e ve nt lo g s

Ta b le  3   WiFi 6 Mo d e ls Co mp a riso n Ta b le

FEATURES WAX655E
WAX510D

WAX610D

Sup p o rte d  WiFi Sta nd a rd s IEEE 802.11a
IEEE 802.11b
IEEE 802.11g
IEEE 802.11n

IEEE 802.11a c
IEEE 802.11a x

IEEE 802.11a
IEEE 802.11b
IEEE 802.11g
IEEE 802.11n

IEEE 802.11a c
IEEE 802.11a x

Sup p o rte d  Fre q ue nc y Ba nd s 2.4 G Hz
5 G Hz

2.4 G Hz
5 G Hz

Sup p o rte d  Cha nne l Wid th 2.4G : 20/ 40 MHz
5G : 20/ 40/ 80/ 160 

MHz

2.4G : 20/ 40 MHz
5G : 20/ 40/ 80 MHz 

(WAX610D sup p o rts 
160 MHz)

Ava ila b le  Se c urity Mo d e s No ne
Enha nc e d -o p e n 

WEP
WPA2-MIX /  WPA3 - 

Pe rso na l & 
Ente rp rise

No ne
Enha nc e d -o p e n 

WEP
WPA2-MIX /  WPA3 - 

Pe rso na l & 
Ente rp rise

Numb e r o f SSID Pro file s 64 64

Numb e r o f WiFi Ra d io s 2 2

Mo nito r Mo d e  & Ro g ue  APs 
C o nta inme nt (AP c o ntro lle r 
ma na g e d  d e vic e s o nly)

No No

Ro g ue  AP De te c tio n Ye s Ye s

WDS (Wire le ss Distrib utio n Syste m) 
- Ro o t AP & Re p e a te r Mo d e s

Ye s Ye s

Ta b le  2   WiFi 6 Mo d e ls Co mp a riso n Ta b le  (c o ntinue d )

FEATURES WAX630S WAX650S
NWA110AX

NWA210AX
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Wire le ss Brid g e
Ye s

WAX510D: No
WAX610D: Ye s

Tunne l Fo rwa rd ing  Mo d e Ye s Ye s

La ye r-2 Iso la tio n Ye s Ye s

Sup p o rte d  Po E Sta nd a rd s IEEE 802.3a f
IEEE 802.3a t

IEEE 802.3a f
IEEE 802.3a t

Po we r De te c tio n Ye s Ye s

Exte rna l Ante nna s Ye s No

Inte rna l Ante nna s No Ye s

Ante nna  Switc h
No

Ye s
(p e r AP)

Sma rt Ante nna  No No

Co nso le  Po rt 4-Pin Se ria l 4-Pin Se ria l

LED Lo c a to r Ye s Ye s

LED Sup p re ssio n Ye s Ye s

AC (AP Co ntro lle r) Disc o ve ry Ye s Ye s

Ne b ula Fle x PRO Ye s Ye s

NCC Disc o ve ry Ye s Ye s

802.11r Fa st Ro a ming  Sup p o rt Ye s Ye s

802.11k/ v Assiste d  Ro a ming Ye s Ye s

Blue to o th Lo w Ene rg y (BLE) No No

USB Po rt fo r BLE No No

Ethe rne t Sto rm Co ntro l Ye s Ye s

Wire le ss Re mo te  Ca p ture Ye s Ye s

G ro und ing Ye s Ye s

Po we r Ja c k Ye s Ye s

La te st Firmwa re  Ve rsio n 
Sup p o rte d

6.45 6.45

Ma ximum numb e r o f lo g  
me ssa g e s

512 e ve nt lo g s

Ta b le  4   WiFi 6E Mo d e ls Co mp a riso n Ta b le

FEATURES WAX620D- 6E WAX640S- 6E NWA220AX- 6E

Sup p o rte d  WiFi Sta nd a rd s IEEE 802.11a
IEEE 802.11b
IEEE 802.11g
IEEE 802.11n

IEEE 802.11a c
IEEE 802.11a x

IEEE 802.11a
IEEE 802.11b
IEEE 802.11g
IEEE 802.11n

IEEE 802.11a c
IEEE 802.11a x

IEEE 802.11a
IEEE 802.11b
IEEE 802.11g
IEEE 802.11n

IEEE 802.11a c
IEEE 802.11a x

Sup p o rte d  Fre q ue nc y Ba nd s 2.4 G Hz
5 G Hz
6 G Hz

2.4 G Hz
5 G Hz
6 G Hz

2.4 G Hz
5 G Hz
6 G Hz

Ba nd Fle x (5 G Hz/ 6 G Hz) Ye s No Ye s

Ta b le  3   WiFi 6 Mo d e ls Co mp a riso n Ta b le  (c o ntinue d )

FEATURES WAX655E
WAX510D

WAX610D
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Sup p o rte d  Cha nne l Wid th 2.4G : 20/ 40 MHz
5G : 20/ 40/ 80/ 160 MHz
6G : 20/ 40/ 80/ 160 MHz

2.4G : 20/ 40 MHz
5G : 20/ 40/ 80/ 160 MHz
6G : 20/ 40/ 80/ 160 MHz

2.4G : 20/ 40 MHz
5G : 20/ 40/ 80/ 160 MHz
6G : 20/ 40/ 80/ 160 MHz

Ava ila b le  Se c urity Mo d e s No ne
Enha nc e d -o p e n WEP
WPA2-MIX /  WPA3 - 

Pe rso na l & Ente rprise

No ne
Enha nc e d -o p e n WEP
WPA2-MIX /  WPA3 - 

Pe rso na l & Ente rprise

No ne
Enha nc e d -o p e n WEP
WPA2-MIX /  WPA3 - 

Pe rso na l & Ente rp rise

Numb e r o f SSID Pro file s 64 64 64

Numb e r o f WiFi Ra d io s 2 3 2

Mo nito r Mo d e  & Ro g ue  APs 
C o nta inme nt (AP c o ntro lle r 
ma na g e d  d e vic e s o nly)

No No No

Ro g ue  AP De te c tio n Ye s Ye s Ye s

WDS (Wire le ss Distrib utio n 
Syste m) - Ro o t AP & Re p e a te r 
Mo d e s

Ye s Ye s Ye s

Wire le ss Brid g e Ye s Ye s No

Tunne l Fo rwa rd ing  Mo d e Ye s Ye s No

La ye r-2 Iso la tio n Ye s Ye s Ye s

Sup p o rte d  Po E Sta nd a rd s IEEE 802.3a f
IEEE 802.3a t

IEEE 802.3a t
IEEE 802.3b t

IEEE 802.3a f
IEEE 802.3a t

Po we r De te c tio n Ye s Ye s Ye s

Exte rna l Ante nna s No No No

Inte rna l Ante nna s Ye s Ye s Ye s

Ante nna  Switc h Ye s
(p e r AP)

No No

Sma rt Ante nna  No Ye s No

Co nso le  Po rt 4-Pin Se ria l 4-Pin Se ria l 4-Pin Se ria l

LED Lo c a to r Ye s Ye s Ye s

LED Sup p re ssio n Ye s Ye s Ye s

AC (AP Co ntro lle r) Disc o ve ry Ye s Ye s No

Ne b ula Fle x PRO Ye s Ye s No

NCC  Disc o ve ry Ye s Ye s Ye s

802.11r Fa st Ro a ming  Sup p o rt Ye s Ye s Ye s

802.11k/ v Assiste d  Ro a ming Ye s Ye s Ye s

Blue to o th Lo w Ene rg y (BLE) No Ye s No

USB Po rt fo r BLE No No No

Ethe rne t Sto rm Co ntro l Ye s Ye s Ye s

Wire le ss Re mo te  Ca p ture Ye s Ye s Ye s

G ro und ing No Ye s No

Po we r Ja c k Ye s Ye s Ye s

La te st Firmwa re  Ve rsio n 
Sup p o rte d

6.45 6.45 6.45

Ma ximum numb e r o f lo g  
me ssa g e s

512 e ve nt lo g s

Ta b le  4   WiFi 6E Mo d e ls Co mp a riso n Ta b le  (c o ntinue d )

FEATURES WAX620D- 6E WAX640S- 6E NWA220AX- 6E
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1.3  Zyxe l De vic e  Role s

This se c tio n d e sc rib e s so me  o f the  d iffe re nt ro le s tha t yo ur Zyxe l De vic e  c a n ta ke  up  within a  ne two rk. 
No t a ll ro le s a re  sup p o rte d  b y a ll mo d e ls (se e  Se c tio n 1.2 o n p a g e  14). The  Zyxe l De vic e  c a n se rve  a s a :

• Ac c e ss Po int (AP) - This is use d  to  a llo w WiFi c lie nts to  c o nne c t to  the  Inte rne t.
• Ra d io  Fre q ue nc y (RF) mo nito r - An RF mo nito r se a rc he s fo r ro g ue  APs to  he lp  e limina te  ne two rk 

thre a ts if it sup p o rts mo nito r mo d e  a nd  ro g ue  APs d e te c tio n/ c o nta inme nt. An RF mo nito r c a nno t 
simulta ne o usly a c t a s a n AP.

• Ro o t AP - A ro o t AP c o nne c ts to  the  g a te wa y o r switc h thro ug h a  wire d  Ethe rne t c o nne c tio n a nd  
ha s wire le ss re p e a te rs c o nne c te d  to  it to  e xte nd  its ra ng e .

• Wire le ss re p e a te r - A wire le ss re p e a te r wire le ssly c o nne c ts to  a  ro o t AP a nd  e xte nd s the  ne two rk’ s 
wire le ss ra ng e . A wire le ss re p e a te r c a n a lso  b e  a  wire le ss b rid g e  tha t c o nne c ts to  a  ro o t AP a nd  
e xte nd s the  ne two rk to  wire d  c lie nt d e vic e s.

If a  c lie nt (D) trie s to  se t up  his o wn AP (R) with we a k se c urity se tting s, the  ne two rk b e c o me s e xp o se d  to  
thre a ts. The  RF mo nito r (M) sc a ns the  a re a  to  d e te c t a ll APs, whic h c a n he lp  the  ne two rk a d ministra to r 
d isc o ve r the se  ro g ue  APs a nd  re mo ve  the m o r use  the  AC (Zyxe l’ s AP c o ntro lle r) to  q ua ra ntine  the m.

Fig ure  1   Zyxe l De vic e  Ap p lic a tio n in a  Ne two rk

Wire le ss Distribution Syste m (WDS) a nd Wire le ss Bridg e

Wire le ss Distrib utio n Syste m (WDS) is a  ne two rk syste m tha t a llo ws yo u to  d istrib ute  the  ne two rk to  a re a s 
tha t re q uire  Inte rne t c o nne c tio ns. Yo u c a n e xte nd  yo ur ne two rk to  unre a c ha b le  a re a s with wire le ss 
re p e a te rs, o r with wire le ss re p e a te rs a c ting  a s wire le ss b rid g e s.

The  fo llo wing  fig ure  sho ws yo u ho w to  c re a te  a  se c ure  WDS with two  wire le ss re p e a te rs. The  ro o t AP (Y) is 
c o nne c te d  to  a  ne two rk with Inte rne t a c c e ss a nd  ha s wire le ss re p e a te rs (X a nd  Z) c o nne c te d  to  it to  
e xp a nd  the  WiFi ne two rk’ s ra ng e . C lie nts (A a nd  B) c a n a c c e ss the  wire d  ne two rk thro ug h the  wire le ss 
re p e a te rs (X a nd  Z) a nd / o r ro o t AP.
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Fig ure  2   Wire le ss Distrib utio n Syste m Ne two rk Exa mp le

The  fo llo wing  fig ure  sho ws a n e xa mp le  o f a  WDS with a  re p e a te r a c ting  a s a  wire le ss b rid g e . A wire le ss 
b rid g e  c a n c o nne c t two  wire d  ne two rks thro ug h a  wire le ss c o nne c tio n. The  ro o t AP (X) is c o nne c te d  to  
a  ne two rk with Inte rne t a c c e ss. The  wire le ss re p e a te r (Y) is c o nne c te d  to  the  ro o t AP (X) to  e xp a nd  the  
ne two rk. C lie nts (A  a nd  B) a re  c o nne c te d  to  the  wire le ss re p e a te r thro ug h the  switc h/ g a te wa y/ ro ute r 
(G ). The y c a n a c c e ss the  ne two rk with the  e xte nd e d  wire d  ne two rk the  wire le ss b rid g e  (wire le ss 
re p e a te r) p ro vid e s.
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Fig ure  3   Wire le ss Brid g e  Ne two rk Exa mp le

1.3.1  Root AP

In Ro o t AP mo d e , yo u c a n ha ve  multip le  SSIDs a c tive  fo r re g ula r WiFi c o nne c tio ns a nd  o ne  SSID fo r the  
c o nne c tio n with a  re p e a te r (re p e a te r SSID). WiFi c lie nts c a n use  e ithe r SSID to  a sso c ia te  with the  Zyxe l 
De vic e  in Ro o t AP mo d e . A re p e a te r must use  the  re p e a te r SSID to  c o nne c t to  the  Zyxe l De vic e  in Ro o t 
AP mo d e .

Whe n the  Zyxe l De vic e  is in Ro o t AP mo d e , re p e a te r se c urity b e twe e n the  Zyxe l De vic e  a nd  o the r 
re p e a te rs is ind e p e nd e nt o f the  se c urity b e twe e n the  WiFi c lie nts a nd  the  AP o r re p e a te r. Whe n 
re p e a te r se c urity is e na b le d , b o th APs a nd  re p e a te rs must use  the  sa me  p re -sha re d  ke y. Se e  Se c tio n 
10.2 o n p a g e  101 a nd  Se c tio n 15.2 o n p a g e  163 fo r mo re  d e ta ils.

Unle ss sp e c ifie d , the  te rm “ se c urity se tting s”  re fe rs to  the  tra ffic  b e twe e n the  WiFi c lie nts a nd  the  AP. At 
the  time  o f writing , re p e a te r se c urity is c o mp a tib le  with the  Zyxe l De vic e  o nly.

1.3.2  Wire le ss Re pe a te r

Using  Re p e a te r mo d e , yo ur Zyxe l De vic e  c a n e xte nd  the  ra ng e  o f the  WLAN. In the  fig ure  b e lo w, the  
Zyxe l De vic e  in Re p e a te r mo d e  (Z) ha s a  wire le ss c o nne c tio n to  the  Zyxe l De vic e  in Ro o t AP mo d e  (X) 
whic h is c o nne c te d  to  a  wire d  ne two rk a nd  a lso  ha s a  wire le ss c o nne c tio n to  a no the r Zyxe l De vic e  in 
Re p e a te r mo d e  (Y) a t the  sa me  time . Z a c ts a s a  re p e a te r tha t fo rwa rd s tra ffic  b e twe e n a sso c ia te d  WiFi 
c lie nts a nd  the  wire d  LAN. Y a c ts a s a  wire le ss b rid g e  (re p e a te r with WDS wire le ss b rid g ing  e na b le d ) tha t 
fo rwa rd s tra ffic  b e twe e n wire d  c lie nts a nd  the  wire d  LAN. C lie nts A  a nd  B a c c e ss the  AP a nd  the  wire d  
ne two rk b e hind  the  AP thro ug h re p e a te rs Z a nd  Y.
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Fig ure  4   Re p e a te r Ap p lic a tio n

Whe n the  Zyxe l De vic e  is in Re p e a te r mo d e , re p e a te r se c urity b e twe e n the  Zyxe l De vic e  a nd  o the r 
re p e a te r is ind e p e nd e nt o f the  se c urity b e twe e n the  WiFi c lie nts a nd  the  AP o r re p e a te r. Whe n re p e a te r 
se c urity is e na b le d , b o th APs a nd  re p e a te rs must use  the  sa me  p re -sha re d  ke y. Se e  Se c tio n 10.2 o n 
p a g e  101 a nd  Se c tio n 15.2 o n p a g e  163 fo r mo re  d e ta ils.

Fo r NCC ma na g e d  d e vic e s, yo u o nly ne e d  to  e na b le  AP Sma rt Me sh to  a uto ma tic a lly c re a te  wire le ss 
links b e twe e n APs. Se e  the  NCC Use r’ s Guid e  fo r mo re  d e ta ils.

To  se t up  a  WDS in sta nd a lo ne  mo d e  APs, d o  the  fo llo wing  ste p s. Yo u sho uld  a lre a d y ha ve  the  ro o t AP 
se t up  (se e  the  Quic k Sta rt Guid e  fo r ha rd wa re  c o nne c tio ns).

1 Go  to  Config uration > Obje c t > WDS Profile  in yo ur ro o t AP We b  Co nfig ura to r a nd  c lic k Add .

2 Ente r a  p ro file  na me , a  WDS SSID, a nd  a  p re -sha re d  ke y.

3 Go  to  Config uration > Wire le ss > AP Ma na g e me nt, se le c t the  Ra dio WDS Profile  o f the  ra d io  o n whic h 
yo u a re  se tting  the  WDS c o nne c tio n to  use  the  WDS p ro file  yo u se t, a nd  c lic k Apply.

4 Do  ste p s 1 a nd  3 fo r the  wire le ss re p e a te r using  the  sa me  WDS SSID a nd  p re -sha re d  ke y.

5 Onc e  the  se c urity se tting s o f p e e r sid e s ma tc h o ne  a no the r, the  c o nne c tio n b e twe e n the  ro o t a nd  
re p e a te r Zyxe l De vic e s is ma d e .

(Op tio na l) If yo ur Zyxe l De vic e  sup p o rts wire le ss b rid g ing , yo u c a n e xte nd  a  wire d  ne two rk fro m the  p o rt 
o n the  wire le ss re p e a te r, d o  the  fo llo wing  ste p :

6 Go  to  Config uration > Wire le ss > AP Ma na g e me nt, se le c t Se tup WDS Wire le ss Bridging  to  e na b le  wire le ss 
b rid g e  o n the  wire le ss re p e a te r.

7 Co nne c t the  c lie nt d e vic e  to  the  Zyxe l De vic e ’ s p o rt with a n Ethe rne t c a b le .
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No te : Ma ke  sure  the  VLAN se tting s o n b o th the  ro o t AP a nd  the  wire le ss re p e a te r a re  e xa c tly 
the  sa me  so  the y c a n c o mmunic a te .

No te : Whe n wire le ss b rid g e  is e na b le d , wire le ss inte rfa c e s fo r c lie nt d e vic e s will b e  d isa b le d . 
Yo u c a n o nly tra nsmit d a ta  thro ug h the  wire le ss re p e a te r’ s p o rts.

To  se t up  a  WDS in AC (AP Co ntro lle r)-ma na g e d  Zyxe l De vic e s, se e  the  ZyWALL ATP, ZyWALL VPN, USG 
FLEX, o r NXC Use r’ s G uid e .

1.3.3  Ra dio  Fre que nc y (RF) Monitor

The  Zyxe l De vic e  c a n b e  se t to  wo rk a s a n RF mo nito r to  d isc o ve r ne a rb y Ac c e ss Po ints. The  info rma tio n 
it o b ta ins fro m o the r APs is use d  to  ta g  p o ssib le  ro g ue  APs a nd  q ua ra ntine  the m if the  Zyxe l De vic e  is 
ma na g e d  b y a n AP c o ntro lle r (se e  Se c tio n 2.1.3 o n p a g e  29). If the  Zyxe l De vic e ’ s ra d io  se tting  is se t to  
MON Mode  (RF Mo nito r mo d e ), it will se rve  a s a  d e d ic a te d  RF mo nito r a nd  its AP c lie nts a re  
d isc o nne c te d .

The  mo d e ls tha t d o  no t sup p o rt MON Mode  sup p o rt Rog ue  AP De te c tion (se e  Se c tio n 10.3 o n p a g e  107). 
Rogue  AP De te c tion a llo ws the  AP to  sc a n a ll c ha nne ls simila r to  MON Mode  e xc e p t tha t the  Zyxe l 
De vic e  still wo rks a s a n AP while  it sc a ns the  e nviro nme nt fo r wire le ss sig na ls. To  se e  whic h Zyxe l De vic e s 
sup p o rt the  RF Mo nito r fe a ture , se e  Se c tio n 1.2 o n p a g e  14.

The  Zyxe l De vic e  in MON Mode  sc a ns a  ra ng e  o f WiFi c ha nne ls tha t yo u sp e c ify in a  MON Profile , e ithe r in 
the  2.4 GHz o r 5 GHz b a nd . To  sc a n b o th b a nd s, yo u ne e d  to  se t b o th ra d io  1 a nd  ra d io  2 in MON Mode . 
Onc e  a  ro g ue  AP is d e te c te d , the  ne two rk a d ministra to r c a n ma nua lly c ha ng e  the  ne two rk se tting s to  
limit its a c c e ss to  the  ne two rk using  its MAC a d d re ss o r ha ve  the  d e vic e  p hysic a lly re mo ve d . If the  Zyxe l 
De vic e  is ma na g e d  b y a n AP c o ntro lle r, the  ne two rk a d ministra to r c a n a lso  use  Rog ue  AP Conta inme nt 
thro ug h the  AP c o ntro lle r.

MON Mode  in Sta nda lone  Mode

To  use  a n RF mo nito r in sta nd a lo ne  mo d e , d o  the  fo llo wing  ste p s:

1 Cre a te  a  MON Profile  in Config ura tion > Obje c t > MON Profile  > Add . Sp e c ify a  Cha nne l dwe ll time  to  
d e te rmine  ho w lo ng  the  RF mo nito r sc a ns a  sp e c ific  c ha nne l b e fo re  mo ving  to  the  ne xt o ne .

2 To  sc a n a ll 2.4 GHz a nd  5 GHz c ha nne ls, se le c t auto  in Sc a n Cha nne l Mode . Ma ke  sure  tha t the  Ac tiva te  
c he c k b o x is se le c te d  a nd  c lic k OK.

3 Go  to  the  Config uration > Wire le ss > AP Ma na ge me nt sc re e n a nd  se t Ra dio 1 OP Mode  (2.4 GHz) a nd / o r 
Ra dio 2 OP Mode  (5 GHz) to  MON Mode .

4 Se le c t the  Ra dio 1(2) Profile  tha t yo u c re a te d  in the  p re vio us ste p . Ma ke  sure  tha t the  Ra dio 1(2) 

Ac tiva te  c he c k b o x is se le c te d  a nd  c lic k Apply.

5 Go  to  Monitor > Wire le ss > De te c te d De vic e  to  se e  a  list o f APs sc a nne d  b y the  RF mo nito r.

6 Se le c t a n AP o r APs in the  list a nd  c lic k Mark a s Rog ue  AP o r Ma rk a s Frie ndly AP.

MON Mode  in AC (AP Controlle r)- Ma na g e d Zyxe l De vic e s

Fo r AP c o ntro lle r-ma na g e d  Zyxe l De vic e s, d o  the  fo llo wing  ste p s in the  AP Co ntro lle r We b  Co nfig ura to r:
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1 Cre a te  a  MON Profile  in CONFIGURATION > Obje c t > MON Profile  > Add. Sp e c ify a  Cha nne l dwe ll time  to  
d e te rmine  ho w lo ng  the  RF mo nito r sc a ns a  sp e c ific  c ha nne l b e fo re  mo ving  to  the  ne xt o ne .

2 To  sc a n a ll 2.4 GHz a nd  5 GHz c ha nne ls, se le c t auto  in Sc a n Cha nne l Mode . Ma ke  sure  tha t the  Ac tiva te  
c he c k b o x is se le c te d  a nd  c lic k OK.

3 Go  to  the  CONFIGURATION > Wire le ss > AP Ma nag e me nt > Mg mt. AP List > Edit sc re e n a nd / o r se t Ra dio 

1 OP Mode  (2.4 G Hz) a nd  Radio 2 OP Mode  (5 G Hz) to  MON Mode .

4 Se le c t the  Ra dio 1(2) Profile  tha t yo u c re a te d  in the  p re vio us ste p . Se le c t Ove rride  Group Ra dio Se tting  
a nd  c lic k OK.

5 Go  to  MONITOR > Wire le ss > De te c te d De vic e  to  se e  a  list o f APs sc a nne d  b y the  RF mo nito r.

6 Se le c t a n AP o r APs in the  list a nd  c lic k Mark a s Rog ue  AP o r Ma rk a s Frie ndly AP.

7 To  q ua ra ntine  a  ro g ue  AP, g o  to  CONFIGURATION > Wire le ss > Rog ue  AP, se le c t the  APs yo u wa nt to  
q ua ra ntine , a nd  c lic k Conta inme nt. Ma ke  sure  the  Enable  Rog ue  AP Conta inme nt c he c k b o x is 
se le c te d , a nd  c lic k Apply.

1.4  Sa mple  Fe a ture  Applic a tions

This se c tio n d e sc rib e s so me  p o ssib le  sc e na rio s a nd  to p o lo g ie s tha t yo u c a n se t up  using  yo ur Zyxe l 
De vic e .

1.4.1  MBSSID

A Ba sic  Se rvic e  Se t (BSS) is the  se t o f d e vic e s fo rming  a  sing le  WiFi ne two rk (usua lly a n a c c e ss p o int a nd  
o ne  o r mo re  WiFi c lie nts). The  Se rvic e  Se t IDe ntifie r (SSID) is the  na me  o f a  BSS. In Multip le  BSS (MBSSID) 
mo d e , the  Zyxe l De vic e  p ro vid e s multip le  virtua l APs, e a c h fo rming  its o wn BSS a nd  using  its o wn 
ind ivid ua l SSID p ro file .

Yo u c a n c o nfig ure  multip le  SSID p ro file s, a nd  ha ve  a ll o f the m a c tive  a t a ny o ne  time .

Yo u c a n a ssig n d iffe re nt wire le ss a nd  se c urity se tting s to  e a c h SSID p ro file . This a llo ws yo u to  
c o mp a rtme nta lize  g ro up s o f use rs, se t va rying  a c c e ss p rivile g e s, a nd  p rio ritize  ne two rk tra ffic  to  a nd  
fro m c e rta in BSSs.

To  the  WiFi c lie nts in the  ne two rk, e a c h SSID a p p e a rs to  b e  a  d iffe re nt a c c e ss p o int. As in a ny WiFi 
ne two rk, c lie nts c a n a sso c ia te  o nly with the  SSIDs fo r whic h the y ha ve  the  c o rre c t se c urity se tting s.

Fo r e xa mp le , yo u mig ht wa nt to  se t up  a  WiFi ne two rk in yo ur o ffic e  whe re  Inte rne t te le p ho ny (Vo IP) 
use rs ha ve  p rio rity. Yo u a lso  wa nt a  re g ula r WiFi ne two rk fo r sta nd a rd  use rs, a s we ll a s a  ‘ g ue st’  WiFi 
ne two rk fo r visito rs. In the  fo llo wing  fig ure , VoIP_SSID use rs ha ve  Qo S p rio rity, SSID01 is the  WiFi ne two rk fo r 
sta nd a rd  use rs, a nd  Gue st_SSID is the  WiFi ne two rk fo r g ue st use rs. In this e xa mp le , the  g ue st use r is 
fo rb id d e n a c c e ss to  the  wire d  Lo c a l Are a  Ne two rk (LAN) b e hind  the  AP a nd  c a n a c c e ss o nly the  
Inte rne t.
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Fig ure  5   Multip le  BSSs

1.4.2  Dua l- Ra dio / Triple - Ra dio  a nd Ba ndFle x

The  Zyxe l De vic e  mo d e ls a re  e q uip p e d  with two  o r e ve n thre e  WiFi ra d io s. The  Zyxe l De vic e  use s the  WiFi 
ra d io s to  tra nsmit WiFi sig na ls. This me a ns yo u c a n c o nfig ure  two  to  thre e  d iffe re nt WiFi ne two rks to  
o p e ra te  simulta ne o usly.

Ba nd Fle x a llo ws yo u to  se le c t the  fre q ue nc y b a nd s o p e ra ting  o n the  ra d io s b y c o nfig ura tio n. A 
fre q ue nc y b a nd  is a  ra ng e  o f fre q ue nc y d ivid e d  into  c ha nne ls whic h c a rry the  WiFi sig na ls fo r d a ta  
tra nsmissio n. If yo ur Zyxe l De vic e  sup p o rts Ba nd Fle x, yo u c a n c o nfig ure  the  se c o nd  ra d io  o n the  Zyxe l 
De vic e  to  use  the  5 GHz o r 6 GHz b a nd s, while  the  first ra d io  is a lwa ys se t to  use  the  2.4 GHz b a nd . The  6 
GHz b a nd  p ro vid e s le ss c o ve ra g e  b ut ha s the  hig he st a mo unt o f c ha nne ls a mo ng  the  thre e  fre q ue nc y 
b a nd s. Use  the  6 GHz b a nd  fo r the  mo st c o ng e stio n-fre e  tra nsmissio n if yo ur c lie nt d e vic e s sup p o rts WiFi 
6E (se e  Se c tio n 13.1.2 o n p a g e  127).

No te : Due  to  e a c h c o untry’ s re g ula tio ns o n fre q ue nc y b a nd  usa g e , the  a va ila b le  ra d io  
b a nd s (2.4 G Hz, 5 G Hz, a nd  6 G Hz) ma y d iffe r b y c o untrie s o r ma rke ts the  Zyxe l De vic e  
p ro d uc ts a re  so ld  to .

No te : A d iffe re nt c ha nne l sho uld  b e  c o nfig ure d  fo r e a c h WLAN inte rfa c e  to  re d uc e  the  
e ffe c ts o f ra d io  inte rfe re nc e .

Yo u c o uld  use  the  2.4 G Hz b a nd  fo r re g ula r Inte rne t surfing  a nd  d o wnlo a d ing  while  using  the  5 GHz o r 6 
GHz b a nd  fo r time  se nsitive  tra ffic  like  hig h-d e finitio n vid e o , music , a nd  g a ming .

Se e  Se c tio n 1.2 o n p a g e  14 fo r the  sup p o rte d  numb e r o f ra d io s, fre q ue nc y b a nd s, a nd  se e  if yo ur Zyxe l 
De vic e  sup p o rts Ba nd Fle x.
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Fig ure  6   Dua l-Ra d io  Ap p lic a tio n

Fig ure  7   Trip le -Ra d io  Ap p lic a tio n
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C HA PTER 2
AP Ma na g e me nt

2.1  Ma na g e me nt Mode

The  Zyxe l De vic e  is a  unifie d  AP a nd  c a n b e  ma na g e d  b y the  NCC o r a n AP c o ntro lle r (AC), o r wo rk a s a  
sta nd a lo ne  d e vic e . We  re c o mme nd  yo u use  NCC to  ma na g e  multip le  APs (se e  the  NCC Use r’ s G uid e ). 
An AP Co ntro lle r, suc h a s the  ZyWALL ATP/ VPN, USG  FLEX, o r NXC, c a n o nly ma na g e  multip le  APs in the  
sa me  lo c a tio n.

No te : No t a ll mo d e ls c a n b e  ma na g e d  b y NC C o r a n AC. Se e  Se c tio n 1.2 o n p a g e  14 to  
c he c k whe the r yo ur p ro d uc t sup p o rts the se .

The  fo llo wing  ta b le  sho ws the  d e fa ult IP a d d re sse s a nd  firmwa re  up lo a d  me tho d s fo r d iffe re nt 
ma na g e me nt mo d e s.

Whe n the  Zyxe l De vic e  is in sta nd a lo ne  mo d e  a nd  c o nne c ts to  a  DHCP se rve r, it use s the  IP a d d re ss 
a ssig ne d  b y the  DHCP se rve r. Othe rwise , the  Zyxe l De vic e  use s the  d e fa ult sta tic  ma na g e me nt IP 
a d d re ss (192.168.1.2). Yo u c a n use  the  NCC Disc ove ry o r AC Disc ove ry sc re e n to  a llo w the  Zyxe l De vic e  
to  b e  ma na g e d  b y the  NCC o r a n AC, re sp e c tive ly.

Whe n the  Zyxe l De vic e  is ma na g e d  b y the  NCC o r a n AC, it a c ts a s a  DHCP c lie nt a nd  o b ta ins a n IP 
a d d re ss fro m the  NCC/ AC. It c a n b e  c o nfig ure d  O NLY b y the  NCC/ AC. To  c ha ng e  the  Zyxe l De vic e  
b a c k to  sta nd a lo ne  mo d e , use  the  Re se t b utto n to  re sto re  the  d e fa ult c o nfig ura tio n. Alte rna tive ly, yo u 
ne e d  to  c he c k the  NCC/ AC fo r the  Zyxe l De vic e ’ s IP a d d re ss a nd  use  FTP to  up lo a d  the  d e fa ult 
c o nfig ura tio n file  a t c o nf/ syste m-d e fa ult.c o nf to  the  Zyxe l De vic e  a nd  re b o o t the  d e vic e .

No te : No t a ll mo d e ls c a n b e  ma na g e d  b y NC C o r a n AC. Se e  Se c tio n 1.2 o n p a g e  14 to  
c he c k whe the r yo ur p ro d uc t sup p o rts the se .

2.1.1  Sta nda lone

Whe n wo rking  in sta nd a lo ne  mo d e , the  Zyxe l De vic e  is c o nfig ure d  ma inly with its b uilt-in We b  
Co nfig ura to r. Yo u c a n o nly c o nne c t to  a nd  se t up  o ne  Zyxe l De vic e  a t a  time  in this mo d e .

Se e  Cha p te r 5 o n p a g e  57 fo r d e ta ile d  info rma tio n a b o ut the  sta nd a lo ne  We b  Co nfig ura to r sc re e ns.

Ta b le  5   Zyxe l De vic e  Ma na g e me nt Mo d e  Co mp a riso n

MANAGEMENT MODE DEFAULT IP ADDRESS UPLOAD FIRMWARE VIA

Ne b ula  C o ntro l C e nte r Dyna mic NCC  Po rta l

AP Co ntro lle r Dyna mic AP Co ntro lle r using  CAPWAP

Sta nd a lo ne Dyna mic  o r
Sta tic  (192.168.1.2)

Built-in We b  Co nfig ura to r
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2.1.2  Ne bula  Control Ce nte r

In this mo d e , whic h is a lso  c a lle d  c lo ud  mo d e , yo u c a n ma na g e  a nd  mo nito r the  Zyxe l De vic e  thro ug h 
the  Zyxe l Ne b ula  c lo ud -b a se d  ne two rk ma na g e me nt syste m. This me a ns yo u c a n ma na g e  d e vic e s 
re mo te ly witho ut the  ne e d  o f c o nne c ting  to  e a c h d e vic e  d ire c tly. It o ffe rs ma ny fe a ture s to  b e tte r 
ma na g e  a nd  mo nito r no t just the  Zyxe l De vic e , b ut yo ur ne two rk a s a  who le , inc lud ing  sup p o rte d  
switc he s a nd  g a te wa ys. Yo ur ne two rk c a n a lso  b e  ma na g e d  thro ug h yo ur sma rtp ho ne  using  the  
Ne b ula  Mo b ile  a p p . Se e  Se c tio n  o n p a g e  231 fo r a n e xa mp le  NCC ma na g e d  ne two rk to p o lo g y.

NCC a llo ws d iffe re nt le ve ls o f ma na g e me nt. Yo u c a n c o nfig ure  e a c h d e vic e  o n its o wn o r c o nfig ure  a  
se t o f d e vic e s to g e the r a s a  site . Yo u c a n a lso  mo nito r g ro up s o f site s c a lle d  o rg a niza tio ns, a s sho wn 
b e lo w.

It g ra p hic a lly p re se nts yo ur d e vic e / ne two rk sta tistic s a nd  sho ws a n o ve rvie w o f yo ur ne two rk to p o lo g y, 
a s sho wn in the  fo llo wing  fig ure . It a lso  se nd s re p o rts, a le rts, a nd  no tific a tio ns fo r e ve nts, suc h a s whe n a  
site  g o e s o ffline .

Ta b le  6   NCC Ma na g e me nt Le ve ls
Org a niza tio n

Site  A Site  B

De vic e  A-1 De vic e  A-2 De vic e  B-1 De vic e  B-2
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Fig ure  8   Tra ffic  Mo nito ring  G ra p h Fro m NCC

Se e  the  NCC (Ne b ula  Co ntro l Ce nte r) Use r’ s Guid e  fo r ho w to  c o nfig ure  Ne b ula  ma na g e d  d e vic e s. Se e  
Cha p te r 26 o n p a g e  234 if yo u wa nt to  c ha ng e  the  Zyxe l De vic e ’ s VLAN se tting  o r ma nua lly se t its IP 
a d d re ss.

No te : Ma ke  sure  yo ur ne two rk fire wa ll a llo ws TC P p o rts 443, 4335, a nd  6667 a s we ll a s UDP p o rt 
123 so  the  d e vic e  c a n c o nne c t to  a nd  sync  with the  NC C.

2.1.3  AP Controlle r (AC)

If the  Zyxe l De vic e  sup p o rts ma na g e me nt using  a n AC (se e  Se c tio n 9.1.1 o n p a g e  87) suc h a s the  
ZyWALL ATP, ZyWALL VPN, USG  FLEX, a nd  the  NXC se rie s, a nd  yo u ha ve  this AC in the  sa me  sub ne t, it will 
b e  ma na g e d  b y the  c o ntro lle r a uto ma tic a lly. To  se t the  Zyxe l De vic e  to  b e  ma na g e d  b y a n AC in a  
d iffe re nt sub ne t o r c ha ng e  b e twe e n ma na g e me nt mo d e s, use  the  AC  Disc ove ry sc re e n (se e  Se c tio n 
9.5 o n p a g e  96 a nd  Se c tio n 9.1.1 o n p a g e  87). Yo u c a n use  the  AC to  ma na g e  multip le  Zyxe l De vic e s. 
Se e  Se c tio n 9.1.1 o n p a g e  87 fo r a n e xa mp le  AC ma na g e d  ne two rk to p o lo g y.
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No te : If the  Zyxe l De vic e  is a lre a d y re g iste re d  to  NC C, the  c o ntro lle r will b e  una b le  to  ma na g e  
it.

An AC use s Co ntro l And  Pro visio ning  o f Wire le ss Ac c e ss Po ints (CAPWAP, se e  RFC 5415) to  d isc o ve r a nd  
c o nfig ure  multip le  ma na g e d  APs.

2.2  Switc hing  Ma na g e me nt Mode s

The  Zyxe l De vic e  is in sta nd a lo ne  mo d e  b y d e fa ult, with NCC a nd / o r AC d isc o ve ry e na b le d .

Sta nda lone - to- NCC

Re g iste r the  Zyxe l De vic e  a t the  NCC we b site  a nd  the n turn o n the  Zyxe l De vic e . Ma ke  sure  tha t NCC 

Disc ove ry is e na b le d  (se e  Se c tio n 9.6 o n p a g e  98). The  NCC ma na g e s the  Zyxe l De vic e  a uto ma tic a lly 
whe n it is d isc o ve re d . Se tting s o n the  Zyxe l De vic e  will b e  o ve rwritte n with wha t yo u ha ve  c o nfig ure d  o n 
the  NCC we b site .

Sta nda lone - to- AC

By d e fa ult, the  Zyxe l De vic e  must b e  in the  sa me  sub ne t a s the  AC. Se e  Se c tio n 9.1.1 o n p a g e  87 fo r 
se tting  it up  in a  d iffe re nt sub ne t. Ma ke  sure  AC Disc ove ry is e na b le d  (se e  Se c tio n 9.5 o n p a g e  96). The  
AC ma na g e s the  Zyxe l De vic e  a uto ma tic a lly whe n it is d isc o ve re d .

AC- to- NCC

Re g iste r the  Zyxe l De vic e  a t the  NCC we b site . Ma ke  sure  tha t NCC Disc ove ry is e na b le d  o n yo ur Zyxe l 
De vic e  (se e  Se c tio n 9.6 o n p a g e  98). In the  AC We b  Co nfig ura to r, se le c t the  Zyxe l De vic e  a nd  p re ss the  
Ne bula  b utto n. The  NCC ma na g e s the  Zyxe l De vic e  a uto ma tic a lly whe n it is d isc o ve re d .

NCC- to- AC

Unre g iste r the  Zyxe l De vic e  a t the  NCC p o rta l. By d e fa ult, the  Zyxe l De vic e  must b e  in the  sa me  sub ne t 
a s the  AC. Se e  Se c tio n 9.1.1 o n p a g e  87 fo r se tting  it up  in a  d iffe re nt sub ne t. Ma ke  sure  AC Disc ove ry is 
e na b le d  (se e  Se c tio n 9.5 o n p a g e  96). The  AC ma na g e s the  Zyxe l De vic e  a uto ma tic a lly whe n it is 
d isc o ve re d .

NCC- to- Sta nda lone

Unre g iste r the  Zyxe l De vic e  fro m the  NCC o rg a niza tio n/ site . The  Zyxe l De vic e  will a uto ma tic a lly re se t to  
its fa c to ry d e fa ults a nd  re turn to  sta nd a lo ne  mo d e .

AC- to- Sta nda lone

Use  the  Re se t b utto n to  re turn the  Zyxe l De vic e  to  its fa c to ry d e fa ult se tting s (se e  Se c tio n 28.6 o n p a g e  
252).
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2.3  Zyxe l One  Ne twork (ZON) Utility

ZON Utility is a  p ro g ra m d e sig ne d  to  he lp  yo u d e p lo y a nd  ma na g e  a  ne two rk mo re  e ffic ie ntly. It d e te c ts 
d e vic e s a uto ma tic a lly a nd  a llo ws yo u to  d o  b a sic  se tting s o n d e vic e s in the  ne two rk witho ut ha ving  to  
b e  ne a r it.

The  ZON Utility issue s re q ue sts via  Zyxe l Disc o ve ry Pro to c o l (ZDP) a nd  in re sp o nse  to  the  q ue ry, the  d e vic e  
re sp o nd s b a c k with b a sic  info rma tio n inc lud ing  IP a d d re ss, firmwa re  ve rsio n, lo c a tio n, syste m a nd  mo d e l 
na me  in the  sa me  b ro a d c a st d o ma in. The  info rma tio n is the n d isp la ye d  in the  ZON Utility sc re e n a nd  yo u 
c a n p e rfo rm ta sks like  b a sic  c o nfig ura tio n o f the  d e vic e s a nd  b a tc h firmwa re  up g ra d e  in it. Yo u c a n 
d o wnlo a d  the  ZON Utility a t www.zyxe l.c o m a nd  insta ll it o n yo ur c o mp ute r (Wind o ws o p e ra ting  syste m).

2.3.1  Re quire me nts

Be fo re  insta lling  the  ZON Utility o n yo ur PC, p le a se  ma ke  sure  it me e ts the  re q uire me nts liste d  b e lo w.

Ope ra ting  Syste m

At the  time  o f writing , the  ZON Utility is c o mp a tib le  with:

• Wind o ws 7 (b o th 32-b it /  64-b it ve rsio ns)

• Wind o ws 8 (b o th 32-b it /  64-b it ve rsio ns)

• Wind o ws 8.1 (b o th 32-b it /  64-b it ve rsio ns)

• Wind o w 10 (b o th 32-b it /  64-b it ve rsio ns)

No te : To  c he c k fo r yo ur Wind o ws o p e ra ting  syste m ve rsio n, rig ht-c lic k o n My Compute r > 
Prope rtie s o n yo ur c o mp ute r. Yo u sho uld  se e  this info rma tio n in the  Ge ne ra l ta b .

No te : It is sug g e ste d  tha t yo u insta ll Np c a p , the  p a c ke t c a p ture  lib ra ry fo r Wind o ws o p e ra ting  
syste ms, a nd  re mo ve  WinPc a p  o r a ny o the r insta lle d  p a c ke t c a p ture  to o ls b e fo re  yo u 
insta ll the  ZO N utility.

Ha rdwa re

He re  a re  the  minimum ha rd wa re  re q uire me nts to  use  the  ZON Utility o n yo ur PC.

• Co re  i3 p ro c e sso r

• 2 G B RAM

• 100 MB fre e  ha rd  d isk

• WXG A (Wid e  XGA 1280x800)

2.3.2  Run the  ZON Utility

1 Do ub le -c lic k the  ZON Utility to  run it.

2 The  first time  yo u run the  ZON Utility, yo u will se e  if yo ur d e vic e  a nd  firmwa re  ve rsio n sup p o rt the  ZON 
Utility. C lic k the  OK b utto n to  c lo se  this sc re e n.
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Fig ure  9   Sup p o rte d  De vic e s a nd  Ve rsio ns

If yo u wa nt to  c he c k the  sup p o rte d  mo d e ls a nd  firmwa re  ve rsio ns la te r, yo u c a n c lic k the  Show 

informa tion a bout ZON ic o n in the  up p e r rig ht ha nd  c o rne r o f the  sc re e n. The n se le c t the  Supporte d 

mode l a nd firmwa re  ve rsion link. If yo ur d e vic e  is no t liste d  he re , se e  the  d e vic e  re le a se  no te s fo r ZON 
Utility sup p o rt. The  re le a se  no te s a re  in the  firmwa re  zip  file  o n the  Zyxe l we b  site .

Fig ure  10   ZON Utility Sc re e n

3 Se le c t a  ne two rk a d a p te r to  whic h yo ur sup p o rte d  d e vic e s a re  c o nne c te d .



 Cha p te r 2 AP Ma na g e me nt

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

33

Fig ure  11   Ne two rk Ad a p te r

4 Clic k the  Go  b utto n fo r the  ZON Utility to  d isc o ve r a ll sup p o rte d  d e vic e s in yo ur ne two rk.

Fig ure  12   Disc o ve ry

5 The  ZON Utility sc re e n sho ws the  d e vic e s d isc o ve re d .

Fig ure  13   ZON Utility Sc re e n

6 Se le c t a  d e vic e  a nd  the n use  the  ic o ns to  p e rfo rm a c tio ns. So me  func tio ns ma y no t b e  a va ila b le  fo r 
yo ur d e vic e s.

No te : Yo u must kno w the  se le c te d  d e vic e  a d min p a sswo rd  b e fo re  ta king  a c tio ns o n the  
d e vic e  using  the  ZON Utility ic o ns.
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Fig ure  14   Pa sswo rd  Pro mp t

The  fo llo wing  ta b le  d e sc rib e s the  ic o ns numb e re d  fro m le ft to  rig ht in the  ZON Utility sc re e n.

Ta b le  7   ZON Utility Ic o ns

ICON DESCRIPTION

1 IP C o nfig ura tio n C ha ng e  the  se le c te d  d e vic e ’ s IP a d d re ss.

2 Re ne w IP Ad d re ss Upd a te  a  DHCP-a ssig ne d  d yna mic  IP a d d re ss.

3 Re b o o t De vic e Use  this ic o n to  re sta rt the  se le c te d  d e vic e (s). This ma y b e  use ful whe n tro ub le sho o ting  
o r upg ra d ing  ne w firmwa re .

4 Re se t C o nfig ura tio n to  
De fa ult

Use  this ic o n to  re lo a d  the  fa c to ry-d e fa ult c o nfig ura tio n file . This me a ns tha t yo u will 
lo se  a ll p re vio us c o nfig ura tio ns.

5 Lo c a to r LED Use  this ic o n to  lo c a te  the  se le c te d  d e vic e  b y c a using  its Loc a tor LED to  b link.

6 We b  G UI Use  this to  a c c e ss the  se le c te d  d e vic e  We b  Co nfig ura to r fro m yo ur b ro wse r. Yo u will 
ne e d  a  use rna me  a nd  p a sswo rd  to  lo g  in.

7 Firmwa re  Up g ra d e Use  this ic o n to  up g ra d e  ne w firmwa re  to  se le c te d  d e vic e (s) o f the  sa me  mo d e l. Ma ke  
sure  yo u ha ve  d o wnlo a d e d  the  firmwa re  fro m the  Zyxe l we b site  to  yo ur c o mp ute r a nd  
unzip p e d  it in a d va nc e .

8 Cha ng e  Pa sswo rd Use  this ic o n to  c ha ng e  the  a d min p a sswo rd  o f the  se le c te d  d e vic e . Yo u must kno w 
the  c urre nt a d min p a sswo rd  b e fo re  c ha ng ing  to  a  ne w o ne .

9 C o nfig ure  Co ntro lle r 
Disc o ve ry a nd  NCC 
Disc o ve ry

The  o p tio n is a va ila b le  if the  se le c te d  d e vic e  sup p o rts AP c o ntro lle r d isc o ve ry o r 
Ne b ula  Co ntro l Ce nte r (NCC ) d isc o ve ry. Yo u must ha ve  Inte rne t a c c e ss to  use  this 
fe a ture . Use  this ic o n o n the  se le c te d  d e vic e  to  e na b le  o r d isa b le  the :

• AP c o ntro lle r d isc o ve ry fe a ture
• Ne b ula  Co ntro l Ce nte r (NCC ) d isc o ve ry fe a ture

If the  fe a ture  is e na b le d , the  se le c te d  d e vic e  will try to  c o nne c t to  the  AP c o ntro lle r/
NCC. If the  se le c te d  d e vic e  ha s suc c e ssfully c o nne c te d  to  a n AP c o ntro lle r, it will 
c ha ng e  to  the  AP c o ntro lle r ma na g e d  mo d e . If the  se le c te d  d e vic e  ha s suc c e ssfully 
c o nne c te d  to  the  NC C a nd  is re g iste re d  o n the  NC C, it will c ha ng e  to  the  Ne b ula  
c lo ud  mo d e .

10 ZAC Use  this ic o n to  run the  Zyxe l AP Co nfig ura to r o f the  se le c te d  AP.

11 C le a r a nd  Re sc a n Use  this ic o n to  c le a r the  list a nd  d isc o ve r a ll d e vic e s o n the  c o nne c te d  ne two rk a g a in.

12 Sa ve  Co nfig ura tio n Use  this ic o n to  sa ve  c o nfig ura tio n c ha ng e s to  p e rma ne nt me mo ry o n a  se le c te d  
d e vic e .

13 Se tting s Use  this ic o n to  se le c t a  ne two rk a d a p te r fo r the  c o mp ute r o n whic h the  ZON utility is 
insta lle d , a nd  the  utility la ng ua g e .
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The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in the  ZON Utility ma in sc re e n.

2.4  Wa ys to  Ac c e ss the  Zyxe l De vic e

Yo u c a n use  the  fo llo wing  wa ys to  c o nfig ure  the  Zyxe l De vic e .

We b Config ura tor

The  We b  Co nfig ura to r a llo ws e a sy Zyxe l De vic e  se tup  a nd  ma na g e me nt using  a n Inte rne t b ro wse r. If 
yo ur Zyxe l De vic e  is ma na g e d  b y the  NCC o r a n AC, use  this o nly fo r tro ub le sho o ting  if yo u c a nno t 
c o nne c t to  the  Inte rne t. This Use r’ s Guid e  p ro vid e s info rma tio n a b o ut the  We b  Co nfig ura to r.

NCC

This is the  p rima ry me a ns b y whic h yo u ma na g e  the  Zyxe l De vic e  in c lo ud  (NCC) mo d e . With the  NCC, 
yo u c a n re mo te ly ma na g e  a nd  mo nito r the  Zyxe l De vic e  thro ug h a  c lo ud -b a se d  ne two rk ma na g e me nt 
syste m. Se e  the  NCC Use r’ s Guid e  fo r mo re  info rma tio n.

Ta b le  8   ZON Utility Fie ld s

LABEL DESCRIPTION

Typ e This fie ld  d isp la ys a n ic o n o f the  kind  o f d e vic e  d isc o ve re d .

Mo d e l This fie ld  d isp la ys the  mo d e l na me  o f the  d isc o ve re d  d e vic e .

Firmwa re  Ve rsio n This fie ld  d isp la ys the  firmwa re  ve rsio n o f the  d isc o ve re d  d e vic e .

MAC Ad d re ss This fie ld  d isp la ys the  MAC a d d re ss o f the  d isc o ve re d  d e vic e .

IP Ad d re ss This fie ld  d isp la ys the  IP a d d re ss o f a n inte rna l inte rfa c e  o n the  d isc o ve re d  d e vic e  tha t 
first re c e ive d  a n ZDP d isc o ve ry re q ue st fro m the  ZO N utility.

Syste m Na me This fie ld  d isp la ys the  syste m na me  o f the  d isc o ve re d  d e vic e .

Lo c a tio n This fie ld  d isp la ys whe re  the  d isc o ve re d  d e vic e  is.

Sta tus This fie ld  d isp la ys whe the r c ha ng e s to  the  d isc o ve re d  d e vic e  ha ve  b e e n d o ne  
suc c e ssfully. As the  Zyxe l De vic e  d o e s no t sup po rt IP Config ura tion, Re ne w IP a ddre ss 
a nd  Fla sh Loc a tor LED, this fie ld  d isp la ys “ Up d a te  fa ile d ” , “ No t sup p o rt Re ne w IP 
a d d re ss”  a nd  “ No t sup p o rt Fla sh Lo c a to r LED” re sp e c tive ly.

C o ntro lle r Disc o ve ry This fie ld  d isp la ys if the  d isc o ve re d  d e vic e  sup p o rts the :

• AP c o ntro lle r d isc o ve ry fe a ture .
• Ne b ula  Co ntro l Ce nte r (NCC) d isc o ve ry fe a ture . 

If the  fe a ture  is e na b le d , the  se le c te d  d e vic e  will try to  c o nne c t to  the  AP c o ntro lle r/
NCC. If the  se le c te d  d e vic e  ha s suc c e ssfully c o nne c te d  to  a n AP c o ntro lle r, it will 
c ha ng e  to  the  AP c o ntro lle r ma na g e d  mo d e . If the  se le c te d  d e vic e  ha s suc c e ssfully 
c o nne c te d  to  the  NCC  a nd  is re g iste re d  o n the  NCC , it will c ha ng e  to  the  Ne b ula  
c lo ud  mo d e .

Se ria l Numb e r Ente r the  a d min p a sswo rd  o f the  d isc o ve re d  d e vic e  to  d isp la y its se ria l numb e r.

Ha rd wa re  Ve rsio n This fie ld  d isp la ys the  ha rd wa re  ve rsio n o f the  d isc o ve re d  d e vic e .

IPv6 Ad d re ss This fie ld  d isp la ys the  IPv6 a d d re ss o f a n inte rna l inte rfa c e  o n the  d isc o ve re d  d e vic e  
tha t first re c e ive d  a n ZDP d isc o ve ry re q ue st fro m the  ZO N utility.
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AP Controlle r (AC)

An AP c o ntro lle r le ts yo u c o nfig ure  multip le  APs thro ug h a  sing le  d e vic e . Se e  the  ZyWALL ATP, ZyWALL 
VPN, USG  FLEX, o r NXC Se rie s Use r’ s G uid e  fo r mo re  info rma tio n.

ZON Utility

Zyxe l One  Ne two rk (ZON) Utility is a  utility to o l tha t a ssists yo u to  se t up  a nd  ma inta in ne two rk d e vic e s in a  
simp le  a nd  e ffic ie nt wa y. Yo u c a n d o wnlo a d  the  ZON Utility a t www.zyxe l.c o m a nd  insta ll it o n yo ur 
c o mp ute r (Wind o ws o p e ra ting  syste m). Fo r mo re  info rma tio n o n ZO N Utility se e  Se c tio n 2.3 o n p a g e  31.

Comma nd- Line  Inte rfa c e  (CLI)

The  CLI a llo ws yo u to  use  te xt-b a se d  c o mma nd s to  c o nfig ure  the  Zyxe l De vic e . Yo u c a n a c c e ss it using  
re mo te  ma na g e me nt (SSH) o r via  the  c o nso le  p o rt. Se e  the  Co mma nd  Re fe re nc e  Guid e  fo r mo re  
info rma tio n.

File  Tra nsfe r Protoc ol (FTP)

This p ro to c o l c a n b e  use d  fo r firmwa re  up g ra d e s a nd  c o nfig ura tio n b a c kup  a nd  re sto re .

Simple  Ne twork Ma na g e me nt Protoc ol (SNMP)

The  Zyxe l De vic e  c a n b e  mo nito re d  b y a n SNMP ma na g e r. Se e  the  SNMP c ha p te r in this Use r’ s Guid e .

2.5  Good Ha bits for Ma na g ing  the  Zyxe l De vic e

Do  the  fo llo wing  thing s re g ula rly to  ma ke  the  Zyxe l De vic e  mo re  se c ure  a nd  to  ma na g e  it mo re  
e ffe c tive ly.

• Cha ng e  the  p a sswo rd  o fte n. Use  a  p a sswo rd  tha t’ s no t e a sy to  g ue ss a nd  tha t c o nsists o f d iffe re nt 
typ e s o f c ha ra c te rs, suc h a s numb e rs a nd  le tte rs.

• Write  d o wn the  p a sswo rd  a nd  p ut it in a  sa fe  p la c e .

• Ba c k up  the  c o nfig ura tio n (a nd  ma ke  sure  yo u kno w ho w to  re sto re  it). Re sto ring  a n e a rlie r wo rking  
c o nfig ura tio n ma y b e  use ful if the  Zyxe l De vic e  b e c o me s unsta b le  o r e ve n c ra she s. If yo u fo rg e t yo ur 
p a sswo rd , yo u will ha ve  to  re se t the  Zyxe l De vic e  to  its fa c to ry d e fa ult se tting s. If yo u b a c ke d  up  a n 
e a rlie r c o nfig ura tio n file , yo u will no t ha ve  to  to ta lly re -c o nfig ure  the  Zyxe l De vic e ; yo u c a n simp ly 
re sto re  yo ur la st c o nfig ura tio n.
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C HA PTER 3
Ha rdwa re

Se e  the  Quic k Sta rt Guid e  fo r ha rd wa re  insta lla tio n a nd  c o nne c tio ns.

3.1  Grounding  (WAC6552D- S, WAC6553D- E a nd 
WAX655E)

Ea rth g ro und ing  he lp s p ro te c t a g a inst lig htning  a nd  inte rfe re nc e .

No te : The  p o we r insta lla tio n must b e  p e rfo rme d  b y q ua lifie d  se rvic e  p e rso nne l a nd  sho uld  
c o nfo rm to  the  Na tio na l Ele c tric a l Co d e .

The  Zyxe l De vic e  must b e  c o nne c te d  to  e a rth g ro und  to  a d e q ua te ly g ro und  the  Zyxe l 
De vic e  a nd  p ro te c t the  o p e ra to r fro m e le c tric a l ha za rd s.

Q ua lifie d  se rvic e  p e rso nne l must c o nfirm tha t the  p ro te c tive  e a rthing  te rmina l o f the  
b uild ing  is a  va lid  te rmina l.

Be fo re  c o nne c ting  the  g ro und , e nsure  tha t a  q ua lifie d  se rvic e  p e rso nne l ha s a tta c he d  
a n a p p ro p ria te  g ro und  lug  to  the  g ro und  c a b le .

1 Re mo ve  o ne  o f the  g ro und  sc re ws fro m the  Zyxe l De vic e ’ s re a r p a ne l.

2 Se c ure  a  g re e n/ ye llo w g ro und  c a b le  (18 AWG o r sma lle r) to  the  Zyxe l De vic e ’ s re a r p a ne l using  the  
g ro und  sc re w.

3 Atta c h the  o the r e nd  o f the  c a b le  to  the  g ro und , e ithe r to  the  sa me  g ro und  e le c tro d e  a s the  p o le  yo u 
insta lle d  the  Zyxe l De vic e  o n o r to  the  ma in g ro und ing  e le c tro d e  o f the  b uild ing .

No te : Fo llo w yo ur c o untry's re g ula tio ns a nd  sa fe ty instruc tio ns to  e le c tric a lly g ro und  the  Zyxe l 
De vic e  p ro p e rly. If yo u a re  unc e rta in tha t suita b le  g ro und ing  is a va ila b le , c o nta c t the  
a p p ro p ria te  e le c tric a l insp e c tio n a utho rity o r a n e le c tric ia n.

Wa rning ! Conne c t the  g round c a ble  be fore  you c onne c t a ny othe r 
c a ble s or wiring .

The  fig ure  b e lo w illustra te s ho w the  g ro und  c a b le  (A) is a tta c he d  to  the  Zyxe l De vic e  a nd  g o e s to  the  
e a rth g ro und  (B).
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Fig ure  15   Gro und ing  Exa mp le

3.2  Zyxe l De vic e  Mode ls With Sing le  LEDs

The  LEDs o f so me  Zyxe l De vic e  mo d e ls c a n b e  c o ntro lle d  b y using  the  sup p re ssio n fe a ture  suc h tha t the  
LEDs sta y lit (ON) o r OFF a fte r the  Zyxe l De vic e  is re a d y. So me  Zyxe l De vic e  mo d e ls a lso  ha s Lo c a to r LED 
whic h a llo ws yo u to  se e  the  a c tua l lo c a tio n o f the  Zyxe l De vic e  a mo ng  se ve ra l d e vic e s in the  ne two rk. 
Se e  Se c tio n 1.2 o n p a g e  14 to  c he c k whic h mo d e ls sup p o rt the se  fe a ture s. Re fe r to  Cha p te r 21 o n p a g e  
223 fo r the  LED Suppre ssion a nd  Loc a tor me nus in sta nd a lo ne  mo d e .

The  fo llo wing  mo d e ls ha ve  sing le  LEDs: NWA1123ACv3, NWA110AX, NWA210AX, WAX510D, WAX610D, 
WAX630S, WAX650S, WAX620D-6E, NWA220AX-6E, a nd  WAX640S-6E.

3.3  Zyxe l De vic e  Sing le  LED

The  LED o f the  Zyxe l De vic e  c a n b e  c o ntro lle d  b y using  the  sup p re ssio n fe a ture  suc h tha t the  LEDs sta y lit 
(ON) o r OFF a fte r the  Zyxe l De vic e  is re a d y. Re fe r to  Cha p te r 21 o n p a g e  223 fo r the  LED Suppre ssion 
a nd  Loc a tor me nus in sta nd a lo ne  mo d e .
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3.3.1  WAC500, WAC500H, NWA1123ACv3, NWA110AX, NWA210AX, 
WAX510D, WAX610D, WAX630S a nd WAX650S

Fig ure  16   WAC500, NWA1123Ac v3, NWA110AX, NWA210AX, WAX510D, WAX610D, WAX630S a nd  
WAX650S LED
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Fig ure  17   WAC500H LED

The  fo llo wing  a re  the  LED d e sc rip tio ns fo r yo ur WAC500, WAC500H, NWA1123ACv3, NWA110AX, 
NWA210AX, WAX510D, WAX610D, WAX630S a nd  WAX650S.

Ta b le  9   WAC500, WAC500H, NWA1123ACv3, NWA110AX, NWA210AX, WAX510D, WAX610D, WAX630S 
a nd  WAX650S LED

COLOR STATUS DESCRIPTION

Amb e r Blinks b e twe e n a mb e r 
a nd  g re e n a lte rna te ly (1 
se c o nd  inte rva l).

The  Zyxe l De vic e  is b o o ting  up  o r is c o nne c ting  with NC C.

G re e n

Amb e r Blinks b e twe e n a mb e r 
a nd  g re e n a lte rna te ly 3 
time s a nd  the n turns so lid  
g re e n fo r 3 se c o nd s.

The  Zyxe l De vic e  is d isc o ve ring  the  NCC o r a n AC .

G re e n

Amb e r Blinks b e twe e n a mb e r 
a nd  g re e n a lte rna te ly 2 
time s a nd  the n turns so lid  
g re e n fo r 3 se c o nd s.

The  Zyxe l De vic e  is ma na g e d  b y a n AC b ut the  up link is 
d isc o nne c te d .

G re e n

G re e n Slo w Blinking  (On fo r 1 
se c o nd , O ff fo r 1 se c o nd )

The  wire le ss mo d ule  o f the  Zyxe l De vic e  is d isa b le d  o r fa ils, the  
Zyxe l De vic e  is using  d e fa ult WiFi se tting s, o r the  Zyxe l De vic e  is 
c o nfig ure d  to  b e  ma na g e d  b y NCC b ut is no t ye t re g iste re d  
with the  NCC.

No te : WiFi ne two rks o n the  WAX650S a re  turne d  o ff 
a uto ma tic a lly whe n it is c o nne c te d  to  a  d e vic e  
tha t sup p lie s p o we r using  IEEE 802.3a f Po E.
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G re e n Ste a d y O n The  Zyxe l De vic e  is re a d y fo r use , the  Zyxe l De vic e ’ s wire le ss 
inte rfa c e  is a c tiva te d , a nd / o r WiFi c lie nts a re  c o nne c te d  to  
the  Zyxe l De vic e  in full p o we r mo d e  (se e  Ta b le  19 o n p a g e  
59).

Amb e r Ste a d y On The  Zyxe l De vic e  is re a d y fo r use  in limite d  p o we r mo d e  (se e  
Ta b le  19 o n p a g e  59), the  Zyxe l De vic e ’ s wire le ss inte rfa c e  is 
a c tiva te d , a nd / o r WiFi c lie nts a re  c o nne c te d  to  the  Zyxe l 
De vic e .

No te : WiFi ne two rks o n the  WAX650S a re  turne d  o ff 
a uto ma tic a lly whe n it is c o nne c te d  to  a  d e vic e  
tha t sup p lie s p o we r using  IEEE 802.3a f Po E.

Brig ht Blue Ste a d y O n The  Zyxe l De vic e ’ s wire le ss inte rfa c e  is a c tiva te d , b ut the re  
a re  no  WiFi c lie nts c o nne c te d  whe n it is in full p o we r mo d e  
(se e  Ta b le  19 o n p a g e  59).

White Slo w Blinking  (On fo r 
100ms p e r se c o nd )

Lo c a to r LED is o n. It switc he s o ff a uto ma tic a lly a fte r the  
c o nfig ure d  a mo unt o f time  (1-60 min). De fa ult d ura tio n is 10 
minute s.

No te : The  c o lo r o f the  white  LED ma y ha ve  slig ht 
d iffe re nc e s (fo r e xa mp le , ve ry lig ht p urp le ) o n 
d iffe re nt mo d e ls. 

Blue Slo w Blinking  (Blink fo r 1 
time , O ff fo r 1 se c o nd )

The  Zyxe l De vic e  is p e rfo rming  a  Cha nne l Ava ila b ility Che c k 
(C AC ) with Dyna mic  Fre q ue nc y Se le c tio n (DFS) to  mo nito r a  
c ha nne l fo r ra d a r sig na ls.

Re d O n The  Zyxe l De vic e  fa ile d  to  b o o t up  o r is e xp e rie nc ing  syste m 
fa ilure .

Fa st Blinking  (O n fo r 50 
millise c o nd s, Off fo r 50 
millise c o nd s)

The  Zyxe l De vic e  is und e rg o ing  firmwa re  upg ra d e .

Slo w Blinking  (Blink fo r 3 
time s, O ff fo r 3 se c o nd s)

The  up link o f the  Zyxe l De vic e  is d isc o nne c te d .

Ta b le  9   WAC500, WAC500H, NWA1123ACv3, NWA110AX, NWA210AX, WAX510D, WAX610D, WAX630S 
a nd  WAX650S LED (c o ntinue d )

COLOR STATUS DESCRIPTION
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3.3.2  NWA220AX- 6E, WAX620D- 6E, a nd WAX640S- 6E

Fig ure  18   NWA220AX-6E, WAX620D-6E LED

Fig ure  19   WAX640S-6E LED

The  fo llo wing  a re  the  LED d e sc rip tio ns fo r yo ur NWA220AX-6E, WAX620D-6E, a nd  WAX640S-6E.

Ta b le  10   NWA220AX-6E, WAX620D-6E, a nd  WAX640S-6E LED

COLOR STATUS DESCRIPTION

Amb e r Blinks b e twe e n a mb e r 
a nd  g re e n a lte rna te ly (1 
se c o nd  inte rva l).

The  Zyxe l De vic e  is b o o ting  up  o r is c o nne c ting  with NC C.

G re e n
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Amb e r Blinks b e twe e n a mb e r 
a nd  g re e n a lte rna te ly 3 
time s a nd  the n turns so lid  
g re e n fo r 3 se c o nd s.

The  Zyxe l De vic e  is d isc o ve ring  a n AC , o r is ma na g e d  b y NCC 
b ut fa ils to  c o nne c t with NCC, a nd  is re c o nne c ting  with the  
NCC.

G re e n

Amb e r Blinks b e twe e n a mb e r 
a nd  g re e n a lte rna te ly 2 
time s a nd  the n turns so lid  
g re e n fo r 3 se c o nd s.

The  Zyxe l De vic e  is ma na g e d  b y a n AC b ut the  up link is 
d isc o nne c te d .

G re e n

G re e n Slo w Blinking  (On fo r 1 
se c o nd , O ff fo r 1 se c o nd )

The  wire le ss mo d ule  o f the  Zyxe l De vic e  is d isa b le d  o r fa ils, the  
Zyxe l De vic e  is using  d e fa ult WiFi se tting s, o r the  Zyxe l De vic e  is 
c o nne c te d  with NCC b ut is no t ye t re g iste re d  with NCC .

No te : WiFi ne two rks turn o ff a uto ma tic a lly whe n 
NWA220AX-6E a nd  WAX620D-6E a re  c o nne c te d  
to  a  d e vic e  tha t sup p lie s p o we r using  IEEE 
802.3a f Po E.

G re e n Ste a d y O n The  Zyxe l De vic e  is b o o ting  up , o r the  Zyxe l De vic e ’ s wire le ss 
inte rfa c e  is a c tiva te d , a nd  WiFi c lie nts a re  c o nne c te d  to  the  
Zyxe l De vic e .

Amb e r Ste a d y On The  Zyxe l De vic e  is re a d y fo r use  in limite d  p o we r mo d e  (se e  
Ta b le  19 o n p a g e  59), the  Zyxe l De vic e ’ s wire le ss inte rfa c e  is 
a c tiva te d , a nd / o r WiFi c lie nts a re  c o nne c te d  to  the  Zyxe l 
De vic e .

No te : WiFi ne two rks turn o ff a uto ma tic a lly whe n 
NWA220AX-6E a nd  WAX620D-6E a re  c o nne c te d  
to  a  d e vic e  tha t sup p lie s p o we r using  IEEE 
802.3a f Po E.

Brig ht Blue Ste a d y O n The  Zyxe l De vic e ’ s wire le ss inte rfa c e  is a c tiva te d , b ut the re  
a re  no  WiFi c lie nts c o nne c te d .

White Slo w Blinking  (On fo r 
100ms p e r se c o nd )

Lo c a to r LED is o n. It switc he s o ff a uto ma tic a lly a fte r the  
c o nfig ure d  a mo unt o f time  (1-60 min). De fa ult d ura tio n is 10 
minute s.

No te : The  c o lo r o f the  white  LED ma y ha ve  slig ht 
d iffe re nc e s (fo r e xa mp le , ve ry lig ht p urp le ) o n 
d iffe re nt mo d e ls. 

Blue Slo w Blinking  (Blink fo r 1 
time , O ff fo r 1 se c o nd )

The  Zyxe l De vic e  is p e rfo rming  a  Cha nne l Ava ila b ility Che c k 
(C AC ) with Dyna mic  Fre q ue nc y Se le c tio n (DFS) to  mo nito r a  
c ha nne l fo r ra d a r sig na ls.

Re d O n The  Zyxe l De vic e  fa ils to  b o o t up  o r is e xp e rie nc ing  syste m 
fa ilure .

Fa st Blinking  (O n fo r 50 
millise c o nd s, Off fo r 50 
millise c o nd s)

The  Zyxe l De vic e  is und e rg o ing  firmwa re  upg ra d e .

Slo w Blinking  (Blink fo r 3 
time s, O ff fo r 3 se c o nd s)

The  up link c o nne c tio n o f the  Zyxe l De vic e  is d isc o nne c te d .

Ta b le  10   NWA220AX-6E, WAX620D-6E, a nd  WAX640S-6E LED (c o ntinue d )

COLOR STATUS DESCRIPTION
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C HA PTER 4
We b Config ura tor

4.1  Ove rvie w

The  We b  Co nfig ura to r is a n HTML-b a se d  ma na g e me nt inte rfa c e  tha t a llo ws e a sy syste m se tup  a nd  
ma na g e me nt via  inte rne t b ro wse r. Use  a  b ro wse r tha t sup p o rts HTML5, suc h Mo zilla  Fire fo x, o r G o o g le  
Chro me , Mic ro so ft Ed g e . The  re c o mme nd e d  sc re e n re so lutio n is 1024 b y 768 p ixe ls.

In o rd e r to  use  the  We b  Co nfig ura to r yo u ne e d  to  a llo w:

• We b  b ro wse r p o p -up  wind o ws fro m yo ur d e vic e .

• Ja va Sc rip t (e na b le d  b y d e fa ult).

• Ja va  p e rmissio ns (e na b le d  b y d e fa ult).

4.2  Ac c e ssing  the  We b Config ura tor

1 Ma ke  sure  yo ur Zyxe l De vic e  ha rd wa re  is p ro p e rly c o nne c te d , a nd  yo ur c o mp ute r is c o nne c te d  to  the  
Zyxe l De vic e  thro ug h wire d  o f WiFi c o nne c tio n. Se e  the  Q uic k Sta rt G uid e .

2 If the  Zyxe l De vic e  a nd  yo ur c o mp ute r a re  no t c o nne c te d  to  a  DHCP se rve r, ma ke  sure  yo ur c o mp ute r’ s 
IP a d d re ss is in the  ra ng e  b e twe e n "192.168.1.3" a nd  "192.168.1.254".

3 Bro wse  to  the  Zyxe l De vic e ’ s DHCP-a ssig ne d  IP a d d re ss o r http :/ / 192.168.1.2. The  Log in sc re e n a p p e a rs. If 
yo u a re  in c lo ud  mo d e , c he c k the  NCC’ s Ac c e ss Point > Monitor > Ac c e ss Points sc re e n fo r the  Zyxe l 
De vic e ’ s LAN IP a d d re ss.
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Fig ure  20   Lo g in Pa g e : C lo ud  mo d e  

If a  Zyxe l De vic e  is in sta nd a lo ne  mo d e  a nd  sup p o rts NCC, the  fo llo wing  p a g e  d isp la ys.

He re , yo u c a n wa tc h a  tuto ria l fo r using  the  Zyxe l Ne b ula  Co ntro l Ce nte r (NCC) o r a c c e ss the  link to  the  
NCC, a s sho wn in the  fo llo wing  fig ure . Othe rwise , c o ntinue  with the  ne xt ste p . The  NCC is a  c lo ud -b a se d  
ne two rk ma na g e me nt syste m tha t a llo ws yo u to  re mo te ly ma na g e  a nd  mo nito r the  Zyxe l De vic e  (se e  
Se c tio n 2.1.2 o n p a g e  28)

Fig ure  21   Ne b ula  Intro  Pa g e

To  g o  to  the  lo g in p a g e , c lic k Sta nda lone  Mode . Lo g in p a g e  d isp la ys a s sho wn in the  fo llo wing  fig ure .
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Fig ure  22   Lo g in Pa g e  in Sta nd a lo ne  Mo d e

4 Ente r the  use r na me  (d e fa ult: “ a d min”) a nd  p a sswo rd  (d e fa ult: “ 1234”).

No te : If the  Zyxe l De vic e  is b e ing  ma na g e d  o r ha s b e e n ma na g e d  b y the  NCC, c he c k Loc a l 
c re de ntia ls in the  NCC 's Site - Wide  > Config ure  > Ge ne ra l se tting s sc re e n fo r the  Zyxe l 
De vic e 's c urre nt p a sswo rd .

5 Se le c t the  la ng ua g e  yo u p re fe r fo r the  We b  Co nfig ura to r. C lic k Log in.

6 The  wiza rd  sc re e n o p e ns whe n the  Zyxe l De vic e  is a c c e sse d  fo r the  first time  o r whe n yo u re se t the  Zyxe l 
De vic e  to  its d e fa ult fa c to ry se tting s.

7 If yo u lo g g e d  in using  the  d e fa ult use r na me  a nd  p a sswo rd , the  Upda te  Admin Info  sc re e n a p p e a rs. 
Othe rwise , the  d a shb o a rd  a p p e a rs.

No te : In so me  firmwa re  ve rsio ns, it is no t ma nd a to ry to  c ha ng e  the  d e fa ult p a sswo rd . 
Ho we ve r, it is hig hly re c o mme nd e d  tha t yo u c ha ng e  the  d e fa ult p a sswo rd  a fte r the  first 
lo g in.
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Fig ure  23   Up d a te  Ad min Info  Sc re e n

The  Upda te  Admin Info  sc re e n a p p e a rs e ve ry time  yo u lo g  in using  the  d e fa ult use r na me  a nd  d e fa ult 
p a sswo rd . If yo u c ha ng e  the  p a sswo rd  fo r the  d e fa ult use r a c c o unt, this sc re e n d o e s no t a p p e a r 
a nymo re .

4.3  Na vig a ting  the  We b Config ura tor

The  fo llo wing  summa rize s ho w to  na vig a te  the  We b  Co nfig ura to r fro m the  Da shboa rd  sc re e n. The  
fo llo wing  fig ure s sho w the  Dashboa rd  sc re e n fo r sta nd a lo ne  mo d e  a nd  fo r c lo ud  (NCC) mo d e . The  
sc re e n is d iffe re nt fo r sta nd a lo ne  mo d e  a nd  c lo ud  (NCC) mo d e  a nd  ma y va ry slig htly fo r d iffe re nt 
mo d e ls.

Fig ure  24   The  We b  Co nfig ura to r’ s Ma in Sc re e n fo r Sta nd a lo ne  Mo d e
                A

C

B
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Fig ure  25   The  We b  Co nfig ura to r’ s Ma in Sc re e n fo r C lo ud  Mo d e

The  We b  Co nfig ura to r’ s ma in sc re e n is d ivid e d  into  the se  p a rts:

• A  - Title  Ba r

• B - Na vig a tio n Pa ne l

• C  - Ma in Wind o w

4.3.1  Title  Ba r

The  title  b a r p ro vid e s so me  use ful links tha t a lwa ys a p p e a r o ve r the  sc re e ns b e lo w, re g a rd le ss o f ho w 
d e e p  into  the  We b  Co nfig ura to r yo u na vig a te . If yo ur Zyxe l De vic e  is in NCC mo d e , no t a ll ic o ns will b e  
a va ila b le  in the  Title  Ba r.

Fig ure  26   Title  Ba r

The  ic o ns p ro vid e  the  fo llo wing  func tio ns.

Site  Ma p

Clic k Site  MAP to  se e  a n o ve rvie w o f links to  the  We b  Co nfig ura to r sc re e ns. C lic k a  sc re e n’ s link to  g o  to  
tha t sc re e n.

  A

 B

C

Ta b le  11   Title  Ba r: We b  Co nfig ura to r Ic o ns

LABEL DESCRIPTION

Wiza rd C lic k this to  o p e n the  wiza rd . Se e  Cha p te r 7 o n p a g e  65 fo r mo re  info rma tio n.

He lp Clic k this to  o p e n the  he lp  p a g e  fo r the  c urre nt sc re e n.

C o mmunity C lic k this to  lo g  into  the  Zyxe l fo rum to  p o st q ue stio ns, c o ntrib ute  to  a  d isc ussio n a nd  g e t 
fe e d b a c k o n Zyxe l De vic e .

Site  Ma p C lic k this to  se e  a n o ve rvie w o f links to  the  We b  Co nfig ura to r sc re e ns.

CLI C lic k this to  o p e n a  p o p up  wind o w tha t d isp la ys the  CLI c o mma nd s se nt b y the  We b  
C o nfig ura to r.

Lo g o ut Clic k this to  lo g  o ut o f the  We b  C o nfig ura to r.

ne b ula Clic k this to  o p e n the  NCC we b  site  lo g in p a g e  in a  ne w ta b  o r wind o w.



 Cha p te r 4 We b  Co nfig ura to r

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

49

Fig ure  27   Site  Ma p

CLI Me ssa g e s

Clic k CLI to  lo o k a t the  CLI c o mma nd s se nt b y the  We b  Co nfig ura to r. The se  c o mma nd s a p p e a r in a  
p o p up  wind o w, suc h a s the  fo llo wing .

Fig ure  28   CLI Me ssa g e s

Clic k Cle a r to  re mo ve  the  c urre ntly d isp la ye d  info rma tio n.

No te : Se e  the  Co mma nd  Re fe re nc e  G uid e  fo r info rma tio n a b o ut the  c o mma nd s.

4.3.2  Na vig a tion Pa ne l

Use  the  me nu ite ms o n the  na vig a tio n p a ne l to  o p e n sc re e ns to  c o nfig ure  Zyxe l De vic e  fe a ture s. C lic k 
the  a rro w in the  mid d le  o f the  rig ht e d g e  o f the  na vig a tio n p a ne l to  hid e  the  na vig a tio n p a ne l me nus o r 
d ra g  it to  re size  the m. The  fo llo wing  se c tio ns intro d uc e  the  Zyxe l De vic e ’ s na vig a tio n p a ne l me nus a nd  
the ir sc re e ns.



Cha p te r 4 We b  Co nfig ura to r

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

50

Fig ure  29   Na vig a tio n Pa ne l

4.3.3  Sta nda lone  Mode  Na vig a tion Pa ne l Me nus

The  fo llo wing  a re  the  sc re e ns a va ila b le  in sta nd a lo ne  mo d e . No te  tha t so me  sc re e ns ma y no t b e  
a va ila b le  fo r yo ur Zyxe l De vic e  mo d e l. Se e  Se c tio n 1.2 o n p a g e  14 to  se e  whic h fe a ture s yo ur Zyxe l 
De vic e  mo d e l sup p o rts.

Da shboa rd

The  d a shb o a rd  d isp la ys info rma tio n suc h a s g e ne ra l d e vic e  info rma tio n, syste m sta tus, syste m re so urc e  
usa g e , a nd  inte rfa c e  sta tus in wid g e ts tha t yo u c a n re -a rra ng e  to  suit yo ur ne e d s.

Fo r d e ta ils o n the  Da shb o a rd ’ s fe a ture s, se e  Cha p te r 6 o n p a g e  59.

Monitor Me nu

The  mo nito r me nu sc re e ns d isp la y sta tus a nd  sta tistic s info rma tio n.

Ta b le  12   Mo nito r Me nu Sc re e ns Summa ry

FOLDER OR LINK TAB FUNCTION

Ne two rk Sta tus Ne two rk 
Sta tus

Disp la y g e ne ra l LAN inte rfa c e  info rma tio n a nd  p a c ke t sta tistic s.

Wire le ss

AP Info rma tio n Ra d io  List Disp la y info rma tio n a b o ut the  ra d io s o f the  c o nne c te d  APs.

Sta tio n Info Sta tio n List Disp la y info rma tio n a b o ut the  c o nne c te d  sta tio ns.

WDS Link Info WDS Link Info Disp la y sta tistic s a b o ut the  Zyxe l De vic e ’ s WDS (Wire le ss Distrib utio n 
Syste m) c o nne c tio ns.

De te c te d  De vic e De te c te d  
De vic e

Disp la y info rma tio n a b o ut susp e c te d  ro g ue  APs.

Lo g Vie w Lo g Disp la y lo g  e ntrie s fo r the  Zyxe l De vic e .
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Config ura tion Me nu

Use  the  c o nfig ura tio n me nu sc re e ns to  c o nfig ure  the  Zyxe l De vic e ’ s fe a ture s.

Ta b le  13   Co nfig ura tio n Me nu Sc re e ns Summa ry

FOLDER OR LINK TAB FUNCTION

Ne two rk IP Se tting C o nfig ure  the  IP a d d re ss fo r the  Zyxe l De vic e  Ethe rne t inte rfa c e .

VLAN Ma na g e  the  Ethe rne t inte rfa c e  VLAN se tting s.

Sto rm Co ntro l Ena b le  o r d isa b le  the  b ro a d c a st/ multic a st sto rm c o ntro l fe a ture .

AC Disc o ve ry Co nfig ure  the  Zyxe l De vic e ’ s AP Co ntro lle r se tting s.

NCC Disc o ve ry Co nfig ure  p ro xy se rve r se tting s to  a c c e ss the  NCC.

Wire le ss

AP 
Ma na g e me nt

WLAN Se tting Ma na g e  the  Zyxe l De vic e ’ s g e ne ra l WiFi se tting s.

Ro g ue  AP Ro g ue / Frie nd ly AP 
List

C o nfig ure  ho w the  Zyxe l De vic e  mo nito rs fo r ro g ue  APs.

Lo a d  Ba la nc ing Lo a d  Ba la nc ing Co nfig ure  lo a d  b a la nc ing  fo r tra ffic  mo ving  to  a nd  fro m WiFi c lie nts.

DCS DCS Co nfig ure  d yna mic  WiFi c ha nne l se le c tio n.

Blue to o th Ad ve rtising  Se tting s Co nfig ure  the  b e a c o n ID(s) to  b e  inc lud e d  in the  Blue to o th 
a d ve rtising  p a c ke t.

Ob je c t

Use r Use r C re a te  a nd  ma na g e  use rs.

Se tting Ma na g e  d e fa ult se tting s fo r a ll use rs, g e ne ra l se tting s fo r use r se ssio ns, 
a nd  rule s to  fo rc e  use r a uthe ntic a tio n.

AP Pro file Ra d io C re a te  a nd  ma na g e  WiFi ra d io  se tting s file s tha t c a n b e  a sso c ia te d  
with d iffe re nt APs.

SSID C re a te  a nd  ma na g e  WiFi SSID, se c urity, MAC filte ring , a nd  la ye r-2 
iso la tio n file s tha t c a n b e  a sso c ia te d  with d iffe re nt APs.

MO N Pro file MON Pro file Cre a te  a nd  ma na g e  ro g ue  AP mo nito ring  file s tha t c a n b e  
a sso c ia te d  with d iffe re nt APs.

WDS Pro file WDS C re a te  a nd  ma na g e  WDS p ro file s tha t c a n b e  use d  to  c o nne c t to  
d iffe re nt APs in WDS.

Ce rtific a te My Ce rtific a te s C re a te  a nd  ma na g e  th e  Zyxe l De vic e ’ s c e rtific a te s.

Truste d  Ce rtific a te s Imp o rt a nd  ma na g e  c e rtific a te s fro m truste d  so urc e s.

Syste m

Ho st Na me Ho st Na me Co nfig ure  the  syste m a nd  d o ma in na me  fo r the  Zyxe l De vic e .

Po we r Mo d e Po we r Mo d e Co nfig ure  the  Zyxe l De vic e ’ s p o we r se tting s.

Da te / Time Da te / Time Co nfig ure  the  c urre nt d a te , time , a nd  time  zo ne  in the  Zyxe l De vic e .

WWW Se rvic e  C o ntro l Co nfig ure  HTTP, HTTPS, a nd  g e ne ra l a uthe ntic a tio n.

SSH SSH C o nfig ure  SSH se rve r a nd  SSH se rvic e  se tting s.

FTP FTP Co nfig ure  FTP se rve r se tting s.

SNMP SNMP C o nfig ure  SNMP c o mmunitie s a nd  se rvic e s.

Lo g  & Re p o rt

Lo g  Se tting Lo g  Se tting Co nfig ure  the  syste m lo g  a nd  re mo te  syslo g  se rve rs.
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Ma inte na nc e  Me nu

Use  the  ma inte na nc e  me nu sc re e ns to  ma na g e  c o nfig ura tio n a nd  firmwa re  file s, run d ia g no stic s, a nd  
re b o o t o r shut d o wn the  Zyxe l De vic e .

4.3.4  Cloud Mode  Na vig a tion Pa ne l Me nus

If yo ur Zyxe l De vic e  is in c lo ud  (NCC) mo d e , yo u o nly ne e d  to  use  the  We b  Co nfig ura to r fo r 
tro ub le sho o ting  if yo ur Zyxe l De vic e  c a nno t c o nne c t to  the  Inte rne t.

Da shboa rd

The  d a shb o a rd  d isp la ys g e ne ra l Zyxe l De vic e  info rma tio n, a nd  AP info rma tio n in wid g e ts tha t yo u c a n 
re -a rra ng e  to  suit yo ur ne e d s.

Fo r d e ta ils o n the  Da shb o a rd ’ s fe a ture s, se e  Cha p te r 25 o n p a g e  232.

Config ura tion Me nu

Use  the  c o nfig ura tio n me nu sc re e ns to  c o nfig ure  the  Zyxe l De vic e ’ s fe a ture s.

Ta b le  14   Ma inte na nc e  Me nu Sc re e ns Summa ry

FOLDER OR LINK TAB FUNCTION

File  Ma na g e r Co nfig ura tio n File Ma na g e  a nd  up lo a d  c o nfig ura tio n file s fo r the  Zyxe l De vic e .

Firmwa re  Pa c ka g e Vie w the  c urre nt firmwa re  ve rsio n a nd  to  up lo a d  firmwa re .

She ll Sc rip t Ma na g e  a nd  run she ll sc rip t file s fo r the  Zyxe l De vic e .

Dia g no stic s Dia g no stic s Co lle c t d ia g no stic  info rma tio n.

Re mo te  Ca p ture C a pture  ne two rk tra ffic  g o ing  thro ug h the  Zyxe l De vic e  a nd  o utp ut 
the  c a p ture d  p a c ke ts to  a n a na lyze r.

LEDs Sup p re ssio n Ena b le  this fe a ture  to  ke e p  the  LEDs o ff a fte r the  Zyxe l De vic e  sta rts.

Lo c a to r Ena b le  this fe a ture  to  se e  the  a c tua l lo c a tio n o f the  Zyxe l De vic e  
b e twe e n se ve ra l d e vic e s in the  ne two rk.

Ante nna Ante nna  Switc h C ha ng e  a nte nna  o rie nta tio n fo r the  ra d io s.

Re b o o t Re b o o t Re sta rt the  Zyxe l De vic e .

Shutd o wn Shutd o wn Turn o ff the  Zyxe l De vic e .

Ta b le  15   Co nfig ura tio n Me nu Sc re e ns Summa ry 

FOLDER OR LINK TAB FUNCTION

Ne two rk IP Se tting C o nfig ure  the  IP a d d re ss fo r the  Zyxe l De vic e  Ethe rne t inte rfa c e .

VLAN Ma na g e  the  Ethe rne t inte rfa c e  VLAN se tting s.
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Ma inte na nc e  Me nu

Use  the  ma inte na nc e  me nu sc re e ns to  c o nfig ure  the  Zyxe l De vic e ’ s fe a ture s.

4.3.5  Ta ble s a nd Lists

The  We b  Co nfig ura to r ta b le s a nd  lists a re  q uite  fle xib le  a nd  p ro vid e  se ve ra l o p tio ns fo r ho w to  d isp la y 
the ir e ntrie s.

4.3.5.1  Ma nipula ting  Ta ble  Displa y

He re  a re  so me  o f the  wa ys yo u c a n ma nip ula te  the  We b  Co nfig ura to r ta b le s.

1 Clic k a  c o lumn he a d ing  to  so rt the  ta b le ’ s e ntrie s a c c o rd ing  to  tha t c o lumn’ s c rite ria .
 

2 Clic k the  d o wn a rro w ne xt to  a  c o lumn he a d ing  fo r mo re  o p tio ns a b o ut ho w to  d isp la y the  e ntrie s. The  
o p tio ns a va ila b le  va ry d e p e nd ing  o n the  typ e  o f fie ld s in the  c o lumn. He re  a re  so me  e xa mp le s o f wha t 
yo u c a n d o :

• So rt in a sc e nd ing  a lp ha b e tic a l o rd e r

• So rt in d e sc e nd ing  (re ve rse ) a lp ha b e tic a l o rd e r

• Se le c t whic h c o lumns to  d isp la y

• Gro up  e ntrie s b y fie ld

• Sho w e ntrie s in g ro up s

• Filte r b y ma the ma tic a l o p e ra to rs (<, >, o r =) o r se a rc hing  fo r te xt.

Ta b le  16   Ma inte na nc e  Me nu Sc re e ns Summa ry 

FOLDER OR LINK TAB FUNCTION

She ll Sc rip t She ll Sc rip t Ma na g e  a nd  run she ll sc rip t file s fo r the  Zyxe l De vic e .

Dia g no stic s Dia g no stic s Co lle c t d ia g no stic  info rma tio n.

Re mo te  Ca p ture C a pture  ne two rk tra ffic  g o ing  thro ug h the  Zyxe l De vic e  a nd  o utp ut 
the  c a p ture d  p a c ke ts to  a n a na lyze r.

Lo g Vie w Lo g Disp la ys the  lo g  whe n the  Zyxe l De vic e  is no t c o nne c te d  to  the  
Ne b ula .
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3 Se le c t a  c o lumn he a d ing  c e ll’ s rig ht b o rd e r a nd  d ra g  to  re -size  the  c o lumn.
  

4 Se le c t a  c o lumn he a d ing  a nd  d ra g  a nd  d ro p  it to  c ha ng e  the  c o lumn o rd e r. A g re e n c he c k ma rk 
d isp la ys ne xt to  the  c o lumn’ s title  whe n yo u d ra g  the  c o lumn to  a  va lid  ne w lo c a tio n.
 

5 Use  the  ic o ns a nd  fie ld s a t the  b o tto m o f the  ta b le  to  na vig a te  to  d iffe re nt p a g e s o f e ntrie s a nd  c o ntro l 
ho w ma ny e ntrie s d isp la y a t a  time .
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4.3.5.2  Working  with Ta ble  Entrie s

The  ta b le s ha ve  ic o ns fo r wo rking  with ta b le  e ntrie s. A sa mp le  is sho wn ne xt. Yo u c a n o fte n use  the  [Shift] 
o r [Ctrl] ke y to  se le c t multip le  e ntrie s to  re mo ve , a c tiva te , o r d e a c tiva te .

Fig ure  30   Co mmo n Ta b le  Ic o ns

He re  a re  d e sc rip tio ns fo r the  mo st c o mmo n ta b le  ic o ns.

Ta b le  17   Co mmo n Ta b le  Ic o ns

LABEL DESCRIPTION

Ad d Clic k this to  c re a te  a  ne w e ntry. Fo r fe a ture s whe re  the  e ntry’ s po sitio n in the  numb e re d  list is 
imp o rta nt (fe a ture s whe re  the  Zyxe l De vic e  a p p lie s the  ta b le ’ s e ntrie s in o rd e r like  the  
fire wa ll fo r e xa mp le ), yo u c a n se le c t a n e ntry a nd  c lic k Add  to  c re a te  a  ne w e ntry a fte r the  
se le c te d  e ntry.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  
e ntry’ s se tting s. In so me  ta b le s yo u c a n just c lic k a  ta b le  e ntry a nd  e d it it d ire c tly in the  
ta b le . Fo r tho se  typ e s o f ta b le s sma ll re d  tria ng le s d isp la y fo r ta b le  e ntrie s with c ha ng e s tha t 
yo u ha ve  no t ye t a p p lie d .

Re mo ve To  re mo ve  a n e ntry, se le c t it a nd  c lic k Re move . The  Zyxe l De vic e  c o nfirms yo u wa nt to  
re mo ve  it b e fo re  d o ing  so .

Ac tiva te To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te .

Ina c tiva te To  turn o ff a n e ntry, se le c t it a nd  c lic k Ina c tiva te .

Ob je c t Re fe re nc e Se le c t a n e ntry a nd  c lic k Obje c t Re fe re nc e  to  o p e n a  sc re e n tha t sho ws whic h se tting s use  
the  e ntry.
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C HA PTER 5
Sta nda lone  Config ura tion

5.1  Ove rvie w

The  Zyxe l De vic e  is in sta nd a lo ne  mo d e  b y d e fa ult. Use  the  we b  c o nfig ura to r to  ma na g e  a nd  c o nfig ure  
the  Zyxe l De vic e  d ire c tly. As sho wn in the  fo llo wing  fig ure , WiFi c lie nts c a n c o nne c t to  the  Zyxe l De vic e  
(A) to  a c c e ss ne two rk re so urc e s.

5.2  Sta rting  a nd Stopping  the  Zyxe l De vic e

He re  a re  so me  o f the  wa ys to  sta rt a nd  sto p  the  Zyxe l De vic e .

Alwa ys use  Ma inte na nc e  > Shutdown or the  shutdown c omma nd 
be fore  you turn off the  Zyxe l De vic e  or re move  the  powe r. Not doing  so  
c a n c a use  the  firmwa re  to  be c ome  c orrupt.

Ta b le  18   Sta rting  a nd  Sto p p ing  the  Zyxe l De vic e

METHOD DESCRIPTION

Turning  o n the  p o we r A c o ld  sta rt o c c urs whe n yo u turn o n the  p o we r to  the  Zyxe l De vic e . The  Zyxe l De vic e  
p o we rs up , c he c ks the  ha rd wa re , a nd  sta rts the  syste m p ro c e sse s.

Re b o o ting  the  Zyxe l 
De vic e

A wa rm sta rt (witho ut p o we ring  d o wn a nd  p o we ring  up  a g a in) o c c urs whe n yo u use  the  
Re boot b utto n in the  Re boot sc re e n o r whe n yo u use  the  reboot c o mma nd . The  Zyxe l 
De vic e  write s a ll c a c he d  d a ta  to  the  lo c a l sto ra g e , sto p s the  syste m p ro c e sse s, a nd  the n 
d o e s a  wa rm sta rt.
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The  Zyxe l De vic e  d o e s no t sto p  o r sta rt the  syste m p ro c e sse s whe n yo u a p p ly c o nfig ura tio n file s o r run 
she ll sc rip ts a ltho ug h yo u ma y te mp o ra rily lo se  a c c e ss to  ne two rk re so urc e s.

Using  the  RESET b utto n If yo u p re ss the  RESET b utto n o n the  b a c k o f the  Zyxe l De vic e , the  Zyxe l De vic e  se ts the  
c o nfig ura tio n to  its d e fa ult va lue s a nd  the n re b o o ts. Se e  Se c tio n 28.6 o n pa g e  252 fo r 
mo re  info rma tio n.

No te : So me  mo d e ls d o  no t ha ve  a  RESET b utto n d ue  to  fe a ture  d iffe re nc e s.

Clic king  Ma inte na nc e  
> Shutdown > 
Shutdown o r using  the  
shutdown c o mma nd

Clic king  Ma inte na nc e  > Shutdown > Shutdown o r using  the  shutdown c o mma nd  write s a ll 
c a c he d  d a ta  to  the  lo c a l sto ra g e  a nd  sto p s the  syste m p ro c e sse s. Wa it fo r the  Zyxe l 
De vic e  to  shut d o wn a nd  the n ma nua lly turn o ff o r re mo ve  the  p o we r. It d o e s no t turn o ff 
the  p o we r.

Disc o nne c ting  the  
p o we r

Po we r o ff o c c urs whe n yo u turn o ff the  p o we r to  the  Zyxe l De vic e . The  Zyxe l De vic e  simp ly 
turns o ff. It d o e s no t sto p  the  syste m p ro c e sse s o r write  c a c he d  d a ta  to  lo c a l sto ra g e .

Ta b le  18   Sta rting  a nd  Sto p p ing  the  Zyxe l De vic e  (c o ntinue d )

METHOD DESCRIPTION
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C HA PTER 6
Da shboa rd

6.1  Ove rvie w

This sc re e n d isp la ys g e ne ra l d e vic e  info rma tio n, syste m sta tus, syste m re so urc e  usa g e , a nd  inte rfa c e  
sta tus in wid g e ts tha t yo u c a n re -a rra ng e  to  suit yo ur ne e d s. Yo u c a n a lso  c o lla p se , re fre sh, a nd  c lo se  
ind ivid ua l wid g e ts. Fie ld s in this sc re e n ma y slig htly d iffe r b y mo d e ls.

Fig ure  31   Da shb o a rd

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  19   Da shb o a rd

LABEL DESCRIPTION

Wid g e t Se tting s (A) Use  this link to  re -o p e n c lo se d  wid g e ts. Wid g e ts tha t a re  a lre a d y o p e n a p p e a r g ra ye d  o ut.

Re fre sh Time  Se tting  
(B)

Se t the  inte rva l fo r re fre shing  the  info rma tio n d isp la ye d  in the  wid g e t.

Re fre sh No w (C ) C lic k this to  up d a te  the  wid g e t’ s info rma tio n imme d ia te ly.

C lo se  Wid g e t (D) C lic k this to  c lo se  the  wid g e t. Use  Widg e t Se tting s to  re -o p e n it.

De vic e  Info rma tio n

Syste m Na me This fie ld  d isp la ys the  na me  use d  to  id e ntify the  Zyxe l De vic e  o n a ny ne two rk. C lic k the  ic o n 
to  o p e n the  sc re e n whe re  yo u c a n c ha ng e  it.
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Syste m Lo c a tio n This fie ld  d isp la ys the  lo c a tio n o f the  Zyxe l De vic e . C lic k the  ic o n to  o p e n the  sc re e n whe re  
yo u c a n c ha ng e  it.

Mo d e l Na me This fie ld  d isp la ys the  mo d e l na me  o f this Zyxe l De vic e .

Se ria l Numb e r This fie ld  d isp la ys the  se ria l numb e r o f this Zyxe l De vic e .

MAC Ad d re ss 
Ra ng e

This fie ld  d isp la ys the  MAC a d d re sse s use d  b y the  Zyxe l De vic e . Ea c h p hysic a l p o rt o r WiFi 
ra d io  ha s o ne  MAC a d d re ss. The  first MAC a d d re ss is a ssig ne d  to  the  Ethe rne t LAN p o rt, the  
se c o nd  MAC a d d re ss is a ssig ne d  to  the  first ra d io , a nd  so  o n.

Firmwa re  Ve rsio n This fie ld  d isp la ys the  ve rsio n numb e r a nd  d a te  o f the  firmwa re  the  Zyxe l De vic e  is c urre ntly 
running . C lic k the  ic o n to  o p e n the  sc re e n whe re  yo u c a n up lo a d  firmwa re .

La st Firmwa re  
Up g ra d e  Sta tus

This fie ld  d isp la ys whe the r the  la te st firmwa re  up d a te  wa s suc c e ssfully c o mple te d .

La st Firmwa re  
Up g ra d e  

This fie ld  d isp la ys the  d a te  a nd  time  whe n the  la st firmwa re  up d a te  wa s ma d e .

Syste m Re so urc e s

CPU Usa g e This fie ld  d isp la ys wha t p e rc e nta g e  o f the  Zyxe l De vic e ’ s p ro c e ssing  c a p a b ility is c urre ntly 
b e ing  use d . Ho ve r yo ur c urso r o ve r this fie ld  to  d isp la y the  Show CPU Usa g e  ic o n tha t ta ke s 
yo u to  a  c ha rt o f the  Zyxe l De vic e ’ s re c e nt CPU usa g e .

Me mo ry Usa g e This fie ld  d isp la ys wha t p e rc e nta g e  o f the  Zyxe l De vic e ’ s RAM is c urre ntly b e ing  use d . Ho ve r 
yo ur c urso r o ve r this fie ld  to  d isp la y the  Show Me mory Usa g e  ic o n tha t ta ke s yo u to  a  c ha rt 
o f the  Zyxe l De vic e ’ s re c e nt me mo ry usa g e .

Fla sh Usa g e This fie ld  d isp la ys wha t p e rc e nta g e  o f the  Zyxe l De vic e ’ s o nb o a rd  fla sh me mo ry is c urre ntly 
b e ing  use d .

Ethe rne t Ne ig hb o r

Lo c a l Po rt 
(De sc rip tio n)

This fie ld  d isp la ys the  p o rt o f the  Zyxe l De vic e , o n whic h the  ne ig hb o ring  d e vic e  is 
d isc o ve re d .

Mo d e l Na me This fie ld  d isp la ys the  mo d e l na me  o f the  d isc o ve re d  d e vic e .

Syste m Na me This fie ld  d isp la ys the  syste m na me  o f the  d isc o ve re d  d e vic e .

FW Ve rsio n This fie ld  d isp la ys the  firmwa re  ve rsio n o f the  d isc o ve re d  d e vic e .

Po rt (De sc rip tio n) This fie ld  d isp la ys the  d isc o ve re d  d e vic e ’ s p o rt whic h is c o nne c te d  to  the  Zyxe l De vic e .

IP This fie ld  d isp la ys the  IP a d d re ss o f the  d isc o ve re d  d e vic e . C lic k the  IP a d d re ss to  a c c e ss 
a nd  ma na g e  the  d isc o ve re d  d e vic e  using  its We b  C o nfig ura to r.

MAC This fie ld  d isp la ys the  MAC a d d re ss o f the  d isc o ve re d  d e vic e .

WDS (Wire le ss Distrib utio n Syste m) Up link/ Do wnlink Sta tus

MAC Ad d re ss This fie ld  d isp la ys the  MAC a d d re ss o f the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is 
c o nne c te d  using  WDS.

Ra d io This fie ld  d isp la ys the  ra d io  numb e r o n the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is 
c o nne c te d  using  WDS.

Cha nne l This fie ld  d isp la ys the  c ha nne l numb e r o n the  ro o t AP o r re pe a te r to  whic h the  Zyxe l De vic e  
is c o nne c te d  using  WDS.

SSID This fie ld  d isp la ys the  na me  o f the  WiFi ne two rk to  whic h the  Zyxe l De vic e  is c o nne c te d  using  
WDS.

Se c urity Mo d e This fie ld  d isp la ys whic h se c ure  e nc ryp tio n me tho d s is b e ing  use d  b y the  Zyxe l De vic e  to  
c o nne c t to  the  ro o t AP o r re p e a te r using  WDS.

Link Sta tus This fie ld  d isp la ys the  RSSI (Re c e ive d  Sig na l Stre ng th Ind ic a to r) a nd  tra nsmissio n/ re c e p tio n 
ra te  o f the  wire le ss c o nne c tio n in WDS.

Syste m Sta tus

Syste m Up time This fie ld  d isp la ys ho w lo ng  the  Zyxe l De vic e  ha s b e e n running  sinc e  it la st re sta rte d  o r wa s 
turne d  o n.

Ta b le  19   Da shb o a rd  (c o ntinue d )

LABEL DESCRIPTION
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Curre nt Da te /
Time

This fie ld  d isp la ys the  c urre nt d a te  a nd  time  in the  Zyxe l De vic e . The  fo rma t is yyyy-mm-d d  
hh:mm:ss.

Curre nt Lo g in 
Use r

This fie ld  d isp la ys the  use r na me  use d  to  lo g  in to  the  c urre nt se ssio n, the  a mo unt o f 
re a uthe ntic a tio n time  re ma ining , a nd  the  a mo unt o f le a se  time  re ma ining .

Bo o t Sta tus This fie ld  d isp la ys d e ta ils a b o ut the  Zyxe l De vic e ’ s sta rtup  sta te .

OK - The  Zyxe l De vic e  sta rte d  up  suc c e ssfully.

Firmwa re  upda te  OK - A firmwa re  up d a te  wa s suc c e ssful.

Proble ma tic  c onfig ura tion a fte r firmwa re  upda te  - The  a p p lic a tio n o f the  c o nfig ura tio n 
fa ile d  a fte r a  firmwa re  up g ra d e .

Syste m de fa ult c onfig uration - The  Zyxe l De vic e  suc c e ssfully a p p lie d  the  syste m d e fa ult 
c o nfig ura tio n. This o c c urs whe n the  Zyxe l De vic e  sta rts fo r the  first time  o r yo u inte ntio na lly 
re se t the  Zyxe l De vic e  to  the  syste m d e fa ult se tting s.

Fa llba c k to  la stg ood c onfig ura tion - The  Zyxe l De vic e  wa s una b le  to  a p p ly the  sta rtup -
c o nfig .c o nf c o nfig ura tio n file  a nd  fe ll b a c k to  the  la stg o o d .c o nf c o nfig ura tio n file .

Fa llba c k to  syste m de fa ult c onfig ura tion - The  Zyxe l De vic e  wa s una b le  to  a p p ly the  
la stg o o d .c o nf c o nfig ura tio n file  a nd  fe ll b a c k to  the  syste m d e fa ult c o nfig ura tio n file  
(syste m-d e fa ult.c o nf).

Booting  in progre ss - The  Zyxe l De vic e  is still a p p lying  the  syste m c o nfig ura tio n.

Ma na g e me nt 
Mo d e

This sho ws whe the r the  Zyxe l De vic e  is se t to  wo rk a s a  sta nd  a lo ne  AP.

Po we r Mo d e This d isp la ys the  Zyxe l De vic e ’ s p o we r sta tus.

Full - the  Zyxe l De vic e  re c e ive s p o we r using  a  p o we r a d a p te r a nd / o r thro ug h a  Po E switc h/
inje c to r using  IEEE 802.3a t Po E p lus o r IEEE 802.3b t (WAX650S o nly a t the  time  o f writing ).

Limite d  - the  Zyxe l De vic e  re c e ive s p o we r thro ug h a  Po E switc h/ inje c to r using  IEEE 802.3a f 
Po E o r IEEE 802.3a t Po E p lus (WAX650S o nly a t the  time  o f writing ) e ve n whe n it is a lso  
c o nne c te d  to  a  po we r so urc e  using  a  p o we r a d a p te r.

Whe n the  Zyxe l De vic e  is in limite d  p o we r mo d e , the  Zyxe l De vic e  thro ug hp ut d e c re a se s 
a nd  ha s just o ne  tra nsmitting  ra d io  c ha in.

It a lwa ys sho ws Full if the  Zyxe l De vic e  d o e s no t sup p o rt p o we r d e te c tio n. Se e  Se c tio n 1.2 o n 
p a g e  14.

Blue to o th This fie ld  d isp la ys the  Zyxe l De vic e ’ s Blue to o th Lo w Ene rg y (BLE) c a p a b ility. Blue to o th Lo w 
Ene rg y, whic h is a lso  kno wn a s Blue to o th Sma rt, tra nsmits le ss d a ta  o ve r a  sho rte r d ista nc e  
a nd  c o nsume s le ss p o we r tha n c la ssic  Blue to o th. The  Zyxe l De vic e  c o mmunic a te s with 
o the r BLE e na b le d  d e vic e s using  a d ve rtise me nts.

N/ A  d isp la ys if the  Zyxe l De vic e  d o e s no t sup p o rt BLE.

Una va ila ble  d isp la ys if the  Zyxe l De vic e  sup p o rts Blue to o th, b ut the re  is no  BLE USB d o ng le  
c o nne c te d  to  the  USB p o rt o f the  Zyxe l De vic e . So me  Zyxe l De vic e s, suc h a s the  WAC5302D-
S, ne e d  to  ha ve  a  sup p o rte d  BLE USB d o ng le  a tta c he d  to  a c t a s a  b e a c o n to  b ro a d c a st 
p a c ke ts.

Ava ila ble  d isp la ys if the  Zyxe l De vic e  supp o rts Blue to o th a nd  d e te c ts a  BLE d e vic e  b ut 
a d ve rtising  is ina c tive .

Adve rtising  d isp la ys if the  Zyxe l De vic e  sup p o rts Blue to o th, d e te c ts a  BLE d e vic e , a nd  
a d ve rtising  is a c tiva te d , whic h me a ns the  Zyxe l De vic e  c a n b ro a d c a st p a c ke ts to  e ve ry BLE 
d e vic e  a ro und  it.

Ta b le  19   Da shb o a rd  (c o ntinue d )
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Clo ud  Co ntro l Sta tus This fie ld  d isp la ys:

• The  Zyxe l De vic e  Inte rne t c o nne c tio n sta tus.
• The  c o nne c tio n sta tus b e twe e n the  Zyxe l De vic e  a nd  NC C.
• The  Zyxe l De vic e  re g istra tio n sta tus o n NCC.

Mo use  o ve r the  c irc le s to  d isp la y d e ta ile d  info rma tio n.

To  p a ss yo ur Zyxe l De vic e  ma na g e me nt to  NCC, first ma ke  sure  yo ur Zyxe l De vic e  is 
c o nne c te d  to  the  Inte rne t. The n g o  to  NCC a nd  re g iste r yo ur Zyxe l De vic e . Yo u c a n a lso  
vie w this info rma tio n in Config ura tion > Ne twork > NCC Disc ove ry.

1. Inte rne t

G re e n - The  Zyxe l De vic e  is c o nne c te d  to  the  Inte rne t.

Ora ng e  - The  Zyxe l De vic e  is no t c o nne c te d  to  the  Inte rne t.

2. Ne bula

G re e n - The  Zyxe l De vic e  is c o nne c te d  to  NCC.

Ora ng e  - The  Zyxe l De vic e  is no t c o nne c te d  to  NCC .

3. Re g istra tion

G re e n - The  Zyxe l De vic e  is re g iste re d  o n NC C. 

G ra y - The  Zyxe l De vic e  is no t re g iste re d  o n NCC.

No te : All c irc le s will g ra y o ut if yo u d isa b le  Ne bula  Disc ove ry. 

Ne b ula  
Disc o ve ry

Slid e  the  switc h to  the  rig ht to  e na b le  NCC d isc o ve ry o n the  Zyxe l De vic e . The  Zyxe l De vic e  
will c o nne c t to  NCC  a nd  c ha ng e  to  the  NCC  ma na g e me nt mo d e  if it:

• is c o nne c te d  to  the  Inte rne t.
• ha s b e e n re g iste re d  o n NC C.

Inte rfa c e  Sta tus 
Summa ry

If a n Ethe rne t inte rfa c e  d o e s no t ha ve  a ny p hysic a l p o rts a sso c ia te d  with it, its e ntry is 
d isp la ye d  in lig ht g ra y te xt. C lic k the  De ta il ic o n to  g o  to  a  (mo re  d e ta ile d ) summa ry sc re e n 
o f inte rfa c e  sta tistic s.

Na me This fie ld  d isp la ys the  na me  o f e a c h inte rfa c e .

Sta tus This fie ld  d isp la ys the  c urre nt sta tus o f e a c h inte rfa c e . The  p o ssib le  va lue s d e p e nd  o n wha t 
typ e  o f inte rfa c e  it is.

Ina c tive  - The  Ethe rne t inte rfa c e  is d isa b le d .

Down - The  Ethe rne t inte rfa c e  is e na b le d  b ut no t c o nne c te d .

Spe e d /  Duple x - The  Ethe rne t inte rfa c e  is e na b le d  a nd  c o nne c te d . This fie ld  d isp la ys the  
p o rt sp e e d  a nd  d up le x se tting  (Full o r Ha lf).

VID This fie ld  d isp la ys the  VLAN ID to  whic h the  inte rfa c e  b e lo ng s.

IP Ad d r/ Ne tma sk This fie ld  d isp la ys the  c urre nt IP a d d re ss a nd  sub ne t ma sk a ssig ne d  to  the  inte rfa c e . If the  IP 
a d d re ss is 0.0.0.0, the  inte rfa c e  is d isa b le d  o r d id  no t re c e ive  a n IP a d d re ss a nd  sub ne t ma sk 
via  DHCP.

IP Assig nme nt This fie ld  d isp la ys ho w the  inte rfa c e  g e ts its IP a d d re ss.

Sta tic  - This inte rfa c e  ha s a  sta tic  IP a d d re ss.

DHCP Clie nt - This inte rfa c e  g e ts its IP a d d re ss fro m a  DHCP se rve r.

Ac tio n If the  inte rfa c e  ha s a  sta tic  IP a d d re ss, this sho ws n/ a .

If the  inte rfa c e  ha s a  d yna mic  IP a d d re ss, use  this fie ld  to  g e t o r to  up d a te  the  IP a d d re ss fo r 
the  inte rfa c e . C lic k Re ne w to  se nd  a  ne w DHCP re q ue st to  a  DHC P se rve r.

Ta b le  19   Da shb o a rd  (c o ntinue d )
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6.1.1  CPU Usa g e

Use  this sc re e n to  lo o k a t a  c ha rt o f the  Zyxe l De vic e ’ s re c e nt CPU usa g e . To  a c c e ss this sc re e n, c lic k 
CPU Usa g e  in the  d a shb o a rd .

Fig ure  32   Da shb o a rd  > CPU Usa g e

WLAN Inte rfa c e  
Sta tus Summa ry

This d isp la ys sta tus info rma tio n fo r the  WLAN inte rfa c e .

Sta tus This d isp la ys whe the r o r no t the  WLAN inte rfa c e  is a c tiva te d .

MAC Ad d re ss This d isp la ys the  MAC a d d re ss o f the  ra d io .

Ra d io This ind ic a te s the  ra d io  numb e r o n the  Zyxe l De vic e .

Ba nd This ind ic a te s the  WiFi fre q ue nc y b a nd  c urre ntly b e ing  use d  b y the  ra d io .

This sho ws -  whe n the  ra d io  is in mo nito r mo d e .

OP Mo d e This ind ic a te s the  ra d io ’ s o p e ra ting  mo d e . Op e ra ting  mo d e s a re  AP (MBSSID), MON 
(mo nito r), Root AP o r Re pe a te r.

Cha nne l This ind ic a te s the  c ha nne l numb e r the  ra d io  is using .

Ante nna This ind ic a te s the  a nte nna  o rie nta tio n fo r the  ra d io  (Wa ll o r Ce iling ).

This fie ld  is no t a va ila b le  if the  Zyxe l De vic e  d o e s no t a llo w yo u to  a d just a nte nna  o rie nta tio n 
fo r the  Zyxe l De vic e ’ s ra d io (s) using  the  we b  c o nfig ura to r o r a  p hysic a l switc h. Re fe r to  
Se c tio n 1.2 o n p a g e  14 to  se e  if yo ur Zyxe l De vic e  ha s a n a nte nna  switc h.

Sta tio n This d isp la ys the  numb e r o f WiFi c lie nts c o nne c te d  to  the  Zyxe l De vic e .

AP Info rma tio n This sho ws a  summa ry o f c o nne c te d  wire le ss Ac c e ss Po ints (APs).

All Se nse d  De vic e This se c tio ns d isp la ys a  summa ry o f a ll wire le ss d e vic e s d e te c te d  b y the  ne two rk. C lic k the  
link to  g o  to  the  Monitor > Wire le ss > De te c te d De vic e  sc re e n.

Un-Cla ssifie d  AP This d isp la ys the  numb e r o f d e te c te d  unc la ssifie d  APs.

Ro g ue  AP This d isp la ys the  numb e r o f d e te c te d  ro g ue  APs.

Frie nd ly AP This d isp la ys the  numb e r o f d e te c te d  frie nd ly APs.
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

6.1.2  Me mory Usa g e

Use  this sc re e n to  lo o k a t a  c ha rt o f the  Zyxe l De vic e ’ s re c e nt me mo ry (RAM) usa g e . To  a c c e ss this 
sc re e n, c lic k Me mory Usa g e  in the  d a shb o a rd .

Fig ure  33   Da shb o a rd  > Me mo ry Usa g e

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  20   Da shb o a rd  > CPU Usa g e

LABEL DESCRIPTION

% The  y-a xis re p re se nts the  p e rc e nta g e  o f CPU usa g e .

time The  x-a xis sho ws the  time  p e rio d  o ve r whic h the  C PU usa g e  o c c urre d .

Re fre sh Inte rva l Ente r ho w o fte n yo u wa nt this wind o w to  b e  a uto ma tic a lly up d a te d .

Re fre sh No w Clic k this to  up d a te  the  info rma tio n in the  wind o w rig ht a wa y.

Ta b le  21   Da shb o a rd  > Me mo ry Usa g e

LABEL DESCRIPTION

% The  y-a xis re p re se nts the  p e rc e nta g e  o f RAM usa g e .

time The  x-a xis sho ws the  time  p e rio d  o ve r whic h the  RAM usa g e  o c c urre d

Re fre sh Inte rva l Ente r ho w o fte n yo u wa nt this wind o w to  b e  a uto ma tic a lly up d a te d .

Re fre sh No w Clic k this to  up d a te  the  info rma tio n in the  wind o w rig ht a wa y.
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C HA PTER 7
Se tup Wiza rd

7.1  Ac c e ssing  the  Wiza rd

Whe n yo u lo g  into  the  We b  Co nfig ura to r fo r the  first time  o r whe n yo u re se t the  Zyxe l De vic e  to  its 
d e fa ult c o nfig ura tio n, the  wiza rd  sc re e n d isp la ys.

No te : If yo u ha ve  a lre a d y c o nfig ure d  the  wiza rd  sc re e ns a nd  wa nt to  o p e n it a g a in, c lic k the  
Wiza rd  ic o n o n the  up p e r rig ht c o rne r o f a ny We b  C o nfig ura to r sc re e n.

7.2  Using  the  Wiza rd

This wiza rd  he lp s yo u c o nfig ure  the  Zyxe l De vic e  IP a d d re ss, c ha ng e  time  zo ne , d a ylig ht sa ving  a nd  
ra d io  se tting s, a nd  e d it a n SSID p ro file  to  c ha ng e  g e ne ra l WiFi a nd  WiFi se c urity se tting s. 

7.2.1  Ste p 1 Time  Se tting s

Use  this sc re e n to  c o nfig ure  the  Zyxe l De vic e ’ s c o untry c o d e , time  zo ne  a nd  d a ylig ht sa ving  time .

• Country: Se le c t the  c o untry whe re  the  Zyxe l De vic e  is lo c a te d .

No te : The  Country fie ld  is no t a va ila b le  a nd  yo u c a nno t c ha ng e  the  c o untry c o d e  if the  Zyxe l 
De vic e  p ro d uc ts c o mp ly with the  U.S. la ws, p o lic ie s a nd  re g ula tio ns a nd  a re  to  b e  so ld  
to  the  U.S. ma rke t.

No te : Due  to  e a c h c o untry’ s re g ula tio ns o n fre q ue nc y b a nd  usa g e , the  a va ila b le  ra d io  
b a nd s (2.4 G Hz, 5 G Hz, a nd  6 G Hz) ma y d iffe r b y the  Country fie ld  yo u se le c t he re , o r 
ma rke ts the  Zyxe l De vic e  p ro d uc ts a re  so ld  to .

• Time  Zone : Se le c t the  time  zo ne  o f yo ur lo c a tio n. This will se t the  time  d iffe re nc e  b e twe e n yo ur time  
zo ne  a nd  Gre e nwic h Me a n Time  (GMT).

• Enable  Da ylig ht Sa ving : Se le c t the  o p tio n if yo u use  Da ylig ht Sa ving  Time . Co nfig ure  the  d a y a nd  time  
whe n Da ylig ht Sa ving  Time  sta rts a nd  e nd s.

• Offse t a llo ws yo u to  sp e c ify ho w muc h the  c lo c k c ha ng e s whe n d a ylig ht sa ving  b e g ins a nd  e nd s. 
Ente r a  numb e r fro m 1 to  5.5 (b y 0.5 inc re me nts).

C lic k Ne xt to  p ro c e e d . C lic k Ca nc e l to  c lo se  the  wiza rd  witho ut sa ving .
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Fig ure  34   Wiza rd : Time  Se tting s

Fig ure  35   Wiza rd : Time  Se tting s (with Country o p tio n)

7.2.2  Ste p 2 Pa ssword a nd Uplink Conne c tion

Use  this sc re e n to  c o nfig ure  the  Zyxe l De vic e ’ s syste m p a sswo rd  a nd  IP a d d re ss.

Chang e  Pa ssword : Ente r a  ne w p a sswo rd  a nd  re typ e  it to  c o nfirm.

Uplink Conne c tion: Se le c t Auto (DHCP) if the  Zyxe l De vic e  is c o nne c te d  to  a  ro ute r with the  DHCP se rve r 
e na b le d . Yo u the n ne e d  to  c he c k the  ro ute r fo r the  IP a d d re ss a ssig ne d  to  the  Zyxe l De vic e  in o rd e r to  
a c c e ss the  Zyxe l De vic e ’ s We b  Co nfig ura to r a g a in.

Othe rwise , se le c t Sta tic  IP whe n the  Zyxe l De vic e  is NOT c o nne c te d  to  a  ro ute r o r yo u wa nt to  a ssig n it a  
fixe d  IP a d d re ss. Yo u will ne e d  to  ma nua lly e nte r:

• the  Zyxe l De vic e ’ s IP a d d re ss a nd  sub ne t ma sk.

• the  IP a d d re ss o f the  ro ute r tha t he lp s fo rwa rd  tra ffic .

• a  DNS se rve r's IP a d d re ss. The  Do ma in Na me  Syste m (DNS) ma p s a  d o ma in na me  to  a n IP a d d re ss 
a nd  vic e  ve rsa . The  DNS se rve r is e xtre me ly imp o rta nt b e c a use  witho ut it, yo u must kno w the  IP 
a d d re ss o f a  c o mp ute r b e fo re  yo u c a n a c c e ss it.
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Clic k Pre v to  re turn to  the  p re vio us sc re e n. C lic k Ne xt to  p ro c e e d . C lic k Ca nc e l to  c lo se  the  wiza rd  
witho ut sa ving .

No te : The  numb e r o f c ha ra c te rs sho wn is no t a n a c tua l re p re se nta tio n o f yo ur c urre nt 
p a sswo rd . If yo u c lic k Ne xt witho ut c ha ng ing  p a sswo rd  in the  Ne w Pa ssword  a nd  
Confirm Pa ssword fie ld s, yo ur c urre nt p a sswo rd  will no t b e  c ha ng e d .

Fig ure  36   Wiza rd : Cha ng e  Pa sswo rd  a nd  Up link Co nne c tio n

7.2.3  Ste p 3 SSID

Use  this sc re e n to  e na b le , d isa b le  o r e d it a n SSID p ro file .

Se le c t a n SSID p ro file  a nd  c lic k the  Sta tus switc h to  turn it o n o r o ff. To  c ha ng e  a n SSID p ro file ’ s se tting s, 
suc h a s the  SSID (WiFi ne two rk na me ) a nd  WiFi p a sswo rd , d o ub le -c lic k the  SSID p ro file  e ntry fro m the  list. 
Se e  Se c tio n 7.2.3.1 o n p a g e  68 fo r mo re  info rma tio n.

No te : Yo u c a nno t a d d  o r re mo ve  a n SSID p ro file  a fte r running  the  se tup  wiza rd .

Fig ure  37   Wiza rd : SSID
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7.2.3.1  Edit SSID Profile

Use  this sc re e n to  c o nfig ure  a n SSID p ro file .

The  sc re e n va rie s d e p e nd ing  o n the  se c urity typ e  yo u se le c te d .

• SSID: Ente r a  d e sc rip tive  na me  o f up  to  32 p rinta b le  c ha ra c te rs fo r the  wire le ss LAN.

• Sta tus: Se le c t Ac tive  to  a p p ly this SSID p ro file  o n a ll the  ra d io s. Se le c t Ina c tive  to  c re a te  the  SSID p ro file  
witho ut a p p lying  this SSID o n a ny ra d io .

• VLAN ID: Ente r a  VLAN ID fo r the  Zyxe l De vic e  to  use  to  ta g  tra ffic  o rig ina ting  fro m this SSID.

• Ba nd Mode : Se le c t the  WiFi b a nd  whic h this p ro file  sho uld  use . 2.4 GHz is the  fre q ue nc y use d  b y IEEE 
802.11b / g / n WiFi c lie nts. 5 GHz is the  fre q ue nc y use d  b y IEEE 802.11a c / a / n WiFi c lie nts. 6 G Hz is the  
fre q ue nc y use d  b y IEEE 802.11a x WiFi c lie nts.

• Se c urity Type : Se le c t WPA2 o r WPA3 to  a d d  se c urity o n this WiFi ne two rk. Othe rwise , se le c t OPEN o r 
Enha nc e d- Ope n to  a llo w a ny WiFi c lie nt to  a sso c ia te  this ne two rk witho ut a uthe ntic a tio n.

• Pe rsona l: If yo u se t Se c urity Type  to  WPA2 o r WPA3 a nd  se le c t Pe rsona l, e nte r a  p re -sha re d  ke y o f 
b e twe e n 8 a nd  63 c a se -se nsitive  ASCII c ha ra c te rs (inc lud ing  sp a c e s a nd  symb o ls) o r 64 he xa d e c ima l 
c ha ra c te rs.

• Ente rprise : Se le c t this o p tio n a nd  the  Prima ry /  Se c onda ry RADIUS Se rve r c he c k b o x to  ha ve  the  Zyxe l 
De vic e  use  the  sp e c ifie d  RADIUS se rve r. Yo u ha ve  to  e nte r the  IP a d d re ss, p o rt numb e r a nd  sha re d  
se c re t p a sswo rd  o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

No te : Se e  Se c tio n 1.2 o n p a g e  14 fo r mo d e ls tha t sup p o rt the  6 G Hz b a nd .

Clic k OK to  p ro c e e d . C lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving .

Fig ure  38   Wiza rd : SSID: Ed it (WPA3-Pe rso na l)



 Cha p te r 7 Se tup  Wiza rd

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

69

Fig ure  39   Wiza rd : SSID: Ed it (WPA3-Ente rp rise )

7.2.4  Ste p 4 Ra dio

Use  this sc re e n to  c o nfig ure  the  Zyxe l De vic e ’ s ra d io  tra nsmitte r(s).

• Ba nd : Se le c t the  ra d io  b a nd  yo u wa nt to  use  o n this ra d io . The  ra d io  b a nd  is unc o nfig ura b le  if the  
Zyxe l De vic e  d o e s no t sup p o rt Ba nd Fle x (b a nd  se le c tio n o n e a c h ra d io ). Se e  Se c tio n 1.2 o n p a g e  14.

• Channe l Se le c tion: Se le c t Auto  to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly c ho o se  a  ra d io  c ha nne l tha t 
ha s le a st inte rfe re nc e . Othe rwise , se le c t Manua l a nd  sp e c ify a  c ha nne l the  Zyxe l De vic e  will use  in the  
2.4 GHz o r 5 GHz wire le ss LAN. The  o p tio ns va ry d e p e nd ing  o n the  fre q ue nc y b a nd  a nd  the  c o untry 
yo u a re  in.

• Ma ximum Output Powe r: Ente r the  ma ximum o utp ut p o we r o f the  Zyxe l De vic e . If the re  is a  hig h 
d e nsity o f APs in a n a re a , d e c re a se  the  o utp ut p o we r o f the  Zyxe l De vic e  to  re d uc e  inte rfe re nc e  with 
o the r APs.

No te : Re d uc ing  the  o utp ut p o we r a lso  re d uc e s the  Zyxe l De vic e ’ s e ffe c tive  b ro a d c a st ra d ius.

No te : Se e  Se c tio n 1.2 o n p a g e  14 fo r mo d e ls tha t sup p o rt the  6 G Hz b a nd .

Clic k Pre v to  re turn to  the  p re vio us sc re e n. C lic k Ne xt to  p ro c e e d . C lic k Ca nc e l to  c lo se  the  wiza rd  
witho ut sa ving .
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Fig ure  40   Wiza rd : Ra d io

If the  Country yo u se le c t in Ste p 1 d o e s no t sup p o rt 6 GHz, the  6G  o p tio n will g ra y o ut, o r a  wa rning  
me ssa g e  will d isp la y whe n yo u se le c t 6G . C lic k OK to  re turn to  the  p re vio us p a g e .

Fig ure  41   Wiza rd : Inva lid  Ba nd  Wa rning  Me ssa g e

7.2.5  Summa ry

Use  this sc re e n to  c he c k whe the r wha t yo u ha ve  c o nfig ure d  is c o rre c t. C lic k Sa ve  to  a p p ly yo ur se tting s 
a nd  c o mp le te  the  wiza rd  se tup . Othe rwise , c lic k Pre v to  re turn to  the  p re vio us sc re e n o r c lic k Ca nc e l to  
c lo se  the  wiza rd  witho ut sa ving .
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Fig ure  42   Wiza rd : Summa ry
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C HA PTER 8
Monitor

8.1  Ove rvie w

Use  the  Monitor sc re e ns to  c he c k sta tus a nd  sta tistic s info rma tio n.

8.1.1  Wha t You Ca n Do in this Cha pte r

• The  Ne twork Sta tus sc re e n (Se c tio n 8.3 o n p a g e  73) d isp la ys g e ne ra l LAN inte rfa c e  info rma tio n a nd  
p a c ke t sta tistic s.

• The  AP Informa tion > Ra dio List sc re e n (Se c tio n 8.4 o n p a g e  75) d isp la ys sta tistic s a b o ut the  WiFi ra d io  
tra nsmitte rs in the  Zyxe l De vic e .

• The  Sta tion Info  sc re e n (Se c tio n 8.5 o n p a g e  79) d isp la ys sta tistic s p e rta ining  to  the  a sso c ia te d  
sta tio ns.

• The  WDS Link Info  sc re e n (Se c tio n 8.6 o n p a g e  80) d isp la ys sta tistic s a b o ut the  Zyxe l De vic e ’ s WDS 
(Wire le ss Distrib utio n Syste m) c o nne c tio ns.

• The  De te c te d De vic e  sc re e n (Se c tio n 8.7 o n p a g e  81) d isp la ys info rma tio n a b o ut susp e c te d  ro g ue  
APs.

• The  Vie w Log  sc re e n (Se c tio n 8.8 o n p a g e  84) d isp la ys the  Zyxe l De vic e ’ s c urre nt lo g  me ssa g e s. Yo u 
c a n c ha ng e  the  wa y the  lo g  is d isp la ye d , yo u c a n e -ma il the  lo g , a nd  yo u c a n a lso  c le a r the  lo g  in 
this sc re e n.

8.2  Wha t You Ne e d to  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  thro ug h the  c ha p te r.

Rog ue  AP

Ro g ue  APs a re  wire le ss a c c e ss p o ints o p e ra ting  in a  ne two rk’ s c o ve ra g e  a re a  tha t a re  no t und e r the  
c o ntro l o f the  ne two rk’ s a d ministra to rs, a nd  c a n o p e n up  ho le s in a  ne two rk’ s se c urity. Se e  Cha p te r 14 
o n p a g e  160 fo r d e ta ils.

Frie ndly AP

Frie nd ly APs a re  o the r wire le ss a c c e ss p o ints tha t a re  d e te c te d  in yo ur ne two rk, a s we ll a s a ny o the rs tha t 
yo u kno w a re  no t a  thre a t (tho se  fro m ne ig hb o ring  ne two rks, fo r e xa mp le ). Se e  Cha p te r 14 o n p a g e  160 
fo r d e ta ils.
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8.3  Ne twork Sta tus

Use  this sc re e n to  lo o k a t g e ne ra l Ethe rne t inte rfa c e  info rma tio n a nd  p a c ke t sta tistic s. To  a c c e ss this 
sc re e n, c lic k Monitor > Ne twork Sta tus.

Fig ure  43   Mo nito r > Ne two rk Sta tus

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  22   Mo nito r > Ne two rk Sta tus

LABEL DESCRIPTION

Inte rfa c e  Summa ry

IPv6 Inte rfa c e  Summa ry

Use  the  Inte rfac e  Summa ry se c tio n fo r IPv4 ne two rk se tting s. Use  the  IPv6 Inte rfa c e  Summa ry se c tio n fo r IPv6 
ne two rk se tting s if yo u c o nne c t yo ur Zyxe l De vic e  to  a n IPv6 ne two rk. Bo th se c tio ns ha ve  simila r fie ld s a s d e sc rib e d  
b e lo w.

Na me This fie ld  d isp la ys the  na me  o f the  p hysic a l Ethe rne t p o rt o n the  Zyxe l De vic e .

Sta tus This fie ld  d isp la ys the  c urre nt sta tus o f e a c h p hysic a l p o rt o n the  Zyxe l De vic e .

Down - The  p o rt is no t c o nne c te d .

Spe e d /  Duple x - The  p o rt is c o nne c te d . This fie ld  d isp la ys the  p o rt sp e e d  a nd  d up le x se tting  
(Full o r Ha lf).

VID This fie ld  d isp la ys the  VLAN ID to  whic h the  p o rt b e lo ng s.

IP Ad d r/
Ne tma sk
IP Ad d re ss

This fie ld  d isp la ys the  c urre nt IP a d d re ss (a nd  sub ne t ma sk) o f the  inte rfa c e . If the  IP a d d re ss is 
0.0.0.0 (in the  IPv4 ne two rk) o r :: (in the  IPv6 ne two rk), the  inte rfa c e  d o e s no t ha ve  a n IP a d d re ss 
ye t.

IP Assig nme nt This fie ld  d isp la ys ho w the  inte rfa c e  g e ts its IPv4 a d d re ss.

Sta tic  - This inte rfa c e  ha s a  sta tic  IPv4 a d d re ss.

DHCP Clie nt - This inte rfa c e  g e ts its IPv4 a d d re ss fro m a  DHCP se rve r.

Ac tio n Use  this fie ld  to  g e t o r to  up d a te  the  IP a d d re ss fo r the  inte rfa c e . C lic k Re ne w to  se nd  a  ne w 
DHCP re q ue st to  a  DHC P se rve r. If the  inte rfa c e  c a nno t use  o ne  o f the se  wa ys to  g e t o r to  
upd a te  its IP a d d re ss, this fie ld  d isp la ys n/ a .

Po rt Sta tistic s Ta b le
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8.3.1  Port Sta tistic s Gra ph

Use  the  p o rt sta tistic s g ra p h to  lo o k a t a  line  g ra p h o f p a c ke t sta tistic s fo r the  Ethe rne t p o rt. To  vie w, c lic k 
Monitor > Ne twork Sta tus a nd  the n the  Switc h to  Gra phic  Vie w b utto n.

Po ll Inte rva l Ente r ho w o fte n yo u wa nt this wind o w to  b e  up d a te d  a uto ma tic a lly, a nd  c lic k Se t Inte rva l.

Se t Inte rva l C lic k this to  se t the  Poll Inte rva l the  sc re e n use s.

Sto p Clic k this to  sto p  the  wind o w fro m up d a ting  a uto ma tic a lly. Yo u c a n sta rt it a g a in b y se tting  the  
Poll Inte rva l a nd  c lic king  Se t Inte rva l.

Switc h to  G ra p hic  
Vie w

Clic k this to  d isp la y the  p o rt sta tistic s a s a  line  g ra p h.

Na me This fie ld  d isp la ys the  na me  o f the  inte rfa c e .

Sta tus This fie ld  d isp la ys the  c urre nt sta tus o f the  p hysic a l p o rt.

Down - The  p hysic a l p o rt is no t c o nne c te d .

Spe e d /  Duple x - The  p hysic a l p o rt is c o nne c te d . This fie ld  d isp la ys the  p o rt sp e e d  a nd  d up le x 
se tting  (Full o r Ha lf).

TxPkts This fie ld  d isp la ys the  numb e r o f p a c ke ts tra nsmitte d  fro m the  Zyxe l De vic e  o n the  p hysic a l po rt 
sinc e  it wa s la st c o nne c te d .

RxPkts This fie ld  d isp la ys the  numb e r o f p a c ke ts re c e ive d  b y the  Zyxe l De vic e  o n the  p hysic a l p o rt 
sinc e  it wa s la st c o nne c te d .

Tx Bc a st This fie ld  d isp la ys the  numb e r o f b ro a d c a st p a c ke ts tra nsmitte d  fro m the  Zyxe l De vic e  o n the  
physic a l p o rt sinc e  it wa s la st c o nne c te d .

Rx Bc a st This fie ld  d isp la ys the  numb e r o f b ro a d c a st p a c ke ts re c e ive d  b y the  Zyxe l De vic e  o n the  
physic a l p o rt sinc e  it wa s la st c o nne c te d .

Co llisio ns This fie ld  d isp la ys the  numb e r o f c o llisio ns o n the  physic a l p o rt sinc e  it wa s la st c o nne c te d .

Tx This fie ld  d isp la ys the  tra nsmissio n sp e e d , in b yte s p e r se c o nd , o n the  p hysic a l p o rt in the  o ne -
se c o nd  inte rva l b e fo re  the  sc re e n up d a te d .

Rx This fie ld  d isp la ys the  re c e p tio n sp e e d , in b yte s p e r se c o nd , o n the  p hysic a l po rt in the  o ne -
se c o nd  inte rva l b e fo re  the  sc re e n up d a te d .

Up  Time This fie ld  d isp la ys ho w lo ng  the  p hysic a l p o rt ha s b e e n c o nne c te d .

Syste m Up  
Time

This fie ld  d isp la ys ho w lo ng  the  Zyxe l De vic e  ha s b e e n running  sinc e  it la st re sta rte d  o r wa s 
turne d  o n.

Ta b le  22   Mo nito r > Ne two rk Sta tus (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  44   Mo nito r > Ne two rk Sta tus > Switc h to  G ra p hic  Vie w

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

8.4  Ra dio  List

Use  this sc re e n to  vie w sta tistic s fo r the  Zyxe l De vic e ’ s WiFi ra d io  tra nsmitte rs. To  a c c e ss this sc re e n, c lic k 
Monitor > Wire le ss > AP Informa tion > Ra dio  List.

Ta b le  23   Mo nito r > Ne two rk Sta tus > Switc h to  G ra p hic  Vie w

LABEL DESCRIPTION

G e ne ra l Se tting s

Re fre sh Inte rva l Ente r ho w o fte n yo u wa nt this wind o w to  b e  a uto ma tic a lly up d a te d .

Re fre sh No w Clic k this to  up d a te  the  info rma tio n in the  wind o w rig ht a wa y.

Po rt Usa g e

Po rt Se le c tio n Se le c t the  Ethe rne t p o rt fo r whic h yo u wa nt to  vie w the  p a c ke t sta tistic s.

Switc h to  Grid  
Vie w

Clic k this to  d isp la y the  p o rt sta tistic s a s a  ta b le .

Kb p s/ Mb p s The  y-a xis re p re se nts the  spe e d  o f tra nsmissio n o r re c e p tio n.

Time The  x-a xis sho ws the  time  p e rio d  o ve r whic h the  tra nsmissio n o r re c e p tio n o c c urre d .

TX This line  re p re se nts tra ffic  tra nsmitte d  fro m the  Zyxe l De vic e  o n the  p hysic a l p o rt sinc e  it wa s la st 
c o nne c te d .

RX This line  re p re se nts the  tra ffic  re c e ive d  b y the  Zyxe l De vic e  o n the  p hysic a l p o rt sinc e  it wa s la st 
c o nne c te d .

La st Up d a te This fie ld  d isp la ys the  d a te  a nd  time  the  info rma tio n in the  wind o w wa s la st up d a te d .
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Fig ure  45   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List (fo r Zyxe l De vic e  tha t sup p o rts WDS)

Fig ure  46   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List (fo r Zyxe l De vic e  tha t d o e s no t sup p o rt WDS)

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  24   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List

LABEL DESCRIPTION

Mo re  Info rma tio n Clic k this to  vie w a d d itio na l info rma tio n a b o ut the  se le c te d  ra d io ’ s wire le ss tra ffic  a nd  sta tio n 
c o unt. Info rma tio n sp a ns a  24 ho ur p e rio d .

Sta tus This d isp la ys whe the r o r no t the  ra d io  is e na b le d .

Lo a d ing This ind ic a te s the  AP’ s lo a d  b a la nc e  sta tus (Unde rLoa d  o r Ove rLoa d) whe n lo a d  b a la nc ing  is 
e na b le d  o n the  Zyxe l De vic e . Othe rwise , it sho ws -  whe n lo a d  b a la nc ing  is d isa b le d  o r the  
ra d io  is in mo nito r mo d e .

MAC Ad d re ss This d isp la ys the  MAC a d d re ss o f the  ra d io .

Ra d io This ind ic a te s the  ra d io  numb e r o n the  Zyxe l De vic e  to  whic h it b e lo ng s.

OP Mo d e This ind ic a te s the  ra d io ’ s o p e ra ting  mo d e . Op e ra ting  mo d e s a re  AP (MBSSID), MONITOR, Root 
AP o r Re pe a te r.

AP/ WDS Pro file This ind ic a te s the  AP p ro file  na me  a nd  WDS p ro file  na me  to  whic h the  ra d io  b e lo ng s.

This fie ld  is a va ila b le  o nly o n the  Zyxe l De vic e  tha t sup p o rts WDS.

Pro file This ind ic a te s the  AP p ro file  na me  to  whic h the  ra d io  b e lo ng s. 

This fie ld  is a va ila b le  o nly o n the  Zyxe l De vic e  tha t d o e s no t sup p o rt WDS.

Fre q ue nc y Ba nd This ind ic a te s the  wire le ss fre q ue nc y b a nd  c urre ntly b e ing  use d  b y the  ra d io .

This sho ws -  whe n the  ra d io  is in mo nito r mo d e .

C ha nne l This ind ic a te s the  ra d io ’ s c ha nne l ID.

Tra nsmit Po we r This d isp la ys the  o utp ut p o we r o f the  ra d io .

Sta tio n This d isp la ys the  numb e r o f WiFi c lie nts c o nne c te d  to  this ra d io  o n the  Zyxe l De vic e .
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8.4.1  AP Mode  Ra dio Informa tion

This sc re e n a llo ws yo u to  vie w a  se le c te d  ra d io ’ s SSID d e ta ils, wire le ss tra ffic  sta tistic s a nd  sta tio n c o unt 
fo r the  p re c e d ing  24 ho urs. To  a c c e ss this wind o w, se le c t a  ra d io  a nd  c lic k the  More  Informa tion b utto n 
in the  Radio List sc re e n.

Up lo a d This d isp la ys the  to ta l numb e r o f p a c ke ts re c e ive d  b y the  ra d io .

Do wnlo a d This d isp la ys the  to ta l numb e r o f p a c ke ts tra nsmitte d  b y the  ra d io .

C ha nne l 
Utiliza tio n

This ind ic a te s ho w muc h IEEE 802.11 tra ffic  the  ra d io  c a n re c e ive  o n the  c ha nne l. It d isp la ys 
wha t p e rc e nta g e  o f the  ra d io ’ s c ha nne l is c urre ntly b e ing  use d .

Ta b le  24   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  47   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List > Mo re  Info rma tio n

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  25   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List > Mo re  Info rma tio n

LABEL DESCRIPTION

SSID De ta il This list sho ws info rma tio n a b o ut a ll the  WiFi c lie nts tha t ha ve  c o nne c te d  to  the  sp e c ifie d  ra d io  
o ve r the  p re c e d ing  24 ho urs.

# This is the  ite ms se q ue ntia l numb e r in the  list. It ha s no  b e a ring  o n the  a c tua l d a ta  in this list.
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8.5  Sta tion List

Use  this sc re e n to  vie w sta tistic s p e rta ining  to  the  a sso c ia te d  sta tio ns (o r “WiFi c lie nts” ). C lic k Monitor > 

Wire le ss > Sta tion Info  to  a c c e ss this sc re e n.

Fig ure  48   Mo nito r > Wire le ss > Sta tio n Info

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

SSID Na me This d isp la ys a n SSID a sso c ia te d  with this ra d io . The re  c a n b e  up  to  e ig ht ma ximum.

BSSID This d isp la ys a  BSSID a sso c ia te d  with this ra d io . The  BSSID is tie d  to  the  SSID.

Se c urity 
Mo d e

This d isp la ys the  se c urity mo d e  in whic h the  SSID is o pe ra ting .

VLAN This d isp la ys the  VLAN ID a sso c ia te d  with the  SSID.

Tra ffic  Sta tistic s This g ra p h d isp la ys the  o ve ra ll tra ffic  info rma tio n o f the  ra d io  o ve r the  pre c e d ing  24 ho urs.

Kb p s/ Mb p s This y-a xis re pre se nts the  a mo unt o f d a ta  mo ve d  a c ro ss this ra d io  in me g a b yte s p e r se c o nd .

Time This x-a xis re p re se nts the  a mo unt o f time  o ve r whic h the  d a ta  mo ve d  a c ro ss this ra d io .

Sta tio n C o unt This g ra p h d isp la ys the  c o nne c te d  sta tio n info rma tio n o f the  ra d io  o ve r the  p re c e d ing  24 ho urs

Sta tio ns The  y-a xis re p re se nts the  numb e r o f c o nne c te d  sta tio ns.

Time The  x-a xis sho ws the  time  p e rio d  o ve r whic h a  sta tio n wa s c o nne c te d .

La st Up d a te This fie ld  d isp la ys the  d a te  a nd  time  the  info rma tio n in the  wind o w wa s la st up d a te d .

OK Clic k this to  c lo se  this wind o w.

C a nc e l C lic k this to  c lo se  this wind o w.

Ta b le  25   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List > Mo re  Info rma tio n (c o ntinue d )

LABEL DESCRIPTION

Ta b le  26   Mo nito r > Wire le ss > Sta tio n Info

LABEL DESCRIPTION

# This is the  sta tio n’ s ind e x numb e r in this list.

IP Ad d re ss This is the  sta tio n’ s IP a d d re ss.

Ba nd This is the  fre q ue nc y b a nd  to  whic h the  sta tio n is c o nne c te d .

MAC Ad d re ss This is the  sta tio n’ s MAC a d d re ss.

Ra d io This is the  ra d io  numb e r o n the  Zyxe l De vic e  to  whic h the  sta tio n is c o nne c te d .

Ca p a b ility This d isp la ys the  sup p o rte d  sta nd a rd  c urre ntly b e ing  use d  b y the  sta tio n o r the  sta nd a rd s 
sup p o rte d  b y the  sta tio n.



Cha p te r 8 Mo nito r

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

80

8.6  WDS Link Info

Use  this sc re e n to  vie w the  WDS tra ffic  sta tistic s b e twe e n the  Zyxe l De vic e  a nd  a  ro o t AP o r re p e a te rs. 
Se e  Se c tio n 1.3 o n p a g e  19 to  kno w mo re  a b o ut WDS. Clic k Monitor > Wire le ss > WDS Link Info  to  a c c e ss 
this sc re e n.

Fig ure  49   Mo nito r > Wire le ss > WDS Link Info

802.11 Fe a ture s This d isp la ys whe the r the  sta tio n sup p o rts IEEE802.11r, IEEE 802.11k, IEEE 802.11v o r no ne  o f the  
a b o ve  (N/ A).

SSID Na me This ind ic a te s the  na me  o f the  WiFi ne two rk to  whic h the  sta tio n is c o nne c te d . A sing le  AP c a n 
ha ve  multip le  SSIDs o r ne two rks.

Se c urity Mo d e This ind ic a te s whic h se c ure  e nc ryp tio n me tho d s is b e ing  use d  b y the  sta tio n to  c o nne c t to  the  
ne two rk.

Sig na l Stre ng th This is the  RSSI (Re c e ive d  Sig na l Stre ng th Ind ic a to r) o f the  sta tio n’ s WiFi c o nne c tio n.

Tx Ra te This is the  ma ximum tra nsmissio n ra te  o f the  sta tio n.

Rx Ra te This is the  ma ximum re c e p tio n ra te  o f the  sta tio n.

Asso c ia tio n Time This d isp la ys the  time  the  sta tio n first a sso c ia te d  with the  Zyxe l De vic e ’ s WiFi ne two rk.

Re fre sh Clic k this to  re fre sh the  ite ms d isp la ye d  o n this p a g e .

Ta b le  26   Mo nito r > Wire le ss > Sta tio n Info  (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

8.7  De te c te d De vic e

Use  this sc re e n to  vie w info rma tio n a b o ut surro und ing  APs whic h yo u c o uld  ma rk a s Ro g ue  o r Frie nd ly. 
C lic k Monitor > Wire le ss > De te c te d De vic e  to  a c c e ss this sc re e n. No t a ll Zyxe l De vic e s sup p o rt mo nito r 
mo d e  (se e  Se c tio n 1.2 o n p a g e  14). Fo r mo re  info rma tio n a b o ut Ro g ue  APs, se e  Se c tio n 10.3 o n p a g e  
107.

No te :  If the  Zyxe l De vic e  sup p o rts mo nito r mo d e , the  ra d io  o r a t le a st o ne  o f the  Zyxe l 
De vic e ’ s ra d io  must b e  se t to  mo nito r mo d e  (in the  Wire le ss > AP Ma na g e me nt sc re e n) 
in o rd e r to  d e te c t o the r wire le ss d e vic e s in its vic inity.

No te : If the  Zyxe l De vic e  d o e s no t sup p o rt mo nito r mo d e , turn o n ro g ue  AP d e te c tio n in the  
Config ura tion > Wire le ss > Rog ue  AP sc re e n to  d e te c t o the r APs.

Ta b le  27   Mo nito r > Wire le ss > WDS Link Info

LABEL DESCRIPTION

WDS Up link Info

WDS Do wnlink 
Info

Uplink re fe rs to  the  WDS link fro m the  re p e a te rs to  the  ro o t AP.

Downlink re fe rs to  the  WDS link fro m the  ro o t AP to  the  re p e a te rs.

Whe n the  Zyxe l De vic e  is in ro o t AP mo d e  a nd  c o nne c te d  to  a  re p e a te r, o nly the  d o wnlink 
info rma tio n is d isp la ye d .

Whe n the  Zyxe l De vic e  is in re p e a te r mo d e  a nd  c o nne c te d  to  a  ro o t AP d ire c tly o r via  a no the r 
re p e a te r, the  up link info rma tio n is d isp la ye d .

Whe n the  Zyxe l De vic e  is in re pe a te r mo d e  a nd  c o nne c te d  to  a  ro o t AP a nd  o the r re p e a te r(s), 
b o th the  up link a nd  d o wnlink info rma tio n wo uld  b e  d isp la ye d .

# This is the  ind e x numb e r o f the  ro o t AP o r re p e a te r in this list.

MAC Ad d re ss This is the  MAC a d d re ss o f the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is c o nne c te d  using  
WDS.

Ba nd This is the  fre q ue nc y b a nd  o f the  WiFi ne two rk to  whic h the  Zyxe l De vic e  is c o nne c te d  using  
WDS.

Ra d io This is the  ra d io  numb e r o n the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is c o nne c te d  
using  WDS.

SSID Na me This ind ic a te s the  na me  o f the  WiFi ne two rk to  whic h the  Zyxe l De vic e  is c o nne c te d  using  WDS.

Se c urity Mo d e This ind ic a te s whic h se c ure  e nc ryp tio n me tho d s is b e ing  use d  b y the  Zyxe l De vic e  to  c o nne c t 
to  the  ro o t AP o r re p e a te r using  WDS.

Sig na l Stre ng th This is the  RSSI (Re c e ive d  Sig na l Stre ng th Ind ic a to r) o f the  wire le ss c o nne c tio n in WDS.

Tx Ra te This is the  ma ximum tra nsmissio n ra te  o f the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is 
c o nne c te d  using  WDS.

Rx Ra te This is the  ma ximum re c e p tio n ra te  o f the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is 
c o nne c te d  using  WDS.

Asso c ia tio n Time This d isp la ys the  time  the  Zyxe l De vic e  first a sso c ia te d  with the  wire le ss ne two rk using  WDS.

Re fre sh Clic k this to  re fre sh the  ite ms d isp la ye d  o n this p a g e .
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Fig ure  50   Mo nito r > Wire le ss > De te c te d  De vic e  (fo r Zyxe l De vic e  tha t sup p o rts Mo nito r mo d e )
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Fig ure  51   Mo nito r > Wire le ss > De te c te d  De vic e  (fo r Zyxe l De vic e  tha t d o e s no t sup p o rt Mo nito r mo d e )

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  28   Mo nito r > Wire le ss > De te c te d  De vic e

LABEL DESCRIPTION

Disc o ve re d  APs

Ro g ue  AP This sho ws ho w ma ny d e vic e s a re  d e te c te d  a s ro g ue  APs.

Suspe c te d  ro g ue  
AP

This sho ws ho w ma ny d e vic e s a re  d e te c te d  a s po ssib le  ro g ue  APs b a se d  o n the  c la ssific a tio n 
rule (s) in Se c tio n 10.3 o n p a g e  107.

Frie nd ly AP This sho ws ho w ma ny d e vic e s a re  d e te c te d  a s frie nd ly APs.

Un-c la ssifie d  AP This sho ws ho w ma ny d e vic e s a re  d e te c te d , b ut ha ve  no t b e e n c la ssifie d  a s e ithe r Ro g ue  o r 
Frie nd ly b y the  Zyxe l De vic e .

De te c t No w Clic k this b utto n fo r the  Zyxe l De vic e  to  sc a n fo r APs in the  ne two rk.

De te c te d  De vic e

Ma rk a s Ro g ue  
AP

Clic k this b utto n to  ma rk the  se le c te d  AP a s a  ro g ue  AP. Fo r mo re  o n ma na g ing  ro g ue  APs, se e  
the  Config ura tion > Wire le ss > Rog ue  AP sc re e n (Se c tio n 10.3 o n p a g e  107).

Ma rk a s Frie nd ly 
AP

Clic k this b utto n to  ma rk the  se le c te d  AP a s a  frie nd ly AP. Fo r mo re  o n ma na g ing  frie nd ly APs, 
se e  the  Config ura tion > Wire le ss > Rog ue  AP sc re e n (Se c tio n 10.3 o n pa g e  107).

# This is the  d e te c te d  d e vic e ’ s ind e x numb e r in this list.

Sta tus This ind ic a te s the  d e te c te d  d e vic e ’ s sta tus.

De vic e This ind ic a te s the  typ e  o f d e vic e  d e te c te d .

Ro le This ind ic a te s the  d e te c te d  d e vic e ’ s ro le  (suc h a s frie nd ly o r ro g ue ).

C la ssifie d  b y This ind ic a te s the  d e te c te d  d e vic e ’ s c la ssific a tio n rule .

MAC Ad d re ss This ind ic a te s the  d e te c te d  d e vic e ’ s MAC a d d re ss.

SSID Na me This ind ic a te s the  d e te c te d  d e vic e ’ s SSID.
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8.8  Vie w Log

Lo g  me ssa g e s a re  sto re d  in two  se p a ra te  lo g s, o ne  fo r re g ula r lo g  me ssa g e s a nd  o ne  fo r d e b ug g ing  
me ssa g e s. In the  re g ula r lo g , yo u c a n lo o k a t a ll the  lo g  me ssa g e s b y se le c ting  All Log s, o r yo u c a n 
se le c t a  sp e c ific  c a te g o ry o f lo g  me ssa g e s (fo r e xa mp le , use r). Yo u c a n a lso  lo o k a t the  d e b ug g ing  lo g  
b y se le c ting  De bug  Log . All d e b ug g ing  me ssa g e s ha ve  the  sa me  p rio rity.

To  a c c e ss this sc re e n, c lic k Monitor > Log . The  lo g  is d isp la ye d  in the  fo llo wing  sc re e n.

No te : Whe n a  lo g  re a c he s the  ma ximum numb e r o f lo g  me ssa g e s, ne w lo g  me ssa g e s 
a uto ma tic a lly o ve rwrite  e xisting  lo g  me ssa g e s, sta rting  with the  o ld e st e xisting  lo g  
me ssa g e  first.

Eve nts tha t g e ne ra te  a n a le rt (a s we ll a s a  lo g  me ssa g e ) d isp la y in re d . Re g ula r lo g s d isp la y in b la c k. 
C lic k a  c o lumn’ s he a d ing  c e ll to  so rt the  ta b le  e ntrie s b y tha t c o lumn’ s c rite ria . C lic k the  he a d ing  c e ll 
a g a in to  re ve rse  the  so rt o rd e r.

The  We b  Co nfig ura to r sa ve s the  filte r se tting s o nc e  yo u c lic k Se a rc h. If yo u le a ve  the  Vie w Log  sc re e n 
a nd  re turn to  it la te r, the  la st filte r se tting s wo uld  still a p p ly.

Ba nd This is the  fre q ue nc y b a nd  to  whic h the  sta tio n is c o nne c te d .

Cha nne l ID This ind ic a te s the  d e te c te d  d e vic e ’ s c ha nne l ID.

802.11 Mo d e This ind ic a te s the  802.11 mo d e  (a / b / g / n/ a c / a x) tra nsmitte d  b y the  d e te c te d  d e vic e .

Se c urity This ind ic a te s the  e nc ryp tio n me tho d  (if a ny) use d  b y the  d e te c te d  d e vic e .

De sc rip tio n This d isp la ys the  d e te c te d  d e vic e ’ s d e sc rip tio n. Fo r mo re  o n ma na g ing  frie nd ly a nd  ro g ue  APs, 
se e  the  Config ura tion > Wire le ss > Rog ue  AP sc re e n (Se c tio n 10.3 o n pa g e  107).

La st Se e n This ind ic a te s the  la st time  the  d e vic e  wa s d e te c te d  b y the  Zyxe l De vic e .

Re fre sh Clic k this to  re fre sh the  ite ms d isp la ye d  o n this p a g e .

Ta b le  28   Mo nito r > Wire le ss > De te c te d  De vic e  (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  52   Mo nito r > Lo g  > Vie w Lo g

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  29   Mo nito r > Lo g  > Vie w Lo g

LABEL DESCRIPTION

Sho w Filte r /  Hid e  
Filte r

Clic k this b utto n to  sho w o r hid e  the  filte r se tting s.

The  Priority, Sourc e  Addre ss, De stina tion Addre ss, Sourc e  Inte rfa c e , De stina tion Inte rfa c e , 
Protoc ol, Ke yword , a nd  Se a rc h fie ld s a re  o nly a va ila b le  if the  filte r se tting s a re  sho wn.

Disp la y Se le c t the  c a te g o ry o f lo g  me ssa g e (s) yo u wa nt to  vie w. Yo u c a n a lso  vie w All Log s a t o ne  
time , o r yo u c a n vie w the  De bug  Log .

Prio rity This d isp la ys whe n yo u sho w the  filte r. Se le c t the  p rio rity o f lo g  me ssa g e s to  d isp la y. The  lo g  
d isp la ys the  lo g  me ssa g e s with this p rio rity o r hig he r. Cho ic e s a re : any, e me rg , a le rt, c rit, e rror, 
wa rn, notic e , a nd  info , fro m hig he st p rio rity to  lo we st p rio rity. This fie ld  is re a d -o nly if the  
Ca te g ory is De bug  Log .

So urc e  Ad d re ss This d isp la ys whe n yo u sho w the  filte r. Typ e  the  so urc e  IP a d d re ss o f the  inc o ming  p a c ke t tha t 
g e ne ra te d  the  lo g  me ssa g e . Do  no t inc lud e  the  p o rt in this filte r.

De stina tio n 
Ad d re ss

This d isp la ys whe n yo u sho w the  filte r. Typ e  the  IP a d d re ss o f the  d e stina tio n o f the  inc o ming  
p a c ke t whe n the  lo g  me ssa g e  wa s g e ne ra te d . Do  no t inc lud e  the  p o rt in this filte r.

So urc e  Inte rfa c e This d isp la ys whe n yo u sho w the  filte r. Se le c t the  so urc e  inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  
the  lo g  me ssa g e .

De stina tio n 
Inte rfa c e

This d isp la ys whe n yo u sho w the  filte r. Se le c t the  d e stina tio n inte rfa c e  o f the  p a c ke t tha t 
g e ne ra te d  the  lo g  me ssa g e .

Pro to c o l This d isp la ys whe n yo u sho w the  filte r. Se le c t a  se rvic e  p ro to c o l who se  lo g  me ssa g e s yo u wo uld  
like  to  se e .

Ke ywo rd This d isp la ys whe n yo u sho w the  filte r. Typ e  a  ke ywo rd  to  lo o k fo r in the  Me ssa g e , Sourc e , 
De stina tion a nd  Note  fie ld s. If a  ma tc h is fo und  in a ny fie ld , the  lo g  me ssa g e  is d isp la ye d . Yo u 
c a n use  up  to  63 a lp ha nume ric  c ha ra c te rs a nd  the  und e rsc o re , a s we ll a s p unc tua tio n ma rks 
()’  ,:;? ! +-*/ = # $% @  ; the  p e rio d , d o ub le  q uo te s, a nd  b ra c ke ts a re  no t a llo we d .
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Se a rc h This d isp la ys whe n yo u sho w the  filte r. C lic k this b utto n to  up d a te  the  lo g  using  the  c urre nt filte r 
se tting s.

Ema il Lo g  No w Clic k this b utto n to  se nd  lo g  me ssa g e s to  the  Ac tive  e -ma il a d d re sse s sp e c ifie d  in the  Se nd Log  
To  fie ld  o n the  Config ura tion > Log  & Re port > Log  Se tting s sc re e n.

Re fre sh Clic k this to  up d a te  the  list o f lo g s.

C le a r Lo g Clic k this b utto n to  c le a r the  who le  lo g , re g a rd le ss o f wha t is c urre ntly d isp la ye d  o n the  sc re e n.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  lo g  me ssa g e .

Time  This fie ld  d isp la ys the  time  the  lo g  me ssa g e  wa s re c o rd e d .

Prio rity This fie ld  d isp la ys the  p rio rity o f the  lo g  me ssa g e . It ha s the  sa me  ra ng e  o f va lue s a s the  Priority 
fie ld  a b o ve .

C a te g o ry This fie ld  d isp la ys the  lo g  tha t g e ne ra te d  the  lo g  me ssa g e . It is the  sa me  va lue  use d  in the  
Displa y a nd  (o the r) Ca te g ory fie ld s.

Me ssa g e This fie ld  d isp la ys the  re a so n the  lo g  me ssa g e  wa s g e ne ra te d . The  te xt “ [c o unt=x]” , whe re  x is a  
numb e r, a p pe a rs a t the  e nd  o f the  Me ssa g e  fie ld  if lo g  c o nso lid a tio n is turne d  o n a nd  multip le  
e ntrie s we re  a g g re g a te d  to  g e ne ra te  into  this o ne .

So urc e This fie ld  d isp la ys the  so urc e  IP a d d re ss a nd  the  p o rt numb e r in the  e ve nt tha t g e ne ra te d  the  
lo g  me ssa g e .

So urc e  Inte rfa c e This fie ld  d isp la ys the  so urc e  inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  the  lo g  me ssa g e .

De stina tio n This fie ld  d isp la ys the  d e stina tio n IP a d d re ss a nd  the  p o rt numb e r o f the  e ve nt tha t g e ne ra te d  
the  lo g  me ssa g e .

De stina tio n 
Inte rfa c e

This fie ld  d isp la ys the  d e stina tio n inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  the  lo g  me ssa g e .

Pro to c o l This fie ld  d isp la ys the  se rvic e  p ro to c o l in the  e ve nt tha t g e ne ra te d  the  lo g  me ssa g e .

No te This fie ld  d isp la ys a ny a d d itio na l info rma tio n a b o ut the  lo g  me ssa g e .

Ta b le  29   Mo nito r > Lo g  > Vie w Lo g  (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 9
Ne twork

9.1  Ove rvie w

This c ha p te r d e sc rib e s ho w yo u c a n c o nfig ure  the  ma na g e me nt IP a d d re ss a nd  VLAN se tting s o f yo ur 
Zyxe l De vic e .

The  Inte rne t Pro to c o l (IP) a d d re ss id e ntifie s a  d e vic e  o n a  ne two rk. Eve ry ne two rking  d e vic e  (inc lud ing  
c o mp ute rs, se rve rs, ro ute rs, p rinte rs, e tc .) ne e d s a n IP a d d re ss to  c o mmunic a te  a c ro ss the  ne two rk. 
The se  ne two rking  d e vic e s a re  a lso  kno wn a s ho sts.

Fig ure  53   IP Se tup

The  fig ure  a b o ve  illustra te s o ne  p o ssib le  se tup  o f yo ur Zyxe l De vic e . The  g a te wa y IP a d d re ss is 192.168.1.1 
a nd  the  ma na g e d  IP a d d re ss o f the  Zyxe l De vic e  is 192.168.1.2 (d e fa ult), b ut if the  Zyxe l De vic e  is 
a ssig ne d  a n IP a d d re ss b y a  DHCP se rve r, the  d e fa ult (192.168.1.2) will no t b e  use d . The  g a te wa y a nd  
the  Zyxe l De vic e  must b e lo ng  in the  sa me  IP sub ne t to  b e  a b le  to  c o mmunic a te  with e a c h o the r.

9.1.1  AP Controlle r Ma na g e me nt

This d isc usse s using  the  Zyxe l De vic e  with a n AP Co ntro lle r. AP Co ntro lle rs, suc h a s the  ZyWALL ATP, 
ZyWALL VPN, USG  FLEX, a nd  NXC, use  Co ntro l And  Pro visio ning  o f Wire le ss Ac c e ss Po ints (CAPWAP) to  
p ush firmwa re  a nd / o r c o nfig ura tio ns to  the  APs tha t the y ma na g e .

The  fo llo wing  fig ure  illustra te s a  wire le ss ne two rk ma na g e d  b y a n AC. Yo u (U) c o nfig ure  the  AC (C ), 
whic h the n a uto ma tic a lly up d a te s the  c o nfig ura tio ns o f the  ma na g e d  APs (M1 ~ M4).
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Fig ure  54   AC ma na g e d  Ne two rk Exa mp le

No te : The  Zyxe l De vic e  c a n b e  a  sta nd a lo ne  d e vic e  o r b e  ma na g e d  b y a n AC.

AC Disc ove ry a nd Ma na g e me nt

The  link b e twe e n AC Disc o ve ry-e na b le d  a c c e ss p o ints p ro c e e d s a s fo llo ws:

1 An Zyxe l De vic e  with AC Disc ove ry e na b le d  jo ins a  wire d  ne two rk (re c e ive s a  d yna mic  IP a d d re ss).

2 The  Zyxe l De vic e  se nd s o ut a  d isc o ve ry re q ue st, lo o king  fo r a n AC.

3 If the re  is a n AC o n the  ne two rk, it re c e ive s the  d isc o ve ry re q ue st. If the  AC, fo r e xa mp le , a  ZyWALL ATP, 
is in Ma nua l mo d e , it a d d s the  d e ta ils o f the  Zyxe l De vic e  to  its Unma na ge d Ac c e ss Points list, a nd  yo u 
d e c id e  whic h a va ila b le  APs to  ma na g e . If the  AC is in Alwa ys Ac c e pt mo d e , it a uto ma tic a lly a d d s the  
Zyxe l De vic e  to  its Ma nag e d Ac c e ss Points list a nd  p ro vid e s the  ma na g e d  Zyxe l De vic e  with d e fa ult 
c o nfig ura tio n info rma tio n, a s we ll a s se c ure ly tra nsmitting  the  DTLS p re -sha re d  ke y. The  ma na g e d  Zyxe l 
De vic e  is re a d y fo r a sso c ia tio n with WiFi c lie nts.

Ma na g e d AP Finds the  Controlle r

A ma na g e d  Zyxe l De vic e  c a n find  the  c o ntro lle r in o ne  o f the  fo llo wing  wa ys:

• Ma nua lly sp e c ify the  c o ntro lle r’ s IP a d d re ss in the  We b  Co nfig ura to r’ s AC  Disc ove ry sc re e n.

• Ge t the  c o ntro lle r’ s IP a d d re ss fro m a  DHCP se rve r with the  c o ntro lle r’ s IP a d d re ss c o nfig ure d  a s 
o p tio n 138.

• Ge t the  c o ntro lle r’ s IP a d d re ss fro m a  DNS se rve r SRV (Se rvic e ) re c o rd .

• Bro a d c a sting  to  d isc o ve r the  c o ntro lle r within the  b ro a d c a st d o ma in.
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No te : The  AC ne e d s to  ha ve  a  sta tic  IP a d d re ss. If it is a  DHCP c lie nt, se t the  DHCP se rve r to  
re se rve  a n IP a d d re ss fo r the  AC .

AC ma na g e me nt a nd IP Subne ts

By d e fa ult, CAPWAP wo rks o nly b e twe e n Zyxe l De vic e s with IP a d d re sse s in the  sa me  sub ne t.

Ho we ve r, yo u c a n c o nfig ure  the  Zyxe l De vic e  a nd  the  AC to  use  CAPWAP with IP a d d re sse s in d iffe re nt 
sub ne ts b y d o ing  the  fo llo wing .

• Ac tiva te  DHCP. Yo ur ne two rk’ s DHCP se rve r must sup p o rt o p tio n 138 d e fine d  in RFC 5415.

• Co nfig ure  DHCP o p tio n 138 with the  IP a d d re ss o f the  AC o n yo ur ne two rk.

DHCP Op tio n 138 a llo ws the  ma na g e me nt re q ue st (fro m the  Zyxe l De vic e ) to  re a c h the  AC in a  d iffe re nt 
sub ne t, a s sho wn in the  fo llo wing  fig ure .

Fig ure  55   CAPWAP a nd  DHCP Op tio n 138

Note s on AC Ma na g e me nt

This se c tio n lists so me  a d d itio na l fe a ture s o f Zyxe l’ s imp le me nta tio n o f the  CAPWAP p ro to c o l.

• Whe n the  AC use s its inte rna l Re mo te  Authe ntic a tio n Dia l In Use r Se rvic e  (RADIUS) se rve r, ma na g e d  
Zyxe l De vic e s a lso  use  the  AC ’ s a uthe ntic a tio n se rve r to  a uthe ntic a te  WiFi c lie nts.

• If a n Zyxe l De vic e ’ s link to  the  ACis b ro ke n, the  Zyxe l De vic e  c o ntinue s to  use  the  WiFi se tting s with 
whic h it wa s la st p ro vid e d .

9.1.2  Wha t You Ca n Do in this Cha pte r

• The  IP Se tting  sc re e n (Se c tio n 9.2 o n p a g e  90) c o nfig ure s the  Zyxe l De vic e ’ s LAN IP a d d re ss.

• The  VLAN sc re e n (Se c tio n 9.3 o n p a g e  91) c o nfig ure s the  Zyxe l De vic e ’ s VLAN se tting s.

• The  Storm Control sc re e n (Se c tio n 9.4 o n p a g e  96) turns o n o r o ff the  tra ffic  sto rm c o ntro l fe a ture  o n 
the  Zyxe l De vic e .

• The  AC  Disc ove ry sc re e n (Se c tio n 9.5 o n p a g e  96) c o nfig ure s the  Zyxe l De vic e ’ s AP Co ntro lle r (AC) 
se tting s.
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• The  NCC  Disc ove ry sc re e n (Se c tio n 9.6 o n p a g e  98) c o nfig ure s the  Zyxe l De vic e ’ s Ne b ula  Co ntro l 
Ce nte r (NCC) d isc o ve ry se tting s.

9.2  IP Se tting

Use  this sc re e n to  c o nfig ure  the  IP a d d re ss fo r yo ur Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k 
Config ura tion > Ne twork > IP Se tting .

Fig ure  56   Co nfig ura tio n > Ne two rk > IP Se tting

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  30   Co nfig ura tio n > Ne two rk > IP Se tting

LABEL DESCRIPTION

IP Ad d re ss Assig nme nt

Ge t 
Auto ma tic a lly

Se le c t this to  ma ke  the  inte rfa c e  a  DHC P c lie nt a nd  a uto ma tic a lly g e t the  IP a d d re ss, 
sub ne t ma sk, a nd  g a te wa y a d d re ss fro m a  DHCP se rve r.

Use  Fixe d  IP 
Ad d re ss

Se le c t this if yo u wa nt to  sp e c ify the  IP a d d re ss, sub ne t ma sk, a nd  g a te wa y ma nua lly. 

IP Ad d re ss Ente r the  IP a d d re ss fo r this inte rfa c e .

Sub ne t Ma sk Ente r the  sub ne t ma sk o f this inte rfa c e  in d o t d e c ima l no ta tio n. The  sub ne t ma sk ind ic a te s 
wha t p a rt o f the  IP a d d re ss is the  sa me  fo r a ll c o mp ute rs in the  ne two rk.

G a te wa y Ente r the  IP a d d re ss o f the  g a te wa y. The  Zyxe l De vic e  se nd s p a c ke ts to  the  g a te wa y whe n 
it d o e s no t kno w ho w to  ro ute  the  p a c ke t to  its d e stina tio n. The  g a te wa y sho uld  b e  o n the  
sa me  ne two rk a s the  inte rfa c e .

DNS Se rve r IP 
Ad d re ss

Ente r the  IP a d d re ss o f the  DNS se rve r.

IPv6 Ad d re ss Assig nme nt
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9.3  VLAN

This se c tio n d isc usse s ho w to  c o nfig ure  the  Zyxe l De vic e ’ s VLAN se tting s.

No te : Mis-c o nfig uring  the  ma na g e me nt VLAN se tting s in yo ur Zyxe l De vic e  c a n ma ke  it 
ina c c e ssib le . If this ha p p e ns, yo u will ha ve  to  re se t the  Zyxe l De vic e .

Ena b le  Sta te le ss 
Ad d re ss Auto -
c o nfig ura tio n 
(SLAAC)

Se le c t this to  e na b le  IPv6 sta te le ss a uto -c o nfig ura tio n o n the  Zyxe l De vic e . The  Zyxe l De vic e  
will g e ne ra te  a n IPv6 a d d re ss itse lf fro m a  p re fix o b ta ine d  fro m a n IPv6 ro ute r in the  ne two rk.

Link-Lo c a l 
Ad d re ss

This d isp la ys the  IPv6 link-lo c a l a d d re ss a nd  the  ne two rk p re fix tha t the  Zyxe l De vic e  
g e ne ra te s itse lf fo r the  LAN inte rfa c e .

IPv6 Ad d re ss/
Pre fix Le ng th

Ente r the  IPv6 a d d re ss a nd  the  p re fix le ng th fo r the  LAN inte rfa c e  if yo u wa nt to  use  a  sta tic  
IP a d d re ss. This fie ld  is o p tio na l.

The  p re fix le ng th ind ic a te s wha t the  le ft-mo st p a rt o f the  IP a d d re ss is the  sa me  fo r a ll 
c o mp ute rs in the  ne two rk, tha t is, the  ne two rk a d d re ss.

G a te wa y Ente r the  IPv6 a d d re ss o f the  d e fa ult o utg o ing  g a te wa y using  c o lo n (:) he xa d e c ima l 
no ta tio n.

Me tric Ente r the  p rio rity o f the  g a te wa y (if a ny) o n the  LAN inte rfa c e . The  Zyxe l De vic e  d e c id e s 
whic h g a te wa y to  use  b a se d  o n this p rio rity. The  lo we r the  numb e r, the  hig he r the  p rio rity. If 
two  o r mo re  g a te wa ys ha ve  the  sa me  p rio rity, the  Zyxe l De vic e  use s the  o ne  tha t wa s 
c o nfig ure d  first. Ente r ze ro  to  se t the  me tric  to  1024 fo r IPv6.

DHCPv6 C lie nt Se le c t this o p tio n to  se t the  Zyxe l De vic e  to  a c t a s a  DHCPv6 c lie nt.

DUID This fie ld  d isp la ys the  DHC P Uniq ue  IDe ntifie r (DUID) o f the  Zyxe l De vic e , whic h is uniq ue  a nd  
use d  fo r id e ntific a tio n p urp o se s whe n the  Zyxe l De vic e  is e xc ha ng ing  DHCPv6 me ssa g e s 
with o the rs. Se e  App e nd ix B o n p a g e  277 fo r mo re  info rma tio n.

Re q ue st Ad d re ss Se le c t this o p tio n to  g e t a n IPv6 a d d re ss fro m the  DHCPv6 se rve r.

DHCPv6 Re q ue st 
O p tio ns

Se le c t this o p tio n to  d e te rmine  wha t a d d itio na l info rma tio n to  g e t fro m the  DHCPv6 se rve r. 

DNS Se rve r Se le c t this o p tio n to  o b ta in the  IP a d d re ss o f the  DNS se rve r.

NTP Se rve r Se le c t this o p tio n to  o b ta in the  IP a d d re ss o f the  NTP se rve r.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  30   Co nfig ura tio n > Ne two rk > IP Se tting  (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  57   Ma na g e me nt VLAN Se tup

In the  fig ure  a b o ve , to  a c c e ss a nd  ma na g e  the  Zyxe l De vic e  fro m c o mp ute r A , the  Zyxe l De vic e  a nd  
switc h B’ s p o rts to  whic h c o mp ute r A  a nd  the  Zyxe l De vic e  a re  c o nne c te d  sho uld  b e  in the  sa me  VLAN.

A Virtua l Lo c a l Are a  Ne two rk (VLAN) a llo ws a  p hysic a l ne two rk to  b e  p a rtitio ne d  into  multip le  lo g ic a l 
ne two rks. De vic e s o n a  lo g ic a l ne two rk b e lo ng  to  o ne  g ro up . A d e vic e  c a n b e lo ng  to  mo re  tha n o ne  
g ro up . With VLAN, a  d e vic e  c a nno t d ire c tly ta lk to  o r he a r fro m d e vic e s tha t a re  no t in the  sa me  
g ro up (s); the  tra ffic  must first g o  thro ug h a  ro ute r.

VLAN a lso  inc re a se s ne two rk p e rfo rma nc e  b y limiting  b ro a d c a sts to  a  sma lle r a nd  mo re  ma na g e a b le  
lo g ic a l b ro a d c a st d o ma in. In tra d itio na l switc he d  e nviro nme nts, a ll b ro a d c a st p a c ke ts g o  to  e a c h a nd  
e ve ry ind ivid ua l p o rt. With VLAN, a ll b ro a d c a sts a re  c o nfine d  to  a  sp e c ific  b ro a d c a st d o ma in.

Wire le ss Bridg e  VLAN ID

Wire le ss b rid g e  VLAN a llo ws yo u to  ha ve  c lie nts in d iffe re nt WiFi ne two rks a p p e a r to  b e  in the  sa me  
virtua l ne two rk using  VLAN IDs. VLAN IDs a re  se nt a c ro ss the  wire le ss b rid g e  so  tha t o nly c lie nts with the  
sa me  VLAN ID re c e ive  tha t ne two rk tra ffic . Se e  Se c tio n 1.3 o n p a g e  19 fo r mo re  info rma tio n o n the  
wire le ss b rid g e .

In the  fig ure  b e lo w, a  c lie nt (C2) in the  b ra nc h o ffic e  wa nts to  c o nne c t to  the  ma in o ffic e  (Y). The  
b ra nc h o ffic e  c lie nt (C2) c a n c o nne c t to  the  ma in o ffic e  ne two rk using  the  VLAN ID 10. Ho we ve r, the  
b ra nc h o ffic e  c lie nt (C2) c a nno t c o nne c t to  the  to  the  ma in o ffic e  ne two rk using  the  VLAN ID 20 
b e c a use  tha t VLAN ID d o e s no t e xist in the  ma in o ffic e  ne two rk. To  b rid g e  the  b ra nc h o ffic e  ne two rk 
a nd  the  ma in o ffic e  ne two rk, the  VLAN IDs yo u se t o n the  Zyxe l De vic e  (X) sho uld  b e  the  sa me  a s the  
VLAN IDs yo u se t o n the  ro o t AP (Y).
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Fig ure  58   Wire le ss Brid g e  VLAN ID Exa mp le

IEEE 802.1Q Ta g

The  IEEE 802.1Q  sta nd a rd  d e fine s a n e xp lic it VLAN ta g  in the  MAC he a d e r to  id e ntify the  VLAN 
me mb e rship  o f a  fra me  a c ro ss b rid g e s. A VLAN ta g  inc lud e s the  12-b it VLAN ID a nd  3-b it use r p rio rity. 
The  VLAN ID a sso c ia te s a  fra me  with a  sp e c ific  VLAN a nd  p ro vid e s the  info rma tio n tha t d e vic e s ne e d  to  
p ro c e ss the  fra me  a c ro ss the  ne two rk.

Use  this sc re e n to  c o nfig ure  the  VLAN se tting s fo r yo ur Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k 
Config ura tion > Ne twork > VLAN.
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Fig ure  59   Co nfig ura tio n > Ne two rk > VLAN (fo r Zyxe l De vic e  with multip le  Ethe rne t p o rts)

Fig ure  60   Co nfig ura tio n > Ne two rk > VLAN (fo r Zyxe l De vic e  with o ne  Ethe rne t p o rt)

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  31   Co nfig ura tio n > Ne two rk > VLAN

LABEL DESCRIPTION

VLAN Se tting s

Ma na g e me nt 
VLAN ID

Ente r a  VLAN ID fo r the  Zyxe l De vic e . The  ra ng e  is 1–4094.

As Na tive  VLAN Se le c t this o p tio n to  tre a t this VLAN ID a s a  VLAN c re a te d  o n the  Zyxe l De vic e  a nd  no t o ne  
a ssig ne d  to  it fro m o utsid e  the  ne two rk.

LAN Se tting

Po rt Se tting

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  
e ntry’ s se tting s. In so me  ta b le s yo u c a n just c lic k a  ta b le  e ntry a nd  e d it it d ire c tly in the  
ta b le . Fo r tho se  typ e s o f ta b le s sma ll re d  tria ng le s d isp la y fo r ta b le  e ntrie s with c ha ng e s tha t 
yo u ha ve  no t ye t a p p lie d .

Ac tiva te /
Ina c tiva te

To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te . To  turn o ff a n e ntry, se le c t it a nd  c lic k 
Ina c tiva te .

# This is the  ind e x numb e r o f the  p o rt.

Sta tus This fie ld  ind ic a te s whe the r the  p o rt is e na b le d  (a  ye llo w b ulb ) o r no t (a  g ra y b ulb ).

Po rt This fie ld  d isp la ys the  na me  o f the  p o rt.
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PVID This fie ld  d isp la ys the  PVID o f a  p o rt.

Yo u c a n c lic k Edit to  se t the  PVID in the  Edit Port sc re e n.

This o nly g o ve rns the  inc o ming  unta g g e d  p a c ke ts. The  Zyxe l De vic e  will ta g  pa c ke ts 
re c e ive d  o n the  p o rt with the  sp e c ifie d  PVID. The  p a c ke ts will the n b e  se nt to  the  VLANs 
the y b e lo ng  to  a c c o rd ing ly.

VLAN Co nfig ura tio n

Ad d Clic k this to  c re a te  a  ne w e ntry. Fo r fe a ture s whe re  the  e ntry’ s po sitio n in the  numb e re d  list is 
imp o rta nt (fe a ture s whe re  the  Zyxe l De vic e  a p p lie s the  ta b le ’ s e ntrie s in o rd e r like  the  SSID 
fo r e xa mp le ), yo u c a n se le c t a n e ntry a nd  c lic k Add  to  c re a te  a  ne w e ntry a fte r the  
se le c te d  e ntry.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  
e ntry’ s se tting s. In so me  ta b le s yo u c a n just c lic k a  ta b le  e ntry a nd  e d it it d ire c tly in the  
ta b le . Fo r tho se  typ e s o f ta b le s sma ll re d  tria ng le s d isp la y fo r ta b le  e ntrie s with c ha ng e s tha t 
yo u ha ve  no t ye t a p p lie d .

Re mo ve To  re mo ve  a n e ntry, se le c t it a nd  c lic k Re move . The  Zyxe l De vic e  c o nfirms yo u wa nt to  
re mo ve  it b e fo re  d o ing  so .

Ac tiva te /
Ina c tiva te

To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te . To  turn o ff a n e ntry, se le c t it a nd  c lic k 
Ina c tiva te .

# This is the  ind e x numb e r o f the  VLAN ID.

Sta tus This fie ld  ind ic a te s whe the r the  VLAN is e na b le d  (a  ye llo w b ulb ) o r no t (a  g ra y b ulb ).

Na me This fie ld  d isp la ys the  na me  o f e a c h VLAN.

VID This fie ld  d isp la ys the  VLAN ID.

No te : The  VLAN ID yo u se t he re  will b e  a d d e d  a s a n e ntry in the  Wire le ss Bridge  
VLAN Se tting s ta b le .

Me mb e r This fie ld  d isp la ys the  VLAN me mb e rship  to  whic h the  p o rt b e lo ng s.

This a lso  d isp la ys if o utg o ing  p a c ke ts fro m the  p o rt a re  ta g g e d  o r no t. (T) me a ns the  p a c ke ts 
g o ing  o ut fro m the  p o rt a re  ta g g e d . (U) me a ns the  p a c ke ts g o ing  o ut fro m the  p o rt a re  
unta g g e d . 

No te : Fo r WAX620D-6E, WAX640S-6E, a nd  NWA220AX-6E, the  Tx-ta g g ing  se tting s 
a re  unc o nfig ura b le . The  Tx-ta g g ing  se tting s will b e  sync e d  with the  PVID 
se tting s in the  Port Se tting s ta b le . If the  VID is the  sa me  a s the  PVID se t o n 
the  p o rt, the  o utg o ing  tra ffic  will b e  unta g g e d , the  me mb e r p o rt will d isp la y 
(U). Othe rwise , the  o utg o ing  p a c ke ts will b e  ta g g e d  with the  VID, the  
me mb e r p o rt will d isp la y (T).

Wire le ss Brid g e  Vla n Se tting

This se c tio n a p p e a rs if yo ur Zyxe l De vic e  sup p o rts wire le ss b rid g e . Se e  the  fe a ture  c o mpa riso n ta b le  in Se c tio n 1.2 
o n p a g e  14. 

Ad d Clic k this to  a d d  a n e ntry in the  ta b le .

Re mo ve Se le c t a n e ntry a nd  c lic k this to  re mo ve  the  se le c te d  e ntry.

# This fie ld  is a  se q ue ntia l va lue . It is no t a sso c ia te d  with a ny VLAN ID.

Wire le ss Brid g e  
Vla n ID (1-4094)

Ente r a  VLAN ID fo r the  wire le ss b rid g e . Dup lic a te  VLAN IDs a re  no t a llo we d . 

The  VLAN IDs yo u se t o n yo ur ro o t AP sho uld  b e  the  sa me  a s the  VLAN IDs yo u se t he re . Se e  
Se c tio n 1.3 o n p a g e  19 fo r mo re  info rma tio n o n wire le ss b rid g e .

No te : The  VLAN ID yo u se t he re  will b e  a d d e d  a s a n e ntry in the  VLAN 
Config ura tion ta b le .

Ta b le  31   Co nfig ura tio n > Ne two rk > VLAN (c o ntinue d )

LABEL DESCRIPTION
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9.4  Storm Control

Tra ffic  sto rm c o ntro l limits the  numb e r o f b ro a d c a st a nd / o r multic a st p a c ke ts the  Zyxe l De vic e  re c e ive s 
o n the  p o rts. Whe n the  ma ximum numb e r o f a llo wa b le  b ro a d c a st a nd / o r multic a st p a c ke ts is re a c he d , 
the  sub se q ue nt p a c ke ts a re  d isc a rd e d . Ena b le  this fe a ture  to  re d uc e  b ro a d c a st a nd / o r multic a st 
p a c ke ts in yo ur ne two rk.

No te : The  ma ximum tra ffic  ra te  c a n b e  c ha ng e d  using  the  C LI (se e  the  C LI Re fe re nc e  G uid e ).

To  a c c e ss this sc re e n, c lic k Config ura tion > Ne twork > Storm Control.

Fig ure  61   Co nfig ura tio n > Ne two rk > Sto rm Co ntro l

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

9.5  AC (AP Controlle r) Disc ove ry

This se c tio n d isc usse s ho w to  c o nfig ure  the  Zyxe l De vic e ’ s AC Disc o ve ry se tting s. Yo u c a n ha ve  the  Zyxe l 
De vic e  ma na g e d  b y a n AC o n yo ur ne two rk. Whe n yo u d o  this, the  Zyxe l De vic e  c a n b e  c o nfig ure d  
ONLY b y the  AC. Se e  Se c tio n 9.1.1 o n p a g e  87 fo r mo re  info rma tio n o n AC ma na g e me nt.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  31   Co nfig ura tio n > Ne two rk > VLAN (c o ntinue d )

LABEL DESCRIPTION

Ta b le  32   Co nfig ura tio n > Ne two rk > Sto rm Co ntro l

LABEL DESCRIPTION

Bro a d c a st Sto rm 
C o ntro l

Se le c t the  c he c k b o x to  e na b le  b ro a d c a st sto rm c o ntro l o n the  Zyxe l De vic e . Ena b ling  this 
will d ro p  ing re ss b ro a d c a st tra ffic  in the  p hysic a l Ethe rne t p o rt if it e xc e e d s the  ma ximum 
tra ffic  ra te .

Multic a st Sto rm 
C o ntro l

Se le c t the  c he c k b o x to  e na b le  multic a st sto rm c o ntro l o n the  Zyxe l De vic e . Ena b ling  this will 
d ro p  ing re ss multic a st tra ffic  in the  p hysic a l Ethe rne t p o rt if it e xc e e d s the  ma ximum tra ffic  
ra te .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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No te : The  AC Disc o ve ry se tting s a re  no t a va ila b le  in a ll Zyxe l De vic e s. Se e  Se c tio n 1.2 o n p a g e  
14 fo r mo re  info rma tio n.

If yo u wa nt to  re turn the  Zyxe l De vic e  to  func tio n in sta nd a lo ne  mo d e , yo u c a n d o  o ne  o f the  two  
fo llo wing  o p tio ns:

• Pre ss the  Re se t b utto n.

• Che c k the  AC fo r the  Zyxe l De vic e ’ s IP a d d re ss a nd  use  FTP to  up lo a d  the  d e fa ult c o nfig ura tio n file  to  
the  Zyxe l De vic e . Yo u c a n g e t the  c o nfig ura tio n file  a t c o nf/ syste m-d e fa ult.c o nf. Yo u must re b o o t the  
Zyxe l De vic e  a fte r up lo a d ing  the  c o nfig ura tio n file .

To  a c c e ss the  Co ntro lle r Disc o ve r sc re e n, c lic k Config ura tion > Ne twork > AC Disc ove ry.

Fig ure  62   Co nfig ura tio n > Ne two rk > AC Disc o ve ry

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  33   Co nfig ura tio n > Ne two rk > AC Disc o ve ry

LABEL DESCRIPTION

Disc o ve ry Se tting

Auto Se le c t this o p tio n to  use  DHCP o ptio n 138/ DNS SRV re c o rd / Bro a d c a st to  g e t the  AC ’ s IP 
a d d re ss. If the  Zyxe l De vic e  a nd  a  Zyxe l AC, suc h a s a  ZyWALL ATP, a re  in the  sa me  
sub ne t, it will b e  ma na g e d  b y the  c o ntro lle r a uto ma tic a lly.

Ma nua l Se le c t this o p tio n a nd  e nte r the  IP a d d re ss o f the  AC ma nua lly. This is ne c e ssa ry whe n 
the  AP Co ntro lle r is no t in the  sa me  sub ne t a nd  yo u wa nt it to  ma na g e  the  Zyxe l 
De vic e .

Prima ry /  Se c o nd a ry 
Sta tic  AC IP

Spe c ify the  p rima ry a nd  se c o nd a ry IP a d d re ss o f the  AC to  whic h the  Zyxe l De vic e  
c o nne c ts.

Disa b le Se le c t this to  ma na g e  the  Zyxe l De vic e  using  its o wn We b  Co nfig ura to r, ne ithe r 
ma na g ing  no r b e ing  ma na g e d  b y o the r d e vic e s. Ple a se  no te  if a n AP Co ntro lle r is in 
the  sa me  sub ne t, yo u will ne e d  to  c lic k Disa ble  if yo u d o  no t wa nt the  Zyxe l De vic e  to  
b e  ma na g e d .

Ap p ly C lic k Apply to  sa ve  the  info rma tio n e nte re d  in this sc re e n.

If yo u se le c t Auto  o r Ma nua l, the  AC  up lo a d s the  firmwa re  p a c ka g e  fo r ma na g e d  AP 
mo d e  to  the  Zyxe l De vic e  a nd  yo u c a nno t lo g  in a s the  we b  c o nfig ura to r is d isa b le d ; 
yo u must ma na g e  the  Zyxe l De vic e  thro ug h the  AC  o n yo ur ne two rk.

Re se t C lic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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9.6  NCC Disc ove ry

Yo u c a n ma na g e  the  Zyxe l De vic e  thro ug h the  Zyxe l Ne b ula  Co ntro l Ce nte r (NCC). Use  this sc re e n to  
c o nfig ure  the  p ro xy se rve r se tting s if the  Zyxe l De vic e  is b e hind  a  p ro xy se rve r.

To  a c c e ss this sc re e n, c lic k Config ura tion > Ne twork > NCC Disc ove ry.

Fig ure  63   Co nfig ura tio n > Ne two rk > NCC Disc o ve ry

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  34   Co nfig ura tio n > Ne two rk > NCC Disc o ve ry

LABEL DESCRIPTION

Ne b ula  C o ntro l C e nte r Sta tus

Inte rne t This fie ld  d isp la ys whe the r the  Zyxe l De vic e  c a n c o nne c t to  the  Inte rne t.

Ne b ula  Co nne c tivity This fie ld  d isp la ys whe the r the  Zyxe l De vic e  c a n c o nne c t to  the  Zyxe l Ne b ula  C o ntro l 
C e nte r (NCC ).

Ne b ula  C o ntro l C e nte r Disc o ve ry Se tting

Ena b le Se le c t this o p tio n to  turn o n NCC d isc o ve ry o n the  Zyxe l De vic e . The  Zyxe l De vic e  will try 
to  d isc o ve r the  NC C a nd  g o  into  NC C ma na g e me nt mo d e  whe n it is c o nne c te d  to  the  
Inte rne t a nd  ha s b e e n re g iste re d  in the  NC C.

If NCC d isc o ve ry is d isa b le d , the  Zyxe l De vic e  will no t d isc o ve r the  NCC a nd  re ma in in 
sta nd a lo ne  o p e ra tio n.

Use  Pro xy to  Ac c e ss NCC If the  Zyxe l De vic e  is b e hind  a  p ro xy se rve r, yo u ne e d  to  se le c t this o p tio n a nd  c o nfig ure  
the  p ro xy se rve r se tting s so  tha t the  Zyxe l De vic e  c a n a c c e ss the  NC C thro ug h the  
p ro xy se rve r.

Pro xy Se rve r Ente r the  IP a d d re ss o f the  p ro xy se rve r.

Pro xy Po rt Ente r the  se rvic e  p o rt numb e r use d  b y the  pro xy se rve r.

Authe ntic a tio n Se le c t this o p tio n if the  p ro xy se rve r re q uire s a uthe ntic a tio n b e fo re  it g ra nts a c c e ss to  
the  NCC .

Use r Na me Ente r yo ur p ro xy use r na me .

Pa sswo rd Ente r yo ur pro xy p a sswo rd .
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Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t C lic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  34   Co nfig ura tio n > Ne two rk > NCC Disc o ve ry

LABEL DESCRIPTION
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C HA PTER 1 0
Wire le ss

10.1  Ove rvie w

This c ha p te r d isc usse s ho w to  c o nfig ure  the  WiFi ne two rk se tting s in yo ur Zyxe l De vic e .

The  fo llo wing  fig ure  p ro vid e s a n e xa mp le  o f a  WiFi ne two rk.

Fig ure  64   Exa mp le  o f a  WiFi Ne two rk

The  WiFi ne two rk is the  p a rt in the  b lue  c irc le . In this WiFi ne two rk, d e vic e s A  a nd  B a re  c a lle d  WiFi c lie nts. 
The  WiFi c lie nts use  the  a c c e ss p o int (AP) to  inte ra c t with o the r d e vic e s (suc h a s the  p rinte r) o r with the  
Inte rne t. Yo ur Zyxe l De vic e  is the  AP.

10.1.1  Wha t You Ca n Do in this Cha pte r

• The  AP Ma na g e me nt sc re e n (Se c tio n 10.2 o n p a g e  101) a llo ws yo u to  ma na g e  the  Zyxe l De vic e ’ s 
g e ne ra l WiFi se tting s.

• The  Rog ue  AP sc re e n (Se c tio n 10.3 o n p a g e  107) a llo ws yo u to  a ssig n APs e ithe r to  the  ro g ue  AP list o r 
the  frie nd ly AP list.

• The  Loa d Ba la nc ing  sc re e n (Se c tio n 10.4 o n p a g e  111) a llo ws yo u to  c o nfig ure  ne two rk tra ffic  lo a d  
b a la nc ing  b e twe e n the  APs a nd  the  Zyxe l De vic e .

• The  DCS sc re e n (Se c tio n 10.5 o n p a g e  114) a llo ws yo u to  c o nfig ure  d yna mic  ra d io  c ha nne l se le c tio n.
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10.1.2  Wha t You Ne e d to  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Sta tion /  WiFi Clie nt

A sta tio n o r WiFi c lie nt is a ny WiFi-c a p a b le  d e vic e  tha t c a n c o nne c t to  a n AP using  a  WiFi sig na l.

Dyna mic  Cha nne l Se le c tion (DCS)

Dyna mic  Cha nne l Se le c tio n (DCS) is a  fe a ture  tha t a llo ws a n AP to  a uto ma tic a lly se le c t the  ra d io  
c ha nne l whic h it b ro a d c a sts. Fo r mo re  info rma tio n, se e  Se c tio n 10.6 o n p a g e  114.

Loa d Ba la nc ing  (Wire le ss)

Wire le ss lo a d  b a la nc ing  is the  p ro c e ss whe re  yo u limit the  numb e r o f c o nne c tio ns a llo we d  o n a n wire le ss 
a c c e ss p o int (AP) o r yo u limit the  a mo unt o f wire le ss tra ffic  tra nsmitte d  a nd  re c e ive d  o n it so  the  AP 
d o e s no t b e c o me  o ve rlo a d e d .

10.2  AP Ma na g e me nt

Use  this sc re e n to  ma na g e  the  Zyxe l De vic e ’ s g e ne ra l WiFi se tting s. C lic k Config uration > Wire le ss > AP 

Ma na g e me nt to  a c c e ss this sc re e n.
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Fig ure  65   Co nfig ura tio n > Wire le ss > AP Ma na g e me nt
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Fig ure  66   Co nfig ura tio n > Wire le ss > AP Ma na g e me nt (fo r Zyxe l De vic e  with multip le  Ethe rne t p o rts - in 
Re p e a te r mo d e )
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Fig ure  67   Co nfig ura tio n > Wire le ss > AP Ma na g e me nt > Se tup  Wire le ss Brid g e  Vla n ID: Wire le ss Brid g e  
Vla n Se tting  (fo r Zyxe l De vic e  with multip le  Ethe rne t p o rts)

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  35   Co nfig ura tio n > Wire le ss > AP Ma na g e me nt

LABEL DESCRIPTION

Ra d io  1 Se tting

Ra d io  1 Ac tiva te Se le c t the  c he c k b o x to  e na b le  the  Zyxe l De vic e ’ s first (d e fa ult) ra d io .

Ra d io  1 OP Mo d e Se le c t the  o p e ra ting  mo d e  fo r ra d io  1.

AP Mode  me a ns the  ra d io  c a n re c e ive  c o nne c tio ns fro m WiFi c lie nts a nd  p a ss the ir d a ta  
tra ffic  thro ug h to  the  Zyxe l De vic e  to  b e  ma na g e d  (o r sub se q ue ntly p a sse d  o n to  a n 
upstre a m g a te wa y fo r ma na g ing ).

MON Mode  me a ns the  ra d io  mo nito rs the  b ro a d c a st a re a  fo r o the r APs, the n p a sse s the ir 
info rma tio n o n to  the  Zyxe l De vic e  whe re  it c a n b e  d e te rmine d  if tho se  APs a re  frie nd ly o r 
ro g ue . If a  ra d io  is se t to  this mo d e  it c a nno t re c e ive  c o nne c tio ns fro m WiFi c lie nts (se e  
Se c tio n 1.3.3 o n p a g e  23).

Root AP me a ns the  ra d io  a c ts a s a n AP a nd  a lso  sup p o rts the  wire le ss c o nne c tio ns with 
o the r APs (in re p e a te r mo d e ) to  fo rm a  WDS (Wire le ss Distrib utio n Syste m) to  e xte nd  its 
wire le ss ne two rk.

Re pe a te r me a ns the  ra d io  c a n e sta b lish a  wire le ss c o nne c tio n with o the r APs (in e ithe r ro o t 
AP o r re p e a te r mo d e ) to  fo rm a  WDS.

Ra d io  1 Pro file Se le c t the  ra d io  p ro file  the  ra d io  use s.

No te : Yo u c a n o nly a p p ly a  2.4G  AP ra d io  p ro file  to  ra d io  1. Othe rwise , the  first 
ra d io  will no t b e  wo rking .

Ra d io  1 WDS Pro file This fie ld  is a va ila b le  o nly whe n the  ra d io  is in Root AP o r Re pe a te r mo d e .

Se le c t the  WDS pro file  the  ra d io  use s to  c o nne c t to  a  ro o t AP o r re p e a te r.
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Ena b le  WDS Wire le ss 
Brid g ing

No t a ll mo d e ls sup p o rt this fe a ture . Se e  Se c tio n 1.2 o n p a g e  14 fo r mo d e ls tha t sup p o rt 
wire le ss b rid g e .

If yo u se t the  Zyxe l De vic e  a s a  ro o t AP, the  ra d io  tha t’ s b rid g ing  with the  Zyxe l De vic e  
sho uld  b e  in re p e a te r mo d e . 

Be  c a re ful to  a vo id  b rid g e  lo o p s. Fo r e xa mp le , if yo ur ro o t AP a nd  the  Zyxe l De vic e  a re  
c o nne c te d  to  a  switc h, a nd  the y’ re  a lso  c o nne c te d  to  e a c h o the r using  a  WiFi c o nne c tio n. 
This will c re a te  b rid g e  lo o ps.

This fie ld  is a va ila b le  o nly whe n the  ra d io  is in Re pe a te r mo d e . Se le c t this to  e na b le  WDS 
wire le ss b rid g ing  o n the  Zyxe l De vic e  to  e sta b lish wire le ss links with o the r APs. Se e  Se c tio n 1.3 
o n p a g e  19 fo r mo re  info rma tio n o n Wire le ss Distrib utio n Syste m (WDS).

No te : Yo u must e na b le  the  sa me  WiFi se c urity se tting s o n the  Zyxe l De vic e  a nd  o n 
a ll WiFi c lie nts tha t yo u wa nt to  a sso c ia te  with it.

Up link Se le c tio n 
Mo d e

This fie ld  is a va ila b le  o nly whe n the  ra d io  is in Re pe a te r mo d e .

Se le c t AUTO  to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly use  the  se tting s in the  a p p lie d  WDS 
p ro file  to  c o nne c t to  a  ro o t AP o r re p e a te r.

Se le c t Ma nua l to  ha ve  the  Zyxe l De vic e  c o nne c t to  the  ro o t AP o r re p e a te r with the  MAC  
a d d re ss sp e c ifie d  in the  Ra dio  1 Uplink MAC Addre ss fie ld .

Se tup  Wire le ss Brid g e  
Vla n ID

This a p p e a rs if yo u se le c t Ena ble  WDS Wire le ss Bridg ing .

C lic k this to  sho w the  Wire le ss Bridg e  Vla n Se tting  p o p -up  wind o w. This link is a va ila b le  o nly 
whe n the  ra d io  is in Root AP o r Re pe a te r mo d e .

Wire le ss Brid g e  Vla n Se tting

Ad d Clic k this to  a d d  a n e ntry in the  ta b le .

Re mo ve Se le c t a n e ntry a nd  c lic k this to  re mo ve  the  se le c te d  e ntry.

# This fie ld  is a  se q ue ntia l va lue . It is no t a sso c ia te d  with a ny VLAN ID.

Wire le ss Brid g e  
Vla n ID

Ente r a  VLAN ID fo r the  wire le ss b rid g e . The  VLAN IDs yo u se t o n yo ur ro o t AP sho uld  b e  the  
sa me  a s the  VLAN ID yo u se t he re . Se e  Se c tio n 1.3 o n p a g e  19 fo r mo re  info rma tio n o n 
wire le ss b rid g e .

OK Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C lo se Clic k Close  to  c lo se  the  p o p -up  wind o w witho ut sa ving  yo ur c ha ng e s.

Ma x Outp ut Po we r Ente r the  ma ximum o utp ut p o we r (b e twe e n 0 to  30 d Bm) o f the  Zyxe l De vic e  in this fie ld . If 
the re  is a  hig h d e nsity o f APs in a n a re a , d e c re a se  the  o utp ut p o we r o f the  Zyxe l De vic e  to  
re d uc e  inte rfe re nc e  with o the r APs.

No te : Re d uc ing  the  o utp ut p o we r a lso  re d uc e s the  Zyxe l De vic e ’ s e ffe c tive  
b ro a d c a st ra d ius.

MBSSID Se tting s

Ad d  This b utto n is no t a va ila b le  a fte r yo u c o nfig ure  the  Zyxe l De vic e  using  the  wiza rd .

C lic k the  Add ic o n ( )to  o p e n a  sc re e n whe re  yo u c a n c re a te  a  ne w e ntry. Fo r fe a ture s 
whe re  the  e ntry’ s po sitio n in the  numb e re d  list is impo rta nt (fe a ture s whe re  the  Zyxe l De vic e  
a pp lie s the  ta b le ’ s e ntrie s in o rd e r like  the  SSID fo r e xa mp le ), yo u c a n se le c t a n e ntry a nd  
c lic k Add  to  c re a te  a  ne w e ntry a fte r the  se le c te d  e ntry.

Ed it C lic k the  Edit ic o n ( )to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  e ntry’ s se tting s. In so me  
ta b le s yo u c a n just c lic k a  ta b le  e ntry a nd  e d it it d ire c tly in the  ta b le . Fo r tho se  typ e s o f 
ta b le s sma ll re d  tria ng le s d isp la y fo r ta b le  e ntrie s with c ha ng e s tha t yo u ha ve  no t ye t 
a pp lie d .

# This fie ld  sho ws the  ind e x numb e r o f the  SSID

SSID Pro file This fie ld  d isp la ys the  SSID p ro file  tha t is a sso c ia te d  with the  ra d io  p ro file .

Ta b le  35   Co nfig ura tio n > Wire le ss > AP Ma na g e me nt (c o ntinue d )

LABEL DESCRIPTION
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Ba nd This fie ld  d isp la ys the  fre q ue nc y b a nd s to  whic h the  SSID p ro file  is a p p lic a b le . If the  SSID 
p ro file  is no t a p p lic a b le  to  the  c urre nt ra d io , the  SSID p ro file  will no t b e  e na b le d .

Yo u c a n c o nfig ure  the  SSID p ro file ’ s a p p lic a b le  fre q ue nc y b a nd s in the  Edit SSID Profile  
sc re e n (c lic k the  Edit b utto n ne xt to  the  p ro file ).

Ra d io  2 Se tting

Fo r mo d e ls tha t sup p o rt trip le  ra d io s, yo u c a n a lso  find  the  Ra dio  3 se tting  fie ld s a t the  b o tto m o f the  sc re e n.

Ra d io  2 Ac tiva te This d isp la ys if the  Zyxe l De vic e  ha s a  se c o nd  ra d io .

Se le c t the  c he c k b o x to  e na b le  the  Zyxe l De vic e ’ s se c o nd  ra d io .

Ra d io  2 O P Mo d e This d isp la ys if the  Zyxe l De vic e  ha s a  se c o nd  ra d io . Se le c t the  o p e ra ting  mo d e  fo r ra d io  2.

AP Mode  me a ns the  ra d io  c a n re c e ive  c o nne c tio ns fro m WiFi c lie nts a nd  p a ss the ir d a ta  
tra ffic  thro ug h to  the  Zyxe l De vic e  to  b e  ma na g e d  (o r sub se q ue ntly p a sse d  o n to  a n 
upstre a m g a te wa y fo r ma na g ing ).

MON Mode  me a ns the  ra d io  mo nito rs the  b ro a d c a st a re a  fo r o the r APs, the n p a sse s the ir 
info rma tio n o n to  the  Zyxe l De vic e  whe re  it c a n b e  d e te rmine d  if tho se  APs a re  frie nd ly o r 
ro g ue . If a  ra d io  is se t to  this mo d e  it c a nno t re c e ive  c o nne c tio ns fro m WiFi c lie nts (se e  
Se c tio n 1.3.3 o n p a g e  23).

Root AP me a ns the  ra d io  a c ts a s a n AP a nd  a lso  sup p o rts the  wire le ss c o nne c tio ns with 
o the r APs (in re p e a te r mo d e ) to  fo rm a  WDS to  e xte nd  its wire le ss ne two rk.

Re pe a te r me a ns the  ra d io  c a n e sta b lish a  wire le ss c o nne c tio n with o the r APs (in e ithe r ro o t 
AP o r re p e a te r mo d e ) to  fo rm a  WDS.

Ra d io  2 Pro file This d isp la ys if the  Zyxe l De vic e  ha s a  se c o nd  ra d io . Se le c t the  ra d io  p ro file  the  ra d io  use s.

No te : Fo r mo d e ls tha t d o  no t sup p o rt Ba nd Fle x, yo u c a n o nly a p p ly a  5G  AP ra d io  
p ro file  to  ra d io  2. Othe rwise , the  se c o nd  ra d io  will no t b e  wo rking . Se e  
Se c tio n 1.3 o n p a g e  19 fo r mo re  info rma tio n.

Ra d io  2 WDS Pro file This fie ld  is a va ila b le  o nly whe n the  ra d io  is in Root AP o r Re pe a te r mo d e .

Se le c t the  WDS pro file  the  ra d io  use s to  c o nne c t to  a  ro o t AP o r re p e a te r.

Ena b le  WDS Wire le ss 
Brid g ing

No t a ll mo d e ls sup p o rt this fe a ture . Se e  Se c tio n 1.2 o n p a g e  14 fo r mo d e ls tha t sup p o rt 
wire le ss b rid g e .

If yo u se t the  Zyxe l De vic e  a s a  ro o t AP, the  ra d io  tha t’ s b rid g ing  with the  Zyxe l De vic e  
sho uld  b e  in re p e a te r mo d e . 

Be  c a re ful to  a vo id  b rid g e  lo o p s. Fo r e xa mp le , if yo ur ro o t AP a nd  the  Zyxe l De vic e  a re  
c o nne c te d  to  a  switc h, a nd  the y’ re  a lso  c o nne c te d  to  e a c h o the r using  a  WiFi c o nne c tio n. 
This will c re a te  b rid g e  lo o ps.

This fie ld  is a va ila b le  o nly whe n the  ra d io  is in Re pe a te r mo d e . Se le c t this to  e na b le  WDS 
wire le ss b rid g ing  o n the  Zyxe l De vic e  to  e sta b lish wire le ss links with o the r APs. Se e  Se c tio n 1.3 
o n p a g e  19 fo r mo re  info rma tio n o n Wire le ss Distrib utio n Syste m (WDS).

No te : Yo u must e na b le  the  sa me  WiFi se c urity se tting s o n the  Zyxe l De vic e  a nd  o n 
a ll WiFi c lie nts tha t yo u wa nt to  a sso c ia te  with it.

Up link Se le c tio n 
Mo d e

This fie ld  is a va ila b le  o nly whe n the  ra d io  is in Re pe a te r mo d e .

Se le c t AUTO  to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly use  the  se tting s in the  a p p lie d  WDS 
p ro file  to  c o nne c t to  a  ro o t AP o r re p e a te r.

Se le c t Ma nua l to  ha ve  the  Zyxe l De vic e  c o nne c t to  the  ro o t AP o r re p e a te r with the  MAC  
a d d re ss sp e c ifie d  in the  Ra dio  1 Uplink MAC Addre ss fie ld .

Se tup  Wire le ss Brid g e  
Vla n ID

Clic k this to  sho w the  Wire le ss Bridg e  Vla n Se tting  p o p -up  wind o w. This link is a va ila b le  o nly 
whe n the  ra d io  is in Root AP o r Re pe a te r mo d e .

Ta b le  35   Co nfig ura tio n > Wire le ss > AP Ma na g e me nt (c o ntinue d )

LABEL DESCRIPTION
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10.3  Rog ue  AP

Use  this sc re e n to  e na b le  Rogue  AP De te c tion a nd  imp o rt/ e xp o rt a  ro g ue  o r frie nd ly AP list in a  txt file . 
C lic k Configura tion > Wire le ss > Rog ue  AP to  a c c e ss this sc re e n.

Rog ue  APs

A ro g ue  AP is a  wire le ss a c c e ss p o int o p e ra ting  in a  ne two rk’ s c o ve ra g e  a re a  tha t is no t und e r the  
c o ntro l o f the  ne two rk a d ministra to r, a nd  whic h c a n p o te ntia lly o p e n up  ho le s in a  ne two rk’ s se c urity.

In the  fo llo wing  e xa mp le , a  c o rp o ra te  ne two rk’ s se c urity is c o mp ro mise d  b y a  ro g ue  AP (RG ) se t up  b y 
a n e mp lo ye e  a t his wo rksta tio n in o rd e r to  a llo w him to  c o nne c t his no te b o o k c o mp ute r wire le ssly (A). 
The  c o mp a ny’ s le g itima te  WiFi ne two rk (the  d a she d  e llip se  B) is we ll-se c ure d , b ut the  ro g ue  AP use s 

Wire le ss Brid g e  Vla n Se tting

Ad d Clic k this to  a d d  a n e ntry in the  ta b le .

Re mo ve Se le c t a n e ntry a nd  c lic k this to  re mo ve  the  se le c te d  e ntry.

# This fie ld  is a  se q ue ntia l va lue . It is no t a sso c ia te d  with a ny VLAN ID.

Wire le ss Brid g e  
Vla n ID

Ente r a  VLAN ID fo r the  wire le ss b rid g e . The  VLAN IDs yo u se t o n yo ur ro o t AP sho uld  b e  the  
sa me  a s the  VLAN ID yo u se t he re . Se e  Se c tio n 1.3 o n p a g e  19 fo r mo re  info rma tio n o n 
wire le ss b rid g e .

OK Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C lo se Clic k Close  to  c lo se  the  p o p -up  wind o w witho ut sa ving  yo ur c ha ng e s.

Ma x Outp ut Po we r Ente r the  ma ximum o utp ut p o we r (b e twe e n 0 to  30 d Bm) o f the  Zyxe l De vic e  in this fie ld . If 
the re  is a  hig h d e nsity o f APs in a n a re a , d e c re a se  the  o utp ut p o we r o f the  Zyxe l De vic e  to  
re d uc e  inte rfe re nc e  with o the r APs.

No te : Re d uc ing  the  o utp ut p o we r a lso  re d uc e s the  Zyxe l De vic e ’ s e ffe c tive  
b ro a d c a st ra d ius.

MBSSID Se tting s

Ad d  This b utto n is no t a va ila b le  a fte r yo u c o nfig ure  the  Zyxe l De vic e  using  the  wiza rd .

C lic k the  Add ic o n ( )to  o p e n a  sc re e n whe re  yo u c a n c re a te  a  ne w e ntry. Fo r fe a ture s 
whe re  the  e ntry’ s po sitio n in the  numb e re d  list is impo rta nt (fe a ture s whe re  the  Zyxe l De vic e  
a pp lie s the  ta b le ’ s e ntrie s in o rd e r like  the  SSID fo r e xa mp le ), yo u c a n se le c t a n e ntry a nd  
c lic k Add  to  c re a te  a  ne w e ntry a fte r the  se le c te d  e ntry.

Ed it C lic k Edit ( )to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  e ntry’ s se tting s. In so me  ta b le s 
yo u c a n just c lic k a  ta b le  e ntry a nd  e d it it d ire c tly in the  ta b le . Fo r tho se  typ e s o f ta b le s sma ll 
re d  tria ng le s d isp la y fo r ta b le  e ntrie s with c ha ng e s tha t yo u ha ve  no t ye t a p p lie d .

# This fie ld  sho ws the  ind e x numb e r o f the  SSID

SSID Pro file This fie ld  sho ws the  SSID p ro file  tha t is a sso c ia te d  with the  ra d io  p ro file .

Ba nd This fie ld  d isp la ys the  ra d io  b a nd s to  whic h the  SSID p ro file  is a p p lic a b le . If the  SSID p ro file  is 
no t a p p lic a b le  to  the  c urre nt ra d io , the  SSID p ro file  will no t b e  e na b le d .

Yo u c a n c o nfig ure  the  SSID p ro file ’ s a p p lic a b le  ra d io  b a nd s in the  Edit SSID Profile  sc re e n 
(c lic k the  Edit b utto n ne xt to  the  p ro file ).

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  35   Co nfig ura tio n > Wire le ss > AP Ma na g e me nt (c o ntinue d )

LABEL DESCRIPTION
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infe rio r se c urity tha t is e a sily b ro ke n b y a n a tta c ke r (X) running  re a d ily a va ila b le  e nc ryp tio n-c ra c king  
so ftwa re . In this e xa mp le , the  a tta c ke r no w ha s a c c e ss to  the  c o mp a ny ne two rk, inc lud ing  se nsitive  
d a ta  sto re d  o n the  file  se rve r (C ).

Fig ure  68   Ro g ue  AP Exa mp le

Frie ndly APs

If yo u ha ve  mo re  tha n o ne  AP in yo ur WiFi ne two rk, yo u sho uld  a lso  c o nfig ure  a  list o f “ frie nd ly”  APs. 
Frie nd ly APs a re  wire le ss a c c e ss p o ints tha t yo u kno w a re  no t a  thre a t. It is re c o mme nd e d  tha t yo u 
e xp o rt (sa ve ) yo ur list o f frie nd ly APs o fte n, e sp e c ia lly if yo u ha ve  a  ne two rk with a  la rg e  numb e r o f 
a c c e ss p o ints. Exp o rte d  lists sho w MAC a d d re sse s in txt file  fo rma t se p a ra te d  b y line  b re a ks.

Rog ue  AP De te c tion

This fe a ture  a llo ws the  Zyxe l De vic e  to  mo nito r the  WiFi sig na ls fo r o the r wire le ss APs (se e  a lso  Se c tio n 
1.3.3 o n p a g e  23). De te c te d  APs will a p p e a r in the  Monitor > Wire le ss > De te c te d De vic e  sc re e n, whe re  
the  Zyxe l De vic e  will la b e l APs with the  c rite ria  yo u se le c t in Suspe c te d Rog ue  AP Cla ssific a tion Rule  a s a  
susp e c te d  ro g ue . The  APs whic h yo u ma rk a s e ithe r ro g ue  o r frie nd ly APs in the  Monitor > Wire le ss > 

De te c te d De vic e  sc re e n will a p p e a r in the  Wire le ss > Rog ue  AP sc re e n. Se e  Se c tio n 1.2 o n p a g e  14 to  
kno w whic h mo d e ls sup p o rt Rog ue  AP De te c tion.

No te : Ena b ling  Rog ue  AP De te c tion mig ht a ffe c t the  p e rfo rma nc e  o f WiFi c lie nts a sso c ia te d  
with the  Zyxe l De vic e .
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Fig ure  69   Co nfig ura tio n > Wire le ss > Ro g ue  AP (fo r Zyxe l De vic e s tha t sup p o rt Mo nito r mo d e )

Fig ure  70   Co nfig ura tio n > Wire le ss > Ro g ue  AP (fo r Zyxe l De vic e s tha t sup p o rt Ro g ue  AP De te c tio n)
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Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

10.3.1  Add/ Edit Rog ue / Frie ndly List

Clic k Add  o r se le c t a n AP a nd  c lic k the  Edit b utto n in the  Config ura tion > Wire le ss > Rog ue  AP ta b le  to  
d isp la y this sc re e n.

Fig ure  71   Co nfig ura tio n > Wire le ss > Ro g ue  AP > Ad d / Ed it Ro g ue / Frie nd ly AP List

Ta b le  36   Co nfig ura tio n > Wire le ss > Ro g ue  AP

LABEL DESCRIPTION

Ro g ue  AP De te c tio n Se tting

Ena b le  Ro g ue  AP 
De te c tio n

Se le c t this c he c k b o x to  d e te c t Ro g ue  APs in the  ne two rk.

Suspe c te d  Ro g ue  AP 
C la ssific a tio n Rule

Se le c t the  c he c k b o xe s (We a k Se c urity (Ope n, WEP, WPA- PSK), Hidde n SSID, SSID 
Ke yword) o f the  c ha ra c te ristic s a n AP sho uld  ha ve  fo r the  Zyxe l De vic e  to  ma rk it a s a  
Ro g ue  AP.

Ad d C lic k this to  a d d  a n SSID Ke ywo rd .

Ed it Se le c t a n SSID Ke ywo rd  a nd  c lic k this b utto n to  mo d ify it.

Re mo ve Se le c t a n e xisting  SSID ke ywo rd  a nd  c lic k this b utto n to  d e le te  it.

# This is the  SSID Ke ywo rd ’ s ind e x numb e r in this list.

SSID Ke ywo rd This fie ld  d isp la ys the  SSID Ke ywo rd .

Ro g ue / Frie nd ly AP List

Ad d C lic k this b utto n to  a d d  a n AP to  the  list a nd  a ssig n it e ithe r frie nd ly o r ro g ue  sta tus.

Ed it Se le c t a n AP in the  list to  e d it a nd  re a ssig n its sta tus.

Re mo ve Se le c t a n AP in the  list to  re mo ve .

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a ny inte rfa c e .

Ro le This fie ld  ind ic a te s whe the r the  se le c te d  AP is a  rog ue - a p  o r a  frie ndly- a p . To  c ha ng e  the  
AP’ s ro le , c lic k the  Edit b utto n.

MAC Ad d re ss This fie ld  ind ic a te s the  AP’ s ra d io  MAC a d d re ss.

De sc rip tio n This fie ld  d isp la ys the  AP’ s d e sc rip tio n. Yo u c a n mo d ify this b y c lic king  the  Edit b utto n.

Ro g ue / Frie nd ly AP List 
Imp o rting / Exp o rting

The se  c o ntro ls a llo w yo u to  e xp o rt the  c urre nt list o f ro g ue  a nd  frie nd ly APs o r imp o rt 
e xisting  lists.

File  Pa th /  Bro wse  /  
Imp o rting

Ente r the  file  na me  a nd  p a th o f the  list yo u wa nt to  imp o rt o r c lic k the  Browse  b utto n to  
lo c a te  it. Onc e  the  File  Pa th fie ld  ha s b e e n p o p ula te d , c lic k Importing  to  b ring  the  list into  
the  Zyxe l De vic e .

Yo u ne e d  to  wa it a  while  fo r the  imp o rting  p ro c e ss to  finish.

Exp o rting C lic k this b utto n to  e xp o rt the  c urre nt list o f e ithe r ro g ue  APs o r frie nd ly APS.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t C lic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

10.4  Loa d Ba la nc ing

Use  this sc re e n to  c o nfig ure  wire le ss ne two rk tra ffic  lo a d  b a la nc ing  b e twe e n the  APs o n yo ur ne two rk 
(se e  Lo a d  Ba la nc ing  o n p a g e  115). C lic k Config uration > Wire le ss > Load Ba la nc ing  to  a c c e ss this 
sc re e n.

Fig ure  72   Co nfig ura tio n > Wire le ss > Lo a d  Ba la nc ing

Ta b le  37   Co nfig ura tio n > Wire le ss > Ro g ue  AP > Ad d / Ed it Ro g ue / Frie nd ly AP List

LABEL DESCRIPTION

MAC Ente r the  MAC  a d d re ss o f the  AP yo u wa nt to  a d d  to  the  list. A MAC  a d d re ss is a  uniq ue  
ha rd wa re  id e ntifie r in the  fo llo wing  he xa d e c ima l fo rma t: xx:xx:xx:xx:xx:xx whe re  xx is a  
he xa d e c ima l numb e r se p a ra te d  b y c o lo ns.

De sc rip tio n Ente r up  to  60 c ha ra c te rs fo r the  AP’ s d e sc rip tio n. Sp a c e s a nd  und e rsc o re s a re  a llo we d .

Ro le Se le c t e ithe r Rog ue  AP o r Frie ndly AP fo r the  AP’ s ro le .

OK Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  c lo se  the  wind o w with c ha ng e s unsa ve d .
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Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

10.4.1  Disa ssoc ia ting  a nd De la ying  Conne c tions

Whe n yo ur AP b e c o me s o ve rlo a d e d , the re  a re  two  b a sic  re sp o nse s it c a n ta ke . The  first o ne  is to  
“d e la y”  a  c lie nt c o nne c tio n. This me a ns tha t the  AP withho ld s the  c o nne c tio n until the  d a ta  tra nsfe r 

Ta b le  38   Co nfig ura tio n > Wire le ss > Lo a d  Ba la nc ing

LABEL DESCRIPTION

Ena b le  Lo a d  
Ba la nc ing

Se le c t this to  e na b le  lo a d  b a la nc ing  o n the  Zyxe l De vic e .

Use  this se c tio n to  c o nfig ure  wire le ss ne two rk tra ffic  lo a d  b a la nc ing  b e twe e n the  ma na g e d  
APs in this g ro up .

Mo d e Se le c t a  mo d e  b y whic h lo a d  b a la nc ing  is c a rrie d  o ut.

Se le c t By Sta tion Numbe r to  b a la nc e  ne two rk tra ffic  b a se d  o n the  numb e r o f sp e c ifie d  
sta tio ns c o nne c te d  to  the  Zyxe l De vic e .

Se le c t By Tra ffic  Le ve l to  b a la nc e  ne two rk tra ffic  b a se d  o n the  vo lume  g e ne ra te d  b y the  
sta tio ns c o nne c te d  to  the  Zyxe l De vic e .

Se le c t By Sma rt Cla ssroom  to  b a la nc e  ne two rk tra ffic  b a se d  o n the  numb e r o f sp e c ifie d  
sta tio ns c o nne c te d  to  the  Zyxe l De vic e . The  Zyxe l De vic e  ig no re s a sso c ia tio n re q ue st a nd  
a uthe ntic a tio n re q ue st p a c ke ts fro m a ny ne w sta tio n whe n the  ma ximum numb e r o f 
sta tio ns is re a c he d .

If yo u se le c t By Sta tion Numbe r o r By Tra ffic  Le ve l, o nc e  the  thre sho ld  is c ro sse d  (e ithe r the  
ma ximum sta tio n numb e rs o r with ne two rk tra ffic ), the  Zyxe l De vic e  d e la ys a sso c ia tio n 
re q ue st a nd  a uthe ntic a tio n re q ue st p a c ke ts fro m a ny ne w sta tio n tha t a tte mpts to  ma ke  a  
c o nne c tio n. This a llo ws the  sta tio n to  a uto ma tic a lly a tte mp t to  c o nne c t to  a no the r, le ss 
b urd e ne d  AP if o ne  is a va ila b le .

Ma x Sta tio n 
Numb e r

Ente r the  thre sho ld  numb e r o f sta tio ns a t whic h the  Zyxe l De vic e  b e g ins lo a d  b a la nc ing  its 
c o nne c tio ns.

Tra ffic  Le ve l Se le c t the  thre sho ld  tra ffic  le ve l a t whic h the  Zyxe l De vic e  b e g ins lo a d  b a la nc ing  its 
c o nne c tio ns (Low, Me dium , Hig h).

The  ma ximum b a nd wid th a llo we d  fo r e a c h le ve l is:

• Low - 11 Mb p s
• Me dium  - 23 Mb p s
• Hig h - 35M b p s

Disa sso c ia te  
sta tio n whe n 
o ve rlo a d e d

This func tio n is e na b le d  b y d e fa ult a nd  the  d isa sso c ia tio n p rio rity is a lwa ys Sig na l Stre ng th 
whe n yo u se t Mode  to  By Sma rt Cla ssroom .

Se le c t this o p tio n to  d isa sso c ia te  WiFi c lie nts c o nne c te d  to  the  AP whe n it b e c o me s 
o ve rlo a d e d . If yo u d o  no t e na b le  this o p tio n, the n the  AP simp ly d e la ys the  c o nne c tio n until 
it c a n a ffo rd  the  b a nd wid th it re q uire s, o r it tra nsfe rs the  c o nne c tio n to  a no the r AP within its 
b ro a d c a st ra d ius.

The  d isa sso c ia tio n p rio rity is d e te rmine d  a uto ma tic a lly b y the  Zyxe l De vic e  a nd  is a s fo llo ws:

• Idle  Time out - De vic e s tha t ha ve  b e e n id le  the  lo ng e st will b e  kic ke d  first. If no ne  o f the  
c o nne c te d  d e vic e s a re  id le , the n the  p rio rity shifts to  Sig na l Stre ng th.

• Sig na l Stre ng th - De vic e s with the  we a ke st sig na l stre ng th will b e  kic ke d  first.

No te : If yo u e na b le  this func tio n, yo u sho uld  e nsure  tha t the re  a re  multip le  APs 
within the  b ro a d c a st ra d ius tha t c a n a c c e p t a ny re je c te d  o r kic ke d  WiFi 
c lie nts; o the rwise , a  WiFi c lie nt a tte mp ting  to  c o nne c t to  a n o ve rlo a d e d  AP 
will b e  d isa sso c ia te d  p e rma ne ntly a nd  ne ve r b e  a llo we d  to  c o nne c t.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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thro ug hp ut is lo we re d  o r the  c lie nt c o nne c tio n is p ic ke d  up  b y a no the r AP. If the  c lie nt is p ic ke d  up  b y 
a no the r AP the n the  o rig ina l AP c a nno t re sume  the  c o nne c tio n.

Fo r e xa mp le , he re  the  AP ha s a  b a la nc e d  b a nd wid th a llo tme nt o f 6 Mb p s. If la p to p  R c o nne c ts a nd  it 
p ushe s the  AP o ve r its a llo tme nt, sa y to  7 Mb p s, the n the  AP d e la ys the  re d  la p to p ’ s c o nne c tio n until it 
c a n a ffo rd  the  b a nd wid th o r the  la p to p  is p ic ke d  up  b y a  d iffe re nt AP with b a nd wid th to  sp a re .

Fig ure  73   De la ying  a  Co nne c tio n

The  se c o nd  re sp o nse  yo ur AP c a n ta ke  is to  d isa sso c ia te  with c lie nts tha t a re  p ushing  it o ve r its b a la nc e d  
b a nd wid th a llo tme nt.

Fig ure  74   Disa sso c ia ting  with a  C lie nt

Co nne c tio ns a re  c ut b a se d  o n e ithe r idle  time out o r signa l stre ngth. The  Zyxe l De vic e  first lo o ks to  se e  
whic h d e vic e s ha ve  b e e n id le  the  lo ng e st, the n sta rts kic king  the m in o rd e r o f hig he st id le  time . If no  
c o nne c tio ns a re  id le , the  ne xt c rite ria  the  Zyxe l De vic e  a na lyze s is sig na l stre ng th. De vic e s with the  
we a ke st sig na l stre ng th a re  kic ke d  first.
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10.5  DCS

Use  this sc re e n to  c o nfig ure  d yna mic  ra d io  c ha nne l se le c tio n (se e  Dyna mic  Cha nne l Se le c tio n (DCS) o n 
p a g e  101). C lic k Config ura tion > Wire le ss > DCS to  a c c e ss this sc re e n.

Fig ure  75   Co nfig ura tio n > Wire le ss > DCS

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

10.6  Te c hnic a l Re fe re nc e

The  fo llo wing  se c tio n c o nta ins a d d itio na l te c hnic a l info rma tio n a b o ut the  fe a ture s d e sc rib e d  in this 
c ha p te r.

Dyna mic  Cha nne l Se le c tion

Whe n nume ro us APs b ro a d c a st within a  g ive n a re a , the y intro d uc e  the  p o ssib ility o f he ig hte ne d  ra d io  
inte rfe re nc e , e sp e c ia lly if so me  o r a ll o f the m a re  b ro a d c a sting  o n the  sa me  ra d io  c ha nne l. If the  
inte rfe re nc e  b e c o me s to o  g re a t, the n the  ne two rk a d ministra to r must o p e n his AP c o nfig ura tio n o p tio ns 
a nd  ma nua lly c ha ng e  the  c ha nne l to  o ne  tha t no  o the r AP is using  (o r a t le a st a  c ha nne l tha t ha s a  
lo we r le ve l o f inte rfe re nc e ) in o rd e r to  g ive  the  c o nne c te d  sta tio ns a  minimum d e g re e  o f inte rfe re nc e . 
Dyna mic  c ha nne l se le c tio n fre e s the  ne two rk a d ministra to r fro m this ta sk b y le tting  the  AP d o  it 
a uto ma tic a lly. The  AP c a n sc a n the  a re a  a ro und  it lo o king  fo r the  c ha nne l with the  le a st a mo unt o f 
inte rfe re nc e .

In the  2.4 G Hz sp e c trum, e a c h c ha nne l fro m 1 to  13 is b ro ke n up  into  d isc re te  22 MHz se g me nts tha t a re  
sp a c e d  5 MHz a p a rt. Cha nne l 1 is c e nte re d  o n 2.412 G Hz while  c ha nne l 13 is c e nte re d  o n 2.472 GHz.

Ta b le  39   Co nfig ura tio n > Wire le ss > DCS

LABEL DESCRIPTION

DCS No w Clic k this to  ha ve  the  Zyxe l De vic e  sc a n fo r a nd  se le c t a n a va ila b le  c ha nne l imme d ia te ly.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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Fig ure  76   An Exa mp le  Thre e -Cha nne l De p lo yme nt

Thre e  c ha nne ls a re  situa te d  in suc h a  wa y a s to  c re a te  a lmo st no  inte rfe re nc e  with o ne  a no the r if use d  
e xc lusive ly: 1, 6 a nd  11. Whe n a n AP b ro a d c a sts o n a ny o f the se  3 c ha nne ls, it sho uld  no t inte rfe re  with 
ne ig hb o ring  APs a s lo ng  a s the y a re  a lso  limite d  to  sa me  trio .

Fig ure  77   An Exa mp le  Fo ur-Cha nne l De p lo yme nt

Ho we ve r, so me  re g io ns re q uire  the  use  o f o the r c ha nne ls a nd  o fte n use  a  sa fe ty sc he me  with the  
fo llo wing  fo ur c ha nne ls: 1, 4, 7 a nd  11. While  the y a re  situa te d  suffic ie ntly c lo se  to  b o th e a c h o the r a nd  
the  thre e  so -c a lle d  “ sa fe ”  c ha nne ls (1,6 a nd  11) tha t inte rfe re nc e  b e c o me s ine vita b le , the  se ve rity o f it is 
d e p e nd e nt up o n o the r fa c to rs: p ro ximity to  the  a ffe c te d  AP, sig na l stre ng th, a c tivity, a nd  so  o n.

Fina lly, the re  is a n a lte rna tive  fo ur c ha nne l sc he me  fo r ETSI, c o nsisting  o f c ha nne ls 1, 5, 9, 13. This o ffe rs 
sig nific a ntly le ss o ve rla p  tha t the  o the r o ne .

Fig ure  78   An Alte rna tive  Fo ur-Cha nne l De p lo yme nt

Loa d Ba la nc ing

Be c a use  the re  is a  ha rd  up p e r limit o n a n AP’ s wire le ss b a nd wid th, lo a d  b a la nc ing  c a n b e  c ruc ia l in 
a re a s c ro wd e d  with wire le ss use rs. Ra the r tha n le t e ve ry use r c o nne c t a nd  sub se q ue ntly d ilute  the  
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a va ila b le  b a nd wid th to  the  p o int whe re  e a c h c o nne c ting  d e vic e  re c e ive s a  me a g e r tric kle , the  lo a d  
b a la nc e d  AP inste a d  limits the  inc o ming  c o nne c tio ns a s a  me a ns to  ma inta in b a ndwid th inte g rity.

The re  a re  thre e  kind s o f wire le ss lo a d  b a la nc ing  a va ila b le  o n the  Zyxe l De vic e :

Load ba la nc ing  by sta tion numbe r limits the  numb e r o f d e vic e s a llo we d  to  c o nne c t to  yo ur AP. If yo u 
kno w e xa c tly ho w ma ny sta tio ns yo u wa nt to  le t c o nne c t, c ho o se  this o p tio n.

Fo r e xa mp le , if yo ur c o mp a ny’ s g ra p hic  d e sig n te a m ha s the ir o wn AP a nd  the y ha ve  10 c o mp ute rs, 
yo u c a n lo a d  b a la nc e  fo r 10. La te r, if so me o ne  fro m the  sa le s d e p a rtme nt visits the  g ra p hic  d e sig n 
te a m’ s o ffic e s fo r a  me e ting  a nd  he  trie s to  a c c e ss the  ne two rk, his c o mp ute r’ s c o nne c tio n is d e la ye d , 
g iving  it the  o p p o rtunity to  c o nne c t to  a  d iffe re nt, ne ig hb o ring  AP. If he  still c o nne c ts to  the  AP 
re g a rd le ss o f the  d e la y, the n the  AP ma y b o o t o the r p e o p le  who  a re  a lre a d y c o nne c te d  in o rd e r to  
a sso c ia te  with the  ne w c o nne c tio n.

Load ba la nc ing  by smart c la ssroom  a lso  limits the  numb e r o f d e vic e s a llo we d  to  c o nne c t to  yo ur AP. 
But a ny ne w c o nne c tio ns will b e  just re je c te d  whe n the  AP is o ve rlo a d e d .

Load ba la nc ing  by tra ffic  le ve l limits the  numb e r o f c o nne c tio ns to  the  AP b a se d  o n ma ximum 
b a nd wid th a va ila b le . If yo u a re  unc e rta in a s to  the  e xa c t numb e r o f wire le ss c o nne c tio ns yo u will ha ve  
the n c ho o se  this o p tio n. By se tting  a  ma ximum b a nd wid th c a p , yo u a llo w a ny numb e r o f d e vic e s to  
c o nne c t a s lo ng  a s the ir to ta l b a nd wid th usa g e  d o e s no t e xc e e d  the  c o nfig ure d  b a nd wid th c a p  
a sso c ia te d  with this se tting . O nc e  the  c a p  is hit, a ny ne w c o nne c tio ns a re  re je c te d  o r d e la ye d  p ro vid e d  
tha t the re  a re  o the r APs in ra ng e .

Ima g ine  a  c o ffe e  sho p  in a  c ro wd e d  b usine ss d istric t tha t o ffe rs fre e  wire le ss c o nne c tivity to  its 
c usto me rs. The  c o ffe e  sho p  o wne r c a n’ t p o ssib ly kno w ho w ma ny c o nne c tio ns his AP will ha ve  a t a ny 
g ive n mo me nt. As suc h, he  d e c id e s to  p ut a  limit o n the  b a nd wid th tha t is a va ila b le  to  his c usto me rs b ut 
no t o n the  a c tua l numb e r o f c o nne c tio ns he  a llo ws. This me a ns a nyo ne  c a n c o nne c t to  his wire le ss 
ne two rk a s lo ng  a s the  AP ha s the  b a nd wid th to  sp a re . If to o  ma ny p e o p le  c o nne c t a nd  the  AP hits its 
b a nd wid th c a p  the n a ll ne w c o nne c tio ns must b a sic a lly wa it fo r the ir turn o r g e t shunte d  to  the  ne a re st 
id e ntic a l AP.
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C HA PTER 1 1
Blue tooth

11.1  Ove rvie w

Use  this sc re e n to  c o nfig ure  the  iBe a c o n a d ve rtising  se tting s fo r the  Zyxe l De vic e  tha t sup p o rts Blue to o th 
Lo w Ene rg y (BLE). Blue to o th Lo w Ene rg y, whic h is a lso  kno wn a s Blue to o th Sma rt, tra nsmits le ss d a ta  o ve r 
a  sho rte r d ista nc e  b ut c o nsume s le ss p o we r tha n c la ssic  Blue to o th.

On the  WAC5302D-S, yo u ne e d  to  a tta c h a  sup p o rte d  BLE USB d o ng le  to  its USB p o rt to  ha ve  the  AP a c t 
a s a  b e a c o n to  b ro a d c a st p a c ke ts. Co nta c t Zyxe l c usto me r sup p o rt if yo u a re  no t sure  whe the r yo ur BLE 
USB d o ng le  is c o mp a tib le  with the  Zyxe l De vic e .

11.1.1  Wha t You Ne e d To Know

Be a c o n is Ap p le ’ s c o mmunic a tio n p ro to c o l o n to p  o f Blue to o th Lo w Ene rg y wire le ss te c hno lo g y. 
Be a c o ns (Blue to o th ra d io  tra nsmitte rs) o r BLE e na b le d  d e vic e s b ro a d c a st p a c ke ts to  e ve ry d e vic e  
a ro und  it to  a nno unc e  the ir p re se nc e . Ad ve rtising  p a c ke ts c o nta in the ir iBe a c o n ID, whic h c o nsists o f 
the  Unive rsa lly Uniq ue  Id e ntifie r (UUID), ma jo r numb e r, a nd  mino r numb e r. The se  p a c ke ts a lso  c o nta in a  
TX (tra nsmit) p o we r me a sure d  a t a  re fe re nc e  p o int, whic h is use d  to  a p p ro xima te  a  d e vic e ’ s d ista nc e  
fro m the  b e a c o n. The  UUID c a n b e  use d  to  id e ntify a  se rvic e , a  d e vic e , a  ma nufa c ture r o r a n o wne r. 
The  2-b yte  ma jo r numb e r is to  id e ntify a nd  d isting uish a  g ro up , a nd  the  2-b yte  mino r numb e r is to  id e ntify 
a nd  d isting uish a n ind ivid ua l.

Fo r e xa mp le , a  c o mp a ny c a n se t a ll its b e a c o ns to  sha re  the  sa me  UUID. The  b e a c o ns in a  p a rtic ula r 
b ra nc h use s the  sa me  ma jo r numb e r, a nd  e a c h b e a c o n in a  b ra nc h c a n ha ve  its o wn mino r numb e r.

De ve lo p e rs c a n c re a te  a p p s tha t re sp o nd  to  the  iBe a c o n ID tha t yo ur Zyxe l De vic e  b ro a d c a sts. An a p p  
tha t is a sso c ia te d  with the  Zyxe l De vic e ’ s iBe a c o n ID c a n me a sure  the  p ro ximity o f a  c usto me r to  a  
b e a c o n. This a p p  c a n the n p ush me ssa g e s o r trig g e r p ro mp ts a nd  a c tio ns b a se d  o n this info rma tio n. This 
a llo ws yo u to  se nd  hig hly c o nte xtua l a nd  hig hly lo c a lize d  a d ve rtise me nts to  c usto me rs.

COMPANY A

BRANCH X BRANCH Y

BEACON 1 BEACON 2 BEACON 3

UUID EBAECFAF-DFE0-4039-BE5A-F030EED4303C

Ma jor 10 10 20

Minor 1 2 1
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11.2  Blue tooth Adve rtising  Se tting s

The  Zyxe l De vic e  c o mmunic a te s with a no the r BLE e na b le d  d e vic e  fo r a d ve rtise me nts. Use  this sc re e n to  
c o nfig ure  up  to  five  b e a c o n IDs to  b e  inc lud e d  in the  a d ve rtising  p a c ke t.

To  a c c e ss this sc re e n, c lic k Config ura tion > Blue tooth > Adve rtising  Se tting s.

Fig ure  79   Co nfig ura tio n > Blue to o th > Ad ve rtising  Se tting s

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

11.2.1  Edit Adve rtising  Se tting s

Se le c t a n e ntry in the  Config ura tion > Blue tooth > Adve rtising  Se tting s sc re e n a nd  c lic k the  Edit ic o n to  
o p e n the  Edit Adve rtising  sc re e n. Use  this sc re e n to  c o nfig ure  the  b e a c o n ID in the  Blue to o th a d ve rtising  
p a c ke ts.

Ta b le  40   Co nfig ura tio n > Blue to o th > Ad ve rtising  Se tting s

LABEL DESCRIPTION

Ed it C lic k this to  e d it the  se le c te d  e ntry.

Ac tiva te To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te .

Ina c tiva te To  turn o ff a n e ntry, se le c t it a nd  c lic k Ina c tiva te .

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  e ntry.

Sta tus This fie ld  sho ws whe the r o r no t the  e ntry is a c tiva te d .

A ye llo w b ulb  sig nifie s tha t this rule  is a c tive . A g ra y b ulb  sig nifie s tha t this rule  is no t a c tive .

UUID This fie ld  ind ic a te s the  UUID to  b e  inc lud e d  in the  Blue to o th a d ve rtising  p a c ke ts.

Ma jo r This fie ld  ind ic a te s the  ma jo r numb e r to  b e  inc lud e d  in the  Blue to o th a d ve rtising  p a c ke ts.

Mino r This fie ld  ind ic a te s the  mino r numb e r to  b e  inc lud e d  in the  Blue to o th a d ve rtising  p a c ke ts.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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Fig ure  80   Co nfig ura tio n > Blue to o th > Ad ve rtising  Se tting s > Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  41   Co nfig ura tio n > Blue to o th > Ad ve rtising  Se tting s > Ed it

LABEL DESCRIPTION

Ac tiva te Se le c t this o p tio n to  e na b le  the  a d ve rtising  se tting s.

UUID To  sp e c ify a  UUID fo r the  Zyxe l De vic e ’ s b e a c o n ID, e nte r 32 he xa d e c ima l d ig its in the  ra ng e  o f 
“ A-F” , “ a -f”  a nd  “ 0-9” , sp lit into  five  g ro up s se p a ra te d  b y hyp he ns (-). The  UUID fo rma t is a s 
fo llo ws: xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx (8-4-4-4-12)

G e ne ra te  ne w 
UUID

Clic k this b utto n to  ha ve  the  Zyxe l De vic e  g e ne ra te  a  ne w UUID a uto ma tic a lly.

Ma jo r Ente r a n inte g e r fro m 0 to  65535 a s the  ma jo r va lue  to  id e ntify the  g ro up  to  whic h the  b e a c o n 
b e lo ng s.

Mino r Ente r a n inte g e r fro m 0 to  65535 a s the  mino r va lue  to  id e ntify the  ind ivid ua l b e a c o n.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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C HA PTER 1 2
Use r

12.1  Ove rvie w

This c ha p te r d e sc rib e s ho w to  se t up  use r a c c o unts a nd  use r se tting s fo r the  Zyxe l De vic e .

12.1.1  Wha t You Ca n Do in this Cha pte r

• The  Use r sc re e n (se e  Se c tio n 12.2 o n p a g e  121) p ro vid e s a  summa ry o f a ll use r a c c o unts.

• The  Se tting  sc re e n (se e  Se c tio n 12.3 o n p a g e  123) c o ntro ls d e fa ult se tting s, lo g in se tting s, lo c ko ut 
se tting s, a nd  o the r use r se tting s fo r the  Zyxe l De vic e .

12.1.2  Wha t You Ne e d To Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Use r Ac c ount

A use r a c c o unt d e fine s the  p rivile g e s o f a  use r lo g g e d  into  the  Zyxe l De vic e . Use r a c c o unts a re  use d  in 
c o ntro lling  a c c e ss to  c o nfig ura tio n a nd  se rvic e s in the  Zyxe l De vic e .

Use r Type s

The se  a re  the  typ e s o f use r a c c o unts the  Zyxe l De vic e  use s.

No te : The  d e fa ult a dmin a c c o unt is a lwa ys a uthe ntic a te d  lo c a lly, re g a rd le ss o f the  
a uthe ntic a tio n me tho d  se tting .

Ta b le  42   Typ e s o f Use r Ac c o unts

TYPE ABILITIES LOGIN METHOD(S)

Ad min Use rs

a d min Cha ng e  Zyxe l De vic e  c o nfig ura tio n (we b , CLI) WWW, SSH, FTP

limite d -a d min Lo o k a t Zyxe l De vic e  c o nfig ura tio n (we b , CLI)

Pe rfo rm b a sic  d ia g no stic s (CLI)

WWW, SSH

Ac c e ss Use rs

use r Use d  fo r the  e mb e d d e d  RADIUS se rve r a nd  
SNMPv3 use r a c c e ss

Bro wse  use r-mo d e  c o mma nd s (C LI)
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12.2  Use r Summa ry

The  Use r sc re e n p ro vid e s a  summa ry o f a ll use r a c c o unts. To  a c c e ss this sc re e n c lic k Config ura tion > 

Obje c t > Use r.

Fig ure  81   Co nfig ura tio n > Ob je c t > Use r

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

12.2.1  Add/ Edit Use r

The  Use r Add/ Edit sc re e n a llo ws yo u to  c re a te  a  ne w use r a c c o unt o r e d it a n e xisting  o ne .

12.2.1.1  Rule s for Use r Na me s

Ente r a  use r na me  fro m 1 to  31 c ha ra c te rs.

The  use r na me  c a n o nly c o nta in the  fo llo wing  c ha ra c te rs:

• Alp ha nume ric  A-z 0-9 (the re  is no  unic o d e  sup p o rt)

• _ [und e rsc o re s]

• - [d a she s]

Ta b le  43   Co nfig ura tio n > Ob je c t > Use r

LABEL DESCRIPTION

Ad d Clic k this to  c re a te  a  ne w e ntry.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  
e ntry’ s se tting s.

Re mo ve To  re mo ve  a n e ntry, se le c t it a nd  c lic k Re move . The  Zyxe l De vic e  c o nfirms yo u wa nt to  
re mo ve  it b e fo re  d o ing  so .

O b je c t Re fe re nc e Se le c t a n e ntry a nd  c lic k Obje c t Re fe re nc e  to  o p e n a  sc re e n tha t sho ws whic h se tting s use  
the  e ntry.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

Use r Na me This fie ld  d isp la ys the  use r na me  o f e a c h use r.

Use r Typ e This fie ld  d isp la ys typ e  o f use r this a c c o unt wa s c o nfig ure d  a s.

• a dmin - this use r c a n lo o k a t a nd  c ha ng e  the  c o nfig ura tio n o f the  Zyxe l De vic e
• limite d- a dmin - this use r c a n lo o k a t the  c o nfig ura tio n o f the  Zyxe l De vic e  b ut no t to  

c ha ng e  it
• use r - this use r ha s a c c e ss to  the  Zyxe l De vic e ’ s se rvic e s b ut c a nno t lo o k a t the  

c o nfig ura tio n

De sc rip tio n This fie ld  d isp la ys the  d e sc rip tio n fo r e a c h use r.
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The  first c ha ra c te r must b e  a lp ha b e tic a l (A-Z a -z), a n und e rsc o re  (_), o r a  d a sh (-). Othe r limita tio ns o n 
use r na me s a re :

• Use r na me s a re  c a se -se nsitive . If yo u e nte r a  use r 'b o b ' b ut use  'BOB' whe n c o nne c ting  via  CIFS o r FTP, 
it will use  the  a c c o unt se tting s use d  fo r 'BOB' no t ‘ b o b ’ .

• Use r na me s ha ve  to  b e  d iffe re nt tha n use r g ro up  na me s.

• He re  a re  the  re se rve d  use r na me s:

To  a c c e ss this sc re e n, g o  to  the  Use r sc re e n, a nd  c lic k Add o r Edit.

Fig ure  82   Co nfig ura tio n > Ob je c t > Use r > Ad d / Ed it A Use r

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

• a d m • a d min • a ny • b in • d a e mo n

• d e b ug • d e vic e ha e c ive d • ftp • g a me s • ha lt

• ld a p -use rs • lp • ma il • ne ws • no b o d y

• o p e ra to r • ra d ius-use rs • ro o t • shutd o wn • sshd

• sync • uuc p • zyxe l

Ta b le  44   Co nfig ura tio n > Use r > Use r > Ad d / Ed it A Use r

LABEL DESCRIPTION

Use r Na me Type  the  use r na me  fo r this use r a c c o unt. Yo u ma y use  1-31 a lp ha nume ric  c ha ra c te rs, 
und e rsc o re s(_), o r d a she s (-), b ut the  first c ha ra c te r c a nno t b e  a  numb e r. This va lue  is c a se -
se nsitive . Use r na me s ha ve  to  b e  d iffe re nt tha n use r g ro up  na me s, a nd  so me  wo rd s a re  
re se rve d .

Use r Typ e Se le c t wha t typ e  o f use r this is. Cho ic e s a re :

• a dmin - this use r c a n lo o k a t a nd  c ha ng e  the  c o nfig ura tio n o f the  Zyxe l De vic e
• limite d- a dmin - this use r c a n lo o k a t the  c o nfig ura tio n o f the  Zyxe l De vic e  b ut no t to  

c ha ng e  it
• use r - this is use d  fo r e mb e d d e d  RADIUS se rve r a nd  SNMPv3 use r a c c e ss

Pa sswo rd Ente r the  p a sswo rd  o f this use r a c c o unt. It c a n c o nsist o f 4 - 63 a lpha nume ric  c ha ra c te rs.

Re typ e Re -e nte r the  p a sswo rd  to  ma ke  sure  yo u ha ve  e nte re d  it c o rre c tly.

De sc rip tio n Ente r the  d e sc rip tio n o f e a c h use r, if a ny. Yo u c a n use  up  to  60 p rinta b le  ASCII c ha ra c te rs. 
De fa ult d e sc rip tio ns a re  p ro vid e d .
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12.3  Se tting

This sc re e n c o ntro ls d e fa ult se tting s, lo g in se tting s, lo c ko ut se tting s, a nd  o the r use r se tting s fo r the  Zyxe l 
De vic e .

To  a c c e ss this sc re e n, lo g in to  the  We b  Co nfig ura to r, a nd  c lic k Config ura tion > Obje c t > Use r > Se tting .

Authe ntic a tio n 
Time o ut Se tting s

This fie ld  is no t a va ila b le  if the  use r typ e  is use r.

If yo u wa nt to  se t a uthe ntic a tio n time o ut to  a  va lue  o the r tha n the  d e fa ult se tting s, se le c t 
Use  Ma nua l Se tting s the n fill yo ur p re fe rre d  va lue s in the  fie ld s tha t fo llo w.

Le a se  Time This fie ld  is no t a va ila b le  if the  use r typ e  is use r.

Ente r the  numb e r o f minute s this use r ha s to  re ne w the  c urre nt se ssio n b e fo re  the  use r is 
lo g g e d  o ut. Yo u c a n sp e c ify 1 to  1440 minute s. Yo u c a n e nte r 0 to  ma ke  the  numb e r o f 
minute s unlimite d . Ad min use rs re ne w the  se ssio n e ve ry time  the  ma in sc re e n re fre she s in the  
We b  Co nfig ura to r.

Re a uthe ntic a tio n 
Time

This fie ld  is no t a va ila b le  if the  use r typ e  is use r.

Typ e  the  numb e r o f minute s this use r c a n b e  lo g g e d  into  the  Zyxe l De vic e  in o ne  se ssio n 
b e fo re  the  use r ha s to  lo g  in a g a in. Yo u c a n sp e c ify 1 to  1440 minute s. Yo u c a n e nte r 0 to  
ma ke  the  numb e r o f minute s unlimite d . Unlike  Le a se  Time , the  use r ha s no  o p p o rtunity to  
re ne w the  se ssio n witho ut lo g g ing  o ut.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  44   Co nfig ura tio n > Use r > Use r > Ad d / Ed it A Use r (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  83   Co nfig ura tio n > Ob je c t > Use r > Se tting

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  45   Co nfig ura tio n > Ob je c t > Use r > Se tting

LABEL DESCRIPTION

Use r De fa ult Se tting

De fa ult Authe ntic a tio n 
Time o ut Se tting s

The se  a uthe ntic a tio n time o ut se tting s a re  use d  b y d e fa ult whe n yo u c re a te  a  ne w 
use r a c c o unt. The y a lso  c o ntro l the  se tting s fo r a ny e xisting  use r a c c o unts tha t a re  
se t to  use  the  d e fa ult se tting s. Yo u c a n still ma nua lly c o nfig ure  a ny use r a c c o unt’ s 
a uthe ntic a tio n time o ut se tting s.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n 
mo d ify the  e ntry’ s se tting s.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  e ntry.

Use r Typ e The se  a re  the  kind s o f use r a c c o unt the  Zyxe l De vic e  sup p o rts.

• a dmin - this use r c a n lo o k a t a nd  c ha ng e  the  c o nfig ura tio n o f the  Zyxe l De vic e
• limite d- a dmin - this use r c a n lo o k a t the  c o nfig ura tio n o f the  Zyxe l De vic e  b ut no t 

to  c ha ng e  it
• use r - this is use d  fo r e mb e d d e d  RADIUS se rve r a nd  SNMPv3 use r a c c e ss

Le a se  Time This is the  d e fa ult le a se  time  in minute s fo r e a c h typ e  o f use r a c c o unt. It d e fine s the  
numb e r o f minute s the  use r ha s to  re ne w the  c urre nt se ssio n b e fo re  the  use r is 
lo g g e d  o ut.

Ad min use rs re ne w the  se ssio n e ve ry time  the  ma in sc re e n re fre she s in the  We b  
Co nfig ura to r.
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12.3.1  Edit Use r Authe ntic a tion Time out Se tting s

This sc re e n a llo ws yo u to  se t the  d e fa ult a uthe ntic a tio n time o ut se tting s fo r the  se le c te d  typ e  o f use r 
a c c o unt. The se  d e fa ult a uthe ntic a tio n time o ut se tting s a lso  c o ntro l the  se tting s fo r a ny e xisting  use r 
a c c o unts tha t a re  se t to  use  the  d e fa ult se tting s. Yo u c a n still ma nua lly c o nfig ure  a ny use r a c c o unt’ s 
a uthe ntic a tio n time o ut se tting s.

To  a c c e ss this sc re e n, g o  to  the  Config ura tion > Obje c t > Use r > Se tting  sc re e n, se le c t o ne  o f the  De fa ult 

Authe ntic a tion Time out Se tting s e ntry a nd  c lic k the  Edit ic o n.

Re a uthe ntic a tio n Time This is the  d e fa ult re a uthe ntic a tio n time  in minute s fo r e a c h typ e  o f use r a c c o unt. It 
d e fine s the  numb e r o f minute s the  use r c a n b e  lo g g e d  into  the  Zyxe l De vic e  in o ne  
se ssio n b e fo re  ha ving  to  lo g  in a g a in. Unlike  Le a se  Time , the  use r ha s no  o p p o rtunity 
to  re ne w the  se ssio n witho ut lo g g ing  o ut.

Lo g in Se c urity

Ena b le  Pa sswo rd  
Co mp le xity

Se le c t this to  e nfo rc e  the  fo llo wing  c o nd itio ns in a  use r p a sswo rd . Ne w use r 
a c c o unts will ha ve  to  se t p a sswo rd s fo llo wing  this c o mp le xity rule .

The  p a sswo rd  must c o nsist o f a t le a st 8 c ha ra c te rs a nd  sho uld  inc lud e  a t le a st:

• 1 upp e rc a se  a lp ha b e tic  c ha ra c te r.
• 1 lo we rc a se  a lp ha b e tic  c ha ra c te r.
• 1 nume ric  c ha ra c te r.
• 1 sp e c ia l c ha ra c te r like  '@ ','$','!'...

No te : This d o e s no t a ffe c t the  e xisting  a c c o unts.

Use r Lo g o n Se tting s

Limit the  numb e r o f 
simulta ne o us lo g o ns fo r 
a d ministra tio n a c c o unt

Se le c t this c he c k b o x if yo u wa nt to  se t a  limit o n the  numb e r o f simulta ne o us lo g ins 
b y a d min use rs. If yo u d o  no t se le c t this, a d min use rs c a n lo g in a s ma ny time s a s the y 
wa nt a t the  sa me  time  using  the  sa me  o r d iffe re nt IP a d d re sse s.

Ma ximum numb e r p e r 
a d ministra tio n a c c o unt

This fie ld  is e ffe c tive  whe n Limit ... for a dministra tion a c c ount is c he c ke d . Type  the  
ma ximum numb e r o f simulta ne o us lo g ins b y e a c h a d min use r.

Use r Lo c ko ut Se tting s

Ena b le  lo g o n re try limit Se le c t this c he c k b o x to  se t a  limit o n the  numb e r o f time s e a c h use r c a n lo g in 
unsuc c e ssfully (fo r e xa mp le , wro ng  p a sswo rd ) b e fo re  the  IP a d d re ss is lo c ke d  o ut fo r 
a  sp e c ifie d  a mo unt o f time .

Ma ximum re try c o unt This fie ld  is e ffe c tive  whe n Ena ble  log on re try limit is c he c ke d . Typ e  the  ma ximum 
numb e r o f time s e a c h use r c a n lo g in unsuc c e ssfully b e fo re  the  IP a d d re ss is lo c ke d  
o ut fo r the  sp e c ifie d  loc kout pe riod . The  numb e r must b e  b e twe e n 1 a nd  99.

Lo c ko ut p e rio d This fie ld  is e ffe c tive  whe n Ena ble  log on re try limit is c he c ke d . Typ e  the  numb e r o f 
minute s the  use r must wa it to  try to  lo g in a g a in, if log on re try limit is e na b le d  a nd  the  
ma ximum re try c ount is re a c he d . This numb e r must b e  b e twe e n 1 a nd  65,535 (a b o ut 
45.5 d a ys).

Ap p ly Clic k Apply to  sa ve  the  c ha ng e s.

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  45   Co nfig ura tio n > Ob je c t > Use r > Se tting  (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  84   Use r > Se tting  > Ed it Use r Authe ntic a tio n Time o ut Se tting s

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  46   Use r > Se tting  > Ed it Use r Authe ntic a tio n Time o ut Se tting s

LABEL DESCRIPTION

Use r Typ e This re a d -o nly fie ld  id e ntifie s the  typ e  o f use r a c c o unt fo r whic h yo u a re  c o nfig uring  the  
d e fa ult se tting s.

• a dmin - this use r c a n lo o k a t a nd  c ha ng e  the  c o nfig ura tio n o f the  Zyxe l De vic e .
• limite d- a dmin - this use r c a n lo o k a t the  c o nfig ura tio n o f the  Zyxe l De vic e  b ut no t to  

c ha ng e  it.

Le a se  Time Ente r the  numb e r o f minute s this typ e  o f use r a c c o unt ha s to  re ne w the  c urre nt se ssio n 
b e fo re  the  use r is lo g g e d  o ut. Yo u c a n sp e c ify 1 to  1440 minute s. Yo u c a n e nte r 0 to  ma ke  
the  numb e r o f minute s unlimite d .

Ad min use rs re ne w the  se ssio n e ve ry time  the  ma in sc re e n re fre she s in the  We b  C o nfig ura to r. 
Ac c e ss use rs c a n re ne w the  se ssio n b y c lic king  the  Re ne w b utto n o n the ir sc re e n. If yo u a llo w 
a c c e ss use rs to  re ne w time  a uto ma tic a lly, the  use rs c a n se le c t this c he c k b o x o n the ir sc re e n 
a s we ll. In this c a se , the  se ssio n is a uto ma tic a lly re ne we d  b e fo re  the  le a se  time  e xp ire s.

Re a uthe ntic a tio n 
Time

Typ e  the  numb e r o f minute s this typ e  o f use r a c c o unt c a n b e  lo g g e d  into  the  Zyxe l De vic e  in 
o ne  se ssio n b e fo re  the  use r ha s to  lo g  in a g a in. Yo u c a n sp e c ify 1 to  1440 minute s. Yo u c a n 
e nte r 0 to  ma ke  the  numb e r o f minute s unlimite d . Unlike  Le a se  Time , the  use r ha s no  
o p p o rtunity to  re ne w the  se ssio n witho ut lo g g ing  o ut.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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C HA PTER 1 3
AP Profile

13.1  Ove rvie w

This c ha p te r sho ws yo u ho w to  c o nfig ure  p re se t p ro file s fo r the  Zyxe l De vic e .

13.1.1  Wha t You Ca n Do in this Cha pte r

• The  Ra dio sc re e n (Se c tio n 13.2 o n p a g e  130) c re a te s ra d io  c o nfig ura tio ns tha t c a n b e  use d  b y the  
APs.

• The  SSID sc re e n (Se c tio n 13.3 o n p a g e  138) c o nfig ure s thre e  d iffe re nt typ e s o f p ro file s fo r yo ur 
ne two rke d  APs.

13.1.2  Wha t You Ne e d To Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Wire le ss Profile s

At the  he a rt o f a ll wire le ss AP c o nfig ura tio ns o n the  Zyxe l De vic e  a re  p ro file s. A p ro file  re p re se nts a  g ro up  
o f sa ve d  se tting s tha t yo u c a n use  a c ro ss a ny numb e r o f c o nne c te d  APs. Yo u c a n se t up  the  fo llo wing  
wire le ss p ro file  typ e s:

• Ra dio  - This p ro file  typ e  d e fine s the  p ro p e rtie s o f a n AP’ s ra d io  tra nsmitte r. Yo u c a n ha ve  a  ma ximum 
o f 64 ra d io  p ro file s o n the  Zyxe l De vic e .

• SSID - This p ro file  typ e  d e fine s the  p ro p e rtie s o f a  sing le  WiFi ne two rk sig na l b ro a d c a st b y a n AP. Ea c h 
ra d io  o n a  sing le  AP c a n b ro a d c a st up  to  8 SSIDs. Yo u c a n ha ve  a  ma ximum o f 64 SSID p ro file s o n the  
Zyxe l De vic e .

• Se c urity - This p ro file  typ e  d e fine s the  se c urity se tting s use d  b y a  sing le  SSID. It c o ntro ls the  e nc ryp tio n 
me tho d  re q uire d  fo r a  WiFi c lie nt to  a sso c ia te  itse lf with the  SSID. Yo u c a n ha ve  a  ma ximum o f 64 
se c urity p ro file s o n the  Zyxe l De vic e .

• MAC Filte ring  - This p ro file  p ro vid e s a n a d d itio na l la ye r o f se c urity fo r a n SSID, a llo wing  yo u to  b lo c k 
a c c e ss o r a llo w a c c e ss to  tha t SSID b a se d  o n WiFi c lie nt MAC a d d re sse s. If a  c lie nt’ s MAC a d d re ss is 
o n the  list, the n it is e ithe r a llo we d  o r d e nie d , d e p e nd ing  o n ho w yo u se t up  the  MAC Filte r p ro file . Yo u 
c a n ha ve  a  ma ximum o f 64 MAC filte ring  p ro file s o n the  Zyxe l De vic e .

• La ye r- 2 Isola tion - This p ro file  d e fine s the  MAC a d d re sse s o f the  d e vic e s tha t yo u wa nt to  a llo w the  
a sso c ia te d  WiFi c lie nts to  ha ve  a c c e ss to  whe n la ye r-2 iso la tio n is e na b le d .

SSID

The  SSID (Se rvic e  Se t IDe ntifie r) is the  na me  tha t id e ntifie s the  Se rvic e  Se t with whic h a  wire le ss sta tio n is 
a sso c ia te d . Wire le ss sta tio ns a sso c ia ting  to  the  a c c e ss p o int (AP) must ha ve  the  sa me  SSID. In o the r 
wo rd s, it is the  na me  o f the  WiFi ne two rk tha t c lie nts use  to  c o nne c t to  it.
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WEP

WEP (Wire d  Eq uiva le nt Priva c y) e nc ryp tio n sc ra mb le s a ll d a ta  p a c ke ts tra nsmitte d  b e twe e n the  AP a nd  
the  wire le ss sta tio ns a sso c ia te d  with it in o rd e r to  ke e p  ne two rk c o mmunic a tio ns p riva te . Bo th the  
wire le ss sta tio ns a nd  the  a c c e ss p o ints must use  the  sa me  WEP ke y fo r d a ta  e nc ryp tio n a nd  d e c ryp tio n.

WPA2

WPA2 (IEEE 802.11i) is a  WiFi se c urity sta nd a rd  tha t d e fine s stro ng e r e nc ryp tio n, a uthe ntic a tio n a nd  ke y 
ma na g e me nt tha n WPA. Ke y d iffe re nc e s b e twe e n WPA2 a nd  WEP a re  imp ro ve d  d a ta  e nc ryp tio n a nd  
use r a uthe ntic a tio n.

WPA3

WPA3 is a  WiFi se c urity sta nd a rd  b a se d  o n IEEE 802.11i, with se c urity imp ro ve me nts like  a d o p ting  
e nha nc e d  PSK (Pre -Sha re d  Ke y) a uthe ntic a tio n me c ha nism.

Pe rsona l vs Ente rprise

A se c ure  WiFi c o nne c tio n re lie s o n WiFi e nc ryp tio n a nd  a uthe ntic a tio n. The re  a re  two  a uthe ntic a tio n 
mo d e s: Pe rso na l a nd  Ente rp rise . 

Pe rso na l mo d e  re q uire s a  p a sswo rd  c a lle d  Pre -Sha re d  Ke y (PSK). Use rs e nte r the  sa me  PSK to  c o nne c t to  
the  WiFi ne two rk. 

Ente rp rise  mo d e  re q uire s a n e xte rna l RADIUS se rve r fo r a uthe ntic a tio n. Authe ntic a tio n o f use r id e ntity is 
re q uire d  to  c o nne c t to  the  WiFi ne two rk. 

IEEE 802.1X

The  IEEE 802.1X sta nd a rd  o utline s e nha nc e d  se c urity me tho d s fo r b o th the  a uthe ntic a tio n o f wire le ss 
sta tio ns a nd  e nc ryp tio n ke y ma na g e me nt. Authe ntic a tio n is d o ne  using  a n e xte rna l RADIUS se rve r.

IEEE 802.11k/ v Assiste d Roa ming

IEEE 802.11k is a  sta nd a rd  fo r ra d io  re so urc e  ma na g e me nt o f wire le ss LANs, whic h a llo ws c lie nts to  
re q ue st ne ig hb o r lists fro m the  c o nne c te d  AP a nd  d isc o ve r the  b e st a va ila b le  AP whe n ro a ming . An 
802.11k ne ig hb o r list c a n c o nta in up  to  six BSSIDs with the  hig he st RCPI (Re c e ive d  Cha nne l Po we r 
Ind ic a to r) va lue  in b o th b a nd s (5 GHz a nd  2.4 G Hz, in the  ra tio  o f 4:2).

The  IEEE 802.11v BSS Tra nsitio n Ma na g e me nt fe a ture  le ts a n AP a uto ma tic a lly p ro vid e  lo a d  info rma tio n 
o f the  ne ig hb o r APs to  c lie nts. It he lp s the  Zyxe l De vic e  ste e r c lie nts to  a  suita b le  AP fo r b e tte r 
p e rfo rma nc e  o r lo a d  b a la nc ing .

WiFi 6 (IEEE 802.11a x)

WiFi 6 (802.11a x) is a  WiFi sta nd a rd  tha t sup p o rts b o th 2.4 G Hz a nd  5 G Hz fre q ue nc y b a nd s a nd  b ring s 
the  fo llo wing  ma jo r imp ro ve me nts:

Hig he r Da ta  Tra nsmission Spe e d

WiFi 6 p ro vid e s fa ste r tra nsmissio n d a ta  ra te  tha n its p re vio us WiFi sta nd a rd s with the  fo llo wing  fe a ture s:
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• 1024-QAM (Qua d ra ture  Amp litud e  Mo d ula tio n) – e nha nc e s the  d a ta  c a p a c ity o f e a c h tra nsmissio n 
unit. 

• 160 MHz Cha nne l Ba nd wid th – e xte nd s the  sup p o rte d  c ha nne l b a nd wid th to  160 MHz, p ro vid ing  
hig he r d a ta  thro ug hp ut.

Enha nc e d Air Time  Utiliza tion

WiFi 6 inc re a se s tra nsmissio n p e rfo rma nc e  in hig h-d e nsity e nviro nme nts tha t ha ve  multip le  c lie nt d e vic e s 
with the  fo llo wing  fe a ture s:

• OFDMA (O rtho g o na l Fre q ue nc y-Divisio n Multip le  Ac c e ss) – d ivid e s c ha nne ls into  sub -c ha nne ls tha t 
e na b le s multip le  tra nsmissio ns in a  sing le  c ha nne l.

• BSS Co lo ring  – ta g s tra ffic  b y BSS (Ba sic  Se rvic e  Se t) a nd  id e ntifie s tra ffic  fro m o ve rla p p ing  BSSs. The  AP 
c a n ig no re  tra ffic  o f unre la te d  BSSs a nd  tra nsmit d a ta  whe n a  c ha nne l is o c c up ie d .

• MU-MIMO (Multip le  Use r-Multip le  Inp ut Multip le  Output) – e na b le s multip le  use rs to  c o nne c t to  the  AP 
a nd  d o wnlo a d / up lo a d  tra ffic  simulta ne o usly.

Exte nde d Sig na l Ra ng e

Be a mfo rming  – fo rms the  ra d ia ting  sig na ls into  o ne  d ire c tio n. This e nha nc e s the  sig na l stre ng th a nd  
e xte nd s the  sig na l tra nsmissio n ra ng e .

Exte nde d Ba tte ry Life

TWT (Ta rg e t Wa ke  Time ) – The  AP ne g o tia te s with c lie nt d e vic e s so  c lie nt d e vic e s o nly wa ke s up  a nd  
c o mmunic a te s with the  AP in sp e c ific  p e rio d s. This c o nse rve s c lie nt d e vic e s b a tte ry life .

WiFi 6E (IEEE 802.11a x -  Exte nde d Sta nda rd)

WiFi 6E is a n e xte nd e d  sta nd a rd  o f WiFi 6 (IEEE 802.11a x). WiFi 6E inhe rits a ll the  WiFi 6 fe a ture s a nd  b ring s 
with a n a d d itio na l 6 GHz b a nd . The  6 GHz b a nd  a llo ws yo u to  a vo id  p o ssib le  c o ng e ste d  tra ffic  in the  
lo we r 2.4 G Hz a nd  5 G Hz b a nd s. WiFi c lie nts must sup p o rt WiFi 6E to  c o nne c t to  a n AP using  the  6 G Hz 
b a nd .

Yo u must use  WPA3 fo r se c urity with WiFi 6E.

No te : C he c k yo ur c lie nt d e vic e ’ s p ro d uc t sp e c ific a tio n to  se e  if yo ur c lie nt d e vic e  sup p o rts 
the  6 G Hz b a nd  (WiFi 6E). If no t, yo u sho uld  still use  the  2.4/ 5 G Hz b a nd s fo r c o nne c tio n.

Be lo w is a  c o mp a riso n ta b le  tha t sho ws the  ma in d iffe re nc e s b e twe e n WiFi 6 a nd  WiFi 6E.

Ta b le  47   WiFi 6 a nd  WiFi 6E Co mp a riso n

FEATURES WIFI 6 WIFI 6E

The o re tic a l Ma ximum Sp e e d  (Up -to ) The  sa me  (9.6 G b p s).

Sup p o rte d  Fre q ue nc y Ba nd s 2.4 G Hz/ 5 G Hz 2.4 G Hz/ 5 G Hz/ 6 G Hz

Sup p o rte d  Cha nne l Ba nd wid th 20/ 40/ 80/ 160 MHz 20/ 40/ 80/ 160 MHz

To ta l Sp e c trum (Up -to ) 2.4 G Hz 80 MHz

5 G Hz 500 MHz

6 G Hz No t sup p o rte d . 1200 MHz

Othe r Fe a ture s (OFDMA/ BSS 
C o lo ring / TWT/ Two -Wa y MU-MIMO/
Be a mfo rming / 1024-Q AM)

The  sa me  (WiFi 6E inhe rits a ll the  fe a ture s fro m 
WiFi 6).
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WiFi 6E MBSSID Be a c on Ma na g e me nt

The  Zyxe l De vic e  sup p o rts MBSSID (se e  Se c tio n 1.4.1 o n p a g e  24), whic h a llo ws yo u to  c re a te  multip le  
virtua l WiFi ne two rks (SSIDs) o n the  Zyxe l De vic e . With the  WiFi 6E (802.11a x-e xte nd e d ) sta nd a rd , the  Zyxe l 
De vic e  d ivid e s SSIDs into  g ro up s, a nd  inc lud e s info rma tio n o f a ll SSIDs in a  g ro up  in o ne  SSID b e a c o n. 
The re fo re , the  Zyxe l De vic e  d o e sn’ t ne e d  to  se nd  b e a c o ns fo r ind ivid ua l SSIDs, whic h imp ro ve s a ir time  
e ffic ie nc y.

No te : If yo u d isa b le  a  virtua l WiFi ne two rk (SSID) who se  b e a c o n c o nta ins the  g ro up  SSID 
info rma tio n, WiFi c lie nts o f tha t g ro up  will b e  d isc o nne c te d  until the  AP re se le c ts 
a no the r SSID to  se nd  the  b e a c o n.

Out- of- Ba nd Disc ove ry

Out-o f-b a nd  d isc o ve ry a llo ws the  AP to  inc lud e  info rma tio n o f the  6 GHz b a nd  in ma na g e me nt fra me s 
se nt o ve r the  2.4 GHz / 5 GHz b a nd s. WiFi 6E c lie nts o nly ne e d  to  sc a n the  lo we r b a nd s (2.4 GHz/ 5 GHz) to  
c o nne c t to  the  AP in the  6 GHz b a nd , re d uc ing  the  d isc o ve ry time .

PSC Cha nne l (In- Ba nd Disc ove ry)

PSCs (Pre fe rre d  Sc a nning  Cha nne ls) a re  d e d ic a te d  c ha nne ls fo r WiFi 6E c lie nts to  se nd  p ro b e  re q ue sts 
o n to  d isc o ve r a  c o mp a tib le  AP, inste a d  o f sc a nning  the  e ntire  6 GHz b a nd . In this wa y, WiFi 6E c lie nts 
a re  a b le  to  e ffic ie ntly d isc o ve r a nd  c o nne c t to  the  AP within the  6 GHz b a nd .

No te : The  a va ila b le  PSCs d iffe r b y c o untry fo r the  unlic e nse d  use  in the  6 G Hz b a nd .

13.2  Ra dio

This sc re e n a llo ws yo u to  c re a te  ra d io  p ro file s fo r the  Zyxe l De vic e . A ra d io  p ro file  is a  list o f se tting s tha t 
a n Zyxe l De vic e  c a n use  to  c o nfig ure  its ra d io  tra nsmitte r(s). To  a c c e ss this sc re e n c lic k Config ura tion > 

Obje c t > AP Profile .

No te : Yo u c a n ha ve  a  ma ximum o f 32 ra d io  p ro file s o n the  Zyxe l De vic e .

Fig ure  85   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

13.2.1  Add/ Edit Ra dio  Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w ra d io  p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this sc re e n, c lic k 
the  Add b utto n o r se le c t a  ra d io  p ro file  fro m the  list a nd  c lic k the  Edit b utto n.

Ta b le  48   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w ra d io  p ro file .

Ed it C lic k this to  e d it the  se le c te d  ra d io  p ro file .

Re mo ve Clic k this to  re mo ve  the  se le c te d  ra d io  p ro file .

Ac tiva te To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te .

Ina c tiva te To  turn o ff a n e ntry, se le c t it a nd  c lic k Ina c tiva te .

Ob je c t 
Re fe re nc e

Clic k this to  vie w whic h o the r o b je c ts a re  linke d  to  the  se le c te d  ra d io  p ro file .

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

Sta tus This fie ld  sho ws whe the r o r no t the  e ntry is a c tiva te d .

A ye llo w b ulb  sig nifie s tha t this rule  is a c tive . A g ra y b ulb  sig nifie s tha t this rule  is no t a c tive .

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  ra d io  p ro file .

Fre q ue nc y Ba nd This fie ld  ind ic a te s the  fre q ue nc y b a nd  whic h this ra d io  p ro file  is c o nfig ure d  to  use .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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Fig ure  86   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io  > Ad d / Ed it
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  49   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io  > Ad d / Ed it

LABEL DESCRIPTION

Hid e  /  Sho w 
Ad va nc e d  Se tting s

Clic k this to  hid e  o r sho w the  Adva nc e d Se tting s in this wind o w.

G e ne ra l Se tting s

Ac tiva te Se le c t this o p tio n to  ma ke  this p ro file  a c tive .

Pro file  Na me Ente r up  to  31 a lpha nume ric  c ha ra c te rs to  b e  use d  a s this p ro file ’ s na me . Sp a c e s a nd  
und e rsc o re s a re  a llo we d .

802.11 Ba nd Se le c t whe the r this ra d io  will use  the  2.4 G Hz, 5 G Hz, o r 6 G Hz b a nd .

802.11 Mo d e Se le c t ho w to  le t WiFi c lie nts c o nne c t to  the  AP.

If 802.11 Ba nd  is se t to  2.4G :

• 11b/ g : a llo ws e ithe r IEEE 802.11b  o r IEEE 802.11g  c o mp lia nt WLAN d e vic e s to  a sso c ia te  
with the  Zyxe l De vic e . The  Zyxe l De vic e  a d justs the  tra nsmissio n ra te  a uto ma tic a lly 
a c c o rd ing  to  the  WiFi sta nd a rd  sup p o rte d  b y the  wire le ss d e vic e s.

• 11n: a llo ws IEEE802.11b , IEEE802.11g  a nd  IEEE802.11n c o mplia nt WLAN d e vic e s to  
a sso c ia te  with the  Zyxe l De vic e .

• 11a x: a llo ws IEEE802.11b , IEEE802.11g , IEEE802.11n, a nd  IEEE802.11a x c o mp lia nt WLAN 
d e vic e s to  a sso c ia te  with the  Zyxe l De vic e . If the  WLAN d e vic e  isn’ t c o mp a tib le  with 
802.11a x, the  Zyxe l De vic e  will c o mmunic a te  with the  WLAN d e vic e  using  802.11n, a nd  
so  o n.

If 802.11 Ba nd  is se t to  5G :

• 11a : a llo ws o nly IEEE 802.11a  c o mp lia nt WLAN d e vic e s to  a sso c ia te  with the  Zyxe l 
De vic e . 

• 11n: a llo ws b o th IEEE802.11n a nd  IEEE802.11a  c o mp lia nt WLAN d e vic e s to  a sso c ia te  
with the  Zyxe l De vic e .

• 11a c : a llo ws IEEE802.11n, IEEE802.11a , a nd  IEEE802.11a c  c o mp lia nt WLAN d e vic e s to  
a sso c ia te  with the  Zyxe l De vic e . If the  WLAN d e vic e  isn’ t c o mpa tib le  with 802.11a c , the  
Zyxe l De vic e  will c o mmunic a te  with the  WLAN d e vic e  using  802.11n, a nd  so  o n.

• 11a x: a llo ws IEEE802.11n, IEEE802.11a , IEEE802.11a c , a nd  IEEE802.11a x c o mp lia nt WLAN 
d e vic e s to  a sso c ia te  with the  Zyxe l De vic e . If the  WLAN d e vic e  isn’ t c o mp a tib le  with 
802.11a x, the  Zyxe l De vic e  will c o mmunic a te  with the  WLAN d e vic e  using  802.11a c , 
a nd  so  o n.

If 802.11 Ba nd  is se t to  6G :

• 11a x: a llo ws IEEE802.11a x c o mp lia nt WLAN d e vic e s to  a sso c ia te  with the  Zyxe l De vic e .

Cha nne l Wid th Se le c t the  c ha nne l b a nd wid th yo u wa nt to  use  fo r yo ur WiFi ne two rk.

Se le c t 20MHz if yo u wa nt to  le sse n ra d io  inte rfe re nc e  with o the r wire le ss d e vic e s in yo ur 
ne ig hb o rho o d .

Se le c t 20/ 40MHz to  a llo w the  Zyxe l De vic e  to  c ho o se  the  c ha nne l b a nd wid th (20 o r 40 
MHz) tha t ha s le a st inte rfe re nc e .

Se le c t 20/ 40/ 80MHZ to  a llo w the  Zyxe l De vic e  to  c ho o se  the  c ha nne l b a nd wid th (20 o r 40 
o r 80) tha t ha s le a st inte rfe re nc e . This o p tio n is a va ila b le  o nly whe n yo u se le c t 11a c  o r 11a x 
in the  802.11 Mode  fie ld .

Se le c t 20/ 40/ 80/ 160MHz to  a llo w the  Zyxe l De vic e  to  c ho o se  the  c ha nne l b a nd wid th (20 o r 
40 o r 80 o r 160 MHz) tha t ha s le a st inte rfe re nc e . This o p tio n is a va ila b le  o nly whe n yo u se t 
802.11 Ba nd  to  5G / 6G , a nd  se le c t 11a x in the  802.11 Mode  fie ld .

No te : If the  e nviro nme nt ha s p o o r sig na l-to -no ise  ra tio  (SNR), the  Zyxe l De vic e  will 
switc h to  a  lo we r b a nd wid th.
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Cha nne l 
Se le c tio n

This is the  ra d io  c ha nne l whic h the  sig na l will use  fo r b ro a d c a sting  b y this ra d io  p ro file .

• DCS: Cho o se  Dyna mic  Cha nne l Se le c tio n to  ha ve  the  Zyxe l De vic e  c ho o se  a  ra d io  
c ha nne l tha t ha s le a st inte rfe re nc e .

• Ma nua l: Cho o se  fro m the  a va ila b le  ra d io  c ha nne ls in the  list. If yo ur Zyxe l De vic e  is 
o utd o o r typ e , b e  sure  to  c ho o se  no n-ind o o rs c ha nne ls.

No te : The  a va ila b le  SSID b ro a d c a st c ha nne ls in the  6 GHz b a nd  a re  PSCs 
(Pre fe rre d  Sc a nning  Cha nne ls). Se e  Se c tio n 13.1.2 o n p a g e  127.

Ena b le  DC S 
Clie nt Awa re

This fie ld  is a va ila b le  whe n yo u se t Cha nne l Se le c tion to  DCS.

Se le c t this to  ha ve  the  Zyxe l De vic e  switc h c ha nne ls o nly whe n the re  a re  no  c lie nts 
c o nne c te d  to  it. If the re  is a  c lie nt c o nne c te d , the  Zyxe l De vic e  will no t switc h c ha nne ls b ut 
g e ne ra te  a  lo g . The  Zyxe l De vic e  trie s to  sc a n a nd  switc h c ha nne ls a g a in a t the  e nd  o f the  
sp e c ifie d  time  inte rva l o r a t the  sc he d ule d  time .

If yo u d isa b le  this the n the  Zyxe l De vic e  switc he s c ha nne ls imme d ia te ly re g a rd le ss o f a ny 
c lie nt c o nne c tio ns. In this insta nc e , c lie nts tha t a re  c o nne c te d  to  the  Zyxe l De vic e  whe n it 
switc he s c ha nne ls a re  d ro p p e d .

2.4 G Hz Cha nne l 
Se le c tio n Me tho d

This fie ld  is a va ila b le  whe n yo u se t Cha nne l Se le c tion to  DCS.

Se le c t ho w yo u wa nt to  sp e c ify the  c ha nne ls the  Zyxe l De vic e  switc he s b e twe e n fo r 2.4 
G Hz o p e ra tio n. 

Se le c t a uto  to  ha ve  the  Zyxe l De vic e  d isp la y a  2.4 GHz Cha nne l De ployme nt fie ld  yo u c a n 
use  to  limit c ha nne l switc hing  to  3 o r 4 c ha nne ls.

Se le c t ma nua l to  se le c t the  ind ivid ua l c ha nne ls the  Zyxe l De vic e  switc he s b e twe e n.

No te : The  me tho d  is a uto ma tic a lly se t to  a uto  whe n no  c ha nne l is se le c te d  o r 
a ny o ne  o f the  p re vio usly se le c te d  c ha nne ls is no t sup p o rte d .

Cha nne l ID This fie ld  is a va ila b le  o nly whe n yo u se t Cha nne l Se le c tion to  DCS a nd  se t 2.4 GHz Cha nne l 
Se le c tion Me thod  to  ma nua l.

Se le c t the  c ha nne ls tha t yo u wa nt the  Zyxe l De vic e  to  use .

2.4 G Hz Cha nne l 
De p lo yme nt

This is a va ila b le  whe n yo u se t Cha nne l Se le c tion to  DCS a nd  the  2.4 GHz Cha nne l Se le c tion 
Me thod  is se t to  a uto .

Se le c t Thre e - Cha nne l De ployme nt to  limit c ha nne l switc hing  to  c ha nne ls 1,6, a nd  11, the  
thre e  c ha nne ls tha t a re  suffic ie ntly a tte nua te d  to  ha ve  a lmo st no  imp a c t o n o ne  a no the r. 
In o the r wo rd s, this a llo ws yo u to  minimize  c ha nne l inte rfe re nc e  b y limiting  c ha nne l-
ho p p ing  to  the se  thre e  “ sa fe ”  c ha nne ls.

Se le c t Four- Cha nne l De ployme nt to  limit c ha nne l switc hing  to  fo ur c ha nne ls. De p e nd ing  
o n the  c o untry d o ma in, if the  o nly a llo wa b le  c ha nne ls a re  1-11 the n the  Zyxe l De vic e  use s 
c ha nne ls 1, 4, 7, 11 in this c o nfig ura tio n; o the rwise , the  Zyxe l De vic e  use s c ha nne ls 1, 5, 9, 13 
in this c o nfig ura tio n. Fo ur c ha nne l d e p lo yme nt e xpa nd s yo ur p o o l o f po ssib le  c ha nne ls 
while  ke e p ing  the  c ha nne l inte rfe re nc e  to  a  minimum.

Ena b le  5 GHz DFS 
Awa re

This fie ld  is a va ila b le  o nly whe n yo u se le c t 5G  in the  802.11 Ba nd fie ld , se t Cha nne l 
Se le c tion to  DCS a nd  se t 5 GHz Cha nne l Se le c tion Me thod  to  a uto .

Se le c t this if yo ur APs a re  o p e ra ting  in a n a re a  kno wn to  ha ve  RADAR d e vic e s. This a llo ws 
the  Zyxe l De vic e  to  d o wng ra d e  its fre q ue nc y to  b e lo w 5 G Hz in the  e ve nt RADAR sig na l is 
d e te c te d , thus pre ve nting  it fro m inte rfe ring  with tha t sig na l.

Ena b ling  this fo rc e s the  AP to  se le c t a  no n-DFS c ha nne l.

Ta b le  49   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io  > Ad d / Ed it (c o ntinue d )
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5 G Hz Cha nne l 
Se le c tio n Me tho d

Se le c t ho w yo u wa nt to  sp e c ify the  c ha nne ls the  Zyxe l De vic e  switc he s b e twe e n fo r 5 G Hz 
o p e ra tio n.

Se le c t Auto  to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly se le c t the  b e st c ha nne l.

Se le c t ma nua l to  se le c t the  ind ivid ua l c ha nne ls the  Zyxe l De vic e  switc he s b e twe e n.

No te : The  me tho d  is a uto ma tic a lly se t to  a uto  whe n no  c ha nne l is se le c te d  o r 
a ny o ne  o f the  p re vio usly se le c te d  c ha nne ls is no t sup p o rte d .

Cha nne l ID This fie ld  is a va ila b le  o nly whe n yo u se t Cha nne l Se le c tion to  DCS a nd  se t 5 GHz Cha nne l 
Se le c tion Me thod  to  ma nua l.

Se le c t the  c ha nne ls tha t yo u wa nt the  Zyxe l De vic e  to  use .

6 G Hz Cha nne l 
Se le c tio n Me tho d

This fie ld  is a va ila b le  whe n yo u se t Cha nne l Se le c tion to  DCS.

Se le c t ho w yo u wa nt to  sp e c ify the  c ha nne ls the  Zyxe l De vic e  switc he s b e twe e n fo r 6 G Hz 
o p e ra tio n. 

Se le c t a uto  to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly se le c t the  b e st c ha nne l.

Se le c t ma nua l to  se le c t the  ind ivid ua l c ha nne ls the  Zyxe l De vic e  switc he s b e twe e n.

No te : The  me tho d  is a uto ma tic a lly se t to  a uto  whe n no  c ha nne l is se le c te d  o r 
a ny o ne  o f the  p re vio usly se le c te d  c ha nne ls is no t sup p o rte d .

Cha nne l ID This fie ld  is a va ila b le  o nly whe n yo u se t Cha nne l Se le c tion to  DCS a nd  se t 6 GHz Cha nne l 
Se le c tion Me thod  to  ma nua l.

Se le c t the  c ha nne ls tha t yo u wa nt the  Zyxe l De vic e  to  use .

Time  Inte rva l Se le c t this o p tio n to  ha ve  the  Zyxe l De vic e  surve y the  o the r APs within its b ro a d c a st ra d ius 
a t the  e nd  o f the  sp e c ifie d  time  inte rva l.

DCS Time  Inte rva l This fie ld  is a va ila b le  whe n yo u se t Cha nne l Se le c tion to  DCS a nd  se le c t the  Time  Inte rva l 
o p tio n.

Ente r a  numb e r o f minute s. This re g ula te s ho w o fte n the  Zyxe l De vic e  surve ys the  o the r APs 
within its b ro a d c a st ra d ius. If the  c ha nne l o n whic h it is c urre ntly b ro a d c a sting  sud d e nly 
c o me s into  use  b y a no the r AP, the  Zyxe l De vic e  will the n d yna mic a lly se le c t the  ne xt 
a va ila b le  c le a n c ha nne l o r a  c ha nne l with lo we r inte rfe re nc e .

Sc he d ule Se le c t this o p tio n to  ha ve  the  Zyxe l De vic e  surve y the  o the r APs within its b ro a d c a st ra d ius 
a t a  sp e c ific  time  o n se le c te d  d a ys o f the  we e k.

Sta rt Time Sp e c ify the  time  o f the  d a y (in 24-ho ur fo rma t) to  ha ve  the  Zyxe l De vic e  use  DCS to  
a uto ma tic a lly sc a n a nd  find  a  le ss-use d  c ha nne l.

We e k Da ys Se le c t e a c h d a y o f the  we e k to  ha ve  the  Zyxe l De vic e  use  DCS to  a uto ma tic a lly sc a n a nd  
find  a  le ss-use d  c ha nne l.

Ad va nc e d  Se tting s

G ua rd  Inte rva l This fie ld  is a va ila b le  o nly whe n the  c ha nne l wid th is 20/ 40MHz o r 20/ 40/ 80MHz a nd  the  
802.11 Mode  is e ithe r 11n o r 11a c .

Se t the  g ua rd  inte rva l fo r this ra d io  p ro file  to  e ithe r short o r long .

The  g ua rd  inte rva l is the  g a p  intro d uc e d  b e twe e n d a ta  tra nsmissio n fro m use rs in o rd e r to  
re d uc e  inte rfe re nc e . Re d uc ing  the  inte rva l inc re a se s d a ta  tra nsfe r ra te s b ut a lso  inc re a se s 
inte rfe re nc e . Inc re a sing  the  inte rva l re d uc e s d a ta  tra nsfe r ra te s b ut a lso  re d uc e s 
inte rfe re nc e .

Ta b le  49   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io  > Ad d / Ed it (c o ntinue d )
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Ena b le  A-MPDU 
Ag g re g a tio n

This fie ld  is no t a va ila b le  whe n yo u se t 802.11 Mode  to  11a  o r 11b/ g .

Se le c t this to  e na b le  A-MPDU a g g re g a tio n.

Me ssa g e  Pro to c o l Da ta  Unit (MPDU) a g g re g a tio n c o lle c ts Ethe rne t fra me s a lo ng  with the ir 
802.11n he a d e rs a nd  wra p s the m in a  802.11n MAC he a d e r. This me tho d  is use ful fo r 
inc re a sing  b a nd wid th thro ug hp ut in e nviro nme nts tha t a re  p ro ne  to  hig h e rro r ra te s.

Ena b le  A-MSDU 
Ag g re g a tio n

This fie ld  is no t a va ila b le  whe n yo u se t 802.11 Mode  to  11a  o r 11b/ g .

Se le c t this to  e na b le  A-MSDU a g g re g a tio n.

Ma c  Se rvic e  Da ta  Unit (MSDU) a g g re g a tio n c o lle c ts Ethe rne t fra me s witho ut a ny o f the ir 
802.11n he a d e rs a nd  wra p s the  he a d e r-le ss p a ylo a d  in a  sing le  802.11n MAC he a d e r. This 
me tho d  is use ful fo r inc re a sing  b a nd wid th thro ug hp ut. It is a lso  mo re  e ffic ie nt tha n A-MPDU 
e xc e p t in e nviro nme nts tha t a re  p ro ne  to  hig h e rro r ra te s.

RTS/ CTS Thre sho ld Use  RTS/ CTS to  re d uc e  d a ta  c o llisio ns o n the  WiFi ne two rk if yo u ha ve  WiFi c lie nts tha t a re  
a sso c ia te d  with the  sa me  AP b ut o ut o f ra ng e  o f o ne  a no the r. Whe n e na b le d , a  WiFi c lie nt 
se nd s a n RTS (Re q ue st To  Se nd ) a nd  the n wa its fo r a  CTS (C le a r To  Se nd ) b e fo re  it tra nsmits. 
This sto p s WiFi c lie nts fro m tra nsmitting  p a c ke ts a t the  sa me  time  (a nd  c a using  d a ta  
c o llisio ns).

A WiFi c lie nt se nd s a n RTS fo r a ll pa c ke ts la rg e r tha n the  numb e r (o f b yte s) tha t yo u e nte r 
he re . Se t the  RTS/ C TS e q ua l to  o r hig he r tha n the  fra g me nta tio n thre sho ld  to  turn RTS/ C TS 
o ff.

Be a c o n Inte rva l Whe n a  wire le ssly ne two rke d  d e vic e  se nd s a  b e a c o n, it inc lud e s with it a  b e a c o n inte rva l. 
This spe c ifie s the  time  p e rio d  b e fo re  the  Zyxe l De vic e  se nd s the  b e a c o n a g a in. The  inte rva l 
te lls re c e iving  d e vic e s o n the  ne two rk ho w lo ng  the y c a n wa it in lo w-po we r mo d e  b e fo re  
wa king  up  to  ha nd le  the  b e a c o n. A hig h va lue  he lp s sa ve  c urre nt c o nsump tio n o f the  
a c c e ss p o int.

DTIM De live ry Tra ffic  Ind ic a tio n Me ssa g e  (DTIM) is the  time  p e rio d  a fte r whic h b ro a d c a st a nd  
multic a st p a c ke ts a re  tra nsmitte d  to  mo b ile  c lie nts in the  Ac tive  Po we r Ma na g e me nt 
mo d e . A hig h DTIM va lue  c a n c a use  c lie nts to  lo se  c o nne c tivity with the  ne two rk. This va lue  
c a n b e  se t fro m 1 to  255.

Ena b le  Sig na l 
Thre sho ld

Se le c t the  c he c k b o x to  use  the  sig na l thre sho ld  to  e nsure  WiFi c lie nts re c e ive  g o o d  
thro ug hp ut. This a llo ws o nly WiFi c lie nts with stro ng  sig na ls to  c o nne c t to  the  Zyxe l De vic e . 
The  Zyxe l De vic e  will d isc o nne c t WiFi c lie nts with sig na l stre ng ths lo we r tha n the  
Disa ssoc ia te  Sta tion Thre shold  yo u spe c ify.

C le a r the  c he c k b o x to  no t re q uire  WiFi c lie nts to  ha ve  a  minimum sig na l stre ng th to  ke e p  
the ir c o nne c tio ns with the  Zyxe l De vic e .

Disa sso c ia te  
Sta tio n Thre sho ld

Se t a  minimum kic k-o ff sig na l stre ng th. Yo u c a n se t fro m -20d Bm (the  stro ng e st sig na l) to  -
105d Bm (the  we a ke st sig na l).

Whe n a  WiFi c lie nt’ s sig na l stre ng th is lo we r tha n the  sp e c ifie d  thre sho ld , the  Zyxe l De vic e  
c he c ks the  tra ffic  b e twe e n the  Zyxe l De vic e  a nd  the  WiFi c lie nt. The  Zyxe l De vic e  will o nly 
d isc o nne c t the  WiFi c lie nt whe n

• the  WiFi c lie nt sig na l stre ng th fa lls b e lo w the  kic k-o ff stre ng th a nd
• the  WiFi c lie nt’ s tra ffic  thro ug hp ut is b e lo w a  minimum thre sho ld .

Yo u c a n se t the  WiFi c lie nt’ s minimum tra ffic  thro ug hput thre sho ld  in Disa ssoc ia te  
Ag g re ssive ne ss.

Ta b le  49   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io  > Ad d / Ed it (c o ntinue d )
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Disa sso c ia te  
Ag g re ssive ne ss

Se t the  minimum tra ffic  thro ug hp ut thre sho ld  he re . 

Hig h: Se le c t this if yo u wa nt the  Zyxe l De vic e  to  no t d isc o nne c t a  WiFi c lie nt with a  we a k 
sig na l stre ng th (b e lo w the  kic k-o ff thre sho ld ) whe n the  tra ffic  b e twe e n the  Zyxe l De vic e  
a nd  the  WiFi c lie nt is he a vy. The  Zyxe l De vic e  will d isc o nne c t the  WiFi c lie nt if the  tra ffic  
b e twe e n the  Zyxe l De vic e  a nd  the  WiFi c lie nt is me d ium o r lo w.

Sta nda rd : Se le c t this if yo u wa nt the  Zyxe l De vic e  to  no t d isc o nne c t a  WiFi c lie nt with a  
we a k sig na l stre ng th (b e lo w the  kic k-o ff thre sho ld ) whe n the  tra ffic  b e twe e n the  Zyxe l 
De vic e  a nd  the  WiFi c lie nt is me d ium. The  Zyxe l De vic e  will d isc o nne c t the  WiFi c lie nt if the  
tra ffic  b e twe e n the  Zyxe l De vic e  a nd  the  WiFi c lie nt is lo w.

Low: Se le c t this if yo u wa nt the  Zyxe l De vic e  to  no t d isc o nne c t a  WiFi c lie nt with a  we a k 
sig na l stre ng th (b e lo w the  kic k-o ff thre sho ld ) whe n the  tra ffic  b e twe e n the  Zyxe l De vic e  
a nd  the  WiFi c lie nt is lo w. At the  time  o f writing , the  Zyxe l De vic e  will d isc o nne c t the  WiFi 
c lie nt if the re ’ s no  p a c ke t se nt b e twe e n the  Zyxe l De vic e  a nd  the  WiFi c lie nt in o ne  se c o nd .

Allo w 802.11n/
a c / a x sta tio ns 
o nly

This is no t a va ila b le  if 802.11 Ba nd is se t to  6G.

Se le c t this o p tio n to  a llo w o nly 802.11 n/ a c / a x c lie nts to  c o nne c t, a nd  re je c t 802.11a / b / g  
c lie nts.

Bla c klist DFS 
c ha nne ls in 
p re se nc e  o f ra d a r

This fie ld  is a va ila b le  if 802.11 Ba nd is se t to  5G  a nd  Cha nne l Se le c tion is se t to  DCS.

Ena b le  this to  te mp o ra rily b la c klist the  wire le ss c ha nne ls in the  Dyna mic  Fre q ue nc y 
Se le c tio n (DFS) ra ng e  whe ne ve r a  ra d a r sig na l is d e te c te d  b y the  Zyxe l De vic e .

Ena b le  802.11d Cle a r the  c he c kb o x to  p re ve nt the  AP fro m b ro a d c a sting  a  c o untry c o d e , a lso  c a lle d  a  
c o untry Info rma tio n Ele me nt (IE), in b e a c o n fra me s. This ma ke s the  AP inc o mp a tib le  with 
802.11d  ne two rks a nd  d e vic e s. 

802.11d  is a  WiFi ne two rk spe c ific a tio n tha t a llo ws the  AP to  b ro a d c a st a  c o untry c o d e  to  
WiFi c lie nt. The  c o untry c o d e  ind ic a te s whe re  the  AP is lo c a te d . If WiFi c lie nts a re  una b le  to  
c o nne c t to  the  AP d ue  to  a n inc o mp a tib le  c o untry c o d e , yo u sho uld  d isa b le  802.11d .

Multic a st Se tting s

Tra nsmissio n 
Mo d e

Sp e c ify ho w the  Zyxe l De vic e  ha nd le s wire le ss multic a st tra ffic .

Se le c t Multic a st to  Unic a st to  b ro a d c a st wire le ss multic a st tra ffic  to  a ll o f the  WiFi c lie nts a s 
unic a st tra ffic . Unic a st tra ffic  d yna mic a lly c ha ng e s the  d a ta  ra te  b a se d  o n the  
a pp lic a tio n’ s b a nd wid th re q uire me nts. The  re tra nsmit me c ha nism o f unic a st tra ffic  
p ro vid e s mo re  re lia b le  tra nsmissio n o f the  multic a st tra ffic , a ltho ug h it a lso  p ro d uc e s 
d up lic a te  p a c ke ts.

Se le c t Fixe d Multic a st Ra te  to  se nd  multic a st tra ffic  to  a ll WiFi c lie nts a t a  sing le  d a ta  ra te . 
Yo u must kno w the  multic a st a p p lic a tio n’ s b a nd wid th re q uire me nts a nd  se t it in the  
fo llo wing  fie ld .

Multic a st 
Ra te (Mb p s)

If yo u se t Tra nsmission Mode  to  Fixe d Multic a st Ra te , se le c t a  d a ta  ra te  a t whic h the  Zyxe l 
De vic e  tra nsmits multic a st p a c ke ts to  WiFi c lie nts. Fo r e xa mp le , to  d e p lo y 4 Mb p s vid e o , 
se le c t a  fixe d  multic a st ra te  hig he r tha n 4 Mb p s.

Minimum WLAN Ra te  
C o ntro l Se tting

Se ts the  minimum d a ta  ra te  tha t 2.4 G hz WiFi c lie nts c a n c o nne c t a t. At the  time  o f writing , 
the  a llo we d  va lue s a re : 1, 2, 5. 5, 6, 9, 11, 12, 18, 24, 36, 48, 54 (Mb p s). 

Se ts the  minimum d a ta  ra te  tha t 5 G hz WiFi c lie nts c a n c o nne c t a t. At the  time  o f writing , 
the  a llo we d  va lue s a re : 6, 9, 12, 18, 24, 36, 48, 54 (Mb p s).

Se ts the  minimum d a ta  ra te  tha t 6 G hz WiFi c lie nts c a n c o nne c t. At the  time  o f writing , the  
a llo we d  va lue s a re : 6, 9, 12, 18, 24, 36, 48, 54 (Mb p s).

Inc re a sing  the  minimum d a ta  ra te  c a n re d uc e  ne two rk o ve rhe a d  a nd  imp ro ve  WiFi 
ne two rk pe rfo rma nc e  in hig h d e nsity e nviro nme nts. Ho we ve r, WiFi c lie nts tha t d o  no t 
sup p o rt the  minimum d a ta  ra te  will no t b e  a b le  to  c o nne c t to  the  AP.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  49   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io  > Ad d / Ed it (c o ntinue d )
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13.3  SSID

The  SSID sc re e ns a llo w yo u to  c o nfig ure  thre e  d iffe re nt typ e s o f p ro file s fo r yo ur ne two rke d  APs: a n SSID 
list, whic h c a n a ssig n sp e c ific  SSID c o nfig ura tio ns to  yo ur APs; a  se c urity list, whic h c a n a ssig n sp e c ific  
e nc ryp tio n me tho d s to  the  APs whe n a llo wing  WiFi c lie nts to  c o nne c t to  the m; a nd  a  MAC filte r list, 
whic h c a n limit c o nne c tio ns to  a n AP b a se d  o n WiFi c lie nts MAC a d d re sse s.

13.3.1  SSID List

This sc re e n a llo ws yo u to  c re a te  a nd  ma na g e  SSID c o nfig ura tio ns tha t c a n b e  use d  b y the  APs. An SSID, 
o r Se rvic e  Se t IDe ntifie r, is b a sic a lly the  na me  o f the  WiFi ne two rk to  whic h a  WiFi c lie nt c a n c o nne c t. The  
SSID a p p e a rs a s re a d a b le  te xt to  a ny d e vic e  c a p a b le  o f sc a nning  fo r wire le ss fre q ue nc ie s (suc h a s the  
WiFi a d a p te r in a  la p to p ), a nd  is d isp la ye d  a s the  WiFi ne two rk na me  whe n a  p e rso n ma ke s a  
c o nne c tio n to  it.

To  a c c e ss this sc re e n, c lic k Config ura tion > Obje c t > AP Profile  > SSID > SSID List.

No te : Yo u c a nno t a d d  o r re mo ve  a n SSID p ro file  a fte r running  the  se tup  wiza rd .

Fig ure  87   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List (De fa ult)

Fig ure  88   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List (Afte r wiza rd  se tup )
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

13.3.2  Add/ Edit SSID Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w SSID p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this sc re e n, c lic k the  
Add b utto n o r se le c t a  SSID p ro file  fro m the  list a nd  c lic k the  Edit b utto n.

Ta b le  50   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w SSID p ro file .

This b utto n is no t a va ila b le  a fte r yo u c o nfig ure  the  Zyxe l De vic e  using  the  wiza rd .

Ed it C lic k this to  e d it the  se le c te d  SSID p ro file .

Re mo ve Clic k this to  re mo ve  the  se le c te d  SSID p ro file .

This b utto n is no t a va ila b le  a fte r yo u c o nfig ure  the  Zyxe l De vic e using  the  wiza rd .

Ob je c t 
Re fe re nc e

Clic k this to  vie w whic h o the r o b je c ts a re  linke d  to  the  se le c te d  SSID pro file  (fo r e xa mp le , ra d io  
p ro file ).

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  SSID p ro file .

SSID This fie ld  ind ic a te s the  SSID na me  a s it a pp e a rs to  WiFi c lie nts.

Se c urity Pro file This fie ld  ind ic a te s whic h (if a ny) se c urity p ro file  is a sso c ia te d  with the  SSID p ro file .

Q o S This fie ld  ind ic a te s the  Qo S typ e  a sso c ia te d  with the  SSID p ro file .

MAC Filte ring  
Pro file

This fie ld  ind ic a te s whic h (if a ny) MAC filte r Pro file  is a sso c ia te d  with the  SSID p ro file .

La ye r-2 Iso la tio n 
Pro file

This fie ld  ind ic a te s whic h (if a ny) la ye r-2 iso la tio n Pro file  is a sso c ia te d  with the  SSID p ro file .

VLAN ID This fie ld  ind ic a te s the  VLAN ID a sso c ia te d  with the  SSID p ro file .
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Fig ure  89   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List > Ad d / Ed it SSID Pro file

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  51   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List > Ad d / Ed it SSID Pro file

LABEL DESCRIPTION

C re a te  ne w 
Ob je c t

Se le c t a n o b je c t typ e  fro m the  list to  c re a te  a  ne w o ne  a sso c ia te d  with this SSID pro file .

Pro file  Na me Ente r up  to  31 a lpha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in the  
We b  Co nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s a re  
a llo we d .

SSID Ente r the  SSID na me  fo r this p ro file . This is the  na me  visib le  o n the  ne two rk to  WiFi c lie nts. Ente r 
up  to  32 c ha ra c te rs, sp a c e s a nd  und e rsc o re s a re  a llo we d .

Ba nd Se le c t the  ra d io  b a nd s to  whic h the  SSID p ro file  is a p p lic a b le .

The  p ro file  will o nly wo rk o n the  ra d io  b a nd s yo u se le c t. Fo r e xa mp le , yo u se le c t 5G  fo r the  SSID 
p ro file  “ Wiz_SSID_1” , a nd  a p p ly it o n ra d io  2 (with a  ra d io  p ro file  using  the  6 GHz b a nd ). The  SSID 
p ro file  will no t ta ke  e ffe c t until yo u se t the  ra d io  to  use  the  5 G Hz b a nd .
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Se c urity Pro file Se le c t a  se c urity p ro file  fro m this list to  a sso c ia te  with this SSID. If no ne  e xist, yo u c a n use  the  
Cre a te  ne w Obje c t me nu to  c re a te  o ne .

It is hig hly re c o mme nd e d  tha t yo u c re a te  se c urity p ro file s fo r a ll o f yo ur SSIDs to  
e nha nc e  yo ur ne two rk se c urity.

MAC Filte ring  
Pro file

Se le c t a  MAC filte ring  p ro file  fro m the  list to  a sso c ia te  with this SSID. If no ne  e xist, yo u c a n use  
the  Cre a te  ne w Obje c t me nu to  c re a te  o ne .

MAC filte ring  a llo ws yo u to  limit the  WiFi c lie nts c o nne c ting  to  yo ur ne two rk thro ug h a  p a rtic ula r 
SSID b y WiFi c lie nt MAC a d d re sse s. Any c lie nts tha t ha ve  MAC a d d re sse s no t in the  MAC 
filte ring  p ro file  o f a llo we d  a d d re sse s a re  d e nie d  c o nne c tio ns.

The  disa ble  se tting  me a ns no  MAC filte ring  is use d .

La ye r-2 Iso la tio n 
Pro file

Se le c t a  la ye r-2 iso la tio n p ro file  fro m the  list to  a sso c ia te  with this SSID. If no ne  e xist, yo u c a n use  
the  Cre a te  ne w Obje c t me nu to  c re a te  o ne .

La ye r-2 iso la tio n a llo ws yo u to  p re ve nt WiFi c lie nts a sso c ia te d  with yo ur Zyxe l De vic e  fro m 
c o mmunic a ting  with o the r WiFi c lie nts, APs, c o mp ute rs o r ro ute rs in a  ne two rk.

The  disa ble  se tting  me a ns no  la ye r-2 iso la tio n is use d .

Q o S Se le c t a  Q ua lity o f Se rvic e  (Q o S) a c c e ss c a te g o ry to  a sso c ia te  with this SSID. Ac c e ss c a te g o rie s 
minimize  the  d e la y o f d a ta  p a c ke ts a c ro ss a  WiFi ne two rk. Ce rta in c a te g o rie s, suc h a s vid e o  o r 
vo ic e , a re  g ive n a  hig he r p rio rity d ue  to  the  time  se nsitive  na ture  o f the ir d a ta  p a c ke ts.

Q o S a c c e ss c a te g o rie s a re  a s fo llo ws:

WMM: Ena b le s a uto ma tic  ta g g ing  o f d a ta  pa c ke ts. The  Zyxe l De vic e  a ssig ns a c c e ss c a te g o rie s 
to  the  SSID b y e xa mining  d a ta  a s it p a sse s thro ug h it a nd  ma king  a  b e st g ue ss e ffo rt. If 
so me thing  lo o ks like  vid e o  tra ffic , fo r insta nc e , it is ta g g e d  a s suc h.

WMM_VOICE: All wire le ss tra ffic  to  the  SSID is ta g g e d  a s vo ic e  d a ta . This is re c o mme nd e d  if a n 
SSID is use d  fo r a c tivitie s like  p la c ing  a nd  re c e iving  Vo IP p ho ne  c a lls.

WMM_VIDEO : All wire le ss tra ffic  to  the  SSID is ta g g e d  a s vid e o  d a ta . This is re c o mme nd e d  fo r 
a c tivitie s like  vid e o  c o nfe re nc ing .

WMM_BEST_EFFORT: All wire le ss tra ffic  to  the  SSID is ta g g e d  a s “ b e st e ffo rt,”  me a ning  the  d a ta  
tra ve ls the  b e st ro ute  it c a n witho ut d isp la c ing  hig he r p rio rity tra ffic . This is g o o d  fo r a c tivitie s 
tha t d o  no t re q uire  the  b e st b a nd wid th thro ug hp ut, suc h a s surfing  the  Inte rne t.

WMM_BACKGROUND: All wire le ss tra ffic  to  the  SSID is ta g g e d  a s lo w p rio rity o r “ b a c kg ro und  
tra ffic ” , me a ning  a ll o the r a c c e ss c a te g o rie s ta ke  p re c e d e nc e  o ve r this o ne . If tra ffic  fro m a n 
SSID d o e s no t ha ve  stric t thro ug hp ut re q uire me nts, the n this a c c e ss c a te g o ry is re c o mme nd e d . 
Fo r e xa mp le , a n SSID tha t o nly ha s ne two rk p rinte rs c o nne c te d  to  it.

Ra te  Limiting  (Pe r Sta tio n Tra ffic  Ra te )

Do wnlink De fine  the  ma ximum inc o ming  tra nsmissio n d a ta  ra te  (e ithe r in mb p s o r kb p s) o n a  p e r-sta tio n 
b a sis. The  ra ng e  is fro m 0–160. Ente r 0 to  se t the  ma ximum ra te  to  unlimite d .

Up link De fine  the  ma ximum o utg o ing  tra nsmissio n d a ta  ra te  (e ithe r in mb p s o r kb p s) o n a  p e r-sta tio n 
b a sis. The  ra ng e  is fro m 0–160. Ente r 0 to  se t the  ma ximum ra te  to  unlimite d .

VLAN ID Ente r a  VLAN ID fo r the  Zyxe l De vic e  to  use  to  ta g  tra ffic  o rig ina ting  fro m this SSID. The  ra ng e  is 
fro m 1–4094.

Hid d e n SSID Se le c t this if yo u wa nt to  “ hid e ”  yo ur SSID fro m WiFi c lie nts. This te lls a ny WiFi c lie nts in the  vic inity 
o f the  AP using  this SSID p ro file  no t to  d isp la y its SSID na me  a s a  p o te ntia l c o nne c tio n. No t a ll 
WiFi c lie nts re sp e c t this fla g  a nd  d isp la y it a nywa y.

Whe n a  SSID is “ hid d e n”  a nd  a  WiFi c lie nt c a nno t se e  it, the  o nly wa y yo u c a n c o nne c t to  the  
SSID is b y ma nua lly e nte ring  the  SSID na me  in yo ur WiFi c o nne c tio n se tup  sc re e n(s) (the se  va ry 
b y c lie nt, c lie nt c o nne c tivity so ftwa re , a nd  o p e ra ting  syste m).

Ena b le  Intra -BSS 
Tra ffic  Blo c king

Se le c t this o p tio n to  p re ve nt c ro sso ve r tra ffic  fro m within the  sa me  BSSID o n the  Zyxe l De vic e . 

Ta b le  51   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List > Ad d / Ed it SSID Pro file  (c o ntinue d )

LABEL DESCRIPTION
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13.4  Se c urity List

This sc re e n a llo ws yo u to  ma na g e  wire le ss se c urity c o nfig ura tio ns tha t c a n b e  use d  b y yo ur SSIDs. 
Wire le ss se c urity is imp le me nte d  stric tly b e twe e n the  AP b ro a d c a sting  the  SSID a nd  the  sta tio ns tha t a re  
c o nne c te d  to  it.

To  a c c e ss this sc re e n c lic k Config uration > Obje c t > AP Profile  > SSID > Se c urity List.

No te : Yo u c a n ha ve  a  ma ximum o f 32 se c urity p ro file s o n the  Zyxe l De vic e .

Fig ure  90   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ena b le  U-APSD Se le c t this o p tio n to  e na b le  Unsc he d ule d  Auto ma tic  Po we r Sa ve  De live ry (U-APSD), whic h is 
a lso  kno wn a s WMM-Po we r Sa ve . This he lp s inc re a se  b a tte ry life  fo r b a tte ry-p o we re d  WiFi 
c lie nts c o nne c te d  to  the  Zyxe l De vic e  using  this SSID p ro file .

Ena b le  Pro xy ARP The  Ad d re ss Re so lutio n Pro to c o l (ARP) is a  p ro to c o l fo r ma p p ing  a n IP a d d re ss to  a  MAC  
a d d re ss. An ARP b ro a d c a st is se nt to  a ll d e vic e s in the  sa me  Ethe rne t ne two rk to  re q ue st the  
MAC a d d re ss o f a  ta rg e t IP a d d re ss.

Se le c t this o p tio n to  a llo w the  Zyxe l De vic e  to  a nswe r ARP re q ue sts fo r a n IP a d d re ss o n b e ha lf 
o f a  c lie nt a sso c ia te d  with this SSID. This c a n re d uc e  b ro a d c a st tra ffic  a nd  imp ro ve  ne two rk 
p e rfo rma nc e .

802.11k/ v Assiste d  
Ro a ming

Se le c t this o p tio n to  e na b le  IEEE 802.11k/ v a ssiste d  ro a ming  o n the  Zyxe l De vic e . Whe n the  
c o nne c te d  c lie nts re q ue st 802.11k ne ig hb o r lists, the  Zyxe l De vic e  will re sp o nse  with a  list o f 
ne ig hb o r APs tha t c a n b e  c a nd id a te s fo r ro a ming .

Sc he d ule  SSID Se le c t this o p tio n a nd  se t whe the r the  SSID is e na b le d  o r d isa b le d  o n e a c h d a y o f the  we e k. 
Yo u a lso  ne e d  to  se le c t the  ho ur a nd  minute  (in 24-ho ur fo rma t) to  sp e c ify the  time  p e rio d  o f 
e a c h d a y d uring  whic h the  SSID is e na b le d / e na b le d .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  51   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List > Ad d / Ed it SSID Pro file  (c o ntinue d )

LABEL DESCRIPTION

Ta b le  52   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w se c urity p ro file .

This b utto n is no t a va ila b le  a fte r yo u c o nfig ure  the  Zyxe l De vic e  using  the  wiza rd .

Ed it C lic k this to  e d it the  se le c te d  se c urity p ro file .
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13.4.1  Add/ Edit Se c urity Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w se c urity p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this sc re e n, c lic k 
the  Add b utto n o r se le c t a  se c urity p ro file  fro m the  list a nd  c lic k the  Edit b utto n.

The se  sc re e ns’  o p tio ns c ha ng e  b a se d  o n the  Se c urity Mode  se le c te d .

No te : 6 G Hz SSIDs o nly sup p o rt WPA3 e nc ryp tio n. The  Zyxe l De vic e  will a uto ma tic a lly use  
WPA3 e nc ryp tio n fo r 6 G Hz SSIDs (SSIDs use d  b y the  6 G Hz ra d io ) re g a rd le ss o f the  
Se c urity Mode  yo u se le c t he re .

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Re mo ve Clic k this to  re mo ve  the  se le c te d  se c urity p ro file .

This b utto n is no t a va ila b le  a fte r yo u c o nfig ure  the  Zyxe l De vic e  using  the  wiza rd .

Ob je c t 
Re fe re nc e

Clic k this to  vie w whic h o the r o b je c ts a re  linke d  to  the  se le c te d  se c urity p ro file  (fo r e xa mple , 
SSID p ro file ).

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  se c urity p ro file .

Se c urity Mo d e This fie ld  ind ic a te s this p ro file ’ s se c urity mo d e  (if a ny).

Ta b le  52   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List (c o ntinue d )

LABEL DESCRIPTION

Ta b le  53   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : no ne

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 
the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 
a re  a llo we d .

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 
wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  
wire le ss c o nne c tio n whe n p o ssib le .

Authe ntic a tio n Se tting s

Ente rp rise Se le c t this to  e na b le  802.1X se c ure  a uthe ntic a tio n with a  RADIUS se rve r.

Re Authe ntic a tio n 
Time r

Ente r the  inte rva l (in se c o nd s) b e twe e n a uthe ntic a tio n re q ue sts. Ente r a  0 fo r unlimite d  
time .

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e  b e lo w.

Id le  time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 
d isc o ntinue d .

Ra d ius Se tting s

Prima ry /  Se c o nd a ry 
Ra d ius Se rve r Ac tiva te

Se le c t this to  ha ve  the  Zyxe l De vic e  use  the  sp e c ifie d  RADIUS se rve r.

Ra d ius Se rve r IP 
Ad d re ss

Ente r the  IP a d d re ss o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Ra d ius Se rve r Po rt Ente r the  p o rt numb e r o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.
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Fig ure  91   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : e nha nc e d -o p e n

Ra d ius Se rve r Se c re t Ente r the  sha re d  se c re t p a sswo rd  o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Prima ry /  Se c o nd a ry 
Ac c o unting  Se rve r 
Ac tiva te

Se le c t the  c he c k b o x to  e na b le  use r a c c o unting  thro ug h a n e xte rna l a uthe ntic a tio n 
se rve r.

Ac c o unting  Se rve r 
IP Ad d re ss

Ente r the  IP a d d re ss o f the  e xte rna l a c c o unting  se rve r in d o tte d  d e c ima l no ta tio n.

Ac c o unting  Se rve r 
Po rt

Ente r the  p o rt numb e r o f the  e xte rna l a c c o unting  se rve r. The  d e fa ult p o rt numb e r is 1813. 
Yo u ne e d  no t c ha ng e  this va lue  unle ss yo ur ne two rk a d ministra to r instruc ts yo u to  d o  so  
with a d d itio na l info rma tio n.

Ac c o unting  Sha re  
Se c re t

Ente r a  pa sswo rd  (up  to  128 a lp ha nume ric  c ha ra c te rs) a s the  ke y to  b e  sha re d  b e twe e n 
the  e xte rna l a c c o unting  se rve r a nd  the  Zyxe l De vic e . The  ke y must b e  the  sa me  o n the  
e xte rna l a c c o unting  se rve r a nd  yo ur Zyxe l De vic e . The  ke y is no t se nt o ve r the  ne two rk.

Ac c o unting  Inte rim 
Up d a te

This fie ld  is a va ila b le  o nly whe n yo u e na b le  use r a c c o unting  thro ug h a n e xte rna l 
a uthe ntic a tio n se rve r.

Se le c t this to  ha ve  the  Zyxe l De vic e  se nd  sub sc rib e r sta tus up d a te s to  the  a c c o unting  
se rve r a t the  inte rva l yo u sp e c ify.

Inte rim Up d a te  
Inte rva l

Sp e c ify the  time  inte rva l fo r ho w o fte n the  Zyxe l De vic e  is to  se nd  a  sub sc rib e r sta tus 
up d a te  to  the  a c c o unting  se rve r.

G e ne ra l Se rve r Se tting s

NAS IP Ad d re ss If the  RADIUS se rve r re q uire s the  Zyxe l De vic e  to  p ro vid e  the  NAS (Ne two rk Ac c e ss Se rve r) 
IP a d d re ss a ttrib ute , e nte r it he re .

NAS Id e ntifie r If the  RADIUS se rve r re q uire s the  Zyxe l De vic e  to  p ro vid e  the  NAS (Ne two rk Ac c e ss Se rve r) 
id e ntifie r a ttrib ute , e nte r it he re . The  NAS id e ntifie r is to  id e ntify the  so urc e  o f a c c e ss 
re q ue st. It c o uld  b e  the  NAS’ s fully q ua lifie d  d o ma in na me .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  53   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : no ne  (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  54   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : e nha nc e d - o p e n

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 
the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 
a re  a llo we d .

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 
wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  
wire le ss c o nne c tio n whe n p o ssib le .

Authe ntic a tio n Se tting s

Tra nsitio n Mo d e This o p tio n o nly d isp la ys if yo u se t the  Se c urity Mode  to  wpa 3 o r e nha nc e d- ope n. This 
o p tio n is a lwa ys e na b le d  fo r b a c kwa rd s c o mp a tib ility. This c re a te s two  virtua l APs (VAPs) 
with a  p rima ry (wpa 3 o r e nha nc e d- ope n) a nd  fa llb a c k (wpa 2 o r none ) se c urity me tho d .

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e d  b e lo w.

Id le  time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 
d isc o ntinue d .

Ma na g e me nt Fra me  
Pro te c tio n

This fie ld  is c o nfig ura b le  o nly whe n yo u se le c t wpa 2 in the  Se c urity Mode  fie ld  a nd  se t 
Ciphe r Type  to  a e s.

Da ta  fra me s in 802.11 WLANs c a n b e  e nc ryp te d  a nd  a uthe ntic a te d  with WEP, WPA o r 
WPA2. But 802.11 ma na g e me nt fra me s, suc h a s b e a c o n/ p ro b e  re sp o nse , a sso c ia tio n 
re q ue st, a sso c ia tio n re sp o nse , d e -a uthe ntic a tio n a nd  d isa sso c ia tio n a re  a lwa ys 
una uthe ntic a te d  a nd  une nc ryp te d . IEEE 802.11w Pro te c te d  Ma na g e me nt Fra me s a llo ws 
APs to  use  the  e xisting  se c urity me c ha nisms (e nc ryp tio n a nd  a uthe ntic a tio n me tho d s 
d e fine d  in IEEE 802.11i WPA/ WPA2) to  p ro te c t ma na g e me nt fra me s. This he lp s p re ve nt 
wire le ss Do S a tta c ks.

Se le c t the  c he c k b o x to  e na b le  ma na g e me nt fra me  p ro te c tio n (MFP) to  a d d  se c urity to  
802.11 ma na g e me nt fra me s. This o p tio n is a lwa ys e na b le d  if yo u se le c t e nha nc e d- ope n 
o r WPA3 a s the  Se c urity Mode .

If Optiona l is se le c te d , WiFi c lie nts will no t b e  no t re q uire d  to  sup po rt MFP. Ma na g e me nt 
fra me s will b e  e nc ryp te d  if the  c lie nts sup p o rt MFP.

If Re quire d  is se le c te d , WiFi c lie nts must sup p o rt MFP in o rd e r to  jo in the  Zyxe l De vic e ’ s 
WiFi ne two rk.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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Fig ure  92   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : we p

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  55   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : we p

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 
the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 
a re  a llo we d .

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 
wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  
wire le ss c o nne c tio n whe n p o ssib le .
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Authe ntic a tio n Se tting s

Ente rp rise Se le c t this to  e na b le  802.1X se c ure  a uthe ntic a tio n with a  RADIUS se rve r.

Re Authe ntic a tio n 
Time r

Ente r the  inte rva l (in se c o nd s) b e twe e n a uthe ntic a tio n re q ue sts. Ente r a  0 fo r unlimite d  
time .

Authe ntic a tio n Typ e Se le c t a  WEP a uthe ntic a tio n me tho d . Cho ic e s a re  Ope n o r Sha re  ke y.

Ke y Le ng th Se le c t the  b it-le ng th o f the  e nc ryp tio n ke y to  b e  use d  in WEP c o nne c tio ns.

If yo u se le c t WEP- 64:

• Ente r 10 he xa d e c ima l d ig its in the  ra ng e  o f “ A-F” , “ a -f”  a nd  “ 0-9”  (fo r e xa mp le , 
0x11AA22BB33) fo r e a c h Ke y use d .

o r

• Ente r 5 ASCII c ha ra c te rs (c a se  se nsitive ) ra ng ing  fro m “ a -z” , “ A-Z”  a nd  “ 0-9”  (fo r 
e xa mp le , MyKe y) fo r e a c h Ke y use d .

If yo u se le c t WEP- 128:

• Ente r 26 he xa d e c ima l d ig its in the  ra ng e  o f “ A-F” , “ a -f”  a nd  “ 0-9”  (fo r e xa mp le , 
0x00112233445566778899AABBCC) fo r e a c h Ke y use d .

o r

• Ente r 13 ASCII c ha ra c te rs (c a se  se nsitive ) ra ng ing  fro m “ a -z” , “ A-Z”  a nd  “ 0-9”  (fo r 
e xa mp le , MyKe y12345678) fo r e a c h Ke y use d .

Ke y 1~4 Ba se d  o n yo ur Ke y Le ng th se le c tio n, e nte r the  a pp ro p ria te  le ng th he xa d e c ima l o r ASC II 
ke y.

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e  b e lo w.

Id le  time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 
d isc o ntinue d .

Ra d ius Se tting s

Prima ry /  Se c o nd a ry 
Ra d ius Se rve r Ac tiva te

Se le c t this to  ha ve  the  Zyxe l De vic e  use  the  sp e c ifie d  RADIUS se rve r.

Ra d ius Se rve r IP 
Ad d re ss

Ente r the  IP a d d re ss o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Ra d ius Se rve r Po rt Ente r the  p o rt numb e r o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Ra d ius Se rve r Se c re t Ente r the  sha re d  se c re t p a sswo rd  o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Prima ry /  Se c o nd a ry 
Ac c o unting  Se rve r 
Ac tiva te

Se le c t the  c he c k b o x to  e na b le  use r a c c o unting  thro ug h a n e xte rna l a uthe ntic a tio n 
se rve r.

Ac c o unting  Se rve r 
IP Ad d re ss

Ente r the  IP a d d re ss o f the  e xte rna l a c c o unting  se rve r in d o tte d  d e c ima l no ta tio n.

Ac c o unting  Se rve r 
Po rt

Ente r the  p o rt numb e r o f the  e xte rna l a c c o unting  se rve r. The  d e fa ult p o rt numb e r is 1813. 
Yo u ne e d  no t c ha ng e  this va lue  unle ss yo ur ne two rk a d ministra to r instruc ts yo u to  d o  so  
with a d d itio na l info rma tio n.

Ac c o unting  Sha re  
Se c re t

Ente r a  pa sswo rd  (up  to  128 a lp ha nume ric  c ha ra c te rs) a s the  ke y to  b e  sha re d  b e twe e n 
the  e xte rna l a c c o unting  se rve r a nd  the  Zyxe l De vic e . The  ke y must b e  the  sa me  o n the  
e xte rna l a c c o unting  se rve r a nd  yo ur Zyxe l De vic e . The  ke y is no t se nt o ve r the  ne two rk.

Ac c o unting  Inte rim 
Up d a te

This fie ld  is a va ila b le  o nly whe n yo u e na b le  use r a c c o unting  thro ug h a n e xte rna l 
a uthe ntic a tio n se rve r.

Se le c t this to  ha ve  the  Zyxe l De vic e  se nd  sub sc rib e r sta tus up d a te s to  the  a c c o unting  
se rve r a t the  inte rva l yo u sp e c ify.

Ta b le  55   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : we p  (c o ntinue d )
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Fig ure  93   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2

Inte rim Up d a te  
Inte rva l

Sp e c ify the  time  inte rva l fo r ho w o fte n the  Zyxe l De vic e  is to  se nd  a  sub sc rib e r sta tus 
up d a te  to  the  a c c o unting  se rve r.

G e ne ra l Se rve r Se tting s

NAS IP Ad d re ss If the  RADIUS se rve r re q uire s the  Zyxe l De vic e  to  p ro vid e  the  NAS (Ne two rk Ac c e ss Se rve r) 
IP a d d re ss a ttrib ute , e nte r it he re .

NAS Id e ntifie r If the  RADIUS se rve r re q uire s the  Zyxe l De vic e  to  p ro vid e  the  NAS (Ne two rk Ac c e ss Se rve r) 
id e ntifie r a ttrib ute , e nte r it he re . The  NAS id e ntifie r is to  id e ntify the  so urc e  o f a c c e ss 
re q ue st. It c o uld  b e  the  NAS’ s fully q ua lifie d  d o ma in na me .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  55   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : we p  (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  56   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 
the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 
a re  a llo we d .

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 
wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  
wire le ss c o nne c tio n whe n p o ssib le .

Authe ntic a tio n Se tting s

Ente rp rise Se le c t this to  e na b le  802.1X se c ure  a uthe ntic a tio n with a  RADIUS se rve r.

Re Authe ntic a tio n 
Time r

Ente r the  inte rva l (in se c o nd s) b e twe e n a uthe ntic a tio n re q ue sts. Ente r a  0 fo r unlimite d  
time .

Pe rso na l This fie ld  is a va ila b le  whe n yo u se le c t the  wpa 2, wpa 2- mix o r wpa 3 se c urity mo d e .

Se le c t this o p tio n to  use  a  Pre -Sha re d  Ke y (PSK) with WPA2 e nc ryp tio n o r Simulta ne o us 
Authe ntic a tio n o f Eq ua ls (SAE) with WPA3 e nc ryp tio n.

Pre -Sha re d  Ke y Ente r a  p re -sha re d  ke y o f b e twe e n 8 a nd  63 c a se -se nsitive  ASCII c ha ra c te rs (inc lud ing  
sp a c e s a nd  symb o ls) o r 64 he xa d e c ima l c ha ra c te rs.

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e  b e lo w.

Cip he r Type Se le c t a n e nc ryptio n c ip he r typ e  fro m the  list.

• a uto  - This a uto ma tic a lly c ho o se s the  b e st a va ila b le  c ip he r b a se d  o n the  c ip he r in 
use  b y the  WiFi c lie nt tha t is a tte mp ting  to  ma ke  a  c o nne c tio n.

• a e s - This is the  Ad va nc e d  Enc ryp tio n Sta nd a rd  e nc ryptio n me tho d . It is a  mo re  
re c e nt d e ve lo p me nt o ve r TKIP a nd  c o nsid e ra b ly mo re  ro b ust. No t a ll WiFi c lie nts ma y 
sup p o rt this.

Id le  time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 
d isc o ntinue d .

G ro up  Ke y Up d a te  
Time r

Ente r the  inte rva l (in se c o nd s) a t whic h the  AP up d a te s the  g ro up  WPA2 e nc ryp tio n ke y.

Ma na g e me nt Fra me  
Pro te c tio n

This fie ld  is c o nfig ura b le  o nly whe n yo u se le c t wpa 2 in the  Se c urity Mode  fie ld  a nd  se t 
Ciphe r Type  to  a e s.

Da ta  fra me s in 802.11 WLANs c a n b e  e nc ryp te d  a nd  a uthe ntic a te d  with WEP, WPA o r 
WPA2. But 802.11 ma na g e me nt fra me s, suc h a s b e a c o n/ p ro b e  re sp o nse , a sso c ia tio n 
re q ue st, a sso c ia tio n re sp o nse , d e -a uthe ntic a tio n a nd  d isa sso c ia tio n a re  a lwa ys 
una uthe ntic a te d  a nd  une nc ryp te d . IEEE 802.11w Pro te c te d  Ma na g e me nt Fra me s a llo ws 
APs to  use  the  e xisting  se c urity me c ha nisms (e nc ryp tio n a nd  a uthe ntic a tio n me tho d s 
d e fine d  in IEEE 802.11i WPA/ WPA2) to  p ro te c t ma na g e me nt fra me s. This he lp s p re ve nt 
wire le ss Do S a tta c ks.

Se le c t the  c he c k b o x to  e na b le  ma na g e me nt fra me  p ro te c tio n (MFP) to  a d d  se c urity to  
802.11 ma na g e me nt fra me s. This o p tio n is a lwa ys e na b le d  if yo u se le c t e nha nc e d- ope n 
o r WPA3 a s the  Se c urity Mode .

If Optiona l is se le c te d , WiFi c lie nts will no t b e  no t re q uire d  to  sup po rt MFP. Ma na g e me nt 
fra me s will b e  e nc ryp te d  if the  c lie nts sup p o rt MFP.

If Re quire d  is se le c te d , WiFi c lie nts must sup p o rt MFP in o rd e r to  jo in the  Zyxe l De vic e ’ s 
WiFi ne two rk.

Ra d ius Se tting s
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Prima ry /  Se c o nd a ry 
Ra d ius Se rve r Ac tiva te

Se le c t this to  ha ve  the  Zyxe l De vic e  use  the  sp e c ifie d  RADIUS se rve r.

Ra d ius Se rve r IP 
Ad d re ss

Ente r the  IP a d d re ss o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Ra d ius Se rve r Po rt Ente r the  p o rt numb e r o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Ra d ius Se rve r Se c re t Ente r the  sha re d  se c re t p a sswo rd  o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Prima ry /  Se c o nd a ry 
Ac c o unting  Se rve r 
Ac tiva te

Se le c t the  c he c k b o x to  e na b le  use r a c c o unting  thro ug h a n e xte rna l a uthe ntic a tio n 
se rve r.

Ac c o unting  Se rve r 
IP Ad d re ss

Ente r the  IP a d d re ss o f the  e xte rna l a c c o unting  se rve r in d o tte d  d e c ima l no ta tio n.

Ac c o unting  Se rve r 
Po rt

Ente r the  p o rt numb e r o f the  e xte rna l a c c o unting  se rve r. The  d e fa ult p o rt numb e r is 1813. 
Yo u ne e d  no t c ha ng e  this va lue  unle ss yo ur ne two rk a d ministra to r instruc ts yo u to  d o  so  
with a d d itio na l info rma tio n.

Ac c o unting  Sha re  
Se c re t

Ente r a  pa sswo rd  (up  to  128 a lp ha nume ric  c ha ra c te rs) a s the  ke y to  b e  sha re d  b e twe e n 
the  e xte rna l a c c o unting  se rve r a nd  the  Zyxe l De vic e . The  ke y must b e  the  sa me  o n the  
e xte rna l a c c o unting  se rve r a nd  yo ur Zyxe l De vic e . The  ke y is no t se nt o ve r the  ne two rk.

Ac c o unting  Inte rim 
Up d a te

This fie ld  is a va ila b le  o nly whe n yo u e na b le  use r a c c o unting  thro ug h a n e xte rna l 
a uthe ntic a tio n se rve r.

Se le c t this to  ha ve  the  Zyxe l De vic e  se nd  sub sc rib e r sta tus up d a te s to  the  a c c o unting  
se rve r a t the  inte rva l yo u sp e c ify.

Inte rim Up d a te  
Inte rva l

Sp e c ify the  time  inte rva l fo r ho w o fte n the  Zyxe l De vic e  is to  se nd  a  sub sc rib e r sta tus 
up d a te  to  the  a c c o unting  se rve r.

G e ne ra l Se rve r Se tting s

NAS IP Ad d re ss If the  RADIUS se rve r re q uire s the  Zyxe l De vic e  to  p ro vid e  the  NAS (Ne two rk Ac c e ss Se rve r) 
IP a d d re ss a ttrib ute , e nte r it he re .

NAS Id e ntifie r If the  RADIUS se rve r re q uire s the  Zyxe l De vic e  to  p ro vid e  the  NAS (Ne two rk Ac c e ss Se rve r) 
id e ntifie r a ttrib ute , e nte r it he re . The  NAS id e ntifie r is to  id e ntify the  so urc e  o f a c c e ss 
re q ue st. It c o uld  b e  the  NAS’ s fully q ua lifie d  d o ma in na me .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  56   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2 (c o ntinue d )
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Fig ure  94   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2-mix

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  57   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2-mix

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 
the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 
a re  a llo we d .

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 
wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  
wire le ss c o nne c tio n whe n p o ssib le .

Authe ntic a tio n Se tting s
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Ente rp rise Se le c t this to  e na b le  802.1X se c ure  a uthe ntic a tio n with a  RADIUS se rve r.

Re Authe ntic a tio n 
Time r

Ente r the  inte rva l (in se c o nd s) b e twe e n a uthe ntic a tio n re q ue sts. Ente r a  0 fo r unlimite d  
time .

Pe rso na l This fie ld  is a va ila b le  whe n yo u se le c t the  wpa 2, wpa 2- mix o r wpa 3 se c urity mo d e .

Se le c t this o p tio n to  use  a  Pre -Sha re d  Ke y (PSK) with WPA2 e nc ryp tio n o r Simulta ne o us 
Authe ntic a tio n o f Eq ua ls (SAE) with WPA3 e nc ryp tio n.

Pre -Sha re d  Ke y Ente r a  p re -sha re d  ke y o f b e twe e n 8 a nd  63 c a se -se nsitive  ASCII c ha ra c te rs (inc lud ing  
sp a c e s a nd  symb o ls) o r 64 he xa d e c ima l c ha ra c te rs.

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e  b e lo w.

Cip he r Type Se le c t a n e nc ryptio n c ip he r typ e  fro m the  list.

• a uto  - This a uto ma tic a lly c ho o se s the  b e st a va ila b le  c ip he r b a se d  o n the  c ip he r in 
use  b y the  WiFi c lie nt tha t is a tte mp ting  to  ma ke  a  c o nne c tio n.

• a e s - This is the  Ad va nc e d  Enc ryp tio n Sta nd a rd  e nc ryptio n me tho d . It is a  mo re  
re c e nt d e ve lo p me nt o ve r TKIP a nd  c o nsid e ra b ly mo re  ro b ust. No t a ll WiFi c lie nts ma y 
sup p o rt this.

Id le  time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 
d isc o ntinue d .

G ro up  Ke y Up d a te  
Time r

Ente r the  inte rva l (in se c o nd s) a t whic h the  AP up d a te s the  g ro up  WPA2 e nc ryp tio n ke y.

Ra d ius Se tting s

Prima ry /  Se c o nd a ry 
Ra d ius Se rve r Ac tiva te

Se le c t this to  ha ve  the  Zyxe l De vic e  use  the  sp e c ifie d  RADIUS se rve r.

Ra d ius Se rve r IP 
Ad d re ss

Ente r the  IP a d d re ss o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Ra d ius Se rve r Po rt Ente r the  p o rt numb e r o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Ra d ius Se rve r Se c re t Ente r the  sha re d  se c re t p a sswo rd  o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Prima ry /  Se c o nd a ry 
Ac c o unting  Se rve r 
Ac tiva te

Se le c t the  c he c k b o x to  e na b le  use r a c c o unting  thro ug h a n e xte rna l a uthe ntic a tio n 
se rve r.

Ac c o unting  Se rve r 
IP Ad d re ss

Ente r the  IP a d d re ss o f the  e xte rna l a c c o unting  se rve r in d o tte d  d e c ima l no ta tio n.

Ac c o unting  Se rve r 
Po rt

Ente r the  p o rt numb e r o f the  e xte rna l a c c o unting  se rve r. The  d e fa ult p o rt numb e r is 1813. 
Yo u ne e d  no t c ha ng e  this va lue  unle ss yo ur ne two rk a d ministra to r instruc ts yo u to  d o  so  
with a d d itio na l info rma tio n.

Ac c o unting  Sha re  
Se c re t

Ente r a  pa sswo rd  (up  to  128 a lp ha nume ric  c ha ra c te rs) a s the  ke y to  b e  sha re d  b e twe e n 
the  e xte rna l a c c o unting  se rve r a nd  the  Zyxe l De vic e . The  ke y must b e  the  sa me  o n the  
e xte rna l a c c o unting  se rve r a nd  yo ur Zyxe l De vic e . The  ke y is no t se nt o ve r the  ne two rk.

Ac c o unting  Inte rim 
Up d a te

This fie ld  is a va ila b le  o nly whe n yo u e na b le  use r a c c o unting  thro ug h a n e xte rna l 
a uthe ntic a tio n se rve r.

Se le c t this to  ha ve  the  Zyxe l De vic e  se nd  sub sc rib e r sta tus up d a te s to  the  a c c o unting  
se rve r a t the  inte rva l yo u sp e c ify.

Inte rim Up d a te  
Inte rva l

Sp e c ify the  time  inte rva l fo r ho w o fte n the  Zyxe l De vic e  is to  se nd  a  sub sc rib e r sta tus 
up d a te  to  the  a c c o unting  se rve r.

G e ne ra l Se rve r Se tting s

NAS IP Ad d re ss If the  RADIUS se rve r re q uire s the  Zyxe l De vic e  to  p ro vid e  the  NAS (Ne two rk Ac c e ss Se rve r) 
IP a d d re ss a ttrib ute , e nte r it he re .

Ta b le  57   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2-mix (c o ntinue d )
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Fig ure  95   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 3

NAS Id e ntifie r If the  RADIUS se rve r re q uire s the  Zyxe l De vic e  to  p ro vid e  the  NAS (Ne two rk Ac c e ss Se rve r) 
id e ntifie r a ttrib ute , e nte r it he re . The  NAS id e ntifie r is to  id e ntify the  so urc e  o f a c c e ss 
re q ue st. It c o uld  b e  the  NAS’ s fully q ua lifie d  d o ma in na me .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  57   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2-mix (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  58   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 3

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 
the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 
a re  a llo we d .

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 
wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  
wire le ss c o nne c tio n whe n p o ssib le .

Authe ntic a tio n Se tting s

Ente rp rise Se le c t this to  e na b le  802.1X se c ure  a uthe ntic a tio n with a  RADIUS se rve r.

Re Authe ntic a tio n 
Time r

Ente r the  inte rva l (in se c o nd s) b e twe e n a uthe ntic a tio n re q ue sts. Ente r a  0 fo r unlimite d  
time .

Pe rso na l This fie ld  is a va ila b le  whe n yo u se le c t the  wpa 2, wpa 2- mix o r wpa 3 se c urity mo d e .

Se le c t this o p tio n to  use  a  Pre -Sha re d  Ke y (PSK) with WPA2 e nc ryp tio n o r Simulta ne o us 
Authe ntic a tio n o f Eq ua ls (SAE) with WPA3 e nc ryp tio n.

Pre -Sha re d  Ke y Ente r a  p re -sha re d  ke y o f b e twe e n 8 a nd  63 c a se -se nsitive  ASCII c ha ra c te rs (inc lud ing  
sp a c e s a nd  symb o ls) o r 64 he xa d e c ima l c ha ra c te rs.

Tra nsitio n Mo d e This o p tio n o nly d isp la ys if yo u se t the  Se c urity Mode  to  wpa 3 o r e nha nc e d- ope n. This 
o p tio n is a lwa ys e na b le d  fo r b a c kwa rd s c o mp a tib ility. This c re a te s two  virtua l APs (VAPs) 
with a  p rima ry (wpa 3 o r e nha nc e d- ope n) a nd  fa llb a c k (wpa 2 o r none ) se c urity me tho d .

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e  b e lo w.

Id le  Time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 
d isc o ntinue d .

G ro up  Ke y Up d a te  
Time r

Ente r the  inte rva l (in se c o nd s) a t whic h the  AP up d a te s the  g ro up  WPA2 e nc ryp tio n ke y.

Ma na g e me nt Fra me  
Pro te c tio n

This fie ld  is c o nfig ura b le  o nly whe n yo u se le c t wpa 2 in the  Se c urity Mode  fie ld  a nd  se t 
Ciphe r Type  to  a e s.

Da ta  fra me s in 802.11 WLANs c a n b e  e nc ryp te d  a nd  a uthe ntic a te d  with WEP, WPA o r 
WPA2. But 802.11 ma na g e me nt fra me s, suc h a s b e a c o n/ p ro b e  re sp o nse , a sso c ia tio n 
re q ue st, a sso c ia tio n re sp o nse , d e -a uthe ntic a tio n a nd  d isa sso c ia tio n a re  a lwa ys 
una uthe ntic a te d  a nd  une nc ryp te d . IEEE 802.11w Pro te c te d  Ma na g e me nt Fra me s a llo ws 
APs to  use  the  e xisting  se c urity me c ha nisms (e nc ryp tio n a nd  a uthe ntic a tio n me tho d s 
d e fine d  in IEEE 802.11i WPA/ WPA2) to  p ro te c t ma na g e me nt fra me s. This he lp s p re ve nt 
wire le ss Do S a tta c ks.

Se le c t the  c he c k b o x to  e na b le  ma na g e me nt fra me  p ro te c tio n (MFP) to  a d d  se c urity to  
802.11 ma na g e me nt fra me s. This o p tio n is a lwa ys e na b le d  if yo u se le c t e nha nc e d- ope n 
o r WPA3 a s the  Se c urity Mode .

If Optiona l is se le c te d , WiFi c lie nts will no t b e  no t re q uire d  to  sup po rt MFP. Ma na g e me nt 
fra me s will b e  e nc ryp te d  if the  c lie nts sup p o rt MFP.

If Re quire d  is se le c te d , WiFi c lie nts must sup p o rt MFP in o rd e r to  jo in the  Zyxe l De vic e ’ s 
WiFi ne two rk.

Ra d ius Se tting s

Prima ry /  Se c o nd a ry 
Ra d ius Se rve r Ac tiva te

Se le c t this to  ha ve  the  Zyxe l De vic e  use  the  sp e c ifie d  RADIUS se rve r.
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13.5  MAC Filte r List

This sc re e n a llo ws yo u to  c re a te  a nd  ma na g e  se c urity c o nfig ura tio ns tha t c a n b e  use d  b y yo ur SSIDs. To  
a c c e ss this sc re e n c lic k Config ura tion > Obje c t > AP Profile  > SSID > MAC Filte r List.

No te : Yo u c a n ha ve  a  ma ximum o f 32 MAC filte ring  p ro file s o n the  Zyxe l De vic e .

Ra d ius Se rve r IP 
Ad d re ss

Ente r the  IP a d d re ss o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Ra d ius Se rve r Po rt Ente r the  p o rt numb e r o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Ra d ius Se rve r Se c re t Ente r the  sha re d  se c re t p a sswo rd  o f the  RADIUS se rve r to  b e  use d  fo r a uthe ntic a tio n.

Prima ry /  Se c o nd a ry 
Ac c o unting  Se rve r 
Ac tiva te

Se le c t the  c he c k b o x to  e na b le  use r a c c o unting  thro ug h a n e xte rna l a uthe ntic a tio n 
se rve r.

Ac c o unting  Se rve r 
IP Ad d re ss

Ente r the  IP a d d re ss o f the  e xte rna l a c c o unting  se rve r in d o tte d  d e c ima l no ta tio n.

Ac c o unting  Se rve r 
Po rt

Ente r the  p o rt numb e r o f the  e xte rna l a c c o unting  se rve r. The  d e fa ult p o rt numb e r is 1813. 
Yo u ne e d  no t c ha ng e  this va lue  unle ss yo ur ne two rk a d ministra to r instruc ts yo u to  d o  so  
with a d d itio na l info rma tio n.

Ac c o unting  Sha re  
Se c re t

Ente r a  pa sswo rd  (up  to  128 a lp ha nume ric  c ha ra c te rs) a s the  ke y to  b e  sha re d  b e twe e n 
the  e xte rna l a c c o unting  se rve r a nd  the  Zyxe l De vic e . The  ke y must b e  the  sa me  o n the  
e xte rna l a c c o unting  se rve r a nd  yo ur Zyxe l De vic e . The  ke y is no t se nt o ve r the  ne two rk.

Ac c o unting  Inte rim 
Up d a te

This fie ld  is a va ila b le  o nly whe n yo u e na b le  use r a c c o unting  thro ug h a n e xte rna l 
a uthe ntic a tio n se rve r.

Se le c t this to  ha ve  the  Zyxe l De vic e  se nd  sub sc rib e r sta tus up d a te s to  the  a c c o unting  
se rve r a t the  inte rva l yo u sp e c ify.

Inte rim Up d a te  
Inte rva l

Sp e c ify the  time  inte rva l fo r ho w o fte n the  Zyxe l De vic e  is to  se nd  a  sub sc rib e r sta tus 
up d a te  to  the  a c c o unting  se rve r.

G e ne ra l Se rve r Se tting s

NAS IP Ad d re ss If the  RADIUS se rve r re q uire s the  Zyxe l De vic e  to  p ro vid e  the  NAS (Ne two rk Ac c e ss Se rve r) 
IP a d d re ss a ttrib ute , e nte r it he re .

NAS Id e ntifie r If the  RADIUS se rve r re q uire s the  Zyxe l De vic e  to  p ro vid e  the  NAS (Ne two rk Ac c e ss Se rve r) 
id e ntifie r a ttrib ute , e nte r it he re . The  NAS id e ntifie r is to  id e ntify the  so urc e  o f a c c e ss 
re q ue st. It c o uld  b e  the  NAS’ s fully q ua lifie d  d o ma in na me .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  58   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 3 (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  96   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > MAC Filte r List

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

13.5.1  Add/ Edit MAC Filte r Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w MAC filte ring  p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this sc re e n, 
c lic k the  Add  b utto n o r se le c t a  MAC filte r p ro file  fro m the  list a nd  c lic k the  Edit b utto n.

No te : Ea c h MAC  filte ring  p ro file  c a n inc lud e  a  ma ximum o f 512 MAC a d d re sse s.

Fig ure  97   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > MAC Filte r List > Ad d / Ed it MAC Filte r Pro file  

Ta b le  59   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > MAC Filte r List

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w MAC filte ring  p ro file .

Ed it C lic k this to  e d it the  se le c te d  MAC filte ring  p ro file .

Re mo ve Clic k this to  re mo ve  the  se le c te d  MAC filte ring  p ro file .

Ob je c t 
Re fe re nc e

Clic k this to  vie w whic h o the r o b je c ts a re  linke d  to  the  se le c te d  MAC filte ring  p ro file  (fo r 
e xa mp le , SSID p ro file ).

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  MAC filte ring  pro file .

Filte r Ac tio n This fie ld  ind ic a te s this p ro file ’ s filte r a c tio n (if a ny).
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

13.6  La ye r- 2 Isola tion List

La ye r-2 iso la tio n is use d  to  p re ve nt WiFi c lie nts a sso c ia te d  with yo ur Zyxe l De vic e  fro m c o mmunic a ting  
with o the r WiFi c lie nts, APs, c o mp ute rs o r ro ute rs in a  ne two rk.

In the  fo llo wing  e xa mp le , la ye r-2 iso la tio n is e na b le d  o n the  Zyxe l De vic e  to  a llo w a  g ue st WiFi c lie nt (A) 
to  a c c e ss the  ma in ne two rk ro ute r (B). The  ro ute r p ro vid e s a c c e ss to  the  Inte rne t a nd  the  ne two rk p rinte r 
(C ) while  p re ve nting  the  c lie nt fro m a c c e ssing  o the r c o mp ute rs a nd  se rve rs o n the  ne two rk. The  c lie nt 
c a n c o mmunic a te  with o the r WiFi c lie nts o nly if Intra -BSS Tra ffic  b lo c king  is d isa b le d .

No te : Intra -BSS Tra ffic  Blo c king  is a c tiva te d  whe n yo u e na b le  la ye r-2 iso la tio n.

Fig ure  98   La ye r-2 Iso la tio n Ap p lic a tio n

Ta b le  60   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > MAC Filte r List > Add / Ed it MAC Filte r Pro file

LABEL DESCRIPTION

Pro file  Na me Ente r up  to  31 a lpha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in the  
We b  Co nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s a re  
a llo we d .

Filte r Ac tio n Se le c t a llow to  p e rmit the  WiFi c lie nt with the  MAC a d d re sse s in this p ro file  to  c o nne c t to  the  
ne two rk thro ug h the  a sso c ia te d  SSID; se le c t de ny to  b lo c k the  WiFi c lie nts with the  sp e c ifie d  
MAC a d d re sse s.

Ad d Clic k this to  a d d  a  MAC a d d re ss to  the  p ro file ’ s list.

Ed it C lic k this to  e d it the  se le c te d  MAC a d d re ss in the  p ro file ’ s list.

Re mo ve Clic k this to  re mo ve  the  se le c te d  MAC a d d re ss fro m the  p ro file ’ s list.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

MAC This fie ld  sp e c ifie s a  MAC a d d re ss a sso c ia te d  with this p ro file . Yo u c a n c lic k the  MAC a d d re ss to  
ma ke  it e d ita b le .

De sc rip tio n This fie ld  d isp la ys a  d e sc rip tio n fo r the  MAC a d d re ss a sso c ia te d  with this p ro file . Yo u c a n c lic k 
the  d e sc rip tio n to  ma ke  it e d ita b le . Ente r up  to  60 c ha ra c te rs, sp a c e s a nd  und e rsc o re s 
a llo we d .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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MAC a d d re sse s tha t a re  no t liste d  in the  la ye r-2 iso la tio n ta b le  a re  b lo c ke d  fro m c o mmunic a ting  with 
the  Zyxe l De vic e ’ s WiFi c lie nts e xc e p t fo r b ro a d c a st p a c ke ts. La ye r-2 iso la tio n d o e s no t c he c k the  tra ffic  
b e twe e n WiFi c lie nts tha t a re  a sso c ia te d  with the  sa me  AP. Intra -BSS tra ffic  a llo ws WiFi c lie nts a sso c ia te d  
with the  sa me  AP to  c o mmunic a te  with e a c h o the r.

This sc re e n a llo ws yo u to  sp e c ify d e vic e s yo u wa nt the  use rs o n yo ur WiFi ne two rks to  a c c e ss. To  a c c e ss 
this sc re e n c lic k Config ura tion > Obje c t > AP Profile  > SSID > La ye r- 2 Isola tion List.

Fig ure  99   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > La ye r-2 Iso la tio n List

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

13.6.1  Add/ Edit La ye r- 2 Isola tion Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w la ye r-2 iso la tio n p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this 
sc re e n, c lic k the  Add  b utto n o r se le c t a  la ye r-2 iso la tio n p ro file  fro m the  list a nd  c lic k the  Edit b utto n.

No te : Yo u ne e d  to  kno w the  MAC  a d d re ss o f e a c h WiFi c lie nt, AP, c o mp ute r o r ro ute r tha t 
yo u wa nt to  a llo w to  c o mmunic a te  with the  Zyxe l De vic e 's WiFi c lie nts.

Ta b le  61   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > La ye r-2 Iso la tio n List

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w la ye r-2 iso la tio n p ro file .

Ed it C lic k this to  e d it the  se le c te d  la ye r-2 iso la tio n p ro file .

Re mo ve Clic k this to  re mo ve  the  se le c te d  la ye r-2 iso la tio n p ro file .

Ob je c t 
Re fe re nc e

Clic k this to  vie w whic h o the r o b je c ts a re  linke d  to  the  se le c te d  la ye r-2 iso la tio n p ro file  (fo r 
e xa mp le , SSID p ro file ).

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  la ye r-2 iso la tio n p ro file .
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Fig ure  100   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > La ye r-2 Iso la tio n List > Ad d / Ed it La ye r-2 Iso la tio n 
Pro file

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  62   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > La ye r-2 Iso la tio n List > Ad d / Ed it La ye r-2 Iso la tio n 
Pro file

LABEL DESCRIPTION

Pro file  Na me Ente r up  to  31 a lpha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in the  
We b  Co nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s a re  
a llo we d .

Ad d Clic k this to  a d d  a  MAC a d d re ss to  the  p ro file ’ s list.

Ed it C lic k this to  e d it the  se le c te d  MAC a d d re ss in the  p ro file ’ s list.

Re mo ve Clic k this to  re mo ve  the  se le c te d  MAC a d d re ss fro m the  p ro file ’ s list.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

MAC This fie ld  sp e c ifie s a  MAC a d d re ss a sso c ia te d  with this p ro file . Yo u c a n c lic k the  MAC a d d re ss to  
ma ke  it e d ita b le .

De sc rip tio n This fie ld  d isp la ys a  d e sc rip tio n fo r the  MAC a d d re ss a sso c ia te d  with this p ro file . Yo u c a n c lic k 
the  d e sc rip tio n to  ma ke  it e d ita b le . Ente r up  to  60 c ha ra c te rs, sp a c e s a nd  und e rsc o re s 
a llo we d .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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C HA PTER 1 4
MON Profile

14.1  Ove rvie w

This sc re e n a llo ws yo u to  se t up  mo nito r mo d e  c o nfig ura tio ns tha t a llo w yo ur Zyxe l De vic e  to  sc a n fo r 
o the r wire le ss d e vic e s in the  vic inity. Onc e  d e te c te d , yo u c a n use  the  Wire le ss > MON Mode  sc re e n 
(Se c tio n 10.3 o n p a g e  107) to  c la ssify the m a s e ithe r ro g ue  o r frie nd ly.

No t a ll Zyxe l De vic e s sup p o rt mo nito r mo d e  a nd  ro g ue  APs d e te c tio n.

14.1.1  Wha t You Ca n Do in this Cha pte r

The  MON Profile  sc re e n (Se c tio n 14.2 o n p a g e  160) c re a te s p re se t mo nito r mo d e  c o nfig ura tio ns tha t c a n 
b e  use d  b y the  Zyxe l De vic e .

14.2  MON Profile

This sc re e n a llo ws yo u to  c re a te  mo nito r mo d e  c o nfig ura tio ns tha t c a n b e  use d  b y the  APs. To  a c c e ss 
this sc re e n, lo g  into  the  We b  Co nfig ura to r, a nd  c lic k Config ura tion > Obje c t > MON Profile .

Fig ure  101   Co nfig ura tio n > Ob je c t > MO N Pro file

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  63   Co nfig ura tio n > Ob je c t > MON Pro file

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w mo nito r mo d e  p ro file .

Ed it C lic k this to  e d it the  se le c te d  mo nito r mo d e  p ro file .

Re mo ve Clic k this to  re mo ve  the  se le c te d  mo nito r mo d e  p ro file .

Ac tiva te To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te .

Ina c tiva te To  turn o ff a n e ntry, se le c t it a nd  c lic k Ina c tiva te .
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14.2.1  Add/ Edit MON Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w mo nito r mo d e  p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this 
sc re e n, c lic k the  Add  b utto n o r se le c t a nd  e xisting  mo nito r mo d e  p ro file  a nd  c lic k the  Edit b utto n. Se e  
Se c tio n 1.3.3 o n p a g e  23 fo r mo re  info rma tio n a b o ut MON Mo d e .

Fig ure  102   Co nfig ura tio n > Ob je c t > MO N Pro file  > Ad d / Ed it MON Pro file

Ob je c t 
Re fe re nc e

Clic k this to  vie w whic h o the r o b je c ts a re  linke d  to  the  se le c te d  mo nito r mo d e  p ro file  (fo r 
e xa mp le , a n AP ma na g e me nt p ro file ).

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  p ro file .

Sta tus This fie ld  sho ws whe the r o r no t the  e ntry is a c tiva te d .

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  mo nito r p ro file .

Ta b le  63   Co nfig ura tio n > Ob je c t > MON Pro file  (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  64   Co nfig ura tio n > Ob je c t > MON Pro file  > Ad d / Ed it MON Pro file

LABEL DESCRIPTION

Ac tiva te Se le c t this to  a c tiva te  this mo nito r mo d e  p ro file .

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  mo nito r mo d e  p ro file .

Cha nne l d we ll time Ente r the  inte rva l (in millise c o nd s) b e fo re  the  Zyxe l De vic e  switc he s to  a no the r c ha nne l fo r 
mo nito ring .

Sc a n C ha nne l Mo d e Se le c t a uto  to  ha ve  the  Zyxe l De vic e  switc h to  the  ne xt se q ue ntia l c ha nne l o nc e  the  
Cha nne l dwe ll time  e xp ire s.

Se le c t ma nua l to  se t sp e c ific  c ha nne ls thro ug h whic h to  c yc le  se q ue ntia lly whe n the  
Cha nne l dwe ll time  e xp ire s. Se le c ting  this o p tio ns ma ke s the  Sc a n Cha nne l List o p tio ns 
a va ila b le .

Se t Sc a n Cha nne l List 
(2.4 G Hz)

Se le c t o ne  o r mo re  tha n o ne  c ha nne l to  ha ve  the  Zyxe l De vic e  using  this p ro file  sc a n the  
c ha nne l(s) whe n Sc a n Channe l Mode  is se t to  ma nua l.

The se  c ha nne ls a re  limite d  to  the  2.4 G Hz ra ng e  (802.11 b / g / n/ a x).

Se t Sc a n Cha nne l List 
(5 G Hz)

Se le c t o ne  o r mo re  tha n o ne  c ha nne l to  ha ve  the  Zyxe l De vic e  using  this p ro file  sc a n the  
c ha nne l(s) whe n Sc a n Channe l Mode  is se t to  ma nua l.

The se  c ha nne ls a re  limite d  to  the  5 G Hz ra ng e  (802.11 a / n/ a c / a x). No t a ll Zyxe l De vic e s 
sup p o rt b o th 2.4 G Hz a nd  5 G Hz fre q ue nc y b a nd s.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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C HA PTER 1 5
WDS Profile

15.1  Ove rvie w

This c ha p te r sho ws yo u ho w to  c o nfig ure  WDS (Wire le ss Distrib utio n Syste m) p ro file s fo r the  Zyxe l De vic e  
to  fo rm a  WDS with o the r APs.

15.1.1  Wha t You Ca n Do in this Cha pte r

The  WDS Profile  sc re e n (Se c tio n 15.2 o n p a g e  163) c re a te s p re se t WDS c o nfig ura tio ns tha t c a n b e  use d  
b y the  Zyxe l De vic e .

15.2  WDS Profile

This sc re e n a llo ws yo u to  ma na g e  a nd  c re a te  WDS p ro file s tha t c a n b e  use d  b y the  APs. To  a c c e ss this 
sc re e n, c lic k Config ura tion > Obje c t > WDS Profile .

Fig ure  103   Co nfig ura tio n > Ob je c t > WDS Pro file

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  65   Co nfig ura tio n > Ob je c t > WDS Pro file

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w p ro file .

Ed it C lic k this to  e d it the  se le c te d  p ro file .

Re mo ve Clic k this to  re mo ve  the  se le c te d  p ro file .

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  p ro file .

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  p ro file .

WDS SSID This fie ld  sho ws the  SSID sp e c ifie d  in this WDS p ro file .
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15.2.1  Add/ Edit WDS Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w WDS p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this sc re e n, c lic k the  
Add b utto n o r se le c t a nd  e xisting  p ro file  a nd  c lic k the  Edit b utto n.

Fig ure  104   Co nfig ura tio n > Ob je c t > WDS Pro file  > Ad d / Ed it WDS Pro file

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  66   Co nfig ura tio n > Ob je c t > WDS Pro file  > Ad d / Ed it WDS Pro file

LABEL DESCRIPTION

Pro file  Na me Ente r up  to  31 a lpha nume ric  c ha ra c te rs fo r the  p ro file  na me .

WDS SSID Ente r the  SSID with whic h yo u wa nt the  Zyxe l De vic e  to  c o nne c t to  a  ro o t AP o r re p e a te r to  
fo rm a  WDS.

Pre -Sha re d  Ke y Ente r a  p re -sha re d  ke y o f b e twe e n 8 a nd  63 c a se -se nsitive  ASC II c ha ra c te rs (inc lud ing  
sp a c e s a nd  symb o ls) o r 64 he xa d e c ima l c ha ra c te rs.

The  ke y is use d  to  e nc ryp t the  tra ffic  b e twe e n the  APs.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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C HA PTER 1 6
Ce rtific a te s

16.1  Ove rvie w

The  Zyxe l De vic e  c a n use  c e rtific a te s (a lso  c a lle d  d ig ita l IDs) to  a uthe ntic a te  use rs. Ce rtific a te s a re  
b a se d  o n p ub lic -p riva te  ke y p a irs. A c e rtific a te  c o nta ins the  c e rtific a te  o wne r’ s id e ntity a nd  p ub lic  ke y. 
Ce rtific a te s p ro vid e  a  wa y to  e xc ha ng e  p ub lic  ke ys fo r use  in a uthe ntic a tio n.

16.1.1  Wha t You Ca n Do in this Cha pte r

• The  My Ce rtific ate s sc re e ns (Se c tio n 16.2 o n p a g e  168) g e ne ra te  a nd  e xp o rt se lf-sig ne d  c e rtific a te s o r 
c e rtific a tio n re q ue sts a nd  imp o rt the  Zyxe l De vic e ’ s CA-sig ne d  c e rtific a te s.

• The  Truste d Ce rtific a te s sc re e ns (Se c tio n 16.3 o n p a g e  175) sa ve  CA c e rtific a te s a nd  truste d  re mo te  
ho st c e rtific a te s to  the  Zyxe l De vic e . The  Zyxe l De vic e  trusts a ny va lid  c e rtific a te  tha t yo u ha ve  
imp o rte d  a s a  truste d  c e rtific a te . It a lso  trusts a ny va lid  c e rtific a te  sig ne d  b y a ny o f the  c e rtific a te s 
tha t yo u ha ve  imp o rte d  a s a  truste d  c e rtific a te .

16.1.2  Wha t You Ne e d to  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Whe n using  p ub lic -ke y c ryp to lo g y fo r a uthe ntic a tio n, e a c h ho st ha s two  ke ys. One  ke y is p ub lic  a nd  c a n 
b e  ma d e  o p e nly a va ila b le . The  o the r ke y is p riva te  a nd  must b e  ke p t se c ure .

The se  ke ys wo rk like  a  ha nd writte n sig na ture  (in fa c t, c e rtific a te s a re  o fte n re fe rre d  to  a s “ d ig ita l 
sig na ture s” ). Only yo u c a n write  yo ur sig na ture  e xa c tly a s it sho uld  lo o k. Whe n p e o p le  kno w wha t yo ur 
sig na ture  lo o ks like , the y c a n ve rify whe the r so me thing  wa s sig ne d  b y yo u, o r b y so me o ne  e lse . In the  
sa me  wa y, yo ur p riva te  ke y “write s”  yo ur d ig ita l sig na ture  a nd  yo ur p ub lic  ke y a llo ws p e o p le  to  ve rify 
whe the r d a ta  wa s sig ne d  b y yo u, o r b y so me o ne  e lse .

This p ro c e ss wo rks a s fo llo ws:

1 Tim wa nts to  se nd  a  me ssa g e  to  Je nny. He  ne e d s he r to  b e  sure  tha t it c o me s fro m him, a nd  tha t the  
me ssa g e  c o nte nt ha s no t b e e n a lte re d  b y a nyo ne  e lse  a lo ng  the  wa y. Tim g e ne ra te s a  p ub lic  ke y p a ir 
(o ne  p ub lic  ke y a nd  o ne  p riva te  ke y).

2 Tim ke e p s the  p riva te  ke y a nd  ma ke s the  p ub lic  ke y o p e nly a va ila b le . This me a ns tha t a nyo ne  who  
re c e ive s a  me ssa g e  se e ming  to  c o me  fro m Tim c a n re a d  it a nd  ve rify whe the r it is re a lly fro m him o r no t.

3 Tim use s his p riva te  ke y to  sig n the  me ssa g e  a nd  se nd s it to  Je nny.

4 Je nny re c e ive s the  me ssa g e  a nd  use s Tim’ s p ub lic  ke y to  ve rify it. Je nny kno ws tha t the  me ssa g e  is fro m 
Tim, a nd  tha t a ltho ug h o the r p e o p le  ma y ha ve  b e e n a b le  to  re a d  the  me ssa g e , no -o ne  c a n ha ve  
a lte re d  it (b e c a use  the y c a nno t re -sig n the  me ssa g e  with Tim’ s p riva te  ke y).
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5 Ad d itio na lly, Je nny use s he r o wn p riva te  ke y to  sig n a  me ssa g e  a nd  Tim use s Je nny’ s p ub lic  ke y to  ve rify 
the  me ssa g e .

The  Zyxe l De vic e  use s c e rtific a te s b a se d  o n p ub lic -ke y c ryp to lo g y to  a uthe ntic a te  use rs a tte mp ting  to  
e sta b lish a  c o nne c tio n, no t to  e nc ryp t the  d a ta  tha t yo u se nd  a fte r e sta b lishing  a  c o nne c tio n. The  
me tho d  use d  to  se c ure  the  d a ta  tha t yo u se nd  thro ug h a n e sta b lishe d  c o nne c tio n d e p e nd s o n the  
typ e  o f c o nne c tio n.

The  c e rtific a tio n a utho rity use s its p riva te  ke y to  sig n c e rtific a te s. Anyo ne  c a n the n use  the  c e rtific a tio n 
a utho rity’ s p ub lic  ke y to  ve rify the  c e rtific a te s.

A c e rtific a tio n p a th is the  hie ra rc hy o f c e rtific a tio n a utho rity c e rtific a te s tha t va lid a te  a  c e rtific a te . The  
Zyxe l De vic e  d o e s no t trust a  c e rtific a te  if a ny c e rtific a te  o n its p a th ha s e xp ire d  o r b e e n re vo ke d .

Ce rtific a tio n a utho ritie s ma inta in d ire c to ry se rve rs with d a ta b a se s o f va lid  a nd  re vo ke d  c e rtific a te s. A 
d ire c to ry o f c e rtific a te s tha t ha ve  b e e n re vo ke d  b e fo re  the  sc he d ule d  e xp ira tio n is c a lle d  a  CRL 
(Ce rtific a te  Re vo c a tio n List). The  Zyxe l De vic e  c a n c he c k a  p e e r’ s c e rtific a te  a g a inst a  d ire c to ry se rve r’ s 
list o f re vo ke d  c e rtific a te s. The  fra me wo rk o f se rve rs, so ftwa re , p ro c e d ure s a nd  p o lic ie s tha t ha nd le s ke ys 
is c a lle d  PKI (p ub lic -ke y infra struc ture ).

Adva nta g e s of Ce rtific a te s

Ce rtific a te s o ffe r the  fo llo wing  b e ne fits.

• The  Zyxe l De vic e  o nly ha s to  sto re  the  c e rtific a te s o f the  c e rtific a tio n a utho ritie s tha t yo u d e c id e  to  
trust, no  ma tte r ho w ma ny d e vic e s yo u ne e d  to  a uthe ntic a te .

• Ke y d istrib utio n is simp le  a nd  ve ry se c ure  sinc e  yo u c a n fre e ly d istrib ute  p ub lic  ke ys a nd  yo u ne ve r 
ne e d  to  tra nsmit p riva te  ke ys.

Se lf- sig ne d Ce rtific a te s

Yo u c a n ha ve  the  Zyxe l De vic e  a c t a s a  c e rtific a tio n a utho rity a nd  sig n its o wn c e rtific a te s.

Fa c tory De fa ult Ce rtific a te

The  Zyxe l De vic e  g e ne ra te s its o wn uniq ue  se lf-sig ne d  c e rtific a te  whe n yo u first turn it o n. This c e rtific a te  
is re fe rre d  to  in the  G UI a s the  fa c to ry d e fa ult c e rtific a te .

Ce rtific a te  File  Forma ts

Any c e rtific a te  tha t yo u wa nt to  imp o rt ha s to  b e  in o ne  o f the se  file  fo rma ts:

• Bina ry X.509: This is a n ITU-T re c o mme nd a tio n tha t d e fine s the  fo rma ts fo r X.509 c e rtific a te s.

• PEM (Ba se -64) e nc o d e d  X.509: This Priva c y Enha nc e d  Ma il fo rma t use s lo we rc a se  le tte rs, up p e rc a se  
le tte rs a nd  nume ra ls to  c o nve rt a  b ina ry X.509 c e rtific a te  into  a  p rinta b le  fo rm.

• Bina ry PKCS# 7: This is a  sta nd a rd  tha t d e fine s the  g e ne ra l synta x fo r d a ta  (inc lud ing  d ig ita l sig na ture s) 
tha t ma y b e  e nc ryp te d . A PKCS # 7 file  is use d  to  tra nsfe r a  p ub lic  ke y c e rtific a te . The  p riva te  ke y is no t 
inc lud e d . The  Zyxe l De vic e  c urre ntly a llo ws the  imp o rta tio n o f a  PKS# 7 file  tha t c o nta ins a  sing le  
c e rtific a te .

• PEM (Ba se -64) e nc o d e d  PKCS# 7: This Priva c y Enha nc e d  Ma il (PEM) fo rma t use s lo we rc a se  le tte rs, 
up p e rc a se  le tte rs a nd  nume ra ls to  c o nve rt a  b ina ry PKCS# 7 c e rtific a te  into  a  p rinta b le  fo rm.



 Cha p te r 16 Ce rtific a te s

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

167

• Bina ry PKCS# 12: This is a  fo rma t fo r tra nsfe rring  p ub lic  ke y a nd  p riva te  ke y c e rtific a te s.The  p riva te  ke y 
in a  PKCS # 12 file  is within a  p a sswo rd -e nc ryp te d  e nve lo p e . The  file ’ s p a sswo rd  is no t c o nne c te d  to  
yo ur c e rtific a te ’ s p ub lic  o r p riva te  p a sswo rd s. Exp o rting  a  PKCS # 12 file  c re a te s this a nd  yo u must 
p ro vid e  it to  d e c ryp t the  c o nte nts whe n yo u imp o rt the  file  into  the  Zyxe l De vic e .

No te : Be  c a re ful no t to  c o nve rt a  b ina ry file  to  te xt d uring  the  tra nsfe r p ro c e ss. It is e a sy fo r this 
to  o c c ur sinc e  ma ny p ro g ra ms use  te xt file s b y d e fa ult.

16.1.3  Ve rifying  a  Ce rtific a te

Be fo re  yo u imp o rt a  truste d  c e rtific a te  into  the  Zyxe l De vic e , yo u sho uld  ve rify tha t yo u ha ve  the  c o rre c t 
c e rtific a te . Yo u c a n d o  this using  the  c e rtific a te ’ s fing e rp rint. A c e rtific a te ’ s fing e rp rint is a  me ssa g e  
d ig e st c a lc ula te d  using  the  MD5 o r SHA1 a lg o rithm. The  fo llo wing  p ro c e d ure  d e sc rib e s ho w to  c he c k a  
c e rtific a te ’ s fing e rp rint to  ve rify tha t yo u ha ve  the  a c tua l c e rtific a te .

1 Bro wse  to  whe re  yo u ha ve  the  c e rtific a te  sa ve d  o n yo ur c o mp ute r.

2 Ma ke  sure  tha t the  c e rtific a te  ha s a  “ .c e r”  o r “ .c rt”  file  na me  e xte nsio n.

3 Do ub le -c lic k the  c e rtific a te ’ s ic o n to  o p e n the  Ce rtific ate  wind o w. C lic k the  De ta ils ta b  a nd  sc ro ll d o wn 
to  the  Thumbprint Alg orithm  a nd  Thumbprint fie ld s.

4 Use  a  se c ure  me tho d  to  ve rify tha t the  c e rtific a te  o wne r ha s the  sa me  info rma tio n in the  Thumbprint 

Algorithm  a nd  Thumbprint fie ld s. The  se c ure  me tho d  ma y va ry b a se d  o n yo ur situa tio n. Po ssib le  
e xa mp le s wo uld  b e  o ve r the  te le p ho ne  o r thro ug h a n HTTPS c o nne c tio n.
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16.2  My Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > My Ce rtific a te s to  o p e n this sc re e n. This is the  Zyxe l De vic e ’ s 
summa ry list o f c e rtific a te s a nd  c e rtific a tio n re q ue sts.

Fig ure  105   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  67   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s

LABEL DESCRIPTION

PKI Sto ra g e  Sp a c e  
in Use

This b a r d isp la ys the  p e rc e nta g e  o f the  Zyxe l De vic e ’ s PKI sto ra g e  sp a c e  tha t is c urre ntly in use . 
Whe n the  sto ra g e  sp a c e  is a lmo st full, yo u sho uld  c o nsid e r d e le ting  e xp ire d  o r unne c e ssa ry 
c e rtific a te s b e fo re  a d d ing  mo re  c e rtific a te s.

Ad d Clic k this to  g o  to  the  sc re e n whe re  yo u c a n ha ve  the  Zyxe l De vic e  g e ne ra te  a  c e rtific a te  o r a  
c e rtific a tio n re q ue st.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n with a n in-d e p th list o f 
info rma tio n a b o ut the  c e rtific a te .

Re mo ve The  Zyxe l De vic e  ke e p s a ll o f yo ur c e rtific a te s unle ss yo u sp e c ific a lly d e le te  the m. Up lo a d ing  a  
ne w firmwa re  o r d e fa ult c o nfig ura tio n file  d o e s no t d e le te  yo ur c e rtific a te s. To  re mo ve  a n 
e ntry, se le c t it a nd  c lic k Re move . The  Zyxe l De vic e  c o nfirms yo u wa nt to  re mo ve  it b e fo re  
d o ing  so . Sub se q ue nt c e rtific a te s mo ve  up  b y o ne  whe n yo u ta ke  this a c tio n.

Ob je c t Re fe re nc e Yo u c a nno t d e le te  c e rtific a te s tha t a ny o f the  Zyxe l De vic e ’ s fe a ture s a re  c o nfig ure d  to  use . 
Se le c t a n e ntry a nd  c lic k Obje c t Re fe re nc e  to  o p e n a  sc re e n tha t sho ws whic h se tting s use  
the  e ntry.

# This fie ld  d isp la ys the  c e rtific a te  ind e x numb e r. The  c e rtific a te s a re  liste d  in a lp ha b e tic a l o rd e r.

Na me This fie ld  d isp la ys the  na me  use d  to  id e ntify this c e rtific a te . It is re c o mme nd e d  tha t yo u g ive  
e a c h c e rtific a te  a  uniq ue  na me .

Typ e This fie ld  d isp la ys wha t kind  o f c e rtific a te  this is.

REQ  re p re se nts a  c e rtific a tio n re q ue st a nd  is no t ye t a  va lid  c e rtific a te . Se nd  a  c e rtific a tio n 
re q ue st to  a  c e rtific a tio n a utho rity, whic h the n issue s a  c e rtific a te . Use  the  My Ce rtific a te  
Import sc re e n to  imp o rt the  c e rtific a te  a nd  re p la c e  the  re q ue st.

SELF re p re se nts a  se lf-sig ne d  c e rtific a te .

CERT re p re se nts a  c e rtific a te  issue d  b y a  c e rtific a tio n a utho rity.

Sub je c t This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s o wne r, suc h a s C N (C o mmo n 
Na me ), OU (Org a niza tio na l Unit o r d e p a rtme nt), O  (Org a niza tio n o r c o mp a ny) a nd  C  
(C o untry). It is re c o mme nd e d  tha t e a c h c e rtific a te  ha ve  uniq ue  sub je c t info rma tio n.
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16.2.1  Add My Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > My Ce rtific a te s a nd  the n the  Add  ic o n to  o p e n the  Add  My 

Ce rtific a te s sc re e n. Use  this sc re e n to  ha ve  the  Zyxe l De vic e  c re a te  a  se lf-sig ne d  c e rtific a te , e nro ll a  
c e rtific a te  with a  c e rtific a tio n a utho rity o r g e ne ra te  a  c e rtific a tio n re q ue st.

Fig ure  106   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ad d

Issue r This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s issuing  c e rtific a tio n a utho rity, 
suc h a s a  c o mmo n na me , o rg a niza tio na l unit o r d e pa rtme nt, o rg a niza tio n o r c o mpa ny a nd  
c o untry. With se lf-sig ne d  c e rtific a te s, this is the  sa me  info rma tio n a s in the  Subje c t fie ld .

Va lid  Fro m This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  b e c o me s a p p lic a b le .

Va lid  To This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  e xp ire s. The  te xt d isp la ys in re d  a nd  inc lud e s a n 
Exp ire d ! me ssa g e  if the  c e rtific a te  ha s e xp ire d .

Imp o rt C lic k Import to  o p e n a  sc re e n whe re  yo u c a n sa ve  a  c e rtific a te  to  the  Zyxe l De vic e .

Re fre sh Clic k Re fre sh to  d isp la y the  c urre nt va lid ity sta tus o f the  c e rtific a te s.

Ta b le  67   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  68   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ad d

LABEL DESCRIPTION

Na me Typ e  a  na me  to  id e ntify this c e rtific a te . Yo u c a n use  up  to  31 a lp ha nume ric  a nd  
;‘ ~!@ # $%^&()_+[]{}’ ,.=- c ha ra c te rs.

Sub je c t Info rma tio n Use  the se  fie ld s to  re c o rd  info rma tio n tha t id e ntifie s the  o wne r o f the  c e rtific a te . Yo u d o  
no t ha ve  to  fill in e ve ry fie ld , a ltho ug h yo u must spe c ify a  Host IP Addre ss, Host Doma in 
Na me , o r E- Ma il. The  c e rtific a tio n a utho rity ma y a d d  fie ld s (suc h a s a  se ria l numb e r) to  the  
sub je c t info rma tio n whe n it issue s a  c e rtific a te . It is re c o mme nd e d  tha t e a c h c e rtific a te  
ha ve  uniq ue  sub je c t info rma tio n.

Se le c t a  ra d io  b utto n to  id e ntify the  c e rtific a te ’ s o wne r b y IP a d d re ss, d o ma in na me  o r e -
ma il a d d re ss. Typ e  the  IP a d d re ss (in d o tte d  d e c ima l no ta tio n), d o ma in na me  o r e -ma il 
a d d re ss in the  fie ld  p ro vid e d . The  d o ma in na me  o r e -ma il a d d re ss is fo r id e ntific a tio n 
p urp o se s o nly a nd  c a n b e  a ny string .

A d o ma in na me  c a n b e  up  to  255 c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  
hyp he n a nd  p e rio d s.

An e -ma il a d d re ss c a n b e  up  to  63 c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  
hyp he n, the  @  symb o l, p e rio d s a nd  the  und e rsc o re .

Org a niza tio na l Unit Id e ntify the  o rg a niza tio na l unit o r d e p a rtme nt to  whic h the  c e rtific a te  o wne r b e lo ng s. Yo u 
c a n use  up  to  31 c ha ra c te rs. Yo u c a n use  a lpha nume ric  c ha ra c te rs, the  hyp he n a nd  the  
und e rsc o re .

Org a niza tio n Id e ntify the  c o mp a ny o r g ro up  to  whic h the  c e rtific a te  o wne r b e lo ng s. Yo u c a n use  up  to  
31 c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  hyp he n a nd  the  und e rsc o re .

To wn (C ity) Id e ntify the  to wn o r c ity whe re  the  c e rtific a te  o wne r is lo c a te d . Yo u c a n use  up  to  31 
c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  hyp he n a nd  the  und e rsc o re .

Sta te  (Pro vinc e ) Id e ntify the  sta te  o r p ro vinc e  whe re  the  c e rtific a te  o wne r is lo c a te d . Yo u c a n use  up  to  31 
c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  hyp he n a nd  the  und e rsc o re .

C o untry Id e ntify the  na tio n whe re  the  c e rtific a te  o wne r is lo c a te d . Yo u c a n use  up  to  31 
c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  hyp he n a nd  the  und e rsc o re .

Ke y Typ e The  Zyxe l De vic e  use s the  RSA (Rive st, Sha mir a nd  Ad le ma n) pub lic -ke y e nc ryp tio n 
a lg o rithm. SHA1 (Se c ure  Ha sh Alg o rithm) a nd  SHA2 a re  ha sh a lg o rithms use d  to  
a uthe ntic a te  p a c ke t d a ta . SHA2-256 o r SHA2-512 a re  p a rt o f the  SHA2 se t o f 
c ryp to g ra p hic  func tio ns a nd  the y a re  c o nsid e re d  e ve n mo re  se c ure  tha n SHA1.

Se le c t a  ke y typ e  fro m RSA- SHA256 a nd  RSA- SHA512.

Ke y Le ng th Se le c t a  numb e r fro m the  d ro p -d o wn list b o x to  d e te rmine  ho w ma ny b its the  ke y sho uld  
use  (1024 to  2048). The  lo ng e r the  ke y, the  mo re  se c ure  it is. A lo ng e r ke y a lso  use s mo re  PKI 
sto ra g e  sp a c e .

Exte nd e d  Ke y Usa g e Se le c t Se rve r Authe ntic a tion to  a llo w a  we b  se rve r to  se nd  c lie nts the  c e rtific a te  to  
a uthe ntic a te  itse lf.

Se le c t Clie nt Authe ntic a tion to  use  the  c e rtific a te ’ s ke y to  a uthe ntic a te  c lie nts to  the  
se c ure  g a te wa y.

The se  ra d io  b utto ns d e a l with ho w a nd  whe n the  c e rtific a te  is to  b e  g e ne ra te d .

Cre a te  a  se lf-sig ne d  
c e rtific a te

Se le c t this to  ha ve  the  Zyxe l De vic e  g e ne ra te  the  c e rtific a te  a nd  a c t a s the  Ce rtific a tio n 
Autho rity (CA) itse lf. This wa y yo u d o  no t ne e d  to  a p p ly to  a  c e rtific a tio n a utho rity fo r 
c e rtific a te s.

Cre a te  a  c e rtific a tio n 
re q ue st a nd  sa ve  it 
lo c a lly fo r la te r 
ma nua l e nro llme nt

Se le c t this to  ha ve  the  Zyxe l De vic e  g e ne ra te  a nd  sto re  a  re q ue st fo r a  c e rtific a te . Use  the  
My Ce rtific a te  Edit sc re e n to  vie w the  c e rtific a tio n re q ue st a nd  c o p y it to  se nd  to  the  
c e rtific a tio n a utho rity.

C o p y the  c e rtific a tio n re q ue st fro m the  My Ce rtific a te  Edit sc re e n a nd  the n se nd  it to  the  
c e rtific a tio n a utho rity.
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If yo u c o nfig ure d  the  Add  My Ce rtific a te s sc re e n to  ha ve  the  Zyxe l De vic e  e nro ll a  c e rtific a te  a nd  the  
c e rtific a te  e nro llme nt is no t suc c e ssful, yo u se e  a  sc re e n with a  Re turn b utto n tha t ta ke s yo u b a c k to  the  
Add My Ce rtific a te s sc re e n. C lic k Re turn a nd  c he c k yo ur info rma tio n in the  Add  My Ce rtific a te s sc re e n. 
Ma ke  sure  tha t the  c e rtific a tio n a utho rity info rma tio n is c o rre c t a nd  tha t yo ur Inte rne t c o nne c tio n is 
wo rking  p ro p e rly if yo u wa nt the  Zyxe l De vic e  to  e nro ll a  c e rtific a te  o nline .

16.2.2  Edit My Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > My Ce rtific a te s a nd  the n the  Edit ic o n to  o p e n the  My 

Ce rtific a te  Edit sc re e n. Yo u c a n use  this sc re e n to  vie w in-d e p th c e rtific a te  info rma tio n a nd  c ha ng e  the  
c e rtific a te ’ s na me .

O K Clic k OK to  b e g in c e rtific a te  o r c e rtific a tio n re q ue st g e ne ra tio n.

Ca nc e l C lic k Ca nc e l to  q uit a nd  re turn to  the  My Ce rtific a te s sc re e n.

Ta b le  68   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ad d  (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  107   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ed it
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  69   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ed it

LABEL DESCRIPTION

Na me This fie ld  d isp la ys the  id e ntifying  na me  o f this c e rtific a te . Yo u c a n use  up  to  31 a lp ha nume ric  
a nd  ;‘ ~!@ # $%^&()_+[]{}’ ,.=- c ha ra c te rs.

Ce rtific a tio n Pa th

This fie ld  d isp la ys fo r a  c e rtific a te , no t a  c e rtific a tio n re q ue st.

C lic k the  Re fre sh b utto n to  ha ve  this re a d -o nly te xt b o x d isp la y the  hie ra rc hy o f c e rtific a tio n a utho ritie s tha t 
va lid a te  the  c e rtific a te  (a nd  the  c e rtific a te  itse lf).

If the  issuing  c e rtific a tio n a utho rity is o ne  tha t yo u ha ve  imp o rte d  a s a  truste d  c e rtific a tio n a utho rity, it ma y b e  the  
o nly c e rtific a tio n a utho rity in the  list (a lo ng  with the  c e rtific a te  itse lf). If the  c e rtific a te  is a  se lf-sig ne d  c e rtific a te , the  
c e rtific a te  itse lf is the  o nly o ne  in the  list. The  Zyxe l De vic e  d o e s no t trust the  c e rtific a te  a nd  d isp la ys “ No t truste d ”  in 
this fie ld  if a ny c e rtific a te  o n the  p a th ha s e xp ire d  o r b e e n re vo ke d .

Re fre sh C lic k Re fre sh to  d isp la y the  c e rtific a tio n p a th.

C e rtific a te  Info rma tio n

The se  re a d -o nly fie ld s d isp la y d e ta ile d  info rma tio n a b o ut the  c e rtific a te .

Typ e This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . CA-sig ne d  me a ns tha t a  
Ce rtific a tio n Autho rity sig ne d  the  c e rtific a te . Se lf-sig ne d  me a ns tha t the  c e rtific a te ’ s o wne r 
sig ne d  the  c e rtific a te  (no t a  c e rtific a tio n a utho rity). “X.509”  me a ns tha t this c e rtific a te  wa s 
c re a te d  a nd  sig ne d  a c c o rd ing  to  the  ITU-T X.509 re c o mme nd a tio n tha t d e fine s the  fo rma ts 
fo r p ub lic -ke y c e rtific a te s.

Ve rsio n This fie ld  d isp la ys the  X.509 ve rsio n numb e r.

Se ria l Numb e r This fie ld  d isp la ys the  c e rtific a te ’ s id e ntific a tio n numb e r g ive n b y the  c e rtific a tio n a utho rity 
o r g e ne ra te d  b y the  Zyxe l De vic e .

Sub je c t This fie ld  d isp la ys info rma tio n tha t id e ntifie s the  o wne r o f the  c e rtific a te , suc h a s C o mmo n 
Na me  (CN), Org a niza tio na l Unit (OU), Org a niza tio n (O ), Sta te  (ST), a nd  Co untry (C ).

Issue r This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s issuing  c e rtific a tio n a utho rity, 
suc h a s Co mmo n Na me , Org a niza tio na l Unit, Org a niza tio n a nd  Co untry.

With se lf-sig ne d  c e rtific a te s, this is the  sa me  a s the  Subje c t Na me  fie ld .

“ no ne ”  d isp la ys fo r a  c e rtific a tio n re q ue st.

Sig na ture  
Alg o rithm

This fie ld  d isp la ys the  type  o f a lg o rithm tha t wa s use d  to  sig n the  c e rtific a te .

Va lid  Fro m This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  b e c o me s a p p lic a b le . “ no ne ”  d isp la ys fo r a  
c e rtific a tio n re q ue st.

Va lid  To This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  e xp ire s. The  te xt d isp la ys in re d  a nd  inc lud e s 
a n Exp ire d ! me ssa g e  if the  c e rtific a te  ha s e xp ire d . “ no ne ”  d isp la ys fo r a  c e rtific a tio n 
re q ue st.

Ke y Alg o rithm This fie ld  d isp la ys the  type  o f a lg o rithm tha t wa s use d  to  g e ne ra te  the  c e rtific a te ’ s ke y p a ir 
(the  Zyxe l De vic e  use s RSA e nc ryptio n) a nd  the  le ng th o f the  ke y se t in b its (1024 b its fo r 
e xa mp le ).

Sub je c t 
Alte rna tive  
Na me

This fie ld  d isp la ys the  c e rtific a te  o wne r‘ s IP a d d re ss (IP), d o ma in na me  (DNS) o r e -ma il 
a d d re ss (EMAIL).

Ke y Usa g e This fie ld  d isp la ys fo r wha t func tio ns the  c e rtific a te ’ s ke y c a n b e  use d . Fo r e xa mp le , 
“ Dig ita lSig na ture ”  me a ns tha t the  ke y c a n b e  use d  to  sig n c e rtific a te s a nd  
“ Ke yEnc ip he rme nt”  me a ns tha t the  ke y c a n b e  use d  to  e nc rypt te xt.

Exte nd e d  Ke y 
Usa g e

This fie ld  d isp la ys fo r wha t EKU (Exte nd e d  Ke y Usa g e ) func tio ns the  c e rtific a te ’ s ke y c a n b e  
use d .
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16.2.3  Import Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > My Ce rtific a te s > Import to  o p e n the  My Ce rtific a te  Import 
sc re e n. Fo llo w the  instruc tio ns in this sc re e n to  sa ve  a n e xisting  c e rtific a te  to  the  Zyxe l De vic e .

No te : Yo u c a n imp o rt a  c e rtific a te  tha t ma tc he s a  c o rre sp o nd ing  c e rtific a tio n re q ue st tha t 
wa s g e ne ra te d  b y the  Zyxe l De vic e . Yo u c a n a lso  imp o rt a  c e rtific a te  in PKCS# 12 
fo rma t, inc lud ing  the  c e rtific a te ’ s p ub lic  a nd  p riva te  ke ys.

The  c e rtific a te  yo u imp o rt re p la c e s the  c o rre sp o nd ing  re q ue st in the  My Ce rtific ate s sc re e n.

Yo u must re mo ve  a ny sp a c e s in the  c e rtific a te ’ s file na me  b e fo re  yo u c a n imp o rt it.

Ba sic  Co nstra int This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . Fo r e xa mp le , Sub je c t Typ e =CA 
me a ns tha t this is a  c e rtific a tio n a utho rity’ s c e rtific a te  a nd  “ Pa th Le ng th C o nstra int=1”  
me a ns tha t the re  c a n o nly b e  o ne  c e rtific a tio n a utho rity in the  c e rtific a te ’ s p a th. This fie ld  
d o e s no t d isp la y fo r a  c e rtific a tio n re q ue st.

MD5 Fing e rp rint This is the  c e rtific a te ’ s me ssa g e  d ig e st tha t the  Zyxe l De vic e  c a lc ula te d  using  the  MD5 
a lg o rithm.

SHA1 Fing e rp rint This is the  c e rtific a te ’ s me ssa g e  d ig e st tha t the  Zyxe l De vic e  c a lc ula te d  using  the  SHA1 
a lg o rithm.

Ce rtific a te  in PEM 
(Ba se -64) Enc o d e d  
Fo rma t

This re a d -o nly te xt b o x d isp la ys the  c e rtific a te  o r c e rtific a tio n re q ue st in Priva c y Enha nc e d  
Ma il (PEM) fo rma t. PEM use s lo we rc a se  le tte rs, up p e rc a se  le tte rs a nd  nume ra ls to  c o nve rt a  
b ina ry c e rtific a te  into  a  p rinta b le  fo rm.

Yo u c a n c o p y a nd  p a ste  a  c e rtific a tio n re q ue st into  a  c e rtific a tio n a utho rity’ s we b  p a g e , 
a n e -ma il tha t yo u se nd  to  the  c e rtific a tio n a utho rity o r a  te xt e d ito r a nd  sa ve  the  file  o n a  
ma na g e me nt c o mp ute r fo r la te r ma nua l e nro llme nt.

Yo u c a n c o p y a nd  p a ste  a  c e rtific a te  into  a n e -ma il to  se nd  to  frie nd s o r c o lle a g ue s o r yo u 
c a n c o p y a nd  p a ste  a  c e rtific a te  into  a  te xt e d ito r a nd  sa ve  the  file  o n a  ma na g e me nt 
c o mp ute r fo r la te r d istrib utio n (via  flo p p y d isk fo r e xa mp le ).

Exp o rt C e rtific a te  
O nly

Use  this b utto n to  sa ve  a  c o p y o f the  c e rtific a te  witho ut its p riva te  ke y. C lic k this b utto n a nd  
the n Sa ve  in the  File  Download  sc re e n. The  Sa ve  As sc re e n o p e ns, b ro wse  to  the  lo c a tio n 
tha t yo u wa nt to  use  a nd  c lic k Sa ve .

Pa sswo rd If yo u wa nt to  e xp o rt the  c e rtific a te  with its p riva te  ke y, c re a te  a  p a sswo rd  a nd  typ e  it he re . 
Ma ke  sure  yo u ke e p  this p a sswo rd  in a  sa fe  p la c e . Yo u will ne e d  to  use  it if yo u imp o rt the  
c e rtific a te  to  a no the r d e vic e .

Exp o rt C e rtific a te  
with Priva te  Ke y

Use  this b utto n to  sa ve  a  c o p y o f the  c e rtific a te  with its p riva te  ke y. Typ e  the  c e rtific a te ’ s 
p a sswo rd  a nd  c lic k this b utto n. C lic k Sa ve  in the  File  Downloa d sc re e n. The  Sa ve  As sc re e n 
o p e ns, b ro wse  to  the  lo c a tio n tha t yo u wa nt to  use  a nd  c lic k Save .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e . Yo u c a n o nly c ha ng e  the  na me .

Ca nc e l C lic k Ca nc e l to  q uit a nd  re turn to  the  My Ce rtific ate s sc re e n.

Ta b le  69   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ed it

LABEL DESCRIPTION
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Fig ure  108   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Imp o rt

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

16.3  Truste d Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > Truste d Ce rtific a te s to  o p e n the  Truste d Ce rtific ate s sc re e n. 
This sc re e n d isp la ys a  summa ry list o f c e rtific a te s tha t yo u ha ve  se t the  Zyxe l De vic e  to  a c c e p t a s truste d . 
The  Zyxe l De vic e  a lso  a c c e p ts a ny va lid  c e rtific a te  sig ne d  b y a  c e rtific a te  o n this list a s b e ing  
trustwo rthy; thus yo u d o  no t ne e d  to  imp o rt a ny c e rtific a te  tha t is sig ne d  b y o ne  o f the se  c e rtific a te s.

Ta b le  70   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Imp o rt

LABEL DESCRIPTION

File Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse  to  find  it.

Yo u c a nno t imp o rt a  c e rtific a te  with the  sa me  na me  a s a  c e rtific a te  tha t is a lre a d y in the  Zyxe l 
De vic e .

Bro wse Clic k Browse  to  find  the  c e rtific a te  file  yo u wa nt to  up lo a d .

Pa sswo rd This fie ld  o nly a p p lie s whe n yo u imp o rt a  b ina ry PKCS# 12 fo rma t file . Typ e  the  file ’ s pa sswo rd  tha t wa s 
c re a te d  whe n the  PKCS # 12 file  wa s e xp o rte d .

OK Clic k OK to  sa ve  the  c e rtific a te  o n the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  q uit a nd  re turn to  the  My Ce rtific a te s sc re e n.
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Fig ure  109   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

16.3.1  Edit Truste d Ce rtific a te s

Clic k Config ura tion > Obje c t > Ce rtific a te  > Truste d Ce rtific ate s a nd  the n a  c e rtific a te ’ s Edit ic o n to  o p e n 
the  Truste d Ce rtific a te s Edit sc re e n. Use  this sc re e n to  vie w in-d e p th info rma tio n a b o ut the  c e rtific a te , 
c ha ng e  the  c e rtific a te ’ s na me  a nd  se t whe the r o r no t yo u wa nt the  Zyxe l De vic e  to  c he c k a  
c e rtific a tio n a utho rity’ s list o f re vo ke d  c e rtific a te s b e fo re  trusting  a  c e rtific a te  issue d  b y the  c e rtific a tio n 

Ta b le  71   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s

LABEL DESCRIPTION

PKI Sto ra g e  Sp a c e  
in Use

This b a r d isp la ys the  p e rc e nta g e  o f the  Zyxe l De vic e ’ s PKI sto ra g e  sp a c e  tha t is c urre ntly in use . 
Whe n the  sto ra g e  sp a c e  is a lmo st full, yo u sho uld  c o nsid e r d e le ting  e xp ire d  o r unne c e ssa ry 
c e rtific a te s b e fo re  a d d ing  mo re  c e rtific a te s.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o pe n a  sc re e n with a n in-d e p th list o f 
info rma tio n a b o ut the  c e rtific a te .

Re mo ve The  Zyxe l De vic e  ke e p s a ll o f yo ur c e rtific a te s unle ss yo u sp e c ific a lly d e le te  the m. Up lo a d ing  a  
ne w firmwa re  o r d e fa ult c o nfig ura tio n file  d o e s no t d e le te  yo ur c e rtific a te s. To  re mo ve  a n 
e ntry, se le c t it a nd  c lic k Re move . The  Zyxe l De vic e  c o nfirms yo u wa nt to  re mo ve  it b e fo re  
d o ing  so . Sub se q ue nt c e rtific a te s mo ve  up  b y o ne  whe n yo u ta ke  this a c tio n.

Ob je c t Re fe re nc e Yo u c a nno t d e le te  c e rtific a te s tha t a ny o f the  Zyxe l De vic e ’ s fe a ture s a re  c o nfig ure d  to  use . 
Se le c t a n e ntry a nd  c lic k Obje c t Re fe re nc e  to  o p e n a  sc re e n tha t sho ws whic h se tting s use  the  
e ntry.

# This fie ld  d isp la ys the  c e rtific a te  ind e x numb e r. The  c e rtific a te s a re  liste d  in a lp ha b e tic a l o rd e r. 

Na me This fie ld  d isp la ys the  na me  use d  to  id e ntify this c e rtific a te .

Sub je c t This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s o wne r, suc h a s C N (Co mmo n 
Na me ), O U (Org a niza tio na l Unit o r d e p a rtme nt), O  (Org a niza tio n o r c o mp a ny) a nd  C  
(C o untry). It is re c o mme nd e d  tha t e a c h c e rtific a te  ha ve  uniq ue  sub je c t info rma tio n.

Issue r This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s issuing  c e rtific a tio n a utho rity, 
suc h a s a  c o mmo n na me , o rg a niza tio na l unit o r d e p a rtme nt, o rg a niza tio n o r c o mp a ny a nd  
c o untry. With se lf-sig ne d  c e rtific a te s, this is the  sa me  info rma tio n a s in the  Subje c t fie ld .

Va lid  Fro m This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  b e c o me s a p p lic a b le .

Va lid  To This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  e xp ire s. The  te xt d isp la ys in re d  a nd  inc lud e s a n 
Exp ire d ! me ssa g e  if the  c e rtific a te  ha s e xp ire d .

Imp o rt C lic k Import to  o p e n a  sc re e n whe re  yo u c a n sa ve  the  c e rtific a te  o f a  c e rtific a tio n a utho rity 
tha t yo u trust, fro m yo ur c o mp ute r to  the  Zyxe l De vic e .

Re fre sh Clic k this b utto n to  d isp la y the  c urre nt va lid ity sta tus o f the  c e rtific a te s.
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a utho rity.

Fig ure  110   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s > Ed it
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  72   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s > Ed it

LABEL DESCRIPTION

C o nfig ura tio n

Na me This fie ld  d isp la ys the  id e ntifying  na me  o f this c e rtific a te . Yo u c a n c ha ng e  the  na me . Yo u 
c a n use  up  to  31 a lp ha nume ric  a nd  ;‘ ~!@ # $%^&()_+[]{}’ ,.=- c ha ra c te rs.

Ce rtific a tio n Pa th

Clic k the  Re fre sh b utto n to  ha ve  this re a d -o nly te xt b o x d isp la y the  e nd  e ntity’ s c e rtific a te  a nd  a  list o f c e rtific a tio n 
a utho rity c e rtific a te s tha t sho ws the  hie ra rc hy o f c e rtific a tio n a utho ritie s tha t va lid a te  the  e nd  e ntity’ s c e rtific a te . If 
the  issuing  c e rtific a tio n a utho rity is o ne  tha t yo u ha ve  imp o rte d  a s a  truste d  c e rtific a te , it ma y b e  the  o nly 
c e rtific a tio n a utho rity in the  list (a lo ng  with the  e nd  e ntity’ s o wn c e rtific a te ). The  Zyxe l De vic e  d o e s no t trust the  e nd  
e ntity’ s c e rtific a te  a nd  d isp la ys “ No t truste d ”  in this fie ld  if a ny c e rtific a te  o n the  p a th ha s e xp ire d  o r b e e n re vo ke d .

Re fre sh Clic k Re fre sh to  d isp la y the  c e rtific a tio n p a th.

Ce rtific a te  Va lid a tio n

Ena b le  X.509v3 CRL 
Distrib utio n Po ints 
a nd  OCSP c he c king

Se le c t this c he c k b o x to  ha ve  the  Zyxe l De vic e  c he c k inc o ming  c e rtific a te s tha t a re  sig ne d  
b y this c e rtific a te  a g a inst a  C e rtific a te  Re vo c a tio n List (CRL) o r a n OC SP se rve r. Yo u a lso  
ne e d  to  c o nfig ure  the  OSCP o r LDAP se rve r d e ta ils.

OC SP Se rve r Se le c t this c he c k b o x if the  d ire c to ry se rve r use s OCSP (Online  Ce rtific a te  Sta tus Pro to c o l).

URL Typ e  the  p ro to c o l, IP a d d re ss a nd  p a thna me  o f the  O C SP se rve r.

ID The  Zyxe l De vic e  ma y ne e d  to  a uthe ntic a te  itse lf in o rd e r to  a sse ss the  O CSP se rve r. Typ e  
the  lo g in na me  (up  to  31 ASCII c ha ra c te rs) fro m the  e ntity ma inta ining  the  se rve r (usua lly a  
c e rtific a tio n a utho rity).

Pa sswo rd Typ e  the  p a sswo rd  (up  to  31 ASCII c ha ra c te rs) fro m the  e ntity ma inta ining  the  OCSP se rve r 
(usua lly a  c e rtific a tio n a utho rity).

LDAP Se rve r Se le c t this c he c k b o x if the  d ire c to ry se rve r use s LDAP (Lig htwe ig ht Dire c to ry Ac c e ss 
Pro to c o l). LDAP is a  p ro to c o l o ve r TC P tha t sp e c ifie s ho w c lie nts a c c e ss d ire c to rie s o f 
c e rtific a te s a nd  lists o f re vo ke d  c e rtific a te s.

Ad d re ss Typ e  the  IP a d d re ss (in d o tte d  d e c ima l no ta tio n) o f the  d ire c to ry se rve r.

Po rt Use  this fie ld  to  sp e c ify the  LDAP se rve r po rt numb e r. Yo u must use  the  sa me  se rve r p o rt 
numb e r tha t the  d ire c to ry se rve r use s. 389 is the  d e fa ult se rve r p o rt numb e r fo r LDAP.

ID The  Zyxe l De vic e  ma y ne e d  to  a uthe ntic a te  itse lf in o rd e r to  a sse ss the  CRL d ire c to ry se rve r. 
Typ e  the  lo g in na me  (up  to  31 ASCII c ha ra c te rs) fro m the  e ntity ma inta ining  the  se rve r 
(usua lly a  c e rtific a tio n a utho rity).

Pa sswo rd Typ e  the  p a sswo rd  (up  to  31 ASCII c ha ra c te rs) fro m the  e ntity ma inta ining  the  C RL d ire c to ry 
se rve r (usua lly a  c e rtific a tio n a utho rity).

C e rtific a te  Info rma tio n

The se  re a d -o nly fie ld s d isp la y d e ta ile d  info rma tio n a b o ut the  c e rtific a te .

Typ e This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . CA-sig ne d  me a ns tha t a  
Ce rtific a tio n Autho rity sig ne d  the  c e rtific a te . Se lf-sig ne d  me a ns tha t the  c e rtific a te ’ s o wne r 
sig ne d  the  c e rtific a te  (no t a  c e rtific a tio n a utho rity).  X.509 me a ns tha t this c e rtific a te  wa s 
c re a te d  a nd  sig ne d  a c c o rd ing  to  the  ITU-T X.509 re c o mme nd a tio n tha t d e fine s the  fo rma ts 
fo r p ub lic -ke y c e rtific a te s.

Ve rsio n This fie ld  d isp la ys the  X.509 ve rsio n numb e r.

Se ria l Numb e r This fie ld  d isp la ys the  c e rtific a te ’ s id e ntific a tio n numb e r g ive n b y the  c e rtific a tio n a utho rity.

Sub je c t This fie ld  d isp la ys info rma tio n tha t id e ntifie s the  o wne r o f the  c e rtific a te , suc h a s Co mmo n 
Na me  (CN), Org a niza tio na l Unit (OU), Org a niza tio n (O ) a nd  Co untry (C ).

Issue r This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s issuing  c e rtific a tio n a utho rity, 
suc h a s C o mmo n Na me , Org a niza tio na l Unit, Org a niza tio n a nd  C o untry.

With se lf-sig ne d  c e rtific a te s, this is the  sa me  info rma tio n a s in the  Subje c t Na me  fie ld .
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16.3.2  Import Truste d Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > Truste d Ce rtific a te s > Import to  o p e n the  Import Truste d 

Ce rtific a te s sc re e n. Fo llo w the  instruc tio ns in this sc re e n to  sa ve  a  truste d  c e rtific a te  to  the  Zyxe l De vic e .

No te : Yo u must re mo ve  a ny sp a c e s fro m the  c e rtific a te ’ s file na me  b e fo re  yo u c a n imp o rt the  
c e rtific a te .

Sig na ture  Alg o rithm This fie ld  d isp la ys the  typ e  o f a lg o rithm tha t wa s use d  to  sig n the  c e rtific a te . So me  
c e rtific a tio n a utho ritie s use  rsa -p kc s1-sha 1 (RSA p ub lic -p riva te  ke y e nc ryp tio n a lg o rithm a nd  
the  SHA1 ha sh a lg o rithm). Othe r c e rtific a tio n a utho ritie s ma y use  rsa -p kc s1-md 5 (RSA 
p ub lic -p riva te  ke y e nc ryp tio n a lg o rithm a nd  the  MD5 ha sh a lg o rithm).

Va lid  Fro m This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  b e c o me s a p p lic a b le . The  te xt d isp la ys in re d  
a nd  inc lud e s a  No t Ye t Va lid ! me ssa g e  if the  c e rtific a te  ha s no t ye t b e c o me  a p p lic a b le .

Va lid  To This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  e xp ire s. The  te xt d isp la ys in re d  a nd  inc lud e s 
a n Exp iring ! o r Exp ire d ! me ssa g e  if the  c e rtific a te  is a b o ut to  e xp ire  o r ha s a lre a d y e xp ire d .

Ke y Alg o rithm This fie ld  d isp la ys the  typ e  o f a lg o rithm tha t wa s use d  to  g e ne ra te  the  c e rtific a te ’ s ke y p a ir 
(the  Zyxe l De vic e  use s RSA e nc ryp tio n) a nd  the  le ng th o f the  ke y se t in b its (1024 b its fo r 
e xa mp le ).

Sub je c t Alte rna tive  
Na me

This fie ld  d isp la ys the  c e rtific a te ’ s o wne r‘ s IP a d d re ss (IP), d o ma in na me  (DNS) o r e -ma il 
a d d re ss (EMAIL).

Ke y Usa g e This fie ld  d isp la ys fo r wha t func tio ns the  c e rtific a te ’ s ke y c a n b e  use d . Fo r e xa mp le , 
“ Dig ita lSig na ture ”  me a ns tha t the  ke y c a n b e  use d  to  sig n c e rtific a te s a nd  
“ Ke yEnc ip he rme nt”  me a ns tha t the  ke y c a n b e  use d  to  e nc ryp t te xt.

Ba sic  Co nstra int This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . Fo r e xa mp le , Sub je c t Typ e =C A 
me a ns tha t this is a  c e rtific a tio n a utho rity’ s c e rtific a te  a nd    “ Pa th Le ng th C o nstra int=1”  
me a ns tha t the re  c a n o nly b e  o ne  c e rtific a tio n a utho rity in the  c e rtific a te ’ s pa th.

MD5 Fing e rp rint This is the  c e rtific a te ’ s me ssa g e  d ig e st tha t the  Zyxe l De vic e  c a lc ula te d  using  the  MD5 
a lg o rithm. Yo u c a n use  this va lue  to  ve rify with the  c e rtific a tio n a utho rity (o ve r the  p ho ne  fo r 
e xa mp le ) tha t this is a c tua lly the ir c e rtific a te .

SHA1 Fing e rp rint This is the  c e rtific a te ’ s me ssa g e  d ig e st tha t the  Zyxe l De vic e  c a lc ula te d  using  the  SHA1 
a lg o rithm. Yo u c a n use  this va lue  to  ve rify with the  c e rtific a tio n a utho rity (o ve r the  p ho ne  fo r 
e xa mp le ) tha t this is a c tua lly the ir c e rtific a te .

Ce rtific a te This re a d -o nly te xt b o x d isp la ys the  c e rtific a te  o r c e rtific a tio n re q ue st in Priva c y Enha nc e d  
Ma il (PEM) fo rma t. PEM use s lo we rc a se  le tte rs, up p e rc a se  le tte rs a nd  nume ra ls to  c o nve rt a  
b ina ry c e rtific a te  into  a  p rinta b le  fo rm.

Yo u c a n c o p y a nd  p a ste  the  c e rtific a te  into  a n e -ma il to  se nd  to  frie nd s o r c o lle a g ue s o r 
yo u c a n c o p y a nd  p a ste  the  c e rtific a te  into  a  te xt e d ito r a nd  sa ve  the  file  o n a  
ma na g e me nt c o mp ute r fo r la te r d istrib utio n (via  flo p p y d isk fo r e xa mp le ).

Exp o rt C e rtific a te Clic k this b utto n a nd  the n Sa ve  in the  File  Download  sc re e n. The  Sa ve  As sc re e n o p e ns, 
b ro wse  to  the  lo c a tio n tha t yo u wa nt to  use  a nd  c lic k Sa ve .

OK Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e . Yo u c a n o nly c ha ng e  the  na me .

Ca nc e l C lic k Ca nc e l to  q uit a nd  re turn to  the  Truste d Ce rtific a te s sc re e n.

Ta b le  72   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s > Ed it (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  111   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s > Imp o rt

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

16.4  Te c hnic a l Re fe re nc e

The  fo llo wing  se c tio n c o nta ins a d d itio na l te c hnic a l info rma tio n a b o ut the  fe a ture s d e sc rib e d  in this 
c ha p te r.

OCSP

OCSP (Online  Ce rtific a te  Sta tus Pro to c o l) a llo ws a n a p p lic a tio n o r d e vic e  to  c he c k whe the r a  c e rtific a te  
is va lid . With OCSP the  Zyxe l De vic e  c he c ks the  sta tus o f ind ivid ua l c e rtific a te s inste a d  o f d o wnlo a d ing  a  
Ce rtific a te  Re vo c a tio n List (CRL). OC SP ha s two  ma in a d va nta g e s o ve r a  CRL. The  first is re a l-time  sta tus 
info rma tio n. The  se c o nd  is a  re d uc tio n in ne two rk tra ffic  sinc e  the  Zyxe l De vic e  o nly g e ts info rma tio n o n 
the  c e rtific a te s tha t it ne e d s to  ve rify, no t a  hug e  list. Whe n the  Zyxe l De vic e  re q ue sts c e rtific a te  sta tus 
info rma tio n, the  OCSP se rve r re turns a  “ e xp ire d ” , “ c urre nt”  o r “unkno wn” re sp o nse .

Ta b le  73   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s > Imp o rt

LABEL DESCRIPTION

File Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse  to  find  it.

Yo u c a nno t impo rt a  c e rtific a te  with the  sa me  na me  a s a  c e rtific a te  tha t is a lre a d y in the  Zyxe l 
De vic e .

Bro wse Clic k Browse  to  find  the  c e rtific a te  file  yo u wa nt to  up lo a d .

OK Clic k OK to  sa ve  the  c e rtific a te  o n the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  q uit a nd  re turn to  the  p re vio us sc re e n.
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C HA PTER 1 7
Syste m

17.1  Ove rvie w

Use  the  syste m sc re e ns to  c o nfig ure  g e ne ra l Zyxe l De vic e  se tting s.

17.1.1  Wha t You Ca n Do in this Cha pte r

• The  Host Na me  sc re e n (Se c tio n 17.2 o n p a g e  181) c o nfig ure s a  uniq ue  na me  fo r the  Zyxe l De vic e  in 
yo ur ne two rk.

• The  Powe r Mode  sc re e n (Se c tio n 17.3 o n p a g e  182) c o nfig ure s the  Zyxe l De vic e ’ s p o we r se tting s.

• The  Da te / Time  sc re e n (Se c tio n 17.4 o n p a g e  183) c o nfig ure s the  d a te  a nd  time  fo r the  Zyxe l De vic e .

• The  WWW sc re e ns (Se c tio n 17.5 o n p a g e  186) c o nfig ure  se tting s fo r HTTP o r HTTPS a c c e ss to  the  Zyxe l 
De vic e .

• The  SSH sc re e n (Se c tio n 17.6 o n p a g e  194) c o nfig ure s SSH (Se c ure  SHe ll) fo r se c ure ly a c c e ssing  the  
Zyxe l De vic e ’ s c o mma nd  line  inte rfa c e .

• The  FTP sc re e n (Se c tio n 17.7 o n p a g e  198) sp e c ifie s FTP se rve r se tting s. Yo u c a n up lo a d  a nd  
d o wnlo a d  the  Zyxe l De vic e ’ s firmwa re  a nd  c o nfig ura tio n file s using  FTP. Ple a se  a lso  se e  Cha p te r 19 o n 
p a g e  209 fo r mo re  info rma tio n a b o ut firmwa re  a nd  c o nfig ura tio n file s.

• The  SNMP sc re e ns (Se c tio n 17.8 o n p a g e  199) c o nfig ure  the  Zyxe l De vic e ’ s SNMP se tting s, inc lud ing  
p ro file s tha t d e fine  a llo we d  SNMPv3 a c c e ss.

17.2  Host Na me

A ho st na me  is the  uniq ue  na me  b y whic h a  d e vic e  is kno wn o n a  ne two rk. C lic k Config ura tion > Syste m 

> Host Na me  to  o p e n this sc re e n.

Fig ure  112   Co nfig ura tio n > Syste m > Ho st Na me
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

17.3  Powe r Mode

Use  this sc re e n to  c o nfig ure  the  Zyxe l De vic e ’ s p o we r se tting s. C lic k Config ura tion > Syste m > Powe r 

Mode  to  o p e n this sc re e n.

Fig ure  113   Co nfig ura tio n > Syste m > Po we r Mo d e

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  74   Co nfig ura tio n > Syste m > Ho st Na me

LABEL DESCRIPTION

Syste m Na me Cho o se  a  d e sc rip tive  na me  to  id e ntify yo ur Zyxe l De vic e  d e vic e . This na me  c a n b e  up  to  64 
a lp ha nume ric  c ha ra c te rs lo ng . Sp a c e s a re  no t a llo we d , b ut d a she s (-) und e rsc o re s (_) a nd  
p e rio d s (.) a re  a c c e p te d .

Syste m Lo c a tio n Sp e c ify the  na me  o f the  p la c e  whe re  the  Zyxe l De vic e  is lo c a te d . Yo u c a n e nte r up  to  60 
a lp ha nume ric  a nd  '()’  ,:;? ! +-*/ = # $%@  c ha ra c te rs. Sp a c e s a nd  und e rsc o re s a re  a llo we d . The  
na me  sho uld  sta rt with a  le tte r.

Do ma in Na me Ente r the  d o ma in na me  (if yo u kno w it) he re . This na me  is p ro p a g a te d  to  DHCP c lie nts 
c o nne c te d  to  inte rfa c e s with the  DHC P se rve r e na b le d . This na me  c a n b e  up  to  254 
a lp ha nume ric  c ha ra c te rs lo ng . Sp a c e s a re  no t a llo we d , b ut d a she s “ -”  a re  a c c e p te d .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  75   Co nfig ura tio n > Syste m > Po we r Mo d e

LABEL DESCRIPTION

Fo rc e  o ve rrid e  
the  p o we r mo d e  
to  full p o we r

Se le c t this c he c k b o x if yo u a re  using  a  Po E inje c to r tha t d o e s no t sup p o rt Po E ne g o tia tio n. 
Othe rwise , the  Zyxe l De vic e  c a nno t d ra w full p o we r fro m the  p o we r so urc ing  e q uip me nt. 
Ena b le  this p o we r mo d e  to  imp ro ve  the  Zyxe l De vic e ’ s p e rfo rma nc e  in this situa tio n.

No te : Ensure  tha t the  p o we r so urc ing  e q uip me nt c a n sup p ly e no ug h p o we r to  the  
AP to  a vo id  a b no rma l syste m re b o o ts.

No te : Only e na b le  this if yo u a re  using  a  p a ssive  Po E inje c to r tha t is no t IEEE 802.3a t/ b t 
c o mp lia nt b ut c a n still p ro vid e  full p o we r.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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17.4  Da te  a nd Time

Fo r e ffe c tive  sc he d uling  a nd  lo g g ing , the  Zyxe l De vic e  syste m time  must b e  a c c ura te . The  Zyxe l De vic e  
ha s a  so ftwa re  me c ha nism to  se t the  time  ma nua lly o r g e t the  c urre nt time  a nd  d a te  fro m a n e xte rna l 
se rve r.

To  c ha ng e  yo ur Zyxe l De vic e ’ s time  b a se d  o n yo ur lo c a l time  zo ne  a nd  d a te , c lic k Config ura tion > 

Syste m > Da te / Time . The  sc re e n d isp la ys a s sho wn. Yo u c a n ma nua lly se t the  Zyxe l De vic e ’ s time  a nd  
d a te  o r ha ve  the  Zyxe l De vic e  g e t the  d a te  a nd  time  fro m a  time  se rve r.

Fig ure  114   Co nfig ura tio n > Syste m > Da te / Time

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  76   Co nfig ura tio n > Syste m > Da te / Time

LABEL DESCRIPTION

C urre nt Time  a nd  Da te

C urre nt Time This fie ld  d isp la ys the  p re se nt time  o f yo ur Zyxe l De vic e .

C urre nt Da te This fie ld  d isp la ys the  p re se nt d a te  o f yo ur Zyxe l De vic e .

Time  a nd  Da te  Se tup

Ma nua l Se le c t this ra d io  b utto n to  e nte r the  time  a nd  d a te  ma nua lly. If yo u c o nfig ure  a  ne w time  
a nd  d a te , time  zo ne  a nd  d a ylig ht sa ving  a t the  sa me  time , the  time  zo ne  a nd  d a ylig ht 
sa ving  will a ffe c t the  ne w time  a nd  d a te  yo u e nte re d . Whe n yo u e nte r the  time  se tting s 
ma nua lly, the  Zyxe l De vic e  use s the  ne w se tting  o nc e  yo u c lic k Apply.

Ne w Time  
(hh:mm:ss)

This fie ld  d isp la ys the  la st up d a te d  time  fro m the  time  se rve r o r the  la st time  c o nfig ure d  
ma nua lly.
Whe n yo u se t Time  a nd Da te  Se tup  to  Ma nua l, e nte r the  ne w time  in this fie ld  a nd  the n c lic k 
Apply.
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Ne w Da te
(yyyy-mm-d d )

This fie ld  d isp la ys the  la st up d a te d  d a te  fro m the  time  se rve r o r the  la st d a te  c o nfig ure d  
ma nua lly.
Whe n yo u se t Time  a nd Da te  Se tup  to  Ma nua l, e nte r the  ne w d a te  in this fie ld  a nd  the n c lic k 
Apply.

G e t fro m Time  
Se rve r

Se le c t this ra d io  b utto n to  ha ve  the  Zyxe l De vic e  g e t the  time  a nd  d a te  fro m the  time  se rve r 
yo u sp e c ify b e lo w. The  Zyxe l De vic e  re q ue sts time  a nd  d a te  se tting s fro m the  time  se rve r 
und e r the  fo llo wing  c irc umsta nc e s.

• Whe n the  Zyxe l De vic e  sta rts up .
• Whe n yo u c lic k Apply o r Sync . Now in this sc re e n.
• 24-ho ur inte rva ls a fte r sta rting  up .

Time  Se rve r Ad d re ss Ente r the  IP a d d re ss o r URL o f yo ur time  se rve r. C he c k with yo ur ISP/ ne two rk a d ministra to r if 
yo u a re  unsure  o f this info rma tio n.

Sync . No w Clic k this b utto n to  ha ve  the  Zyxe l De vic e  g e t the  time  a nd  d a te  fro m a  time  se rve r (se e  the  
Time  Se rve r Addre ss fie ld ). This a lso  sa ve s yo ur c ha ng e s (e xc e p t the  d a ylig ht sa ving  se tting s).

Time  Zo ne  Se tup

Time  Zo ne Cho o se  the  time  zo ne  o f yo ur lo c a tio n. This will se t the  time  d iffe re nc e  b e twe e n yo ur time  
zo ne  a nd  G re e nwic h Me a n Time  (G MT).

Ena b le  Da ylig ht 
Sa ving

Da ylig ht sa ving  is a  p e rio d  fro m la te  sp ring  to  fa ll whe n ma ny c o untrie s se t the ir c lo c ks 
a he a d  o f no rma l lo c a l time  b y o ne  ho ur to  g ive  mo re  d a ytime  lig ht in the  e ve ning .

Se le c t this o p tio n if yo u use  Da ylig ht Sa ving  Time .

Sta rt Da te Co nfig ure  the  d a y a nd  time  whe n Da ylig ht Sa ving  Time  sta rts if yo u se le c te d  Ena ble  Da ylig ht 
Sa ving . The  a t fie ld  use s the  24 ho ur fo rma t. He re  a re  a  c o up le  o f e xa mp le s:

Da ylig ht Sa ving  Time  sta rts in mo st p a rts o f the  Unite d  Sta te s o n the  se c o nd  Sund a y o f 
Ma rc h. Ea c h time  zo ne  in the  Unite d  Sta te s sta rts using  Da ylig ht Sa ving  Time  a t 2 A.M. lo c a l 
time . So  in the  Unite d  Sta te s yo u wo uld  se le c t Se c ond, Sunda y, Ma rc h a nd  typ e  2 in the  at 
fie ld .

Da ylig ht Sa ving  Time  sta rts in the  Euro p e a n Unio n o n the  la st Sund a y o f Ma rc h. All o f the  time  
zo ne s in the  Euro p e a n Unio n sta rt using  Da ylig ht Sa ving  Time  a t the  sa me  mo me nt (1 A.M. 
G MT o r UTC). So  in the  Euro p e a n Unio n yo u wo uld  se le c t La st, Sunda y, Ma rc h. The  time  yo u 
typ e  in the  a t fie ld  d e p e nd s o n yo ur time  zo ne . In G e rma ny fo r insta nc e , yo u wo uld  typ e  2 
b e c a use  G e rma ny's time  zo ne  is o ne  ho ur a he a d  o f G MT o r UTC (G MT+1).

End  Da te Co nfig ure  the  d a y a nd  time  whe n Da ylig ht Sa ving  Time  e nd s if yo u se le c te d  Ena ble  Da ylig ht 
Sa ving . The  a t fie ld  use s the  24 ho ur fo rma t. He re  a re  a  c o up le  o f e xa mp le s:

Da ylig ht Sa ving  Time  e nd s in the  Unite d  Sta te s o n the  first Sund a y o f No ve mb e r. Ea c h time  
zo ne  in the  Unite d  Sta te s sto p s using  Da ylig ht Sa ving  Time  a t 2 A.M. lo c a l time . So  in the  
Unite d  Sta te s yo u wo uld  se le c t First, Sunda y, Nove mbe r a nd  typ e  2 in the  at fie ld .

Da ylig ht Sa ving  Time  e nd s in the  Euro p e a n Unio n o n the  la st Sund a y o f Oc to b e r. All o f the  
time  zo ne s in the  Euro p e a n Unio n sto p  using  Da ylig ht Sa ving  Time  a t the  sa me  mo me nt (1 
A.M. GMT o r UTC). So  in the  Euro p e a n Unio n yo u wo uld  se le c t La st, Sunda y, Oc tobe r. The  
time  yo u typ e  in the  a t fie ld  d e p e nd s o n yo ur time  zo ne . In G e rma ny fo r insta nc e , yo u wo uld  
typ e  2 b e c a use  G e rma ny's time  zo ne  is o ne  ho ur a he a d  o f G MT o r UTC (G MT+1). 

O ffse t Sp e c ify ho w muc h the  c lo c k c ha ng e s whe n d a ylig ht sa ving  b e g ins a nd  e nd s.

Ente r a  numb e r fro m 1 to  5.5 (b y 0.5 inc re me nts).

Fo r e xa mp le , if yo u se t this fie ld  to  3.5, a  lo g  o c c urre d  a t 6 P.M. in lo c a l o ffic ia l time  will 
a p p e a r a s if it ha d  o c c urre d  a t 10:30 P.M.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  76   Co nfig ura tio n > Syste m > Da te / Time  (c o ntinue d )

LABEL DESCRIPTION
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17.4.1  Pre - de fine d NTP Time  Se rve rs List

Whe n yo u turn o n the  Zyxe l De vic e  fo r the  first time , the  d a te  a nd  time  sta rt a t 2003-01-01 00:00:00. The  
Zyxe l De vic e  the n a tte mp ts to  sync hro nize  with o ne  o f the  fo llo wing  p re -d e fine d  list o f Ne two rk Time  
Pro to c o l (NTP) time  se rve rs.

The  Zyxe l De vic e  c o ntinue s to  use  the  fo llo wing  p re -d e fine d  list o f NTP time  se rve rs if yo u d o  no t sp e c ify a  
time  se rve r o r it c a nno t sync hro nize  with the  time  se rve r yo u sp e c ifie d .

Whe n the  Zyxe l De vic e  use s the  p re -d e fine d  list o f NTP time  se rve rs, it ra nd o mly se le c ts o ne  se rve r a nd  
trie s to  sync hro nize  with it. If the  sync hro niza tio n fa ils, the n the  Zyxe l De vic e  g o e s thro ug h the  re st o f the  
list in o rd e r fro m the  first o ne  trie d  until e ithe r it is suc c e ssful o r a ll the  p re -d e fine d  NTP time  se rve rs ha ve  
b e e n trie d .

17.4.2  Time  Se rve r Sync hroniza tion

Clic k the  Sync . Now b utto n to  g e t the  time  a nd  d a te  fro m the  time  se rve r yo u sp e c ifie d  in the  Time  

Se rve r Addre ss fie ld .

Whe n the  Loa ding  me ssa g e  a p p e a rs, yo u ma y ha ve  to  wa it up  to  o ne  minute .

Fig ure  115   Lo a d ing

The  Curre nt Time  a nd  Curre nt Da te  fie ld s will d isp la y the  a p p ro p ria te  se tting s if the  sync hro niza tio n is 
suc c e ssful.

If the  sync hro niza tio n wa s no t suc c e ssful, a  lo g  d isp la ys in the  Vie w Log  sc re e n. Try re -c o nfig uring  the  
Da te / Time  sc re e n.

To  ma nua lly se t the  Zyxe l De vic e  d a te  a nd  time :

1 Clic k Syste m > Da te / Time .

2 Se le c t Ma nua l und e r Time  a nd Da te  Se tup .

3 Ente r the  Zyxe l De vic e ’ s time  in the  Ne w Time  fie ld .

4 Ente r the  Zyxe l De vic e ’ s d a te  in the  Ne w Da te  fie ld .

5 Und e r Time  Zone  Se tup , se le c t yo ur Time  Zone  fro m the  list.

6 As a n o p tio n yo u c a n se le c t the  Ena ble  Da ylig ht Sa ving  c he c k b o x to  a d just the  Zyxe l De vic e  c lo c k fo r 
d a ylig ht sa ving s.

7 Clic k Apply.

Ta b le  77   De fa ult Time  Se rve rs
0.p o o l.ntp .o rg

1.p o o l.ntp .o rg

2.p o o l.ntp .o rg
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To  g e t the  Zyxe l De vic e  d a te  a nd  time  fro m a  time  se rve r:

1 Clic k Syste m > Da te / Time .

2 Se le c t Ge t from Time  Se rve r und e r Time  a nd Da te  Se tup .

3 Und e r Time  Zone  Se tup , se le c t yo ur Time  Zone  fro m the  list.

4 Und e r Time  a nd Da te  Se tup , e nte r a  Time  Se rve r Addre ss.

5 Clic k Apply.

17.5  WWW Ove rvie w

The  fo llo wing  fig ure  sho ws se c ure  a nd  inse c ure  ma na g e me nt o f the  Zyxe l De vic e  c o ming  in fro m the  
WAN. HTTPS a nd  SSH a c c e ss a re  se c ure . HTTP a nd  FTP ma na g e me nt a c c e ss a re  no t se c ure .

Fig ure  116   Se c ure  a nd  Inse c ure  Se rvic e  Ac c e ss Fro m the  WAN

17.5.1  Se rvic e  Ac c e ss Limita tions

A se rvic e  c a nno t b e  use d  to  a c c e ss the  Zyxe l De vic e  whe n yo u ha ve  d isa b le d  tha t se rvic e  in the  
c o rre sp o nd ing  sc re e n.

17.5.2  Syste m Time out

The re  is a  le a se  time o ut fo r a d ministra to rs. The  Zyxe l De vic e  a uto ma tic a lly lo g s yo u o ut if the  
ma na g e me nt se ssio n re ma ins id le  fo r lo ng e r tha n this time o ut p e rio d . The  ma na g e me nt se ssio n d o e s 
no t time  o ut whe n a  sta tistic s sc re e n is p o lling .

Ea c h use r is a lso  fo rc e d  to  lo g  in the  Zyxe l De vic e  fo r a uthe ntic a tio n a g a in whe n the  re a uthe ntic a tio n 
time  e xp ire s.

Yo u c a n c ha ng e  the  time o ut se tting s in the  Use r sc re e ns.



 Cha p te r 17 Syste m

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

187

17.5.3  HTTPS

Yo u c a n se t the  Zyxe l De vic e  to  use  HTTP o r HTTPS (HTTPS a d d s se c urity) fo r We b  Co nfig ura to r se ssio ns.

HTTPS (Hyp e rTe xt Tra nsfe r Pro to c o l o ve r Se c ure  So c ke t La ye r, o r HTTP o ve r SSL) is a  we b  p ro to c o l tha t 
e nc ryp ts a nd  d e c ryp ts we b  p a g e s. Se c ure  So c ke t La ye r (SSL) is a n a p p lic a tio n-le ve l p ro to c o l tha t 
e na b le s se c ure  tra nsa c tio ns o f d a ta  b y e nsuring  c o nfid e ntia lity (a n una utho rize d  p a rty c a nno t re a d  the  
tra nsfe rre d  d a ta ), a uthe ntic a tio n (o ne  p a rty c a n id e ntify the  o the r p a rty) a nd  d a ta  inte g rity (yo u kno w if 
d a ta  ha s b e e n c ha ng e d ).

It re lie s up o n c e rtific a te s, p ub lic  ke ys, a nd  p riva te  ke ys (se e  Cha p te r 16 o n p a g e  165 fo r mo re  
info rma tio n).

HTTPS o n the  Zyxe l De vic e  is use d  so  tha t yo u c a n se c ure ly a c c e ss the  Zyxe l De vic e  using  the  We b  
Co nfig ura to r. The  SSL p ro to c o l sp e c ifie s tha t the  HTTPS se rve r (the  Zyxe l De vic e ) must a lwa ys 
a uthe ntic a te  itse lf to  the  HTTPS c lie nt (the  c o mp ute r whic h re q ue sts the  HTTPS c o nne c tio n with the  Zyxe l 
De vic e ), whe re a s the  HTTPS c lie nt o nly sho uld  a uthe ntic a te  itse lf whe n the  HTTPS se rve r re q uire s it to  d o  
so  (se le c t Authe ntic a te  Clie nt Ce rtific ate s in the  WWW sc re e n). Authe ntic a te  Clie nt Ce rtific a te s is 
o p tio na l a nd  if se le c te d  me a ns the  HTTPS c lie nt must se nd  the  Zyxe l De vic e  a  c e rtific a te . Yo u must a p p ly 
fo r a  c e rtific a te  fo r the  b ro wse r fro m a  CA tha t is a  truste d  CA o n the  Zyxe l De vic e .

Ple a se  re fe r to  the  fo llo wing  fig ure .

1 HTTPS c o nne c tio n re q ue sts fro m a n SSL-a wa re  we b  b ro wse r g o  to  p o rt 443 (b y d e fa ult) o n the  Zyxe l 
De vic e ’ s we b  se rve r.

2 HTTP c o nne c tio n re q ue sts fro m a  we b  b ro wse r g o  to  p o rt 80 (b y d e fa ult) o n the  Zyxe l De vic e ’ s we b  
se rve r.

Fig ure  117   HTTP/ HTTPS Imp le me nta tio n

No te : If yo u d isa b le  HTTP in the  WWW sc re e n, the n the  Zyxe l De vic e  b lo c ks a ll HTTP c o nne c tio n 
a tte mp ts.

17.5.4  Config uring  WWW Se rvic e  Control

Clic k Configura tion > Syste m > WWW to  o p e n the  WWW sc re e n. Use  this sc re e n to  sp e c ify HTTP o r HTTPS 
se tting s.
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Fig ure  118   Co nfig ura tio n > Syste m > WWW > Se rvic e  Co ntro l

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  78   Co nfig ura tio n > Syste m > WWW > Se rvic e  Co ntro l

LABEL DESCRIPTION

HTTPS

Ena b le Se le c t the  c he c k b o x to  a llo w o r d isa llo w the  c o mp ute r with the  IP a d d re ss tha t ma tc he s 
the  IP a d d re ss(e s) in the  Se rvic e  Control ta b le  to  a c c e ss the  Zyxe l De vic e  We b  
Co nfig ura to r using  se c ure  HTTPs c o nne c tio ns.

Se rve r Po rt The  HTTPS se rve r liste ns o n p o rt 443 b y d e fa ult. If yo u c ha ng e  the  HTTPS se rve r p o rt to  a  
d iffe re nt numb e r o n the  Zyxe l De vic e , fo r e xa mp le  8443, the n yo u must no tify p e o p le  who  
ne e d  to  a c c e ss the  Zyxe l De vic e  We b  Co nfig ura to r to  use  “ http s:/ / Zyxe l De vic e  IP 
Ad d re ss:8443”  a s the  URL.

Authe ntic a te  C lie nt 
C e rtific a te s

Se le c t Authe ntic ate  Clie nt Ce rtific a te s (o p tio na l) to  re q uire  the  SSL c lie nt to  a uthe ntic a te  
itse lf to  the  Zyxe l De vic e  b y se nd ing  the  Zyxe l De vic e  a  c e rtific a te . To  d o  tha t the  SSL c lie nt 
must ha ve  a  C A-sig ne d  c e rtific a te  fro m a  CA tha t ha s b e e n imp o rte d  a s a  truste d  C A o n 
the  Zyxe l De vic e .

C lic k Truste d CAs to  g o  to  the  Config ura tion > Obje c t > Ce rtific a te  > Truste d Ce rtific a te s 
sc re e n a nd  c he c k fo r the  truste d  c e rtific a te s se tting s.

Se rve r Ce rtific a te Se le c t a  c e rtific a te  the  HTTPS se rve r (the  Zyxe l De vic e ) use s to  a uthe ntic a te  itse lf to  the  
HTTPS c lie nt. Yo u must ha ve  c e rtific a te s a lre a d y c o nfig ure d  in the  My Ce rtific a te s sc re e n.

Re d ire c t HTTP to  HTTPS To  a llo w o nly se c ure  We b  C o nfig ura to r a c c e ss, se le c t this to  re d ire c t a ll HTTP c o nne c tio n 
re q ue sts to  the  HTTPS se rve r.

HTTP

Ena b le Se le c t the  c he c k b o x to  a llo w o r d isa llo w the  c o mp ute r with the  IP a d d re ss tha t ma tc he s 
the  IP a d d re ss(e s) in the  Se rvic e  Control ta b le  to  a c c e ss the  Zyxe l De vic e  We b  
Co nfig ura to r using  HTTP c o nne c tio ns.

Se rve r Po rt Yo u ma y c ha ng e  the  se rve r p o rt numb e r fo r a  se rvic e  if ne e d e d , ho we ve r yo u must use  
the  sa me  p o rt numb e r in o rd e r to  use  tha t se rvic e  to  a c c e ss the  Zyxe l De vic e .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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17.5.5  HTTPS Exa mple

If yo u ha ve  no t c ha ng e d  the  d e fa ult HTTPS p o rt o n the  Zyxe l De vic e , the n in yo ur b ro wse r e nte r “http s:/ /
Zyxe l De vic e  IP Ad d re ss/ ”  a s the  we b  site  a d d re ss whe re  “Zyxe l De vic e  IP Ad d re ss”  is the  IP a d d re ss o r 
d o ma in na me  o f the  Zyxe l De vic e  yo u wish to  a c c e ss.

17.5.5.1  Goog le  Chrome  Wa rning  Me ssa g e s

Whe n yo u a tte mp t to  a c c e ss the  Zyxe l De vic e  HTTPS se rve r, yo u will se e  the  e rro r me ssa g e  sho wn in the  
fo llo wing  sc re e n.

Fig ure  119   Se c urity Ale rt Dia lo g  Bo x (Go o g le  Chro me )

Se le c t Adva nc e d > Proc e e d to 192.168.1.2 (unsa fe ) to  p ro c e e d  to  the  We b  Co nfig ura to r lo g in sc re e n. 

17.5.5.2  Mozilla  Fire fox Wa rning  Me ssa g e s

Whe n yo u a tte mp t to  a c c e ss the  Zyxe l De vic e  HTTPS se rve r, a  Wa rning  sc re e n a p p e a rs a s sho wn in the  
fo llo wing  sc re e n. C lic k Le a rn More ... if yo u wa nt to  ve rify mo re  info rma tio n a b o ut the  c e rtific a te  fro m the  
Zyxe l De vic e .

C lic k Adva nc e d > Ac c e pt the  Risk a nd Continue .
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Fig ure  120   Se c urity Ce rtific a te  1 (Fire fo x)

17.5.5.3  Avoiding  Browse r Wa rning  Me ssa g e s

He re  a re  the  ma in re a so ns yo ur b ro wse r d isp la ys wa rning s a b o ut the  Zyxe l De vic e ’ s HTTPS se rve r 
c e rtific a te  a nd  wha t yo u c a n d o  to  a vo id  se e ing  the  wa rning s:

• The  issuing  c e rtific a te  a utho rity o f the  Zyxe l De vic e ’ s HTTPS se rve r c e rtific a te  is no t o ne  o f the  b ro wse r’ s 
truste d  c e rtific a te  a utho ritie s. The  issuing  c e rtific a te  a utho rity o f the  Zyxe l De vic e 's fa c to ry d e fa ult 
c e rtific a te  is the  Zyxe l De vic e  itse lf sinc e  the  c e rtific a te  is a  se lf-sig ne d  c e rtific a te .

• Fo r the  b ro wse r to  trust a  se lf-sig ne d  c e rtific a te , imp o rt the  se lf-sig ne d  c e rtific a te  into  yo ur o p e ra ting  
syste m a s a  truste d  c e rtific a te .

• To  ha ve  the  b ro wse r trust the  c e rtific a te s issue d  b y a  c e rtific a te  a utho rity, imp o rt the  c e rtific a te  
a utho rity’ s c e rtific a te  into  yo ur o p e ra ting  syste m a s a  truste d  c e rtific a te . Re fe r to  Ap p e nd ix A o n 
p a g e  253 fo r d e ta ils.

17.5.5.4  Enrolling  a nd Importing  SSL Clie nt Ce rtific a te s

The  SSL c lie nt ne e d s a  c e rtific a te  if Authe ntic a te  Clie nt Ce rtific ate s is se le c te d  o n the  Zyxe l De vic e .

Yo u must ha ve  imp o rte d  a t le a st o ne  truste d  CA to  the  Zyxe l De vic e  in o rd e r fo r the  Authe ntic a te  Clie nt 

Ce rtific a te s to  b e  a c tive  (se e  the  Ce rtific a te s c ha p te r fo r d e ta ils).

Ap p ly fo r a  c e rtific a te  fro m a  Ce rtific a tio n Autho rity (CA) tha t is truste d  b y the  Zyxe l De vic e  (se e  the  
Zyxe l De vic e ’ s Truste d Ce rtific ate s We b  Co nfig ura to r sc re e n).
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Fig ure  121   Truste d  Ce rtific a te s

The  CA se nd s yo u a  p a c ka g e  c o nta ining  the  CA’ s truste d  c e rtific a te (s), yo ur p e rso na l c e rtific a te (s) a nd  
a  p a sswo rd  to  insta ll the  p e rso na l c e rtific a te (s).

17.5.5.5  Insta lling  a  Pe rsona l Ce rtific a te

Yo u ne e d  a  p a sswo rd  in a d va nc e . The  CA ma y issue  the  p a sswo rd  o r yo u ma y ha ve  to  sp e c ify it d uring  
the  e nro llme nt. Do ub le -c lic k the  p e rso na l c e rtific a te  g ive n to  yo u b y the  CA to  p ro d uc e  a  sc re e n simila r 
to  the  o ne  sho wn ne xt.

1 Clic k Ne xt to  b e g in the  wiza rd .

2 The  file  na me  a nd  p a th o f the  c e rtific a te  yo u d o ub le -c lic ke d  sho uld  a uto ma tic a lly a p p e a r in the  File  

na me  te xt b o x. C lic k Browse  if yo u wish to  imp o rt a  d iffe re nt c e rtific a te .
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3 Ente r the  p a sswo rd  g ive n to  yo u b y the  CA.

4 Ha ve  the  wiza rd  d e te rmine  whe re  the  c e rtific a te  sho uld  b e  sa ve d  o n yo ur c o mp ute r o r se le c t Pla c e  a ll 

c e rtific a te s in the  following  store  a nd  c ho o se  a  d iffe re nt lo c a tio n.
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5 Clic k Finish to  c o mp le te  the  wiza rd  a nd  b e g in the  imp o rt p ro c e ss.

6 Yo u sho uld  se e  the  fo llo wing  sc re e n whe n the  c e rtific a te  is c o rre c tly insta lle d  o n yo ur c o mp ute r.
 

17.5.5.6  Using  a  Ce rtific a te  Whe n Ac c e ssing  the  Zyxe l De vic e

To  a c c e ss the  Zyxe l De vic e  via  HTTPS:
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1 Ente r ‘ http s:/ / Zyxe l De vic e  IP Ad d re ss/ ’  in yo ur b ro wse r’ s we b  a d d re ss fie ld .

2 Whe n Authe ntic a te  Clie nt Ce rtific ate s is se le c te d  o n the  Zyxe l De vic e , the  fo llo wing  sc re e n a sks yo u to  
se le c t a  p e rso na l c e rtific a te  to  se nd  to  the  Zyxe l De vic e . This sc re e n d isp la ys e ve n if yo u o nly ha ve  a  
sing le  c e rtific a te  a s in the  e xa mp le .

3 Yo u ne xt se e  the  We b  Co nfig ura to r lo g in sc re e n.

17.6  SSH

Yo u c a n use  SSH (Se c ure  SHe ll) to  se c ure ly a c c e ss the  Zyxe l De vic e ’ s c o mma nd  line  inte rfa c e .

SSH is a  se c ure  c o mmunic a tio n p ro to c o l tha t c o mb ine s a uthe ntic a tio n a nd  d a ta  e nc ryp tio n to  p ro vid e  
se c ure  e nc ryp te d  c o mmunic a tio n b e twe e n two  ho sts o ve r a n unse c ure d  ne two rk. In the  fo llo wing  
fig ure , c o mp ute r B o n the  Inte rne t use s SSH to  se c ure ly c o nne c t to  the  Zyxe l De vic e  (A) fo r a  
ma na g e me nt se ssio n.

Fig ure  122   SSH Co mmunic a tio n Ove r the  WAN Exa mp le
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17.6.1  How SSH Works

The  fo llo wing  fig ure  is a n e xa mp le  o f ho w a  se c ure  c o nne c tio n is e sta b lishe d  b e twe e n two  re mo te  ho sts 
using  SSH v1.

Fig ure  123   Ho w SSH v1 Wo rks Exa mp le

1 Ho st Id e ntific a tio n

The  SSH c lie nt se nd s a  c o nne c tio n re q ue st to  the  SSH se rve r. The  se rve r id e ntifie s itse lf with a  ho st ke y. 
The  c lie nt e nc ryp ts a  ra nd o mly g e ne ra te d  se ssio n ke y with the  ho st ke y a nd  se rve r ke y a nd  se nd s the  
re sult b a c k to  the  se rve r.

The  c lie nt a uto ma tic a lly sa ve s a ny ne w se rve r p ub lic  ke ys. In sub se q ue nt c o nne c tio ns, the  se rve r 
p ub lic  ke y is c he c ke d  a g a inst the  sa ve d  ve rsio n o n the  c lie nt c o mp ute r.

2 Enc ryp tio n Me tho d

Onc e  the  id e ntific a tio n is ve rifie d , b o th the  c lie nt a nd  se rve r must a g re e  o n the  typ e  o f e nc ryp tio n 
me tho d  to  use .

3 Authe ntic a tio n a nd  Da ta  Tra nsmissio n

Afte r the  id e ntific a tio n is ve rifie d  a nd  d a ta  e nc ryp tio n a c tiva te d , a  se c ure  tunne l is e sta b lishe d  
b e twe e n the  c lie nt a nd  the  se rve r. The  c lie nt the n se nd s its a uthe ntic a tio n info rma tio n (use r na me  
a nd  p a sswo rd ) to  the  se rve r to  lo g  in to  the  se rve r.
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17.6.2  SSH Imple me nta tion on the  Zyxe l De vic e

Yo ur Zyxe l De vic e  sup p o rts SSH ve rsio ns 1 a nd  2 using  RSA a uthe ntic a tio n a nd  fo ur e nc ryp tio n me tho d s 
(AES, 3DES, Arc hfo ur, a nd  Blo wfish). The  SSH se rve r is imp le me nte d  o n the  Zyxe l De vic e  fo r ma na g e me nt 
using  p o rt 22 (b y d e fa ult).

17.6.3  Re quire me nts for Using  SSH

Yo u must insta ll a n SSH c lie nt p ro g ra m o n a  c lie nt c o mp ute r (Wind o ws o r Linux o p e ra ting  syste m) tha t is 
use d  to  c o nne c t to  the  Zyxe l De vic e  o ve r SSH.

17.6.4  Config uring  SSH

Clic k Configura tion > Syste m > SSH to  o p e n the  fo llo wing  sc re e n. Use  this sc re e n to  c o nfig ure  yo ur Zyxe l 
De vic e ’ s Se c ure  She ll se tting s.

No te : It is re c o mme nd e d  tha t yo u d isa b le  FTP whe n yo u c o nfig ure  SSH fo r se c ure  
c o nne c tio ns.

Fig ure  124   Co nfig ura tio n > Syste m > SSH

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  79   Co nfig ura tio n > Syste m > SSH

LABEL DESCRIPTION

Ena b le Se le c t the  c he c k b o x to  a llo w o r d isa llo w the  c o mp ute r with the  IP a d d re ss tha t ma tc he s the  IP 
a d d re ss(e s) in the  Se rvic e  Control ta b le  to  a c c e ss the  Zyxe l De vic e  CLI using  this se rvic e .

No te : The  Zyxe l De vic e  use s o nly SSH ve rsio n 2 p ro to c o l.

Se rve r Po rt Yo u ma y c ha ng e  the  se rve r p o rt numb e r fo r a  se rvic e  if ne e d e d , ho we ve r yo u must use  the  
sa me  p o rt numb e r in o rd e r to  use  tha t se rvic e  fo r re mo te  ma na g e me nt.

Se rve r Ce rtific a te Se le c t the  c e rtific a te  who se  c o rre sp o nd ing  p riva te  ke y is to  b e  use d  to  id e ntify the  Zyxe l De vic e  
fo r SSH c o nne c tio ns. Yo u must ha ve  c e rtific a te s a lre a d y c o nfig ure d  in the  My Ce rtific a te s 
sc re e n.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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17.6.5  Exa mple s of Se c ure  Te lne t Using  SSH

This se c tio n sho ws two  e xa mp le s using  a  c o mma nd  inte rfa c e  a nd  a  g ra p hic a l inte rfa c e  SSH c lie nt 
p ro g ra m to  re mo te ly a c c e ss the  Zyxe l De vic e . The  c o nfig ura tio n a nd  c o nne c tio n ste p s a re  simila r fo r 
mo st SSH c lie nt p ro g ra ms. Re fe r to  yo ur SSH c lie nt p ro g ra m use r’ s g uid e .

17.6.5.1  Exa mple  1: Mic rosoft Windows

This se c tio n d e sc rib e s ho w to  a c c e ss the  Zyxe l De vic e  using  the  Se c ure  She ll C lie nt p ro g ra m.

1 La unc h the  SSH c lie nt a nd  sp e c ify the  c o nne c tio n info rma tio n (IP a d d re ss, p o rt numb e r) fo r the  Zyxe l 
De vic e .

2 Co nfig ure  the  SSH c lie nt to  a c c e p t c o nne c tio n using  SSH ve rsio n 2.

3 A wind o w d isp la ys p ro mp ting  yo u to  sto re  the  ho st ke y in yo u c o mp ute r. C lic k Ye s to  c o ntinue . 

Fig ure  125   SSH Exa mp le  1: Sto re  Ho st Ke y

Ente r the  p a sswo rd  to  lo g  in to  the  Zyxe l De vic e . The  CLI sc re e n d isp la ys ne xt.

17.6.5.2  Exa mple  2: Linux

This se c tio n d e sc rib e s ho w to  a c c e ss the  Zyxe l De vic e  using  the  O p e nSSH c lie nt p ro g ra m tha t c o me s 
with mo st Linux d istrib utio ns.

1 Ente r “ssh –2 192.168.1.2”  a t a  te rmina l p ro mp t a nd  p re ss [ENTER]. This c o mma nd  fo rc e s yo ur 
c o mp ute r to  c o nne c t to  the  Zyxe l De vic e  using  SSH ve rsio n 1. If this is the  first time  yo u a re  c o nne c ting  to  
the  Zyxe l De vic e  using  SSH, a  me ssa g e  d isp la ys p ro mp ting  yo u to  sa ve  the  ho st info rma tio n o f the  Zyxe l 
De vic e . Typ e  “yes”  a nd  p re ss [ENTER]. 

The n e nte r the  p a sswo rd  to  lo g  in to  the  Zyxe l De vic e .
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Fig ure  126   SSH Exa mp le  2: Lo g  in

2 The  CLI sc re e n d isp la ys ne xt.

17.7  FTP

Yo u c a n up lo a d  a nd  d o wnlo a d  the  Zyxe l De vic e ’ s firmwa re  a nd  c o nfig ura tio n file s using  FTP. To  use  this 
fe a ture , yo ur c o mp ute r must ha ve  a n FTP c lie nt. Se e  Cha p te r 19 o n p a g e  209 fo r mo re  info rma tio n 
a b o ut firmwa re  a nd  c o nfig ura tio n file s.

To  c ha ng e  yo ur Zyxe l De vic e ’ s FTP se tting s, c lic k Config ura tion > Syste m > FTP ta b . The  sc re e n a p p e a rs 
a s sho wn. Use  this sc re e n to  sp e c ify FTP se tting s.

Fig ure  127   Co nfig ura tio n > Syste m > FTP

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

$ ssh –2 192.168.1.2

The authenticity of host '192.168.1.2 (192.168.1.2)' can't be established.

RSA1 key fingerprint is 21:6c:07:25:7e:f4:75:80:ec:af:bd:d4:3d:80:53:d1.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.1.2' (RSA1) to the list of known hosts.

Administrator@192.168.1.2's password:

Ta b le  80   Co nfig ura tio n > Syste m > FTP

LABEL DESCRIPTION

Ena b le Se le c t the  c he c k b o x to  a llo w o r d isa llo w the  c o mp ute r with the  IP a d d re ss tha t ma tc he s the  IP 
a d d re ss(e s) in the  Se rvic e  Control ta b le  to  a c c e ss the  Zyxe l De vic e  using  this se rvic e .

TLS re q uire d Se le c t the  c he c k b o x to  use  FTP o ve r TLS (Tra nsp o rt La ye r Se c urity) to  e nc ryp t c o mmunic a tio n.

This imp le me nts TLS a s a  se c urity me c ha nism to  se c ure  FTP c lie nts a nd / o r se rve rs.

Se rve r Po rt Yo u ma y c ha ng e  the  se rve r p o rt numb e r fo r a  se rvic e  if ne e d e d , ho we ve r yo u must use  the  
sa me  p o rt numb e r in o rd e r to  use  tha t se rvic e  fo r re mo te  ma na g e me nt.

Se rve r Ce rtific a te Se le c t the  c e rtific a te  who se  c o rre sp o nd ing  p riva te  ke y is to  b e  use d  to  id e ntify the  Zyxe l De vic e  
fo r FTP c o nne c tio ns. Yo u must ha ve  c e rtific a te s a lre a d y c o nfig ure d  in the  My Ce rtific a te s 
sc re e n.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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17.8  SNMP

Simp le  Ne two rk Ma na g e me nt Pro to c o l is a  p ro to c o l use d  fo r e xc ha ng ing  ma na g e me nt info rma tio n 
b e twe e n ne two rk d e vic e s. Yo ur Zyxe l De vic e  sup p o rts SNMP a g e nt func tio na lity, whic h a llo ws a  
ma na g e r sta tio n to  ma na g e  a nd  mo nito r the  Zyxe l De vic e  thro ug h the  ne two rk. The  Zyxe l De vic e  
sup p o rts SNMP ve rsio n o ne  (SNMPv1), ve rsio n two  (SNMPv2c ), a nd  ve rsio n thre e  (SNMPv3). The  ne xt 
fig ure  illustra te s a n SNMP ma na g e me nt o p e ra tio n.

Fig ure  128   SNMP Ma na g e me nt Mo d e l

An SNMP ma na g e d  ne two rk c o nsists o f two  ma in typ e s o f c o mp o ne nt: a g e nts a nd  a  ma na g e r.

An a g e nt is a  ma na g e me nt so ftwa re  mo d ule  tha t re sid e s in a  ma na g e d  d e vic e  (the  Zyxe l De vic e ). An 
a g e nt tra nsla te s the  lo c a l ma na g e me nt info rma tio n fro m the  ma na g e d  d e vic e  into  a  fo rm c o mp a tib le  
with SNMP. The  ma na g e r is the  c o nso le  thro ug h whic h ne two rk a d ministra to rs p e rfo rm ne two rk 
ma na g e me nt func tio ns. It e xe c ute s a p p lic a tio ns tha t c o ntro l a nd  mo nito r ma na g e d  d e vic e s.

The  ma na g e d  d e vic e s c o nta in o b je c t va ria b le s/ ma na g e d  o b je c ts tha t d e fine  e a c h p ie c e  o f 
info rma tio n to  b e  c o lle c te d  a b o ut a  d e vic e . Exa mp le s o f va ria b le s inc lud e  suc h a s numb e r o f p a c ke ts 
re c e ive d , no d e  p o rt sta tus e tc . A Ma na g e me nt Info rma tio n Ba se  (MIB) is a  c o lle c tio n o f ma na g e d  
o b je c ts. SNMP a llo ws a  ma na g e r a nd  a g e nts to  c o mmunic a te  fo r the  p urp o se  o f a c c e ssing  the se  
o b je c ts.

SNMP itse lf is a  simp le  re q ue st/ re sp o nse  p ro to c o l b a se d  o n the  ma na g e r/ a g e nt mo d e l. The  ma na g e r 
issue s a  re q ue st a nd  the  a g e nt re turns re sp o nse s using  the  fo llo wing  p ro to c o l o p e ra tio ns:

• Ge t - Allo ws the  ma na g e r to  re trie ve  a n o b je c t va ria b le  fro m the  a g e nt.

• Ge tNe xt - Allo ws the  ma na g e r to  re trie ve  the  ne xt o b je c t va ria b le  fro m a  ta b le  o r list within a n a g e nt. 
In SNMPv1, whe n a  ma na g e r wa nts to  re trie ve  a ll e le me nts o f a  ta b le  fro m a n a g e nt, it initia te s a  G e t 
o p e ra tio n, fo llo we d  b y a  se rie s o f Ge tNe xt o p e ra tio ns.

• Se t - Allo ws the  ma na g e r to  se t va lue s fo r o b je c t va ria b le s within a n a g e nt.
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• Tra p  - Use d  b y the  a g e nt to  info rm the  ma na g e r o f so me  e ve nts.

17.8.1  Supporte d MIBs

The  Zyxe l De vic e  sup p o rts MIB II tha t is d e fine d  in RFC-1213 a nd  RFC-1215. The  Zyxe l De vic e  a lso  sup p o rts 
p riva te  MIBs (ZYXEL-ES-CAPWAP.MIB, ZYXEL-ES-COMMON.MIB, ZYXEL-ES-ZyXELAPMg mt.MIB, ZYXEL-ES-
PRO WLAN.MIB, ZYXEL-ES-RFMG MT.MIB, ZYXEL-ES-SMI.MIB, a nd  ZYXEL-ES-WIRELESS.MIB) to  c o lle c t 
info rma tio n a b o ut CPU a nd  me mo ry usa g e  a nd  VPN to ta l thro ug hp ut. The  fo c us o f the  MIBs is to  le t 
a d ministra to rs c o lle c t sta tistic a l d a ta  a nd  mo nito r sta tus a nd  p e rfo rma nc e . Yo u c a n d o wnlo a d  the  Zyxe l 
De vic e ’ s MIBs fro m www.zyxe l.c o m.

17.8.2  SNMP Tra ps

The  Zyxe l De vic e  will se nd  tra p s to  the  SNMP ma na g e r whe n a ny o ne  o f the  fo llo wing  e ve nts o c c urs.

17.8.3  Config uring  SNMP

To  c ha ng e  yo ur Zyxe l De vic e ’ s SNMP se tting s, c lic k Config ura tion > Syste m > SNMP ta b . The  sc re e n 
a p p e a rs a s sho wn. Use  this sc re e n to  c o nfig ure  yo ur SNMP se tting s. Yo u c a n a lso  c o nfig ure  use r p ro file s 
tha t d e fine  a llo we d  SNMPv3 a c c e ss.

Fig ure  129   Co nfig ura tio n > Syste m > SNMP

Ta b le  81   SNMP Tra p s

OBJECT LABEL OBJECT ID DESCRIPTION

linkDo wn 1.3.6.1.6.3.1.1.5.3 This tra p  is se nt whe n the  Ethe rne t link is d o wn.

linkUp 1.3.6.1.6.3.1.1.5.4 This tra p  is se nt whe n the  Ethe rne t link is up .

a uthe ntic a tio nFa ilure 1.3.6.1.6.3.1.1.5.5 This tra p  is se nt whe n a n SNMP re q ue st c o me s fro m no n-
a uthe ntic a te d  ho sts.
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

17.8.4  Adding  or Editing  a n SNMPv3 Use r Profile

This sc re e n a llo ws yo u to  a d d  o r e d it a n SNMPv3 use r p ro file . To  a c c e ss this sc re e n, c lic k the  
Config ura tion > Syste m > SNMP sc re e n’ s Add  b utto n o r se le c t a  SNMPv3 use r p ro file  fro m the  list a nd  
c lic k the  Edit b utto n.

Ta b le  82   Co nfig ura tio n > Syste m > SNMP

LABEL DESCRIPTION

Ena b le Se le c t the  c he c k b o x to  a llo w o r d isa llo w use rs to  a c c e ss the  Zyxe l De vic e  using  SNMP.

Se rve r Po rt Yo u ma y c ha ng e  the  se rve r po rt numb e r fo r a  se rvic e  if ne e d e d , ho we ve r yo u must use  the  
sa me  p o rt numb e r in o rd e r to  use  tha t se rvic e  fo r re mo te  ma na g e me nt.

Tra p

Co mmunity Typ e  the  tra p  c o mmunity, whic h is the  p a sswo rd  se nt with e a c h tra p  to  the  SNMP ma na g e r. 
The  d e fa ult is pub lic  a nd  a llo ws a ll re q ue sts.

De stina tio n Typ e  the  IP a d d re ss o f the  sta tio n to  se nd  yo ur SNMP tra p s to .

Tra p  Wire le ss 
Eve nt

Se le c t this to  ha ve  the  Zyxe l De vic e  se nd  a  tra p  to  the  SNMP ma na g e r whe n a  WiFi c lie nt is 
c o nne c te d  to  o r d isc o nne c te d  fro m the  Zyxe l De vic e .

SNMPv2c Se le c t this to  a llo w SNMP ma na g e rs using  SNMPv2c  to  a c c e ss the  Zyxe l De vic e .

G e t C o mmunity Ente r the  Ge t Community, whic h is the  p a sswo rd  fo r the  inc o ming  G e t a nd  G e tNe xt re q ue sts 
fro m the  ma na g e me nt sta tio n. The  d e fa ult is pub lic  a nd  a llo ws a ll re q ue sts.

Se t Co mmunity Ente r the  Se t c ommunity, whic h is the  p a sswo rd  fo r inc o ming  Se t re q ue sts fro m the  
ma na g e me nt sta tio n. The  d e fa ult is p riva te  a nd  a llo ws a ll re q ue sts.

SNMPv3 Se le c t this to  a llo w SNMP ma na g e rs using  SNMPv3 to  a c c e ss the  Zyxe l De vic e .

Ad d Clic k this to  c re a te  a  ne w e ntry. Se le c t a n e ntry a nd  c lic k Add to  c re a te  a  ne w e ntry a fte r the  
se le c te d  e ntry.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  b e  a b le  to  mo d ify the  e ntry’ s se tting s. 

Re mo ve To  re mo ve  a n e ntry, se le c t it a nd  c lic k Re move . The  Zyxe l De vic e  c o nfirms yo u wa nt to  re mo ve  
it b e fo re  d o ing  so . No te  tha t sub se q ue nt e ntrie s mo ve  up  b y o ne  whe n yo u ta ke  this a c tio n.

# This the  ind e x numb e r o f a n SNMPv3 use r p ro file .

Use r Na me This is the  na me  o f the  use r fo r whic h this SNMPv3 use r p ro file  is c o nfig ure d .

Authe ntic a tio n This fie ld  d isp la ys the  typ e  o f a uthe ntic a tio n the  SNMPv3 use r must use  to  c o nne c t to  the  Zyxe l 
De vic e  using  this SNMPv3 use r p ro file .

Priva c y This fie ld  d isp la ys the  typ e  o f e nc ryp tio n the  SNMPv3 use r must use  to  c o nne c t to  the  Zyxe l 
De vic e  using  this SNMPv3 use r p ro file .

Privile g e This fie ld  d isp la ys whe the r the  SNMPv3 use r c a n ha ve  re a d -o nly o r re a d  a nd  write  a c c e ss to  
the  Zyxe l De vic e  using  this SNMPv3 use r p ro file .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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Fig ure  130   Co nfig ura tio n > Syste m > SNMP > Ad d

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  83   Co nfig ura tio n > Syste m > SNMP

LABEL DESCRIPTION

Use r Na me Se le c t the  use r na me  o f the  use r a c c o unt fo r whic h this SNMPv3 use r p ro file  is c o nfig ure d .

Authe ntic a tio n Se le c t the  typ e  o f a uthe ntic a tio n the  SNMPv3 use r must use  to  c o nne c t to  the  Zyxe l De vic e  
using  this SNMPv3 use r p ro file .

Se le c t MD5 to  re q uire  the  SNMPv3 use r’ s p a sswo rd  b e  e nc ryp te d  b y MD5 fo r a uthe ntic a tio n.

Se le c t SHA  to  re q uire  the  SNMPv3 use r’ s p a sswo rd  b e  e nc ryp te d  b y SHA fo r a uthe ntic a tio n.

Priva c y Se le c t the  typ e  o f e nc ryp tio n the  SNMPv3 use r must use  to  c o nne c t to  the  Zyxe l De vic e  using  
this SNMPv3 use r p ro file .

Se le c t NONE to  no t e nc ryp t the  SNMPv3 c o mmunic a tio ns.

Se le c t DES to  use  DES to  e nc ryp t the  SNMPv3 c o mmunic a tio ns.

Se le c t AES to  use  AES to  e nc ryp t the  SNMPv3 c o mmunic a tio ns.

Privile g e Se le c t whe the r the  SNMPv3 use r c a n ha ve  re a d -o nly o r re a d  a nd  write  a c c e ss to  the  Zyxe l 
De vic e  using  this SNMPv3 use r p ro file .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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C HA PTER 1 8
Log  a nd Re port

18.1  Ove rvie w

Use  the  syste m sc re e ns to  c o nfig ure  d a ily re p o rting  a nd  lo g  se tting s.

18.1.1  Wha t You Ca n Do In this Cha pte r

• The  Log  Se tting  sc re e ns (Se c tio n 18.2 o n p a g e  203) sp e c ify whic h lo g s a re  e -ma ile d , whe re  the y a re  e -
ma ile d , a nd  ho w o fte n the y a re  e -ma ile d .

18.2  Log  Se tting

The se  sc re e ns c o ntro l lo g  me ssa g e s a nd  a le rts. A lo g  me ssa g e  sto re s the  info rma tio n fo r vie wing  (fo r 
e xa mp le , in the  Monitor > Vie w Log  sc re e n). Usua lly, a le rts a re  use d  fo r e ve nts tha t re q uire  mo re  se rio us 
a tte ntio n, suc h a s syste m e rro rs a nd  a tta c ks.

The  Log  Se tting  sc re e n p ro vid e s a  summa ry o f a ll the  se tting s. Yo u c a n use  the  Edit Log  Se tting  sc re e n to  
ma inta in the  d e ta ile d  se tting s (suc h a s lo g  c a te g o rie s, se rve r na me s, e tc .) fo r a ny lo g . Alte rna tive ly, if 
yo u wa nt to  e d it wha t e ve nts is inc lud e d  in e a c h lo g , yo u c a n a lso  use  the  Ac tive  Log  Summa ry sc re e n 
to  e d it this info rma tio n fo r a ll lo g s a t the  sa me  time .

18.2.1  Log  Se tting  Sc re e n

To  a c c e ss this sc re e n, c lic k Config ura tion > Log  & Re port > Log  Se tting .
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Fig ure  131   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

18.2.2  Edit Re mote  Se rve r

This sc re e n c o ntro ls the  se tting s fo r e a c h lo g  in the  re mo te  se rve r (syslo g ). Se le c t a  re mo te  se rve r e ntry in 
the  Log  Se tting  sc re e n a nd  c lic k the  Edit ic o n.

Ta b le  84   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting

LABEL DESCRIPTION

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  
e ntry’ s se tting s.

Ac tiva te To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te .

Ina c tiva te To  turn o ff a n e ntry, se le c t it a nd  c lic k Ina c tiva te .

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  lo g .

Sta tus This fie ld  sho ws whe the r the  lo g  is a c tive  o r no t.

Na me This fie ld  d isp la ys the  na me  o f the  lo g  (syste m lo g  o r o ne  o f the  re mo te  se rve rs).

Lo g  Fo rma t This fie ld  d isp la ys the  fo rma t o f the  lo g .

Inte rna l - syste m lo g ; yo u c a n vie w the  lo g  o n the  Vie w Log  ta b .

VRPT/ Syslog  - Zyxe l’ s Va nta g e  Re p o rt, syslo g -c o mp a tib le  fo rma t.

CEF/ Syslog  - Co mmo n Eve nt Fo rma t, syslo g -c o mp a tib le  fo rma t.

Summa ry This fie ld  is a  summa ry o f the  se tting s fo r e a c h lo g .

Ac tive  Lo g  
Summa ry

Clic k this b utto n to  o p e n the  Ac tive  Log  Summa ry sc re e n.

Ap p ly Clic k this b utto n to  sa ve  yo ur c ha ng e s (a c tiva te  a nd  d e a c tiva te  lo g s) a nd  ma ke  the m ta ke  
e ffe c t.
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Fig ure  132   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  > Ed it Re mo te  Se rve r

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  85   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  > Ed it Re mo te  Se rve r

LABEL DESCRIPTION

Lo g  Se tting s fo r Re mo te  Se rve r

Ac tive Se le c t this c he c k b o x to  se nd  lo g  info rma tio n a c c o rd ing  to  the  info rma tio n in this se c tio n. Yo u 
sp e c ify wha t kind s o f me ssa g e s a re  inc lud e d  in lo g  info rma tio n in the  Ac tive  Log  se c tio n.

Lo g  Fo rma t This fie ld  d isp la ys the  fo rma t o f the  lo g  info rma tio n. It is re a d -o nly.

VRPT/ Syslog  - Zyxe l’ s Va nta g e  Re p o rt, syslo g -c o mp a tib le  fo rma t.

CEF/ Syslog  - Co mmo n Eve nt Fo rma t, syslo g -c o mp a tib le  fo rma t.

Se rve r 
Ad d re ss

Typ e  the  se rve r na me  o r the  IP a d d re ss o f the  syslo g  se rve r to  whic h to  se nd  lo g  info rma tio n.

Lo g  Fa c ility Se le c t a  lo g  fa c ility. The  lo g  fa c ility a llo ws yo u to  lo g  the  me ssa g e s to  d iffe re nt file s in the  syslo g  
se rve r. Ple a se  se e  the  d o c ume nta tio n fo r yo ur syslo g  p ro g ra m fo r mo re  info rma tio n.

Ac tive  Lo g
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18.2.3  Ac tive  Log  Summa ry

This sc re e n a llo ws yo u to  vie w a nd  to  e d it wha t info rma tio n is inc lud e d  in the  syste m lo g  a nd  re mo te  
se rve rs a t the  sa me  time . It d o e s no t le t yo u c ha ng e  o the r lo g  se tting s. To  a c c e ss this sc re e n, g o  to  the  
Log  Se tting  sc re e n, a nd  c lic k the  Ac tive  Log  Summa ry b utto n.

Se le c tio n Use  the  Se le c tion d ro p -d o wn list to  c ha ng e  the  lo g  se tting s fo r a ll o f the  lo g  c a te g o rie s.

disa ble  a ll log s (re d  X) - d o  no t se nd  the  re mo te  se rve r lo g s fo r a ny lo g  c a te g o ry.

e na ble  norma l log s (g re e n c he c k ma rk) - se nd  the  re mo te  se rve r lo g  me ssa g e s a nd  a le rts fo r a ll 
lo g  c a te g o rie s. 

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - se nd  the  re mo te  se rve r lo g  
me ssa g e s, a le rts, a nd  d e b ug g ing  info rma tio n fo r a ll lo g  c a te g o rie s.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  a d d re ss.

Lo g  Ca te g o ry This fie ld  d isp la ys e a c h c a te g o ry o f me ssa g e s. It is the  sa me  va lue  use d  in the  Displa y a nd  
Ca te g ory fie ld s in the  Vie w Log  ta b . The  De fa ult c a te g o ry inc lud e s d e b ug g ing  me ssa g e s 
g e ne ra te d  b y o p e n so urc e  so ftwa re .

Se le c tio n Se le c t wha t info rma tio n yo u wa nt to  lo g  fro m e a c h Log  Ca te g ory (e xc e p t All Log s; se e  b e lo w). 
Cho ic e s a re :

disa ble  a ll log s (re d  X) - d o  no t lo g  a ny info rma tio n fro m this c a te g o ry

e na ble  norma l log s (g re e n c he c kma rk) - lo g  re g ula r info rma tio n a nd  a le rts fro m this c a te g o ry

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - lo g  re g ula r info rma tio n, a le rts, a nd  
d e b ug g ing  info rma tio n fro m this c a te g o ry

OK Clic k this to  sa ve  yo ur c ha ng e s a nd  re turn to  the  p re vio us sc re e n.

C a nc e l C lic k this to  re turn to  the  p re vio us sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  85   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  > Ed it Re mo te  Se rve r (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  133   Ac tive  Lo g  Summa ry

This sc re e n p ro vid e s a  d iffe re nt vie w a nd  a  d iffe re nt wa y o f ind ic a ting  whic h me ssa g e s a re  inc lud e d  in 
e a c h lo g  a nd  e a c h a le rt. (The  De fa ult c a te g o ry inc lud e s d e b ug g ing  me ssa g e s g e ne ra te d  b y o p e n 
so urc e  so ftwa re .)
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The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  86   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  > Ac tive  Lo g  Summa ry

LABEL DESCRIPTION

Ac tive  Lo g  
Summa ry

If the  Zyxe l De vic e  is se t to  c o ntro lle r mo d e , the  AC se c tio n c o ntro ls lo g s g e ne ra te d  b y the  
c o ntro lle r a nd  the  AP se c tio n c o ntro ls lo g s g e ne ra te d  b y the  ma na g e d  APs.

Syste m lo g Use  the  Syste m Log  d ro p -d o wn list to  c ha ng e  the  lo g  se tting s fo r a ll o f the  lo g  c a te g o rie s.

disa ble  a ll log s (re d  X) - d o  no t lo g  a ny info rma tio n fo r a ny c a te g o ry fo r the  syste m lo g  o r e -ma il 
a ny lo g s to  e -ma il se rve r 1 o r 2.

e na ble  norma l log s (g re e n c he c k ma rk) - c re a te  lo g  me ssa g e s a nd  a le rts fo r a ll c a te g o rie s fo r 
the  syste m lo g . If e -ma il se rve r 1 o r 2 a lso  ha s no rma l lo g s e na b le d , the  Zyxe l De vic e  will e -ma il 
lo g s to  the m.

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - c re a te  lo g  me ssa g e s, a le rts, a nd  
d e b ug g ing  info rma tio n fo r a ll c a te g o rie s. The  Zyxe l De vic e  d o e s no t e -ma il d e b ug g ing  
info rma tio n, e ve n if this se tting  is se le c te d .

Re mo te  Se rve r 
1~4

Fo r e a c h re mo te  se rve r, use  the  Se le c tion d ro p -d o wn list to  c ha ng e  the  lo g  se tting s fo r a ll o f the  
lo g  c a te g o rie s.

disa ble  a ll log s (re d  X) - d o  no t se nd  the  re mo te  se rve r lo g s fo r a ny lo g  c a te g o ry.

e na ble  norma l log s (g re e n c he c k ma rk) - se nd  the  re mo te  se rve r lo g  me ssa g e s a nd  a le rts fo r a ll 
lo g  c a te g o rie s.

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - se nd  the  re mo te  se rve r lo g  
me ssa g e s, a le rts, a nd  d e b ug g ing  info rma tio n fo r a ll lo g  c a te g o rie s.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  a d d re ss.

Lo g  Ca te g o ry This fie ld  d isp la ys e a c h c a te g o ry o f me ssa g e s. It is the  sa me  va lue  use d  in the  Displa y a nd  
Ca te g ory fie ld s in the  Vie w Log  ta b . The  De fa ult c a te g o ry inc lud e s d e b ug g ing  me ssa g e s 
g e ne ra te d  b y o p e n so urc e  so ftwa re .

Syste m lo g Se le c t whic h e ve nts yo u wa nt to  lo g  b y Log  Cate g ory. The re  a re  thre e  c ho ic e s:

disa ble  a ll log s (re d  X) - d o  no t lo g  a ny info rma tio n fro m this c a te g o ry

e na ble  norma l log s (g re e n c he c kma rk) - c re a te  lo g  me ssa g e s a nd  a le rts fro m this c a te g o ry

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - c re a te  lo g  me ssa g e s, a le rts, a nd  
d e b ug g ing  info rma tio n fro m this c a te g o ry; the  Zyxe l De vic e  d o e s no t e -ma il d e b ug g ing  
info rma tio n, ho we ve r, e ve n if this se tting  is se le c te d .

Re mo te  Se rve r 
1~4 Syslo g

Fo r e a c h re mo te  se rve r, se le c t wha t info rma tio n yo u wa nt to  lo g  fro m e a c h Log  Ca te g ory 
(e xc e p t All Log s; se e  b e lo w). Cho ic e s a re :

disa ble  a ll log s (re d  X) - d o  no t lo g  a ny info rma tio n fro m this c a te g o ry

e na ble  norma l log s (g re e n c he c kma rk) - lo g  re g ula r info rma tio n a nd  a le rts fro m this c a te g o ry

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - lo g  re g ula r info rma tio n, a le rts, a nd  
d e b ug g ing  info rma tio n fro m this c a te g o ry

OK Clic k this to  sa ve  yo ur c ha ng e s a nd  re turn to  the  p re vio us sc re e n.

C a nc e l C lic k this to  re turn to  the  p re vio us sc re e n witho ut sa ving  yo ur c ha ng e s.
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C HA PTER 1 9
File  Ma na g e r

19.1  Ove rvie w

Co nfig ura tio n file s d e fine  the  Zyxe l De vic e ’ s se tting s. She ll sc rip ts a re  file s o f c o mma nd s tha t yo u c a n 
sto re  o n the  Zyxe l De vic e  a nd  run whe n yo u ne e d  the m. Yo u c a n a p p ly a  c o nfig ura tio n file  o r run a  she ll 
sc rip t witho ut the  Zyxe l De vic e  re sta rting . Yo u c a n sto re  multip le  c o nfig ura tio n file s a nd  she ll sc rip t file s 
o n the  Zyxe l De vic e . Yo u c a n e d it c o nfig ura tio n file s o r she ll sc rip ts in a  te xt e d ito r a nd  up lo a d  the m to  
the  Zyxe l De vic e . Co nfig ura tio n file s use  a  .c o nf e xte nsio n a nd  she ll sc rip ts use  a  .zysh e xte nsio n.

19.1.1  Wha t You Ca n Do in this Cha pte r

• The  Config ura tion File  sc re e n (Se c tio n 19.2 o n p a g e  210) sto re s a nd  na me s c o nfig ura tio n file s. Yo u 
c a n a lso  d o wnlo a d  a nd  up lo a d  c o nfig ura tio n file s.

• The  Firmwa re  Pa c ka g e  sc re e n (Se c tio n 19.3 o n p a g e  215) c he c ks yo ur c urre nt firmwa re  ve rsio n a nd  
up lo a d s firmwa re  to  the  Zyxe l De vic e .

• The  She ll Sc ript sc re e n (Se c tio n 19.4 o n p a g e  217) sto re s, na me s, d o wnlo a d s, up lo a d s a nd  runs she ll 
sc rip t file s.

19.1.2  Wha t you Ne e d to  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Config ura tion File s a nd She ll Sc ripts

Whe n yo u a p p ly a  c o nfig ura tio n file , the  Zyxe l De vic e  use s the  fa c to ry d e fa ult se tting s fo r a ny fe a ture s 
tha t the  c o nfig ura tio n file  d o e s no t inc lud e . Whe n yo u run a  she ll sc rip t, the  Zyxe l De vic e  o nly a p p lie s the  
c o mma nd s tha t it c o nta ins. Othe r se tting s d o  no t c ha ng e .

The se  file s ha ve  the  sa me  synta x, whic h is a lso  id e ntic a l to  the  wa y yo u run CLI c o mma nd s ma nua lly. An 
e xa mp le  is sho wn b e lo w.

Fig ure  134   Co nfig ura tio n File  /  She ll Sc rip t: Exa mp le

# enter configuration mode

configure terminal

# change administrator password

username admin password 4321 user-type admin

#configure default radio profile, change 2GHz channel to 11 & Tx output 

power # to 50%

wlan-radio-profile default

2g-channel 11

output-power 50%

exit

write
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While  c o nfig ura tio n file s a nd  she ll sc rip ts ha ve  the  sa me  synta x, the  Zyxe l De vic e  a p p lie s c o nfig ura tio n 
file s d iffe re ntly tha n it runs she ll sc rip ts. This is e xp la ine d  b e lo w.

Yo u ha ve  to  run the  a fo re me ntio ne d  e xa mp le  a s a  she ll sc rip t b e c a use  the  first c o mma nd  is run in 
Privile g e  mo d e . If yo u re mo ve  the  first c o mma nd , yo u ha ve  to  run the  e xa mp le  a s a  c o nfig ura tio n file  
b e c a use  the  re st o f the  c o mma nd s a re  e xe c ute d  in Configura tion mo d e .

Comme nts in Config ura tion File s or She ll Sc ripts

In a  c o nfig ura tio n file  o r she ll sc rip t, use  “# ”  o r “ !”  a s the  first c ha ra c te r o f a  c o mma nd  line  to  ha ve  the  
Zyxe l De vic e  tre a t the  line  a s a  c o mme nt.

Yo ur c o nfig ura tio n file s o r she ll sc rip ts c a n use  “ e xit”  o r a  c o mma nd  line  c o nsisting  o f a  sing le  “ !”  to  ha ve  
the  Zyxe l De vic e  e xit sub  c o mma nd  mo d e .

No te : “ e xit”  o r “ !'”  must fo llo w sub  c o mma nd s if it is to  ma ke  the  Zyxe l De vic e  e xit sub  
c o mma nd  mo d e .

In the  fo llo wing  e xa mp le  line s 1 a nd  2 a re  c o mme nts. Line  7 e xits sub  c o mma nd  mo d e .

Errors in Config ura tion File s or She ll Sc ripts

Whe n yo u a p p ly a  c o nfig ura tio n file  o r run a  she ll sc rip t, the  Zyxe l De vic e  p ro c e sse s the  file  line -b y-line . 
The  Zyxe l De vic e  c he c ks the  first line  a nd  a p p lie s the  line  if no  e rro rs a re  d e te c te d . The n it c o ntinue s with 
the  ne xt line . If the  Zyxe l De vic e  find s a n e rro r, it sto p s a p p lying  the  c o nfig ura tio n file  o r she ll sc rip t a nd  
g e ne ra te s a  lo g .

Yo u c a n c ha ng e  the  wa y a  c o nfig ura tio n file  o r she ll sc rip t is a p p lie d . Inc lud e  setenv stop-on-error 
off in the  c o nfig ura tio n file  o r she ll sc rip t. The  Zyxe l De vic e  ig no re s a ny e rro rs in the  c o nfig ura tio n file  o r 
she ll sc rip t a nd  a p p lie s a ll o f the  va lid  c o mma nd s. The  Zyxe l De vic e  still g e ne ra te s a  lo g  fo r a ny e rro rs.

19.2  Config ura tion File

Clic k Ma inte na nc e  > File  Ma na ge r > Configura tion File  to  o p e n this sc re e n. Use  the  Config ura tion File  
sc re e n to  sto re , run, a nd  na me  c o nfig ura tio n file s. Yo u c a n a lso  d o wnlo a d  c o nfig ura tio n file s fro m the  
Zyxe l De vic e  to  yo ur c o mp ute r a nd  up lo a d  c o nfig ura tio n file s fro m yo ur c o mp ute r to  the  Zyxe l De vic e .

Ta b le  87   Co nfig ura tio n File s a nd  She ll Sc rip ts in the  Zyxe l De vic e
Co nfig ura tio n File s (.c o nf) She ll Sc rip ts (.zysh)

• Re se ts to  d e fa ult c o nfig ura tio n.
• G o e s into  CLI Config ura tion mo d e .
• Runs the  c o mma nd s in the  c o nfig ura tio n file .

• G o e s into  CLI Privile g e  mo d e .
• Runs the  c o mma nd s in the  she ll sc rip t.

! this is from Joe

# on 2010/12/05

wlan-ssid-profile default

ssid Joe-AP

qos wmm

security default

!
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Onc e  yo ur Zyxe l De vic e  is c o nfig ure d  a nd  func tio ning  p ro p e rly, it is hig hly re c o mme nd e d  tha t yo u b a c k 
up  yo ur c o nfig ura tio n file  b e fo re  ma king  furthe r c o nfig ura tio n c ha ng e s. The  b a c kup  c o nfig ura tio n file  
will b e  use ful in c a se  yo u ne e d  to  re turn to  yo ur p re vio us se tting s.

 Config ura tion File  Flow a t Re sta rt

• If the re  is no t a  sta rtup- c onfig .c onf whe n yo u re sta rt the  Zyxe l De vic e  (whe the r thro ug h a  
ma na g e me nt inte rfa c e  o r b y p hysic a lly turning  the  p o we r o ff a nd  b a c k o n), the  Zyxe l De vic e  use s the  
syste m- de fa ult.c onf c o nfig ura tio n file  with the  Zyxe l De vic e ’ s d e fa ult se tting s.

• If the re  is a  sta rtup- c onfig .c onf, the  Zyxe l De vic e  c he c ks it fo r e rro rs a nd  a p p lie s it. If the re  a re  no  
e rro rs, the  Zyxe l De vic e  use s it a nd  c o p ie s it to  the  la stg ood.c onf c o nfig ura tio n file  a s a  b a c k up  file . If 
the re  is a n e rro r, the  Zyxe l De vic e  g e ne ra te s a  lo g  a nd  c o p ie s the  sta rtup- c onfig .c onf c o nfig ura tio n 
file  to  the  sta rtup- c onfig - ba d.c onf c o nfig ura tio n file  a nd  trie s the  e xisting  lastg ood.c onf c o nfig ura tio n 
file . If the re  isn’ t a  la stg ood.c onf c o nfig ura tio n file  o r it a lso  ha s a n e rro r, the  Zyxe l De vic e  a p p lie s the  
syste m- de fa ult.c onf c o nfig ura tio n file .

• Yo u c a n c ha ng e  the  wa y the  sta rtup- c onfig .c onf file  is a p p lie d . Inc lud e  the  setenv-startup stop-
on-error off c o mma nd . The  Zyxe l De vic e  ig no re s a ny e rro rs in the  startup- c onfig .c onf file  a nd  
a p p lie s a ll o f the  va lid  c o mma nd s. The  Zyxe l De vic e  still g e ne ra te s a  lo g  fo r a ny e rro rs.

Fig ure  135   Ma inte na nc e  > File  Ma na g e r > Co nfig ura tio n File

Do not turn off the  Zyxe l De vic e  while  c onfig ura tion file  uploa d is in 
prog re ss.
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  88   Ma inte na nc e  > File  Ma na g e r > Co nfig ura tio n File

LABEL DESCRIPTION

Re na me Use  this b utto n to  c ha ng e  the  la b e l o f a  c o nfig ura tio n file  o n the  Zyxe l De vic e . Yo u c a n o nly 
re na me  ma nua lly sa ve d  c o nfig ura tio n file s. Yo u c a nno t re na me  the  la stg ood.c onf, syste m-
de fa ult.c onf a nd  sta rtup- c onfig .c onf file s.

Yo u c a nno t re na me  a  c o nfig ura tio n file  to  the  na me  o f a no the r c o nfig ura tio n file  in the  Zyxe l 
De vic e .

C lic k a  c o nfig ura tio n file ’ s ro w to  se le c t it a nd  c lic k Re na me  to  o p e n the  Re na me  File  sc re e n.

Sp e c ify the  ne w na me  fo r the  c o nfig ura tio n file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-
9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f 
the  c o nfig ura tio n file .

Re mo ve Clic k a  c o nfig ura tio n file ’ s ro w to  se le c t it a nd  c lic k Re move  to  d e le te  it fro m the  Zyxe l De vic e . 
Yo u c a n o nly d e le te  ma nua lly sa ve d  c o nfig ura tio n file s. Yo u c a nno t d e le te  the  syste m-
de fa ult.c onf, sta rtup- c onfig .c onf a nd  la stg ood.c onf file s.

A p o p -up  wind o w a sks yo u to  c o nfirm tha t yo u wa nt to  d e le te  the  c o nfig ura tio n file . C lic k OK 
to  d e le te  the  c o nfig ura tio n file  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut d e le ting  the  
c o nfig ura tio n file .

Do wnlo a d Clic k a  c o nfig ura tio n file ’ s ro w to  se le c t it a nd  c lic k Downloa d  to  sa ve  the  c o nfig ura tio n to  yo ur 
c o mp ute r.

Co p y Use  this b utto n to  sa ve  a  d up lic a te  o f a  c o nfig ura tio n file  o n the  Zyxe l De vic e .

C lic k a  c o nfig ura tio n file ’ s ro w to  se le c t it a nd  c lic k Copy to  o p e n the  Copy File  sc re e n.

Sp e c ify a  na me  fo r the  d up lic a te  c o nfig ura tio n file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-
9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f 
the  c o nfig ura tio n file .
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Ap p ly Use  this b utto n to  ha ve  the  Zyxe l De vic e  use  a  sp e c ific  c o nfig ura tio n file .

C lic k a  c o nfig ura tio n file ’ s ro w to  se le c t it a nd  c lic k Apply to  ha ve  the  Zyxe l De vic e  use  tha t 
c o nfig ura tio n file . The  Zyxe l De vic e  d o e s no t ha ve  to  re sta rt in o rd e r to  use  a  d iffe re nt 
c o nfig ura tio n file , a ltho ug h yo u will ne e d  to  wa it fo r a  fe w minute s while  the  syste m 
re c o nfig ure s.

The  fo llo wing  sc re e n g ive s yo u o p tio ns fo r wha t the  Zyxe l De vic e  is to  d o  if it e nc o unte rs a n e rro r 
in the  c o nfig ura tio n file .

Imme dia te ly stop a pplying  the  c onfig ura tion file  - this is no t re c o mme nd e d  b e c a use  it wo uld  
le a ve  the  re st o f the  c o nfig ura tio n b la nk. If the  inte rfa c e s we re  no t c o nfig ure d  b e fo re  the  first 
e rro r, the  c o nso le  p o rt ma y b e  the  o nly wa y to  a c c e ss the  Zyxe l De vic e .

Imme dia te ly stop a pplying  the  c onfig ura tion file  a nd roll ba c k to  the  pre vious c onfig ura tion - 
this g e ts the  Zyxe l De vic e  sta rte d  with a  fully va lid  c o nfig ura tio n file  a s q uic kly a s p o ssib le .

Ig nore  e rrors a nd finish a pplying  the  c onfig ura tion file  - this a pp lie s the  va lid  p a rts o f the  
c o nfig ura tio n file  a nd  g e ne ra te s e rro r lo g s fo r a ll o f the  c o nfig ura tio n file ’ s e rro rs. This le ts the  
Zyxe l De vic e  a p p ly mo st o f yo ur c o nfig ura tio n a nd  yo u c a n re fe r to  the  lo g s fo r wha t to  fix.

Ig nore  e rrors a nd finish a pplying  the  c onfig ura tion file  a nd the n roll ba c k to  the  pre vious 
c onfig ura tion - this a p p lie s the  va lid  p a rts o f the  c o nfig ura tio n file , g e ne ra te s e rro r lo g s fo r a ll o f 
the  c o nfig ura tio n file ’ s e rro rs, a nd  sta rts the  Zyxe l De vic e  with a  fully va lid  c o nfig ura tio n file .

C lic k OK to  ha ve  the  Zyxe l De vic e  sta rt a p p lying  the  c o nfig ura tio n file  o r c lic k Ca nc e l to  c lo se  
the  sc re e n.

# This c o lumn d isp la ys the  numb e r fo r e a c h c o nfig ura tio n file  e ntry. This fie ld  is a  se q ue ntia l va lue , 
a nd  it is no t a sso c ia te d  with a  spe c ific  a d d re ss. The  to ta l numb e r o f c o nfig ura tio n file s tha t yo u 
c a n sa ve  d e p e nd s o n the  size s o f the  c o nfig ura tio n file s a nd  the  a va ila b le  fla sh sto ra g e  sp a c e .

File  Na me This c o lumn d isp la ys the  la b e l tha t id e ntifie s a  c o nfig ura tio n file .

Yo u c a nno t d e le te  the  fo llo wing  c o nfig ura tio n file s o r c ha ng e  the ir file  na me s.

The  syste m- de fa ult.c onf file  c o nta ins the  Zyxe l De vic e ’ s d e fa ult se tting s. Se le c t this file  a nd  c lic k 
Apply to  re se t a ll o f the  Zyxe l De vic e  se tting s to  the  fa c to ry d e fa ults. This c o nfig ura tio n file  is 
inc lud e d  whe n yo u up lo a d  a  firmwa re  p a c ka g e .

The  sta rtup- c onfig .c onf file  is the  c o nfig ura tio n file  tha t the  Zyxe l De vic e  is c urre ntly using . If yo u 
ma ke  a nd  sa ve  c ha ng e s d uring  yo ur ma na g e me nt se ssio n, the  c ha ng e s a re  a p p lie d  to  this 
c o nfig ura tio n file . The  Zyxe l De vic e  a p p lie s c o nfig ura tio n c ha ng e s ma d e  in the  We b  
Co nfig ura to r to  the  c o nfig ura tio n file  whe n yo u c lic k Apply o r OK. It a p p lie s c o nfig ura tio n 
c ha ng e s ma d e  via  c o mma nd s whe n yo u use  the  write c o mma nd .

The  la stg ood.c onf is the  mo st re c e ntly use d  (va lid ) c o nfig ura tio n file  tha t wa s sa ve d  whe n the  
Zyxe l De vic e  la st re sta rte d . If yo u up lo a d  a nd  a pp ly a  c o nfig ura tio n file  with a n e rro r, yo u c a n 
a p p ly la stg o o d .c o nf to  re turn to  a  va lid  c o nfig ura tio n.

Size This c o lumn d isp la ys the  size  (in KB) o f a  c o nfig ura tio n file .

Ta b le  88   Ma inte na nc e  > File  Ma na g e r > Co nfig ura tio n File  (c o ntinue d )

LABEL DESCRIPTION
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19.2.1  Exa mple  of Config ura tion File  Downloa d Using  FTP

The  fo llo wing  e xa mp le  g e ts a  c o nfig ura tio n file  na me d  sta rtup -c o nfig .c o nf fro m the  Zyxe l De vic e  a nd  
sa ve s it o n the  c o mp ute r.

1 Co nne c t yo ur c o mp ute r to  the  Zyxe l De vic e .

2 The  FTP se rve r IP a d d re ss o f the  Zyxe l De vic e  in sta nd a lo ne  mo d e  is 192.168.1.2, so  se t yo ur c o mp ute r to  
use  a  sta tic  IP a d d re ss fro m 192.168.1.3 ~192.168.1.254.

3 Use  a n FTP c lie nt o n yo ur c o mp ute r to  c o nne c t to  the  Zyxe l De vic e . Fo r e xa mp le , in the  Wind o ws 
c o mma nd  p ro mp t, typ e  ftp 192.168.1.2. Ke e p  the  c o nso le  se ssio n c o nne c te d  in o rd e r to  se e  whe n 
the  firmwa re  re c o ve ry finishe s.

4 Ente r yo ur use r na me  whe n p ro mp te d .

5 Ente r yo ur p a sswo rd  a s re q ue ste d .

6 Use  “ c d ”  to  c ha ng e  to  the  d ire c to ry tha t c o nta ins the  file s yo u wa nt to  d o wnlo a d .

7 Use  “d ir”  o r “ ls”  if yo u ne e d  to  d isp la y a  list o f the  file s in the  d ire c to ry.

8 Use  "g e t”  to  d o wnlo a d  file s. Tra nsfe r the  c o nfig ura tio n file  o n the  Zyxe l De vic e  to  yo ur c o mp ute r. Typ e  
get fo llo we d  b y the  na me  o f the  c o nfig ura tio n file . This e xa mp le s use s get startup-config.conf.

La st Mo d ifie d This c o lumn d isp la ys the  d a te  a nd  time  tha t the  ind ivid ua l c o nfig ura tio n file s we re  la st c ha ng e d  
o r sa ve d .

Up lo a d  
Co nfig ura tio n File

The  b o tto m p a rt o f the  sc re e n a llo ws yo u to  up lo a d  a  ne w o r p re vio usly sa ve d  c o nfig ura tio n file  
fro m yo ur c o mp ute r to  yo ur Zyxe l De vic e .

Yo u c a nno t up lo a d  a  c o nfig ura tio n file  na me d  syste m- de fa ult.c onf o r la stg ood.c onf.

If yo u up lo a d  sta rtup- c onfig .c onf, it will re p la c e  the  c urre nt c o nfig ura tio n a nd  imme d ia te ly 
a p p ly the  ne w se tting s.

File Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse ... to  find  it.

Bro wse ... C lic k Browse ... to  find  the  .c o nf file  yo u wa nt to  up lo a d . The  c o nfig ura tio n file  must use  a  
“ .c o nf”  file na me  e xte nsio n. Yo u will re c e ive  a n e rro r me ssa g e  if yo u try to  up lo a d  a  fie  o f a  
d iffe re nt fo rma t. Re me mb e r tha t yo u must d e c o mpre ss c o mp re sse d  (.zip ) file s b e fo re  yo u c a n 
up lo a d  the m.

Up lo a d Clic k Uploa d  to  b e g in the  up lo a d  p ro c e ss. This p ro c e ss ma y ta ke  up  to  two  minute s.

Ta b le  88   Ma inte na nc e  > File  Ma na g e r > Co nfig ura tio n File  (c o ntinue d )

LABEL DESCRIPTION
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9 Wa it fo r the  file  tra nsfe r to  c o mp le te .

10 Ente r “ q uit”  to  e xit the  ftp  p ro mp t.

19.3  Firmwa re  Pa c ka g e

Clic k Ma inte na nc e  > File  Ma na g e r > Firmware  Pa c ka g e  to  o p e n this sc re e n. Use  the  Firmwa re  Pa c ka ge  

sc re e n to  c he c k yo ur c urre nt firmwa re  ve rsio n a nd  up lo a d  firmwa re  to  the  Zyxe l De vic e .

No te : The  We b  C o nfig ura to r is the  re c o mme nd e d  me tho d  fo r up lo a d ing  firmwa re . Yo u o nly 
ne e d  to  use  the  c o mma nd  line  inte rfa c e  if yo u ne e d  to  re c o ve r the  firmwa re . Se e  the  
CLI Re fe re nc e  G uid e  fo r ho w to  d e te rmine  if yo u ne e d  to  re c o ve r the  firmwa re  a nd  
ho w to  re c o ve r it.

Find  the  firmwa re  p a c ka g e  a t www.zyxe l.c o m in a  file  tha t (usua lly) use s a  .b in e xte nsio n.

The  firmwa re  upda te  c a n ta ke  up to  five  minute s. Do not turn off or re se t 
the  Zyxe l De vic e  while  the  firmwa re  upda te  is in prog re ss!

C:\>ftp 192.168.1.2

Connected to 192.168.1.2.

220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------

220-You are user number 1 of 5 allowed.

220-Local time is now 21:28. Server port: 21.

220-This is a private system - No anonymous login

220 You will be disconnected after 600 minutes of inactivity.

User (192.168.1.2:(none)): admin

331 User admin OK. Password required

Password:

230 OK. Current restricted directory is /

ftp> cd conf

250 OK. Current directory is /conf

ftp> ls

200 PORT command successful

150 Connecting to port 5001

lastgood.conf

startup-config.conf

system-default.conf

226 3 matches total

ftp: 57 bytes received in 0.33Seconds 0.17Kbytes/sec.

ftp> get startup-config.conf

200 PORT command successful

150 Connecting to port 5002

226-File successfully transferred

226 0.002 seconds (measured here), 1.66 Mbytes per second

ftp: 2928 bytes received in 0.02Seconds 183.00Kbytes/sec.

ftp>
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Fig ure  136   Ma inte na nc e  > File  Ma na g e r > Firmwa re  Pa c ka g e

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Afte r yo u se e  the  Firmwa re  Uploa d in Proc e ss sc re e n, wa it two  minute s b e fo re  lo g g ing  into  the  Zyxe l 
De vic e  a g a in.

No te : The  Zyxe l De vic e  a uto ma tic a lly re b o o ts a fte r a  suc c e ssful up lo a d .

The  Zyxe l De vic e  a uto ma tic a lly re sta rts c a using  a  te mp o ra ry ne two rk d isc o nne c t. In so me  o p e ra ting  
syste ms, yo u ma y se e  the  fo llo wing  ic o n o n yo ur d e skto p .

Fig ure  137   Ne two rk Te mp o ra rily Disc o nne c te d

Afte r five  minute s, lo g  in a g a in a nd  c he c k yo ur ne w firmwa re  ve rsio n in the  Da shboa rd sc re e n.

19.3.1  Exa mple  of Firmwa re  Uploa d Using  FTP

This p ro c e d ure  re q uire s the  Zyxe l De vic e ’ s firmwa re . Do wnlo a d  the  firmwa re  p a c ka g e  fro m 
www.zyxe l.c o m a nd  unzip  it. The  firmwa re  file  use s a  .b in e xte nsio n, fo r e xa mp le , "600ABFH0C0.b in". Do  
the  fo llo wing  a fte r yo u ha ve  o b ta ine d  the  firmwa re  file .

1 Co nne c t yo ur c o mp ute r to  the  Zyxe l De vic e .

2 The  FTP se rve r IP a d d re ss o f the  Zyxe l De vic e  in sta nd a lo ne  mo d e  is 192.168.1.2, so  se t yo ur c o mp ute r to  
use  a  sta tic  IP a d d re ss fro m 192.168.1.3 ~192.168.1.254.

Ta b le  89   Ma inte na nc e  > File  Ma na g e r > Firmwa re  Pa c ka g e

LABEL DESCRIPTION

C urre nt Ve rsio n This is the  firmwa re  ve rsio n a nd  the  d a te  c re a te d .

Re le a se d  Da te This is the  d a te  tha t the  ve rsio n o f the  firmwa re  wa s c re a te d .

File  Pa th Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse ... to  find  it.

Bro wse ... C lic k Browse ... to  find  the  .b in file  yo u wa nt to  up lo a d . Re me mb e r tha t yo u must d e c o mp re ss 
c o mp re sse d  (.zip ) file s b e fo re  yo u c a n up lo a d  the m.

Up lo a d Clic k Uploa d  to  b e g in the  up lo a d  p ro c e ss. This p ro c e ss ma y ta ke  up  to  two  minute s.



 Cha p te r 19 File  Ma na g e r

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

217

3 Use  a n FTP c lie nt o n yo ur c o mp ute r to  c o nne c t to  the  Zyxe l De vic e . Fo r e xa mp le , in the  Wind o ws 
c o mma nd  p ro mp t, typ e  ftp 192.168.1.2. Ke e p  the  c o nso le  se ssio n c o nne c te d  in o rd e r to  se e  whe n 
the  firmwa re  re c o ve ry finishe s.

4 Ente r yo ur use r na me  whe n p ro mp te d .

5 Ente r yo ur p a sswo rd  a s re q ue ste d .

6 Ente r “ha sh”  fo r FTP to  p rint a  `# ' c ha ra c te r fo r e ve ry 1024 b yte s o f d a ta  yo u up lo a d  so  tha t yo u c a n 
wa tc h the  file  tra nsfe r p ro g re ss.

7 Ente r “b in”  to  se t the  tra nsfe r mo d e  to  b ina ry.

8 Tra nsfe r the  firmwa re  file  fro m yo ur c o mp ute r to  the  Zyxe l De vic e . Typ e  put fo llo we d  b y the  p a th a nd  
na me  o f the  firmwa re  file . This e xa mp le s use s put C:\ftproot\Zyxel Device_FW\600ABFH0C0.bin.

No te : The  Zyxe l De vic e  will no t up g ra d e  the  firmwa re  if the  firmwa re  file  yo u up lo a d  is 
inc o mp a tib le  with the  Zyxe l De vic e .

9 Wa it fo r the  file  tra nsfe r to  c o mp le te .

10 Ente r “ q uit”  to  e xit the  ftp  p ro mp t.

19.4  She ll Sc ript

Use  she ll sc rip t file s to  ha ve  the  Zyxe l De vic e  use  c o mma nd s tha t yo u sp e c ify. Use  a  te xt e d ito r to  c re a te  
the  she ll sc rip t file s. The y must use  a  “ .zysh”  file na me  e xte nsio n.

C lic k Ma inte na nc e  > File  Ma na ge r > She ll Sc ript to  o p e n this sc re e n. Use  the  She ll Sc ript sc re e n to  sto re , 
na me , d o wnlo a d , up lo a d  a nd  run she ll sc rip t file s. Yo u c a n sto re  multip le  she ll sc rip t file s o n the  Zyxe l 
De vic e  a t the  sa me  time .

No te : Yo u sho uld  inc lud e  write c o mma nd s in yo ur sc rip ts. If yo u d o  no t use  the  write 
c o mma nd , the  c ha ng e s will b e  lo st whe n the  Zyxe l De vic e  re sta rts. Yo u c o uld  use  
multip le  write c o mma nd s in a  lo ng  sc rip t.

C:\>ftp 192.168.1.2

Connected to 192.168.1.2.

220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------

220-You are user number 1 of 5 allowed.

220-Local time is now 21:28. Server port: 21.

220-This is a private system - No anonymous login

220 You will be disconnected after 600 minutes of inactivity.

User (192.168.1.2:(none)): admin

331 User admin OK. Password required

Password:

230 OK. Current restricted directory is /

ftp> hash 

Hash mark printing On  ftp: (2048 bytes/hash mark) .

ftp> bin

200 TYPE is now 8-bit binary

ftp> put C:\ftproot\Zyxel Device_FW\600ABFH0C0.bin
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Fig ure  138   Ma inte na nc e  > File  Ma na g e r > She ll Sc rip t

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  90   Ma inte na nc e  > File  Ma na g e r > She ll Sc rip t

LABEL DESCRIPTION

Re na me Use  this b utto n to  c ha ng e  the  la b e l o f a  she ll sc rip t file  o n the  Zyxe l De vic e .

Yo u c a nno t re na me  a  she ll sc rip t to  the  na me  o f a no the r she ll sc rip t in the  Zyxe l De vic e .

C lic k a  she ll sc rip t’ s ro w to  se le c t it a nd  c lic k Re na me  to  o p e n the  Re na me  File  sc re e n.

Sp e c ify the  ne w na me  fo r the  she ll sc rip t file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-
9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f the  
c o nfig ura tio n file .

Re mo ve Clic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k De le te  to  d e le te  the  she ll sc rip t file  fro m the  Zyxe l 
De vic e .

A p o p -up  wind o w a sks yo u to  c o nfirm tha t yo u wa nt to  d e le te  the  she ll sc rip t file . C lic k OK to  d e le te  
the  she ll sc rip t file  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut d e le ting  the  she ll sc rip t file .

Do wnlo a d Clic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k Downloa d  to  sa ve  the  c o nfig ura tio n to  yo ur 
c o mp ute r.

Co p y Use  this b utto n to  sa ve  a  d up lic a te  o f a  she ll sc rip t file  o n the  Zyxe l De vic e .

C lic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k Copy to  o p e n the  Copy File  sc re e n.

Sp e c ify a  na me  fo r the  d up lic a te  file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-
9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f the  
c o nfig ura tio n file .

Ap p ly Use  this b utto n to  ha ve  the  Zyxe l De vic e  use  a  sp e c ific  she ll sc rip t file .

C lic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k Apply to  ha ve  the  Zyxe l De vic e  use  tha t she ll sc rip t 
file . Yo u ma y ne e d  to  wa it a while  fo r the  Zyxe l De vic e  to  finish a p p lying  the  c o mma nd s.

# This c o lumn d isp la ys the  numb e r fo r e a c h she ll sc rip t file  e ntry.

File  Na me This c o lumn d isp la ys the  la b e l tha t id e ntifie s a  she ll sc rip t file .

Size This c o lumn d isp la ys the  size  (in KB) o f a  she ll sc rip t file .

La st 
Mo d ifie d

This c o lumn d isp la ys the  d a te  a nd  time  tha t the  ind ivid ua l she ll sc rip t file s we re  la st c ha ng e d  o r 
sa ve d .

Up lo a d  She ll 
Sc rip t

The  b o tto m p a rt o f the  sc re e n a llo ws yo u to  up lo a d  a  ne w o r p re vio usly sa ve d  she ll sc rip t file  fro m 
yo ur c o mp ute r to  yo ur Zyxe l De vic e .

File Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse ... to  find  it.
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Bro wse ... C lic k Browse ... to  find  the  .zysh file  yo u wa nt to  up lo a d .

Up lo a d Clic k Uploa d  to  b e g in the  up lo a d  p ro c e ss. This p ro c e ss ma y ta ke  up  to  se ve ra l minute s.

Ta b le  90   Ma inte na nc e  > File  Ma na g e r > She ll Sc rip t (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 2 0
Dia g nostic s

20.1  Ove rvie w

Use  the  d ia g no stic s sc re e n fo r tro ub le sho o ting .

20.1.1  Wha t You Ca n Do in this Cha pte r

• The  Dia gnostic s sc re e n (Se c tio n 20.2 o n p a g e  220) g e ne ra te s a  file  c o nta ining  the  Zyxe l De vic e ’ s 
c o nfig ura tio n a nd  d ia g no stic  info rma tio n if yo u ne e d  to  p ro vid e  it to  c usto me r sup p o rt d uring  
tro ub le sho o ting .

• The  Re mote  Capture  sc re e n (Se c tio n 20.3 o n p a g e  221) e na b le s re mo te  p a c ke t c a p ture s o n wire d  o r 
wire le ss inte rfa c e s thro ug h a n e xte rna l p a c ke t a na lyze r.

20.2  Dia g nostic s

This sc re e n p ro vid e s a n e a sy wa y fo r yo u to  g e ne ra te  a  file  c o nta ining  the  Zyxe l De vic e ’ s c o nfig ura tio n 
a nd  d ia g no stic  info rma tio n. Yo u ma y ne e d  to  g e ne ra te  this file  a nd  se nd  it to  c usto me r sup p o rt d uring  
tro ub le sho o ting . All c a te g o rie s o f se tting s a nd  she ll sc rip t file s sto re d  o n the  Zyxe l De vic e  will b e  inc lud e d  
in the  d ia g no stic  file .

C lic k Ma inte na nc e  > Dia g nostic s> Dia g nostic s to  o p e n the  Dia g nostic s sc re e n. Clic k Colle c t Now to  
ha ve  the  Zyxe l De vic e  c re a te  a  ne w d ia g no stic  file .

Fig ure  139   Ma inte na nc e  > Dia g no stic s> Dia g no stic s

The  De bug  Information Ce nte r sc re e n the n d isp la ys sho wing  whe the r the  c o lle c tio n is in p ro g re ss, wa s 
suc c e ssful, o r ha s fa ile d . Whe n the  d a ta  c o lle c tio n is d o ne , c lic k Downloa d  to  sa ve  the  mo st re c e nt 
d ia g no stic  file  to  a  c o mp ute r.
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Fig ure  140   Ma inte na nc e  > Dia g no stic s: De b ug  Info rma tio n Co lle c to r

20.3  Re mote  Ca pture

Use  this sc re e n to  c a p ture  ne two rk tra ffic  g o ing  thro ug h the  Zyxe l De vic e  a nd  o utp ut the  c a p ture d  
p a c ke ts to  a  p a c ke t a na lyze r (a lso  kno wn a s ne two rk o r p ro to c o l a na lyze r) suc h a s Wire sha rk. If the  
Zyxe l De vic e  is c o nne c te d  to  the  Zyxe l g a te wa y o r ZyWALL, yo u mig ht ne e d  to  c o nfig ure  the  Zyxe l 
g a te wa y o r ZyWALL to  a llo w re mo te  c a p ture  o n the  Zyxe l De vic e .

No t a ll mo d e ls sup p o rt wire le ss re mo te  c a p ture . Se e  Se c tio n 1.2 o n p a g e  14 fo r mo d e ls tha t sup p o rt 
re mo te  c a p ture  o n wire le ss inte rfa c e s.

C lic k Ma inte na nc e  > Dia g nostic s > Re mote  Ca pture  to  o p e n the  Re mote  Ca pture  sc re e n.

Fig ure  141   Ma inte na nc e  > Dia g no stic s > Re mo te  Ca p ture

Fig ure  142   Ma inte na nc e  > Dia g no stic s > Re mo te  Ca p ture  (Zyxe l De vic e  tha t sup p o rts Wire le ss Re mo te  
Ca p ture )
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  91   Ma inte na nc e  > Dia g no stic s > Re mo te  Ca p ture

LABEL DESCRIPTION

Se rve r Po rt Ente r the  numb e r o f the  se rve r p o rt yo u wa nt the  p a c ke t a na lyze r to  c o nne c t to  in o rd e r to  
c a p ture  tra ffic  g o ing  thro ug h the  Zyxe l De vic e . The  d e fa ult p o rt numb e r is 2002.

Sta rt Clic k this b utto n to  a llo w the  p a c ke t a na lyze r to  sta rt c a p turing  tra ffic  g o ing  thro ug h the  Zyxe l 
De vic e .

Sto p Clic k this b utto n to  sto p  the  p a c ke t a na lyze r fro m c a p turing  tra ffic  g o ing  thro ug h the  Zyxe l 
De vic e .
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C HA PTER 2 1
LEDs

21.1  Ove rvie w

The  LEDs o f yo ur Zyxe l De vic e  c a n b e  c o ntro lle d  suc h tha t the y sta y lit (ON) o r O FF a fte r the  Zyxe l De vic e  
is re a d y. The re  a re  two  fe a ture s tha t c o ntro l the  LEDs o f yo ur Zyxe l De vic e  - Loc a tor a nd  Suppre ssion (se e  
Se c tio n 1.2 o n p a g e  14).

21.1.1  Wha t You Ca n Do in this Cha pte r

• The  Suppre ssion sc re e n (Se c tio n 21.2 o n p a g e  223) a llo ws yo u to  se t ho w yo u wa nt the  LEDs to  
b e ha ve  a fte r the  Zyxe l De vic e  is re a d y.

• The  Loc ator sc re e n (Se c tio n 21.3 o n p a g e  224) a llo ws use rs to  se e  the  a c tua l lo c a tio n o f the  Zyxe l 
De vic e  b e twe e n se ve ra l d e vic e s in the  ne two rk.

21.2  Suppre ssion Sc re e n

The  LED Sup p re ssio n fe a ture  a llo ws yo u to  c o ntro l ho w the  LEDs o f yo ur Zyxe l De vic e  b e ha ve  a fte r it’ s 
re a d y. The  d e fa ult LED sup p re ssio n se tting  o f yo ur AP is d iffe re nt d e p e nd ing  o n yo ur Zyxe l De vic e  mo d e l. 

Yo u c a n g o  to  the  Ma inte na nc e  > LEDs > Suppre ssion sc re e n to  se e  the  d e fa ult LED b e ha vio r a nd  
c ha ng e  the  LED sup p re ssio n se tting . Afte r yo u ma ke  c ha ng e s in the  sup p re ssio n sc re e n, it will b e  sto re d  
a s the  d e fa ult whe n the  Zyxe l De vic e  is re sta rte d . Se e  (Se c tio n 3.3 o n p a g e  38) fo r info rma tio n o n d e fa ult 
va lue s fo r d iffe re nt mo d e ls.

No te : Whe n the  Zyxe l De vic e  is b o o ting  o r p e rfo rming  firmwa re  up g ra d e , the  LEDs will lig ht up  
re g a rd le ss o f the  se tting  in LED sup p re ssio n.

To  a c c e ss this sc re e n, c lic k Ma inte na nc e  > LEDs > Suppre ssion.
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Fig ure  143   Ma inte na nc e  > LEDs > Sup p re ssio n

The  fo llo wing  ta b le  d e sc rib e s fie ld s in the  a b o ve  sc re e n.

21.3  Loc a tor Sc re e n

The  Lo c a to r fe a ture  id e ntifie s the  lo c a tio n o f yo ur Zyxe l De vic e  a mo ng  se ve ra l d e vic e s in the  ne two rk. 
Yo u c a n run this fe a ture  a nd  se t a  time r in this sc re e n.

To  run the  lo c a to r fe a ture , e nte r a  numb e r o f minute s a nd  c lic k Turn On b utto n to  ha ve  the  Zyxe l De vic e  
find  its lo c a tio n. The  Lo c a to r LED will sta rt to  b link fo r the  numb e r o f minute s se t in the  Loc a tor sc re e n. The  
d e fa ult se tting  is 10 minute s. While  the  lo c a to r is running , the  turn o n b utto n will g ra y o ut a nd  re turn a fte r 
it’ s finishe d . If yo u ma ke  c ha ng e s to  the  time  d e fa ult se tting , it will b e  sto re d  a s the  d e fa ult whe n the  
Zyxe l De vic e  re sta rts.

No te : The  Lo c a to r fe a ture  is no t a ffe c te d  b y the  Sup p re ssio n se tting .

To  a c c e ss this sc re e n, c lic k Ma inte na nc e  > LEDs > Loc a tor.

Ta b le  92   Ma inte na nc e  > LED > Sup p re ssio n

LABEL DESCRIPTION

Sup p re ssio n O n If the  Suppre ssion On c he c k b o x is c he c ke d , the  LEDs o f yo ur Zyxe l De vic e  will turn o ff a fte r 
it’ s re a d y.

If the  c he c k b o x is unc he c ke d , the  LEDs will sta y lit a fte r the  Zyxe l De vic e  is re a d y.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t C lic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.



 Cha p te r 21 LEDs

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

225

Fig ure  144   Ma inte na nc e  > LEDs > Lo c a to r

The  fo llo wing  ta b le  d e sc rib e s fie ld s in the  a b o ve  sc re e n.

Ta b le  93   Ma inte na nc e  > LED > Lo c a to r

LABEL DESCRIPTION

Turn On

Turn Off

C lic k Turn On b utto n to  a c tiva te  the  lo c a to r. The  Lo c a to r func tio n will sho w the  a c tua l 
lo c a tio n o f the  Zyxe l De vic e  b e twe e n se ve ra l d e vic e s in the  ne two rk.

O the rwise , c lic k Turn Off to  d isa b le  the  lo c a to r fe a ture .

Auto ma tic a lly Exting uish 
Afte r

Ente r a  time  inte rva l b e twe e n 1 a nd  60 minute s to  sto p  the  lo c a to r LED fro m b linking . 
De fa ult is 10 minute s.

Ap p ly C lic k Apply to  sa ve  c ha ng e s in this sc re e n.

Re fre sh C lic k Re fre sh to  up d a te  the  info rma tio n in this sc re e n.
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C HA PTER 2 2
Ante nna  Switc h

22.1  Ove rvie w

Use  this sc re e n to  a d just c o ve ra g e  d e p e nd ing  o n the  o rie nta tio n o f the  a nte nna .

22.1.1  Wha t You Ne e d To Know

Po sitio ning  the  a nte nna s p ro p e rly inc re a se s the  ra ng e  a nd  c o ve ra g e  a re a  o f a  wire le ss LAN.

On the  Zyxe l De vic e  tha t c o me s with inte rna l a nte nna s a nd  a lso  ha s a n a nte nna  switc h, yo u c a n a d just 
c o ve ra g e  d e p e nd ing  o n the  a nte nna  o rie nta tio n fo r the  Zyxe l De vic e  ra d io s using  the  we b  
c o nfig ura to r, the  c o mma nd  line  inte rfa c e  (CLI) o r a  p hysic a l switc h. Che c k Se c tio n 1.2 o n p a g e  14 to  
se e  if yo ur Zyxe l De vic e  ha s a n a nte nna  switc h.

Fig ure  145   WAC Physic a l Ante nna  Switc h

No te : With the  p hysic a l a nte nna  switc h, yo u a p p ly the  sa me  a nte nna  o rie nta tio n se tting s to  
b o th ra d io s. Yo u c a n se t the  ra d io s to  ha ve  d iffe re nt se tting s while  using  the  We b  
Co nfig ura to r o r the  c o mma nd  line  inte rfa c e .

No te : The  a nte nna  switc h in the  We b  C o nfig ura to r ha s p rio rity o ve r the  p hysic a l a nte nna  
switc h a fte r yo u Ena ble  Softwa re  Control in the  Ma inte na nc e  > Ante nna  sc re e n. By 
d e fa ult, so ftwa re  c o ntro l is d isa b le d .

22.2  Ante nna  Switc h Sc re e n

To  a c c e ss this sc re e n, c lic k Ma inte na nc e  > Ante nna .

The  sc re e n va rie s d e p e nd ing  o n whe the r the  Zyxe l De vic e  ha s a  p hysic a l a nte nna  switc h o r a llo ws yo u 
to  c ha ng e  a nte nna  o rie nta tio n se tting s o n a  p e r-ra d io  b a sis o r o n a  p e r-AP b a sis.
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Fig ure  146   Ma inte na nc e  > Ante nna  > Ante nna  Switc h (Pe r Ra d io )

Fig ure  147   Ma inte na nc e  > Ante nna  > Ante nna  Switc h (Pe r AP)

If the  Zyxe l De vic e  ha s a  p hysic a l a nte nna  switc h, se le c t the  Ena ble  Softwa re  Control o p tio n to  use  the  
We b  Co nfig ura to r to  a d just c o ve ra g e  d e p e nd ing  o n e a c h ra d io ’ s a nte nna  o rie nta tio n fo r b e tte r 
c o ve ra g e .

Se le c t Wa ll if yo u mo unt the  Zyxe l De vic e  to  a  wa ll. Se le c t Ce iling  if the  Zyxe l De vic e  is mo unte d  o n a  
c e iling . Yo u c a n switc h fro m Wa ll to  Ce iling  if the re  a re  still wire le ss d e a d  zo ne s, a nd  vic e  ve rsa .

C lic k Apply to  sa ve  yo ur c ha ng e s o r c lic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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C HA PTER 2 3
Re boot

23.1  Ove rvie w

Use  this sc re e n to  re sta rt the  Zyxe l De vic e .

23.1.1  Wha t You Ne e d To Know

If yo u a p p lie d  c ha ng e s in the  We b  Co nfig ura to r, the se  we re  sa ve d  a uto ma tic a lly a nd  d o  no t c ha ng e  
whe n yo u re b o o t. If yo u ma d e  c ha ng e s in the  CLI, ho we ve r, yo u ha ve  to  use  the  write c o mma nd  to  
sa ve  the  c o nfig ura tio n b e fo re  yo u re b o o t. Othe rwise , the  c ha ng e s a re  lo st whe n yo u re b o o t.

Re b o o t is d iffe re nt to  re se t; re se t re turns the  Zyxe l De vic e  to  its d e fa ult c o nfig ura tio n.

23.2  Re boot

This sc re e n a llo ws re mo te  use rs c a n re sta rt the  Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k Ma inte na nc e  > 
Re boot.

Fig ure  148   Ma inte na nc e  > Re b o o t

C lic k the  Re boot b utto n to  re sta rt the  Zyxe l De vic e . Wa it a  fe w minute s until the  lo g in sc re e n a p p e a rs. If 
the  lo g in sc re e n d o e s no t a p p e a r, typ e  the  IP a d d re ss o f the  Zyxe l De vic e  in yo ur We b  b ro wse r.

Yo u c a n a lso  use  the  CLI c o mma nd  reboot to  re sta rt the  Zyxe l De vic e .
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C HA PTER 2 4
Shutdown

24.1  Ove rvie w

Use  this sc re e n to  shut d o wn the  Zyxe l De vic e .

Alwa ys use  Ma inte na nc e  > Shutdown > Shutdown or the  shutdown 
c omma nd be fore  you turn off the  Zyxe l De vic e  or re move  the  powe r. 
Not doing  so  c a n c a use  the  firmwa re  to  be c ome  c orrupt.

24.1.1  Wha t You Ne e d To Know

Shutd o wn write s a ll c a c he d  d a ta  to  the  lo c a l sto ra g e  a nd  sto p s the  syste m p ro c e sse s. Shutd o wn is 
d iffe re nt to  re se t; re se t re turns the  Zyxe l De vic e  to  its d e fa ult c o nfig ura tio n.

24.2  Shutdown

To  a c c e ss this sc re e n, c lic k Ma inte na nc e  > Shutdown.

Fig ure  149   Ma inte na nc e  > Shutd o wn

Clic k the  Shutdown b utto n to  shut d o wn the  Zyxe l De vic e . Wa it fo r the  Zyxe l De vic e  to  shut d o wn b e fo re  
yo u ma nua lly turn o ff o r re mo ve  the  p o we r. It d o e s no t turn o ff the  p o we r.

Yo u c a n a lso  use  the  CLI c o mma nd  shutdown to  shut d o wn the  Zyxe l De vic e .
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C HA PTER 2 5
Cloud Mode

25.1  Ove rvie w

The  Zyxe l De vic e  is ma na g e d  a nd  p ro visio ne d  a uto ma tic a lly b y the  NCC (Ne bula Co ntro l Ce nte r) whe n 
it is c o nne c te d  to  the  Inte rne t a nd  ha s b e e n re g iste re d  in the  NCC. If yo u ne e d  to  c ha ng e  the  Zyxe l 
De vic e ’ s VLAN se tting  o r ma nua lly se t its IP a d d re ss, a c c e ss its simp lifie d  we b  c o nfig ura to r. Yo u c a n 
c he c k the  NCC's Ac c e ss Point > Monitor > Ac c e ss Points sc re e n o r the  c o nne c te d  g a te wa y fo r the  Zyxe l 
De vic e 's c urre nt LAN IP a d d re ss. Alte rna tive ly, d isc o nne c t the  g a te wa y o r d isa b le  its DHCP se rve r 
func tio n a nd  use  the  Zyxe l De vic e 's d e fa ult sta tic  LAN IP a d d re ss (192.168.1.2).

Fig ure  150   Clo ud  Mo d e  Ap p lic a tio n

25.2  Cloud Mode  We b Config ura tor Sc re e ns

Whe n yo ur Zyxe l De vic e  is ma na g e d  thro ug h NCC, yo u c a n a c c e ss o nly the  fo llo wing  sc re e ns thro ug h 
the  We b  Co nfig ura to r:

• Da shboa rd
• Config ura tion > Ne twork > IP Se tting
• Config ura tion > Ne twork > VLAN
• Ma inte na nc e  > She ll Sc ript
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• Ma inte na nc e  > Dia g nostic s > Dia gnostic s
• Ma inte na nc e  > Dia g nostic s > Re mote  Ca pture
• Ma inte na nc e  > Log

The se  sc re e ns a lso  ha ve  fe we r o p tio ns tha n tho se  in sta nd a lo ne  Zyxe l De vic e s. The  re st o f the  Zyxe l 
De vic e ’ s fe a ture s must b e  c o nfig ure d  thro ug h the  NCC.

25.3  Da shboa rd

This sc re e n d isp la ys g e ne ra l AP info rma tio n, a nd  c lie nt info rma tio n in wid g e ts tha t yo u c a n re -a rra ng e  to  
suit yo ur ne e d s. Yo u c a n a lso  c o lla p se , re fre sh, a nd  c lo se  ind ivid ua l wid g e ts.

Fig ure  151   Da shb o a rd

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  94   Da shb o a rd

LABEL DESCRIPTION

AP Info rma tio n

MAC Ad d re ss This fie ld  d isp la ys the  MAC a d d re ss o f the  Zyxe l De vic e .

Se ria l Numb e r This fie ld  d isp la ys the  se ria l numb e r o f the  Zyxe l De vic e .

Pro d uc t Mo d e l This fie ld  d isp la ys the  mo d e l na me  o f the  Zyxe l De vic e .

2.4G  C ha nne l 
Info rma tio n

This fie ld  d isp la ys the  c ha nne l numb e r the  Zyxe l De vic e  is using  a nd  its o utp ut p o we r in the  
2.4 G Hz sp e c trum. This sho ws Not a c tiva te d  if the  wire le ss LAN is d isa b le d .

5G  C ha nne l 
Info rma tio n

This fie ld  d isp la ys the  c ha nne l numb e r the  Zyxe l De vic e  is using  a nd  its o utp ut po we r in the  5 
G Hz sp e c trum. This sho ws Not a c tiva te d  if the  wire le ss LAN is d isa b le d .

Use  Pro xy to  
Ac c e ss NCC

This d isp la ys whe the r the  NAP use s a  p ro xy se rve r to  a c c e ss the  NCC (Ne b ula  Co ntro l 
C e nte r).
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If the  Zyxe l De vic e  c a nno t c o nne c t to  the  Inte rne t o r to  NCC, mo ve  the  mo use  o ve r the  sta tus c irc le  to  
c he c k the  e rro r me ssa g e .

Clo ud  Co ntro l Sta tus This fie ld  d isp la ys:

• The  Zyxe l De vic e  Inte rne t c o nne c tio n sta tus.
• The  c o nne c tio n sta tus b e twe e n the  Zyxe l De vic e  a nd  NC C.
• The  Zyxe l De vic e  re g istra tio n sta tus o n NCC.

Mo use  o ve r the  c irc le s to  d isp la y d e ta ile d  info rma tio n.

To  p a ss yo ur Zyxe l De vic e  ma na g e me nt to  NCC, first ma ke  sure  yo ur Zyxe l De vic e  is 
c o nne c te d  to  the  Inte rne t. The n g o  to  NCC a nd  re g iste r yo ur Zyxe l De vic e .

1. Inte rne t

G re e n - The  Zyxe l De vic e  is c o nne c te d  to  the  Inte rne t.

Ora ng e  - The  Zyxe l De vic e  is no t c o nne c te d  to  the  Inte rne t.

2. Ne bula

G re e n - The  Zyxe l De vic e  is c o nne c te d  to  NCC.

Ora ng e  - The  Zyxe l De vic e  is no t c o nne c te d  to  NCC .

3. Re g istra tion

G re e n - The  Zyxe l De vic e  is re g iste re d  o n NC C. 

G ra y - The  Zyxe l De vic e  is no t re g iste re d  o n NCC.

Ne b ula  
Disc o ve ry

Slid e  the  switc h to  the  rig ht to  e na b le  NCC d isc o ve ry o n the  Zyxe l De vic e . The  Zyxe l De vic e  
will c o nne c t to  NCC  a nd  c ha ng e  to  the  NCC  ma na g e me nt mo d e  if it:

• is c o nne c te d  to  the  Inte rne t.
• ha s b e e n re g iste re d  o n NC C.

No te : The  switc h is a lwa ys o n a nd  c a nno t b e  d isa b le d  whe n the  Zyxe l De vic e  is in 
C lo ud  mo d e .

Ta b le  94   Da shb o a rd  (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 2 6
Ne twork

26.1  Ove rvie w

This c ha p te r d e sc rib e s ho w yo u c a n c o nfig ure  the  ma na g e me nt IP a d d re ss a nd  VLAN se tting s o f yo ur 
Zyxe l De vic e  in c lo ud  mo d e .

Se e  Se c tio n 9.1 o n p a g e  87 fo r info rma tio n a b o ut IP a d d re sse s.

No te : Ma ke  sure  yo ur VLAN se tting s a llo w the  Zyxe l De vic e  to  c o nne c t to  the  Inte rne t so  yo u 
c o uld  ma na g e  it with NCC.

26.1.1  Wha t You Ca n Do in this Cha pte r

• The  IP Se tting  sc re e n (Se c tio n 26.2 o n p a g e  234) c o nfig ure s the  Zyxe l De vic e ’ s LAN IP a d d re ss.

• The  VLAN sc re e n (Se c tio n 26.3 o n p a g e  236) c o nfig ure s the  Zyxe l De vic e ’ s VLAN se tting s.

26.2  IP Se tting

Use  this sc re e n to  c o nfig ure  the  IP a d d re ss fo r yo ur Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k 
Config ura tion > Ne twork > IP Se tting .
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Fig ure  152   Co nfig ura tio n > Ne two rk > IP Se tting

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  95   Co nfig ura tio n > Ne two rk > IP Se tting

LABEL DESCRIPTION

IP Ad d re ss Assig nme nt

Ge t 
Auto ma tic a lly

Se le c t this to  ma ke  the  inte rfa c e  a  DHC P c lie nt a nd  a uto ma tic a lly g e t the  IP a d d re ss, 
sub ne t ma sk, a nd  g a te wa y a d d re ss fro m a  DHCP se rve r.

Use  Fixe d  IP 
Ad d re ss

Se le c t this if yo u wa nt to  sp e c ify the  IP a d d re ss, sub ne t ma sk, a nd  g a te wa y ma nua lly. 

IP Ad d re ss Ente r the  IP a d d re ss fo r this inte rfa c e .

Sub ne t Ma sk Ente r the  sub ne t ma sk o f this inte rfa c e  in d o t d e c ima l no ta tio n. The  sub ne t ma sk ind ic a te s 
wha t p a rt o f the  IP a d d re ss is the  sa me  fo r a ll c o mp ute rs in the  ne two rk.

G a te wa y Ente r the  IP a d d re ss o f the  g a te wa y. The  Zyxe l De vic e  se nd s p a c ke ts to  the  g a te wa y whe n 
it d o e s no t kno w ho w to  ro ute  the  p a c ke t to  its d e stina tio n. The  g a te wa y sho uld  b e  o n the  
sa me  ne two rk a s the  inte rfa c e .

DNS Se rve r IP 
Ad d re ss

Ente r the  IP a d d re ss o f the  DNS se rve r.

Use  Pro xy to  Ac c e ss 
Inte rne t

If the  Zyxe l De vic e  is b e hind  a  p ro xy se rve r, yo u ne e d  to  se le c t this o p tio n a nd  c o nfig ure  the  
pro xy se rve r se tting s so  tha t the  Zyxe l De vic e  c a n a c c e ss the  NC C thro ug h the  p ro xy se rve r.

Pro xy Se rve r Ente r the  IP a d d re ss o f the  p ro xy se rve r.

Pro xy Po rt Ente r se rvic e  p o rt numb e r use d  b y the  p ro xy se rve r.

Authe ntic a tio n Se le c t this o p tio n if the  p ro xy se rve r re q uire s a uthe ntic a tio n b e fo re  it g ra nts a c c e ss to  the  
Inte rne t.

Use r Na me Ente r yo ur p ro xy use r na me .

Pa sswo rd Ente r yo ur p ro xy p a sswo rd .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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26.3  VLAN

This se c tio n d isc usse s ho w to  c o nfig ure  the  Zyxe l De vic e ’ s VLAN se tting s. Se e  Se c tio n 9.3 o n p a g e  91 fo r 
mo re  info rma tio n a b o ut VLAN.

Use  this sc re e n to  c o nfig ure  the  VLAN se tting s fo r yo ur Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k 
Config ura tion > Ne twork > VLAN.

Fig ure  153   Co nfig ura tio n > Ne two rk > VLAN

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  96   Co nfig ura tio n > Ne two rk > VLAN

LABEL DESCRIPTION

VLAN Se tting s

Ma na g e me nt 
VLAN ID

Ente r a  VLAN ID fo r the  Zyxe l De vic e .

Unta g g e d /
Ta g g e d

Se t whe the r the  Zyxe l De vic e  a d d s the  VLAN ID to  o utb o und  tra ffic  tra nsmitte d  thro ug h its 
Ethe rne t p o rt.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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C HA PTER 2 7
Ma inte na nc e

27.1  Ove rvie w

Whe n the  Zyxe l De vic e  is se t to  wo rk in c lo ud  mo d e , the  Ma inte na nc e  sc re e ns le t yo u ma ng e  she ll sc rip t 
file s o n the  Zyxe l De vic e , g e ne ra te  a  d ia g no stic  file , o r vie w lo g  me ssa g e s.

Se e  Cha p te r 19 o n p a g e  209 fo r info rma tio n a b o ut she ll sc rip ts.

27.1.1  Wha t You Ca n Do in this Cha pte r

• The  She ll Sc ript sc re e n (Se c tio n 27.2 o n p a g e  237) sto re s, na me s, d o wnlo a d s, a nd  up lo a d s she ll sc rip t 
file s.

• The  Dia gnostic s sc re e n (Se c tio n 27.3 o n p a g e  238) g e ne ra te s a  file  c o nta ining  the  Zyxe l De vic e ’ s 
c o nfig ura tio n a nd  d ia g no stic  info rma tio n if yo u ne e d  to  p ro vid e  it to  c usto me r sup p o rt d uring  
tro ub le sho o ting .

• The  Dia gnostic s > Re mote  Capture  sc re e n (Se c tio n 27.4 o n p a g e  239) e na b le s re mo te  p a c ke t 
c a p ture s o n wire d  o r wire le ss inte rfa c e s thro ug h a n e xte rna l p a c ke t a na lyze r.

• The  Log  > Vie w Log  sc re e n (Se c tio n 27.5 o n p a g e  240) d isp la ys the  Zyxe l De vic e ’ s c urre nt lo g  
me ssa g e s whe n it is d isc o nne c te d  fro m the  NCC.

27.2  She ll Sc ript

Use  she ll sc rip t file s to  ha ve  the  Zyxe l De vic e  use  c o mma nd s tha t yo u sp e c ify. Use  a  te xt e d ito r to  c re a te  
the  she ll sc rip t file s. The y must use  a  “ .zysh”  file na me  e xte nsio n.

C lic k Ma inte na nc e  > She ll Sc ript to  o p e n this sc re e n. Use  the  She ll Sc ript sc re e n to  sto re , na me , 
d o wnlo a d , a nd  up lo a d  she ll sc rip t file s. Yo u c a n sto re  multip le  she ll sc rip t file s o n the  Zyxe l De vic e  a t the  
sa me  time .

Fig ure  154   Ma inte na nc e  > She ll Sc rip t
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Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

27.3  Dia g nostic s

This sc re e n p ro vid e s a n e a sy wa y fo r yo u to  g e ne ra te  a  file  c o nta ining  the  Zyxe l De vic e ’ s c o nfig ura tio n 
a nd  d ia g no stic  info rma tio n. Yo u ma y ne e d  to  g e ne ra te  this file  a nd  se nd  it to  c usto me r sup p o rt d uring  
tro ub le sho o ting . All c a te g o rie s o f se tting s a nd  she ll sc rip t file s sto re d  o n the  Zyxe l De vic e  will b e  inc lud e d  
in the  d ia g no stic  file .

C lic k Ma inte na nc e  > Dia g nostic s to  o p e n the  Dia gnostic s sc re e n. C lic k Colle c t Now to  ha ve  the  Zyxe l 
De vic e  c re a te  a  ne w d ia g no stic  file .

Ta b le  97   Ma inte na nc e  > She ll Sc rip t

LABEL DESCRIPTION

Re na me Use  this b utto n to  c ha ng e  the  la b e l o f a  she ll sc rip t file  o n the  Zyxe l De vic e .

Yo u c a nno t re na me  a  she ll sc rip t to  the  na me  o f a no the r she ll sc rip t in the  Zyxe l De vic e .

C lic k a  she ll sc rip t’ s ro w to  se le c t it a nd  c lic k Re na me  to  o p e n the  Re na me  File  sc re e n.

Sp e c ify the  ne w na me  fo r the  she ll sc rip t file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-
9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f the  
c o nfig ura tio n file .

Re mo ve Clic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k De le te  to  d e le te  the  she ll sc rip t file  fro m the  Zyxe l 
De vic e .

A p o p -up  wind o w a sks yo u to  c o nfirm tha t yo u wa nt to  d e le te  the  she ll sc rip t file . C lic k OK to  d e le te  
the  she ll sc rip t file  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut d e le ting  the  she ll sc rip t file .

Do wnlo a d Clic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k Downloa d  to  sa ve  the  c o nfig ura tio n to  yo ur 
c o mp ute r.

Co p y Use  this b utto n to  sa ve  a  d up lic a te  o f a  she ll sc rip t file  o n the  Zyxe l De vic e .

C lic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k Copy to  o p e n the  Copy File  sc re e n.

Sp e c ify a  na me  fo r the  d up lic a te  file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-
9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f the  
c o nfig ura tio n file .

# This c o lumn d isp la ys the  numb e r fo r e a c h she ll sc rip t file  e ntry.

File  Na me This c o lumn d isp la ys the  la b e l tha t id e ntifie s a  she ll sc rip t file .

Size This c o lumn d isp la ys the  size  (in KB) o f a  she ll sc rip t file .

La st 
Mo d ifie d

This c o lumn d isp la ys the  d a te  a nd  time  tha t the  ind ivid ua l she ll sc rip t file s we re  la st c ha ng e d  o r 
sa ve d .

Up lo a d  She ll 
Sc rip t

The  b o tto m p a rt o f the  sc re e n a llo ws yo u to  up lo a d  a  ne w o r p re vio usly sa ve d  she ll sc rip t file  fro m 
yo ur c o mp ute r to  yo ur Zyxe l De vic e .

File Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse ... to  find  it.

Bro wse ... C lic k Browse ... to  find  the  .zysh file  yo u wa nt to  up lo a d .

Up lo a d Clic k Uploa d  to  b e g in the  up lo a d  p ro c e ss. This p ro c e ss ma y ta ke  up  to  se ve ra l minute s.
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Fig ure  155   Ma inte na nc e  > Dia g no stic s

The  De bug  Information Ce nte r sc re e n the n d isp la ys sho wing  whe the r the  c o lle c tio n is in p ro g re ss, wa s 
suc c e ssful, o r ha s fa ile d . Whe n the  d a ta  c o lle c tio n is d o ne , c lic k Downloa d  to  sa ve  the  mo st re c e nt 
d ia g no stic  file  to  a  c o mp ute r.

Fig ure  156   Ma inte na nc e  > Dia g no stic s: De b ug  Info rma tio n Co lle c to r

27.4  Re mote  Ca pture

Use  this sc re e n to  c a p ture  ne two rk tra ffic  g o ing  thro ug h the  Zyxe l De vic e  a nd  o utp ut the  c a p ture d  
p a c ke ts to  a  p a c ke t a na lyze r (a lso  kno wn a s ne two rk o r p ro to c o l a na lyze r) suc h a s Wire sha rk. If the  
Zyxe l De vic e  is c o nne c te d  to  the  Zyxe l g a te wa y o r ZyWALL, yo u mig ht ne e d  to  c o nfig ure  the  Zyxe l 
g a te wa y o r ZyWALL to  a llo w re mo te  c a p ture  o n the  Zyxe l De vic e .

No t a ll mo d e ls sup p o rt wire le ss re mo te  c a p ture . Se e  Se c tio n 1.2 o n p a g e  14 fo r the  mo d e ls tha t sup p o rt 
re mo te  c a p ture  o n wire le ss inte rfa c e s.

C lic k Ma inte na nc e  > Dia g nostic s > Re mote  Ca pture  to  o p e n the  Re mote  Ca pture  sc re e n.
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Fig ure  157   Ma inte na nc e  > Dia g no stic s > Re mo te  Ca p ture

Fig ure  158   Ma inte na nc e  > Dia g no stic s > Re mo te  Ca p ture  (Zyxe l De vic e  tha t sup p o rts Wire le ss Re mo te  
Ca p ture )

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

27.5  Vie w Log

The  NCC p e rio d ic a lly g a the rs lo g  file s fro m the  d e vic e s b e ing  ma na g e d  b y it. Be fo re  the  NCC p ulls lo g s 
fro m the  Zyxe l De vic e  o r whe n the  Zyxe l De vic e  is d isc o nne c te d  fro m the  NCC, yo u c a n use  this sc re e n 
to  vie w its c urre nt lo g  me ssa g e s. To  a c c e ss this sc re e n, c lic k Ma inte na nc e  > Log .

No te : Whe n a  lo g  re a c he s the  ma ximum numb e r o f lo g  me ssa g e s, ne w lo g  me ssa g e s 
a uto ma tic a lly o ve rwrite  e xisting  lo g  me ssa g e s, sta rting  with the  o ld e st e xisting  lo g  
me ssa g e  first.

Eve nts tha t g e ne ra te  a n a le rt (a s we ll a s a  lo g  me ssa g e ) d isp la y in re d . Re g ula r lo g s d isp la y in b la c k. 
C lic k a  c o lumn’ s he a d ing  c e ll to  so rt the  ta b le  e ntrie s b y tha t c o lumn’ s c rite ria . C lic k the  he a d ing  c e ll 
a g a in to  re ve rse  the  so rt o rd e r.

Ta b le  98   Ma inte na nc e  > Dia g no stic s > Re mo te  Ca p ture

LABEL DESCRIPTION

Se rve r Po rt Ente r the  numb e r o f the  se rve r p o rt yo u wa nt the  p a c ke t a na lyze r to  c o nne c t to  in o rd e r to  
c a p ture  tra ffic  g o ing  thro ug h the  Zyxe l De vic e . The  d e fa ult p o rt numb e r is 2002.

Sta rt Clic k this b utto n to  a llo w the  p a c ke t a na lyze r to  sta rt c a p turing  tra ffic  g o ing  thro ug h the  Zyxe l 
De vic e .

Sto p Clic k this b utto n to  sto p  the  p a c ke t a na lyze r fro m c a p turing  tra ffic  g o ing  thro ug h the  Zyxe l 
De vic e .
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No te : The  Ema il Log  Now fie ld  will no t a p p e a r if yo ur Zyxe l De vic e  d o e s no t sup p o rt e ma il 
re p o rt.

Fig ure  159   Ma inte na nc e  > Lo g  > Vie w Lo g

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  99   Ma inte na nc e  > Lo g  > Vie w Lo g

LABEL DESCRIPTION

Sho w Filte r /  Hid e  
Filte r

Clic k this b utto n to  sho w o r hid e  the  filte r se tting s.

If the  filte r se tting s a re  hid d e n, the  Displa y, Ema il Log  Now, Re fre sh, a nd  Cle a r Log  fie ld s a re  
a va ila b le .

If the  filte r se tting s a re  sho wn, the  Displa y, Priority, Sourc e  Addre ss, De stina tion Addre ss, Sourc e  
Inte rfa c e , De stina tion Inte rfac e , Protoc ol, Ke yword , a nd  Se a rc h fie ld s a re  a va ila b le .

Disp la y Se le c t the  c a te g o ry o f lo g  me ssa g e (s) yo u wa nt to  vie w. Yo u c a n a lso  vie w All Log s a t o ne  
time , o r yo u c a n vie w the  De bug  Log .

Prio rity This d isp la ys whe n yo u sho w the  filte r. Se le c t the  p rio rity o f lo g  me ssa g e s to  d isp la y. The  lo g  
d isp la ys the  lo g  me ssa g e s with this p rio rity o r hig he r. Cho ic e s a re : any, e me rg , a le rt, c rit, e rror, 
wa rn, notic e , a nd  info , fro m hig he st p rio rity to  lo we st p rio rity. This fie ld  is re a d -o nly if the  
Ca te g ory is De bug  Log .

So urc e  Ad d re ss This d isp la ys whe n yo u sho w the  filte r. Typ e  the  so urc e  IP a d d re ss o f the  inc o ming  p a c ke t tha t 
g e ne ra te d  the  lo g  me ssa g e . Do  no t inc lud e  the  p o rt in this filte r.

De stina tio n 
Ad d re ss

This d isp la ys whe n yo u sho w the  filte r. Typ e  the  IP a d d re ss o f the  d e stina tio n o f the  inc o ming  
p a c ke t whe n the  lo g  me ssa g e  wa s g e ne ra te d . Do  no t inc lud e  the  p o rt in this filte r.

So urc e  Inte rfa c e This d isp la ys whe n yo u sho w the  filte r. Se le c t the  so urc e  inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  
the  lo g  me ssa g e .

De stina tio n 
Inte rfa c e

This d isp la ys whe n yo u sho w the  filte r. Se le c t the  d e stina tio n inte rfa c e  o f the  p a c ke t tha t 
g e ne ra te d  the  lo g  me ssa g e .

Pro to c o l This d isp la ys whe n yo u sho w the  filte r. Se le c t a  se rvic e  p ro to c o l who se  lo g  me ssa g e s yo u wo uld  
like  to  se e .

Ke ywo rd This d isp la ys whe n yo u sho w the  filte r. Typ e  a  ke ywo rd  to  lo o k fo r in the  Me ssa g e , Sourc e , 
De stina tion a nd  Note  fie ld s. If a  ma tc h is fo und  in a ny fie ld , the  lo g  me ssa g e  is d isp la ye d . Yo u 
c a n use  up  to  63 a lp ha nume ric  c ha ra c te rs a nd  the  und e rsc o re , a s we ll a s p unc tua tio n ma rks 
()’  ,:;? ! +-*/ = # $% @  ; the  p e rio d , d o ub le  q uo te s, a nd  b ra c ke ts a re  no t a llo we d .
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Se a rc h This d isp la ys whe n yo u sho w the  filte r. C lic k this b utto n to  up d a te  the  lo g  using  the  c urre nt filte r 
se tting s.

Re fre sh Clic k this to  up d a te  the  list o f lo g s.

C le a r Lo g Clic k this b utto n to  c le a r the  who le  lo g , re g a rd le ss o f wha t is c urre ntly d isp la ye d  o n the  sc re e n.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  lo g  me ssa g e .

Time This fie ld  d isp la ys the  time  the  lo g  me ssa g e  wa s re c o rd e d .

Prio rity This fie ld  d isp la ys the  p rio rity o f the  lo g  me ssa g e . It ha s the  sa me  ra ng e  o f va lue s a s the  Priority 
fie ld  a b o ve .

C a te g o ry This fie ld  d isp la ys the  lo g  tha t g e ne ra te d  the  lo g  me ssa g e . It is the  sa me  va lue  use d  in the  
Displa y a nd  (o the r) Ca te g ory fie ld s.

Me ssa g e This fie ld  d isp la ys the  re a so n the  lo g  me ssa g e  wa s g e ne ra te d . The  te xt “ [c o unt=x]” , whe re  x is a  
numb e r, a p pe a rs a t the  e nd  o f the  Me ssa g e  fie ld  if lo g  c o nso lid a tio n is turne d  o n a nd  multip le  
e ntrie s we re  a g g re g a te d  to  g e ne ra te  into  this o ne .

So urc e This fie ld  d isp la ys the  so urc e  IP a d d re ss a nd  the  p o rt numb e r in the  e ve nt tha t g e ne ra te d  the  
lo g  me ssa g e .

So urc e  Inte rfa c e This fie ld  d isp la ys the  so urc e  inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  the  lo g  me ssa g e .

De stina tio n This fie ld  d isp la ys the  d e stina tio n IP a d d re ss a nd  the  p o rt numb e r o f the  e ve nt tha t g e ne ra te d  
the  lo g  me ssa g e .

De stina tio n 
Inte rfa c e

This fie ld  d isp la ys the  d e stina tio n inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  the  lo g  me ssa g e .

Pro to c o l This fie ld  d isp la ys the  se rvic e  p ro to c o l in the  e ve nt tha t g e ne ra te d  the  lo g  me ssa g e .

No te This fie ld  d isp la ys a ny a d d itio na l info rma tio n a b o ut the  lo g  me ssa g e .

Ta b le  99   Ma inte na nc e  > Lo g  > Vie w Lo g  (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 2 8
Trouble shooting

28.1  Ove rvie w

This c ha p te r o ffe rs so me  sug g e stio ns to  so lve  p ro b le ms yo u mig ht e nc o unte r. The  p o te ntia l p ro b le ms a re  
d ivid e d  into  the  fo llo wing  c a te g o rie s.

• Po we r, Ha rd wa re  Co nne c tio ns, a nd  LED

• Zyxe l De vic e  Ma na g e me nt, Ac c e ss, a nd  Lo g in

• Inte rne t Ac c e ss

• WiFi Ne two rk

• Re se tting  the  Zyxe l De vic e

28.2  Powe r, Ha rdwa re  Conne c tions, a nd LED

The  Zyxe l De vic e  d o e s no t turn o n. The  LED is no t o n.

1 Ma ke  sure  yo u a re  using  the  p o we r a d a p te r inc lud e d  with the  Zyxe l De vic e  o r a  Po E p o we r inje c to r/
switc h.

2 Ma ke  sure  the  p o we r a d a p te r o r Po E p o we r inje c to r/ switc h is c o nne c te d  to  the  Zyxe l De vic e  a nd  
p lug g e d  in to  a n a p p ro p ria te  p o we r so urc e . Ma ke  sure  the  p o we r so urc e  is turne d  o n.

3 Disc o nne c t a nd  re -c o nne c t the  p o we r a d a p te r o r Po E p o we r inje c to r/ switc h.

4 Insp e c t yo ur c a b le s fo r d a ma g e . Co nta c t the  ve nd o r to  re p la c e  a ny d a ma g e d  c a b le s.

5 If no ne  o f the se  ste p s wo rk, yo u ma y ha ve  fa ulty ha rd wa re  a nd  sho uld  c o nta c t yo ur Zyxe l De vic e  
ve nd o r.

The  LED d o e s no t b e ha ve  a s e xp e c te d .

1 Ma ke  sure  yo u und e rsta nd  the  no rma l b e ha vio r o f the  LED. Se e  Se c tio n 3.3 o n p a g e  38.

2 Che c k the  ha rd wa re  c o nne c tio ns. Se e  the  Q uic k Sta rt Guid e .

3 Insp e c t yo ur c a b le s fo r d a ma g e . Co nta c t the  ve nd o r to  re p la c e  a ny d a ma g e d  c a b le s.



 Cha p te r 28 Tro ub le sho o ting

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

245

4 Disc o nne c t a nd  re -c o nne c t the  p o we r a d a p te r o r Po E p o we r inje c to r to  the  Zyxe l De vic e .

5 If the  p ro b le m c o ntinue s, c o nta c t the  ve nd o r.

28.3  Zyxe l De vic e  Ma na g e me nt, Ac c e ss, a nd Log in

I fo rg o t the  IP a d d re ss fo r the  Zyxe l De vic e .

1 The  d e fa ult in-b a nd  IP a d d re ss in sta nd a lo ne  mo d e  is http:/ / DHCP- a ssig ne d IP (whe n c o nne c ting  to  a  
DHCP se rve r) o r 192.168.1.2.

2 If yo u c ha ng e d  the  IP a d d re ss a nd  ha ve  fo rg o tte n it, yo u ha ve  to  re se t the  Zyxe l De vic e  to  its fa c to ry 
d e fa ults. Se e  Se c tio n 28.6 o n p a g e  252.

3 If yo ur Zyxe l De vic e  is a  DHCP c lie nt, yo u c a n find  yo ur IP a d d re ss fro m the  DHCP se rve r. This info rma tio n 
is o nly a va ila b le  fro m the  DHCP se rve r whic h a llo c a te s IP a d d re sse s o n yo ur ne two rk. Find  this 
info rma tio n d ire c tly fro m the  DHCP se rve r o r c o nta c t yo ur syste m a d ministra to r fo r mo re  info rma tio n.

4 If the  NCC ha s ma na g e d  the  Zyxe l De vic e , yo u c a n a lso  c he c k the  NCC's AP > Monitor > Ac c e ss Point 
sc re e n fo r the  Zyxe l De vic e 's c urre nt LAN IP a d d re ss.

I c a nno t se e  o r a c c e ss the  Log in sc re e n in the  We b  Co nfig ura to r.

1 Ma ke  sure  yo u a re  using  the  c o rre c t IP a d d re ss.

• The  d e fa ult IP a d d re ss (in sta nd a lo ne  mo d e ) is 192.168.1.2.

• If yo u c ha ng e d  the  IP a d d re ss, use  the  ne w IP a d d re ss.

• If yo u c ha ng e d  the  IP a d d re ss a nd  ha ve  fo rg o tte n it, se e  the  tro ub le sho o ting  sug g e stio ns fo r I 
fo rg o t the  IP a d d re ss fo r the  Zyxe l De vic e .

2 Che c k the  ha rd wa re  c o nne c tio ns, a nd  ma ke  sure  the  LED is b e ha ving  a s e xp e c te d . Se e  the  Q uic k Sta rt 
Guid e  a nd  Se c tio n 3.3 o n p a g e  38.

3 Ma ke  sure  yo ur Inte rne t b ro wse r d o e s no t b lo c k p o p -up  wind o ws a nd  ha s Ja va Sc rip ts a nd  Ja va  
e na b le d .

4 Ma ke  sure  yo ur c o mp ute r is in the  sa me  sub ne t a s the  Zyxe l De vic e . (If yo u kno w tha t the re  a re  ro ute rs 
b e twe e n yo ur c o mp ute r a nd  the  Zyxe l De vic e , skip  this ste p .)

• If the re  is a  DHCP se rve r o n yo ur ne two rk, ma ke  sure  yo ur c o mp ute r is using  a  d yna mic  IP a d d re ss.

• If the re  is no  DHCP se rve r o n yo ur ne two rk, ma ke  sure  yo ur c o mp ute r’ s IP a d d re ss is in the  sa me  
sub ne t a s the  Zyxe l De vic e .

5 Re se t the  Zyxe l De vic e  to  its fa c to ry d e fa ults, a nd  try to  a c c e ss the  Zyxe l De vic e  with the  d e fa ult IP 
a d d re ss. Se e  Se c tio n 28.6 o n p a g e  252. 
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6 If the  p ro b le m c o ntinue s, c o nta c t the  ne two rk a d ministra to r o r ve nd o r, o r try o ne  o f the  a d va nc e d  
sug g e stio ns.

Adva nc e d Sug g e stions

• Try to  a c c e ss the  Zyxe l De vic e  using  a no the r se rvic e , suc h a s SSH. If yo u c a n a c c e ss the  Zyxe l De vic e , 
c he c k the  re mo te  ma na g e me nt se tting s to  find  o ut why the  Zyxe l De vic e  d o e s no t re sp o nd  to  HTTP. 

• If yo ur c o mp ute r is c o nne c te d  wire le ssly, use  a  c o mp ute r tha t is c o nne c te d  to  a  LAN/ ETHERNET p o rt.

I fo rg o t the  p a sswo rd .

1 The  d e fa ult p a sswo rd  is 1234. If the  Zyxe l De vic e  is c o nne c te d  to  the  NCC a nd  re g iste re d , c he c k the  
NCC fo r the  p a sswo rd .

2 If this d o e s no t wo rk, yo u ha ve  to  re se t the  Zyxe l De vic e  to  its fa c to ry d e fa ults. Se e  Se c tio n 28.6 o n p a g e  
252.

I c a n se e  the  Log in sc re e n, b ut I c a nno t lo g  in to  the  Zyxe l De vic e .

1 Ma ke  sure  yo u ha ve  e nte re d  the  use r na me  a nd  p a sswo rd  c o rre c tly. The  d e fa ult p a sswo rd  is 1234. This 
fie ld s a re  c a se -se nsitive , so  ma ke  sure  [Ca p s Lo c k] is no t o n.

2 Disc o nne c t a nd  re -c o nne c t the  p o we r a d a p te r o r Po E p o we r inje c to r to  the  Zyxe l De vic e . 

3 If this d o e s no t wo rk, yo u ha ve  to  re se t the  Zyxe l De vic e  to  its fa c to ry d e fa ults. Se e  Se c tio n 28.6 o n p a g e  
252.

I c a nno t use  FTP to  up lo a d  /  d o wnlo a d  the  c o nfig ura tio n file . /  I c a nno t use  FTP to  up lo a d  ne w 
firmwa re . 

Se e  the  tro ub le sho o ting  sug g e stio ns fo r I c a nno t se e  o r a c c e ss the  Log in sc re e n in the  We b Config ura tor. 
Ig no re  the  sug g e stio ns a b o ut yo ur b ro wse r.

I c a nno t a c c e ss the  Zyxe l De vic e  d ire c tly a nymo re  a fte r switc hing  to  NCC ma na g e me nt.

• Che c k the  Zyxe l De vic e  IP a d d re ss a nd  lo g in c re d e ntia ls using  the  NCC a nd  use  the m to  a c c e ss the  
Zyxe l De vic e . No te  tha t the  b uilt-in We b  Co nfig ura to r will ha ve  limite d  func tio na lity whe n ma na g e d  
thro ug h NCC.
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I e na b le d  NCC Disc ove ry, b ut the  Zyxe l De vic e  is still in sta nd a lo ne  mo d e .

Ma ke  sure  yo ur Zyxe l De vic e  is re g iste re d  to  the  NCC.

The  Zyxe l De vic e  is a lre a d y re g iste re d  with NCC , b ut it is still in sta nd a lo ne  mo d e ; it c a nno t 
c o nne c t to  the  NC C.

1 Ma ke  sure  tha t NCC Disc o ve ry is e na b le d  (se e  Se c tio n 9.6 o n p a g e  98).

2 Che c k yo ur ne two rk’ s fire wa ll/ se c urity se tting s. Ma ke  sure  the  fo llo wing  TCP p o rts a re  a llo we d : 443, 4335, 
a nd  6667.

3 Ma ke  sure  yo ur Zyxe l De vic e  c a n a c c e ss the  Inte rne t.

4 Che c k yo ur ne two rk’ s VLAN se tting s (se e  Se c tio n 9.3 o n p a g e  91). Yo u ma y ha ve  to  c ha ng e  the  
Ma na g e me nt VLAN se tting s o f the  Zyxe l De vic e  to  a llo w it to  c o nne c t to  the  Inte rne t a nd  a c c e ss the  
NCC.

No te : C ha ng ing  the  ma na g e me nt VLAN a nd  IP a d d re ss se tting s o n the  Zyxe l De vic e  a lso  
p ushe s the se  c ha ng e s to  the  NCC. Do  this o nly if yo ur d e vic e  c a nno t o the rwise  
c o nne c t to  the  NC C.

5 Ma ke  sure  yo ur Zyxe l De vic e  d o e s no t ha ve  to  g o  thro ug h ne two rk a uthe ntic a tio n suc h a s a  c a p tive  
p o rta l, If yo ur ne two rk use s a  c a p tive  p o rta l, the  ne two rk a d ministra to r ma y ha ve  to  c re a te  a  ne w VLAN 
witho ut this re q uire me nt. Cha ng e  yo ur Zyxe l De vic e ’ s ma na g e me nt VLAN se tting s a s ne c e ssa ry.

I wa nt to  switc h fro m NCC to  AC ma na g e me nt, b ut I c o uld  no t find  the  AC Disc ove ry me nu in the  
Zyxe l De vic e  We b  Co nfig ura to r.

1 Unre g iste r the  Zyxe l De vic e  fro m the  NCC.

2 Re se t yo ur Zyxe l De vic e  to  the  fa c to ry d e fa ults.

3 Ma ke  sure  tha t yo ur Zyxe l De vic e  is in the  sa me  sub ne t a s the  AC, a nd  e na b le  AC Disc ove ry in 
Config ura tion > Ne twork > AC Disc ove ry.

The  Zyxe l De vic e  c a nno t d isc o ve r the  AC.

1 Ma ke  sure  yo ur Zyxe l De vic e  is no t re g iste re d  to  NCC.

2 Ena b le  AC Disc ove ry in Config ura tion > Ne twork > AC Disc ove ry.
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3 Ma ke  sure  tha t the  Zyxe l De vic e  a nd  the  AC a re  b o th in the  sa me  sub ne t.

4 If yo u ha ve  to  se t the m up  in d iffe re nt sub ne ts, se e  AC ma na g e me nt a nd  IP Sub ne ts o n p a g e  89.

I a c c id e nta lly p re sse d  the  Ne b ula  b utto n in the  AC ’ s We b  Co nfig ura to r. Ho w d o  I und o  it?

1 If the  Zyxe l De vic e  is no t re g iste re d  with the  NCC, re g iste r it first.

2 Unre g iste r the  Zyxe l De vic e  fro m the  NCC.

3 Re se t the  Zyxe l De vic e  to  the  fa c to ry d e fa ults.

So me  fe a ture s I se t using  the  NCC  d o  no t wo rk a s e xp e c te d .

1 Ma ke  sure  yo ur Zyxe l De vic e  c a n a c c e ss the  Inte rne t.

2 Che c k yo ur ne two rk’ s fire wa ll/ se c urity se tting s. Ma ke  sure  the  fo llo wing  p o rts a re  a llo we d : 

• TCP: 443, 4335, a nd  6667

• UDP: 123

3 Afte r c ha ng ing  yo ur Zyxe l De vic e  se tting s using  the  NCC, wa it 1-2 minute s fo r the  c ha ng e s to  ta ke  
e ffe c t.

I c a n o nly se e  ne we r lo g s. O ld e r lo g s a re  missing .

Whe n a  lo g  re a c he s the  ma ximum numb e r o f lo g  me ssa g e s (se e  Se c tio n 1.2 o n p a g e  14), ne w lo g  
me ssa g e s a uto ma tic a lly o ve rwrite  the  o ld e st lo g  me ssa g e s.

The  c o mma nd s in my c o nfig ura tio n file  o r she ll sc rip t a re  no t wo rking  p ro p e rly.

• In a  c o nfig ura tio n file  o r she ll sc rip t, use  “# ”  o r “ !”  a s the  first c ha ra c te r o f a  c o mma nd  line  to  ha ve  the  
Zyxe l De vic e  tre a t the  line  a s a  c o mme nt.

• Yo ur c o nfig ura tio n file s o r she ll sc rip ts c a n use  “ e xit”  o r a  c o mma nd  line  c o nsisting  o f a  sing le  “ !”  to  
ha ve  the  Zyxe l De vic e  e xit sub  c o mma nd  mo d e .

• Inc lud e  write c o mma nd s in yo ur sc rip ts. Othe rwise  the  c ha ng e s will b e  lo st whe n the  Zyxe l De vic e  
re sta rts. Yo u c o uld  use  multip le  write c o mma nd s in a  lo ng  sc rip t.

No te : “ e xit”  o r “ !'”  must fo llo w sub  c o mma nd s if it is to  ma ke  the  Zyxe l De vic e  e xit sub  
c o mma nd  mo d e .
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I c a nno t up lo a d  the  firmwa re  up lo a d e d  using  FTP.

The  We b  Co nfig ura to r is the  re c o mme nd e d  me tho d  fo r up lo a d ing  firmwa re  in sta nd a lo ne  mo d e . Fo r 
ma na g e d  Zyxe l De vic e s, using  the  NCC o r AC is re c o mme nd e d . Yo u o nly ne e d  to  use  FTP if yo u ne e d  to  
re c o ve r the  firmwa re . Se e  the  CLI Re fe re nc e  Guid e  fo r ho w to  d e te rmine  if yo u ne e d  to  re c o ve r the  
firmwa re  a nd  ho w to  re c o ve r it.

28.4  Inte rne t Ac c e ss

Clie nts c a nno t a c c e ss the  Inte rne t thro ug h the  Zyxe l De vic e .

1 Che c k the  Zyxe l De vic e ’ s ha rd wa re  c o nne c tio ns, a nd  ma ke  sure  the  LEDs a re  b e ha ving  a s e xp e c te d  
(re fe r to  Se c tio n 3.3 o n p a g e  38). Se e  the  Quic k Sta rt Guid e  a nd  Se c tio n 28.1 o n p a g e  244.

2 Ma ke  sure  the  Zyxe l De vic e  is c o nne c te d  to  a  b ro a d b a nd  mo d e m o r ro ute r with Inte rne t a c c e ss a nd  
yo ur c o mp ute r is se t to  o b ta in a n d yna mic  IP a d d re ss.

3 If c lie nts a re  trying  to  a c c e ss the  Inte rne t wire le ssly, ma ke  sure  the  WiFi se tting s o n the  WiFi c lie nts a re  the  
sa me  a s the  se tting s o n the  Zyxe l De vic e .

4 Disc o nne c t a ll the  c a b le s fro m yo ur Zyxe l De vic e , a nd  fo llo w the  d ire c tio ns in the  Quic k Sta rt Guid e  
a g a in.

5 Re b o o t the  c lie nt a nd  re c o nne c t to  the  Zyxe l De vic e .

6 If the  p ro b le m c o ntinue s, c o nta c t yo ur ISP.

The  Inte rne t c o nne c tio n is slo w o r inte rmitte nt.

1 The re  mig ht b e  a  lo t o f tra ffic  o n the  ne two rk. Lo o k a t the  LEDs, a nd  c he c k Se c tio n 3.3 o n p a g e  38. If the  
Zyxe l De vic e  is se nd ing  o r re c e iving  a  lo t o f info rma tio n, try c lo sing  so me  p ro g ra ms tha t use  the  Inte rne t, 
e sp e c ia lly p e e r-to -p e e r a p p lic a tio ns.

2 Che c k the  sig na l stre ng th using  the  NCC, AC, Zyxe l De vic e  We b  Co nfig ura to r, o r the  c lie nt d e vic e  itse lf. 
If the  sig na l is we a k, try mo ving  the  c lie nt c lo se r to  the  Zyxe l De vic e  (if p o ssib le ), a nd  lo o k a ro und  to  se e  
if the re  a re  a ny d e vic e s tha t mig ht b e  inte rfe ring  with the  wire le ss ne two rk (mic ro wa ve s, o the r wire le ss 
ne two rks, a nd  so  o n).

3 Re b o o t the  Zyxe l De vic e  using  the  We b  Co nfig ura to r/ CLI o r the  NCC o r AC.

4 Che c k the  se tting s fo r Q o S. If it is d isa b le d , a c tiva te  it. Whe n e na b le d , ra ise  o r lo we r the  p rio rity fo r so me  
a p p lic a tio ns.
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5 If the  p ro b le m c o ntinue s, c o nta c t the  ne two rk a d ministra to r o r ve nd o r.

28.5  WiFi Ne twork

The  WiFi c o nne c tio n is slo w o r inte rmitte nt.

The  fo llo wing  fa c to rs ma y c a use  inte rfe re nc e :

• Ob sta c le s: wa lls, c e iling s, furniture , a nd  so  o n.

• Build ing  Ma te ria ls: me ta l d o o rs, a luminum stud s.

• Ele c tric a l d e vic e s: mic ro wa ve s, mo nito rs, e le c tric  mo to rs, c o rd le ss p ho ne s, a nd  o the r wire le ss d e vic e s.

To  o p timize  the  sp e e d  a nd  q ua lity o f yo ur WiFi c o nne c tio n, yo u c a n:

• Mo ve  yo ur WiFi d e vic e  c lo se r to  the  Zyxe l De vic e  if the  sig na l stre ng th is lo w.

• Re d uc e  wire le ss inte rfe re nc e  tha t ma y b e  c a use d  b y o the r wire le ss ne two rks o r surro und ing  wire le ss 
e le c tro nic s suc h a s c o rd le ss p ho ne s.

• Pla c e  the  Zyxe l De vic e  whe re  the re  a re  minimum o b sta c le s (suc h a s wa lls a nd  c e iling s) b e twe e n the  
Zyxe l De vic e  a nd  the  wire le ss c lie nt. Avo id  p la c ing  the  Zyxe l De vic e  insid e  a ny typ e  o f b o x tha t mig ht 
b lo c k WiFi sig na ls.

I c a nno t a c c e ss the  Zyxe l De vic e  o r p ing  a ny c o mp ute r fro m the  WLAN.

1 Ma ke  sure  the  wire le ss LAN (wire le ss ra d io ) is e na b le d  o n the  Zyxe l De vic e .

2 Ma ke  sure  the  ra d io  o r a t le a st o ne  o f the  Zyxe l De vic e ’ s ra d io s is o p e ra ting  in AP mo d e .

3 Ma ke  sure  the  wire le ss a d a p te r (insta lle d  o n yo ur c o mp ute r) is wo rking  p ro p e rly.

4 Ma ke  sure  the  wire le ss a d a p te r (insta lle d  o n yo ur c o mp ute r) is IEEE 802.11 c o mp a tib le  a nd  sup p o rts the  
sa me  wire le ss sta nd a rd  a s the  Zyxe l De vic e ’ s a c tive  ra d io .

5 Ma ke  sure  yo ur c o mp ute r (with a  wire le ss a d a p te r insta lle d ) is within the  tra nsmissio n ra ng e  o f the  Zyxe l 
De vic e .

6 Che c k tha t b o th the  Zyxe l De vic e  a nd  yo ur c o mp ute r a re  using  the  sa me  wire le ss a nd  wire le ss se c urity 
se tting s.

Ha c ke rs ha ve  a c c e sse d  my WEP-e nc ryp te d  wire le ss LAN.
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WEP is e xtre me ly inse c ure . Its e nc ryp tio n c a n b e  b ro ke n b y a n a tta c ke r, using  wid e ly-a va ila b le  so ftwa re . 
It is stro ng ly re c o mme nd e d  tha t yo u use  a  mo re  e ffe c tive  se c urity me c ha nism. Use  the  stro ng e st se c urity 
me c ha nism tha t a ll the  wire le ss d e vic e s in yo ur ne two rk sup p o rt. WPA2 o r WPA2-PSK is re c o mme nd e d .

The  wire le ss se c urity is no t fo llo wing  the  re -a uthe ntic a tio n time r se tting  I sp e c ifie d .

If a  RADIUS se rve r a uthe ntic a te s wire le ss sta tio ns, the  re -a uthe ntic a tio n time r o n the  RADIUS se rve r ha s 
p rio rity. Cha ng e  the  RADIUS se rve r’ s c o nfig ura tio n if yo u ne e d  to  use  a  d iffe re nt re -a uthe ntic a tio n time r 
se tting .

I c a nno t imp o rt a  c e rtific a te  into  the  Zyxe l De vic e .

1 Fo r My Ce rtific a te s, yo u c a n imp o rt a  c e rtific a te  tha t ma tc he s a  c o rre sp o nd ing  c e rtific a tio n re q ue st tha t 
wa s g e ne ra te d  b y the  Zyxe l De vic e . Yo u c a n a lso  imp o rt a  c e rtific a te  in PKCS# 12 fo rma t, inc lud ing  the  
c e rtific a te ’ s p ub lic  a nd  p riva te  ke ys.

2 Yo u must re mo ve  a ny sp a c e s fro m the  c e rtific a te ’ s file na me  b e fo re  yo u c a n imp o rt the  c e rtific a te .

3 Any c e rtific a te  tha t yo u wa nt to  imp o rt ha s to  b e  in o ne  o f the se  file  fo rma ts:

• Bina ry X.509: This is a n ITU-T re c o mme nd a tio n tha t d e fine s the  fo rma ts fo r X.509 c e rtific a te s.

• PEM (Ba se -64) e nc o d e d  X.509: This Priva c y Enha nc e d  Ma il fo rma t use s lo we rc a se  le tte rs, up p e rc a se  
le tte rs a nd  nume ra ls to  c o nve rt a  b ina ry X.509 c e rtific a te  into  a  p rinta b le  fo rm.

• Bina ry PKCS# 7: This is a  sta nd a rd  tha t d e fine s the  g e ne ra l synta x fo r d a ta  (inc lud ing  d ig ita l sig na ture s) 
tha t ma y b e  e nc ryp te d . A PKCS # 7 file  is use d  to  tra nsfe r a  p ub lic  ke y c e rtific a te . The  p riva te  ke y is no t 
inc lud e d . The  Zyxe l De vic e  c urre ntly a llo ws the  imp o rta tio n o f a  PKS# 7 file  tha t c o nta ins a  sing le  
c e rtific a te .

• PEM (Ba se -64) e nc o d e d  PKCS# 7: This Priva c y Enha nc e d  Ma il (PEM) fo rma t use s lo we rc a se  le tte rs, 
up p e rc a se  le tte rs a nd  nume ra ls to  c o nve rt a  b ina ry PKCS# 7 c e rtific a te  into  a  p rinta b le  fo rm.

• Bina ry PKCS# 12: This is a  fo rma t fo r tra nsfe rring  p ub lic  ke y a nd  p riva te  ke y c e rtific a te s.The  p riva te  ke y 
in a  PKCS # 12 file  is within a  p a sswo rd -e nc ryp te d  e nve lo p e . The  file ’ s p a sswo rd  is no t c o nne c te d  to  
yo ur c e rtific a te ’ s p ub lic  o r p riva te  p a sswo rd s. Exp o rting  a  PKCS # 12 file  c re a te s this a nd  yo u must 
p ro vid e  it to  d e c ryp t the  c o nte nts whe n yo u imp o rt the  file  into  the  Zyxe l De vic e .

No te : Be  c a re ful no t to  c o nve rt a  b ina ry file  to  te xt d uring  the  tra nsfe r p ro c e ss. It is e a sy fo r this 
to  o c c ur sinc e  ma ny p ro g ra ms use  te xt file s b y d e fa ult.

Wire le ss c lie nts a re  no t b e ing  lo a d  b a la nc e d  a mo ng  my Zyxe l De vic e s.

• Ma ke  sure  tha t a ll the  Zyxe l De vic e s use d  b y the  wire le ss c lie nts in q ue stio n sha re  the  sa me  SSID, 
se c urity, a nd  ra d io  se tting s.

• Ma ke  sure  tha t a ll the  Zyxe l De vic e s a re  in the  sa me  b ro a d c a st d o ma in.

• Ma ke  sure  tha t the  wire le ss c lie nts a re  in ra ng e  o f the  o the r Zyxe l De vic e s; if the y a re  o nly in ra ng e  o f a  
sing le  Zyxe l De vic e , the n lo a d  b a la nc ing  ma y no t b e  a s e ffe c tive .
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In the  Monitor > Wire le ss > AP Informa tion > Ra dio  List sc re e n, the re  is no  lo a d  b a la nc ing  ind ic a to r 
a sso c ia te d  with a ny Zyxe l De vic e s a ssig ne d  to  the  lo a d  b a la nc ing  ta sk.

• Che c k tha t the  AP p ro file  whic h c o nta ins the  lo a d  b a la nc ing  se tting s is c o rre c tly a ssig ne d  to  the  Zyxe l 
De vic e s in q ue stio n.

• The  lo a d  b a la nc ing  ta sk ma y ha ve  b e e n te rmina te d  b e c a use  furthe r lo a d  b a la nc ing  o n the  Zyxe l 
De vic e s in q ue stio n is no  lo ng e r re q uire d .

28.6  Re se tting  the  Zyxe l De vic e

If yo u c a nno t a c c e ss the  Zyxe l De vic e  b y a ny me tho d , try re sta rting  it b y turning  the  p o we r o ff a nd  the n 
o n a g a in. If yo u still c a nno t a c c e ss the  Zyxe l De vic e  b y a ny me tho d  o r yo u fo rg e t the  a d ministra to r 
p a sswo rd (s), yo u c a n re se t the  Zyxe l De vic e  to  its fa c to ry-d e fa ult se tting s. Any c o nfig ura tio n file s o r she ll 
sc rip ts tha t yo u sa ve d  o n the  Zyxe l De vic e  sho uld  still b e  a va ila b le  a fte rwa rd s.

Use  the  fo llo wing  p ro c e d ure  to  re se t the  Zyxe l De vic e  to  its fa c to ry-d e fa ult se tting s. This o ve rwrite s the  
se tting s in the  sta rtup -c o nfig .c o nf file  with the  se tting s in the  syste m-d e fa ult.c o nf file .

No te : This p ro c e d ure  re mo ve s the  c urre nt c o nfig ura tio n.

1 Ma ke  sure  the  Po we r LED is o n a nd  no t b linking .

2 Pre ss the  RESET b utto n a nd  ho ld  it until the  Po we r LED b e g ins to  b link. (This usua lly ta ke s a b o ut te n 
se c o nd s.)

3 Re le a se  the  RESET b utto n, a nd  wa it fo r the  Zyxe l De vic e  to  re sta rt.

Yo u sho uld  b e  a b le  to  a c c e ss the  Zyxe l De vic e  in sta nd a lo ne  mo d e  using  the  d e fa ult se tting s.

28.7  Ge tting  More  Trouble shooting  He lp

Se a rc h fo r sup p o rt info rma tio n fo r yo ur mo d e l a t www.zyxe l.c o m fo r mo re  tro ub le sho o ting  sug g e stio ns.
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A PPENDIX  A  
Importing  Ce rtific a te s

This a p p e nd ix sho ws yo u ho w to  imp o rt p ub lic  ke y c e rtific a te s into  yo ur we b  b ro wse r.

Pub lic  ke y c e rtific a te s a re  use d  b y we b  b ro wse rs to  e nsure  tha t a  se c ure  we b  site  is le g itima te . Whe n a  
c e rtific a te  a utho rity suc h a s Ve riSig n, Co mo d o , o r Ne two rk So lutio ns, to  na me  a  fe w, re c e ive s a  
c e rtific a te  re q ue st fro m a  we b site  o p e ra to r, the y c o nfirm tha t the  we b  d o ma in a nd  c o nta c t info rma tio n 
in the  re q ue st ma tc h tho se  o n p ub lic  re c o rd  with a  d o ma in na me  re g istra r. If the y ma tc h, the n the  
c e rtific a te  is issue d  to  the  we b site  o p e ra to r, who  the n p la c e s it o n the  site  to  b e  issue d  to  a ll visiting  we b  
b ro wse rs to  le t the m kno w tha t the  site  is le g itima te .

Ma ny Zyxe l p ro d uc ts, suc h a s the  Zyxe l De vic e , issue  the ir o wn p ub lic  ke y c e rtific a te s. The se  c a n b e  use d  
b y we b  b ro wse rs o n a  LAN o r WAN to  ve rify tha t the y a re  in fa c t c o nne c ting  to  the  le g itima te  d e vic e  
a nd  no t o ne  ma sq ue ra d ing  a s it. Ho we ve r, b e c a use  the  c e rtific a te s we re  no t issue d  b y o ne  o f the  
se ve ra l o rg a niza tio ns o ffic ia lly re c o g nize d  b y the  mo st c o mmo n we b  b ro wse rs, yo u will ne e d  to  imp o rt 
the  Zyxe l-c re a te d  c e rtific a te  into  yo ur we b  b ro wse r a nd  fla g  tha t c e rtific a te  a s a  truste d  a utho rity.

No te : Yo u c a n se e  if yo u a re  b ro wsing  o n a  se c ure  we b site  if the  URL in yo ur we b  b ro wse r’ s 
a d d re ss b a r b e g ins with https:// o r the re  is a  se a le d  p a d lo c k ic o n ( ) so me whe re  
in the  ma in b ro wse r wind o w (no t a ll b ro wse rs sho w the  p a d lo c k in the  sa me  lo c a tio n).

Goog le  Chrome

The  fo llo wing  e xa mp le  use s Go o g le  Chro me  o n Wind o ws 7. Yo u first ha ve  to  sto re  the  c e rtific a te  in yo ur 
c o mp ute r a nd  the n insta ll it a s a  Truste d  Ro o t CA, a s sho wn in the  fo llo wing  tuto ria ls.
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Export a  Ce rtific a te

1 If yo ur d e vic e ’ s We b  Co nfig ura to r is se t to  use  SSL c e rtific a tio n, the n up o n b ro wsing  with it fo r the  first 
time , yo u a re  p re se nte d  with a  c e rtific a tio n e rro r.
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2 Clic k Adva nc e d > Proc e e d to  x.x.x.x (unsafe ).
 

3 In the  Addre ss Bar, c lic k Not Se c ure  > Ce rtific a te  (Inva lid).
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4 In the  Ce rtific a te  d ia lo g  b o x, c lic k De ta ils > Copy to  File .

5 In the  Ce rtific a te  Export Wiza rd, c lic k Ne xt.
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6 Se le c t the  fo rma t a nd  se tting s yo u wa nt to  use  a nd  the n c lic k Ne xt.

7 Typ e  a  file na me  a nd  sp e c ify a  fo ld e r to  sa ve  the  c e rtific a te  in. C lic k Ne xt.



Ap p e nd ix A Imp o rting  Ce rtific a te s

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

258

8 In the  Comple ting  the  Ce rtific a te  Export Wiza rd sc re e n, c lic k Finish.

9 Fina lly, c lic k OK whe n p re se nte d  with the  suc c e ssful c e rtific a te  e xp o rt me ssa g e .

Import a  Ce rtific a te

Afte r sto ring  the  c e rtific a te  in yo ur c o mp ute r (se e  Exp o rt a  Ce rtific a te ), yo u ne e d  to  insta ll it a s a  truste d  
ro o t c e rtific a tio n a utho rity using  the  fo llo wing  ste p s:
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1 Op e n yo ur we b  b ro wse r, c lic k the  me nu ic o n, a nd  c lic k Se tting s.
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2 Sc ro ll d o wn a nd  c lic k Adva nc e d  to  e xp a nd  the  me nu. Und e r Priva c y a nd se c urity, c lic k Ma na ge  

c e rtific a te s.
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3 In the  Ce rtific a te s p o p -up  sc re e n, c lic k Truste d Root Ce rtific ation Authoritie s. C lic k Import to  sta rt the  
Ce rtific a te  Import Wiza rd.
 

4 Clic k Ne xt whe n the  wiza rd  p o p s up , a nd  the n o n the  fo llo wing  sc re e n c lic k Browse .
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5 Se le c t the  c e rtific a te  file  yo u wa nt to  imp o rt a nd  c lic k Ope n.
 

6 Clic k Ne xt.
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7 Co nfirm the  se tting s d isp la ye d  a nd  c lic k Finish.
 

8 If p re se nte d  with a  se c urity wa rning , c lic k Ye s.
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9 Fina lly, c lic k OK whe n yo u a re  no tifie d  o f the  suc c e ssful imp o rt.

Insta ll a  Sta nd- Alone  Ce rtific a te  File

Ra the r tha n insta lling  a  p ub lic  ke y c e rtific a te  using  we b  b ro wse r se tting s, yo u c a n insta ll a  sta nd -a lo ne  
c e rtific a te  file  if o ne  ha s b e e n issue d  to  yo u.

1 Do ub le -c lic k the  p ub lic  ke y c e rtific a te  file .

2 Clic k Insta ll Ce rtific a te .
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3 Clic k Ne xt o n the  first wiza rd  sc re e n, c lic k Pla c e  a ll c e rtific a te s in the  following  store , a nd  c lic k Browse .

4 Se le c t Truste d Root Ce rtific a te  Authoritie s > OK, a nd  the n c lic k Ne xt.
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5 Co nfirm the  info rma tio n sho wn o n the  fina l wiza rd  sc re e n a nd  c lic k Finish.
 

6 If p re se nte d  with a  se c urity wa rning , c lic k Ye s.
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7 Fina lly, c lic k OK whe n yo u a re  no tifie d  o f the  suc c e ssful imp o rt.

Re move  a  Ce rtific a te  in Goog le  Chrome

This se c tio n sho ws yo u ho w to  re mo ve  a  p ub lic  ke y c e rtific a te  in G o o g le  Chro me  o n Wind o ws 7.

1 Op e n yo ur we b  b ro wse r, c lic k the  me nu ic o n, a nd  c lic k Se tting s.
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2 Sc ro ll d o wn a nd  c lic k Adva nc e d  to  e xp a nd  the  me nu. Und e r Priva c y a nd se c urity, c lic k Ma na ge  

c e rtific a te s.
 

3 In the  Ce rtific a te s p o p -up  sc re e n, c lic k Truste d Root Ce rtific a tion Authoritie s.
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4 Se le c t the  c e rtific a te  yo u wa nt to  re mo ve  a nd  c lic k Re move .

5 Clic k Ye s whe n yo u se e  the  fo llo wing  wa rning  me ssa g e .
 

6 Co nfirm the  d e ta ils d isp la ye d  in the  wa rning  me ssa g e  a nd  c lic k Ye s.
 

Fire fox

The  fo llo wing  e xa mp le  use s Mo zilla  Fire fo x o n Wind o ws 7. Yo u first ha ve  to  sto re  the  c e rtific a te  in yo ur 
c o mp ute r a nd  the n insta ll it a s a  Truste d  Ro o t CA, a s sho wn in the  fo llo wing  tuto ria ls.
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Export a  Ce rtific a te

1 If yo ur d e vic e ’ s We b  Co nfig ura to r is se t to  use  SSL c e rtific a tio n, the n the  first time  yo u b ro wse  to  it yo u a re  
p re se nte d  with a  c e rtific a tio n e rro r. C lic k Adva nc e d .
 

2 Clic k Vie w Ce rtific a te .
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3 Clic k De ta ils > Export.
 

4 Typ e  a  file na me  a nd  c lic k Sa ve .
 

Import a  Ce rtific a te

Afte r sto ring  the  c e rtific a te  in yo ur c o mp ute r, yo u ne e d  to  imp o rt it in truste d  ro o t c e rtific a tio n a utho ritie s 
using  the  fo llo wing  ste p s:
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1 Op e n Fire fox a nd  c lic k Tools > Options.
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2 In the  Options p a g e , c lic k Priva c y & Se c urity, sc ro ll to  the  b o tto m o f the  p a g e , a nd  the n c lic k Vie w 

Ce rtific a te s.
 

3 In the  Ce rtific a te  Ma na g e r, c lic k Authoritie s > Import.
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4 Use  the  Se le c t File  d ia lo g  b o x to  lo c a te  the  c e rtific a te  a nd  the n c lic k Ope n.
 

5 Se le c t Trust this CA to  ide ntify we bsite s a nd  c lic k OK.
 

Re moving  a  Ce rtific a te  in Fire fox

This se c tio n sho ws yo u ho w to  re mo ve  a  p ub lic  ke y c e rtific a te  in Fire fo x.
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1 Op e n Fire fox a nd  c lic k Tools > Options.

2 In the  Options p a g e , c lic k Priva c y & Se c urity, sc ro ll to  the  b o tto m o f the  p a g e , a nd  the n c lic k Vie w 

Ce rtific a te s.
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3 In the  Ce rtific a te  Ma na g e r, c lic k Authoritie s a nd  se le c t the  c e rtific a te  yo u wa nt to  re mo ve . C lic k De le te  

or Distrust.
.

4 In the  fo llo wing  d ia lo g  b o x, c lic k OK.
 

5 The  ne xt time  yo u g o  to  the  we b  site  tha t issue d  the  p ub lic  ke y c e rtific a te  yo u just re mo ve d , a  
c e rtific a tio n e rro r a p p e a rs.
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A PPENDIX  B 
IPv6

Ove rvie w

IPv6 (Inte rne t Pro to c o l ve rsio n 6), is d e sig ne d  to  e nha nc e  IP a d d re ss size  a nd  fe a ture s. The  inc re a se  in 
IPv6 a d d re ss size  to  128 b its (fro m the  32-b it IPv4 a d d re ss) a llo ws up  to  3.4 x 1038 IP a d d re sse s.

IPv6 Addre ssing

The  128-b it IPv6 a d d re ss is writte n a s e ig ht 16-b it he xa d e c ima l b lo c ks se p a ra te d  b y c o lo ns (:). This is a n 
e xa mp le  IPv6 a d d re ss 2001:0db8:1a2b:0015:0000:0000:1a2f:0000.

IPv6 a d d re sse s c a n b e  a b b re via te d  in two  wa ys:

• Le a d ing  ze ro s in a  b lo c k c a n b e  o mitte d . So  2001:0db8:1a2b:0015:0000:0000:1a2f:0000 c a n b e  
writte n a s 2001:db8:1a2b:15:0:0:1a2f:0.

• Any numb e r o f c o nse c utive  b lo c ks o f ze ro s c a n b e  re p la c e d  b y a  d o ub le  c o lo n. A d o ub le  c o lo n c a n 
o nly a p p e a r o nc e  in a n IPv6 a d d re ss. So  2001:0db8:0000:0000:1a2f:0000:0000:0015 c a n b e  
writte n a s 2001:0db8::1a2f:0000:0000:0015, 2001:0db8:0000:0000:1a2f::0015, 
2001:db8::1a2f:0:0:15 o r 2001:db8:0:0:1a2f::15.

Pre fix a nd Pre fix Le ng th

Simila r to  a n IPv4 sub ne t ma sk, IPv6 use s a n a d d re ss p re fix to  re p re se nt the  ne two rk a d d re ss. An IPv6 
p re fix le ng th sp e c ifie s ho w ma ny mo st sig nific a nt b its (sta rt fro m the  le ft) in the  a d d re ss c o mp o se  the  
ne two rk a d d re ss. The  p re fix le ng th is writte n a s “ / x”  whe re  x is a  numb e r. Fo r e xa mp le ,

2001:db8:1a2b:15::1a2f:0/32

me a ns tha t the  first 32 b its (2001:db8) is the  sub ne t p re fix.

Link- loc a l Addre ss

A link-lo c a l a d d re ss uniq ue ly id e ntifie s a  d e vic e  o n the  lo c a l ne two rk (the  LAN). It is simila r to  a  “ p riva te  IP 
a d d re ss”  in IPv4. Yo u c a n ha ve  the  sa me  link-lo c a l a d d re ss o n multip le  inte rfa c e s o n a  d e vic e . A link-
lo c a l unic a st a d d re ss ha s a  p re d e fine d  p re fix o f fe 80::/ 10. The  link-lo c a l unic a st a d d re ss fo rma t is a s 
fo llo ws.

Ta b le  100   Link-lo c a l Unic a st Ad d re ss Fo rma t

Globa l Addre ss

A g lo b a l a d d re ss uniq ue ly id e ntifie s a  d e vic e  o n the  Inte rne t. It is simila r to  a  “ p ub lic  IP a d d re ss”  in IPv4. A 
g lo b a l unic a st a d d re ss sta rts with a  2 o r 3.

1111 1110 10 0 Inte rfa c e  ID

10 b its 54 b its 64 b its
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Unspe c ifie d Addre ss

An unsp e c ifie d  a d d re ss (0:0:0:0:0:0:0:0 o r ::) is use d  a s the  so urc e  a d d re ss whe n a  d e vic e  d o e s no t ha ve  
its o wn a d d re ss. It is simila r to  “ 0.0.0.0”  in IPv4.

Loopba c k Addre ss

A lo o p b a c k a d d re ss (0:0:0:0:0:0:0:1 o r ::1) a llo ws a  ho st to  se nd  p a c ke ts to  itse lf. It is simila r to  “127.0.0.1”  
in IPv4.

Multic a st Addre ss

In IPv6, multic a st a d d re sse s p ro vid e  the  sa me  func tio na lity a s IPv4 b ro a d c a st a d d re sse s. Bro a d c a sting  is 
no t sup p o rte d  in IPv6. A multic a st a d d re ss a llo ws a  ho st to  se nd  p a c ke ts to  a ll ho sts in a  multic a st g ro up .

Multic a st sc o p e  a llo ws yo u to  d e te rmine  the  size  o f the  multic a st g ro up . A multic a st a d d re ss ha s a  
p re d e fine d  p re fix o f ff00::/ 8. The  fo llo wing  ta b le  d e sc rib e s so me  o f the  p re d e fine d  multic a st a d d re sse s.

The  fo llo wing  ta b le  d e sc rib e s the  multic a st a d d re sse s whic h a re  re se rve d  a nd  c a n no t b e  a ssig ne d  to  a  
multic a st g ro up .

Ta b le  101   Pre d e fine d  Multic a st Ad d re ss

MULTICAST ADDRESS DESCRIPTION

FF01:0:0:0:0:0:0:1 All ho sts o n a  lo c a l no d e .

FF01:0:0:0:0:0:0:2 All ro ute rs o n a  lo c a l no d e .

FF02:0:0:0:0:0:0:1 All ho sts o n a  lo c a l c o nne c te d  link.

FF02:0:0:0:0:0:0:2 All ro ute rs o n a  lo c a l c o nne c te d  link.

FF05:0:0:0:0:0:0:2 All ro ute rs o n a  lo c a l site .

FF05:0:0:0:0:0:1:3 All DHCP se ve rs o n a  lo c a l site .

Ta b le  102   Re se rve d  Multic a st Ad d re ss

MULTICAST ADDRESS

FF00:0:0:0:0:0:0:0

FF01:0:0:0:0:0:0:0

FF02:0:0:0:0:0:0:0

FF03:0:0:0:0:0:0:0

FF04:0:0:0:0:0:0:0

FF05:0:0:0:0:0:0:0

FF06:0:0:0:0:0:0:0

FF07:0:0:0:0:0:0:0

FF08:0:0:0:0:0:0:0

FF09:0:0:0:0:0:0:0

FF0A:0:0:0:0:0:0:0

FF0B:0:0:0:0:0:0:0

FF0C:0:0:0:0:0:0:0

FF0D:0:0:0:0:0:0:0

FF0E:0:0:0:0:0:0:0

FF0F:0:0:0:0:0:0:0



 Ap p e nd ix B IPv6

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

279

Subne t Ma sking

Bo th a n IPv6 a d d re ss a nd  IPv6 sub ne t ma sk c o mp o se  o f 128-b it b ina ry d ig its, whic h a re  d ivid e d  into  
e ig ht 16-b it b lo c ks a nd  writte n in he xa d e c ima l no ta tio n. He xa d e c ima l use s fo ur b its fo r e a c h c ha ra c te r 
(1 ~ 10, A ~ F). Ea c h b lo c k’ s 16 b its a re  the n re p re se nte d  b y fo ur he xa d e c ima l c ha ra c te rs. Fo r e xa mp le , 
FFFF:FFFF:FFFF:FFFF:FC00:0000:0000:0000.

Inte rfa c e  ID

In IPv6, a n inte rfa c e  ID is a  64-b it id e ntifie r. It id e ntifie s a  p hysic a l inte rfa c e  (fo r e xa mp le , a n Ethe rne t 
p o rt) o r a  virtua l inte rfa c e  (fo r e xa mp le , the  ma na g e me nt IP a d d re ss fo r a  VLAN). One  inte rfa c e  sho uld  
ha ve  a  uniq ue  inte rfa c e  ID.

EUI- 64

The  EUI-64 (Exte nd e d  Uniq ue  Id e ntifie r) d e fine d  b y the  IEEE (Institute  o f Ele c tric a l a nd  Ele c tro nic s 
Eng ine e rs) is a n inte rfa c e  ID fo rma t d e sig ne d  to  a d a p t with IPv6. It is d e rive d  fro m the  48-b it (6-b yte ) 
Ethe rne t MAC a d d re ss a s sho wn ne xt. EUI-64 inse rts the  he x d ig its fffe  b e twe e n the  third  a nd  fo urth b yte s 
o f the  MAC a d d re ss a nd  c o mp le me nts the  se ve nth b it o f the  first b yte  o f the  MAC a d d re ss. Se e  the  
fo llo wing  e xa mp le . 

Sta te le ss Autoc onfig ura tion

With sta te le ss a uto c o nfig ura tio n in IPv6, a d d re sse s c a n b e  uniq ue ly a nd  a uto ma tic a lly g e ne ra te d . 
Unlike  DHCPv6 (Dyna mic  Ho st Co nfig ura tio n Pro to c o l ve rsio n six) whic h is use d  in IPv6 sta te ful 
a uto c o nfig ura tio n, the  o wne r a nd  sta tus o f a d d re sse s d o n’ t ne e d  to  b e  ma inta ine d  b y a  DHCP se rve r. 
Eve ry IPv6 d e vic e  is a b le  to  g e ne ra te  its o wn a nd  uniq ue  IP a d d re ss a uto ma tic a lly whe n IPv6 is initia te d  
o n its inte rfa c e . It c o mb ine s the  p re fix a nd  the  inte rfa c e  ID (g e ne ra te d  fro m its o wn Ethe rne t MAC 
a d d re ss, se e  Inte rfa c e  ID a nd  EUI-64) to  fo rm a  c o mp le te  IPv6 a d d re ss.

Whe n IPv6 is e na b le d  o n a  d e vic e , its inte rfa c e  a uto ma tic a lly g e ne ra te s a  link-lo c a l a d d re ss (b e g inning  
with fe 80).

Whe n the  inte rfa c e  is c o nne c te d  to  a  ne two rk with a  ro ute r a nd  the  Zyxe l De vic e  is se t to  a uto ma tic a lly 
o b ta in a n IPv6 ne two rk p re fix fro m the  ro ute r fo r the  inte rfa c e , it g e ne ra te s 1a no the r a d d re ss whic h 
c o mb ine s its inte rfa c e  ID a nd  g lo b a l a nd  sub ne t info rma tio n a d ve rtise d  fro m the  ro ute r. This is a  ro uta b le  
g lo b a l IP a d d re ss.

DHCPv6

The  Dyna mic  Ho st Co nfig ura tio n Pro to c o l fo r IPv6 (DHCPv6, RFC 3315) is a  se rve r-c lie nt p ro to c o l tha t 
a llo ws a  DHCP se rve r to  a ssig n a nd  p a ss IPv6 ne two rk a d d re sse s, p re fixe s a nd  o the r c o nfig ura tio n 
info rma tio n to  DHCP c lie nts. DHCPv6 se rve rs a nd  c lie nts e xc ha ng e  DHCP me ssa g e s using  UDP.

Ta b le  103   
                MAC 00 : 13 : 49 : 12 : 34 : 56

Ta b le  104   
     EUI- 64 02 : 13 : 49 : FF : FE : 12 : 34 : 56

1. In IPv6, a ll ne two rk inte rfa c e s c a n b e  a sso c ia te d  with se ve ra l a d d re sse s.
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Ea c h DHCP c lie nt a nd  se rve r ha s a  uniq ue  DHCP Uniq ue  IDe ntifie r (DUID), whic h is use d  fo r id e ntific a tio n 
whe n the y a re  e xc ha ng ing  DHCPv6 me ssa g e s. The  DUID is g e ne ra te d  fro m the  MAC a d d re ss, time , 
ve nd o r a ssig ne d  ID a nd / o r the  ve nd o r's p riva te  e nte rp rise  numb e r re g iste re d  with the  IANA. It sho uld  no t 
c ha ng e  o ve r time  e ve n a fte r yo u re b o o t the  d e vic e .

Ide ntity Assoc ia tion

An Id e ntity Asso c ia tio n (IA) is a  c o lle c tio n o f a d d re sse s a ssig ne d  to  a  DHCP c lie nt, thro ug h whic h the  
se rve r a nd  c lie nt c a n ma na g e  a  se t o f re la te d  IP a d d re sse s. Ea c h IA must b e  a sso c ia te d  with e xa c tly 
o ne  inte rfa c e . The  DHCP c lie nt use s the  IA a ssig ne d  to  a n inte rfa c e  to  o b ta in c o nfig ura tio n fro m a  DHCP 
se rve r fo r tha t inte rfa c e . Ea c h IA c o nsists o f a  uniq ue  IAID a nd  a sso c ia te d  IP info rma tio n.
The  IA typ e  is the  typ e  o f a d d re ss in the  IA. Ea c h IA ho ld s o ne  typ e  o f a d d re ss. IA_NA me a ns a n id e ntity 
a sso c ia tio n fo r no n-te mp o ra ry a d d re sse s a nd  IA_TA is a n id e ntity a sso c ia tio n fo r te mp o ra ry a d d re sse s. 
An IA_NA o p tio n c o nta ins the  T1 a nd  T2 fie ld s, b ut a n IA_TA o p tio n d o e s no t. The  DHCPv6 se rve r use s T1 
a nd  T2 to  c o ntro l the  time  a t whic h the  c lie nt c o nta c ts with the  se rve r to  e xte nd  the  life time s o n a ny 
a d d re sse s in the  IA_NA b e fo re  the  life time s e xp ire . Afte r T1, the  c lie nt se nd s the  se rve r (S1) (fro m whic h 
the  a d d re sse s in the  IA_NA we re  o b ta ine d ) a  Re ne w me ssa g e . If the  time  T2 is re a c he d  a nd  the  se rve r 
d o e s no t re sp o nd , the  c lie nt se nd s a  Re b ind  me ssa g e  to  a ny a va ila b le  se rve r (S2). Fo r a n IA_TA, the  
c lie nt ma y se nd  a  Re ne w o r Re b ind  me ssa g e  a t the  c lie nt's d isc re tio n.

DHCP Re la y Ag e nt

A DHCP re la y a g e nt is o n the  sa me  ne two rk a s the  DHCP c lie nts a nd  he lp s fo rwa rd  me ssa g e s b e twe e n 
the  DHCP se rve r a nd  c lie nts. Whe n a  c lie nt c a nno t use  its link-lo c a l a d d re ss a nd  a  we ll-kno wn multic a st 
a d d re ss to  lo c a te  a  DHCP se rve r o n its ne two rk, it the n ne e d s a  DHCP re la y a g e nt to  se nd  a  me ssa g e  to  
a  DHCP se rve r tha t is no t a tta c he d  to  the  sa me  ne two rk.

The  DHCP re la y a g e nt c a n a d d  the  re mo te  id e ntific a tio n (re mo te -ID) o p tio n a nd  the  inte rfa c e -ID o p tio n 
to  the  Re la y-Fo rwa rd  DHCPv6 me ssa g e s. The  re mo te -ID o p tio n c a rrie s a  use r-d e fine d  string , suc h a s the  
syste m na me . The  inte rfa c e -ID o p tio n p ro vid e s slo t numb e r, p o rt info rma tio n a nd  the  VLAN ID to  the  
DHCPv6 se rve r. The  re mo te -ID o p tio n (if a ny) is strip p e d  fro m the  Re la y-Re p ly me ssa g e s b e fo re  the  re la y 
a g e nt se nd s the  p a c ke ts to  the  c lie nts. The  DHCP se rve r c o p ie s the  inte rfa c e -ID o p tio n fro m the  Re la y-
Fo rwa rd  me ssa g e  into  the  Re la y-Re p ly me ssa g e  a nd  se nd s it to  the  re la y a g e nt. The  inte rfa c e -ID sho uld  
no t c ha ng e  e ve n a fte r the  re la y a g e nt re sta rts.

Pre fix De le g a tion

Pre fix d e le g a tio n e na b le s a n IPv6 ro ute r to  use  the  IPv6 p re fix (ne two rk a d d re ss) re c e ive d  fro m the  ISP (o r 
a  c o nne c te d  up link ro ute r) fo r its LAN. The  Zyxe l De vic e  use s the  re c e ive d  IPv6 p re fix (fo r e xa mp le , 
2001:d b 2::/ 48) to  g e ne ra te  its LAN IP a d d re ss. Thro ug h se nd ing  Ro ute r Ad ve rtise me nts (RAs) re g ula rly b y 
multic a st, the  Zyxe l De vic e  p a sse s the  IPv6 p re fix info rma tio n to  its LAN ho sts. The  ho sts the n c a n use  the  
p re fix to  g e ne ra te  the ir IPv6 a d d re sse s.

T1
T2

Renew Rebind

Rebind

to S1
Renew
to S1

Renew
to S1
Renew
to S1

Renew
to S1
Renew
to S1

to S2

to S2
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ICMPv6

Inte rne t Co ntro l Me ssa g e  Pro to c o l fo r IPv6 (ICMPv6 o r ICMP fo r IPv6) is d e fine d  in RFC 4443.  ICMPv6 ha s 
a  p re c e d ing  Ne xt He a d e r va lue  o f 58, whic h is d iffe re nt fro m the  va lue  use d  to  id e ntify ICMP fo r IPv4. 
ICMPv6 is a n inte g ra l p a rt o f IPv6. IPv6 no d e s use  ICMPv6 to  re p o rt e rro rs e nc o unte re d  in p a c ke t 
p ro c e ssing  a nd  p e rfo rm o the r d ia g no stic  func tio ns, suc h a s "p ing ".

Ne ig hbor Disc ove ry Protoc ol (NDP)

The  Ne ig hb o r Disc o ve ry Pro to c o l (NDP) is a  p ro to c o l use d  to  d isc o ve r o the r IPv6 d e vic e s a nd  tra c k 
ne ig hb o r’ s re a c ha b ility in a  ne two rk. An IPv6 d e vic e  use s the  fo llo wing  ICMPv6 me ssa g e s typ e s:

• Ne ig hb o r so lic ita tio n: A re q ue st fro m a  ho st to  d e te rmine  a  ne ig hb o r’ s link-la ye r a d d re ss (MAC 
a d d re ss) a nd  d e te c t if the  ne ig hb o r is still re a c ha b le . A ne ig hb o r b e ing  “ re a c ha b le ”  me a ns it 
re sp o nd s to  a  ne ig hb o r so lic ita tio n me ssa g e  (fro m the  ho st) with a  ne ig hb o r a d ve rtise me nt me ssa g e . 

• Ne ig hb o r a d ve rtise me nt: A re sp o nse  fro m a  no d e  to  a nno unc e  its link-la ye r a d d re ss.

• Ro ute r so lic ita tio n: A re q ue st fro m a  ho st to  lo c a te  a  ro ute r tha t c a n a c t a s the  d e fa ult ro ute r a nd  
fo rwa rd  p a c ke ts.

• Ro ute r a d ve rtise me nt: A re sp o nse  to  a  ro ute r so lic ita tio n o r a  p e rio d ic a l multic a st a d ve rtise me nt fro m 
a  ro ute r to  a d ve rtise  its p re se nc e  a nd  o the r p a ra me te rs.

IPv6 Ca c he

An IPv6 ho st is re q uire d  to  ha ve  a  ne ig hb o r c a c he , d e stina tio n c a c he , p re fix list a nd  d e fa ult ro ute r list. 
The  Zyxe l De vic e  ma inta ins a nd  up d a te s its IPv6 c a c he s c o nsta ntly using  the  info rma tio n fro m re sp o nse  
me ssa g e s. In IPv6, the  Zyxe l De vic e  c o nfig ure s a  link-lo c a l a d d re ss a uto ma tic a lly, a nd  the n se nd s a  
ne ig hb o r so lic ita tio n me ssa g e  to  c he c k if the  a d d re ss is uniq ue . If the re  is a n a d d re ss to  b e  re so lve d  o r 
ve rifie d , the  Zyxe l De vic e  a lso  se nd s o ut a  ne ig hb o r so lic ita tio n me ssa g e . Whe n the  Zyxe l De vic e  
re c e ive s a  ne ig hb o r a d ve rtise me nt in re sp o nse , it sto re s the  ne ig hb o r’ s link-la ye r a d d re ss in the  ne ig hb o r 
c a c he . Whe n the  Zyxe l De vic e  use s a  ro ute r so lic ita tio n me ssa g e  to  q ue ry fo r a  ro ute r a nd  re c e ive s a  
ro ute r a d ve rtise me nt me ssa g e , it a d d s the  ro ute r’ s info rma tio n to  the  ne ig hb o r c a c he , p re fix list a nd  
d e stina tio n c a c he . The  Zyxe l De vic e  c re a te s a n e ntry in the  d e fa ult ro ute r list c a c he  if the  ro ute r c a n b e  
use d  a s a  d e fa ult ro ute r.

Whe n the  Zyxe l De vic e  ne e d s to  se nd  a  p a c ke t, it first c o nsults the  d e stina tio n c a c he  to  d e te rmine  the  
ne xt ho p . If the re  is no  ma tc hing  e ntry in the  d e stina tio n c a c he , the  Zyxe l De vic e  use s the  p re fix list to  
d e te rmine  whe the r the  d e stina tio n a d d re ss is o n-link a nd  c a n b e  re a c he d  d ire c tly witho ut p a ssing  
thro ug h a  ro ute r. If the  a d d re ss is o nlink, the  a d d re ss is c o nsid e re d  a s the  ne xt ho p . Othe rwise , the  Zyxe l 
De vic e  d e te rmine s the  ne xt-ho p  fro m the  d e fa ult ro ute r list o r ro uting  ta b le . Onc e  the  ne xt ho p  IP 
a d d re ss is kno wn, the  Zyxe l De vic e  lo o ks into  the  ne ig hb o r c a c he  to  g e t the  link-la ye r a d d re ss a nd  se nd s 
the  p a c ke t whe n the  ne ig hb o r is re a c ha b le . If the  Zyxe l De vic e  c a nno t find  a n e ntry in the  ne ig hb o r 
c a c he  o r the  sta te  fo r the  ne ig hb o r is no t re a c ha b le , it sta rts the  a d d re ss re so lutio n p ro c e ss. This he lp s 
re d uc e  the  numb e r o f IPv6 so lic ita tio n a nd  a d ve rtise me nt me ssa g e s.

Multic a st Liste ne r Disc ove ry

The  Multic a st Liste ne r Disc o ve ry (MLD) p ro to c o l (d e fine d  in RFC 2710) is d e rive d  fro m IPv4's Inte rne t 
Gro up  Ma na g e me nt Pro to c o l ve rsio n 2 (IGMPv2). MLD use s ICMPv6 me ssa g e  typ e s, ra the r tha n IG MP 
me ssa g e  typ e s. MLDv1 is e q uiva le nt to  IG MPv2 a nd  MLDv2 is e q uiva le nt to  IG MPv3.

MLD a llo ws a n IPv6 switc h o r ro ute r to  d isc o ve r the  p re se nc e  o f MLD liste ne rs who  wish to  re c e ive  
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multic a st p a c ke ts a nd  the  IP a d d re sse s o f multic a st g ro up s the  ho sts wa nt to  jo in o n its ne two rk.

MLD sno o p ing  a nd  MLD p ro xy a re  a na lo g o us to  IG MP sno o p ing  a nd  IGMP p ro xy in IPv4.

MLD filte ring  c o ntro ls whic h multic a st g ro up s a  p o rt c a n jo in.

MLD Me ssa g e s

A multic a st ro ute r o r switc h p e rio d ic a lly se nd s g e ne ra l q ue rie s to  MLD ho sts to  up d a te  the  multic a st 
fo rwa rd ing  ta b le . Whe n a n MLD ho st wa nts to  jo in a  multic a st g ro up , it se nd s a n MLD Re p o rt me ssa g e  
fo r tha t a d d re ss.

An MLD Do ne  me ssa g e  is e q uiva le nt to  a n IGMP Le a ve  me ssa g e . Whe n a n MLD ho st wa nts to  le a ve  a  
multic a st g ro up , it c a n se nd  a  Do ne  me ssa g e  to  the  ro ute r o r switc h. The  ro ute r o r switc h the n se nd s a  
g ro up -sp e c ific  q ue ry to  the  p o rt o n whic h the  Do ne  me ssa g e  is re c e ive d  to  d e te rmine  if o the r d e vic e s 
c o nne c te d  to  this p o rt sho uld  re ma in in the  g ro up .

Exa mple  -  Ena bling  IPv6 on Windows XP/ 2003/ Vista

By d e fa ult, Wind o ws XP a nd  Wind o ws 2003 sup p o rt IPv6. This e xa mp le  sho ws yo u ho w to  use  the  ipv6 
install c o mma nd  o n Wind o ws XP/ 2003 to  e na b le  IPv6. This a lso  d isp la ys ho w to  use  the  ipconfig 
c o mma nd  to  se e  a uto -g e ne ra te d  IP a d d re sse s.

IPv6 is insta lle d  a nd  e na b le d  b y d e fa ult in Wind o ws Vista . Use  the  ipconfig c o mma nd  to  c he c k yo ur 
a uto ma tic  c o nfig ure d  IPv6 a d d re ss a s we ll. Yo u sho uld  se e  a t le a st o ne  IPv6 a d d re ss a va ila b le  fo r the  
inte rfa c e  o n yo ur c o mp ute r.

Exa mple  -  Ena bling  DHCPv6 on Windows XP

Wind o ws XP d o e s no t sup p o rt DHCPv6. If yo ur ne two rk use s DHCPv6 fo r IP a d d re ss a ssig nme nt, yo u ha ve  
to  a d d itio na lly insta ll a  DHCPv6 c lie nt so ftwa re  o n yo ur Wind o ws XP. (No te : If yo u use  sta tic  IP a d d re sse s 
o r Ro ute r Ad ve rtise me nt fo r IPv6 a d d re ss a ssig nme nt in yo ur ne two rk, ig no re  this se c tio n.)

This e xa mp le  use s Dib b le r a s the  DHCPv6 c lie nt. To  e na b le  DHCPv6 c lie nt o n yo ur c o mp ute r:

C:\>ipv6 install

Installing...

Succeeded.

C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

        Connection-specific DNS Suffix  . : 

        IP Address. . . . . . . . . . . . : 10.1.1.46

        Subnet Mask . . . . . . . . . . . : 255.255.255.0

        IP Address. . . . . . . . . . . . : fe80::2d0:59ff:feb8:103c%4

        Default Gateway . . . . . . . . . : 10.1.1.254
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1 Insta ll Dib b le r a nd  se le c t the  DHCPv6 c lie nt o p tio n o n yo ur c o mp ute r.

2 Afte r the  insta lla tio n is c o mp le te , se le c t Start > All Prog ra ms > Dibble r- DHCPv6 > Clie nt Insta ll as se rvic e .

3 Se le c t Sta rt > Control Pa ne l > Administra tive  Tools > Se rvic e s.

4 Do ub le  c lic k Dibble r -  a  DHCPv6 c lie nt.

5 Clic k Sta rt a nd  the n OK.

6 No w yo ur c o mp ute r c a n o b ta in a n IPv6 a d d re ss fro m a  DHCPv6 se rve r.

Exa mple  -  Ena bling  IPv6 on Windows 7

Wind o ws 7 sup p o rts IPv6 b y d e fa ult. DHCPv6 is a lso  e na b le d  whe n yo u e na b le  IPv6 o n a  Wind o ws 7 
c o mp ute r.

To  e na b le  IPv6 in Wind o ws 7:
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1 Se le c t Control Pa ne l > Ne twork a nd Sha ring  Ce nte r > Loc a l Are a  Conne c tion.

2 Se le c t the  Inte rne t Protoc ol Ve rsion 6 (TCP/ IPv6) c he c kb o x to  e na b le  it.

3 Clic k OK to  sa ve  the  c ha ng e .

4 Clic k Close  to  e xit the  Loc a l Are a  Conne c tion Sta tus sc re e n.

5 Se le c t Sta rt > All Prog ra ms > Ac c e ssorie s > Comma nd Prompt.

6 Use  the  ipconfig c o mma nd  to  c he c k yo ur d yna mic  IPv6 a d d re ss. This e xa mp le  sho ws a  g lo b a l a d d re ss 
(2001:b 021:2d ::1000) o b ta ine d  fro m a  DHCP se rve r.

C:\>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

   Connection-specific DNS Suffix  . : 

   IPv6 Address. . . . . . . . . . . : 2001:b021:2d::1000

   Link-local IPv6 Address . . . . . : fe80::25d8:dcab:c80a:5189%11

   IPv4 Address. . . . . . . . . . . : 172.16.100.61

   Subnet Mask . . . . . . . . . . . : 255.255.255.0

   Default Gateway . . . . . . . . . : fe80::213:49ff:feaa:7125%11

                                       172.16.100.254
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A PPENDIX  C  
Custome r Support

In the  e ve nt o f p ro b le ms tha t c a nno t b e  so lve d  b y using  this ma nua l, yo u sho uld  c o nta c t yo ur ve nd o r. If 
yo u c a nno t c o nta c t yo ur ve nd o r, the n c o nta c t a  Zyxe l o ffic e  fo r the  re g io n in whic h yo u b o ug ht the  
d e vic e . 

Fo r Zyxe l Co mmunic a tio ns o ffic e s, se e  https://se rvic e -pro vide r.zyxe l.c o m/glo bal/e n/c o ntac t-us fo r the  
la te st info rma tio n. 

Fo r Zyxe l Ne two rks o ffic e s, se e  https://www.zyxe l.c o m/inde x.shtml fo r the  la te st info rma tio n. 

Ple a se  ha ve  the  fo llo wing  info rma tio n re a d y whe n yo u c o nta c t a n o ffic e .

Re quire d Informa tion

• Pro d uc t mo d e l a nd  se ria l numb e r.

• Wa rra nty Info rma tio n.

• Da te  tha t yo u re c e ive d  yo ur d e vic e .

• Brie f d e sc rip tio n o f the  p ro b le m a nd  the  ste p s yo u to o k to  so lve  it.

Corpora te  He a dqua rte rs (Worldwide )

Ta iwa n

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m

Asia

China

• Zyxe l Co mmunic a tio ns (Sha ng ha i) Co rp .

Zyxe l Co mmunic a tio ns (Be ijing ) Co rp .

Zyxe l Co mmunic a tio ns (Tia njin) Co rp .

• http s:/ / www.zyxe l.c o m/ c n/ zh/

India

• Zyxe l Te c hno lo g y Ind ia  Pvt Ltd

• http s:/ / www.zyxe l.c o m/ in/ e n/

Ka za khsta n

• Zyxe l Ka za khsta n

• http s:/ / www.zyxe l.kz
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Kore a

• Zyxe l Ko re a  Co rp .

• http :/ / www.zyxe l.kr

Ma la ysia

• Zyxe l Ma la ysia  Sd n Bhd .

• http :/ / www.zyxe l.c o m.my

Pa kista n

• Zyxe l Pa kista n (Pvt.) Ltd .

• http :/ / www.zyxe l.c o m.p k

Philippine s

• Zyxe l Philip p ine s

• http :/ / www.zyxe l.c o m.p h

Sing a pore

• Zyxe l Sing a p o re  Pte  Ltd .

• http :/ / www.zyxe l.c o m.sg

Ta iwa n

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ tw/ zh/

Tha ila nd

• Zyxe l Tha ila nd  Co ., Ltd  

• http s:/ / www.zyxe l.c o m/ th/ th/

Vie tna m

• Zyxe l Co mmunic a tio ns Co rp o ra tio n-Vie tna m Offic e

• http s:/ / www.zyxe l.c o m/ vn/ vi

Europe

Be la rus

• Zyxe l BY 

• http s:/ / www.zyxe l.b y

Bulg a ria

• Zyxe l България

• http s:/ / www.zyxe l.c o m/ b g / b g /  
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Cze c h Re public

• Zyxe l Co mmunic a tio ns Cze c h s.r.o  

• http s:/ / www.zyxe l.c o m/ c z/ c s/

De nma rk

• Zyxe l Co mmunic a tio ns A/ S

• http s:/ / www.zyxe l.c o m/ d k/ d a /

Finla nd

• Zyxe l Co mmunic a tio ns

• http s:/ / www.zyxe l.c o m/ fi/ fi/

Fra nc e

• Zyxe l Fra nc e

• http s:/ / www.zyxe l.fr

Ge rma ny

• Zyxe l De utsc hla nd  Gmb H 

• http s:/ / www.zyxe l.c o m/ d e / d e /

Hung a ry

• Zyxe l Hung a ry & SEE 

• http s:/ / www.zyxe l.c o m/ hu/ hu/

Ita ly

• Zyxe l Co mmunic a tio ns Ita ly 

• http s:/ / www.zyxe l.c o m/ it/ it/

Ne the rla nds

• Zyxe l Be ne lux

• http s:/ / www.zyxe l.c o m/ nl/ nl/

Norwa y

• Zyxe l Co mmunic a tio ns

• http s:/ / www.zyxe l.c o m/ no / no /

Pola nd

• Zyxe l Co mmunic a tio ns Po la nd

• http s:/ / www.zyxe l.c o m/ p l/ p l/

Roma nia

• Zyxe l Ro ma nia
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• http s:/ / www.zyxe l.c o m/ ro / ro

Russia

• Zyxe l Russia  

• http s:/ / www.zyxe l.c o m/ ru/ ru/

Slova kia

• Zyxe l Co mmunic a tio ns Cze c h s.r.o . o rg a niza c na  zlo zka

• http s:/ / www.zyxe l.c o m/ sk/ sk/

Spa in

• Zyxe l Co mmunic a tio ns ES Ltd

• http s:/ / www.zyxe l.c o m/ e s/ e s/

Swe de n

• Zyxe l Co mmunic a tio ns 

• http s:/ / www.zyxe l.c o m/ se / sv/

Switze rla nd

• Stud e rus AG

• http s:/ / www.zyxe l.c h/ d e

• http s:/ / www.zyxe l.c h/ fr

Turke y

• Zyxe l Turke y A.S.

• http s:/ / www.zyxe l.c o m/ tr/ tr/

UK

• Zyxe l Co mmunic a tio ns UK Ltd .

• http s:/ / www.zyxe l.c o m/ uk/ e n/

Ukra ine

• Zyxe l Ukra ine

• http :/ / www.ua .zyxe l.c o m

South Ame ric a

Arg e ntina

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ c o / e s/
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Bra zil

• Zyxe l Co mmunic a tio ns Bra sil Ltd a .

• http s:/ / www.zyxe l.c o m/ b r/ p t/

Colombia

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ c o / e s/

Ec ua dor

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ c o / e s/

South Ame ric a

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http s:/ / www.zyxe l.c o m/ c o / e s/

Middle  Ea st

Isra e l

• Zyxe l Co mmunic a tio ns Co rp o ra tio n

• http :/ / il.zyxe l.c o m/

North Ame ric a

USA

• Zyxe l Co mmunic a tio ns, Inc . - No rth Ame ric a  He a d q ua rte rs

• http s:/ / www.zyxe l.c o m/ us/ e n/
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A PPENDIX  D 
Le g a l Informa tion

Copyrig ht
Co p yrig ht © 2022 b y Zyxe l a nd / o r its a ffilia te s

The  c o nte nts o f this pub lic a tio n ma y no t b e  re p ro d uc e d  in a ny p a rt o r a s a  who le , tra nsc rib e d , sto re d  in a  re trie va l syste m, tra nsla te d  into  a ny 
la ng ua g e , o r tra nsmitte d  in a ny fo rm o r b y a ny me a ns, e le c tro nic , me c ha nic a l, ma g ne tic , o p tic a l, c he mic a l, pho to c o p ying , ma nua l, o r 
o the rwise , witho ut the  p rio r writte n p e rmissio n o f Zyxe l a nd / o r its a ffilia te s.

Pub lishe d  b y Zyxe l a nd / o r its a ffilia te s. All rig hts re se rve d .

Disc la ime rs
Zyxe l d o e s no t a ssume  a ny lia b ility a rising  o ut o f the  a p p lic a tio n o r use  o f a ny p ro d uc ts, o r so ftwa re  d e sc rib e d  he re in. Ne ithe r d o e s it c o nve y a ny 
lic e nse  und e r its p a te nt rig hts no r the  p a te nt rig hts o f o the rs. Zyxe l furthe r re se rve s the  rig ht to  ma ke  c ha ng e s in a ny pro d uc ts d e sc rib e d  he re in 
witho ut no tic e . This p ub lic a tio n is sub je c t to  c ha ng e  witho ut no tic e .

Yo ur use  o f the  Zyxe l De vic e  is sub je c t to  the  te rms a nd  c o nd itio ns o f a ny re la te d  se rvic e  p ro vid e rs.

Tra de ma rks
Tra d e ma rks me ntio ne d  in this pub lic a tio n a re  use d  fo r id e ntific a tio n p urp o se s o nly a nd  ma y b e  p ro p e rtie s o f the ir re spe c tive  o wne rs.

Re g ula tory Notic e  a nd Sta te me nt

UNITED STATES of AMERICA

The  fo llo wing  info rma tio n a pp lie s if yo u use  the  p ro d uc t within USA a re a .

FCC EMC Sta te me nt
• This d e vic e  c o mp lie s with p a rt 15 o f the  FCC Rule s. Op e ra tio n is sub je c t to  the  fo llo wing  two  c o nd itio ns:

(1) This d e vic e  ma y no t c a use  ha rmful inte rfe re nc e , a nd
(2) this d e vic e  must a c c e p t a ny inte rfe re nc e  re c e ive d , inc lud ing  inte rfe re nc e  tha t ma y c a use  und e sire d  o p e ra tio n.

• Cha ng e s o r mo d ific a tio ns no t e xp re ssly a pp ro ve d  b y the  p a rty re sp o nsib le  fo r c o mp lia nc e  c o uld  vo id  the  use r's a utho rity to  o pe ra te  the  
d e vic e .

• This p ro d uc t ha s b e e n te ste d  a nd  c o mp lie s with the  spe c ific a tio ns fo r a  C la ss B d ig ita l d e vic e , p ursua nt to  Pa rt 15 o f the  FCC Rule s. The se  
limits a re  d e sig ne d  to  p ro vid e  re a so na b le  pro te c tio n a g a inst ha rmful inte rfe re nc e  in a  re sid e ntia l insta lla tio n. This d e vic e  g e ne ra te s, use s, a nd  
c a n ra d ia te  ra d io  fre q ue nc y e ne rg y a nd , if no t insta lle d  a nd  use d  a c c o rd ing  to  the  instruc tio ns, ma y c a use  ha rmful inte rfe re nc e  to  ra d io  
c o mmunic a tio ns. Ho we ve r, the re  is no  g ua ra nte e  tha t inte rfe re nc e  will no t o c c ur in a  p a rtic ula r insta lla tio n.

• If this d e vic e  d o e s c a use  ha rmful inte rfe re nc e  to  ra d io  o r te le visio n re c e p tio n, whic h is fo und  b y turning  the  d e vic e  o ff a nd  o n, the  use r is 
e nc o ura g e d  to  try to  c o rre c t the  inte rfe re nc e  b y o ne  o r mo re  o f the  fo llo wing  me a sure s:

• Re o rie nt o r re lo c a te  the  re c e iving  a nte nna

• Inc re a se  the  se p a ra tio n b e twe e n the  d e vic e s

• Co nne c t the  e q uip me nt to  a n o utle t o the r tha n the  re c e ive r’ s

• Co nsult a  d e a le r o r a n e xpe rie nc e d  ra d io / TV te c hnic ia n fo r a ssista nc e

FCC Ra dia tion Exposure  Sta te me nt
• This d e vic e  c o mp lie s with FCC RF ra d ia tio n e xp o sure  limits se t fo rth fo r a n unc o ntro lle d  e nviro nme nt.
• This tra nsmitte r must b e  a t le a st 20 c m fro m the  use r a nd  must no t b e  c o -lo c a te d  o r o p e ra ting  in c o njunc tio n with a ny o the r a nte nna  o r 

tra nsmitte r. 
• Co untry Co d e  se le c tio n fe a ture  to  b e  d isa b le d  fo r p ro d uc ts ma rke te d  to  the  US/ CANADA.
• Ope ra tio n o f this d e vic e  is re stric te d  to  ind o o r use  o nly, e xc e p t fo r re le va nt use r's ma nua l me ntio n tha t this d e vic e  c a n b e  insta lle d  into  the  

e xte rna l e nviro nme nt. (WAX655E is a  d e vic e  fo r o utd o o r use .)
• FCC re g ula tio ns re stric t the  o p e ra tio n o f this d e vic e  to  ind o o r use  o nly. 
• The  o p e ra tio n o f this d e vic e  is p ro hib ite d  o n o il p la tfo rms, c a rs, tra ins, b o a ts, a nd  a irc ra ft, e xc e p t tha t o p e ra tio n o f this d e vic e  is p e rmitte d  in 

la rg e  a irc ra ft while  flying  a b o ve  10,000 fe e t. 
• Ope ra tio n o f tra nsmitte rs in the  5.925-7.125 G Hz b a nd  is p ro hib ite d  fo r c o ntro l o f o r c o mmunic a tio ns with unma nne d  a irc ra ft syste ms
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BRAZIL
The  fo llo wing  a pp lie s if yo u use  the  p ro d uc t within Bra zil.

Este  e q uip a me nto  o p e ra  e m c a rá te r se c und á rio , isto  é , nã o  te m d ire ito  a  p ro te ç ã o  c o ntra  inte rfe rê nc ia  pre jud ic ia l, me smo  d e  e sta ç õ e s d o  me smo  
tip o , e  nã o  p o d e  c a usa r inte rfe rê nc ia  a  siste ma s o p e ra nd o  e m c a rá te r p rimá rio .

CANADA
The  fo llo wing  info rma tio n a pp lie s if yo u use  the  p ro d uc t within Ca na d a  a re a .

Innova tion, Sc ie nc e  a nd Ec onomic  De ve lopme nt Ca nada  ICES Sta te me nt
CAN ICES-3 (B)/ NMB-3(B)

Innova tion, Sc ie nc e  a nd Ec onomic  De ve lopme nt Ca nada  RSS- GEN & RSS- 247 Sta te me nt
• This d e vic e  c o nta ins lic e nc e -e xe mp t tra nsmitte r(s)/ re c e ive r(s) tha t c o mp ly with Inno va tio n, Sc ie nc e  a nd  Ec o no mic  De ve lo p me nt Ca na d a 's 

lic e nc e -e xe mp t RSS(s). O p e ra tio n is sub je c t to  the  fo llo wing  two  c o nd itio ns: (1) this d e vic e  ma y no t c a use  inte rfe re nc e , a nd  (2) this d e vic e  
must a c c e p t a ny inte rfe re nc e , inc lud ing  inte rfe re nc e  tha t ma y c a use  und e sire d  o p e ra tio n o f the  d e vic e .

• The  ra d io  tra nsmitte r 2468C-11ACAP22W (WAC500H), 2468C-11ACAP22 (WAC500 a nd  NWA1123ACv3), 2468C-WAX650S (WAX650S), 2486C-
11AXAP24 (NWA210AX, WAX610D a nd  WAX630S), 2468C-11AXAP22 (NWA110AX a nd  WAX510D), 2468C-11AXAP2246E (WAX640S-6E), 2468C-
11AXAP246E (WAX620D-6E, NWA220AX-6E) a nd  2468C-03785 (WAX655E) ha s b e e n a p p ro ve d  b y Inno va tio n, Sc ie nc e  a nd  Ec o no mic  
De ve lo p me nt Ca na d a  to  o p e ra te  with the  a nte nna  typ e s liste d  b e lo w with the  ma ximum p e rmissib le  g a in a nd  re q uire d  a nte nna  
imp e d a nc e  fo r e a c h a nte nna  type  ind ic a te d . Ante nna  typ e s no t inc lud e d  in this list tha t ha ve  a  g a in g re a te r tha n the  ma ximum g a in 
ind ic a te d  fo r a ny typ e  liste d , a re  stric tly p ro hib ite d  fo r use  with this d e vic e .
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Ante nna  Informa tion

For indoor use  only (e xc e pt WAX655E).
If the  p ro d uc t with 5G  wire le ss func tio n o p e ra ting  in 5150-5250 MHz a nd  5725-5850 MHz, the  fo llo wing  a tte ntio n must b e  p a id ,

• The  d e vic e  fo r o p e ra tio n in the  b a nd  5150-5250 MHz is o nly fo r ind o o r use  to  re d uc e  the  p o te ntia l fo r ha rmful inte rfe re nc e  to  c o -c ha nne l 
mo b ile  sa te llite  syste ms.

ANTENNA MODEL NO. TYPE CONNECTOR 2.4 G GAIN (dBi) 5G/ 6G GAIN (dBi) REMARK

WAX630S PIFA U.FL 0.92 1.32 (5150-5250 MHz)
1.39 (5250-5350 MHz)
0.44 (5470-5725 MHz)
1.63 (5725-5850 MHz)

WAX650S Dire c tio n U.FL 0 (2400-2483.5 MHz) 3.51 (5150-5250 MHz)
4.22 (5250-5350 MHz)
4.61 (5470-5725 MHz)
4.68 (5725-5850 MHz)

WAX510D

NWA110AX

1 Dip o le I-PEX 0 (2400-2483.5 MHz) 4.5 (5150-5350MHz)
5.2 (5470-5725MHz)
5.5 (5725-5850MHz)

2 PIFA I-PEX 0 (2400-2483.5 MHz) 4.5 (5150-5350MHz)
5.2 (5470-5725MHz)
5.5 (5725-5850MHz)

3 Dip o le I-PEX 0 (2400-2483.5 MHz) 4.5 (5150-5350MHz)
5.2 (5470-5725MHz)
5.5 (5725-5850MHz)

4 Dip o le I-PEX 0 (2400-2483.5 MHz) 4.5 (5150-5350MHz)
5.2 (5470-5725MHz)
5.5 (5725-5850MHz)

NWA210AX

WAX610D

1 Dip o le I-PEX U-NII-1:7.8 d Bi
U-NII-2A:7.7 d Bi
U-NII-2C:6.8 d Bi
U-NII-3:7.2 d Bi

2 PIFA I-PEX 5.08 d Bi

3 PIFA I-PEX 5.56 d Bi U-NII-1:7.5 d Bi
U-NII-2A:6.8 d Bi
U-NII-2C:6.5 d Bi
U-NII-3:7.6 d Bi

4 Dip o le I-PEX 6.06 d Bi U-NII-1:8.19 d Bi
U-NII-2A:7.7 d Bi
U-NII-2C:7.14 d Bi
U-NII-3:7.6 d Bi

Wa ll Mo unt

5 Dip o le I-PEX U-NII-1:6.8 d Bi
U-NII-2A:7.5 d Bi
U-NII-2C:5.81 d Bi
U-NII-3:6.99 d Bi

Ce iling  Mo unt

6 Dip o le I-PEX U-NII-1:8.3 d Bi
U-NII-2A:7.8 d Bi
U-NII-2C:7.1 d Bi
U-NII-3:7.98 d Bi

WAC500H 1 PIFA N/ A 0 d Bi 2.5 d Bi

2 PIFA N/ A 0 d Bi 2.5 d Bi

WAC500

NWA1123ACv3

1 PIFA N/ A 0 d Bi 0 d Bi

2 PIFA N/ A 0 d Bi 0 d Bi

WAX640S-6E PIFA U.FL 1 d Bi U-NII-1:4.86 d Bi
U-NII-2A:5.93 d Bi
U-NII-2C:4.08 d Bi
U-NII-3:5.21 d Bi
U-NII-5:3.29 d Bi
U-NII-6:3.34 d Bi
U-NII-7:2.64 d Bi
U-NII-8:3.35 d Bi

WAX620D-6E

NWA220AX-6E

PIFA U.FL 1 d Bi U-NII-1:3.87 d Bi
U-NII-2A:3.96 d Bi
U-NII-2C:4.54 d Bi
U-NII-3:3.04 d Bi
U-NII-5:3.87 d Bi
U-NII-6:4.26 d Bi
U-NII-7:5.34 d Bi
U-NII-8:3.42 d Bi

WAX655E Dip o le N typ e 4 d Bi 6 d Bi



Ap p e nd ix D Le g a l Info rma tio n

NWA/ WAC/ WAX Se rie s Use r’ s Guid e

294

• Fo r d e vic e s with d e ta c ha b le  a nte nna (s), the  ma ximum a nte nna  g a in p e rmitte d  fo r d e vic e s in the  b a nd  5725-5850 MHz sha ll b e  suc h tha t the  
e q uip me nt still c o mp lie s with the  e .i.r.p . limits sp e c ifie d  fo r p o int-to -p o int a nd  no n-p o int-to -p o int o pe ra tio n a s a p p ro p ria te ; a nd

• Whe re  a p p lic a b le , a nte nna  typ e (s), a nte nna  mo d e l(s), a nd  the  wo rst-c a se  tilt a ng le (s) ne c e ssa ry to  re ma in c o mplia nt with the  e .i.r.p . 
e le va tio n ma sk re q uire me nt se t fo rth in Se c tio n 6.2.2.3 o f RSS 247 sha ll b e  c le a rly ind ic a te d .

If the  p ro d uc t with 5G  wire le ss func tio n o p e ra ting  in 5250-5350 MHz a nd  5470-5725 MHz, the  fo llo wing  a tte ntio n must b e  p a id .

• Fo r d e vic e s with d e ta c ha b le  a nte nna (s), the  ma ximum a nte nna  g a in p e rmitte d  fo r d e vic e s in the  b a nd s 5250-5350 MHz a nd  5470-5725 MHz 
sha ll b e  suc h tha t the  e q uip me nt still c o mp lie s with the  e .i.r.p . limit.

• L'é me tte ur/ ré c e p te ur e xe mpt d e  lic e nc e  c o nte nu d a ns le  p ré se nt a p p a re il e st c o nfo rme  a ux CNR d 'Inno va tio n, Sc ie nc e s e t 
Dé ve lo p pe me nt é c o no miq ue  Ca na d a  a p p lic a b le s a ux a p p a re ils ra d io  e xe mp ts d e  lic e nc e . L'e xp lo ita tio n e st a uto risé e  a ux d e ux c o nd itio ns 
suiva nte s :  (1) l'a pp a re il ne  d o it p a s pro d uire  d e  b ro uilla g e ; (2) L'a p pa re il d o it a c c e p te r to ut b ro uilla g e  ra d io é le c triq ue  sub i, mê me  si le  
b ro uilla g e  e st susc e p tib le  d 'e n c o mp ro me ttre  le  fo nc tio nne me nt.

• Le  p ré se nt é me tte ur ra d io  2468C-11ACAP22W (WAC500H), 2468C-11ACAP22 (WAC500 a nd  NWA1123ACv3), 2468C-WAX650S (WAX650S), 
2486C-11AXAP24 (NWA210AX, WAX610D a nd  WAX630S), 2468C-11AXAP22 (NWA110AX a nd  WAX510D), 2468C-11AXAP2246E (WAX640S-6E), 
2468C-11AXAP246E (WAX620D-6E, NWA220AX-6E) e t 2468C-03785 (WAX655E) a  é té  a p pro uvé  pa r Inno va tio n, Sc ie nc e s e t Dé ve lo p pe me nt 
é c o no miq ue  Ca na d a  p o ur fo nc tio nne r a ve c  le s type s d 'a nte nne  é numé ré s c i d e sso us e t a ya nt un g a in a d missib le  ma xima l. Le s typ e s 
d 'a nte nne  no n inc lus d a ns c e tte  liste , e t d o nt le  g a in e st sup é rie ur a u g a in ma xima l ind iq ué  p o ur to ut typ e  fig ura nt sur la  liste , so nt stric te me nt 
inte rd its p o ur l'e xp lo ita tio n d e  l'é me tte ur.
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Informations Antenne

Pour une  utilisa tion e n inté rie ur unique me nt (à  l'e xc e ption WAX655E).
Lo rsq ue  la  fo nc tio n sa ns fil 5G  fo nc tio nna nt e n 5150-5250 MHz a nd  5725-5850 MHz e st a c tivé e  p o ur c e  p ro d uit, il e st né c e ssa ire  d e  p o rte r une  
a tte ntio n p a rtic uliè re  a ux c ho se s suiva nte s

MODÈLE D'ANTENNE NB. TYPE CONNECTEUR 2.4 G GAIN (dBi) 5G/ 6G GAIN (dBi) REMARQUE

WAX630S PIFA U.FL 0.92 1.32 (5150-5250 MHz)
1.39 (5250-5350 MHz)
0.44 (5470-5725 MHz)
1.63 (5725-5850 MHz)

WAX650S Dire c tio n U.FL 0 (2400-2483.5 MHz) 3.51 (5150-5250 MHz)
4.22 (5250-5350 MHz)
4.61 (5470-5725 MHz)
4.68 (5725-5850 MHz)

WAX510D

NWA110AX

1 Dip o le I-PEX 0 (2400-2483.5 MHz) 4.5 (5150-5350MHz)
5.2 (5470-5725MHz)
5.5 (5725-5850MHz)

2 PIFA I-PEX 0 (2400-2483.5 MHz) 4.5 (5150-5350MHz)
5.2 (5470-5725MHz)
5.5 (5725-5850MHz)

3 Dip o le I-PEX 0 (2400-2483.5 MHz) 4.5 (5150-5350MHz)
5.2 (5470-5725MHz)
5.5 (5725-5850MHz)

4 Dip o le I-PEX 0 (2400-2483.5 MHz) 4.5 (5150-5350MHz)
5.2 (5470-5725MHz)
5.5 (5725-5850MHz)

NWA210AX

WAX610D

1 Dip o le I-PEX U-NII-1:7.8 d Bi
U-NII-2A:7.7 d Bi
U-NII-2C:6.8 d Bi
U-NII-3:7.2 d Bi

2 PIFA I-PEX 5.08 d Bi

3 PIFA I-PEX 5.56 d Bi U-NII-1:7.5 d Bi
U-NII-2A:6.8 d Bi
U-NII-2C:6.5 d Bi
U-NII-3:7.6 d Bi

4 Dip o le I-PEX 6.06 d Bi U-NII-1:8.19 d Bi
U-NII-2A:7.7 d Bi
U-NII-2C:7.14 d Bi
U-NII-3:7.6 d Bi

Wa ll Mo unt

5 Dip o le I-PEX U-NII-1:6.8 d Bi
U-NII-2A:7.5 d Bi
U-NII-2C:5.81 d Bi
U-NII-3:6.99 d Bi

C e iling  Mo unt

6 Dip o le I-PEX U-NII-1:8.3 d Bi
U-NII-2A:7.8 d Bi
U-NII-2C:7.1 d Bi
U-NII-3:7.98 d Bi

WAC500H 1 PIFA N/ A 0 d Bi 2.5 d Bi

2 PIFA N/ A 0 d Bi 2.5 d Bi

WAC500

NWA1123ACv3

1 PIFA N/ A 0 d Bi 0 d Bi

2 PIFA N/ A 0 d Bi 0 d Bi

WAX640S-6E PIFA U.FL 1 d Bi U-NII-1:4.86 d Bi
U-NII-2A:5.93 d Bi
U-NII-2C:4.08 d Bi
U-NII-3:5.21 d Bi
U-NII-5:3.29 d Bi
U-NII-6:3.34 d Bi
U-NII-7:2.64 d Bi
U-NII-8:3.35 d Bi

WAX620D-6E

NWA220AX-6E

PIFA U.FL 1 d Bi U-NII-1:3.87 d Bi
U-NII-2A:3.96 d Bi
U-NII-2C:4.54 d Bi
U-NII-3:3.04 d Bi
U-NII-5:3.87 d Bi
U-NII-6:4.26 d Bi
U-NII-7:5.34 d Bi
U-NII-8:3.42 d Bi

WAX655E Dip o le N typ e 4 d Bi 6 d Bi
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• Le s d isp o sitifs fo nc tio nna nt d a ns la  b a nd e  d e  5 150 à  5 250 MHz so nt ré se rvé s uniq ue me nt p o ur une  utilisa tio n à  l'inté rie ur a fin d e  ré d uire  le s 
risq ue s d e  b ro uilla g e  p ré jud ic ia b le  a ux systè me s d e  sa te llite s mo b ile s utilisa nt le s mê me s c a na ux;

• Po ur le s d ispo sitifs munis d 'a nte nne s a mo vib le s, le  g a in ma xima l d 'a nte nne  p e rmis (p o ur le s d isp o sitifs utilisa nt la  b a nd e  d e  5 725 à  5 850 MHz) 
d o it ê tre  c o nfo rme  à  la  limite  d e  la  p .i.r.e . sp é c ifié e  p o ur l'e xp lo ita tio n p o int à  po int e t l’ e xp lo ita tio n no n p o int à  p o int, se lo n le  c a s;

• Lo rsq u'il y a  lie u, le s typ e s d 'a nte nne s (s'il y e n a  p lusie urs), le s numé ro s d e  mo d è le  d e  l'a nte nne  e t le s p ire s a ng le s d 'inc lina iso n né c e ssa ire s 
p o ur re ste r c o nfo rme  à  l'e xig e nc e  d e  la  p .i.r.e . a p p lic a b le  a u ma sq ue  d 'é lé va tio n, é no nc é e  à  la  se c tio n 6.2.2.3 d u CNR-247, d o ive nt ê tre  
c la ire me nt ind iq ué s.

Lo rsq ue  la  fo nc tio n sa ns fil 5G  fo nc tio nna nt e n 5250-5350 MHz e t 5470-5725 MHz e st a c tivé e  p o ur c e  p ro d uit, il e st né c e ssa ire  de  p o rte r une  
a tte ntio n p a rtic uliè re  a ux c ho se s suiva nte s.

• Po ur le s d isp o sitifs munis d ’ a nte nne s a mo vib le s, le  g a in ma xima l d 'a nte nne  pe rmis po ur le s d isp o sitifs utilisa nt le s b a nd e s d e  5 250 à  5 350 MHz 
e t d e  5 470 à  5 725 MHz d o it ê tre  c o nfo rme  à  la  limite  d e  la  p .i.r.e .

Industry Ca nada  ra dia tion e xposure  sta te me nt
This e q uipme nt c o mplie s with ISED ra d ia tio n e xp o sure  limits se t fo rth fo r a n unc o ntro lle d  e nviro nme nt. This e q uip me nt sho uld  b e  insta lle d  a nd  
o pe ra te d  with a  minimum d ista nc e  o f 20 c m b e twe e n the  ra d ia to r a nd  yo ur b o d y.

Dé c la ra tion d’e xposition a ux ra diations:
Ce t é q uip e me nt e st c o nfo rme  a ux limite s d ’ e xpo sitio n a ux ra yo nne me nts ISED é ta b lie s p o ur un e nviro nne me nt no n c o ntrô lé .Ce t é q uip e me nt 
d o it ê tre  insta llé  e t utilisé  a ve c  un minimum d e  20 c m d e  d ista nc e  e ntre  la  so urc e  d e  ra yo nne me nt e t vo tre  c o rp s.

Ca ution:
(i) the  d e vic e  fo r o p e ra tio n in the  b a nd  5150-5250 MHz is o nly fo r ind o o r use  to  re d uc e  the  p o te ntia l fo r ha rmful inte rfe re nc e  to  c o -c ha nne l 
mo b ile  sa te llite  syste ms;

(ii) the  ma ximum a nte nna  g a in p e rmitte d  fo r d e vic e s in the  b a nd s 5250-5350 MHz a nd  5470-5725 MHz sha ll c o mp ly with the  e .i.r.p . limit; a nd

(iii) the  ma ximum a nte nna  g a in pe rmitte d  fo r d e vic e s in the  b a nd  5725-5825 MHz sha ll c o mp ly with the  e .i.r.p . limits sp e c ifie d  fo r p o int-to -p o int 
a nd  no n p o int-to -p o int o pe ra tio n a s a p p ro p ria te .

(iv) Use rs sho uld  a lso  b e  a d vise d  tha t hig h-p o we r ra d a rs a re  a llo c a te d  a s prima ry use rs (i.e . p rio rity use rs) o f the  b a nd s 5250-5350 MHz a nd  5650-
5850 MHz a nd  tha t the se  ra d a rs c o uld  c a use  inte rfe re nc e  a nd / o r d a ma g e  to  LE-LAN d e vic e s.

(v) WAX655E is a n o utd o o r d e vic e .

(vi)Op e ra tio n sha ll b e  limite d  to  ind o o r use  o nly;

(vii)Ope ra tio n o n o il p la tfo rms, c a rs, tra ins, b o a ts a nd  a irc ra ft sha ll b e  p ro hib ite d  e xc e pt fo r o n la rg e  a irc ra ft flying  a b o ve  10,000 ft.

Ave rtisse me nt:
(i) le s d isp o sitifs fo nc tio nna nt d a ns la  b a nd e  5150-5250 MHz so nt ré se rvé s uniq ue me nt p o ur une  utilisa tio n à  l’ inté rie ur a fin d e  ré d uire  le s risq ue s 
d e  b ro uilla g e  p ré jud ic ia b le  a ux systè me s d e  sa te llite s mo b ile s utilisa nt le s mê me s c a na ux;

(ii) le  g a in ma xima l d ’ a nte nne  p e rmis p o ur le s d isp o sitifs utilisa nt le s b a nd e s 5250-5350 MHz e t 5 470-5 725 MHz d o it se  c o nfo rme r à  la  limite  d e  
p .i.r.e .;

(iii) le  g a in ma xima l d ’ a nte nne  p e rmis (p o ur le s d isp o sitifs utilisa nt la  b a nd e  5725-5825 MHz) d o it se  c o nfo rme r à  la  limite  d e  p .i.r.e . sp é c ifié e  p o ur 
l’ e xp lo ita tio n po int à  p o int e t no n p o int à  po int, se lo n le  c a s.

(iv) De  p lus, le s utilisa te urs d e vra ie nt a ussi ê tre  a visé s q ue  le s utilisa te urs d e  ra d a rs d e  ha ute  p uissa nc e  so nt d é sig né s utilisa te urs princ ip a ux (c .-à -
d ., q u’ ils o nt la  p rio rité ) p o ur le s b a nd e s 5250-5350 MHz e t 5650-5850 MHz e t q ue  c e s ra d a rs p o urra ie nt c a use r d u b ro uilla g e  e t/ o u d e s 
d o mma g e s a ux d isp o sitifs LAN-EL.

(v) WAX655E e st un a pp a re il e xté rie ur.

(vi) Utilisa tio n limité e  à  l’ inté rie ur se ule me nt;

(vii) Utilisa tio n inte rd ite  à  b o rd  d e  p la te fo rme s d e  fo ra g e  p é tro lie r, d e  vo iture s, d e  tra ins, d e  b a te a ux e t d ’ a é ro ne fs, sa uf à  b o rd  d ’ un g ro s 
a é ro ne f vo la nt à  p lus d e  10 000 p ie d s d ’ a ltitud e .

EUROPEAN UNION a nd UNITED KINGDOM

The  fo llo wing  info rma tio n a pp lie s if yo u use  the  p ro d uc t within the  Euro p e a n Unio n a nd  Unite d  King d o m.

De c la ra tion of Conformity with Re ga rd to  EU Dire c tive  2014/ 53/ EU (Ra dio Equipme nt Dire c tive , RED) a nd 
UK re g ula tion
• Co mp lia nc e  info rma tio n fo r wire le ss p ro d uc ts re le va nt to  the  EU, Unite d  King d o m a nd  o the r Co untrie s fo llo wing  the  EU Dire c tive  2014/ 53/ EU 

(RED) a nd  UK re g ula tio n. And  this p ro d uc t ma y b e  use d  in a ll EU c o untrie s (a nd  o the r c o untrie s fo llo wing  the  EU Dire c tive  2014/ 53/ EU) a nd  
Unite d  King d o m witho ut a ny limita tio n e xc e p t fo r the  c o untrie s me ntio ne d  b e lo w ta b le :

• In the  ma jo rity o f the  EU a nd  o the r Euro p e a n c o untrie s, the  5G Hz b a nd s ha ve  b e e n ma d e  a va ila b le  fo r the  use  o f wire le ss lo c a l a re a  
ne two rks (LANs). La te r in this d o c ume nt yo u will find  a n o ve rvie w o f c o untrie s in whic h a d d itio na l re stric tio ns o r re q uire me nts o r b o th a re  
a pp lic a b le . The  re q uire me nts fo r a ny c o untry ma y e vo lve . Zyxe l re c o mme nd s tha t yo u c he c k with the  lo c a l a utho ritie s fo r the  la te st sta tus o f 
the ir na tio na l re g ula tio ns fo r the  5G Hz wire le ss LANs.

• If this d e vic e  fo r o p e ra tio n in the  b a nd  5150-5350 MHz, it is fo r ind o o r use  o nly.
• This e q uipme nt sho uld  b e  insta lle d  a nd  o p e ra te d  with a  minimum d ista nc e  o f 20 c m b e twe e n the  ra d io  e q uipme nt a nd  yo ur b o d y.
• The  ma ximum RF p o we r o p e ra ting  fo r e a c h b a nd  a s fo llo ws:

WAC500H
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• The  b a nd  2,400 MHz to  2,483.5 MHz is 87.7 mW,

• The  b a nd  5,150 MHz to  5,350 MHz is 174.58 mW,

• The  b a nd  5,470 MHz to  5,725 MHz is 443.61 mW.

WAC500 a nd NWA1123ACv3

• The  b a nd  2,400 MHz to  2,483.5 MHz is 88.5 mW,

• The  b a nd  5,150 MHz to  5,350 MHz is 181.55 mW,

• The  b a nd  5,470 MHz to  5,725 MHz is 195.43 mW.

WAX630S

• The  b a nd  2400 MHz to  2483.5 MHz is 19.56 mW,

• The  b a nd  5150 MHz to  5350 MHz is 175.39 mW,

• The  b a nd  5470 MHz to  5725 MHz is 826.04 mW.

WAX650S

• The  b a nd  2,400 MHz to  2,483.5 MHz is 91.2 mW,

• The  b a nd  5,150 MHz to  5,350 MHz is 177.01 mW,

• The  b a nd  5,470 MHz to  5,725 MHz is 899.5 mW.

WAX510D a nd NWA110AX

• The  b a nd  2,400 MHz to  2,483.5 MHz is 85.31 mW,

• The  b a nd  5,150 MHz to  5,350 MHz is 172.19 mW,

• The  b a nd  5,470 MHz to  5,725 MHz is 651.63 mW.

WAX610D a nd NWA210AX

• The  b a nd  2,400 MHz to  2,483.5 MHz is 92.47 mW.

• The  b a nd  5,150 MHz to  5,350 MHz is 177.01 mW.

• The  b a nd  5,470 MHz to  5,725 MHz is 889.2 mW.

WAX640S- 6E

• The  b a nd  2,400 MHz to  2,483.5 MHz is 81.85 mW,

• The  b a nd  5,150 MHz to  5,350 MHz is 169.82 mW,

• The  b a nd  5,470 MHz to  5,725 MHz is 839.46 mW.

• The  b a nd  5,925 MHz to  6,425 MHz is 169.82 mW.

WAX620D- 6E a nd NWA220AX- 6E

• The  b a nd  2,400 MHz to  2,483.5 MHz is 86.30 mW,

• The  b a nd  5,150 MHz to  5,350 MHz is 164.44 mW,

• The  b a nd  5,470 MHz to  5,725 MHz is 498.88 mW.

• The  b a nd  5,925 MHz to  6,425 MHz is 168.66 mW.

WAX655E

• The  b a nd  2,400 MHz to  2,483.5 MHz is 99 mW,

• The  b a nd  5,150 MHz to  5,350 MHz is 199 mW,

• The  b a nd  5,470 MHz to  5,725 MHz is 999 mW.

Български 
(Bulg a ria n)

С настоящото Zyxe l декларира, че това оборудване е в съответствие със съществените изисквания и другите 
приложими разпоредбите на Директива 2014/ 53/ ЕC.

Na tiona l Re stric tions

• The  Be lg ia n Institute  fo r Po sta l Se rvic e s a nd  Te le c o mmunic a tio ns (BIPT) must b e  no tifie d  o f a ny o utd o o r wire le ss link 
ha ving  a  ra ng e  e xc e e d ing  300 me te rs. Ple a se  c he c k http :/ / www.b ip t.b e  fo r mo re  d e ta ils.

• Dra a d lo ze  ve rb ind ing e n vo o r b uite ng e b ruik e n me t e e n re ikwijd te  va n me e r d a n 300 me te r d ie ne n a a ng e me ld  te  
wo rd e n b ij he t Be lg isc h Instituut vo o r p o std ie nste n e n te le c o mmunic a tie  (BIPT). Zie  http :/ / www.b ip t.b e  vo o r me e r 
g e g e ve ns.

• Le s lia iso ns sa ns fil po ur une  utilisa tio n e n e xté rie ur d ’ une  d ista nc e  sup é rie ure  à  300 mè tre s d o ive nt ê tre  no tifié e s à  
l’ Institut Be lg e  d e s se rvic e s Po sta ux e t d e s Té lé c o mmunic a tio ns (IBPT). Visite z http :/ / www.ib p t.b e  po ur d e  p lus a mple s 
d é ta ils.

Esp a ño l 
(Sp a nish)

Po r me d io  d e  la  p re se nte  Zyxe l d e c la ra  q ue  e l e q uip o  c umple  c o n lo s re q uisito s e se nc ia le s y c ua le sq uie ra  o tra s 
d isp o sic io ne s a p lic a b le s o  e xig ib le s d e  la  Dire c tiva  2014/ 53/ UE.

Če ština  
(Cze c h)

Zyxe l tímto  p ro hla šuje , že  te nto  za říze ní je  ve  sho dě se  zá kla d ními p o ža d a vky a  d a lšími p říslušnými usta no ve ními směrnic e  
2014/ 53/ EU.

Da nsk (Da nish) Und e rte g ne d e  Zyxe l e rklæ re r he rve d , a t fø lg e nd e  ud styr ud styr o ve rho ld e r d e  væ se ntlig e  kra v o g  ø vrig e  re le va nte  kra v i 
d ire ktiv 2014/ 53/ EU.

Na tiona l Re stric tions

• In De nma rk, the  b a nd  5150 - 5350 MHz is a lso  a llo we d  fo r o utd o o r usa g e .
• I Da nma rk må  fre kve nsb å nd e t 5150 - 5350 o g så  a nve nd e s ud e nd ø rs.

De utsc h 
(G e rma n)

Hie rmit e rklä rt Zyxe l, d a ss sic h d a s G e rä t Aussta ttung  in Üb e re instimmung  mit d e n g rund le g e nd e n Anfo rd e rung e n und  d e n 
üb rig e n e insc hlä g ig e n Be stimmung e n d e r Ric htlinie  2014/ 53/ EU b e find e t.

Ee sti ke e l 
(Esto nia n)

Kä e so le va g a  kinnita b  Zyxe l se a d me  se a d me d  va sta vust d ire ktiivi 2014/ 53/ EU p õ hinõ ue te le  ja  nime ta tud  d ire ktiivist 
tule ne va te le  te iste le  a sja ko ha ste le  sä te te le .

Ελληνικά 
(G re e k)

ΜΕ ΤΗΝ ΠΑΡΟΥΣΑ Zyxe l ∆ΗΛΩΝΕΙ ΟΤΙ εξοπλισμός ΣΥΜΜΟΡΦΩΝΕΤΑΙ ΠΡΟΣ ΤΙΣ ΟΥΣΙΩ∆ΕΙΣ ΑΠΑΙΤΗΣΕΙΣ ΚΑΙ ΤΙΣ ΛΟΙΠΕΣ ΣΧΕΤΙΚΕΣ 
∆ΙΑΤΑΞΕΙΣ ΤΗΣ Ο∆ΗΓΙΑΣ 2014/ 53/ EU.
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Note s:

1. Altho ug h No rwa y, Switze rla nd  a nd  Lie c hte nste in a re  no t EU me mb e r sta te s, the  EU Dire c tive  2014/ 53/ EU ha s a lso  b e e n imp le me nte d  in tho se  
c o untrie s.

2. The  re g ula to ry limits fo r ma ximum o utput po we r a re  sp e c ifie d  in EIRP. The  EIRP le ve l (in d Bm) o f a  d e vic e  c a n b e  c a lc ula te d  b y a d d ing  the  
g a in o f the  a nte nna  use d  (sp e c ifie d  in d Bi) to  the  o utp ut p o we r a va ila b le  a t the  c o nne c to r (sp e c ifie d  in d Bm).

Eng lish He re b y, Zyxe l d e c la re s tha t this d e vic e  is in c o mp lia nc e  with the  e sse ntia l re q uire me nts a nd  o the r re le va nt p ro visio ns o f 
Dire c tive  2014/ 53/ EU.

Fra nç a is 
(Fre nc h)

Pa r la  p ré se nte  Zyxe l d é c la re  q ue  l'a p p a re il é q uip e me nts e st c o nfo rme  a ux e xig e nc e s e sse ntie lle s e t a ux a utre s d isp o sitio ns 
pe rtine nte s d e  la  d ire c tive  2014/ 53/ EU.

Hrva tski 
(Cro a tia n)

Zyxe l o vime  izja vljuje  d a  je  ra d ijska  o p re ma  tip a  u skla d u s Dire ktivo m 2014/ 53/ EU.

Ísle nska  
(Ic e la nd ic )

Hé r me ð  lýsir, Zyxe l því yfir a ð  þ e ssi b úna ð ur e r í sa mræ mi við  g runnkrö fur o g  ö nnur við e ig a nd i á kvæ ð i tilskip una r 2014/ 53/
EU.

Ita lia no  (Ita lia n) Co n la  pre se nte  Zyxe l d ic hia ra  c he  q ue sto  a ttre zza tura  è  c o nfo rme  a i re q uisiti e sse nzia li e d  a lle  a ltre  d ispo sizio ni p e rtine nti 
sta b ilite  d a lla  d ire ttiva  2014/ 53/ EU.

Na tiona l Re stric tions

• This p ro d uc t me e ts the  Na tio na l Ra d io  Inte rfa c e  a nd  the  re q uire me nts sp e c ifie d  in the  Na tio na l Fre q ue nc y Allo c a tio n 
Ta b le  fo r Ita ly. Unle ss this wire le ss LAN p ro d uc t is o p e ra ting  within the  b o und a rie s o f the  o wne r's p ro p e rty, its use  re q uire s 
a  “ g e ne ra l a utho riza tio n.”  Ple a se  c he c k http :/ / www.svilup p o e c o no mic o .g o v.it/  fo r mo re  d e ta ils.

• Que sto  p ro d o tto  è  c o nfo rme  a lla  sp e c ific he  d i Inte rfa c c ia  Ra d io  Na zio na li e  risp e tta  il Pia no  Na zio na le  d i rip a rtizio ne  
d e lle  fre q ue nze  in Ita lia . Se  no n vie ne  insta lla to  a ll 'inte rno  d e l p ro p rio  fo nd o , l'utilizzo  d i p ro d o tti Wire le ss LAN ric hie d e  
una  “ Auto rizza zio ne  G e ne ra le ” . Co nsulta re  http :/ / www.svilup p o e c o no mic o .g o v.it/  p e r ma g g io ri d e tta g li.

La tvie šu va lo d a  
(La tvia n)

Ar šo  Zyxe l d e kla rē, ka  ie kārta s a tb ilst Dire ktīva s 2014/ 53/ EU būtiska jām p ra sībām un c itie m a r to  sa istīta jie m no te ikumie m.

Na tiona l Re stric tions

• The  o utd o o r usa g e  o f the  2.4 G Hz b a nd  re q uire s a n a utho riza tio n fro m the  Ele c tro nic  Co mmunic a tio ns O ffic e . Ple a se  
c he c k http :/ / www.e sd .lv fo r mo re  d e ta ils.

• 2.4 G Hz fre kve nè u jo sla s izma nto ð a na i â rpus te lp â m ne p ie c ie ð a ma  a tïa uja  no  Ele ktro nisko  sa ka ru d ire kc ija s. Va irâ k 
info rmâ c ija s: http :/ / www.e sd .lv.

Lie tuvių ka lb a  
(Lithua nia n)

Šiuo  Zyxe l d e kla ruo ja , ka d  šis įra ng a  a titinka  e sminius re ika la vimus ir kita s 2014/ 53/ EU Dire ktyvo s nuo sta ta s.

Ma g ya r 
(Hung a ria n)

Alulíro tt, Zyxe l nyila tko zo m, ho g y a  b e re nd e zé s me g fe le l a  vo na tko zó  a la p ve tõ  kö ve te lmé nye kne k é s a z 2014/ 53/ EU 
irá nye lv e g yé b  e lõ írá sa ina k.

Ma lti (Ma lte se ) Ha wnhe kk, Zyxe l, jid d ikja ra  li d a n ta għmir jikko nfo rma  ma l-ħtiġijie t e sse nzja li u ma  p ro vve d ime nti oħra jn re le va nti li he mm 
fid -Dirre ttiva  2014/ 53/ EU.

Ne d e rla nd s 
(Dutc h)

Hie rb ij ve rkla a rt Zyxe l d a t he t to e ste l uitrusting  in o ve re e nste mming  is me t d e  e sse ntië le  e ise n e n d e  a nd e re  re le va nte  
b e pa ling e n va n ric htlijn 2014/ 53/ EU.

Po lski (Po lish) Ninie jszym Zyxe l o świa d c za , że  sp rzęt je st zg o d ny z za sa d nic zymi wymo g a mi o ra z p o zo sta łymi sto so wnymi po sta no wie nia mi 
Dyre ktywy 2014/ 53/ EU.

Po rtug uê s 
(Po rtug ue se )

Zyxe l d e c la ra  q ue  e ste  e q uip a me nto  e stá  c o nfo rme  c o m o s re q uisito s e sse nc ia is e  o utra s d isp o siç õ e s d a  Dire c tiva  2014/ 53/
EU.

Ro mâ nă 
(Ro ma nia n)

Prin p re ze nta , Zyxe l d e c la ră c ă a c e st e c hip a me nt e ste  în c o nfo rmita te  c u c e rinţe le  e se nţia le  şi a lte  p re ve d e ri re le va nte  a le  
Dire c tive i 2014/ 53/ EU.

Slo ve nčina  
(Slo va k)

Zyxe l týmto  vyhla suje , že  za ria d e nia  sp ĺňa  zá kla d né  p o žia d a vky a  vše tky p ríslušné  usta no ve nia  Sme rnic e  2014/ 53/ EU.

Slo ve nščina  
(Slo ve ne )

Zyxe l izja vlja , d a  je  ta  o pre ma  v skla d u z b istve nimi za hte va mi in o sta limi re le va ntnimi d o ločili d ire ktive  2014/ 53/ EU.

Suo mi (Finnish) Zyxe l va kuutta a  tä te n e ttä  la itte e t tyyp p ine n la ite  o n d ire ktiivin 2014/ 53/ EU o le e lliste n va a timuste n ja  sitä  ko ske vie n 
d ire ktiivin muid e n e hto je n muka ine n.

Sve nska  
(Swe d ish)

Hä rme d  intyg a r Zyxe l a tt d e nna  utrustning  stå r I ö ve re nsstä mme lse  me d  d e  vä se ntlig a  e g e nska p skra v o c h ö vrig a  re le va nta  
b e stä mme lse r so m fra mg å r a v d ire ktiv 2014/ 53/ EU.

No rsk 
(No rwe g ia n)

Erklæ re r he rve d  Zyxe l a t d e tte  utstyre t e r I sa msva r me d  d e  g runnle g g e nd e  kra ve ne  o g  a nd re  re le va nte  b e ste mme lse r I 
d ire ktiv 2014/ 53/ EU.
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List of na tional c ode s

Sa fe ty Wa rning s
• Do  no t use  this p ro d uc t ne a r wa te r, fo r e xa mple , in a  we t b a se me nt o r ne a r a  swimming  po o l.
• Do  no t e xp o se  yo ur d e vic e  to  d a mpne ss, d ust o r c o rro sive  liq uid s.
• Do  no t sto re  thing s o n the  d e vic e .
• Do  no t o b struc t the  d e vic e  ve ntila tio n slo ts a s insuffic ie nt a irflo w ma y ha rm yo ur d e vic e . Fo r e xa mple , d o  no t p la c e  the  d e vic e  in a n 

e nc lo se d  sp a c e  suc h a s a  b o x o r o n a  ve ry so ft surfa c e  suc h a s a  b e d  o r so fa .
• Do  no t insta ll, use , o r se rvic e  this d e vic e  d uring  a  thund e rsto rm. The re  is a  re mo te  risk o f e le c tric  sho c k fro m lig htning .
• Co nne c t ONLY suita b le  a c c e sso rie s to  the  d e vic e .
• Do  no t o p e n the  d e vic e  o r unit. Ope ning  o r re mo ving  c o ve rs c a n e xp o se  yo u to  d a ng e ro us hig h vo lta g e  p o ints o r o the r risks. ONLY q ua lifie d  

se rvic e  p e rso nne l sho uld  se rvic e  o r d isa sse mb le  this d e vic e . Ple a se  c o nta c t yo ur ve nd o r fo r furthe r info rma tio n.
• Ma ke  sure  to  c o nne c t the  c a b le s to  the  c o rre c t p o rts.
• Pla c e  c o nne c ting  c a b le s c a re fully so  tha t no  o ne  will ste p  o n the m o r stumb le  o ve r the m.
• Alwa ys d isc o nne c t a ll c a b le s fro m this d e vic e  b e fo re  se rvic ing  o r d isa sse mb ling .
• Do  no t re mo ve  the  p lug  a nd  c o nne c t it to  a  p o we r o utle t b y itse lf; a lwa ys a tta c h the  p lug  to  the  p o we r a d a p to r first b e fo re  c o nne c ting  it to  

a  po we r o utle t.
• Do  no t a llo w a nything  to  re st o n the  po we r a d a p to r o r c o rd  a nd  d o  NOT p la c e  the  p ro d uc t whe re  a nyo ne  c a n wa lk o n the  p o we r a d a p to r 

o r c o rd .
• Ple a se  use  the  pro vid e d  o r d e sig na te d  c o nne c tio n c a b le s/ p o we r c a b le s/ a d a p to rs. Co nne c t it to  the  rig ht sup p ly vo lta g e  (fo r e xa mp le , 110V 

AC in No rth Ame ric a  o r 230V AC in Euro p e ). If the  p o we r a d a p to r o r c o rd  is d a ma g e d , it mig ht c a use  e le c tro c utio n. Re mo ve  it fro m the  
d e vic e  a nd  the  p o we r so urc e , re p a iring  the  p o we r a d a pte r o r c o rd  is p ro hib ite d . Co nta c t yo ur lo c a l ve nd o r to  o rd e r a  ne w o ne .

• Do  no t use  the  d e vic e  o utsid e , a nd  ma ke  sure  a ll the  c o nne c tio ns a re  ind o o rs. The re  is a  re mo te  risk o f e le c tric  sho c k fro m lig htning .
• CAUTION: Risk o f e xp lo sio n if b a tte ry is re p la c e d  b y a n inc o rre c t typ e , d ispo se  o f use d  b a tte rie s a c c o rd ing  to  the  instruc tio n. Disp o se  the m a t 

the  a p p lic a b le  c o lle c tio n p o int fo r the  re c yc ling  o f e le c tric a l a nd  e le c tro nic  d e vic e s. Fo r d e ta ile d  info rma tio n a b o ut re c yc ling  o f this 
p ro d uc t, p le a se  c o nta c t yo ur lo c a l c ity o ffic e , yo ur ho use ho ld  wa ste  d isp o sa l se rvic e  o r the  sto re  whe re  yo u purc ha se d  the  p ro d uc t.

• This d e vic e  (WAC6553D-E, WAC6552D-S) must b e  g ro und e d  b y q ua lifie d  se rvic e  p e rso nne l. Ne ve r d e fe a t the  g ro und  c o nd uc to r o r o pe ra te  
the  d e vic e  in the  a b se nc e  o f a  suita b ly insta lle d  g ro und  c o nd uc to r. Co nta c t the  q ua lifie d  se rvic e  p e rso nne l if yo u a re  unc e rta in tha t suita b le  
g ro und ing  is a va ila b le .

• The  fo llo wing  wa rning  sta te me nts a p p ly, whe re  the  d isc o nne c t d e vic e  is no t inc o rp o ra te d  in the  d e vic e  o r whe re  the  p lug  o n the  p o we r 
sup p ly c o rd  is inte nd e d  to  se rve  a s the  d isc o nne c t d e vic e ,

• Fo r pe rma ne ntly c o nne c te d  d e vic e s, a  re a d ily a c c e ssib le  d isc o nne c t d e vic e  sha ll b e  inc o rp o ra te d  e xte rna l to  the  d e vic e ;

• Fo r p lug g a b le  d e vic e s, the  so c ke t-o utle t sha ll b e  insta lle d  ne a r the  d e vic e  a nd  sha ll b e  e a sily a c c e ssib le .
• Do  no t use  a  p o we r a d a pte r tha t ha s a  p o we r c a b le  lo ng e r tha n 3 me te rs.

Environme nt sta te me nt

ErP (Ene rg y- re la te d Produc ts) (NWA1123ACv3, WAC500, WAC500H, WAX510D, NWA110AX, WAX610D, 
NWA210AX, WAX630S, WAX640S- 6E, WAX620D- 6E, NWA220AX- 6E a nd WAX655E)
Zyxe l p ro d uc ts put o n the  EU a nd  Unite d  King d o m ma rke t in c o mp lia nc e  with the  re q uire me nt o f the  Euro p e a n Pa rlia me nt a nd  the  Co unc il 
p ub lishe d

Dire c tive  2009/ 125/ EC a nd  UK re g ula tio n e sta b lishing  a  fra me wo rk fo r the  se tting  o f e c o d e sig n re q uire me nts fo r e ne rg y-re la te d  p ro d uc ts 
(re c a st), so  c a lle d

a s "ErP Dire c tive  (Ene rg y-re la te d  Pro d uc ts d ire c tive ) a s we ll a s e c o d e sig n re q uire me nt la id  d o wn in a pp lic a b le  imp le me nting  me a sure s, p o we r 
c o nsumptio n ha s sa tisfie d  re g ula tio n re q uire me nts whic h a re :

Ne two rk sta nd b y p o we r c o nsump tio n < 8W, a nd / o r

Off mo d e  p o we r c o nsumptio n < 0.5W, a nd / o r

COUNTRY ISO 3166 2 LETTER CODE COUNTRY ISO 3166 2 LETTER CODE

Austria AT Lie c hte nste in LI

Be lg ium BE Lithua nia LT

Bulg a ria BG Luxe mb o urg LU

Cro a tia HR Ma lta MT

Cyp rus CY Ne the rla nd s NL

Cze c h Re p ub lic CR No rwa y NO

De nma rk DK Po la nd PL

Esto nia EE Po rtug a l PT

Finla nd FI Ro ma nia RO

Fra nc e FR Se rb ia RS

G e rma ny DE Slo va kia SK

G re e c e G R Slo ve nia SI

Hung a ry HU Spa in ES

Ic e la nd IS Swe d e n SE

Ire la nd IE Switze rla nd CH

Ita ly IT Turke y TR

La tvia LV Unite d  King d o m GB
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Sta nd b y mo d e  p o we r c o nsump tio n < 0.5W.

Fo r wire le ss se tting , p le a se  re fe r to  the  c ha p te r a b o ut wire le ss se tting s fo r mo re  d e ta il.

Disposa l a nd Re c yc ling  Informa tion
The  symb o l b e lo w me a ns tha t a c c o rd ing  to  lo c a l re g ula tio ns yo ur pro d uc t a nd / o r its b a tte ry sha ll b e  d isp o se d  o f se p a ra te ly fro m d o me stic  
wa ste . If this p ro d uc t is e nd  o f life , ta ke  it to  a  re c yc ling  sta tio n d e sig na te d  b y lo c a l a utho ritie s. At the  time  o f d isp o sa l, the  se p a ra te  c o lle c tio n o f 
yo ur pro d uc t a nd / o r its b a tte ry will he lp  sa ve  na tura l re so urc e s a nd  e nsure  tha t the  e nviro nme nt is susta ina b le  d e ve lo p me nt.

Die  fo lg e nd e  Symb o l b e d e ute t, d a ss Ihr Pro d ukt und / o d e r se ine  Ba tte rie  g e mä ß d e n ö rtlic he n Be stimmung e n g e tre nnt vo m Ha usmüll e ntso rg t 
we rd e n muss. We nd e n Sie  sic h a n e ine  Re c yc ling sta tio n, we nn d ie se s Pro d ukt d a s End e  se ine r Le b e nsd a ue r e rre ic ht ha t. Zum Ze itp unkt d e r 
Entso rg ung  wird  d ie  g e tre nnte  Sa mmlung  vo n Pro d ukt und / o d e r se ine r Ba tte rie  d a zu b e itra g e n, na türlic he  Re sso urc e n zu sp a re n und  d ie  Umwe lt 
und  d ie  me nsc hlic he  G e sund he it zu sc hütze n.

El símb o lo  d e  a b a jo  ind ic a  q ue  se g ún la s re g ula c io ne s lo c a le s, su p ro d uc to  y/ o  su b a te ría  d e b e rá n d e p o sita rse  c o mo  b a sura  se p a ra d a  d e  la  
d o mé stic a . Cua nd o  e ste  p ro d uc to  a lc a nc e  e l fina l d e  su vid a  útil, llé ve lo  a  un p unto  limp io . Cua nd o  lle g ue  e l mo me nto  d e  d e se c ha r e l 
p ro d uc to , la  re c o g id a  p o r se p a ra d o  é ste  y/ o  su b a te ría  a yud a rá  a  sa lva r lo s re c urso s na tura le s y a  p ro te g e r la  sa lud  huma na  y 
me d io a mb ie nta l.

Le  symb o le  c i-d e sso us sig nifie  q ue  se lo n le s ré g le me nta tio ns lo c a le s vo tre  p ro d uit e t/ o u sa  b a tte rie  d o ive nt ê tre  é liminé s sé p a ré me nt d e s o rd ure s 
mé na g è re s. Lo rsq ue  c e  p ro d uit a tte int sa  fin d e  vie , a me ne z-le  à  un c e ntre  d e  re c yc la g e . Au mo me nt d e  la  mise  a u re b ut, la  c o lle c te  sé p a ré e  
d e  vo tre  p ro d uit e t/ o u d e  sa  b a tte rie  a id e ra  à  é c o no mise r le s re sso urc e s na ture lle s e t p ro té g e r l'e nviro nne me nt e t la  sa nté  huma ine .

Il simb o lo  so tto  sig nific a  c he  se c o nd o  i re g o la me nti lo c a li il vo stro  pro d o tto  e / o  b a tte ria  d e ve  e sse re  sma ltito  se p a ra ta me nte  d a i rifiuti d o me stic i. 
Qua nd o  q ue sto  p ro d o tto  ra g g iung e  la  fine  d e lla  vita  d i se rvizio  po rta rlo  a  una  sta zio ne  d i ric ic la g g io . Al mo me nto  d e llo  sma ltime nto , la  ra c c o lta  
se p a ra ta  d e l vo stro  pro d o tto  e / o  d e lla  sua  b a tte ria  a iuta  a  risp a rmia re  riso rse  na tura li e  a  p ro te g g e re  l'a mb ie nte  e  la  sa lute  uma na .

Symb o le n inne b ä r a tt e nlig t lo ka l la g stiftning  ska  pro d ukte n o c h/ e lle r d e ss b a tte ri ka sta s se pa ra t frå n hushå llsa vfa lle t. Nä r d e n hä r pro d ukte n nå r 
slute t a v sin livslä ng d  ska  d u ta  d e n till e n å te rvinning ssta tio n. Vid  tid e n fö r ka sse ring e n b id ra r d u till e n b ä ttre  miljö  o c h mä nsklig  hä lsa  g e no m a tt 
g ö ra  d ig  a v me d  d e n p å  e tt å te rvinning sstä lle .

台灣

以下訊息僅適用於產品具有無線功能且銷售至台灣地區
• 取得審驗證明之低功率射頻器材，非經核准，公司、商號或使用者均不得擅自變更頻率、加大功率或變更原設計之特性及功能。
• 低功率射頻電機之使用不得影響飛航安全及干擾合法通信；經發現有干擾現象時，應立即停用，並改善至無干擾時方得繼續使用。

前述合法通信，指依電信管理法規定作業之無線電通信。低功率射頻電機須忍受合法通信或工業、科學及醫療用電波輻射性電機設備之干擾。
• 使用無線產品時，應避免影響附近雷達系統之操作。
• 高增益指向性天線只得應用於固定式點對點系統。

以下訊息僅適用於產品屬於專業安裝並銷售至台灣地區
本器材須經專業工程人員安裝及設定，始得設置使用，且不得直接販售給⼀般消費者。

安全警告 -為了您的安全，請先閱讀以下警告及指示 :
• 請勿將此產品接近水、火焰或放置在高溫的環境。
• 避免設備接觸任何液體 - 切勿讓設備接觸水、雨水、高濕度、污水腐蝕性的液體或其他水份。
• 灰塵及污物 - 切勿接觸灰塵、污物、沙土、食物或其他不合適的材料。
• 雷雨天氣時，不要安裝，使用或維修此設備。有遭受電擊的風險。
• 切勿重摔或撞擊設備，並勿使用不正確的電源變壓器。
• 若接上不正確的電源變壓器會有爆炸的風險。
• 請勿隨意更換產品內的電池。
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• 如果更換不正確之電池型式，會有爆炸的風險，請依製造商說明書處理使用過之電池。
• 請將廢電池丟棄在適當的電器或電子設備回收處。
• 請勿將設備解體。
• 請勿阻礙設備的散熱孔，空氣對流不足將會造成設備損害。
• 請插在正確的電壓供給插座 ( 如 : 北美 / 台灣電壓 110V AC，歐洲是 230V AC)。
• 假若電源變壓器或電源變壓器的纜線損壞，請從插座拔除，若您還繼續插電使用，會有觸電死亡的風險。
• 請勿試圖修理電源變壓器或電源變壓器的纜線，若有毀損，請直接聯絡您購買的店家，購買⼀個新的電源變壓器。
• 請勿將此設備安裝於室外，此設備僅適合放置於室內。
• 請勿隨⼀般垃圾丟棄。
• 請參閱產品背貼上的設備額定功率。
• 請參考產品型錄或是彩盒上的作業溫度。
• 產品沒有斷電裝置或者採用電源線的插頭視為斷電裝置的⼀部分，以下警語將適用 :

－ 對永久連接之設備， 在設備外部須安裝可觸及之斷電裝置；
－ 對插接式之設備， 插座必須接近安裝之地點而且是易於觸及的。

About the  Symbols
Va rio us symb o ls a re  use d  in this p ro d uc t to  e nsure  c o rre c t usa g e , to  p re ve nt d a ng e r to  the  use r a nd  o the rs, a nd  to  p re ve nt p ro p e rty d a ma g e . 
The  me a ning  o f the se  symb o ls a re  d e sc rib e d  b e lo w. It is imp o rta nt tha t yo u re a d  the se  d e sc rip tio ns tho ro ug hly a nd  fully und e rsta nd  the  
c o nte nts.

Expla na tion of the  Symbols

Vie wing  Ce rtific a tions
G o  to  http :/ / www.zyxe l.c o m to  vie w this p ro d uc t’ s d o c ume nta tio n a nd  c e rtific a tio ns.

Zyxe l Limite d Wa rra nty
Zyxe l wa rra nts to  the  o rig ina l e nd  use r (p urc ha se r) tha t this p ro d uc t is fre e  fro m a ny d e fe c ts in ma te ria l o r wo rkma nship  fo r a  sp e c ific  pe rio d  (the  
Wa rra nty Pe rio d ) fro m the  d a te  o f purc ha se . The  Wa rra nty Pe rio d  va rie s b y re g io n. Che c k with yo ur ve nd o r a nd / o r the  a utho rize d  Zyxe l lo c a l 
d istrib uto r fo r d e ta ils a b o ut the  Wa rra nty Pe rio d  o f this p ro d uc t. During  the  wa rra nty p e rio d , a nd  up o n pro o f o f p urc ha se , sho uld  the  p ro d uc t 
ha ve  ind ic a tio ns o f fa ilure  d ue  to  fa ulty wo rkma nship  a nd / o r ma te ria ls, Zyxe l will, a t its d isc re tio n, re pa ir o r re p la c e  the  d e fe c tive  p ro d uc ts o r 
c o mp o ne nts witho ut c ha rg e  fo r e ithe r p a rts o r la b o r, a nd  to  wha te ve r e xte nt it sha ll d e e m ne c e ssa ry to  re sto re  the  p ro d uc t o r c o mp o ne nts to  
p ro p e r o p e ra ting  c o nd itio n. Any re p la c e me nt will c o nsist o f a  ne w o r re -ma nufa c ture d  func tio na lly e q uiva le nt pro d uc t o f e q ua l o r hig he r va lue , 
a nd  will b e  so le ly a t the  d isc re tio n o f Zyxe l. This wa rra nty sha ll no t a p p ly if the  p ro d uc t ha s b e e n mo d ifie d , misuse d , ta mp e re d  with, d a ma g e d  b y 
a n a c t o f G o d , o r sub je c te d  to  a b no rma l wo rking  c o nd itio ns.

Note
Re pa ir o r re p la c e me nt, a s p ro vid e d  und e r this wa rra nty, is the  e xc lusive  re me d y o f the  p urc ha se r. This wa rra nty is in lie u o f a ll o the r wa rra ntie s, 
e xp re ss o r imp lie d , inc lud ing  a ny imp lie d  wa rra nty o f me rc ha nta b ility o r fitne ss fo r a  p a rtic ula r use  o r p urp o se . Zyxe l sha ll in no  e ve nt b e  he ld  
lia b le  fo r ind ire c t o r c o nse q ue ntia l d a ma g e s o f a ny kind  to  the  purc ha se r.

To  o b ta in the  se rvic e s o f this wa rra nty, c o nta c t yo ur ve nd o r. Yo u ma y a lso  re fe r to  the  wa rra nty p o lic y fo r the  re g io n in whic h yo u b o ug ht the  
d e vic e  a t http :/ / www.zyxe l.c o m/ we b / sup p o rt_wa rra nty_info .p hp .

Re g istra tion
Re g iste r yo ur p ro d uc t o nline  a t www.zyxe l.c o m to  re c e ive  e -ma il no tic e s o f firmwa re  up g ra d e s a nd  re la te d  info rma tio n.

Ope n Sourc e  Lic e nse s
This p ro d uc t c o nta ins in pa rt so me  fre e  so ftwa re  d istrib ute d  und e r G PL lic e nse  te rms a nd / o r G PL like  lic e nse s. 

To  re q ue st the  so urc e  c o d e  c o ve re d  und e r the se  lic e nse s, p le a se  g o  to : https://www.zyxe l.c o m/fo rm/gpl_o ss_so ftware _no tic e .shtml.

SYMBOL EXPLANATION

Alte rna ting  c urre nt (AC):

AC is a n e le c tric  c urre nt in whic h the  flo w o f e le c tric  c ha rg e  p e rio d ic a lly re ve rse s d ire c tio n.

Dire c t c urre nt (DC):

DC if the  unid ire c tio na l flo w o r mo ve me nt o f e le c tric  c ha rg e  c a rrie rs.

Ea rth; g ro und :

A wiring  te rmina l inte nd e d  fo r c o nne c tio n o f a  Pro te c tive  Ea rthing  Co nd uc to r.

Cla ss II e q uip me nt:

The  me tho d  o f p ro te c tio n a g a inst e le c tric  sho c k in the  c a se  o f c la ss II e q uip me nt is e ithe r d o ub le  insula tio n o r 
re info rc e d  insula tio n.
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Inde x

Numbers

802.11k 14, 16, 17, 18
802.11r 14, 16, 17, 18
802.11v 14, 16, 17, 18

A

AC. Se e  AP Co ntro lle r

a c c e ss 44
a c c e ss p rivile g e s 24
a c c e ss use rs 120

se e  a lso  use rs 120
a d min use rs 120

multip le  lo g ins 125
se e  a lso  use rs 120

a le rts 206, 207, 208
a nte nna  switc h 226
AP Co ntro lle r 14, 16, 17, 18, 29
a p p lic a tio ns

MBSSID 24
Re p e a te r 21

Assiste d  Ro a ming , se e  802.11k/ v

Assiste d  Ro a ming . Se e  802.11k/ v

B

b a c king  up  c o nfig ura tio n file s 211
Ba sic  Se rvic e  Se t

se e  BSS

Blue to o th

 BLE, se e  Blue to o th Lo w Ene rg y

 BLE. Se e  Blue to o th Lo w Ene rg y

a d ve rtise me nts 118
a d ve rtising  se tting s 119
BLE 117
Blue to o th Lo w Ene rg y 14, 16, 17, 18, 117
Blue to o th Sma rt 117

iBe a c o n 117
iBe a c o n ID 117
ma jo r 117
mino r 117
UUID 117
UUID fo rma t 119

BSS 24

C

CA

a nd  c e rtific a te s 166
CA (Ce rtific a te  Autho rity), se e  c e rtific a te s

CAPWAP 87
CEF (Co mmo n Eve nt Fo rma t) 204, 205
Ce rtific a te  Autho rity (CA)

se e  c e rtific a te s

Ce rtific a te  Re vo c a tio n List (CRL) 166
vs OCSP 180

c e rtific a te s 165
a d va nta g e s o f 166
a nd  CA 166
a nd  FTP 198
a nd  HTTPS 187
a nd  SSH 196
a nd  WWW 188
c e rtific a tio n p a th 166, 173, 178
e xp ire d 166
fa c to ry-d e fa ult 166
file  fo rma ts 166
fing e rp rints 174, 179
imp o rting 169
no t use d  fo r e nc ryp tio n 166
re vo ke d 166
se lf-sig ne d 166, 170
se ria l numb e r 173, 178
sto ra g e  sp a c e 168, 176
thumb p rint a lg o rithms 167
thumb p rints 167
use d  fo r a uthe ntic a tio n 166
ve rifying  fing e rp rints 167
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c e rtific a tio n re q ue sts 170
c e rtific a tio ns

vie wing 301
c ha nne l 25
CLI 36, 49

b utto n 49
me ssa g e s 49
p o p up  wind o w 49
Re fe re nc e  Guid e 2

c o ld  sta rt 57
c o mma nd s 36

se nt b y We b  Co nfig ura to r 49
Co mmo n Eve nt Fo rma t (CEF) 204, 205
c o mp a riso n ta b le 14
c o nfig ura tio n

info rma tio n 220, 238
c o nfig ura tio n file s 209

a t re sta rt 211
b a c king  up 211
d o wnlo a d ing 212
d o wnlo a d ing  with FTP 198
e d iting 209
ho w a p p lie d 210
la stg o o d .c o nf 211, 213
ma na g ing 210
sta rtup -c o nfig .c o nf 213
sta rtup -c o nfig -b a d .c o nf 211
synta x 209
syste m-d e fa ult.c o nf 213
up lo a d ing 214
up lo a d ing  with FTP 198
use  witho ut re sta rt 209

c o nta c t info rma tio n 286
c o o kie s 44
c o p yrig ht 291
CPU usa g e 60, 63
c urre nt d a te / time 61, 183

d a ylig ht sa ving s 184
se tting  ma nua lly 185
time  se rve r 186

c usto me r sup p o rt 286

D

d a te 183

d a ylig ht sa ving s 184
DCS 101
DHCP 182

a nd  d o ma in na me 182
d ia g no stic s 220, 238
d isc la ime r 291
d o ma in na me 182
d ua l/ tri-ra d io s 25
d ua l-ra d io  a p p lic a tio n 25
d yna mic  c ha nne l se le c tio n 101

E

e nc ryp tio n 21
ESSID 250
Exte nd e d  Se rvic e  Se t IDe ntific a tio n 127

F

Fa st Ro a ming , se e  802.11r

Fa st Ro a ming . Se e  802.11r

FCC inte rfe re nc e  sta te me nt 291
file  e xte nsio ns

c o nfig ura tio n file s 209
she ll sc rip ts 209

file  ma na g e r 209
Fire fo x 44
firmwa re

a nd  re sta rt 215
c urre nt ve rsio n 60, 216
g e tting  up d a te d 215
up lo a d ing 215, 216
up lo a d ing  with FTP 198

fla sh usa g e 60
FTP 36, 198

a nd  c e rtific a te s 198
with Tra nsp o rt La ye r Se c urity (TLS) 198

G

G uid e
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CLI Re fe re nc e 2

H

HTTP

o ve r SSL, se e  HTTPS

re d ire c t to  HTTPS 188
vs HTTPS 187

HTTPS 187
a nd  c e rtific a te s 187
a uthe ntic a ting  c lie nts 187
a vo id ing  wa rning  me ssa g e s 190
e xa mp le 189
vs HTTP 187
with Inte rne t Exp lo re r 189
with Ne tsc a p e  Na vig a to r 189

Hyp e rTe xt Tra nsfe r Pro to c o l o ve r Se c ure  So c ke t La ye r, 
se e  HTTPS

I

inte rfa c e

sta tus 62
inte rfa c e s

a s DHCP se rve rs 182
inte rfe re nc e 25
Inte rne t Exp lo re r 44
Inte rne t Pro to c o l ve rsio n 6, se e  IPv6

IP Ad d re ss 87, 234
g a te wa y IP a d d re ss 87

IP sub ne t 87
IPv6 277

a d d re ssing 277
EUI-64 279
g lo b a l a d d re ss 277
inte rfa c e  ID 279
link-lo c a l a d d re ss 277
Ne ig hb o r Disc o ve ry Pro to c o l 277
p ing 277
p re fix 277
p re fix le ng th 277
sta te le ss a uto c o nfig ura tio n 279
unsp e c ifie d  a d d re ss 278

J

Ja va

p e rmissio ns 44
Ja va Sc rip ts 44

K

ke y p a irs 165

L

la stg o o d .c o nf 211, 213
la ye r-2 iso la tio n 157

e xa mp le 157
MAC 158

LED sup p re ssio n 223
LEDs 38
lo a d  b a la nc ing 101
Lo c a to r LED 224
lo g  me ssa g e s

c a te g o rie s 206, 207, 208
d e b ug g ing 84
re g ula r 84
typ e s o f 84

lo g o ut

We b  Co nfig ura to r 48
lo g s

e -ma iling  lo g  me ssa g e s 86
fo rma ts 204
se tting s 203

M

MAC a d d re ss

ra ng e 60
Ma na g e me nt Info rma tio n Ba se  (MIB) 199, 200
Ma na g e me nt Mo d e

CAPWAP a nd  DHCP 88
ma na g e me nt mo d e 27
Ma na g e me nt, NCC 28
Ma na g e me nt, Sta nd a lo ne 27
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ma na g ing  the  d e vic e

g o o d  ha b its 36
using  FTP, se e  FTP

MBSSID 24
me mo ry usa g e 60, 64
me ssa g e s

CLI 49
mo d e , d e fa ult 27
mo d e l na me 60
My Ce rtific a te s, se e  a lso  c e rtific a te s 168

N

NCC, se e  Ne b ula  Co ntro l Ce nte r

Ne b ula  Co ntro l Ce nte r 28
Ne tsc a p e  Na vig a to r 44
Ne two rk Time  Pro to c o l (NTP) 185

O

o b je c ts

c e rtific a te s 165
use rs, a c c o unt

use r 120
Online  Ce rtific a te  Sta tus Pro to c o l (OCSP) 180

vs CRL 180
o ve rvie w 13, 57, 231

P

p o p -up  wind o ws 44
p o we r o ff 58
p o we r o n 57
p ro d uc t re g istra tio n 301
Pub lic -Ke y Infra struc ture  (PKI) 166
p ub lic -p riva te  ke y p a irs 165

R

ra d io 25

Ra d io  Fre q ue nc y mo nito r 19
re b o o t 57, 228

vs re se t 228
Re fe re nc e  Guid e , CLI 2
re g istra tio n

p ro d uc t 301
re mo te  ma na g e me nt

FTP, se e  FTP

WWW, se e  WWW

re se t 252
vs re b o o t 228
vs shutd o wn 229

RESET b utto n 58, 252
re sta rt 228
RF inte rfe re nc e 25
RF mo nito r, se e  Ra d io  Fre q ue nc y Mo nito r

Rive st, Sha mir a nd  Ad le ma n p ub lic -ke y a lg o rithm 
(RSA) 170

RSA 170, 179
RSSI thre sho ld 136

S

sc re e n re so lutio n 44
Se c ure  So c ke t La ye r, se e  SSL

se ria l numb e r 60
se rvic e  c o ntro l

a nd  use rs 186
limita tio ns 186
time o uts 186

Se rvic e  Se t 127
Se rvic e  Se t Id e ntifie r

se e  SSID

she ll sc rip ts 209
d o wnlo a d ing 218, 238
e d iting 217, 237
ho w a p p lie d 210
ma na g ing 217, 237
synta x 209
up lo a d ing 219, 238

shutd o wn 58, 229
vs re se t 229

Simp le  Ne two rk Ma na g e me nt Pro to c o l, se e  SNMP

SNMP 199
a g e nts 199
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Ge t 199
Ge tNe xt 199
Ma na g e r 199
ma na g e rs 199
MIB 199, 200
ne two rk c o mp o ne nts 199
Se t 199
Tra p 200
tra p s 200
ve rsio ns 199

SSH 194
a nd  c e rtific a te s 196
c lie nt re q uire me nts 196
e nc ryp tio n me tho d s 196
fo r se c ure  Te lne t 197
ho w c o nne c tio n is e sta b lishe d 195
ve rsio ns 196
with Linux 197
with Mic ro so ft Wind o ws 197

SSID 24
SSID p ro file

p re -c o nfig ure d 24
SSID p ro file s 24
SSL 187
sta rting  the  d e vic e 57
sta rtup -c o nfig .c o nf 213

if e rro rs 211
missing  a t re sta rt 211
p re se nt a t re sta rt 211

sta rtup -c o nfig -b a d .c o nf 211
sta tio n 101
sta tus 232
sto p p ing  the  d e vic e 57
sup p o rte d  b ro wse rs 44
syslo g 204, 205
syste m na me 59, 182
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