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IMPORIANT
READ CAREFULILY BEFO RE USE

KEEP THIS G UIDE FO R FUTURE REFERENC E

Thisisa Users Guide fora seriesofproducts. Notallproducts support allfimware features. Screenshots
and graphicsin thisbookmay differslightly from yourproduct due to differencesin yourproduct
hardware, fiimware, oryourcomputeroperating system. Every effort hasbeen made to ensure that the
information in thismanualisaccurate.

Some screensoroptionsin thisbookmaynotbe available foryourproduct (see the product fe ature
tablesin Section 1.2 on page 14).

Related Documentation
e Quick Start Guide

The Quick Start Guide showshow to connectthe ZyxelDevice and accessthe Web Configurator.
¢ ClIReference Guide

The CIIReference Guide explains how to use the Command-Line Interface (CI) and ClIcommands
to configure the ZyxelDevice.

Note:kisrecommended you use the Web Configuratorto c onfigure the ZyxelDevice.

¢ Web Configurator Online Help
Clickthe help iconin any screen forhelp in configuring thatscreen and supple mentary informa tion.
* Nebula ControlCenterUsers Guide

This Use¥s Guide showshow to manage the ZyxelDevice remotely. The featuresofthese devicescan
be managed through Nebula ControlCenter. Ealso offersfeaturesthatare notavailable when the
ZyxelDevice isin standalone mode (see Section 2.1.2 on page 28).

e AC (APController) Use?rs Guide

See the ZyWAILATP, ZyWAILVPN, USG FIEX, or NXC User's Guide fo rinstruc tions on using the
gatewaysorNXC asan AP Controller (AC) forthe ZyxelDevice. Thisis used when the Zyxel Devic e is
setto be managed by a Zyxel AC.

e More Information

Go to support.zyxelcom to find otherinformation on the ZyxelDevice.
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Document Conventions

Document Conve ntions

Wamings and Notes

These are how wamings and notesare shown in this guide.

Wamings tell you about things that could hamim you oryourdevice.

Note: Notestellyou otherimportant nformation (forexample, otherthings you may need to
configure orhelpfultips) orrecommendations.

Syntax Conventions
e Allmodelsin thisseriesmay be referred to asthe “ZyxelDevice” in this guide.
* Productlabels, screen names, field labelsand field choicesare allin bold font.

* Arghtangle bracket(>) within a screen name denotesa mouse click. Forexample, Configuration >
Network > IP Se tting me ans yo u first ¢ lic k Configuration in the navigation panel, then the Ne twork sub
menu and finally the IP Setting tab to getto thatscreen.

Icons Used in Figures

Figuresin this guide may use the following generic icons. The ZyxelDevice iconisnotan exact
representation of yourdevice.

ZyxelDevice Router Switc h Intemet
2 3
Server De sktop Iaptop IP Phone

™~

Printer Smart TV.
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1.1 Overview

C HAPTER 1
Introduc tion

This Users Guide coversthe modelslisted in the following table. They canbe managed in one ofthe
following methods: emote management through Nebula ControlCenter(NCC) oran AP Controller
(AC) such asthe ZyWAILATP, orlocalmanagementin Standalone Mode. Each Zyxel Devic e runs in
standalone mode by default, butitisrecommended to use NCC managementifitisavailable foryour

device.

NCC, AC orStandalone (NebulaHFex PRO)

WAC500
WAC500H
WAX510D
WAX610D
WAX620D-6E
WAX630S
WAX640S-6E
WAX650S
WAX655E

NCC orStandalone (NebulaHex)

NWA110AX
NWA210AX
NWA220AX-6E
NWA1123ACv3

Formore information about Access Point (AP) management, see Section 2.1 on page 27.

When two ormore APsare interconnected, thisnetworkiscalled a Wire le ss Distrib utio n Syste m (WDS).
See Section 1.3.2 on page 21 formore mformation on wotand repeaterAPsand how to setthem up.

The screensyou see in the web configuratormay be differentdepending on the ZyxelDevice model
you're using.
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Chapter1l Introduction

1.2 ZyxelDevice Product Feature Companrson

The following tables show the differencesbetweeneach ZyxelDevice model You can find the feature

mtro duc tions in the latersec tions.

Table 1 500/1000 ModelsComparison Table

WAC500/
FFA TURES WAC500H NWA1123-ACvV3
Supported WiFi Standards IEEE 802.11a IEEE 802.11a
IEEE 802.11b IEEE 802.11b
IEEE 802.11g IEEE 802.11g
IFEE 802.11n IEEE 802.11n
IEEE 802.11ac IEEE 802.11ac
Supported Frequency Bands 2.4 GHz 2.4 GHz
5 GHz 5 GHz
Supported Channel Width 2.4G: 20/40 MHz 2.4G: 20/40 MHz
5G: 20/40/80 MHz 5G: 20/40/80 MHz
Available Security Modes None None
Enhanced-open Enhanced-open
WEP WEP
WPA2-MIX/ WPAS3 - WPA2-MIX/ WPAS3 -
Personal & Enterprise | Personal & Ente rprise
Numberof SSID Profile s 64 64
Numberof WiFiRadios 2 2
MonitorMode & Rogue APs
Containment (APcontroller No No
managed devices only)
Rogue AP Detection Yes Yes
WDS (Wite le ss Distrib utio n
System) - Root AP & Repeater Yes Yes
Modes
Wire le ss Brid g e No No
Tunnel Forwarding Mode Yes No
Ilayer2 Iolation Yes Yes
Supported PoEStandards IEEE 802.3af IEEE 802.3af
IEEE 802.3at IEEE 802.3at
PowerDetection No No
Extemal Antennas No No
Intemal Antennas Yes Yes
Antenna Switc h No No
Smart Ante nna Yes Yes
Console Port 4-Pin Seral 4-Pin Seral
IED Iocator Yes Yes
IED Suppression Yes Yes
AC (AP Controller) Discovery Yes No
Ne b ula Fle x PRO Yes No
NCC Discovery Yes Yes
802.11rFast Roaming Support Yes Yes
802.11k/v Assisted Roaming Yes Yes
Blue tooth Iow Energy (BLE) No No

14
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Table 1 500/1000 Models Comparison Table (continued)

WAC500/
FEA TURES WAC500H NWA1123-ACvVv3
USB Po 1t for BLE No No
Ethemet Storm Control Yes Yes
Wirele ss Remote Capture Yes Yes
Grounding No No
Powerdack Yes Yes
Iatest imware Version
Supported 6.45 6.45
Maximum numberoflog 512 eventlogs
messages
Table 2 WiFi6 Models Comparson Table
NWA110AX
FEA TURES WAX630S WAX650S
NWA210AX
Supported WiFi Standards IEEE 802.11a IEEE 802.11a EEE802.11a
IEEE 802.11b IEEE 802.11b 1EEE 802.11b
IFEE 802.11g IEEE 802.11¢g IEEE 802.11¢g
IEEE 802.11n IEEE 802.11n IEEE 802.11n
[EFE 802.11ac [EEE 802.11ac IEEE 802.11ac
IEEE 802.11ax IEEE 802.11ax IEEE 802.11ax
Supported Frequency Bands 2.4 GHz 2.4 GHz 2.4 GHz
5 GHz 5 GHz 5 GHz

Supported Channel Wid th

2.4G: 20/40 MHz
5G:20/40/80/160

2.4G: 20/40 MHz
5G:20/40/80/160

2.4G: 20/40 MHz

5G: 20/40/80 MHz

WPA2-MIX/ WPAS -

WPA2-MIX/ WPAS3 -

(NWA210AXsupports
MHz M 160 MHz)
Available Security Modes None None N
one
Enhanced-open Enhanced-open Fnh d
WEP WEP a n{:VEEIP—O pen

WPA2-MIX/ WPA3 -

Pﬁlltio;?éf lzeh:ts:rgz:iéfz Personal & Ente rprise
Numberof SSID Profiles 64 64 64
Numberof WiFiRadios 2 2 2
MonitorMode & Rogue APs Containment No No No
(APcontollermanaged devicesonly)
Rogue AP Detection Yes Yes Yes
gg;?:::iii?:g? ution System) - Root AP Yes Yes Yes
Wire le ss Brid g e Yes Yes No
Tunnel Forwarding Mode Yes Yes No
Iayer2 olation Yes Yes Yes
Supported PoEStandards IEEE 802.3af IEEE 802.3at IEEE 802.3af

IEEE 802.3at IEEE 802.3bt IEEE 802.3at
PowerDetection Yes Yes Yes
Extemal Antennas No No No
Intemal Antennas Yes Yes Yes
Antenna Switch No No No
Smart Antenna Yes Yes No
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Table 2 WiFi6 ModelsComparison Table (continued)

Supported Channel Wid th

2.4G: 20/40 MHz
5G:20/40/80/160

2.4G:20/40 MHz
5G: 20/40/80 MHz

-Root AP & RepeaterModes

(WAX610D supports
Mik 160 MHz)
Available Security Modes None None
Enhanced-open Enhanced-open
WEP WEP
WPA2-MIX/ WPA3 - | WPA2-MIX/ WPAS3 -
Personal & Personal &
Ente rprise Ente rprise
Numberof SSID Profile s 64 64
Numberof WiFiRadios 2 2
MonitorMode & Rogue APs
Containment (APcontroller No No
managed devicesonly)
Rogue AP Detection Yes Yes
WDS (Wire le ss Distrib ution Syste m) Yes Yes

NWA110AX
FFA TURES WAX630S WAX650S
NWA210AX
Console Port 4-Pin Seral 4-Pin Serial 4-Pin Seral
IED Iocator Yes Yes Yes
IED Suppression Yes Yes Yes
AC (AP Controller) Discovery Yes Yes No
Nebula Flex PRO Yes Yes No
NCC Discovery Yes Yes Yes
802.11rFast Roaming Support Yes Yes Yes
802.11k/v Assisted Roaming Yes Yes Yes
Blue tooth Iow Energy (BLE) No Yes No
USB Po 1t for BLE No No No
Ethemet Storm Control Yes Yes Yes
Wire le ss Remote Capture Yes Yes Yes
Grounding Yes Yes Yes
Powerdack Yes Yes Yes
Iatest Fmware Version Supported 6.45 6.45 6.45
Maximum numberoflog messages 512 eventlogs
Table 3 WiFi6 Models Comparson Table
WAX510D
FEATURES WAX655E
WAX610D

Supported WiFi Standards IEEE 802.11a IEEE 802.11a

IEEE 802.11b IEEE 802.11b

IEEE 802.11g IEEE 802.11g

IEEE 802.11n IEEE 802.11n

IEEE 802.11ac IEEE 802.11ac

IEEE 802.11ax IEEE 802.11ax
Supported Frequency Bands 2.4 GHz 2.4 GHz

5 GHz 5 GHz
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Table 3 WiFi6 ModelsComparison Table (continued)

Supported

WAX510D
FEATURES WAX655E

WAX610D
Wireless Bridge Yes WAX510D: No

WAX610D: Yes
Tunnel Forwarding Mode Yes Yes
Ilayer2 Iolation Yes Yes
Supported PoEStandards IEEE 802.3af IEEE 802.3af
IEEE 802.3at IEEE 802.3at
PowerDetection Yes Yes
Extemal Antennas Yes No
Intemal Antennas No Yes
Antenna Switch No Yes
(perAP)

Smart Ante nna No No
Console Port 4-Pin Serial 4-Pin Seral
IED Iocator Yes Yes
IED Suppression Yes Yes
AC (AP Controller) Discovery Yes Yes
NebulaFlex PRO Yes Yes
NCC Discovery Yes Yes
802.11rFast Roaming Support Yes Yes
802.11k/v Assisted Roaming Yes Yes
Blue to o th Iow Energy (BLE) No No
USB Po 1t for BLE No No
Ethemet Storm Control Yes Yes
Wireless Remote Capture Yes Yes
Grounding Yes Yes
Powerdack Yes Yes
Iatest FiMmware Version 6.45 6.45

Maximum numberoflog
messages

512 eventlogs

Table 4 WiFi6EModelsComparison Table

FEATURES WAX620D-6E WAX640S-6E NWA220AX-6E
Supported WiFi Standards IEEE 802.11a IEEE 802.11a IEEE 802.11a
IEEE 802.11b IEEE 802.11b IEEE 802.11b
IEEE 802.11¢g IEEE 802.11g IEEE 802.11¢g
IEEE 802.11n IFEE 802.11n IEEE 802.11n
IEEE 802.11ac IEEE 802.11ac IEEE 802.11ac
IEEE 802.11ax IFEE 802.11ax IFFE 802.11ax
Supported Frequency Bands 2.4 GHz 2.4 GHz 2.4 GHz
5 GHz 5 GHz 5 GHz
6 GHz 6 GHz 6 GHz
BandHex (5 GHz 6 GHz) Yes No Yes
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Table 4 WiFH6EModelsComparison Thble (continued)

FEATURES WAX620D-6E WAX640S-6E NWA220AX-6E
Supported Channel Width 2.4G: 20/40 MHz 2.4G: 20/40 MHz 2.4G: 20/40 MHz
5G:20/40/80/160 MHz | 5G: 20/40/80/160 MHz | 5G: 20/40/80/160 MHz
6G:20/40/80/160 MHz | 6G: 20/40/80/160 MHz | 6G: 20/40/80/160 MHz
Available Security Modes None None None
Enhanced-open WEP | Enhanced-open WEP | Enhanced-open WEP
WPA2-MIX/ WPAS - WPA2-MIX/ WPAS - WPA2-MIX/ WPAS -
Personal & Ente rprise Personal & Ente mprise Personal & Ente rprise
Numberof SSID Profile s 64 64 64
Numberof WiFiRadios 2 3 2
MonitorMode & Rogue APs
Containment (AP controller No No No
managed devicesonly)
Rogue AP Detection Yes Yes Yes
WDS (Wire le ss Distrib utio n
System) - Root AP & Repeater Yes Yes Yes
Modes
Wire le ss Bridge Yes Yes No
Tunnel Forwarding Mode Yes Yes No
Iayer2 Isolation Yes Yes Yes
Supported PoEStandards IEEE 802.3af IEEE 802.3at IEEE 802.3af
IEEE 802.3at IEEE 802.3bt IEEE 802.3at
PowerDetection Yes Yes Yes
Extemal Antennas No No No
Intemal Antennas Yes Yes Yes
Antenna Switc h Yes
(perAP) No No
Smar Ante nna No Yes No
Console Port 4-Pin Serial 4-Pin Serial 4-Pin Seral
IED Iocator Yes Yes Yes
IED Suppression Yes Yes Yes
AC (AP Controller) Discovery Yes Yes No
Ne b ula Fle x PRO Yes Yes No
NCC Discovery Yes Yes Yes
802.11rFast Roaming Support Yes Yes Yes
802.11k/v Assisted Roaming Yes Yes Yes
Blue to o th Iow Energy (BLE) No Yes No
USB Po 1t for BLE No No No
Ethemet Storm Control Yes Yes Yes
Wireless Remote Capture Yes Yes Yes
Grounding No Yes No
Powerdack Yes Yes Yes
Iatest Fimware Version
Supported 6.45 6.45 6.45
Maximum numberoflog 512 eventlogs
messages
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1.3 ZyxelDevice Roles

Thissection descrbes some ofthe differentolesthatyourZyxelDevice can take up within a netwo rk.
Notallolesare supported by almodels(see Section 1.2 on page 14). The ZyxelDevice can serve asa:

e AccessPoint (AP) - Thisisused to allow WiFiclientsto connectto the Intemet.

* Radio Fequency (RF) monitor- An RFmonitorsearchesforrogue APsto help eliminate network
threatsif it supports monitormode and rmgue APsdetection/containment. An RFmonitorcannot
simultaneously actasan AP.

* RootAP-AmotAPconnectsto the gateway orswitch through a wired Ethemet connection and
haswielessrepeatersconnected to it to extend itsrange.

e Wielessrepeater- A wirelessrepeaterwirelessly connectsto a mot AP and extendsthe network’'s
wirelessrange. A wirelessrepeatercan also be a wirelessbridge thatconnectsto a mot APand
extends the networkto wired clientdevices.

Ia client (D) tries to set up hisown AP (R) with we ak se c urity se ttings, the networkbecomesexposed to
thre ats. The RFmonitor(M) scansthe area to detect allAPs, which can help the network administrator
discoverthese rogue APsand remove them oruse the AC (ZyxeI's AP controller) to quarantine them.

Figure 1 ZyxelDevice Application in a Network

= B

Wire le ss Distribution System (WDS) and Wireless Bridge

Wire le ss Distrib utio n Syste m (WDS) is a network system that allows you to distribute the networkto areas
thatrequire Intemetconnections. Youcan extend yournetworkto unreachable areas with wire le ss
repeaters, orwith wirelessrepeatersacting aswirelessbridges.

The following figure showsyou how to create a secure WDSwith two wirelessrepeaters. The mot AP (Y) is
connected to a network with Intemetaccessand haswirelessrepeaters(X and Z) connected to it to
expand the WiFinetworksrange. Clients (A and B) can access the wired network through the wirele ss
repeaters(X and Z) and/ormwot AP.
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Figure 2 Wire le ss Distrib ution System Network Example
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The follo wing figure showsan example ofa WDSwith a repeateracting asa wirelessbridge. A wirele ss
brdge canconnecttwo wired networks through a wirelessconnection. The mot AP (X) isconnected to
a network with Ihntemetaccess. The wirelessrepeater(Y) isconnected to the mot AP (X) to expand the
network. Clients (A and B) are connected to the wirelessrepeaterthrough the switch/gateway/rmouter

(G). They can accessthe network with the extended wired network the wirelessbridge (wirele ss
repeater) provides.
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Figure 3 Wireless Bridge Network Example
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1.3.1 Root AP
In Root APmode, youcan have multiple SSIDs active forregular WiFiconnections and one SSID forthe
connection with a repeater(repeaterSSID). WiFiclients can use either SSID to associate with the Zyxel

Device in Root APmode. Arepeatermust use the repeaterSSID to connectto the ZyxelDevice in Root
AP mode.

When the ZyxelDevice isin Root APmode, repeatersecurity between the Zyxel Device and other
repeatersisindependent ofthe security between the WiFiclientsand the APorrepeater. When
repeatersecurty isenabled, both APsand repeaters must use the same pre-shared key. See Section
10.2 on page 101 and Section 15.2 on page 163 formore details.

Unless specified, the term “sec urity settings” refers to the traffic between the WiFiclients and the AP. At
the time of writing, repeatersecurty iscompatible with the Zyxel Device only.

1.3.2 Wireless Repeater

Using Repeatermode, yourZyxel Device can extend the range ofthe WIAN. In the figure below, the
ZyxelDevice in Repeatermode (Z) hasa wirelessconnection to the ZyxelDevice in Root APmode (X)
whichisconnected to a wired networkand also hasa wirelessconnection to anotherZyxelDevice in
Repeatermode (Y) atthe same time.Zactsasa repeaterthatforwardstraffic between associated Wik
clentsand the wired IAN. Yactsasa wirelessbridge (repeaterwith WDSwirelessbridging enabled) that
forwardstraffic between wired clients and the wired IAN. Clients A and Baccessthe AP and the wired
networkbehind the APthroughrepeatersZand Y.
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Figure 4 RepeaterApplication

When the ZyxelDevice isin Repeatermode, repeatersecurty between the ZyxelDevice and other
repeaterisindependentofthe securty between the WiFiclientsand the APorrepeater. Whenrepeater
securty isenabled, both APsand repeaters must use the same pre-shared key. See Section 10.2 on
page 101 and Section 15.2 0n page 163 formore details.

ForNCC managed devices,youonly need to enable APSmart Mesh to automatically create wirele ss
linksbetween APs. See the NCC Users Guide formore details.

T setup a WDSin standalone mode APs, do the folowing steps. You should aleady have the rnot AP
setup (see the Quick Start Guide forhardware c onnec tions).

Go to Configuration > Object> WDS Profile in yourmot AP Web Configuratorand click Add.
Entera profile name, a WDSSSID, and a pre-shared key.

Go to Configuration > Wireless > APManagement, selectthe Radio WDS Profile of the radio on which
you are setting the WDSconnection to use the WDSprofile you set, and click Apply.

Do steps1and 3 forthe wirelessrepeaterusing the same WDSSSID and pre-shared key.

Once the securty settingsofpeersidesmatch one another, the connection between the motand
repeaterZyxelDevicesismade.

(Optional) FyourZyxelDevice supponts wirelessbridging, youcan extend a wired network from the port
on the wirelessrepeater, do the following step:

Go to Configuration > Wireless > APManagement, select Setup WDS Wireless Bridging to enable wirele ss
bridge on the wirelessrepeater.

Connectthe clientdevice to the ZyxelDevice’sport with an Ethemetcable.
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Note: Make sure the VIAN settingson both the ot AP and the wirelessrepeaterare exactly
the same so they can communic ate.

Note: When wirelessbridge isenabled, wirelessinteffacesforclientdeviceswillbe disabled.
You can only transmit data through the wirelessrepeatersports.

™ setup a WDSin AC (AP Controller)-managed ZyxelDevices, see the ZyWAILATP, ZyWAILVPN, USG
HEX, or NXC Users Guide.

1.3.3 Radio Frequency (RF) Monitor

The ZyxelDevice canbe setto workasan RFmonitorto discovernearby Access Points. The information
itobtains from other APsisused to tag possible mgue APsand quarantine them if the ZyxelDevice is
managed by an APcontroller(see Section 2.1.3 on page 29). fthe ZyxelDevice’sradio setting is set to
MON Mode (RFMonitormode), it willserve asa dedicated RFmonitorand its AP clients are
disconnected.

The modelsthatdo notsupport MON Mode support Rogue APDetection (see Section 10.3on page 107).
Rogue APDetection allowsthe APto scan allchannelssimilarto MON Mode exceptthatthe Zyxel
Device still works as an AP while it sc ans the envimnment forwirele ss signals. To see which ZyxelDevices
support the RFMonitorfeature, see Section 1.2 on page 14.

The ZyxelDevice in MON Mode scansa range of WiFichannelsthatyou specify in a MON Profile, eitherin
the 2.4 GHzor5 GHzband. T scanboth bands,youneed to sestbothradio 1 and radio 2in MON Mode.
Once a rogue APisdetected, the networkadministratorcan manually change the network settings to
Iimit its accessto the network using its MAC addressorhave the device physically emoved. fthe Zyxel

Device ismanaged by an APcontroller, the networkadministratorcan also use Rogue AP Containment
through the APcontroller.

MON Mode in Standalone Mode

To use an RFmonitorin standalone mode, do the following steps:

1 Create a MON Profile in Configuration > Object> MON Profile > Add. Specify a Channeldwell time to
determine how long the RFmonitorscansa specific channelbefore moving to the nextone.

2 T scanall2.4 GHzand 5 GHzchannels, select auto in Scan Channel Mode. Make sure thatthe Activate
checkboxisselected and click OK

3 Go to the Configuration > Wireless > APManagementscreen and set Radio 1 OPMode (2.4 GHz) and/or
Radio 2 OPMode (5 GHz) to MON Mode.

4 Selectthe Radio 1(2) Profile that you created in the previous step. Make sure thatthe Radio 1(2)
Activate checkboxisselected and click Apply.

5 Go to Monitor> Wireless > Detected Device to see a listof APsscanned by the RFmonitor.

6 Selectan APorAPsin the listand clickMark as Rogue APorMark as Fiendly AP.

MON Mode in AC (AP Controller)-Managed Zyxel Devices

ForAPcontrollermanaged ZyxelDevices, do the following stepsin the AP ControllerWeb Configurator:
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1 Create a MON Profile in CONFIGURATION > Object> MON Profile > Add. Specify a Channeldwell time to
determine how long the RFmonitorscansa specific channelbefore moving to the next one.

2 "D scanall2.4GHzand 5 GHzchannels, selectauto in Scan Channel Mode. Make sure thatthe Activate
checkboxisselected and click OK

3 Go to the CONFAGURATION > Wireless > APManagement> Mgmt. APList > Edit screen and/orset Radio
1 OPMode (2.4 GHz) and Radio 2 OPMode (5 GHz) to MON Mode.

4 Selectthe Radio 1(2) Profile thatyou created in the previousstep. Select Ovemide Group Radio Se tting
and clickOK

5 Go to MONIIOR> Wireless > Detected Device to see a list of APsscanned by the RFmonitor.
6 Selectan APorAPsin the listand clickMark as Rogue APorMark as Fiendly AP.

7 D quarantine a ogue AP, go to CONFIGURATION > Wireless > Rogue AP, selectthe APsyou want to
quarantine, and click Containment. Make sure the Enable Rogue AP Containmentcheckboxis
selected, and click Apply.

1.4 Sample Feature Applic ations

Thissection descrbes some possible scenariosand topologiesthatyou can setup using yourZyxel
Device.

1.4.1 MBSSID

A Basic Service Set (BSS) isthe setofdevices forming a single WiFinetwork (usually an accesspoint and
one ormore WiF clients). The Service Set IDe ntifie r (SSID) is the name ofa BSS. In Multiple BSS (MBSSID)
mode, the ZyxelDevice provides multiple vitual APs, each forming its o wn BSSand using its own
individual SSID profile.

You can configure multiple SSID profiles, and have allofthem active at any one time.

You can assign different wire le ss and se c urity settingsto each SSID profile. This allows you to
compartmentalize groupsofusers, set varying accessprivieges, and priortize netwo 1k traffic to and
from certain BSSs.

To the WiFiclientsin the network, each SSID appearsto be a differentaccesspoint. Asin any Wil
network, clientscan associate only with the SSIDs for whic h they have the comect sec urity se ttings.

Forexample, you might wantto setup a WiFinetworkin youroffice where Intemet tele phony (Vo IP)
users have priorty. You also wanta regular WiFinetwork forstandard users, aswellasa ‘guest Wil

ne two rk fo rvisito 1s. In the fo llo wing figure, VoIP_SSID use 1s have Qo Spriority, SSID01 is the WiFinetwork for
standard users, and Guest_SSID is the WiFinetwork forguest users. In thisexample, the guest useris
forbidden accessto the wired IocalArea Network (IAN) behind the APand can accessonly the
Intemet.
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Figure 5 Multiple BSSs
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1.4.2 Dual-Radio/ Tiple-Radio and BandHex

The ZyxelDevice modelsare equipped with two oreven three WiFiradio s. The ZyxelDevic e use s the Wik
radios to transmit WiFisignals. This meansyou can configure two to three diffe re nt WiFi ne two rks to
operate simultaneously.

BandHFexallowsyou to selectthe frequency bandsoperating on the radiosby configuration. A
frequency band isa range offrequency divided into channels which c any the Wikisignalsfordata
transmission. ¥ yourZyxelDevice supports BandFex, you can configure the second radio on the Zyxel
Device to use the 5 GHzor6 GHzbands, while the fist radio isalwayssetto use the 2.4 GHzband. The 6
GHzband provideslesscoverage but hasthe highestamountofchannelsamong the three frequency
bands. Use the 6 GHzband forthe most congestion-free transmission if yourclient de vic e s sup p o rts Wik
6E(see Section 13.1.2 on page 127).

Note: Due to each country’sregulationson frequency band usage, the avaiable radio
bands (2.4 GHz, 5 GHz, and 6 GHz) may differby c ountrie s ormarke ts the ZyxelDe vic e
productsare sold to.

Note: A different channelshould be configured foreach WIAN interface to reduce the
effectsofradio interference.

You could use the 2.4 GHzband forregularInte met surffing and downloading while using the 5 GHzor6
GHzband fortime sensitive traffic like high-de finition vide o, music, and gaming.

See Section 1.2 on page 14 forthe supported numberofradios, frequency bands, and see if yourZyxel
Device supports BandHex.
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Figure 6 DualRadio Application
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C HAPTER 2
AP Management

2.1 Management Mode

The ZyxelDevice isa unified APand canbe managed by the NCC oran APcontroller(AC),orworkasa
standalone device. We recommend you use NCC to manage multiple APs(see the NCC Users Guide).
An AP Controller, such asthe ZyWAILLATP/ VPN, USG FEX, or NXC, can only manage multiple APsin the
same location.

Note: Notallmodelscanbe managed by NCC oran AC. See Section 1.2on page 14 to
checkwhetheryourproductsupportsthese.

The following table showsthe defaultIPaddressesand fimware upload methods fordifferent
managementmodes.

Table 5 ZyxelDevice Management Mode Comparison

MANAGEMENTMODE DEFAULTIP ADDRESS UPLOAD IRMWARE VIA

Nebula ControlCenter Dynamic NCC Portal

AP Controller Dynamic AP Controllerusing CAPWAP

Standalone Dynamic or Built-in Web Configurator
Static (192.168.1.2)

When the ZyxelDevice isin standalone mode and connectsto a DHCP server, it usesthe IPaddress
assigned by the DHCP server. Otherwise, the ZyxelDevic e uses the default static management IP
address(192.168.1.2). You can use the NCC Discovery orAC Discovery screen to allow the ZyxelDevice
to be managed by the NCC oran AC, respectively.

When the ZyxelDevice ismanaged by the NCC oran AC,itactsasa DHCPclentand obtainsan IP
address from the NCC/AC.kcanbe configured ONLY by the NCC/AC. T change the ZyxelDevice
backto standalone mode, use the Resetbutton to restore the default configuration. Alte matively, you
need to checkthe NCC/AC forthe ZyxelDevice’sIPaddressand use FIP to upload the default
configuration file atconf/system-default.confto the ZyxelDevice and rebootthe device.

Note: Notallmodelscanbe managed by NCC oran AC. See Section 1.2on page 14 to
checkwhetheryourproductsupportsthese.

2.1.1 Standalone

When working in standalone mode, the Zyxel Devic e is c onfigured mainly with its b uilt-in We b
Configurator. Youcan only connectto and set up one ZyxelDevice ata time in thismode.

See Chapter5onpage 57 fordetailed information about the standalone Web Configuratorscreens.
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2.1.2 Nebula Control Center

In thismode, whichisalso called cloud mode, youcan manage and monitorthe ZyxelDevice through
the ZyxelNebula cloud-based network management system. Thismeansyoucan manage devices
remotely without the need of connecting to each device directly. koffersmany featuresto better
manage and monitornotjust the ZyxelDevice, but yournetworkasa whole, including supported
switchesand gateways. Yournetworkcan also be managed through yoursmartphone using the
Nebula Mobile app. See Section onpage 231 foranexample NCC managed networktopology.

NCC allowsdifferentlevelsofmanagement. Youcan configure each device onitsown orconfigure a
setofdevicestogetherasa site. Youcan also monitorgroupsofsitescalled organizations, as shown
below.

Table 6 NCC Managementlevels
Organization
Site A Site B
Device A-1 Device A-2 Device B-1 Device B2

kgraphically presents yourde vic e/network sta tistics and showsan overview of yournetworktopology,
asshown in the following figure. k also sendsreports, alerts, and notifications forevents, such aswhen a
site goes offline.
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Figure 8 Taffic Monitoring Graph From NCC
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See the NCC (Nebula ControlCenter) Users Guide forhow to configure Nebula managed devices. See
Chapter26 on page 234 if you wantto change the ZyxelDevice’s VLAN setting ormanually set its IP
address.

Note: Make sure yournetwork frewallalows TCP ports 443, 4335, and 6667 aswellasUDPport
123 so the device canconnectto and sync with the NCC.

2.1.3 APController (AC)

fthe ZyxelDevice supports managementusing an AC (see Section 9.1.1 on page 87) such asthe
ZyWAILATP, ZyWAILVPN, USG HEX, and the NXC series, and you have this AC in the same subnet, it will
be managed by the controllerautomatically. To set the ZyxelDevice to be managed by an AC in a
different subnetorchange between management modes, use the AC Discovery screen (see Section
950npage 96 and Section9.1.1 onpage 87). You can use the AC to manage multiple ZyxelDevices.
See Section9.1.1 onpage 87 foranexample AC managed networktopology.
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Note: Ifthe ZyxelDevice isalreadyregistered to NCC, the controllerwilbe unable to manage
it.

An AC uses Control And Provisioning of Wirele ss Ac c e ss Points (CAPWAP, see RFC 5415) to discoverand
configure multiple managed APs.

2.2 Switching Management Modes

The ZyxelDevice isin standalone mode by default, with NCC and/orAC discovery enabled.

Standalone-to-NCC

Registerthe ZyxelDevice atthe NCC website and then tum on the Zyxel Device. Make sure that NCC
Discovery isenabled (see Section 9.6 on page 98). The NCC manages the ZyxelDevice automatic ally
whenitisdiscovered. Settings on the ZyxelDevice willbe overwritten with what you have configured on
the NCC website.

Standalone-to-AC
By default, the ZyxelDevice must be in the same subnetasthe AC. See Section9.1.1 on page 87 for

setting it up in a different subnet. Make sure AC Discovery isenabled (see Section 9.5 on page 96). The
AC managesthe ZyxelDevice automatically when itisdiscovered.

AC-to-NCC
Registerthe ZyxelDevice atthe NCC website. Make sure that NCC Discovery isenabled on yourZyxel

Device (see Section 9.6 onpage 98). hthe AC Web Configurator, selectthe ZyxelDevice and pressthe
Nebula button. The NCC managesthe ZyxelDevice automatically when itisdiscovered.

NCC-to-AC
Unregisterthe ZyxelDevice atthe NCC portal By default, the Zyxel Device must be in the same subnet
asthe AC. See Section 9.1.1on page 87 forsetting it up in a different subnet. Make sure AC Discovery is

enabled (see Section 9.5 0on page 96). The AC managesthe ZyxelDevice automatically when it is
discovered.

NCC-to-Standalone

Unre gisterthe ZyxelDevice from the NCC organization/site. The Zyxel Device willautomatically re set to
its factory defaults and retum to standalone mode.

AC-to-Standalone

Use the Resetbutton to retum the ZyxelDevice to itsfactory default settings (see Section 28.6 on page
252).
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2.3 Zyxel One Network (ZON) Utility

ZON Utility isa program designed to help youdeploy and manage a networkmore efficiently. Edetects
devicesautomatically and allowsyouto do basic settingson devicesin the network without having to
be nearit.

The ZO N Utility issue s re q ue sts via ZyxelDisc o very Protoc 01(ZDP) and in response to the query, the device
respondsbackwith basic information including IPaddress, ftmware version, loc ation, system and model
name in the same broadcastdomain. The nformation isthen displayed in the ZON Utility screen and you

can perform tasks like basic configuration ofthe devicesand batch fimware upgrade init. Youcan
download the ZON Utility at www.zyxeLcom and installiton yourcomputer(Windows operating system).

2.3.1 Require ments

Before installing the ZON Utility on your PC, please make sure it me e ts the re quire me nts listed below.

Operating System
At the time of writing, the ZON Utility is compatible with:

e Windows 7 (both 32-bit/ 64-bit ve rsio ns)
* Windows 8 (both 32-bit/ 64-bit ve rsio ns)
* Windows 8.1 (both 32-bit/ 64-bit ve rsio ns)
e Window 10 (both 32-bit/ 64-bit ve rsio ns)

Note: T checkforyourWindowsoperating system version, right-clickon My Computer>
Properties on yourcomputer. You should see thisinformation in the Generaltab.

Note: Lkissuggested that youinstalNpcap, the packetcapture ibrary forWindowsoperating

systems, and remove WinPcap orany otherinstalled packetcapture toolsbefore you
mstallthe ZON utility.

Hardware
Here are the minimum hardware re quire me nts to use the ZON Utility on your PC.

* Core i3 processor

* 2GBRAM

* 100 MBfree hard disk

* WXGA (Wide XGA 1280x800)

2.3.2 Run the ZO N Utility

1 Double-click the ZON Utility to run it.

2  'The first time you run the ZON Utility, you willsee if yourdevice and fimware version support the ZON
Utility. Clic k the OKbutton to close thisscreen.
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Figure 9 Supported Devicesand Versions
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Fyouwantto checkthe supported modelsand fimware versionslater, you can click the Show
information about ZON icon in the upperright hand comerofthe screen. Then selectthe Supported
modeland fimware version link. Fyourdevice isnotlisted here, see the device release notesforZON

Utility support. The release notesare in the fimware zip file on the Zyxelweb site.

Figure 10 ZON Utility Screen
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Selecta networkadapterto which yoursupported devicesare connected.
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Figure 11 Network Adapter
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4 Clickthe Go button forthe ZON Utility to discoverallsupported devicesin yournetwo rk.

Figure 12 Discovery
.I:'n.rnll-r- Es

Moy T

5 'The ZON Utility sc reen shows the devicesdiscovered.
Figure 13 ZON Utility Screen
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6 Selecta device and then use the iconsto perform actions. Some functionsmay notbe available for
yourdevices.

Note: You must know the selected device admin password before taking ac tions on the
device using the ZON Utility ic ons.
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Figure 14 Password Prompt
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The following table describesthe iconsnumbered from left to right in the ZON Utility sc re e n.

Table 7 ZON Utility It ons

ICON

DESCRIPIION

1P Configuration

Change the selected device’sIPaddress.

2 Renew IP Address

Update a DHCP-assigned dynamic IPaddress.

3 RebootDevice

Use thisicon to restart the selected device(s). Thismay be useful when trouble shooting
orupgrading new fimware.

4 Reset Configuration to
Default

Use thisicon to reload the factory-default configuration file. This me ans that you wil
lose allprevious c o nfigurations.

5 IocatorED

Use thisicon to locate the selected device by causing its Iocator IED to blink.

6 Web GUI

Use thisto accessthe selected device Web Configuratorfrom yourbrowser. You wil
need a usemame and password to log in.

7 Fimware Upgrade

Use thisicon to upgrade new fiimware to selected device(s) ofthe same model Make
sure you have downloaded the fimware from the Zyxelwebsite to yourcomputerand
unzipped itin advance.

8 Change Password

Use thisicon to change the admin password ofthe selected device. You must know
the current admin password before changing to a new one.

9 Configure Controller
Discovery and NCC

The option isavailable if the selected device supports APcontrollerdiscovery or
Nebula ControlCenter(NCC) discovery. You must have ntemetaccessto use this

Discovery feature. Use thisicon on the selected device to enable ordisable the:
e APcontrollerdiscovery feature
e Nebula ControlCenter(NCC) disc overy feature
¥ the feature isenabled, the selected device willtry to connectto the APcontroller
NCC. IFthe selected device hassuccessfully connected to an AP controller, it will
change to the APcontrollermanaged mode. Ifthe selected device has suc c e ssfully
connected to the NCC and isregistered on the NCC, it willc hange to the Nebula
cloud mode.

10 ZAC Use thisicon to run the Zyxel AP Configuratorofthe selected AP.

11 Clearand Rescan

Use thisicon to clearthe listand discoveralldeviceson the connected networkagain.

12 Save Configuration

Use thisicon to save configuration changesto permanent memoryon a selected
device.

13 Setting s

Use thisicon to selecta networkadapterforthe computeron which the ZON utility is
installed, and the utility language.
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The folowing table descrbes the fieldsin the ZON Utility main screen.

Table 8 ZON Utility Field s

TABEL DESCRIPIION

Type This field displays anicon ofthe kind of device discovered.

Model This field displays the modelname ofthe discovered device.

Fimware Version This field displays the fitmware version ofthe discovered device.

MAC Address This field displays the MAC addressofthe discovered device.

P Address This field displaysthe IPaddressofan intemalinterface on the discovered device that
fist received an ZDP disc o very re que st from the ZON utility.

System Name This field displays the system name ofthe discovered device.

Iocation This field displays where the discovered device is.

Sta tus This field displays whetherchangesto the discovered device have been done

suc c e ssfully. As the ZyxelDevice doesnot support IP Configuration, Renew IP address
and Fash IocatorIED, this field displays “Update faied”, “Not support Renew IP
address” and “Notsupport Hash IocatorIED” respectively.

ControllerDiscovery This field displays if the discovered device supportsthe:

e APcontrollerdiscovery feature.
* Nebula ControlCenter(NCC) disc overy feature.

If the feature isenabled, the selected device willtry to connectto the AP controller
NCC. Kthe selected device hassuccessfully connected to an AP controller, it will
change to the APcontrollermanaged mode. Fthe selected device has succ essfully
connected to the NCC and isregistered on the NCC, it willc hange to the Nebula
cloud mode.

Serial Number Enterthe admin password ofthe discovered device to display its serialnumber.
Hardware Version This field displays the hardware version of the discovered device.
IPv6 Address This field displays the IPv6 addressofan intemalinterface on the discovered device

that fist received an ZDP discovery re que st from the ZON utility.

2.4 Ways to Access the Zyxel Device

You can use the following waysto configure the Zyxel Device.

Web Configurator

The Web Configuratorallows easy ZyxelDevice setup and managementusing an Intemetbrowser. I
yourZyxelDevice ismanaged by the NCC oran AC, use thisonly fortrouble shooting if you cannot
connectto the Intemet. This Users Guide provide sinformation aboutthe Web Configurator.

NCC

This is the primary meansby which you manage the ZyxelDevice in cloud (NCC) mode. With the NCC,
youcanremotely manage and monitorthe ZyxelDevice through a cloud-based networkmanagement
system. See the NCC Users Guide formore informa tion.
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AP Controller (AC)

An APcontrollerlets you configure multiple APsthrough a single device. See the ZyWAILLATP, ZyWAIL
VPN, USG HEX, orNXC Series Users Guide formore information.

ZON Utility

Zyxe1One Netwo rk (ZO N) Utility is a utility toolthat a ssists you to set up and maintain networkdevicesin a
simple and efficient way. Youcan download the ZON Utility at www.zyxelcom and installit on your
computer(Windowsoperating system). Formore information on ZON Utility see Section 2.3 on page 31.

Command-Line Interface (CII)

The CIlIallows you to use text-based commandsto configure the ZyxelDevice. You can access it using
remote management (SSH) orvia the console port. See the Command Reference Guide formore
info ma tio n.

Fle TansferProtoc ol (FIP)

Thisprotocolcan be used forfimware upgradesand configuration backup and restore.

Simple Network Management Protoc ol (SNMP)

The ZyxelDevice canbe monitored by an SNMP manager. See the SNMP chapterin this Users Guide.

2.5 Good Habits forManaging the Zyxel Device

Do the following thingsregulary to make the ZyxelDevice more secure and to manage it more
effectively.

* Change the password often. Use a password that'snoteasy to guessand that consists of different
typesofcharacters, such asnumbersand letters.

¢ Write down the password and putitin a safe place.

* Backup the configuration (and make sure you know how to restore it). Restoring an e aier wo rking
configuration may be usefulifthe ZyxelDevice becomesunstable oreven crashes. fyou forget your
password, you wilhave to resetthe ZyxelDevice to its factory default settings. Fyoubacked up an
eatrlierconfiguration file, you willnot have to totally re-c onfigure the ZyxelDevice; you can simply
restore yourlast c onfiguration.
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C HAPTER 3
Hardware

See the Quick Start Guide forhardware mstallation and c onnec tions.

3.1 Grounding (WAC6552D-S, WAC6553D-E and
WAXG55E)

Earth grounding helpsprotect against lightning and interference.

Note: The powerinstallation mustbe performed by qualified service personneland should
conform to the NationalElectricalCode.

The ZyxelDevice must be connected to earth ground to adequately ground the Zyxel
Device and protectthe operatorfrom electricalhazards.

Qualified service personnelmust c onfirm that the protective earthing terminal o f the
building isa valid terminal

Before connecting the ground, ensure thata qualified service personnelhasattached
anapproprate ground lug to the ground cable.

1 Remove one ofthe ground screws from the ZyxelDevice’srearpanel

2 Secure a green/yellow ground cable (18 AWG orsmaller) to the ZyxelDevice’srearpanelusing the
ground screw.

3 Attach the otherend ofthe cable to the ground, eitherto the same ground electrode asthe pole you
installed the ZyxelDevice on orto the main grounding electrode ofthe buiding.

Note: Follow yourcountry's regulations and safety instruc tionsto electrically ground the Zyxel
Device propery. Fyou are uncertain that suitable grounding isavailable, contact the
approprate electricalinspection authorty oran elec trician.

Waming! Connectthe ground cable before you connect any other
cables or wiring.

The figure below illustrate s how the ground cable (A) isattached to the ZyxelDevice and goesto the
earth ground (B).
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Figure 15 Grounding Example
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3.2 Zyxel Device Models With Single 1EDs

The IEDsofsome ZyxelDevice modelscanbe contiolled by using the suppression feature such that the
IEDs stay lit (ON) orOFFafterthe ZyxelDevice isready. Some ZyxelDevice modelsalso hasIocatorIED
which allows you to see the actuallocation ofthe ZyxelDevice among severaldevicesin the network
See Section 1.2onpage 14to checkwhichmodelssupportthese features. Referto Chapter2l onpage
223 forthe IED Suppression and Incatormenusin standalone mode.

The following models have single IEDs: NWA1123ACv3, NWA110AX, NWA210AX, WAX510D, WAX610D,
WAX630S, WAX650S, WAX620D-6E, NWA220AX-6E, and WAX640S-6E

3.3 Zyxel Device Single 1ED

The IED ofthe ZyxelDevice canbe controlled by using the suppression fe ature suc h thatthe IEDs stay lit
(ON) orOFFafterthe ZyxelDevice isready. Referto Chapter21 on page 223 forthe IED Suppression
and Iocatormenusin standalone mode.
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3.3.1 WAC500, WAC500H, NWA1123ACv3, NWA110AX, NWA210AX,
WAX510D, WAX610D, WAX630S and WAX650S

Fgure 16 WAC500, NWA1123Ac v3, NWA110AX, NWA210AX, WAX510D, WAX610D, WAX630S and
WAX6508 LED
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Figure 17 WAC500HIED

The following are the IED de sc rip tio ns for your WAC500, WAC500H, NWA1123ACv3, NWA110AX,
NWA210AX, WAX510D, WAX610D, WAX630S and WAX650S.

Table 9 WAC500, WAC500H, NWA1123ACv3, NWA110AX, NWA210AX, WAX510D, WAX610D, WAX630S

and WAX650S IED

COIOR STATUS DESCRIPIION
Amber Blinksbetween amber The ZyxelDevice isbooting up orisconnecting with NCC.
I and green altemately (1
second interval).
I | Green
Amber Blinksbetween amber The ZyxelDevice is discovering the NCC oran AC.
I and green altemately 3
Green . -
time s and then tums so lid
|
green for3 seconds.
Amber Blinksbetween amber The ZyxelDevice ismanaged by an AC but the uplinkis
I and green altemately 2 disconnected.
Green . .
time s and then tums so lid
.
green for3 seconds.
LR Green Slow Blinking (On for1 The wirelessmodule ofthe ZyxelDevice isdisabled orfails, the

second, Offfor1 second)

ZyxelDevic e isusing de fault WiFi se tting s, orthe ZyxelDe vic e is
configured to be managed by NCC butisnotyetregistered
with the NCC.

No te: WiFine two rks on the WAX650S are tumed o ff
automatically whenitisconnected to a device
that supplies powerusing IEEE 802.3af Po E
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Table 9 WAC500, WAC500H, NWA1123ACv3, NWA110AX, NWA210AX, WAX510D, WAX610D, WAX630S
and WAX650SIED (c ontinued)

COIOR STATUS DESCRIPTION

| ] Green Steady On The ZyxelDevice isready foruse, the Zyxel Device’s wirele ss
interface isactivated, and/orWiFiclients are connected to
the ZyxelDevice in fulpowermode (see Table 19 on page

59).

Amber Steady On The ZyxelDevice isready foruse in limited powermode (see

Table 19 on page 59), the ZyxelDevice’s wireless interface is

activated, and/orWiFiclientsare connected to the Zyxel

Device.

Note: WiFine two rks on the WAX650S are tumed o ff
automatically whenitisconnected to a device
that supplies powerusing IEEE 802.3af PoE

Bright Blue | Steady On The ZyxelDevice’s wirelessinterface isactivated, but there
are no WiFiclientsconnected when itisin fulpowermode

(see Table 19 on page 59).

White Slo w Blinking (On for IocatorIED ison. &t switc hes o ff automatic ally afterthe
100mspersecond) configured amountoftime (1-60 min). De fault duration is 10

minute s.

Note: The colorofthe white IED may have slight
differences (forexample, very light purple) on
different models.

_-'*- Blue Slo w Blinking (Blink for 1 The ZyxelDevice is performing a ChannelAvailability Check
time, Off for 1 second) (CAC) with Dynamic Frequency Selection (DFS) to monitora
channelforradarsignals.
. Red On The ZyxelDevice failed to bootup orisexperiencing system
failure.
- Fa st Blinking (On for50 The ZyxelDevice isundergoing fimware upgrade.
millise conds, Off for 50
millise c onds)
- Slo w Blinking (Blink for 3 The uplink o f the ZyxelDevice isdisconnected.
times, Off for3 seconds)
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3.3.2 NWA220AX-6E, WAX620D-6E, and WAX640S-6E

Figure 18 NWA220AX-6E WAX620D-6ELED

|
_
-

s

Figure 19 WAX640S-6EIED

The following are the IED de sc rip tio ns for yo ur NWA220AX-6E, WAX620D-6E, and WAX640S-6E

Table 10 NWA220AX-6E, WAX620D-6E, and WAX640S-6E IED

COIOR STATUS DESCRIPIION
Amber Blinksbetween amber The ZyxelDevice isbooting up orisconnecting with NCC.
I and green altemately (1
—— Gren second interval).
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Table 10 NWA220AX-6E WAX620D-6E, and WAX640S-6EIED (c ontinued)
COIOR STATUS DESCRIPTION
Amber Blinksbetween amber The ZyxelDevice isdiscovering an AC,orismanaged by NCC
I and green altemately 3 butfaisto connectwith NCC, and isreconnecting with the
Green . -
time s and then tums so lid NCC.
.
green for3 seconds.
Amber Blinksbetween amber The ZyxelDevice ismanaged by an AC but the uplinkis
I and green altemately 2 disconnected.
Green . .
time s and then tums so lid
|
green for3 seconds.
Bl Green Slo w Blinking (On for1 The wirelessmodule ofthe ZyxelDevice isdisabled orfails, the
— second, Offfor1second) | ZyxelDevice isusing default WiFisettings, orthe ZyxelDevice is
connected with NCC butisnotyetregistered with NCC.

Note: WikFinetwo rks tum off automatically when
NWA220AX-6Eand WAX620D-6Eare connected
to a device that supplies powerusing IEEE
802.3afPo E

| | Green Steady On The ZyxelDevice isbooting up, orthe ZyxelDevice’s wirele ss
interface isactivated, and WiFiclientsare connected to the

ZyxelDevice.

Amber Steady On The ZyxelDevice isready foruse in limited powermode (see

Table 19 on page 59), the ZyxelDevice’s wirelessinterface is

activated, and/orWiFiclients are connected to the Zyxel

Device.

No te: WiFine two rks tum o ff automatically when
NWA220AX-6Eand WAX620D-6Eare connected
to a device thatsupplies powerusing IEEE
802.3afPo E

Bright Blue | Steady On The ZyxelDevice’s wirelessinterface isactivated, but there
are no Wikiclientsconnected.
White Slo w Blinking (On for IocatorIED ison. It switc hes o ff automatic ally afterthe
100mspersecond) configured amountoftime (1-60 min). De fault duration is 10

minute s.

Note: The colorofthe white IED may have slight
differences (forexample, very light purple) on
different models.

§E. Blue Slo w Blinking (Blink for 1 The ZyxelDevice is performing a ChannelAvailability Check
time, Offfor1 second) (CAC) with Dynamic Frequency Selection (DFS) to monitora
channelforradarsignals.
L Red On The ZyxelDevice failsto bootup orisexperiencing system
failure.
— Fa st Blinking (On for50 The ZyxelDevice isundergoing fimware upgrade.
millise c onds, Off for50
millise c ond s)
- Slo w Blinking (Blink for3 The uplink connection ofthe ZyxelDevice isdisconnected.

times, Off for3 seconds)
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C HAPTER 4
Web Configurator

4.1 Overview

The Web Configuratorisan HIMI-based management nterface thatallows easy system setup and
management via intemetbrowser. Use a browserthat supports HIMI5, suc h Mo zilla Firefox, orGoogle
Chrome, Microsoft Edge. The recommended screen resolution is 1024 by 768 pixels.

Inorderto use the Web Configuratoryou need to allow:

* Web browserpop-up windows from yourdevice.
e JavaScript(enabled by default).

* Java pemissions (enabled by default).

4.2 Accessing the Web Configurator

1 Make sure yourZyxelDevice hardware ispropery connected, and yourcomputerisconnected to the
ZyxelDevice through wired of WiFiconnection. See the Quick Start Guide.

2 Ithe ZyxelDevice and yourcomputerare notconnected to a DHCPserver, make sure yourcomputers
IPaddressisin the range between "192.168.1.3" and "192.168.1.254".

3 Browse to the ZyxelDevice’s DHCP-assigned IPaddressorhttp://192.168.1.2. The Ioginscreenappears. If
youare in cloud mode, checkthe NCC’s Access Point > Monitor> Access Points screen forthe Zyxel
Device’s[ANIP address.
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Figure 20 Iogin Page: Cloud mode
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Note:
This device is manoged by Nebulg, please use Nebula possword
in the Site-wide > General seffings > Device configuration.

Login

Ifa ZyxelDevice isin standalone mode and supports NCC, the following page displays.

Here,youcan watch a tutorialforusing the ZyxelNebula ControlCenter(NCC) oraccess the link to the
NCC, asshown in the following figure. Otherwise, c o ntinue with the nextstep. The NCC isa cloud-based
network management system thatallowsyou to emotely manage and monitorthe ZyxelDevice (see
Section 2.1.2 on page 28)

Figure 21 Nebula Intro Page

ZYXEL Q Engisn -

Nebula maximizes your network efficiency.
Transform to Nebula?

.I..OI

T go to the login page, click Standalone Mode. Iogin page displays as shown in the following figure.
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Figure 22 Iogin Page in Standalone Mode
ZYXEL Q@ s
NWA1123-AC-HD

Enterthe username (default: “admin”) and password (default: “1234”).

Note: Ifthe ZyxelDevice isbeing managed orhasbeen managed by the NCC, checkIocal
credentials in the NCC's Site-Wide > Configure > General settings screen forthe Zyxel
Device'scument password.

Selectthe language you preferforthe Web Configurator. Click Iogin.

The wizard screen opens when the ZyxelDevice isaccessed forthe fist time orwhen you reset the Zyxel
Device to its default fac tory settings.

Fyoulogged in using the default username and password, the Update Admin Info screen appears.
Otherwise, the dashboard appears.

Note: In some fiimware versions, tisnot mandatory to change the default password.
However,tishighlyrecommended thatyou change the default password afterthe first
login.
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Figure 23 Update Admin Info Screen

ZYXEL

Upckate Admin info

WAXS510D

iy Reset

The Update Admin Info screen appearsevery time you log in using the default username and default
password. Fyou change the password forthe default useraccount, thisscreendoesnotappear

anymore.

4.3 Navigating the Web Configurator

The following summarizes how to navigate the Web Configuratorfrom the Dashboard screen. The
following figures show the Dashboard screen forstandalone mode and forcloud (NCC) mode. The
screen isdifferent forstandalone mode and cloud (NCC) mode and may vary slightly fordiffe rent

models.

Figure 24 The Web Configurators Main Screen forStandalone Mode
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Figure 25 The Web ConfiguratorsMain Screen forCloud Mode

ZYREL was AC 8 @ @

The Web Configuratorsmain screen isdivided into these parts:

e A -Ttle Bar
* B- Navigation Panel
* C -Main Window

4.3.1 Title Bar

The title barprovidessome useful linksthat alwaysappearoverthe screensbelow, regardlessofhow
deep into the Web Configuratoryou navigate. ¥ yourZyxelDevice isin NCC mode,notalliconswillbe
available in the Ttle Bar.

Figure 26 Ttle Bar

Q= @ @ @ @@ b

The icons provide the following func tio ns.

Table 11 Ttle Barr Web Configuratorlk ons

TABEL DESCRIPIION
Wizard Click thisto open the wizard. See Chapter7 on page 65 formore information.
Help Click thisto open the help page forthe curmrentscreen.

Community Click thisto log into the Zyxelforum to post questions, contrbute to a discussion and get
feedbackon ZyxelDevice.

Site Map Click thisto see an overview oflinks to the Web Configuratorscreens.

ClI Click thisto open a popup window thatdisplaysthe ClIcommandssentby the Web
Configurator.

Iogout Click thisto log out of the Web Configurator.

nebula Click thisto open the NCC web site login page in a new tab orwindow.

Site Map

Clic k Site MAPto see an overview oflinks to the Web Configuratorscreens. Clicka screen’slinkto go to
thatscreen.
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Figure 27 Site Map

Site Map
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ClickCIIto lookatthe ClIcommandssentby the Web Configurator. These commandsappearina
popup window, such asthe following.

Figure 28 ClIMessages

| Conesl |

Click Clearto remove the curently displayed informa tion.

Note: See the Command Reference Guide forinformation about the commands.

4.3.2 Navigation Panel

Use the menu items on the navigation panelto open screensto configure ZyxelDevice features. Click
the armow in the middle ofthe rightedge ofthe navigation panelto hide the navigation panelmenusor
drag it to resize them. The following sec tions introduc e the ZyxelDevice’snavigation panel menus and
theirscreens.
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Figure 29 Navigation Panel
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4.3.3 Standalone Mode Navigation Panel Menus

The folowing are the screensavailable in standalone mode. Note that some screensmaynotbe
available foryourZyxelDevice model See Section 1.2 on page 14 to see which features yourZyxel
Device modelsupports.

Dashboaxd

The dashboard displaysinformation such asgeneraldevice information, syste m status, syste m re sourc e
usage, and interface statusin widgetsthatyoucan re-armange to suit yourneeds.

Fordetails on the Dashboard’sfeatures, see Chapter6 on page 59.

Monitor Me nu

The monitormenu screens display status and sta tistic s info rma tio n.

Table 12 Monitor Menu Screens Summary

FOIDER ORIINK TAB FUNCTION
Ne two rk Sta tus Ne two rk Display generalIAN interface information and pac ket sta tistic s.
Sta tus
Wire le ss
AP Information Radio List Display information about the radiosofthe connected APs.
Sta tion Info Sta tion List Display mformation about the connected stations.
WDS Link Info WDS Link Info | Display statistic s about the ZyxelDevice’s WDS (Wire le ss Distrib utio n
Syste m) ¢ onnec tio ns.
Detected Device Detected Display nformation about suspected rogue APs.
Device
Iog View log Display log entries forthe ZyxelDevice.
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Configuration Menu

Use the configuration menu screensto configure the ZyxelDevice’s features.

Table 13 Configuration Menu Screens Summary

FOIDER ORIINK TAB FUNCTION
Ne two rk IP Se tting Configure the IPaddress forthe Zyxel Device Ethemetinterface.
VIAN Manage the Ethemetinterface VIAN se ttings.
Storm Control Enable ordisable the broadc ast/ multic ast storm controlfeature.
AC Discovery Configure the ZyxelDevice’s AP Contro ller se tting s.
NCC Discovery Configure proxy serversettingsto accessthe NCC.
Wire le ss
AP WIAN Se tting Manage the ZyxelDevice’s general WiH se tting s.
Management
Rogue AP Rogue/Fiendly AP Configure how the ZyxelDevice monitors forrogue APs.
List

Ioad Balancing

Ioad Balancing

Configure load balancing fortraffic moving to and from WiH ¢ lie nts.

DCS DCS Configure dynamic WiFichannelselection.
Blue to o th Advertising Settings | Configure the beacon ID(s) to be included in the Bluetooth
advertising packet.
Object
User User Create and manage users.
Se tting Manage default settingsforallusers, generalse tting s fo ruse rse ssio ns,
and rulesto force userauthentication.
AP Profile Radio Create and manage Wiiradio settingsfilesthatcanbe associated
with different APs.
SSID Create and manage WiFi SSID, sec urity, MAC filtering, and layer2
isolation filesthatcan be associated with different APs.
MON Pro file MON Pro file Create and manage rogue AP monitoring flesthatcanbe
associated with different APs.
WDS Pro file WDS Create and manage WDSprmfilesthatcanbe used to connect to
different APs in WDS.
Certific ate My Cettificates Create and manage th e ZyxelDevice’scertificates.
Trusted Certificates | Inportand manage certificates from trusted sources.
Syste m
Ho st Name Ho st Name Configure the system and domain name forthe ZyxelDevice.
PowerMode PowerMode Configure the ZyxelDevice’s powersettings.
Date/Tme Date/Tme Configure the cumentdate, time, and time zone in the ZyxelDevice.
WWWwW Service Control Configure HTIP, HTIPS, and generalauthentic ation.
SSH SSH Configure SSHserverand SSHservice settings.
FIP FIP Configure FIP serversettings.
SNMP SNMP Configure SNMP ¢ o mmunities and services.
Iog & Report
Iog Setting Iog Setting Configure the system log and remote syslog servers.
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Maintenance Menu

Use the maintenance menu screensto manage configuration and fimware files, run diagnostic s, and
rebootorshut down the ZyxelDevice.

Table 14 Maintenance Menu Screens Summary

FOIDER ORIINK

TAB

FONCTION

Fle Manager

Configuration File

Manage and upload configuration files forthe ZyxelDevice.

Fimware Package

View the cument frmware version and to upload fimware.

Shell Script

Manage and run shellscript files forthe ZyxelDevice.

Diagno stic s

Dia gnostic s

Collect diagnostic nformation.

Remote Capture

Capture network traffic going through the ZyxelDevice and output
the captured packetsto an analyzer.

IEDs Sup p re ssio n Enable thisfeature to keep the IEDs o ff afterthe ZyxelDevice starts.
Iocator Enable this feature to see the actuallocation ofthe ZyxelDevice
between severaldevicesin the network
Antenna Antenna Switc h Change antenna orentation forthe radios.
Reboot Reboot Restart the ZyxelDevice.
Shutdown Shutdown Tum o ff the ZyxelDevice.

4.3.4 Cloud Mode Navigation Panel Menus

¥yourZyxelDevice isin cloud (NCC) mode, you only need to use the Web Configuratorfor
troubleshooting if yourZyxelDevice cannotconnectto the Intemet.

Dashboaxd

The dashboard displaysgeneralZyxelDevice information, and AP information in widgetsthatyoucan
re-amange to suit yourneeds.

Fordetailson the Dashboard’sfeatures, see Chapter25 on page 232.

Configuration Menu

Use the configuration menu screens to configure the Zyxel Device’s features.

Table 15 Configuration Menu Screens Summary

FOIDER ORIINK TAB FUNCTION
Ne two rk IP Se tting Configure the IPaddress forthe ZyxelDevice Ethemetinterface.
VIAN Manage the Ethemetinterface VIAN settings.
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Maintenance Menu

Use the maintenance menu screens to configure the Zyxel Device’s features.

Thable 16 Maintenance Menu Screens Summary

FOIDER O RIINK TAB FUNCTION
Shell Script Shell Script Manage and run shellscript files forthe ZyxelDevice.
Diagnostic s Diagnostic s Collect diagnostic nformation.
Remote Capture Capture network traffic going through the ZyxelDevice and output
the captured packetsto an analyzer.
Iog View Iog Displaysthe log when the ZyxelDevice isnotconnected to the
Nebula.

4.3.5 Tables and lLists

The Web Configuratortables and listsare quite flexible and provide severaloptions forhow to display
their e ntrie s.

4.3.5.1 Manipulating Table Display

Here are some ofthe waysyoucan manipulate the Web Configuratortables.

1 Clicka column heading to sortthe table’sentriesaccording to thatcolumn’s crtera.

Radio Summary
A

Wiz_Radia_24G

Wiz_Radio_5G 5
chedaull 245

P T T
defaultd P

2 Clickthe down amow nextto a column heading formore optionsabouthow to display the entres. The
optionsavailable vary depending on the type of fieldsin the column. Here are some examplesofwhat
youcando:

e Sortin ascending alphabeticalorder

e Sortindescending (reverse) alphabeticalorder
* Selectwhich columnsto display

* Group entries by field

e Show entriesin groups

* Hliterby mathematicaloperators(<, >, or=) orsearching fortext.
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Radio Summary

¥ Stalus

Proflie Mome «

* | requency Band Operaling Mode
L) Wiz_Radio_24G } Sort Ascending MBSSID
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Displaying | - 4 of 4

4 Selecta column heading and drag and drop itto change the column order. A green checkmark
displays next to the column’s title when you drag the column to a valid new loc ation.

5 Use the iconsand fieldsatthe bottom ofthe table to navigate to differentpagesofentriesand control

Radio Summary
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how many entries display at a time.
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4.3.5.2 Working with Table Entries

The tableshave iconsforworking with table entries. A sample isshown next. You can often use the [Shift]
or[Ctd] key to select multiple entriesto remove, activate,ordeactivate.

Figure 30 Common Table kons
Radic Summary

& Add | Edit W Remove @ Acfivate § Inoctivate T8 Object Reference

w Wiz_Rodio_240G 2405 MBSSD

2 u Wiz_Radio_5G 5G MBSSID
3 " defoult 24G MABSSID
4 u deloult 5 MB3SID
3 [* fest 3G MB3ID

Here are descriptions forthe mostcommon table icons.

Table 17 Common Table kons

TABEL DESCRIPIION

Add Clickthisto create a new entry. Forfeatures where the entry’s position in the numbered listis
important (features where the ZyxelDevice applies the table’s entriesin orderlike the
frewallforexample),youcanselectan entry and clickAdd to create a new entry afterthe
selected entry.

Edit Double-clickanentryorselectitand click Editto open a screen where you ¢ an modify the
entry’s settings. n some tablesyoucanjustclicka table entry and edit it dire c tly in the
table. Forthose typesoftablessmallred tianglesdisplay fortable entries with changesthat
you have notyetapplied.

Remove ™ remove an entry, selectitand click Remove. The ZyxelDevice confims you want to
remove ithefore doing so.

Activate D tum on an entry, selectitand click Activate.

Inhactivate D tum off an entry, selectit and click mactivate.

ObjectReference Selectanentry and clickObject Reference to open a screen that shows whic h setting s use
the entry.
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C HAPTER 5
Standalone Configuration

5.1 Overview

The ZyxelDevice isin standalone mode by default. Use the web configuratorto manage and configure
the ZyxelDevice directly. As shown in the following figure, WiFiclientscan connectto the Zyxel Device
(A) to accessnetworkresources.

——

-~ ""-;.1
~ WLAN N,
! %, A

=

|y

LAN

5.2 Starting and Stopping the Zyxel Device

Here are some ofthe waysto start and stop the ZyxelDevice.

Always use Maintenance > Shutdown orthe shutdown command
before you tum off the Zyxel Device orremove the power. Not doing so
can cause the fimware to become cormupt.

Table 18 Starting and Stopping the ZyxelDevice
MEIHO D DESCRIPIIO N

Tuming on the power Acold start occurs when you tum on the powerto the ZyxelDevice. The ZyxelDevice
powersup, checksthe hardware, and starts the system processes.

Rebooting the Zyxel A wam start (without powering down and powering up agaim) occurs when you use the
Device Rebootbutton in the Rebootscreen orwhen you use the reboot command. The Zyxel
Device writesallcached data to the localstorage, stopsthe system processes, and then
doesa wamm start.
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Table 18 Starting and Stopping the ZyxelDevice (continued)

MEIHOD

DESCRIPIION

Using the RESETb utton

¥ you pressthe RESETbutton on the backofthe ZyxelDevice, the ZyxelDevic e setsthe
configuration to its default valuesand then reboots. See Section 28.6 on page 252 for
more informa tion.

Note: Some modelsdo not have a RESETbutton due to feature differences.

Clic king Maintenance
> Shutdown >

Shutdown orusing the
shutdown command

Clicking Maintenance > Shutdown > Shutdown orusing the shutdown command writesall
cached data to the localstorage and stopsthe system processes. Wait forthe Zyxel
Device to shutdown and then manually tum offorremove the power. kdoesnottum off
the power.

Disc onnec ting the
power

Poweroffoccurswhen you tum offthe powerto the ZyxelDevice. The ZyxelDevice simply
tumsoff. Edoesnotstop the system processesorwrite cached data to localstorage.

The ZyxelDevice doesnotstop orstart the system processes when you apply configuration files orrun
shellscripts although you may temporarly lose accessto networkresources.
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C HAPTER 6
Dashboard

6.1 Overview

Thisscreen displays generaldevic e information, syste m status, system resource usage, and interface
statusin widgetsthatyou can re-amange to suit yourneeds. Youcan also collapse, refresh, and close
individualwidgets. Fields in this screen may slightly differby models.

Figure 31 Dashboand

o Widget Letieg
{'-i'} 1" Device Information [EIFE T Syhemn Stobun B |
Lritarm Nomas 4 Syiteen Upfieea: 010304
[#e] Sritem Laggahion; e Diate T ‘ 3 . C
Heectal N WANEIO0-4E Cumrd Loghs User S furliled | D0I9:58) D
I81 Saricl Mumban TH3HaM Bt Sotu: S 1tenfgueaion
WAL Adoress Bongs: 001300001 30000 = 00k 13000 1 30008 ragnagemand Mods HErasierl
Eirrrravare W mrmbon: " ol i L Bovaar Mochs: Fud
Loat Femevore Upgrode Shatus:  Succes:
o 1% Cloud Conbol Shatun o]
Lot Fermwwore Lpgrode: 2003081005373
L) System Reacwrees [
i thage e il -3 Mabita > | BegiskoBon
_— Mz eD
emery Usage
— nE
&' Ethernal Neighbar R
Rash liage -
i ™ Loca P, ModelH,,, yilem ‘
TUPUNK)  53800-28 53800 VA BOA,, 23 Lld., BCR
T |nbwrdoc e Slata Tummeany [BEH B WLAN Insedoce Shatu Sumeory =]
Harma: Staha V., P AddrHatmost P A Acte %
on 280, 12,014,387 ¢ 388 286 2850 OH... [Bere ¥ 001 3ae 0000003 (TN W O A
¥ 00:13:47-00:00:04 i A e
& AP indimatian ESE
: &' WDS Downlisk Siaha R
W-icniafiad AF Q
Bagas AP <]
Tearutty AP

Sacurity Modo

The following table descrbesthe labelsin thisscreen.

Table 19 Dashboard
TABEL DESCRIPIION

Widget Settings (A) Use thislinkto re-open closed widgets. Widgetsthatare alradyopenappeargrayed out.

Re fre sh Time Se tting Set the intervalforrefre shing the information displayed in the widget.

(B
Refresh Now (C) Click thisto update the widget'sinformation imme diately.
Close Widget (D) Click thisto close the widget. Use Widget Settings to re-open it.

Device Information

System Name This field displaysthe name used to identify the ZyxelDevice on any network. Click the icon
to open the screen where youcan change it.
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Table 19 Dashboard (continued)

IABEL DESCRIPIION

System Iocation

This field displaysthe location ofthe ZyxelDevice. Click the icon to open the screen where
youcan change it

ModelName This field displaysthe modelname of this ZyxelDevice.

Serial Number This field displaysthe seralnumberof this ZyxelDevice.

MAC Address This field displaysthe MAC addressesused by the ZyxelDevice. Each physicalport or Wil
Range radio hasone MAC address. The fist MAC addressis assigned to the Ethemet IAN pont, the

second MAC addressis assigned to the first radio, and so on.

Fiimware Version

This field displaysthe version numberand date ofthe fimware the ZyxelDevice is ¢ urre ntly
running. Click the icon to open the screen where youcanupload fimware.

Ilast Frmware This field displays whetherthe latest fimware update wassuccessfully completed.
Upgrade Status

Iast imware This field displaysthe date and time when the last fimware update wasmade.
Upgrade

System Resources

CPUUsage

This field displays what percentage ofthe Zyxel Device’s processing c apability is ¢ ume ntly
being used. Hoveryourcursoroverthis field to display the Show CPUUsage icon thattakes
youto a chartofthe ZyxelDevice’srecent CPUusage.

Memory Usage

This field displayswhatpercentage ofthe ZyxelDevice’s RAM is currently being used. Hover
yourcursoroverthisfield to display the Show Memory Usage icon thattakesyouto a chart
ofthe ZyxelDevice’srecent memory usage.

Flash Usage This field displays what percentage ofthe ZyxelDevice’sonboard flash memory is ¢ urre ntly
being used.
Ethemet Neighbor
IocalPort This field displaysthe port ofthe ZyxelDevice, on which the neighboring device is

(De sc rip tio n)

discovered.

ModelName

This field displays the modelname ofthe discovered device.

System Name

This field displays the system name ofthe discovered device.

FW Version This field displays the fimware version ofthe discovered device.

Port (Description) | This field displaysthe discovered device’sport which isconnected to the ZyxelDevice.

P This field displaysthe IPaddressofthe discovered device. Clickthe IPaddressto access
and manage the discovered device using its Web Configurator.

MAC This field displaysthe MAC addressofthe discovered device.

WDS (Wire le ss Distrib utio n Syste m) Up link/ Do wnlink Sta tus

MAC Address This field displays the MAC addressofthe mot APorrepeaterto which the ZyxelDevice is
connected using WDS.

Radio This field displays the radio numberon the mot APorrepeaterto which the ZyxelDevic e is
connected using WDS.

Channel This field displaysthe channelnumberon the mot APorrepeaterto which the ZyxelDevice
isconnected using WDS.

SSID This field displaysthe name ofthe WiFine tworkto whic h the ZyxelDevice isconnected using
WDS.

Se c urity Mode This field displays which secure encryption methodsisbeing used by the ZyxelDevice to
connectto the mot APorrepeaterusing WDS.

Link Sta tus This field displays the RSSI(Received Signal Strength Indicator) and transmission/reception

rate ofthe wireless connec tion in WDS.

Syste m Sta tus

System Uptime

This field displays how long the ZyxelDevice hasbeen running since itlast restarted orwas
tumed on.
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Table 19 Dashboard (continued)

IABEL

DESCRIPIION

Current Date/
Tme

This field displaysthe cumrent date and time in the ZyxelDevice. The formatis yyyy-mm-dd
hh:mm:ss.

Current Iogin
User

This field displaysthe username used to log in to the curmre nt se ssion, the amountof
reauthentic ation time remaining, and the amountoflease time remaining.

Boot Status

This field displays detailsabout the ZyxelDevice’s startup state.
OK - The ZyxelDevice started up suc c e ssfully.
Fimware update OK- A frmware update was suc c e ssful

Problematic configuration afterfimware update - The application ofthe configuration
failed aftera fitmware upgrade.

System default configuration - The ZyxelDevice successfully applied the system default
configuration. This oc c urs when the ZyxelDevice starts forthe first time oryou inte ntionally
reset the ZyxelDevice to the system default settings.

Fallback to lastgood configuration - The ZyxelDevice wasunable to apply the startup-
config.confconfiguration file and fellbackto the lastgood.confconfiguration file.

Fallback to system default configuration - The ZyxelDevice wasunable to apply the
lastgood.confconfiguration file and fellbackto the system default c onfiguration file
(syste m-d e fa ult.c onf).

Booting in progress - The ZyxelDevice isstillapplying the system c onfigura tion.

Management
Mode

This shows whe therthe ZyxelDevice issetto workasa stand alone AP.

PowerMode

This displays the ZyxelDevice’s powerstatus.

Full - the ZyxelDevice receivespowerusing a poweradapterand/orthrough a PoEswitc h/
inje c torusing IEEE 802.3at Po Eplus or IEEE 802.3bt (WAX650Sonly atthe time of writing).

Limited - the ZyxelDevice receives powerthrough a PoEswitc h/inje ¢ tor using IEEE 802.3af
PoEorIEEE 802.3at Po Eplus (WAX650Sonly at the time of writing) even when it is also
connected to a powersource using a poweradapter.

When the ZyxelDevice isin imited powermode, the ZyxelDevice throughputdecreases
and hasjust one transmitting radio chain.

kalwaysshowsFullif the ZyxelDevice doesnotsupportpowerdetection. See Section 1.2 0n
page 14.

Blue to o th

This field displays the ZyxelDevice’s Bluetooth low Energy (BLE) capability. Bluetooth Iow
Energy, which is also known as Bluetooth Smart, transmitslessdata overa shorterdistance
and consumesless powerthan classic Bluetooth. The Zyxel Device ¢ o mmunic ate s with
otherBlEenabled devicesusing advertise me nts.

N/A displaysifthe ZyxelDevice doesnotsupport BIE

Unavailable displays if the ZyxelDevic e suppo rts Blue too th, but there isno BLEUSBdongle
connected to the USBportofthe ZyxelDevice. Some ZyxelDevices, such asthe WAC5302D-
S,need to have a supported BLEUSBdongle attached to actasa beaconto broadcast
packets.

Available displaysif the ZyxelDevice supports Bluetooth and detectsa BlEdevice but
advertising is inac tive.

Advertising displaysif the ZyxelDevice supports Bluetooth, detectsa BlEdevice, and
advertising isactivated, which meansthe ZyxelDevice canbroadcastpacketsto every BLE
device around it.
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Table 19 Dashboard (continued)

IABEL

DESCRIPIION

Cloud ControlStatus

This field displays:

¢ 'The ZyxelDevice Intemet connec tion status.
¢ 'The connection statusbetween the ZyxelDevice and NCC.
e 'The ZyxelDevice registration statuson NCC.

Mouse overthe circlesto display detailed information.

T passyourZyxelDevice managementto NCC, fist make sure yourZyxelDevice is
connected to the Intemet. Then go to NCC and registeryourZyxelDevice. You can also
view this information in Configuration > Network > NCC Discovery.

1. Intemet

Green - The ZyxelDevice isconnected to the Intemet.
Orange - The ZyxelDevice isnotconnected to the Intemet.
2. Nebula

Green - The ZyxelDevice isconnected to NCC.

Orange -'The ZyxelDevice isnotconnected to NCC.

3. Registration

Green - The ZyxelDevice isregistered on NCC.

Gray - The ZyxelDevice isnotregistered on NCC.

Note: Allcircleswillgray outif you disable Nebula Discovery.

Nebula
Discovery

Stide the switch to the right to enable NCC discovery on the ZyxelDevice. The ZyxelDevice
wilconnectto NCC and change to the NCC managementmode ifit:

e isconnected to the Intemet.
* hasbeenregistered on NCC.

Interface Status
Summary

¥an Ethemetinterface doesnothave any physicalportsassociated with i, its e ntry is
displayed in light gray text. Click the Detailicon to go to a (more detaied) summary screen
ofinterface statistics.

Name

This field displaysthe name ofeachinterface.

Sta tus

This field displaysthe cunent statusofeach interface. The possible valuesdepend on what
type of interface it is.

Iactive - The Ethemetinterface isdisabled.
Down - The Ethemetinterface isenabled butnotconnected.

Speed / Duplex - The Ethemetinterface isenabled and connected. This field displays the
portspeed and duplex setting (Full or Half).

vD

This field displays the VIAN ID to whic h the interface belongs.

IP Addv/ Netma sk

This field displaysthe curmrentIPaddress and subnet mask assigned to the interface. If the IP
addressis 0.0.0.0, the nterface isdisabled ordid notreceive anIPaddressand subnet mask
via DHCP.

IP Assignment

This field displays how the interface getsitsIPaddress.
Static - Thisinterface hasa static IPaddress.

DHCP Client - Thisinterface getsitsIPaddress from a DHCP server.

Action

I the interfface hasa static IPaddress, this showsn/a.

¥ the intefface hasa dynamic IPaddress, use thisfield to getorto update the Paddressfor
the interfface. Click Renew to send a new DHCPrequestto a DHCP server.
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Table 19 Dashboard (continued)

TABEL DESCRIPIION
WIAN Interface This displays sta tus information forthe WIAN interface.
Sta tus Summary
Sta tus This displays whetherornot the WIAN interface isactivated.
MAC Address This displays the MAC addressofthe radio.
Radio This indic ate s the radio numberon the ZyxelDevice.
Band This indic ate s the WiFifrequency band cumently being used by the radio.
This shows - when the radio isin monitormode.
OP Mode This indic ates the radio’soperating mode. Operating modesare AP (MBSSID), MON
(monitor), Root APorRepeater.
Channel This indic ates the channelnumberthe radio is using.
Antenna This indic ate s the antenna orentation forthe radio (Wallor Ceiling).
Thisfield isnotavailable if the ZyxelDevice doesnotallow you to adjust antenna orientation
forthe ZyxelDevice’sradio(s) using the web configuratorora physic al switc h. Referto
Section 1.2 on page 14 to see if yourZyxelDevice hasan antenna switc h.
Sta tio n This displays the numberof WiFiclients connected to the ZyxelDevice.
AP Information This shows a summary ofconnected wirele ss Ac c e ss Points (APs).
AllSensed Device Thissectionsdisplaysa summary ofallwirelessdevicesdetected by the network. Clic k the
link to go to the Monitor> Wireless > Detected Device screen.
Un-Classified AP | This displays the numberofdetected unclassified APs.
Rogue AP This displays the numberofdetected rogue APs.
Friendly AP This displays the numberofdetected friendly APs.

6.1.1 CPUUsage

Use thisscreento lookata chartofthe ZyxelDevice’srecent CPUusage. T accessthisscreen, click
CPUUsage in the dashboard.

Figure 32 Dashboard > CPUUsage
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The following table descrbesthe labelsin thisscreen.

Table 20 Dashboard > CPUUsage

TABEL DESCRIPTION
% The y-axis represents the percentage of CPUusage.
time The x-axis showsthe time period overwhich the CPUusage occuned.

Re fre sh Interval Enterhow often you want thiswindow to be automatically updated.

Re fre sh Now Clic k this to update the nformation in the window right away.

6.1.2 Memory Usage

Use thisscreento lookata chartofthe ZyxelDevice’srecent memory (RAM) usage. To accessthis
screen, click Memory Usage in the dashboard.

Figure 33 Dashboard > Memory Usage
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The following table descrbesthe labelsin thisscreen.

Table 21 Dashboard > Memory Usage

TABEL DESCRIPIION
% The y-axisrepresents the percentage of RAM usage.
time The x-axis showsthe time period overwhich the RAM usage occured

Re fre sh Interval Enterhow often you want thiswindow to be automatically updated.

Re fre sh Now Clic k this to update the nformation in the window right away.
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Se tup Wizard

7.1 Accessing the Wizard

When youlog into the Web Configuratorforthe fist time orwhen you reset the ZyxelDevice to its
default configuration, the wizard screen displays.

Note: Fyou have already configured the wizard screensand wantto openitagain, clic k the
Wizard icon on the upperright comerofany Web Configuratorscreen.

7.2 Using the Wizaxd

This wizard helpsyou c onfigure the ZyxelDevice IPaddress, change time zone, daylight saving and
radio settings, and edit an SSID profile to change general WiFi and WiHi se ¢ urity se tting s.

7.2.1 Step 1 Time Settings

Use thisscreen to configure the ZyxelDevice’scountry code, time zone and daylight saving time.
* Country: Selectthe country where the ZyxelDevice islocated.

Note: The Country field isnotavaiable and you cannotchange the country code if the Zyxel
Device productscomply with the U.S. laws, policiesand regulationsand are to be sold
to the U.S. market.

Note: Due to each country’sregulationson frequency band usage, the available radio
bands (2.4 GHz, 5 GHz, and 6 GHz) may differby the Country field you select here, or
marke ts the ZyxelDevice productsare sold to.

* Time Zone: Selectthe time zone of yourlocation. This will set the time difference between yourtime
zone and Greenwich Mean Time (GMD.

* Enable Daylight Saving: Selectthe option if you use Daylight Saving Time. Configure the day and time
when Daylight Saving Time starts and ends.

e Offsetallowsyou to specify how much the clockchangeswhen daylight saving beginsand ends.
Entera numberfrom 1to 5.5 (by 0.5 inc re me nts).

Click Nextto proceed. Click Cancelto close the wizard witho ut saving.
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Figure 34 Wizard: Time Settings
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Figure 35 Wizard: Time Settings (with Country option)
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7.2.2 Step 2 Password and Uplink Connection

Use thisscreen to configure the ZyxelDevice’ssystem password and IPaddress.
Change Password: Entera new password and retype it to ¢ onfirm.

Uplink Connection: Select Auto (DHCP) if the ZyxelDevice isconnected to a routerwith the DHCP server
enabled. You then need to checkthe routerforthe IPaddress assigned to the ZyxelDevice in orderto
accessthe ZyxelDevice’s Web Configuratoragain.

Otherwise, select Static IPwhen the ZyxelDevice is NOTconnected to a routeroryou wantto assignita
fixed IPaddress. You wilneed to manually enter:

¢ the ZyxelDevice’sIPaddress and subnet mask.
* the IPaddressofthe muterthathelpsforward traffic.

* a DNSserversIPaddress. The Domain Name System (DNS) mapsa domain name to an IPaddress
and vice versa. The DNSserverisextremely importantbecause without it, you must know the IP
addressofa computerbefore youcan accessit.
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Click Prev to retum to the previousscreen. Click Nextto proceed. Click Cancelto close the wizard
witho ut saving.

Note: The numberofcharactersshownisnotan actualrepresentation of yourcurment
password. Fyou click Next without changing password in the New Password and
Confirm Passwond fields, yourcument password wilnotbe changed.

Figure 36 Wizard: Change Password and Uplink Connection
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7.2.3 Step 3 SSID

Use thisscreen to enable, disable oredit an SSID profile.

Selectan SSID profile and click the Status switch to tum iton oroff. b change an SSID profie’s se ttings,
such asthe SSID (WiFinetworkname) and WiFipassword, double-c lick the SSID profile e ntry from the list.
See Section 7.2.3.1 on page 68 formore informa tion.

Note: Youcannotadd orremove an SSID profile afterrunning the setup wizard.

Figure 37 Wizard: SSID
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7.2.3.1 Edit SSID Profile

Use thisscreen to configure an SSID profile.
The screen variesdepending on the security type you selected.

* SSID: Entera descriptive name ofup to 32 printable characters forthe wirele ss TAN.

* Status: SelectActive to apply this SSID profile on allthe radios. Select Inactive to create the SSID pro file
without applying this SSID on any radio.

e VIAN ID: Entera VIAN ID forthe ZyxelDevice to use to tag traffic originating from this SSID.

* Band Mode: Selectthe WiFiband whic h this profile should use. 2.4 GHz is the frequency used by IEEE
802.11b/g/n WiH c lients. 5 GHz is the frequency used by IEEE802.11ac/a/n Wik ¢ lients. 6 GHz is the
frequency used by IEEE 802.11ax Wik c lie nts.

* Security Type: Select WPA2 or WPA3 to add sec urity on this WiFinetwork. Otherwise, select OPEN or
Enhanced-Open to allow any WiFic lient to associate this ne twork witho ut a uthe ntic a tion.

* Personal Fyou setSecurity Type to WPA2 orWPA3 and selectPersonal entera pre-shared key of
between 8 and 63 case-sensitive ASClIcharacters(including spacesand symbols) or64 hexadecimal
characters.

* Enterprse: Selectthisoption and the Pimary / Secondary RADIUS Servercheckbox to have the Zyxel
Device use the specified RADIUSserver. You have to enterthe IPaddress, port numberand shared
secretpassword ofthe RADIUSserverto be used forauthentic ation.

Note: See Section 1.2 on page 14 formodelsthat supportthe 6 GHzband.
ClickOKto proceed. ClickCancelto close the screen without saving.

Figure 38 Wizard: SSID: Edit (WPA3-Personal)
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Figure 39

Wizard: SSID: Ed it (WPA3-Ente rprise )
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7.2.4 Step 4 Radio

Use thisscreen to configure the ZyxelDevice’sradio transmitte 1(s).

you are in.

otherAPs.

Note: Reducing the output poweralso reducesthe ZyxelDevice’seffective broadcast radius.
Note: See Section 1.2 on page 14 formodelsthat supportthe 6 GHzband.

Click Prev to retum to the previousscreen. Click Nextto proceed. Click Cancelto close the wizard

witho ut saving.

Band: Selectthe radio band you want to use on thisradio. The radio band isunconfigurable if the
ZyxelDevice doesnotsupport BandFex (band selectiononeachradio). See Section 1.20on page 14.

Channel Selection: Select Auto to have the ZyxelDevice automatically choose a radio channelthat
hasleastinterference. Otherwise, select Manualand specify a channelthe ZyxelDevice willuse in the
2.4 GHz or5 GHz wire le ss TAN. The optionsvary depending on the frequency band and the country

Maximum Output Power Enterthe maximum output powerofthe ZyxelDevice. Fthere isa high
density of APsin an area,decrease the output powerofthe ZyxelDevice to reduce interfference with
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Figure 40 Wizard: Radio
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¥ the Country you selectin Step 1 doesnotsupport 6 GHz, the 6G option wilgray out, ora waming
message wildisplay when you select 6G. Click OKto retum to the previouspage.

Figure 41 Wizard: Ihvalid Band Waming Message
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7.2.5 Summary

Use thisscreen to checkwhetherwhatyou have configured iscomect. Click Save to apply yoursettings
and complete the wizard setup. Otherwise, clic k Prev to retum to the previousscreen orclick Cancelto
close the wizard witho ut saving.
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Figure 42 Wizard: Summary
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C HAPTER 8
Monitor

8.1 Overview

Use the Monitorscreens to ¢ heck status and sta tistic s info rma tio n.

8.1.1 WhatYou Can Do in this Chapter

The Network Status screen (Section 8.3 onpage 73) displaysgeneralIAN interface information and
packet sta tistic s.

The APInformation > Radio Listscreen (Section 8.4 on page 75) displays statistic s about the WiFiradio
transmitte rs in the ZyxelDevice.

The Station Info screen (Section 8.5 on page 79) displays statistic s pertaining to the associated
sta tio ns.

The WDS Link Info screen (Section 8.6 on page 80) displays statistic s about the ZyxelDevice’s WDS
(Wire le ss Distrib utio n Syste m) ¢ o nne c tio ns.

The Detected Device screen (Section 8.7 on page 81) displaysinformation about suspected rogue
APs.

The View Log screen (Section 8.8 on page 84) displaysthe ZyxelDevice’scumentlog messages. You
can change the way the log isdisplayed, you can e-mailthe log, and youcan also clearthe log in
thisscreen.

8.2 WhatYou Need to Know

The following termsand conceptsmay help asyouread through the chapter.

Rogue AP

Rogue APsare wirelessaccesspointsoperating in a networkscoverage area thatare not underthe

controlofthe networksadministrators, and canopen up holesin a network’s sec urity. See Chapter14
onpage 160 fordetails.

Friendly AP

FHendly APsare otherwirelessaccesspointsthatare detected in yournetwork,aswellasany othersthat

youknow are nota threat(those from neighboring networks, forexample). See Chapterl4onpage 160
fordetails.
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8.3 Network Status

Use thisscreen to bokatgeneral Ethemetinterface mformation and packet statistics.  access this
screen, c lic k Monitor> Ne twork Sta tus.

Figure 43 Mo nitor> Ne two rk Sta tus
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The following table descrbesthe labelsin this screen.

Table 22 Monitor> Ne two rk Sta tus

IABEL DESCRIPIION

Interface Summary
IPv6 Interface Summary

Use the Interface Summary section forIPv4 network se ttings. Use the IPv6 Interface Summary sec tion forIPv6
network settingsif you connect yourZyxelDevice to an IPv6 network Both sectionshave similarfieldsasdescrbed

below.

Name This field displays the name ofthe physicalEthemetport on the ZyxelDevice.

Sta tus This field displays the cunment statusofeach physicalport on the ZyxelDevice.
Down - The portisnotconnected.
Speed / Duplex - The portisconnected. This field displaysthe port speed and duplex setting
(Fullor Half).

VvDD This field displays the VIAN ID to which the portbelongs.

P Addy This field displays the cunmrent IPaddress (and subnet mask) ofthe interface. Fthe IPaddressis

II\EI’eAEIélc?nsekss OéOt.0.0 (in the IPv4 netwo k) or:: (in the IPv6 netwo 1k), the interface doesnothave anIPaddress
yet.

IP Assignment | This field displays how the interfface getsits IPv4 address.
Static - Thisinterface hasa static IPv4 address.

DHCP Client - Thisinterface getsits IPv4 address from a DHCP server.

Action Use thisfield to getorto update the IPaddress forthe interfface. Click Renew to send a new
DHCPrequestto a DHCP server. K the interface cannotuse one ofthese waysto getorto
update its IP address, this field displaysn/a.

Po 1t Statistics Table
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Table 22 Monitor> Netwo rk Status (c ontinued)

TABEL DESCRIPIION
PollInterval Enterhow often you want this window to be updated automatically, and click Set Interval
Set Interval Clic k this to set the Poll Interval the screen uses.
Sto p Clic k this to stop the window from updating automatically. Youcan startitagain by setting the
Poll Interval and clicking Set Interval
Switc hto Graphic | Clickthisto display the port statistics asa lne graph.
View
Name This field displays the name ofthe interface.
Sta tus This field displays the cument status ofthe physicalport.
Down - The physicalportisnotconnected.
Speed / Duplex - The physicalportisconnected. This field displaysthe port speed and duplex
se tting (Full o r Half).
TkPkts This field displaysthe numberofpacketstransmitted from the ZyxelDevice on the physicalport
since it waslastconnected.
RxPkts This field displays the numberofpacketsreceived by the ZyxelDevice on the physicalport
since it waslastconnected.
Tk Bcast This field displays the numberofbroadcast packetstransmitted from the ZyxelDevice on the
physicalportsince it waslastconnected.
Rx Bc ast This field displays the numberofbradcastpacketsreceived by the ZyxelDevice on the
physicalportsince it waslastconnected.
Co llisio ns This field displays the numberofcollisionson the physicalportsince it waslastconnected.
i'e This field displays the transmission speed, in bytespersecond, on the physicalportin the one-
second intervalbefore the screen updated.
Rx This field displaysthe reception speed, in bytespersecond, on the physicalportin the one-
second intervalbefore the screen updated.
Up Tme This field displays how long the physicalporthasbeen connected.
Syste m Up This field displays how long the ZyxelDevice hasbeen running since itlastrestarted orwas
Tme tumed on.

8.3.1 Port Statistics Graph

Use the portstatisticsgraphto lookata line graph ofpacket statistic s forthe Ethemetport. T view, click
Monitor> Ne twork Status and then the Switch to Graphic View button.
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Figure 44 Monitor> Network Status > Switch to Graphic View
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The following table descrbesthe labelsin thisscreen.

Table 23 Monitor> Netwo rk Status > Switc h to Graphic View

TABEL DESCRIPIION

General Settings

Re fre sh Inte rval Enterhow often you want thiswindow to be automatically updated.

Re fre sh Now Clic k this to update the nformation in the window right away.

Port Usage

Port Selection Selectthe Ethemet port forwhich you want to view the packet sta tistic s.

Switc h to Grid Click this to display the portstatisticsasa table.

View

Kbps/Mbps The y-axis re presents the speed of transmission orreception.

Tme The x-axis showsthe time period overwhic h the transmission orreception occumed.

X This line re pre se nts tra ffic transmitted from the ZyxelDevice on the physicalportsince it waslast
connected.

RX This line re pre sents the traffic received by the ZyxelDevice on the physicalportsince it waslast
connected.

Iast Update This field displays the date and time the information in the window waslastupdated.

8.4 Radio IList

Use thisscreen to view statistic s forthe ZyxelDevice’s WiFiradio transmitters.  accessthisscreen, click
Monitor> Wireless > AP Information > Radio List.
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Figure 45 Monitor> Wireless > AP Information > Radio List (forZyxelDevice that supports WDS)
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Figure 46 Monitor> Wirele ss > AP nformation > Radio List (forZyxelDevice thatdoesnotsupport WDS)
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The following table descrbesthe labelsin thisscreen.

Table 24 Monitor> Wireless > AP Information > Radio List

TABEL DESCRIPIION

More Information | Clickthisto view additionalinformation about the selected radio’s wirele ss tra ffic and station
count. hformation spansa 24 hourperod.

Sta tus This displays whetherornot the radio isenabled.

Ioading Thisindicates the AP’sload balance status (Undedoad orOvedoad) whenload balancing is
enabled on the ZyxelDevice. Otherwise, it shows - when load balancing isdisabled orthe
radio isin monitormode.

MAC Address This displays the MAC addressofthe radio.

Radio This indic ate s the radio numberon the ZyxelDevice to which itbelongs.

OP Mode Thisindic ates the radio’soperating mode. Operating modesare AP (MBSSID), MONIIOR, Root
APorRepeater.

AP/WDS Pro file Thisindic ates the AP profile name and WDSprofile name to which the radio belongs.

This field isavaiable only on the Zyxel Device that supports WDS.

Pro file This indic ate s the AP profile name to which the radio belongs.

This field isavaiable only on the ZyxelDevice thatdoesnotsupport WDS.

Frequency Band | Thisindicatesthe wireless frequency band cumently being used by the radio.

This shows - when the radio isin monitormode.

Channel This indic ate s the radio’s channelID.

Transmit Power This displays the output powerofthe radio.

Sta tio n This displays the numberof WiFicientsconnected to thisradio on the ZyxelDevice.

NWA/WAC/WAX Serie s User's Guide

76



Chapter8 Monitor

Table 24 Monitor> Wireless > AP Information > Radio List (continued)

TABEL DESCRIPIION

Uplbad This displays the totalnumberofpacketsreceived by the radio.

Download This displays the totalnumberofpackets transmitted by the radio.

Channel This indic ate s how muc h IEEE 802.11 traffic the radio can receive on the channel kdisplays
Utiliza tio n whatpercentage ofthe radio’schanneliscumently being used.

8.4.1 APMode Radio Information

Thisscreen allowsyou to view a selected radio’s SSID details, wire le ss tra ffic sta tistic s and station c ount
forthe preceding 24 hours.  accessthiswindow, selecta radio and click the More Information button
in the Radio List screen.
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Figure 47 Monitor> Wireless > AP Ihnformation > Radio List > More Information
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The following table descrbesthe labelsin thisscreen.

Table 25 Monitor> Wirele ss > AP Information > Radio List > More Information

IABEL DESCRIPIION

SSID Detail This list shows nformation about allthe WiFi c ients that have connected to the specified radio

overthe preceding 24 hours.

# This is the ite ms se quentialnumberin the list. E hasno bearing on the actualdata in this list.
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Table 25 Monitor> Wireless > AP Information > Radio List > More Information (c ontinued)

TABEL DESCRIPIION
SSID Name This displays an SSID associated with thisradio. There can be up to eight maximum.

BSSID This displays a BSSID associated with thisradio. The BSSID istied to the SSID.
Se ¢ urity This displays the security mode in which the SSID isoperating.
Mode
VIAN This displays the VIAN ID associated with the SSID.

Tra ffic Sta tistic s This graph displays the overall traffic nformation ofthe radio overthe preceding 24 hours.
Kbps/Mbps This y-axis re pre se nts the amountofdata moved acrssthisradio in megabytespersecond.
Tme This x-a xis re pre se nts the amountoftime overwhich the data moved acrossthisradio.

Station Count This graph displays the connected station nformation ofthe radio overthe preceding 24 hours
Sta tio ns The y-axis re pre se nts the numberofconnected stations.

Tme The x-axis showsthe time period overwhich a station wasconnected.

Iast Update This field displays the date and time the information in the window waslastupdated.

OK Clic k this to close this window.

Cancel Clic k this to close thiswindow.

8.5 Station IList

Use this screen to view statistic s pertaining to the associated stations (or“WiH c lients”). Clic k Monitor >
Wireless > Station Info to accessthisscreen.

Figure 48 Mo nitor> Wire le ss > Sta tion Info
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The following table descrbesthe labelsin thisscreen.

Table 26 Monitor> Wirele ss > Sta tion Info

TABEL DESCRIPIION

# This is the station’sindex numberin this list.

IP Address This is the station’s IP address.

Band This is the frequency band to which the station isconnected.

MAC Address This is the station’s MAC address.

Radio This is the radio numberon the ZyxelDevice to which the station isconnected.

Capability This displays the supported standard curmently being used by the station orthe standards
supported by the station.
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Table 26 Monitor> Wire le ss > Station Info (c ontinued)

IABEL DESCRIPIION

802.11 Features This displays whe the rthe station supports IEEES802.11r, IEEE 802.11k, IEEE 802.11v ornone ofthe
above (N/A).

SSID Name This indic ate s the name ofthe WiFinetwork to which the stationisconnected. A single APcan
have multiple SSIDs orne two rks.

Se ¢ urity Mode This indic ates which secure encryption methodsisbeing used by the station to connectto the
ne two k.

Signal Stre ng th This is the RSSI(Received Signal Strength Indicator) of the station’s WiFic onnec tion.

Tk Rate This is the maximum transmission rate ofthe station.

Rx Rate This is the maximum reception rate ofthe station.

Association Time This displays the time the station first associated with the ZyxelDevic e’s WiFine two rk.

Re fre sh Clic k this to re fre sh the items displayed on thispage.

8.6 WDS Link Info

Use thisscreen to view the WDS tra ffic statisticsbetween the ZyxelDevice and a mot APorrepeaters.
See Section1.3onpage 19 to know more about WDS. Clic k Monitor> Wireless > WDS Link Info to access
thisscreen.

Figure 49 Mo nito r> Wire le ss > WDS Link Info
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The following table descrbesthe labelsin thisscreen.

Table 27 Monitor> Wire le ss > WDS Link Info

IABEL DESCRIPIION

WDS Uplink Info Uplink re fers to the WDSlink from the repeatersto the mot AP.

WDS Do wnlink Downlink re fers to the WDS Iink from the oot AP to the repeaters.

Info
When the ZyxelDevice isinoot APmode and connected to a repeater, only the do wnlink
information isdisplayed.
When the ZyxelDevice isinrepeatermode and connected to a mot APdirectly orvia another
repeater, the uplink nformation is displayed.
When the ZyxelDevice isinrepeatermode and connected to a mot APand otherrepeaten(s),
both the uplink and downlink information would be displayed.

# This is the ndex numberofthe mot APorrepeaterin this List.

MAC Address This is the MAC addressofthe motAPorrepeaterto which the ZyxelDevice isconnected using
WDS.

Band This is the frequency band ofthe WiFinetwork to whic h the ZyxelDevice isconnected using
WDS.

Radio This is the radio numberon the mot APorrepeaterto which the ZyxelDevice isconnected
using WDS.

SSID Name This indic ate s the name ofthe WiFinetwork to whic h the ZyxelDevice is connected usng WDS.

Se c urity Mode Thisindicates which secure encryption methodsisbeing used by the ZyxelDevice to connect

to the mot APorrepeaterusing WDS.

Signal Stre ng th This is the RSSI(Received Signal Strength Indicator) of the wireless connection in WDS.

Tk Rate This is the maximum transmission rate ofthe mot APorrepeaterto which the ZyxelDevice is
connected using WDS.

Rx Rate This is the maximum reception rate ofthe mot APorrepeaterto which the ZyxelDevice is
connected using WDS.

Association Time This displays the time the ZyxelDevice first associated with the wire le ss ne two rk using WDS.

Re fre sh Clic k this to re fre sh the items displayed on thispage.

8.7 Detected Device

Use thisscreen to view information about sumo unding APs which you could markas Rogue orFrendly.
Click Monitor> Wireless > Detected Device to accessthisscreen. Notall Zyxel Devices support monitor
mode (see Section 1.2 on page 14). Formore mformation about Rogue APs, see Section 10.3 on page
107.

Note: Kthe ZyxelDevice supports monitormode, the radio oratleast one ofthe Zyxel
Device’sradio mustbe setto monitormode (in the Wireless > APManagementscreen)
inorderto detectotherwireless devic esin its vic inity.

Note: Fthe ZyxelDevice doesnotsupport monitormode, tum on rogue AP detec tion in the
Configuration > Wireless > Rogue APscreen to detectotherAPs.
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Figure 50 Monitor> Wireless > Detected Device (forZyxelDevice that supports Monitormode)
Delecled Davice
Delecled Device

@ Mork o3 Rogue AP @ Mok o3 Friendly AF
® | Sigl...  Device Role | MAC Adciress | SSIE Mome | Chonne 802, Sec.. | Descrip... | Last Seen

9 infrastuc... 0002:6F: 1 2:84:56  VIDEOTROM... 10 EEEE... WP... Ko Jul...
2 1 infrastuc... DOO2CRARANDC SDDI1-85642... B EEE... TKIP... Mo Jul...
3 ") infrastue... 00154801 16880 Iy _pebvote ... § IEEE... WWP... Mon Jul...
4 1 infrastuc... 001 3:49:F1:208:B8 34N 0N2... 5 EEE... WP... Kon Jul..
5 =) infrastruc. .. 0171 8:44:35:70 wooo? 10 IEEE... WF... Kon Jul...
& ") infrostuc, .. 0019080 1:44:00  wpa 10 EEE... TKIP... Mo Jul...
7 ¥ infrastruc. .. 00:25:36:A0:25:T8 418N V2 ¥ WEF Ko Jul...
B e, QOSGIGD2ARES IAGLAZEG 5 IEEE. WL Monduh.
Cl e infrastruc. .. OO AABB01: 2380  Dywal_AP & EEE... WF... Kon Jul...
i g infrastruc, .. 01 122834488 oisfibre_334... 8 KEE... TRIP... o Jul...
1 g infrastruc... 021711 6:44:35:70 o 10 IEEE.. WP... Kor Jul...
12 ") indrashec... OAAEE 123080 HT_AP] ] EEE... Mone wion Jul...
I3 ) indrastruc... O2AABB 212380 HT_APZ & IEEE... Mone Ko Jul...
i 9 infrastruc, .. OAABBA RS0 HT_APS & EEEE... Morm hon Jul...
I3 ) irndrastrac... Ou:BFaD:54ED010 VIDEOTROM... § IEEE... WP... Kon Jul...
16 @ infrastruc, .. 200 GO GO Y., 5 EEE... WP... Kaon ...
7 @ infrastruc... 10 7REFRCS:ACES Bl _S99#99.., 11 EEE... WF... Kon Jul...
I8 9 infrastnuec. . 1481820 42494 16 _Ext 11 IEEE... WP... Ko Jul...
1? ] irdrastruc,.. 14:91:8081:A4:21 KolyRBLSES.. ¢ IEEE... WP... Ko Jul...
o © infrostruc. .. 14:91:82:82:30:99  Kolly®&IR3... & EEE... WP... Mo Jul..
4 1 I Fagel |of1z B Bl Shew 20 (v Eems Duplarying 1 - 10 of 233

[LRairasn |

NWA/WAC/WAX Serie s User's Guide

82



Chapter8 Monitor

Figure 51
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The following table descrbesthe labelsin thisscreen.

Table 28 Monitor> Wireless > Detected Device

IABEL

DESCRIPIION

Discovered APs

Rogue AP

This shows how many devicesare detected asrogue APs.

Suspected rogue
AP

This shows how many devicesare detected aspossible mgue APsbased on the classification
rule(s) in Section 10.3 on page 107.

Frendly AP

This showshow many devicesare detected as friendly APs.

Un-c lassified AP

This shows how many devicesare detected, but have notbeen classified aseitherRogue or
Frendly by the ZyxelDevice.

Detect Now

Clic k this button forthe ZyxelDevice to scan for APsin the network.

Detected Device

MarkasRogue Click thisbutton to markthe selected APasa rmgue AP. Formore on managing rogue APs, see
AP the Configuration > Wireless > Rogue APscreen (Section 10.3 on page 107).

Mark as Friendly Clic k this button to mark the selected APasa friendly AP. Formore on managing friendly APs,
AP see the Configuration > Wireless > Rogue APscreen (Section 10.3 on page 107).

# This is the detected device’sindex numberin this list.

Sta tus This indic atesthe detected device’s status.

Device This indic ate s the type ofdevice detected.

Role Thisindicates the detected device’smwle (such asfriendly orrogue).

Classified by This indic ates the detected device’s classification rule.

MAC Address Thisindicatesthe detected device’s MAC address.

SSID Name This indic ates the detected device’s SSID.

NWA/WAC/WAX Serie s User's Guide

83




Chapter8 Monitor

Table 28 Monitor> Wireless > Detected Device (continued)

TABEL DESCRIPIION

Band This is the frequency band to which the station isconnected.

ChannelD Thisindicatesthe detected device’schannellD.

802.11 Mode This indic ate s the 802.11 mode (a/b/g/n/ac/ax) transmitted by the detected device.

Se ¢ urity This indic ates the encryption method (if any) used by the detected device.

Description Thisdisplaysthe detected device’sdescription. Formore on managing friendly and rogue APs,
see the Configuration > Wireless > Rogue APscreen (Section 10.3 on page 107).

Iast Seen This indic ate s the last time the device wasdetected by the ZyxelDevice.

Re fre sh Clic k this to re fre sh the items displayed on thispage.

8.8 View log

Iog messagesare stored in two separate logs,one forregularlog messagesand one fordebugging
messages. Inthe regularlog,youcanlookatallthe log messagesby selecting AllIogs,oryoucan
selecta specific categoryoflog messages(forexample, user). Youcanalso obokatthe debugging log
by selecting Debug Iog. Alldebugging messageshave the same priority.

T accessthisscreen, click Monitor> Iog. The log isdisplayed in the follo wing screen.

Note: When a log reachesthe maximum numberoflog messages, new log messages
automatically o verwrite existing log messages, starting with the olde st existing log
message fist.

Eventsthat generate analert (aswellasa log message) displayinred. Regularlogsdisplayin black.
Clicka column’sheading cellto sort the table entriesby that column’s criteria. Click the heading cell
again to reverse the sortorder.

The Web Configuratorsavesthe fitersettingsonce youclickSearch. Fyouleave the View Iog screen
and retum to it later, the last filtersettings would stillapply.
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Figure 52 Monitor>Iog > View log
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The folowing table describesthe labelsin thisscreen.

Table 29 Monitor>Iog > View log

IABEL

DESCRIPIION

Show Filter/ Hide
Filte r

Clic k this button to show orhide the filterse ttings.

The Priority, Source Address, Destination Address, Source Interface, Destination Interface,
Protocol, Keyword, and Search fieldsare only available if the fitersettings are shown.

Display Selectthe category oflog message(s) youwantto view. Youcan also view Alllogs atone
time, oryou can view the Debug Iog.
Prio rity This displays when you show the filter. Selectthe priority oflog messagesto display. The log

displays the log messages with this priority orhigher. Choicesare: any, emerg, alext, crit, enor,
wam, notice, and info, from highe st priority to lo we st prio rity. This field is re ad-o nly if the
Category is Debug Iog.

Source Address

This displays when you show the filter. ype the source IPaddressofthe incoming packetthat
generated the log message. Do notinclude the portin this fiter.

Destination
Address

This displays when you show the filter. Type the IPaddressofthe destnation ofthe incoming
packet when the log message wasgenerated. Do notinclude the portin this filter.

Source Interface

This displays when you show the filter. Selec t the source interface ofthe packetthatgenerated
the log message.

Destination

This displays when you show the filter. Select the destination interface ofthe packetthat

Interface generated the log message.

Protocol This displays when you show the filter. Selecta service protocolwhose log messagesyou would
like to see.

Keyword This displays when you show the filter. ype a keyword to look forin the Message, Source,

Destination and Note fields. Fa match is found in any field, the log message isdisplayed. You
can use up to 63 alphanumeric charactersand the underscore, aswellas punctuation marks
O, +-%=#$% @ ; the period, double quotes, and bracketsare notallowed.
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Table 29 Monitor>Iog > View log (continued)

IABEL

DESCRIPIION

Search

This displays when you show the filter. Clic k this button to update the log using the c urent filte r
se tting s.

Emaillog Now

Click thisbutton to send log messagesto the Active e-mailaddressesspecified in the Send Iog
To field on the Configuration > Iog & Report> Iog Settings screen.

Re fre sh Clic k thisto update the listoflogs.

Clearlog Click thisbutton to clearthe whole log, regardlessofwhatis cumently displayed on the screen.

# This field isa sequentialvalue, and itisnotassociated with a specific log message.

Tme This field displays the time the log message wasrecorded.

Prio rity This field displays the priority ofthe log message. t hasthe same range of values asthe Prority
field above.

Category This field displaysthe log that generated the log message. It isthe same value used in the
Display and (other) Category fields.

Message This field displaysthe reason the log message wasgenerated. The text “[count=x]”, where xisa
number, appearsatthe end ofthe Message field iflog consolidation is tumed on and multiple
entrieswere aggregated to generate into thisone.

So urc e This field displays the source IPaddress and the port numberin the eventthat generated the

log message.

Source Interface

This field displays the source interfface ofthe packetthatgenerated the log message.

Destination

This field displays the destination IPaddress and the port numberofthe eventthatgenerated
the log message.

Destination

This field displays the destination interface ofthe packetthatgenerated the log message.

Interface
Protocol This field displays the service protocolin the event that generated the log message.
No te This field displays any additionalinformation about the log message.
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C HAPTER 9
Ne twork

9.1 Overview

Thischapterdescrbeshow you can configure the management IPaddress and VIAN settingsofyour
ZyxelDevice.

The Intemet Protocol(IP) addressidentifiesa device on a network. Every networking device (inc luding
computers, servers, outers, printers, etc.) needsan IPaddressto communicate acrossthe network.
The se networking devicesare also known as ho sts.

Figure 53 P Setup

Subrel Mosk

2552552550

b

»

The figure above ilustratesone possible setup ofyourZyxelDevice. The gateway IPaddressis 192.168.1.1
and the managed IPaddressofthe ZyxelDevice is 192.168.1.2 (default), but if the ZyxelDevice is
assigned anIPaddressby a DHCP server, the default (192.168.1.2) wilnotbe used. The gateway and
the ZyxelDevice mustbelong in the same IPsubnetto be able to communicate with each other.

9.1.1 APControllerManagement

This disc usse s using the ZyxelDevice with an AP Controller. AP Controllers, such asthe ZyWAILA'TP,
ZyWAILVPN, USG HEX, and NXC, use Control And Provisioning o f Wire le ss Ac c e ss Points (CAPWAP) to
push fimware and/orconfigurationsto the APsthatthey manage.

The following figure illustrates a wirelessnetworkmanaged by an AC. You (U) configure the AC (C),
whic h then automatically updatesthe configurationsofthe managed APs (M1 ~ M4).
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Figure 54 AC managed Network Example
DHCP

Note: The ZyxelDevice can be a standalone device orbe managed by an AC.

AC Discovery and Management

The linkbetween AC Discovery-enabled accesspointsproceedsasfollows:

An ZyxelDevice with AC Discovery enabled joinsa wired network (receivesa dynamic IP address).
The ZyxelDevice sendsouta discovery request, looking foran AC.

Ithere isan AC on the network,itreceivesthe discovery request. fthe AC, forexample, a ZyWAILA'TP,
isin Manualmode,itaddsthe details ofthe ZyxelDevice to its Unmanaged Access Points list, and you
decide which available APsto manage. Fthe AC isin Always Acceptmode, itautomatically adds the
ZyxelDevice to its Managed Access Points list and providesthe managed Zyxel Device with default
configuration information, aswellas securely transmitting the DILSpre-shared key. The managed Zyxel
Device isready forasso ciation with WiFi c lie nts.

Managed AP Finds the Controller

A managed ZyxelDevice can find the controllerin one ofthe following ways:

e Manually specify the controllersIPaddressin the Web Configurators AC Discovery screen.

* Getthe controllersIPaddressfrom a DHCP serverwith the controllersIPaddress configured as
option 138.

* Getthe controllersIPaddress from a DNSserver SRV (Service) record.

* Broadcasting to discoverthe controller within the broadcastdomain.
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Note: The AC needsto have a static IPaddress. Fitisa DHCP client, set the DHCP serverto
reserve an IPaddressforthe AC.

AC management and IP Subnets
By default, CAPWAP worksonly between ZyxelDevices with IPaddresses in the same subnet.

However, you can configure the ZyxelDevice and the AC to use CAPWAP with IP addresse s in diffe rent
subnets by doing the following.

* Activate DHCP. Yournetwork's DHCP servermust support option 138 defined in RFC 5415.
¢ Configure DHCPoption 138 with the IPaddressofthe AC on yournetwo k.

DHCPOption 138 allowsthe managementrequest (from the ZyxelDevice) to reach the AC in a different
subnet, as shown in the following figure.

Figure 55 CAPWAP and DHCP Option 138
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Notes on AC Management
This se c tion lists some additionalfeaturesof Zyxel simplementation ofthe CAPWAP protocol
* When the AC usesitsintemal Remote Authentication Dialln User Service (RADIUS) server, managed

ZyxelDevices also use the AC’s authentication serverto authentic ate WiH c lie nts.

e Fan ZyxelDevice’slink to the ACisbroken, the ZyxelDevice continues to use the WiFi se tting s with
which it waslast provided.

9.1.2 WhatYou Can Do in this Chapter

* The IPSetting screen (Section 9.2 on page 90) configuresthe ZyxelDevice’sIAN IP address.
e The VIAN screen (Section 9.3 on page 91) configures the ZyxelDevic e’s VIAN se tting s.

* The Storm Controlscreen (Section 9.4 on page 96) tumson oroffthe traffic storm controlfeature on
the ZyxelDevice.

* The AC Discovery screen (Section 9.5 on page 96) configures the ZyxelDevice’s AP Controller (AC)
se tting s.
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* The NCC Discovery screen (Section 9.6 on page 98) configuresthe ZyxelDevice’s Nebula Control

Center(NCC) disc o very se ttings.

9.2 IP Se tting

Use thisscreen to configure the IPaddressforyourZyxelDevice. Tb accessthisscreen, click
Configuration > Network > IP Se tting .

Figure 56 Configuration > Network > IP Se tting
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Each field isdescrbed in the following table.

Table 30 Configuration > Network > IP Se tting

TABEL DESCRIPTION
IP Address Assignment

Get ) Select this to make the interface a DHCP client and automatically getthe IPaddress,

Automatic ally subnet mask, and gateway addressfrom a DHCP serwer.

Use Fixed IP Selectthisif you want to specify the IPaddress, subnet mask, and gateway manually.

Address

P Address Enterthe IPaddress forthisinterface.

Sub ne t Ma sk Enterthe subnet mask ofthisinterface in dotdecimalnotation. The subnet maskindicates
whatpartofthe IPaddressisthe same forallcomputersin the network.

Gateway Enterthe IPaddressofthe gateway. The ZyxelDevice sendspacketsto the gateway when
itdoesnotknow how to oute the packet to its destination. The gateway should be on the
same network asthe interface.

DNS SerwerlIP Enterthe IPaddressofthe DNSserwer.

Address

IPv6 Address Assignment
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Table 30 Configuration > Network > IP Se tting (c ontinued)

TABEL DESCRIPIION

Enable Stateless | Selectthisto enable IPv6 statele ss auto-c onfiguration on the ZyxelDevice. The ZyxelDevice

Address A‘}to' wilgenerate an IPv6 addressitself from a prefixobtained from an IPv6 routerin the netwo rk.

configuration

(SLAAC)

Link-Iocal This displays the IPv6 link-localaddress and the network prefix that the ZyxelDevic e

Address generatesitself forthe JAN interface.

IPv6 Address/ Enterthe IPv6 address and the prefixlength forthe IAN interface if you want to use a static

Prefix Iength IPaddress. Thisfield isoptional
The prefix length indicates what the left-most part ofthe IPaddressisthe same foral
computersin the netwo ik, thatis, the networkaddress.

Gateway Enterthe IPv6 addressofthe default outgoing gateway using colon (:) hexadecimal
no tation.

Me tric Enterthe prorty ofthe gateway (if any) on the JAN interface. The ZyxelDevice decides
which gateway to use based on this priority. The lo werthe number, the higherthe priority.
two ormore gatewayshave the same priority, the Zyxel Device uses the one that was
configured fist. Enterzero to set the metrc to 1024 forIPv6.

DHCPv6 Client Selectthisoption to setthe ZyxelDevice to actasa DHCPv6 c lient.

DUD This field displaysthe DHC P Unique IDe ntifie r (DUID) o f the ZyxelDe vic e, whic h is unique and
use d foridentific ation purposes when the ZyxelDevice is exc hanging DHCPv6 messages
with others. See Appendix Bon page 277 formore information.

Request Address Selectthisoption to getan IPv6 address from the DHCPv6 server.

DHCPv6 Request Selectthisoption to determine whatadditionalinformation to get from the DHCPv6 server.

Options

DNS Serwver Selectthisoption to obtain the IPaddress ofthe DNSserver.

NP Server Selectthisoption to obtain the IPaddress ofthe NIP server.

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Reset Click Resetto retum the screen to its last-saved settings.

9.3 VIAN

This se c tion disc usse s how to c onfigure the ZyxelDevice’s VIAN se tting s.

No te : Mis-c onfiguring the management VIAN settingsin yourZyxelDevice can make it
maccessble. Fthishappens, you wilhave to reset the Zyxel Device.
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Figure 57 Management VIAN Setup
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In the figure above, to accessand manage the ZyxelDevice from computerA, the ZyxelDevice and
switch Bsportsto which computerA and the ZyxelDevice are connected should be in the same VIAN.

A VirtuallocalArea Network (VIAN) allows a physicalnetworkto be partitioned into multiple logical
networks. Deviceson a logicalnetworkbelong to one group. A device can belong to more than one
group. With VIAN, a device cannotdirectly talkto orhearfrom devicesthatare notin the same
group(s); the traffic must first go through a router.

VIAN also ncreasesnetwork performance by limitng broadcaststo a smallerand more manageable
logicalbmadcastdomain. In traditionalswitched envinnments, allbroadcast packetsgo to each and
every individualport. With VIAN, allbroadcastsare confined to a specific bnadcastdomain.

Wirele ss Bridge VIAN ID

Wirelessbridge VIAN allows you to have clientsin different WiFinetworksappearto be in the same
virtualne two rk using VIAN IDs. VIAN IDs are sent acrossthe wireless bridge so that only ¢ lie nts with the
same VIANID receive thatnetwork traffic. See Section 1.3 on page 19 formore information on the
wirelessbridge.

In the figure below, a client (C2) in the branch office wantsto connectto the mai office (Y). The
branch office client (C2) can connectto the main office network using the VIAN ID 10. Howe ver, the
branch office client (C2) cannotconnectto the to the main office network using the VIAN ID 20
because that VIANID doesnotexist in the main office network. To bridge the branch office network
and the main office network, the VIAN IDs you set on the ZyxelDevice (X) should be the same as the
VIAN Dsyou set on the mot AP (Y).
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Figure 58 Wireless Bridge VIAN ID Example
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IEFE802.1Q Tag

The IEEE802.1Q standard definesan explicit VIAN tag in the MAC headerto identify the VIAN
membership ofa frame acrossbridges. A VIAN tag includes the 12-bit VIAN ID and 3-bit use r prio rity.
The VIANID associatesa frame with a specific VIAN and provide s the information thatdevicesneed to
processthe frame acrossthe network

Use thisscreen to configure the VIAN settings foryourZyxelDevice. T accessthisscreen, click
Configuration > Network > VIAN.
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Figure 59 Configuration > Network > VIAN (forZyxelDe vic e with multiple Ethe met ports)
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Figure 60 Configuration > Network > VIAN (forZyxel Device with one Ethemet port)
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Each field isdescrbed in the following table.

Table 31 Configuration > Network > VIAN
TABEL DESCRIPIION
VIAN Se tting s

Management Entera VIAN DD forthe ZyxelDevice. The range is 1-4094.
VIAN D

As Native VIAN Selectthisoption to treatthis VIANID asa VIAN created on the ZyxelDevice and notone
assigned to it from outside the netwo rk.

IAN Se tting
Po 1t Se tting
Edit Double-clickanentryorselectitand clickEditto open a screen where you can modify the
entry’s settings. n some tablesyoucanjustclicka table entry and edit it dire c tly in the
table. Forthose typesoftablessmallred tianglesdisplay fortable entries with changesthat
you have notyetapplied.
Activate/ D tum on an entry, selectitand clickActivate.  tum off an entry, selectitand click
Ihactivate Inactivate.
# This is the mdex numberofthe port.
Sta tus This field indic ates whetherthe portisenabled (a yellow bulb) ornot(a gray bub).
Port This field displays the name ofthe port.
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Table 31 Configuration > Network > VIAN (c ontinued)

TABEL DESCRIPIION
PVDD This field displaysthe PVIDofa port.
Youcan click Editto setthe PVID in the Edit Port screen.
This only govems the incoming untagged packets. The ZyxelDevice willtag packets
received on the port with the specified PVID. The packets wilthen be sent to the VLIANs
they belong to accordingly.
VIAN Configuration

Add Clickthisto create a new entry. Forfeatures where the entry’s position in the numbered list is
important (features where the ZyxelDevice appliesthe table’s entriesin orderlike the SSID
forexample),youcanselectanentry and click Add to create a new entry afterthe
selected entry.

Edit Double-clickanentryorselectitand click Editto open a screen where you ¢can modify the
entry’s settings. In some tablesyoucanjustclicka table entry and edit it dire c tly in the
table. Forthose typesoftablessmallred trianglesdisplay fortable entries with changesthat
you have notyetappled.

Remove D remove an entry, selectitand click Remove. The ZyxelDevice c onfims you want to
remove itbefore doing so.

Activate/ D tum on an entry, selectitand click Activate. T tum off an entry, selectitand click

hactivate Inactivate.

# This is the index numberofthe VIAN ID.

Sta tus This field indic ates whetherthe VIANisenabled (a yelow bulb) ornot(a gray bulbb).

Name This field displays the name ofeach VIAN.

vD This field displays the VIAN ID.

Note: The VIANID you set here wilbe added asan entry in the Wireless Bridge
VIAN Settings table.
Member This field displays the VIAN membe rship to which the portbelongs.

Thisalso displaysifoutgoing packetsfrom the portare tagged ornot. (D meansthe packets
going out from the portare tagged. (U) meansthe packetsgoing out from the portare
untagged.

No te: For WAX620D-6E, WAX640S-6E, and NWA220AX-6E, the Tk-tagging settings
are unconfigurable. The Tx-tagging settings wilbe synced with the PVID
se tting s in the Port Settings table. fthe VID is the same asthe PVID seton
the port, the outgoing traffic wilbe untagged, the memberport willdisplay
(U). Otherwise, the outgoing packetswillbe tagged with the VID, the
memberpont wildisplay (D.

Wireless Bridge Vlan Setting

Thissection appearsif yourZyxelDevice supports wirelessbridge. See the feature comparison table in Section 1.2

onpage 14.
Add Click thisto add an entry in the table.
Remove Selectan entry and clic k thisto remove the selected entry.
# This field isa sequentialvalue. Eisnotassociated with any VIAN ID.
Wire le ss Brid g e Entera VIANID forthe wirelessbridge. Duplicate VIAN IDsare notallowed.

Vlan ID (1-4094)

The VIAN Dsyou seton yourroot AP should be the same asthe VIANIDsyou set here. See
Section 1.3 on page 19 formore information on wirelessbridge.

Note: The VIANID you set here wilbe added asan entry in the VIAN
Configuration table.
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Table 31 Configuration > Network > VIAN (c ontinued)

TABEL DESCRIPTION
Apply Click Apply to save yourchangesbackto the ZyxelDevice.
Reset Click Resetto retum the screen to its last-saved settings.

9.4 Storm Contiol

Tra ffic storm c ontrollimits the numberofbmwadcastand/ormulticast packetsthe ZyxelDevice receives
on the ports. When the maximum numberofallowable broadcastand/ormulticast packetsisreached,
the subsequentpacketsare discarded. Enable thisfeature to reduce broadcast and/ormultic ast
packetsin yournetwo rk.

Note: The maximum traffic rate canbe changed using the ClI(see the CILIReference Guide).
T accessthisscreen, click Configuration > Network > Storm Control

Figure 61 Configuration > Network > Storm Control
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Each field isdescrbed in the following table.

Table 32 Configuration > Network > Storm Control

TABEL DESCRIPTION
Broadcast Storm Selectthe checkboxto enable broadcast storm controlon the ZyxelDevice. Enabling this
Control wildrop ingressbroadcast traffic in the physical Ethemetportifitexceedsthe maximum

traffic rate.

Multic a st Sto rm

Selectthe checkboxto enable multic ast storm controlon the ZyxelDevice. Enabling this will

Control drop ingress multic ast traffic in the physical Ethemetportifitexceedsthe maximum tra ffic
rate.

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Reset Click Resetto retum the screen to its last-saved settings.

9.5 AC (AP Contrioller) Discovery

This se ¢ tion disc usse s how to c onfigure the ZyxelDevice’s AC Disc o very settings. You can have the Zyxel
Device managed by an AC on yournetwork. When you do this, the ZyxelDevice can be configured
ONLY by the AC. See Section9.1.1 on page 87 formore mnformation on AC management.
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Note:The AC Discovery settingsare notavailable in allZyxelDevices. See Section 1.2onpage
14 formore informa tion.

Kyou want to retum the ZyxelDevice to function in standalone mode, youcan do one ofthe two

following o ptions:

* Pressthe Resetbutton.

* Checkthe AC forthe ZyxelDevice’sIPaddressand use FIP to upload the default c o nfiguration file to
the ZyxelDevice. Youcan getthe configuration file atconf/system-default.conf. You mustrebootthe
ZyxelDevice afteruploading the configuration file.

™ accessthe ControllerDiscoverscreen, click Configuration > Network > AC Discovery.

Figure 62 Configuration > Network > AC Discovery
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Each field isdescrbed in the following table.

Table 33 Configuration > Network> AC Discovery

IABEL

DESCRIPIION

Disc overy Se tting

Auto Selectthisoption to use DHCPoption 138/ DNSSRV record/Broadcastto getthe AC’sIP
address. fthe ZyxelDevice and a Zyxel AC, such asa ZyWAILA'TP, are in the same
subnet, it wilbe managed by the controllerautomatic ally.

Manual Selectthisoption and enterthe IPaddressofthe AC manually. Thisisnecessary when

the AP Controllerisnotin the same subnetand you wantitto manage the Zyxel
Device.

Primary / Secondary
Static AC IP

Specify the primary and secondary IPaddressofthe AC to which the ZyxelDevice
connec ts.

Disable

Select thisto manage the ZyxelDevice using itsown Web Configurator, neither
managing norbeing managed by otherdevices. Please note if an AP Controlleris in
the same subnet, you willneed to click Disable if you do not want the ZyxelDevice to
be managed.

Apply

Click Apply to save the information entered in this screen.

Fyouselect Auto orManual, the AC uploadsthe fimware package formanaged AP
mode to the ZyxelDevice and youcannotlog in asthe web configuratorisdisabled;
you must manage the ZyxelDevice through the AC on yournetwork.

Reset

Click Resetto retum the screen to itslast-saved settings.
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9.6 NCC Discovery

Youcan manage the ZyxelDevice through the ZyxelNebula Control Center(NCC). Use this screen to
configure the proxy serversettings if the ZyxelDevice isbehind a proxy server.

T accessthisscreen, click Configuration > Network > NCC Discovery.

Figure 63 Configuration > Network > NCC Discovery
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Each field isdescrbed in the following table.

Table 34 Configuration > Network > NCC Discovery

TABEL

DESCRIPIION

Nebula ControlCenter Sta

tus

Intemet

This field displays whetherthe ZyxelDevice can connectto the Intemet.

Nebula Connec tivity

This field displays whetherthe ZyxelDevice can connectto the ZyxelNebula Control
Center(NCC).

Nebula ControlCenterDiscovery Setting

Enable

Selectthisoption to tum on NCC discovery on the ZyxelDevice. The Zyxel Device wil try
to discoverthe NCC and go into NCC managementmode whenitisconnected to the
Intemetand hasbeen registered in the NCC.

FNCC discovery isdisabled, the ZyxelDevice wilnot discoverthe NCC and remain in
standalone operation.

Use Proxy to Access NCC

¥the ZyxelDevice isbehind a proxy server,youneed to selectthisoption and configure
the proxy serversettings so that the ZyxelDevice can accessthe NCC through the
PIrOXy server.

Proxy Server

Enterthe IPaddressofthe proxy server.

Proxy Port

Enterthe service port numberused by the proxy server.

Authentic ation

Selectthisoption if the proxy serverrequire s authentication before it grantsaccessto
the NCC.

UserName

Enteryourproxy username.

Password

Enteryourproxy password.
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Table 34 Configuration > Network > NCC Discovery

TABEL DESCRIPIION
Apply Clck Apply to save yourchangesbackto the ZyxelDevice.
Reset Click Resetto retum the screen to itslast-saved settings.
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CHAPTER 10
Wirele ss

10.1 Overview

This chapterdisc usses how to configure the WiFine two rk se tting s in your ZyxelDevice.
The following figure providesan example ofa WiFine two rk.

Figure 64 Example ofa WiFi Network
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The WiFinetworkisthe partin the blue circle. In this WiFinetwork, devices A and Bare called WiH ¢ lie nts.
The WiH c lients use the accesspoint (AP) to interact with otherdevices (such asthe printer) or with the
Intemet. YourZyxel Device isthe AP.

10.1.1 What You Can Do in this Chapter
* The APManagementscreen (Section 10.2 on page 101) alowsyou to manage the ZyxelDevice’s
general WiH se tting s.

* The Rogue APscreen (Section 10.3 onpage 107) allowsyou to assign APseitherto the rogue APlistor
the friendly AP list.

* The Inad Balancing screen (Section 10.4 on page 111) allowsyou to configure network traffic load
balancing between the APsand the ZyxelDevice.

e The DCSscreen (Section 10.5 on page 114) alowsyou to configure dynamic radio channelselec tion.
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10.1.2 WhatYou Need to Know

The following termsand conceptsmay help asyouread thischapter.

Station / WiFi Client

A station orWiFiclientis any WiFi-capable device thatcan connectto an AP using a WiFisignal

Dynamic Channel Selection (DCS)

Dynamic ChannelSelection (DCS)isa feature thatallowsan AP to automatically selectthe radio
channelwhichitbmadcasts. Formore information, see Section 10.6 on page 114.

Ioad Balancing (Wireless)

Wirelessload balancing isthe processwhere you limit the numberofconnectionsallowed on an wirele ss
accesspoint (AP) oryou limit the amount of wirele ss traffic transmitted and received on it so the AP
doesnotbecome overdoaded.

10.2 APManagement

Use thisscreen to manage the ZyxelDevice’s general Wik se tting s. Clic k Configuration > Wireless > AP
Managementto accessthisscreen.
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Figure 65 Configuration > Wireless > AP Management
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Figure 66 Configuration > Wirele ss > AP Management (for Zyxel De vic e with multiple Ethemetports-in
Repeatermode)
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Figure 67 Configuration > Wireless > AP Management > Setup Wireless Bridge Vlan ID: Wirele ss Bridge
Vlan Setting (forZyxelDevice with multiple Ethe met po1ts)

Wirslen Bkdge Yian Ssfhing
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FEach field isdescribed in the following table.

Table 35 Configuration > Wireless > AP Management

IABEL

DESCRIPIION

Radio 1 Setting

Radio 1 Activate

Selectthe checkboxto enable the ZyxelDevice’s fist (de fault) radio.

Radio 1 OP Mode

Selectthe operating mode forradio 1.

APMode meansthe radio canreceive connec tions from WiFiclients and passtheirdata
traffic through to the ZyxelDevice to be managed (orsubsequently passed on to an
upstream gateway formanaging).

MON Mode means the radio monitors the broadcastarea forother APs, then passestheir
information on to the ZyxelDevice where tcan be determined if those APsare friendly or
wgue.fa radio issetto thismode it cannotreceive connec tions from WiFi ¢ lie nts (see
Section 1.3.3 on page 23).

Root APmeansthe radio actsasan APand also supports the wirele ss ¢c o nne c tio ns with
otherAPs(inrepeatermode) to form a WDS (Wire le ss Distrib ution System) to extend its
wirele ss ne twork.

Repeatermeansthe radio can establish a wireless connec tion with other APs (in eitherroot
APorrepeatermode) to form a WDS.

Radio 1 Profile

Selectthe radio profile the radio uses.

Note: Youcanonly applya 2.4G APradio profile to radio 1. Otherwise, the first
radio wilnotbe working.

Radio 1 WDS Pro file

This field isavaiable only when the radio isin RootAPorRepeatermode.

Selectthe WDSprofile the radio usesto connectto a mot APorrepeater.
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Table 35 Configuration > Wireless > AP Management (continued)

IABEL

DESCRIPIION

Enable WDS Wire le ss
Bridging

Notallmodelssupport thisfeature. See Section 1.2 on page 14 formodelsthat support
wirelessbridge.

Fyousetthe ZyxelDevice asa oot AP, the radio that'sbridging with the Zyxel Device
should be mnrepeatermode.

Be carefulto avoid bridge loops. Forexample, if yourroot AP and the ZyxelDevice are
connected to a switch, and they’re also connected to each otherusing a WiFiconnection.
Thiswilcreate bridge loops.

This field isavaiable only when the radio isin Repeatermode. Selectthisto enable WDS
wirele ssbridging on the ZyxelDevice to establish wire le ss links with o ther APs. See Section 1.3
onpage 19 formore information on Wirele ss Distrib utio n Syste m (WDS).

Note: You mustenable the same WiFise ¢ urity se ttings on the ZyxelDevice and on
all WiH c lie nts that you want to associate with it.

Uplink Selec tion
Mode

This field isavaiable only when the radio isin Repeatermode.

Select AUTO to have the ZyxelDevice automatic ally use the settingsin the applied WDS
profile to connectto a mot APorrepeater

Select Manualto have the ZyxelDevice connectto the mot APorrepeaterwith the MAC
address specified in the Radio 1 Uplink MAC Address field.

Se tup Wirele ss Bridge
Vian D

Thisappearsif you select Enable WDS Wirele ss Bridging .

Clic k this to show the Wireless Bridge Vlan Setting pop-up window. Thislinkisavailable only
when the radio isin RootAPorRepeatermode.

Wireless Bridge Vlan Setting

Add Click thisto add an entry in the table.
Remove Selectan entry and clic k thisto remove the selected entry.
# This field isa sequentialvalue. Eisnotassociated with any VIAN ID.
Wire le ss Brid g e Entera VIANID forthe wirelessbridge. The VIAN IDsyou set on yourroot AP should be the
Vlan D same asthe VIANID you set here. See Section 1.3 on page 19 formore information on
wirelessbridge.
OK Click OKto save yourchangesbackto the ZyxelDevice.
Close Click Close to close the pop-up window without saving yourchanges.
Max Output Power Enterthe maximum output power(between 0 to 30 dBm) ofthe ZyxelDevice in this field. I

there isa high density of APsin an area, decrease the output powerofthe ZyxelDevice to
reduce interference with other APs.

Note: Reducing the output poweralso reducesthe ZyxelDevice’s effec tive
broadcastradius.

MBSSID Se tting s

Add {;.

Thisbutton isnotavailable afteryou configure the ZyxelDevice using the wizard.

Click the Add icon(n:})to opena screen where youcancreate a new entry. Forfeatures
where the entry’s position in the numbered listis impo rtant (features where the ZyxelDevic e
appliesthe table’sentriesin orderlike the SSID forexample), youcanselectan entry and
click Add to create a new entry afterthe selected entry.

Edit Click the Editicon (" " )to open a screen where you can modify the entry’s se ttings. In some
tablesyoucanjustclicka table entry and edit it directly in the table. Forthose typesof
tablessmallred trianglesdisplay fortable entries with changesthatyou have notyet
applied.

# This field shows the index numberofthe SSID

SSID Pro file This field displaysthe SSID profile thatis associated with the radio profile.
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Table 35 Configuration > Wireless > AP Management (continued)

IABEL

DESCRIPIION

Band

This field displays the frequency bandsto which the SSID profile isapplicable. I the SSID
profile isnotapplicable to the cunentradio, the SSID profile wilnotbe enabled.

You can configure the SSID profile’sapplicable frequency bands in the Edit SSID Profile
screen (click the Edit button next to the profile).

Radio 2 Setting

Formodelsthatsuppo

it triple radios, you can also find the Radio 3 setting fieldsatthe bottom ofthe screen.

Radio 2 Activate

This displays if the ZyxelDevice hasa second radio.

Selectthe checkboxto enable the ZyxelDevice’ssecond radio.

Radio 2 0P Mode

This displays if the ZyxelDevice hasa second radio. Selectthe operating mode forradio 2.

APMode meansthe radio canreceive connec tions from WiFiclients and passtheirdata
traffic through to the ZyxelDevice to be managed (orsubsequently passed on to an
upstream gateway formanaging).

MON Mode means the radio monitors the broadcastarea forother APs, then passestheir
information on to the ZyxelDevice where itcan be determined ifthose APsare friendlyor
ogue. fa radio issetto thismode it cannotreceive connec tions from WiFi ¢ lie nts (see
Section 1.3.3 on page 23).

Root APmeansthe radio actsasan APand also supports the wirele ss ¢c onne c tio ns with
otherAPs(inrepeatermode) to form a WDSto extend its wirele ss ne two rk.

Repeatermeansthe radio can establish a wireless connec tion with other APs (in eitherrot
APorrepeatermode) to form a WDS.

Radio 2 Profile

This displaysif the ZyxelDevice hasa second radio. Selectthe radio profie the radio uses.

Note: Formodelsthatdo notsupport BandFex,youcanonlyapplya 5G APradio
profile to radio 2. Otherwise, the second radio wilnotbe working. See
Section 1.3 onpage 19 formore informa tion.

Radio 2 WDS Pro file

This field isavaiable only when the radio isin Root APorRepeatermode.

Selectthe WDSprofile the radio usesto connectto a mot APorrepeater.

Enable WDS Wire le ss
Bridging

Notallmodelssupportthisfeature. See Section 1.2 on page 14 formodelsthat support
wirelessbridge.

Fyousetthe ZyxelDevice asa ot AP, the radio that'sbridging with the ZyxelDevice
should be mrepeatermode.

Be carefulto avoid bridge loops. Forexample, if yourroot AP and the ZyxelDevice are
connected to a switch, and they’re also connected to each otherusing a WiFic onnec tion.
Thiswilcreate bridge loops.

This field isavaiable only when the radio isin Repeatermode. Selectthisto enable WDS
wirele ssbridging on the ZyxelDevice to establish wire le ss links with o ther APs. See Section 1.3
onpage 19 formore information on Wire le ss Distrib utio n Syste m (WDS).

Note: You mustenable the same WiFise c urity se ttings on the ZyxelDevice and on
all WiH c lie nts that you want to associate with it.

Uplink Selec tion
Mode

This field isavaiable only when the radio isin Repeatermode.

Select AUTO to have the ZyxelDevice automatic ally use the settingsin the applied WDS
profile to connectto a mot APorrepeater.

Select Manualto have the ZyxelDevice connectto the mot APorrepeaterwith the MAC
addressspecified in the Radio 1 Uplink MAC Address field.

Se tup Wireless Bridg e
Vlan D

Clic k this to show the Wireless Bridge Vlan Setting pop-up window. Thislinkisavailable only
when the radio isin RootAPorRepeatermode.
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Table 35 Configuration > Wireless > AP Management (continued)

IABEL

DESCRIPIION

Wireless Bridge Vlan Setting

Add Click thisto add an entry in the table.
Remove Selectan entry and clic k thisto remove the selected entry.
# This field isa sequentialvalue. Eisnotassociated with any VIAN ID.
Wire le ss Brid ge Entera VIANID forthe wirelessbridge. The VIAN IDsyou seton yourroot AP should be the
Vlan ID same asthe VIANID you set here. See Section 1.3 on page 19 formore information on
wirelessbridge.
OK Click OKto save yourchangesbackto the ZyxelDevice.
Close Click Close to close the pop-up window without saving yourchanges.
Max Output Power Enterthe maximum output power(between 0 to 30 dBm) ofthe ZyxelDevice in this field. I

there isa high density of APsin an area, decrease the output powerofthe ZyxelDevice to
reduce interference with other APs.

Note: Reducing the output poweralso reducesthe ZyxelDevice’s effec tive
broadcastradius.

MBSSID Se tting s

Add {;.

Thisbutton isnotavailable afteryou configure the ZyxelDevice using the wizard.

Click the Add icon(n:})to opena screen where youcancreate a new entry. Forfeatures
where the entry’s position in the numbered listis impo rtant (features where the ZyxelDevic e
appliesthe table’sentriesin orderlke the SSID forexample), youcan selectan entry and
click Add to create a new entry afterthe selected entry.

Edit Click Edit ( | ")to open a screen where you can modify the entry’s settings. In some tables
youcanjustclcka table entry and edititdirectly in the table. Forthose typesoftablessmal
red trianglesdisplay fortable entries with changesthat you have notyetapplied.

# This field shows the ndex numberofthe SSID

SSID Pro file This field shows the SSID profile thatisassociated with the radio profile.

Band This field displays the radio bands to which the SSID profile isapplicable. Ifthe SSID profile is
notapplicable to the curent radio, the SSID profile wilnotbe enabled.

You can configure the SSID profile’sapplicable radio bands in the Edit SSID Profile sc re e n
(click the Edit button next to the profie).

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Reset Click Resetto retum the screen to its last-saved settings.

10.3 Rogue AP

Use thisscreen to enable Rogue APDetection and import/exporta rogue orfriendly AP list in a txt file.
Click Configuration > Wireless > Rogue APto accessthisscreen.

Rogue APs

Armgue APisa wirelessaccesspointoperating in a networkscoverage area thatisnotunderthe
controlofthe networkadministrator, and which can potentially open up holesin a network s se ¢ urity.

In the following example, a comporate network’s security iscompromised by a mgue AP (RG) setup by
anemployee athisworkstation in orderto allow him to connecthisnotebookcomputerwirelessly (A).
The company’slegitimate WiFinetwork (the dashed ellipse B) iswell-secured, but the rogue AP uses
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inferiorse curity thatiseasily broken by an attacker(X) running readily available encryption-c rac king
software. In thisexample, the attackernow hasaccessto the company netwok, including sensitive
data stored on the file server(C).

Figure 68 Rogue AP Example
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Fdendly APs

Fyou have more than one AP in your WiFinetwok, you should also configure a list of “friendly” APs.
Friendly APsare wirelessaccesspointsthatyou know are nota threat. Eisrecommended thatyou
export (save) yourlist of fiendly APsoften, especially if you have a network with a large numberof
accesspoints. Exported lists show MAC addressesin txt file formatseparated by line breaks.

Rogue AP Detection

This feature allows the ZyxelDevice to monitorthe Wil signals forotherwireless APs (see also Section
1.3.3onpage 23). Detected APswilappearin the Monitor> Wireless > Detected Device screen, where
the ZyxelDevice willlabel APs with the criteria you selectin Suspected Rogue AP Classification Rule asa
suspected mgue. The APswhich you markaseithermgue orfriendly APsin the Monitor > Wireless >
Detected Device screen wilappearin the Wireless > Rogue APscreen. See Section 1.2 on page 14 to
know which models support Rogue AP Detec tion.

Note: Enabling Rogue APDetection might affectthe performance of WiFiclientsassociated
with the ZyxelDevice.
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Figure 69 Configuration > Wireless > Rogue AP (forZyxelDevicesthat support Monitormode)
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Figure 70 Configuration > Wirele ss > Rogue AP (forZyxelDevicesthat support Rogue AP Detec tion)
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Each field isdescrbed in the following table.

Table 36 Configuration > Wireless > Rogue AP

IABEL

DESCRIPIION

Rogue AP Detection Setting

Enable Rogue AP
Detection

Selectthischeckboxto detect Rogue APsin the network

Suspected Rogue AP
Cla ssific a tion Rule

Selectthe checkboxes(Weak Security (Open, WEP, WPA-PSK), Hidden SSID, SSID
Keyword) ofthe characterstics an AP should have forthe ZyxelDevice to markitasa
Rogue AP.

Add Click thisto add an SSID Keyword.
Edit Selectan SSID Keyword and c lic k this button to mo dify it.
Remove Selectan existing SSID keyword and clic k this button to delete it.
# This is the SSID Keyword’s index numberin this list.
SSID Ke ywo rd This field displays the SSID Keyword.
Rogue/Fiendly AP List
Add Click thisbutton to add an AP to the list and assign it eitherfriendly orrogue status.
Edit Selectan AP in the list to edit and re assign its sta tus.
Remove Selectan AP in the list to remove.
# This field isa sequentialvalue, and itisnotassociated with any interface.
Role This field indic ates whe therthe selected APisa rogue-ap ora friiendly-ap.  change the
AP swle, click the Editbutton.
MAC Address This field indic atesthe AP sradio MAC address.

Description

This field displaysthe AP’sdescription. You can modify thisby clic king the Edit button.

Rogue/Friendly AP List | These controlsallow you to export the cumentlistofrogue and friendly APsorimport
Importing/Exp o iting existing lists.
File Paph/ Browse / | Enterthe file name and path ofthe list you want to import orclick the Browse button to
Importing locate it. Once the File Path field hasbeen populated, clic kImporting to bring the list into
the ZyxelDevice.
Youneed to wait a while forthe importing processto finish.
Exporting Clic k thisbutton to export the cument list of eitherrogue APsorfriendly APS.
Apply Click Apply to save yourchangesbackto the ZyxelDevice.
Reset Click Resetto retum the screen to its last-saved settings.

10.3.1 Add/Edit Rogue/Fdendly List

Click Add orselect an AP and click the Edit button in the Configuration > Wireless > Rogue APtable to

display this screen.

Figure 71

Configuration > Wirele ss > Rogue AP > Add/Edit Rogue/Friendly AP List
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Each field isdescribed in the following table.

Table 37 Configuration > Wireless > Rogue AP > Add/Edit Rogue/Frendly AP List

IABEL DESCRIPIION

MAC Enterthe MAC addressofthe APyou wantto add to the list. A MAC addressisa unique
hardware identifierin the following hexadecimalformat: xx:xx:xx:xx:xx:xx where xx is a
hexadecimalnumberseparated by colons.

Description Enterup to 60 charactersforthe APPsdescription. Spacesand underscoresare allowed.
Role Selecteither Rogue APorFriendly APforthe APswle.

OK Click OKto save yourchangesbackto the ZyxelDevice.

Cancel ClickCancelto close the window with changesunsaved.

10.4 Ioad Balancing

Use thisscreen to configure wireless network traffic load balancing between the APson yournetwork
(see Ioad Balancing on page 115). Clic k Configuration > Wireless > Ioad Balancing to acc ess this
screen.

Figure 72 Configuration > Wireless > Ioad Balancing
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Each field isdescrbed in the following table.

Table 38 Configuration > Wireless > Inad Balancing

IABEL

DESCRIPIION

Enable Ioad
Balancing

Selectthisto enable load balancing on the ZyxelDevice.

Use thissection to configure wirelessnetwork traffic load balancing between the managed
APsin thisgroup.

Mode

Selecta mode by whichload balancing iscamed out.

Select By Station Numberto balance network traffic based on the numberofspecified
stationsconnected to the ZyxelDevice.

Select By Traffic Ievelto balance networktraffic based on the volume generated by the
stationsconnected to the ZyxelDevice.

Select By Smart Classroom to balance network traffic based on the numberofspecified
stationsconnected to the ZyxelDevice. The ZyxelDevice ignoresassociation request and
authentication request packets from any new station when the maximum numberof
stationsisreached.

Fyou selectBy Station NumberorBy Taffic Ievel, once the threshold iscrossed (eitherthe
maximum station numbers orwith ne two rk tra ffic ), the ZyxelDevice delaysassociation
request and authentication request packetsfrom any new station that attemptsto make a
connection. Thisallows the station to automatically attemptto connectto another, less
burdened APifone isavaiable.

Max Station
Number

Enterthe threshold numberofstationsat which the ZyxelDevice beginsload balancing its
connec tions.

Taffic Ilevel

Selectthe threshold traffic levelat which the ZyxelDevice beginsload balancing its
connec tions (low, Medium, High).

The maximum bandwidth allowed foreach levelis:

e Iow-11Mbps
* Medium - 23 Mbps
* High-35Mbps

Disassociate
station when
overdoaded

This function isenabled by default and the disassociation priority is always Signal Stre ng th
when you set Mode to By Smart Classroom.

Selectthisoption to disassociate WiFiclientsconnected to the APwhenitbecomes
overdoaded. Fyoudo notenable thisoption, then the AP simply delaysthe c onnec tion unti
itcan afford the bandwidth it re quire s, orit transfe rs the connection to another AP within its
broadcast radius.

The disassociation priority isdetermined automatically by the ZyxelDevice and isasfollows:

¢ Idle BTmeout- Devicesthathave been idle the longest wilbe kicked first. ¥ none of the
connected devicesare idle, then the priority shifts to Signal Strength.

* Signal Strength - Devic es with the we ake st signalstrength willbe kicked first.

Note: Fyou enable this func tion, you should ensure thatthere are multiple APs
within the boadcastradiusthatcanacceptany rejected orkicked Wik
c lients; otherwise, a Wikiclient attempting to connectto anoverdoaded AP
wilbe disassociated permanently and neverbe allowed to connect.

Apply

Click Apply to save yourchangesbackto the ZyxelDevice.

Reset

Click Resetto retum the screen to its last-saved settings.

10.4.1 Disassociati