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Test Result: Pass*

* In the configuration tested, the EUT complied with the standards specified above.
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http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents, subject to Terms and Conditions for Electronic Documents at

http://www.sgs.com/en/Terms-and-Conditions/Terms-e-Document.aspx. Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined

therein.

Any holder of this document is advised that information contained hereon reflects the Company’s findings at the time of its intervention only and within the limits of
Client’s instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights
and obligations under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any unauthorized
alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law.

Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such sample(s) are retained for 30 days only.
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2 Test Summary

Item Standard Test Case ID Result
Domain Proxy Multi-Step registration WINN\l/:iTOSéOQZ' WINNF.FT.D.REG.2 Pass
Domain Proxy Single-Step registration WINNF-TS-0122-
for Cat A CBSD V1.0.2 WINNF.FT.D.REG.4 Pass
Domain Proxy Single-Step registration WINNF-TS-0122-
for CBSD with CPI signed data V1.0.2 WINNF.FT.D.REG.6 Pass
Registration due to change of an WINNF-TS-0122-
installation parameter V1.0.2 WINNF.FT.C.REG.7 Pass
Domain Proxy Missing Required WINNF-TS-0122-
parameters (responseCode 102) V1.0.2 WINNF.FT.D.REG.9 Pass
Domain Proxy Pending registration WINNF-TS-0122-
(responseCode 200) V102 WINNF.FT.D.REG.11 Pass
Domain Proxy Invalid parameters WINNF-TS-0122-
(responseCode 103) V1.0.2 WINNF.FT.D.REG.13 Pass
Domain Proxy Blacklisted CBSD WINNF-TS-0122-
(responseCode 101) V102 WINNF.FT.D.REG.15 Pass
Domain Proxy Unsupported SAS WINNF-TS-0122-
protocol version responseCode 100) V1.0.2 WINNF.FT.D.REG.17 Pass
Domain Proxy Group Error WINNF-TS-0122-
(responseCode 201) V102 WINNF.FT.D.REG.19 Pass
Category A CBSD location update WINN\'ZTOS;HZZ' WINNF.FT.C.REG.20 Pass
Unsuccessful Grant WINNF-TS-0122-
responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.C.GRA.1 Pass
Unsuccessful Grant
responseCode=401 WINN\'ZTOS;HZZ WINNF.FT.C.GRA.2 Pass
(GRANT_CONFLICT) e
Domain Proxy Heartbeat Success WINNF-TS-0122-
Case (first Heartbeat Response) V1.0.2 WINNF.FT.D.HBT.2 Pass
Heartbeat responseCode=105 WINNF-TS-0122-
(DEREGISTER) V102 WINNF.FT.C.HBT.3 Pass
Heartbeat responseCode=501
(SUSPENDED_GRANT) in First WINNP-TS-0122- WINNF.FT.C.HBT.5 Pass

V1.0.2
Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) in WINNP-TS-0122- WINNF.FT.C.HBT.6 Pass
V1.0.2

Subsequent Heartbeat Response
Heartbeat responseCode=502 WINNF-TS-0122-
(UNSYNC_OP_PARAM) V1.0.2 WINNF.FT.C.HBT.7 Pass
Domain Proxy Heartbeat
responseCode=500 WINN\I;1T0820122 WINNF.FT.D.HBT.8 Pass
(TEMINATED_GRANT) e
Heartbeat Response Absent (First WINNF-TS-0122-
Heartbeat) V102 WINNF.FT.C.HBT.9 Pass
Heartbeat Response Absent WINNF-TS-0122-
(Subsequent Heartbeat) Vv1.0.2 WINNF.FT.C.HBT.10 Pass
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Iltem Standard Test Case ID Result
Successful Grant Renewal in Heartbeat WINNF-TS-0122- WINNE.ET.C.HBT 11 Pass
Test Case V1.0.2
Domain Proxy Successful WINNF-TS-0122-
Relinquishment V1.02 WINNF.FT.D.RLQ.2 Pass
Domain Proxy Unsuccessful WINNF-TS-0122-
Relinquishment, responseCode=102 V1.0.2 WINNF.FT.D.RLQ4 Pass
Domain Proxy Unsuccessful WINNF-TS-0122-
Relinquishment, responseCode=103 V1.0.2 WINNF.FT.D.RLQ.6 Pass
Domain Proxy Successful WINNF-TS-0122-
Deregistration V1.0.2 WINNF.FT.D.DRG.2 Pass
Domain Proxy Deregistration WINNF-TS-0122-
responseCode=102 V102 WINNF.FT.D.DRG.4 Pass
Deregistration responseCode=103 WINN\'ZTOS;HZZ' WINNF.FT.C.DRG.5 Pass
Successful TLS connection between WINNF-TS-0122-
UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate WINN\'/:iTOSé()lzZ' WINNF.FT.C.SCS.2 Pass
TLS failure due to expired server WINNF-TS-0122- WINNE.ET.C.SCS.3 Pass
certificate V1.0.2 o ’
TLS failure when SAS Test Harness WINNF-TS-0122-
certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS.4 Pass
TLS failure when certificate at the SAS WINNF-TS-0122- WINNE.ET.C.SCS.5 Pass
Test Harness is corrupted V1.0.2 T '
UUT RF Transmit Power Measurement WINN\'/:iTOSémZZ_ WINNF.PT.C.HBT.1 Pass
SAS Version: 1.0.0.3

The UUT is a CBSD with Domain Proxy. According to the specifications of the manufacturer, it must
comply with the requirements of the following standards:
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Test standards:
CBRSA-TS-9001-V1.2.1
CBRS Alliance Certification Test Plan

WINNF-TS-0122-V1.0.2
Test and Certification for Citizens Broadband Radio Service (CBRS); Conformance and Performance

Test Technical Specification; CBSD/DP as Unit Under Test (UUT)
KDB 940660 D01 Part 96 CBRS Eqpt v03
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4 General Information
4.1 Details of E.U.T.

Report No.: KSCR240200028203
Page: 7 of 52

Product Information:

This base station consists ofC EU and RU

Power supply:

48V DC, +20%

Sample Type:

Fixed device

CBSD Class:

A

Transmitter Frequency Band:

5GNR N48,N77,N78

Transmitter Frequency Range:

3550~3700MHz

Hardware Version:

RUZ4V2

Software Version:

0.05.64

Test sample: SN1 23505261
SN2 23505266

Antenna Gain: 2dBi

MIMO supported 4*4 UL

Antenna Type:

Integral Antenna

Note: This is a BTS-CBSD communication with Domain Proxy. Domain Proxy information show as below:

Name of Domain Proxy: RAK CloudNMS
Software Version of Domain Proxy: V1.8.0
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4.2 Description of CBSD/DP Support Features

Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
Cc2 Mandatory for UUT which supports single-step registration with no CPI- Y

signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

Cca Mandatory for UUT which supports N
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT N

measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the Y
UUT and prior to sending a deregistration.

Y: Supported
N: Not supported
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4.3 Summary of Test Results

WINNF-TS-0122
Classes Test Case Items Pass Items Pass Rate (%)
FT (CBSD, DP/CBSD) 33 33 100
PT (CBSD, DP/CBSD) 1 1 100
Total 34 34 100

Note:
1. Functional Test (FT): Test to validate the conformance of the Protocols and functionalities
implemented in the CBSD/DP UUT to the requirements developed by WinnForum and supporting

FCC/DoD requirements.
2. Field/Performance Test (PT): Test to check the capability of the CBSD/DP UUT to support various

traffic models and actual operations in the field.

4.4 Measurement Uncertainty

No. Iltem Measurement Uncertainty
1 Radio Frequency +7.25x 108
2 RF conducted power +0.75dB
3 Temperature test +1°C
4 Humidity test + 3%
5 Supply voltages +1.5%
6 Time + 3%

4.5 Description of Support Units

Description Manufacturer Model No. Serial No.

CPE SUNWAVE CPX80I /

Router TP-LINK TL-R860+ 1175379002425
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4.6 Test Location
All tests were performed at:
Compliance Certification Services (Kunshan) Inc.
No.10 Weiye Rd, Innovation park, Eco&Tec, Development Zone, Kunshan City, Jiangsu, China.
Tel: +86 512 5735 5888 Fax: +86 512 5737 0818
No tests were sub-contracted.
Note:

1.SGS is not responsible for wrong test results due to incorrect information (e.g., max. internal working
frequency, antenna gain, cable loss, etc) is provided by the applicant. (If applicable).

2.SGS is not responsible for the authenticity, integrity and the validity of the conclusion based on
results of the data provided by applicant. (If applicable).

3. Sample source: sent by customer.

4.1Test Facility
The test facility is recognized, certified, or accredited by the following organizations:
* A2LA

Compliance Certification Services (Kunshan) Inc. is accredited by the American Association for
Laboratory Accreditation (A2LA). Certificate No. 2541.01.

*«FCC

Compliance Certification Services (Kunshan) Inc. has been recognized as an accredited testing
laboratory. Designation Number: CN1172.

*ISED

Compliance Certification Services (Kunshan) Inc. has been recognized by Innovation, Science and

Economic Development Canada (ISED) as an accredited testing laboratory. Company Number:
2324E

* VCCI

The 3m and 10m Semi-anechoic chamber and Shielded Room of Compliance Certification Services
(Kunshan) Inc. has been registered in accordance with the Regulations for Voluntary Control
Measures with Registration No.: R-20134, R-11600, C-11707, T-11499, G-10216 respectively.
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5 Equipment List
Test Equipment Manufacturer Model No. |Inventory No.| Cal Date | Cal Due Date
Laptop Lenovo Y510P HFLO00026 N/A N/A
Spectrum Analyzer KEYSIGHT N9020A KUSZloglMOO 2023/8/24 | 2024/8/23
Shield Room YanChuang N/A KS301115-2 N/A N/A
Coaxial Cable Thermax N/A 13 2023/9/15 2024/9/14
Attenuator Mini-Circuits NAT-6-2W 15542-1 N.C.R. N.C.R.
Humidity / Temperature RS-WS-NO1-
Indicator Renke 63 1032844 2024/3/21 2025/3/20
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6 Test Method and Environment

6.1 CBSD/DP Conformance and Performance

Test Requirement: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2

Test Method: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2
WINNF-IN-0156_WInnForum_SAS_ Test Harness_CBSD_UUT_Tutorial_
vl 001

6.2 CBSD Test Procedure

a. Connect the UUT to SAS Test Harness system and RF Test instruments via the DP interface and
RF components. The highest level is set to test configuration.

UUT shall be UTC time synchronized

c. The frequency band is granted and set as UUT supported Modulation and Channels, transmitted
power of the UUT according to it granted parameters from the SAS TestHarness.

d. Each test case results were recorded and validated by SAS Test Harness system and RF
instruments test cases was recorded test results from SAS Test Harness system.
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6.3 Test Environment

Test Harness Version: V1.0.0.3

Operating System: Microsoft Windows 10
TLS Version: 1.2

Python Version: 2.7.13

Environmental Conditions: 25deg. C, 65%RH
Input Power: 120Vac, 60Hz

6.4 Test Setup

1) DP is deployed on the network management, and the registration of DP to SAS is to register with
SAS according to the granularity of CBSD ID;

2) The DP and the network element communicate messages according to the cell granularity, and
each CBSDID corresponds to a cell of an RRU which belongs to a base station.

SAS Test
Harness

SAS-DP
interface

( Unit Under Test \

CBSD1 CBSD2

CBSD RF
interface

RF Test
Equipment

DP/CBSD as UUT, BTS-CBSD communication with Domain Proxy
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7 Test Data
7.1 CBSD Registration Process

711

WINNF.FT.D.REG.2

Report No.: KSCR240200028203

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT is in the Unregistered state

DP with two CBSD sends correct Registration request information, as specified in
[n.5], in the form of one 2-element Array or as individual messages to the SAS Test
Harness:

® The required userld, fccld and chsdSerialNumber registration parameters
shall be sent for each CBSD and conform to proper format and acceptable
ranges.

® Any REG-conditional or optional registration parameters that may be
included in the message shall be verified that they conform to proper format
and are within acceptable ranges.

Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.

Pass

Fail

@® SAS Test Harness sends a CBSD Registration Response in the form of one
2-element Array or individual messages as follows:
- cbsdld = Ci
- measReportConfig shall not be included
- responseCode = 0 for each CBSD

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass

Fail
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7.1.2 WINNF.FT.D.REG.4

Report No.: KSCR240200028203

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT is in the Unregistered state

The DP with two CBSDs sends Registration requests in the form of one 2-element
Array or as individual messages to SAS Test Harness.

® The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airinterface, installationParam, and measCapability
registration parameters shall be sent from the CBSD and conform to proper
format and acceptable ranges.

® Any optional registration parameters that may be included in the message
shall be verified that they conform to proper format and are within acceptable
ranges.

Pass

Fail

® SAS Test Harness sends a CBSD Registration Response in the form of one
2-element Array or individual messages as follows:
- cbsdld = Ci
- measReportConfig for each CBSD shall not be included
- responseCode = 0 for each CBSD

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass

Fail
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7.1.3 WINNF.FT.D.REG.6

Report No.: KSCR240200028203

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
® UUT is in the Unregistered state
® All of the required and REG-Conditional parameters shall be configured and
CPI signature provided

The DP with two CBSDs sends Registration requests in the form of one 2-element
Array or as individual messages to the SAS Test Harness:

® The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airlnterface, measCapability and cpiSignatureData
registration parameters shall be sent from the CBSD and conform to proper
format and acceptable ranges.

® Any optional registration parameters that may be included in the message
shall be verified that they conform to proper format and are within acceptable
ranges.

Pass

Fail

® SAS Test Harness sends a CBSD Registration Response in the form of one
2-element Array or individual messages as follows:
- cbsdld = Ci
- measReportConfig for each CBSD shall not be included
- responseCode = 0 for each CBSD

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass

Fail
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7.1.4 WINNF.FT.C.REG.7

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® UUT has successfully completed SAS Discovery and Authentication with - --
SAS Test Harness
2 | UUT has successfully registered with SAS Test Harness -- --
Change an installation parameters at the UUT (time T)
3 - Tester needs to record the current time at which the parameter change -- --
is executed.
Monitor the SAS-CBSD interface. [ n
4 | UUT sends a deregistrationRequest to the SAS Test Harness The deregistration
request shall be sent within (T + 60 seconds) from step 3. Pass Fail
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7.1.5 WINNF.FT.D.REG.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
1 - -
SAS Test Harness
® UUT is in the Unregistered state
> The DP with two CBSDs sends a Registration request in the form of one 2-element _ _
Array or as individual messages to SAS Test Harness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-
3 element Array or as individual messages as follows: B B
- SAS response does not include a chsdid.
- responseCode = 102 for CBSD1 and CBSD2
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u 0
® UUT shall not transmit RF Pass | Fail
7.1.6 WINNF.FT.D.REG.11
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness N N
® UUT is in the Unregistered state
2 The DP with two CBSDs sends a Registration request in the form of one 2-element _ _
Array or as individual messages to SAS Test Harness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-
3 element Array or as individual messages as follows: B B
- SAS response does not include a cbsdld.
- responseCode = 200 for CBSD1 and CBSD2
After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u 0
® UUT shall not transmit RF Pass | Fall
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WINNF.FT.D.REG.13

Report No.: KSCR240200028203

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a cbsdld.

- responseCode = 0 for CBSD1

- responseCode = 103 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass Fail

7.1.8

WINNF.FT.D.REG.15

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a cbsdld.

- responseCode = 0 for CBSD1

- responseCode = 101 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass Fail
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7.1.9 WINNF.FT.D.REG.17

Report No.: KSCR240200028203

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a chsdid.

- responseCode = 100 for CBSD1 and CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass Fail

71.

10 WINNF.FT.D.REG.19

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a cbsdld.

- responseCode = 0 for CBSD1

- responseCode = 201 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass Fail
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7.2 CBSD Spectrum Grant Process

Report No.: KSCR240200028203

7.21 WINNF.FT.C.GRA1
# Test Execution Steps Results
Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. - -
SAS Test Harness sends a Grant Response message, including
3 - cbsdild=C -- --
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u D_
® UUT shall not transmit RF Pass | Fail
7.2.2 WINNF.FT.C.GRA.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 UUT sends valid Grant Request. -- --
SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u D_
® UUT shall not transmit RF Pass | Fail
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7.3 CBSD HeartBeat Process

Report No.: KSCR240200028203

7.31 WINNF.FT.D.HBT.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® DP has two CBSD registered successfully with SAS Test Harness, with - -
cbsdld = Ci, i={1,2}
DP sends a message:

2 ® |f message is type Spectrum Inquiry Request, go to step 3, or -- --

® |f message is type Grant Request, go to step 5
DP sends a Spectrum Inquiry Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Spectrum Inquiry Request message is formatted correctly for each CBSD,

3 | including for CBSDi, i={1,2}: u O
® cbsdid =Ci Pass Fail
® |ist of frequencyRange objects sent by DP are within the CBRS frequency

range
If a separate Spectrum Inquiry Request message was sent for each CBSD, the SAS
Test Harness shall respond to each Spectrum Inquiry Request message with a
separate Spectrum Inquiry Response message.
If a single Spectrum Inquiry Request message was sent containing a 2-object array
(one per CBSD), the SAS Test Harness shall respond with a single Spectrum Inquiry
4 Response message containing a 2-object array. B B

Verify parameters for each CBSD within the Spectrum Inquiry Response message
are as follows, for CBSDi, i={1,2}:

® cbsdid =Ci

® availableChannel is an array of availableChannel objects

® responseCode =0
DP sends a Grant Request message for each CBSD. This may occur in a separate
message per CBSD, or together in a single message with array of 2.
Verify Grant Request message is formatted correctly for each CBSD, including for
CBSDi, i={1,2}:

5 ® cbsdld=C u D.

® maxEIRP is at or below the limit appropriate for CBSD category as defined Pass Fail
by Part 96
@ operationFrequencyRange, Fi, sent by UUT is a valid range within the CBRS
band
If a separate Grant Request message was sent for each CBSD, the SAS Test
Harness shall respond to each Grant Request message with a separate Grant
Response message.
If a single Grant Request message was sent containing a 2-object array (one per
CBSD), the SAS Test Harness shall respond with a single Grant Response message
containing a 2-object array.
6 Verify parameters for each CBSD within the Grant Response message are as - -
follows, for CBSDi, i={1,2}:
® cbsdld=Ci
® grantld = Gi = a valid grant ID
® grantExpireTime = UTC time greater than duration of the test
® responseCode =0
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Ensure DP sends first Heartbeat Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message is formatted correctly for each CBSD, including,
for CBSDi i={1,2}: :
® cbsdid = Ci, i={1,2} Pass | Fail
® grantld = Gi, i={1,2}
® operationState = “GRANTED”

If a separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.
If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.
8 Verify parameters for each CBSD within the Heartbeat Response message are as
follows, for CBSDi:

® cbsdld=Ci

® grantld = Gi

® transmitExpireTime = current UTC time + 200 seconds

® responseCode =0

For further Heartbeat Request messages sent from DP after completion of step 8,
validate message is sent within latest specified heartbeatinterval for CBSDi:

® cbsdld=Ci
® grantld = Gi
® operationState = “AUTHORIZED”
9 | [l
and SAS Test Harness responds with a Heartbeat Response message including the | Pass Fail
following parameters, for CBSDi
® cbsdld=Ci
® grantld = Gi
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0

Monitor the RF output of the UUT from start of test until UUT transmission

commences. Monitor the RF output of the UUT from start of test until RF

transmission commences. Verify:

10 ® UUT does not transmit at any time prior to completion of the first heartbeat P:ss FEiI

response
® UUT transmits after step 8 is complete, and its transmission is limited to
within the bandwidth range Fi.
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WINNF.FT.C.HBT.3

Report No.: KSCR240200028203

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
valid cbsdld = C
valid grantld = G
grant is for frequency range F, power P
grantExpireTime = UTC time greater than duration of the test

ONONONO)

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
latest Heartbeat Response, and formatted correctly, including:

® cbsdid=C

® grantld=G

® operationState = “AUTHORIZED”

Pass

Fail

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

® cbsdid=C

® grantld=G

® transmitExpireTime = T = Current UTC time

® responseCode = 105 (DEREGISTER)

After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT.

Monitor the RF output of the UUT. Verify:
® UUT shall stop transmission within (T + 60 seconds) of completion of step 3

Pass

Fail




Compliance Certification Services (Kunshan) Inc.

CCSEM-TRF-001 Rev. 02 Sep 01, 2023 Report No.: KSCR240200028203
Page: 26 of 52

7.3.3 WINNF.FT.C.HBT.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld =C
1 O valid grantld = G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is formatted correctly, including:
2 ® cbsdid=C u U
® grantld=G Pass Fail
® operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, including the following

parameters:
3 ® chsdid=C
® grantld=G N N

® transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. B B

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest
specified heartbeatinterval, and is correctly formatted with parameters:

® cbsdid=C

® grantld=G

® operationState = “GRANTED”

| O

5 | B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail

formatted with parameters:

® chdsld=C

® grantld=G

Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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7.3.4 WINNF.FT.C.HBT.6
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld =C
1 O valid grantld = G _ _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatInterval,
and is formatted correctly, including: [ ] O
2 ® cbsdld=C Pass | Fail
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
® cbsdid=C
3 ® grantld=G - -
® transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_ GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest
specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdid=C
® grantld=G
® operationState = “GRANTED”
| O
S | B. UUTsends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
® chdsild=C
® grantld=G
Monitor the RF output of the UUT. Verify:
® UUT shall stop transmission within (T+60) seconds of completion of step 3
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WINNF.FT.C.HBT.7

Report No.: KSCR240200028203

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
valid cbsdld = C
valid grantld = G
grant is for frequency range F, power P
grantExpireTime = UTC time greater than duration of the test

ONONONO)

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatInterval,
and is formatted correctly, including:

® cbsdid=C

® grantld=G

® operationState = “AUTHORIZED”

Pass

Fail

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

® cbsdid=C

® grantld=G

® transmitExpireTime = T = current UTC time

® responseCode = 502 (UNSYNC_OP_PARAM)

After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT.

Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters:
O chsdid=C
O grantld=G
Monitor the RF output of the UUT. Verify:
® UUT shall stop transmission within (T+60) seconds of completion of step 3

Pass

Fail
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7.3.6 WINNF.FT.D.HBT.8

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® DP has two CBSD registered successfully with SAS Test Harness
® Each CBSD {1,2} has a valid single grant as follows
O valid cbsdld = Ci, i={1,2}

1 O valid grantld = Gi, i={1,2} _ _
O grantis for frequency range Fi, power Pi
O grantExpireTime = UTC time greater than duration of the test
® Both CBSD are in AUTHORIZED state and transmitting within their granted

bandwidth on RF interface
DP sends a Heartbeat Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of size 2.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

2 | and is formatted correctly for each CBSD, including, for CBSDi i={1,2}: u D_
® cbsdid = Ci, i ={1,2} Pass | Fail
® grantld =Gi, i ={1,2}
® operationState = “AUTHORIZED”

If separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.

Parameters for each CBSD within the Heartbeat Response message should be as
follows, for CBSDi:

3 ® cbsdld=Ci - --
® grantld = Gi
® For CBSD1:

O transmitExpireTime = current UTC time + 200 seconds

O responseCode =0

® [For CBSD2:

O transmitExpireTime = T = current UTC time

O responseCode = 500 (TERMINATED_GRANT)
After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT.
If CBSD sends further Heartbeat Request messages for CBSD1, SAS Test Harness
shall respond with a Heartbeat Response message with parameters:

® cbsdld=C1

4 ® grantld = G1 - -
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
® Heartbeat Request message is within heartbeatinterval of previous

Heartbeat Request message
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Monitor the RF output of CBSD2. Verify:
5 ® CBSD2 shall stop transmission within bandwidth F2 within (T + 60 seconds)

of completion of step 3 Pass | Fall
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7.3.7 WINNF.FT.C.HBT.9

# Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
valid cbsdld = C
valid grantld = G
grant is for frequency range F, power P
grantExpireTime = UTC time greater than duration of the test

-
ONONONO)

® UUT is in GRANTED, but not AUTHORIZED state(i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatInterval,
and is formatted correctly, including:

® cbsdid=C

® grantld=G

@ operationState = “GRANTED”

Pass

Fail

After completion of step 2, SAS Test Harness does not respond to any further
® messages from UUT to simulate loss of network connection

® At any time during the test, UUT shall not transmit on RF interface

Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify:

Pass

Fail
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WINNF.FT.C.HBT.10

Report No.: KSCR240200028203

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
valid cbsdld = C
valid grantld = G
grant is for frequency range F, power P
grantExpireTime = UTC time greater than duration of the test

ONONONO)

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,
and is formatted correctly, including:

® cbsdid=C

® grantld=G

® operationState = “AUTHORIZED”

Pass

Fail

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

® cbsdid=C

® grantld=G

® transmitExpireTime = T = current UTC time + 200 seconds

® responseCode =0

After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT.

Monitor the RF output of the UUT. Verify:
® UUT shall stop all transmission on RF interface within (transmitExpireTime +
60 seconds), using the transmitExpireTime sent in Step 3.

Pass

Fail
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7.3.9 WINNF.FT.C.HBT.11

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbhsdld =C
O valid grantld = G
O grantis for frequency range F, power P
1| ® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F -- --
on RF interface.
® Grant has the following parameters at the start of the test:
O grantExpireTime =UTC time equal to time at start of test + 300 seconds =
Tgrant_expire
O transmitExpireTime = UTC time equal to time at start of test + 200 seconds
O heartbeatinterval = 60 seconds

UUT sends a Heartbeat Request message.
2 | If Heartbeat Request message contains grantRenew = TRUE, go to Step 6, else go to -- --
Step 3.

Verify Heartbeat Request message is sent within the latest specified heartbeatinterval,
and is formatted correctly, including:

3| ® cbsdld=C u O
® grantld=G Pass Fail
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, with the following
parameters:

cbsdid =C

grantld =G

transmitExpireTime = current UTC + 200 seconds

grantExpireTime = same as Step 1

responseCode = 0

5 | Goto Step 2 - -

Verify Heartbeat Request message is sent within the latest specified heartbeatinterval,
and is formatted correctly, including:

® cbsdid=C | O
6le® grantid=G Pass | Fail
®  operationState = “AUTHORIZED”
® grantRenew = TRUE

SAS Test Harness sends a Heartbeat Response message, with the following
parameters:

® chsdld=C

7 |® grantld=G -- --
® grantExpireTime = UTC time set far in the future

® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0

Continue to respond to any subsquentHeartbeat Request from CBSD with Heartbeat
Response with the following parameters:

® cbsdid=C

8 | ® grantld=G

® transmitExpireTime = same as Step 7

® responseCode =0

Monitor RF transmission of UUT from start of test until Tgrant_expire + 60 seconds | O
9 | and ensure UUT continues to transmit throughout the time period. Pass Fail
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7.4 CBSD Relinquishment Process

7.41

WINNF.FT.D.RLQ.2

Report No.: KSCR240200028203

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}

® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD

® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

Verify DP sends a Relinquishment Request message for each CBSD. This may
occur in a separate message per CBSD, or together in a single message with array
of 2.
Verify Relinquishment Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:

® cbsdid =Ci

® grantld = Gi

Pass

Fail

If a separate Relinquishment Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Relinquishment Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
Response message containing a 2-object array.
Parameters for each CBSD within the Relinquishment Response shall be as follows:
® cbsdid =Ci
® grantld = Gi
® responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
® UUT shall stop RF transmission at any time between triggering the
relinquishments and UUT sending the relinquishment requests for each
CBSD.

Pass

Fail
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7.4.2 WINNF.FT.D.RLQ.4
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}
1 ® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD - -
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
DP with two CBSDs sends Relinquishment Request with two objects to the SAS Test
Harness.
This may occur in a separate message per CBSD, or together in a single message
with array of 2.
Verify DP sends a Relinquishment Request message for each CBSD. This may
2 occur in a separate message per CBSD, or together in a single message with array u D_
of 2. Pass Fail
Verify Relinquishment Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:
® cbsdid =Ci
® grantld = Gi
If a separate Relinquishment Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Relinquishment Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
3 Response message containing a 2-object array. - -
Parameters for each CBSD within the Relinquishment Response shall be as follows:
® cbsdld=Ci
® grantld = Gi
® responseCode = Ri
After completion of step 3, SAS Test Harness will not provide any additional positive
4 response (responseCode=0) to further request messages from the UUT. -- --
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: ] O
A. UUT stopped RF transmission at any time between triggering the Pass Fail
relinquishment and UUT sending the relinquishment request
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7.4.3 WINNF.FT.D.RLQ.6
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}
1 ® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD - -
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
DP with two CBSDs sends Relinquishment Request with two objects to the SAS Test
Harness.
This may occur in a separate message per CBSD, or together in a single message
with array of 2.
Verify DP sends a Relinquishment Request message for each CBSD. This may
2 occur in a separate message per CBSD, or together in a single message with array u D_
of 2. Pass Fail
Verify Relinquishment Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:
® cbsdid =Ci
® grantld = Gi
If a separate Relinquishment Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Relinquishment Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
3 Response message containing a 2-object array. - -
Parameters for each CBSD within the Relinquishment Response shall be as follows:
® cbsdld=Ci
® grantld = Gi
® responseCode = 103
After completion of step 3, SAS Test Harness will not provide any additional positive
4 response (responseCode=0) to further request messages from the UUT. -- --
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
5 complete. This is the end of the test. Verify: ] O
A. UUT stopped RF transmission at any time between triggering the Pass Fail
relinquishment and UUT sending the relinquishment request




Compliance Certification Services (Kunshan) Inc.

CCSEM-TRF-001 Rev. 02 Sep 01, 2023

Page: 37 of 52

7.5 CBSD Deregistration Process

Report No.: KSCR240200028203

7.51 WINNF.FT.D.DRG.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}
1 ® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD - -
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
5 UUT may send a Relinquishment request and receives Relinquishment response
with responseCode=0 for each CBSD . .
Verify DP sends a Deregistration Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2. - 0
3 Verify Deregistration Request message contains all required parameters properly )
formatted for each CBSD, specifically, for CBSDi: Pass | Falil
® cbsdid=Ci
If a separate Deregistration Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Deregistration Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Response
4 | message containing a 2-object array. - -
Parameters for each CBSD within the Deregistration Response shall be as follows:
® No cbsdld in either response
® responseCode = Ri
5 After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT. -- --
Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the [ | O
deregistration and either A OR B occurs: Pass Fail
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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7.5.2 WINNF.FT.D.DRG.4

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® Each UUT has successfully registered with SAS Test Harness
® Each UUT is in the authorized state
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
1 cbsdld=Ci, i={1,2}
® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment request and receives Relinquishment response with
responseCode=0

Verify DP sends a Deregistration Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2.

3 Verify Deregistration Request message contains all required parameters properly . D_
formatted for each CBSD, specifically, for CBSDi: Pass | Falil
® cbsdld=Ci
If a separate Deregistration Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Deregistration Request message was sent by the DP containing a 2-object
4 array (one per CBSD), the SAS Test Harness shall respond with a single Response _ __
message containing a 2-object array.
Parameters for each CBSD within the Deregistration Response shall be as follows:
® cbsdld=Ci
® responseCode =0
5 After completion of step 4, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT. -- --
Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the [ | O
deregistration and either A OR B occurs: Pass Fail

A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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WINNF.FT.C.DRG.5

Report No.: KSCR240200028203

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

®  UUT has successfully registered with SAS Test Harness, with cbsdld=C

® UUT has received a valid grant with grantld = G

® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to deregister UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives Relinquishment response with
responseCode=0

® UUT sends Deregistration Request to SAS Test Harness with cbsdld = C.

The SAS Test Harness sends the Deregistration Response Message to UUT with:
® cbsdld=C
® responseCode =103

After completion of step 3, SAS Test Harness will not provide any additional positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 4 is

complete. This is the end of the test. Verify:

®  UUT stopped RF transmission at any time between triggering the
deregistration and either A OR B occurs:
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message

Pass| Falil
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7.6 CBSD Security Validation
7.6.1  WINNF.FT.C.SCS.1

# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using u n
1 configured certificate.

® Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection

®  Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.

®  Make sure that UUT uses TLS v1.2

®  Make sure that cipher suites from one of the following is selected, - 0
2 ® TLS RSA_WITH_AES 128 GCM_SHA256 .
® TLS RSA WITH_AES_256_GCM_SHA384 Pass | Falil
® TLS ECDHE_ECDSA WITH_AES_128 GCM_SHA256
® TLS ECDHE_ECDSA WITH_AES 256_GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM_ SHA256

A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability.

3 | ® UUT sends a registration request to the SAS Test Harness and the SAS P. FD'I
Test Harness sends a Registration Response with responseCode = 0 and ass al
chsdld.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [ O

4 complete. This is the end of the test. Verify:

®  UUT shall not transmit RF Pass Fail
7.6.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O

2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Fail

®  Make sure that Mutual authentication does not happen between UUT and the ass al

SAS Test Harness.

. . . | O
[ . :

3 UUT may retry for the security procedure which shall fail Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application

4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is n [

5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass Fail
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7.6.3 WINNF.FT.C.SCS.3

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
. . . | (]
° T for th hich shall fail. :
3 UUT may retry for the security procedure which shall fai Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
L ; | O
5 | complete. This is the end of the test. Verify: _
®  UUT shall not transmit RF Pass | Falil
7.6.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| [l
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
® Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
. . . | O
° T for th hich shall fail. :
3 UUT may retry for the security procedure which shall fai Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - O
5 | complete. This is the end of the test. Verify: P Fail
®  UUT shall not transmit RF ass al
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7.6.5 WINNF.FT.C.SCS.5

# Test Execution Steps Results
1 | ® UUT shall start CBSD-SAS communication with the security procedures . =
Pass Fail
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate .
®  Make sure that Mutual authentication does not happen between UUT and the Pass Fail
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. » D_
Pass Fail

®  SAS Test-Harness shall not receive any Registration request or any application
4 data. - -

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

i : | O
5 | complete. This is the end of the test. Verify: P Fail
®  UUT shall not transmit RF ass al
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7.7 CBSD RF Power Measurement

Report No.: KSCR240200028203

7.71  WINNF.PT.C.HBTA
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID = C
® UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectrumInquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O cbsdid=C
2 O grantld=G -- --
® SAS Test Harness responds with Heartbeat Response, including: o cbsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - O
3 :
® Note: it may be required for the vendor to provide a method or configuration Pass Fail
to bring the UUT to a mode which is required by the measurement
methodology. Any such mode is vendor-specific and depends upon UUT
behavior and the measurement methodology.
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®  Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power

measurement method.

5G NR

Path Antenna Arra -
Freq. Cor|13dsu|§ted Loss Gain Gair¥ EIRP PSD Limit Verdict
MHz dBm/MHz
( ) (dBm/MHz) (dB) (dBi) (dB) ( ) (dBm/MHz)
3600 -3.760 6 2 6.02 10.260 20 Pass
3600 -8.365 6 2 6.02 5.655 15 Pass
3600 -10.111 6 2 6.02 3.909 10 Pass
Note:
1. Array Gain=10log(n), n is the antenna number, for this test the n=4
2. EIRP PSD= Conducted PSD+ Path Loss+ Antenna Gain+ Array Gain
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5GNR Target Power: 20dBm/MHz

[ Keysight Spectrum Analyzer - Swept SA

] RE AC SENSEINT] I I
Center Freq 3.600000000 GHz 3 Avg Type: RMS 4
PNO: Fast —»— 1rig: Free Run AvglHeld: 100/100 ™
IFGain:Low #Atten: 20 dB oe GRS

Mkr1 3.578 66 GHz
Ref 10.00 dBm -3.760 dBm

3.700000000 GHz,

CF Step
20.000000 MHz
uto Man

Freq Offset
0Hz

Scale Type

Center 3.6000 GHz Span 200,0 MHz L

#Res BW 1.0 MHz #VBW 3.0 MHz* ms (20001 pts) |

5GNR Target Power: 15dBm/MHz

[ Keysight Spectrum Analyzer - Swept SA

SENSE:INT] [

[
Avg Type: RMS 4
> Trig: Free Run Avg|Hold: 100/100 ™
IFGain:Low #Atten: 20 dB B A N NN NN

Mkr1 3.561 66 GHz
Ref 10.00 dBm -8.365 dBm

Center Freq
3.600000000 GHz

StartFreq
3.500000000 GHz

CF Step
20.000000 MHz,
Auto Man

Freq Offset
0 Hz

Scale Type

Center 3.6000 GHz Span 200.0 MHz Lin

#Res BW 1.0 MHz #VBW 3.0 MHz* #Sweep 100.0 ms (20001 pts) |
=3
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5GNR Target Power: 10dBm/MHz

[ Keysight Spectrum Analyzer - Swept SA
500 AC SENSE:INT] [ [

X/ RF 50 Q
Center Freq 3.600000000 GHz Avg Type: RMS mca

n Trig: Free Run Avg|Hold: 100/100 TeE I
PNO: Fast ~—»—
IFGain:Low #Atten: 20 dB e NI

Mkr1 3.558 31 GHz
-1

Ref 10.00 dBm 0.111 dBm

3.700000000 GHz,

CF Step
20.000000 MHz
Auto Man

Freq Offset
0Hz

Scale Type

Span 200,0 MHz oin

Center 3.6000 GHz
#Res BW 1.0 MHz #VBW 3.0 MHz* #Sweep 100.0 ms (20001 pts) |
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Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.

8.1 WINNF.FT.C.SCS.1

M 5C5.1.pcapng - =] X
D EEE WEY) W0 MR SR WG aEY TS TROD W8
am:® R Qes=ZF8 _=664a7T
A[tls [x] -4
To. Tine Source Destination Protocol Length Info
37 5.528579 10.88.140.67 10.88.140.196 TLSV1 571 Client Hello
47 5.543568 10.88.140.67 10.88.140.196 TLSV1 585 Client Hello
85 10,125520 19.88,140,67 10.88,140.196 TLSv1 617 Client Hello
95 10.141098 16.88.140.67 10.88.140.196 TLSV1 617 Client Hello L
105 18.265754 10.88.140.67 10.88.140.196 TLSVL 585 Client Hello
115 10.294809 10.88.140.67 10.88.140.196 TLSV1 571 Client Hello
133 12.624659 10.88.140.196 10.88.140.67 TLSv1.2 258 Client Hello
134 12.624867 10.88.140.67 10.88.140.196 TLSV1.2 3157 server Hello, Certificate, Certificate Request, Server Hello Done
140 12.638347 10.88.146.196 10.88.140.67 TLSv1.2 299 Certificate, Client Key Exchange
142 12.645743 19.88.140.196 10.88.140.67 TLSvi.2 323 Certificate verify
144 12.691083 10.88.140.196 10.88.140.67 TLSv1.2 185 Change Cipher Spec, Encrypted Handshake Message
145 12.691284 10.88.140.67 10.88.140.196 TLSV1.2 1@5 Change Cipher Spec, Encrypted Handshake Message
146 12. 697740 10.88.140.196 10.88.140.67 TLsvi.2 369 Application pata
149 12.760402 10.88.140.196 10.88.140.67 TLSv1.2 1418 Application Data
151 12.767661 10.88,140,67 10.88.14@.196 TLSvl.2 100 Application Data
153 12.808535 10.88.140.67 10.88.148.196 TLsvl.2 702 Application Data, Application Data, Application Data, Application Data, Application Data, Application Dat..
160 13.017720 10.88.140.67 10.88.140.196 TLSV1 571 Client Hello
180 13.033065 10.88.140.67 10.88.140.196 TLSV1 585 Client Hello

Length: 81
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
Version: TLS 1.2 (@x@3@3)

session ID Length: 32
Session ID:
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (@x009d)
Compression Method: null (@)

Extensions Length: 5

Extension: renegotiation_info (len=1)

[3A3s Fullstring: 771,157,65281]

[1A3s: f75082535b4a79c07b31bddoe2b7eba?]

> TLSv1.2 Record Layer: Handshake Protocol: Certificate

» TLSv1.2 Record Layer: Handshake Protocol: Multiple Handshake Messages

Random: 589dbd1055625714543fa7alad6ffba3403c3c57fa389568268011f2e28b2¢05

74fc6e858a117fba8fea737d96c89cac14348a203b5fc3ccda3aaeal4bsbosss
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8.2 WINNF.FT.C.SCS.2

M 5CS.2.pcapng - o X
ZiHF) REE ANV HEEG) RERQ) AHTA) FHHS) miE(Y) FAEW) IRM FEH)
Aami® REQe=sEF8 ., =QaQH
oS =R
Ho. Time Source Destination Protocel Length Info 2
147 14.878454 10.88.140.67 10.88.140.1.. TLSV1 617 Client Hello
157 14.907186 10.88.140.67 10.88.140.1.. TLSv1 585 Client Hello
175 15.462815 10.88.140.1.. 10.88.140.67 TLSvV1.2 268 Client Hello
176 15.463160 10.88.140.67 10.88.148.1.. TLSvi.2 3303 Server Hello, Certificate, Certificate Request, Server Hello Done
178 15.468230 16.88.140. 10.88.140.67 TLSV1.2 61 Alert (Level: Fatal, Description: Certificate Revoked)
183 16.500556 10.88.140.60 10.88.140.67 TLSv1.2 84 Application Data
184 16.501518 10.88.140.67 10.88.140.60 TLSvV1.2 88 Application Data
200 17.983811 10.88.140.67 10.88.140.1.. TLSv1 617 Client Hello
210 18.014211 10.88.140.67 10.88.140.1.. TLSV1 585 Client Hello
225 19.509495 10.88.140.67 10.88.140.1.. TLSv1 617 Client Hello |
23519.538945 10.88.140.67 10.88.140.1.. TLSV1 617 Client Hello
255 22.036006 10.88.140.67 10.88.140.1.. TLSv1 617 Client Hello
265 22.065795 10.88.140.67 10.88.140.1.. TLSV1 585 Client Hello
275 23.034849 10.88.140.67 10.88.140.1.. TLSv1 571 Client Hello
285 23.049943 10.88.140.67 10.88.140.1.. TLSV1 571 Client Hello
296 24.574837 10.88.140.67 10.88.140.1.. TLSv1 571 Client Hello
306 24.589003 10.88.140.67 10.88.140.1.. TLSV1 617 Client Hello
327 26.593486 10.88.140.67 10.88.140.1.. TLSv1 571 Client Hello
26 sa7aA2 10 140 67 12 142 1 Tisua cliant uall hd
Frame 178: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{17DB1A8F-38F1-4A05-B1AB-A7D1E@6@CF51}, id @
Ethernet II, Src: 84:a9:38:ab:df:3a (84:a9:38:ab:df:3a), Dst: 88:ad4:c2:01:b5:80 (88:ad:ic2:01:b5:80)
Internet Protocol Version 4, Src: 10.88.140.196, Dst: 10.88.140.67
Transmission Control Protocol, Src Port: 53233, Dst Port: 5000, Seq: 215, Ack: 3258, Len: 7
v Transport Layer Security
v~ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Certificate Revoked)
Content Type: Alert (21)
Version: TLS 1.2 (0x0303)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Certificate Revoked (44)
M 5CS.2.pcapng - o X
ZiHF) REE ANV HEEG) RERQ) AHTA) FHHS) miE(Y) FAEW) IRM FEH)
Am2® RE QesEFarEEaaen
htip B0 )+
Ho. Time Source Destination Protocel Length Info 2
7©0.036226 10.88.140.1.. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html)
17 ©.050378 10.88.140.1.. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html)
301.576778 10.88.140. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html)
40 1.606895 10.88.140.1.. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html) —
60 4.830906 10.88.140.1.. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html)
70 4.861112 10.88.140. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html)
i 83 7.195883 10.88.140.1.. 10.88.140.67 HTTP 262 GET /crlserver.crl HTTP/1.1
857.215921 10.88.140.67 10.88.140.1.. HTTP 1134 HTTP/1.1 200 OK
94 8.201283 10.88.140.1.. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html)
104 8.229420 10.88.140.1.. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html)
127 11.010259 10.88.140.1.. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html)
137 11.037970 10.88.140. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html)
148 14.881219 10.88.140.1.. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html)
158 14.910405 10.88.140. 10.88.140.67 HTTP 363 HTTP/1.1 400 Bad Request (text/html)
164 15.004446 10.88.140.67 10.88.140.1.. HTTP/J.. 777 POST /apifapi/vi/register HTTP/1.1 , JavaScript Object Notation (application/json)
165 15.030634 10.88.140.1.. 106.88.140.67 HTTP/J.. 666 HTTP/1.1 200 , JavaScript Object Notation (application/json)
166 15.043904 10.88.140.67 10.88.140.1.. HTTP/J.. 773 POST /api/fapi/vi/listCbsds HTTP/1.1 , JavaScript Object Notation (application/json)
170 15.063190 10.88.140.1.. 106.88.140.67 HTTP/J.. 147 HTTP/1.1 200 , JavaScript Object Notation (application/json)
201 17 agaza 10 140 1 _1a 140 67 urTo 63 UTTD/1 1 A0 Bad +avt html A

Frame 85: 1134 bytes on wire (9072 bits), 1134 bytes captured (9072 bits) on interface \Device\NPF_{17DB1ASF-30F1-4A95-B1AB-A7D1E@6BCF51}, id @
Ethernet II, Src: 88:a4:c2:01:b5:80 (88:a4:c2:01:b5:8@), Dst: 84:a9:38:ab:df:3a (84:a9:38:ab:df:3a)
Internet Protocol Version 4, Src: 10.88.140.67, Dst: 10.88.140.196
Transmission Control Protocol, src port: 8e, Dst Port: 53230, Seq: 326, Ack: 209, Len: 1080
[2 Reassembled TCP Segments (1485 bytes): #84(325), #85(1080)]
~ Hypertext Transfer Protocol
HTTP/1.1 200 OK\r\n
Content-Type: application/octet-stream\r\n
Content-Length: 1@80\r\n
Accept-Ranges: bytes\r\n
Server: HFS 2.3m\r\n
Set-Cookie: HFS_SID =0.877298210049048; path=/; HttpoOnly\r\n
ETag: 302C9CD6EE544012EFBO7BFACS52D7A14\r\n
Last-Modified: Wed, 20 Dec 2023 11:08:14 GMT\r\n
Content-Disposition: attachment; filename="crlserver.crl”;\r\n

\r\n
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8.3 WINNF.FT.C.SCS.3

M scs.2-new.pcapng - a X
TR REE ANV HEEG) RERQ AHTA) FHHS) miEY) FAEW) IRM FEiH)
AmI® REQe=sEFaEEaaan
[T =R
No. Tine Source Destination Protocel Length Info

194 11.738725 10.88.140.1.. 10.88.140.67 TLSvV1.2 258 Client Hello

195 11.739083 10.88.140.67 10.88.140.1.. TLSvl.2 3157 Server Hello, Certificate, Certificate Request, Server Hello Done

200 11.762021 16.88.140.1.. 10.88.140.67 TLSV1.2 361 Certificate, Client Key Exchange

201 11.763311 10.88.140.67 10.88.140.1.. 61 Alert (Level: Fatal, Description: Certificate Expired)

204 11.770419 10.88.140.1.. 10.88.140.67 323 Certificate verify

238 13.14019%0 10.88.140.67 571 Client Hello

248 13.155448 10.88.140.67 571 Client Hello

258 13.669077 10.88.140.67 617 Client Hello

268 13.684022 10.88.140.67 617 Client Hello —

279 17.395687 10.88.140.67 571 Client Hello

289 17.411159 10.88.140.67 617 Client Hello

299 17.459650 10.88.140.67 617 Client Hello

309 17.474711 10.88.140.67 10.88.140. 571 Client Hello

333 21.616984 10.88.140.67 10.88.140. 617 Client Hello

343 21.632270 10.88.140.67 10.88.140. 617 Client Hello

386 22.577365 10.88.140.67 10.88.140. 571 Client Hello

396 22.592545 10.88.140.67 10.88.140. 571 Client Hello

410 23,897540 10.88.140.67 10.88.140.1.. 571 Client Hello

42a22 Q12111 1a 100 67 1@ 140 1 Tisua 617 cliont uall

Frame 201: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{17DB1A8F-30F1-4A95-B1AB-A7D1E@6OCF51}, id @
Ethernet II, Src: 88:a4:c2:01:b5:80 (88:a4:c2:01: @), Dst: 84:a9:38:ab:df:3a (84:a9:38:ab:df:3a)
Internet Protocol Version 4, Src: 10.88.140.67, Dst: 10.88.140.196
Transmission Control Protocol, Src Port: Seee, Dst Port: 54189, Seq: 3104, Ack: 3432, Len: 7
Transport Layer Security
v TLSv1.2 Record Layer: Alert (Level: Fatal, Description: certificate Expired)
Content Type: Alert (21)
Version: TLS 1.2 (©x0303)
Length: 2
v Alert Message
Level: Fatal (2)
Description: Certificate Expired (45)

<
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8.4 WINNF.FT.C.SCS.4

M scs.4-new.pcapng - o X
THHF) ESEE) WE() BEEG) MERQ) SIFA) S9tHS) mE(Y) BEW) TE(T) ®EH)
Aam1@® RE QesEgs = aqalr
Nltis
Ho. Tine Source Destination Protocol Length Info
15 3.773358 10.88.140.67 10.88.140.1.. TLSV1 617 Client Hello
25 3.788158 10.88.140.67 10.88.140.1.. TLSV1 617 Client Hello
49 7.364345 10.88.140.67 10.88.140.1.. TLSV1 571 Client Hello
59 7.394852 10.88.140.67 10.88.140.1.. TLSV1 571 Client Hello
69 8.331927 10.88.140.1.. 10.88.140.67 TLSV1.2 258 Client Hello
70 8.332442 10.88.140.67 10.88.140.1. TLSv1.2 3157 Server Hello, Certificate, Certificate Request, Server Hello Done
74 8.403952 10.88.140.1.. 10.88.140.67 TLSV1.2 564 Certificate, Client Key Exchange, Certificate verify, change Cipher Spec, Encrypted Handshake Message
75 8.404381 10.88.140.67 10.88.140.1.. TLSV1.2 61 Alert (Level: Fatal, Description: Unknown CA)
80 10.041362 10.88.140.67 10.88.140.1.. TLSV1 571 Client Hello
90 10.072734 10.88.140.67 10.88.140.1.. TLSV1 571 Client Hello
102 11.585753 10.88.140.67 10.88.140.1.. TLSV1 617 Client Hello
112 11.615861 10.88.140.67 10.88.140.1.. TLSV1 571 Client Hello

Frame 75: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{17DB1A8F-30F1-4A95-B1AB-A7D1E@6@CF51}, id @
Ethernet II, Src: 88:a4:c2:01:b5:80 (88:a4:c2:01:b5:80), Dst: 84:a9:38:ab:dfi3a (84:a9:38:ab:df:3a)
Internet Protocol Version 4, Src: 10.88.140.67, Dst: 10.88.140.196
Transmission Contrel Protocol, S$rc Port: 5000, Dst Port: 54455, Seq: 3104, Ack: 2175, Len: 7
v Transport Layer Security
~ TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Unknown CA)
Content Type: Alert (21)
Version: TLS 1.2 (@x@3@3)
Length: 2
Alert Message
Level: Fatal (2)
Description: Unknown CA (48)

<
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M scs5.peapng

- o X
HEF) RERE) WEV) BERG) MERC) HTA) SiHE) SIEY) BERW) TR ®EH)
P RE ] &= = aqmE
N[tls ] ]+
No. Tine Source Destination Protocol Length Info
15 1.541529 10.88.140.67 10.88.140.1.. TLSV1 571 Client Hello
25 1.556722 10.88.140.67 10.88.140.1.. TLSv1 571 Client Hello
48 3.915085 10.88.140.67 10.88.140.1.. TLSV1 585 Client Hello
59 3.929570 10.88.140.67 10.88.140.1.. TLSv1 571 Client Hello
89 6.126442 10.88.140.67 10.88.140.1.. TLSV1 617 Client Hello
99 6.142179 10.88.140.67 10.88.140.1.. TLSv1 571 Client Hello
116 8.859257 10.88.140.67 10.88.140.1.. TLSV1 571 Client Hello
126 8.889977 10.88.140.67 10.88.140.1.. TLSvl 571 Client Hello
142 10.027222 10.88.140.67 10.88.140.1.. TLSV1 571 Client Hello
152 10.057645 10.88.140.67 10.88.140.1.. TLSvl 585 Client Hello
176 12.716547 10.88.140.67 10.88.140.1.. TLSV1 571 Client Hello
186 12.731970 10.88.140.67 10.88.140.1.. TLSvl 585 Client Hello
199 13.832171 10.88.140.1.. 10.88.140.67 TLSv1.2 258 Client Hello
200 13.832490 10.88.140.67 10.88.140,1.. TLSv1.2 3157 Server Hello, Certificate, Certificate Request, Server Hello Done
205 13.834822 10.88.140.1.. 10.88.140.67 TLSV1.2 362 Certificate, Client Key Exchange —
206 13.835480 10.88.140.67 10.88.140.1.. TLSv1.2 61 Alert (Level: Fatal, Description: Decrypt Error)
209 13.836982 10.88.140.1.. 10.88.140.67 TLSv1.2 323 Certificate Verify
220 14.981486 10.88.140.67 10.88.140.1.. TLSv1 571 Client Hello
220 14 0asa2 10 140 67 10 1481 Tisaa 1 cliant Hall

Length: 2
Alert Message

<

Level: Fatal (2)
Description: Decrypt Error (51)

Frame 206: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{17DB1A8F-30F1-4A95-B1AB-A7D1E@60CF51}, id @

Ethernet II, Src: 88:a4:c2:01:b5:80 (88:a4:c2:01:b5:80), Dst: 84:a9:38:ab:dfi3a (84:a9:38:ab:df:3a)

Internet Protocol Version 4, Src: 10.88.140.67, Dst: 10.88.140.196

Transmission Control Protocol, Src Port: 5000, Dst Port: 54656, Seq: 3104, Ack: 3433, Len: 7

v Transport Layer Security

~v TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Decrypt Error)
Content Type: Alert (21)
version: TLS 1.2 (@x@303)
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9 Photographs

Refer to the < External Photos > & < Internal Photos >.

- End of the Report -



