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Read these instructions

Koop thasa instrustions.

Heed all wamings

Foliow all ingtructons.

Do mot use this apparatus near weter,

Clean only with dry choth

Do not block any wventilation opemnngs. Install in accordance with the
manufacturer s INLICTone.

Doy o Enstall mearanmy hisal Souces such &8 radEiors, heal regisiers, SIoves, or
other apparatus {inciuding ampiners] that produce beal

Do pot defeat the safety purpose of the polarized or gounding-tvpe plog, A
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Compliance Information

United States FCC Compliance

Thiz. device: has boen tested and found 10 comply with the Tinnits for a Clsse B
dagital device, pursuant to par 1% of the FOC Rules. These limits are desgned to
provide reas0nabis proection aganst such nioffaencs Ina rasidantial neaiaton.
ThiS equpinent generakss, usec, and can a0lae radio Fequency ensigy. T wol
installed and used in Aocordance with the instmictions it may cAse hanmhsd
inbererence to radio communications, Howeve:, there is no guarantes that
Imararenca wil not occir in a partcilar insEiaton IF ts aquipmant doss cass
harmmful inermeience 0 radio or Eheyison receplion, which can bo detarminzd
by turming the equipmant OFF and O, the (k= is ence ged ta fry tre
carrect e interference oy one or mare of the iolosing measures:

Increase the separation between the equipment and 1Isceisr

Connect the equgmant nte 2n outiet on a cicul diferent rom that o wheh e
reCElE 5 orected

COnsulr The SepyCe Droviteron an Ssperioncect (aio) isleision cechnician M felp
ANy changes of modmcations not e pressly approved by Sisco Sysams, Inc
coutd woid (he u=er's awthority 1o operate the equipmen

Thea Information shown in tne FCC Declaraton of Confonmity paragraph beow &2
requirsinent of the FCC and is intended o =supply you with information sgarding
the FCC approval of this devices. Tie phone nurmbers Fxted ae for FCG-relat=d
gqueshions only and notintendedfor quesbons regating the connecion or operstion
for this desioo. Poasn CONEScT Your sorviog Drowioor for any QuesIons you may
have regarding the oparaion or isaianon of this device




WARNING: Tha switch s to be connected only to PoE networks without

routing to the outside plant,

F@ FCC Declaration of Conformity

Thisdavice commpias with Pan |5 of FOO Rules O ation 1S s 1o 1he Iilowiing
v CONAos: ) iNE device ey norcase hanmlulintefeences, &0 20 he ceviee
musk accept any nterference receied, including nterference that may cause
undesied cperaion

APS {Advanced Powes Supply) Family
Models CAQTOAAB. APST, MWAT22T,
Manufaciured oy: Ciscn Sysiens, Inc
12 Wvest Tasman Do
San Jose, CA 95134 LISA
WA ClSCn coo g contacts

Canada EMI| Regulation
This Class B digital apparatus complies with Canadian [CES-003.
Cat goperel numérque de |2 class B est conforme & |2 nonmiz NME-003 au
Canana
TOET121 FOC Standard

Disclaimer

Ciaco Systemns, Inc. assumes ne responsibiliy for errors or omizsions that may
appear in this manual We reserve the right to change this marual &t amy time
withaut notice.

Federal Communication Commission Interference
Statement

This equapment has been ested and found o corphy with the imies fora Class
B digial device, pursuant e Par 15 f the FOC Rues. Theoe lmes are desgrned
12 provide reasordtile prodection aganst hamid inereence in a residenrial
nasiAElEEnN. This Squipment gencraes, usesand can radiae radio Megquency
enargy and, ¥ o irstaled and Lsed i accordance with e Nsrcions,

may calse nameill inerfeence 10 radkd COMMETECANons. However, Thera s

no guarantes 1hat interenence Wil Nol oocwr In A paicula nsiaiaion. I ois
eduipment doas cause Enmiul ineference i rado.or Beision recaerion,
whick can be determinad W t.l"l‘lil"lg the 2eilipmesit ofT and on, the Usa 5
ancouraged ta iy to correct the interizrence by one of the foliowing measumea:

. Heonent or reocats e recening antanna.
v InCcrease Me SepArannn Demveesn e eqUpmeant and recener

« Conrect the aquapment inta &noatiel on s areut diffesent from that to which the
recaivar s connectad.

+ Coreult the dealer or an experenced radic/ TV technician for help.

FOC Caution: Ay changes of modifications not expressly' approved by the
pary responshle for compliance could vod the usar's authorty 0 operate
this equipmert

For epe@tion within the 5150-5200 MHr frequency

ranges. It restricred 1o indooy endircniment

This device complies with Part 15 of the FOC Rules - Dperation s subect
10 e Iollowing wo conditions (1) This device may not cause fanmiul
Iintererence, and () the davice muUsT accapt any Interarence recened,
inchding intereranca that may causs undesired oparation.

IMPORTANT NOTE:
FCC RF Exposure Statement:

This equiment cormpies with FOC radiation exposure limits set lorth for an
unconirolled emdronment. TS equipment shbuld be Instailed 2na operated
WIFT WM disiance Z20Cm Detween the radiatar 8ni your Dody.

This transmitter must not be co-locaed or operaing in corjunction with any
ol anienna of TansriLer.

Thee anailabdiny of some speciic channels andfor cperational Trequency bands

ane country cepender Snd S fimmwarne programmean at s faciony [ maich
the manded destingtion. The fETTwane Seiing is Nol ACCassine v the 2nd user.

Industry Canada Statement:

This dawice compllas with RES-2 10 of the Industy Canada Rues. Opsraton
= subject o the following twe condtions: {1} This device may not cause
narmful interfarzncs, and () this device MUsSt accept any Infererence
received, noluging interferance that may cause undesirad operation.

Caution:

I[he device for the bands 5 150-5250 MHZ 5 only
for indoor usaga to reduce paantial for hamiul Intarterence to co-channel
mobile satclito systoms.

Thia mesimuem antenna gain parmitted {for cevicas in the band 57255825 MHz
{3 dBi}} to comply with the ej.rp lirits specified for point-to-paint aad non
point-1o-paint speration as aopropnate, as stated m section A9.2(3).

High powier radars are allecaied 85 orimary users (meaning they have pricrity)
of 5650-5850 MHz and these radars could cause

rterfarence andfor damage 1o LE- LANM devices:

IMPORTANT NOTE:

Canada RF Exposure Statement:

Thi= systen has been evaluated for radicfrequency exposure for humans in
reference to Canada Hesith Code € (2009) imits The evsluation was based
on evaluation per RSS- 102 Fev 4. The minimum separation distance from the
antenna to genaral bystander iz 7.5 inches (2Ccm) to maintain complance.
Noxae: CADTDAAE, APST, MWATZ2211 have disabled the 5600-5650M band
by S/W to avoid 5600-5650M band for IC certhcation,
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Overview

The MWA1221 (MoCA to Wireless Adapter) product can be used in multiple deployment configurations. This
user manual address the below configurations:

e In this case, the MWA1221 is connected with the home gateway via MoCA (MoCA Backhaul mode) and it
extends data coverage to other unmanaged devices which would otherwise be out of reach to the main
gateway. The MWA1221 behaves like a WiFi extender. In parallel, MWA1221 can also bridge traffic on
the Ethernet interface to another device connected to it via Ethernet. Additionally, MWA1221 is equipped
with Power Over Ethernet (PoE) and thus would be able to provide power to the device connected over
Ethernet as per the 802.3af standard ([IEEE 802.3] Section 2, Annex 33).
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e In this case, the MWA1221 is connected with the home gateway via Ethernet (Ethernet Backhaul model)
and it extends data coverage to other unmanaged devices which would otherwise be out of reach to the
main gateway. MWA1221 behaves like a WiFi extender.
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Identify your Device:

If you device requires troubleshooting in the future, your service provider may ask for the serial number. The serial
number can be located on the label found at the bottom of'the device.
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" Made in China
Mudal Cisco CAD10AAB

9 FCC 1D: VUI-APS1
I_l !I‘IFI.Ft 100-120V=~, 60Hz, 0.9A
» Output: 48V =, 0.4A 141021F2
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Device M

Front Panel:

Multicolored LED




Rear Panel:

n@ US LISTED _'T& 10/100/1000 Ethernet port to connect to either the data Gateway for

ET5008

Ethernet backhaul or connect to a downstream device

=  WPS Button - When pressed, initiates the wireless setup feature,
which allows you to add new Wireless Protected Setup (WPS)
compliant device to your home network

MoCA 2.0 Interface to connect to the data gateway for MoCA
backhaul

> AC Power input port to connect an AC power cable

- Theillustration may vary from the actual product
- The usage of ports may vary if additional use cases are implemented



Terms and Definitions

Term Definition

Boot Mode The first MWA1221 Mode at the start of each power cycle or
reset process. Boot Mode checks code validity prior to
allowing code to execute, if successful then execute and run
the code.

Connect Mode When the MWA1221 is attempting to establish
communications with the backhaul device.

Normal Mode The MWA1221 has established communication with the
backhaul device and is able to pass messages back and forth
between them.

CDL (Code The MWA1221 supports TR069 Download RPC method to
Download) Mode load the new image.

Initialization and Operations

In order to ensure consistent operation of MWA1221 devices, this section describes the specific conditions and
sequences for startup of the MWA1221 under a set of nominal and anomalous operating conditions. The use of the
term Mode within this specification is set of functional requirements that do not dictate any specific system or
software design or implementation.



MWAI1221 Mode Overview

CDL
Success or
Reboot coL
<
rehoot Code Execution Download qunll:;-ad
Success Request Fail
|
Connected e ‘/N-ormal
Mode
Disconnected
MWAI221 LED Sequence
‘ Mode ‘ LED Comments
Boot GREEN
Blinking once a second
Connect BLUE MoCA forming network
Blinking once a second
Connect PURPLE MoCA network formed or
Blinking once a second Ethernet network broadcast.
Normal BLUE
Solid
CDL YELLOW When the MWA1221 is

Blinking once a second

actively downloading,
validating and writing to
memory a new code object.




Boot Mode

The MWA1221 product supports the Boot Mode process as illustrated in the following figure:

Boot
Mode [

e
No /\ Mo
- 5

Exacute Image - uccass?

'-.—“—J
Yes Yes
Execute
Conmnescl
Current Image Moda

Revert to Older
image

The MWA1221 would be in Boot Mode when power is first applied or a reboot/restart of code image has occurred.
The MWA1221 supports maximum two code image stored within flash. The execution options are:

a) It would attempt to execute and run the existing code image if only a single code image is stored within
flash

b) It would attempt to execute and run the current code image if a current and a previous code image are
stored within flash

c¢) It would execute and run the previous code image if the APS fails to execute and run the current code
image and when both a current and previous code image are stored within flash.

The MWA1221 would transition to Connect Mode if the code image successfully executes and runs.



Connect Mode

The MWA1221 product supports the Connect Mode process as illustrated in the following figure:

Initiate Ethernet

¥

| Initiate MaCA l

v

&

Joan MoC b, Network or
Ethernet Connected?

Diszovar Home
Gateway?

Yes

MolCA
Connacied?

Yas

MWA1221 would transition to MoCA Backhaul Mode or Ethernet Backhaul Mode if the product has successfully
entered Connect Mode.

The MWA 1221 product would use fixed 1150MHz channel for MoCA interface to join MoCA network by default.
During IP address assignment stage, the MWA1221 supports [IPv6 and IPv4 on both interfaces.

e The MWAI1221 would be assigned a link-local IPv6 address, using neighbor discovery to detect duplicate
addresses

e The MWA1221 would initiate Route Solicitations

e The MWAI1221 would provision interface with global IPv6 address with RA prefix and interface specific
address and provision interface with IPv6 link-local address if Router Announcement (RA) received and
Autonomous flag == 1 and prefix != FE80::/10.

e The MWA1221 would provision interface IPv6 link-local address only if no RA received from Router
Solicitations.

e The MWAI1221 would provision interface IPv6 link-local address only if RA is received and Autonomous
flag == 0 or prefix == FE80::/10

e The MWAI1221 would initiate DHCPv®6 if global IPv6 address provisioning fails.



e The MWA1221 would be assigned both DHCPv6 address and IPv6 link-local address if DHCPvV6 is
successful.

e The MWAI1221 would initiate DHCPv4 if DHCPvV6 provisioning fails.

e The MWA1221 would be assigned both DHCPv4 address and IPv6 link-local address if DHCPv4 is
successful.

MWA1221 uses UPnP protocol to discovery the uplink home gateway. If it is found, the MWA1221 product
would enter MoCA Backhaul Mode if MoCA Interface is UP state, otherwise the MWA 1221 would enter Ethernet
Backhaul Mode.

In MoCA Backhaul Mode, The MWA 1221 products bridge Ethernet frames received on the MoCA interface from
the LAN to the 10/100/1000 Base-TX interface. Likewise, the MWA1221 products bridges Ethernet frames
received on the 10/100/1000 Base-TX interface to the MoCA interface, which in turn forwards to the MoCA
connected LAN. The MWA1221 product also extends the Wi-Fi coverage within the home, bridging Ethernet
frames received on MoCA to the WLAN and likewise from the WLAN to MoCA. One can also connect an IP
Client to the Ethernet interface in the MOCA backhaul case. The IP client set-top box product connected to
Ethernet interface may also receive Ethernet frames from the WLAN from devices in communication with the IP
client set-top box product and likewise send Ethernet frames to the WLAN to devices that the IP client set-top box
is in communication with. The MWA1221 would use a static private IP address 0f 192.168.100.101 on the
Ethernet interface in MoCA Backhaul Mode.

In Ethernet Backhaul Mode, The MWA1221 product extends the Wi-Fi coverage within the home operating as a
WiFi-Ethernet-Bridge, bridging Ethernet frames received on Ethernet to the WLAN and likewise from the WLAN
to Ethernet.



Normal Mode

When connected with gateway from MoCA interface or Ethernet interface, MWA1221 will enter Normal Mode.

MWA1221 will try to detect whether the connected gateway support AutoSync feature via UPnP message. The

Wi-Fi configuration could be synced from gateway following Specific “Wi-Fi AutoSync” protocol, or set manually
on web GUL

After entering Normal Mode, MWA1221 will wait for Wi-Fi AutoSync specific UPnP messages from gateway on
either MoCA interface or Ethernet interface in 180 seconds. As if it received the specific UPNP message within
180 seconds, MWA1221 will enable Wi-Fi configuration auto-sync feature. The gateway will push all the Wi-Fi
configurations to MWA1221 by “WECB AutoSync” protocol and enable the Wi-Fi radio and SSID automatically.
If gateway supports “Wi-Fi AutoSync” feature, user could also modify the synchronized Wi-Fi configuration via
Web GUL

Hormal
Moda

Disabled

| Initiate Wi J

Dbt Home gatewiay
whather it supports

Set Default WiFi ]
Aulo-sync by UPnP?

Configuration

Initiate WiFi
Synchronization

Yes
Ma

{ Enable WiFi }-‘-‘

The auto-sync feature covers the following configuration parameters.

e Radio Frequency (2.4GHz / 5GHz)

e Radio Modes (802.11n, 802.11ac, etc.)
e Radio Channels

e Radio Channel Bandwidth

e Radio Beacon Interval



e Radio DTIM Interval

e Radio Guard Interval

e Radio Co-existence

e SSID Enable/Disable

e SSID Name

e SSID Mac Address (BSSID)

e SSID Broadcast

e SSIDvLanID

e SSID Encryption Security Mode
e SSID Encryption Passphrase

e SSID Encryption Rekey Interval
e SSID Encryption Radius Server IP/Port
e SSID Encryption Radius Secret
e SSID QoS (WMM/UAPSD)

e SSID Max Clients

e SSID isolation

e SSID Mac Filter

e  WPS Method

e  WPS Pin Code

MWA1221 also provides Web GUI for User to configure Wi-Fi. If gateway does not support “Wi-Fi AutoSync”
feature, MWA1221 will enable Wi-Fi by default configuration. User could change Wi-Fi configuration from Web
GUL

Some management related web page such as MoCA, VLAN, WiFi, etc are prohibited for home users. VLAN ID

could only be set from auto-sync feature. Web GUI does not support VLAN ID modification. If gateway does not
support Wi-Fi auto-sync, all of the SSIDs on MWA1221 will not add VLAN ID.

Here are the details about web page privilege for administrators and home users.

System Upgrade/Downgrade O X
Factory Reset O O
Reboot O O

MoCA Enable O X
Channel Selection O O
Channel O O
Beacon Power O X
Reduction
MoCA Privacy O X

WiFi Operating Mode O O
Channel O O
Channel Bandwidth O X
SSID Enable O O




SSID Name O O

SSID Broadcast O O
SSID Encryption O O
Security Mode

SSID Encryption O O
Passphrase

SSID Encryption Radius | O X
Server IP/Port

SSID Encryption Radius | O X
Server Secret

SSID Mac Filter O

WPS Enable O O
WPS Method O O

“O” stands for supported and “X” stands for not supported.

CDL Mode

MWA1221 supports TR069 Download RPC method as defined in TR069 Requirement Specification: Broadband
Devices. User would write the image into a backup image location only. The MWA1221 would transition to Boot
Mode after successfully writing an ingested code image to flash.

MWA1221 also supports HTTP Post as defind in RFC 2616 for the upload of code images.
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