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Section 1 - Product Overview

Package Contents

DIR-814 AC750 Wi-Fi Router

1 Ethernet Cable
_[ | Power Adapter

If any of the above items are missing, please contact your reseller.

Note: Using a power supply with a different voltage rating than the one included with the DIR-814 will cause damage and void the warranty
for this product.
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Section 1 - Product Overview

System Requirements

« An Ethernet-based cable or DSL modem
- IEEE 802.11ac/n/g/b/a wireless clients
«10/100 Ethernet

Computer with the following:
+ Windows®, Macintosh, or Linux-based operating system
+ Aninstalled Ethernet adapter

Browser Requirements:
« Internet Explorer 11 or higher
- Firefox 20 or higher
- Safari 7 or higher
« Chrome 25 or higher

Windows" Users: Make sure you have the latest version of Java
installed. Visit www.java.com to download the latest version.

« iPhone®/iPad®/iPod Touch® (iOS 7.0 or higher)
+ Android™ device (2.3.3 or higher)

D-Link DIR-814 User Manual



Section 1 - Product Overview

Introduction

The D-Link DIR-814 is a wireless IEEE 802.11ac compliant device that delivers up to 3x faster speeds than 802.11n while staying
backward compatible with 802.11n/g/b/a devices. This means you can connect the DIR-814 to a cable or DSL modem and
provide high-speed Internet access to multiple computers, game consoles, and media players. You can create a secure wireless
network to share photos, files, music, videos, printers, and network storage. Powered by 802.11ac technology and equipped
with four external antennas, this router provides superior wireless coverage for larger homes and offices, or for users running
bandwidth-intensive applications. The DIR-814 also includes a 4-port 10/100 Fast Ethernet switch that connects to wired
devices for uninterrupted video calling and faster file transfers.

D-Link Intelligent QoS Technology helps to increase network efficiency by analyzing wired and wireless network traffic and
prioritizing it in order of importance. This way, important network traffic such as VoIP and video streaming, take priority over
background network traffic such as a file downloads and print tasks, ensuring you have optimal network performance.

The DIR-814 supports the latest wireless security features to help prevent unauthorized access, be it from over a wireless
network or the Internet. Support for WPA™ and WPA2™ standards ensure that you will be able to use the best possible
encryption regardless of your client devices. In addition, this router is equipped with a dual-active firewall (SPI and NAT) to
prevent potential attacks over the Internet.
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Section 1 - Product Overview

Features

« Ultimate Fast Wireless Networking - The DIR-814 provides up to 300 Mbps wireless connection in 2.4 GHz
band, and up to 867 Mbps* wireless connection in 5 GHz with other 802.11ac and 802.11n wireless clients. This
capability allows users to participate in real-time activities online, such as video streaming, online gaming, and
real-time audio. The performance of this 802.11ac wireless router gives you the freedom of wireless networking
at speeds 3x faster than 802.11n.

« Compatible with 802.11n/g/b/a Wireless Devices - The DIR-814 is still fully compatible with the IEEE 802.113,
|IEEE 802.11b, 802.11g and 802.11n, so it can connect with existing 802.11a, IEEE 802.11b, 802.11g and 802.11n
PCl, USB, and CardBus adapters.

« Advanced Firewall Features - The web-based user interface displays a number of advanced network
management features. Easily apply content filtering based on MAC address, URL, and/or domain name.
Schedule these filters to be active on certain days or for a duration of hours or minutes.

« User-friendly Setup Wizard - Through its easy-to-use web-based user interface, the DIR-814 lets you control
what information is accessible to those on the wireless network, whether from the Internet or from your
company'’s server. Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11g, 802.11n and 802.11ac specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental
conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview
Connections

1 LAN Ports (1-4) | Connect 10/100 Ethernet devices such as computers, switches, storage (NAS) devices and game consoles.
2 Internet Port Using an Ethernet cable, connect your broadband modem to this port.
3 Power Receptor | Receptor for the supplied power adapter.
4 WPS Button Press to start the WPS process.
Insert a paperclip in the hole on the bottom of the device and wait for several seconds to reset the router to
5 Reset Button .
default settings.
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Section 1 - Product Overview

Hardware Overview
LEDs

1 Power LED A solid light indicates that the device is powered on. The light will blink while the device is in recovery
mode.

2 Internet LED A solid light indicates that an Internet link is established.
A solid light indicates that the WPS handshake has been completed. The light will blink while the WPS

3 WPS LED . .
handshake is processing.

WLAN LED A solid light indicates that the wireless segment is ready.
5 LAN LEDs 1-4 A solid light indicates a connection to an Ethernet-enabled computer on ports 1-4 respectively.
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router in
an enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

- Please configure the router with the computer that was last connected directly to your modem.

« You can only use the Ethernet port on your modem. If you were using the USB connection before using the router,
then you must turn off your modem, disconnect the USB cable and connect an Ethernet cable to the Internet
port on the router, and then turn the modem back on. In some cases, you may need to call your Internet Service
Provider (ISP) to change connection types (USB to Ethernet).

- If you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoET, BroadJump, or EnterNet 300 from your computer or you will not be able to connect to the Internet.

D-Link DIR-814 User Manual



Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within the
operating range of your wireless network. Keep in mind that the number, thickness and location of walls, ceilings, or other
objects that the wireless signals must pass through may limit the range. Typical ranges vary depending on the types of
materials and background RF (radio frequency) noise in your home or business. The key to maximizing wireless range is to
follow these basic guidelines:

1.

Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum -
each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices so that
the number of walls or ceilings is minimized.

. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (0.5 meters), at a 45-degree

angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick!
Position devices so that the signal will travel straight through a wall or ceiling (instead of at an angle) for better
reception.

. Building materials make a difference. A solid metal door or aluminum studs may have a negative effect on

range. Try to position access points, wireless routers, and computers so that the signal passes through drywall or
open doorways. Materials and objects such as glass, steel, metal, walls with insulation, water (fish tanks), mirrors,
file cabinets, brick, and concrete will degrade your wireless signal.

. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF

noise.

. If you are using 2.4 GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home

security systems), your wireless connection may degrade dramatically or drop completely. Make sure your 2.4
GHz phone base is as far away from your wireless devices as possible. The base transmits a signal even if the
phone is not in use.
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Section 2 - Installation

Manual Setup

1. Turn off and unplug your cable or DSL broadband modem. This is required.

2. Position your router close to your modem and a computer. Place the router in an open area of your intended
work area for better wireless coverage.

3. Unplug the Ethernet cable from your modem (or existing router if upgrading) that is connected to your
computer. Plug it into the LAN port labeled 1 on the back of your router. The router is now connected to your
computer.

4. Plug one end of the included blue Ethernet cable that came with your router into the yellow port labeled
INTERNET on the back of the router. Plug the other end of this cable into the Ethernet port on your modem.

5. Reconnect the power adapter to your cable or DSL broadband modem and wait for two minutes.

6. Connect the supplied power adapter into the power port on the back of the router and then plug itinto a
power outlet or surge protector. Press the power button and verify that the power LED is lit. Allow 1 minute for
the router to boot up.

7. If you are connecting to a broadband service that uses a dynamic connection (not PPPoE), you may be online
already. Try opening a web browser and connecting to a website. If the Internet LED indicator is lit, indicating a
connection on the Internet/WAN port, then the router should be able to connect to the Internet.
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Section 3 - Getting Started

Getting Started

There are several different ways you can configure your router to connect to the Internet and connect to your clients:

« QRS Mobile App - Use your Android device, iPhone, iPad, or iPod touch to configure your router. Refer to page 11.
+ D-Link Setup Wizard - This wizard will launch when you log into the router for the first time. Refer to page 16.

- Manual Setup - Log into the router and manually configure your router. Refer to page 19

D-Link DIR-814 User Manual
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Section 3 - Getting Started

QRS Mobile App

QRS Mobile app allows you to install and configure your router from your mobile device.

Note: The screenshots may be different depending on your mobile device’s OS version.

Step 1
Search for the free QRS Mobile App on the iTunes Store or Google Play. & AppStore Google play
EigiE  EEEE

Step 2

Once your app is installed, you may now configure your router. Connect
to the router wirelessly by going to your wireless utility on your device.
Scan for the Wi-Fi name (SSID) as listed on device label. Select and then
enter your Wi-Fi password.

Step 3
Once you connect to the router, launch the QRS Mobile app from the
Home screen of your device.

Note: The following steps show the Android interface of the QRS Mobile
app. If you are using an iPhone, iPad, or iPod touch, the appearance may be
different to that of the screenshots, but the process is the same.

D-Link DIR-814 User Manual
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Section 3 - Getting Started

Step 4
You will see the welcome screen. Tap Start to proceed, then enter your
device password and tap Log In. Tap Next once the Operation Mode

screen appears.

Step 5

At this point, please ensure that you the router is connected to a
modem. Plug one end of the provided Ethernet cable into your DSL or
cable modem, and plug the other end into the port marked INTERNET
on the DIR-814. Tap Next to automatically detect your Internet
connection and proceed to the next step.

D-Link DIR-814 User Manual
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Section 3 - Getting Started

Step 6

You will be asked to configure your 2.4 GHz wireless network. Enter a
network name (SSID) of your choice, or leave it unchanged to accept the
default SSID.

Next, choose a Wi-Fi password of at least 8 characters. Any device trying
to connect to the router wirelessly will need to enter this password the
first time it connects.

Tap Next to configure your 5 GHz wireless network. When satisfied tap
Next to proceed.

Step 7

Enter the administrator password of your choice. Unlike the Wi-Fi
password, this password is only required when you need to configure
the router. See "Configuration" on page 19 for details of when this
password is used. Tap Next to proceed.

D-Link DIR-814 User Manual
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Section 3 - Getting Started

Step 8
If you wish to receive push notifications whenever a new firmware
update is available, check the Notify me when new firmware is

available box and tap Next.

Otherwise, just tap Next to proceed.

Step 10
You will be presented with a summary of your chosen settings.

Tap Save to complete the setup.

D-Link DIR-814 User Manual
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Section 3 - Getting Started

Congratulations, your device has been successfully configured! You can
share this information by tapping Share By E-mail, or tap Finish to exit

the app.

D-Link DIR-814 User Manual

15



Section 3 - Getting Started

Setup Wizard

If this is your first time installing the router, open your web browser and

l e @l E dlinkrouter.local.

enter http://dlinkrouter.local./ in the address bar. Alternatively, enter _ p-a>|
the IP address of the router (default: http://192.168.60.1). Please refer
to page 19.
The wizard is designed to guide you through a step-by-step process to _ X
configure your new D-Link router and connect to the Internet. '
—am) ([0
Click Next to continue. Internet DIR-814 Wi-Fi Client
This wizard will guide you through a step-by-step process to configure your new D-Link
device
Step 1: Install your device
Step 2: Configure your Network and Wi-Fi settings
Step 3: Set your router password
Next
Please wait while your router detects your Internet connection type. If _ %
. Configure Your Internet Connection
the router detects your Internet connection, you may need to enter your
ISP information such as username and password. !
: )
Internet DIR-814 Wi-Fi Client
Detecting Internet Connection..
RV
B NE:
16
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Section 3 - Getting Started

If the router does not detect a valid Internet connection, a list of
connection types to choose from will be displayed.

Select your Internet connection type (this information can be obtained
from your Internet Service Provider) and click Next to continue.

If the router detected or you selected PPPoE, enter your PPPoOE username
and password and click Next to continue.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If the router detected or you selected Static, enter the IP and DNS settings
supplied by your ISP. Click Next to continue.

N
Configure Your Internet Connection
: |
am) (

Internet DIR-814 Wi-Fi Client
Please select your Internet connection type below:

@ DHCP Connection (Dynamic IP Address)

Choose this option if your Internet connection automatically provides you with an IP
Address. Most Cable Modems use this type of connection.

O Username/Password Connection (PPPoE)

Choose this option if your Internet connection requires a username and password to
get online. Most DSL modems use this connection type of connection

O Static IP Address Connection

Choose this option if your Internet Service Provider provided you with IP Address
information that has to be manually configured

x
o) (0

Internet DIR-814 Wi-Fi Client

To setup this Internet connection, you will need to have a User Name from your Internet
Service Provider. If you do not have this information, please contact your ISP

Usemame:| |

Password: | |

am) ([

Internet DIR-814 Wi-Fi Client

To set up this conncetion you will need to have a complete list of IP information by your
Internet Service Provider. If you have a Static IP connection and do not have this
information, please contact your ISP.

IP Address:

Subnet Mask:

Primary DNS Address

Gateway Address: | |

Secondary DNS Address

D-Link DIR-814 User Manual
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Section 3 - Getting Started

Create a Wi-Fi password (between 8-63 characters). Your wireless clients
will need to have this passphrase or key entered to be able to connect

to your wireless network.

Click Next to continue.

In order to secure the router, please enter a new password. You will be
prompted for this password every time you want to use the router’s web
configuration utility. Click Next to continue.

At the end of the wizard, you will be presented with a final summary of
your settings. Click Finish to close the wizard.

password.

Internet DIR-814 Wi-Fi Client

To setup a Wi-Fi network you will need to give your Wi-Fi network a name(S3ID) and

2.4GHz Wi-Fi Network Name:‘ DIR-814 2.4 Ghz

5GHz Wi-Fi Network Name:‘ DIR-814 5 Ghz

using this Network Name (SSID).

The Wi-Fi Network Name is up to 32 characters. You will need to join your Wi-Fi network

2.4GHz Wi-Fi Passwnrd:‘ SecurePassword9

5GHz Wi-Fi Passwurd:‘ SecurePasswordd

using this password.

The password must contain at least 8 characters. You will need to join your Wi-Fi network

Next

Device Admin Password ><

password below

@—) (B

Internet DIR-814 Wi-Fi Client

By default, your new D-Link device does not have a password configured for administrator
access to the Web-based configuration utility. To secure your new device, please create a

Device Admin Password:

Next

network by using the new Wi-Fi Network Name and Password you created

« Connection Type: Dynamic IP (DHCP)

J - Device Admin Password: SecurePassword?

2.4GHz Wi-Fi Network Name: DIR-822 2.4 Ghz

2.4GHz Wi-Fi Password: SecurePassword9
J 5GHz Wi-Fi Network Name: DIR-822 5 Ghz

5GHz Wi-Fi Password: SecurePassword9

Congratulations

Congratulations, your device has been configured. You can now connect to your Wi-Fi

D-Link DIR-814 User Manual
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Section 4 - Configuration

Configuration

To access the configuration utility, open a web-browser such as l -

Internet Explorer and enter http://dlinkrouter.local./ or you may O I8 s |
also connect by typing the IP address of the router (by default this is

http://192.168.60.1) in the address bar.

Enter your password. If you previously followed the setup wizard, please
use the admin password you entered during the wizard. Otherwise,
leave the password blank. Click Log In to proceed.

Admin Password:

Note: If you cannot remember your password and cannot log in, press
the reset button on the bottom of the device for longer than 10 seconds to
restore the router to its default settings.

The router’s home page will open displaying its current connection D-Link
status.

® Internet Connected
The bar at the top of the page has quick access to Settings and
Management functions. You may quickly jump back Home at any time.

Note: The system will automatically log out after a period of inactivity. v b)) q |

Internet

Cable Status:

Cennec tion Type:
Network Status:

Connection Uptime: 0 Day 0 Hour 1 Min 10 Sec Default Gateway: 172175254

Primary DNS Server: 152 160 168 248
Release P Address
Secondary DNS Server: 192 168,168 201

D-Link DIR-814 User Manual 19



Section 4 - Configuration

Home

The Home page displays the current status of the router in the form of an interactive diagram. You can click each icon to display
information about each part of the network at the bottom of the screen. The menu bar at the top of the page will allow you to

quickly navigate to other pages.

Internet

The Home page displays whether or not the router is currently connected to the
Internet. If it is disconnected, click Click to repair to bring up the setup wizard
(see page 16).

To bring up more details about your Internet connection, click on the Internet
icon. Click IPv4 or IPv6 to see details of the IPv4 connection and IPv6 connection
respectively.

Click Release to disconnect from the Internet. If you do this and wish to reconnect,
click Renew.

To reconfigure the Internet settings, refer to page 23.

@ Internet Disconnected

Click on any item in the diagram for more information

AN [
@ =)
Click 1o repair
D-Link
® Internet Connected
Chek on any dem in the disgram for maore mformation
@ v ) q |
Internet
P4 | IPVE
Cable Status: Connecled MAC Address: 54 B8 0A AR 1063
Cannection T‘lp!' Dynamic IP (DHCP) IP Address: 172175118
Network Status: Connecled Subnet Mask:
Connection Uptime: 0 Cay 0 Hour 1 Min 10 Sec Default Gateway:
Primary DNS Server:
Slnonuary DNS Server: 152 168

D-Link DIR-814 User Manual
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Section 4 - Configuration

DIR-814

Click on the DIR-814 icon to view details about the router and its wireless settings.

Here you can see the router’s current wireless settings, as well as its MAC address
and IPv4/IPv6 addresses.

To reconfigure the network settings, either click Go to settings on the lower left, or

click Settings (at the top of the page) and then Network on the menu that appears.

For more information refer to page 50.

To reconfigure the wireless settings, either click Go to settings, on the lower right,
or click Settings (at the top of the page) and then Wireless on the menu that
appears. For more information refer to page 47.

D-Link Home

@ Internet Connected

Click on arry dam in e disgram for mors information
1
@ v )
[.:.El IPv4 Network
MAC Address: 54 BE DA AR 10 80

Router IP Address: 152 168.0.1

Subnet Mask:

9 IPvE Network

Link-Local Address: FEB0 5683 AFF FEAS 1060
Router IPvE Address: |

DHCP-PD: Enabled

Assigned Prefix: Mot Available

q |

= WI-FI 2.4GHz
Status: Enabled
Wi-Fi Name (SSID): DIR-822 2 4 Ghz

Password: SecurePasswordd

—
s Wi-Fi 5GHz

Status:

Wi-Fi Name (S5ID): DIR

D-Link DIR-814 User Manual
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Section 4 - Configuration

Connected Clients

Click on the Connected Clients icon to view details about the router and its wireless
settings.

On this page you can see all the clients currently connected to the router, and their
IP addresses.

To edit each client’s settings, click the pencil icon on the client you want to edit.

Name: Enter a custom name for this client.
Vendor: Displays the vendor of the device.
MAC Address: Displays the MAC address of the device.
IP Address: Enter a specific IP address for this client.
Reserve IP: Enable to reserve this IP address for this client.

Parental Allow or Block access to the router.
Control:

Click Save when you are done.

D-Link " Home

@® Internet Connected

Cliek on any Hem in the disgram for more informeation

v o))

Connected Clients
You can block 3 device from accessing your network completely

rd

) REALTEK SEMICONDSETERD 117

q |

Edit Rule

Name: | 07871PCWINTE

Vendor: Unknown Vendor
MAC Address: cc:52:af49:e6:75
IP Address: 192 168.0.2

Reserve IP: D |

Parental Control: [| |

D-Link DIR-814 User Manual

22
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Settings
Wizard

In the Settings menu on the bar on the top of the page, click Wizard to open the setup wizard. This is the same wizard that appears when you start
the router for the first time. Refer to page 16 for details.

Internet

In the Settings menu on the bar on the top of the page, click Internet to see the Internet configuration options.

My Internet Choose your Internet connection type from the drop-down menu. DLinK
Connection Is: You will be presented with the appropriate options for your
connection type. Click Advanced Settings... to expand the list and

i Internet
see all of the options. e

For Dynamic IP (DHCP) refer to page 24.

i | Dymamic P (DHCF)

For Static IP refer to page 25.

For PPPoE refer to page 26.
For PPTP refer to page 27.
For L2TP refer to page 29.

For DS-Lite refer to page 31.v

To configure an IPv6 connection, click the IPv6 link. Refer to page 32.
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Dynamic IP (DCHP)

Select Dynamic IP (DHCP) to obtain IP address information automatically from your Internet Service Provider (ISP). Select this option if your ISP
does not give you an IP address to use.

Host Name:

Primary DNS
Server:

Secondary DNS
Server:

MTU:

MAC Address
Clone:

The host name is optional but may be required by some ISPs. Leave
it blank if you are not sure.

Enter the primary DNS server IP address assigned by your ISP. This
address is usually obtained automatically from your ISP.

Enter the secondary DNS server IP address assigned by your ISP. This
address is usually obtained automatically from your ISP.

Maximum Transmission Unit - you may need to change the MTU for
optimal performance with your ISP.

The default MAC address is set to the Internet port’s physical interface
MAC address on the router. You can use the drop-down menu to
replace the Internet port’s MAC address with the MAC address of a
connected client.

Click Save when you are done.

Internet

bonis: | Dynamic IP (DHCF)

ast Name: | diinkrouter

ML | Auto

Clone: | 54:B3:04.A3:1063

<< MAG Address [ |
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Static IP

Select Static IP if your IP information is provided by your Internet Service Provider (ISP).

IP Address: Enter the IP address provided by your ISP. DLink
Subnet Mask: Enter the subnet mask provided by your ISP.

Default Enter the default gateway address provided by your ISP.
Gateway:

Primary DNS Enter the primary DNS server IP address assigned by your ISP.
Server:

Secondary DNS Enter the secondary DNS server IP address assigned by your ISP.
Server:

MTU: Maximum Transmission Unit - you may need to change the MTU for
optimal performance with your ISP. ot | Be

MAC Address The default MAC address is set to the Internet port’s physical interface
Clone: MAC address on the router.You can use drop-down menu to replace

the Internet port’s MAC address with the MAC address of a connected

client. E

Click Save when you are done.
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PPPOE

Select PPPoE if your Internet connection requires you to enter a username and password. This information is provided by your Internet Service
Provider (ISP).
Username: Enter the username provided by your ISP. P

Password: Enter the password provided by your ISP. Internet

Reconnect Select either Always-on, On-Demand, or Manual.
Mode:

Maximum Idle Enter a maximum idle time during which the Internet connection

Time: is maintained during inactivity. To disable this feature, enable Auto- R .
reconnect.
Address Mode: Select StaticIP if your ISP assigned you the IP address, subnet mask, O I
gateway, and DNS server addresses. In most cases, select Dynamic IP.
IP Address: Enter the IP address provided by your ISP (Static IP only). Oyname P

Service Name: Enter the ISP service name (optional).

fary NS Server
MU | Auto

Mac Address Clone: <« MAC Address

Primary DNS Enter the primary DNS server IP address assigned by your ISP.
Server:

Secondary DNS Enter the secondary DNS server IP address assigned by your ISP.
Server: s

MTU: Maximum Transmission Unit - you may need to change the MTU for e ane
optimal performance with your ISP. ’

MAC Address The default MAC address is set to the Internet port’s physical interface Mac Ackiess CU - = pryep—

Clone: MAC address on the router. You can use the drop-down menu to
replace the Internet port’s MAC address with the MAC address of a
connected client.

Click Save when you are done.
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PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your Internet Service Provider (ISP) uses a PPTP connection. Your ISP will provide you with a
username and password.

PPTP Server IP
Address:

Username:
Password:

Reconnect
Mode:

Maximum Idle
Time:

Address Mode:
PPTPIP
Address:

PPTP Subnet
Mask:

PPTP Gateway
IP Address:

Primary DNS
Server:

Enter the PPTP server IP address provided by your ISP.

Enter the username provided by your ISP.

Enter the password provided by your ISP.

Select either Always-on, On-Demand, or Manual.

Enter a maximum idle time during which the Internet connection
is maintained during inactivity. To disable this feature, enable Auto-

reconnect.

Select StaticIP if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select DynamicIP.
Enter the IP address provided by your ISP (Static IP only).

Enter the subnet mask provided by your ISP (Static IP only).

Enter the gateway IP address provided by your ISP (Static IP only).

Enter the primary DNS server IP address assigned by your ISP.

Internet

ction is: | PPTP

der. | On demand

TU: | Auto

Primary DNS Server

Secondary DNS Server

Static IP

fusto
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Secondary DNS Enter the secondary DNS server IP address assigned by your ISP. D-Link e e
Server:

Internet
MTU: Maximum Transmission Unit - you may need to change the MTU for

from

optimal performance with your ISP.

dizable any PFFOE chient soffware on your computers.

id D5-Libe. Il you are unsure of yow conr

c 1P, CHCR, PP L
pvice provider. Noti: If using the PPPGE aption, you will neo

ntact your i

Click Save when you are done. ' “

My Intermet Connection is: | PPTP

PETF Server IF Aodress:

Usermame
[
Reconnect Mode. | On demand
Maximum idie Time: | 5§ mnuies

Acdress Mode: | Dynamic 1P
Primary DNS Server

Secondary DNS Sarver

W | Avto

Address Mode: | Static IP
PRTP IP Address
PPTP Subnet Mask
PRTP Gateway I Adress:
Primary DNS Server

Secondary DNS Server

MTU: | Auto
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L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your Internet Service Provider (ISP) uses a L2TP connection. Your ISP will provide you with a username

and password.

L2TP Server IP Enter the L2TP server IP address provided by your ISP.
Address:

Username: Enter the username provided by your ISP.
Password: Enter the password provided by your ISP.

Reconnect Select either Always-on, On-Demand, or Manual.
Mode:

Maximum Idle Enter a maximum idle time during which the Internet connection
Time: is maintained during inactivity. To disable this feature, enable Auto-
reconnect.

Address Mode: Select StaticIP if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select DynamicIP.

L2TP IP Enter the IP address provided by your ISP (Static IP only).
Address:

L2TP Subnet Enter the subnet mask provided by your ISP (Static IP only).
Mask:

L2TP Gateway Enter the gateway IP address provided by your ISP (Static IP only).
IP Address:

Primary DNS Enter the primary DNS server IP address assigned by your ISP.
Server:

Internet

My Internet Connectian is: | LTP

der. | On demand

Address Mode: | Static IP

Primary DNS Server

Secondary DNS Server

MU | Auto
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Secondary DNS Enter the secondary DNS server IP address assigned by your ISP. D-Link e e
Server:

Internet
MTU: Maximum Transmission Unit - you may need to change the MTU for

from

optimal performance with your ISP.

dizable any PFFOE chient soffware on your computers.

id D5-Libe. Il you are unsure of yow conr

c 1P, CHCR, PP L
pvice provider. Noti: If using the PPPGE aption, you will neo

ntact your i

Click Save when you are done. ' “

My Intermet Connection is: | LZTP

LZTF Server IF Address:

Usemame

Password
Feconnect Mode. | On demand
Maximum idie Time: | & minutes
Ackiress Mode: | Dynamic (P
Primary DNS Server

Secondary DNS Sarver

W | Avto

Address Mode: | Static IP
LITP IF Audriess
L2TP Subnet Mask
L2TP Gateway I Address
Primary DNS Server

Secondary DNS Server

MTU: | Auto
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DS-Lite

DS-Lite is an IPv6 connection type. After selecting DS-Lite, the following parameters will be available for configuration:

DS-Lite Select DS-Lite DHCPv6 to let the router allocate the AFTR IPv6
Configuration: address automatically. Select Manual Configuration to enter the
AFTR IPv6 address manually.

AFTR IPv6 If you selected Manual Configuration above, enter the AFTR IPv6
Address: address used here.

B4 IPv6 Enter the B4 IPv4 address value used here.
Address:

WAN IPv6 Once connected, the WAN IPv6 address will be displayed here.
Address:

IPv6 WAN Once connected, the IPv6 WAN default gateway address will be
Default displayed here.

Gateway:

Click Save when you are done.

D-Link

Internet

nection s | DS-Lite

figuration: | DS-Live DHCPvE Option
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IPv6

To configure an IPv6 connection, click the IPv6 link. To return to the IPv4 settings, click IPv4.

My Internet Choose your IPv6 connection type from the drop-down menu. You
Connection Is: will be presented with the appropriate options for your connection
type. Click Advanced Settings... to expand the list and see all of

the options.

For Auto Detection refer to page 33.

For Static IPv6 refer to page 35.

For Auto Configuration (SLAAC/DHCPvV®6) refer to page 37.
For PPPoOE refer to page 39.

For IPv6 in IPv4 Tunnel refer to page 41.

For 6 to 4 refer to page 43.

For 6rd refer to page 44.

For Local Connectivity Only refer to page 46.

IPv6 DNS SETTINGS

pe | Use the following DNS address.

LAN IPvE ADDRESS SETTINGS

LAN 1PV Link-L

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automate 1PvE Addrese Assignment

e DHGP-PD in LAN

hon Type: | Statehul DHCPE
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Auto Detection

This is a connection method where the ISP assigns your IPv6 address when your router requests one from the ISP’s server. Some ISPs require you

to make some settings on your side before your router can connect to the IPv6 Internet.

DNS Type:

Primary DNS
Server:

Secondary DNS
Server:

Enable DHCP-
PD:

LAN IPv6
Address:

LAN IPvé6 Link-
Local Address:

Enable
Automatic
IPv6 Address
Assignment:

Enable
Automatic
DHCP-PD in
LAN:

Select either Obtain DNS server address automatically or Use the
following DNS address.

If you selected Use the following DNS address above, enter the
primary DNS server address.

If you selected Use the following DNS address above, enter the
secondary DNS server address.

Enable or disable prefix delegation services.
If you disabled DHCP-PD, enter the LAN (local) IPv6 address for the
router.

Displays the router’s LAN link-local address.

Enable or disable the Automatic IPv6 Address Assignment feature.

Enable or disable DHCP-PD for other IPv6 routers connected to the

LAN interface.

Note: This feature requires a smaller subnet prefix than /64 (i.e. allowing
for a larger address allocation), such as /63. Contact your ISP for more
information.

IPv6 DNS SETTINGS

s | Auto Detection

pe | Use the following DNS address.

LAN IPvE ADDRESS SETTINGS

LAN IPVE Link-L e

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automate 1PvE Addrese Assignment

rabile Aulomabe DHGP-PD in LAN
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Auto Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless

Configuration DHCPv6.
Type:

Router Enter the IPv6 address lifetime (in minutes).

Advertisement
Lifetime:

Click Save when you are done.

Home Setlings Fuatumes

D-Link e

IPv6

All of your IPvE Inlerne! and network connechon detasls are displayed on thes page.

Managerment

My Internet Connection is' | Auto Detecion
IPV6 DNS SETTINGS
DNS Type | Use the following DNS address
Frimary O Senver

Secondary DNS Server

LAN IPvE ADDRESS SETTINGS
LAN IPv6 Address

LAN IPvE Link-Local Address: feB0 5668 aff fealt 1080

ADDRESS AUTOCONFIGURATION SETTINGS
Enabie Automane 1Py Adress Acsignener: [ IR |
Enable Automate DHCP-PD in LAN,
Autoconhgurshon Type: S‘Ial:lui .[IHIII\é
PvG Address Range (Start) oo 00
IPvii Address Range (End) soocc 00

1Py Address Lifetime | minutes
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Static IPv6

Select Static IP if your IPv6 information is provided by your Internet Service Provider (ISP).

Use Link-Local
Address:

IPv6 Address:

Subnet Prefix
Length:

Default
Gateway:

Primary DNS
Server:

Secondary DNS
Server:

LAN IPv6
Address:

LAN IPv6 Link-
Local Address:

Enable
Automatic
IPv6 Address
Assignment:

Enable or disable a link-local address.
If you disabled Use Link-Local Address, enter the address supplied
by your ISP.

If you disabled Use Link-Local Address, enter the subnet prefix

length supplied by your ISP.

Enter the default gateway for your IPv6 connection.

Enter the primary DNS server address.

Enter the secondary DNS server address.

Enter the LAN (local) IPv6 address for the router.

Displays the router’s LAN link-local address.

Check to enable the Automatic IPv6 Address Assignment feature.

LAN IPvE ADDRESS SETTINGS

LAMN 1P Address

LAN I8 Link-Local Address. Not Avaslable

ADDRESS AUTOCONFIGURATION SETTINGS

D-Link DIR-814 User Manual

35



Section 4 - Configuration

Auto Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless

Configuration DHCPv6.
Type:

Router Enter the IPv6 address lifetime (in minutes).

Advertisement
Lifetime:

Click Save when you are done.

wection details are displayed on thes page

Intemet Connectian is: | Static IPvE

Defaul Gateway.

LAN IPvE ADDRESS SETTINGS

LAM TP Link Lo

ADDRESS AUTOCONFIGURATION SETTINGS
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to make some settings on your side before your router can connect to the IPv6 Internet.

DNS Type:

Primary DNS
Server:

Secondary DNS
Server:

Enable DHCP-
PD:

LAN IPv6
Address:

LAN IPvé6 Link-
Local Address:

Enable
Automatic
IPv6 Address
Assignment:

Enable
Automatic
DHCP-PD in
LAN:

Auto Configuration (SLAAC/DHCPv6)

This is a connection method where the ISP assigns your IPv6 address when your router requests one from the ISP’s server. Some ISPs require you

Select either Obtain DNS server address automatically or Use the
following DNS address.

If you selected Use the following DNS address above, enter the
primary DNS server address.

If you selected Use the following DNS address above, enter the
secondary DNS server address.

Enable or disable prefix delegation services.
If you disabled DHCP-PD, enter the LAN (local) IPv6 address for the
router.

Displays the router’s LAN link-local address.

Enable or disable the Automatic IPv6 Address Assignment feature.

Enable or disable DHCP-PD for other IPv6 routers connected to the

LAN interface.

Note: This feature requires a smaller subnet prefix than /64 (i.e. allowing
for a larger address allocation), such as /63. Contact your ISP for more
information.

My Internet Connecton 5. | Auto Configuration (SLAAC/DHCPYG)

IPvE DNS SETTINGS

ONS Type. | Use the followng DNS address

LAN IPv6 ADDRESS SETTINGS

LAN IPvE Link-Lox

ADDRESS AUTOCONFIGURATION SETTINGS

Enabile Automute [P Address Assignment

ype | SLAAC+Stateless DHCP
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Auto Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless

Configuration DHCPv6
Type:

Router Enter the IPv6 address lifetime (in minutes).

Advertisement
Lifetime:

Click Save when you are done.

Home Setlings Fuatumes

D-Link e

IPv6

Al of your IPvE Inlerne! and network connechon detals are displayed on thes page.

My Internet Connecton 5. | Auto Configuration (SLAAC/DHCPYG) u

IPv6 DNS SETTINGS
ONS Type. | Use the following DNS address.
Frimary DNS Server.

Secondary DNS Server

LAN IPv6 ADDRESS SETTINGS

S e |

LAN IPvE Link-Local Address. Not Available

Managerment

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automate DHCP-PD in LAN. Nd.ll!d

Autozonfiguration Type: | SLAAGHStateless DHGP
Router Advertisement Lifetime | minutes
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Select PPPoE if your Internet connection requires you to enter a username and password. This information is provided by your Internet Service

Provider (ISP).

PPPoE Session:

Username:

Password:

Address Mode:

IP Address:
DNS Type:
Primary DNS
Server:

Secondary DNS
Server:

Enable DHCP-
PD:

PPPOE

Choose Share with IPv4 to re-use your IPv4 PPPoE username and
password, or Create a new session.

If you selected Create a new session above, enter the PPPoE
username provided by your ISP here.

If you selected Create a new session above, enter the PPPoE
password provided by your ISP here.

Select Static IP if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses. In most cases, select Dynamic IP.

Enter the IP address provided by your ISP (Static IP only).

Select either Obtain DNS server address automatically or Use the
following DNS address.

If you selected Use the following DNS address above, enter the
primary DNS server address.

If you selected Use the following DNS address above, enter the
secondary DNS server address.

Enable or disable DHCP-PD for other IPv6 routers connected to the
LAN interface.

Note: This feature requires a smaller subnet prefix than /64 (i.e. allowing
for a larger address allocation), such as /63. Contact your ISP for more
information.

My Intarmet Connection is- | PPPOE

S50 | Greate @ new session

Acdress Mode: | Stase IP

IPvG DNS SETTINGS

ype: | Use the folowing DNS address.

LAN IPv6 ADDRESS SETTINGS
Pl Address

LAN IPvG Link-Local Address: Hot Available

ADDRESS AUTOCONFIGURATION SETTINGS
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LAN IPv6 Enter the LAN (local) IPv6 address for the router. Bk s
Address:

Al of your IPvE Inlerne! and network connecon detals are displayed on thes page

LAN IPv6 Link- Displays the router’s LAN link-local address.
Local Address:

Enable Enable or disable the Automatic IPv6 Address Assignment feature.

Automatic R
IPv6 Address Prrit Sessor: | emme 2 nent esiien
Assignment: '

Enable Enable or disable DHCP-PD for other IPv6 routers connected to the B

Automatic LAN interface. Aot

DHCP-PD in
Note: This feature requires a smaller subnet prefix than /64 (i.e. allowing
for a larger address allocation), such as /63. Contact your ISP for more - e [T e
information.
Auto Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless LAN IPv6 ADDRESS SETTINGS
Configuration DHCPv6
Type: | LAN IPvE Link-Local Address: Not Available
Router Enter the IPv6 address lifetime (in minutes). Erate o £ ks Ao [
Advertisement o0 Ty | Sttend DHOPYG
Lifetime: Pt Atkbese Range ey e 20T

1PV Addrass Range (End); sooec 00| 16

IPvE Address Lifetime:

Click Save when you are done.
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IPv6 in IPv4 Tunnel

The user can configure the IPv6 connection to run in IPv4 Tunnel mode. IPv6 over IPv4 tunneling encapsulates IPv6 packets in IPv4 packets so
that IPv6 packets can be sent over an IPv4 infrastructure.

Remote IPV4
Address:

Remote IPV6
Address:

Local IPv4
Address:

Local IPve
Address:

Subnet Prefix
Length:

DNS Type:

Primary DNS
Server:

Secondary DNS
Server:

Enable DHCP-
PD:

Enter the IPv4 remote address you will use.

Enter the IPv6 remote address you will use.

Enter the IPv4 local address you will use.

Enter the IPv6 local address you will use.

Enter the subnet prefix length supplied by your ISP.

Select either Obtain DNS server address automatically or Use the

following DNS address.

If you selected Use the following DNS address above, enter the
primary DNS server address.

If you selected Use the following DNS address above, enter the
secondary DNS server address.

Enable or disable DHCP-PD for other IPv6 routers connected to the
LAN interface.

Note: This feature requires a smaller subnet prefix than /64 (i.e. allowing
for a larger address allocation), such as /63. Contact your ISP for more
information.

IPvG DNS SETTINGS

LAN IPvE ADDRESS SETTINGS

LAN IP6 Li

ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automats: [P Address Agss

qnmeant

bon is: | EPVE i IFV4 unned
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LAN IPv6
Address:

LAN IPv6 Link-
Local Address:

Enable
Automatic
IPv6 Address
Assignment:

Enable
Automatic
DHCP-PD in
LAN:

Auto
Configuration

Type:

Router
Advertisement
Lifetime:

If you disabled DHCP-PD, enter the LAN (local) IPv6 address for the
router.

Displays the router’s LAN link-local address.

Enable or disable the Automatic IPv6 Address Assignment feature.

Enable or disable DHCP-PD for other IPv6 routers connected to the

LAN interface.

Note: This feature requires a smaller subnet prefix than /64 (i.e. allowing
for a larger address allocation), such as /63. Contact your ISP for more
information.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless
DHCPv6

Enter the IPv6 address lifetime (in minutes).

Click Save when you are done.

My Intemet Connecton is: | IPVE in 1PV unnel

IPvG DNS SETTINGS

LAN IPvE ADDRESS SETTINGS

Enable DHCP-PD! m

LAN IPvG Link-Local Address: Net Availatle
ADDRESS AUTOCONFIGURATION SETTINGS

S m

e DHCP-PD in LAN

pe | Stateful DHCP

G Address Range (Start) x000000| 3
|PvE Address Range (End): xcec 00| 16

Py Addcdress Lifetime | B0 | minutes
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6to4

In this section the user can configure the IPv6 6 to 4 connection settings. 6to4 is an IPv6 address assignment and automatic tunneling
technology that is used to provide unicast IPv6 connectivity between IPv6 sites and hosts across the IPv4 Internet.

6 to 4 Address:
6 to 4 Relay:

Primary DNS
Server:

Secondary DNS
Server:

LAN IPv6
Address:

LAN IPv6 Link-
Local Address:

Enable
Automatic
IPv6 Address
Assignment:

Auto
Configuration

Type:

Router
Advertisement
Lifetime:

Displays the 6 to 4 address.
Enter the 6 to 4 relay supplied by your ISP.

Enter the primary DNS server address.

Enter the secondary DNS server address.

Enter the LAN (local) IPv6 address for the router.

Displays the router’s LAN link-local address.

Check to enable the Automatic IPv6 Address Assignment feature.

Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless

DHCPv6

Enter the IPv6 address lifetime (in minutes).

Click Save when you are done.

LAN IPvE ADDRESS SETTINGS
LAM IPv6 Address: FFFFFFFF FFFF
LAN I8 Link-Local Addre=s. Not Avalabie
ADDRESS AUTOCONFIGURATION SETTINGS

Enable Automats: [P Address Assignmes

mm

Router Adver

Type: | SLAAC+Stateless DHCP

D-Link DIR-814 User Manual

43



Section 4 - Configuration

6rd

In this section the user can configure the IPv6 6rd connection settings.

Assign IPv6 Currently unsupported.
Prefix:

Primary DNS Enter the primary DNS server address.
Server:

Secondary DNS Enter the secondary DNS server address.
Server:

Enable Hub and Enable if you want to minimize the number of routes to the
Spoke Mode: destination by using a hub and spoke method of networking.

6rd Choose the 6rd DHCPv4 Option to automatically discover and
Configuration: populate the data values, or Manual Configuration to enter the
settings yourself.

6rd IPv6 Prefix: Enter the 6rd IPv6 prefix and mask length supplied by your ISP
(manual configuration only).

6rd Border Enterthe 6rd border relay IPv4 address settings supplied by your ISP
Relay IPv4 (manual configuration only).
Address:

LAN IPv6 Enter the LAN (local) IPv6 address for the router.
Address:

LAN IPv6 Link- Displays the router’s LAN link-local address.
Local Address:

6RO MANUAL CONFIGURATION

Enabie

LAN IPv6 ADDRESS SETTINGS

Hub and Spoke Mode m

Bred DHCPy4 Ogtian

ssignment m

ype | SLAAC+Stateless DHCP

minutes
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Enable Check to enable the Automatic IPv6 Address Assignment feature.

Automatic
IPv6 Address
Assignment:

Auto Select Stateful (DHCPv6), SLAAC + RDNSS or SLAAC + Stateless

Configuration DHCPv6.
Type:

Router Enter the IPv6 address lifetime (in minutes).

Advertisement
Lifetime:

Click Save when you are done.

wection details are displayed on thes page

6RD MANUAL CONFIGURATION

sration | Brd DMCPv4 Optian

LAN IPvé ADDRESS SETTINGS
LAN IPvE Address: Net Availabie

LAM IPvE Link-Local Address: Not Available

ADDRESS AUTOCONFIGURATION SETTINGS

n Type' | SLAAC+Stateless DHCP

minutes
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Local Connectivity Only

Local Connectivity Only allows you to set up an IPv6 connection that will not connect to the Internet.

Enable ULA: Click here to enable Unique Local IPv6 Unicast Addresses settings.

Use Default Checking this box will automatically configure the ULA prefix for
ULA Prefix: the default setting.

ULA Prefix: If you wish to choose your own ULA prefix, enter it here.

Current IPv6 This section will display the current settings for your IPv6 ULA.
ULA Settings:

Click Save when you are done.

IPv6

My Intemet Connection s | Local Connectivity Only

IPv6 ULA SETTINGS

CURRENT IPv6 ULA SETTINGS

Curment U

LA Prefioc Mot Available

AN [P ULA: Net Availabis

All of your IPvE Internet and network connection details are displayed on this page

D-Link DIR-814 User Manual

46



Section 4 - Configuration

Wireless

In the Settings menu on the bar on the top of the page, click Wireless to see the
wireless configuration options. To configure the router’s guest zone, click the Guest
Zone link. Refer to page 49 for details. Click Advanced Settings... to expand the
list and see all of the options. The following options apply to both the 2.4 GHz and
the 5 GHz wireless frequency bands:

Status:

Wi-Fi Name
(SSID):

Password:

Security Mode:

802.11 Mode:

Wi-Fi Channel:

Transmission
Power:

Channel Width:

Visibility Status:

Enable or disable the wireless frequency band.

Create a name for your wireless network using up to 32 characters.

Create a password to use for wireless security. Wireless clients will
need to enter this password to successfully connect to the network.

Choose None, WEP, or WPA/WPA2-(Personal) (recommended).

Select the desired wireless networking standards to use. The available
options will depend on the wireless frequency band, as well as the
currently selected security mode.

Select the desired channel. The default is Auto (recommended).

Select the desired wireless transmission power.

Select Auto 20/40 if you are using both 802.11n and non-802.11n
wireless devices, or select 20 MHz if you are not using any 802.11n
wireless clients.

The default setting is Visible. Select Invisible if you do not want to
broadcast the SSID of your wireless network.

2.4GHz

5GHz

Wireless

Pasmwened | WordPass.

Secunty Mode' | WPAAWPAZ-Personal

de | Mooed 802 11bign

| | fumo

RO LU TAME

ity Mode | WRPAMWPAD Personal

e | Mixed BO2 11ainfac
i " Auso
ef: | High
h | Auto 20040080 M
5 | Visible

Schedule: | Atways Enable

<) <<]<]

Adaononn
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Schedule: Use the drop-down menu to select the time schedule that the rule
will be enabled on. The schedule may be set to Always Enable, or
you can create your own schedules in the Schedules section. Refer
to page 64 for more information.

Click Save when you are done.
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Wireless
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Guest Zone

The guest zone feature will allow you to create temporary zones that can be used by
guests to access the Internet. These zones will be separate from your main wireless

network. You may configure different zones for the 2.4 GHz and 5 GHz wireless bands.
Guest Zone

onhgure

In the Settings menu on the bar on the top of the page, click Wireless, then click
the Guest Zone link. Click Advanced Settings... to expand the list and see all of
the options. The following options apply to both the 2.4 GHz and the 5 GHz wireless \

frequency bands: v [

2.4GHz

Status: Enable or disable the guest zone for each wireless frequency band. iy

Wi-Fi Name Enter a wireless network name (SSID) that is different from your main

(SSID): wireless network. o

Password: Create a password to use for wireless security. Wireless clients will

need to enter this password to successfully connect to the guest zone. e —

Internet Access Enabling this option will confine connectivity to the Internet,
Only: disallowing guests from accessing other local network devices.

Click Save when you are done.
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Network

This section will allow you to change the local network settings of the router and to
configure the DHCP settings. In the Settings menu on the bar on the top of the page,
click Network. Click Advanced Settings... to expand the list and see all of the options.

LAN IP Address:

Subnet Mask:

Management
Link:

Local Domain
Name:
Enable DNS
Relay:

Status:

DHCP IP
Address Range:

Enter the IP address of the router. The default IP address is
192.168.60.1.

If you change the IP address, once you click Save, you will need
to enter the new IP address in your browser to get back into the
configuration utility.

Enter the subnet mask of the router. The default subnet mask is
255.255.255.0.

The default address to access the router’s configuration is
http://dlinkrouter.local./ Here, you can replace dlinkrouter with
a name of your choice.

Enter the domain name (optional).

Disable to transfer the DNS server information from your ISP to your
computers. If enabled, your computers will use the router for a DNS
server.

Enable or disable the DHCP server.

Enter the starting and ending IP addresses for the DHCP server’s IP
assignment.

Note: Ifyou statically (manually) assign IP addresses to your computers
or devices, make sure the IP addresses are outside of this range or you
may have an IP confilict.

Network Ssttings

DHCP Server

Advanced Settings

Network

D-Link DIR-814 User Manual

50



Section 4 - Configuration

DHCP Lease Enter the length of time for the IP address lease in minutes.

Time:

Always Enable this feature to broadcast your networks DHCP server to LAN/

Broadcast: WLAN clients.

UPnP: Enable or disable Universal Plug and Play (UPnP). UPnP provides
compatibility with networking equipment, software and peripherals.

WAN Port You may set the port speed of the Internet port to 10 Mbps, 100
Speed: Mbps, 1000 Mbps, or Auto (recommended).

IPv4 Multicast Enable to allow IPv4 multicast traffic to pass through the router from

Stream: the Internet.

IPv6 Multicast Enable to allow IPv6 multicast traffic to pass through the router from

Stream: the Internet.

Click Save when you are done.

Network Ssttings

DHCP Server

Advanced Settings

LAN IF Address: | 182.1680.1

Subnet Mask | 25662552550

it Lirik hetp 1| ellinkrenster ocalr

1Py Mudticast Streams:

1Py Multicast Streams
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Features

QoS Engine

This section will allow you to prioritize particular clients over others, so that those
clients receive higher bandwidth. For example, if one client is streaming a movie
and another is downloading a non-urgent file, you might wish to assign the former
device a higher priority than the latter so that the movie streaming is not disrupted
by the traffic of the other devices on the network.

In the Features menu on the bar on the top of the page, click QoS Engine.

Under All Devices, you will see device cards representing each connected client. If
some are off-screen, you can use the < and > buttons to scroll through the cards.

A maximum of one device can be assigned Highest priority.

A maximum of two devices can be assigned High priority.

A maximum of eight devices can be assigned Medium priority.

If no devices are explicitly assigned a priority, they will all be treated with equal

priority. If some devices are not assigned a priority and others are, the unassigned
devices will be treated with the lowest priority.

To assign a priority level to a device, drag the device card from the All Devices list
over an empty slot and release the mouse button. The card will remain in the slot.
If you want to remove a priority assignment from a device and return it to the All
Devices list, click the cross icon in the top right of the device card.

Click Save when you are done.

D-Link Hame Setlings Featres Managemant

QoS Engine

Connected chents can be assigned Interet access priority. Click and drag client cards into open slols

Uplink Speed (Mbgs) | 2 @

UNKNOWN VENDOR

07896PCWin7E =~ ©@
102.168.0.135
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Firewall Settings

The router’s firewall protects your network from malicious attacks over the Internet.
In the Features menu on the bar on the top of the page, click Firewall Settings. Click
Advanced Settings... to expand the list and see all of the options.

Enable DMZ:

DMZ IP
Address:

Enable SPI IPv4:

Enable

Anti-Spoof

Checking:

IPv6 Simple
Security:

IPv6 Ingress
Filtering:

PPTP:

Enable or disable Demilitarized Zone (DMZ). This completely exposes
the client to threats over the Internet, and is not recommended in
ordinary situations.

If you enabled DMZ, enter the IP address of the client you wish to
expose, or use the drop-down menu to quickly select it.

Enabling Stateful Packet Inspection (SPI) helps to prevent cyber
attacks by validating that the traffic passing through the session
conforms to the protocol.

Enable this feature to protect your network from certain kinds of
“spoofing” attacks.

Enable or disable IPv6 simple security.

Enable or disable IPv6 ingress filtering.

Allows multiple machines on the LAN to connect to their corporate
network using the PPTP protocol.

ion Level Gateway [ALG) Confi

== Computer Name n
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IPSec (VPN):

RTSP:

SIP:

Allows multiple VPN clients to connect to their corporate network
using IPSec. Some VPN clients support traversal of IPSec through
NAT. This Application Level Gateway (ALG) may interfere with the
operation of such VPN clients. If you are having trouble connecting
with your corporate network, try turning this ALG off. Please check
with the system administrator of your corporate network whether
your VPN client supports NAT traversal.

Allows applications that uses Real Time Streaming Protocol (RTSP)
to receive streaming media from the Internet.

Allows devices and applications using VolP (Voice over IP) to
communicate across NAT. Some VolIP applications and devices have
the ability to discover NAT devices and work around them. This ALG
may interfere with the operation of such devices. If you are having
trouble making VolP calls, try turning this ALG off.

Click Save when you are done.

cag from i

ion Level Gateway [ALG) Confi

== Computer Name
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IPv4/IPv6 Rules

The IPv4/IPv6 Rules section is an advanced option that lets you configure what kind
of traffic is allowed to pass through the network. To configure the IPv4 rules, from
the Firewall Settings page click IPv4 Rules. To configure IPv6 rules, from the Firewall
Settings page click IPv6 Rules. To return to the main Firewall Settings page, click
Security Check.

To begin, use the drop-down menu to select whether you want to ALLOW or DENY
the rules you create. You can also choose to turn filtering OFF.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a
new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following options will appear:

Name: Enter a name for the rule.

Source IP Enterthe source IP address range that the rule will apply to, and using
Address Range: the drop-down menu, specify whether itisa WAN or LAN IP address.

Destination IP Enter the destination IP address range that the rule will apply to, and
Address Range: using the drop-down menu, specify whether it is a WAN or LAN IP
address.

Port Range: Select the protocol of the traffic to allow or deny (Any, TCP, or UDP)
and then enter the range of ports that the rule will apply to.

Schedule: Use the drop-down menu to select the time schedule that the rule
will be enabled on. The schedule may be set to Always Enable, or
you can create your own schedules in the Schedules section. Refer
to page 64 for more information.

Click Apply when you are done.

The [Pvd rue sechion is an advance feature used to deny or allow traffic from passing through the device

D-Link
Firewall Settings
Tum [Pvd Filtening ON and DENY rules ksted
Mame Schedule
Add Rule Remaininy g 24

Create New Rule

Source |P Address Range ‘ VAN ‘
Destination |P Address Range ‘ WAN ‘

Port Range ‘ TCP ‘

Schedule: | Always Enable v

Apply
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Port Forwarding

Port forwarding allows you to specify a port or range of ports to open for specific
devices on the network. This might be necessary for certain applications to connect
through the router. In the Features menu on the bar on the top of the page, click
Port Forwarding.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a
new rule, click the Add Rules button. Click Save when you are done. If you edit or

D-Link owm: | ikl T

create a rule, the following options will appear: S 1 B eput eEE S Duie
Name: Enter a name for the rule.
Local IP: Enter the IP address of the computer on your local network that you Gredle New Rille
want to allow the incoming service to. Alternatively, select the device e[
from the drOp-dOWﬂ menu. Local \P:| | | << Computer Name
TCP Port: Enter the TCP ports that you want to open. You can enter a single P
port or a range of ports. Separate ports with a comma (for example: _
24,1009,3000-4000).
UDP Port: Enter the UDP ports that you want to open. You can enter a single
port or a range of ports. Separate ports with a comma (for example:
24,1009,3000-4000).
Schedule: Use the drop-down menu to select the time schedule that the rule
will be enabled on. The schedule may be set to Always Enable, or
you can create your own schedules in the Schedules section. Refer
to page 64 for more information.
Click Apply when you are done.
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Virtual Server

The virtual server allows you to specify a single public port on your router for
redirection to an internal LAN IP Address and Private LAN port. To configure the
virtual server, from the Port Forwarding page click Virtual Server. To return to the
main Port Forwarding page, click Port Forwarding.

D-Link Home Sellings Festores

If you wish to remove a rule, click on its trashcan icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a
new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following options will appear:

Status MName Local IP Protocol External Part Internal Part Scheduls Edit Dalete

Name: Enter a name for the rule.

Local IP: Enter the IP address of the computer on your local network that you
want to allow the incoming service to. Alternatively, select the device Crasis Hew Hille
from the drop-down menu.

Name: | ‘ ‘ << Application Name
Protocol: Select the protocol of the traffic to allow or deny (TCP, UDP, Both, ol i
or Other). Prtozol
Protocol If you entered Other above, enter the protocol number. memalPot | |
Number: -
External Port: Enter the public port you want to open.

Internal Port: Enter the private port you want to open.

Schedule: Use the drop-down menu to select the time schedule that the rule
will be enabled on. The schedule may be set to Always Enable, or
you can create your own schedules in the Schedules section. Refer
to page 64 for more information.

Click Apply when you are done.
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Website Filter

The website filter settings allow you to block access to certain web sites. You can
either create a list of sites to block, or create a list of sites to allow (with all other sites
being blocked).

In the Features menu on the bar on the top of the page, click Website Filter.

If you want to create a list of sites to block, select DENY computers access to ONLY
these sites from the drop-down menu. All other sites will be accessible. If you want
to specify a list of sites to allow, select ALLOW computers access to ONLY these
sites from the drop-down menu. All other sites will be blocked.

You may specify a maximum of fifteen web sites. To add a new site to the list, click
Create New Rule. Next, under Website URL/Domain enter the URL or domain. If you
wish to remove a rule, click on its trashcan icon in the Delete column. If you wish to
edit a rule, simply replace the URL or domain.

Click Save when you are done.

D-Link e e || TR

Website Filter

DENY clients access 1o ONLY these sies n

Thestsanexamplewebshe.com

Add Rule Remaining. 23

perd wed address (LRL) or
t access to patentially harmiful
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Static Routes

The Static Routes section allows you to define custom routes to control how data
traffic is moved around your network.

In the Features menu on the bar on the top of the page, click Static Routes.

To configure IPv6 rules, click IPv6 and refer to page 60. To return to the main IPv4
static routes page, click IPv4.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a

new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following options will appear:

Name: Enter a name for the rule.

Destination Enter the IP address of packets that will take this route.
Network:

Mask: Enter the netmask of the route.
Gateway: Enter your next hop gateway to be taken if this route is used.

Metric: The route metric is a value from 1 to 16 that indicates the cost of
using this route. A value 1 is the lowest costand 15 is the highest cost.

Interface: Select the interface that the IP packet must use to transit out of the
router when this route is used.

Click Apply when you are done.

D-Link Home Settngs  Feawes

Static Routes
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Status Mame Destination Network Mask Gatsway Matric Interface Edit Delete
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Create New Route
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IPv6

To configure IPv6 rules, on the Static Routes page click IPv6. To return to the main
IPv4 static routes page, click IPv4.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a

new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following options will appear:

Name: Enter a name for the rule.

DestNetwork: This is the IP address of the router used to reach the specified
destination.

PrefixLen: Enterthe IPv6 address prefix length of the packets that will take this
route.

Metric: Enter the metric value for this rule here.

Interface: Select the interface that the IP packet must use to transit out of the
router when this route is used.

Click Apply when you are done.

D'Ilm‘-h Home Setfings W=

Static Routes

Once connected to te inlernet, your router autematcally builds routing tables that delermene wiere traff
should be sent Static rmoutes can override this process, allowing fraffic to be directed to a specific client o
Incation

Seatus MName DestNetwork PrefixLen Gateway Metric Interface Edit Delete

m S

Create New Route

DestNetwork: I:l

Apply
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Dynamic DNS

Most Internet Service Providers (ISPs) assign dynamic (changing) IP addresses. Using
a dynamic DNS service provider, people can enter your domain name in their web
browser to connect to your server no matter what your IP address is.

In the Features menu on the bar on the top of the page, click Dynamic DNS.

Enable
Dynamic DNS:

Status:

Server Address:

Host Name:

User Name:
Password:

Time Out:

Enabling dynamic DNS will reveal further configuration options.

Displays the current dynamic DNS connection status.

Enter the address of your dynamic DNS server, or select one from
the drop-down menu.

Enter the host name that you registered with your dynamic DNS
service provider.

Enter your dynamic DNS username.
Enter your dynamic DNS password.
Enter a timeout time (in hours).

Click Save when you are done.

At the bottom of the page are the IPv6 host settings. To configure an IPv6 dynamic
DNS host, refer to page 62.

D-Link } i
Dynamic Domain Name Service allows your router to associale an easy-to-remember domain name such
as [YourDomainNama].com with the reguiarty changeng IP address assigned by your Intemet Senvice
provider. This feature is helpbul when running a virual senver
abiles [y
Ser thynelres
a5t Nar
Usar Name
Passwoed
» 24
Status Host Name IPvB Address
- Record Remaining: 10
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IPv6 Host

The IPv6 host settings are found at the bottom of the Dynamic DNS page.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a
new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following options will appear:

Host Name: Enter the host name that you registered with your dynamic DNS
service provider.

IPv6 Address: Enterthe IPv6 address of the dynamic DNS server. Alternatively, select
the server device in the drop-down menu.

Click Apply when you are done.

IPVE Addross Edit

Create New Record

Host Name: |

IPv6 Address: |

<< Computer Name

Apply
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Management
Time & Schedule

Time

The Time page allows you to configure, update, and maintain the correct time on
the internal system clock. From here you can set the time zone, the Network Time
Protocol (NTP) server, and enable or disable daylight saving time.

Inthe Management menu on the bar on the top of the page, click Time & Schedule. Srchred i e e e e sy

Time Zone: Select your time zone from the drop-down menu. m

Time: Displays the current date and time of the router. VRIS

a | (GMT.05:00) Easter Time (US & Canada) u

17 03.56:48 AM

Daylight Enable or disable daylight saving time. EHORDYR o
SaVing: Automatic Time Configuration
Update Time Using an NTP Strver
Update Time Enable or disable to allow an NTP server on the Internet to NTP Serves DLk NTP Sarves
Using an NTP synchronize the time and date with your router. If you enable this
Server: option, selectan NTP server from the drop-down menu.To configure
the router’stime and date manually, disable this option and use the
drop-down menus that appear to input the time and date.

Click Save when you are done.

To configure and manage your schedules, click Schedule and refer to page 64.
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Schedule

Some configuration rules can be set according to a pre-configured schedule. To
create, edit, or delete schedules, from the Time page click Schedule. To return to
the Time page, click Time.

If you wish to remove a rule, click on its trash can icon in the Delete column. If you
wish to edit a rule, click on its pencil icon in the Edit column. If you wish to create a

new rule, click the Add Rules button. Click Save when you are done. If you edit or
create a rule, the following screen will appear:

First, enter the name of your schedule in the Name field.

Each box represents one hour, with the time at the top of each column.To add a time
period to the schedule, simply click on the start hour and drag to the end hour. You
can add multiple days to the schedule, but only one period per day.

To remove a time period from the schedule, click on the cross icon.

Click Apply when you are done.

DLink

Mame

m S

Home Setfings Featwes Management

Schedule

Some features, such as the Grewall and websae filkers, can be wened on of off based on a schedle. Ong
commaon use of schedules is fo control access o the Intemet by a specified davice during specified time
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System Log

The router keeps a running log of events. This log can be sent to a Syslog server, and

sent to your email address. In the Management menu on the bar on the top of the e '
page, click System Log.
Enable Logging Check this box to send the router logs to a SysLog Server. If this is
to Syslog disabled, there will be no other options on this page.
Server:
Syslog Server IP Enter the IP address for the Syslog server. If the Syslog server is R o
Address: connected to the router, select it from the drop-down menu to Systog Server P s R |
automatically populate the field. & mail Settings

Enable Email If you want the logs to be automatically sent to an email address,
Notification: enable this option.

Enter the settings for your email account. These are obtained from
your email service provider.

Send When Log If email notification is enabled, this option will set the router to send
Full: the log by email when the log is fully.

Send On This option can be enabled to send an email according to a

Schedule: preconfigured schedule. See below.

Schedule: If you enable On Schedule is enabled, use the drop-down menu
to select the time schedule that the rule will be enabled on. The
schedule may be set to Always Enable, or you can create your own
schedules in the Schedules section. Refer to page 64 for more
information.

Click Save when you are done.
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Admin

This page will allow you to change the administrator (Admin) password and enable
remote management.

In the Management menu on the bar on the top of the page, click Admin.

Password:

Enable
Graphical
Authentication
(CAPTCHA):

Enable HTTPS

Server:

Enable Remote
Management:

Remote Admin
Port:

Enter a new password for the administrator account. You will need to
enter this password whenever you configure the router using a web
browser.

Enables a challenge-response test to require users to type letters or
numbers from a distorted image displayed on the screen to prevent
online hackers and unauthorized users from gaining access to your
router’s network settings.

Check to enable HTTPS to connect to the router securely. Instead of
using http://dlinkrouter.local./, you must use https://dlinkrouter.
local./ in order to connect to the router.

Remote management allows the DIR-814 to be configured from the
Internet by a web browser. A password is still required to access the
web management interface.

The port number used to access the DIR-814 is used in the URL. Example:
http://x.x.x.x:8080 where x.x.x.x is the Internet IP address of the DIR-814
and 8080 is the port used for the web management interface.

Note: If you enabled HTTPS Server and wish to access the router remotely
and securely, you must enter https:// at the beginning of the address.

Click Save when you are done.

To load, save, or reset settings, or reboot the router, click System and refer to page

67.

Admin Password

Administration
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System

This page allows you to save the router’s current configuration, load a previously saved _
configuration, reset the router to its factory default settings, or reboot the router. Damx

From the Admin page, click System. To return to the Admin page, click Admin.

Save Settings This option will save the current router configuration settings to a file
To Local Hard on your computer.
Drive:
Load Settings This option will load a previously saved router configuration file. This
From Local will overwrite the router’s current configuration.
Hard Drive:

Restore To Thisoption will restore all configuration settings back to the settings that

Factory Default were in effect at the time the router was shipped from the factory. Any
Settings: settings that have not been saved will be lost, including any rules that
you have created. If you want to save the current router configuration

settings, use the Save Settings To Local Hard Drive button above.

Reboot The Click to reboot the routerimmediately.
Device:

Auto Reboot: You may select Never, Daily, or Weekly.

Day of the Choose the day of the week to automatically reboot the router.
week:

Time: Choose the time of day to automatically reboot the router.

Click Save when you are done.
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Upgrade

This page will allow you to upgrade the router’s firmware or language pack, either
automatically or manually. To manually upgrade the firmware or language pack, you
must first download the relevant file from http://support.dlink.com.

In the Management menu on the bar on the top of the page, click Upgrade.

Firmware The current firmware’s version and date will be displayed.
Information:

Check for New Click this button to prompt the router to automatically check for a new
Firmware: firmware version.If anewer version is found, it will prompt you to install
it.

Upgrade If you wish to upgrade manually, first download the firmware file you
Firmware: wish to upgrade to. Next, click the Upgrade Firmware button and
browse to the file to install the new firmware. You can also browse to a

language pack file to install a new language pack.

D-Link

Firmware

Upgrade Manually

Upgrade

Gheck for Mew Finmwan:
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Statistics

On the Statistics page you can view the amount of packets that pass through the _
router on the WAN, LAN, and wireless segments. ' '

) L Statistics
In the Management menu on the bar on the top of the page, click Statistics. T e ——
You can view the Internet, LAN, Wi-Fi 2.4 GHz, or Wi-Fi 5 GHz by clicking on the
respective tabs at the top. The graph will update in real time. To clear the information
on the graph, click Clear. oo, T
The traffic counter will reset if the device is rebooted.

Recuw‘ed: 20:4: 43“1‘!:‘- 0 [ : 0 |
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Connect a Wireless Client to your Router
WPS Button

The easiest and most secure way to connect your wireless devices to the router is with WPS (Wi-Fi Protected Setup). Most
wireless devices such as wireless adapters, media players, Blu-ray DVD players, wireless printers and cameras will have a WPS
button (or a software utility with WPS) that you can press to connect to the DIR-814 router. Please refer to your user manual for
the wireless device you want to connect to make sure you understand how to enable WPS. Once you know, follow the steps
below:

Step 1- Press the WPS button on the DIR-814 for about 1 second. The Internet LED on the front will start to blink.

WPS Button
Step 2 - Within 2 minutes, press the WPS button on your wireless device (or launch the software utility and start the WPS
process).

Step 3 - Allow up to 1 minute for your connection to be configured. Once the Internet light stops blinking, you will be
connected and your wireless connection will be secure with WPA2.
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Windows® 8
WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key (Wi-Fi password) being
used.

To join an existing network, locate the wireless network icon in the _ _
taskbar next to the time display. vl Rl ) 1/21/2013

11:35 AM

Wireless Icon

Clicking on this icon will display a list of wireless networks that are
within connecting proximity of your computer. Select the desired Vetemere

network by clicking on the network name.
Airplane mode

Off [ |
SWSWSW
ASUS_Guestl

TP-PLC Router

AirPort Express

AirPort Express 5GHz
Book-600M +

DIR-505-Claire

DIR-835-Hans-5
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You will then be prompted to enter the network security key (Wi-Fi
password) for the wireless network. Enter the password into the box and
click Next.

If you wish to use Wi-Fi Protected Setup (WPS) to connect to the router,
you can also press the WPS button on your router during this step to
enable the WPS function.

When you have established a successful connection to a wireless
network, the word Connected will appear next to the name of the
network to which you are connected to.

(© Networks

d-link-07725

Enter the network security key

@ You can also connect
4 _
by pushing the button
on the router.

Cancel

Networks

Airplane mode
off [ |

Wi-Fi

d-link-07725 Connected _jll
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Windows® 7
WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Click on the wireless icon in your system tray (lower-right corner).

11:21 AM
9/1/72009
Wireless Icon
2. The utility will display any available wireless networks in your area. TP o

dﬂﬂ Connections are available 3 “

Wireless Network Connection A

dlink L

kay2690_24 |

AllenH DIR-655 A

SD6_WLAN |

DAP-2690g ol

wpstestl ol

BEIQ633304WPA2 ol

Eddie APNAS -

Open Network and Sharing Center

D-Link DIR-814 User Manual 73



Section 5 - Connecting to a Wireless Network

3. Highlight the wireless connection with Wi-Fi name (SSID) you would
like to connect to and click the Connect button.

If you get a good signal but cannot access the Internet, check your
TCP/IP settings for your wireless adapter. Refer to the Networking
Basics section in this manual for more information.

4. The following window appears while your computer tries to connect
to the router.

Mot connected .
I:[IIH Connections are available 3
Wireless Metwork Connection A
dink Al |
[¥] Connect autornatically .

_ kay2690_24 " "
james2690g i
ALPHA N
dlink 888 !5“!
SD6_WLAN ﬁﬂ]
DAP-2690q ol T

Open Metwork and Sharing Center

r

‘;E_f' Connect to a Network

Getting information from dlink...

D-Link DIR-814 User Manual

74



Section 5 - Connecting to a Wireless Network

5. Enter the same security key or passphrase (Wi-Fi password) that is on
your router and click Connect. You can also connect by pushing the
WPS button on the router.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as the one on the wireless
router.

T;P- Connect to a Network &J
Type the network security key
Security key: |
[T Hide characters
You can also connect by pushing the
“wr  button on the router.
e
|
—— ee— — — —
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WPS

The WPS feature of the DIR-814 can be configured using Windows® 7. Carry out the following steps to use Windows® 7 to

configure the WPS feature:

1. Click the Start button and select Computer from the Start menu.

2. Click Network on the left side.

w:-;‘gﬁ Paint
Hr Getting Started

Sticky Notes

% Snipping Tool
Q‘f Magrifier

LY | Solitaire

> AllProgra

@ Windows Media Center

% Remote Desktop Conne

Pictures

Music

Games

Computer

ction
Control Panel

Devices and Printers
Default Programs

Help and Support

[Isearch programs and fies

1% » Computer »

v | 42 [I| Seorch Computer

e

Organize =

System properties

Uninstall or change a program ~ Map network drive > CH

45 Favorites
B Desktop
| i Downloads

%] Recent Places

4 Libraries
&[] Documents
! b g Music
1> [i5] Pictures
! - B Videos

48 Computer

& Local Disk (C)
b =g Local Disk (D)
b g DATA (E)

© € Network

vy 100 Workgroup: WORKGROUP
! | Process

4 Hard Disk Drives (3)
Local Disk (C:) Local Disk (D)
— = M ] - S
2.39 GB free of 10.0 GB S 20768 free o1 00 GE
DATA (E)

— — |
W 306 GB free of 53.1 GB

4 Devices with Removable Storage (1)

@ DVD RW Drive (F)

Memory: 200 GB
or: Intel(R) Core(TM)2 CPU...
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3. Double-click the DIR-814.

4. Input the WPS PIN number (on the router label) in the Setup >
Wireless Setup menu in the Router’s Web Ul) and click Next.

€ > Network » < ZH Search Network i’f |
==

Orgenize »  Networkand Sharing Center ~ Addaprinter  Add a wireless device

= v

]

4.7 Favorites =P Computer (1)
Il & Recenty Change "
M Deskiop i&f SPIG-PC
1 Downloads .
%l Recent Places 4 Media Devices (1)

mg’ SPIXE-PC: SPIE:
[ Documents

43 Libraries
b @l Music 4 Network Infrastructure (1)
1 [ Pictures

> [ Videos gy DRB14

Select a file to preview.

oy Homegroup

4 |8 Computer
» & Local Disk (C)
I = Local Disk (D)
58 Public MSPR-|

g 3 ftems

~ T ]

— o ——— - —— - ———
) ¥ Set Up a Network
-

s

To set up a network, type the 8-digit PIN from the router label

You can find the numeric PIN on a label attached to the
router or in the printed information that came from the
fl manufacturer,

PIN: |
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5. Type a name to identify the network.

6. To configure advanced settings, click the "™ icon.

Click Next to continue.

&3 © setUpaNetwork

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable.

Type your network name: @ Security-enabled network
D-Link_Ne'd Your network is being set up using WPA2-Personal.

®

Change passphrase, security level and encryption type (advanced) ————— |

@J Upgrade or replace the router using the network settings stored on this computer

@ @ Set Up a Network

Give your network a name

Your network needs a unique name so that it can be easily identified. It is best to keep the name short (25
characters or less) and recognizable.

Type your network name: @ Security-enabled network
D-Link Net Your network is being set up using WPA2-Personal.

Change passphrase, security level and encryption type (advanced):

Security key: Security level:
femm-gizb-9vimy [WPAZfPelsonai (Recommended) ']
Connect automatically Encryption type:

[AES (Recommended) V]

@ Upgrade or replace the router using the network settings stored on this computer

D-Link DIR-814 User Manual

78



Section 5 - Connecting to a Wireless Network

7. The following window appears while the Router is being configured.

Wait for the configuration to complete.

8. The following window informs you that WPS on the router has been
set up successfully.

Make a note of the security key as you may need to provide this

security key if adding an older wireless device to the network in the
future.

9. Click Close to complete WPS setup.

el la=td
iy B
U ¥ Set Up a Network

Setting up D-Link_Net...

= —— )
|
r B
(=
. — — — - -
) “Q"SetUpaNetwork " — . -

D-Link_Net has been successfully set up

To add an older wireless device to this network, you might need to provide this security key

894g-eyd5-gSwb

You can print these network settings for future reference.

For gaming consoles or computers running Windows XP, copy the network profile to a USE drive for
easier set up.

Close
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Windows Vista®

Windows Vista® users may use the built-in wireless utility. If you are using another company’s wireless utility, please refer to the
user manual of your wireless adapter for help connecting to a wireless network. Most wireless utilities will have a“site survey”

option similar to the Windows Vista® utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray (lower-
right corner next to the time). Select Connect to a network.

The utility will display any available wireless networks in your area. Click
on a network (displayed using the SSID) and click the Connect button.

If you get a good signal but cannot access the Internet, check you
TCP/IP settings for your wireless adapter. Refer to the Networking
Basics section in this manual for more information.

Mot Connected

h‘. Wireless networks are available.
=

Connect to a network
Metwark and Sharing Center

Til 14401 PVl

B %, [ Frday

q g/17/2007

—a|a(=)
S ¥ Connect to a netwark
Disconnect or connect to another network
Show |All -
5-@ VOIPtest Unsecured network Al
,ﬁ‘ dlink Unsecured network ol
-K Thy-
& tuesday Security-enabled network ol
1=
Set up o connection or network
Open Network and Sharing Center
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WPA/WPA2

It is recommended that you enable wireless security (WPA/WPA2) on your wireless router or access point before configuring
your wireless adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Open the Windows Vista® Wireless Utility by right-clicking on the
wireless computer icon in your system tray (lower right corner of [
screen). Select Connect to a network. ot Connected
h‘. Wireless nebworks are available.
=

Connect to a network
MNetwork and Sharing Center

?il 101 Fivl

Bl * [ Friday

W g/17/2007

2. Highlight the Wi-Fi name (SSID) you would like to connect to and

click Connect. BT
Disconnect or connect to another network
show (Al -
_%, VOIPtest Unsecured netwerk 15]_“
,ﬁl dlink Unsecured network !!]l'
51 tuesday Security-enabled network !!]_U o
E|
Set up a connection or nefwork
Open Network and Sharing Center
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3. Enter the same security key or passphrase (Wi-Fi password) that is on
your router and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the security settings are correct. The
key or passphrase must be exactly the same as the one on the wireless
router.

@ ﬁ"‘ Connect to a network

Type the network security key or passphrase for Candy

The person who setup the network can give you the key or passphrase.

Security key or passphrase:

[T Display characters

e If you have a USB flash drive with network settings for Candy, insert it now.
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Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service
Pack 2 users. If you are using another company’s utility, please refer to the user manual of your wireless adapter for help with
connecting to a wireless network. Most utilities will have a “site survey” option similar to the Windows® XP utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray (lower-
right corner next to the time). Select View Available Wireless
Networks.

The utility will display any available wireless networks in your area. Click
on a Wi-Fi network (displayed using the SSID) and click the Connect
button.

If you get a good signal but cannot access the Internet, check you
TCP/IP settings for your wireless adapter. Refer to the Networking
Basics section in this manual for more information.

§) Wireless networks detected x

One or more wireless networks are in range of this computer.,
To see the list and connect, dlick this message

Change Windows Firewall settings

Open Network Connections

Repair

Yiew Available Wireless Networks

111" Wireless Network Connection 6

Network Tasks

& Refresh network list

-._-’f, Set up a wireless network
for a home or small office

Related Tasks

_‘l‘) Learn about wireless
networking

/g Change the order of
preferred networks

% Change advanced
settings

Choose a wireless network

Click an item in the list below to connect to a wireless network in range or to get mare

information.

((ﬁ))
(tﬁ))
((ﬁ))

((ﬁ))

Test

Unsecured wireless network Il][ll]l]
default

Unsecured wireless netnark atll
salestest

’g" Security-enabled wireless network llu[lu

test1

ﬁ Security-enabled wireless network alll ”

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

n &

>
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WPA/WPA2

It is recommended to enable WPA on your wireless router or access point before configuring your wireless adapter. If you are

joining an existing network, you will need to know the WPA key being used.

1. Open the Windows® XP Wireless Utility by right-clicking on the

wireless computer icon in your system tray (lower-right corner of Change Windons Firena] setings

screen). Select View Available Wireless Networks. Open Network Connections

Repair

Yiew Available Wireless Networks

2. Highlight the Wi-Fi network (SSID) you would like to connect to and
click Connect. Network Tasks

g Refresh netwark list

<) setup awireless network

for a home or small office

Related Tasks

') Learn about wircless
networking

ﬂi’ Change the order of
preferred networks

4v Change advanced
settings

! Wireless Network Connection 6 |z‘

Choose a wireless networlk

Click an item in the list below to connect to a wireless network in range or to get more
information,

« i)) Test o]

Unsecured wireless network. lEl[luu
(‘i’) default |

Unsecured wireless network. l["]l]ﬂ
(‘i’) salestest

*_»Jj Security-enabled wireless network ll[ln“ ) |
I:: D)

enabled wirelesspetwork 1l

This network req a network key. If you want to connect to this

network, dick C
(‘i)) DGL-4300 v
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3. The Wireless Network Connection box will appear. Enter the WPA-
PSK Wi-Fi password and click Connect.

It may take 20-30 seconds to connect to the wireless network. If the
connection fails, please verify that the WPA-PSK settings are correct. The
Wi-Fi password must be exactly the same as on the wireless router.

Wireless Network Connection

The network 'test1' requires a network key (also called a WEP key ar WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

Type the key, and then dick Connect.

Metwork key: | | |

Connect l [ Cancel l

D-Link DIR-814 User Manual

85



Section 6 - Troubleshooting

Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-814. Read the
following descriptions if you are having problems. The examples below are illustrated in Windows® XP. If you have a different
operating system, the screenshots on your computer will look similar to these examples.

1. Why can’t | access the web-based configuration utility?

When entering the IP address of the D-Link router (192.168.60.1 for example), you are not connecting to a website, nor do you
have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must
be on the same IP subnet to connect to the web-based utility.

« Make sure you have an updated Java-enabled web browser. We recommend the following:

- Internet Explorer 11 or higher
- Firefox 20 or higher

- Safari 7 or higher

- Chrome 25 or higher

- Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a
different cable, or connect to a different port on the device if possible. If the computer is turned off, the link light may not be
on.

- Disable any Internet security software running on the computer. Software firewalls such as ZoneAlarm, BLACKICE, Sygate,
Norton Personal Firewall, and Windows" XP firewall may block access to the configuration pages. Check the help files
included with your firewall software for more information on disabling or configuring it.
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- Configure your Internet settings:

« Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click
the button to restore the settings to their defaults.

« Click the Connection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button.
Make sure nothing is checked. Click OK.

« Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.
« Close your web browser (if open) and open it.

« Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This
should open the login page for your web management.

- If you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30
seconds and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2.What can | do if | forgot my password?
If you forgot your password, you must reset your router. This process will change all your settings back to the factory defaults.
To reset the router, locate the reset button (hole) on the bottom panel of the unit. With the router powered on, use a paperclip

to hold the button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30
seconds to access the router. The default IP address is 192.168.60.1. When logging in, leave the password box empty.
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3. Why can't | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and Hotmail,

we suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

To find the proper MTU Size, you'll have to do a special ping of the destination you're trying to go to. A destination could be
another computer, or a URL.

« Click on Start and then click Run.

« Windows® 95, 98, and Me users type in command (Windows® NT, 2000, XP, Vista®, and 7 users type in ecmd) and
press Enter (or click OK).

+ Once the window opens, you'll need to do a special ping. Use the following syntax:

ping [url] [-f] [-1] [MTU value]

C=“>ping yahoo.com —f -1 1482
Pinging yahoo.com [66.94.234.131 with 1482 hytes of data:

Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be Fragmented but DF set.

Example: ping yahoo.com -f -1 1472 Ping statistics for 66.94.234.13:
Packets: Sent = 4, Received = B, Lost = 4 {1088» loss),
Approximate round trip times in milli—seconds:
Minimum = Bms, Maximum = ©nz,. Average = Bms

C:~>ping yahoo.com —f -1 1472
Pinging yahoo.com [66.94_234.131 with 1472 hytes of data:

Reply from 66.74.234.13: bytes=1472 time=%93ms TTL=52
Reply from 66.974.234.13: bytes=1472 time=18%ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=125ms TTL=52
Reply from 66.94.234.13: bytes=1472 time=203ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = 8 <(Bx loss).
Approximate round trip times in milli-—seconds:

Hinimum = 93ms, Maximum = 283ms,. Average = 13Znms

G2
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a
fragmented packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example, lets say
that 1452 was the proper value, the actual MTU size would be 1480, which is the optimum for the network we're working with

(1452+-28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
« Open your browser, enter the IP address of your router (192.168.60.1) and click OK.

« Enter your username (admin) and password (blank by default). Click OK to enter the web configuration page for
the device.

+ Click on Setup and then click Manual Configure.
« To change the MTU, enter the number in the MTU field and click Save Settings to save your settings.

« Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in increments
of ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless
connectivity within your home, business, or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link
wireless family of products will allow you to securely access the data you want, when, and where you want it. You will be able to
enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such as airports,
coffee shops and universities. Innovative ways to utilize WLAN technology are helping people work, and communicate more
efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many
users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop
systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to
use servers, printers or an Internet connection supplied through the wired LAN. A wireless router is a device used to provide
this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio
frequency to connect wirelessly so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similarly to how cordless phones work, through radio signals that transmit data from one point A to point B. But
wireless technology has restrictions as to how you can access the network. You must be within the wireless network range area
to be able to connect your computer. There are two different types of wireless networksl: Wireless Local Area Network (WLAN),
and Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point
has a small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access
point the signal can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles to serve places
like manufacturing plants, industrial locations, university and high school campuses, airports, golf courses, and many other
outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to 30

feet away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use nearly as

much power. This makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and other

devices that operate on batteries.
Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it's for home, office,
business, D-Link has a wireless solution for it.

Home Uses/Benefits
- Gives everyone at home broadband access
« Surf the web, check email, instant message, etc.
« Gets rid of the cables around the house
- Simple and easy to use

Small Office and Home Office Uses/Benefits
- Stay on top of everything at home as you would at office
- Remotely access your office network from home
« Share Internet connection and printer with multiple computers
- No need to dedicate office space

D-Link DIR-814 User Manual

92



Appendix A - Wireless Basics

Where is wireless used?

Wireless technology is expanding everywhere, not just at home or office. People like the freedom of mobility and it's becoming
so popular that more and more public facilities now provide wireless access to attract people. The wireless connection in public
places is usually called “hotspots”.

Using a D-Link CardBus adapter with your laptop, you can access the hotspot to connect to the Internet from remote locations
like: airports, hotels, coffee shops, libraries, restaurants, and convention centers.

Wireless network is easy to setup, but if you're installing it for the first time it could be quite a task not knowing where to start.
That's why we've put together a few setup steps and tips to help you through the process of setting up a wireless network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or access point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to
place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have a

two-story home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access
point. This would significantly reduce any interference that the appliances might cause since they operate on same frequency.

Security
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Don't let your next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on
the WPA or WEP security feature on the router. Refer to the product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:
- Infrastructure - All wireless clients will connect to an access point or wireless router.

« Ad-hoc - Directly connecting to another computer for peer-to-peer communication using wireless network
adapters on each computer, such as two or more DIR-814 wireless network CardBus adapters.

An Infrastructure network contains an access point or wireless router. All the wireless devices, or clients, will connect to the
wireless router or access point.

An Ad-hoc network contains only clients, such as laptops with wireless CardBus adapters. All the adapters must be in Ad-hoc
mode to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP
server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows® 7/Vista® users type cmd in the Start Search box.)

At the prompt, type ipconfig and press Enter. =¢ C:\WINDOWS\system32\cmd. exe

Microsoft Windows HP [Uersion 5.1.26801
(C>» Copyright 1985-2881 Microsoft Corp.

This will display the IP address, subnet mask, and the
default gateway Of your adapter. C:»Documents and Settings>ipconfig

Windows IP Configuration

If the address is 0.0.0.0, check your adapter (PEmaG ethpse el (ron Copetns

installation, security settings, and the settings on E%;RSEI‘-EQQ;S‘.’B?W? DHS Suffix - gégﬁ'ﬁ‘géii& ]
ubnet Mas H - - -

your router. Some firewall software programs may Default Gateway : 10.5.7.1

block a DHCP request on newly installed adapters. PSRBT Cl EEHRLER
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1
Windows® 7 - Click on Start > Control Panel > Network and Internet > Network and Sharing Center.
Windows Vista®- Click on Start > Control Panel > Network and Internet > Network and Sharing Center > Manage
Network
Connections.
Windows® XP -  Click on Start > Control Panel > Network Connections.

Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2

Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3

Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an IP address that is on the same subnet oo |8 B

as your network or the LAN IP address on your router. posiellony b i L b

the appropriate [P settings.

() Obtain an IF address automaticaly

Example: If the router’s LAN IP address is 192.168.60.1, make your IP address 192.168.0.X ® Use thetoling P s

where X is a number between 2 and 99. Make sure that the number you choose is not it EFE
in use on the network. Set the Default Gateway the same as the LAN IP address of your A =t
router (I.E. 192.168.60.1). '

Default gateway: .MI

(# Use the follawing DMS server addresses:

Set Primary DNS the same as the LAN IP address of your router (192.168.60.1). The SrEEpI s ERET ‘-_Qj
Secondary DNS is not needed or you may enter a DNS server from your ISP. =

Step 5 |
Click OK twice to save your settings.
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The DIR-814 offers the following
types of security:

« WPA2 (Wi-Fi Protected Access 2) « WPA2-PSK (Pre-Shared Key)
« WPA (Wi-Fi Protected Access) « WPA-PSK (Pre-Shared Key)

What is WPA?

WPA (Wi-Fi Protected Access), is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent Privacy).
The 2 major improvements over WEP:

- Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a hashing
algorithm and by adding an integrity-checking feature, ensures that the keys haven’t been tampered with. WPA2 is
based on 802.11i and uses Advanced Encryption Standard (AES) instead of TKIP.

« User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP
regulates access to a wireless network based on a computer’s hardware-specific MAC address, which is relatively simple
to be sniffed out and stolen. EAP is built on a more secure public-key encryption system to ensure that only authorized
network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password between
8 and 63 characters long. The password can include symbols (17*&_) and spaces. This key must be the exact same key entered on your
wireless router or access point.

WPA/WPA?2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure public
key encryption system to ensure that only authorized network users can access the network.
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Technical Specifications

Hardware Specifications

« LAN Interface: Four 10/100 Mbps LAN ports

«  WAN Interface: One 10/100 Mbps Internet port
«  Wireless Interface (2.4 GHz): IEEE 802.11b/g/n

«  Wireless Interface (5 GHz): IEEE 802.11 ac/n/a

Operating Voltage
+ Input: 100~240V AC, 50~60 Hz
«  Output: 12V DC, 1.5A

Temperature
+ Operating: 32 ~ 104 °F (0 ~ 40 °C)
+ Non-Operating: -4 ~ 149 °F (-20 ~ 65 °C)

Humidity
«  Operating: 10% - 90% non-condensing
+ Non-Operating: 5% - 95% non-condensing

Wireless Frequency Range

- |EEE802.11a: 5150 MHz~5250 MHz, 5725 MHz~5850 MHz

« |EEE 802.11b: 2412 MHz~2462 MHz

« |EEE 802.11g: 2412 MHz~2462 MHz

« |EEE802.11n: 2412 MHz~2462 MHz, 5150 MHz~5250 MHz, 5725
MHz~5850 MHz

- |EEE802.11ac: 5150 MHz~5250 MHz, 5725 MHz~5850 MHz

Wireless Bandwidth Rate
- |EEE 802.11a: 54, 48, 36, 24,18, 12,9, and 6 Mbps
« |EEE802.11b: 11,5.5,2,and 1 Mbps

- |EEE 802.119g: 54,48, 36, 24,18, 12,9, and 6 Mbps
« |EEE802.11n: 6.5 to 300 Mbps
« |EEE 802.11ac: 6.5 to 433 Mbps

Antenna Type
- Three external antennas

Wireless Security
. 64/128bit WEP, WPA/WPA2-Personal, WPS-PBC

Certifications

- BSMI
« NCC
+ FCC

- D-Link Green

Dimensions & Weight
« 189.95x149.75x38.11 mm (7.48 x 5.90 x 1.50 inches)
« 227.8 grams (8.03 ounces)
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Safety Statements

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These limits
are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses and

can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to try to
correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.
- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

Non-modifications Statement:

Any changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to operate this
equipment.

Caution:

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:

(1) This device may not cause harmful interference, and (2) this device must accept any interference received, including interference that
may cause undesired operation.

This device and its antenna(s) must not be co-located or operating in conjunction with any other antenna or transmitter except in accordance
with FCC multi-transmitter product procedures. For product available in the USA/Canada market, only channel 1~11 can be operated. Selection
of other channels is not possible.

Note

The country code selection is for non-USA models only and is not available to all USA models. Per FCC regulations, all WiFi product marketed in
the USA must be fixed to USA operational channels only.
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RF Frequency Requirements

This device is for indoor use only when using all channels in the 5.150 to 5.250 GHz frequency range. High power radars are allocated as primary
users of the 5.150 to 5.250 GHz bands. These radar stations can cause interference with and/or damage this device.

Itis restricted to indoor environments only.
IMPORTANT NOTICE:

FCC Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and
operated with minimum distance 20 cm between the radiator and your body.
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Safety Instructions

Please adhere to the following safety guidelines to help ensure your own personal safety and protect your system from potential damage. Any
acts taken that are inconsistent with ordinary use of the product, including improper testing, etc., and those not expressly approved by D-Link
may result in the loss of product warranty.

Unless expressly approved by an authorized representative of D-Link in writing, you may not and may not permit others to:

- Disassemble or reverse engineer the device or attempt to derive source code (underlying ideas, algorithms, or structure) from the device or
from any other information provided by D-Link, except to the extent that this restriction is expressly prohibited by local law.

«  Modify or alter the device.
« Remove from the device any product identification or other notices, including copyright notices and patent markings, if any.

To reduce the risk of bodily injury, electrical shock, fire, and damage to the device and other equipment, observe the following precautions:

Power Sources

« Observe and follow service markings.

« Do not push any objects into the openings of your device unless consistent with the authorized operation of the device. Doing so can cause
a fire or an electrical shock by shorting out interior components.

« The powering of this device must adhere to the power specifications indicated for this product.
« Do not overload wall outlets and/or extension cords as this will increase the risk of fire or electrical shock.
« Do not rest anything on the power cord or on the device (unless the device is made and expressly approved as suitable for stacking).

« Position system cables and power cables carefully; route cables so that they cannot be stepped on or tripped over. Be sure that nothing rests
on any cables.

« Operate the device only from the type of external power source indicated on the electrical ratings label.

« To help avoid damaging your device, be sure the voltage selection switch (if provided) on the power supply is set to match the power
available at your location.

« Also be sure that attached devices are electrically rated to operate with the power available in your location.
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« Use only approved power cable(s). If you have not been provided a power cable for your device or for any AC -powered option intended for
your device, purchase a power cable that is approved for use in your country and is suitable for use with your device. The power cable must
be rated for the device and for the voltage and current marked on the device's electrical ratings label. The voltage and current rating of the
cable should be greater than the ratings marked on the device.

- To help prevent an electrical shock, plug the device and peripheral power cables into properly grounded electrical outlets. These cables are
equipped with three-prong plugs to help ensure proper grounding. Do not use adapter plugs or remove the grounding prong from a cable.
If you must use an extension cable, use a 3-wire cable with properly grounded plugs.

« Observe extension cable and power strip ratings. Ensure that the total ampere rating of all products plugged into the extension cable or
power strip does not exceed 80 percent of the ampere ratings limit for the extension cable or power strip.

« To help protect your device from sudden, transient increases and decreases in electrical power, use a surge suppressor, line conditioner, or
uninterruptible power supply (UPS).

« Do not modify power cables or plugs. Consult a licensed electrician or your power company for site modifications. Always follow your local/
national wiring rules.

«  When connecting or disconnecting power to hot-pluggable power supplies, if offered with your device, observe the following guidelines.
« Install the power supply before connecting the power cable to the power supply.
« Unplug the power cable before removing the power supply.

«+ If the system has multiple sources of power, disconnect power from the device by unplugging all power cables from the power supplies.

Servicing/Disassembling

« Do not service any product except as expressly set forth in your system documentation.

«  Opening or removing covers that are marked with the triangular symbol with a lightning bolt may expose you to an electrical shock. Only a
trained service technician should service components inside these compartments.

« To reduce the risk of electrical shock, never disassemble this device. None of its internal parts are user-replaceable; therefore, there is no
reason to access the interior.

+ Do not spill food or liquids on your system components, and never operate the device in a wet environment. If the device gets wet, see the
appropriate section in your troubleshooting guide or contact your trained service provider.

+ Use the device only with approved equipment.
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« Move products with care; ensure that all casters and/or stabilizers are firmly connected to the system. Avoid sudden stops and uneven
surfaces.

Environment

« Do not use this device near water (e.g. near a bathtub, sink, laundry tub, fish tank, in a wet basement or near a swimming pool).
« Do not use this device in areas with high humidity.
« This device must not be subjected to water or condensation.

«  Keep your device away from radiators and heat sources. Also, do not block cooling vents.

Cleaning

+ Always unplug the power before cleaning this device.
« Do not use liquid or aerosol cleaners of any kind. Use only compressed air that is recommended for electronic devices.

« Use adry cloth for cleaning.

Protecting Against Electrostatic Discharge

Static electricity can harm delicate components inside your system. To prevent static damage, discharge static electricity from your body before
you touch any of the electronic components, such as the microprocessor. You can do so by periodically touching an unpainted metal surface on
the chassis.

You can also take the following steps to help prevent damage from electrostatic discharge (ESD):

1.When unpacking a static-sensitive component from its shipping carton, do not remove the component from the antistatic packing
material until you are ready to install the component in your system. Just before unwrapping the antistatic packaging, be sure to discharge
static electricity from your body.

2.When transporting a sensitive component, first place it in an antistatic container or packaging.
3. Handle all sensitive components in a static-safe area. If possible, use antistatic floor pads, workbench pads, and an antistatic grounding

strap.

Environmental

This product may contain a battery. Recycle or dispose of batteries in accordance with the battery manufacturer's instructions and local/national
disposal and recycling regulations. For more information, please refer to the warranty guide.
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