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Preface

• Audience, page vii

• Document Organization, page vii

• Document Conventions, page viii

• Related Documentation, page ix

• Obtaining Documentation and Submitting aServiceRequest, page x

Audience
Thisguideisintended for Ciscoequipment providersandservicepersonnel whoaretechnically knowledgeable

and familiar with Cisco routersand Cisco IOSsoftwareand features. They would understand how to install,

configure, and maintain the router, and they should be familiar with electronic circuitry and wiring practices,

andhaveexperienceasanelectronicor electromechanical technician. Thisguideidentifiescertainprocedures

that should beperformed only by trained and qualified personnel.

Document Organization
Thisguide includes the following chaptersand appendix::

DescriptionTitleChapter//Appendix

Describes the router chassisviews, general hardware

features, slot, port and interfaceinformation, and LED

indicators.

Overview of theCisco

1100 Series ISR

Chapter 1

Describessiterequirementsand theequipment needed

to install the router.

Preparing for Router

Installation

Chapter 2

Describeshow to install andconnect therouter toLAN

and WAN.

Installing and

Connecting theRouter

Chapter 3
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DescriptionTitleChapter//Appendix

Providesan overview of ROM Monitor conceptsand

operations.

ROM Monitor Overview

and Basic Procedures

Chapter 4

Describeshow to install and upgradeinternal modules

and field replaceableunits1 on therouter.

InstallingandUpgrading

Internal Modulesand

FRUs

Chapter 5

1 Field ReplaceableUnit

Document Conventions
Thisdocument uses the following conventions:

DescriptionConvention

Both the^ symbol andCtrl represent theControl (Ctrl) key onakeyboard.

For example, thekey combination ^D or Ctr l-D means that you hold

down theControl key whileyou press theD key. (Keysare indicated in

capital lettersbut arenot casesensitive.)

^ or Ctrl

Commandsand keywordsand user-entered text appear in bold font.bold font

Document titles, new or emphasized terms, andargumentsfor whichyou

supply valuesare in italic font.

Italic font

Terminal sessionsand information thesystemdisplaysappear in courier

font.

Courier font

Bold Courier font indicates text that theuser must enter.Bold Courier font

Elements in squarebracketsareoptional.[x]

An ellipsis (threeconsecutivenonbolded periodswithout spaces) after

asyntax element indicates that theelement can be repeated.

...

A vertical line, calledapipe, indicatesachoicewithin aset of keywords

or arguments.

|

Optional alternativekeywordsaregrouped in bracketsand separated by

vertical bars.

[x | y]

Required alternativekeywordsaregrouped in bracesand separated by

vertical bars.

{ x | y}
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DescriptionConvention

Nested set of squarebracketsor braces indicateoptional or required

choiceswithin optional or required elements. Bracesand avertical bar

within squarebrackets indicatea required choicewithin an optional

element.

[x { y | z} ]

A nonquoted set of characters. Do not usequotation marksaround the

string or thestring will include thequotation marks.

string

Nonprinting characters such aspasswordsare in anglebrackets.< >

Default responses to system promptsare in squarebrackets.[ ]

An exclamation point (!) or apound sign (#) at thebeginning of a line

of code indicatesacomment line.

!, #

Reader Alert Conventions

Thisdocument uses the following conventions for reader alerts:

Means reader takenote. Notescontain helpful suggestionsor references to material not covered in the

manual.

Note

Means the following information will help you solvea problem.Tip

Meansreader becareful. In thissituation, youmight do something that could result in equipment damage

or lossof data.

Caution

Means thedescribed action saves time. You can save timeby performing theaction described in the

paragraph.

Timesaver

Means reader bewarned. In this situation, you might per form an action that could result in bodily

injury.

Warning

Related Documentation
For related releasedocumentation, see the following URLs:
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Cisco 1100 Series ISR ReleaseNotes: https://www.cisco.com/c/en/us/td/docs/routers/access/1100/release/

16-6-2/isr1k-rel-notes-xe-16-6.html

Cisco 1100 Series ISR Configuration Guide - https://www.cisco.com/c/en/us/td/docs/routers/access/1100/

software/configuration/guide/cisco_1100_series_swcfg.html

Obtaining Documentation and Submitting a Service Request
For informationonobtainingdocumentation, submittingaservicerequest, andgatheringadditional information,

seeWhat’sNew in Cisco Product Documentation at: http://www.cisco.com/en/US/docs/general/whatsnew/

whatsnew.html.

Subscribe to What’sNew in Cisco Product Documentation, which listsall new and revised Cisco technical

documentation, asan RSS feed and deliver content directly to your desktop using a reader application. The

RSS feedsarea freeservice.
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CHAPTER 1

Overview of Cisco 1000 Series Integrated

Services Routers

• Overview , page 1

Overview
Cisco 1000 Series Integrated ServicesRouters (ISRs) with Cisco IOSXE Softwarecombine Internet access,

comprehensivesecurity, and wirelessservices (LTE Advanced 3.0, WirelessWAN and WirelessLAN), are

high-performancedevices that areeasy to deploy and manage. The routersarewell suited for deployment as

customer premisesequipment (CPE) in enterprisebranch offices, and in serviceprovider managed service

environments.

TheCisco 1000 ISRsprovideenterprisegrade-wired line-like functionality, such asquality of service (QoS)

for cellular, Multi-VRF, advanced VPN, and unified communicationssolutionsover LTE.

The1000 Seriesalso provides theability to extend Cisco product-based networks to remoteofficeswith a

relatively low incremental investment, aswell as to enablemanaged servicesofferingsbased on end-to-end

Cisco system architecture.

About Cisco 1100 Series Integrated Service Routers

TheCisco 1100 Series ISRsare fixed branch routersbased on theCisco IOSXE Everest 16.6.2 operating

system, with amulti-coreDataPlane.

The two typesof platformssupported on Cisco 1100 Series ISRsare8-port and 4-port platforms.

8-port platformsarehigh-performance, managed serviceprovider and enterpriseplatformshaving:

• 8-port integrated front panel switch ports

• Optional PoE on LAN daughter card with support up to 4PoE/2PoE+ports

• Optional WLAN support - 802.11ac WAVE 2

• 4G LTE-Advanced support with carrier aggregation
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4-port platformsaremidrangeperformance, managed serviceprovider platformsand enterpriseplatforms

having:

• 4-port integrated front panel switch ports

• VDSL2 and ADSL2/2+ support

• Optional POE on LAN daughter card supporting 2PoE/1PoE+ ports

• Optional WLAN support - 802.11ac WAVE 2

• 4G LTE-Advanced support with carrier aggregation

Chassis Views

Thissection containsviewsof the front and back panelsof theCisco 1100 Series ISR, showing locationsof

thepower and signal interfaces, interfaceslots, status indicators, and chassis identification labels.

Bezel View

Figure 1: Cisco 1100 Series ISR - Bezel View

VPN2Status1

GPS4WiFi3

LTE Data/SIM6LTE Signal Intensity5

Illuminated Cisco Logo7
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I/O View

Figure 2: Cisco 1100 Series ISR - I/O Views

LAN2LTE Antennas– Main

and Diversity

1

CLEI Label4GPSConnection3

Grounding6Serial Number5

Power Switch8Reset Button7

GE 0/0/1104-pin Power Connector9

GE 0/0/0 - SFP12GE 0/0/0 - RJ4511

uSIM*214USB3.013

RJ45 / Micro USB

Console

16LTE Provisioning Port15

Kensington Lock Slot18DSL17

Labels on the Router

To obtain asoftware license, you need aproduct authorization key (PAK) and theuniquedevice identifier

(UDI) of thedevicewhere the licensewill be installed.
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Figureshows the location of the labelson theCisco 1100 Series ISRs:

Figure 3: Labels on the Routers

DescriptionNameSl. No

Common LanguageEquipment

Identifier (CLEI) number

CLEI Number1

Serial Number2

Product Identification NumberPID Family Name3

For Additional Help Locating Labels on the Router

Use theCisco Product Identification (CPI) tool to find labelson the router. The tool providesdetailed

illustrationsand descriptionsof where the labelsare located on Cisco products. It includes the following

features:

• A search option that allowsbrowsing for modelsby using a tree-structured product hierarchy

• A search field on the final resultspage that makes it easier to look up multipleproducts

• End-of-saleproductsclearly identified in results lists

The tool streamlines theprocessof locating serial number labelsand identifying products. Serial number

information expedites theentitlement processand is important for access to support services.

Hardware Features

Thissection describes thehardware features in the routers.

Interface Ports

TheCisco ISRC1100-8Pseriescomeswith 8-Gigabit Ethernet LAN ports, and twoWAN ports, with options

for oneLTE modem and oneWLAN interface.
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TheCisco ISR C1100-4Pseriescomeswith 4-Gigabit Ethernet LAN ports, and twoWAN ports, with options

for oneLTE modem and oneWLAN interface.

Power-over-Ethernet (PoE)

TheC1100-8Pserieshas8 Ethernet LAN ports. Four of theEthernet LAN portsarePoE-capable, LAN ports

0-3. A total of 80W of PoE power isavailableacross the four PoE-capableportson theC1100-8Pseries.

TheC1100-4Pserieshas4 Ethernet LAN ports. Two of theEthernet LAN portsarePoE-capable, LAN ports

0-1. A total of 60W of PoE power isavailableacross the two PoE-capableportson theC1100-4Pseries.

Each individual PoE-capableEthernet LAN port iscapableof PoE 802.3af or PoE+ 802.3at functionality.

Thetotal number of PoEand/or PoE+ devicesthat canbeenabledon thePoEportsat any onetimeisafunction

of thePoE power available from theexternal power supply. Softwarewill allocatePoE power based on the

PoE power requested by thedeviceon each port; and manage the total availablepower so asnot to allocate

morepower than what is available.

LED Indicators

Thefollowing figuresand tablesummarizestheLED indicatorsthat arelocated in therouter bezel or chassis,

but not on the interfacecardsand modules.

Figure 4: LED Indicators - Bezel Side

VPN2Status1

GPS4WLAN3

LTE DATA/SIM6LTE RSSI/Mode5

Cisco Logo7
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Figure 5: LED Indicators - I/O Side

PoE LED2GE WAN Ports: 0-7

(0,2,4,6 at the top and

1,3,5,7 at thebottom)

1

GE0 LED4GE1 LED3

RJ-45 ConsoleLED6USB LED5

MicroUSB ConsoleLED8USB Console7

DSL10CD LED9

DATA LED11

Table 1: LED Indicators - Description

LocationDescriptionLED ColorPort

Bezel sideBezel illuminated Cisco

logo. Indicates router

power isgood.

BlueCisco Logo
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LocationDescriptionLED ColorPort

Bezel side. All models.Steady Green - System

operatesnormally

Green and AmberSTATUS

(System Status)

Off—Systemisnot out of

reset; or BIOS image is

not loadable.

Blinking Amber —

BIOS/Rommon is

booting.

Steady Amber —

BIOS/Rommon has

completed booting, and

thesystem isat the

Rommon prompt or

booting theplatform

software.

Bezel sideOff—No tunnel.GreenVPN OK

Steady On— at least one

tunnel is up

Bezel SideNo LEDsOn—No

Service

Green and AmberLTE RSSI/Mode

1 LED On— RSSI is

under -100dBm

2LEDsOn— Low RSSI,

-99dbm <> -90dBm

3 LEDsOn— Medium

RSSI -89dBm<> -70dBm

4LEDsOn— HighRSSI,

> -69dBm

Green— LTE

Amber— 3G
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LocationDescriptionLED ColorPort

Bezel SideAmber— Assisted GPS

(Reservedfor FutureUse)

Green and AmberGPS

Green— StandaloneGPS

Off— GPSnot

configured

On— GPSconfigured

Blink— GPSAcquiring

Bezel SideSingleLTE Modem (one

modem with SIM

switch-over capability)

Green and AmberLTE DATA/SIM

Off— Modem not up or

modem up and no SIM

Amber Steady On—

Modemup,SIM installed

but not active.

Green Steady On—

Modemup,SIM installed

and active.

Green Blink— LTE data

activity.

Bezel sideGreen— Normal

operating condition with

at least onewirelessclient

association.

Green, Red, and AmberWLAN

Red—Ethernet link isnot

operational or Ethernet

failure.

Amber—Software

upgrade is in progress.

I/O sideOff— No linkGreenEthernet SwitchGELAN

Ports, Non-PoE

Steady On— link

Blink— TXD/RXD data
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LocationDescriptionLED ColorPort

I/O sideOff— No link, no device

powered, PD denied

power, power delivery

fault PoEadministratively

disabled.

Green and AmberEthernet SwitchGELAN

Ports, with PoE

Green Steady On— link;

if PoE device, power is

enabled.

Green Blink—

TXD/RXD data

Amber - PoE Fault

I/O sideOff— No linkGreenGE WAN Ports

Steady On— link

Blink— TXD/RXD data

I/O SideOff— ShutGreenDSL CD

Green Blink— Training,

or no shut and cable

disconnected.

Green Steady On—

Trained

I/O SideGreen Steady On—

-53.5V PoEpower supply

connected and all

powered port operating

normally.

GreenPoE OK

Off — No -53.5V PoE

power supply connected

to router.

I/O SideOff— No DataActivityGreenDSL Data

Green Blink— TX/RX

Data
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LocationDescriptionLED ColorPort

I/O sideGreen On— Console

enabled.

Green and AmberConsole/AUX

Amber On— AUX

enabled.

I/O sideOff— No USB device

discovered.

GreenUSB Console

On— USB device

discovered.

I/O SideOff: No USB device

discovered.

GreenUSB

On: USB device

discovered.

Reset Button

Theactuation of theReset button isonly recognized during Rommon boot, that is, as the router comes to the

Rommon prompt.

TheReset button doesnot requiremuch force to beactuated. TheReset button should beactuated only with

asmall implement such as the tip of apen or apaper clip. When theReset button ispressed at startup, the

system LED will turn green.

For more information, see the "Reset Overview" section of theCisco 1100 SeriesSoftwareConfiguration

Guide.

Slots and Interfaces

About Slots, Subslots, and Port Numbering

Cisco 1100 Series ISRsdo not support physical and removablemodules. It hasonly oneslot, that is, slot 0.

Slot 0 is themotherboard and not removable. It is reserved for integrated ports. The front panel GE ports (or

native interfaceports) always reside in slot 0 and bay 0. Theportsarecalled Gigabitethernet 0/0/0 and

Gigabitethernet 0/0/1.

Each interface typehas itsown 'bay', and port isauniqueport of an interface type.

In most cases, therouter designates its interfacesusing a3-tuplenotation that lists theslot, bay, and port. The

3-tuplevalue is zero based. An exampleof a3-tuple is0/1/2. This refers to slot 0, thesecond bay in slot 0

(the first bay is0 so thesecond bay is1), and the third port in bay 1. See thissection for moreexamples.
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Table 2: Slot, Bay, and Port Numbering

PortBaySlot3- Tuple Example

3rd2nd00/1/2

2nd1st00/0/1

Subslot/Bay Numbering

All interfacesare integrated interfaces. There isonly oneBay, and the interface 'Type' is defined by aslot

number. In thisexample there isonly oneslot, 0, and each interface isabay:

Bay 0 Ethernet WAN
Bay 1 Ethernet LAN (Switch)
Bay 2 LTE
Bay 3 DSL
Bay 4 WiFi

Chassis type: C1117-4PLTEEAWE

Slot Type State Insert time (ago)
--------- ------------------- --------------------- -- ---------------
0 C1117-4PLTEEAWE ok 00:05:58
0/0 C1117-1x1GE ok 00:03:03
0/1 C1117-ES-4 ok 00:03:01
0/2 C1117-LTE ok 00:02:52
0/3 C1117-VADSL-A ok 00:01:56
0/4 ISR-AP1100AC-E ok 00:03:13

Specification

The following tableprovideCisco 1100 ISR specification:

Table 3: Cisco 1100 Series ISR Specification

SpecificationDescription

Physical Properties

Non-LTE models:

H x W X D = 1.75 x 12.7 x 9.03 in. (42 x 323 x

230mm) (includes rubber feet)

Dimensions (H x W x D)

LTE models:

H x W X D = 1.75 x 12.7 x 9.6 in. (44 x 323 x 244

mm) (includes rubber feet)

5.5 Lbs. (2.5 kg) maximumWeight with AC PS(w/o modules)

AC Input Power
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SpecificationDescription

Universal 100 to 240 VACInput voltage

50-60 HzFrequency

PoE not enabled: 0.82A maximum

PoE enabled: 1.55A Maximum

Input current

90 A peak and less than 8 Armsper half cycleSurgecurrent

Ports

OneRJ-45: SeparateconsoleportMicro USB Port

USB 3.0 TypeA host port

USB devicessupported:

• USB flash memory

USB port

OneUSB 5-pinmicro TypeB: Consolemanagement

connectivity

Consoleport

Two GE portsallocated among RJ45 and SFPas:

Onecombo port with 10/100/1000RJ-45 Ethernet

port or SFPEthernet port (labeled GE0/0/0)

Onededicated 10/100/1000RJ-45 Ethernet port

(labeled GE0/0/1)

10/100/1000 Gigabit Ethernet

32 (encrypted and non-encrypted VLANs)WirelessVLANs

2x2 .11ac Wave2Wirelessspecifications

4GBDefault and maximum DRAM

4GBDefault and maximum flash

4 ports for -8PPIDs, 2 ports for -4PPIDs

802.3af-compliant PoE or 802.3at-compliant PoE+

InlinePoE

Not Applicable - FanlessdesignAcoustic for Cisco 1100 Series ISRs
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SpecificationDescription

• Emission

• 47 CFR Part 15

• ◦ CISPR 32 Edition 2

◦ EN 300 386 V1.6.1

◦ EN 55032:2012/ AC:2013

◦ EN 55032:2015

◦ EN61000-3-2 2014

◦ EN61000-3-3: 2013

◦ FCC §15.21

◦ ICES-003 ISSUE 6:2016

◦ KN 32: 2015

◦ V-2/2015.04

◦ V-3/2015.04

◦ TCVN 7189: 2009

◦ CNS13438: 2006

◦ IEC 60950-1

◦ EN 60950-1

◦ UL 60950-1

◦ CSA C22.2 No. 60950-1

• Immunity

◦ CISPR24: 2010 + A1: 2015

◦ EN 300 386 V1.6.1

◦ EN55024: 2010 + A1: 2015

◦ KN35: 2015

◦ TCVN 7317: 2003

Approvalsand compliance

Table 4: Environmental Specification

SpecificationDescription

Environmental
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SpecificationDescription

5 to 85% relativehumidityOperating humidity

32 to 104°F (0 to 40°C) SeaLevel;

32 to 77°F (0°C to 25°C) at 10,000 ft

1.5°C derating per 1000 ft

Operating temperature

0-6560 ft (0-2000 m)Altitude in China

0-10,000 ft (0-3050 m)Altitude in all other countries

Transportation and Storage

-40 to 158°F (-40 to 70°C)Nonoperating temperature

5 to 95% relativehumidity (noncondensing)Nonoperating humidity

0 to 15,000 ft (0 to 4570m)Nonoperating altitude

Periodic Inspection and Cleaning

Periodic inspectionandcleaningof theexternal surfaceof therouter isrecommended tominimizethenegative

impact of environmental dust or debris. The frequency of inspection and cleaning isdependent upon the

severity of theenvironmental conditions, but aminimum of every six months is recommended. Cleaning

involvesvacuuming of router air intakeand exhaust vents.

Siteswith ambient temperaturesconsistently above25°C or 77°F and with potentially high levelsof dust

or debrismight requireperiodic preventativemaintenancecleaning.

Note
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CHAPTER 2

Preparing for Router Installation

• Preparing for Router Installation, page 15

Preparing for Router Installation
Thisdocument providespre-installation information, such asrecommendationsand requirementsthat should

bebefore installing your router. See the following sections to prepare for installation:

Safety Recommendations

Thiswarning symbol meansdanger. You are in asituation that could causebodily injury. Beforeyou

work on any equipment, beawareof thehazards involved with electrical circuitry and be familiar with

standardpracticesfor preventingaccidents.Usethestatement number providedat theendof eachwarning

to locate its translation in the translated safety warnings that accompanied thisdevice

Warning

SAVE THESE INSTRUCTIONSStatement 1071.Note

Ultimatedisposal of thisproduct shouldbehandledaccording toall national lawsandregulations.Statement

1040.

Warning

Safety With Electricity

Donot work on thesystem or connect or disconnect cablesduringperiodsof lightning activity. Statement

1001

Warning
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There is thedanger of explosion if thebattery is replaced incorrectly. Replace thebattery only with the

sameor equivalent type recommended by themanufacturer. Disposeof used batteriesaccording to the

manufacturer’s instructions. Statement 1015

Warning

Only trained and qualified personnel should beallowed to install or replace thisequipment Statement

1030

Warning

Do not locate theantennanear overhead power linesor other electric light or power circuits, or where it

can comeinto contact with such circuits. When installing theantenna, takeextremecarenot to comeinto

contact withsuchcircuits, asthey may causeseriousinjury or death. For proper installationandgrounding

of theantenna, please refer to national and local codes (for example, U.S.:NFPA 70, National Electrical

Code, Article810, Canada:Canadian Electrical Code, Section 54). Statement 1052

Warning

Do not use thisproduct near water; for example, near abath tub, wash bowl, kitchen sink or laundry tub,

in awet basement, or near aswimming pool. Statement 1035

Warning

Installation of theequipment must comply with local and national electrical codes. Statement 1074Warning

Preventing Electrostatic Discharge Damage

Electrostatic discharge(ESD) can damageequipment and impair electrical circuitry. It can occur if electronic

printed circuit cardsare improperly handled and can causecompleteor intermittent failures. Always follow

ESD prevention procedureswhen removing and replacing modules:

• Ensure that the router chassis is electrically connected to ground.

• Wear an ESD-preventivewrist strap, ensuring that it makesgood skin contact. Connect theclip to an

unpainted surfaceof thechassis frame to channel unwanted ESD voltagessafely to ground. To guard

against ESD damageand shocks, thewrist strap and cord must operateeffectively.

• If no wrist strap isavailable, ground yourself by touching ametal part of thechassis.

For thesafety of your equipment, periodically check theresistancevalueof theanti-static strap. It should

bebetween 1 and 10 megohms(Mohm).

Caution

General Site Requirements

Thissection describes therequirementsyour sitemust meet for safe installation and operation of your router.

Ensure that thesite isproperly prepared beforebeginning installation. If you areexperiencing shutdownsor
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unusually higherrorswith your existingequipment, thissection can alsohelp you isolatethecauseof failures

and prevent futureproblems.

Thisproduct relieson thebuilding’s installation for short-circuit (overcurrent) protection. Ensurethat the

protectivedevice is rated not greater than: 20A. Statement 1005

Warning

To prevent thesystem from overheating, do not operate it in an area that exceeds themaximum

recommended ambient temperatureof: 40 degreesC. Statement 1047

Warning

Site Selection Guidelines

TheCisco 1100 Series ISRsrequirespecific environmental operating conditions. Temperature, humidity,

altitude, and vibration can affect theperformanceand reliability of therouter. Thefollowing sectionsprovide

specific information to help you plan for theproper operating environment.

TheCisco 1100 Series ISRsaredesigned to meet the industry EMC, safety, and environmental standards

described in theRegulatory Complianceand Safety Information for theCisco 1100 Series ISRsdocument.

Rack Requirements

Cisco 1100 Series ISRs requirebrackets for usewith a19-inch rack.

The following information can help you plan your equipment rack configuration:

• Allow clearancearound the rack for maintenance.

• Allow at least onerack unit of vertical spacebetween routers; moreclearanceisrequiredwhenstacking

multipleCisco 1100 Series ISRs. Provideadequateheat removal mechanism to keep thesurrounding

air temperaturewell within thespecified operating temperaturecondition.

Morespacing may be required depending on the installation environment.Note

• Enclosed racksmust haveadequateventilation. Ensure that the rack isnot congested, becauseeach

router generatesheat. An enclosed rack should have louvered sidesand a fan to providecooling air.

Heat generated by equipment near thebottom of the rack can bedrawn upward into the intakeportsof

theequipment above it.

• Whenmountingachassisinanopen rack, ensurethat therack framedoesnot block theintakeor exhaust

ports. If thechassis is installed on slides, check theposition of thechassiswhen it isseated in the rack.

Router Environmental Requirements

Cisco 1100 Series ISRscan beplaced on adesktop, installed in arack, or mounted on awall. The location of

your router and the layout of your equipment rack or wiring room areextremely important considerationsfor

proper operation. Equipment placed too close together, inadequateventilation, and inaccessiblepanels can
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causemalfunctionsandshutdowns, andcanmakemaintenancedifficult. Plan for accesstoboth front and rear

panelsof the router.

When planning your site layout and equipment locations, refer to theGeneral SiteRequirements , section. If

youarecurrently experiencingshutdownsor anunusually highnumber of errorswithyour existingequipment,

theseprecautionsandrecommendationsmay helpyou isolatethecauseof failureandprevent futureproblems.

• Ensure that the room whereyour router operateshasadequateair circulation. Electrical equipment

generatesheat. Without adequateair circulation, ambient air temperaturemay not cool equipment to

acceptableoperating temperatures.

• Alwaysfollow ESD-preventionproceduresdescribed in thePreventingElectrostaticDischargeDamage

to avoid damage to equipment. Damagefrom static dischargecan cause immediateor intermittent

equipment failure.

• Baffles can help to isolateexhaust air from intakeair, which also helps to draw cooling air through the

chassis. Thebest placement of thebafflesdependson theairflow patterns in the rack, which can be

found by experimenting with different configurations.

• When equipment installed in a rack (particularly in an enclosed rack) fails, try operating theequipment

by itself, if possible. Power off other equipment in the rack (and in adjacent racks) to allow the router

under test amaximum of cooling air and clean power.

Power Guidelines and Requirements

Check thepower at your site to ensure that you are receiving “clean” power (freeof spikesand noise). Install

apower conditioner if necessary.

Power Guidelinesand Requirements listspower requirements for theCisco 1100 Series ISRs.

Table 5: Power Requirements for Cisco 1100 Series ISRs

Output RatedInput RatedPower Source

12 VDC, 5.5A100-240V, 2A66W AC Power Adapter

(PWR-66W-AC-V2)

12VDC, 3.5A; -53.5Vdc, 1.55A100-240 VAC, 2A, 50-60 Hz125W AC Power Adapter

(PWR-125W-AC)

12V, 4.6A, -53.5V 1.12A100-240VAC, 2A, 50-60 Hz115W AC Power Adapter

(PWR-115W-AC)

Network Cabling Specifications

The following sectionsdescribe thecablesneeded to install your Cisco 1100 Series ISR in the following

sections:
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Console Port Connections

The router hasboth EIA/TIA-232 asynchronous (RJ-45) and USB 5-pin micro TypeB, 2.0 compliant serial

consoleports. Theconsoleportsdo not haveany hardware flow control. Shielded USB cableswith properly

terminated shieldsare recommended.

EIA/TIA-232

Depending on thecableand theadapter used, thisport appearsasaDTE or DCE deviceat theend of the

cable. Only oneport can beused at thesame time.

Thedefault parameters for theconsoleport are9600 baud, 8 databits, 1 stop bit, and no parity. Theconsole

port doesnot support hardwareflow control. For detailed information about installingaconsoleterminal, see

theConnecting to aConsoleTerminal or Modem section.

For cableand port pinouts, see theCisco Modular AccessRouter CableSpecificationsdocument located on

Cisco.com.

USB Serial Console

TheUSB serial consoleport connectsdirectly to theUSB connector of aPC using aUSB TypeA to 5-pin

micro USB Type-B cable. TheUSB Consolesupports full speed (12Mb/s) operation. Theconsoleport does

not support hardware flow control.

Alwaysuseshielded USB cableswith aproperly terminated shield.Note

Thedefault parameters for theconsoleport are9600 baud, 8 databits, no parity, and 1 stop bit. For detailed

information about installing aconsole terminal, see theConnecting to aConsoleTerminal or Modem section

on page3-19.

For operationwithaMicrosoft WindowsOSversionolder thanWindows7, theCiscoWindowsUSB Console

Driver must be installed on any PC connected to theconsoleport. If thedriver isnot installed, promptsguide

you through asimple installation process.

TheCisco WindowsUSB ConsoleDriver allowsplugging and unplugging theUSB cable from theconsole

port without affecting WindowsHyperTerminal operations. No special driversareneeded for Mac OSX or

Linux.

Only oneconsoleport can beactiveat a time. When acable isplugged into theUSB consoleport, theRJ-45

port becomesinactive.Conversely,when theUSB cableisremoved fromtheUSB port, theRJ-45port becomes

active.

Baud rates for theUSB consoleport are1200, 2400, 4800, 9600, 19200, 38400, 57600, and 115200 bps.

4- pinmicroUSB Type-B connectorsareeasily confusedwith 5-pinmicroUSB Type-B connectors. Only

the5-pin micro USB Type-B issupported.

Note

USB ConsoleOSCompatibility

• Windows10, Windows8, Windows7, Windows2000, Window XP32 bit, WindowsVista32 bit

• Mac OSX version 10.5.4
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• Redhat / FedoraCore10 with kernel 2.6.27.5-117

• Ubuntu 8.10 with kernel 2.6.27-11

• Debian 5.0 with kernel 2.6

• Suse11.1 with kernel 2.6.27.7-9

Console Port Considerations

Therouter includesan asynchronousserial consoleport. Theconsoleportsprovideaccess to therouter using

aconsole terminal connected to theconsoleport. This section discusses important cabling information to

consider beforeconnecting the router to aconsole terminal or modem.

Console terminals send dataat speedsslower than modemsdo; therefore, theconsoleport is ideally suited

for usewith console terminals.

Preparing for Network Connections

When setting up your router, consider distance limitationsand potential electromagnetic interference(EMI)

asdefined by theapplicable local and international regulations.

Network connection considerationsareprovided for:

See the following onlinedocument for more information about network connectionsand interfaces:

• Cisco Modular AccessRouter CableSpecifications

Ethernet Connections

The IEEE hasestablished Ethernet asstandard IEEE 802.3. The routerssupport the following Ethernet

implementations:

• 1000BASE-T—1000Mb/sfull-duplex transmission over aCategory 5or better unshielded twisted-pair

(UTP) cable. Supports theEthernet maximum length of 328 feet (100 meters).

• 100BASE-T—100 Mb/s full-duplex transmission over aCategory 5 or better unshielded twisted-pair

(UTP) cable. Supports theEthernet maximum length of 328 feet (100 meters).

• 10BASE-T—10Mb/sfull-duplex transmissionover aCategory 5or better unshielded twisted-pair (UTP)

cable. Supports theEthernet maximum length of 328 feet (100 meters).

See theCisco Modular AccessRouter CableSpecificationsdocument at Cisco.com for information about

Ethernet cables, connectors, and pinouts.

Required Tools and Equipment for Installation and Maintenance

You need the following toolsand equipment to install and upgrade the router and itscomponents:

• ESD-preventivecord and wrist strap

• Number 2 Phillipsscrewdriver

• Phillipsscrewdrivers: small, 3/16-in. (4 to 5 mm) and medium, 1/4-in. (6 to 7 mm)
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◦ To install or removemodules

◦ To remove thecover, if you areupgrading memory or other components

• Screws that fit your rack

• Wirecrimper

• Wire for connecting thechassis to an earth ground:

◦ AWG 14 (2 mm 2 ) or larger wire for NEC-compliant chassisgrounding

• For NEC-compliant grounding, an appropriateuser-supplied ring terminal, with an inner diameter of

1/4 in. (5 to 7 mm)

Installation Checklist

Thesample installation checklist lists itemsand procedures for installing anew router. Makeacopy of this

checklist and mark theentrieswhen completed. Includeacopy of thechecklist for each router in your site

log (described in thenext section, Creating aSiteLog).

Table 6: Checklist

DateVerified ByTask

Installation checklist copied

Background information placed in

SiteLog

Sitepower voltagesverified

Installation sitepower check

completed

Required toolsavailable

Additional equipment available

Router received

Router quick start guide received

Regulatory ComplianceandSafety

Information for theCisco 1100

Series ISRsdocument received

Product registration card received

Cisco.com contact information

label received
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DateVerified ByTask

Chassis componentsverified

Initial electrical connections

established

ASCII terminal (for local

configuration) or modem (for

remoteconfiguration) available

Signal distance limitsverified

Startup sequencestepscompleted

Initial operation verified

Software imageverified

Creating a Site Log

TheSiteLog providesa record of all actions related to the router. Keep it in an accessibleplacenear the

chassiswhereanyonewho performs taskshasaccess to it. Use the installation checklist to verify steps in the

installation and maintenanceof the router. SiteLog entriesmight include the following information:

• Installation progress—Makeacopy of the installation checklist and insert it into thesite log. Make

entriesaseach procedure is completed.

• Upgradeand maintenanceprocedures—Use thesite log asarecord of ongoing router maintenanceand

expansion history. A site log might include the following events:

◦ Removal or replacement of PoE daughter card

◦ Configuration changes

◦ Maintenanceschedulesand requirements

◦ Maintenanceproceduresperformed

◦ Intermittent problems

◦ Commentsand notes

Inspect all items for shipping damage. If anything appears to bedamaged or if you encounter problems

installing or configuring your router, contact customer service. Warranty, service, and support information is

in thequick start guide that shipped with your router, or in thePrefaceof thisguide. See theObtaining

Documentation and Submitting aServiceRequest section.
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CHAPTER 3

Installing and Connecting the Router

• Installing and Connecting theRouter, page 23

Installing and Connecting the Router
Thisdocument describeshow to install and connect theCisco 1100SeriesIntegratedServicesRouters(ISRs)

to LAN and WAN networks. The following sectionsprovide technical details.

Safety Warnings

Read the installation instructionsbeforeusing, installing or connecting thesystem to thepower source.

Statement 1004

Warning

What You Need to Know

CLI Console Access

Use theUSB or RJ-45 consoleport on the router to access theCisco Internet Operating System (IOS-XE)

command line interface (CLI) on the router and perform configuration tasks. A terminal emulation program

isrequired toestablishcommunicationbetween therouter andaPC.SeetheConnecting toaConsoleTerminal

or Modem for instructions.

A Microsoft WindowsUSB driver must be installed beforeyou establish physical connectivity between

the router and thePC.

Note

Slot and Port Numbers

Theroutershavebuilt inportsandslots. SeetheAbout Slotsand Interfacessection for slot andport numbering.
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Software Licenses

To useall the featureson the router, you must purchaseasoftwarepackage.

See theLicensing section of theSoftwareConfiguration Guide for theCisco 1100 Series ISRs for more

information.

Before You Begin

Before installing and connecting aCisco Integrated ServicesRouter, read thesafety warningsand gather the

following toolsand equipment. For more information about the required toolsand equipment.

For more information on cablespecifications, seetheCisco Modular AccessRouter CableSpecifications

document on Cisco.com.

Note

Unpacking the Router

Donot unpack therouter until you areready to install it. If thefinal installationsitewill not beready for some

time, keep thechassis in its shipping container to prevent accidental damage. When you are ready to install

the router, proceed with unpacking it.

Therouter, accessory kit, publications, and any optional equipment you orderedmay beshipped inmorethan

onecontainer. When you unpack thecontainers, check thepacking list to ensure that you received all of the

itemson the list.

Installing the Router

If you need to install PoE daughter card, you can install them beforeyou install the router. Ideally, thePoE

daughter card should bepurchased pre-installed.

Thereare two methodsof installing the router:

To prevent damageto thechassis, never attempt to lift or tilt thechassisby holding it by theplastic panel

on the front. Alwayshold thechassisby thesidesof themetal body.

Caution

Installing a Cisco 1100 Series ISR

Thissection describeshow to install theCisco 1100 Series ISR. Theserouters can be installed on a table top

or other flat horizontal surfacemounted on awall or DIN rail.

Radiofrequency Exposure - To maintain compliance, installationsshould ensureaseparation distanceof

at least 20 cm.

Warning
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Moreclearance is required when stacking multipleCisco 1100 ISRsor having heat removal capability to

maintain thesurrounding air temperature to stay within thespecified operating condition.

Note

Attaching the Chassis

The tasks that you perform for attaching the router chassis to thewall or for mounting it in a rack arebased

on thespecific model of theCisco 1100 Series Integrated ServiceRouter.

The recommended clearancewhen horizontally mounted is1.5 incheson both sides for clearanceand 1.75

incheson top. I/O sideclearance isneeded as it is required to access thecableconnections. Clearance isnot

required on thebackside (oppositeside from I/O face) unlessDIN rail mounting is required. Clearance is

required to attach and mount theDIN rail bracket.

Mounting on the Wall

TheCisco 1100 Series ISRshavemounting key-holeslotson thebottom of thechassis for mounting theunit

on awall or other vertical surface, asshown in the figurebelow.
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Theunit must not bemounted with theoutput ports facing downwards. You must mount theunit with the

cablesgoing sideways.

Note

Figure 6: Mounting on the Wall

Key-holeslots1

To attach to awall stud, each bracket requiresonenumber-10 wood screws (round- or pan-head) with

number-10washers, or twonumber-10washer-headscrews. Thescrewsmust belongenough topenetrate

at least 1.5 inches (38.1 mm) into thesupporting wood or metal wall stud.

Note

For hollow-wall mounting, eachbracket requirestwowall anchorswithwashers.Wall anchorsandwashers

must besizenumber 10. Route thecablesso that they do not put astrain on theconnectorsor mounting

hardware.

Note
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When choosing a location for wall-mounting the router, consider cable limitationsand wall structure.Note

The figurebelow shows theorientation for wall mounting of the router.

Figure 7: Wall-Mount Orientation

Key-holeslots1
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Attaching DIN Rail Brackets

Step 1: Attach thebrackets to the router chassisasshown in the figurebelow, using thePHMSscrewsand

theplastic spacersprovided for each bracket.

Figure 8: DIN Rail Bracket Installation

Screws1

DIN Rail Brackets2

Do not over-torque thescrews. The recommended torque is8 to 10 inch-lbf (.9 to 1.1 N-m).Note

Your chassis installation must allow unrestricted airflow for chassiscooling.Note

Step 2: Attach the router to thewall using thekey-holeslots.
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The figurebelow displays theorientation of theDIN rail bracket.

Figure 9: DIN Rail Bracket Orientation

The figurebelow displays theDIN rail orientation and mount.

Figure 10: DIN Rail Orientation and Mount
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After the router is installed, you must connect thechassis to a reliableearth ground. For thechassisground

connection procedures, see the“ChassisGrounding” section.

Mounting the Router in a Rack

1 Attach thebrackets to the router chassis (towards the left or right) asshown in figurebelow.

Figure 11: Bracket Installation for Left-Hand-Mounting

In thesimilar manner, you can install thebracket on theright-hand for mounting.Note

2 Use thescrewsprovided with the rack to install thechassis in the rack.

To prevent bodily injury whenmountingor servicing thisunit in arack, youmust takespecial precautions

to ensure that thesystem remainsstable. The following guidelinesareprovided to ensureyour safety:

Warning

• Thisunit should bemounted at thebottom of the rack if it is theonly unit in the rack.

• When mounting thisunit in apartially filled rack, load therack from thebottom to the top with the

heaviest component at thebottom of the rack.

• If the rack isprovided with stabilizing devices, install thestabilizersbeforemounting or servicing

theunit in the rack. Statement 1006

Warning To prevent airflow restriction, allow clearancearound theventilation openings to beat least:

1.75 in. (4.4 cm). Statement 1076

Warning

After the router is installed, you must connect thechassis to a reliableearth ground. For thechassisground

connection procedures, see the“ChassisGrounding” section.
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Setting the Chassis on a Desktop

You can place the router on adesktop, bench top, or shelf.

After the router is installed, you must connect thechassis to a reliableearth ground. For thechassisground

connection procedures, see theChassisGrounding section.

Chassis Grounding

Thisequipment must begrounded. Never defeat theground conductor or operate theequipment in the

absenceof asuitably installed ground conductor. Contact theappropriateelectrical inspection authority

or an electrician if you areuncertain that suitablegrounding isavailable. Statement 1024

Warning

Youmust connect thechassis to areliableearth ground; theground wiremust be installed in accordancewith

local electrical safety standards.

• For grounding, usesize14 AWG copper wireand theground lug (which arenot apart of theaccessory

kit).

• Use theUNC 6-32 screws, which havea length of about 0.25 inches

Use14AWG wire for installation.Note

To install theground connection for your router, perform the following steps:

1 Strip oneend of theground wire to the length required for theground lug or terminal.

• For theground lug—approximately 0.75 inch (20 mm)

• For user-provided ring terminal—as required

2 Crimp theground wire to theground lug or ring terminal, using acrimp tool of theappropriatesize.
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3 Attach theground lug or ring terminal to thechassisasshown in Figure. For aground lug, oneof the

screwsprovided. Tighten thescrew to a torqueof 8 to 10 in-lb (0.9 to 1.1 N-m).

Figure 12: Chassis Ground Connection on the Router

Screw (UNC 6-32)1

Ground Lug2

Connecting to a Console Terminal or Modem

Therouter hasasynchronousserial ports. Theseportsprovideadministrativeaccessto therouter either locally

(with aconsole terminal or aPC) or remotely (with amodem).To configure the router through theCisco IOS

CLI, you must establish aconnection between the router consoleport and either a terminal or aPC.

Use the following cablesand adapters to establish a local or remoteconnection.
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Table 7: Local and Remote Connections

SectionCablePort

Type

Connecting to theSerial Port withMicrosoft Windows, on page33EIA

RJ-45

Serial

(RJ-45)

Micro

USB

Type-B

to USB

Type-A

Serial

(USB)

Connecting to the Serial Port with Microsoft Windows

Install theUSB devicedriver beforeestablishing aphysical connection between the router and thePC

using theUSB Consolecableplugged into theUSB serial port, otherwisetheconnectionwill fail. Seethe

“Installing theCisco Microsoft WindowsUSB DeviceDriver” section.

Note

1 Connect theendof theconsolecablewith theRJ-45 connector to the light blueconsoleport on therouter.

2 or

Connect aUSB 5-pin micro USB Type-B to theUSB consoleport. If you areusing theUSB serial port

for the first timeon aWindows-based PC, install theUSB driver now according to the instructions in the

following sections.

• “Installing theCisco Microsoft WindowsXPUSB Driver” section

• “Installing theCisco Microsoft Windows2000 USB Driver” section

• “Installing theCisco Microsoft WindowsVistaUSB Driver” section

• "Installing theCisco Microsoft Windows8 and Windows10 USB Driver" section

You cannot use theUSB port and theEIA port concurrently. When theUSB port isused it takespriority

over theRJ-45 EIA port.

Note

3 Connect theend of thecablewith theDB-9 connector (or USB Type-A) to the terminal or PC. If your

terminal or PC hasaconsoleport that doesnot accommodateaDB-9 connector, you must providean

appropriateadapter for that port.

4 Tocommunicatewith therouter, start aterminal emulator application. Thissoftwareshouldbeconfigured

with the following parameters:

• 9600 baud

• 8 databits
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• no parity

• 1 stop bit

• no flow control

Connecting to the Console Port with Mac OS X

Thisproceduredescribeshow to connect aMac OSX system USB port to theconsoleusing thebuilt in OS

X Terminal utility.

Step 1 Use theFinder to go to Applications> Utilities> Terminal.

Step 2 Connect theOSX USB port to the router.

Step 3 Enter the following commands to find theOSX USB port number

Example:

macbook:user$ cd /dev
macbook:user$ ls -ltr /dev/*usb*
crw-rw-rw- 1 root wheel 9, 66 Apr 1 16:46 tty.usbmodem1a21 DT -macbook:dev user$

Step 4 Connect to theUSB port with the following command followed by the router USB port speed

Example:

macbook:user$ screen /dev/tty.usbmodem1a21 9600

To disconnect theOSX USB console from theTerminal window

Enter Ctrl-a followed by Ctrl-\

Connecting to the Console Port with Linux

Thisprocedureshowshow toconnect aLinux systemUSB port to theconsoleusing thebuilt inLinux Terminal

utility.

Step 1 Open theLinux Terminal window.

Step 2 Connect theLinux USB port to the router.

Step 3 Enter the following commands to find theLinux USB port number

Example:

root@usb-suse# cd /dev
root@usb-suse /dev# ls -ltr *ACM*
crw-r--r-- 1 root root 188, 0 Jan 14 18:02 ttyACM0
root@usb-suse /dev#

Step 4 Connect to theUSB port with the following command followed by the router USB port speed
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Example:

root@usb-suse /dev# screen /dev/ttyACM0 9600

To disconnect theL inux USB console from theTerminal window

Enter Ctrl-a followed by : then quit

Installing the Cisco Microsoft Windows USB Device Driver

A USB devicedriver must beinstalled thefirst timeaMicrosoft Windows-basedPC isconnected to theUSB

serial port on the router.

This section contains the following topics:

Installing the Cisco Microsoft Windows XP USB Driver

Thisprocedureshowshow to install theMicrosoft WindowsXPUSB driver.

Beforeyou begin, download theappropriatedriver for your router model from theCiscoSoftwareDownload

site, USB ConsoleSoftwarecategory: http://www.cisco.com/cisco/software/navigator.html

Step 1 Unzip the fileCisco_usbconsole_driver_X_X.zip (whereX isa revision number).

Step 2 If using 32-bit WindowsXPdouble-click the file setup.exe from theWindows_32 folder, or if using 64-bit Windows

XPdouble-click the file setup(x64).exe from theWindows_64 folder.

Step 3 TheCisco Virtual Com InstallShield Wizard begins. Click Next.

Step 4 TheReady to Install theProgram window appears, Click Install.

Step 5 The InstallShield Wizard Completed window appears. Click Finish.

Step 6 Connect theUSB cable to thePC and router USB console. TheLED of theUSB consoleport turnsgreen, and within a

few momentstheFoundNew HardwareWizardappears. Follow theinstructionstocompletetheinstallationof thedriver.

Step 7 TheUSB console isnow ready for use.
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Installing the Cisco Microsoft Windows 2000 USB Driver

Thisprocedureshowshow to install theMicrosoft Windows2000 USB driver.

Step 1 Obtain the fileCisco_usbconsole_driver.zip from theCisco.com web siteand unzip it.

Step 2 Double-click the filesetup.exe.

Step 3 TheCisco Virtual Com InstallShield Wizard begins. Click Next.

Step 4 TheReady to Install theProgram window appears, Click Install.

Step 5 The InstallShield Wizard Completed window appears. Click Finish.

Step 6 Connect theUSB cable to thePC and router USB consoleports. TheLED for theUSB consoleport turnsgreen, and

within a few momentsaseriesof Found New HardwareWizard windowsappear. Follow the instructions to complete

the installation of thedriver.

Step 7 TheUSB console isnow ready for use.

Installing the Cisco Microsoft Windows Vista USB Driver

Thisprocedureshowshow to install theMicrosoft WindowsVistaUSB driver.

Step 1 Obtain the fileCisco_usbconsole_driver.zip from theCisco.com web siteand unzip it.

Step 2 If using 32-bit WindowsVistadouble-click the file setup.exe from theWindows_32 folder, or if using 64-bit Windows

Vistadouble-click the file setup(x64).exe from theWindows_64 folder.

Step 3 TheCisco Virtual Com InstallShield Wizard begins. Click Next.

Step 4 TheReady to Install theProgram window appears, Click Install.

If aUser Account Control warningappears, click “Allow - I trust thisprogram...” toproceed.Note

Step 5 The InstallShield Wizard Completed window appears. Click Finish.

Step 6 Connect theUSB cable to thePC and router USB consoleports. TheLED for theUSB consoleport turnsgreen, and

within a few momentsapop up window stating “Installing devicedriver software” appears. Follow the instructions to

complete the installation of thedriver.

Step 7 TheUSB console isnow ready for use.

Installing the Cisco Microsoft Windows 8/Windows 10 USB Driver

Thisprocedureshowshow to install theMicrosoft Windows8/Windows10 USB driver.

Step 1 Obtain theCisco USB consoledriver file from theCisco.com web siteand unzip it.

Youcandownload thedriver filefrom theCisco.comsitefor downloading therouter software.Note
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Step 2 If using 32-bit Windows8 or Windows10, double-click thesetup.exe file in theWindows_32 folder. If using 64-bit

WindowsVistaor Windows8 or Windows10, double-click thesetup(x64).exe file in theWindows_64 folder.

Step 3 TheCisco Virtual Com InstallShield Wizard begins. Click Next.

Step 4 TheReady to Install theProgram window appears, Click Install.

If aUser Account Control warningappears, click Allow - I trust thisprogramtoproceed.Note

Step 5 The InstallShield Wizard Completed window appears. Click Finish.

Step 6 Connect theUSB cable to thePC and router USB consoleports. TheLED for theUSB consoleport turnsgreen, and

within a few momentsaseriesof Found New HardwareWizard windowsappear. Follow the instructions to complete

the installation of thedriver.

Step 7 TheUSB console isnow ready for use.

Uninstalling the Cisco Microsoft Windows USB Driver

This section provides instructions for how to uninstall theCisco Microsoft WindowsUSB devicedriver.

• Uninstalling theCisco Microsoft WindowsXPand 2000 USB Driver, on page37

• Uninstalling theCisco Microsoft WindowsVistaUSB Driver, on page38

Uninstalling the Cisco Microsoft Windows XP and 2000 USB Driver

Thisprocedureshowsyouhow touninstall both theMicrosoft WindowsXPand2000USB driver. Thedriver

can be removed using theWindowsAdd RemoveProgramsutility or thesetup.exeprogram.

Using theAdd RemoveProgramsutility

Disconnect the router console terminal beforeuninstalling thedriver.

1 Click Start > Control Panel > Add or RemovePrograms.

2 Scroll to Cisco Virtual Com and click Remove.

3 When theProgram Maintenancewindow appears, select theRemove radio button. Click Next.

Using theSetup.exeprogram

Disconnect the router console terminal beforeuninstalling thedriver.Note

1 Run thesetup.exe for Windows32-bit or setup(x64).exe for Windows-64bit. Click Next.

2 The InstallShield Wizard for Cisco Virtual Com appears. Click Next.

3 When theProgram Maintenancewindow appears, select theRemove radio button. Click Next.

4 When theRemove theProgram window appears, click Remove.

5 When the InstallShield Wizard Completed window appearsclick Finish.
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Uninstalling the Cisco Microsoft Windows Vista USB Driver

Thisprocedureshowsyou how to uninstall theMicrosoft WindowsVistaUSB driver.

Disconnect the router console terminal beforeuninstalling thedriver.Note

Step 1 Run thesetup.exe for Windows32-bit or setup(x64).exe for Windows-64bit. Click Next.

Step 2 The InstallShield Wizard for Cisco Virtual Com appears. Click Next.

Step 3 When theProgram Maintenancewindow appears, select theRemoveradio button. Click Next.

Step 4 When theRemove theProgram window appears, click Remove.

If aUser Account Control warningappears, click “Allow - I trust thisprogram...” toproceed.Note

Step 5 When the InstallShield Wizard Completed window appearsclick Finish.

Connecting WAN and LAN Interfaces

Thissection describeshow to connect WAN and LAN interfacecables. It covers the following topics:

Donot work on thesystem or connect or disconnect cablesduringperiodsof lightning activity. Statement

1001

Warning

Class1 laser product. Statement 1008Warning

Hazardousnetwork voltagesarepresent in WAN ports regardlessof whether power to theunit isOFF or

ON. To avoid electric shock, usecaution when working near WAN ports. When detaching cables, detach

theend away from theunit first. Statement 1026

Warning

To comply with theTelcordiaGR-1089 NEBSstandard for electromagnetic compatibility and safety,

connect Gigabit Ethernet portsusingRJ-45connectorsfor shielded twistedpair cableonly to intra-building

or unexposed wiring or cable. The intra-building cablemust beshielded and theshield must begrounded

at bothends. Theintra-buildingport(s) of theequipment or subassembly must not bemetallically connected

to interfaces that connect to theOSPor itswiring. These interfacesaredesigned for useas intra-building

interfacesonly (Type2 or Type4 portsasdescribed in GR-1089-CORE, Issue4) and require isolation

from theexposed OSPcabling. Theaddition of Primary Protectors isnot sufficient protection in order to

connect these interfacesmetallically to OSPwiring.

Caution
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Never install telephone jacks in wet locationsunless the jack isspecifically designed for wet locations.

Statement 1036

Warning

Never touch uninsulated telephonewiresor terminalsunless the telephone linehasbeen disconnected at

thenetwork interface. Statement 1037

Warning

For connectionsoutsidethebuildingwheretheequipment isinstalled, thefollowingportsmust beconnected

throughanapprovednetwork terminationunit with integral circuit protection, LAN, PoE.Statement 1044

Warning

Avoid using or servicing any equipment that hasoutdoor connectionsduring an electrical storm. There

may bea risk of electric shock from lightning. Statement 1088

Warning

Ports and Cabling

This chapter summarizes typical WAN and LAN connections for routers. Theconnectionssummarized here

arealsodescribed indetail in thedocument onCisco.com: CiscoModular AccessRouter CableSpecifications

Table 8: WAN and LAN Connections

CableConnection:Port Type, Color
2

Port or Connection

Category 5 or higher EthernetEthernet hubor Ethernet switchRJ-45, yellowEthernet

Ciscoserial transitioncablethat

matches thesignaling protocol

(EIA/TIA-232, EIA/TIA-449,

V.35,X.21, or EIA-530) and the

serial port operating mode

(DTE or DCE).3

CSU/DSU and serial network

or equipment

60-pin D-sub, blueCisco serial

CSU/DSU and serial network

or equipment

CiscoSmart compact connector,

blue

Cisco Smart serial

Optical fiber asspecified on

applicabledatasheet

1000BASE-SX, -LX, -LH, -ZX,

-CWDM

LC, color according to optical

wavelength

Gigabit Ethernet SFP, optical

Category 5, 5e, 6 UTP1000BASE-TRJ-45Gigabit Ethernet SFP, copper

2 Cablecolor codesarespecific to Cisco cables.
3 See theCisco Modular AccessRouter CableSpecificationsdocument for information about choosing thesecables.

Connection Procedures and Precautions

• Connect each WAN and LAN to theappropriateconnector on thechassis.
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• Position thecablescarefully, so that they do not put strain on theconnectors.

• Organizecables in bundlesso that cablesdo not intertwine.

• Inspect thecables to makesure that the routing and bend radius is satisfactory. Reposition cables, if

necessary.

• Install cable ties in accordancewith site requirements.

For cablepinouts, seeCisco Modular AccessRouter CableSpecifications .
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CHAPTER 4

ROM Monitor Overview and Basic Procedures

• ROM Monitor Overview and Basic Procedures, page 41

ROM Monitor Overview and Basic Procedures
This chapter providesan overview of ROM Monitor conceptsand operations.

This chapter includes the following main topics:

ROM Monitor Overview

TheROM Monitor isabootstrap program that initializes thehardwareand boots theCisco IOSXE software

when you power on or reload a router. When you connect a terminal to the router that is in ROM Monitor

mode, theROM Monitor command-line interface (CLI) prompt isdisplayed.

If your system (router, switch, or accessserver) doesnot find avalid system imageto loadwhen it isbooting,

thesystem will enter theROM monitor mode. ROM monitor (ROMMON) modecan also beaccessed by

interrupting theboot sequenceduring startup.

TheROM monitor mode isused to:

• specify config-register value to use for thenext boot up

• boot avalid IOSXE image

• bypassNVRAM settingsand config-register value for password recovery

TheROM Monitor software is known by many names. It is sometimescalled ROMMON becauseof theCLI

prompt in ROM Monitor mode. TheROM Monitor software isalso called theboot software , boot image ,

or boot helper . Although it isdistributed with routers that use theCisco IOSXE software, ROM Monitor is

aseparateprogram from theCisco IOSXEsoftware. During normal startup, theROM Monitor initializesthe

router, and then control passes to theCisco IOSXE software. After theCisco IOSXE software takesover,

ROM Monitor isno longer in use.

Environmental Variables and the Configuration Register

Two primary connectionsexist between ROM Monitor and theCisco IOSXE software: theROM Monitor

environment variablesand theconfiguration register.
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TheROM Monitor environment variablesdefinethelocationof theCisco IOSXEsoftwareanddescribehow

to load it. After ROM Monitor has initialized the router, it uses theenvironment variables to locateand load

theCisco IOSXE software.

Theconfiguration register isasoftwaresetting that controlshow a router startsup. Oneof theprimary uses

of theconfiguration register is to control whether the router starts in ROM Monitor modeor Administration

EXEC mode. Theconfiguration register is set in either ROM Monitor modeor Administration EXEC mode

asneeded. Typically, you set theconfiguration register using theCisco IOSXE softwareprompt when you

need to useROM Monitor mode. When themaintenance inROM Monitor modeiscomplete, you changethe

configuration register so the router rebootswith theCisco IOSXE software.

Accessing ROM Monitor Mode with a Terminal Connection

When the router is in ROM Monitor mode, you can access theROM Monitor softwareonly from a terminal

connected directly to theconsoleport of thecard. Because theCisco IOSXE software (EXEC mode) isnot

operating, thenonmanagement interfacesarenot accessible. Basically, all Cisco IOSXE software resources

areunavailable.

Network Management Access and ROM Monitor Mode

ROM Monitor modeisarouter mode, not amodewithin theCisco IOSXEsoftware. ROM Monitor software

and theCisco IOSXE softwarearetwo separateprogramsthat run on thesamerouter. At any given time, the

router is running oneof theseprograms, but it never runsboth at thesame time.

Onearea that can beconfusing when using ROM Monitor and theCisco IOSXE software is thearea that

defines the IPconfiguration for theManagement Ethernet interface. Most router usersget comfortablewith

configuring theManagement Ethernet interface in theCisco IOSXE software. When the router is in ROM

Monitor mode, however, the router is not running theCisco IOSXE software, so that Management Ethernet

interfaceconfiguration isnot available.

When you want to accessother devices, such asaTFTPserver, while in ROM Monitor modeon the router,

you must configure theROM Monitor variableswith IPaccess information.

Entering ROM Monitor Mode

The following sectionsdescribehow to enter theROMMON mode, and contains the following sections:

Checking the Current ROMmon Version

To display theversion of ROMmon running on a router, use theshow rom-monitor command or theshow

platform command.

Router# show rom-monitor r0

System Bootstrap, Version 12.2[16.6(1r)RC3], DEVELOPMEN T SOFTWARE
Copyright (c) 1994-2017 by cisco Systems, Inc.
Compiled at Fri Jul 28 13:07:32 2017 by user5

Router# show platform
Chassis type: C1111-8PLTELAWN

Slot Type State Insert time (ago)
--------- ------------------- --------------------- -- ---------------
0 C1111-8PLTELAWN ok 00:04:56

0/0 C1111-2x1GE ok 00:02:41
0/1 C1111-ES-8 ok 00:02:40
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0/2 C1111-LTE ok 00:02:41
0/3 ISR-AP1100AC-N ok 00:02:41

R0 C1111-8PLTELAWN ok, active 00:04:56
F0 C1111-8PLTELAWN ok, active 00:04:56
P0 PWR-12V ok 00:04:30

Slot CPLD Version Firmware Version
--------- ------------------- ----------------------- ----------------
0 17100501 16.6(1r)RC3
R0 17100501 16.6(1r)RC3
F0 17100501 16.6(1r)RC3

Commonly Used ROM Monitor Commands

This tablesummarizes thecommandscommonly used in ROM Monitor. For specific instructionson using

thesecommands, refer to the relevant procedure in thisdocument.

Table 9: Commonly Used ROM Monitor Commands

DescriptionROMMON Command

Manually bootsaCisco IOSXE software image.boot image

Changes theconfig-register setting.confreg

Displays theavailable local storagedevices.dev

Displays the fileson astoragedevice.dir

Resets thenode.reset

Displays thecurrently set ROM Monitor

environmental settings.

set

Savesthenew ROM Monitor environmental settings.sync

Removesan environmental variablesetting.unset

Displaying the Available ROM Monitor Commands

This topic describes theavailablehelp commands for ROM Monitor mode.

Table 10: Help Commands in ROMMON

DescriptionCommand

Displaysasummary of all availableROM Monitor

commands.

help or ?

Displays information about command syntax.-?
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Commandsarecase-sensitive. You can halt any command by pressing Ctr l-C.Note

Examples

The following exampleshowswhat appearswhen you enter the? command on a router:

rommon 2 > ?
alias set and display aliases command
boot boot up an external process
confreg configuration register utility
dev list the device table
dir list files in file system
help monitor builtin command help
history monitor command history
meminfo main memory information
repeat repeat a monitor command
reset system reset
set display the monitor variables
showmon display currently selected ROM monitor
sync write monitor environment to NVRAM
token display board's unique token identifier
unalias unset an alias
unset unset a monitor variable

Changing the ROM Monitor Prompt

You can change theprompt in ROM Monitor modeby using thePS1= command asshown in the following

example:

rommon 8 > PS1="ISR1110 rommon ! > "
ISR1110 rommon 9 >

Changing theprompt isuseful if you areworking with multiple routers in ROM Monitor at thesame time.

Thisexamplespecifies that theprompt should be“ISR1110 rommon ”, followed by the linenumber, and then

followed by “ > “ by the linenumber.

Displaying the Configuration Register Setting

Todisplay thecurrent configuration register setting, enter theconfregcommandwithout parametersasfollows:

rommon 3 > confreg

Configuration Summary
(Virtual Configuration Register: 0x0)
enabled are:
[ 0 ] break/abort has effect
[ 1 ] console baud: 9600
boot:...... the ROM Monitor
do you wish to change the configuration? y/n [n]: n

Theconfiguration register setting is labeled Virtual Configuration Register . Enter theno command to avoid

changing theconfiguration register setting.
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Environment Variable Settings

TheROM Monitor environment variablesdefinetheattributesof theROM Monitor. Environmental variables

areentered likecommandsand arealways followed by theequal sign (=). Environment variablesettingsare

entered in capital letters, followed by adefinition. For example:

IP_ADDRESS=10.0.0.2

Under normal operating conditions, you do not need to modify thesevariables. They arecleared or set only

when you need to makechanges to theway ROM Monitor operates.

This section includes the following topics:

Frequently Used Environmental Variables

The tableshows themain ROM Monitor environmental variables. For instructionson how to use these

variables, see the relevant instructions in thisdocument.

Table 11: Frequently Used ROM Monitor Environmental Variables

DescriptionEnvironmental variable

Sets the IPaddress for theManagement Ethernet

interface.

IP_ADDRESS=ip_address

Sets thesubnet mask for theManagement Ethernet

interface.

IP_SUBNET_MASK=ip_address

Sets thedefault gateway that serves.DEFAULT_GATEWAY=ip_address

Sets the IPaddressof theTFTPserver wherea

bootablesoftware image is located.

TFTP_SERVER=ip_address

Setsthedirectory and filenameof abootablesoftware

image.

TFTP_FILE=path/file

Identifies theboot software for anode. Thisvariable

isusually set automatically when the router boots.

BOOT=path/file

Displaying Environment Variable Settings

To display thecurrent environment variablesettings, enter theset command :

rommon 1 > set
PS1=rommon ! >
LICENSE_SUITE=
LICENSE_BOOT_LEVEL=
MCP_STARTUP_TRACEFLAGS=00000000:00000000
RET_2_RTS=
RANDOM_NUM=1721712417
BSI=0
RET_2_RCALTS=
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Entering Environment Variable Settings

Environment variablesettingsareentered in capital letters, followed by adefinition. The following example

shows theenvironmental variablesused to configure thecontrol Ethernet port on a router:

rommon > IP_ADDRESS=10.0.0.2

Saving Environment Variable Settings

To save thecurrent environment variablesettings, enter thesync command:

rommon > sync

Environmental values that arenot saved with thesync command arediscarded whenever thesystem is

reset or booted.

Note

Exiting ROM Monitor Mode

To exit ROM Monitor mode, you must change theconfiguration register and reset the router.

SUMMARY STEPS

1. confreg

2. Respond to each prompt as instructed.

3. reset

DETAILED STEPS

PurposeCommand or Action

Initiates theconfiguration register configuration prompts.confreg

Example:

rommon 1> confreg

Step 1

See theexample that follows thisprocedure for more

information.

Respond to each prompt as instructed.Step 2

Resetsand initializes the router.reset

Example:

rommon 2> reset

Step 3
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Configuration Example

rommon 5 > confreg

Configuration Summary
(Virtual Configuration Register: 0x0)
enabled are:
[ 0 ] break/abort has effect
[ 1 ] console baud: 9600
boot:...... the ROM Monitor
do you wish to change the configuration? y/n [n]: y
enable "diagnostic mode"? y/n [n]:
disable "break/abort has effect"? y/n [n]:
enable "ignore system config info"? y/n [n]:
change console baud rate? y/n [n]:
change the boot characteristics? y/n [n]:

Configuration Summary
(Virtual Configuration Register: 0x0)
enabled are:
[ 0 ] break/abort has effect
[ 1 ] console baud: 9600
boot:...... the ROM Monitor
do you wish to change the configuration? y/n [n]:

Upgrading the ROMmon for a Router

Use thisprocedure to upgrade theROMmon on a router:

SUMMARY STEPS

1. (Optional) Run theshow platform command or theshow rom-monitor slot command on the router to

see thecurrent releasenumbersof ROMmon on thehardware.

2. If theROMmon imagehasnot been copied onto the router, copy thePKG file that ismadeavailableas

part of thisROMmon releaseonto thebootflash: or usb[0-1]: file system using thecopy source-location

destination-location command.

3. Run thedir file-systemcommand to verify that theROMmon file is copied into thespecified directory.

4. Run theupgrade rom-monitor filename location all command to begin theROMmon imageupgrade,

where location is thepath to theROMmon file.

5. Messagespertaining to theupgradearedisplayedon theconsole. After thedisplay of thesemessagesstops

and the router prompt isavailable, run the reload command to reload the router.

6. If autoboot hasnot been enabled by using theconfig-register 0x2102 command, run theboot

filesystem:/file-location command at theROMmon prompt to boot theCisco IOSXE image, where

filesystem:/file-location isthepath to theconsolidatedpackagefile. TheROMmonupgradeisnot permanent

for any pieceof hardwareuntil theCisco IOSXE image isbooted.

7. Run theenablecommandat theuser prompt toenter theprivilegedEXECmodeafter theboot iscomplete.

8. Run theshow platform commandor theshow rom-monitor slot commandtoverify whether theROMmon

hasbeen upgraded.
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DETAILED STEPS

Step 1 (Optional) Run theshow platform command or theshow rom-monitor slot command on the router to see thecurrent

releasenumbersof ROMmon on thehardware.

Step 2 If theROMmon imagehasnot been copied onto the router, copy thePKG file that ismadeavailableaspart of this

ROMmonreleaseonto thebootflash: or usb[0-1]: filesystemusing thecopy source-locationdestination-locationcommand.

Step 3 Run thedir file-systemcommand to verify that theROMmon file is copied into thespecified directory.

Step 4 Run theupgrade rom-monitor filename location all command to begin theROMmon imageupgrade, where location

is thepath to theROMmon file.

Do not removehardware, turn off power, or interrupt the router in any way during theROMmon upgrade.

Although therouter should beable to recover from most interruptionsduring theROMmon upgrade, certain

scenariosmay causeunpredictableproblems.

Caution

Step 5 Messagespertaining to theupgradearedisplayedon theconsole. After thedisplay of thesemessagesstopsand therouter

prompt isavailable, run the reload command to reload the router.

Step 6 If autoboot hasnot been enabled by using theconfig-register 0x2102 command, run theboot filesystem:/file-location

command at theROMmon prompt to boot theCisco IOSXE image, where filesystem:/file-location is thepath to the

consolidated package file. TheROMmon upgrade isnot permanent for any pieceof hardwareuntil theCisco IOSXE

image isbooted.

Step 7 Run theenablecommand at theuser prompt to enter theprivileged EXEC modeafter theboot is complete.

Step 8 Run theshow platform command or theshow rom-monitor slot command to verify whether theROMmon hasbeen

upgraded.
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CHAPTER 5

Installing and Upgrading Internal Modules and

FRUs

• Installing and Upgrading Internal Modulesand FRUs, page 49

Installing and Upgrading Internal Modules and FRUs
Thisdocument describeshow to install and upgrade internal modulesand field replaceableunits (FRUs) in

theCisco 1100 Series Integrated ServicesRouters (ISRs). The install and upgrade information is contained

in thesesections:

Safety Warnings

Class1 laser product. Statement 1008Warning

Only trained and qualified personnel should beallowed to install, replace, or service thisequipment.

Statement 1030

Warning

Accessing Internal Modules

Toaccesstheinternal moduleson therouter, youmust first disconnect fromthepower sourceand then remove

thechassis cover. See theReplacing theCover section for instructionson how to removeand later replace

thechassis cover on the routers.

Beforeopening theunit, disconnect thetelephone-network cablestoavoidcontact with telephone-network

voltages. Statement 1041

Warning
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Replacing the Chassis Cover

TheCisco 1100 Series ISRshavea removablecover.

Do not run the router with thecover off. Doing so can cause the router to overheat very quickly.

Useanumber-2 Phillipsscrewdriver to perform the following tasks.

Removing the Cover

To remove thecover, perform the following steps.

Step 1 Read theSafety Warningsand disconnect thepower supply beforeyou perform any module replacement.

Step 2 Confirm the router is turned off and disconnected from thepower supply or power supplies. If a redundant power is

used, disconnect from the redundant power supply.

Step 3 Place thechassison a flat surface.

Step 4 Removeall thescrewson theboth sidesof the router; seven on each side.

Step 5 Pull thecover to disengage theslotsalong the front (bezel) edgeof thechassis, asshown in the figurebelow.

Figure 13: Removing the Cover

Slots1

   Hardware Installation Guide for the Cisco 1100 Series Integrated Services Router

50

Installing and Upgrading Internal Modules and FRUs

Accessing Internal Modules



Screw holes (7 numberson each side)2

Replacing the Cover

To replace thecover, perform the following steps.

Step 1 Read theSafety Warnings, on page49 and disconnect thepower supply beforeyou begin.

Step 2 Confirm therouter isturnedoff anddisconnected from thepower supply or power supplies. If aredundant power isused

disconnect from the redundant power supply.

Step 3 Place thechassison a flat surface.

Step 4 Locate thecover hookson themating slotsand slide thecover towards thebezel side.

Step 5 Install seven screwson each side.

Locating Internal and External Slots for Modules

Thissection describes the locationsof internal moduleson the router motherboard. Internal modules include

PoE daughter card on theCisco1100 Series ISRs.

Figure 14: Module Location in the Cisco 1100 Series ISR
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PoE Module1

Installing the Internal PoE Daughter Card

Use the following procedure to install an Internal PoE daughter card:

Step 1 Read theSafety Warningsand disconnect thepower supply beforeyou perform any module installation.

Step 2 Confirm the router is turned off and disconnected from thepower supply.

Step 3 Open thechassisaccording to the instructions in theRemoving theChassissection.

Step 4 Locate the threemetal standoff holes, and install themetal standoffs into the threeholes. Makesure that thestandoffs

arestraight when installed. Tighten them gently but firmly, to a torqueof 6-8 in-lbf.

Step 5 Place thePoE daughter card on top of the threemetal standoffs, lining up thescrew holes in thePoE daughter card with

themetal standoffs.

Step 6 Gently push thePoE daughter card down towards thesystem board until it is firmly fixed.

Step 7 Insert the threeM3 (48-0530-01) screwsprovided, through thePoE daughter card and into themetal standoffs. Tighten

thescrewsusing a torqueof 5 in-lb.

Step 8 Close thechassiscover according to the instructions in theReplacing theCover section, and connect thepower supply

cable.

Figure 15: Internal PoE Daughter Card Assembly

PoE Daughter Card2Screws1

Metal Standoffs3
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Removing and Replacing the Internal PoE Daughter Card

Use the following procedure to removeand replace the Internal PoE daughter card:

Step 1 Read theSafety Warningsand disconnect thepower supply beforeyou removeor replace themodule.

Step 2 Open thechassis, locate thePoE daughter card assembly.

Step 3 Remove the threeM3 (48-0530-01) screws.

Step 4 Pull thePoE daughter card out of theconnector. If replacing thecard, insert thenew PoE daughter card and tighten the

screws to a torqueof 5 in-lb.

Step 5 Place theremoved card in an anti-static bag to protect it from ESD damage.

To upgrade thePoE daughter card, follow thestepsmentioned in theInstalling the Internal PoE Daughter Card

section.

Note

Removing and Replacing the USB Flash Token Memory Stick

TheCisco1100SeriesISRscontain port for a1GB flash tokenmemory stick to storeconfigurationsor Cisco

IOSXE consolidated packages.

Only Cisco USB Flash memory modulesaresupported by Cisco routers.Note

Do not removeaUSB Flash memory modulewhen issuing some fileaccesscommand or a read/write

operation to theFlash memory modulewhen it is processing. The router might reload or theUSB Flash

memory modulecan bedamaged. You can check to see if theUSB activity LED on therouter front panel

is flashing, prior to the removal of theUSB device

Caution

To removeand then replaceaUSB flash token memory stick from the router, follow thesesteps:

Step 1 Pull thememory stick from theUSB port.

Step 2 To replaceaCisco USB Flash memory stick, simply insert themodule into theUSB port. TheFlash memory module

can be inserted in only oneway, and can be inserted or removed regardlessof whether the router ispowered up or not.

What to Do Next

This completes theUSB Flash memory installation procedure.
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AC Power Supplies

Overview of the AC Power Supply

Power supply of theCisco 1100 Series ISRs isan external AC to DC power adapter. Theexternal power

adapter DC power connector plugs in to the router 4-pin power connector, to power theunit.

Figure 16: Power Supply Unit

Power Cable1

Installing and Removing SFP Modules

Thissection describeshow to install optional small-form-factor pluggable (SFP) modules in the router to

provideoptical Gigabit Ethernet connectivity.

TheSFPmoduleinstallsintoaslot on therouter rear panel.Whenselected inCisco IOSsoftware, it isassigned

port gigabitethernet 0/0/0. Thedefault is thebuilt-in RJ-45 1000Base-T connector, which isenabled on this

port.

Only SFPmodulescertified by Cisco aresupported on the routers.

Table 12: SFPs Supported on the Router

DescriptionMinimum

IOS-XE Version

Cisco Model

Number

1000BASE-EX

SFP transceiver

module, SMF,

1310nm, DOM

3.15GLC-EX-SMD
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DescriptionMinimum

IOS-XE Version

Cisco Model

Number

GE SFP, LC

connector

LX/LH

transceiver

3.10GLC-LH-SM

9/1251000Base-ZXGLC-ZX-SM-X=

GE SFP, LC

connector

LX/LH

transceiver; with

DOM

3.10GLC-LH-SMD

GE SFP, LC

connector SX

transceiver

3.10GLC-SX-MM

GE SFP, LC

connector SX

transceiver; with

DOM

3.10GLC-SX-MMD

1000BASE-ZX

SFP

3.10GLC-ZX-SM

1000BASE-ZX

SFP; withDOM

3.16.1GLC-ZX-SMD

100BASE-FX

SFP for FE port

3.10GLC-FE-100FX

100BASE-LX

SFP for FE port

3.10GLC-FE-100LX

100BASE-ZX

SFP(80km)

3.10GLC-FE-100ZX

100BASE-EX

SFP(40km)

3.10GLC-FE-100EX

100BASE-BX10-D

SFP

3.11GLC-FE-100BX-D

100BASE-BX10-U

SFP

3.11GLC-FE-100BX-U

100V02SFPon

GE ports

3.10GLC-GE-100

V02
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DescriptionMinimum

IOS-XE Version

Cisco Model

Number

1000BASE-BX80

SFP, 1570NM

3.16.1GLC-BX80-D-I

1000BASE-BX80

SFP, 1490NM

3.16.1GLC-BX80-U-I

1000BASE-BX40

SFP, 1550NM

3.16.1GLC-BX40-D-I

1000BASE-BX40

SFP, 1310NM

3.16.1GLC-BX40-U-I

1000BASE-BX

SFP, 1490NM

3.10GLC-BX-D

1000BASE-BX

SFP, 1310NM

3.10GLC-BX-U

1000BASE-SX

SFP transceiver

module for

MMF, 850-nm

wavelength,

extended

operating

temperature

rangeand DOM

support, dual

LC/PC

connector

3.13SFP-GE-S

CWDM 1470

NM SFPGigabit

Ethernet and

1G/2G FC

3.10CWDM-SFP-1470

CWDM 1490

NM SFPGigabit

Ethernet and

1G/2G FC

3.10CWDM-SFP-1490

CWDM 1510

NM SFPGigabit

Ethernet and

1G/2G FC

3.10CWDM-SFP-1510

CWDM 1530

NM SFPGigabit

Ethernet and

1G/2G FC

3.10CWDM-SFP-1530
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DescriptionMinimum

IOS-XE Version

Cisco Model

Number

CWDM 1550

NM SFPGigabit

Ethernet and

1G/2G FC

3.10CWDM-SFP-1550

CWDM 1570

NM SFPGigabit

Ethernet and

1G/2G FC

3.10CWDM-SFP-1570

CWDM 1590

NM SFPGigabit

Ethernet and

1G/2G FC

3.10CWDM-SFP-1590

CWDM 1610

NM SFPGigabit

Ethernet and

1G/2G FC

3.10CWDM-SFP-1610

DWDM SFP

1530.33nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-3033

DWDM SFP

1531.12nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-3112

DWDM SFP

1531.90nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-3190

DWDM SFP

1532.68nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-3268

DWDM SFP

1534.25nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-3425

DWDM SFP

1535.04nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-3504
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DescriptionMinimum

IOS-XE Version

Cisco Model

Number

DWDM SFP

1535.82nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-3582

DWDM SFP

1536.61nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-3661

DWDM SFP

1538.19nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-3819

DWDM SFP

1538.98nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-3898

DWDM SFP

1539.77nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-3977

DWDM SFP

1540.56nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-4056

DWDM SFP

1542.14nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-4214

DWDM SFP

1542.94nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-4294

DWDM SFP

1543.73nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-4373

DWDM SFP

1544.53nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-4453
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DescriptionMinimum

IOS-XE Version

Cisco Model

Number

DWDM SFP

1546.12nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-4612

DWDM SFP

1546.92nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-4692

DWDM SFP

1547.72nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-4772

DWDM SFP

1548.51nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-4851

DWDM SFP

1550.12nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-5012

DWDM SFP

1550.92nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-5092

DWDM SFP

1551.72nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-5172

DWDM SFP

1552.52nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-5252

DWDM SFP

1554.13nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-5413

DWDM SFP

1554.94nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-5494
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DescriptionMinimum

IOS-XE Version

Cisco Model

Number

DWDM SFP

1555.75nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-5575

DWDM SFP

1556.55nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-5655

DWDM SFP

1558.17nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-5817

DWDM SFP

1558.98nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-5898

DWDM SFP

1559.79nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-5979

DWDM SFP

1560.61nmSFP

(100 GHz ITU

grid)

3.10DWDM-SFP-6061

Use theshow controller command at theCisco IOSprompt to determinewhether you areusing an SFP

certified by Cisco.

Tip

Currently, GLC-GE-100FX V01 isnot supported.Note
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Installing SFPs

Removing SFP Modules

Follow thesesteps to removean SFP from the router:

Step 1 Read theSafety Warningssection and disconnect thepower supply beforeyou perform any module replacement.

Step 2 Disconnect all cables from theSFP.

Invisible laser radiation may beemitted from disconnected fibersor connectors. Do not stare into beamsor

view directly with optical instruments. Statement 1051

Warning

The latching mechanism used on many SFPs locks theSFP into placewhen cablesareconnected. Do not

pull on thecabling in an attempt to remove theSFP.

Caution

Step 3 Disconnect theSFP latch.

SFPmodulesusevarious latch designs to secure themodule in theSFPport. Latch designsarenot linked to

SFPmodel or technology type. For informationon theSFPtechnology typeandmodel, seethelabel on theside

of theSFP.

Note

Useapen, screwdriver, or other small straight tool to gently releaseabale-clasp handle if you cannot reach it

with your fingers.

Tip

Step 4 Grasp theSFPon both sidesand remove it from the router.
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CHAPTER 6

Declaration of Conformity for RF Exposure

Thisproduct hasbeen found tobecompliant to therequirementsset forth inCFR47Section1.1307addressing

RF Exposure from radio frequency devicesasdefined in Evaluating Compliancewith FCC Guidelines for

Human Exposure to Radio Frequency Electromagnetic Fields.

To maintain compliance, theminimum separation distance from theantenna to general bystander is25 cm

(9.8 inches) or more from thebody of all persons.

• Declaration of Conformity of RF Exposure, page 63

Declaration of Conformity of RF Exposure
The following is thedeclaration of conformity of RF exposure for theUnited Statesand Canada:

United States

Thisproduct hasbeen evaluated and found compliant to the requirementsasset forth in CFR 47 Section

1.1307 addressing RF Exposure from radio frequency devices.

To maintain compliance, theminimum separation distance from theantenna to general bystanders is25 cm

(9.8 inches) or more from thebody of all persons.

Canada

Thisdevicecomplieswith RSS-247 of the Industry CanadaRules. Operation issubject to the following two

conditions:

• Thisdevicemay not causeharmful interference

• Thisdevicemust accept any interference received, including interference that may causeundesired

operation

Cedispositif est conformeà lanormeCNR-210 d'IndustrieCanadaapplicableaux appareils radio exempts

de licence. Son fonctionnement est sujet aux deux conditionssuivantes:

• ledispositif nedoit pasproduiredebrouillagepréjudiciable

• cedispositif doit accepter tout brouillagereçu, y comprisun brouillagesusceptibledeprovoquer un

fonctionnement indésirable
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Radiation Exposure Statement

Thisequipment complieswith IC radiation exposure limitsset forth in an uncontrolled environment. This

equipment shouldbeinstalledandoperatedwithminimumdistance20cm (7.87 in.) between theradiator and

your body.

Declaration D'exposition Aux Radiations

Cet équipement est conformeaux limitesd'exposition aux rayonnements IC établiespour un environnement

non contrôlé. Cet équipement doit être installéet utiliséavec un minimum de20 cm (7.87 in.) dedistance

entre lasourcede rayonnement et votrecorps.
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