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Package Contents

« DAP-2620 Access Point
« Mounting Plate and Hardware

Note: Using a power supply with a different voltage rating than the one included with the DAP-2620 will cause damage and void the warranty for this product.

System Requirements

* Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet Adapter
* Internet Explorer 11, Safari 7, Firefox 28, or Google Chrome 33 and above (for web-based configuration)
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Basic Installation
Hardware Setup

To power the access point, you can use one of the following 3 methods:
Method 1 - Use if you have a PoE switch or router.

Method 1 - PoE with PoE Switch or Router
1. Connect one end of your Ethernet cable to the LAN (PoE) port on the access point.

2. Connect the other end into one port on a PoE switch or router.

DAP-2620

R 4

PoE Switch or Router
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Web User Interface

The DAP-2620 supports an elaborate web user interface where the user can configure and monitor the device. Launch a web browser, type the IP
address of the access point (Default setting is http://192.168.0.50 or https://192.168.0.50) and then press Enter to login. Most of the configurable
settings are located in the left menu of the web GUI which contains section called Basic Settings, Advanced Settings and Status.

DAP-2620
73 B8 Logout ¥ Help
= DAP-2620 System Inf i
- Basic Settings
% Advanced Settings Model Name DAP-2620
s Firmware Version 1.00 10:44:03 03/06/2014
System Mame D-Link DAP-2G620
Location
System Time 01/01/1970 00:06:40
Lp Time 0 Days, 00:6:41

Cperation Mode(2 4GHz)Access Point
Operation Mode(5GHz) Access Point
MAC Address(2 4GHz) 00:03:26:60:36:40
MAC Address(5GHz) 00:03:26:60:36:48
IP Address 192 168.0.50
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modes:

Wireless

On the wireless settings page, you can setup the basic wireless configuration for the access point. The user can choose from 4 different wireless

Access Point - Used to create a wireless LAN

WDS with AP - Used to connect multiple wireless networks while still functioning as a wireless access point

WDS - Used to connect multiple wireless networks
Wireless Client - Used when the access point needs to act as a wireless network adapter for an Ethernet enabled device

Wireless Band:

Mode:

Network Name (SSID):

SSID Visibility:

Auto Channel Selection:

Access Point Mode

Select either 2.4 GHz or 5 GHz from the drop-down
menu.

Select Access Point from the drop-down menu.

Service Set Identifier (SSID) is the name designated
for a specific wireless local area network (WLAN).
The SSID’s factory default setting is dlink. The SSID
can be easily changed to connect to an existing
wireless network or to establish a new wireless
network. The SSID can be up to 32 characters and
is case-sensitive.

Select Enable to broadcast the SSID across the
network, thus making it visible to all network users.
Select Disable to hide the SSID from the network.

This feature when enabled automatically selects
the channel that provides the best wireless
performance. The channel selection process only
occurs when the AP is booting up. To manually
select a channel, set this option to Disable and
select a channel from the drop-down menu.
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Channel: To change the channel, first toggle the Auto Channel Selection setting to Disable, and then use the drop-down menu to make
the desired selection.

Note: The wireless adapters will automatically scan and match the wireless settings.

Channel Width: Allows you to select the channel width you would like to operate in. Select 20 MHz if you are not using any 802.11n wireless
clients. Auto 20/40 MHz allows you to connect to both 802.11n and 802.11b/g or 802.11a wireless devices on your network.

Authentication: Use the drop-down menu to choose Open System, Shared Key, WPA-Personal, WPA-Enterprise, or 802.1x.
« Select Open System to communicate the key across the network (WEP).
« Select Shared Key to limit communication to only those devices that share the same WEP settings. If multi-SSID is
enabled, this option is not available.
« Select WPA-Personal to secure your network using a password and dynamic key changes. No RADIUS server is required.
« Select WPA-Enterprise to secure your network with the inclusion of a RADIUS server.
« Select 802.1X if your network is using port-based Network Access Control.
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WDS with AP Mode

Wireless Band: Select either 2.4GHz or 5GHz from the drop-down
menu.

Mode: WDS with AP modeis selected from the drop-down

menu.
. :ﬂ:—?ﬂkm Mebwerk Hame {350 Sk
Network Name (SSID): Service Setldentifier (SSID) is the name designated R A
for a specific wireless local area network (WLAN). Conari b
The SSID’s factory default setting is dlink. The SSID e ==
can be easily changed to connect to an existing o e i
wireless network or to establish a new wireless : » :
network. e ey

SSID Visibility: Enable or Disable SSID visibility. Enabling this
feature broadcasts the SSID across the network,
thus making it visible to all network users.

Lyerisalen Cpan Symem =

Auto Channel Selection: Enabling this feature automatically selects ey Setmgs
the channel that will provide the best wireless ey s T
performance. This feature is not supported in WDS Ky wces(imt
with AP mode. The channel selection process only e
occurs when the AP is booting up. DTSR ALY RGN

Channel: All devices on the network must share the same
channel. To change the channel, use the drop-down
menu to make the desired selection. (Note: The
wireless adapters will automatically scan and match
the wireless settings.)

Channel Width: Allows you to select the channel width you would
like to operate in. Select 20 MHz if you are not using
any 802.11n wireless clients. Auto 20/40 MHz allows
you to connect to both 802.11n and 802.11b/g or
802.11a wireless devices on your network.
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Remote AP MAC Address: Enter the MAC addresses of the APs on your network that will serve as bridges to wirelessly connect multiple networks.

Site Survey: Click on the Scan button to search for available wireless networks, then click on the available network that you want to
connect with.

Authentication: Use the drop-down menu to choose Open System, Shared Key, or WPA-Personal.
« Select Open System to communicate the key across the network.
« Select Shared Key to limit communication to only those devices that share the same WEP settings. If multi-SSID is enabled,

this option is not available.
+ Select WPA-Personal to secure your network using a password and dynamic key changes. No RADIUS server is required.
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Wireless Band:

Mode:

Network Name (SSID):

SSID Visibility:

Auto Channel Selection:

Channel:

Channel Width:

Remote AP MAC Address:

WDS Mode

Select either 2.4GHz or 5GHz from the drop-down
menu.

WDS is selected from the drop-down menu.

Service Set Identifier (SSID) is the name designated
for a specific wireless local area network (WLAN).The
SSID’s factory default setting is dlink. The SSID can
be easily changed to connect to an existing wireless
network or to establish a new wireless network.

Enable or Disable SSID visibility. Enabling this
feature broadcasts the SSID across the network, thus
making it visible to all network users.

Enabling this feature automatically selects
the channel that will provide the best wireless
performance. This feature is not supported in WDS
mode.

All devices on the network must share the same
channel.To change the channel, use the drop-down
menu to make the desired selection.

Use the drop-down menu to choose 20 MHz or
Auto 20/40 MHz.

Enterthe MAC addresses of the APs on your network
that will serve as bridges to wirelessly connect
multiple networks.
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Site Survey:

Authentication:

Click on the Scan button to search for available wireless networks, then click on the available network that you
want to connect with.

Use the drop-down menu to choose Open System, Shared Key, or WPA-Personal.

« Select Open System to communicate the key across the network.

+ Select Shared Key to limit communication to only those devices that share the same WEP settings.

« Select WPA-Personal to secure your network using a password and dynamic key changes. No RADIUS server is
required.

10
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Wireless Client Mode

Wireless Band: Select either 2.4 GHz or 5 GHz from the drop-down
menu.

;‘}' Hurias T ——— W an Eguratkn & :‘E:'_. terr f Tz

Mode: Wireless Clientis selected from the drop-down menu. | = iR
| Pu"?c\‘:ulm: Yirswss Hand LAGHD ¥
Network Name (SSID): Service Set Identifier (SSID) is the name designated | 2 it : Mte >
fora specific wireless local area network (WLAN). The | = Geme st ——
SSID’s factory default setting is dlink. The SSID can AR
be easily changed to connect to an existing wireless Chanmes
network. iy
SSID Visibility: This option is unavailable in Wireless Client mode.

Auto Channel Selection: Enablingthisfeature automatically selects the channel
that will provide the best wireless performance. This
feature is not supported in Wireless Client mode.

Agmnlicalion Cpan Symen |
Kry Setangs
Channel: The channel used will be displayed, and matches the S @ Cissble () Enchie
AP that the DAP-2620 is connected to when set to il 2 e
Wireless Client mode. i Ene—
Channel Width: Use the drop-down menu to choose 20 MHz or Auto e T
20/40 MHz. Foable
Site Survey: Click on the Scan button to search for available e L L L L
wireless networks, then click on the available network
that you want to connect with.
Authentication: Will be explained in the next topic.
S
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Wireless Security

Wireless security is a key concern for any wireless network installed. Unlike any other networking method wireless networks will broadcast it's presence for
anyone to connect to it. Today, wireless security has advanced to a level where it is virtually impenetrable.

There are mainly two forms of wireless encryption and they are called Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access (WPA). WEP was the first
security method developed. Itis a low level encryption but better than now encryption. WPA is the newest encryption standard and with the advanced WPA2
standard wireless networks have finally reach a point where the security is strong enough to give users the peace of mind when installing wireless networks.

Wired Equivalent Privacy (WEP)

WEP provides two variations called Open System and Shared Key.

Open System will send a request to the access point and if the key used matches the one configured on the access point, the access point will return a success
message back to the wireless client. If the key does not match the one configured on the access point, the access point will deny the connection request from
the wireless client.

Shared Key will send a request to the access point and if the key used matches the one configured on the access point, the access point will send a challenge
to the client. The client will then again send a confirmation of the same key back to the access point where the access point will either return a successful or a
denial packet back to the wireless client.

Encryption: Use the.radio button to disable or enable e i rﬁm 1.

encryption. el -

Key Type*: Select HEX or ASCII. 5 s e e

|:.:: Charnal Sasdcans Eraalis -
Key Size: Select 64 Bits or 128 Bits. E'“‘_‘”“"f
Key Index (1-4): Select the 1st through the 4th key to be the active | oy TR e
key. [
Key: Input up to four keys for encryption. You will select A S

one of these keys in the Key Index drop-down o
menu.

**Hexadecimal (HEX) digits consist of the numbers 0-9 and the letters A-F.
*ASCll (American Standard Code for Information Interchange) is a code that represents English letters using
numbers ranging from 0-127.

12
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Wi-Fi Protected Access (WPA / WPA?2)

WPA was created by the Wi-Fi Alliance to address the limitations and weaknesses found in WEP. This protocol is mainly based on the 802.11i
standard. There are also two variations found in WPA called WPA-Personal (PSK) and WPA-Enterprise (EAP).

WPA-EAP requires the user to install a Radius Server on the network for authentication.
WPA-Personal does not require the user to install a Radius Server on the network.

Comparing WPA-PSK with WPA-EAP, WPA-PSK is seen as a weaker authentication but comparing WPA-PSK to WEP, WPA-PSK is far more secure
than WEP. WPA-EAP is the highest level of wireless security a user can use for wireless today.

WPA2 is an upgrade of WPA. WPA2 yet again solves some possible security issues found in WPA. WPA2 has two variations called WPA2-Personal
(PSK) and WPA2-Enterprise (EAP) which is the same as found with WPA.

WPA Mode: When WPA-Personal is selected for Authentication type, Wireless Settings
you must also select a WPA mode from the drop-down |

menu: AUTO (WPA or WPA2), WPA2 Only, or WPA Only, | "eess5ene e
WPA and WPA2 use different algorithms. AUTO (WPA or | "** i A
WPA?2) allows you to use both WPA and WPA2. iE e e 120
S5ID Visibility Enable
Cipher Type: Whenyou select WPA-Personal, you must also select AUTO, | 4t Channel Selection el
AES, or TKIP from the pull down menu. Ehoemc '
Channel Width 20 MHz -
Group Key Update: Selecttheinterval during which the group key will bevalid. | Authentication it e
The default value of 1800 is recommended. PassPhrase Settings :
VWPA Mode AUTO [WPA or WPAZ)
Cipher Type Autc - Group Key Update Interval (Seconds)

Pass Phrase: Whenyou select WPA-Personal, please enter a Pass Phrase

. . @ Manual ' Periodical Key Change
in the corresponding field. s ——— ram
Time Interval :I[lmlﬁs}hourfs)

PassPhrase [ |

Confirm PassPhrase | |

notice: 8~63 in ASCII or 64in Hex.,
(0-9,2-zA-Z #5005 )+ -=[H1:\:".f==7)

Save

13
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WPA Mode:

Cipher Type:

Group Key Update Interval:

Network Access Protection:

RADIUS Server:
RADIUS Port:
RADIUS Secret:
Account Server:
Account Port:

Account Secret:

When WPA-Enterprise is selected, you must also
select a WPA mode from the drop-down menu:
AUTO (WPA or WPA2), WPA2 Only, or WPA Only.
WPA and WPA2 use different algorithms. AUTO
(WPA or WPA2) allows you to use both WPA and
WPA2.

When WPA-Enterprise is selected, you must also
select a cipher type from the drop-down menu:
Auto, AES, or TKIP.

Select the interval during which the group key
will be valid. 1800 is the recommended value as

a lower interval may reduce data transfer rates.

Enable or disable Microsoft Network Access
Protection.

Enter the IP address of the RADIUS server.
Enter the RADIUS port.

Enter the RADIUS secret.

Enter the IP address of the Account Server
Enter the Account port

Enter the Account secret

Pighvedri Hame (2500
EED Wbty Erghis
o Chnre Selecnon Erabls =
O]
Tyl Vigih 0 ety -
Aathantadlon WA Erharpriies | w
BLADBUS Sevver Seibings i
WP Mode RUFTC (V0 o WAL
Cigher Tye Raimy Group ey Updaie Interval | mon | (Saconds)
Netwerl Access Protection
Mebwrk Access Pratecton @ Duable Enatse
RADIVS Server Hade
RADLE Serser & Extenal el
Primary LADEWS Server Setting
WLADHLE Smwvorr RAZHLE Pewy oLt
AL Caoret
[r e R F R T e T AR i S P P e )
Rackup RAIHIUS Server Setting (Optonal}
AT S e RADIUS Port - [vi2
RADILE Saoret
[ TN B R A L P Ty M P
Primary Accounting Server Betting
At Made Dasks -
Accounes Severt Aecourdrg Pl |
Acimrtreg Trorl k
(L RS B2 e T NIRRT f R B ) )
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Accouridieg Sereer
ACErunrg Secret
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LAN

LAN is short for Local Area Network. This is considered your internal network. These are the IP settings of the LAN interface for the DAP-2620.

These settings may be referred to as private settings. You may change the LAN IP address if needed. The LAN IP address is private to your internal
network and cannot be seen on the Internet.

Get IP From:

IP Address:

Subnet Mask:

Default Gateway:

DNS:

Static IP (Manual) is chosen here. Choose this option if
you do not have a DHCP server in your network, or if you
wish to assign a static IP address to the DAP-2620. When
Dynamic IP (DHCP) is selected, the other fields here will
be grayed out. Please allow about 2 minutes for the DHCP
client to be functional once this selection is made.

The default IP address is 192.168.0.50. Assign a static
IP address that is within the IP address range of your
network.

Enter the subnet mask. All devices in the network must
share the same subnet mask.

Enter the IP address of the gateway/router in your
network.

Enter a DNS server IP address. This is usually the local IP
address of your gateway/router.

LAN Settings
Get IP From Static IP (Manual)
IP Address
Subnet Mask
Default Gateway l:l

15
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Enable IPv6:

Get IP From:

IP Address:
Prefix:

Default Gateway:

IPv6

Check to enable the IPv6

Auto is chosen here. Choose this option the
DAP-2620 can get IPv6 address automatically
or use Static to set IPv6 address manually.

When Autois selected, the other fields here will be grayed
out.

Enter the LAN IPv6 address used here.
Enter the LAN subnet prefix length value used here.

Enter the LAN default gateway IPv6 address used here.

|Pv6 Settings

| Enable IPv6
Get IP From
Static
IP Address o |
Prefix

]
|

Default Gateway

{ Save b

16
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Advanced Settings

In the Advanced Settings Section the user can configure advanced settings concerning Performance, Multiple SSID, VLAN, Security, Quality of Service, AP
Array, Web Redirection, DHCP Server, Filters and Scheduling. The following pages will explain settings found in the Advanced Settings section in more detail.

DAP-2620
Configuration - System H Logout %) Help
H i Basic Settings
=1 [ Advanced Settings Wirelegs band SGHz W
| Performance
5| Wireless Resource Wireless off -
e Wireless Mode Mixed 802.11ac =
o[ vLaN
-3 Intrusion Data Rate Best{Up to 867) (Mbps)
5 Schedule
SRRy Beacon Interval (40-500}
% ARF Spocfing Frevention OTIM Interval (1-15)
| ’| Bandwidth Optimizaticn = i
_ B AP Array ransmit Power 100% -
i:‘_: |8 Captive Portal WK (Wi-Fi Multimedia) Enzble
i3 ﬁ DHCP Server :
%G Fiters Ack Time Out (SGHz, 25~200) (us)
& j Traffic Control Short Gl Enzble w
& [@istatu
A TS IGHP Snooping Dissble
Multicast Rate Dissble « |(Mbps)
Multicast Bandwidth Control Diszble w
Maximum Multicast Bandwidth [0 Jkbps
HT20/40 Coexistence Disable
Transfer DHCP Offer to Unicast Disable w
f Sava O

17
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Wireless Band:

Wireless:

Performance

Select either 2.4GHz or 5GHz.

Use the drop-down menu to turn the wireless function On or Off.

Wireless Mode: The different combination of clients that can be supported include

Data Rate*:

Beacon Interval (25-500):

DTM Interval (1-15):

Mixed 802.11n, 802.11g and 802.11b, Mixed 802.11g and 802.11b
and 802.11n Only in the 2.4 GHz band and Mixed 802.11n, 802.11a,
802.11a only, and 802.11n Only in the 5 GHz band. Please note that
when backwards compatibility is enabled for legacy (802.11a/g/b)
clients, degradation of 802.11n (draft) wireless performance is
expected.

Indicate the base transfer rate of wireless adapters on the wireless
LAN.The AP will adjust the base transfer rate depending on the base
rate of the connected device. If there are obstacles or interference, the
AP will step down the rate. This option is enabled in Mixed 802.11g
and 802.11b mode (for 2.4 GHz) and 802.11a only mode (for 5 GHz).
The choices available are Best (Up to 54), 54, 48, 36, 24, 18, 12,9, 6
for 5 GHz and Best (Up to 54), 54, 48, 36,24, 18,12,9,6,11,5.5,2 or
1 for 2.4 GHz.

Beacons are packets sent by an access point to synchronize a
wireless network. Specify a value in milliseconds. The default (100)
is recommended. Setting a higher beacon interval can help to save
the power of wireless clients, while setting a lower one can help a
wireless client connect to an access point faster.

On the Performance Settings page the users can configure more advanced settings concerning the wireless signal and hosting.

Performance Seitings

Wireless band

Wireless

Wireless Mode

Data Rate

Beacon Interval (£0-500)

DTIM Interval (1-15)

Transmit Power

WK (Wi-Fi Multimedia }

Ack Time Out (5GHz, 25~200)
Short GI

IGMP Snooping

Multicast Rate

Multicast Bandwidth Control
Maximum Mutticast Bandwidth
HT20/40 Coexistence
Transfer DHCP Offer to Unicast

5GHz
off ~
Mixed 802.11ac -

Up to 867) {Mbps)

.....

Enzble
Diszble
Disable (Mbps)
Diszble -

Dissble «

Select a Delivery Traffic Indication Message setting between 1 and 15. 1 is the default setting. DTIM is a countdown informing
clients of the next window for listening to broadcast and multicast messages.

18
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Transmit Power:

WMM (Wi-Fi Multimedia):
Ack Time Out
(2.4 GHZ, 64~200):

Short Gl:

IGMP Snooping:

Multicast Rate:
Multicast Bandwidth
Control :

Maximum Multicast
Bandwidth :

HT20/40 Coexistence:

Transfer DHCP Offer to
Unicast:

This setting determines the power level of the wireless transmission. Transmitting power can be adjusted to eliminate overlapping
of wireless area coverage between two access points where interference is a major concern. For example, if wireless coverage is
intended for half of the area, then select 50% as the option. Use the drop-down menu to select 100%, 50%, 25%, or 12.5%.

WMM stands for Wi-Fi Multimedia. Enabling this feature will improve the user experience for audio and video applications over
a Wi-Fi network.

To effectively optimize throughput over long distance links enter a value for Acknowledgement Time Out between 25 and 200
microseconds for 5 GHz or from 64 to 200 microseconds in the 2.4 GHz in the field provided.

Select Enable or Disable. Enabling a short guard interval can increase throughput. However, be aware that it can also increase
the error rate in some installations due to increased sensitivity to radio-frequency installations.

Select Enable or Disable. Internet Group Management Protocol allows the AP to recognize IGMP queries and reports sent between
routers and an IGMP host (wireless STA). When IGMP snooping is enabled, the AP will forward multicast packets to an IGMP host
based on IGMP messages passing through the AP.

Adjust the multicast packet data rate here. The multicast rate is supported in AP mode, (2.4 GHZ and 5 GHZ) and WDS with AP
mode, including Multi-SSIDs.

Adjust the multicast packet data rate here. The multicast rate is supported in AP mode, and WDS with AP mode, including Multi-
SSIDs

Set the multicast packets maximum bandwidth pass through rate from the Ethernet interface to the Access Point.

Enable this option to reduce interference from other wireless networks in your area. If the channel width is operating at 40MHz
and there is another wireless network’s channel over-lapping and causing interference, the Access Point will automatically change
to 20MHz.

Enable to transfer the DHCP Offer to Unicast from LAN to WLAN, suggest to enable this function if stations number is larger than 30.

19
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Wireless Resource Control

The Wireless Resource Control window is used to configure the wireless connection settings so that the device can detect the better wireless
connection in your environment.

Wireless band:

Band Steering:

Band Steering Age:

Band Steering
Difference:

Band Steering
Refuse Number:

Connection Limit:

User Limit:

Select 2.4GHz or 5GHz.

Wireless Resource Control

Use the drop-down menu to Enable the 5G Preferred
function. When the wireless clients support both
2.4GHz and 5GHz and the 2.4GHz signal is not strong Band Steering Age

enough, the device will use 5G as higher priority. Eand Steeing Diference

Band Steering Refuse Mumber |3

Wireless band 2.4GHz *
Band Steering Disable ¥

Enter the time in seconds to specify the interval of

Connection Limit Disable ¥

updating information. User Limit (0 - 64)
11n Preferred Disable ¥
The 5G preferred difference value is equal to the Network Utiization 100% ¥
number of 5GHz wireless client connections minus Aging out Dissble ¥
the number of 2.4GHz wireless client connections. RSS! Threshald 100% ¥
If the number of 5GHz wireless client connections Data Rate Threshold 54 v
minus the number of 2.4GHz wireless client connec- ACL RSl Disable ¥
tions exceed this value, the extra 5GHz wireless client HELEREE TG 60% ¥
connections will be forced to connect to the 2.4GHz —

Save

band and not the 5GHz band.

Enter the maximum 5G connection attempts allowed
before the 5G preferred function will be disabled for
the wireless station connection.

Select Enable or Disable. This is an option for load balancing. This determines whether to limit the number of users
accessing this device. The exact number is entered in the User Limit field below. This feature allows the user to share the
wireless network traffic and the client using multiple APs. If this function is enabled and when the number of users ex-
ceeds this value, or the network utilization of this AP exceeds the percentage that has been specified, the DAP-2620 will
not allow clients to associate with the AP.

Set the maximum amount of users that are allowed access (zero to 64 users) to the device using the specified wireless
band. The default setting is 20.

20
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11n Preferred:

Network Utilization:

Aging out:

RSSI Threshold:

Data Rate Threshold:

ACL RSSI:

ACL RSSI Threshold:

Use the drop-down menu to Enable the 11n Preferred function. The wireless clients with 802.11n protocol will have
higher priority to connect to the device.

Set the maximum utilization of this access point for service. The DAP-2620 will not allow any new clients to associate
with the AP if the utilization exceeds the value the user specifies. Select a utilization percentage between 100%, 80%,
60%, 40%, 20%, or 0%. When this network utilization threshold is reached, the device will pause one minute to allow net-
work congestion to dissipate.

Use the drop-down menu to select the criteria of disconnecting the wireless clients. Available options are RSSI and Data
Rate.

When RSSl is selected in the Aging out drop-down menu, select the percentage of RSSI here. When the RSSI of wireless
clients is lower than the specified percentage, the device disconnects the wireless clients.

When Data Rate is selected in the Aging out drop-down menu, select the threshold of data rate here. When the data
rate of wireless clients is lower than the specified number, the device disconnects the wireless clients.

Use the drop-down menu to Enable the function. When enabled, the device denies the connection request from the
wireless clients with the RSSI lower than the specified threshold below.

Set the ACL RSSI Threshold.
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Multi-SSID

The device supports up to four multiple Service Set Identifiers. You can set the Primary SSID in the Basic > Wireless section. The SSID’s factory
default setting is dlink. The SSID can be easily changed to connect to an existing wireless network or to establish a new wireless network.

Enable Multi-SSID: Check to enable support for multiple SSIDs.

Band: Select 2.4GHz or 5GHz. Ky Wantanance = W “Coatgurein - T oyn W G Wi e
_ . _ P s | Mult-SID Setings J
Index: You can select up to seven multi-SSIDs. With the Primary | = ssauced sermos Erabie Mt5SI0 Esabe Pricrty
SSID, you have a total of eight multi-SSIDs. E Winies Rasoure P o
Pt i
SSID: Service Set Identifier (SSID) is the name designated for a S Shwdets S5
specific wireless local area network (WLAN). The SSID’s : k?;'“f:h' i
factory default setting is dlink. The SSID can be easily | «@wuma | e
changed to connect to an existing wireless network or to oo ok sl
establish a new wireless network. A ==
& s
SSID Visibility: Enable or Disable SSID visibility. Enabling this feature e TR
broadcasts the SSID across the network, thus making it
visible to all network users.
Security: The Multi-SSID security can be Open System, WPA-
Personal, or WPA-Enterprise. For a detailed description of e

the Open System parameters please go to page 23. For _——————————————————
a detailed description of the WPA-Personal parameters

please go to page 24. For a detailed description of the

WPA-Enterprise parameters please go to page 25.

Priority: Select the priority level of the SSID selected.
WMM (Wi-Fi WMM stands for Wi-Fi Multimedia. Enabling this feature

Multimedia): will improve the user experience for audio and video
applications over a Wi-Fi network.
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Encryption:

Key Type:

Key Size:

Key Index (1-4):
Key:

WPA Mode:

Cipher Type:

Group Key Update Interval:
Pass Phrase:

Confirm Pass Phrase:

RADIUS Server:

RADIUS Port:

RADIUS Secret:

When you select Open System, toggle between Enable and Disable. If Enable is selected, the Key Type, Key Size, Key Index
(1~4), Key, and Confirm Keys must also be configured.

Select HEX or ASCIL.

Select 64-bit or 128-bit.

Select from the 1st to 4th key to be set as the active key.

Input up to four keys for encryption. You will select one of these keys in the Key Index drop-down menu.

When you select either WPA-Personal or WPA-Enterprise, you must also choose a WPA mode from the drop-down menu: AUTO
(WPA or WPA2), WPA2 Only, or WPA Only. WPA and WPA2 use different algorithms. AUTO (WPA or WPA2) allows you to use both
WPA and WPA2. In addition, you must configure Cipher Type, and Group Key Update Interval.

Select Auto, AES, or TKIP from the drop-down menu.

Select the interval during which the group key will be valid. The default value of 1800 seconds is recommended.

When you select WPA-Personal, please enter a Pass Phrase in the corresponding field.

When you select WPA-Personal, please re-enter the Pass Phrase entered in the previous item in the corresponding field.

When you select WPA-Enterprise, enter the IP address of the RADIUS server. In addition, you must configure RADIUS Port and
RADIUS Secret.

Enter the RADIUS port.

Enter the RADIUS secret.
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VLAN

VLAN List

The DAP-2620 supports VLANs. VLANs can be created with a Name and VID. Mgmt (TCP stack), LAN, Primary/Multiple SSID, and WDS connection
can be assigned to VLANSs as they are physical ports. Any packet which enters the DAP-2620 without a VLAN tag will have a VLAN tag inserted
with a PVID. The VLAN List tab displays the current VLANSs.

VLAN Status: Use the radio button to toggle to Enable. Next,
go to the Add/Edit VLAN tab to add or modify
an item on the VLAN List tab. VLAN Status : ® Disable  Enable

VLAN Mode : Static(2.4G), Static(5G)
VLAN Mode: The current VLAN mode is displayed. VLAN List | Portlist |  Add/Edit VLAN PVID Setting |
VID  VLAN Name Untag VLAN Ports Tag VLAN Ports Edit Delete
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Port List

The Port List tab displays the current ports. If you want to configure the guest and internal networks on a Virtual LAN (VLAN), the switch and
DHCP server you are using must also support VLANs. As a prerequisite step, configure a port on the switch for handling VLAN tagged packets as
described in the IEEE 802.1Q standard.

VLAN Status:

Port Name:
Tag VID:
Untag VID:

PVID:

Use the radio button to toggle to Enable. Next, go to the Add/Edit
VLAN tab to add or modify an item on the VLAN List tab.

The name of the port is displayed in this column.
The Tagged VID is displayed in this column.
The Untagged VID is displayed in this column.

The Port VLAN Identifier is displayed in this column.

) Disable  ® Enable

VLAN List |
Port Name

VLAN Status

Tag VID

VLAN Mode © Static(2.4G), Static(5G)
Add/Edit VLAN

| PV Setting |
Untag VID
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Add/Edit VLAN

The Add/Edit VLAN tab is used to configure VLANs. Once you have made the desired changes, click the Save button to let your changes take
effect.

VLAN Status: Use the radio button to toggle to Enable. ;

VLAN ID: Provide a number between 1 and 4094 VLAN Status : -/ Disadle  ® Enable
for the Internal VLAN. VLAN Mode : Static(2.4G), Static(5G)
VLAN Lst | Portlst | Add/EditVLAN | PVID Setting |

VLAN Name: Enter the VLAN to add or modify.

T T L ) —

Select Al Mgmt LAN
All O O

— 2.4GHz

MSSID Port

WDS Port W-1 W-2 W3 w4 W5 Wo W7 W38
o o) o) o) *) o

— 5GHz

WDS Port W-1 W-2 W3 W4 W5 WoH

o o) o) o) o)
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PVID Settings

The PVID Setting tab is used to enable/disable the Port VLAN Identifier Auto Assign Status as well as to configure various types of PVID settings.
Click the Save button to let your changes take effect.

VLAN Status:

PVID Auto Assign Status:

Use the radio button to toggle between
Enable and Disable.

Use the radio button to toggle PVID auto
assign status to Enable.

VLAM Status

VLAN Mode
VLAN List |

Disable '® Enable

. Static(2.4G), Static(5G)

Port List |  Add/Edit VLAN

PVID Setting |

PVID Auto Assign Status * Disable

Port
PVID

Mgmt  LAN

Enable

—2.4GHz

PVID EENN S S O R O ‘U W
PVID EH S R T R T O O O O O
—aGHz

PVID

PVID

O I S

b |k
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Intrusion

The Wireless Intrusion Protection window is used to set APs as All, Valid, Neighborhood, Rogue, and New. Click the Save button to let your changes
take effect.

Wireless Band: Select 2.4GHz or 5GHz.

D_Link DAP-2620

A Mantenance - W Coanfiguration = Hyatn iz a0 e

AP List: The choices include All, Valid, Neighbor, -
Rogue/ and New. ® DaF-2620

& “_[Lasx_ Reltmas
[= & Advanoad Settongs

WWralsEs Bang 2. AGH? ¥

8 Porformance
Detect: Click this button to initiate a scan of the Biuediatased _psec
network. i
B Schedule B Twe Band ©H Lt Senn Shatues

£ intamal RADIUS Sarvar
B ARP Spoofing Prevansan
B Banowigth Opamizsson

-l AR Ay

- Capts Povtal

[ i DHOP Server

& i Fiters

- Traffic Coantrol

el - Status

54t a5 Vakd S8t a5 Neghborhiood S&E 36 Roguis SEE X5 MW
= Wk Al Maw AfCatt PORTE 3% Vakd Afcadt PaNTE
Mark AN Mety Arcect Points 34 Bogua AcCest Poits
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effect.

Wireless Schedule:

Name:

Index:

SSID:

Day(s):

All Day(s):

Start Time:

End Time:

Schedule

The Wireless Schedule Settings window is used to add and modify scheduling rules on the device. Click the Save button to let your changes take

Use the drop-down menu to enable the device’s
scheduling feature.

Enter a name for the new scheduling rule in the field
provided.

Use the drop-down menu to select the desired SSID.

This read-only field indicates the current SSID in use. To
create a new SSID, go to the Wireless Settings window
(Basic Settings > Wireless).

Toggle the radio button between All Week and Select
Day(s). If the second option is selected, check the
specific days you want the rule to be effective on.

Check this box to have your settings apply 24 hours
aday.

Enter the beginning hour and minute, using a 24-hour
clock.

Enter the ending hour and minute, using a 24-hour
clock.

® " Configuration -

. System

DAP-2620

2 Logout %) Help

.: DAP-2620
- Basic Settings
&4 fdvanced Settings
% Performance
Nireless Resource

RP Spoofing Prevention

| @@ Traffic Control
el Status

" = =

Wireless Schedule Disable ¥

Add Schedule Rule

Add Clear

Name

+: To the end time of the next day overnight.

Index Primary SSID 2.4G ¥
S5ID dlink
Day(s) All Week = Select Day(s)
Sun Mon  Tue
All Day(s)
Start Time I:I : I:I (hourminute, 24 hourtime)
End Time

I:I : I:I (hourminute, 24 hourtime)

Schedule Rule List

Wed Thu Fri Sat

Cwvernight

DEL

Time Frame Wireless Edit
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Internal RADIUS Server

The DAP-2620 features a built-in RADIUS server. Once you have finished adding a RADIUS account, click the Save button to let your changes take
effect. The newly-created account will appear in this RADIUS Account List. The radio buttons allow the user to enable or disable the RADIUS account.
Click the icon in the delete column to remove the RADIUS account. We suggest you limit the number of accounts below 30.

User Name: Enter a name to authenticate user access to the
. 3 DAP-2620
internal RADIUS server.

W Heip

. bl T
Password: Enter a password to authenticate user access to the |- 770 | Intemal RADIUS Server
internal RADIUS server. The length of your password | &t | | Form eyt

Should be 8~64. B winslnas Resourcs User Harna

8 Muth-S210 =
8 VAN Fastword
L TETR T

Status: Toggle the drop-down menu between Enable and B Scheoue Status Snsble v

& Inteinal RADALIE Sérver |
Disable. A I | RADIUS Account list |
B Bandwidn Optimization |
i AR Army
. . . - Captne Portsl
RADIUS Account List: Displays the list of users. = 5 DHCP Server
il gl Fivers
- E Traffic Control
1 St

[ty st
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ARP Spoofing Prevention

The ARP Spoofing Prevention feature allows users to add IP/MAC address mapping to prevent arp spoofing attack.

DAP-2620

ARP Spoofing Prevention: This check box allows you to enable the arp
spoofing prevention function.

D-Link

W Homn L Mainienann - B Contqurnon = B Logal W Heg

® DEGEID
Gateway IP Address: Enter a gateway IP address. 2 Mo s
T E"‘?"ﬁ;.}'u"r;';::;“" ABP Spoofng Preventon | Disable ¥
Gateway MAC Address: Enter a gateway MAC address. B YA sas R
B VLN
Bl Infrusian
B Schaduis
B inhemal RADILIS Saner
B ARP 3paohng Frsssntion
B Banawioh Opimization
5 [ AR Aray
=l Caotive Portal
il OHCP Sarvar
| Ficers
-l Traffic Cantrol
= st e
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Bandwidth Optimization

The Bandwidth Optimization window allows the user to manage the bandwidth of the device and arrange the bandwidth for various wireless clients.
When the Bandwidth Optimization ruile is finished, click the Add button. To discard the Add Bandwidth Optimization Rule settings, click the Clear
button. Click the Save button to let your changes take effect.

Enable Bandwidth Usethedrop-down menutoEnablethe Bandwidth
Optimization: Optimization function.

Enable Bandwidth  P——

Optimization @?Elul
Downlink Bandwidth: Enter the downlink bandwidth of the device in | pownink Bangwistn 30 |Mbite/sec
Mbits per second. Uplink Bandwidth 5o |mbits/sec
Uplink Bandwidth: Enterthe uplink bandwidth of the device in Mbits
per second. Rule Type | Allocate average BW for each station b |
Band @
Allocate average BW AP will distribute average bandwidth for each ||ssip 1ndex [Primary 551D ¥
for each station: client. O | [bisisec @l
Allocate maximum BW  Specify the maximum bandwidth for each ||"7"™ %< | | Kotzfocc BB
for each station: connected client. Reserve certain bandwidth for

S5ID
Index

Band Type

Allocate different BW The weight of 11b/g/n and 11a/n client are L s i Del

for a/b/g/n stations:  10%/20%/70% ; 20%/80%. AP will distribute
different bandwidth for 11a/b/g/n clients.

Allocate specific BW All clients share the total bandwidth.
for SSID:

Rule Type: Use the drop-down menu to select the type
that is applied to the rule. Available options are:
Allocate average BW for each station, Allocate
maximum BW for each station, Allocate
different BW for 1a/b/g/n stations, and Allocte
specific BW for SSID.
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Band: Use the drop-down menu to toggle the wireless band between 2.4GHz and 5GHz.
SSID Index: Use the drop-down menu to select the SSID for the specified wireless band.
Downlink Speed: Enter the limitation of the downloading speed in either Kbits/sec or Mbits/sec for the rule.

Uplink Speed: Enter the limitation of the uploading speed in either Kbits/sec or Mbits/sec for the rule.
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AP Array

AP Array Scan

The AP Array window is used to create up to 32 APs on a local network to be organized into a single group in order to increase ease of management.
Click the Save button to let your changes take effect. Central WiFiManager and AP Array are mutually exclusive functions.

Enable AP Array:

AP Array Name:

AP Array Password:

Scan AP Array List:

Connection Status:

AP Array List:

Current Members:

Select the check box to enable the AP array
function. The three modes that are available are
Master, Backup Master, and Slave. APs in the
same array will use the same configuration. The
configuration will sync the Master AP to the Slave
AP and the Backup Master AP when a Slave AP and
a Backup Master AP join the AP array.

Enter an AP array name for the group here.

Enter an AP array password for the group here.
This password must be the same on all the APs
in the group.

Click this button to initiate a scan of all the
available APs currently on the network.

Display the AP array connection status.

This table displays the current AP array status for
the following parameters: Array Name, Master
IP, MAC, Master, Backup Master, Slave, and Total.

This table displays all the current array members.
The DAP-2620 AP array feature supports up to
eight AP array members.

¢ Wangnance -

DAP-2820

W Hen

M .
[ Enanie &F Anray

Mashe Backus Master hve
AP Arra M [
AP Artay Padswand
Szan AP Aray List
Connsctan Slabus Discznnan

&P Array List

MAC Atdress

__ Swe
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Configuration Settings

In the AP array configuration settings windows, users can specify which settings all the APs in the group will inherit from the master AP. Make the
required selection in this window and click the Save button to accept the changes made.

Enable AP Array Select to Enable or Disable the AP array configure
Configuration: feature here.

Enable AP A ;
. . . . . . . Cgiﬂgumtinnnav
Wireless Basic  Select this option to specify the basic wireless

Settings: settings that the APs in the group will inherit.
Wireless Basic Settings H
Wireless Advanced Select this option to specify the advanced wireless

Wireless Advanced Settings H
Settings: settings that the APs in the group will inherit.

Multiple SSID & VLAN H
Multiple SSID & VLAN: Select this option to specify the multiple SSIDs
and VLAN settings that the APs in the group will
inherit. Administration Settings B

Advanced Functions H

Advanced Functions: Select this option to specify the other advanced
settings that the APs in the group will inherit.

Save

Administration Select this option to specify the administrative
Settings: settings that the APs in the group will inherit.

w
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Network Name (SSID):
SSID Visibility:

Auto Channel Selection:
Channel Width:
Security:

Captive Profile:

Band:

Wireless:

Wireless Mode:
Data Rate:
Beacon Interval:
DTIM Interval:
Transmit Power:

WMM (Wi-Fi
Multimedia):

Ack Time Out:

Wireless ACL:

Wireless Basic Settings

. . s Network Name (SSID) v SSID Visibilit v

Select this option to enable SSID visibility. 580 :
Aute Channel Selection Channel Width

Select this option to use auto channel selection. | security Captive Profile
Band

Select this option to use the same channel width.

Select this option to use the same wireless security.
Select this option to use the same captive profile settings.

Select this option to use the same wireless band.

Wireless Advanced Settings

Select this option to use the same wireless [FF R Faias Settings

settings.
Wireless Wireless Mode
Select this option to use the same wireless mode. | Data Rate Beacon Interval
DTIM Interval Transmit Power
Select this option to use the same data rate. WM OWiFi Multimedia) AT
. . . Wireless ACL W Short Gl W
Select this option to use the same beaconinterval.
Link Integrity Connection Limit

Select this option to use the same DTIM interval. | IGMP Snooping

Select this option to use the same transmit power.

Select this option to use the same WMM settings.

Select this option to use the same ACK timeout value.

Select this option to use the same wireless ACL settings.

36



D-Link DAP-2620 User Manual

Short GI

Link Integrity:
Connection Limit:

IGMP Snooping::

: Select this option to use the same short Gl settings.
Select this option to use the same link integrity settings.
Select this option to use the same connection limit value.

Select this option to use the same IGMP snooping settings.

Multiple SSID & VLAN

SSID: Select this option to use the same multi-SSIDs. Multiple SSID & VLAN
SSID Visibility: Select this option to use the same SSID visible. | = SE
Security WM
Security: Selectthisoption to use the same wireless security | captive Profile VLAN
settings.
WMM: Select this option to use the same WMM settings.

Captive Profile:

VLAN:

Schedule Settings:

QoS Settings:

Log Settings:

Time and Date Settings:

Select this option to use the same captive profile settings.

Select this option to use the same VLAN settings.

Advanced Functions

Select this option to use the same schedule [ EREEas

settings.
Schedule Seftings o3 Seftings
Select this option to use the same Quality of | Leg Seftings Time and Date Settings
Service settings. ARP Spoofing Prevention Bandwidih Optimization
) . ) Captive Portal Auto RF
Select this option to use the same log settings. ;
Load Balance DHCP server Seffings

Select this option to use the same time and date
settings.
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ARP Spoofing
Prevention:

Bandwidth
Optimization:

Captive Portal:

Auto RF:
Load Balance:

DHCP Server Settings:

System Name Settings:
SNMP Settings:

Login Settings:
Console Settings:
Limit Administrator:

Ping Control Setting:

Select this option to use the same ARP spoofing prevention settings.
Select this option to use the same bandwidth optimization settings.
Select this option to use the same captive portal settings.

Select this option to use the same auto-RF settings.
Select this option to use the same load balancing settings.

Select this option to use the same DHCP server settings.

Administration Settings

Select this option to use the same system name. [FTEEEEne Settings

. . . p i 2 i
Select this option to use the same SNMP settings, | ==t ame Settings NI Setings
Lagin Settings Console Settings
Select this option to use the same login settings. | Limit Administratar Ping Contral Setting

Select this option to use the same console settings.
Select this option to use the same limit administrator settings.

Select this option to use the same ping control settings.
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Auto-RF

In this windows, users can view and configure the automatic radio frequency settings as well as configure the the auto-initiate period and threshold
values. Click the Save button to accept the changes made.

Enable: Auto-RF:

Initiate Auto-RF:

Auto-Initiate:

Auto-Initiate Period:

RSSI Threshold:

RF Report Frequency:

Select to Enable or Disable the auto-RF feature
here.

Click the Auto-RF Optimize button toinitiate the
auto-RF optimization feature.

Select the Enable or Disable the auto-initiate
feature here.

After enabling the auto-initiate option, the auto-
initiate period value can be entered here. This
value must be between 1 and 24 hours.

Select the RSSI threshold value here. This value is
listed in the drop-down menu in increments of
10% from 10% to 100%.

Enter the RF report frequency value here.

Enable Auto-RF

Initiate Auto-RF

Auto-Initiate
Auto-Initiate Period

RS5SI Threshold

RF Report Frequency

;:Disahle V

[thours)

|(secands)

{ Save )
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Load Balance

In this window, users can view and configure the AP array’s load balancing settings. Click the Save button to accept the changes made.

Enable Load Balance:

Active Threshold:

Select to Enable or Disable the load balance
feature here.

Enter the active threshold value here.

Enable Load Balance

Active Threshold

! Disable |+

. Save ]
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Session
timeout(1-1440) :

Band:
SSID Index :

Authentication Type:

Web Redirection State :

URL Path :

IPIF Status:

VLAN Group :

Get IP From:

Captive Portal

Authentication Settings-Web Redirection Only

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, user can view and configure the Captive Portal settings. After selecting Web Redirection Only as the Authentication Type, we
can configure the redirection website URL that will be applied to each wireless client in this network.

Enter the session timeout value here. This value
can be from 1 to 1440 minutes. By default, this
value is 60 minutes.

Select 2.4GHz or 5GHz.
Select the SSID for this Authentication.

Select the captive portal encryption type here.
Options to choose from are Web Redirection,
Username/Password, Passcode, Remote
RADIUS, LDAP and POP3. In this section we’'ll
discuss the Web Redirection option.

Default setting is Enable when select Web
Redirection Only.

Select whether to use either HTTP or HTTPS
here. After selecting either http:// or https://,
enter the URL of the website that will be used
in the space provided.

Select to Enable or Disable the Captive Portal
with its IP interface feature here.

Enter the VLAN Group ID here

DAP-2620

" Tagus’ "W el

| ™ oap.2em
| E5 B Barie Satimgs

B Adhvaniced Sellings
" Pechamance
b wireless Resdurce
ST R ]
¥ WLAN
" imniion
Y Schodule
Y Irdenal RADIUS Secvm
" ARP Spootng Prevenbon
B Bugnwidth Dplemiis alkie
i AP Array
= @@ Caplwve Portal
" duseanbs abios Sefngs
5 Logn Page Upload
Y IP Filles Salings
¥ MAC Bypass
+ i DHOP Sener
¥ @ Filers
¥ @ Tralfic Control
B Status

| Session Tenooul [1-14£40) 0 :Hml.ge{s]
| Bamd LAGHE W
| 351D Index Fromary 3500 v |

| Autentication Type Wik Pedirectan Only |
| wieb Redrection trerface Setnjs
Wob Rodrachon Skl
LIRL Pt httgeff ]
TP Interface Sottings
IPIF Status

VLAN Grougp

et P From T re—r
I Address

Subnet Mask

Gatenay

(&=

Disble |

Caplive Pralily

Static IP (Manual) is chosen here. Choose this option if you do not have a DHCP server in your network, or if you wish to
assign a static IP address to the DAP-2620. When Dynamic IP (DHCP) is selected, the other fields here will be grayed out.
Please allow about 2 minutes for the DHCP client to be functional once this selection is made.
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IP Address:  Assign a static IP address that is within the IP address range of your network.
Subnet Mask : Enter the subnet mask. All devices in the network must share the same subnet mask.
Gateway:  Enterthe IP address of the gateway/router in your network.
DNS: Enter a DNS server IP address. This is usually the local IP address of your gateway/router.
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Authentication Settings- Username/Password

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, user can view and configure the Captive Portal settings. After selecting Username/Password as the Authentication Type, we
can configure the Username/Password authentication that will be applied to each wireless client in this network.

Session Enter the session timeout value here. This value
timeout(1-1440) : can be from 1 to 1440 minutes. By default, this ETR
value is 60 minutes. s — e e e
Pt Captive Portal Authentication !'
3] 0 Basic Seltings S — TS
Band: Select2.4GHz or 5GHz. = Wedancd sutings Sussion Tuveout (1-1440) [0 punutels)
" Wirelens Restores Bang ] I".H_- w
. . . 1 mﬁim SIS0 Incken PFrimary §510 =
SSID Index: Select the SSID for this Authentication. Dol RIS T
i Sehedse Web Redirection Interface Settings
% intearal RADHES Ssner 3 . e
Authentication Type : Select the captive portal encryption type here. 0w oot . [QE 6 S
Options to choose from are Web Redirection, | [ E®= IP Interface Settings
Username/Password, Passcode, Remote Yrmnorienid ||l S
RADIUS, LDAP and POP3. In this section we'll Lot AT ST
discuss the Username/Password option. iy I adiress
+- @ Traffic Control Subinet Hask
i s L
Web Redirection State: Defaultis Disable or select Enable to enable the ::S
website redirection feature. Usemase/Passmord Sattags
Uzamame
Paszeord
URL Path: Select whether to use either HTTP or HTTPS ~p

here. After selecting either http:// or https://, |
enter the URL of the website that will be used
in the space provided.

IPIF Status : Select to Enable or Disable the Captive Portal

with its IP interface feature here.
VLAN Group : Enter the VLAN Group ID here
Static IP (Manual) is chosen here. Choose this
option if you do not have a DHCP server in

your network, or if you wish to assign a static IP
address to the DAP-2620. When Dynamic

Get IP From:
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IP (DHCP) is selected, the other fields here will be grayed out. Please allow about 2 minutes for the DHCP client to be
functional once this selection is made.

IP Address : Assign a static IP address that is within the IP address range of your network.
Subnet Mask : Enter the subnet mask. All devices in the network must share the same subnet mask.
Gateway : Enter the IP address of the gateway/router in your network.
DNS : Enter a DNS server IP address. This is usually the local IP address of your gateway/router.
Username: Enter the username for the new account here.

Password: Enter the password for the new account here.
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Authentication Settings- Passcode

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, user can view and configure the Captive Portal settings. After selecting Passcode as the Authentication Type, we can configure
the Passcode authentication that will be applied to each wireless client in this network.

Session Enter the session timeout value here. This value

timeout(1-1440) : can be from 1 to 1440 minutes. By default, this D‘Lil‘ll( R _ e mp’_“f‘_}__
value is 60 minutes. BT — T = ~Coriguabon < =% ' 1
r ”‘;:’;m . Captive Portal Authentication
W e Dasic Sektin
Band: Select2.4GHz or 5GHz. ket i Sates Dot (-1ah) [ Jawinls)
" Wreiess Resoirze Dana ! i.E!'."'. o
SSID Index:  Select the SSID for this Authentication. v e s
1' Scheogde ) Web Redrection Interface Sellings
Authentication Type: Select the captive portal encryption type here. AP Socatos rosemsaa | | Web ReatectonSiate  [Dicie v
Options to choose from are Web Redirection, 5 bepmeionudl (il s
Username/Password, Passcode, Remote i R, r::::ﬁ“ ———
RADIUS, LDAP and POP3. In this section we'll  Leon Pag voes A G —
discuss the Passcode option. : ;Q“;'i,"-‘“'q Get P Feom
B DR Server 1P Address
= [ Filters
Web Redirection State : Defaultis Disable or select Enable to enablethe |, =& e Tt
website redirection feature. i z
Passcads Seungs
URL Path: Select whether to use either HTTP or HTTPS Pusscods Quaniy .
here. After selecting either http:// or https://, . __lHow - -
enter the URL of the website that will be used it e e | MaediLe D] iHouioo
. N Lisar Lirndl
in the space provided. | S [
Dt &F
IPIF Status: Select to Enable or Disable the Captive Portal - =
with its IP interface feature here.
VLAN Group: Enterthe VLAN Group ID here
Get IP From: Static IP (Manual) is chosen here. Choose this ( Sem
option if you do not have a DHCP server in
your network, or if you wish to assign a static
IP address to the DAP-2620. When Dynamic IP
(DHCP) is selected, the other fields here will be
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IP Address :
Subnet Mask :
Gateway :

DNS:

Passcode Quantity:
Duration:

Last Active Day:

User Limit:

grayed out. Please allow about 2 minutes for the DHCP client to be functional once this selection is made.
Assign a static IP address that is within the IP address range of your network.

Enter the subnet mask. All devices in the network must share the same subnet mask.

Enter the IP address of the gateway/router in your network.

Enter a DNS server IP address. This is usually the local IP address of your gateway/router.

Enter the number of ticket that will be used here.

Enter the duration value, in hours, for this passcode.

Select the last active date for this passcode here. Year, Month and Day selections can be made.

Enter the maximum amount of users that can use this passcode at the same time
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Authentication Settings- Remote RADIUS

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, user can view and configure the Captive Portal settings. After selecting Remote RADIUS as the Authentication Type, we can
configure the Remote RADIUS authentication that will be applied to each wireless client in this network.

is made.

Session Enter the session timeout value here. This value can Awde
timeout(1-1440): be from 1 to 1440 minutes. By default, this value is 60 -
minutes. — = .
-._ pﬁl. :.:aun-;L : o '--'.
Band: Select 2.4GHz or 5GHz. b s o R
_' ::1-'5':“:' 551D bedaa | Primary S5m0 W
SSID Index: Select the SSID for this Authentication. oo RIS LS e
N r e P st Wt Rdrection Seats Cosable v
Authentication Type: Select the captive portal encryption type here.Options | i :;E“":“W it
to choose from are Web Redirection, Username/ T tubetcsbo ses | | BIF S [atle v
Password, Passcode, Remote RADIUS, LDAP and POP3. ; *;"',:,, gy
In this section we'll discuss the Remote RADIUS option. % 8 OHO> suver PRI
:_ : :II.IJ;:L Control Sutsset Mk
Web Redirection State: Default is Disable or select Enable to enable the | = f::““
website redirection feature. Rematn RADIUS Settings
Radius Server Sellings
adams Server Radns Porl {1812
URL Path: Select whether to use either HTTP or HTTPS here. After Radus Sacret
selecting either http:// or https://, enter the URL of the il
website that will be used in the space provided. Radiues S Radius Port (1112
Radis Seerel
IPIF Status : Select to Enable or Disable the Captive Portal with its E:ﬁiﬁm = _
IP interface feature here. “‘::5*’"" Radhs Pt 12
Remote RADTLES Typs e o
VLAN Group: Enterthe VLAN Group ID here
Gaen
Get IP From: Static IP (Manual) is chosen here. Choose this option if
you do not have a DHCP server in your network, or if
you wish to assign a static IP address to the DAP-2620.
When Dynamic IP (DHCP) is selected, the other fields
here will be grayed out. Please allow about 2 minutes
for the DHCP client to be functional once this selection
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IP Address :
Subnet Mask :
Gateway:
DNS:

Radius Server:
Radius Port:
Radius Port:

Remote Radius Type:

Assign a static IP address that is within the IP address range of your network.
Enter the subnet mask. All devices in the network must share the same subnet mask.

Enter the IP address of the gateway/router in your network.

Enter a DNS server IP address. This is usually the local IP address of your gateway/router.

Enter the RADIUS server’s IP address here
Enter the RADIUS server’s port number here
Enter the RADIUS server’s shared secret here

Select the remote RADIUS server type here. Currently, only SPAP will be used.
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Authentication Settings- LDAP

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, user can view and configure the Captive Portal settings. After selecting LDAP as the Authentication Type, we can configure
the LDAP authentication that will be applied to each wireless client in this network.

Session timeout(1- 1440) Enter the session timeout value here. This value can

Assign a static IP address that is within the IP address
range of your network.

: be from 1 to 1440 minutes. By default, this value is DAP-2620
60 minutes. —
Band: Select 2.4GHz or 5GHz. g Siat Ao :
pwﬁr:;:;:.;ﬂi:m Egssion Timoodt (1-1830) g enuti(s)
SSID Index: Select the SSID for this Authentication. ) Viveos Besurse Bad LA
Authentication Type: Select the captive portal encryption type here. f;:;.'., | mintcaton Tisd oa
Options to choose from are Web Redirection,  seniacmss s (|| TR MRS
Username/Password, Passcode, Remote RADIUS, rdprpchisoedl || 7700 —
LDAP and POP3. In this section we'll discuss the LDAP - P Ay T
option. TS ettt seio | | 1907 s [Dsle
Web Redirection State: Default is Disable or select Enable to enable the By iy et 9 From
website redirection feature. 4 el 1P Adaress
it [ Tratfic Coatral Subinat Mask
URL Path: Select whether to use either HTTP or HTTPS here. |* %= Gateway

After selecting either http:// or https://, enter the URL oS
of the website that will be used in the space provided. o A

IPIF Status : Select to Enable or Disable the Captive Portal with :mm,,m :” -
its IP interface feature here. usemama

VLAN Group: Enterthe VLAN Group ID here ::;:Tm t:j
Get IP From: StaticIP (Manual) is chosen here. Choose this option .

if you do not have a DHCP server in your network, or _
if you wish to assign a static IP address to the DAP-
2620.When Dynamic IP (DHCP) is selected, the other
fields here will be grayed out. Please allow about 2
minutes for the DHCP client to be functional once
this selection is made.

IP Address :
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Subnet Mask :
Gateway :

DNS:

Server:

Port:

Authenticate Mode:
Username:
Password:

Base DN:

Account Attribute:

Identity:

Enter the subnet mask. All devices in the network must share the same subnet mask.

Enter the IP address of the gateway/router in your network.

Enter a DNS server IP address. This is usually the local IP address of your gateway/router.

Enter the LDAP server’s IP address or domain name here.

Enter the LDAP server’s port number here.

Select the authentication mode here. Options to choose from are Simple and TLS.
Enter the LDAP server account’s username here.

Enter the LDAP server account’s password here.

Enter the administrator’s domain name here

Enter the LDAP account attribute string here.
This string will be used to search for clients.

Enter the identity’s full path string here. Alternatively, select the Auto Copy checkbox to automatically add the generic full

path of the web page in the identity field.
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Authentication Settings- POP3

The Captive Portal is a built-in web authentication server. When a station connects to an AP, the web browser will be redirected to a web authentication
page. In this window, user can view and configure the Captive Portal settings. After selecting POP3 as the Authentication Type, we can configure
the POP3 authentication that will be applied to each wireless client in this network.

Session Enter the session timeout value here. This value

timeout(1-1440) : can be from 1 to 1440 minutes. By default, this S
value is 60 minutes. | —— e
:ia;?;mui %.‘
Band: Select2.4GHz or 5GHz. BAGvicwd Somcge Sestion Trmeout (1-1440)  [10___ Danunats)
. L ; :“:‘:'*;’:":"m 5810 Incex ";,n_._.'r-. 5D v
SSID Index : Select the SSID for this Authentication. ) Authantication Typ o "
: Schedule Wl Redinection Interface Settings
.. . . e e | | Wb Rudirection State [Disable
Authentication Type : Select the captive portal encryption type here. £ Bwowan comcen | | vrn P R
Options to choose from are Web Redirection, S e et IP Interface Settings
Username/Password, Passcode, Remote P | .
RADIUS, LDAP and POP3. In this section we'll B wco Gt 19 From S et
discuss the POP3 option. Ty i '
- c[:';ﬂ':uf'l'. Control Subnet Hask
Web Redirection State: Defaultis Disable or select Enable to enable the i
website redirection feature. POP3 Settings
Fort 10

URL Path: Select whether to use either HTTP or HTTPS Connaction Type [ 7}
here. After selecting either http:// or https://, | —
enter the URL of the website that will be used
in the space provided.

IPIF Status: Select to Enable or Disable the Captive Portal
with its IP interface feature here.
VLAN Group: Enterthe VLAN Group ID here

Get IP From: Static IP (Manual) is chosen here. Choose this
option if you do not have a DHCP server in
your network, or if you wish to assign a static
IP address to the DAP-2620. When Dynamic IP

51



D-Link DAP-2620 User Manual

IP Address :
Subnet Mask :
Gateway:
DNS:

Server:

Port:

Connection Type:

(DHCP) is selected, the other fields here will be grayed out. Please allow about 2 minutes for the DHCP client to be functional

once this selection is made.
Assign a static IP address that is within the IP address range of your network.
Enter the subnet mask. All devices in the network must share the same subnet mask.

Enter the IP address of the gateway/router in your network.

Enter a DNS server IP address. This is usually the local IP address of your gateway/router.

Enter the POP3 server’s IP address or domain name here.
Enter the POP server’s port number here.

Select the connection type here. Options to choose from are None and SSL/TLS.
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Login Page Upload

In this window, users can upload a custom login web page that will be used by the captive portal feature. Click the Browse button to navigate to
the login style, located on the managing computer and then click the Upload button to initiate the upload.

Upload Login Style Inthisfield the path to the login style file, that will S
From Local Hard Drive: be uploaded, will be displayed. Alternatively, the .
path can be manually entered here. _ - - —

" iP.2520
D, Sty I
Login Page Style List: Select the wireless band and login style that will |~ #"%5 =o Upload Login Style From Local Hard Drive

[ Wisoen Risacirin | usad Loon Stile from ik : [ km-_“_l-hi

be usedin each SSID here. Click Download button s __
to download the template file for login page and o ot S Brelal
Click Del button to delete the template file. : FE;;‘LM | reeriopsorp — |

I dandwidth Optemizaton |
- AP Array
= @ Captive Poral '
£ Mumentcsnon Semng T e Toero. b (=
Lagn Page Uglosd
B 0 Pl Satlinge
B MAT Bypass
i [ DHEP Server
+- Fiters
i Traffic Controd
- St
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IP Filter Settings

Enter the IP address or network address that will be used in the IP filter rule. For example, an IP address like 192.168.70.66 or a network address
like 192.168.70.0. This IP address or network will be inaccessible to wireless clients in this network.

Wireless Band :

IP Address:

Subnet Mask:

Upload IP Filter File:

Download IP Filter File:

Wireless Band : Select 2.4GHz or 5GHz.

IP Address: Enter the IP address or network
address

Subnet Mask: Enter the subnet mask of the IP
address or networks address

Upload IP Filter File: To upload a IP filter list file,
click Browse and navigate to the IP filter list file
saved on the computer, and then click Upload.

Download IP Filter File: To download IP Filter list
file, click Download and to save the IP Filter list.

¥ Dap. 220
1 i Easic Settings
i Anvanced Senge
% Perlermancs
| WieEksa Aevsres
T S
0 WVLAN
} ntrusion
P
| wenamal MADRES Server
% ARP Spoofing Prevenson
© Hanoesrm Cpremizanss
¥ | 4P Array
= | Captive Portal
& Aphense anon Sanea
T oo Page Lpksas
U P Fibar Befting
® AAE Bypaen
F I DHCP Sorved
¥ | Filters
=@ Traffic Control
+ [ Satut

WWinebess Band

S50 Index
1P Addnats

Butano! Marta

Upload IP Filter Fila
Liphoad Pl ¢

Download 1P Filter File

Load IF Fifer Fiia to Local
Hard Deivar @
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MAC Bypass

The DAP-2620 features a wireless MAC Bypass. Once a user is finished with these settings, click the Save button to let the changes take effect.

Wireless Band:
SSID Index:

MAC Address:

MAC Address List:

Upload File:

Load MAC File to Local
Hard Driver:

Select the wireless band for MAC Bypass.
Select the SSID for MAC Bypass.

Enter each MAC address that you wish to
include in your bypass list, and click Add.

When a MAC address is entered, it appears in
this list.

Highlight a MAC address and click the Delete
icon to remove it from this list.

To upload a MAC bypass list file, click Browse
and navigate to the MAC bypass list file saved
on the computer, and then click Upload.

Todownload MACbypasslistfile, click Download
and to save the MAC bypass list.

MAC Bypass Settings

Wireless Band 2.4GHz -
S3ID Index Primary 5510
WMAC Address [ E B B [N

ID MAC Address Delete
Upload MAC File
Upload File : | || #%... || Upload
Download MAC File
Load MAC File to Local Hard
Driver :

.y Save |
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DHCP Server

Dynamic Pool Settings

The DHCP address pool defines the range of the IP address that can be assigned to stations in the network. A Dynamic Pool allows wireless
stations to receive an available IP with lease time control. If needed or required in the network, the DAP-2620 is capable of acting as a DHCP

server.

Function Enable/Disable:

IP Assigned From:

The Range of Pool (1-254):

Subnet Mask:

Gateway:

WINS:

DNS:

Domain Name:

Lease Time:

Dynamic Host Configuration Protocol (DHCP) assigns
dynamicIP addresses to devices on the network. This protocol
simplifies network management and allows new wireless

DAP-2620

W W

devices to receive IP addresses automatically without the DHCP Sarves Comtrck
need to manually assign new IP addresses. Select Enable to i S

allow the DAP-2620 to function as a DHCP server. e

Input the first IP address available for assignment on your
network.

Enter the number of IP addresses available for assignment.
IP addresses are increments of the IP address specified in the
“IP Assigned From”field.

All devices in the network must have the same subnet mask to communicate. Enter the subnet mask for the network
here.

Enter the IP address of the gateway on the network.

Specify the Windows Internet Naming Service (WINS) server address for the wireless network. WINS is a system that
determines the IP address of a network computer that has a dynamically assigned IP address.

Enter the IP address of the Domain Name System (DNS) server. The DNS server translates domain names such as
www.dlink.com into IP addresses.

Enter the domain name of the network, if applicable. (An example of a domain name is: www.dlink.com.)

The lease time is the period of time before the DHCP server will assign new IP addresses.
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Static Pool Setting

The DHCP address pool defines the range of IP addresses that can be assigned to stations on the network. A static pool allows specific wireless
stations to receive a fixed IP without time control.

Function Enable/Disable: Dynamic Host Configuration Protocol (DHCP)

assigns IP addresses to wireless devices on
the network. This protocol simplifies network

‘Static Pool Settings

DHCP Server Control

management and allows new wireless devices | Function Enable/Disabie Enable [w]
to receive IP addresses automatically without | Static Pool Setting
the need to manually assign IP addresses. Select | HostHame [ ]
Enable to allow the DAP-2620 to function as a | Assigned P [ ]
DHCP server. Assigned MAC Address [ W & B OB B )
Subnet Mask
Assigned IP: Use the Static Pool Settings to assignthe same IP | o, ]
address to a device every time you start up. The | . ]
IP addresses assigned in the Static Pool list must e N
NQOT be in the same IP range as the Dynamic
Domain Mame dlink-ap

Pool. After you have assigned a static IP address

to a device via its MAC address, click Apply; the e
device will appear in the Assigned Static Pool at
the bottom of the screen. You can edit or delete | JatESiEuE MAC Address IP Address Edit  Delete

the device in this list.

Assigned MAC Address: Enter the MAC address of the device requesting
association here.

Subnet Mask: Define the subnet mask of the IP address specified

in the“IP Assigned From”field.
Gateway: Specify the Gateway address for the wireless network.

WINS: Specify the Windows Internet Naming Service (WINS) server address for the wireless network. WINS is a system that
determines the IP address of a network computer with a dynamically assigned IP address, if applicable.

DNS: Enter the DNS server address for your wireless network.

Domain Name: Specify the domain name for the network.
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Current IP Mapping List

This window displays information about the current assigned DHCP dynamic and static IP address pools. This information is available when you
enable DHCP server on the AP and assign dynamic and static IP address pools.

Current DHCP Dynamic These are P address pools the DHCP server has  IP Maoping List
Profile: assigned using the dynamic pool setting. %

Current DHCP Dynamic Pools

Host Name  Binding MAC Address Assigned IP Address Lease Time

Binding MAC Address: The MAC address of a device on the network

that is assigned an IP address from the DHCP
dynamic pool. Current DHCP Static Pools

Host Name  Binding MAC Address Assigned TP Address

Assigned IP Address: The current corresponding DHCP-assigned IP
address of the device.

Lease Time: Thelength of time that the dynamic IP address
will be valid.

Current DHCP Static Pools: These are the IP address pools of the DHCP
server assigned through the static pool settings.

Binding MAC Address: The MAC address of a device on the network
that is within the DHCP static IP address pool.

Assigned IP Address: The current corresponding DHCP-assigned
static IP address of the device.

Binding MAC Address: The MAC address of a device on the network

that is assigned an IP address from the DHCP
dynamic pool.

Assigned IP Address: The current corresponding DHCP-assigned
static IP address of the device.
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Filters
Wireless MAC ACL

This page allows the user to configure Wireless MAC ACL settings for access control.

Wireless Band: Displays the current wireless band rate.

Wireless Band
Access Control List: Select Disable to disable the filters function. Access Contral List | Accept [we]

WAL Address [ B B B L ] € ada)

Select Accept to accept only those devices with MAC
addresses in the Access Control List. All other devices
not on the list will be rejected.

D MAC Address Delete

Select Reject to reject the devices with MAC
addresses on the Access Control List. All other devices
not on the list will be accepted.
Current Client Information
MAC Address: Enter each MAC address that you wish to include in BAL A _ Athencaon L
. . 00:1F:3B:AD:35:0B  dink N OPEN 98% O
your filter list, and click Apply.

MAC Address List: When you entera MAC address, it appears in this list.
Highlight a MAC address and click Delete to remove
it from this list.

Current Client This table displays information about all the current | "Pload ACLFile

. ) e : Upload
Information: connected stations. VG He | [ Browse... |l.tpiea
Download ACL File

Load ACL File to Local Hard ==
Drhrer:

I Save ]
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WLAN Partition

This page allows the user to configure a WLAN Partition.

Wireless Band:

Link Integrity:

Ethernet WLAN Access:

Internal Station Connection:

Displays the current wireless band.

Select Enable or Disable. If the Ethernet
connection between the LAN and the AP is
disconnected, enabling this feature will cause
the wireless segment associated with the AP to
be disassociated from the AP.

The default is Enable. When disabled, all data
from the Ethernet to associated wireless devices
will be blocked. Wireless devices can still send
data to the Ethernet.

The default valueis Enable, which allows stations
to intercommunicate by connecting to a target
AP. When disabled, wireless stations cannot
exchange data on the same Multi-SSID. In Guest
mode, wireless stations cannot exchange data
with any station on your network.

WLAN Partition

Wireless Band

Link Integrity

Ethernet to WLAM Access

Internal Station Connection
Primary 3510
Multi-SSID 1
Multi-SSID 2
Multi-S33I1D 3
Multi-SSID 4
Multi-SSIC 5
Multi-33I1D 6
Multi-SSID 7

2.49GHz -
Disable

Enable =

@ Enable
@ Enable
2 Enable
2 Enable
(@ Enable
(5 Enable
21 Enable
©) Enable

() Disable

Disable
Disable
Disable
Disable
Disable
Disable
Disable

) Guest mode

Guest mode
Guest mode
Guest mode
Guest mode
Guest mode
Guest mode

Guest mode

Save

)
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Traffic Control
Uplink/Downlink Setting

The uplink/downlink setting allows users to customize the downlink and uplink interfaces including specifying downlink/uplink bandwidth rates
in Mbits per second. These values are also used in the QoS and Traffic Manager windows. Once the desired uplink and downlink settings are
finished, click the Save button to let your changes take effect.

Downlink Bandwidth: The downlink bandwidth in Mbits per second.

Uplink Bandwidth: Uplink Bandwidth: The uplink bandwidth in ===
. = - -_
Mbits per second. i iasc Satngs
&l Advanced Settngs Exbarnie
B Padarnance o Dopmink Uiplrk:
B Waaless Ressurca 2.4GH7. SHr
§ S50 = Dormiink Ertarface
§ VLAN
b iasion Provany-sud Hutised] Multi-ssd? Hobi-sd3
& Sthedule Mubepudd Mutigeds Muks st Mickigad?
% Inlgrnal RADEIS Servei
5 ARP Snuoing Prevention wosl wosz w3 Wos
5 Banawisn Optmization WOES WDES Whs? WD
B AP ATay L —
W il Captwe Poral | = Uipink Intarfaca
< @ OHOP Sereer
: Flters Frmary-gsid Hultissg! Mulessid2 Hutiescd
B Wrieds LA AL Muk-554 MUT-E585 Mu-ssat MhERS5ET
2 WLAN P
L WA Pariion WDS1 Wos2 WDE3 oS
-l Traffic Contre
% f@status WSS WSS Wis? wiss
Downlink Bandeich(1-3000  [100  Mbssjsac
Uplink Bandwid(1-300) [loo  Mbsssac
a0
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Enable QoS:

Downlink Bandwidth:

Uplink Bandwidth:

QoS

Quiality of Service (QoS) enhances the experience of using a network by prioritizing the traffic of different applications. The DAP-2620 supports
four priority levels. Once the desired QoS settings are finished, click the Save button to let your changes take effect.

%

Check this box to allow QoS to prioritize traffic.
Use the drop-down menus to select the four
levels of priority. Click the Save button when
you are finished.

Downlink Bandwidth: The downlink bandwidth
in Mbits per second. This value is entered in the
Uplink/Downlink Setting window.

Uplink Bandwidth: The uplink bandwidth in
Mbits per second. This value is entered in the
Uplink/Downlink Setting window.

Enable QoS

Downlink Bandwidth

Uplink Bandwidth
ACK/DHCP/ICMP/DNS
Priority

Web Traffic Priority
Mail Traffic Priority

Ftp Traffic Priority
User Defined-1 Priority
User Defined-2 Priority
User Defined-3 Priority

User Defined-4 Priority

Other Traffic Priority

Limnit | 100
Lirmit: | 100
Lirmit: | 100
Lirmit: | 100
Lirmit: | 100
Lirmit: | 100
Lirmit: | 100
Lirmit: | 100

[l
Mbits/sec
Mbits/sec
Highest Priority
Third Priority
Second Priority
Low Priority
Highest Priority
Second Priority
Third Priority
Low Priority
Low Priority

Lirmit: | 100

Advanced QoS

% Port |53,67,68,546,547
% Port |80,443,3
% Port |25,110,455,995
0% Port | 20,21
% Port |0
% Port |~
% Port |~
% Port |~
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Traffic Manager

The traffic manager feature allows users to create traffic management rules that specify how to deal with listed client traffic and specify
downlink/ uplink speed for new traffic manager rules. Click the Save button to let your changes take effect.

Traffic Manager:

Unlisted Client Traffic:

Downlink Bandwidth:

Uplink Bandwidth:

Use the drop-down menu to Enable the traffic
manager feature.

Select Deny or Forward to determine how to
deal with unlisted client traffic.

The downlink bandwidth in Mbits per second.
This value is entered in the Uplink/Downlink
Setting window.

Uplink Bandwidth:The uplink bandwidth in
Mbits per second. This value is entered in the
Uplink/Downlink Setting window.

Traffic Manager

Traffic Manager Disable

Unlisted Clients Traffic Deny (@ Forward
Downlink Bandwidth | 100 Mbits/sec
Uplink Bandwidth 100 Mbits/sec
Name

Client IP{optional)
Client MAC(optional)
Downlink Speed Mbits/sec

Uplink Speed Mbits/sec
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information, WDS information and more. The following pages will explain settings found in the Status section in more detail.

E

® nap 2520
-
=-{4& Basic Settings

..... = Wireless

7 IPvE

---i..m vanced Settings
El-{@ Status

----- =1 Device Information
| Client Information

| WDS Information

----- =/ Channel Analyze
7 Statistics

£

- Log

Status

In the Status Section the user can monitor and view configuration settings of the access point. Here the user can also view statistics about client

=+ System '] Logout

Ethernet MAC Address:

Wireless MAC Address(2.4GHz):

Wireless MAC Address(5GHz):

Ethernet
IP Address

Subnet Mask
Gateway

DNS
Wireless (2.4GHz)
Network Name (551D}

Channel
Data Rate

Security

Wireless (5GHz)
Metwoark Mame (S3ID)
Channel

Data Rate

Security

AP Array
AP Array

Role

Location
Device Status
CPU Utilization

Memaory Utilization

Firmware Version:1.05
T0:62:08:50:d2:40

Primary: 70:62:b8:50:d2:40
SSID 1~7: 70:62:b8:50:d2:41 ~ 70:62:08:50:d2:47
Primary. 70:62:b8:50:d2:48
38ID 1~7: 70:62:b8:50:d2:49 ~ 70:62:b8.50:d2:4f

192.168.0.50
255.255.2565.0
MNIA

dlink

Auto

None

dlink
149
Auto

Mane

d-link

Slave

3%
24%
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Device Information

This page displays the current information like firmware version, Ethernet and wireless parameters, as well as the information regarding CPU and

memory utilization.

Device Information: This read-only window displays the
configuration settings of the DAP-2620,
including the firmware version and the
device’s MAC address.

D-Link

% Maintenance =

" pep 280
-
B Settings
H Wirekess
Bl Lan

= - Advanced Settngs

! Status
5 Device nformanon
[ Chenl miormaton
X WES ebormaton
& Chesnel Angiyoe
+ [ Srarencs
H 1 Log

*

Emamel WAG Addinas

Fthermat
IP Ancress

Syl Mask
Galeway
DG

Wirsless (2.4GHzE)
Hetwack Name (S5I0)

Chanmel

Lt Habg
Secunty
Wirsbess (56H)

Mehwork Mame (55I0)
Chanes
Dida Rate

Sacurisy

AP favay
AP Ay

Rola
Liotalion

Divice Status
CPU Ulilzakon

Memary Lsiation

Central WisManager

Conmsclion Shatus
Sarenr IF

Surdcs Por

Live Pent
Gioup D
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Client Information

This page displays the associated clients SSID, MAC, band, authentication method, signal strength, and power saving mode for the DAP-2620

network.

Client Information:

SSID:
MAC:

Band:

Authentication:

RSSI:

Power Saving Mode:

This window displays the wireless client
information for clients currently connected
to the DAP-2620.

Displays the SSID of the client.

Displays the MAC address of the client.

Displays the wireless band that the client is
connected to.

Displays the type of authentication being
used.

Displays the client’s signal strength.

Displays the status of the power saving
feature.

Client Information  Station association (2. 4GHz): 2

Band Authentication s 9

RSSI

Mode

Primary S5ID  F8:A4:53F:72:C7:5C N OPEN 11% 0on
Primary S5ID  04:FE:31:D5:08:06 N OPEN 67% 0off
Client Information  Station association(5GHz): 0
SSID MAC Band  Authentication RSSI pow:;)de =
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WDS Information Page

This page displays the access points SSID, MAC, band, authentication method, signal strength, and status for the DAP-2620’s Wireless Distribution
System network.

WDS Information: ThiswindowdisplaystheWireless Distribution

System information for clients currently b

connected to the DAP-2620. WDS Information  Channel : 1 (2.412 GHz)
WDS Information Channel : 36 (5.18 GHz)
Name: Displays the SSID of the client. Name MAC Authentication Signal Status

MAC: Displays the MAC address of the client.

Authentication: Displays the type of authentication being
used.

Signal: Displays the client’s signal strength.

Status: Displays the status of the power saving
feature.
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Wireless Band:

Detect:

AP List:

Channel Analyze

Select either 2.4Ghz or 5GHz.
Click the Detect button to scan.

This will list the transmitting channels and
quality.

_Chamnelpnalyze

Wireless Band

Wiraless Summary

— AP List
CH AP Num MRssi{ %) ARssi{ %) Evaluation

* There are only three non-overlapped channels in 2.4G band, respectively 1,6 and 11.
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Stats Page

Ethernet Traffic Statistics

Displays wired interface network traffic information.

Ethernet Traffic Statistics:

This page displays transmitted and received
count statistics for packets and bytes.

D-Link

% Mainkenance

W nap e
4 [ o Settngs
Tl Advanced Sartings
~ status
i Device Infearabion
B Clignt infermation
i WOS imlormation
£ Channed snatyze
- seans
¥ Ethamel
B WA
= Log
B view Log
N Log Sefings

B Confgurason =

DAP-2620

F hep

Tranammed Packal Coul
Teansmitied Bytes Cound

Drepped Packet Coum
Rehred Count

Rucemed Packol Cound
Raceived Dytes Count
D.IWFAU- Packal Courg

15982
BTI2TTR
o

24559
G515472
¥

Claar

Ratresh
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WLAN Traffic Statistics

Displays throughput, transmitted frame, received frame, and WEP frame error information for the AP network.

WLAN Traffic Statistics: This page displays wireless network
statistics for data throughput,
transmitted and received frames, and
frame errors.

" nap.Ea0
+ - Rase SaTInge
# [ Advanced Tettings
= Fsaus
& Digvice Inbaimalion
& Chient Infeermalion
5 WS Informstion
5 Channad SnaiTe
-l St
B Etheime
R
= Lag
B View Log
B Lop Sefings

Transmitted Count
Transmifiec Pacost Count

Transmilled Bybes Cound
Cvapped Packel Courd

Tranammed Ratry Sount
Received Count
Racaied Paciksl Cound

Recaiaed Blas Cobmt

Cropped Packsl Courd
Received CRC Count

Rcuhed Deorypion Engr Count
Recehved L Eror Count
Rocntved FHY Eiror Counl

4. 8GLHT

12464
3001328
20547

[]

a4
1338M
0

a8 O O O
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Log
View Log

The AP’s embedded memory holds logs here. The log information includes but is not limited to the following items: cold start AP, upgrading

firmware, client associate and disassociate with AP, and web login. The web page holds up to 500 logs.

View Log: The AP’s embedded memory displays
system and network messages including
a time stamp and message type. The log
information includes but is not limited
to the following items: cold start AP,
upgrading firmware, client associate and
disassociate with AP, and web login. The
web page holds up to 500 logs.

D-Link

¥ Homa

" Maintenance v

o e 2Ean
#- [ B Sattngs
T Advanced Sertings
= listatus
" Dievdee Infeemabion
B Coentinfermation
f| WDE irdormation
£ Channal Anabyze
= il srary
& Ethamet
B wlan
=l Log
B view Log
B Liog Setings

= Conmguration v

DAP-2620 ‘

i Heip

Pt Page Last Page

Page 1af 3

Tinse

Ugtime O day 04:04:45
Uprtime 0 day 03:16:00
Uptima 0 day 03:0%:00
Uptma & day 03:05:16
Ugtrme O day 03:01:47
Ustma 0 cay 03200005
Ustme O gy 02:54:35
Uptime 0 duy 03:51:39
Uiptma O day 02:40:32
Uatme 0 day 0224701
Upbime O day 02:09:31
Ugtna 0 day 02:04:10
Uetimna 0 day 01223201
Ut 0 day 01217198
Ut 0 day 01:17:33
iamme 0 gy 01:14:55

Prionty  Hessse

[SYSALT] Web lopn success from 102.166.0.2

[Wrekess] 2.4G6:DeduthoAging STA FB:A4:SF:T2:.07:5C
[S¥SACT] web lagout fram 192.160.0.2

[Wisless]  2.4G:DeaithzAgng STA 04 FE:I1LD500:06
[SYSACT] Web lopn succes from 192.188.0:2

[Wireinss]  2AGIASSOTRTON SUCCESESTA MIFE3NIDAI0S:06
[SYSACT] Wab logout from 102, 166.0.2

[SYSACT] Wb lopm swccess from 192.168.0.3

[Wraiags] 240G AmSCATON SUCOSEES TA FE:ASSE TIN50
[SYSALCT] ‘Web ingm soccess froem 192, 166.0.2

[Wirelsss  2.4G:DeauthzAging STA ER:99-04:A2-01:00
[Wirelage]  J.4G:AROCRTON SUC0REESTA BE:RU-CA AT 00
[Wireless] 2 4G:Deauth:Aping STA EB99-[4:AE0C:22
[oreles] 2 40:Deauthoigng STA D6IFEIHDS 0800
[Wirklacs]  ZAG:ARACRTON SUCCeRSTA BROU-CAAE-0C22
[Wiralass] 2.AG:ASSOCRDON SUCCESSSTA MIFE:31:D5:08:06
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of log type you want it to log.
Log Server/IP Address:

Log Type:

E-mail Notification:

E-mail Log Schedule:

Log Settings

Enter the log server’s IP address to send the log to that server. Check or uncheck System Activity, Wireless Activity, or Notice to specify what kind

Enter the IP address of the server you
would like to send the DAP-2620 log to.

Check the box for the type of activity
you want to log. There are three types:
System Activity, Wireless Activity, and
Notice.

Support Simple Mail Transfer Protocol for
log schedule and periodical change key.
It can not support Gmail SMTP port 465.
Please set to Gmail SMTP port 25 or 587.

Use the drop-down menu to set the
e-mail log schedule.

D-Link

o Home

L Maintenance =

DAP-2620

B Conbpuraton =

= DaAP-2620
ol B Sottngs
T Advancad SeTtngs
= @Fsans
& Devace nformabion
¥ Clien] informabion
N WS Inboervialcn
8 Ghannol Anatyse
= St
& Emarnal
B wLaN
= Log
B ViewLeog
B LogSeftings

Lo Servar | 1P AS0rasE

Log Tioe o Sysbem Aciity
o Wivebesg Aoty
ol Hotice

Ermiast Nolhication Enabis

Duboing i Sera (SMTE) InTamal ¥

Aartnentication Enatie

LS Enabie

From Emak Aociess |

Tio Email Address |

Ernad Serer Aderess E—y

SMTP Port

Liger Mama

Passwond i

Corrm Password I—

Email Leg Schedule

Schedule 9 * | heurs grwhen Log ks kil
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Maintenance Section

In the Status Section the user can monitor and view configuration settings of the access point. Here the user can also view statistics about client
information, WDS information and more. The following pages will explain settings found in the maintenance section in more detail.

DAP-2620

= Configuration ~ System | Logout I#1 Help

Administration Settings

= DAP-2620
- ] Firmware and S3L Cerification Upload
(-8 Basic SetiConfiguration File
ﬁ AdvancelTime and Date DAP-2620
El-§@ Status
=] Device Information Firmware Version 1.00 10:44:03 03/06/2014

Client Information System Name D-Link DAP-2620

WMN2 Infarmatinn
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Limit Administrator VLAN
ID:

Limit Administrator IP:

IP Range:

Administration
Limit Administrator

Check one or more of the five main categories to display the various hidden administrator parameters and settings displayed on the next five
pages. Each of the five main categories display various hidden administrator parameters and settings.

Check the box provided and the
enter the specific VLAN ID that the
administrator will be allowed to log in
from.

Check to enable the Limit Administrator
IP address.

Enter the IP address range that the
administrator will be allowed to log in
from and then click the Add button.

+ - Fasc SaTIngt
o [ Advanced Settings
= Status
& Device Infosmialion
8 Chenl Infosmabion
B WS informaion
5 Channal Analyme
= Grang
£ Ethams
B WLAN
= Log
B ViewLog
I Log Seftings

DAP-2820

- M Cormguraton = Hythom & 1 ogmd ¥ Help

Adminisiration Satting: i
| Limit Administrator =

Limit Adminisiraior VLAN IO Enaske ) ]
Lirmd Adminisicalos @ Eratié

Frem: Ta: |
= Range

Login Settings @
Console Sattings B
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System Name Settings

Each of the five main categories display various hidden administrator parameters and settings.

System Name:

Location:

The name of the device. The default
name is D-Link DAP-2620.

System Name Settings

Systemn Mame |D-Link DAP-2620 |

Laocation | |

The physical location of the device, e.g.
72nd Floor, D-Link HQ.

Login Settings

Each of the five main categories display various hidden administrator parameters and settings.

User Name:

Old Password:

New Password:

Confirm Password:

Enter a user name. The default is admin.

Login Settings

Lagin Mame

When changing your password, enter the
old password here.

Old Password |

Mew Passward |

Confirm Password |

When changing your password, enter the new password here. The password is case-sensitive. “A” is a different
character than “a’ The length should be between 0 and 12 characters.

Enter the new password a second time for confirmation purposes.

Console Settings

Each of the five main categories display various hidden administrator parameters and settings.

Status:

Console Protocol:

Time-out:

Status is enabled by default. Uncheck the
box to disable the console.

Console Settings

Status Enable
Select the type of protocol you would CRRRTR e S, 20
like to use, Telnet or SSH. e [3ns [

Set to 1 Min, 3 Mins, 5 Mins, 10 Mins, 15 Mins or Never.
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SNMP Settings

Each of the five main categories display various hidden administrator parameters and settings.

e e B e T ot

functions. This is enabled by default.
Status [] Enable

Public Community String: Enter the public SNMP community string. || T2 =emmunity Sting
Private Community String

Private Community String: Enter the private SNMP community TR Enable

string. Trap Senver [P ]

76



D-Link DAP-2620 User Manual

Administration
Central WiFiManager Settings

The Central WiFiManager section is used to create a set of APs on the Internet to be organized into a single group in order to increase ease of
management. Central WiFiManager and AP Array are mutually exclusive functions.

Enable Central Select to enable or disable the Central
WiFiManager: WiFiManager.

Central WiFiManager Setting

Enable Central WiFiManager Disable -
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Firmware and SSL Upload

This page allows the user to perform a firmware upgrade. A Firmware upgrade is a function that upgrade the running software used by the
access point. This is a useful feature that prevents future bugs and allows for new features to be added to this product. Please go to your local
D-Link website to see if there is a newer version firmware available.

Firmware and SSL  You can upload files to the access point.
Certification Upload:

D_Lmk DAP.-2620

T
% Muirdenance =

“® Heme W Ao = = Gysiam | T AR

* Dak.agan

Upload Firmware from The current firmware version is displayed | = % e

Y Wirekess

Local Hard Drive: above the file location field. After the o Firmmware Varsic 1.00
latest firmware is downloaded, click on Oy e . A
A | SratuE Lipiaad Femwars Fram e TR | [ uninad |
the “Choose File” button to locate the
new firmware. Once the file is selected, update 81 Certification From Local Hard Dree
click on the “Open”and “Upload” button e s | oo ]

to begin updating the firmware. Please
don't turn the power off while upgrading. AR
Upload SSL Certification After you have downloaded a SSL
from Local Hard Drive: certification to your local drive, click
“Choose File” Select the certification and
click“Open”and “Upload” to complete
the upgrade.
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Configuration File Upload

This page allows the user to backup and recover the current configuration of the access point in case of a unit failure.

Configuration File Upload You can upload and download
and Download: configuration files of the access point.

D_Link’ DAP-2620

| W e

o Home T Waicdenance = Configuragon =

Upload Configuration File: Browse to the saved configuration + s secngs
file you have in local drive and click G - -
“Open”and “Upload” to update the ¢ inanced sectngs {steuich ] L)

+ - Sranue

configuration.
Download Configuration Click“Download” to save the current AT, Wy
File: configuration file to your local disk. Note
that if you save one configuration file
with the administrator’s password now,
after resetting your DAP-2620 and then
updating to this saved configuration file,
the password will be gone.
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Time and Date Settings

Enter the NTP server IP, choose the time zone, and enable or disable daylight saving time.

Current Time: Displays the current time and date settings.

D-Link

Enable NTP Server: Check to enable the AP to get system time = i T
from an NTP server from the Internet. Pt

a i Dasc Settngs

# [ Advancid Sertngsy Tine C
il L enfiguration
NTP Server: Enter the NTP server IP address. Curvert Time 01970 04 1888 |
Automatic Time Configuration

. Enasiz NTP Sereee
Time Zone: Use the drop-down menu to select your
correct Time Zone.

lime and Date Settings

NTP Sarver |
T o
Enabla Dasfight Sading

Enable Daylight Check the box to enable Daylight Saving

Saving: Time. vear 014 Month  |Mar v|  Oay v
Dot Ard Tind

Mo 15 = Mrute 1av Cecond 5
Daylight Saving Use the drop-down menu to select the

Dates: correct Daylight Saving offset.

Copy Your Computer's Time Settings

Set the Date and A user can either manually set the time
Time Manually: for the AP here, or click the Copy Your
Computer’s Time Settings button to copy

the time from the computer in use (Make

sure that the computer’s timeis set correctly).
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Configuration and System

These options are the remaining option to choose from in the top menu. Configuration allows the user to save and activate or discard the
configurations done. System allows the user to restart the unit, perform a factory reset or clear the language pack settings. Logout allows the
user to safely log out from the access point’s web configuration. Help allows the user to read more about the given options to configure without
the need to consult the manual. The following pages will explain settings found in the configuration and system section in more detail.

DAP-2620

B Confinuration « L | #1 Help

-. Configuration -

Save and Activate * The current browser connection will |

Discard Changesftion. | | Dbedisconnected if you click here. |
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System Settings

On this page the user can restart the unit, perform a factory reset of the access point or clear the added language pack.

Restart the Device: Click Restart to restart the DAP-2620. -

Restore to Factory Default Click Restore to restore the DAP-2620

Settings: back to factory default settings. ® Bios s [ Sysemsetogs

i [ Advancad Setungs
+- [ Seatus Rectat the Davica Rastas

Clear Language Pack: Click to clear the current Language pack
runn i ng. Restang b5 Factory Defaul Sattngs Restang
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Help

The help page is useful to view a brief description of a function available on the access point in case the manual is not present.

Help:  Scroll down the Help page for topics and |Basesemngs
explanations. Wislees Settioas

Alow you To change the wireless settngs to fit a0 exXEsing wirekess neTwork ono CUSTOMZE YOUT WiIreskess nefwork.

Wireless Dand
Qperating frequency band, Choose 1.4GHx for vebiloy to legacy devicas and for longer range. Choose 5GHI for Rast ntarference;
rtarference can hart perfonmance, Thit AP wil codrate and Band at 3 o,

Application
This eption alonys the User to chodse for ndodr or sutdaor made at the 56 Band.

Hode
Select 2 funchon mada to configure your witeltss netwark. Function mades noude AP, WIS (Wirslass Detrbution System) with AP,
WIS and Wialess Clent. Function modes ame desgned to swpport vanous wnelkess network tapofogy and applcations.

Hetwork Mame [SSI0)

Ak krgwn a5 the Senace Set Identfier, this & the name desgnated for 3 specfic winsess local e network (VWLAN], The fctory
Mfw:nrﬂ.nn & “dink”, The 5510 can be gesly changed to connedt to Bn exibing winghess network of to estabish § new wireless
i

SSID Visibility

Indicate whather or not the S510 oF your wirslass network wil be broadessted, The dafavk valie of 5510 Visbiey B set to "Ensble.”
wihich alow wirehss chents to detect the wireless network. By changing this setting to "Disable,” wireless clents cn no koger detect
£h wneléds mabweork nd Gan nly connoct F they have the comect SSID anterad,

Auto Channel Selection

¥ you check Auto Channel Scan, evarytime when AP £ bottng up, the AP wil autormancaly find the best chanasl to use, Ths &
enbled by delaut.

Charnnd

dicate the channe! setting for the DAP-2553, By defaul, the AP & set to Auto Channel Scan. The Channel can be changed to fe the
chanrel settng for an exsting wineless network or Lo Custiomipe the wirekess network,

Chanael Width

Aoy you o ebeck the chancel width you would Be b0 opemite i, Select 20MHE ¥ vou- Bre nok using sny B02.1 15 wineless chents.
Auta 20/40MHz afows yeur ta use Both B02.11n and nen-802.11n wirsless devices b your nebwesh

Sudeatication
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Federal Communication Commission Interference Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules. These
limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment generates, uses
and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular installation. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged to
try to correct the interference by one of the following measures:

- Reorient or relocate the receiving antenna.
- Increase the separation between the equipment and receiver.
- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution:

Any changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to operate this
equipment.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

Operations in the 5.15-5.25GHz band are restricted to indoor usage only.

Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed and
operated with minimum distance 24cm between the radiator & your body.
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Registration

Register your product online at www.onlineregister.com/dlink

Product registration is entirely voluntary and failure to complete or return this form will not diminish your warranty rights.

Version 1.00
March 19, 2019
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