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Figure 46: Detection zone for a human intrusion (left) and for a car (right)

Note: the maximum instrumented range of a PSR-500 system radar is 900m. Beyond
the range, the system won'’t be able to detect. This explains why the detection zone
for the car seems to be truncated beyond this range.

Note: the PSR-500 Installer assumes that there is no obstacle in the radar coverage
between the target and the radar, and assumes that the radial velocity of the target is
high enough to be detected by the radar.

The last concept to remind is the « Doppler effect » on which rely the PSR-500
radars.

While non-Doppler radars compare radar image after radar image to detect motion in
the area, Doppler radars use the Doppler Effect to do so.

The Doppler Effect is an effect visible on the radar signal due to the change of range
of the target within the observation time of the radar. The Doppler effect provides
access to the radial velocity of the targets

The radial velocity of a target is the projection of its absolute velocity of this intrusion

over the straight line from the radar to the intrusion. This projection depends on the
direction and on the speed of the intruder movement:

IW’ — Radial velocity

3 -

A 1%

Figure 47: lllustration radial velocity (3D/2D)

Note: the radial velocity is independent from the sensor orientation.
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Doppler radar technology has been selected for PSR-500 system radars because
this technology is much more efficient to discriminate targets from their surrounding
environment (building, moving trees...) which allows mitigating false alarm rate of the
system. Below a certain radial velocity, the system automatically filters out the
detections.

Doppler radar technology implies installation constraints in order to detect human
intrusion with enough radial velocity so that the system does not filter them. One can
consider situations where a moving target shows a low radial velocity to the radar,
such as transverse trajectory. Therefore, to avoid this case, the radar shall de
positioned carefully. This is what we are going to explain in the following section,
helped by an intuitive tool of the PSR-500 Installer.

Radial velocity <<

Figure 48: transverse trajectory case (3D/2D)

6.1.3.2. Position the radar effectively
- Position the radar where you plan to deploy it considering:

o Multi-radar deployment: it is recommended to the installation operator
to read the associated section of this document.

o the zones you previously defined (« Warning », and
« Exclusion »)

o The radar coverage area for the detection of human intrusion (blue
zone)

o Potential masking that may limit the detection of intrusion (in case of
presence of obstacles between the radar and the intrusions ...)

o expected intrusion motion (keep in mind that we need to maximize
radial velocity)
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Figure 49: PSR-500 Installer — Positioning of a radar on the map

Note: You can move the radar holding the magenta square and moving the mouse,
or entering its GPS coordinates through the popup “Installation Properties” windows.
Similarly, the orientation of the radar can be set up either by modify the value in the
window or by moving the rotating cursor.

To evaluate the best installation for the PSR, let's consider radial velocity now
(Doppler Effect). As explained previously, PSR-500 system radars rely on the
Doppler Effect to discriminate an intrusion from its environment. Therefore, our
objective is to maximize this effect otherwise the radar may miss some intrusions.

In our example, the expected intrusions are coming from the North West of the site,
through the fence indicated by the red dotted line and by the yellow arrows on the
following figure:

e o e W i T o e — oo Rockye

Figure 50: Example on an intrusion scenario on a site
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The first idea that may arise to a non-informed operator would be to position the
radar over the fence so that the radar coverage (blue pattern) covers entirely the

fence.

€ STALLATION S RVINION WOOK Lo (Systrsm wtatus + Alarms + e Al ]

Figure 51: Not recommended radar installation

& ok s

In order to see why this type of installation is not recommended taken into account
the trajectory of the intrusion and the Doppler Effect, let's display the « Doppler
Rose ». Click on the « Display Rose Doppler » button of the Installation properties

window of the radar in deployment.

General
Additional label {optional)

Installation
Lattude [decdeg] 43612846 &
Longitude [dec deg] 1,060879
Line of sight [deg N =00
Tilt angle [deg 50 UP] 0,00
Height AGL [m] T 20

>> CALIBRATE << B

Sensor Detection Capability
[¥] overlay Target
@) Human
@ car
© specficres [ 0,0 2] [dEm]

Radal veloaty consideration
Cg;},nawarmse /\
Tedalvelosty 0,55 | Ikl &

= A
Intusionvelodty | 1 || [/l

Intrusion direction

Figure 52: PSR-500 Installer — Display the Doppler Rose
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Figure 53: PSR-500 Installer - Doppler Rose displayed

The Doppler rose is the yellow area that tells you where the radar will measure more
than [min radial velocity] according to the [intrusion velocity] and the [intrusion
motion] (yellow arrows).

These three values may be configured in the “radial velocity consideration” part of the
“Installation Properties” window.

Radial velocty consideration

Display Doppler roze &
Min radial velodty 35 =l [mfsl

Intrusion veloc [=] mfs
i i [= m/s] Intrusion direction

Figure 54: PSR-500 Installer — Setting of the Doppler Rose
The « Doppler Rose » takes into account the following properties:

- Absolute velocity of the intrusion
- Intrusion direction
- Minimal radio velocity of the radar

By default, the values of these properties are the following one:

- Absolute velocity of the intrusion = 1m/s (normal walking velocity)

- Intrusion direction = North/South & South/North trajectories. The direction is
shown by the yellow arrows.

- Min radial velocity = 0.35 m/s (PSR normal sensibility)

Note on the « Rose Doppler » configuration:

- Increase absolute velocity of the intrusion will increase yellow area coverage
since the radar will perceive a minimum radial velocity of 0.35m/s in more
areas
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- The orientation of the « Doppler Rose » depends directly on the intrusion
direction.

- Decrease minimum radial velocity will increase yellow area coverage since teh
radar will perceive the minimum radial velocity in more areas.

Let's now set the intrusion motion angle according to the expected threat on the
North West fence: Turn the Intrusion motion button to align the yellow arrows of the
« Doppler Rose » with the intrusion direction.

O oL r— i o s A+ e Rodkey
Figure 55: PSR-500 Installer — Doppler Rose aligned with expected intrusions

To ensure protection, the area of interest must be both in the blue area (radar
coverage) and in the Yellow area (zone with enough radial velocity).

The « hole » in the Doppler zone (Yellow) over the fence underlines the fact that due
to the radar position, the intrusion velocity (1m/s) and the sensibility of the zone
(normal = 0.35m/s), the intrusions in this area will not have enough radial velocity and
will therefore be filtered by the radar; even if the fence is in the coverage area of the
radar (blue zone). Consequently, we must change the radar position.

One solution may be to install the radar inside the site so that the fence is inside the
yellow zone (Doppler zone) and to turn the radar toward the fence, so that its
coverage area overlaps the fence. See below an example of radar position that will
ensure site protection.
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Figure 56: PSR-500 Installer — Possible Installation #1

Another example is presented below:

O e s e e s s < e oo Aodkyey

Figure 57: PSR-500 Installer - Possible Installation #2

A third solution is presented below:
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Figure 58: PSR-500 Installer - Possible Installation #3

One can consider many deployments as long as the area to survey is covered both
by the blue and the yellow areas.

If deployment constraints impose to install the radar closer to the fence, one solution
would be to create a local high sensibility area (0.2m/s for the minimum radial
velocity) so the Doppler rose extends a bit.

40 BSTALL AT/ S RVISION MO L Syt st + Al ¢ P Alrs] ] (i) Aot

Figure 59: PSR-500 Installer — sensibility increase and possible Installation #4

Nevertheless, this solution shall only be used when no other solution can be found
since it will increase the false alarm probability in this high sensibility zone.

Once some positions are defined, let's ensure that no obstacle may generate shadow
in the area limiting the detection capability of the radar.
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We need to determine the height above the ground at which the radar shall be
installed to taken into account potential obstacles.

Let’s take the example of possible installation #2:

- The radar would be at 30m away from the beginning of the area to protect (A
value)

- The area to protect would start at 15m away from the end of the forest (B
value)

- The trees are 5m high

The formula provided below tells that the radar needs to be installed at a minimum of
10m above the ground so that the shadow induced does not impact the detection
zone.

Height trees B

Height Radar A

Height Radar

spoe

A= Distance Radar — Start possible detection zone

B - Distance Forost — Start possible dotaction zona

Figure 60: Position/height of the radar w.r.t the shadow zone

The 10m high shall be set in the radar properties as shown below:

Ly -1 18] AN s

Figure 61: Radar height modification
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The modification of the radar height changes its coverage zone (blue pattern).
Nevertheless, the area to protect is still in the coverage zone in this example.

If trees would have been higher, the radar would have to be installed higher on the
mast and the impact on detection capability may have become significant. The
following picture presents a scenario where the radar is installed at 50m high.

€ DRSTALLATION SUPH RVINXON MO0 Logging [System status + Alarms + Pre Alarms] ) Mtwm_

Figure 62: Impact of radar position/height on detection capability

In such a configuration, the impact on the detection capability of a human intrusion
would be significant at short range. In this case, a lower tilt angle would be necessary
to recover the detection capability at short range (always keeping an eye on the long
range as the entire detection capability is impacted by a change of tilt angle).

In the case of an installation at 50m high, a tilt angle of -15° would be a good
compromise between coverage at short and long range, as shown below.

€0 ESTALLATION, S RVISION MOOE - Loggg (System satus + Alures + Pre Al sl (1] Rocasy.

Figure 63: Modification of the tilt angle to improve detection capability
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Once the radar position is set up, let’'s now close the installation properties popup.

€ STALLATION SUPYRVISKON MOOL - L [Systemstatus + Alares ¢ Fre Alars] cel ) Rockwel

Figure 64: Closing the « Installation Properties » window

Let’s now configure the network properties of this radar. Click on the “Configuration”
button of the radar to be configured.

€0 AU AR O 0t g e st A e b e Rodkyey

Figure 65: Opening radar configuration window

This configuration popup is actually a dockable window that will be used later on as a
way to keep an eye on the status of this radar. Indeed, if you double click on its menu
bar, it will dock into the edge of the UCI so you can keep an eye on it while doing
over things.
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Figure 66 : Dockable configuration window

The network properties of the radar shall be configured (i.e: SU & PU IP addresses
and PU port). In our case: the following values are set up:

- PU IP address: 192.168.1.8
- PU Port: 5677

- SU IP address (by default) : 192.168.1.13

| Ro- mﬁs"mm

Network

FU 192.158.1.8 Port 5677 @

SU  192.168.1.13 Delay 0 =] [us)

Status

sucom () s (O TC _

surov ()
PU COM 0
rusie ()
pupaTa ()

Figure 67: Configuration réseau SU & PU

The default IP address of the SU (192.168.1.13) may be changed, as explained in
6.2.7.

Warning: if you change this default value, the update of the PU by the PSR-500

Installer application will have to be followed by a re-start of the SU and then a re-start
of the PU.
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6.1.4. Step#4: Add, position and configure one or several cameras (CCS)

This paragraph is only applicable if the CSS option is included in the PSR-500
system deployed.

Once properly configured for each controlled camera, the CSS module will allow to:
- Align each camera
- Support automatic visual confirmation of intrusion alerts as precisely as
possible

In order to perform this step, the following actions shall be performed:
- Click on the « + » button in the camera dedicated zone (see below) to add a

camera

Wode System Management _Help

Equipments Configuration
Radars

RO (%] (%]

Cameras

¢) INSTALLATION/SUPERVISION MODE - Logging [System status + Alarms + darms] | ] [ext step:

Figure 68: Add a camera

- Position the camera at the same location than the radar. It could be actually
positioned anywhere on the site but in our case, the camera is collocated with
the radar.

“ZTPSR-500 Installe
Mode System Management Help

 Equipments Configuration
Radars
R0 @@ ( Y R Camera | Controler | Zoom | Standby Position | vmis' [b|
1 ‘Additonal iabel (optiona))
Network
Comera (cav)
r e Pot 0 %
Conoedbv:
Cameras Position
(&) / § Sl | Latiude [decdeq] EXTE T
@ ! i t Y ;
@ = y 4 7 A Longitude [dec deg] 1061800 [
Heght AGL [n] 150
Azt reference positon [degh] 299,55
Tilt reference position [deg >0 UP] 0,00
Network components
) ISTALLATION/SUPERVISION MODE - Logging [System status + Alarms + Pre-Alarms] | ] [extstep: | ee—" f pere—| ‘\\) N @”o
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Figure 69: Set the position and the orientation of the camera

- In the Camera tab of the camera configuration window that opens
automatically, Set the following properties:
o Additional label (optional) = give a name to the camera in case of an

- In the Controller tab of the camera configuration window, set the following

o O O

o O

installation with multiple cameras
IP = IP address of the camera

Port = Communication port with the CCS module = 80
Controlled by = select the radar that shall be associated to this camera

in the drop-down menu

Latitude, Longitude = if the camera position is set manually on the
background map, these values will be update automatically, otherwise

enter them in these areas.

Height AGL = Set the height above ground of the camera
Azimuth reference position & Tilt reference position = these values
will be set up during the camera calibration phase, ignore them for the

moment.

Camera | Controler | Zoom | Standby Position | wms! [}

Additional label (optina)
Hetwork \\
Camera (CAM) / D/
b c e =

Port
[N radar selected #7

43,612301

Controled by:
Position

Latitude [dec deg]
Longitude [dec ded]

| FF

1,061800
Height AGL [m] 1,50

Azimuth reference position [deg N] 294,55

| FF| H

Tilt reference position [deg »0 UP] 0,00

During Camera Calibration
If

rence position]

CALTBRATION MCODE < @

Camera | Controler | Zoom | Standby Position | vms!|¥]

Additional label (optional)
Hetwork
Camera (CAM)
P 192.168.0 .203
Controled by:
Position
Latitude [dec deg]
Longitude [dec deg]
Height AGL [m]

Camera Sud

Port 80 [%

[Radar n=a -

43,613758
1,064173

1,50

Azimuth reference position [deg N] 294,55
Tilt reference position [deg >0 UF] 0,00

During Camera Calibration

rence position]

CALTBRATION MQDE < [3

Figure 70 — Camera properties configuration window — “Camera » tab

properties related to the way the camera is controlled:

o Min zone level = minimum alerting level taken into account by the

camera
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Time on track = time spent by the camera on each alert (in case a the
radar associated with this camera raises several alert simultaneously)
Focus only on Alarm = if selected, the camera will only be steered on
the alerts. If unselected, the camera will also be steered on the pre-
alerts (radar track not yet identified as intrusion alerts) — see section
Erreur ! Source du renvoi introuvable. to enable pre-alert display.
Camera Controller = select OnvifPlugin

Predefined configuration = select the controlled camera brand — it will
automatically fill the remaining information required in this tab.

= CO (Camera Sud) - Inst

| camera | Controler | zoom | Standby Position | viast [} |
i Policy
Min zone level [Coution ¥+

Time on track 5 = [

[¥] Focus only on Alarm

Camera Controler | OnvifPlugin -
Predefined c ) [Fw—"{

Server

Login admin

Password  seses

url 3://192.168.0. Honvifjdevice_service
ProfileToken MedizProfile000
PT2ConfigurationToken 1 +

Camera

Zoom Max 33

Refresh Camera [ms] 500

Pan Comportement ) Pasitive @ Negative
Tilt Upper value 0,00

Tit Lower Value -0,50

Figure 71 — Camera properties configuration window — « Controller » tab

- In the Zoom tab of the camera properties configuration window, set the
following properties related to the zoom rules:

o

Zoom factor = define the factor of the linear function that linked the
zoom to the distance between the alert and the camera (indications are
given in the window)

Minimum zoom = When the alert is very closed to the camera

Range flat = distance threshold beyond which the camera won’t zoom
any more
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| camera | Controler | Zoom | Standby Position | vms! k]

Zoom Law
Zoom Factor
Zoom Minimum

Range Flat

(Zoom = A x Range +8)
Zoom =9 @ 100m
Zoom = 25 @ 300m
Zoom = 41 @ 500m

0,08
1,00

\\

600

Figure 72 - Camera properties configuration window —« Zoom » tab

In the Standby position tab of the camera properties configuration window,

set the following properties related to the standby position of the camera :

o

Time before back to standby = time before the camera will get back
to its standby position in case there is no intrusion alarm anymore in the

coverage area of the radar associated with the camera

o Position

» Pan = standby position pan value of the camera w.r.t. the

geographical North
= Tilt = standby position tilt value of the camera w.r.t. horizontal

=  Zoom = standby position zoom factor of the camera

Time before back

Position

Pan [deg N]

Zoom

Standby posit

postion. Please

move toward it
TRACK mode

The camera shall be calibrated prior to the configuration of the standby

Besides, please note that if the camera is in AUTO mode, each time the
radar associated to this camera will detect an alert, the camera will

to Standby 10 \[s]
0,00
T [deg >0 UP] 0,00 \

[l [l

i

1,00 GO

ion configuration

refer to Camera tab and calibration procedure.

To avoid this behavior, t is recommended to switch to
while configuring the standby postion

Figure 73 - Camera properties configuration window — « Standby position » tab
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Note: this standby position can be set at the step or once the application will be
connected to the camera which will allow the operator to see in real-time what the

camera can see in this position.

All other tabs shall be ignored.

- Close the camera « Installation Properties » window

Figure 74: Close the camera « Installation Properties » window

6.1.5. Step#5: add and configure network components

The network components are elements that will either add a feature to the PSR-500
system or ensure automatic maintenance of deployed radars.

The following components are the one compatible with the PSR-500 Installer:
- Switch POE = Ethernet switch allowing to remotely control the power suply of
the POE port connected to the SU. The communication protocol used is

SNMPV3. The following references are tested and compatibles:

o Switch POE CISCO |E-2000-16PTC-G-E
o Switch POE AT-IE200-6GP Allied Telesis

Figure 75 - Examples of compatible POE switch
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- Dry Contact Module audio E/S AXIS P8221 = Dry Contact allowing to
remotely rebooting the PU. The communication protocol used is HTTP. The
Dry Contact module is also used to inform an external system when a zone is
in alert.

Figure 76 - Module audio E/S AXIS P8221

The deployment ways and means of these components (cabling, internal
configuration ...) are detailed in annex.

In order to add a network component, the following actions shall be performed:
- Click the button « + » in the area dedicated to the “Network components” in
the "Equipments Configuration” window.

P T ————

- = 1 T S =
& B VRS -
e = R £ "
= | . 2 ¢ 7
7 "
¢

O R PR e T e o g Aodyey

Figure 77: Add a network component

- The « Select Network Component » window opens :

Component type
Power Contral

) netBooter NP-025
(©) POE Ethernet Switch
@ Axis commutator

Rockw%
Collins

A MODIFIER
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Figure 78: Select Network Component window

6.1.5.1. Configuration of Maintenance through POE switch and Dry Contact

Two network components are used to ensure radar maintenance:
- POE Switch to manage SU power supply
- Dry Contact to manage PU power supply

Let’s start with the POE Switch:
- Select the Ethernet POE switch in the network component list proposed and

click « OK »
- Click on the associated « configuration » button, as illustrated below :

€0 RSTALLATION) SUPMRVISSON MODK - Loggig [System status + Alsres + Pre s sl (3] Rockyell.

Figure 79: « configuration » button associated to the network component

The following configuration window opens:

NCS5 - Configuration @
Label (optional) sPRO
Metwork
P 1921680243  GPort 15001
s e
Security
User testpoe

Hash ETTTTTYY

Secret T

Operation
] Autoreboot When (080 5]

period | 1 || [days]

[ mequestecreboot>> | (D)

Figure 80: POE Switch configuration window
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In our example, the following parameters values are set:
- Label (optional) : SP RO for the POE Switch controlling RO
- 1P :192.168.0.243
- G Port (Group port) : 1.5001 (i.e. the port 1of the POE Switch used to power
the SU)
- Switch mode
o Default for Switch POE AT-IE200-6GP Allied Telesis
o Cisco for Switch POE CISCO IE-2000-16PTC-G-E

- User, Hash and Secret shall be configured based on POE Switch
configuration credentials.

Association between the POE Switch and the radar (more precisely its SU) is done in
the radar configuration pop-up when extended. In our example, the automatique
maintenance of the SU (radar R0O) will be done by the POE Switch we have created
(only POE Switchs are displayed in the combo box for the monitoring of the SU).

RO - Configuration iﬂ‘ RO - Configuration =
Network Network
PU  192.168.0.10  Port 5676 || PU  192.168.0.10  Port 5676 |
U 192.168.1.13 Delay o [ [us] SU  192.168.1.13 Delay o |3 [us]
Status Status
sucom ) &rs O TC sucom ) &s ) T°C
surov ) surov )
rucon rucom )
rusw O s )
puDaTA ) PUDATA ()
,A“FL[ ] !73907‘ :

Monitoring Monitoring
PU ‘.nﬂne - 'h\PU none ¥ P
T [ | 2 su |[nes (2 ro) *J][_open

none | .
Hana;Ncs SPRO Management
Configuration Configuration

Figure 81: Selection of the POE switch for the automatic maintenance of the SU

When the POE Switch has been associated to the radar, the « OPEN » button is
enabled, in order we can directly open the associated network component. A manual
test can be performed by clicking « Request Reboot » button. The associated SU
shall restart.

- Close the POE Switch configuration window

- Let’s now add and configure the Dry Contact

- Add a new network component

- Select the Axis commutator component in the proposed network component
list and click « OK »

- Open the Dry Contact configuration window
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The configuration window opens:

NC6 - Configuration (]

Label {optional) CS5RO
Network
P 192,168.0.241 Port .443 =
User root
Password (TITY)
|7 Check certificate u
Operation
Mode [PU Maintenance - |
ResetPort 2 |5 Pulse 100 |5 [ms]
[ Reboot I O

Figure 82: Dry Contact Configuration window

In our example, the following parameter values are set:
Label (optional): CS RO for the Dry Contact that controls RO
IP:192.168.0.241

Port : 4

43

User, password and Reset port shall be configured in conformity with Dry
Contact credential configuration
For an automatic maintenance of the PU, the mode is selected to « PU
Maintenance » and the pulse duration is 100ms by default.

RO - Configuration

=)

PU
su

Status

Network

sucom ) &5 O

SUFOV
pucom )
PU SVR
PUDATA ()

Monitoring

|
192.168.0.10 Port 5676 [.;. ™|

192.168.1.13 Delay o |3 [us]

T°C

O
O

(o )

RO - Configuration

|

PU

sU

none Edll| Open
|NC6 (CSRO) “ Open
|

Management
Configuration

— |

Network
PU
Su

192.168.0.10

192.168.1.13

Status (monitored)

sucom ) ors O
surov O
pucom )
PUSR (O

PUDATA ()

nitoring

Port 5676 [?}

Delay o |2 [usj

T

PU |[NC6 (CSRO)

)| Copen ]

su [nes(sPRo)

v [ open |

Management
Configuration

Figure 83: Select the Dry Contact for the automatic maintenance of the PU
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When a Dry Contact has been associated to the radar, the « Open » button is
enabled, in order we can directly open the associated network component. A manual
test can be performed by clicking « Reboot ». The associated PU shall restart.

If these components are configured as previously explained and associated to the
radar, then when a failure will be detected on the SU or the PU, than an automatic
reboot will be performed. This monitoring activation is indicated by the « monitored »
label that appears next to « Status » in the radar Configuration window when a
network component is associated to the radar.

- B

Network
PU  192.168.1.8  Port 5677 | "m®

5U  192.168.1.13 Delay o [3{ [us]

Status{{monitored,
sucom [T ePs O ToC
SU FOV Q
PUCOM ()

Puswk ()

puDaTa [

L=

L

() ]

Figure 84: Radar monitored and under automatic maintenance

6.1.5.2. Dry Contact trigerring on zone in alarm

The Dry Contact module can also be associated to a surveillance zone to inform an
external system when a zone is in alarm. The component will then be configured in
« Single Pulse » mode, taking care to use a free Reset Port and adapting the pulse
duration to the external system interface.

I NC6 - Configuration

Label {optional) cs 70|
Metwork

P 192.168.0.241 Part 443 |5
User root
Password saeee

[ check certificate

Operation

Made | Single Pulse

ResetPort 7 |% Pulse 500

| Reboot

Figure 85: Dry Contact in « Single Pulse » mode configuration window

Association with the surveillance zone is done in the surveillance zone configuration
window. In our example, the CS Z0 Dry Contact will be triggered when the
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surveillance zone Z0 will be in alarm (only Dry Contacts configured in « Single
Pulse » mode will appear in the combo box).

b
Name Name
Zonen‘D [] Display Zone n*0 [ Display
Category Category
Exdlusion @) Detection © Exdusion @ Detection
Properties Properties
Alerting Intrusion direction Alerting Intrusion direction

@ Warning
_) Caution

Q@) Warning

Caution

Sensbilty Visual Sensiiity Visual

“) High (higher false alarm rate) @ Flash + Alert position High (higher false alarm rate) @) Flash + Alert position

[Eea =)

@ MNormal Flash only - Flash only
Low (Jower detection rate) ontact Tri / Low (lower detection rate) ' C tTr
e da i = U =
n A

=
Figure 86: Dry Contact Selection for zone alerting

When a Dry Contact has been associated to the zone, the « Open » button is
enabled, in order to be able to directly open the associated network component. A
manual test can be done, clicking on the « Trigger » button. The Rest Port of the dry
contact associated to the zone will be triggered for the specified duration.

When an alert will be detected in the zone associated to a dry contact, this one will
be triggered only for the specified duration. While an alert is present in the zone (the
zone is in alarm), no new trigger will occur on new alert. We must wait the zone is no
more in alarm before a new alert trigger the dry contact again. If an alert is detected
in a position covered by 2 surveillance zones associated to different dry contacts, the
2 dry contacts will be triggered.

6.1.6. Step#6: Generate the preliminary installation report
The following actions shall be performed :

- Click on « Next step : Generate Preliminary Installation Report » button
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Figure 87: Button to generate the preliminary installation report

- The following window opens when the report is correctly generated

Installation report generated in
P5SR_InstallationReports/PSE _InstallationReport_zone_test.rtf

Figure 88: Preliminary Installation report is correctly generated

The report may be opened from the following address « < PSR-
500 _Installer_Directory>\PSR_InstallationReports\ » with a text editor and can be

print to help the installation support team during the installation and the
deployment of the system on site.

e vl b ~ P

e
o il i e i e o T M. [

TR r——

Figure 89: Preliminary installation report
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- Click on "OK", the following window opens automaticall

Mext-step of installation is radars/cameras alignment operation. This procedure
requires connection to the equipments deployed. Are the equipments deployed
on site 7

[ res J[ o

Figure 90: End of installation window
- Atthe step, 2 options are possible:

o If you are deploying the radar system at the same place as you prepare
the previous preparation of the system configuration, the PSR-500
Installer can stay opened. Once the physical deployment of the system
is done, click on « Yes » to pass to next step.

o If you are not deploying the radar at the same place where you perform
the system configuration preparation, the PSR-500 Installer shall be to
go on the deployment site. Click on « No » to interrupt the installation
wizard and close the PSR-500 Installer (click the cross in the tope
right-hand corner). Click « Yes » to save :

5 AT RS0 008 i st ot + Al e A sl ] Pocamy

Figure 91: Close the PSR-500 Installer and save the system configuration
6.1.7. Step#7: Visit the site and Validate/Update the foreseen installation

Once on the site, and based on the preliminary installation report, the attention shall
be focused on the following « O-IC-S » points:

- 0O = Obstacles between the radar location and potential intrusions you did not
expected based on the background map analysis (buildings, vegetation,
vehicles...)

- IC = Installation constraints on the mast (height above ground of the PSR
Sensor Unit, orientation...) and resulting impact (shadows of trees, zone
illumination...)
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- S = Spurious activity on the area covered by the Sensor Unit (vehicles traffic,
air conditioner, windmills, WiFi transmitter at the same frequency band...)

o Traffic of vehicles = traffic of vehicles in the coverage area of the
radar may cause false alarms if the operator have not create exclusion
zone. Moreover, if the traffic is dense, this area will desensitize the
radar for any intrusion occurring on similar range and radial velocities
than cars (see complete explanation below). It is recommended to turn
the radar away from any busy road.

o Air conditioning blocks, windmills ... = any object that includes a
rotating piece in the radar coverage area may cause false alarms if this
object is not in an exclusion zone. . It is recommended to direction the
radar so that any rotating object in the direct proximity is at the back of
the radar as much as possible.

o Transmitter at the same frequency band as the PSR-500 (example:
WiFi transmitter in the same frequency band as the PSR-500); it is
recommended to direction the radar so that the disturber is at his back
as much as possible.

o Building proximity = the proximity of building is not an issue as long
as the radar is not oriented toward it. In case such a situation may
happen, the radar may be disturbed by its own emission that is
reflected by the wall of the building. This will cause a desensitization of
the radar and thus a degradation of the detection performances. It is
therefore recommended to avoid the combination of proximity with a
building and the illumination of the building.

Busy road effect

PSR-500 radars map the backscaterred energy in range and radial velocity over their
complete coverage (~90° in azimuth) before trying to detect intrusions.

Every target over their coverage and moving at range and radial velocity similar to
the one expected for human intrusions may potentially mask human intrusions.

- It is important to create exclusion zones on these areas to avoid false alarm
on such areas considered as public and authorized areas

- Nevertheless, exclusion zones will not avoid the fact that some cars may mask
human intrusions if they move at similar range and radial velocity than the
human intrusion. The radar is therefore desensitized for human detection. The
busier the road the higher the risk.

In order to illustrate this effect, the left picture below shows a deployment performed
close to a busy road. Although the traffic (red area) is not geographicaly in the area
of interest for the surveillance (field), the cars move at a range and a radial velocity
close to the one expected for human intrusions over the area of interest (as we can
see of the right picture which is the range x radial velocity map the radar is working
on). The road is in a exclusion zone, avoiding false alarm on cars. But cars radar
signature will regularly mask human intrusion radar signatures that may occur on the
entire coverage bounded with green lines.
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In this case, it is recommended to turn the radar to less illuminate the busy road.

PS50 Super s
Mode  System Masagement  Help

4) WISTALLATION MODE - Logging [System status + Alarms + Pre-Alarms (dotatled)] > * L Cn/l'ns

To update the installation properties, follow the actions listed below:

- If the PSR-500 Installer application is not closed, click on the « Previous
steps » : Equipment(s) integration... » buttons on the bottom left-hand corner
to get back to the configuration phase, and then set up the properties of the
equipment and generate the preliminary installation report to finally reach the
calibration phase (cf §0).

- If the PSR-500 Installer application is closed and the configuration saved,
follow the steps below :

o Start the PSR-500 Installer application
o The authentification window opens

| User lrc~adm'|n et ]

Password

Figure 92 — PSR-500 Installer — Authentification window
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o Enter the default password
o Click on « Update ... »:

M N
== System Configuration... i

G

ROCkycvoe//in S Back to mode selection

@

Figure 93: PSR-500 Installer —« Update ... » button

o Select the system configuration previously saved
o Click on « Add / Configure Equipments » button:

~ Select the action to perform...__ [

’ Create / Modify zones ‘

Qdd/ Configure Equime

Radar(s) alignment procedure

Camera(s) alignment procedure

Generate Installation Report

R“kyclae/[-ﬂs

Figure 94: PSR-500 Installer —« Add / Configure Equipments » button

The following window automatically opens :
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Figure 95: PSR-500 Installer — open the saved system configuration

o Update the installation properties of the equipments
o Click on mune bar « System Management -> System Configuration ... -
> Generate Installation Report » to generate the installation report :

B o e A D S [n Redkgey

Figure 96: PSR-500 Installer — Generate installation report from the menu bar

6.1.8. Step#8: Add installation operators

To add installation operators, once the PSR-500 Installer application opened, click
on “System Management -> User Management... -> Add User”.
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Figure 97: PSR-500 Installer — Add installation operators

- The following window opens. Create a new user by entering a user name and
a password.

Figure 98: PSR-500 Installer — installation operator creation window

These installation operators will now appear in the list of authorized operators when
the application starts.

To delete installation operators, once the PSR-500 Installer application opened, click
on « System Management -> User Management... -> Remove User » and select in
the list the name of the user to be deleted.

The names and the passwords are locally stored within the PSR-500 Installer
directory in an SQL database. Only hashed passwords are stored.
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6.2. Installation & start of a radar

As a reminder, a radar of the PSR-500 system is composed of a SU and a PU. This
part will describe how to physically install this set and start it up.

In case of a deployment with several radars, the operator shall also configure the
interoperability of each radar in order to exploit them (as explained in the next
section).

6.2.1. Cabling

The SU is powered and communicate through the Ethernet. The Ethernet plug of the
radar is defned as follow:

- Connector RJF RB 71 (Amphenol)
- Ethernet Plug RJF RB 6 (Amphenol)
- CatIP67

Figure 99: PSR-500 SU plug

The Ethernet cable connected to the SU shall be Cat.6 S/FTP.
Its end connected to the SU shall be equipped with a RJF RB6 adapter as illustrated
by the following picture:

Figure 100: Ethernet Connector RJF RB 6
6.2.2. Dimensions

- Length : 370 mm
- Width : 144 mm

Page 71 /125
CPN 222-3044-657 Rev B CAGEC F5491 Rockwell Collins - Proprietary Information



Rockwe//_

PSR-500 System Installation Guide Collins
- Depth: 50 mm
- Fixings : 348.5 * 106 mm ; holes diameter = 8 mm
- Weight : 1.5kg

6.2.3. Power Supply

The SU shall be power supplied with a 48V POE (Power Over Ethernet). It does not
require any additional specific cabling. The 48V POE shall be compliant with
802.3af/at standard and shall be configured in half-duplex.

6.2.4. Energy Consumption
The energy consumption of the SU is 8W.

6.2.5. Direction of installation
The radar of the PSR-500 system shall be installed as recommended below.
Recommendation 1 = the SU includes a GPS antenna used to receive the GPS

signal. This signal is used to synchronize the different SU together and ensure their
interoperability.

Figure 101: Position of the GPS antenna on the PSR-500 radar

The direction of installation is thus identifiable thourgh two points of reference:

- On the edge of the radar, an arrow/text is present. This arrow/text shall be
direction toward the up when the radar is installed.

- when the operator is in front of the radar, the RJ45 connector shall be on the
right of the radar.
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Figure 102: Radar of the PSR-500 correctly oriented

Figure 103: Arrow/text on the edge of the radar

Recommendation 2 = le top of the radar shall be cleared of any obstacles in order
that the GPS antenna correctly received the GPS signal.

Recommendation 3 = the close proximity of the radar (<1m) and the radar beam
area shall be cleared of obstacles as much as possible.

Recommendation 4 = each radar of the PSR-500 system shall be oriented and tilted
following the conclusion of the preparation phase of the deployment. The following
figures illustrate the radar points of reference.
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Axe de visée
du radar

Figure 104: line of sight of the PSR-500 radar
Inclinaison
duradar<O

Inclinaison du
radar nulle

Figure 105: Tilt indications for the PSR-500 radar
Note: when the radar is installed below 6m height, it is recommended to keep a zero
Tilt to keep good detection performance at 500m.
6.2.6. Network configuration
The SU integrated a DHCP client in order to retreive its IP address from the network.

- When the SU is powered up, the DHCP client is started and the SU waits for
an IP address. Any IP address can be allocated to the SU.

- After 30 seconds, if no IP address is allocated to the SU, it uses its default IP
address i..192.168.1.13

In order to be integrated in a DHCP server, the MAC address of the SU can be
retrieved on the stickers on the edge of the SU.
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6.2.7. SU to PU connection

The POE connection of the SU to the PU is at the choice of the installation operator.
The installation operator shall define the network configuration so that the PU and the
SU can communicate, given the IP address allocated to the SU.

The current delivered disk image of the PU is configured to be connected with an SU
configured with its default address, i.e. 192.168.1.13. If the user allocates a different
IP address to the SU through a DHCP server, then the PU will be updated when it
will connect to the PSR-500 installer for the first time.

Warning: if the default IP address is modified, the PU update by the PSR-500
installer shall be followed by a reboot of the SU and then a reboot of the PU.

6.2.8. Radar Power Up

If the PU has been installed in compliance with the installation procedure 226-0098-
036 _Installation_Logiciels_Activation, then at the power up of the PU the Tracking
software automatically starts, configuring the emission of the SU. The SU starts its
emissions and the radar is started. The following steps can be performed.

6.2.9. Update of each PU

We shall now connect the PSR-500 installer to each PU in order to apply the system
configuration previously prepared. The following procedure shall be performed for
each radar.

Open the configuration window of the radar to be updated.
Click on the button to connect to the associated PU :

| RO (SND6 /i7) - Configuration =]

Network
PU  192.168.0.52 Port 56 = "

= |
U 192,168,113 Delay g |5 [ug]

Status (monitored) Status (monitored)
sucom () ers QY TC | - sucoM @ ces @ TC |40
surov (D) surov (@
rUCoM () rucoM (@ ((o))
rusvR () rusvR (@
PUDATA () PUDATA (@
ia Narning alarm since 481s E|

Figure 106: Connection to the PU of a radar

- All the lights shall turn green. If this is not the case, confer to the debug
section in annex of this document.

- Since it is the first time that the installation operator connect to the PU (that
only have a blank system configuration), the PSR-500 Installer application
automatically detect that the PU shall be updated.

- The following window automatically opens.
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PSR-HMI is not aligned with Systerm Configuration of Radar PU n°0

[Send to Radar PUJ |Import from Radar PU]

Figure 107: System configuration alignment window

- Click on “Send to Radar PU” to update the system configuration of this radar’s
PU. If you don'’t click on “Sent to Radar PU”, then after 10s, the button “Import

from Radar PU” will be automatically clicked
- After few seconds, the radar’s PU is updated.

Re-do the same procedure for all the deployed radars.
Now that the system configurations of all the radars are up to date, we can now pass

to the configuration of the interoperability of the radars.
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6.3. Interoperability of the radars

Before being able to the do the alignment and the deployment validation of each
radar, we shall first configure the interoperability of the radars.

Indeed, if several radars shall be installed on the same site, it is essential to position
and configure them so that they do not disturb each other’s.

- Positionning = ensure a minimum physical isolation (see below)
- Configuration = in case the radar are in “radio visibility”, configure the
synchronization of their emission (see below definition)

Note on the capability of « inter-SU synchronization»

The SU of the PSR-500 system includes a GPS antenna in order to synchronize the
FMCW emissions of each SU on a GPS clock. This synchronization is essential to
avoid interferences between the SUs in case they are in “radio visibility”.

‘ g

=

)

Figure 108: Synchronization of the emissions of the SU thanks to the GPS signal

Note: the GPS antenna of the SU is located at the top of it, it is therefore
essential that the top of each SU remains clear if any obstacles with a direct view to
the sky.
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Capteur GPS

Figure 109: GPS antenna position on the PSR-500 radar

Note on the concept of « radio visibility »

If two SU emits in a free space, there are in « radio visibility » of each other since
each radar receives the other’s signals. If two SU are isolated because of obstacles
in the visible domain, the emission of an SU may still be received with enough power
by the other due to reflections on several obstacles. In such conditions, the two SU
are still considered in “radio visibility”.

Batiment
P \\
7 N Les SU ne sont pas en
S \\ visibilité « visible » mais
~/ N sont en visibilité
su2 AN « radio »
\\
N
\\
Batiment =
Il sul

Figure 110: Example of jamming of the SU1 by the SU2 due to the buildings

In such a configuration, the emissions of the two radars shall be synchronized. A time
offset w.r.t. to the GPS clock of reference will be added to each radar emission. The
offset will be different for each radar.

6.3.1. Relative positioning

First of all, we must ensure that the physical isolation between two SU is enough:
- Vertical distance
- Horizontal distance
- Respective lines of sight
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If the minimum physical isolation is not respected, the radar will disturb each other
whatever their synchronization properties.

The following abacuses indicate the minimum physical isolation to be applied for

some typical installations:

Installation

scheme

Distance

Same mast
Same line of sight

=1
-

Minimum of 2m

Same mast
90° between the two lines
of sight

Minimum of 70cm

Same mast
180° between the two
lines of sight

Minimum of 70cm
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Different mast \—
180° between the two Minimum of 20 m

lines of sight

Figure 111: Abacuses of minimum physical isolation

Once that physical isolation is respected, we can now proceed with the configuration
of radar interoperability. As indicated above, this synchronization is required if
several SU are in « radio visibility ».

6.3.2. Radio environment analysis

We must first check that there is no jammer in the PSR-500 system radar frequency
band of operation [5.77GHZ — 5.87GHz].

To do so, we are going to use one of the deployed radar as « spectrum analyser ».
First, we are going to set the synchronization of this radar to be sure that it does not
« see » any other radar of the deployed PSR-500 system and that the cleanliness of
its signal is representative of the radio environment.

To set the synchronization of the PSR-500 system radar, we shall tune the offset of
the start time of the FMCW waveform w.r.t. the GPS clock. This time offset is called
« delay » and is set in microseconds.

This « delay » can modified through the radar network property configuration window.

R0 - Configuration E!

Network
PU 19218818  Port 5677 |YBY

SU 192,168.1,13 elay o (%) {us]

Status {(monitored)

sucoM ) &5 () TC
surov (D)

PucoM ()

PUSWR )

PUDATA ()

(Ao | [~ ]

—_— =~

Figure 112: setting of a radar delay

By default, all radars are synchronized on Ous.
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