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Regulatory Approvals

FCC Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation.

This equipment generates, uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio communica-
tions. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one of the following measures:

Reorient or relocate the receiving antenna.
Increase the separation between the equipment and receiver.

Connect the equipment into an outlet on a circuit different from that to which the receiver
is connected.

Consult the dealer or an experienced radio/TV technician for help.

To assure continued compliance, any changes or modifications not expressly approved by the
party responsible for compliance could void the user's authority to operate this equipment.
(Example - use only shielded interface cables when connecting to computer or peripheral
devices).

FCC Radiation Exposure Statement

This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with a minimum distance of 20
centimeters between the radiator and your body.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may cause
undesired operation.

This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.

The antennas used for this transmitter must be installed to provide a separation distance of at
least 20 cm from all persons and must not be co-located or operating in conjunction with any
other antenna or transmitter.

Channel

The Wireless Channel sets the radio frequency used for communication.
Access Points use a fixed Channel. You can select the Channel used. This allows you to
choose a Channel which provides the least interference and best performance. In the USA
and Canada, 11 channel are available. If using multiple Access Points, it is better if adjacent
Access Points use different Channels to reduce interference.
In "Infrastructure" mode, Wireless Stations normally scan all Channels, looking for an
Access Point. If more than one Access Point can be used, the one with the strongest
signal is used. (This can only happen within an ESS.)
If using "Ad-hoc" mode (no Access Point), all Wireless stations should be set to use the
same Channel. However, most Wireless stations will still scan all Channels to see if there
is an existing "Ad-hoc" group they can join.

CAUTION:

1) To comply with FCC RF exposure compliance requirements, a separation
distance of at least 20 cm must be maintained between the antenna of this
device and all persons.

2) This transmitter must not be co-located or operating in conjunction with
any other antenna or transmitter.
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Chapter 1
Introduction

This Chapter provides an overview of the Wireless ADSL Router's features
and capabilities.

Congratulations on the purchase of your new Wireless ADSL Router. The Wireless ADSL
Router is a multi-function device providing the following services:

ADSL Modem.

Shared Broadband I nternet Accessfor all LAN users.
Wireless Access Point for 802.11b and 802.11g Wireless Stations.
VPN Gateway to allow secure VPN connections over the Internet.
4-Port Switching Hub for 10BaseT or 100BaseT connections.

Wireless LAN

—y ( j — In’rg_rne’r

Wireless ADSL Router

Windows Mac Unix
Fast Ethernet
Figurel: WirelessADSL Router

Wireless ADSL Router Features

The Wireless ADSL Router incorporates many advanced features, carefully designed to pro-
vide sophisticated functions while being easy to use.

Internet Access Features

Shared I nternet Access. All usersonthe LAN or WLAN can access the Internet
through the Wireless ADSL Router, using only asingle external 1P Address. Thelocal (in-

valid) IP Addresses are hidden from external sources. This processiscalled NAT (Network
Address Translation).

Built-in ADSL Modem. The Wireless ADSL Router has abuilt-in ADSL modem,
supporting all common ADSL connections.
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IPOA, PPPoE, PPPOA, Direct Connection Support. The Wireless ADSL Router
supports all common connection methods.

Auto-detection of I nternet Connection Method. In most situations, the Wirel ess
ADSL Router can test your ADSL and Internet connection to determine the connection
method used by your I SP.

Fixed or Dynamic | P Address. On the Internet (WAN port) connection, the Wireless

ADSL Router supports both Dynamic | P Address (IP Addressis allocated on connection)
and Fixed IP Address.

Advanced Internet Functions

Application Level Gateways (ALGS). Applications which use non-standard connec-
tions or port numbers are normally blocked by the Firewall. The ability to define and allow
such applicationsis provided, to enable such applications to be used normally.

Special Applications. Thisfeature, also called Port Triggering, allowsyou to use
Internet applications which normally do not function when used behind afirewall.

Virtual Servers. Thisfeature allows Internet users to access I nternet servers on your
LAN. Therequired setup is quick and easy.

Dynamic DNS Support. DDNS, when used with the Virtual Servers feature, allows
usersto connect to Serverson your LAN using aDomain Name, even if you have ady-
namic | P address which changes every time you connect.

URL Filter. Usethe URL Filter to block accessto undesirable Web sitesby LAN users.

Firewall. Aswell asthe built-in firewall to protect your LAN, you can define Firewall
Rules to determine which incoming and outgoing traffic should be permitted.

Scheduling. Boththe URL Filter and Firewall rules can be scheduled to operate only at
certain times. This provides great flexibility in controlling Internet -bound traffic.

Logs. Definewhat dataisrecorded in the Logs, and optionally send log data to a Syslog
Server. Log data can also be E-mailed to you.

VPN Pass through Support. PCswith VPN (Virtual Private Networking) software using
PPTP, L2TP and IPSec are transparently supported - no configuration is required.

VPN Features

I PSec Support. 1PSec isthe most common protocol.

Easy Configuration. The configuration required to allow 2 Wireless ADSL Routersto
establish aVPN connection between them is easy accomplished.

Wireless Features

Standards Compliant. The Wireless ADSL Router complies with the IEEE802.11g
(DSSS) specifications for Wireless LANS.

Supports both 802.11b and 802.11g Wireless Stations. The 802.11g standard
provides for backward compatibility with the 802.11b standard, so both 802.11b and 802.11g
Wireless stations can be used simultaneously.

Speedsto 54Mbps. All speeds up to the 802.11g maxmum of 54M bps are supported.

WEP support. Support for WEP (Wired Equivalent Privacy) isincluded. Key sizes of 64
Bit and 128 Bit are supported. WEP encrypts any data before transmission, providing pro-
tection against snoopers.
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WPA-PSK support. Like WEP, WPA -PSK encrypts any data before transmission,
providing protection against snoopers. The WPA -PSK is alater standard than WEP, and
provides both easier configuration and greater security than WEP.

Wireless MAC Access Control. The Wireless Access Control feature can check the
MAC address (hardware address) of Wireless stations to ensure that only trusted Wireless
Sations can access your LAN.

Simple Configuration. If the default settings are unsuitable, they can be changed
quickly and easily.

LAN Features

4-Port Switching Hub. The Wireless ADSL Router incorporates a 4-port 10/100BaseT
switching hub, making it easy to create or extend your LAN.

DHCP Server Support. Dynamic Host Configuration Protocol provides adynamic |P
address to PCs and other devices upon request. The Wireless ADSL Router can act asa
DHCP Server for devices on your local LAN and WLAN.

Configuration & Management

Easy Setup. Useyour WEB browser from anywhere on the LAN or WLAN for configura-
tion.

Configuration File Upload/Download. Save (download) the configuration datafrom
the Wireless ADSL Router to your PC, and restore (upload) a previously-saved configura-
tion fileto the Wireless ADSL Router.

Remote Management. The Wireless ADSL Router can be managed from any PC on
your LAN or Wireless LAN. And, if the Internet connection exists, it can also (optionally)
be configured viathe Internet.

Network Diagnostics. You can use the Wireless ADSL Router to perform aPing or
DNSlookup.

Security Features

Password - protected Configuration. Password protection is provided to prevent
unauthorized users from modifying the configuration data and settings.

Wireless LAN Security. WPA-PSK, WEP and Wireless access control by MAC ad-
dress are all supported. The MAC-level access control feature can be used to prevent
unknown wireless stations from accessing your LAN.

NAT Protection. Anintrinsic side effect of NAT (Network Address Translation) tech-
nology isthat by allowing all LAN usersto share asingle | P address, the location and even
the existence of each PC is hidden. From the external viewpoint, thereis no network, only a
single device - the Wireless ADSL Router.

Firewall. All incoming data packets are monitored and all incoming server requests are
filtered, thus protecting your network from malicious attacks from external sources.

Protection against DoS attacks. DoS (Denial of Service) attacks can flood your
Internet connection with invalid packets and connection requests, using so much band-
width and so many resources that I nternet access becomes unavailable. The Wireless
ADSL Router incorporates protection against DoS attacks.
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Package Contents

Thefollowing items should beincluded. If any of these items are damaged or missing, please
contact your dealer immediately.

TheWireless ADSL Router Unit

1 Cat-5 Ethernet (LAN) cable
1R}11(ADSL) cable

1RJ-11to RH5 cable (Germany only)
Power Adapter

Quick Installation Guide

CD-ROM containing the on-line manual.
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Physical Details

Front-mounted LEDs

—LAN—; ﬂ
1 2 3 4
— O Power O O O O100BT OWLAN O Internet =
O status O O O O 10BT OWAN ﬂ
Figure2: Front Panel
Power LED On - Power on.
(Green) Off - No power.
StatusLED Off - Normal operation.
(Yelow) o . : : . ,
Blinking - This LED blinks during start up, and during a Firmware Up-
grade.
LAN For each port, there are 2 LEDs, to indicate the connection speed (10BaseT
or 100BaseT) of each port.
100BT - Thiswill be ON if the LAN connection isusing 100BaseT,
and Blinking if datais being transferred viathe corresponding LAN
port.
10BT - Thiswill be ON if the LAN connection is using 10BaseT, and
Blinking if datais being transferred viathe corresponding LAN port.
If neither LED ison, there is no active connection on the correspond-
ing LAN port.
WLAN LED On - Wireless enabled.
Off - No Wireless connections currently exist.
Flashing - Datais being transmitted or received via the Wireless access
point. Thisincludes "network traffic" aswell as user data.
WAN On - ADSL connection isavailable.

Off - No ADSL connection.
Flashing - Datais being transmitted or received viathe ADSL connection.
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Rear Panel

POWER SWITCH

sy ONm=
Reset @
[ J

LAN4 LAN3 LAN2 LAN1

OFF L

Power port

10/100BaseT
L AN connections

Reset Button
(Reset to Defaults)

WAN port
(ADSL port)

Figure 3: Rear Panel

Connect the supplied power adapter here.

Use standard LAN cables (RJ45 connectors) to connect your PCs to
these ports.

Note:

Any LAN port on the Wireless ADSL Router will automatically
function as an "Uplink" port when required. Just connect any port to
anormal port on the other hub, using astandard LAN cable.

This button will reset the Wireless ADSL Router to the factory default
settings.

To do this, press and hold the Reset Button for five (5) seconds, until
the Status LED s lit, then rel ease the Reset Button, and wait the
Wireless ADSL Router to restart using the factory default values.

Connect this port to your ADSL line.



Chapter 2
Installation

This Chapter coversthe physical installation of the Wireless ADSL Router.

Requirements

Network cables. Use standard 10/100BaseT network (UTP) cables with RJ45 connectors.
TCP/IP protocol must beinstalled on all PCs.
For Internet Access, an Internet Access account with an ISP, and aDSL connection.

To usethe Wireless Access Point, all Wireless devices must be compliant with the IEEE
802.11g or IEEE 802.11b specifications.

Procedure

ADSL
Terminator

Figure 4. Installation Diagram

1. Choose an Installation Site
Select a suitable place on the network to install the Wireless ADSL Router.

’@ For best Wireless reception and performance, the Wireless
ADSL Router should be positioned in a central location with
Mote! minimum obstructions between the Wireless ADSL Router
and the PCs.

Also, if using multiple Access Points, adjacent Access Points
should use different Channels.
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2. Connect LAN Cables

Use standard LAN cablesto connect PCs to the Switching Hub ports on the Wireless
ADSL Router. Both 10BaseT and 100BaseT connections can be used simultaneously.

If required, connect any port to anormal port on another Hub, using a standard LAN cable.
Any LAN port on the Wireless ADSL Router will automatically function as an "Uplink"
port when required.

3. Connect ADSL Cable

Connect the supplied ADSL cable from to the WAN port on the Wireless ADSL Router
(the RJ11 connector) to the ADSL terminator provided by your phone company.

4. Power Up

Connect the supplied power adapter to the Wireless ADSL Router and power up.
Use only the power adapter provided. Using a different one may cause hardware damage

5. Check the LEDs

The Power LED should be ON.

The StatusLED should flash, then turn Off. If it stays on or blinking after 60 seconds, there
isahardware error.

For each LAN (PC) connection, one of the LAN LEDs should be ON (provided the PC is
also ON.)

The WLAN LED should be ON
The WAN LED should be ON if ADSL lineis connected.

For more information, refer to Front-mounted LEDs in Chapter 1.



Chapter 3
Setup

This Chapter provides Setup details of the Wireless ADSL Router.

Overview

This chapter describes the setup procedure for:
Internet Access
LAN configuration
Wireless setup

Assigning a Password to protect the configuration data.

PCson your local LAN may also require configuration. For details, see Chapter 4 - PC Con-

figuration.

Other configuration may also be required, depending on which features and functions of the

Wireless ADSL Router you wish to use. Use the table below to locate detailed instructions for

the required functions.

To Do this:

Refer to:

Configure PCs on your LAN.

Chapter 4:
PC Configuration

Check Wireless ADSL Router operation and Status.

Chapter 5:
Operation and Status

Use any of the following Advanced features:
Internet (DMZ, Specia Applications, URL Filter)
Dynamic DNS
Firewall Rules
Firewall Services
Schedule
Virtual Servers
VPN

Chapter 6:
Advanced Features

Use any of the following Administration Configuration
settings or features:

PC Database
Config File
Logging

E-mail
Diagnostics
Remote Admin
Routing

Upgrade Firmware

Chapter 7
Advanced Administration




Wireless ADSL Router User Guide

Configuration Program

The Wireless ADSL Router contains an HTTP server. This enables you to connect to it, and
configureit, using your Web Browser. Your Browser must support JavaScript.

The configuration program has been tested on the following browsers:
Netscape V4.08 or later
Netscape 7
Internet Explorer V5.01 or later

Preparation

Before attempting to configure the Wireless ADSL Router, please ensure that:

Y our PC can establish a physical connection to the Wireless ADSL Router. The PC and the
Wireless ADSL Router must be directly connected (using the Hub ports on the Wireless
ADSL Router) or on the same LAN segment.

The Wireless ADSL Router must beinstalled and powered ON.

If the Wireless ADSL Router's default IP Address (192.168.0.1) is already used by another
device, the other device must be turned OFF until the Wireless ADSL Router isallocated a
new IP Address during configuration.

Using your Web Browser

To establish a connection from your PC to the Wireless ADSL Router:

1. Afterinstalling the Wireless ADSL Router in your LAN, start your PC. If your PC is already
running, restart it.

2. Start your WEB browser.

3. Inthe Addressbox, enter "HTTP://" and the IP Address of the Wireless ADSL Router, asin
this example, which uses the Wireless ADSL Router's default [P Address:

HTTP:. //192.168.0. 1

4.  When prompted for the User name and Password, enter values as follows:
User name admi n
Password password

10
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If you can't connect

If the WirelessADSL Router does not respond, check the following:

The Wireless ADSL Router isproperly installed, LAN connection is OK, and it
ispowered ON. Y ou can test the connection by using the "Ping" command:
Open the M SDOS window or command prompt window.
Enter the command:
ping 192.168.0.1
If no responseisreceived, either the connection is not working, or your
PC's IP addressis not compatible with the Wireless ADSL Router'sIP Ad-
dress. (See next item.)

If your PCisusing afixed |P Address, its | P Address must be within the range
192.168.0.2 to 192.168.0.254 to be compatible with the Wireless ADSL Router's
default 1P Address of 192.168.0.1. Also, the Network Mask must be set to
255.255.255.0. See Chapter 4 - PC Configuration for details on checking your
PC's TCP/IP settings.

Ensure that your PC and the Wireless ADSL Router are on the same network
segment. (If you don't have arouter, this must be the case.)

Ensure you are using the wired LAN interface. The Wireless interface can only
be used if its configuration matches your PC's wirel ess settings.

Setup Wizard

Thefirst time you connect to the Wireless ADSL Router, the Setup Wizard will run automati-
caly. (The Setup Wizard will also run if the Wireless ADSL Router's default settings are
restored.)

1. Step through the Wizard until finished.

Y ou need the data supplied by your | SP. Most connection methods require some data
input.
The common connection types are explained in the following table.

2. Onthefinal screen of the Wizard, run the test and check that an Internet connection can be
established.

3. If the connection test fails:
Check all connections, and the front panel LEDs.
Check that you have entered all data correctly.

11
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Common Connection Types

Type Details ISP Data required
Dynamic Your IP Addressis alocated a) ADSL parameters (VP and VCI)
IP Address automatically, when you connect | may berequired, if they cannot be
toyou I SP. detected automatically.
b) Some ISP's may require you to
use a particular Hogtname or
Domain name, or MAC (physical)
address.
Static (Fixed) Your ISP alocates apermanent IP | @ ADSL parameters (VA and VCI)
IP Address Addressto you. may be required, if they cannot be
Usually, the connection is"Al- detected automatically.
wayson-. b) IP Address allocated to you,
and related information, such as
Network Mask, Gateway |P
address, and DNS address.
PPPOE, PPPOA Y ou connect to the ISP only when | @) ADSL parameters (VA and VCI)
required. The IP addressisusudly | may be required, if they cannot be
allocated automatically. detected automatically.
b) User name and password are
alwaysrequired.
¢) If using a Static (Fixed) IP
address, you need the | P address
and related information (Network
Mask, Gateway |P address, and
DNS address)
IPoA Normally, the connection is a) ADSL parameters (VP and VCl)
(IPover ATM) "Alwayson". may be required, if they cannot be

detected automatically.

b) IP Address allocated to you,
and related information, such as
Network Mask, Gateway IP
address, and DN S address.
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Home Screen

After finishing the Setup Wizard, you will see the Home screen. When you connect in future,
you will seethis screen when you connect. An example screen is shown below.

Router Setup

Wireless Router

Setup Wizard
ADSL Router (ANNEX A)

Internet: IP Address:
Connection Method: IFOA

LAN

Wireless

Password
Wireless:  SSID: Wirelass
Security: Disatled

Mode

Status

Advanced : IP Address: 192.168.0.1

DHCF Server on
Administration

Figure5: Home Screen

Main Menu

The main menu, on the left, contains links to the most-commonly used screen. To see the links
to the other available screens, click "Advanced" or "Administration".
The main menu also contains two (2) buttons:

Log Out - When finished, you should click this button to logout.

Restart - Usethisif you wish to restart the Wireless ADSL Router. Note that restarting the
Router will break any existing connectionsto or through the Router.

Navigation & Data Input

Use the menu bar on the | eft of the screen, and the "Back™ button on your Browser, for
navigation.

Changing to another screen without clicking "Save" does NOT save any changes you may
have made. Y ou must "Save" before changing screens or your datawill be ignored.

’& On each screen, clicking the "Help" button will
display help for that screen.
Note!



Wireless ADSL Router User Guide

LAN Screen

Use the LAN link on the main menu to reach the LAN screen. An example screen is shown
below.

IP Address: [tz f1e8 Jo 1
SubnetMask  [255 255 255 O
¥ DHCF Server

StartIP Address: |192 |Jies [0 [f2
FinishIP Address: [192 ||168 Jo  [254

Save | Cancel | Help |
Figure6: LAN Screen
Data - LAN Screen

TCP/IP

IP Address IP address for the Wireless ADSL Router, as seen from the local LAN.
Use the default value unless the address is already in use or your LAN
isusing adifferent P address range. In the latter case, enter an unused
IP Address from within the range used by your LAN.

Subnet Mask The default value 255.255.255.0 is standard for small (class"C") net-

works. For other networks, use the Subnet Mask for the LAN segment
to which the Wireless ADSL Router is attached (the same value as the
PCson that LAN segment).

DHCP Server - If Enabled, the Wireless ADSL Router will allocate IP Addresses to
PCs (DHCP clients) on your LAN when they start up. The default
(and recommended) value is Enabled.

If you are already using a DHCP Server, this setting must be
Disabled, and the existing DHCP server must be re-configured to
treat the Wireless ADSL Router as the default Gateway. See the
following section for further details.

The Start |P Address and Finish | P Addressfields set the values
used by the DHCP server when allocating |P Addresses to DHCP
clients. This range also determines the number of DHCP clients
supported.

See the following section for further details on using DHCP.

DHCP

What DHCP Does
A DHCP (Dynamic Host Configuration Protocol) Server alocatesavalid IP addressto aDHCP
Client (PC or device) upon request.

The client request is made when the client device starts up (boots).

The DHCP Server provides the Gateway and DNS addresses to the client, aswell as
alocating an IP Address.

14
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The Wireless ADSL Router can act asaDHCP server.

Windows 95/98/M E and other non-Server versions of Windows will act asa DHCP client.
Thisisthe default Windows setting for the TCP/IP network protocol. However, Windows
usestheterm Obtain an IP Address automatically instead of "DHCP Client".

Y ou must NOT have two (2) or more DHCP Servers on the same LAN segment. (If your
LAN does not have other Routers, this means there must only be one (1) DHCP Server on
your LAN.)

Using the Wireless ADSL Router's DHCP Server
Thisisthe default setting. The DHCP Server settings are on the LAN screen. On this screen,
you can:

Enable or Disable the Wireless ADSL Router'sDHCP Server function.

Set the range of 1P Addresses allocated to PCs by the DHCP Server function.

’@ You can assign Fixed IP Addresses to some devices
while using DHCP, provided that the Fixed IP Addresses
Mote! are NOT within the range used by the DHCP Server.

Using another DHCP Server

Y ou can only use one (1) DHCP Server per LAN segment. If you wish to use another DHCP
Server, rather than the Wireless ADSL Router's, the following procedureis required.

Disable the DHCP Server feature in the Wireless ADSL Router. This setting ison the LAN
screen.

Configure the DHCP Server to provide the Wireless ADSL Router's |P Address as the
Default Gateway.

To Configure your PCs to use DHCP
Thisisthe default setting for TCP/IP for al non-Server versions of Windows.
See Chapter 4 - Client Configuration for the procedure to check these settings.
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Wireless Screen

The Wireless ADSL Router's settings must match the other Wirelessstations.

Note that the Wireless ADSL Router will automatically accept both 802.11b and 802.11g con-
nections, and no configuration isrequired for this feature.

To change the Wireless ADSL Router's default settings for the Wireless Access Point feature,
use the Wireless link on the main menu to reach the Wireless screen. An example screenis
shown below.

Wireless
Identification EeFeaT [Usa =
Station Name: ADSL Router [ANMNEX A)
SSID (Senvice Set dentifier)  [Wireless
Options VRIS [an211g & 802116 7]
Channel Mo 1>

¥ Broadcast SSID

Wireless Security Ieluetg=ilaes Disabled

Configure |

LUECEERLINIE 7 Enable Wireless Access Point
Allows access by
& ALL Wireless stations

© Trusted Wireless stations only Set Stations |
Savel Cancel | Help |

Figure7: Wireless Screen

Data - Wireless Screen

Identification

Regulatory Select the correct domain for your location. It is your responsibility to
Domain ensure:
That the Wireless ADSL Router isonly used in domains for which
islicensed.
That you select the correct domain, so that only the legal channels
for that domain can be sel ected.
Station name Thisisthe same asthe " Device Name" for the Wireless ADSL Router.
SSID - If using an ESS (Extended Service Set, with multiple access points)
(ESSID) thisID iscalled an ESSID (Extended Service Set Identifier).
To communicate, all Wireless stations should use the same
SSID/ESSID.

16
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Options

Mode

Sel ect the desired mode:
g & b-Both 802.11.g and 802.11b Wireless stations will be able to
use the Wireless ADSL Router.
gonly - Only 802.11g Wireless stations can use the Wireless ADSL
Router.

b only- Only 802.11b connections are available. 802.11g Wirel ess
Stations will only be able to use the Wireless ADSL Router if they
are fully backward-compatible with the 802.11b standard.

Channdl No.

Select the Channel you wish to use on your Wireless LAN.

If you experience interference (shown by lost connections and/or
slow datatransfers) you may need to experiment with different
channelsto see which isthe best.

If using multiple Access Points, adjacent Access Points should use
different Channelsto reduce interference.

Broadcast SSID

If enabled, the Wireless ADSL Router will broadcast its SSID. This
allows PCs and other wireless stations to detect this Access Point and
use the correct SSID.

If disabled, PC userswill have to manually enter the SSID and other
details of the wirelessinterface before they can connect to this Access
Point.

Wireless Security

Current Setting

The current Wireless security is displayed. The default valueis dis-
abled.

Configure
Button

Click this button to access the Wireless security sub-screen, and view
or change the settings. See the following section for details.

Access Point

Enable Wireless

Access Point

Enablethisif you want to use Wireless Access Point function. If
disabled, no Wireless stations can use the Access Point function, and
all connections must be make viathewired LAN.

Allow access
by ...

Use this feature to determine which Wireless stations can use the

Access Point. The options are:

- All Wireless Stations - All wireless stations can use the access
point, provided they have the correct SSID and security settings.

Trusted Wireless stationsonly - Only wireless stations you
designate as "Trusted" can use the Access Point, even if they
have the correct SSID and security settings.

Thisfeature usesthe MAC address to identify Wireless stations.
The MAC addressis alow-level network identifier which is unique
to each PC or network device.

To define the trusted wireless stations, use the " Set Stations" but-
ton.

Set Stations
Button

Click this button to manage the trusted PC database.

17
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Wireless Securit

This screen is accessed by clicking the "Configure" button on the Wireless screen. There are 3
options for Wireless security:

Disabled - no dataencryption is used.
WEP - datais encrypted using the WEP standard.

WPA-PSK - datais encrypted using the WPA -PSK standard. Thisis alater standard than
WEP, and provides much better security than WEP. If all your Wireless stations support
WPA -PSK, you should use WPA -PSK rather than WEP.

WEP Wireless Security

Wireless Security

Security System |WEP *I
Authentication Type: |Automatic v[

WEP Data Encryption: 128 bit (26 Hex chars) =]
Key 1 & |a7BFE014F2949172FT9965CE95

Key 2 ¢ |
Key 3 |
Keyd: O |
Passphrase: I Generate Keys |
Cancel |
Help | Closel
Figure 8: WEP

Data - WEP Screen

WEP Data Encryption

WEP Data En-
cryption

Select the desired option, and ensure the Wirel ess Stations use the
same setting.

64 Bit - datais encrypted, using the default key, before being
transmitted. Y ou must enter at |east the default key. For 64 Bit En-
cryption, the key sizeis 10 charsin HEX (0~9 and A~F).

128 Bit - datais encrypted, using the default key, before being
transmitted. Y ou must enter at |east the default key. For 128 Bit En-
cryption, the key sizeis 26 charsin HEX (0~9 and A~F).

Authentication
Type

Normally, this should be |eft at the default value of "Automatic”. If
changed to "Open System" or "Shared Key", ensure that your Wireless
Stations use the same setting.

Default Key

Select the key you wish to be the default. Transmitted dataisALWAY S
encrypted using the Default Key; the other Keys are for decryption
only.

Y ou must enter aKey Valuefor the Default Key.
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Key Value Enter the key value or values you wish to use. The Default Key is
required, the other keys are optional. Other stations must have the same

key.
Passphrase If desired, you can generate akey from a phrase, instead of entering the

key value directly. Enter the desired phrase, and click the "Generate
Keys" button.

WPA-PSK Wireless Security

Wireless Security

Security System |WPAPSK =

Psk |eBIEj 1y 3w 3zP2ml9v6Eab

Encryption: | TKIP »

Sawe | Cancel
Help | Close

Figure 9: WPA-PSK
Data - WPA-PSK Screen

Security WPA-PSK
System

Like WEP, datais encrypted before transmission. WPA is more secure
than WEP, and should be used if possible. WPA -PSK isthe version
of WPA , which does NOT require a Radius Server on your LAN.

PSK Enter the PSK (network key). Datais encrypted using akey derived
from the network key. Other Wireless Stations must use the same
network key. The PSK must be from 8 to 63 charactersin length.

WPA Encryption The WPA -PSK standard allows different encryption methods to be
used. Select the desired option. Wireless Stations must use the same
encryption method.
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Trusted Wireless Stations

This feature can be used to prevent unknown Wireless stations from using the Access Point.
Thislist has no effect unless the setting Allow access by trusted stations only is enabled.

To changethelist of trusted wireless stations, use the Modify List button on the Access Con-
trol screen. You will see ascreen like the sample below.

Trusted Wireless Stations

Trusted Wireless Stations

Other Wireless Stations

MName:

Address: {PhysicalMAC address)

«]

»]
El

——

Add Clear

Help | Close

Figure 10: Trusted Wireless Stations

Data - Trusted Wireless Stations

Trusted Wireless
Stations

Thislists any Wireless Stations which you have designated as
“Trusted”.

Other Wireless

This list any Wireless Stations detected by the Access Point, which

Stations you have not designated as " Trusted".
Name The name assigned to the Trusted Wireless Station. Use thiswhen
adding or editing a Trusted Station.
Address The MAC (physical) address of the Trusted Wireless Station. Use
this when adding or editing a Trusted Station.
Buttons
<< Add aTrusted Wireless Station to the list (move from the "Other
Stations” list).
Select an entry (or entries) in the "Other Stations" list, and click
the" << button.
Enter the Address (MAC or physical address) of the wireless
station, and click the"Add " button.
>> Delete a Trusted Wireless Station from the list (move to the "Other

Stations” list).
Select an entry (or entries) in the " Trusted Stations" list.
Click the" >>" button.
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Edit

Use thisto change an existing entry in the "Trusted Stations" list:
1. Select the Station in the Trusted Station list.

2. Click the Edit button. The address will be copied to the " Ad-
dress' field, and the Add button will change to Update.

3. Hdit the address (MAC or physical address) as required.
4. Click Updateto save your changes.

Add (Update)

To add a Trusted Station which is not in the "Other Wireless Sta-
tions" list, enter the required data and click this button.

When editing an existing Wirel ess Station, this button will change
from Add to Update.

Clear

Clear the Name and Address fields.
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Password Screen

The password screen allows you to assign a password to the Wireless ADSL Router.

Password

GEERVEIER The password protects the configuration data.
Once set (recommended), you will be prompted for the
password when you connect.

Old Password |
Mew password: |
Verify password: |

Savel Cancel | Help |

Figure 11: Password Screen

Old Password Enter the existing password in thisfield.

New password Enter the new password here.

Verify password Re-enter the new password here.

Y ou will be prompted for the password when you connect, as shown below.
Enter Metwork Password B

Fleaze type pour user name and pazsward,

Site: 192.168.0.1
Fealm MNeedPassword
Uszer Mame ||

Pazzword I

™ Save this passward in your password ligt

Ok I Cancel

Figure 12: Password Dialog

The"User Name" isalways admi n
Enter the password for the Wireless ADSL Router, as set on the Password screen above.
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Use this screen to change the mode between Router mode and Modem (Bridge) mode.

Device Mode WaPWINNENTS

Device Mode: |Router (Madern + Router) =

Save

Figure 13: Mode Screen

Select the desired option, and click "Save".

Router Both the ADSL Modem and the Router features are operational. In this mode,
this device can provide shared Internet Accessto all your LAN users. Also,
by default, it acts a DHCP Server, providing an | P address and related infor-
mation to all Wirelessand LAN users.

Modem Only the ADSL Modem component is operational.

All Router features are disabled. Thisdevice is "transparent” - it does
not perform any operations or make any changes to the network traffic
passing through it.

Y ou need to have aDHCP Server on your LAN to provide | P addresses
to the Wireless clients using this Access Point.

All traffic received on either the Wirelessor LAN interface will be sent
over the ADSL connection.

Notes:

Generally, you should NOT use modem mode. Only select this mode if you are surethisis
what you want.

After changing the mode, this device will restart, which will take afew seconds. The menu
will also change, depending on the mode you arein.

The Wireless Access Point can function in either Router or Modem mode. But generally it
isnot agood idea to combine a Modem with an Access Point, because all data received
from the wireless stations will be sent over the modem connection. (Since the modem is
transparent, it does not examine the traffic to determine whether the traffic isfor the LAN or
the WAN.)

For details on using Modem Mode, see Chapter 8.



Chapter 4
PC Configuration

This Chapter detailsthe PC Configuration required on the local ("Internal™)
LAN.

Overview

For each PC, the following may need to be configured:
TCP/IP network settings
Internet Access configuration
Wireless configuration

Windows Clients

This section describes how to configure Windows clients for Internet access viathe Wireless
ADSL Router.

Thefirst step isto check the PC's TCP/IP settings.

The Wireless ADSL Router uses the TCP/IP network protocol for all functions, so it is essential
that the TCP/IP protocol be installed and configured on each PC.

TCP/IP Settings - Overview

If using the default Wireless ADSL Router settings, and the default Win-
dows TCP/IP settings, no changes need to be made.

By default, the Wireless ADSL Router will act asa DHCP Server, automatically providing a
suitable IP Address (and related information) to each PC when the PC boots.

For all non-Server versions of Windows, the default TCP/IP setting isto act asa DHCP
client.

If using a Fixed (specified) IP address, the following changes are re-
quired:

The Gateway must be set to the | P address of the Wireless ADSL Router

The DNSshould be set to the address provided by your I SP.

’& If your LAN has a Router, the LAN Administrator must re-
configure the Router itself. Refer to Chapter 8 - Advanced
MNotel Setup for details.
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Checking TCP/IP Settings - Windows 9x/ME:

5. Select Control Panel - Network. Y ou should see a screen like the following:

Network

Configuratian | Identificatian | Access Control |

The following network components are installed:

4~ MetBEUI -> PCI Fast Ethemet Adapter |
W NetBEL -> DiakUp Adapter

i~ NetBEUI-> Dial-Up Adapter #2 (VPN Supporf

A TCE/IF -> FCI Fast Ethernet Adapter

= TCP{IF -> Dial-Up Adapter

i TCR/IP -» DiaHJp Adapter #2 (VPN Suppor)

U= File and printar sharing for NetWare Netwarks -
1| | 3

A Femowve Froperties

Figure 14: Network Configuration

6. Select the TCP/IP protocol for your network card.
7. Click on the Properties button. Y ou should then see a screen like the following.

TCP/IP Properties
Bindings | Advanced | NetBIOS |  DNS Configuration |
Giateway | WilS Canfiguration IP Address

An P address can be automatically assigned to this computer. If
wour network does not automatically assign IP addresses, ask your
network administrator for an address. and then type itin the space
below.

= Ohtain an IP address automatically

= Specify an [P address:

B Adddress: ‘ I i ! ‘

Subnet fMask: ‘ i i ' ‘

Figure 15: IP Address (Win 95)
Ensure your TCP/IP settings are correct, asfollows:

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisis the default
Windows setting. Using thisisrecommended. By default, the Wireless ADSL Router will act as

aDHCP Server.
Restart your PC to ensure it obtains an I|P Address from the Wireless ADSL Router.

Using "Specify an IP Address”

If your PC is aready configured, check with your network administrator before making the

following changes:
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On the Gateway tab, enter the Wireless ADSL Router's | P address in the New Gateway

field and click Add, as shown below. Your LAN administrator can advise you of the IP Ad-

dress they assigned to the Wireless ADSL Router.

TCP{IP Properties [ 2] x|
Bindings | Advanced | MetBIOS | DNS Configuration |
Gatewsy |  WINS Configuration | IPAddess |

The first gateway in the Installed Gateweany listwill be the default. The
address order in the listwill be the arder in which these machines
are used.

Mew gatewan:

[192.168. 0 . 1 | |

Installed gateways:

e

Figure 16: Gateway Tab (Win 95/98)

On the DNS Configuration tab, ensure Enable DNSis selected. If the DNS Server Search

Order list is empty, enter the DNS address provided by your ISP in the fieldsbeside the

Add button, then click Add.

TCP}IP Properties m
Gateway ] WINS Configuration ] IF Address ]
Bindings | Advanced | NetBIOS DNS Configuration
" Djsable DNS

& Enable DMNS

Host: Domain:

DMNS Server Search Order

d .. . D aod |

Figure17: DNS Tab (Win 95/98)
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Checking TCP/IP Settings - Windows NT4.0

1. Select Control Panel - Network, and, on the Protocols tab, select the TCP/IP protocol, as
shown below.

Metwork E E2
Identification I Services Protocols | Adapters I Bindings I
Metwiork Protocals:
W~ MetBEUI Protocal
T NwLink IF/SP Compatible Transport
H MwLink NetBIOS
------ ETCP/IP Protocal
Add... Bemove Properties. .. Hpdate
Description:
Tranzport Control Pratocal/internet Pratocal. The default wide
area network, protocol that provides communication acrozsz
diverse interconnected nebwarks.
Ok I Cancel

Figure 18: WindowsNT4.0- TCP/IP
2. Click the Properties button to see a screen like the one below.
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Microzoft TCP/IP Properties

IP Acddhess | ONS | WING Address | DHCP Relay | Routing |

An IP address can be automatically azzigned ta this network. card
by a DHCP gerver. If pour netvork, does not have 3 DHCP sepver,
ask your network administrator for an address, and then type it in
the zpace below,

Adapter:
PCI Fast Ethernet Adapter j

&' Dbtain an IP addiess from a DHCP server
' Specify an IP address

[P Aeddress: |

Sutret hash: |

[Eraul Eater |

0k Cancel Ll

Figure 19: WindowsNT4.0- |P Address
3. Select the network card for your LAN.
4. Select the appropriate radio button - Obtain an |P address froma DHCP Server or Specify
an [P Address, as explained below.

Obtain an IP address from a DHCP Server

Thisisthe default Windows setting. Using thisisrecommended. By default, the Wireless
ADSL Router will act asa DHCP Server.

Restart your PC to ensure it obtains an |P Address from the Wireless ADSL Router.

Specify an IP Address

If your PC isalready configured, check with your network administrator before making the
following changes.

1. The Default Gateway must be set to the IP address of the Wireless ADSL Router. To set
this:
Click the Advanced button on the screen above.

On the following screen, click the Add button in the Gateways panel, and enter the
Wireless ADSL Router's | P address, as shown in Figure 20 below.

If necessary, use the Up button to make the Wireless ADSL Router thefirst entry in
the Gateways list.
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Advanced IP Addressing EH E
Adapter: IF'EII Fazt Ethernet Adapter j
BT=Y TCP/IP Gateway Address [E E3 |-

Gateway Address: I |
ol Cancel |
— Gateways
(W] eip
Bt |
Add.. Edit.. Femove |

Enable Secunty
[Eantigure.. |
Ok, I Cancel |

Figure 20 - Windows NT4.0- Add Gateway

2. The DNS should be set to the address provided by your ISP, asfollows:
Click the DNStab.

On the DNS screen, shown below, click the Add button (under DNS Service Search
Order), and enter the DNS provided by your | SP.

Microzoft TCP/IP Properties

IPaddiess DNS | WiNG Address | DHCP Relay | Routing |

Darmain Mame System [DMS]

Host Mame: Dromair:

— DMS Service Search Order

(W] eip

[ |

Aad. | [ Ese | [ REmee |
TCFP/IP DHS Server EHE
g

DMS Server: i

Cancel | M

0k I Cancel | Apply

Figure21: Windows NT4.0- DNS
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Checking TCP/IP Settings - Windows 2000:

1. Select Control Panel - Network and Dial-up Connection.

2. Right - click the Local Area Connection icon and select Properties. Y ou should see a
screen like the following:

Local Area Connection Properties ﬂ E

General |

Connect using:

IEB PO Fast Ethernet Adapter

Components checked are used by thiz connection;

Client for Microzoft Metwark s
File and Printer Sharing for Microsoft Metworks

B |rteret Protacol [TCPARP)

Install... | Unirstall Propertiez

— Dezcription

Trangmizzion Control Pratocaol/Intermet Protocol. The default
wide area network. pratocal that provides communication
across diverse interconnected netwaorks,

[™ Show icon in taskbar when connected

ak. | Cancel |

Figure 22: Network Configuration (Win 2000)

3. Select the TCP/IP protocol for your network card.
4. Click onthe Properties button. Y ou should then see a screen like the following.

Internet Protocol {TCP/IP) Properties EH
General I

‘fou can get IP settings assigned automatically if your network. supparts
this capability. Othenwise, you need to ask your network. administrator for
the appropriate [P settings.

' Dbtain an IP address automatically

— Use the fallawing IP address:

|F address: I . . .
Subret mask: I . . .
[ efault gateway: I ) ) )

& Obtain DMS server address automatically

—(" Lse the following DNS zerver addresses:

Freferred DS senvern I . . .
Slternate DMS semvern I . . .

Ok | Cancel |

Figure 23: TCP/IP Properties (Win 2000)
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5. Ensureyour TCP/IP settings are correct, as described below.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisisthe default
Windows setting. Using thisisrecommended. By default, the Wireless ADSL Router will act as
aDHCP Server.

Restart your PC to ensureit obtains an IP Address from the Wireless ADSL Router.

Using a fixed IP Address ("Use the following IP Address")
If your PC isalready configured, check with your network administrator before making the
following changes.

Enter the Wireless ADSL Router's | P addressin the Default gateway field and click OK.
(Your LAN administrator can advise you of the IP Address they assigned to the Wireless
ADSL Router.)

If the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your | SP, then click OK.

31



Wireless ADSL Router User Guide

Checking TCP/IP Settings - Windows XP
1. Select Control Panel - Network Connection.

2. Rightclick the Local Area Connection and choose Properties. Y ou should see a screen
likethefollowing:

- Local Area Connection Properties

Bereial | Authenbcation | Advanced
Cornect uzing:
B9 PC| Fast Adapher

Thiz connection uzes the folowing bemms:

F % Chert for Miciosoft Networks

[ File ard Prnter Shanng for Microsoft Nebworks
(o5 Packel Scheduler

= Intemeat Protocal (TCPAP)

v

-
Dezenption
Tranzmizsion Conlral Frolocol/|rtemet Pratocol. The default

wide sies netwoik protocol that piovides communication
ascioes diverse mierconnected nebworks.

[] Shaw icon in nolification srea when connected

[ ok || caca |

Figure 24: Network Configuration (Windows XP)
3. Select the TCP/IP protocol for your network card.

4. Click onthe Properties button. Y ou should then see a screen like the following.
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Internet Protocol (TCP/IP) Properties

General | Altermate Configuration

ou can get IP zettings azsigned automatically if your network supports
thiz capahility. Othensize, you need to ask vour netwark, administrator for
the appropriate [P zettings.

(&) {0btain an |F addiess automaticali

(" Uge the following IP address:

(%) Obtain DNS server address automatically
{7 Use the following DNS server addresses:

I Ok J’ Cancel l

Figure 25: TCP/IP Properties (Windows XP)

5. Ensureyour TCP/IP settings are correct.

Using DHCP

To use DHCP, select the radio button Obtain an IP Address automatically. Thisisthe default
Windows setting. Using thisisrecommended. By default, the Wireless ADSL Router will act as
aDHCP Server.

Restart your PC to ensureit obtains an |P Address from the Wireless ADSL Router.

Using a fixed IP Address ("Use the following IP Address")

If your PC isaready configured, check with your network administrator before making the
following changes.

In the Default gateway field, enter the Wireless ADSL Router's | P address and click OK.
Your LAN administrator can advise you of the IP Address they assigned to the Wireless
ADSL Router.

If the DNS Server fields are empty, select Use the following DNS server addresses, and
enter the DNS address or addresses provided by your ISP, then click OK.
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Internet Access

To configure your PCsto use the Wireless ADSL Router for Internet access:

Ensure that the DSL modem, Cable modem, or other permanent connection isfunctional.

Use the following procedure to configure y our Browser to accessthe Internet viathe LAN,
rather than by a Dial-up connection.

For Windows 9x/ME/2000

Select Start Menu - Settings - Control Panel - Internet Options.
Select the Connection tab, and click the Setup button.

Select "I want to set up my Internet connection manually, or | want to connect through a
local areanetwork (LAN)" and click Next.

Select "I connect through alocal areanetwork (LAN)" and click Next.

Ensure all of the boxes on the following Local areanetwork Internet Configuration screen
are unchecked.

Check the "No" option when prompted "Do you want to set up an Internet mail account
now?".

Click Finish to close the Internet Connection Wizard.

Setup is now completed.

For Windows XP

© © N bk wDNRE

Select Start Menu - Control Panel - Network and I nternet Connections

Select Set up or change your Internet Connection.

Select the Connection tab, and click the Setup button.

Cancel the pop-up "Location Information” screen.

Click Next on the "New Connection Wizard" screen.

Select "Connect to the Internet” and click Next.

Select "Set up my connection manually" and click Next.

Check "Connect using a broadband connection that is always on" and click Next.

Click Finish to close the New Connection Wizard.
Setup is now completed.

Accessing AOL

To access AOL (AmericaOn Line) through the Wireless ADSL Router, the AOL for Windows
software must be configured to use TCP/IP network access, rather than a dial-up connection.
The configuration processis as follows:

Start the AOL for Windows communication software. Ensurethat itisVersion 2.5, 3.0 or
later. This procedure will not work with earlier versions.

Click the Setup button.

Select Create Location, and change the location name from "New Locality" to "Wireless
ADSL Router".

Click Edit Location. Select TCP/IP for the Network field. (Leave the Phone Number blank.)

Click Save, then OK.
Configuration is now compl ete.

Before clicking "Sign On", always ensure that you are using the "Wireless ADSL Router"
location.
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Macintosh Clients

From your Macintosh, you can access the Internet viathe Wireless ADSL Router. The proce-
dureisasfollows.

1. Openthe TCP/IP Control Panel.
2. Select Ethernet from the Connect via pop-up menu.

3. Select Using DHCP Server from the Configure pop-up menu. The DHCP Client ID field can
be left blank.

4. Closethe TCP/IP panel, saving your settings.

Note:

If using manually assigned | P addresses instead of DHCP, the required changes are:
Set the Router Addressfield to the WirelessADSL Router's |P Address.
Ensure your DNS settings are correct.

Linux Clients

To access the Internet viathe Wireless ADSL Router, it isonly necessary to set the Wireless
ADSL Router asthe"Gateway".

Ensureyou arelogged in as"root" before attempting any changes.

Fixed IP Address
By default, most Unix installations use afixed I|P Address. If you wish to continue using afixed
IP Address, make the following changes to your configuration.

Set your "Default Gateway" to the IP Address of the Wireless ADSL Router.

Ensure your DNS (Name server) settings are correct.

To act as a DHCP Client (recommended)

The procedure below may vary according to your version of Linux and X -windows shell.
1. Start your X Windowsclient.
Select Control Panel - Network
Select the "Interface” entry for your Network card. Normally, thiswill be called "ethQ".
Click the Edit button, set the "protocol" to "DHCP", and save this data.
To apply your changes

Usethe "Deactivate" and "Activate" buttons, if available.

OR, restart your system.

Other Unix Systems

To access the Internet viathe Wireless ADSL Router:
Ensure the " Gateway" field for your network card is set to the P Address of the Wireless
ADSL Router.

Ensure your DNS (Name Server) settings are correct.

o s~ w b
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Wireless Station Configuration

This section appliesto all Wireless stations wishing to use the Wireless ADSL Router's Access
Point, regardless of the operating system which is used on the client.

To use the Wireless Access Point in the Wireless ADSL Router, each Wirel ess Station must
have compatible settings, asfollows:

Mode The mode must be set to I nfrastructure (rather than Ad-hoc)

Access points only operate in I nfrastructure mode.

SSID (ESSID) This must match the value used on the Wireless ADSL Router. The
default valueis W r el ess.

Note! The SSID iscase sensitive.

Wireless By default, Wireless security on the Wireless ADSL Router is disabled.
Security - If Wireless security remains disabled on the Wireless ADSL Rouiter,
all stations must have wireless security disabled.

If Wireless security is enabled on the Wireless Router (either WEP or
WPA -PSK), each station must use the same settings as the Wireless
ADLS Router.

Wireless Configuration on Windows XP

If using Windows X P to configure the Wireless interface on your PC, the configuration proce-
dureisasfollows:

1. Openthe Network Connectionsfolder. (Start - Settings - Network Connections).

" Metwork Cennections El EIE'
Ae Ed Wiow Fowrkes Toos  Advenced  Help i

&

2 Bamch (7 Pekers X6

fcklizss | I Rt mork Conrecors bl 2
[ Topa =tk Lm Carvicm H s Fhone # or Hast Adcms
LAH ar High-Speed Intermet

skes L 7M1 CONTes 000 L o Highr3pesd Inbesred;. Deabbed 1334 et Aclapied
f L b waredess Hetwork<Zanne otion L o HighrSpesd Inderned Winekess connection urenalsble  InoeliF) PRI Winskees ..
b LOOE e T Lol Ares Cordwecion Civsds Fsadted, FLTLAI B0 K
rizard
Slrmp Cornsdion Wosd
Bridge Sannsdtiones
3 kS
e = Crests Shortost b —_— ...
§ Ar theoare s nebwons ot i
e e
Propartiss

Figure 26: Network Connections (Windows XP)

2. Right-click the Wireless Network Connection, check that it is enabled (menu option says
Disable, rather than Enable) and then select View Available Wireless Networks.

3. Youwill then see alist of wireless networks.
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11b Wireless Metwork Connection

The following wireless network[z] are available. To access a
wireless network, selact it from the list, and then click Connect.

Available wirgless networks:

1 tinatP A

1 tony 81443 b

Thiz wireless network, is not secure. Because a netwark

! key PWEP] iz not used for authentication or for data
enciyption, data sent owver this network might be subject ta
unauthorized access.

[ ] &sllow me ta connect ta the selected wireless network,
even thaugh it iz nat secure

If pow are having difficulty connecting to a network, click ddvanced.

Figure27 Wireless Networ ks (Windows XP)

g If the "Broadcast SSID" setting on the Wireless ADSL
Router has been disabled, its SSID will NOT be listed.
MNotel See the following section "If the SSID is not listed" for
details of dealing with this situation.

4. The next step depends on whether or not Wireless security has been enabled on the
WirelessADSL Router.

If Wireless Security is Disabled

If Wirelesssecurity on the Wireless ADSL Router is disabled, Windows will warn you that the
Wireless network is not secure.

11b Wireless Metwork Connection

The following wireless network[z] are available. To access a
wireless network, selact it from the list, and then click Connect.

Available wirgless networks:

i tinadP A

1 tony 8143 |
'f This wirelezs netwark, iz not secure. Because a netwark
.

key [WEP) iz not uzed for authentication or for data
enciyption, data zent aver thiz network. might be subject ta
unauthorized access.

[ ] &sllow me ta connect ta the selected wireless network,
even thaugh it iz nat secure

If pow are having difficulty connecting to a network, click ddvanced.

Figure 28 I nsecure Wir eless Networ k (Windows XP)
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To connect:

Check the checkbox Allow me to connect to the selected wirel ess network, even though it
isnot secure.

The Connect button will then be available. Click the Connect button, and wait afew sec-
onds for the connection to be established.

If using WEP Data Encryption

If WEP data encryption has been enabled on the Wireless ADSL Router, Windows will detect
this, and show a screen like the following.

11b Wireless Network Connection

The fallawing wireless network(z] are available. To access a
wireless nebwork, select it from the list, and then click Connect.

Ayailable vireless network.s:

[ 1 tinasp A

1 tony 814+3 |
Thig wirelesz network requires the use of a network key (WEF). To

acoess this network, type the key, then click Connect.

Metwork kew:

| []Enable [EEE 802 1% authentication for thiz netwark | —— This setting must he
DISABLED

If you are having difficulty connecting to a network, click Advanced.

[ LConnect l[ Cancel ]

Figure 29: WEP (Windows XP)

To connect:
Enter the WEP key, as set on the Wireless ADSL Router, in the Network Key field.
Re-enter the WEP key into the Confirm Network key field.
Disablethe checkbox Enable |EEE 802.1x authentication for this network.
Click the Connect button.

If thisfails, click the Advanced button, to see a screen like the following:
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- 11b Wireless Network Connection Properties

Use Windows to configure my wireless network settings

Ayvailable networks:
To cannect to an available netwark, click Canfigure.

1 tony BE1441 ‘\l Configure
| S|

Frefered natwarks:

Automatically connect to available networks in the order listed
below:

Add... ][ Remove H Properties ]

Learn about setting up wireless network
confiquration.

[ Ok H Cancel ]

Figure 30: Advanced - Wir eless Networ ks

Select the SSID for the Wireless ADSL Router, and click Configure, to see a screen like the
following:

Wireless network properties

Assooiation | Authentication|

Metwork name (S510):

Wirelezs network key

Thiz netwark requires a key for the fallowing:

Metwark Authentication: ! Open ~ !
Data encryption: EWEP |

|
Metwark ke | |

Canfirm nebwork key: | |
L

Key index [adwanced): i 1 E= |

| [ The key iz provided for me automatically

UNCHECK

these options i ;
P " [] Thiz iz a computer-ta-computer [ad hac) netwark; wirsless

access points are not used

[ Ok, H Cancel ]

Figure 31: Wireless Network Properties- WEP

Configure this screen as follows:

Set Network Authentication to match the Wireless ADSL Router. (If the setting on the
Wireless ADSL Router is"Autao", then either Open or Shared can be used.)

For Data Encryption, select WEP.
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For the Network key and Confirm network key, enter the default key value used on the
if 64bit or 128bit encryption isused.)

The Key index must match the default key index on the Wireless ADSL Router. The default

Wireless ADSL Router. (Windowswill determine

vaueisl.

Ensure the options The key is provided for me automatically and Thisis a computer-to-

computer (ad hoc) network are unchecked.
Click OK to save and close this dialog.

This wireless network will now be listed in Preferred Networkson the screen below.

- 11b Wireless Network Connection Properties E|rg|

| General| Wireless Metworks | Advanced
Use Windows to configure my wircless netwark settings

Available netwarks: |
To connect bo an available network, click Configure.

e
A 'vi

| 1 tony 814w3

Freterred networks:

Autornatically connect to available networks in the order listed
belo

Move down
1

[ Add... l [ Bemave ] [ Properties ]
Learn about zetting up wireless network

[ Ok H Cancel l

Figure 32: Preferred Networks

Click OK to establish a connection to the Wireless ADSL Router.
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If using WPA-PSK Data Encryption

If WPA-PSK data encryption has been enabled on the Wireless ADSL Router, it does not
matter which network is selected on the screen below. Just click the Advanced button.

11b Wireless Network Connection

The following wireless network[z] are available. To access a
wireless network, select it from the list, and then click Connect,

Avallable wireless nebworks:

1 tinatP

[
1 tony 81443 b |

Thig wirgless network requires the uze of a network, key (WEF). To
acoess this network, type the key, then click Connect.

Metwork ke

[]Enable IEEE 802.1x authentication for this netwark

If you are having difficulty connecting to a network, click Advanced.

[ LConnect ][ Cancel l

Figure 33: Wireless Networks (Windows XP)

Y ou will then see a screen like the exampl e bel ow.

- 11b Wireless Network Connection Properties E|fg|

Uze Windows to configure my wireless network, settings

Available netwarks:

To connect o an available network, click Configure.

i tony E1441 o | Lonfigure

S| G

1 albert_1

Erefered networks:

Automatically connect to available networks in the order listed
below:

Move up

b

ove down

Add... ][ Bemave H Properties ]

Learn about setting up wirsless network
configuration.

[ Ok H Cancel ]

Figure 34: Advanced - Wireless Networ ks

Select the SSID for the Wireless ADSL Router, and click Configure, to see a screen like the
following:
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Wireless network properties

Agzociation | Authentication |

Metwork. name [S510): ! 2

Wireless nebwork, key

Thiz network requires a key for the following:

Metwork Authentication: iWF'A-PSK w !
Data encroption: | TKIP T |
Metwark key: E.o.oo.o.oo |
Canfirrn netwark key: !uuuou. |

[] This iz a computer-to-computer (ad hoc) network; wirsless
access pointz are not uzed

[ 0K H Cancel ]

Figure 35: WirelessNetwork Properties- WPA-PSK

Configure this screen as follows:
Set Network Authentication to WPA-PSK.
For Data Encryption, select TKIP.

For the Network key and Confirm network key, enter the network key (PSK) used on the
WirelessADSL Router.

Ensure the option Thisis a computer-to-computer (ad hoc) network is unchecked.
Click OK to save and close this dialog.
Thiswireless network will now be listed in Preferred Networkson the screen below.
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- 11b Wireless Network Connection Properties

Use Windows to configure my wireless network settings

Ayvailable networks:
To cannect o an available netwark, click Canfigure.

1 tony 81443 !|

Frefered natwarks:

Automatically connect to available networks in the order listed
below:

Mave dawn

’ Add... ][ Remove H Properties ]

Learn about setting up wireless network
confiquration.
[ [0]:8 ] ’ Cancel ]

Figure 36: Preferred Networks

Click OK to establish a connection to the Wireless ADSL Router.

If the SSID is not listed

If the "Broadcast SSID" setting on the Wireless ADSL Router has been disabled, its SSID will
NOT belisted on the screen bel ow.

11b Wireless Network Connection

The following wireless network(zs] are available, To access a
wirelezs network, selact it from the list, and then click Cannect.

Available wireless nebwaorks:

i tinadP

(||

1 tony 81443

This wireless network requires the uze of a network key MWEP]. Ta
access this network, type the key, then click Connect.

Metwork key:

i
i |
[]Enable IEEE 802 1% authentization for this netweork

If you are having difficulty connecting to a nebwark, click Advanced.

[ LConnect ][ Cancel ]

Figure 37: Wireless Networ ks (Windows XP)

In this situation, you need to obtain the SSID from your network administrator, then follow this
procedure:
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1. Click the Advanced button to see a screen like the example below.

-i- 11b Wireless Network Connection Properties |E|g|

Use Windows to configure my wireless network settings

Available networks
To connect to an available network, click Configure.

1 tony LConfigure
i albert 1

Preferred networks
Autarnatically connect to available network s in the order listed

below:
Add [ Add.. ” Remove ][ Properties ]
Button
Learn about zetting up wireless netwark
configuration.

I Ok ][ Caniel ]

Figure 38: Unlisted Wireless Networ k

2. Click the Add button. Y ou will see a screen like the example below.

Wireless network properties

Azzociation l Authentication |

Metwork name (S510): (I - Enter SSID

Wwireless network key

Thiz netwark requires a key for the following:

Mebwork Authentication: : Open ~ ! i Set to match
: .1 Access Point

Drata encryption:; EW’EF‘ v -

Metwork key: | |

Caonfirm network, key: | |

Key index [advanced): i 1 :I

o [] The key iz provided for me autarmatically

UNCHECK
these options

F

™ [] Thiz is a computer-ta-camputer [ad hoc) netwark; wirsless
access points are not used

I 0K H Canicel ]

Figure 39: Add Wireless Networ k

3. Configurethis screen asfollows:
Enter the correct SSID, as used on the Wireless ADSL Router. Remember the SSID is
case-sensitive, so be sure to match the case, not just the spelling.
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Set Network Authentication and Data Encryption to match the Wireless ADSL
Router.
If using data encryption (WEP or WPA -PSK), enter the key used on the Wireless
ADSL Router. See the preceding sections for details of WEP and WPA -PSK.
Uncheck the options The key is provided for me automatically and Thisisa com-
puter-to-computer (ad hoc) network.
Click OK to save and exit.

4. Thiswireless network will then be listed in Preferred Networkson the screen below.

- 11b Wireless Network Connection Properties E|fg|

| General ! \wireless Networks | Advanced|

Uze Windows ta configure my wireless network. settings

Available netwarks:
To connect bo an available network, click Configure.

1 tinatP

b I Lonfigure

| [rgen)

1 tony 814w3

Freterred networks:
Autornatically connect to available networks in the order listed

Move down
1

[ Add... ” Bemave H Properties ]

Learn about zetting up wireless network
configuration.
[ OF. ] [ Cancel l

Figure40: Preferred Networks
5. Click OK to establish a connection to the Wireless ADSL Router.



Chapter 5
Operation and Status

This Chapter details the operation of the Wireless ADSL Router and the
status screens. For Details of operation in Bridge (Modem) mode, see Chap-
ter 8 - Modem Mode.

Operation - Router Mode

Onceboth theWirelessADSL Router and the PCsare configured, operation isautomatic.

However, there are some situations where additional Internet configuration may be required.
Refer to Chapter 6 - Advanced Featuresfor further details.

Status Screen

Use the Status link on the main menu to view this screen.

Status

DL Dovice Name ADSL Router (ANMEX A)

Firrmwiare Wersion: 0.03.08

Wodem Status Connecting
DiowinStream Connection Speed 0 kbps
UpStream Connection Speed 0 kbps

WC 1 Status Enabled
WC 2 Status Disabled
WC 3 Status Disabled
WC 4 Status Disabled

ADSL Details |

NICINES Connection Method MNone
(vC1)

Zonnection Status: Idle
Internet IP Address: -

Connection Details

IP Address 192.168.0.1
Metwork hask: 2552552550
DHCP Server: on
WAC Address 00:CO:02 2244 66
ALCEERR 1ame (5SI0) Wireless
Region Europe
Channel 1
Wiireless AP enable
Broadcast Mame enable
Aftached Devices | WM Status |
Fefresh Screen | Help |

Figure41: Status Screen
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Data - Status Screen

System

Device Name

The current name of the Router. This name is also the "hostname"
for userswith an "@Home" type connection.

FirmwareVersion

The version of the current firmware installed.

ADSL
Modem Status Thisindicates the status of the ADSL modem comp onent.
DownStream Displays the speed for the DownStream Connection.

Connection Speed

UpStream Connection

If connected, displays the speed for the Up Stream (upload) ADSL

Speed Connection.
VC 1 Status For each VC (Virtual Circuit), the current statusis displayed. This
VC 2 Status will be either "Enabled" or "Disabled".

Note: VC 1lisastandard (Routed) Internet connection. VC 2, VC 3
VC 3 Status . )

and VC 4 are Bridge-mode connections.
VC 4 Status
ADSL Click this button to open a sub-window and view the details of
Details each VC (Virtud Circuit).

Internet (VC1)

Connection Method

Displays the current connection method, as set in the Setup
Wizard.

Connection Status

Thisindicates the current status of the Internet Connection
Active - Connection exists

Idle- No current connection, but no error has been detected.
This condition normally arises when an idle connection is
automatically terminated.

Failed - The connection was terminated abnormally. This
could be caused by Modem failure, or the loss of the connec-
tion to the ISP's server.

If thereisan error, you can click the "Connection Details" button
to find out more information.

Internet |P Address

This|P Addressis allocated by the ISP (Internet Service Provider).
If using adynamic | P address, and no connection currently exists,
thisinformation is unavailable.

Connection Details

Click this button to open a sub-window and view a detailed
description of the current connection. Depending on the type of
connection, a"log" may also be available.

LAN

IP Address The |P Address of the Wireless ADSL Router.

Network Mask The Network Mask (Subnet Mask) for the P Address above.
DHCP Server This shows the status of the DHCP Server function. The value will

be "Enabled" or "Disabled".
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MAC Address This showsthe MAC Address for the Wireless ADSL Router, as
seen on the LAN interface.

Wireless

Name (SSID) If using an ESS (Extended Service Set, with multiple access points)
thisID iscalled an ESSID (Extended Service Set Identifier).

Region The current region, as set on the Wireless screen.

Channel This shows the Channel currently used, as set on the Wireless
screen.

Wireless AP Thisindicates whether or not the Wireless Access Point featureis
enabled.

Broadcast Name Thisindicates whether or not the SSID is Broadcast. This setting
ison the Wireless screen.

Buttons

ADSL Details View the details of each VC (Virtua Circuit).

Connection Details

Click this button to open a sub-window and view adetailed
description of the current connection.

Attached Devices

Thiswill open a sub-window, showing all LAN and Wireless
devices currently on the network.

VPN Status View details of each current VPN Tunnel isasub-window. You
also have the option of viewing the VPN Log.
For further details about VPN, see the VPN section in Chapter 6 -
Advanced Features.

Refresh Screen Update the data displayed on screen.
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Connection Status - PPPoE & PPPoOA

If using PPPOE (PPP over Ethernet) or PPPoA (PPP over ATM), ascreen like the following
examplewill be displayed when the " Connection Details" button is clicked.

Connection Status

PPPoE / PPPoA

Connection Time 000011
Connection to Server ON

Megotiation ON

Authentication O

IF Address 192168 21.11

Metwork hMaslk 255 255255 255
Connect Clisconnect |

Closel Help |

Figure42: PPPoOE Status Screen

Data - PPPoOE/PPPOA Screen

Connection Time Thisindicates how long the current connection has been estab-
lished.

PPPoE Link Status Thisindicates whether or not the connection is currently estab-
lished.

If the connection does not exist, the "Connect" button can be
used to establish a connection.

If the connection currently exists, the "Disconnect” button
can be used to break the connection.

Negotiation Thisindicates the status of the PPPOE Server login.

IP Address The IP Address of this device, as seen by Internet users. This
addressis allocated by your ISP (Internet Service Provider).

Networ k Mask The Network Mask associated with the |P Address above.

Buttons

Connect If not connected, establish a connection to your | SP.

Disconnect If connected to your ISP, hang up the connection.

Close Close this window.

49



Wireless ADSL Router User Guide

Connection Details - Dynamic IP Address

If your access method is"Direct" (no login), with aDynamic | P address, a screen like the
following example will be displayed when the "Connection Details" button is clicked.

Connection Details

nternet |
IF Address 172312205
Subnet Mask 2552552550
Default Gatewway 172312253
DHCP Server 172312205
DNS Server 172312254
Lease Obtained 2002-09-08 12:06:02
Lease Expires 2002-09-1112:02:52
Help | M

Figure 43: Connection Details- Fixed/Dynamic |P Address

Data - Dynamic IP address

Internet

IP Address The current |P Address of this device, as seen by Internet users. This
addressis allocated by your ISP (Internet Service Provider).

Networ k Mask The Network Mask associated with the P Address above.

Default Gateway The | P address of the remote Gateway or Router associated with the
IP Address above.

DHCP Server The IP address of your ISP's DHCP Server.

DNS Server The IP address of the Domain Name Server which is currently used.

L ease Obtained Thisindicates when the current | P address was obtained, and how

Lease Expires long before this | P address allocation (the DCHP lease) expires.

Buttons

Release If an IP Address has been allocated to the Wireless ADSL Router (by
the ISP's DHCP Server, clicking the "Release" button will break the
connection and release the IP Address.

Renew If the ISPs DHCP Server has NOT allocated an IP Address for the
Wireless ADSL Router, clicking the "Renew" button will attempt to
re-establish the connection and obtain an |P Address from the ISP's
DHCP Server.

Close Close thiswindow.
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Connection Detalls - Fixed IP Address

If your access method is "Direct" (no login), with afixed IP address, a screen like the following
example will be displayed when the "Connection Details" button is clicked.

Connection Status

IP Address 192.168.945

Subnet Mask 2552552550

Default Gateway 192.168.9.254

DMS Server 168.95.1.1
Close | Help |

Figure44: Connection Details- Fixed/Dynamic | P Address

Data - Fixed IP address Screen

Internet

IP Address The IP Address of thisdevice, as seen by Internet users. This ad-
dressisallocated by your ISP (Internet Service Provider).

Networ k M ask The Network Mask associated with the |P Address above.

Default Gateway The IP Address of the remote Gateway or Router associated with the
IP Address above.

DNS Server The IP Address of the Domain Name Server which is currently used.
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Chapter 6
Advanced Features

This Chapter explains when and how to use the Wireless ADSL Router's " Ad-
vanced" Features.

Overview

The following advanced features are provided:
Internet:
DMz
Special Applications
URL filter
Dynamic DNS
Firewal Rules
Firewall Services
Schedule
Virtual Servers
VPN

This screen provides access to the DMZ, Special Applications and URL Filter features.

Internet

ELUA [ Enable DMVZ, using [SelectaPC

Wy PC is not listed

_SPFC"" [f an application does not work, you can define it as a Special
GULIEULLEN  Application.

Special Applications |

URL Filter el sie=ios

& Block Always
€ Block By Schedule Configure URL Filer |

Savel Cancell Help |

Figure45: Internet Screen

DMZ

Thisfeature, if enabled, allowsthe DMZ computer on your LAN to be exposed to all users on
the Internet.

This allows almost any application to be used on the"DMZ PC".
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The"DMZ PC" will receive all "Unknown" connections and data.

If the DMZ feature is enabled, you must select the PC to be used asthe"DMZ PC".

5 The "DMZ PC" is effectively outside the Firewall, mak-
ing it more vulnerable to attacks. For this reason, you
MNote! should only enable the DMZ feature when required.

Special Applications

If you use Internet applications which use non-standard connections or port numbers, you may
find that they do not function correctly because they are blocked by the Wireless Router's

firewall. In this case, you can define the application asa " Special Application”.

The Special Applications screen can be reached by clicking the Special Applicationsbutton
on the Internet screen.

Y ou can then define your Special Applications. Y ou will need detailed information about the

application; thisis normally available from the supplier of the application.

Also, note that the terms "Incoming" and "Outgoing" on this screen refer to traffic from the

client (PC) viewpoint

Special Applications

Enable

1.0

L@ | N @ kW
;

—
=

aololalolalololaololo

—
=

Qutgoing Ports

Incoming Ports

Sawve | Cancel

Help Close

Name Type Type Start | Finish
| TP = || | ITeP = | |
| ITcP = || | ITeP = | |
| TP =1 || | [Ter =1 || |
| ITeP = | | ITer = |
| ITee = | | ITer = | |
| [Tee = | | [Tep = | |
| [Tee = | | [Tep = | |
| [Tep = | | ITep = |
| [Tee = | | ITep = |
| ITcP = || | ITce = | |
| [TcP = || | ITce = || |
| [Tce = | | TP = | |

Data - Special Applications Screen

Figure 46: Special Applications Screen

Checkbox Use thisto Enable or Disable this Special Application as required.

Name Enter a descriptive nameto identify this Special Application.
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Incoming
Ports

Type - Select the protocol (TCP or UDP) used when you receive data
from the special application or service. (Note: Some applications use dif-
ferent protocols for outgoing and incoming data).

Start - Enter the beginning of the range of port numbers used by the
application server, for datayou receive. If the application uses asingle
port number, enter it in both the " Start" and "Finish" fields.

Finish - Enter the end of the range of port numbers used by the applica-
tion server, for data you receive.

Outgoing
Ports

Type - Select the protocol (TCP or UDP) used when you send datato the
remote system or service.

Start - Enter the beginning of the range of port numbers used by the
application server, for datayou send to it. If the applicationuses a single
port number, enter it in both the " Start” and "Finish" fields.

Finish - Enter the end of the range of port numbers used by the applica-
tion server, for datayou send toit. If the application uses a single port
number, enter it in both the "Start" and "Finish" fields.

Using a Special Application
Configure the Special Applicationsscreen asrequired.

On your PC, use the application normally. Remember that only one (1) PC can use each
Special application at any time. Also, when 1 PC isfinished using a particular Special A p-
plication, there may need to be a"Time-out" before another PC can use the same Specia
Application. The "Time-out" period may be up to 3 minutes.

URL Filter

If you want to limit access to certain sites on the Internet, you can use thisfeature. The URL
filter will check each Web site access. If the address, or part of the address, isincluded in the
block site list, access will be denied.

On the Advanced I nternet screen, select the desired setting:
Disable - disablethisfeature.
Block By Schedule - block according to the settings on the Schedul e page.
Block Always - allow blocking all of the time, independent of the Schedul e page.

Click the Configure URL Filter button to open the URL Filter screen, allowing you to create or
modify the filter strings which determine which siteswill be blocked.

The URL Filter screen is displayed when the Configure URL Filter button on the Advanced
Internet screen is clicked.
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URL Filter

YWhen enabled, a request is blocked if any of these entries occur in the
requested URL.

Current Filter Strings

Delete | Delete Al

Add Filter String| Add

Filter Strings should be as specific as possible.

Trusted PC

[T Allows this PC to Visit Blocked Sites
Trusted PC: | Select a PG =]

Cancel |

Help | Closel

Figure47: URL Filter Screen

Data - URL Filter Screen

Current Filter Strings

Current Filter Thelist contains the current list of itemsto block.
Strings . Toaddtothelist, usethe "Add" option below.

To delete an entry, select it and click Delete button.
To delete dl entries, click the Delete All button.

Add Filter String | To add to the current list, type the word or domain name you want to
block into the field provided, then click the Add button.

Filter strings should be as specific as possible. Otherwise, you may
block access to many more sites than intended.

Trusted PC

Allow Trusted PC | Enablethisto allow one computer to have unrestricted access to the
Internet. For this PC, the URL filter will be ignored.

If enabled, you must select the PC to be the trusted PC.

Trusted PC Select the PC to be the Trusted PC.




