C HAPTER 5
Web Interface Tutonals

5.1 Web Inteface Overview

This chaptershows you how to use the ZyxelDevice’s various features.

e Wired Network Se tup
* WiFi Ne two 1k Se tup
e USBApplications

* Network Securty

* IntemetCalls

* Device Maintenance

5.2 Wired Network Se tup

This se ction showsyou how to setup a DSLorEthemet Intemetconnection with the Broadband scre ens.
The screensvary by the connection mode,encapsulation type and IPmode (IPv6 orIPv4) you selec t.

Set the ZyxelDevice to Routing mode orBridge mode on thisconnection as follows:

* Use Routing mode if you want the ZyxelDevice to use muting mode functionssuch asNAT, Firewall, or
DHCP Server. You wilneed to reconfigure yournetwork if you have an existing router.

* Use Bridge mode to passthe ISP-assigned IPaddress(es) to yourdevicesconnected to the LAN port.
All traffic from the Internet passesthrough the ZyxelDevice directly to devicesconnected to the TAN
port. Use thismode if youalrrady have a routerwith complete routing func tio ns in yourne two rk.

5.2.1 Setting Up a DSLConnection

This tuto rial sho ws you how to set up a DSLIntemet connec tion using the Web Configuratoron DSL
routers(see Section 1.1 on page 20).

Fyouconnectto the Internet through a DSLconnec tion, use the information from your ntemet Se rvic e
Provider (ISP) to c onfigure the Boadband screens.

1 Go to Network Setting > Broadband and then the following screen appears. Clck Add New WAN
Interface.
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T setthe ZyxelDevice to Routing mode, see Section 1 on page 94.
T set the ZyxelDevice to Bridge mode,see Section 1 on page 97.

Routing Mode

In this outing mode example, the DSLWAN connection hasthe following informa tion.

General
Name MyDSIC o nne c tion
Type ADSLoverATM
Connection Mode Routing
Enc apsulation PPPo E
IPv6/IPv4 Mode Pv4

AT PVC Configuration
VPI'VCI 36/48
Encapsulation Mode IIC/SNAP-Brid ging
Serwice Category UBR witho ut PCR

Account nforma tion

PPP User Name 1234@DSIL-Ex.com
PPP Password ABCDER

Static IP Address 192.168.1.32
Gateway IP Address 192.168.1.254
Primary DNSserer 192.168.5.2
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Secondary DNSserwer 192.168.5.1
Others Authentic ation Method: AUTO

PPPo E Pa ssthrough: Disable d
NAT Enabled
IG MP Multic a st Proxy: Enabled

Apply asDefault Gateway: Enabled

VIAN: Disabled

Enterthe Generaland AT PVC Configuration settingsasprovided above.
* Setthe Type to ADSLover ATM.

* Choose the Encapsulation specified by yourDSLservice provider. Forthisexample, the service
providerrequires a usemame and password to establish an ntemetconnection. Therefore, select
PPPoEasthe WAN encapsulation type.

* Setthe IPv4/IPv6 Mode to IPv4 Only.
Enterthe accountinformation provided by your DSLservice provider.

Enable Apply as Default Gateway to use thisrule asyourdefault htemetconnection. Then select Use
Following Static DNS Address and enterthe DNSserveraddresses provided by yourDSLservice provider.

Forthe rest of the fields, use the default settings.

Click Apply to save yoursettings.
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Ty to connectto a website to see if you have correctly set up yourhhtemet connection.
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The new connectionisdisplayed on the Broadband screen.

Bridge Mode

In thisbridge mode example, the DSLWAN connec tion hasthe follo wing informa tion.

General
Name MyDSIConnection
Tpe ADSLover ATM
Connection Mode Bridge

AT PVC Configuration

VPIVCI 36/48
Encapsulation Mode IIC/SNAP-BRDGING
Service Category UBR without PCR

Enterthe Generaland ATM PVC Configuration settingsasprovided above.
Forthe rest of the fields, use the de fault settings.

Click Apply to save yoursettings.
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5.2.2 Setting Up an Ethemet Connection

Fyouconnectto the Internet through an Ethemetconnection, youneed to connecta broadband
modem orruterwith Intemetaccessto the WAN Ethemet port on the ZyxelDevice. You need to
configure the Intemet se tting s from the broadband modem orrouteron the Zyxel De vic e. First, make
sure you have Intemetaccessthrough the bnadband modem ormuterby connectng directly to it.

@t

Thisexample showsyou how to configure an Ethernet WAN connec tion.

1 Make sure you have the Ethernet WAN portconnectto a modem ormuter.

2 Go to Network Setting > Broadband and then the following screen appears. Click Add New WAN
Interface to add a WAN connection.
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T setthe ZyxelDevice to Routing mode, see Section 1 on page 99.

T setthe ZyxelDevice to Bridge mode,see Section 1 on page 101.

Routing Mode

In this outing mode example, configure the following information forthe Ethermet WAN c onnec tion.

General
Name My EIH Connec ti
Tpe Ethemet
Connection Mode Routing
Encapsulation (Intemet IPo E
Tpe)
IPv6/IPv4 Mode IPv4 Only

Enterthe Generalsettings provided by yourhtemetservice provider.

Entera Name to id e ntify your WAN c onnec tion.
Set the Type to Ethemet.
Setyour Ethemet connection Mode to Routing.

Choose the Encapsulation specified by yourlntemetservice provider. Forthisexample, select IPoEas
the WAN encapsulation type.

Se t the IPv4/IPv6 Mode to IPv4 Only.

UnderRouting Feature, enable NATand Apply as Default Gateway.

Forthe rest of the fields, use the default settings.

Click Apply to save yoursettings.
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6 Go to the Network Setting > Boadband screen to view the established Ethemet connec tion. The new
connectionisdisplayed on the Boadband screen.
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In thisbridge mode example, configure the following information forthe Ethemet WAN c onnec tion.

General
Name My EIH Connec ti
Tpe Ethemet
Connection Mode Bridge

Enterthe Generalsettings provided by yourhtemetservice provider.
* Entera Name to id e ntify your WAN c onnec tion.

* Setthe Type to Ethemet.

* SetyourEthemetconnection Mode to Bridge.

Forthe rest of the fields, use the default settings.

Click Apply to save yoursettings.
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5.3 WiFi Network Se tup

ForZyxelDevicesthat support MPro Mesh, you can use the MPro Mesh app to configure your Wil
network See Section 6.1 onpage 143 forsetting up your WiFine two rk with the Zyxel MPro Mesh app.

In thisexample, you wantto setup a WiFinetwork so thatyou can use yournotebookto acc essthe
Intemet. In this WiFi netwo rk, the ZyxelDevice isan access point (AP), and the notebookisa WiH c lie nt.
The Wikiclientcan accessthe Intemet through the AP.

Figure 74 WiH Netwo 1k Se tup
ZD —— Inlemet

See the labelon the ZyxelDevice forthe WiFinetwork se ttingsand then connect manually to the Zyxel
Device. Altematively, you can connectto the ZyxelDevice WiFine two tk using WPS. See Section 5.3.3 on
page 104.

5.3.1 Changing Security on a WiFi Ne twoik

Thisexample changesthe default sec urity settingsofa WiFinetwork to the follo wing:

SSID Example

Se curity Mode WPA3-SAE WPA2-PSK
Pre-Shared Key Do No tSte a IMyWire le ssNe tw o tk
802.11 Mode 802.11b/g/n Mixe d

1 Go to the Network Setting > Wireless > Generalscreen. Select More Secure as the security leveland
WPA3-SAE WPA2-PSK as the security mode. Configure the screen using the provided parameters. Click

Apply.
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2 Go to the Wireless > Others screen. Set 802.11 Mode to 802.11b/g/n Mixed, and then click Apply.
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Youcannow use the WPSfeature to establish a WiFiconnection between yournotebook and the Zyxel
Device (see Section 5.3.3 onpage 104). Now use the new sec urity settingsto connect to the lntemet
through the ZyxelDevice using WiFL

5.3.2 Connecting to the Zyxel Device’s WiFi Ne two1k Using WPS

This se ction shows you how to connecta WiFidevice to the Zyxel Devic e’s WiFine two rk usng WPS. WPS
(Wi-FiProtected Setup) isa security standard that allowsdevicesto connectto a mutersecurely witho ut
you having to entera password. There are two methods:

* Push Button Configuration (PBC) —Connectto the WiFinetworkby pressing a button. Thisisthe simple st
method.

5.3.3 WPS Push Button Configuration (PBC)

Thisexample showshow to connectto the Zyxel Device’s WiFinetwork from a notebookcomputer
running Windo ws 10.

1 Make sure thatyourZyxelDevice istumed on, and yournotebookis within range ofthe ZyxelDevice’s
Wik signal
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Push and hold the WPSbutton located on the ZyxelDevic e untilthe WiFi o r WPS LED starts b linking slo wly.
Altematively, log into the ZyxelDevice’s Web Configurator, and then go to the Network Se tting >
Wireless > WPS screen. Enable WPSand Method 1 PBC, click Apply, and then c lick the WPS button.

Iog into the ZyxelDevice’s Web Configurator, and then go to the Network Se tting > Wireless > WPS
screen. Enable WPS and Method 1 PBC, click Apply, and then click the WPS button.
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Apply

In Windows 10, clickon the Networkicon in the system tray to open the listofavailable Wik ne two rks.

. MATAM
~| 8] e 1172473000 =

Iocate the WiFinetwork of the ZyxelDevice. The default WiFinetworkname is “Zyxel XXXX” (2.4G) or
“Zyxel XXXX 5G” (5G). Then click Connect.
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The ZyxelDevice sendsthe WiFinetwork se ttings to Wind o ws using WPS. Windo ws displays “Ge tting
se tting s from the router”.
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The WiFidevice isthen able to connectto the WiFinetwork securely.

5.3.4 Setting Up a Guest Network

The ZyxelDe vic e authe ntic ate sthe WiFide vice using the PIN, and then sendsthe WiFine two rk se tting s to
the device using WPS. Thisprocessmay take up to 2 minutes. The WiFidevice isthen able to connectto
the WiFinetworksecurely.A company wantsto create two WiFinetworks fordifferent groupsofusersas
shown in the following figure. Each WiFinetwork hasits o wn SSID and security mode. Both networks are
accessible onboth 2.4G and 5G WiFibands.
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* Employeesusing the General WiFinetwork group wilhave accessto the localnetwork and the
Ihtemet.

* Visito rs using the Guest WiFine twork group with a different SSID and password wil have accessto the
Intemetonly.

Use the following parametersto setup the WiFinetwork groups.

GENERAL GUEST
2.4/5G SSID Emplbyee Guest
Se c urity Ievel More Secure More Secure
Se curity Mode WPA2-PSK WPA2-PSK
Pre-Shared Key ForCompanyOnly guestl23

Go to the Network Setting > Wireless > Generalscreen. Use thisscreen to setup the company’sgeneral
WiFinetwork group. Configure the screen using the provided parametersand click Apply. Note that if
you have employeesusing 2.4G and 5G devices, enable Keep the same settings for2.4G and 5G
wirele ss networks to use the same SSID and password. Clearitif you want to ¢ onfigure diffe rent SSIDs
and passwords for2.4G and 5G bands.
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Go to the Network Setting > Wireless > Guest/ More AP screen. Clic kthe Modify icon to configure the
second WiFinetwork group.
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On the Guest/More APscreen, clic kthe Modify icon to configure the other Guest WiFinetwork group.
Configure the screen using the provided parametersand click OK.
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8 Checkthe statusof Guestin the Guest/ More APscreen. A yellow bulb under Status means the SSID is
active and ready forWiFiaccess.
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5.3.5 Setting Up Two Guest Wil Ne two ks on Diffe re nt WiFi Bands

In thisexample,a company wantsto create two Gue st WiFinetworks: one forthe Guest group and the
otherforthe VIPgroup asshown in the following figure. Each network will have its SSID and se c urity
mode to accessthe intemet.

Guest

l~

2.4GHz 5GHz

. Zpi

VIP

A

* The Guestgmup willuse the 2.4G band.

e The VIPgroup will use the 5G band.

The Company willuse the follo wing parametersto set up the WiFinetwork groups.

Table 32 WiH Settings Parameters Example

BAND 2.4G 5G

SSID Guest VIP

Se c urity Mo d e WPA3-SAE WPA2-PSK | WPA3-SAE WPA2-PSK
Pre-Shared Key guestl23 123456789

1 Go to the Wireless > Generalscreen and set Band to 2.4GHz to configure 2.4G Guest WiFisettings for

Guest. ClickApply.

Note: Youwillnotbe able to configure the 2.4G and 5G Guest WiFisettingsseparately if Keep

the same settings for2.4G and 5G wireless network isenabled.
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Go to the Wireless > Guest/ More APscreen and clickthe Modify icon. The follb wing screen appears.
Configure the Security Mode and Password using the provided parametersand click OK
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The 2.4 GHz Guest WiFinetworkisnow configured.
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Go to the Wireless > Generalscreen and set Band to 5GHz to c onfigure the 5G Guest Wil se ttings for
VIP. Clck OK
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Go to the Wireless > Guest/ More APscreen and clickthe Modify icon. The follb wing screen appears.
Configure the Security Mode and Password using the provided parametersand click OK
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The 5G VIPWiFinetworkisnow configured.
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5.4 USB Applications

This se c tion shows you how to setup a cellularbackup network, accessshared foldersand play files
through Window Media using a USBdevice.

5.4.1 File Sharing

This se c tion showsyou how to create a shared folderon yourZyxelDevice through a USBdevice and
allow othersto accessthe shared folderwith Fle Sharing services.

5.4.1.1 Setting up Fle Sharing on YourZyxel Device

1 Before enabling file sharing in the ZyxelDevice, please setup yourshared foldersbeforehand in yourUSB
device.

2 ConnectyourUSBdevice to the USBport of the ZyxelDevice.

3 Go to the Network Setting > USB Service > File Sharing screen. Enable Fle Sharing Services and click
Apply to activate the file sharing function. The ZyxelDevice automatically addsyour USBdevice to the
Information table.
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Click Add New Share to add a new share.
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The Add New Share screen appears.

e SelectyourUSBdevice from the Volume drop-down list box.

* Entera Description name forthe added share to identify the device.

* Click Bowse and the Browse Directory screen appears.

fdd New Share

QK
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* On the Browse Directory screen, selectthe folderthat you wantto add asa share. In thisexample,
select BobShare and then click OK

.4

Browse Directhory

Sedect Type Hamre

QK
* In AccessIevel selectPublic to letthe share to be accessed by allusersconnected to the Zyxel
Device. Otherwise, select Security to let the share to be accessed by specific usersto accessonly.
Click OKto save the settings.

Add Mew Share

Allowed Liver Bome

QK

6 D setAccesslevelto Security, youneed to create one ormore usersaccounts. UnderAccount
Management, click Add New Userto open the UserAccountscreen.
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Apply

7 Afteryoucreate a new useraccount, the screen lookslike the following.
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8 FHle sharng isnow configured. Youcan see the USBstorage device listed in the table below.

Share Direclory Lisi

Azlive Tiahm Uzt Wit fhera Path fFmie Dezegmiian hoekdy
ﬂ ¥ d 1 I

5 . ' i 3 A .

5.4.1.2 Accessing YourShared Files rom a Computer

You can use Windows Explorerto accessthe USBstorage devicesconnected to the ZyxelDevice.

Note: Thisexample showsyou how to use Microsoft Windows 10 to browse shared filesin a
share called (usb1_sda)Zoeysfile. Referto youroperating system’sdocumentation for
how to browse yourfile struc ture.

1 Open Windows Explorer.

2 Inthe WindowsExplorersaddressbar, entera double backslash “\\” followed by the IPaddress of the
ZyxelDevice (the default IPaddressofthe ZyxelDevice is 192.168.1.1
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3

4

1

Double-clickon (usb1_sda)Zoeys file, and then enterthe share'susemame and password f prompted.

Afteryou access (usbl_sda)Zoeys file through yourZyxelDevice, you do nothave to log in again unle ss
yourestart yourcomputer.

5.4.2 Media Server

Use the media serverfeature to playfilesona computeroron yourte le vision.
This se c tion shows you how the media serverfeature works using the following:

* Mic o so ft (MS) Windows Media Player
Media Serverworks with Windows 10. Make sure yourcomputerisable to play media files (music,
videosand pictures).

* Adigitalmedia adapter
You need to setup the media adapterto work with yourte le vision (TV).

Before youbegin, connectthe USBstorage device containing the media files you want to play to the
USBportofyourZyxelDevice.

5.4.2.1 Configuring the Zyxel Device

T use yourZyxelDevice asa media sewer, follow the stepsbelow.

Go to the Network Setting > USB Service > Media Serverscreen.
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UsSE Service
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Apply

2 Enable Media Server, and then selectaninterface on which you wantto enable the media server
func tion.

3 Enterthe path clientsuse to accessthe media fileson a USBstorage device connected to the Zyxel
Device, and click Apply.

This enables DINA-compliant media clientsto play the video, music and image filesin your USBstorage
device.

5.4.2.2 Playing Media Using Windows Media Playeron Windows 10

This se ¢ tion shows you how to play the media fileson the USBstorage device connected to yourZyxel
Device using Windows Media Player.

1 OpenWindowsMedia Player. It automatic ally de te ¢ ts the ZyxelDevice.
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Fyoucannotsee the ZyxelDevice inthe leftpanelasshown above, go to Organize > Manage Libraries
> Music > Add on the Windows Media PlayerHome screen. In the WindowsExplorersaddressbar, enter
\\192.168.1.1. The following screen appears. Selectthe foldercontaining the media you wish to upload
to Windows Media Player, and then click Include Folder.
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Selectthe shared folder, and then clickAdd to add it to yourMedia Iibrary. Click OKto save the
se tting s.
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In the right panel, youcan browse and play the filesavailable in the USBstorage device based on the
category (Music, Video, Pictures, Recorded TV) you selected.
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5.4.2.3 Using a Digital Media Player

This se ¢ tion shows you how you can use the ZyxelDevice with a hardware digitalmedia playerto play
media files stored in the USBstorage device on yourTV screen.

Note: Forthistutorial, yourdigitalmedia playerisalrrady connected to the TV.

1 Connectthe digitalmedia playerto an available IAN port on yourZyxelDevice.
TV . .1 i
=l Ciohoie
'.-—.."' = Yoo
F

'ﬂ T} : ]

2 Tum on the TVand waitforthe digitalmedia playerHome screen to appear. Selectthe ZyxelDevice as
yourmedia server.

[ =1 |

& 01]bx
) [02) Twee 1328201

3 'The screen showsyou the listofavailable media filesin the USBstorage device. Select the file you want
to open and push the Play button on the remote control
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r [1] Videns
* [2|ZyXEL Celebration Video

* [3]ZyXEL Connecting the Future

5.4.3 Using FIP

This se c tion shows how to use an FIP program to accessfileson an USBstorage device connected to
the ZyxelDevice.

Note: Thisexample usesthe FleZila FIP program to browse yourshared files.

1 hFileZla, enterthe IPaddressofthe ZyxelDevice (The default IPis 192.168.1.1), youraccount's
Usemame, Password and Port number, and then click Quickconnect. A screen asking forpassword
authentication appears.
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2 Afteryoulog in, the mntfolderisdisplayed asshown.

5.5 Netwoik Se c urity

This se c tion shows you how to configure a Firewallrule, Parental Controlrule, and MAC Filte rrule.

5.5.1 Configuring a Fire wall Rule

You can enable the firwallto protectyour[AN computers from malicious attac ks from the Inte met.

1 Go to the Security > Firewall> Generalscreen.

2 SelectIPv4 Firewal/IPv6 Firewallto enable the fie wall, and then click Apply.
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Open the Access Controlscreen, click Add New ACLRule to create a rule.
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4 Use the following fieldsto configure and apply a new ACL(Access ControlList) rule.
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Add New ACL Rule

- did M= Eusa
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* FilterName: Entera name to ide ntify the firewallrule ..

* Source IPAddress: Enterthe IPaddress of the compute rthat initia lize s tra ffic forthe applcationor
serwvice.

* Destination IP Address: Enterthe IPaddressofthe computerto whic h traffic forthe application or
serwice isentering.

* Protocol: Selectthe protoc ol (AILL TCP/ UDP, TCP, UDP, ICMPorICMPv6) used to transport the packets.
* Policy: Select whetherto (ACCEPT, DROP, or REJECT the packets.

* Direction: Select the direc tion (WAN to IAN, IAN to WAN, WAN to ROUIER, orIAN to RO UTER) of the
traffic to which thisrule applies.

5 SelectEnable Rate Limit to activate the rulesyoucreated. Click OK.

5.5.2 Parental Contiol

This se ¢ tion shows you how to configure rulesforaccessing the Inte met using parentalcontrol.

Note: The style and featuresofyourparentalcontrolvary depending on the ZyxelDevice you
are using.
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5.5.2.1 Configuring Parental Contiol Schedule and Filter

Parental ControlProfile (PCP) allowsyouto setup a rule for:

* Ihtemetusage scheduling.

* Websitesand URLkeyword blocking.

Use this feature to:

* Limit the daysand timesa usercan accessthe Internet.

e Limit the websitesa usercan accesson the Intemet.

Thisexample showsyou how to blocka userfrom accessing the htemet during time forstudying. It also
showsyou how to stop a userfrom accessing specific we bsites.

Use the parametersbelow to c onfigure a schedule rule and a URLkeyword blocking rule.

PROFIENAME | TSI ACCESS NEIWO RK SERVICE STTE/ URL KEYW O RD
Study Day: Network Service Setting: Block or Allow the Web Site :
Monday to Friday Block Blockthe web URLs
Tme: Service Name: Website :
8:00 to 11:00 HTIP gambling
13:00 to 17:00 Protocol:
TP
Port:
80
Parental Control Screen

Open the Parental Contiolscreen. Select Enable underGeneralto enable parentalcontrol Then click
Add New PCPto add a rule.
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Parental Control
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Apply

Add New PCPScreen

1 Go to Parental Control > Add New PCP. Under General
* SelectEnable to enable the rule you are configuring.
* Enterthe Parental Control Profile Name given in the above parameter.

* Selectanuserthisrule appliesto in Home Network User, then clickAdd. You willsee the MAC address
of the useryou just selectin Rule List.

sErper
G o=
— : =
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{7 A Adress Ceatute )
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2 UnderlntemetAccess Schedule:
* Clck Add New Time to add a second sc hedule.

* Use the parametergiven above to configure the time settingsofyourschedule.
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3 UnderNetwork Service:
* In Network Service Setting, select Block.

* Click Add New Service, then use the parametergiven above to configure settings forthe Inte met
service you are blocking.

-~ ;
L { lEriEE ki M el Ea \ ply

4 UnderSite / URLKeyword:

* SelectBlock the web URIs in Block orAllow the Web Site .

* Click Add, then use the parametergiven above to configure settings forthe URLkeyword you are
blocking.

e SelectRedirectblocked site to Zyxel Family Safety page to redirectthe web browserto the Zyxel
Family Safety page ifhe orshe triesto accessa website with the blocked URLkeyword.

@ ' )

5 ClickOKto save yourse ttings.

5.5.2.2 Configuring a Parental Control Sc he dule

Parental ControlProfile allows you to set up a sc hedule rule forlnte metusage. Use this fe ature to lmit
the daysand timesa usercan accessthe Intemet.
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3

1

2

Thisexample showsyou how to blockan userfrom accessing the ntemet during time forstudying. Use
the parameterbelow to configure a sc hedule rule.

PROFIENAME | SIARTBIO CKING END BIO CKING REPEATON

Study 8:00 am 11:00 am from Monday to Friday

1:00 pm 5:00 pm from Monday to Fiday

Click Add more Profile to o pen the Parental Contiol sc reen.

Farenial Canidrol (1]

Schaoulpd Frolile |

fdd moie Proflis

Use thisscreen to add a Parental Controlrule.
* Enterthe Profile Name given in the above parameter.
* Clickon the switch to enable Profile Active.

Selecta device,and then click Nextto proceed.

Farenlal Confral

Laimcd Dwwce

TWRC R 1IN

Use thisscreen to edit the Parental Controlschedule.
¢ ClckAdd New Schedule to add a second schedule.

* Use the parametergiven above to configure the time settingsofyourschedules.

* Click Save to save the settings.
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5.5.3 Configuring a MAC Address Filterfor Wired IAN Connections

Youcan use a MAC addressfilterto exclusively allow orpermanently block someone from the wire d
TAN network

Thisexample showsthatcomputerBisnotalowed accessto the wired TAN netwo rk.

Figure 75 Configure a MAC Address Fiter Example

e

1 Go to the Security > MAC Fiter> MAC Filter screen. Under MAC Address Filter, selec t Enable.
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MAC Filter
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2 ClickAdd New Rule to add a new entry. SelectActive, and then enterthe Host Name and MAC Address

ofcomputerB. Click Apply.
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5.6 IntemetCalls

This se ¢ tion shows you how to make Intemetcalls.

5.6.1 Configuring VolP

T make voice callsoverthe Intemet, you must set up a Se ssion Iitiation Protocol(SIP) providerand SIP
accounton the ZyxelDevice. You should have an account with a SIPserwice provideralready set up.
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5.6.2 Adding a SIP Service Provider

Follow the stepsbelow to add a SIPservice provider.

1 Make sure yourZyxelDevice isconnected to the lhhtemet.

2 Openthe Web Configurator.

3 Go to the VoIP> SIP > SIP Service Providerscreen. Click the Add New Providerbutton to add the SIP
Service Provider.

LiP Savvice Froviae

1Lal]

FLIP Sarvice Provider Name 3P Proxy Sesver Adcess REGISTEE Serves Addrets 0P Lervice Domain Modily

4 On the Add New Providerscreen, select Enable SIP Service Provider.

5 Enterthe SIPService ProviderName ofup to 64 printable charactersexcept["L[ " L,['LI[<L[>1,["],
[$1,[] L[ &],or[;]

6 EnterSIP Proxy Server Address, SIP REGISIRAR Server Address, and SIP Service Domain provided by your
SIP service provider. Click OKto save your settings.
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Ay,

Add New Provider

5IF Servbce Provider Selecton

General
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5.6.3 Adding a SIP Account

The SIPaccountmustbe associated with the SIP service providerconfigured above. You may configure
severalSIP accounts forthe same service provider. Follow the stepsbelow to set up yourSIP account:

1 Make sure yourZyxelDevice isconnected to the lhhtemet.
2 Openthe Web Configurator.
3 Go to the VoIP> SIP> SIPAccountscreen.

4 Clickthe Add New Accountbutton on the SIPAccountscreen to add a SIPaccountand map itto a
phone port.
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5 UnderGeneml, select Enable SIP Account, and then enterthe SIPAccount Number.

6 UnderAuthentication, enterUsemame and Password. Ieave the othersettingsasdefault. Click OK to
save yourse ttings.

5IF Account Entry Edit

SIF Accoun! Seleckion

SIF Service Frovider Associafion

Zoneral

Auvthenficolion

URL Type
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5.6.4 Configuring a Phone

You must now configure the phone portto use the SIPaccountyou justconfigured.

1 Go to the VoIP> Phone > Phone Device screen.

2 Click the Modify icon o f PHONEI to c o nfigure PHONEIL on yourZyxelDevice. The following screen
appears.

Frinows Deslcw

& Fhome 10 Infminal W urmbepr Incommg BF Humber Chybgoareg BIF Hurmb-s Moddy

3 UnderSIP1 SIP Account to Make Outgoing Call, select SIP1 to have the phone connected to the first
phone portuse the registered SIP1 accountto make outgoing calls.

4 UnderSIPAccount(s) to Receive Incoming Call, select SIP1 to have the phone connected to the first
phone portreceive phone callsforthe SIP1 account. Click OKto save yourc hanges.

Phone Device Edi

5P Accounl io Make Cuigoing Call

HF Aocounk &

P Mugrerbgi

3P Accounl(s) 1o Recelve Incomming Call

5P Agagu m
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5.6.5 Making a VoIPCall

Follow these stepsto make a phone callusing Voice overIP (VoIP).

1 Make sure youconnecta telephone to phone port1 on the ZyxelDevice.
2 Make sure the ZyxelDevice isturned on and connected to the Intemet.
3 Pickup the phone receiver.

4 Dialthe VoIP phone numberyou wantto call

5.7 Device Maintenance

This se c tion shows you how to upgrade the ZyxelDevice famware,backup the configuration and
restore the ZyxelDevice to its previousorde fault settings.

5.7.1 Upgrading the Filmmware

Upload the routerfimware to the ZyxelDevice forfeature enhancements.

1 Download the comectfimware file from the download library at the Zyxelwebsite. The modelcode for
the ZyxelDevice in thisexample isv5.13(ABILZ1) Note the modelcode foryourZyxel Device. Unzip the
file .

2 Go to the Maintenance > Fiomware Upgrade screen.

3 Click Browse/Choose File and select the file with a "bin" e xte nsion to upload. Click Upload.
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Firmware Upgrade
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4 Thisprocessmay take up to 2 minutes to finish. After2 minutes,log in agam and check yournew
fimware version in the Connection Status screen.

5.7.2 Backing up the Device Configuration
Backup a configuration file allows you to return to your pre vio us se tting s.

1 Go to the Maintenance > Backup/Restore screen.

2 UnderBackup Configuration, click Backup. A configuration file issaved to yourcomputer. In thisc ase,
the Backup/Restore file issaved.
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Backup/Restore
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5.7.3 Restoring the Device Configuration

This se ¢ tion shows you how to restore a previously-saved configuration file from yourcomputerto your
ZyxelDevice.

1 Go to the Maintenance > Backup/Restore screen.

2 UnderRestore Configuration, clic k Bowse/Choose File, and then selectthe configuration file thatyou
wantto upload. Click Upload.
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Backup/Restore
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3 The ZyxelDevice automatic ally re starts afterthe configuration file is suc c e ssfully uploaded. Wait forone
minute before logging into the ZyxelDevice again. Go to the Connection Status page to checkthe
fiimware version afterthe reboot.
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C HAPTER 6
App Tutonals

6.1 App Tutorials Overview

This part shows you how to use the MPro Mesh app to manage the Zyxel Device and the MPro Me sh
network

Note:Tb enjoy the latest features of the MPro Mesh app, make sure you have istalled the
latest version on yoursmartphone ortablet. Checkthe MPro Mesh app page on Apple
App Store orGoogle Play Store to see ifthere isan update.

The table below explains the termsused in thischapter:

Table 33 TutoralTerms De finitio n

TERM DEFINTIION

MPro Me sh Ro ute r (ZD) Zyxelroutersthat support MPro Mesh, ora ZyxelDevice in Routermode

Non-MPro Mesh Router(R) | Routersthatdo notsupport MPro Me sh

MPro Me sh Extender (E) Zyxelexte nders (sate llite s) that support MPro Mesh, ora ZyxelDevic e in Extendermode

In the MPro Mesh app, the extendersare known as “satellites”.

Figure 76 MPro Mesh Network hpology

‘D@
)@

See Section 1.1 on page 20 to see which Zyxel Device models support MPro Me sh.

6.2 WhatYou Can Do

* Deciding the Network Controller

* Setting up an MPro Mesh Routerand MPro Mesh Extenderwith a WiFior Wired Connec tion.
* Setting up a non-MPro Mesh Routerand MPro Me sh Extenders with a Wired Co nne c tio n.

* Finding the Best Ioc ation forthe Extenders
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® Checking YourNetwork opology

* Changing the Default Home Wik Network Name and Password
e Jetting WiFi Clients Connectto the WiFi Network

* Blocking Intemet Accessat Specific Times

* Seeing Currently Connected Client DevicesChanging the Client Device Name sBloc king Interme t
AccessforSpecific Clients Inmediately

e Setting Up the Gue st WiFi Ne two 1k

e Jetting WiFiClients Only Connectto the Intemet Through the Gue st WiFi Ne two 1k
e Viewing More App Information and the Online Help

e Jogging Outofthe ControllerDevice

6.3 MPro Mesh Network

The ZyxelDe vice supports MPro Mesh to manage your WiFinetwork. You need one routerfor Intemet
accessand atleastone extender, also known asa satellite, in a Mesh network. An extenderincreases
WiFicoverage by repeating WiFisignals from the routerto WiFic lients farfrom the router. An extender
canalso repeat WiFisignals from anotherextenderto furtherincrease WiFicoverage.

Deciding the Network Controller

T set up an MPro Me sh network, youneed a ZyxelDevice thatcan function asa Controller. The
Controllercanbe an MPro Me sh Routeroran MPro Me sh Extender. The Controllermanagesand
coordinates Wil ac tivity in a networkand can steerclients to the best extender, and to the bestband
(2.4G/5G) to maximize networkefficiency. The Controllermanagesthe SSIDsand passwordson all
accesspoints (APs), namely your MPro Me sh Route ¥ Extenders, in a network (auto-configuration). For
example, if you change the SSID on the Controller, the SSID of each AP in the network willalso change.

FyourZyxelmwutersupports MPro Me sh, then the muteristhe Controller. See the Zyxelwebsite product
page.

Fyourrouterdoesnot support MPro Mesh, then the extenderisthe Controllerifit supports MPro Me sh.
See the Zyxelwebsite productpage.

Note: For AP steering and band steering to work, the Controller(MPro Me sh Route v/ Exte nde r)
and allthe APsin the networkneed to have the same SSID and password. Therefore,
you must use the Controllerto c onfigure the SSID and password.

AX/DX/EE/ EX/PX Series User s Guide

144



Chapter6 App Tutorials

Figure 77 MPro Me sh Network
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The following table describesthe iconsused in the figure.
Table 34 Ikonsused in MPro Me sh Netwo rk

ICON DESCRIPTION
C ZyxelDevice — MPro Me sh RouterorNon-MPro Me sh Router

Note: Yourroutermust have an Inte met c onnec tion.

ZAP MPro Mesh Extenderin AP (Access Point) mode.
ZRP MPro Mesh Extenderin Repeatermode.

C1 Clientl

Cc2 Clie nt2

APC AccessPointcoverage area

RPC Repeatercoverage area

AP Steering and Band Ste ering
Zyxel MPro Me sh supports AP steering and Band steering.

e APsteering allows WiFiclientsto roam seamlessly between APs (MPro Me sh Router Exte nders) in your
MPro Mesh network by using the same SSID and WiFipassword. Also, AP ste ering mo nitors WiH c lie nts
and dropstheirconnectionsto optimize the extenderbandwidth when the clentsare idle orhave a
low signal When a WiFiclientisdropped, it hasthe opportunity to reconnectto an MPro Me sh
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Extenderwith a strong signal

MPro Me sh Router (ZD)
MPro Mesh Extenders (El, E2)

Figure 78 AP Steering Application

4
(¢

* Band steering allows 2.4 GHz/5 GHz dual-band WiFiclients to move from one band to another. For
example, if the 2.4 GHz channeliscongested, WiFi ¢ lie nts that support 5 GHzcan move to the 5 GHz
band.

Figure 79 Band Steering Application

6.4 MPro Mesh Network Connection

Fyou are setting up the MPro Me sh network with an MPro Mesh Routerand an MPro Me sh Extender, you
canconnectyour MPro Mesh Router(ZD) with an MPro Me sh Extender (E) using a WiKiorwire d
conne ction.
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Figure 80 WiFiConnection

Figure 81 Wired Connection

Oe®

Fyou are setting up the MPro Mesh network with a non-MPro Mesh Routerand an MPro Mesh Extender,
connectyournon-MPro Mesh Router (R) with an MPro Me sh Extender(E) using a wired c onnec tion.

)

Figure 82 Wired Connection

6.4.1 Preparng yourZyxel Device

v

Make sure MPro Meshisenabled on both the MPro Mesh Routerand the MPro Me sh Extender. fnot,
follow the stepsbelow to enable MPro Me sh.

Note: MPro Mesh isenabled on the MPro Mesh Routerand MPro Mesh Extenderby default.

Enable MPro Mesh on your MPro Me sh Ro uter:

1 I Network Setting > Wireless > MESH, c lick the switch button to enable MPro Mesh.
2 Clck Apply.

Enable MPro Mesh on the MPro Me sh Extender:

1 Tum on your MPro Mesh Extender.

2 Enable MPro Mesh in the MPro Me sh ExtendersWeb Configurator. See yourMPro Mesh Extender s User's
Guide forhow to enable MPro Me sh.
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6.4.2 Setting up an MPro Mesh Routerand MPro Me sh Extender with a WiFi
orWired Connection

Connectthe MPro Mesh Extenderto the MPro Mesh Router

Follow the stepsbelow to set up your MPro Me sh Route rwith an MPro Me sh Extender.
Table 35 Device Roles

DEVICE ROIE
MPro Me sh Ro ute r (ZD) Intemet Access & Mesh Network Controller
MPro Me sh Extender (E) Mesh Network Repeate/ AP

1 Tumonbothdevicesneareach other. Note the powerIEDs when you're done. The powerIEDs should
be steady green.

2 Download the MPro Mesh app on yoursmartphone. Scan the WiFiQRcode ormanually enterthe SSID
and password to connectto the MPro Mesh Router WiFinetwork. The QRcode, SSID and password are
on the MPro Mesh Routerbacklabel

ZYXEL 1

i Whrelisnn Kay R
LigET Bammes Codo

3 Openthe MPro Mesh app. Enterthe username and password to log in to the MPro Me sh Router
(Controller). The default UserName and Iogin Password are on the MPro Mesh Routerbacklabel Tap
Iogin.
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4
Connecting to the WiFi Router Login
FlEane walt Fritar Ueamame aid Pasaward
This may take a few seconds
admin
| -_'! 1l

4 'The Home screen displays. The Controller (MPro Mesh Router) displayson top ofthe Home screen.
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Home &

= Exse01-T0 b

Fonh Davices ‘I'

1 OFF

Connected Gluest
Davices WiFI

_|:|J |

gy ]

Tap the Add (%\.:) icon in the Mesh Devices field to add an MPro Me sh Extenderto the Me sh netwo rk.
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Home &

= ExXse01-TO b

1 OFF

ognnected Guest
bEgiCa WiFI

Selecta connection scenario to pairthe MPro Me sh Extenderto the MPro Mesh Router(Controller). In
thisexample, select the Use WiFiscenario .
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What scenarno do you
need?

Use WiFi

Use Ethernet Cabla

pEeE | -

Follo w the instruc tions and tap the WPSbutton on the MPro Me sh Exte nder. Within 2 minutes, tap Start
Pairing to start pairing the MPro Mesh Extenderto the MPro Mesh Router(Controller). A 2-minute
countdown starts afteryou tap Start Pairing.

AX/DX/EE/ EX/PX Series User s Guide

152



Chapter6 App Tutorials

Press WPS

Fress the WRS bution on the WiFi Please wall
Extender/Meah Device.once and
reledan it then W6p below the Star WWalting for youer Wik Extendar 1o ba
Palreng tutton TEEy
by =
._._,_I-\.\_'\‘{I- I
WS :
L ; o ¥

01:ab

Starl Pairing

8 'The following screen displays when the paiing processisdone. Tap Done to finish pairng.
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Success!
Ihe WiF Extendear in addead 1o yesar

home WiFi network with the sams

Wi name anl password

Done

9 Youcannow checkand manage the paired MPro Me sh Extenderon the Home screen.
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Home & ¢

&= EX5601-T0 )
Wosh Davices o+
- Wxsn00-43584 )

1 OFF

Connected Guest
Devices WiFI
» 2
(i -
51 51 ]

10 Place the MPro Mesh Extenderwhere youneed to extend WiFicoverage. Use the app to see if the
extenderistoo farfrom the router; see Section 6.5 on page 164 formore information.

-

® o

Connecta WiFi Client to the MPro Me sh Extender Using WPS

1 Make sure the MPro Mesh extenderisconnected to the MPro Me sh router.

2 Pressthe WPSbutton on the MPro Mesh extenderonce forlessthan 3 seconds.
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Note: When yourMPro Mesh extenderaleady hasa WiFiorwired uplinkconnection, pre ssing
the WPSbutton on the MPro Mesh extenderbegins a downlink WPSpairing with a Wik
c lient.

3 Within 2 minutes, press the WPSbutton on the WiH c lie nt.

4 See the IED descriptionson Section 2.2 on page 33 to checkifthe WPSpairng is suc ¢ e ssful.

6.4.3 Setting up a non-MPro Mesh Routerand MPro Mesh Extenders with a
Wired Connection

This sc enario describesthe processto create an MPro Me sh network with a wired connection from the
non-MPro Mesh routerto two extenders.

Make sure the non-MPro Mesh routerisconnected to the Inte met. The firstextendermustbe connected
to yourrmuterusing an Ethemetcable. Then,connectthe second extenderwirelessly to the first e xtender

Follow the stepsbelow to set up yournon-MPro Me sh router with the Zyxel MPro Mesh extender.

Table 36 Device Role

DEVICE ROIE

Non-MPro Me sh Ro uter (R) Intemet Access

MPro Mesh Extender1 (El1) Mesh Network Controller & Repeater AP
MPro Me sh Extender2 (E2) Mesh Network Repeater AP

1 Tum on the router. Note the powerIEDs when you’re done.

2 ConnectanEthemetcable from the routerto Extender1. Place Extender1 where you want WiFi
coverage.
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@—I0I =)~ = I:“- I

Download the MPro Mesh app on yoursmartphone. Scan the WiFiQRcode ormanually enterthe SSID
and password to connectto Extenderl (Controller) WiFinetwork. The QRcode, SSID and password are
on Extenderlbacklabel

LYXEL
[ | B5I0
| Dwvice || ’
| Labsi *- Vi e b, s e e x m
fo— BT Mame: Code
Login Poagsword s

Open the MPro Mesh app. Enterthe username and password to log in to Extender1 (Controller). The
default UserName and Iogin Password are also on the Extenderl backlabel Tap Iogin.
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5

Connecting to the WiFi Router

Plaase walt

THE May TINE 3 18w SECO

Login

admin

EEEE R

wiand

The Home screen displays. The Controller (Extender1) displayson top ofthe screen.
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Home &G

| 3 Wx5s00-43584 | S

Mol Drvicet -+

32 OFF

Connected EINLL
M B
Leayicias } WiFl }
ey
i1l =i
2 L]

6 Thp the Add (%,;) icon in the Mesh Devices field to add Extender?2 to the Me sh ne two rk.
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Home &G

£ Wx5a00-43584 S

32 OFF

Connecied ALt

Davigas WHE]

5} —i

s

Selecta connection scenario to pairExtender2 to Extender1 (Controller). In thisexample, selectthe Use
WiH sc enario .
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What scenarno do you
need?

Use WiFi

Use Ethernet Cabla

pEeE | -

Follow the instruc tions and pressthe WPSbutton on the Extender2. Within 2 minutes, tap Start Pairing to
start pairing Extender2 to Extender1 (Controller). A 2-minute countdown startsafteryou tap Start
Pairing.
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Press WPS

Fress the WRS bution on the WiFi Please wall
Extender/Meah Device.once and
reledan it then W6p below the Star WWalting for youer Wik Extendar 1o ba
Palreng tutton TEEy
by =
._._,_I-\.\_'\‘{I- I
WS :
L ; o ¥

01:ab

Starl Pairing

9 'The following screen displays when the paiing processisdone. Tap Done to finish pairng.

AX/DX/EE/ EX/PX Series User s Guide

162



Chapter6 App Tutorials

Success!

Ihe WiF) Extender in added 1o yoar
home WiFi netwoek with the sams

Wi name anl password

10 Youcannow checkand manage the paired Extender2 on the Home screen.

AX/DX/EE/ EX/PX Series User s Guide

163



Chapter6 App Tutorials

Home & ¢

= Wx5600-43584 3
iosh Davices o+
. WX5600-43585 >

1 OFF

Connected Guest
Davices WiF|
> >
o
mJ “I.-\.
M

11 Place Extender2 where youneed to extend WiFicoverage. Use the app to see if Extender2istoo far
from Extenderl;see Section 6.5 0n page 164 formore information.

e e

P (L)

1
0 ©

6.5 Finding the Best Iocation forthe Extenders

Follow the stepsbelow to checkthe signaliconsto see which extendersare too farfrom ortoo close to
the Controller. Find the bestlocation of yourextendersfora better WiFisignal
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Tap on Home in the navigation panel

Home & O
= EXS601-TO b
Niish D 4

. Wx5600-43584 >
2 ON
Conmeciod LT
LR e } Wirl }
IJLI =

Iookforthe extenderwith a red WiFisignalicon (") oramberWilisignalicon ("#*) in front ofit. Mo ve
the extendercloserto orfartherfrom the ZyxelDevice according to the WiFisignalicon. See the link

quality table below.

Tap the refresh button (-{;."‘p) atthe top rightcomerto checkthe updated statusofyourextenders. The
WiFisignaliconsin frontof yourextendersshould be green ( f:)ifthey are placed mapprpriate
locations. See the table below forthe ZyxelDevice connec tion status.

Table 37 Link Quality

ICON CONNECTION TYPE | CONNECTION STATUS | ACTION TO DO
::E'.'“ Wired Wired Connection None.
1J"
Wire le ss Good to Go None.
L ]
Wire le ss Too Close to the Router | Move the Extenderfartheraway from the Router
up link Extender.
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Table 37 Link Quality (c ontinued)

ICON CONNECTION TYPE | CONNECTION STATUS | ACTION TO DO
— Wire le ss Too Farfrom the Router | * Move the Extendercloserto the Router uplink
“' Extender.
e Avoid obstacles,such aswallsordoorsin
between.
'ﬁ Wire d/ Wire le ss No Connection e Make sure the Extenderisstillpowered on.

e Wired: Make sure the Extenders IAN portis
comectly connected to the Routeruplink
Extender s IAN port through an Ethernet
cable.

e Wireless: Move the Extendercloserto the
Ro ute ¥ uplink Exte nderwhe re the Extender
canreceive the Router/ uplink Exte nder s WiFi
signal

6.6 Checking YourNetwork Topology

Networktopology displayshow yourZyxelDevicesare connected in the same MPro Mesh network. An
MPro Mesh networkconsistsofa Controllerand one ormore extenders. Follow the stepsbelow to see
the cumrenttopology of your MPro Mesh network and the status ofthe Zyxel Devicesin this netwo rk.

1 Tap the (S&y) icon to checkthe MPro Mesh networktopology.
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Home 5|

=l EX5601-T0 y
Mesh Diovicas =
© WX5600-43584 >

Connecied T
Davices Wik
> »
G -
Heimis

2 'The numberofconnected clientsdisplay nearthe ZyxelDevice icon. Tap a ZyxelDevice icon to check
and manage itsconnected clients.
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3 Tap the (._.3 )iconofa clientto see the client’'sdetailed information.
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I 1
EVIEE LIerii]

: DPPO-Reno-Z m

Y

OPPO-Reno-£L

Connectad Wirgless

W SA0CH] SE 4

6.7 Changing the Default Home WiFi Network Name and
Password

kisadvisable to change the default WiFisettingsasthey are printed on the labelon the Controller. Note
thatyouneed to reconnect yourphone to this network with the ne w settings.

Changing Home WiH Se tting s
Change the SSID and key foryour Home WiFi forb e tte rse c urity.
Use the following parametersto change the Home WiFi SSID and key.

Forthe SSID, youcan use 1 -32 alphanumeric (0-9, a-z, A-7), single-byte specialcharactersand spaces.
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Forthe WiFipassword,youcan use 8 —63 alphanumerc (0-9,a-z, A-Z) and single-byte specialc haracters
and spaces.

Table 38 Home Wil Settings Parameters Example

HOME WIF1
SSID Company
Password companyl23

Se tting Up Home WiHi

Follow the stepsbelow to change yourHome WiH se tting s.

Tap the WiFiicon in the navigation panel

WiFi o, |E

Home

Zywed 95ET

Guest

Syaed_B5ES guestl

—

W

Tap the editicon ( I}ﬁl) to edit the Home WiFine twork SSID and password using the parameters given
above.fyou wantto use a randomly generated password instead, tap Random Password to have the
MPro Mesh app generate a random password forthis WiFinetwork. Click Done to save and apply the
changes.

AX/DX/EE/ EX/PX Series User s Guide

170



Chapter6 App Tutorials

Cantel Edit WiFi 2 |Done

company123

Random Password

Gues

Lyl 95E7 _guesil

Random Password

Note: It take s 2-3 minute s forthe ZyxelDevice to apply the new WiFise ttings to the whole MPro
Mesh network. You wilneed to reconnectto the WiFine two rk using the new SSID and
password.

6.7.1 lLetting WiFi Clients Connect to the WiFi Ne twork

Take a screenshotofthe QRcode and share it with the WiFic lients that you want to acce ssthe Wik
network Note thatthese WiFiclientscan also accessotherdevicessuch asserers with wired
connections to the o uter.

1 'hp the ("‘.'uv::) icon to show the QRcode forconnecting to the Zyxel Device Home WiFL. Scan the QR
code with yourdevice to connectto the Home WiFinetwork.
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WiFi ol g

Hodme

Comgany

Guest

Syael_S5E7_guestl

_é‘-, i

Share Home WiFi

Sean the QR code 1o connect 10

thia WiF|

Done
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6.8 Blocking Intemet Access at Specific Times

Use the Parental Controlscreen to configure ntemetaccessschedule profilesto limit the daysand times
curentclentdevicescan accessthe Internet. Youcan create up to 20 schedulesin a profile. Clientsin
a profile wilbe blocked from the Internet during the time periodsyou schedule.

Note: Aclientdevice canonly be in one profie.

Parental Control +

Creale Profile

|
- .
Lo

Use the following parametersto configure yourparentalcontrolprofie.

Forthe profile name, youcan use 1 -20 alphanumeric (0-9, a-z, A-Z), single-byte specialcharacters
except["L,["LI'LI<LI>LIALI$LI| L [&],or[;] Spacesare allowed.

Table 39 ParentalControlProfile Example

PRO HIENAME STARTTIME END TIME REPEATDAYS
Profile 1 23:00 23:59 Monday to Friday
00:00 6:30 Monday to Friday

Creating a Parental Control Profile

Follow the stepsbelow to create a parentalcontrolprofie.
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Tap Parental Controlin the navigation panel
Tap the add icon(ﬂl-EN') orCreate Profile to create a parentalcontrolprofie.

Ente rthe Profile Name.

Cancet Mew Profile

_
| Frodile 1 =

- Add Schedule

+ #Add Device

Tap Add Schedule to add a schedule forthisprofie.
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Cancet Hew Profile

Profiled L3

Sifmife Blockomny

4+ Add Schedule

LT

+ Add Device

Configure the first schedule using the parametersgiven above. Tap Save.
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nee Add Schedule

Start Time 3 8]

Erid Time 3 ]

Monday
Tusssday
Wadnesday
Thuraday
Frdhay
Satisnday

Sunday

6 Thp Add schedule to add the second schedule.
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Cance! Mew Prafile

Prafile1 -

g T | (e B ]

23:00-23:59
Weadkizluys

[

E+ mmj

[Hewirion

-+ Add Device

Configure the second schedule using the parametersgiven above. Tap Save.
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Cancel Add Schedule

SIart Time e o

End Time =13 Wl

Masnclay
Tiseaiay
Wadnesday
Thursday
Frday
Saturday

Sunday

8 'Thp Add Device to selectthe clientdevicesforwhich you wantto apply this profile.
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Cancel Mew Prafile

DE:OD - 11:00
Wkl ays

13:00 - V700
Werkidoys

+ Add Schedule

VICan

-+ Add Device

9 Thp the ( )iconofthe clientdevicesyou wantto select. Tap Add.
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Cafice Add Device 2 [Add(2) |

LK FU-HEm-L

Urknown

10 Thp Create to finish creating the parentalcontrolprofie.
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Cancel Mew Prafile
4
Prafile) =
2300 - 2359 ul
0ol - 06:30 —
=+ Add Scheduls
OPPO-Renc-£ o
LEnkTeoain vas
+  Add Devico
Dohate Pr (11}

11 Thp the switch to enable Parental Control The profiles are active when youenable Parental Control If a
profile is cumrently blo c king clients from Intemetaccess during the scheduled period, the status displays
Block from Intemet. Otherwise, it displays Allow to Inte met.
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Parental Control +
Parental Contral '-"
{  Profilen
>
s 8

6.9 Seeing Cumrently Connected Client Devices

Follow the stepsbelow to view clientsthatare currently connected to your MPro Me sh network and their
link quality and device details, such asthe IPaddress, MAC address, and the connection statusofa
clentdevice.

1 'Thp Connected Devices in the Home screen orDevices in the navigation panelto view the connected
devices. It shows Unknown if the clientdevice doesnothave a recognizable host name orif the Zyxel
Device isstill getting the client devic e information. Forthe client device’s connection status, see the
table below.
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Table 40 Client Device Connec tion Status

ICON

CONNECTION TYPE

CONNECTION STATUS

ACTION TO DO

i Wire d

I+

Wired Connection

None.

Wire le ss

Good to Go

None.

Wire le ss

Too Farfrom the Zyxel
Device

e Move the clientdevice closerto the Zyxel
Device.

e Avoid obstacles,such aswallsordoorsin
between.

Wire d/ Wire le ss

No Connection

e Wired: Make sure the clientdevice is
comectly connected to the ZyxelDevice’s
IAN port through an Ethemetcable.

e Wireless: Move the clientdevice closerto the
ZyxelDevice where the clientdevice can
receive the ZyxelDevice’s WiFisignal

Wire d/ Wire le ss

%,

Blocked from the
Intemet

You have previously blocked the clientdevice
from the Intemet.  resume the clientdevice’s
Intemetaccess,disable Pause Intemetand make
sure the clientdevice isnotblocked by any
parentalcontrolprofile. See Section 6.8 on page
173 and Section 6.11 on page 186 formore
info rma tio n.

Devices

3 setive ¢ 3 totnl

« Unknown

s Laura

[] TWPCNTO03210-02

SINICEE

'
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2 Thptoselecta clientdevice to view the device’sIPaddress, MAC address, hntemetaccessschedule
profile, and the connec tion status.

1 Lq "I\: Dievice Detall
Devices
3 active / 3 totml .
Laura i
- Cannecizd Wireless
. Unknown )
s Laura > Db it
[l TWPCNTODIZ10-02 ; WHKSEDO 47564
B
153 Cazl 197
&4
AIDE

6.10 Changing the Client Device Names
Follow the stepsbelow to change yourclientdevice’sname displayed on the app.

1 Tp the Devicesicon in the navigation panel

2 'Thpto selecta clientto go to the Device Details scre en.
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. &9
Devices
3 ectrea /3 tosal
. Unknown >
= |aimna >
f TWPCNTD3210-02 b

4

(devicen

Tap the editicon (=) to edit the device name.

Entera descriptive name forthe device and tap the (:"+:) icon. Youcanuse 1 -20 alphanumeric (0-9,
a-z,A-Z) and single-byte specialcharactersexcept["]L, [ 1,['L[<LI[>LI[AL[$L[] L[ &1, or[;]
Spacesare allowed.
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£ f Jela {\-\. B: B Data
Unknown [Kris |1 a[]
Conmeciad Wireless Wirnlgss
f It
EX 5F 11

6.11 Blocking Intemet Access for Specific Clients
Immediately

Follow the stepsbelow to blocka specific cientnamed Iaura from accessing the Inte met using the
Pause Inte met func tion.

Note: Fyou enable Pause Intemetfora clientdevice, the clientdevice wilbe blocked from

the Internet mmediately regardlessofyourParental Control profile schedules. & will
continue to be blocked untilyou disable Pause Inte met.

1 Tp the Devicesicon in the navigation panel
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- WrAe
Devices
3 sctive ¢ 3 toand
. Unknown >
= Laurs >
[ TWPCNTODIZ10-02 b

el

2 Tap the searchicon (F ). EnterIaura in the field.

3 Tap the (:_:’ ) icon to show the Device Detail sc reen.
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q Lj&l;iﬂ | @ Cancal

Laura 2

i Latera LAauras Latsaga L]
qwet rtyulilop
asdfagh | k I
{3 Z x c v bnm &

na . B n

4 Thp to enable the switch in the Pause Intemetfield. Laura wilnotbe able to accessthe Inte metuntilyou
disable Pause Intemet.
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Y

Laura

Pagsed Wireless

6.12 Setting Up the Guest WiFi Ne twork

Youcan setup a Guest WiFinetwork foryourZyxel Device. Company A wantsto create a diffe rent WiFi

network group fordifferent typesofusersasshown in the following figure. This group hasits o wn SSID and
password.

* Employeesin Company A wiluse a general Company WiFinetwork group.

* Visiting guests willuse the Guest WiFinetwork group, which hasa different SSID and password. Visiting

guests(G) canaccessthe ntemetbutcannotaccessthe company intemalnetwork (C) using Gue st
WiFL
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Figure 83 Visiting Guests Blocked from Company Ne two rk

G

Use the folb wing parametersto setup the Gue st WiFinetwork group.

Forthe SSID, youcan use 1 -32 alphanumeric (0-9, a-z, A-7), single-byte specialcharactersand spaces.
Forthe WiFipassword,youcan use 8 —63 alphanumeric (0-9, a-z, A-Z), single-byte specialcharacters
and spaces.

Table 41 Guest WiFi Settings Parameters Example

GUESTWIF
SSID Guest
Password guestl23

Se tting Up Guest WiFi

Follow the stepsbelow to setup a Guest WiFinetwork group.

Thp WiFiin the navigation panel Thp the switch in the Guestfield to enable the Gue st WiFL.
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WiFi o @

Company

S

Guest l

Zywal Q5ET guestl

Wi

Yourphone wilte mporarly disconnect from the Main WiFinetwork when you enable Guest WiF. kEtakes
2 -3 minutes forthe ZyxelDevice to apply the new settingsto the whole MPro Me sh netwo rk. Make sure
yourphone reconnectsto the ZyxelMain WiFinetwork. Afteryourphone reconnectsto the Mamn Wik
network, tap Retry to find the ZyxelDevice and log in again.
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Cannot Find Your Device

ety BauFiom in ehel noo

Retry

Tap the editicon (I=#p) to edit the Gue st WiFinetwork.
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WiFi o |&

Home

Company

Guest

Gupies]

Lol

W

Setthe Guest WiFigroup SSID and password using the parametersgiven above. Tap Done to save and
apply the settings. Yourphone wiltemporariy disconnect from the Main WiFinetwork when you change
the Gue st WiFi se tting s. Make sure it reconnects to the Zyxel Main WiFine two rk.
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Cancel Edit WiFi 2

Home

Comgany

Guest

Hijr# 'I

Gues]

gueat]123

Random Password

6.12.1 Ietting WiFi Clients Only Connect to the Intemet Through the Guest
WiFi Ne twork

1 'hp the WiFiicon in the navigation panel Tap the ("‘.'m'::) icon to show the QRcode.
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WiFi ] &
Home

Company

Guest

Gepis]

Ll ool

|
|

Swipe to the left to see the Share Guest WiFiQRcode forconnecting to the Zyxel Device Gue st WiFL.
Take a screenshotofthe QRcode and share it with the WiFic ientsthatyouletaccessthe Intemet (only)
through this WiFine two k. These WiFiclientscannotaccessotherdeviceson yournetworksuch asservers

connected to the router.
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Share Home WiFi [Share Guest '|"|'|r||

bone Dona

6.13 Viewing More App Information and the Online Help

You can view the follo wing mformation aboutthe app:

* The app online help page
* The app version

* The privacy policy.
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Account

7} Help

App Version 3.0.0.230508

Privacy Policy

Logout

- &

A ooum

6.13.1 Iogging Outofthe ContiollerDevice

D log outofthe cument Controllerdevice (the MPro Mesh muterorextender) of this MPro Me sh
network:

Tap the Accounticon in the navigation panel Thp Logout, then tap YES.
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Account

(7] Help
(i} AppVersion  3.0.0.230508
% Privacy Policy

Logout

Am you sune you want 12 log
aut of this app?

[VEs]
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C HAPTER 7
Connection Status

7.1 Connection Status Overview

Afteryoulog into the Web Configurator, the Connection Status screen appears. You can configure
basic htemetaccessand WiFisettings in thisscreen. It also shows the network status of the ZyxelDevice
and computersordevicesconnected to it.

7.1.1 Connec tivity

Use thisscreen to view the network c onnec tion statusofthe ZyxelDevice and its c lients.

Figure 84 Conne c tivity

Conneachiviby

2

Click the Amow icon (f#-) to view IPaddressesand MAC addressesofthe wirelessand wired devices
connected to the ZyxelDevice.

You can change the icon and name ofa connected device. Place yourmouse within the device

block, and an Editic on (E3) wilappear. Click the Editicon, and you willsee there are severalicon
choicesforyouto select. Entera name in the Device Name field fora connected device. Clic k to

enable ('.,-") IntemetBlocking fora connected WiFic lient.

The following screen appears when you enable MPro Mesh in the Network Se tting > Wirele ss > MESH
screen. CheckSection 1.1 on page 20 to see if yourZyxel Device supports MPro Me sh.

Use the Topology view screen to display an overview ofyourMesh netwo rk.
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Figure 85 Connec tivity: Connected Devices: Thpology View

¢ Conneclinihy

Tapaiogy

in the Hughotca Beinw yow =ee on cverview of yaw Moczh neksionk.

Dwirine cormechan: & rigo-ey ore corrwslal? o o ostecd foe Sy g canrsss e s BT F ey Srm smera b o

crevent frenagh ine theey e connes et g LA

Cdgur of e bngss Crpen e Inows gand connecfion CaTaeen oevcEL Amber ine ngw g OO0 EoNMRERDT DEhaser
desSsed H{oal s om amoaer ine Dahyeesn oo marh sepeaier. we odese o piooe Yhe msoh desSom Ciotor 1oge fre

A iene) desion irlormalan: By ChHsg on the dTeront devion. voo gaF odaPonal viedsd imformoton of the commoordng
oo By P gddewn. corrected WIE Sond o dgnad feeegih BEED|

TglplI: coonirgee < fisk Baaks noso ol wour nabaor [F ST TR TR M e TR OOt el ™ MO

2 Pl ] 0 Ol el P ST AT C Ol M YD e 1t Pl 1D 1ol | Phar B Cconnachno B (e S

g, lglaatn

o Out  Beamiin

Use the Listview screen to view IPaddressesand MAC addressesofthe WiFiand wired devices
connected to the ZyxelDevice. Place yourmouse within the device block, and an Editicon (&%) wil
appear. Clickthe Editicon to change the icon and name ofa connected device.
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Figure 86 Connec tivity: Connected Devices: List View
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7.1.2 Icon and Device Name

Selectaniconand/orentera name in the Device Name field fora connected device. Clickto enable
(7180 Intemet Blocking (orActive) fora connected WiFiclient. ClickSave to save yourchanges.

Figure 87 Connec tivity: Ed it
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7.1.3 Syste m Info

Use thisscreen to view the basic system information ofthe ZyxelDevice.
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Figure 88 System Info

System Info

LR PN

WE.SO[ARVY, T)k3

0 days 7 hows 55 minubed 30 i8candl
B £ I'di BF

Conmne-CTion down

?

Click the Amow icon (j7) to view more information on the statusof yourfirwalland interfaces(WAN,
IAN, and WIAN).
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Figure 89 System Info: Detailed Information
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Each field isdescribed in the following table.

Table 42 System Info: Detailed Information

TABEL DESCRIPIIO N

Ho st Name This field displays the ZyxelDevice system name. Itis used forid e ntific a tio n.
ModelName This sho ws the modelnumberofyourZyxelDevice.

Serial Number This field displays the serialnumberofthe ZyxelDevice.

Fimware Version

This is the cunrent version of the fimware inside the ZyxelDevice.
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Table 42 System Info: Detailed Ihformation (c ontinued)

IABEL

DESCRIPIION

Syste m Uptime

This field displays how long the ZyxelDevice hasbeen running since itlast started up. The
ZyxelDevice startsup when you plug it in, when you restart it (Maintenance > Reboot), or
when you reset i.

Interface Up Time/
WAN Interface
Uptime

This field displays the length oftime ofthe Ethe met WAN c onne c tion.

CPUUsage

This displays the cumrent CPUusage percentage.

Memory Usage

This displays the current RAM usage percentage.

WAN Ihformation (The se fields display when you have a WAN connection.)

Name This field displays the name given to the Inte met c onnec tion.
Encapsulation This field displays the cument encapsulation method.
IP Address This field displays the cunmrent IPaddressofthe ZyxelDevice in the WAN. Click the Release/
Renew button if you want to release/renew your WAN IP addre ss.
IP Subnet Mask This field displays the c urre nt IPv4 subnet mask ofthe ZyxelDevice in the WAN.
IPv6 Address This field displays the c urrent IPv6 address o f the ZyxelDevice in the WAN.
MAC Address This field displays the WAN Ethemetadapter MAC (Media AccessControl) addressof your
ZyxelDevice.
Primary DNS This field displays the fist DNSserveraddress assigned by the ISP.
server
Secondary DNS | This field displaysthe second DNSserveraddressassigned by the ISP.
server
Primary DNSv6 This field displays the fist DNSserverIPv6 address assigned by the ISP.
server
Secondary This field displaysthe second DNSserverPv6 address assigned by the ISP.
DNSv6 server
IAN Information
IP Address This is the cunrent IP address of the ZyxelDevice in the LAN.
Sub ne t Ma sk This is the c urre nt subnet mask in the LTAN.
IPv6 Address This is the c urrent IPv6 address ofthe Zyxel Device in the IAN.
IPv6 Link Iocal This field displays the c unent link-localaddressofthe ZyxelDevice forthe LAN interface.
Address
A link-localaddressisa specialtype ofthe IPaddressthatisonly valid forcommunication
within the localnetworksegmentorbrmadcastdomain ofthe device. Typically, link-local
addressesare used forautomatic addressconfiguration and neighbordiscovery protocols.
DHCP This field displays what DHCP servic e s the ZyxelDevic e is providing to the LAN. The possble
valuesare:
Server—The ZyxelDevice isa DHCP serverin the IAN. It assignsIPaddressesto other
computersin the TAN.
Relay — The ZyxelDevice actsasa sunnogate DHCP serverand relays DHCP re quests and
responses between the remote serverand the clients.
Disable — The ZyxelDevice isnotproviding any DHCP serwicesto the LAN.
MAC Address This sho ws the networkadapter MAC (Media Access Contro) Addressofthe IAN interface.
Se ¢ urity
Fire wall This displays the firewall's c urre nt se c urity level (High, Medium, Iow, orDisabled).
WIAN Information
MAC Address This shows the WiFiadapter MAC (Media Access Control) Addressofthe WiFiinterface.
Sta tus This displays whe therthe WIAN isactivated.
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Table 42 System Info: Detailed Ihformation (c ontinued)

IABEL DESCRIPIION
SSID This is the descriptive name used to id entify the ZyxelDevice in a WLAN.
Channel This is the channelnumbercunently used by the WiFiinteface.
Se ¢ urity This displays the type of security mode the WiFiinterface is using in the WLAN.
802.11 Mode This displays the type 0f802.11 mode the WiFinterfac e is using in the WIAN.
WPS This displays whether WPSisactivated on the WiFiinterface.

7.1.4 WiFi Se tting s

Use thisscreen to enable ordisable the main WiFinetwork. When the switch tums blue, the func tion is
enabled. Youcan use thisscreenorthe QRcode on the upperright comerto checkthe SSIDs (WiFi
networkname) and passwords of the main WiFinetworks. fyou want to show orhide your Wik

passwonds, click the Eye icon (=;-’;-'.=.'_'-).

Figure 90 WiH Se tting s
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Click the Amow icon () to c onfigure the SSIDsand/orpasswordsforyourmain WiFine tworks. Clic k the
Eye icon (%) to display the charactersasyou enterthe WiFiPassword.

Sc anning the QRcode isan altemative way to connect yourWiFiclient to the WiFinetwo rk.

Note: When you enable MPro Mesh in the Network > Wireless > MESHscreen, Keep 2.4G, 5G
and 6G the same willbe enabled and cannotbe disabled.
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Figure 91 WiH Se ttings: C o nfig ura tion
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Each field isdescribed in the following table.

Table 43 WiH Settings: Configuration

IABEL

DESCRIPIION

Keep 2.4G, 5G and
6G the same

Selectthisand the 2.4 GHz, 5 GHz and 6GHz wire le ss ne two rks will use the same SSID.

Fyoudeselectthis, the screen willchange. You need to assign diffe rent SSIDs forthe 2.4 GHz
and 5 GHz wirele ss ne two rks.

2.4G / 5G / 6G WiF

Click this switch to enable ordisable the 2.4G / 5G / 6G WiFine twork When the switch tums
blue <M, the function isenabled.

Wi Name The SSID (Service Set IDe ntity) id e ntifie s the service set with which a WiFidevice isassociated.
WiFidevicesassociating to the accesspoint (AP) must have the same SSID.
Entera descriptive name forthe WiFL. You can use up to 32 printable characters, inc luding
spaces.

WiH Password Fyouselected Random Passwomd, thisfield displaysa pre-shared key generated by the Zyxel

Device.

Fyoudid notselect Random Password, youcan manually entera pre-shared key from 8 to
63 alphanumeric (0-9, a-z, A-Z) and specialcharacters, ncluding spaces.

Click the Eye icon to show orhide the password foryour WiFine twork. When the Eye icon is
sla shed ""__-"":, you willsee the password in plain text. Otherwise, it is hidden.

Random Password

Selectthisto have the ZyxelDevice automatically generate a password. The WiFi Password
field wilnotbe configurable when you select this option.

Hide WiFinetwo 1k
name

Selectthisto hide the SSID in the outgoing beacon frame so a station cannotobtain the SSID
through sc anning using a site survey tool

Note: Disable WPSin the Network Se tting > Wireless > WPS screen to hide the SSID.

Save

Click Save to save yourchanges.
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7.2 Guest Wik Se tting s

Use thisscreen to enable ordisable the guest 2.4 GHz/ 5 GHz/6G Hz WiFine two rks. When the switc h
goesto the right ( .), the function isenabled. Otherwise, itisnot. You c an ¢ he c k the ir SSIDs (WiFi
networkname) and passwords from thisscreen. Fyou want to show orhide your WiFipasswords, c lic k

the Eye icon.
Figure 92 Gue st Wik Se tting s
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Click the Armow icon(ﬁ:') to open the following screen. Use this screen configure the SSIDsand/or
passwords foryourgue st WiFine two rks.

Figure 93 Gue st WiFi Setting s: Configuration
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T assign different SSIDs to the 2.4 GHzand 5 GHz guest wireless netwo ks, clearthe Keep 2.4G, 5G and
6G the same checkboxin the WiFi Settings screen, and the Guest WiFi Se ttings screen willc hange.
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Figure 94 Gue st WiH Se tting s: Diffe re nt SSIDs
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Fach field isdescribed in the following table.

Table 44 WiH Settings: Configuration

IABEL

DESCRIPIION

2.4G/5G/6G Wik

Click this switch to enable ordisable the 2.4 GHz/ 5 GHz/ 6 GHz WiFine two tks. When the
switch goesto the right ¥ W the function isenabled. Otherwise, it is not.

WiFi Name

The SSID (Service Set IDentity) id e ntifie s the service set with which a wirelessdevice is
associated. Wirelessdevices associating to the access point (AP) must have the same SSID.

Entera descriptive name (up to 32 printable characters, including spaces) forthe WiFL

WiFi Password

Fyouselected Random Password, thisfield displaysa pre-shared key generated by the Zyxel
Device.

Fyoudid notselect Random Password, youcan manually entera pre-shared key from 8 to
64 alphanumeric (0-9, a-z, A-Z) and specialcharacters, ncluding spaces.

Stre ng th

This displays the cumrent password strength — weak, medium, strong.

Click the Eye icon to show orhide the password of your WiFine twork. When the Eye icon is
sla shed ""__-"":, you willsee the password in plain text. Otherwise, it is hidden.

Random Password

Selectthisoption to have the ZyxelDevice automatically generate a password. The WiFi
Passwomnd field wilnotbe configurable when you select this o ption.

Hide WiFinetwo 1k

Selectthischeckboxto hide the SSID in the outgoing beacon frame so a station cannot

name obtain the SSID through sc anning using a site survey tool
Note: Disable WPSin the Network Se tting > Wireless > WPS screen to hide the SSID.
Save Click Save to save yourchanges.
7.2.1 TAN

Use thisscreen to view the LANIPaddress, subnet mask, and DHCP settings ofyourZyxelDevice. Clic k
the switc h button to tum on/offthe DHCP server.
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Figure 95 IAN
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Click the Amow icon (ﬁ:') to configure the IAN IP se ttings and DHCP se tting foryourZyxelDevice.

Figure 96 IAN Se tup
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Save
Fach field isdescribed in the following table.
Table 45 IAN Setup
IABEL DESCRIPTIO N
TAN IP Se tup
IP Address Enterthe IAN IPv4 IPaddressyou want to assign to yourZyxelDevice in dotted decimal

notation, forexample, (factory default).

Subne t Ma sk Enterthe subnet maskof yournetworkin dotted decimalnotation, forexample
255.255.255.0 (fac tory default). YourZyxelDevice automatically computesthe subnet mask
based on the IP Addressyou enter, so do not change this field unle ssyou are instructed to

do so.
IP Addressing Values
Beginning IP This field spe cifie s the first ofthe contiguousaddressesin the IPaddresspool
Address
Ilihzldding P This field specifies the last ofthe contiguousaddressesin the IPaddresspool
re ss
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Table 45 IAN Setup (continued)

IABEL DESCRIPTIO N
DHCP Serwver State
DHCP Serwer This is the period oftime a DHCP-assigned addressisvalid, before itexpires.
Iease Tme
When a clientconnectsto the Zyxel Device, DHCP automatic ally assigns the client an IP
addressesfrom the Paddresspool DHCPleaseseachaddressesfora limited period oftime,
which meansthatpastaddressesare “recycled” and made available forfuture
reassignment to otherdevices.
Days/Ho urs/ Enterthe lease time ofthe DHCP serwer.
Minute s

7.3 The Parental Contiol Screen

Use thisscreen to view the numberofprofilesthat were created forparentalcontrol

Figure 97 ParentalControl

Parentol Conirol

2

Click the yellow Arrow icon to open the following screen. Use thisscreen to enable parentalcontroland
add more profiles. Add a profile to create restricted accessschedules. Go to the Security > Parental
Control > Add New PCP/Editscreen to ¢ onfigure URLfilte ring se ttings to block the users on yourne two rk
from accessing certain web sites.

Figure 98 ParentalControl
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Each field isdescribed in the following table.

Table 46 ParentalControl: Schedule

IABEL DESCRIPIION

Parental Control Clic k this switc h to enable parentalcontrol

Sc he duled Profile Thisscreen showsallthe created profies.

Add More Profile Click thisto create a new profile.

7.3.1 Create a Parental Control Profile

Click Add more Profile to create a profile. Use thisscreento add a devicesin a profile and blockIntemet
accesson the profile devices.

Figure 99 ParentalControl: Add More Profile
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Fach field isdescribed in the following table.
Table 47 ParentalControl: Add More Profie
IABEL DESCRIPTIO N
Profile Name Entera descriptive name forthe profie.
Profile Ac tive Clic k this switc h to enable ordisable ntemetaccess. When the switch goesto the right '_.',';i,

the function isenabled. Otherwise, it isnot.

Profile Device List This field shows the devicesselected on the right forthis profile.

Blo c king Sc he dule This field shows the time during which Intemetaccessisblocked on the profile device(s).

Selecta device(s) on yournetwo rk forthis profile.

AX/DX/EE/ EX/PX Series User s Guide

212



Chapter7 Connec tion Status

Figure 100 Parental Control Sc he dule
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FEach field isdescribed in the following table.

Table 48 ParentalControl: Schedule

IABEL

DESCRIPIION

Profile Name

Entera descriptive name forthe profile. You can use up to 17 printable charactersexcept["
LUDLU'LI<LI>LIANLIS$SLI| 1L, [&],or[;]. Spacesare alowed.

Profile Ac tive

Clic k this switc h to enable this profile.

Profile Device List

This field shows the devicesselected on the right forthis profile.

Blo c king Sc he dule

This field shows the time during which Intemetaccessisblocked on the profile devices.

Sc he dule

Add New Schedule

Click thisto add a new block forscheduling.

Start/End bloc king

Selectthe time period when ntemetaccessisblocked on the profie devices.

RepeatOn Selectthe dayswhen Intemetaccessisblocked on the profile devices.
SelectWhole Week to make the profile schedule repeaton everyday.

Back ClickBackto retum to the previousscreen.

Save Click Save to save yourchanges.

Once a profile iscreated, it will show in the follo wing sc reen. Click this = to Delete or Edit a pofile.
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Figure 101 Parental Control: Edit_Dele te
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C HAPTER 8
Broadband

8.1 Broadband Overview

This c hapterdisc usse s the ZyxelDevice’s Boadband screens. Use these screensto configure yourZyxel
Device forInternetaccess.

A Wide Area Network (WAN) connectionisan outside connec tion to anothernetwork orthe Internet. &
connectsyourprivate networks, such asa IoncalArea Network (LAN) and othernetworks, so thata
computerinone location can communic ate with computersin otherloc ations.

Figure 102 TAN and WAN
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8.1.1 WhatYou Can Do in this Chapter

e Use Broadband screensto view,remove oradd a WAN interface. You can also configure the WAN
settingson the ZyxelDevice forInternetaccess.

The Broadband screens for DSLrouters and Etheme t/ AON/PON routers are slightly diffe rent.
ForDSLrouters, see Section 8.20on page 219.

ForEthemet, AON and PON routers, see Section 8.3 on page 228.

See Section 1.1 on page 20 to see which mutertype yourZyxelDevice belongs to.

* Use the CellularBackup screen to configure cellular WAN connection (Section 8.4 onpage 237).

* Use the Advanced screen to enable ordisable PIM over ADSL, Anne x M/ Anne x J, and DSLPhyR
functions (Section 8.5 on page 243).

* Use the Backup WAN screen to convert the fourth IAN portasa WAN port orreset the Ethemet WAN
portto a IAN port (Section 8.6 on page 247).
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Table 49 WAN Setup Overview

IAYER-2

INTERFACE INTERNET C ONNEC TION
CONNECTION | MODE ENCAPSUIATION | CONNECTION SETING S
Ethe met Ro uting PPPoE PPPusername and password, WAN IPv4/IPv6 IP address,
ro uting feature, DNSserver, VIAN, Qo S, and MTU
IPo E WAN IPv4/1Pv6 IP address, NAT DNSserverand r uting fe ature
Bridge N/A VIAN

Note: Thistable is forthe Ethemet, AON and PON routers. See Section 1.1 onpage 20 formore
information.

Table 50 WAN Setup Overview

IAYER-2 INTERFACE INTERNET CONNECTION

CONNECTION |DSLIINKTYPE | MODE ENCAPSUIATION CONNECTION SEINING S

ADSI/VDSLover | N/A Ro uting PPPo E PPP information, IPv4/IPv6 IP addre ss,
PIM routing feature, DNSserer, VIAN, Qo S,
and MTU
IPo E IPv4/IPv6 IP ad dress, routing fe ature, DNS
server, VLIAN, Qo S, and MTU
Bridge N/ A VIAN and QoS
ADSLover ATM oA Routing PPPo E/ PPPo A ATM PVC configuration, PPP information,

IPv4/IPv6 IP ad dress, routing fe ature, DNS
server, VLIAN, Qo S, and MTU

IPo E/TPo A ATM PVC configuration, IPv4/IPv6 IP
address, o uting feature, DNSserver, VIAN,
QoS, and MTU
Bridge N/ A ATM PVC configuration, and QoS
Ethemet N/A Routing PPPo E PPPusername and password, WAN IPv4/

IPv6 IP addre ss, o uting fe ature, DNS
server, VLIAN, Qo S, and MTU

IPo E WAN IPv4/IPv6 IP address, NAT, DNSserver
and 1o uting fe a ture
Bridge N/ A VIAN and QoS

Note: Thistable is forthe DSLrouters. See Section 1.1 on page 20 formore information.

8.1.2 WhatYou Need to Know

The following termsand conceptsmay help asyouread thischapter.

WAN IP Address

The WANIPaddressisan IPaddress forthe ZyxelDevice, which makesitaccessble from an outside
network kisused by the ZyxelDevice to communic ate with otherdevicesin othernetworks.kcanbe
static (fixed) ordynamically assigned by the ISPeach time the ZyxelDevice triesto accessthe Intemet.
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FyourISP assignsyou a static WAN IP address, they should also assign you the subnet mask and DNS
serverPaddresses.

AT™

Async hronous TransferMode (ATM) isa WAN networking technology that provide s high-speed data
transfer. ATM use s fixed -size packetsofinformationcalled cells. With ATM, a high Qo S(Quality of Service)
canbe guaranteed. ATM usesa connection-oriented modeland establishesa vitual ¢ irc uit (VC).

PIM

Packet TransferMode (PIM) ispacket-oriented and supported by the VDSI2 standard. n PIM, packets
are encapsulated directly in the High-level Data Link Control (HDIC) frames. Eis designed to provide a
low-overhead, transparent way of transporting packetsover DSLlinks, as an altemative to ATM.

IPv6 Introduc tion

IPv6 (Internet Protocolversion 6),isdesigned to enhance IPaddresssize and features. The mcrease in
IPv6 address size to 128 bits (from the 32-bit IPv4 address) allows up to 3.4 x 1038 IPaddre sses. The Zyxel
Device can use IPv4/IPv6 dualstackto connectto IPv4 and IPv6 networks, and supports IPv6 rapid
deployment (6RD).

IPv6 Addressing

The 128-bit IPv6 addressis written aseight 16-bit hexadecimalblocksseparated by colons(:). Thisisan
example IPv6 address 2001:0db8:1a2b:0015:0000:0000:1a2f:0000.

IPv6 addressescanbe abbreviated n two ways:
* [eading zerosina blockcanbe omitted. So 2001:0db8:1a2b:0015:0000:0000:1a2f:0000canbe

wrtten as 2001 :db8:1a2b:15:0:0:1a2f:0.

* Any numberofconsecutive blocksofzeroscanbe replaced by a double colon. A double coloncan
only appearonce inan IPv6 address. So 2001:0db8:0000:0000:1a2f:0000:0000:0015canbe
written as 2001 :0db8::1a2f:0000:0000:0015, 2001 :0db8:0000:0000:1a2f::0015,
2001:db8::1a2f:0:0:150r2001:db8:0:0:1a2f::15.

IPv6 Prefix and Prefix Iength

Similarto an IPv4 subnet mask, IPv6 usesan address prefix to re present the networkaddress. An IPv6
prefix length specifies how many mo st signific ant bits (start from the left) in the addresscompose the
network address. The prefixlength iswritten as “/x” where xisa number. Forexample,

2001:db8:1a2b:15::1a2f:0/32

meansthatthe first 32 bits (2001 :db8) is the subnet pre fix.

IPv6 Subnet Masking

Both an IPv6 address and IPv6 subnet maskcompose of 128-bit binary digits, which are divided into
eight 16-bit bloc ks and written in hexadecimalnotation. Hexadecimalusesfourbitsforeach character
(1-10,A-F).FEachblock's16 bitsare thenrepresented by fourhexadecimalcharacters. Forexample,
FFFF: FFFF FFFR FFFF FC 00:0000:0000:0000.
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IPv6 Rapid Deployment

Use IPv6 Rapid Deployment (6rd) when the localnetwork uses IPv6 and the ISPhasan IPv4 network.
When the ZyxelDevice hasan IPv4 WAN addressand you set IPv6/IPv4 Mode to IPv4 Only, you can
enable 6rd to encapsulate IPv6 packetsin IPv4 packetsto crossthe ISP’s IPv4 netwo rk.

The ZyxelDevice generatesa globallPv6 prefix from its IPv4 WAN addre ss and tunnels IPv6 traffic to the
BSPsBorderRelay rmouter (BRin the figure) to connectto the native IPv6 Inte met. The localnetworkcan
also use IPv4 services. The Zyxel Device usesits configured IPv4 WAN IP to ro ute IPv4 traffic to the IPv4
Ihtemet.

Figure 103 IPv6 Rapid Deployment
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Dual Sta c k Lite

Use DualStacklite when localnetworkcomputers use IPv4 and the ISP has an IPv6 netwo k. Whe n the
ZyxelDevice hasan IPv6 WAN address and you set IPv6/IPv4 Mode to IPv6 Only, you can enable Dual
Stack Lite to use IPv4 computers and services.

The ZyxelDevice tunnels IPv4 packetsinside IPv6 encapsulation packetsto the ISP’s Addre ss Family
Transition Router (AFIR in the graphic) to connect to the IPv4 Intemet. The localnetwork can also use
IPv6 services. The ZyxelDevice usesits configured IPv6 WAN IP to route IPv6 traffic to the IPv6 Intemet.
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Figure 104 DualStack Iite
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8.1.3 Before You Begin

You need to know yourlntemetaccesssettingssuch asencapsulation and WAN IPaddress. Get this
information from yo ur ISP.

8.2 Broadband Settings for DSLRoute rs

Use thisscreen to change yourZyxelDevice’s htemetaccesssettings. The summary table shows you the
configured WAN services (connec tions) on the Zyxel Device. Use information provided by your ISP to
configure WAN se tting s.

Clic k Network Setting > Broadband to accessthisscreen.

Figure 105 Network Setting > Broadband
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The following table descrbesthe labelsin thisscreen.

Table 51 Network Setting > Broadband

IABEL DESCRIPION

Add New WAN | Clickthisbutton to create a new connec tion.

Interface

# This is the inde x numberofthe entry.

Name This is the service name ofthe connection.

Type This shows type s ofconnectionsthe outerhas.

Mode This sho ws whe therthe connection isin routing orbridge mode.

Encapsulation This is the method ofencapsulation used by this c onnec tion.

802.1p This indic ates the 802.1p priority levelassigned to traffic sent through this c onnection. This
displays N/A when there isno priority levelassigned.

802.1q This indic atesthe VIAN ID numberassigned to traffic se nt through this connection. This displays
N/A when there isno VIAN ID numberassigned.

IGMP Pro xy This sho ws whe therthe ZyxelDevice actasan IGMP proxy on this connec tion.

NAT This shows whe therNATis activated ornot forthis c onnection.

Default This sho ws whe therthe ZyxelDevice use the WAN interface ofthisconnection asthe system

Gateway default gateway.

IPv6 This shows whetherIPv6 isactivated ornot forthisconnection. IPv6 isnotavailable when the

connection usesthe bridging service.

MID Pro xy This sho ws whe the r Multic a st Liste ne rDisc overy (MID) is ac tivated ornot forthis c onnec tion. MID
isnotavailable when the connection usesthe bridging service.

Mo d ify Clic k the Editicon to configure the WAN connection.

Clic k the Delete icon to remove the WAN connec tion.

8.2.1 Add orEdit ntemet Connec tion

Click Add New WAN Interface in the Broadband screen orthe Editicon nextto an existing WAN
interface to open the following screen. Use thisscreen to configure a WAN connection. The screen
variesdepending on the mode, encapsulation, and IPv6 orIPv4 mode you select.

Routing Mode

Use Routing mode if yourISP give youone IPaddressonly and you want multiple computersto share an
Intemetaccount.

The following example screen displayswhen you selectthe Routing mode and PPPoEe nc apsulation. The
screen varies when you selectotherencapsulation and IPv6 orIPv4d mode.
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Figure 106 Network Setting > Boadband > Add orEdit New WAN Interfface (Routing Mode)
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The following table descrbesthe labelsin thisscreen.

Table 52 Network Setting > Boadband > Add orEdit New WAN Interface (Routing Mode)

IABEL

DESCRIPIION

General

Click the switch to enable this WAN interface.

Name

Specify a descriptive name forthisconnection. You can use up to 15 alphanumerc (0-9, a-z, A-
7) and specialcharactersexcept[ "L, [ L ['LI<LI>LI~1L[$1,[|1,[&],0r[;]. Spacesare
alowed.

This field isread-only if you are editing the WAN interface.

Tpe

This field shows the typesofavailable c onnec tions.

This field isread-only if you are editing the WAN interface.

Mode

Sele ct Routing if your ISP give you one IPaddressonly and you want multiple computersto share
an Internet account.

Encapsulation

Selectthe method ofencapsulation used by yourISP from the drop-down list box. Thisoption is
available only when you selectRouting in the Mode field.

When you select ADSL/ VDSLover ATM or Ethemet, the choicesare PPPoEand IPoE

When you select ADSLover ATM, the choices are PPPoE IPoE, PPPoA and IPoA.

IPv4/1Pv6 Mode

SelectIPv4 Only if you want the ZyxelDevice to run IPv4 only.
SelectIPv4 IPv6 DualStack to allow the ZyxelDevice to run IPv4 and IPv6 atthe same time.

SelectIPv6 Only if you want the ZyxelDevice to run IPv6 only.

PPP nformation (Thisisavaiable only when you select Routing in the Mode field and PPPoEor PPPoA in the
Encapsulation field.)

PPP UserName Enterthe username exactly asyourISP assigned. Fassigned a name in the form user@d omain
where domain identifiesa service name, then enterboth componentsexactly asgiven.

PPP Password Enterthe password associated with the username above. Selectpassword unmask to show your
entered password in plain text.

PPPConnection | Select when to have the ZyxelDevice establish the PPP connection.

Thgger
Auto Connect—select thisto notlet the connection time out.
On Demand —select thisto automatically bring up the connection when the ZyxelDevice
receivespacketsdestined forthe Intemet.

Idle Timeout This value spec ifiesthe time in minutes thatelapsesbefore the muterautomatic ally disconnects
from the PPPoEserver.
This field isnot available ifyou select Auto Connectin the PPP Connection Tiggerfield.

PPPoE This field isavaiable when you select PPPoE enc a psula tion.

Passthrough

In addition to the ZyxelDevice’s built-in PPPoEclient, youcan enable PPPo Epassthrough to
allow up to ten hostson the IAN to use PPPoEclient software on theircomputersto connect to
the ISP through the ZyxelDevice. Each hostcan have a separate accountand a public WAN IP
address.

PPPoEpassthroughisan altemative to NATforapplication where NATisnotapproprate.

Disable PPPoEpassthrough ifyou do notneed to allow hosts on the LAN to use PPPo Ec lient
software on theircomputersto connect to the ISP.

AT PVC Configuration (Thisisavailable only when you select ADSLover ATM in the Type field.)

VPI[0-255]

The valid range forthe VPIis O to 255. Enterthe VPIassigned to you.

VCI[32-65535]

The valid range forthe VCIis 32 to 65535 (0 to 31isreserved forlocalmanagementof ATM
traffic ). Enterthe VCIassigned to you.
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Table 52 Network Setting > Broadband > Add orEdit New WAN Interface (Routing Mode) (continued)

IABEL

DESCRIPIION

Encapsulation

Selectthe method ofmultiple xing used by yourISP from the drop-down list box. Choicesare:
e IIC/SNAP-BRIDGING: In ICC encapsulation, bridged PDUsare encapsulated by identifying
the type ofthe bridged media in the SNAPheader.

VC/MUX: h VC multiplexing,each protocoliscamied on a single ATM vitualcirc uit (VC). To
transport multiple protocols, the ZyxelDevice needsseparate VCs. There is a binding
between a VC and the type of the networkprotocolcamied on the VC. Thisreduces
paylad overhead since there isno need to canmy protocolinformation in each Protocol
Data Unit (PDU) payload.

Se wic e
Category

Select UBRWithout PCRforapplic ationsthat are non-time sensitive, such asemail
Select CBR(Continuous Bit Rate) to specify fixed (always-on) bandwidth forvoice ordata traffic.

Select Non Realtime VBR(non realtime Variable Bit Rate) forconnectionsthatdo notrequire
closelycontrolled delay and delay varation.

Select Realtime VBR (realtime Variable Bit Rate) for applic ations with bursty c onnections that
require closely controlled delay and delay varation.

Peak CellRate
[cells/s]

Divide the DSLline rate (bps) by 424 (the size ofan ATM cell) to find the Peak CellRate (PCR). This
isthe maximum rate at which the sendercansend cells. Type the PCRhere.

Sustainable Cell
Rate

The Sustain CellRate (SCR) setsthe average cellrate (long-term) thatcan be transmitted. Type
the SCR, which must be lessthan the PCR. Note thatsystem defaultisOcells/sec.

Ma xim um Burst
Size [c e ls]

Ma xim um Burst Size (MBS) refers to the maximum numberofcellsthatcan be sentatthe peak
rate. Type the MBS, which is less than 65535.

VIAN

Clic k this switc h to enable VLAN on this WAN interface.

This field isnot available if you select ADSLover ATM in the Type field and PPPoA orIPoA in the Encapsulation field.

802.1p IEEE 802.1p definesup to 8 separate traffic typesby inserting a tag into a MAC-layerframe that
containsbitsto define classofservice.
Selectthe IEEE802.1p priority level(from 0 to 7) to add to traffic through this c onnec tion. The
greaterthe number, the higherthe priorty level

802.1q Type the VIAN ID number(from 0 to 4094) fortraffic through this c onnec tion.

MTU (Thisisnot avaiable f you select ADSLover ATM in the Type field and PPPoA orIPoA in the Enc apsulation field.)

MTU

Enterthe MTU (Ma ximum Transfe r Unit) size fortraffic through this c onnec tion.

IP Address (Thisisavailable only when you selectIPv4 Only orIPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

Obtan an IP
Address
Automatic ally

A static Paddressisa fixed IPthat yourISP givesyou. A dynamic Paddressisnot fixed; the ISP
assignsyou a differentone each time youconnectto the ntemet. Select thisif you have a
dynamic IPaddress.

Static IP Address

Selectthisoption If the ISP assigned a fixed IPaddress.

IP Address Enterthe static Paddress provided by yourISP.
Subnet Mask | Enterthe subnet mask provided by yourISP.
Thisis available only when you setthe Encapsulation to IPoE o rIPoA.
Gateway P | Enterthe gateway IPaddressprovided by yourISP.
Address
Thisis available only when you setthe Encapsulation to IPoE.
DNSSewer(Thisisavaiable only when you selectIPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)
Obtain DNSInfo | Select Obtain DNS Info Automatically if you want the ZyxelDevice to use the DNSserver
Automatic ally addressesassigned by yourISP.
Use Following Select Use Following Static DNS Address if you want the ZyxelDevice to use the DNSserver
Sta tic DNS addressesyou configure manually.
Address
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Table 52 Network Setting > Broadband > Add orEdit New WAN Interfface (Routing Mode) (continued)

IABEL DESCRIPTIO N

Primary DNS Enterthe fist DNSserveraddress assigned by the ISP.

Serer

Secondary DNS | Enterthe second DNSserveraddressassigned by the ISP.

Serwer

Routing Feature (Thisisavailable only when you selec t IPv4 Only orIPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

NAT Clic k this switc h to activate NATon this connection.

IGMP Pro xy Intemet Group Multicast Potocol(IGMP) is a network-layerprotocolused to establish
membership in a multicast group —itisnotused to camy userdata.
Clic k this switc h to have the ZyxelDevice actasan IGMP proxy on thisconnec tion.
This allo ws the ZyxelDevice to getsubscrbing information and maintain a joined memberlist for
each multicast group. I can reduc e multic a st tra ffic signific antly.

ApplyasDefault | Click thisswitch to have the ZyxelDevic e use this WAN interfac e ofthisc onnection asthe system

Gateway default gateway.

Fullc one NAT Clic k this switc h to enable fullc one NATon this WAN connec tion.
This field isavaiable only when you ac tivate NAT
In fullcone NAT, the ZyxelDevice mapsalloutgoing packetsfrom an ntemallPaddressand port
to a single IPaddressand porton the extemalnetwork The ZyxelDevice also mapspackets
coming to thatextemallPaddressand portto the ntemallPaddressand port.

6RD

The 6RD (IPv6 rapid deployment) fields display when you set the IPv6/ IPv4 Mode field to IPv4 Only. See IPv6 Rapid
Deploymenton page 218 formore infomation.

Clic k this switc h to

tunnelIPv6 tra ffic from the localnetwork through the ISP’s IPv4 netwo rk.

Automatic ally The Automatically configured by DHCPC optionisconfigurable only when you setthe method of
configured by encapsulation to IPoE

DHCPC

Manualy Select Manually Configured if you have the IPv4 addressofthe relay server. Otherwise, select
Configured Automatically configured by DHCPC to have the ZyxelDevice detectit automatically through

DHCP.

Service Provider

Enteran IPv6 pre fix fortunneling IPv6 traffic to the ISP’sborderrelay muterand connecting to the

IPv6 Pre fix native IPv6 Inte met.

IPv4 Ma sk Enterthe subnet mask number(1l —32) forthe IPv4 network.

Iength

BorderRelay When you selectManually Configured, specify the relay server s IPv4 address in this fie ld.
IPv4 Address

DHCPC Options (Thisisavailable only when you selec t IPv4 Only o rIPv4 IPv6 DualStack in the IPv4/IPv6 Mode field
and IPoEin the Encapsulation field.)

Note:The avaiable DHCPoptionsmay differby model

Request Options

Select Option 42 to have the ZyxelDevice get NTP time serverinformation fom DHCP packets
sent from the DHCP server.

Select Option 43 to have the ZyxelDevice getvendorspecific information from DHCPpackets
sent from the DHCP server.

Select Option 120 to have the ZyxelDevice getstatic route nformation from DHCP packets sent
from the DHCP server.

Select Option 121 to have the ZyxelDevice get SIP serverinformation from DHCP packetssent
from the DHCP server.

Se nt Options
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Table 52 Network Setting > Broadband > Add orEdit New WAN Interfface (Routing Mode) (continued)

IABEL DESCRIPTIO N

option 12 To id e ntify the ZyxelDevice to the DHCPserver, selectthisto automatically add the hostname of
the ZyxelDevice in the DHCP discovery packetsthatgo to the DHCP serwer.

option 60 Selectthisand enterthe device identity you want the ZyxelDevice to add in the DHCP discovery
packetsthatgo to the DHCPserver.

VendorID Enterthe VendorClass Identifier, such asthe type ofthe hardware orfimware.

option 61 Selectthisand enterany string that id e ntifie s the device.

IAD Enterthe Identity Association Identifier (IAID) of the device, forexample, the WAN connection
index number.

DUID Enterthe hardware type, a time value and the MAC addressofthe device.

option 125 Select thisto have the ZyxelDevice automatically generate and add vendorspec ific

parametersin the DHCP discovery packetsthat go to the DHCP server.

IPv6 Addre ss (This

isavailable only when you selectIPv4 IPv6 DualStack orIPv6 Only in the IPv4/IPv6 Mode field.)

Obtain an IPv6

Select Obtain an IPv6 Address Automatically if you want to have the ZyxelDevice use the IPv6

Address prefix from the connected outers Router Adve tiseme nt (RA) to generate an IPv6 address.
Automatic ally
Sta tic IPv6 Select Static IPv6 Address if you have a fixed IPv6 addressassigned by yourISP. When youselect
Address this, the following fieldsappear.
IPv6 Address | Enteran IPv6 IPaddressthat yourISP gave to you forthis WAN interface.
Prefix Ilength | Enterthe addressprefix length to specify how many mo st significant bitsin an IPv6 address
compose the networkaddress.
IPv6 Default | Enterthe IPaddressofthe next-hop gateway. The gateway isa routerorswitc h on the same
Gateway segmentasyourZyxelDevice'sinterfaces. The gateway helpsforward packetsto their

de stina tio ns.

IPv6 DNS Sewer(Thisisavailable only when you selectIPv4 IPv6 DualStack orIPv6 Only in the IPv4/IPv6 Mode field.
Configure the IPv6 DNSserverin the following section.)

Obtain IPv6 DNS | Select Obtain IPv6 DNS Info Automatically to have the ZyxelDevice getthe IPv6 DNSserwer
Info addresses from the ISP automatic ally.

Automatic ally

Use Following Select Use Following Static IPv6 DNS Address to have the ZyxelDevice use the IPv6 DNSserver
Static IPv6 DNS | addressesyou configure manually.

Address

Primary DNS Enterthe first Pv6 DNSserveraddressassigned by the ISP.

Server

Se condary DNS
Serwer

Enterthe second IPv6 DNSserveraddress assigned by the ISP.

IPv6 Routing Feature (Thisis available only when you selec tIPv4 IPv6 DualStack orIPv6 Only in the IPv4/IPv6 Mode
field. Youcan enable IPv6 routing featuresin the following section.)

MID Pro xy Selectthischeckboxto have the ZyxelDevice actasan MID proxy on this c onnection. This
Enable alowsthe ZyxelDevice to getsubscrption nformation and maintain a joined memberlist for
each multicast group. Ik can reduc e multic a st tra ffic signific antly.
ApplyasDefault | Selectthisoption to have the ZyxelDevice use the WAN interface ofthisconnection asthe
Gateway system default gateway.
DS-Lite Thisis available only when you selec tIPv6 Only in the IPv4/ IPv6 Mode field. Enable DualStack
Lite to letlocalcomputersuse IPv4 through an ISP’s IPv6 network See DualStacklite on page
218 for mo re info ma tion.
Clic k this switc h to enable DS-lite to letlocalc omputers use IPv4 through an ISP’s IPv6 ne twork.
Automatic ally Select thisto have the ZyxelDevice detect the relay serverautomatic ally through DHCP.
configured by
DHCPC
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Table 52 Network Setting > Broadband > Add orEdit New WAN Interfface (Routing Mode) (continued)

IABEL DESCRIPTIO N

Manualy Select Manually Configured if you have the IPv6 addressofthe relay server. Otherwise, select

Configured Automatically configured by DHCPC to have the ZyxelDevice detectit automatically through
DHCP.

DS-lite Relay Spec ify the transition router s IPv6 address.

SerwerlIP

DHCPv6 Option (Thisis available only when you selectIPv6 Only o rIPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

IPv6 Address Click the switc h to let the ZyxelDevice send DHCP re quests to the DHCPv6 serverto obtain an

From DHC Pv6 IPv6 address.

Server

Other Click the switc h to have the ZyxelDevice getotherinformation, such as DNSinformation, from

Information DHCPv6 packetssent from the DHCPv6 server.

From DHC Pv6

Server This willbe enabled if IPv6 Address From DHCPv6 Serwerisenabled.

Pv6 MAP Thisis available when you edit an IPv6 WAN interface. Slide the switch to the right to create an
IPv6 map domain.

Transport Mode | Select MAP-T(Tanslation) orMAP-E(Encapsulation) based on the ISPdeployment.

Se tting Mode Select DHCP $46 orManualto configure the following fields.

Note: The following Prefix’ Address fieldsare used forthe addressmapping rule of MAP-Tor MAP-E.

BR IPv6 Pre fix

This is the IPv6 network address/prefix assigned to the BR, including the prefix length.

Rule IPv6 Pre fix

This is the IPv6 netwo 1k pre fix, inc luding the pre fix le ngth.

Rule IPv4 Prefix

This is the IPv4 netwo 1k pre fix, inc luding the pre fix le ngth.

Note: The following PSID fields are used forthe port mapping rule o f MAP-Tor MAP-E

PSID Offset The Port Set Id e ntifie r (PSID) o ffset spe cifie s the excluded portrange. The default PSID Offsetis 6;
port 0~1023 wilbe reserved forthe system to use.

PSDD Iength This spe c ifie sthe numberofsharing ratio. When PSID Iengthissetto 8, the portswilbe separated
and assigned for228 MAP CEs to use.

PSID A Port SetID (PSID) identifiesa setof portsassigned to a CEformapping. PSID should be unique
foreach CEsharing the IPv4 address.

Cancel ClickCancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

Bridge Mode

Click the Add new WAN Interface in the Network Se tting > Boadband screen orthe Editic on nextto the
connection you want to configure. The following example screen displays when you select Bridge

mode.
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Figure 107 Network Setting > Boadband > Add orEdit New WAN Interfface (Bridge Mode)
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The following table descrbesthe fieldsin this screen.

Table 53 Network Setting > Broadband > Add/Edit New WAN Interface (Bridge Mode)

IABEL DESCRIPIION

General

Clic k this switc h to enable the WAN interface.

Name Entera service name ofthe connection. You can use up to 15 alphanumerc (0-9, a-z, A-Z) and
specialcharactersexcept[ "L, [ L['LI<LI>L[~ALI[$L[| 1, [&],or[;]. Spacesare alowed.

This field isread-only is you are editing the WAN interface.

Tpe Select VDSLover PIM, ADSLover AT orEthemetasthe WAN interface type.

This field isread-only if you are editing the WAN interface.

Mode SelectBridge when your SP providesyou more than one IPaddressand you want the connected
computersto getindividuallPaddress from ISP s DHCP serverdirectly. Fyouselect Bridge, you
cannotuse routing functions, such as Qo S, Fre wall, DHCP serverand NATon traffic from the
selected TAN ports.

VIAN

Clic k this switc h to enable VLAN on this WAN interface.

802.1p IEEE 802.1p definesup to 8 separate traffic typesby inserting a tag into a MAC-layerframe that
containsbitsto define classofservice.

Selectthe IEEE802.1p priority level(from 0 to 7) to add to traffic through thisc onnection. The greater
the number, the higherthe priority level

802.1q Type the VIAN ID number(from 0 to 4094) fortraffic through this c onnec tion.
MTU
MTU ‘ Ente rthe MTU (Maximum Ta nsfe r Unit) size fortraffic through this c onne c tion.

AT PVC Configuration (Thisisavailable only when you select ADSLover ATM in the Type field.)

VPI[0-255] ‘ The valid range forthe VPIis 0 to 255. Enterthe VPIassigned to you.
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Table 53 Network Setting > Broadband > Add/Edit New WAN Interface (Bridge Mode) (continued)

IABEL DESCRIPTION
VCI[32- The valid range forthe VCIis 32 to 65535 (0 to 31 isreserved forlocalmanagementof ATM tra ffic ).
65535] Enterthe VCIassigned to you.
Encapsulatio | Select the method of multiplexing used by your ISP from the drop-down list box. Choicesare:
n
e IIC/SNAP-BRIDGING: In ICC encapsulation, bridged PDUs are encapsulated by identifying the
type ofthe bridged media in the SNAPheader.
e VC/MUX: n VC multiplexing, each protocoliscamied on a single ATM virtual ¢ irc uit (VC). B
transport multiple protocols, the ZyxelDevice needsseparate VCs. There isa binding between a
VC and the type ofthe networkprotocolcamied on the VC. Thisreducespayload overhead
since there isno need to cany protocolinformation in each ProtocolData Unit (PDU) payload.
Se rvic e Select UBRWithout PCRforapplicationsthatare non-time sensitive, such asemail
Category
Select CBR(Continuous Bit Rate) to specify fixed (always-on) bandwidth forvoice ordata traffic.
Select Non Realtime VBR (non real-time Varable Bit Rate) forconnectionsthatdo notrequire
closelycontrolled delay and delay varnation.
Select Realtime VBR(real-time Variable Bit Rate) forapplic atio ns with bursty connec tions that
require closely controlled delay and delay varation.
Peak Cel Divide the DSLline rate (bps) by 424 (the size ofan ATM cell) to find the Peak Cell Rate (PCR). This is
Rate [cells/s] | the maximum rate at which the sendercansend cells. Enterthe PCRhere. Thisisnotavaiable when
you set the Service Category to UBR Without PCR.
Sustainable The Sustain CellRate (SCR) setsthe average cellrate (long-term) that can be transmitte d. Ente rthe
CellRate SCR, which mustbe lessthan the PCR. Note that system defaultisOcells/sec. Thisisnotavaiable
when you set the Sewice Category to UBRWithout PCRor CBR
Ma ximum Maximum Burst Size (MBS) refers to the maximum numberofcelsthatcanbe sentatthe peakrate.
Burst Size Ente rthe MBS, whic h is le ss than 65535. Thisisnotavailable when you set the Service Category to
[cells] UBR Without PCRor CBR
Cancel Click Cancel to exit this sc reen without saving any changes.
Apply Click Apply to save yourchanges.

8.3 Broadband Settings for Ethemet, AON and PON
Routers

Use thisscreen to change yourZyxelDevice’sIntemetaccesssettings. The summary table shows you the
configured WAN servic es (connec tions) on the ZyxelDevice. Use information provided by your ISP to
configure WAN se tting s.

Note: The differencesofthe broadband screensbetween Ethemet, AONand PONmwutersare
the type ofconnectionsavailable.

Clic k Network Setting > Broadband to accessthisscreen.

AX/DX/EE/ EX/PX Series User s Guide

228



Chapter8 Bnadband

Figure 108 Network Setting > Broadband (Ethe met Ro ute rs)
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The folowing table describesthe labelsin thisscreen.

Table 54 Network Setting > Broadband

IABEL DESCRIPIION

Add New WAN | Clickthisbutton to create a new connec tion.

Interface

# This is the nde x numberofthe entry.

Name This is the service name ofthe connection.

Type This displays the type ofconnectionsavaiable.

Mode This sho ws whe therthe connection isin outing orbridge mode.

Encapsulation This is the method ofencapsulation used by this c onnec tion.

802.1p This indic ates the 802.1p priority levelassigned to traffic sent through this c onnection. This
displays N/A when there isno priority levelassigned.

802.1q This indic atesthe VIAN ID numberassigned to traffic se nt through this connection. This displays
N/A when there isno VIAN ID numberassigned.

IGMP Pro xy This sho ws whe therthe ZyxelDevice actasan IGMP proxy on thisconnec tion.

NAT This shows whe therNATis activated ornot forthis c onnection.

Default This sho ws whe therthe ZyxelDevice use the WAN interface ofthisconnection asthe system

Gateway default gateway.

IPv6 This shows whetherIPv6 isactivated ornot forthisconnection. IPv6 isnotavailable when the

connection usesthe bridging service.
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Table 54 Network Setting > Broadband (continued)

IABEL DESCRIPTION

MID Pro xy This sho ws whe the r Multic a st Liste ne rDisc overy (MID) is ac tivated ornot forthis c onnec tion. MID
isnotavailable when the connection usesthe bridging service.

Mo d ify Clic k the Editicon to configure the WAN connection.

Clic k the Delete icon to remove the WAN connec tion.

8.3.1 Add orEdit ntemet Connec tion

Click Add New WAN Interface in the Broadband screen orthe Editicon nextto an existing WAN
interface to open the following screen. Use thisscreen to configure a WAN connection. The screen
variesdepending on the mode, encapsulation, and IPv6 orIPv4 mode you select.

Routing Mode

Use Routing mode if yourISP give youone IPaddressonly and you want multiple computersto share an
Intemetaccount.

The following example screen displayswhen you selectthe Routing mode and PPPoEe nc apsulation. The
screen varies when you selectotherencapsulation and IPv6 orIPv4d mode.
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Figure 110 Network Setting > Boadband > Add orEdit New WAN Interface (Ethemet Routers Routing
Mode)
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Figure 111 Network Setting > Boadband > Add orEdit New WAN Intefface (AON and PON Routers
Routing Mode)
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The following table descrbesthe labelsin thisscreen.

Table 55 Network Setting > Boadband > Add orEdit New WAN Interface (Routing Mode)

IABEL DESCRIPTIO N

General Clic k this switc h to enable the WAN interface.

Name Specify a descriptive name forthisconnection. You can use up to 15 alphanumerc (0-9, a-z, A-
7) and specialcharactersexcept[ "L, [ L ['LI<LI>LI~1L[$1,[|1,[&],0r[;]. Spacesare
alowed.

This field isread-only isyou are editing the WAN interface.

Type This field shows Bthemetand indicatesan Ethemet connec tion.
This field isread-only isyou are editing the WAN interface.

Mode Select Routing if your ISP give you one IPaddressonly and you want multiple computersto share
an Internet account.

Encapsulation Selectthe method ofencapsulation used by yourISP from the drop-down list box. Thisoption is

available only when you selectRouting in the Mode field.

The choicesare PPPoEand IPoE

IPv4/1Pv6 Mode

SelectIPv4 Only if you want the ZyxelDevice to run IPv4 only.
SelectIPv4 IPv6 DualStack to allow the ZyxelDevice to run IPv4 and IPv6 atthe same time.

SelectIPv6 Only if you want the ZyxelDevice to run IPv6 only.

PPP nformation (Thisisavaiable only when you select PPPoEin the Enc apsulation field.)

PPP UserName Enterthe username exactly asyourISP assigned. Fassigned a name in the form user@domain
where domain identifiesa service name, then enterboth componentsexactly asgiven.

PPP Password Enterthe password associated with the username above. Selectpassword unmask to show your
entered password in plain text.

PPPConnection | Select when to have the ZyxelDevice establish the PPP connection.

Thgger
Auto Connect—select thisto notlet the connection time out.
On Demand —select thisto automatically bring up the connection when the ZyxelDevice
receivespacketsdestined forthe Intemet.

Idle Timeout This value spec ifie sthe time in minutes thatelapsesbefore the muterautomatic ally disconnects
from the PPPoEserver.
This field isonly available if you select On Demand in the PPP Conne ction Tiggerfield.

PPPoE This field isavaiable when you select PPPoE enc a psula tion.

Passthrough
In addition to the ZyxelDevice’s built-in PPPoEclient, youcan enable PPPo Epassthrough to
allow up to ten hostson the IAN to use PPPoEclient software on theircomputersto connect to
the ISP through the ZyxelDevice. Each hostcan have a separate accountand a public WAN IP
address.
PPPoEpassthroughisan altemative to NATforapplication where NATisnotapproprate.
Disable PPPoEpassthrough ifyou do notneed to allow hosts on the LAN to use PPPo Ec lient
software on theircomputers to connect to the ISP.

VIAN Clic k this switc h to enable ordisable VIAN on this WAN interface. When the switch goes to the
right f‘::, the function isenabled. Otherwise, it is not.

802.1p IEEE 802.1p definesup to 8 separate traffic typesby inserting a tag into a MAC-layerframe that
containsbitsto define classofservice.
Selectthe IEEE802.1p priority level(from 0 to 7) to add to traffic through this c onnec tion. The
greaterthe number, the higherthe priorty level

802.1q Type the VIAN ID number(from 0 to 4094) fortraffic through this c onnec tion.

MTU
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Table 55 Network Setting > Broadband > Add orEdit New WAN Interface (Routing Mode) (continued)

IABEL

DESCRIPIION

MTU

Enterthe MTU (Ma ximum Transfe r Unit) size fortraffic through this c onnec tion.

IP Address (Thisisavailable only when you selectIPv4 Only orIPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

Obtan an IP A static Paddressisa fixed IPthat yourISP givesyou. A dynamic Paddressisnot fixed; the ISP
Address assignsyou a differentone each time youconnectto the ntemet. Select thisif you have a
Automatic ally dynamic IPaddress.

Static IP Address | Select thisoption If the ISP assigned a fixed IPaddress.

IP Address Enterthe static IPaddress provided by your ISP.
Subnet Mask | Enterthe subnet mask provided by yourISP.
Thisis available only when you set the Encapsulation to IPoE.
Gateway P | Enterthe gateway IPaddressprovided by yourISP.
Address
Thisis available only when you set the Encapsulation to IPoE.

DNSSewer(Thisisavaiable only when you selectIPv4 Only or IPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)
Select Obtain DNS Info Automically if you want the ZyxelDevice to use the DNSserveraddresses
assigned by yourISP.

Select Use Following Static DNS Address if you want the ZyxelDevice to use the DNSserver
addressesyou configure manually.

Primary DNS Enterthe fist DNSserveraddress assigned by the ISP.

Serwer

Se condary DNS
Serer

Enterthe second DNSserveraddressassigned by the ISP.

Routing Feature (Thisisavailable only when you selec t IPv4 Only orIPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

NAT Clic k this switc h to activate ordeactivate NATon thisconnection. When the switch goesto the
right f‘::, the function isenabled. Otherwise, it is not.

IGMP Pro xy Intemet Group Multic ast Potocol(IGMP) is a network-layerprotocolused to establish
membership in a Multicast group -itisnotused to cany userdata.
Clic k this switc h to have the_ ZyxelDevice actasan IGMP proxy on thisconnec tion. When the
switch goesto the right ("M, the function is enabled. Otherwise, itisnot.
This allo ws the ZyxelDevice to getsubscrbing information and maintain a joined memberlist for
each multicast group. Ik can reduc e multic a st tra ffic signific antly.

ApplyasDefault | Click this switch to have the ZyxelDevice use the WAN interface ofthisconnec tion asthe system

Gateway default gateway. When the switch goesto the right f‘:, the functionisenabled. Otherwise, it is
not.

Fullc one NAT Clic k this switc h to enable ordisable fullcone NATon this connec tion. When the switch goes to

Enable the right f‘:, the function is enabled. Otherwise, itis not.

This field isavaiable only when you ac tivate NAT

In fullcone NAT, the ZyxelDevice mapsalloutgoing packetsfrom an ntemallPaddressand port
to a single IPaddressand porton the extemalnetwork The ZyxelDevice also mapspackets
coming to thatextemallPaddressand portto the ntemallPaddressand port.

DHCPC Options (Thisisavailable only when you setthe Encapsulation to IPoE and select IPv4 Only orIPv4 IPv6
DualStack in the IPv4/IPv6 Mode field.)

Note:The avaiable DHCPoptionsmay differby model
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Table 55 Network Setting > Broadband > Add orEdit New WAN Interface (Routing Mode) (continued)

IABEL DESCRIPTIO N

RequestOptions | Select Option 42 to have the ZyxelDevice get NIP time serverinformation fom DHCP packets
sent from the DHCP server.
Select Option 43 to have the ZyxelDevice getvendorspecific information fom DHCPpackets
sent from the DHCP server.
Select Option 120 to have the ZyxelDevice getstatic route nformation from DHCP packets sent
from the DHCP server.
Select Option 121 to have the ZyxelDevice get SIP serverinformation from DHCP packetssent
from the DHCP server.

Se nt Options

option 60 Selectthisand enterthe device identity you want the ZyxelDevice to add in the DHCP discovery
packetsthatgo to the DHCPserver.

VendorID Enterthe VendorClass Identifier, such asthe type ofthe hardware orfimware.

option 61 Selectthisand enterany string that id e ntifie s the device.

IAD Enterthe Identity Association Identifier (IAID) ofthe device, forexample, the WAN connection
index number.

DUID Enterthe hardware type, a time value and the MAC addressofthe device.

option 125 Select thisto have the ZyxelDevice automatically generate and add vendorspec ific

parametersin the DHCP discovery packetsthatgo to the DHCP server.

IPv6 Addre ss (This

isavailable only when you selectIPv4 IPv6 DualStack orIPv6 Only in the IPv4/IPv6 Mode field.)

Obtain an IPv6

Select Obtain an IPv6 Address Automatically if you want to have the ZyxelDevice use the IPv6

Address prefix from the connected outers Router Adve tiseme nt (RA) to generate an IPv6 address.
Automatic ally
Sta tic IPv6 Select Static IPv6 Address if you have a fixed IPv6 addressassigned by yourISP. When youselect
Address this, the following fieldsappear.
IPv6 Address | Enteran IPv6 IPaddressthat yourISP gave to you forthis WAN interface.
Prefix Ilength | Enterthe addressprefix length to specify how many mo st significant bitsin an IPv6 address
compose the networkaddress.
IPv6 Default | Enterthe IPaddressofthe next-hop gateway. The gateway isa routerorswitc h on the same
Gateway segmentasyourZyxelDevice'sinterfaces. The gateway helpsforward packetsto their

de stina tio ns.

IPv6 DNS Sewer(Thisisavailable only when you selectIPv4 IPv6 DualStack orIPv6 Only in the IPv4/IPv6 Mode field.
Configure the IPv6 DNSserverin the following section.)

Obtain IPv6 DNS | Select Obtain IPv6 DNS Info Automatically to have the ZyxelDevice getthe IPv6 DNSserwer
Info addresses from the ISP automatic ally.

Automatic ally

Use Following Select Use Following Static IPv6 DNS Address to have the ZyxelDevice use the IPv6 DNSserver
Static IPv6 DNS | addressesyou configure manually.

Address

Primary DNS Enterthe first Pv6 DNSserveraddressassigned by the ISP.

Server

Se condary DNS
Serwer

Enterthe second IPv6 DNSserveraddress assigned by the ISP.

IPv6 Routing Feature (Thisis available only when you selec tIPv4 IPv6 DualStack orIPv6 Only in the IPv4/IPv6 Mode
field. Youcan enable IPv6 routing fe aturesin the following section.)

MID Pro xy Selectthischeckboxto have the ZyxelDevice actasan MID proxy on this c onnection. This

Enable allowsthe ZyxelDevice to getsubscrption nformation and maintain a joined memberlist for
each multicast group. Ik can reduc e multic a st tra ffic signific antly.

ApplyasDefault | Selectthisoption to have the ZyxelDevice use the WAN interface ofthisconnection asthe

Gateway system default gateway.
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Table 55 Network Setting > Broadband > Add orEdit New WAN Interface (Routing Mode) (continued)

IABEL DESCRIPTIO N

DS-Lite Thisis available only when you selec tIPv6 Only in the IPv4/ IPv6 Mode field. Enable DualStack
Lite to letlocalcomputersuse IPv4 through an ISP’s IPv6 network See DualStacklite on page
218 formore info ma tion.
Clic k this switc h to enable DS-lite to letlocalc omputersuse IPv4 through an ISP’s IPv6 ne twork.

DS-ite Relay Spec ify the transition route s IPv6 address.

SerwerlIP

6RD

The 6RD (IPv6 rapid deployment) fields display when you set the IPv6/ IPv4 Mode field to IPv4 Only. See IPv6 Rapid
Deploymenton page 218 formore information.

Clic k this switc h to tunnelIPv6 tra ffic from the localnetwork through the ISP’s IPv4 netwo rk.

Select Manually Configured if you have the IPv4 addressofthe relay server. Otherwise, select
Automatically configured by DHCPC to have the ZyxelDevice detectit automatically through
DHCP.

The Automatically configured by DHCPC optionisconfigurable only when you setthe method of
encapsulation to IPoE

Service Provider

Enteran IPv6 pre fix fortunneling IPv6 traffic to the ISP’sborderrelay muterand connecting to the

IPv6 Pre fix native IPv6 Inte met.

IPv4 Ma sk Enterthe subnet mask number(1l —32) forthe IPv4 network.

Iength

BorderRelay When you selectManually Configured, specify the relay server s IPv4 address in this fie ld.
Pv4 Address

DHCPv6 Option (Thisis available only when you selectIPv6 Only o rIPv4 IPv6 DualStack in the IPv4/IPv6 Mode field.)

IPv6 Address Clic k the switc h (to the right) to let the Zyxe1Device send DHCP re quests to the DHC Pv6 se rver to
From DHC Pv6 obtain an IPv6 address.

Server

Other Click the switc h (to the right) to have the ZyxelDevice getotherinformation, such as DNS
Information information, from DHCPv6 pac ke ts se nt from the DHCPv6 server.

From DHC Pv6

Sewer This willbe enabled if IPv6 Address From DHCPv6 Serwerisenabled.

Cancel ClickCancelto restore yourpreviously saved settings.

Apply Click Apply to save yourchanges.

Bridge Mode

Click the Add new WAN Interface in the Network Se tting > Boadband screen orthe Editic on nextto the
connection you want to configure. The following example screen displays when you select Bridge

mode.
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Figure 112 Network Setting > Boadband > Add orEdit New WAN Interfface (Bridge Mode)
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The following table descrbesthe fieldsin this sc reen.

Table 56 Network Setting > Broadband > Add orEdit New WAN Interface (Bridge Mode)

IABEL DESCRIPIION
General Clic k this switch to enable the interface.
Name Entera service name ofthe connection. You can use up to 15 alphanumerc (0-9, a-z, A-Z) and

specialcharactersexcept[ "L, [ L['LI<LI[>L[~ALI$L[| ,[&],or[;]. Spacesare alowed.

This field isread-only is you are editing the WAN interface.

Type This fie ld shows Ethemet and indicates an Ethemet connec tion.

This field isread-only is you are editing the WAN interface.

Mode SelectBridge when your SP providesyou more than one IPaddressand you want the connected
computersto getindividuallPaddress from ISP s DHCP serverdirectly. Fyouselect Bridge, you
cannotuse routing functions, such as Qo S, Fre wall, DHCP serverand NATon traffic from the
selected TAN ports.

VIAN Clic k this switch to enable VIAN on this WAN interface.

802.1p IEEE 802.1p definesup to 8 separate traffic typesby inserting a tag into a MAC-layerframe that
containsbitsto define classofservice.

Selectthe IEEE802.1p priority level(from 0 to 7) to add to traffic through thisc onnection. The greater
the number, the higherthe priority level

802.1q Type the VIAN ID number(from 0 to 4094) fortraffic through this c onnec tion.
MTU

MTU Ente rthe MTU (Maximum Ta nsfe r Unit) size fortraffic through this c onne c tion.
Cancel Click Cancel to exit this screen without saving any changes.

Apply Click Apply to save yourchanges.

8.4 CellularBackup

The USBportofthe ZyxelDevice allowsyouto attacha cellulardongle to wirelessly connectto a cellular
network forntemet access. You can have the ZyxelDevic e use the cellular WAN connection asa
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backup to keep you online if the primary WAN connec tion fails for Conse cutive Fail time s. Consult your
cellularservice providerto configure the settingsin thisscreen. Disconnectthe Flberport to use the

cellulardongle asyourprimary WAN connection, asthe ZyxelDevice automatic ally usesa wired WAN
connection when available.

Figure 113 Intemet Access Application: Cellular WAN
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Use thisscreen to configure yourcellularse tting s. Clic k Ne twork Se tting > Broadband > CellularBackup.

The actualdata rate youobtain variesdepending on the cellularcard you use, the signalstrength to
the service providersbase station, and so on.

Note: Entering a wrong PINcode three tmes willlockthe SIM card in yourcellulardongle.
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Note: Fyou selectDrop in the Cummrent Cellular Connection field, the ZyxelDevice wildro p the
cellularWAN connection when the Time BudgetorData Budgetisreached. Emay take
some time forthe cellular WAN connection to be disconnected when the Time Budget
orData Budgetisreached.

Figure 114 Network Setting > Boadband > Cellular Bac kup
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Figure 115 Network > Broadband > CellularBackup (Budget Setup)
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The following table describesthe labelsin thisscreen.

Table 57 Network Setting > Bonadband > CellularBackup

IABEL DESCRIPTION

General

CellularBackup | Clic k this switch to have the ZyxelDevice use the cellularconnection asyourWANora backup
when the wired WAN connection fail.

Ping Check Clic k this switch to ping check the connection statusofyour WAN.

You can configure the frequency ofthe ping checkand numberofconsecutive failuresbefore
triggering cellularbackup.

CheckCycle Enterthe frequency ofthe ping checkin this field.

Consecutive Fail | Enterhow many consecutive failuresare required before cellularbackup istriggered.

Ping Default Selectthisto have the ZyxelDevice ping the WAN interfface’sdefault gateway IPaddress.
Gateway
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Table 57 Network Setting > Boadband > Cellular Backup (continued)

IABEL

DESCRIPIION

Ping Host

Selectthisto have the ZyxelDevice ping the particularhostname orIPaddressyou typed in this
field.

CellularConnection Settings

Cand
Description

This field displaysthe manufacturerand modelname ofyourcellularcamd if you inserted one in
the ZyxelDevice. Otherwise, it displays N/ A.

Usemame Enterthe username (ofup to 64 alphanumeric (0-9, a-z, A-Z) and specialcharacters, including
spaces) given to youby yourserice provider.
Password Enterthe password (ofup to 64 alphanumeric (0-9, a-z, A-Z) and specialcharacters, including

spaces) associated with the username above.

Authentication

The ZyxelDevice supports PAP (Password Authentication Protocol) and CHAP (Challenge Type
Handshake Authentication Protocol). n PAP, peersidentify themselves with a username and
password. Ih CHAP, additionally to username and password the ZyxelDevice sendsregular
challengesto make sure an ntruderhasnotreplaced a peer. CHAPismore secure than PAP;
however, PAPisavaiable on more platforms. Select an authentication protocol(Auto, CHAPor
PAP). Contactyourservice providerforthe conmect authentication type.

PIN

A PIN (Personal ld entification Number) code isa key to a cellularcard. Without the PINcode,
you cannotuse the cellularcamd.

FyourISPenabled PINcode authentication, enterthe 4-digit PIN code (0000 forexample)
provided by yourISP. Fyou enterthe PINcode inconectly, the cellularcard maybe blocked by
your SPand you cannot use the accountto accessthe Intemet.

FyourISPdisabled PIN code authentication, leave this field blank.

Dial String

Enterthe phone number(dialstring) used to dialup a connection to yourserwice providersbase
station. Your ISP should provide the phone number.

Forexample, ¥*99# is the dialstring to establish a GPRSorcellularconnection in Taiwan.

APN

Enterthe APN (AccessPoint Name) provided by yourservice provider. Conne c tio ns with
different APNs may provide different services (such asIntemet accessor MMS (Multi-Media
Messaging Service)) and charge method.

Youcan enterup to 32 printable charactersexcept[ "], [ L['LI<LI[>LI[ALI$1L, 1| 1,[&],
or[;].Spacesare allowed.

Connection

Select Nailed UPifyou do not want the connection to time o ut.

Select On Demand if you do not wantthe connection up allthe time and specify an idle time -
outin the Max Idle Timeout field.

Max Idle This value specifies the time in minutesthatelapsesbefore the ZyxelDevice automatic ally
Tmeout disc onnec ts from the ISP.
Obtain an IP Selectthisoption if yourISP did not assign you a fixed IP address.
Address
Automatic ally
Use the Selectthisoption if the ISP assigned a fixed IPaddress.
Follo wing Sta tic
IP Address
IP Address Enteryour WAN IP address in this field if you selected Use the following static IP address.
Subnet Mask | Enterthe subnet mask ofthe IPaddress.
Obtain DNSInfo | Selectthisto have the ZyxelDevice getthe DNSserveraddresses from the ISP automatic ally.
Dynamic ally
Use the Select this to have the ZyxelDevice use the DNSserveraddresses you configure manually.
Follo wing Sta tic
DNSIP Address
Primary DNS | Enterthe first DNSserveraddressassigned by the ISP.
Server
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Table 57 Network Setting > Boadband > Cellular Backup (continued)

IABEL DESCRIPIION
Secondary Enterthe second DNSserveraddressassigned by the ISP.
DNSSerwer
Enable e-mail Selectthisto enable the emailno tific a tio n func tion. The ZyxelDevice wilemailyou a no tific ation
No tific ation when the cellularconnection isup.
MaiAccount Selectan emailaddressyou have configured in Maintenance > Email Notification. The Zyxel
Device usesthe comesponding mailserverto send no tific a tio ns.
You musthave configured a maiserveraleady in the Maintenance > Email Notification screen.
CellularBackup | Entera title that you wantto be in the subjectline ofthe emailno tific atio ns that the ZyxelDe vic e
e-mail Title sends.
Se nd No tific ations are sent to the emailaddressspecified in this field. ¥ this field is le ft blank,

No tific ation to E
mail

no tific ations cannot be sent through email

Click this ¥ to show the advanced cellularbackup settings.

Budget Setup

Enable Budget Clic k this switch to set a monthly imit forthe useraccount ofthe installed cellularcard.

Control
You can seta limit on the totaltraffic and/orcalltime. The ZyxelDevice takesthe actionsyou
specified when a limitisexceeded during the month.

Tme Budget Selectthisand specify the amountoftime (in hours) thatthe cellularconnection can be used
within one month. ¥you change the value afteryou configure and enable budgetcontrol, the
ZyxelDevice resetsthe statistic s.

Data Budget Selectthisand specify how much downstream and/orupstream data (in Mega bytes)canbe

(Mb yte s) transmitted through the cellularconnec tion within one month.
Select Download/Upload to set a imit on the totaltraffic in bo th dire c tio ns.
Select Download to set a limit on the downstre am traffic (from the ISP to the ZyxelDevice).
Select Upload to set a limit on the upstream traffic (from the ZyxelDevice to the ISP).
Fyouchange the value afteryou configure and enable budgetcontrol the ZyxelDevice resets
the sta tistic s.

Data Budget Selectthisand specify how much downstream and/orupstream data (in kPackets) can be

(kPa c ke ts) transmitted through the cellularconnec tion within one month.
Select Download/Upload to set a imit on the totaltraffic in bo th dire c tio ns.
Select Download to set a limit on the downstre am traffic (from the ISP to the ZyxelDevice).
Select Upload to set a limit on the upstream traffic (from the ZyxelDevice to the ISP).
Fyouchange the value afteryou configure and enable budgetcontrol the ZyxelDevice resets
the sta tistic s.

Resetallbudget | Selectthe date on which the ZyxelDevice resetsthe budgetevery month. Selectlastif you want

counterson

the ZyxelDevice to resetthe budgeton the lastday ofthe month. Selectspecific and enterthe
numberofthe date you wantthe ZyxelDevice to resetthe budget.

Resettime and
data budget
counters

Clic k this button to reset the time and data budgetsimmediately. The c ount starts o ver with the
cellularconnection’s fullc onfigured monthly time and data budgets. Thisdoesnot affectthe
nomalmonthly budgetrestart; so if you c onfigured the time and data budgetcountersto reset
onthe second day of the month and you use thisbutton on the first, the time and data budget
counters will stillre set on the second.

Actionsbefore
overbudget

Specify the actions the ZyxelDevice takesbefore the time ordata limit exceeds.
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Table 57 Network Setting > Boadband > Cellular Backup (continued)

IABEL

DESCRIPTION

Data Budget

Selectthe checkboxesand entera numberfrom 1 to 99 in the percentage fields. Fyou change
the value afteryou configure and enable budgetcontrol the ZyxelDevic e resetsthe sta tistic s.

% o f time
budget/data
budget
(Mbytes)/data
budget
(kPa c ke ts)
Actions when Specify the actions the ZyxelDevice takes when the time ordata limitisexceeded.
overbudget
CumrentCellular | Select Keep to maintain an existing cellularconnection orDrop to disconnec t it.
Connection
Actions
Enable e-mail Clic k this switch to enable the email no tific ation func tion.
No tific ation
The ZyxelDevice wilemailyou a notification wheneveroverbudgetoccurs.
Mail Selectan emailaddressyou have configured in Maintenance > Email Notification. The Zyxel
Account Devic e usesthe comesponding mailserverto send no tific a tio ns.
You musthave configured a maiserveraleady in the Maintenance > Email Notification screen.
Cellular Entera title that you wantto be in the subjectline ofthe emailno tific atio ns that the ZyxelDe vic e
Backup e- sends.
mail Title
Se nd No tific ations are sent to the emailaddressspecified in this field. ¥ this field is le ft blank,
Notification | potificationscannotbe sent through email
to Email
Enable Iog: Selectthisto and enterthe Intervalofhow many minute s (1 —9999) you want the ZyxelDevice to
Interval emailyou.
Cancel Click Cancelto discard any changesto the settings.
Apply Click Apply to save yourchanges.

8.5 Broadband Advanced Screen

Use the Advanced screen to enable ordisable ADSLover PIM, Anne x M, DSLPhyR, and SRA (Seamless
Rate Adaptation) func tions. The Zyxel Device supports the PhyR retransmission scheme. PhyRis a

retransmission scheme designed to provide protection against noise on the DSLline. k improvesvoice,
video and data transmission resilience by utilizing a retransmission buffer. I also lists ITU-TG.993.2
standard VDSLprwfilesyoucan comply with.

IMU-TG.993.2 standard definesa wide range ofsettingsforvariousparameters, some of which are

encompassed in profilesas shown in the nexttable.

Note: Thisfeaturesisnotavaiable on allmodels. See Section 1.1 on page 20 formore
info rma tio n.
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Note: IFthe settingsin the screen are changed, the Zyxel Device will re -e stab lish the DSL
conne c tions.

Table 58 VDSLProfies

MAX.
PRO FILE i VI %E%M g}gl;gm%m POWER (DBM) | DOWNOTEAN
(MBIV S)
8a 8.832 2048 4.3125 17.5 50
8b 8.832 2048 4.3125 20.5 50
8c 8.5 1972 4.3125 11.5 50
8d 8.832 2048 4.3125 14.5 50
12a 12 2783 4.3125 14.5 68
12b 12 2783 4.3125 14.5 68
17a 17.664 4096 4.3125 14.5 100
3b5a 30.000 3479 4.3125 14.5 100
35b 35.328 8192 4.3125 17.0 300

Click Network Setting > Boadband > Advanced to display the follo wing screen.
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Figure 116 Network Setting > Boadband > Advanced
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The following table descrbesthe labelsin thisscreen.

Table 59 Network Setting > Boadband > Advanced

IABEL

DESCRIPIION

DSLCapabilties

PhyR US

Enable ordisable PhyRUS (upstream) forupstre am transmission to the WAN. PhyRUS should be
enabled fdata being transmitted upstre am is se nsitive to noise. However, enabling PhyRUScan
decrease the USline rate. Enabling ordisabling PhyR willre quire the CPE to re train. For PhyR to
func tion, the DSIAM must also support PhyRand have itenabled.

PhyR DS

Enable ordisable PhyRDS (downstream) fordownstream transmission from the WAN. PhyRDS
should be enabled ifdata being transmitted downstre am is sensitive to noise. However,
enabling PhyRDScan decrease the DSline rate. Enabling ordisabling PhyR willre quire the CPE
to retrain. For PhyR to func tion, the DSLAM must also support PhyRand have it enabled.

PhyR US' DS

Enable ordisable PhyRUS/DS (upstream/downstream) forboth upstream and downstream
transmission to the WAN. PhyR USshould be enabled ifdata being transmitted upstream is
sensitive to noise. However, enabling PhyRUScan decrease the USlne rate. Enabling or
disabling PhyR will re quire the CPEto retrain. For PhyR to func tion, the DSLAM must also support
PhyRand have itenabled.

Bitswa p

Select Enable to allow the ZyxelDevice to adaptto lne changeswhen you are using G.dmt.

Bit-swapping isa way of keeping the line more stable by constantly monitoring and redistrbuting
bitsbetween channels.

SRA

Enable ordisable Seamless Rate Adaption (SRA). Select Enable to have the ZyxelDevice
automatically adjust the connection’sdata rate according to line ¢ onditions without
inte rup ting service.

DSLMo dulation

PIM over ADSL

Selec t Enable to use PIM over ADSL Since PIM haslessoverhead than ATM, some ISPs use thisfor
betterperformance.

G.Dmt

MU G.992.1 (betterknown as G.dmt) isan IIUstandard for ADSLusing disc re te multitone
modulation. G.dmt fullrate ADSLexpandsthe usable bandwidth of existing coppertelephone
lines, delivering high-speed data communicationsatratesup to 8 Mbit/sdownstream and 1.3
Mbit/s upstream.

G lite

U G.992.2 (betterknown as G.lite) isan IIUstandard for ADSLusing disc rete multito ne
modulation. G.lite doesnot stric tly re quire the use of DSLfilters, but like all variants o f ADSL
generally func tions better with sp litte rs.

T1.413

ANSITI.413 isa technicalstandard that definesthe require me nts forthe single asymme tric
digital subsc berline (ADSD forthe nterface between the telec o mmunic ations network and
the customerinstallation in terms oftheirinterac tion and elec tric alc hara c te ristic s.

ADSI2

kEoptionally extendsthe capability ofbasic ADSLin data ratesto 12 Mbit/sdownstream and,
depending on Annex version, up to 3.5 Mbit/supstream (with a mandatory capability of ADSI2
transceiversof 8 Mbit/s downstream and 800 kbit/s up stre am).

Annex L

Annex Lisan optionalspecification in the ITU-TADSI2 recommendation G.992.3 titled Spe cific
requirrmentsfora Reach Extended ADSI2 (READSI2) system operating in the frequency band
above PO'IS, therefore itisoftenreferred to asReach Extended ADSI2 or READSI2.The main
difference between thisspecification and commonly deployed Annex A is the maximum
distance thatcan be used. The powerofthe lowerfrequenciesused fortransmitting data is
boosted up to mcrease the reach of this signalup to 7 kilometers (23,000 ft).

ADSI2+

ADSI2+ extendsthe capability ofbasic ADSLby doubling the numberofdownstream channels.
The data ratescan be ashigh as24 Mbit/sdownstream and up to 1.4 Mbit/s up stream
depending on the distance from the DSLIAM to the customerspremises.

Annex M

AnnexMisan optionalspecification in ITU-Trec omme ndations G.992.3 (ADSI2) and G.992.5
(ADSI2+), also referred to as ADSI2 M and ADSI2+ M. This spe c ific ation exte ndsthe capability of
commonly deployed Annex A by more than doubling the numberofupstream bits. The data
ratescan be ashigh as12 or24 Mbit/sdownstream and 3 Mbit/supstream depending on the
distance from the DSIAM to the customerspremises.
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Table 59 Network Setting > Broadband > Advanced (c ontinued)

IABEL

DESCRIPTION

Annex M/J

AnnexM and Annexd are specified in IIU-Trec ommendations G.992.3 (ADSI2) and G.992.5
(ADSI2+). Annex M and AnnexdJ enhance the capabiltiesof Annex A and AnnexBby
increasing the upstream transmission data rate, but slightly reduce the downstream data rates
asa trade-off. Annex M supportsdata ratesofup to 12 Mbit/sdownstream and 3.5 Mbit/s
upstream for ADSI2, and up to 24 Mbit/s downstream and 2.5 Mbit/s up stream for ADSI2+.
AnnexdJsupportsdata ratesofup to 12 Mbit/sdownstream and 3.5 Mbit/s upstream for ADSI2,
and up to 24 Mbit/s downstream and 3.5 Mbit/s upstre am for ADSI2+. Howe ver, the actual
downstream/upstream data ratesdepend on the distance from the ISP DSIAM to the Zyxel
Device and the quality of yourtelephone line. Clic kthe switc h to enable the ZyxelDevice to use
Annex M forZyxelDevice modelsthat use POTSWAN connection, and use Annexd forZyxel
Device modelsthatuse ISDN WAN connec tion.

VDSI2

VDSI2 (Very High Speed Digital Subscrberline 2) isthe second generation ofthe VDSLstandard
(which is currently denoted VDSL1). VDSI2 alows a frequency band ofup to 30MHz and
transmission ratesofup to 100 Mbpsin each direction. VDSI2 isdefined in G.993.2.

VDSL Pro file

VDSI2 profie s differin the width ofthe frequency band used to transmit the broadband signal
Profile sthat use a widerfrequency band can deliverhighermaximum speeds.

8a, 8b, 8c, 8d,
12a, 12b, 17a,
30a, 35b USO

The G.993.2 VDSLstandard definesa wide range of proflesthatcan be used in different VDSL
deploymentsettings, such asina centraloffice, a streetcabinetora buiding.

The ZyxelDevice mustcomply with atleast one profile specified in G.993.2. butcompliance with
more than one profie isallowed.

Cancel

Click Cancelto retum to the previousconfiguration.

Apply

Click Apply to save yourchangesbackto the ZyxelDevice.

8.6 Backup WAN

Use thisscreen to have the IAN/WAN port on the ZyxelDevice ports panelto actasan Ethemet WAN
port. The Ethemet WAN connection has priority o verthe DSLWAN c o nne c tion.

IF’snotenough to justenable the fourth IAN portasa WAN port here. You must also go to Network
Se tting > Broadband screen and create a new interface forit with the Type as Ethemetand
Encapsulation asIPoE I's suggested to enable NAT

Note: The Ethemet WAN connection has priority overthe DSLconnection. See Section 1.2.1
onpage 25 forthe ZyxelDevice WAN p rio rity.

Clic k Network Setting > Boadband > Backup WAN to display the following screen.
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Figure 117 Network Setting > Bonadband > Backup WAN

Apply

The following table descrbesthe fieldsin this sc reen.

Table 60 Network Setting > Boadband > Backup WAN

IABEL DESCRIPIION

Sta te : Clic k this switch to enable backup WAN to have the IAN/WAN portactasan Ethemet WAN port.
Otherwise, the IAN/WAN portremainsasa IAN port.

Cancel Click Cancel to exit this screen without saving any changes.

Apply Click Apply to save yourchanges.

8.7 Technical Reference

The following section contains additionaltechnicalinformation about the ZyxelDevice features
descrbed in thischapter.

Encapsulation

Be sure to use the encapsulation method required by yourISP. The Zyxel Device can workin bridge
mode ormwuting mode. When the ZyxelDevice isin 1o uting mode, it supports the follo wing methods.

IPoverEthemet

IPoverEthemet (IP0E) isan altemative to PPPoE IPpacketsare being delivered across an Ethemet
network, without using PPP encapsulation. They are muted between the Ethemet interface and the
WAN interface and then formatted so thattheycanbe understood in a bridged environment. For
instance, itencapsulatesrouted Ethemetframesinto bridged Ethemet cells.

PPPover AT (PPPoA)

PPPo A stands forPoint to Point Potocolover ATM Adaptation Iayer5 (AAL5). A PPPoA connection
func tions like a dialup Intemet c onnection. The ZyxelDevice encapsulatesthe PPPsession based on
RFC 1483 and sendsit through an ATM PVC (Pemanent Vitual Circ uit) to the Intemet Service Providers
(ISP) DSIAM (digitalaccess multiplexer). Please referto RFC 2364 formore information on PPPo A. Refer
to RFC 1661 formore information on PPP.
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PPP overEthemet (PPPo E)

Point-to-Point PotocoloverEthe met (PPPoE) providesaccesscontoland biling func tionality n a
mannersimilarto dial-up services using PPP. PPPoEis an [EIFstandard (RFC 2516) spe cifying how a
personalcomputer(PC) nteracts with a broadband modem (DS, cable, WiF, and so on) connec tion.

Forthe service provider, PPPoEoffersan accessand authentication method that wo rks with e xisting
accesscontrolsystems (forexample RADIUS).

One ofthe benefits of PPPoEis the ability to let you accessone of multiple network services, a func tion
known asdynamic service selection. Thisenablesthe service providerto easily create and offernew IP
serwices forindividuals.

Operationally, PPPo Esave s significant e ffort forboth you and the ISPorcamier, asit requires no spec ific
configuration ofthe broadband modem atthe customersite.

By immple menting PPPoEdirectly on the ZyxelDevice (ratherthan ndividualc omputers), the computers
on the IANdo notneed PPPoEsoftware installed, since the ZyxelDevice doesthat partofthe task.
Furthemmore, with NAT, allofthe IANS computers wil have access.

RFC 1483

RFC 1483 descrbestwo methods for MultiprotocolEncapsulation over ATM Adaptation Iayer5 (AALS).
The first method allows multiplexing of multiple protocolsovera single AT virtual circ uit (IIC-based
multiple xing) and the second method assumesthateachpmotocoliscarmed overa separate ATM virtual
circ uit (VC-based multiplexing ). Please referto RFC 1483 formore detailed information.

Multiple xing

There are two conventionsto identify whatprotocolsthe vitualcirc uit (VC) iscamying. Be sure to use the
multip le xing method required by yo urISP.

VC-based Multiple xing

Inthiscase, by prormutualagreement,each protocolis assigned to a specific virtualcirc uit; for
example,VC1lcamesIP,etc. VC-based multiple xing may be dominant in environments where dynamic
creationoflarge numbersof ATM VCsisfastand economical

IIC-based Multiplexing

In thiscase one VC camiesmultiple protocols with protocolidentifying information being contained in
eachpacketheader. Despite the extra bandwidth and processing overhead, thismethod maybe
advantageousifitisnotpracticalto have a separate VC foreach camied protocol, forexample, if
charging heavily dependson the numberofsimultaneous VCs.

Tra ffic Shaping

Taffic Shaping isanagreementbetween the camerand the subscriberto regulate the average rate
and fluctuationsofdata transmission overan ATM network Thisagreement helpseliminate congestion,
which isimportant fortransmission ofrealtime data such asaudio and video connec tions.

Peak CellRate (PCR) isthe maximum rate at which the sendercan send cells. Thisparametermay be
lower(butnot higher) than the maximum line speed. 1 ATM cellis 53 bytes (424 bits), so a maximum
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speed 0f832Kbpsgivesa maximum PCRof1962 cells/sec. Thisrate isnot guaranteed because itis
dependenton the line speed.

Sustained CellRate (SCR) isthe mean cellrate ofeach bursty traffic source. It spec ifie s the maximum
average rate atwhichcellscanbe sent overthe virtualconnection. SCRmaynotbe greaterthan the
PCR.

Ma ximum Burst Size (MBS) is the maximum numberofcellsthatcanbe sentatthe PCR. After MBSis
reached,cellratesfallbelow SCRuntilcellrate averagesto the SCRagain. At thistime, more cells (up to
the MBS) canbe sentatthe PCRagain.

IFthe PCR, SCRorMBSisset to the defaultof "0", the system willassign a maximum value thatcorrelates
to yourupstre am line rate.

The following fig ure illustrate s the relationship between PCR, SCRand MBS.

Figure 118 Example of Taffic Shaping

Cell Hate
]

B
|
|

W
"

e

=

S
.
=
1]

m
-

MBS

A'TM Taffic Classes
These are the basic ATM traffic classesdefined by the ATM Forum Traffic Management4.0 Spe cific ation.
Constant Bit Rate (CBR)

Constant Bit Rate (CBR) provides fixed bandwidth thatisalwaysavailable even ifno data isbeing sent.
CBR traffic isgenerally time -sensitive (doesnottolerate delay). CBRisused forconnec tions that
continuo usly re quire a specific amountofbandwidth. A PCRisspecified and if traffic exceedsthisrate,
cellsmaybe dropped. Examplesofconnectionsthatneed CBRwould be high-resolution video and
voice.

Varnable Bit Rate (VBR)

The Varable Bit Rate (VBR) ATM traffic classis used with bursty conne c tions. Conne c tions that use the
Varnable Bit Rate (VBR) traffic classcan be grouped into realtime (VBR-RD ornon-realtime (VBR-nRT)
connec tions.

The VBR-RT(real-time Varable Bit Rate) type isused with bursty connec tions thatrequire closely
controlled delay and delay varation. Ealso providesa fixed amountofbandwidth (a PCRisspecified)
butisonly available when data isbeing sent. An example ofan VBR-RTconnection would be video
conferencing. Video conferencing requiresreal-time data transfersand the bandwidth re quire me nt
variesin proportion to the video image'sc hanging dynamics.
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The VBR-nRT(non real-time Varable Bit Rate) type isused with bursty connectionsthatdo notrequire
closelycontrolled delay and delay varation. Eiscommonly used for "bursty"” tra ffic typicalon IANs. PCR
and MBSdefine the burstlevels, SCRdefinesthe minimum level. An example of an VBR-nRTc onnec tion
would be non-time sensitive data file transfers.

Unspe cified Bit Rate (UBR)

The Unspecified Bit Rate (UBR) ATM traffic classisforbursty data transfers. However, UBRdoesnot
guarantee anybandwidth and only delivers traffic when the networkhasspare bandwidth. An example
applicationisbackgmwund file transfer.

IP Address Assignment

A static IPisa fixed IPthatyourISP givesyou. A dynamic IPisnot fixed; the ISP assignsyou a different one
each time. The Single UserAccountfeature canbe enabled ordisabled if you have eithera dynamic or
static IP. However, the encapsulation method assigned influencesyourchoicesforlPaddressand
default gateway.

Introduc tion to VIANs

A VirtuallocalArea Network (VIAN) allows a physicalnetworkto be partitioned into multiple logical
networks. Deviceson a logicalnetworkbelong to one group. A device canbelong to more than one
group. With VIAN, a device cannotdirectly talkto orhearfrom devicesthatare notin the same groups;
the traffic must first go through a router.

In Multi-Tenant Unit (MTU) applic ations, VIAN is vitalin providing isolation and sec urity among the
subscrbers. When propery configured, VLAN prevents one subscrberfrom accessing the network
resourcesofanotheron the same LAN, thusa userwilnotsee the printersand hard disksofanotheruser
in the same buiding.

VIAN also increasesnetwork performance by limitng broadcaststo a smallerand more manageable
logicalbmadcastdomain. In traditionalswitc hed envimnnments, allbmadcastpacketsgo to each and
every individualport. With VIAN, allbroadcastsare confined to a specific broadcastdomain.

Introduction to IEEE 802.1Q Thgged VIAN

Atagged VLIANusesanexplicittag (VIAN ID) in the MAC headerto ide ntify the VLAN membe 1ship ofa
frame acrossbridges—they are notconfined to the switch on which they were created. The VIANscan
be created statically by hand ordynamically through GVRP. The VIAN ID associates a frame with a
specific VIANand providesthe mformation thatswitchesneed to processthe frame acro ssthe network
Atagged frame is4 byteslongerthan an untagged frame and contains 2 bytesof TPID (Tag Protocol
Hdentifier), residing within the type/length field of the Ethemet frame) and 2 bytesof TCI(TAg Control
Information), starts afterthe source address field ofthe Ethemet frame).

The CFI(Canonical FormatIhdicator) isa single-bitflag, alwayssetto zero for Ethemet switches. Fa
frame received atan Ethemet porthasa CFlsetto 1, then that frame should notbe forwarded asitis to
anuntagged port. The rmaining twelve bits de fine the VIAN ID, giving a possible maximum numberof
4,096 VIANs. Note thatuserpriority and VIANID are independentofeach other. A frame with VID
(VIAN dentifier) of null (0) iscalled a priority frame, me aning that only the prio rity le velis signific ant and
the default VID ofthe ingressportisgiven asthe VID ofthe frame. Ofthe 4096 possible VIDs, a VID of0 is
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used to ide ntify priority framesand value 4095 (FFF) isreserved, so the maximum possible VIAN
configurations are 4,094.

TPID Use r Prio rity CH VIAN D
2 Byte s 3 Bits 1 Bit 12 Bits
Multic ast

IPpacketsare transmitted in eitherone of two ways—Unicast (1 sender—1recipient) orBroadcast (1
sender—everybody on the network). Multicast delivers IP packetsto a group of hosts on the network —
noteverybody and not just 1.

Intemet Group Multicast Potocol(JGMP) isa network-layerprotocolused to establish membership in a
Multicast group -itisnotused to camy userdata. IGMP version 2 (RFC 2236) isan improvementover
version 1 (RFC 1112) but IGMP version 1 isstilin wide use. f you would like to read more detailed
information aboutinteroperability between IGMP version 2 and version 1, please see sections4 and 5of
RFC 2236. The classDIPaddressisused to identify host groupsand can be in the range 224.0.0.0 to
239.255.255.255. The address 224.0.0.0 isnot assigned to any group and isused by IP multic ast
computers. The address 224.0.0.1 isused forquery messagesand is assigned to the permanent group of
allIP hosts (inc luding gateways). All ho sts must join the 224.0.0.1 group in orderto participate in IGMP.
The address 224.0.0.2 is assigned to the multicast muters group.

At start up, the ZyxelDevice queriesalldirectly connected networksto gathergroup membership. After
that, the Zyxel Device periodically updates this infomation.

DNS Server Address Assignment
Use Domain Name System (DNS) to map a domain name to itscomesponding [IPaddressand vice versa,
forinstance, the IPaddressofwww.zyxelcom is 204.217.0.2. The DNSserverisextremely important

because without it, you must know the IPaddressofa computerbefore youcanaccessit.

The ZyxelDevice can get the DNSserveraddressesin the follo wing ways.

The ISP tells you the DNSserveraddresses, usually in the form ofan information sheet, when you sign up.
FyourISP givesyou DNSserveraddresses, manually enterthem in the DNSserverfields.

FyourISP dynamically assignsthe DNSserverIP addresses (along with the ZyxelDevice’s WAN IP
address), set the DNSserverfieldsto getthe DNSserveraddre ss from the ISP.

IPv6 Addressing

The 128-bit IPv6 addressis written aseight 16-bit hexadecimalblocksseparated by colons(:). Thisisan
example IPv6 address 2001:0db8:1a2b:0015:0000:0000:1a2f£:0000.

IPv6 addressescanbe abbreviated n two ways:

* [eading zerosina blockcanbe omitted. So 2001:0db8:1a2b:0015:0000:0000:1a2f:0000canbe
wrtten as 2001 :db8:1a2b:15:0:0:1a2f:0.
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* Any numberofconsecutive blocksofzernscanbe replaced by a double colon. A double coloncan
onlyappearonce inan IPv6 address. So 2001:0db8:0000:0000:1a2f:0000:0000:0015canbe
wrtten as 2001 :0db8::1a2f:0000:0000:0015, 2001 :0db8:0000:0000:1a2f::0015,
2001:db8::1a2f:0:0:150r2001:db8:0:0:1a2f::15.

IPv6 Prefix and Prefix Iength

Similarto an IPv4 subnet mask, IPv6 usesan address prefix to re present the networkaddress. An IPv6
prefix length specifies how many mo st signific ant bits (start from the left) in the addresscompose the
network address. The prefixlength iswrtten as “/x” where xisa number. Forexample,

2001:db8:1a2b:15::1a2f:0/32

meansthatthe first 32 bits (2001 : db8) is the subnet prefix.
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