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History of this test report

Report No. Version Description Issued Date
FG061532AB 01 Initial issue of report Sep. 29, 2020
Changing the EUT equipment name and model name to “3
FG061532AB 02 Nov. 06, 2020
GHz cnRanger 201 SM” from “3GHz Tyndall 201”.
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Protocol Test Summary

Summary of Test Result

Report | Ref Std. Required : Result
Clause | Clause CBSD | DP for Cert. Test Case ID Test Case Title (PASS/FAIL) Remark
- 6.1.4.1.1 X - C1 WINNF.FT.C.REG.1 Multi-Step registration N/A -
) Domain Proxy Multi-Step }
3.1 6.1.4.1.2 X C1 WINNF.FT.D.REG.2 registration PASS
Single-Step registration for
- 6.1.4.1.3 X - Cc2 WINNF.FT.C.REG.3 Category A CBSD N/A -
Domain Proxy Single-Step
- 6.1.4.1.4 - X Cc2 WINNF.FT.D.REG.4 |registration for Cat A N/A -
CBSD
Single-Step registration for
- 6.1.4.1.5 X - C3 WINNF.FT.C.REG.5 |CBSD with CPI signed N/A -
data
Domain Proxy Single-Step
32 |6.14.16 - X C3 WINNF.FT.D.REG.6 |registration for CBSD with PASS -
CPI signed data
Registration due to change of an
- 6.1.4.1.7 X X Ccé WINNF.FT.C.REG.7 installation parameter N/A -
_ ) Missing Required parameters )
6.1.4.2.1 X M WINNF.FT.C.REG.8 (responseCode 102) N/A
Domain Proxy Missing Required
33 |6.1422 - X M WINNF.FT.D.REG.9 |parameters PASS -
(responseCode 102)
_ ) Pending registration }
6.1.4.2.3 X M WINNF.FT.C.REG.10 (responseCode 200) N/A
Domain Proxy Pending
34 61424 - X M WINNF.FT.D.REG.11 |registration (responseCode PASS -
200)
Invalid parameter
- 6.1.4.2.5 X - M WINNF.FT.C.REG.12 (responseCode 103) N/A -
35 |61426| - | X M |WINNF.FTDREG.13 |DomainProxylnvalidparameters PASS |-
(responseCode 103)
- |61427| x | - M |WINNFFT.CREG.14 |Dlacklisted CBSD NA |-
(responseCode 101)
36 |61428| - | X M |WINNF.FT.DREG.15 |Domain Proxy Blacklisted CBSD PASS |-
(responseCode 101)
- |61429| X | - M |WINNFFT.CREG.16 | UnSupportedSASprotocolversion NA |-
(responseCode100)
Domain Proxy Unsupported
3.7 |6.1.4.210 - X M WINNF.FT.D.REG.17 | SAS protocol version PASS -
responseCode 100)
- let4211| x| - M |WINNF.FT.CREG.18 %?;Jp Error (responseCode NA |-
Domain Proxy Group Error
3.8 |6.1.4.212 - X M WINNF.FT.D.REG.19 (responseCode 201) PASS -
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- 61431 C2 |WINNFFT.CREG20 |Category A CBSD location NA |-
Update
Unsuccessful Grant
3.9 6.3.4.2.1 M WINNF.FT.C.GRA.1 | responseCode=400 PASS -
(INTERFERENCE)
Unsuccessful Grant
3.10 |6.34.22 M WINNF.FT.C.GRA.2 | responseCode=401 PASS -
(GRANT_CONFLICT)
Heartbeat Success Case
- 6.4.4.1.1 M WINNF.FT.C.HBT 1 (first Heartbeat Response) N/A -
Domain Proxy Heartbeat
3.11 [ 64412 M WINNF.FT.D.HBT.2 |Success Case PASS -
(first Heartbeat Response)
Heartbeat responseCode=105
3.12 | 6.44.21 M WINNF.FT.C.HBT.3 (DEREGISTER) PASS -
Heartbeat responseCode=500
- 6.44.2.2 M WINNF.FT.C.HBT .4 (TERMINATED_GRANT) N/A -
Heartbeat responseCode=501
3.13 | 6.44.23 M WINNF.FT.C.HBT.5 |(SUSPENDED_GRANT) PASS -
in First Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) )
3.14 | 64424 M WINNF.FT.C.HBT.6 in Subsequent Heartbeat PASS
Response
Heartbeat responseCode=502
3.15 | 6.4.4.25 M WINNF.FT.C.HBT.7 (UNSYNC_OP_PARAM) PASS -
Domain Proxy Heartbeat
3.16 | 6.4.4.26 M WINNF.FT.D.HBT.8 |responseCode=500 PASS -
(TEMINATED_GRANT)
Heartbeat Response Absent
3.17 | 6.4.4.31 M WINNF.FT.C.HBT.9 (First Heartbeat) PASS -
Heartbeat Response Absent
3.18 | 6.4.4.3.2 M WINNF.FT.C.HBT.10 (Subsequent Heartbeat) PASS -
SuccessfulGrantRenewalin
- 6.4.4.4.1 0] WINNF.FT.C.HBT.11 HeartbeatTestCase N/A -
- | 65421 C4 | WINNF.FT.C.MES.1 | Registration Response contains NA |-
measReportConfig
Domain Proxy Registration
3.19 | 6.54.22 C4 WINNF.FT.D.MES.2 | Response contains PASS -
measReportConfig
- | 65423 C5 | WINNF.FT.C.MES.3 | Grant Response contains NA |-
measReportConfig
- | 65424 C5 | WINNF.FT.C.MES.4 | Hearibeat Response contains NA |-
measReportConfig
Domain Proxy Heartbeat
- 6.5.4.2.5 C5 WINNF.FT.D.MES.5 | Response contains N/A -
measReportConfig
- 6.6.4.1.1 M WINNF.FT.C.RLQ.1 | Successful Relinquishment N/A -
Domain Proxy Successful
3.20 | 6.6.4.1.2 M WINNF.FT.D.RLQ.2 Relinquishment PASS -
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- 6.6.4.2.1 X -

WINNF.FT.C.RLQ.3

Unsuccessful Relinquishment,
responseCode=102

N/A -

- 6.6.4.2.2 - X

WINNF.FT.D.RLQ .4

Domain Proxy Unsuccessful
Relinquishment,
responseCode=102

N/A -

- 6.6.4.3.1 X -

WINNF.FT.C.RLQ.5

Unsuccessful Relinquishment,
responseCode=103

N/A -

- 6.6.4.3.2 - X

WINNF.FT.D.RLQ.6

Domain Proxy Unsuccessful
Relinquishment,
responseCode=103

N/A -

- 6.7.4.11 X -

WINNF.FT.C.DRG.1

Successful Deregistration

N/A -

3.21 6.74.1.2 - X

WINNF.FT.D.DRG.2

Domain Proxy Successful
Deregistration

PASS

- 6.7.4.21 X -

WINNF.FT.C.DRG.3

Deregistration
responseCode=102

N/A -

- 6.74.2.2 - X

WINNF.FT.D.DRG.4

Domain Proxy Deregistration
responseCode=102

N/A -

- 6.7.4.3.1 X X

WINNF.FT.C.DRG.5

Deregistration
responseCode=103

N/A -

3.22 | 6.84.11 X X

WINNF.FT.C.SCS.1

Successful TLS connection
between UUT and SAS Test
Harness

PASS -

3.23 | 6.8.4.2.1 X X

WINNF.FT.C.SCS.2

TLS failure due to revoked
certificate

PASS -

3.24 | 6.84.22 X X

WINNF.FT.C.SCS.3

TLS failure due to expired
server certificate

PASS -

3.25 | 6.8.4.23 X X

WINNF.FT.C.SCS.4

TLSfailurewhenSASTestHarness
certificateisissue
by unknown CA

PASS -

3.26 | 6.8.4.24 X X

WINNF.FT.C.SCS.5

TLS failure when certificate at
the SAS Test
Harness is corrupted

PASS -

3.27 | 71411 X X

WINNF.PT.C.HBT

UUT RF Transmit Power
Measurement

PASS -

Note1:
+ M: Mandatory for certification

+ O: Optional. Not required for certification.

+ C: Conditional. Mandatory if CBSD supports relevant functionality.
Note2: The unit under test type is CBSD with Domain Proxy and Conditional Test Case Definitions are C1, C3 and C4.

Time Test for Getting Grant Summary

Trail Time limit Monitoring time Measured result Verdict |Remark
1 1 second 10 seconds 0.075 second PASS -
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Declaration of Conformity:

The test results with all measurement uncertainty excluded are presented in accordance with the regulation limits
or requirements declared by manufacturers.

Comments and Explanations:

The declared of product specification for EUT presented in the report are provided by the manufacturer, and the
manufacturer takes all the responsibilities for the accuracy of product specification.

Reviewed by: Sam Chen
Report Producer: Cindy Peng
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1 General Description
1.1 Product Feature of Equipment Under Test
Product Feature of Equipment Under Test
EUT Type CPE-CBSD
Power Type From PoE
Category of EUT [ ] Category A
X] Category B
Professional Installation X Yes
[] No
EUT in Test ID X] EUT with Domain Proxy
[] EUT without Domain Proxy
CBSD Hardware Version N/A
CBSD Software Version 2.0-cbrs-reg-a4
CBSD Firmware Version N/A
Domain Proxy Hardware Version N/A
Domain Proxy Software Version 12.6
Domain Proxy Firmware Version N/A
Note: The above information was declared by manufacturer.
TEL : 886-3-656-9065 Page Number  : 8 of 48
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1.2 Accessories
N/A

1.3 Support Equipment

Support Equipment

No. Equipment Brand Name Model Name FCC ID
WLAN AP ASUS RT-AX88U MSQ-RTAXHPOO
B Switch Panasonic Switch-S9GPWR N/A
Notebook B500-P45VA-0391A321
C (Domain Proxy) ASUS oM N/A
Notebook
D (BTS SAS) DELL E4300 N/A
Notebook
E (CPE SAS) DELL E4300 N/A
F | Base Transceiver Station Ruckus Q410 S9GQ410US01
Desktop PC
G (EPC) Shuttle XH110G N/A
H Notebook DELL E4300 N/A
I Notebook DELL E4300 N/A

1.4 Testing Location

Testing Location

] |[HWAYA |ADD : No. 52, Huaya 1st Rd., Guishan Dist., Taoyuan City, Taiwan (R.O.C.)
TEL : 886-3-327-3456 FAX : 886-3-327-0973
X [JHUBEI ADD : No.8, Lane 724, Bo-ai St., Jhubei City, HsinChu County 302, Taiwan, R.O.C.
TEL : 886-3-656-9065 FAX : 886-3-656-9085
Test Condition Test Site No. Test Engineer Test Environment Test Date
RF Conducted THO1-CB Jeff Wu 22~25°C / 60~65% Aug. 24, 2020~Aug. 25, 2020

Test site Designation No. TW0006 with FCC.
Test site registered number IC 4086D with Industry Canada.

TEL : 886-3-656-9065 Page Number 1 90f48
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2 Measurement Environment
Measurement Environment Information
Test Harness version 1.0.0.3
Operating System win7
TLS version 1.2
Python 2.7.16
2.1 Conditional Test Case
X | C1 |Mandatory for UUT which supports multi-step registration message
Mandatory for UUT which supports single-step registration with no CPI-signed data in the registration
[]| C2 |message. By definition, this is a subset of Category A devices which determine all registration
information, including location, without CPI intervention.
x| ca Mandatory for UUT which supports single-step registration containing CPIl-signed data in the
registration message.
x| ca Mandatory for UUT which supports RECEIVED_POWER_WITHOUT_GRANT measurement report
type.
]| C5 |Mandatory for UUT which supports RECEIVED POWER_WITH_GRANT measurement report type.
01! ce Mandatory for UUT which supports parameter change being made at the UUT and prior to sending a
deregistration.

Note: The above information was declared by manufacturer.
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2.2 Test Configuration

Test configuration without Domain Proxy

Test configuration with Domain Proxy

SAS Test
Harness

SAS-CBSD
Interface

“Compatible
BTS-CBSD”

[

RF Test

|
|
Interface 1
Equipment <+ I
ﬁ
v
CPE-CBSD

Unit-Under-
Test

a
|
CBSD RF |
|
|
|

CPE-CBSD User
Traffic Interface

SAS Test |
Harness |

SAS-DP Interface ;
¥

| Domain Proxy of CPE-CBSD |

>

“Compatible
BTS-CBSD" Unit-
+4 Under-

1 Test
. CBSDRF | !
RF Test suaciccal ) I DPto CBSD API
Equipment |+ |_ | (vendor proprietary)
L~
~
A INISS
- é/ PR
| CPE-CBSD 1 | | CPE-CBSD 2 |

CPE-CBSD User
Traffic Interface
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2.3 Standards

[n.1]. FCC KDB 940660 D02 CPE-CBSD Handshake Procedures v02
[n.2]. WINNF-TS-0122 Version 1.0.1, “Conformance and Performance Test Technical Specification; CBSD/DP as
Unit Under Test (UUT)”

2.4 Protocol test Procedure

The test cases for SAS<->CBSD protocol in [n.2] apply for CPE-CBSD device type. Following the [n.1], when
running the test cases in [n.2] for CPE-CBSD device type, verify that

1. CPE-CBSD can begin transmitting its RF only after receiving radio signal from its compatible BTS-CBSD.

2. For all CPE-CBSD RF transmissions, the CPE-CBSD UUT radio frequency range and bandwidth are less or
equal to the frequency range and bandwidth of its compatible BTS-CBSD.

3. Judging the last execution step appearing in [n.2] with “User data traffics” instead of “RF transmission.”

2.5 Time Test for Getting Grant Procedure

Use the WinnForum SAS Harness run test case WINNF.FT.C.GRA.1. Without answering the last question in
WINNF.FT.C.GRA.1 will keep UUT’s grant request being rejected, then measure the time.

TEL : 886-3-656-9065 Page Number 112 0f 48
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3 Test Result of Protocol

The test parameter (e.g. C for cbsdid) used shall be refer to the test log file in appendix A. Some test case need to
monitor RF interface and the measurement plots are in appendix B. Some test case need to monitor security

validation process which are in appendix C and D.

3.1 WINNFRFT.D.REG.2 - Domain Proxy Multi-Step registration

# Test Execution Steps Results
Ensure the following conditions are met for test entry:

] UUT has successfully completed SAS Discovery and Authentication with
SAS TestHarness

e UUT s inthe Unregistered state
DP with two CBSD sends correct Registration request information, as specified in
[n.5], in the form of one 2-element Array or as individual messages to the SAS
Test Harness:

e Therequireduserld,fccldandcbsdSerialNumberregistration
parameters shallbe sentforeach CBSD and conformto proper format
2 and acceptable ranges. PASS --
e AnyREG-conditional or optional registration parameters that may be
included in the message shall be verified that theyconformtoproper
formatandarewithinacceptable ranges.
Note: Itisoutside the scope of thisdocumenttotestthe Registration
information that is supplied via another means.

e SASTestHarnesssendsaCBSDRegistrationResponseinthe form of one
2-element Array or individual messages as follows:

3 — cbsdld =Ci -- --
— measReportConfig shall not be included
— responseCode =0 foreach CBSD
After completion of step 3, SAS Test Harness will not provide any
4 positiveresponse(responseCode=0)tofurtherrequestmessages from the -- --
UUT.
Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -
e CPE-CBSD UUT shall not transmit user traffic

TEL : 886-3-656-9065 Page Number 113 0f 48
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3.2

WINNF.FT.D.REG.6 - Domain Proxy Single-Step registration for CBSD
with CPI signed data

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

UUT has successfully completed SAS Discovery and
Authentication with SAS TestHarness

UUT is in the Unregistered state

Allofthe required and REG-Conditional parameters shallbe configured
and CPI signature provided

The DPwithtwo CBSDs sends Registrationrequestsinthe formofone 2-element
Arrayorasindividual messagestothe SAS TestHarness:

Therequireduserld,fccldandcbsdSerialNumberandREG- Conditional
cbsdCategory, airlnterface, measCapability and cpiSignatureData
registration parameters shallbe sentfrom the CBSDand conformto
properformatandacceptable ranges.

Any optional registration parameters that may be included in the
message shallbe verified thatthey conformto proper
format and are within acceptable ranges.

PASS --

SAS TestHarness sends a CBSD Registration Responseinthe formofone
2-elementArrayorasindividualmessagesas follows:

— cbsdld =Ci
— measReportConfigforeachCBSDshallnotbeincluded.
— responseCode =0 foreach CBSD

After completion of step 3, SAS Test Harness will not provide any
positiveresponse(responseCode=0)tofurtherrequestmessages from the

UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
Step3 iscomplete.Thisistheendofthetest. Verify:

CPE-CBSD UUT shall not transmit user traffic

PASS --

TEL : 886-3-656-9065
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3.3

WINNF.FT.D.REG.9 - Domain Proxy Missing Required parameters

(responseCode 102)

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

e UUT has successfully completed SAS Discovery and
Authentication with SAS TestHarness

e UUT s inthe Unregistered state

The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray orasindividual messagesto SAS TestHarness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Arrayorasindividual messages asfollows:

— SAS response does not include a cbsdld.
— responseCode=RiforCBSD1and CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0)tofurtherrequestmessages
from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
Step3 iscomplete.Thisistheendofthetest. Verify:

e CPE-CBSD UUT shall not transmit user traffic

PASS --
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3.4

WINNF.FT.D.REG.11 - Domain Proxy Pending regist
(responseCode 200)

ration

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

e UUT has successfully completed SAS Discovery and
Authentication with SAS TestHarness

e UUT s inthe Unregistered state

The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray orasindividual messagesto SAS TestHarness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Arrayorasindividual messages asfollows:

— SAS response does not include a cbsdld.
— responseCode=RiforCBSD1and CBSD2

Aftercompletionofstep3,SASTestHarnesswillnotprovideany positive
response(responseCode=200)tofurtherrequestmessages
from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
Step3 iscomplete.Thisistheendofthetest. Verify:

e CPE-CBSD UUT shall not transmit user traffic

PASS --
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3.5

WINNF.FT.D.REG.13 - Domain Proxy Invalid parameters

(responseCode 103)

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

e UUT has successfully completed SAS Discovery and
Authentication with SAS TestHarness

e UUT s inthe Unregistered state

The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray orasindividual messagesto SAS TestHarness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Arrayorasindividual messages asfollows:

— SAS response does not include a cbsdld.
— responseCode=RiforCBSD1and CBSD2

Aftercompletionofstep3,SASTestHarnesswillnotprovideany positive
response (responseCodeR1=0forCBSD1andR2=103for
CBSD2) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

e CPE-CBSD UUT shall not transmit user traffic

PASS --
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3.6 WINNF.FT.D.REG.15 - Domain Proxy Blacklisted CBSD (responseCode

101)
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT has successfully completed SAS Discovery and _ _

Authentication with SAS Test Harness

e UUT s inthe Unregistered state
2 The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray orasindividual messagesto SAS TestHarness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Arrayorasindividual messages asfollows:
— SAS response does not include a cbsdld.

— responseCode=RiforCBSD1and CBSD2
Aftercompletionofstep3,SASTestHarnesswillnotprovideany positive
4 response (responseCodeR1=0forCBSD1andR2=101for -- --
CBSD2) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3 iscomplete.Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.7 WINNFFT.D.REG.17 - Domain Proxy Unsupported SAS protocol
version (responseCode 100)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT has successfully completed SAS Discovery and _ _

Authentication with SAS Test Harness

e UUT s inthe Unregistered state
2 The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray oras individual messagesto SAS TestHarness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Arrayorasindividual messages asfollows:
— SAS response does not include a cbsdld.

— responseCode=RiforCBSD1and CBSD2
Aftercompletionofstep 3, SAS TestHarnesswillnotprovideany positive response
4 (responseCode (Ri)=100foreach CBSD)to further -- --
request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.8 WINNFFT.D.REG.19 - Domain Proxy Group Error (responseCode 201)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT has successfully completed SAS Discovery and _ _

Authentication with SAS Test Harness

e UUT s inthe Unregistered state
2 The DPwithtwo CBSDssendsaRegistrationrequestintheformof
one 2-elementArray orasindividual messagesto SAS TestHarness.
SAS Test Harness sends a CBSD Registration Response in the form of one 2-element
Array orasindividualmessages asfollows:
— SAS response does not include a cbsdld.

— responseCode=RiforCBSD1and CBSD2
Aftercompletionofstep3,SASTestHarnesswillnotprovideany positive
4 response (responseCodeR1=0forCBSD1andR2=201for -- --
CBSD2) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.9

WINNF.FT.C.GRA.1 - Unsuccessful Grant responseCode=400

(INTERFERENCE)

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

e UUT hasregistered successfully with SAS TestHarness, with
cbsdld=C

UUT sends valid Grant Request.

SAS Test Harness sends a Grant Response message, including
e chsdld=C
e responseCode =R

After completion of step 3, SAS Test Harness does not provide any positive
response (responseCode=0)tofurtherrequestmessages
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

e CPE-CBSD UUT shall not transmit user traffic

PASS --
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3.10 WINNFFT.C.GRA.2 - Unsuccessful Grant responseCode=401
(GRANT_CONFLICT)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e UUT hasregistered successfully with SAS TestHarness, with -- --
cbsdld=C

2 UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 e cbsdld=C -- --
e responseCode =R

Aftercompletionofstep3,SASTestHarnessdoesnotprovideany positive
4 response(responseCode=401)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic

TEL : 886-3-656-9065 Page Number 122 0f 48
FAX : 886-3-656-9085 Issued Date : Nov. 06, 2020
Report Template No.: CB-A18_4 Ver1.0 Report Version : 02




sromron as. WINNF-TS-0122 TEST REPORT Report No. : FG061532AB

3.11 WINNFFT.D.HBT.2 - Domain Proxy Heartbeat Success Case (first
Heartbeat Response)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e DPhastwoCBSDregistered successfullywithSAS Test -- --

Harness, with cbsdld = Ci, i={1,2}

DP sends a message:
2 e |fmessageisa SpectrumInquiry Request,gotostep 3 -- --
e |fmessageisa GrantRequest, gotostep 5

DP sends a Spectrum Inquiry Request message for each CBSD. This may occurin
aseparatemessage per CBSD, ortogetherinasingle message with array of 2.
Verify Spectrum Inquiry Request message is formatted correctly for each CBSD,
3 | including for CBSDi, i={1,2}: PASS -
e chsdld =Ci

e ListoffrequencyRange objects sentby DP are withinthe CBRS
frequency range

Ifaseparate SpectrumInquiryRequestmessagewassentforeach CBSD, the SAS
TestHarness shallrespondtoeach SpectrumInquiry Request message with a separate
Spectrum Inquiry Response message.

Ifasingle Spectrum Inquiry Requestmessage was sentcontaininga2- objectarray
(oneperCBSD),the SAS TestHarness shallrespondwith asingle Spectrum Inquiry
4 Response message containinga2-object array.

Verify parameters foreach CBSD withinthe Spectrum Inquiry Response
messageareasfollows,forCBSDi,i={1,2}:

e cbsdld =Ci
e availableChannelisanarray ofavailableChannelobjects
e responseCode =0

DP sends a Grant Request message for each CBSD. This may occur in aseparate
messageperCBSD, ortogetherinasingle messagewith array of 2.
Verify GrantRequestmessageisformattedcorrectlyforeachCBSD, including for

CBSDi,i={1,2}:
5 e cbsdid =C PASS -
e maxEIRPisatorbelowthelimitappropriate forCBSD category
as defined by Part 96

e operationFrequencyRange,Fi,sentbyUUTisavalidrange
within the CBRS band
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If a separate Grant Request message was sent for each CBSD, the SAS TestHarness
shallrespond to each GrantRequest message witha

separate Grant Response message.

Ifasingle GrantRequestmessage was sentcontaininga2-object array(one
perCBSD),the SAS TestHarnessshallrespondwitha single GrantResponse
messagecontaininga2-objectarray.

VerifyparametersforeachCBSDwithinthe GrantResponsemessage are as
follows, for CBSDi, i={1,2}:

e cbsdld =Ci

e grantld=Gi=avalid grantID

e grantExpireTime=UTCtimegreaterthandurationofthetest
e responseCode =0

EnsureDPsendsfirstHeartbeatRequestmessageforeachCBSD.
Thismayoccurinaseparate message per CBSD, ortogetherinasingle message
with array of 2.

Verify Heartbeat Request messageis formatted correctly foreach CBSD,

7 | including, for CBSDii={1,2}: PASS -
e chsdld= Ci, i={1,2}

e grantld = Gi,i={1,2}

e operationState =‘GRANTED”

Ifaseparate HeartbeatRequestmessage was sentforeach CBSD by theDP,the SAS
TestHarnessshallrespondtoeachHeartbeatRequest message with aseparate
HeartbeatResponse message.

Ifasingle HeartbeatRequestmessage was sentbythe DP containing a2-object
array(oneperCBSD),the SAS TestHarnessshallrespond withasingleHeartbeat
Responsemessagecontaininga2-object array.

8 - -
Verifyparametersforeach CBSDwithinthe HeartbeatResponse message
are as follows, for CBSDi:
e cbsdld =Ci
e grantld =Gi
e transmitExpireTime=currentUTCtime +200seconds
e responseCode =0
Forfurther Heartbeat Requestmessages sentfrom DP after completion of step 8,
validate message is sent within latest specified heartbeatInterval for CBSDi:
e cbsdld =Ci
e grantld =Gi
e operationState =“AUTHORIZED”
9 and SAS Test Harness responds with a Heartbeat Response messageincluding PASS -
thefollowingparameters,forCBSDi
e cbsdld =Ci
e grantld =Gi
e transmitExpireTime=currentUTCtime +200seconds
e responseCode =0
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Monitor the RF output of the UUT from start of test until UUT transmission

commences. Monitor the RF output of the UUT from start of testuntil RF

transmission commences. Verify:

10 e UUTdoesnottransmitatanytime priortocompletionof the first PASS --
heartbeatresponse

e UUTtransmitsafterstep8iscomplete,anditstransmission
is limited to within the bandwidth range Fi.
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3.12 WINNF.FT.C.HBT.3 - Heartbeat responseCode=105 (DEREGISTER)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantisforfrequencyrange F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinAUTHORIZED stateandistransmittingwithinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval
specified in the latest Heartbeat Response, and formatted correctly, including:
2 e chsdid=C PASS -
e grantld=G
e operationState =“AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
5 e chsdld=C
e grantld =G B -
e transmitExpireTime=T=CurrentUTCtime
e responseCode =105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any _ _
further grants to the UUT.
Monitor the RF output of the UUT. Verify:
5 e CPE-CBSD UUT shall stop transmitting user traffic within (T + 60 PASS _
seconds) of
completion of step 3
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3.13 WINNF.FT.C.HBT.5 - Heartbeat responseCode=501
(SUSPENDED_GRANT) in First Heartbeat Response

# Test Execution Steps Results

Ensurethefollowingconditionsare metfortestentry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantis forfrequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinGRANTED, butnotAUTHORIZED state (i.e.has not
performed its first Heartbeat Request)

UUT sends a Heartbeat Request message.
VerifyHeartbeatRequestmessageisformattedcorrectly,including:

2 e cbsdld =C PASS -
e grantld=G
e operationState =“GRANTED”

SAS TestHarness sends a Heartbeat Response message, including the
following parameters:

e chsdld=C

e grantld=G

e transmitExpireTime =T =current UTC time
e responseCode = 501 (SUSPENDED_GRANT)

After completion of step 3, SAS Test Harness shall not allow any
further grants to the UUT.

Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:

e chsdld =C
e grantld=G
5 e operationState =“GRANTED” PASS --

B. UUT sends a Relinquishment request message. Ensure message
is correctly formatted with parameters:

e cbdsld =C

e grantld =G
Monitor the RF output of the UUT. Verify:

e UUT does not transmit at any time
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3.14 WINNF.FT.C.HBT.6 - Heartbeat responseCode=501
(SUSPENDED_GRANT) in Subsequent Heartbeat Response

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has avalid single grant as follows:
O valid cbsdld =C
1 0 valid grantld =G - -
O grantis for frequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinAUTHORIZED stateandistransmittingwithinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:
2 e cbsdid=C PASS .
e grantld=G
e operationState =“AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
e chsdld=C
3 e grantld=G h h
e transmitExpireTime =T =current UTC time
e responseCode = 501 (SUSPENDED_GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any _ _
further grants to the UUT.
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with
parameters:
e chsdld =C
e grantld=G
e operationState =“GRANTED”
5 B. UUT sends a Relinquishment Request message. Ensure message PASS -
is correctly formatted with parameters:
e chdsld =C
e grantld =G
Monitor the RF output of the UUT. Verify:
e CPE-CBSD UUT shall stop transmitting user traffic within (T +60
seconds) of
completion of step 3
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3.15 WINNFFT.C.HBT.7 - Heartbeat responseCode=502
(UNSYNC_OP_PARAM)

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has a valid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantisforfrequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinAUTHORIZED stateandistransmittingwithinthe
grant bandwidth F on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified
heartbeatinterval,and is formatted correctly, including:
2 e cbsdld=C PASS -
e grantld=G
e operationState =“AUTHORIZED”
SAS TestHarness sends a Heartbeat Response message, including the
following parameters:
5 e chsdld=C
e grantld=G B B
e transmitExpireTime=T = CurrentUTC Time
e responseCode = 502 (UNSYNC _OP _PARAM)
4 Aftercompletion of step 3, SAS TestHarness shall notallow any further _ _
grants to the UUT.
Monitor the SAS-CBSD interface. Verify:
e UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters:
O chdsld=C
5 0 grantld=G PASS -
Monitorthe RF outputofthe UUT. Verify:
e CPE-CBSD UUT shall stop transmitting user traffic within (T+60)
seconds of
completion of step 3.
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3.16 WINNF.FT.D.HBT.8 - Domain Proxy Heartbeat responseCode=500
(TERMINATED_GRANT)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e DPhastwo CBSD registered successfully with SAS Test Harness
e FEachCBSD{1,2}hasavalid single grantasfollows:
O valid cbsdld = Ci, i={1,2}
1 O valid grantld = Gi, i={1,2} - -
O grantisforfrequency range Fi, power Pi
O grantExpireTime=UTCtimegreaterthanduration of the test
e BothCBSDarein AUTHORIZED state and transmitting within
their granted bandwidth on RF interface

DP sends a Heartbeat Request message for each CBSD. This may occurina
separatemessageperCBSD,ortogetherinasingle message with array of size
2.
Verify Heartbeat Request message is sent within latest specified
2 heartbeatInterval,andisformattedcorrectlyforeachCBSD, including, for CBSDi PASS
i={1,2}:

e chsdld=Ci,i={1,2}

e grantld=Gi,i={1,2}

e operationState =“AUTHORIZED”

IfseparateHeartbeatRequestmessagewassentforeachCBSDbythe DP,the SAS
TestHarness shallrespondtoeach HeartbeatRequest message with aseparate
HeartbeatResponse message.

Ifasingle HeartbeatRequestmessage was sentbythe DP containing a2-object
array(oneperCBSD),the SAS TestHarnessshallrespond withasingleHeartbeat
Responsemessagecontaininga2-object array.

Parameters for each CBSD within the Heartbeat Response message
3 should be as follows, for CBSDi: - -

e chsdid =Ci
e grantld =Gi
e ForCBSDT1:

O transmitExpireTime = current UTC time + 200 seconds
O responseCode =0
e ForCBSD2:
O transmitExpireTime=T=currentUTCtime
0 responseCode=500(TERMINATED GRANT)
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Aftercompletion of step 3, SAS Test Harness shall notallow any further
grants to the UUT.

If CBSD sends further Heartbeat Request messages for CBSD1, SAS TestHarness
shallrespondwithaHeartbeatResponse message with parameters:

4 e cbsdid =C1 . .
e grantld =G1
e transmitExpireTime=currentUTCtime+200seconds
e responseCode =0
[ ]

HeartbeatRequestmessageiswithin heartbeatinterval
of previous Heartbeat Request message
Monitor the RF output of CBSD2. Verify:

5 e CBSD2shallstoptransmissionwithinbandwidth F2within(T PASS -
+ 60 seconds) of completion of step 3
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3.17 WINNF.FT.C.HBT.9 - Heartbeat Response Absent (First Heartbeat)

# Test Execution Steps Results
Ensurethefollowingconditionsare metfortestentry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has a valid single grant as follows:
O valid cbsdld =C
1 O valid grantld =G - -
O grantisforfrequencyrange F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisin GRANTED, butnotAUTHORIZED state (i.e. hasnot
performed its first Heartbeat Request)
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified
heartbeatinterval, and is formatted correctly, including:
2 e cbsdld=C PASS -
e grantld=G
e operationState =“GRANTED”
3 After completion of Step 2, SAS Test Harness does notrespond to any _ _
furthermessagesfromUUT tosimulateloss of network connection
Monitorthe RF outputofthe UUT fromstart oftestto60 seconds after step 3.
4 Verify: . . . PASS N
e Atanytimeduringthetest, UUT shallnottransmiton RF
interface
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3.18 WINNF.FT.C.HBT.10 - Heartbeat Response Absent (Subsequent
Heartbeat)

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e UUThasregisteredsuccessfullywithSAS TestHarness
e UUT has a valid single grant as follows:
O valid chsdld =C
1 0 valid grantld =G - -
O grantisforfrequency range F, power P
O grantExpireTime=UTCtimegreaterthanduration of the test
e UUTisinAUTHORIZED stateandistransmittingwithinthe
grant bandwidth F on RF interface

UUT sends a Heartbeat Request message.
VerifyHeartbeatRequestmessageissentwithinthelatestspecified
heartbeatinterval, and is formatted correctly, including:

2 e chsdid=C
e grantld=G
e operationState =“AUTHORIZED”

PASS --

SAS Test Harness sends a Heartbeat Response message, with the
following parameters:

e chsdld=C

3 e grantld=G B h
e transmitExpireTime=currentUTCtime +200seconds
e responseCode =0

4 After completion of Step 3, SAS Test Harness does notrespond to any _ _

further messages fromUUT

Monitor the RF output of the UUT. Verify:

5 e UUT shallstopalltransmission on RF interface within PASS
(transmitExpireTime+60seconds), usingthe
transmitExpireTime sent in Step 3.
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3.19 WINNF.FT.D.MES.2 - Domain Proxy Registration Response contains
measReportConfig

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 e DP hassuccessfully completed SAS Discovery and -- --

Authentication with SAS Test Harness

DP sends a Registration Request message for each of two CBSD. This mayoccurina

separate Requestmessage per CBSD, ortogetherina single Request message

with array of 2.

VerifyRegistrationRequestmessagecontainsallrequired parameters properly

formatted for CBSDi, i={1,2}, and specifically:

2 e userldis present and correct PASS -

e fccldis present and correct

e cbsdSerialNumberis present and correct

e measCapability =
“RECEIVED POWER _WITHOUT GRANT”

IfaseparateRegistrationRequestmessagewassentforeachCBSDby the DP,the
SASTestHarnessshallrespondtoeachRegistration Requestmessagewitha
separate Registration Responsemessage.

Ifasingle RegistrationRequestmessagewas sentbythe DP containing a2-object
array (one perCBSD), the SAS TestHarness shallrespond with a single Registration
Response message containing a 2-object array.

Parameters for each CBSD within the Registration Response message should be as
follows, for CBSDi:

e cbsdld =Ci

e measReportConfig=
“RECEIVED_POWER_WITHOUT_GRANT”

e responseCode =0

UUT sends a message:
4 e [fmessageistype SpectrumIinquiry Request,gotostep5,or - -
e Ifmessageistype GrantRequest, gotostep 7

UUT sends messagetype SpectrumInquiry Request. Thismayoccur inaseparate
messageperCBSD, ortogetherinasingle messagewith arrayof2.Verify Spectrum
InquiryRequestmessage containsall required parameters properly formatted

5 | for CBSDi, i= {1,2}, and specifically: PASS -
e cbsdld =Ci
e measReportis present, and is a properly formatted
rcvdPowerMeasReport.
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Ifaseparate SpectrumInquiry Requestmessagewassentforeach CBSDbythe
DP,theSASTestHarnessshallrespondtoeach SpectruminquiryRequest
messagewithaseparate Spectrum Inquiry Response message.

Ifasingle SpectrumInquiryRequestmessage was sentbythe DP containing a
2-object array (one per CBSD), the SAS Test Harness
shallrespondwithasingle SpectrumInquiryResponse message

6 containing a 2-object array. -- --

ParametersforeachCBSDwithinthe SpectrumInquiryResponse message
should be as follows:

e cbsdld =Ci
e availableChannelisanarrayofavailableChannelobjects
e responseCode =0

UUT sends message type Grant Request message. This may occur in a separate
message per CBSD, ortogetherin asingle message with array of 2.
Verify the Grant Request message contains all required

parameters properly formatted for CBSDi, i= {1,2}, and
7 | specifically: PASS -
e cbsdld =Ci
e measReportis present, and is a properly formatted
rcvdPowerMeasReport.
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3.20 WINNF.FT.D.RLQ.2 - Domain Proxy Successful Relinquishment

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e DP hassuccessfully completed SAS Discovery and
Authentication with SAS TestHarness
e DPhassuccessfully registered 2 CBSD with SAS TestHarness, each with
chsdld=Ci,i={1,2}
1 e DPhasreceived avalid grantwith grantld=Gi, i={1,2} for each
CBSD
e Both CBSD are in Grant State AUTHORIZED and actively
transmitting within the bounds of their grants.
Invoke trigger to relinquish each UUT Grant from the SAS Test
Harness

Verify DP sendsaRelinquishmentRequestmessageforeachCBSD. Thismayoccur
inaseparate message per CBSD, ortogetherinasingle message with array of 2.
Verify Relinquishment Request message contains all required parameters

2 properlyformattedforeachCBSD, specifically,forCBSDi: PASS -
e chbsdld =Ci
e grantld =Gi

If a separate Relinquishment Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.

Ifasingle RelinquishmentRequestmessage was sentbythe DP containing a

2-object array (one per CBSD), the SAS Test Harness shallrespondwithasingle

3 Responsemessagecontaininga

2-object array.

Parameters for each CBSD within the Relinquishment Response shall be as follows:
e cbsdld =Ci

e grantld =Gi
» responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
4 | response (responseCode=0)tofurtherrequest -- --
messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
Step3iscomplete. Thisistheendofthetest. Verify:

S e UUTshallstop RF transmission atany time between triggering the PASS -
relinquishmentsand UUT sendingtherelinquishment
requests for each CBSD.
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3.21 WINNF.FT.D.DRG.2 - Domain Proxy Successful Deregistration

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
e EachUUThassuccessfullyregistered with SAS TestHarness
e Each UUT s in the authorized state

e DP has successfully completed SAS Discovery and
Authentication with SAS Test Harness
1 e DPhassuccessfullyregistered 2 CBSD with SAS TestHarness, each with
cbsdld=Ci,i={1,2}
e DPhasreceived avalid grantwith grantld= Gi, i={1,2} for each
CBSD
e Both CBSD are in Grant State AUTHORIZED and actively
transmitting within the bounds of their grants.
Invoke trigger to deregister each UUT from the SAS Test Harness

UUT sends a Relinquishment request and receives
Relinquishment response with responseCode=0

Verify DP sends a Deregistration Request message for each CBSD. This mayoccurina
separatemessageperCBSD,ortogetherinasingle message with array of 2.

3 Verify Deregistration Request message contains all required parameters PASS -
properlyformattedforeachCBSD, specifically,forCBSDi:

e cbsdld =Ci

If a separate Deregistration Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a
separate response message.

Ifasingle Deregistration Request message was sentby the DP containing a
4 2-object array (one per CBSD), the SAS Test Harness shallrespondwithasingle -- --
Responsemessagecontaininga
2-object array.
ParametersforeachCBSDwithinthe DeregistrationResponseshallbe as follows:
+ cbsdld =Ci
* responseCode =0

After completion of step 4, SAS Test Harness will not provide any positive
5 | response(responseCode=0)tofurtherrequestmessages -- --
from the UUT.

Monitor the RF output of each UUT from start of test until 60 secondsafter
Step4iscomplete. Thisistheendofthetest. Verify:

e UUTstoppedRFtransmissionatanytimebetween triggering

6 the deregistration and either AOR B occurs: PASS -
A. UUTsendingaRegistrationRequestmessage,asthisisnot mandatory
B. UUTsending a Deregistration Request message
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3.22 WINNF.FT.C.SCS.1 - Successful TLS connection between UUT and
SAS Test Harness

# Test Execution Steps Results

e UUT shall start CBSD-SAS communication with the security procedure
e The UUT shall establish a TLS handshake with the SAS Test Harness
1 using configured certificate. PASS --

e Configurethe SAS TestHarnesstoacceptthe security
procedure and establish the connection

e Make sure that Mutual authentication happens between UUT and
the SAS Test Harness.

e MakesurethatUUT uses TLS v1.2

e Makesurethatciphersuitesfromoneofthefollowing is
selected,

2 TLS_RSA WITH_AES_128_GCM_SHA256 PASS -

TLS_RSA_WITH_AES_256_GCM_SHA384

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

e TLS ECDHE_RSA_WITH_AES_128 GCM_SHA256

Asuccessfulregistrationisaccomplishedusingoneofthetest cases described in
section 6.1.4.1, depending on CBSD capability.

3 e UUTsendsaregistrationrequesttothe SAS TestHarnessand the SAS PASS -
TestHarness sendsaRegistration Response with
responseCode = 0 and cbsdid.

Monitor the RF output of the UUT from start of test until 60 secondsafter
4 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.23 WINNF.FT.C.SCS.2 - TLS failure due to revoked certificate

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAS communicationwiththesecurity PASS _
procedures
e MakesurethatUUT uses TLS v1.2for security establishment.
o Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLor OCSPtoverifythe validity ofthe server certificate. PASS -
e Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.

UUT may retry for the security procedure which shall fail PASS --

4 SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.24 WINNF.FT.C.SCS.3 - TLS failure due to expired server certificate

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAS communicationwiththesecurity PASS _
procedures
e MakesurethatUUT uses TLS v1.2for security establishment.
o Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLor OCSPtoverify the validity oftheserver certificate. PASS -
e Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.

UUT may retry for the security procedure which shall fail. PASS --

4 SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.25 WINNFFT.C.SCS.4 - TLS failure when SAS Test Harness certificate is
issued by an unknown CA

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS _
procedures
e MakesurethatUUT uses TLS v1.2 for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverify the validity oftheserver certificate PASS -
o Make sure that Mutual authentication does not happen

between UUT and the SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. PASS --

SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 Step3iscomplete. Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.26 WINNF.FT.C.SCS.5 - TLS failure when certificate at the SAS Test
Harness is corrupted

# Test Execution Steps Results
1 e UUTshallstartCBSD-SAScommunicationwiththesecurity PASS _
procedures
e MakesurethatUUTuses TLS v1.2for security establishment.
e Make sure UUT selects the correct cipher suite.
2 e UUTshalluse CRLorOCSPtoverifythe validity oftheserver certificate. PASS -
e Make sure that Mutual authentication does nothappen

between UUT and the SAS Test Harness.

3 UUT may retry for the security procedure which shall fail. PASS --

SASTest-HarnessshallnotreceiveanyRegistrationrequestorany
application data.

Monitor the RF output of the UUT from start of test until 60 secondsafter
5 | Step3iscomplete.Thisistheendofthetest. Verify: PASS -

e CPE-CBSD UUT shall not transmit user traffic
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3.27 WINNF.PT.C.HBT - UUT RF Transmit Power Measurement

Items Parameters

Maximum rated power (EIRP, dBm/MHz) 34 dBm/MHz

1 dB increments from -31 dBm/MHz
Transmit dynamic range (EIRP, dBm/MHz)

to 34 dBm/MHz (66 steps)
Occupied bandwidth (OBW) 10 MHz
maxEirp values 34 dBm/MHz
C Spectrum
X I
D % EUT — 7 — H
3 /
A — 1 — B R £ /{/ -//
6 F % ................................... %\ EuT — 8 —
T
G Spectrum
Item Connection Shielded Length
1 RJ-45 cable No 1.5m
2 RJ-45 cable No 1.5m
3 RJ-45 cable No 1.5m
4 RJ-45 cable No 1.5m
5 RJ-45 cable No 1.5m
6 RJ-45 cable No 1.5m
7 RJ-45 cable No 1.5m
8 RJ-45 cable No 1.5m

Note: To ensure EUT transmits with full power across the Bandwidth during the on duration of duty cycle, EUT is

running maximum traffic during the test.
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Spectrum Analyzer Setting Parameters
Center Frequency 3655 MHz
Frequency Span 20 MHz
RBW / VBW 1 MHz / 3 MHz
Channel Power Meas Bandwidth 10 MHz
Sweep Time 1ms
# Test Execution Steps Results

Ensure the following conditions are met for test entry:

e UUT has successfully completed SAS Discovery and
Authentication withthe SAS TestHarness

e UUT hasregistered withthe SAS, with CBSD ID=C

e UUT hasasingle valid grant G with parameters {lowFrequency
= FL, highFrequency = FH, maxEirp = Pj}, with grant in

1 duration of this test case

Note:inorderfortheUUTtorequestagrantwiththeparameters

UUTsothat
the UUT will request a grant with those parameters.

AUTHORIZED state, and grantExpireTime set to a value far past the

{lowFrequency, highFrequency, maxEirp), the SAS Test Harness may need to
provide appropriate guidance in the availableChannel object ofthespectruminquiry
responsemessage,andtheoperationParam objectofthegrantresponsemessage.
Alternately,theUUTvendor may providethe abilitytosetthose parametersonthe

UUT and SAS Test Harness perform a series of Heartbeat
Request/Response cycles, which continues until the otherteststeps are
complete. Messaging for each cycle is as follows:
e UUT sends Heartbeat Request, including:
O chsdld=C
O grantld =G
e SAS Test Harness responds with Heartbeat
Response, including:
O chsdld=C
O grantld =G
O transmitExpireTime=currentUTCtime +200seconds
O responseCode =0

TEL : 886-3-656-9065
FAX : 886-3-656-9085
Report Template No.: CB-A18_4 Ver1.0

Page Number 1 44 of 48
Issued Date : Nov. 06, 2020
Report Version : 02




svonron 1as. WINNF-TS-0122 TEST REPORT Report No. : FG061532AB
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement methodisoutofscope
ofthisdocument, butmayinclude additional configurationofthe UUT,asrequired,
tofulfiltherequirementsofthe power measurement method.
3 PASS --
Note:itmayberequiredforthevendortoprovideamethodor configurationto
bringthe UUTtoamodewhichisrequiredbythe measurement methodology. Any
such mode is vendor-specificand
dependsuponUUTbehaviorandthemeasurementmethodology.
Grant
Bandwidth [ Antenna Gain [Conducted PSD maxEirp
Frequency maxEirp Result
(MHz) (dBi) (dBm/MHz) (dBm/MHz) | (dBm/MHz)
3655 MHz 10 21 7.991 28.99 34 PASS
3655 MHz 10 21 -19.57 1.43 2 PASS
3655 MHz 10 21 -52.38 -31.38 -31 PASS
TEL : 886-3-656-9065 Page Number 1 45 0f 48
FAX : 886-3-656-9085 Issued Date : Nov. 06, 2020

Report Template No.: CB-A18_4 Ver1.0 Report Version : 02



I I WINNF-TS-0122 TEST REPORT

SPORTON LAB. Report No. : FG061532AB

4 Test Result of Time Test for Getting Grant

Refer as Appendix E
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5 Test Equipment and Calibration Data

Instrument Manufacturer | Model No. Serial No. Characteristics CaI:Dbration Calibration Remark
ate Due Date
Signal analyzer Agilent N9O10A | MY52220519 10kHz~44GHz | Mar. 24, 2020 | Mar. 23, 2021 goﬁg;‘_cct%‘;
Spectrum analyzer |  Keysight N9020A | MY55400138 |10 Hz up to 26.5 GHz | Dec. 11, 2019 | Dec. 10, 2020 80;‘31“%‘98‘;
RF Cable-high Woken RG402 | High Cable-06 | 1 GHz —26.5 GHz | Oct. 07, 2019 | Oct. 06, 2020 goﬁg;‘_cct%‘;
RF Cable-high Woken RG402 | High Cable-07 | 1 GHz-26.5GHz | Oct. 07, 2019 | Oct. 06, 2020 80;‘31“%‘98‘;
RF Cable-high Woken RG402 | High Cable-08 | 1 GHz —26.5GHz | Oct. 07, 2019 | Oct. 06, 2020 goﬁg;‘_cct%‘;
RF Cable-high Woken RG402 | High Cable-09 | 1GHz—26.5GHz | Oct. 07,2019 | Oct. 06, 2020 (CTOFT(‘)’;’CCteBd)
RF Cable-high Woken RG402 | High Cable-10 | 1 GHz —26.5GHz | Oct. 07, 2019 | Oct. 06, 2020 (CToﬁg;‘fCteB‘;
RF Cable-high Woken RG402 | High Cable-28 | 1 GHz—-26.5GHz | Nov. 18,2019 | Nov. 17, 2020 (CTOF:‘(‘)’;J_‘:CteBd)
RF Power Divider MTJ 4Way |DFS-01-DV-01| 1GHz~6GHz | Oct. 07,2019 | Oct. 06, 2020 (CToﬁg;‘fCteB‘;
RF Power Divider MTJ 2Way |DFS-01-DV-02| 1GHz~6GHz | Oct. 07,2019 | Oct. 06, 2020 (CTOFT(‘)’;’CCteBd)
Note: Calibration Interval of instruments listed above is one year.
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6 Measurement Uncertainty
Test Items Uncertainty Remark
Conducted Emission 2.8dB Confidence levels of 95%
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Test Log for WINNF.FT.D.REG.2 Test Case ID

2020-08-24T07:08:39.410Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T07:08:39.410Z - INFO - the selected test from the user : WINNF.FT.D.REG.2 is starting
now
2020-08-24T07:08:41.548Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

2
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData": {

"digitalSignature":
"bAOYy6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvfkZ61]
mMIBEeQXYLoLfME-PQMJIZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUCLIn_gE4iSg
QNoOh8RIISYIrtznhHtN_tqzJ0yfVqL7s3-QEz7MzET-URDvVPiJ_3J1Zset69QXiuWwTOoUdzWLkXWGPn1lo
Yc6noOjMs2hOjjYpXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tg6hcrSYtLEEH28IERbkhtpwM2WYCATTq
ZYdchcve4TfoFzseEcKEeZw",

"encodedCpiSignedData":
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhecmFtljp7ImxhdGIOdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlawWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50ZW5
uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYRGFOYSI16eyJjcGIlIZCI6InRIc3
RfQ1BJX0ZXNDYILCJjcGIOYW1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMjAt
MDYtMDIUMTE6BNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]
}
2020-08-24T07:08:41.579Z - INFO - Registration message contains cpiSignatureData
2020-08-24T07:08:41.581Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT'}
2020-08-24T07:08:41.581Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude™: -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
}1
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"
}1
"cbsdSerialNumber": "58c17a2d49e2"
}
2020-08-24T07:08:41.582Z - INFO - verified signature on cpiSignatureData
2020-08-24T07:08:41.586Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T07:08:41.589Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response": {
"responseCode™: 0
}
}

]

}
2020-08-24T07:08:41.930Z - INFO - registration request from CBRS : {

"registrationRequest™: [
{
"airInterface™: {
"radioTechnology": "E_UTRA"
b
"cbsdCategory": "B",
"cbsdinfo"; {

"model"; "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4”,

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData"; {

"digitalSignature™:
"np3xypDLMaZzr3jkHkO0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
0xUgadEtBYn5d20kOMZpHHQqgik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONnVFxLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9nimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyIJmY2NJZCI6llo4SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGlvbIBhcmFtljp7ImxhdGI0dWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIljotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWwdodFR5cGUIOiIIBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGFOY S16eyJjcGIIZCI6INRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",
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"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9"
}l
"fccld"; "Z8H89FT0060",
"measCapability": [
"RECEIVED_POWER_WITHOUT_GRANT"
]1

"userld"; "testid-1"

]
}
2020-08-24T07:08:41.963Z - INFO - Registration message contains cpiSignatureData
2020-08-24T07:08:41.963Z - INFO - protectedHeader = {u'alg": U'RS256', u'typ": u'JWT"}
2020-08-24T07:08:41.963Z - INFO - encodedCpiSignedData contents = {
"installationParam™: {
"antennaAzimuth™: 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain": 21
3
"fccld": "Z8H89FT0060",
"professionallnstallerData™: {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z2",
"cpild": "test_ CPI_FW46"
3
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-24T07:08:41.964Z - INFO - verified signature on cpiSignatureData

2020-08-24T07:08:41.970Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-24T07:08:41.973Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"response”: {
"responseCode™: 0
}
}

]
}

2020-08-24T07:08:43.411Z - INFO - arrived to nstep starting question answer session with the

technician

2020-08-24T07:08:43.411Z - INFO - the question is : Were there RF transmissions from the CBSD2

during the test? please choose one of the answers :

2020-08-24T07:09:49.164Z - INFO - for the question : Were there RF transmissions from the CBSD2

during the test? , the user choose n

2020-08-24T07:09:49.164Z - INFO - the question is : Were there RF transmissions from the CBSD1

during the test? please choose one of the answers :
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2020-08-24T07:09:49.915Z - INFO - for the question : Were there RF transmissions from the CBSD1

during the test? , the user choose n
2020-08-24T07:09:54.515Z - INFO - The final result of the test : WINNF.FT.D.REG.2 is - passed
and :the additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.D.REG.6 Test Case ID

2020-08-24T07:06:27.894Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T07:06:27.894Z - INFO - the selected test from the user : WINNF.FT.D.REG.6 is starting
now
2020-08-24T07:06:29.200Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMaZzr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgigjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIlInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9NimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61l04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bWJIcil6lju4YzE3YTJIKNDk4NCIsImIuc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGI0dWRIljoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYRGFOYS16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEGNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

|3
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]

}
2020-08-24T07:06:29.216Z - INFO - Registration message contains cpiSignatureData

2020-08-24T07:06:29.216Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT'}
2020-08-24T07:06:29.217Z - INFO - encodedCpiSignedData contents = {
"installationParam": {

"antennaAzimuth": 150,

"heightType": "AMSL",

"longitude": -90.65914,

"height": 10,

"indoorDeployment"; false,

"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
}1
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"
}1
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-24T07:06:29.263Z - INFO - verified signature on cpiSignatureData
2020-08-24T07:06:29.269Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T07:06:29.270Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode™: 0
}
}

]
}
2020-08-24T07:06:29.476Z - INFO - registration request from CBRS : {
"registrationRequest™: [
{
"airInterface™: {
"radioTechnology": "E_UTRA"
h
"cbsdCategory": "B",
"cbsdinfo™; {

"model"; "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4”,

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData”; {

"digitalSignature™:
"bAOY6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvfkZ61]
mMIBEeQXYLoLfmE-PQMJZq728tBMDsGVMUDw5W G90-dI-SI6laV5kM77p201Lo06B7GUC1LIn_gE4iSg
QNoOh8RIISYIrtznhHtN_tqzJOyfVgL7s3-QEz7MzET-URDVPIJ_3J1Zset69QXiuWTOUdzWLKkXWGPn1lo
Yc6noOjMs2hQjjYpXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tqg6hcrSYtLEEH28IERbkhtpwM2WYCA4TTq
ZYdchcve4dTfoFzsEcKEeZw",

"encodedCpiSignedData":
"eyIJmY2NJZCI6llo4SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlvbIBhecmFtljp7ImxhdGIOdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6BMTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYW luljoyMSwiYW50ZW5
uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVyRGFOYSI16eyJjcGIJZCl6InRIc3
RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI61jlwMjAt
MDYtMDIUMTE6GNDY6NDhaln19",
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"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9"
}l
"fccld"; "Z8H89FT0060",
"measCapability": [
"RECEIVED_POWER_WITHOUT_GRANT"
]1

"userld"; "testid-1"

]
}
2020-08-24T07:06:29.492Z - INFO - Registration message contains cpiSignatureData
2020-08-24T07:06:29.492Z7 - INFO - protectedHeader = {u'alg": U'RS256', u'typ": u'JWT"}
2020-08-24T07:06:29.492Z - INFO - encodedCpiSignedData contents = {
"installationParam™: {
"antennaAzimuth™: 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain": 21
3
"fccld": "Z8H89FT0060",
"professionallnstallerData™: {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z2",
"cpild": "test_ CPI_FW46"
3
"cbsdSerialNumber": "58c17a2d49e2"
}
2020-08-24T07:06:29.493Z - INFO - verified signature on cpiSignatureData

2020-08-24T07:06:29.499Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-24T07:06:29.500Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response”: {
"responseCode™: 0
}
}

]
}

2020-08-24T07:06:30.895Z - INFO - arrived to nstep starting question answer session with the

technician

2020-08-24T07:06:30.897Z - INFO - the question is : Were there RF transmissions from the CBSD1

during the test? please choose one of the answers :

2020-08-24T07:08:02.707Z - INFO - for the question : Were there RF transmissions from the CBSD1

during the test? , the user choose n

2020-08-24T07:08:02.709Z - INFO - the question is : Were there RF transmissions from the CBSD2

during the test? please choose one of the answers :
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2020-08-24T07:08:03.970Z - INFO - for the question : Were there RF transmissions from the CBSD2

during the test? , the user choose n
2020-08-24T07:08:07.191Z - INFO - The final result of the test : WINNF.FT.D.REG.6 is - passed
and :the additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.D.REG.9 Test Case ID

2020-08-24T07:13:25.615Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T07:13:25.615Z - INFO - the selected test from the user : WINNF.FT.D.REG.9 is starting
now
2020-08-24T07:13:27.174Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

3
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData": {

"digitalSignature":
"bAOYy6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvfkZ61]
mMIBEeQXYLoLfME-PQMJIZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUCLIn_gE4iSg
QNoOh8RIISYIrtznhHtN_tqzJOyfVqL7s3-QEz7MzET-URDvVPiJ_3J1Zset69QXiuwTOoUdzWLkXWGPn1lo
Yc6noOjMs2hOjjYpXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tg6hcrSYtLEEH28IERbkhtpwM2WYCATTq
ZYdchcve4TfoFzseEcKEeZw",

"encodedCpiSignedData":
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhcmFtljp7ImxhdGIOdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlawWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50ZW5
uYUJIYW13aWRO0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYyRGFOYSI16eyJjcGIlIZCI6InRIc3
RfQ1BJX0ZXNDYILCJjcGIOYW1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMjAt
MDYtMDIUMTEBNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

13
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

I,

"userld": "testid-1"

]
}
2020-08-24T07:13:27.207Z - INFO - Registration message contains cpiSignatureData
2020-08-24T07:13:27.207Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT"}
2020-08-24T07:13:27.207Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude™: -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"
3
"cbsdSerialNumber": "58c17a2d49e2"
}
2020-08-24T07:13:27.255Z - INFO - registration request from CBRS :{
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"
2
"cbsdCategory": "B",
"cbsdinfo™; {

"model"; "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

3
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData"; {

"digitalSignature™:
"np3xypDLMaZzr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
0xUgadEtBYn5d20kOMZpHHQqqik1VtZDcdlj3YPB5BEIt5LZV3BbBMQPpW-cleyCpR-RnwAt9sIBiWQaFX
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONnVFXLMs
u5116IMVKIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9NimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData:
"eyJmY2NJZCI6llo4SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDK4NCIsImluc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGI0dWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIljotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOiIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYyRGFOYS16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9"

h
“fccld": "Z8H89FT0060",
"measCapability"; [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"

]

}
2020-08-24T07:13:27.278Z - INFO - verified signature on cpiSignatureData

2020-08-24T07:13:27.301Z - INFO - cpiSignatureData data successfully validated against jsonschema
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2020-08-24T07:13:27.306Z - INFO - engine sent successfully, the response to CBRS :{
"registrationResponse": |
{
"response": {
"responseCode": 102

}

]

}
2020-08-24T07:13:27.331Z - INFO - Registration message contains cpiSignatureData

2020-08-24T07:13:27.331Z - INFO - protectedHeader = {u'alg": U'RS256', u'typ": u'’JWT"}
2020-08-24T07:13:27.331Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude™: -90.65914,
"height™: 10,
"indoorDeployment": false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fceld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z2",
"cpild": "test_CPI_FW46"
3
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-24T07:13:27.332Z - INFO - verified signature on cpiSignatureData
2020-08-24T07:13:27.338Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T07:13:27.339Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |

{
"response": {
"responseCode™: 102
}
}
]
}
2020-08-24T07:13:28.617Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-24T07:13:28.618Z - INFO - the question is : Were there RF transmissions from the CBSD2
during the test? please choose one of the answers :

2020-08-24T07:14:35.461Z - INFO - for the question : Were there RF transmissions from the CBSD2
during the test? , the user choose n

2020-08-24T07:14:35.463Z - INFO - the question is : Were there RF transmissions from the CBSD1
during the test? please choose one of the answers :

2020-08-24T07:14:36.676Z - INFO - for the question : Were there RF transmissions from the CBSD1
during the test? , the user choose n
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2020-08-24T07:14:43.240Z - INFO - The final result of the test : WINNF.FT.D.REG.9 is - passed
and :the additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.D.REG.11 Test Case ID

2020-08-24T07:17:48.259Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T07:17:48.259Z - INFO - the selected test from the user : WINNF.FT.D.REG.11 is starting
now
2020-08-24T07:17:49.628Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData™: {

"digitalSignature™:
"bAOYy6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvfkZ61j
mMIBEeQXYLoLfmE-PQMJZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUCLIn_gE4iSg
QNoOh8RIISYIrtznhHtN_tqzJOyfVqL7s3-QEz7MzET-URDVPIJ_3J1Zset69QXiuwTOoUdzWLkXWGPNn1lo
Yc6noOjMs2hOjjYpXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tg6hcrSYtILEEH28IERbkhtpwM2WYCATT(q
ZYdchcve4TfoFzseEcKEeZw",

"encodedCpiSignedData":
"eyIJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhecmFtljp7ImxhdGI0dWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYW IluljoyMSwiYW50ZW5
uYUJIYW13aWRO0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGFOYSI6eyJjcGIlJZCI6InRIc3
RfQ1BJX0ZXNDYILCJjcGIOYW1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMjAt
MDYtMDIUMTEBNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

h
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]
}
2020-08-24T07:17:49.661Z - INFO - Registration message contains cpiSignatureData
2020-08-24T07:17:49.661Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT'}
2020-08-24T07:17:49.661Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"
3
"cbsdSerialNumber": "58c17a2d49e2"
}
2020-08-24T07:17:49.709Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"
I3
"cbsdCategory": "B",
"cbsdInfo™: {

"model"; "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

3
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData"; {

"digitalSignature™:
"np3xypDLMaZzr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
0xUgadEtBYn5d20kOMZpHHQqqik1VtZDcdlj3YPB5BEIit5LZV3BbBMQPpW-cleyCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9NimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData:
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDKk4NCIsImluc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGI0dWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOiJBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIlsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW 13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGFOY S16eyJjcGIIZCI6INRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljilwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9"

h
"fccld": "Z8H89FT0060",
"measCapability"; [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"

]

}
2020-08-24T07:17:49.730Z - INFO - verified signature on cpiSignatureData

2020-08-24T07:17:49.747Z - INFO - cpiSignatureData data successfully validated against jsonschema
SPORTON INTERNATIONAL INC. EMC & Wireless Communications Laboratory Page No. : 14 of 132




SPORTON LAB.

Test Logs Appendix A

2020-08-24T07:17:49.750Z - INFO - engine sent successfully, the response to CBRS :{
"registrationResponse": |
{
"response": {
"responseCode": 200

}

]

}
2020-08-24T07:17:49.773Z - INFO - Registration message contains cpiSignatureData

2020-08-24T07:17:49.775Z - INFO - protectedHeader = {u'alg": U'RS256', u'typ": u'JWT"}
2020-08-24T07:17:49.775Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude™: -90.65914,
"height™: 10,
"indoorDeployment": false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fceld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z2",
"cpild": "test_CPI_FW46"
3
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-24T07:17:49.776Z - INFO - verified signature on cpiSignatureData
2020-08-24T07:17:49.780Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T07:17:49.782Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse":

{
"response": {
"responseCode": 200
}
}
]
}
2020-08-24T07:17:51.260Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-24T07:17:51.262Z - INFO - the question is : Were there RF transmissions from the CBSD2
during the test? please choose one of the answers :

2020-08-24T07:18:54.351Z - INFO - for the question : Were there RF transmissions from the CBSD2
during the test? , the user choose n

2020-08-24T07:18:54.351Z - INFO - the question is : Were there RF transmissions from the CBSD1
during the test? please choose one of the answers :

2020-08-24T07:18:55.068Z - INFO - for the question : Were there RF transmissions from the CBSD1
during the test? , the user choose n
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2020-08-24T07:18:58.165Z - INFO - The final result of the test : WINNF.FT.D.REG.11 is - passed
and :the additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.D.REG.13 Test Case ID

2020-08-24T07:21:48.561Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T07:21:48.562Z - INFO - the selected test from the user : WINNF.FT.D.REG.13 is starting
now
2020-08-24T07:21:51.392Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData": {

"digitalSignature":
"bAOYy6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvfkZ61]
mIBEeQXYLoLfmE-PQMJZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUC1In_gE4iSg
QNoOh8RIISYIrtznhHtN_tqzJOyfVqL7s3-QEz7MzET-URDvVPiJ_3J1Zset69QXiuwTOoUdzWLkXWGPN1lo
Yc6noOjMs2hOjjY pXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tqg6hcrSYtILEEH28IERbkhtpwM2WYCATT(q
ZYdchcve4TfoFzsEcKEeZw",

"encodedCpiSignedData":
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhecmFtljp7ImxhdGIOdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlawWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYW IluljoyMSwiYW50ZW5
uYUJIYW13aWRO0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYRGFOYSI16eyJjcGIlIZCI6InRIc3
RfQ1BJX0ZXNDYILCJjcGIOYW1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMjAt
MDYtMDIUMTE6BNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
“fccld": "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]
}
2020-08-24T07:21:51.4247 - INFO - Registration message contains cpiSignatureData
2020-08-24T07:21:51.424Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT'}
2020-08-24T07:21:51.426Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude™: -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"
3
"cbsdSerialNumber": "58c17a2d49e2"
}
2020-08-24T07:21:51.473Z - INFO - verified signature on cpiSignatureData
2020-08-24T07:21:51.477Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T07:21:51.480Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [
{
"response”: {
"responseCode": 103

}

]

}
2020-08-24T07:21:51.792Z - INFO - registration request from CBRS :{

"registrationRequest": [
{
"airinterface": {
"radioTechnology": "E_UTRA"
3
"cbsdCategory": "B",
"cbsdinfo": {

"model"; "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4”,

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature™:
"np3xypDLMaZzr3jkHkO0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
0xUgadEtBYn5d20kOMZpHHQqgik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiW QaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9OnVFxLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9nimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyIJmY2NJZCI6llo4SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDKk4NCIsImluc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGI0dWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOiIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsiImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYRGFOY S16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9"
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}1

"fccld": "Z8H89FT0060",

"measCapability": [
"RECEIVED_POWER_WITHOUT_GRANT"

]1

"userld"; "testid-1"

]
}
2020-08-24T07:21:51.823Z - INFO - Registration message contains cpiSignatureData
2020-08-24T07:21:51.823Z - INFO - protectedHeader = {u'alg": U'RS256', u'typ": u'JWT"}
2020-08-24T07:21:51.823Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth™: 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height™: 10,
"indoorDeployment": false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z2",
"cpild": "test_CPI_FW46"
3
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-24T07:21:51.825Z - INFO - verified signature on cpiSignatureData
2020-08-24T07:21:51.831Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T07:21:51.832Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse":

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response”: {
"responseCode™: 0
}
}

]
}
2020-08-24T07:21:53.562Z - INFO - arrived to nstep starting question answer session with the
technician
2020-08-24T07:21:53.563Z - INFO - the question is : Were there RF transmissions from the CBSD2
during the test? please choose one of the answers :
2020-08-24T07:22:58.943Z - INFO - for the question : Were there RF transmissions from the CBSD2
during the test? , the user choose n
2020-08-24T07:22:58.944Z - INFO - the question is : Were there RF transmissions from the CBSD1
during the test? please choose one of the answers :
2020-08-24T07:23:00.934Z - INFO - for the question : Were there RF transmissions from the CBSD1
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during the test? , the user choose n
2020-08-24T07:23:04.303Z - INFO - The final result of the test : WINNF.FT.D.REG.13 is - passed
and :the additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.D.REG.15 Test Case ID

2020-08-24T07:25:40.788Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T07:25:40.789Z - INFO - the selected test from the user : WINNF.FT.D.REG.15 is starting
now
2020-08-24T07:25:43.030Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData": {

"digitalSignature":
"bAOYy6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvfkZ61j
mMIBEeQXYLoLfMmE-PQMJIZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUC1In_gE4iSg
QNoOh8RIISYIrtznhHtN_tqzJOyfVqL7s3-QEz7MzET-URDvVPiJ_3J1Zset69QXiuwTOoUdzWLkXWGPN1lo
Yc6noOjMs2hOjjY pXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tg6hcrSYtILEEH28IERbkhtpwM2WYCATT(q
ZYdchcve4TfoFzseEcKEeZw",

"encodedCpiSignedData":
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhecmFtljp7ImxhdGIOdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlawWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYW luljoyMSwiYW50ZW5
uYUJIYW13aWRO0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYyRGFOYSI6eyJjcGlJZCI6InRIc3
RfQ1BJX0ZXNDYILCJjcGIOYW1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9ouVGItZSI6ljlwMjAt
MDYtMDIUMTE6BNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

|
}
2020-08-24T07:25:43.062Z - INFO - Registration message contains cpiSignatureData
2020-08-24T07:25:43.062Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT'}
2020-08-24T07:25:43.062Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude™: -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z2",
"cpild": "test_CPIl_FW46"
3
"cbsdSerialNumber": "58c17a2d49e2"
}
2020-08-24T07:25:43.063Z - INFO - verified signature on cpiSignatureData
2020-08-24T07:25:43.069Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T07:25:43.072Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [
{
"response”: {
"responseCode": 101

}

]

}
2020-08-24T07:26:11.003Z - INFO - registration request from CBRS :{

"registrationRequest": [
{
"airinterface": {
"radioTechnology": "E_UTRA"
h
"cbsdCategory": "B",
"cbsdinfo": {

"model"; "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature™:
"np3xypDLMaZzr3jkHkO0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
0xUgadEtBYn5d20kOMZpHHQqgik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9OnVFxLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9nimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyIJmY2NJZCI6llo4SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDKk4NCIsImluc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGI0dWRIjoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOiIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYRGFO0YS16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9"
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}1

"fccld": "Z8H89FT0060",

"measCapability": [
"RECEIVED_POWER_WITHOUT_GRANT"

]1

"userld"; "testid-1"

]
}
2020-08-24T07:26:11.035Z - INFO - Registration message contains cpiSignatureData
2020-08-24T07:26:11.035Z - INFO - protectedHeader = {u'alg": U'RS256', u'typ": u'JWT"}
2020-08-24T07:26:11.036Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment": false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld": "Z8H89FT0060",
"professionalinstallerData": {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z",
"cpild": "test_CPI_FW46"
3
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-24T07:26:11.036Z - INFO - verified signature on cpiSignatureData

2020-08-24T07:26:11.042Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-24T07:26:11.045Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response”: {
"responseCode™: 0
}
}

]
}

2020-08-24T07:26:12.789Z - INFO - arrived to nstep starting question answer session with the

technician

2020-08-24T07:26:12.792Z - INFO - the question is : Were there RF transmissions from the CBSD2

during the test? please choose one of the answers :

2020-08-24T07:27:14.828Z - INFO - for the question : Were there RF transmissions from the CBSD2

during the test? , the user choose n

2020-08-24T07:27:14.829Z - INFO - the question is : Were there RF transmissions from the CBSD1

during the test? please choose one of the answers :

2020-08-24T07:27:15.789Z - INFO - for the question : Were there RF transmissions from the CBSD1
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during the test? , the user choose n
2020-08-24T07:27:21.924Z - INFO - The final result of the test : WINNF.FT.D.REG.15 is - passed
and :the additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.D.REG.17 Test Case ID

2020-08-24T07:29:41.005Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T07:29:41.006Z - INFO - the selected test from the user : WINNF.FT.D.REG.17 is starting
now
2020-08-24T07:31:19.572Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMaZzr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgigjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9NimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61104SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bWJIcil6lju4YzE3YTJIKNDk4NCIsImIuc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGIl0dWRIjoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWwdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYRGFOYS16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEGNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]

}
2020-08-24T07:31:19.605Z - INFO - Registration message contains cpiSignatureData

2020-08-24T07:31:19.605Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT'}
2020-08-24T07:31:19.605Z - INFO - encodedCpiSignedData contents = {
"installationParam": {

"antennaAzimuth": 150,

"heightType": "AMSL",

"longitude™: -90.65914,

"height": 10,

"indoorDeployment"; false,

"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"
3
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-24T07:31:19.605Z - INFO - verified signature on cpiSignatureData
2020-08-24T07:31:19.611Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T07:31:19.615Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [
{
"response”: {
"responseCode": 100

}

]
}
2020-08-24T07:31:54.946Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airinterface": {
"radioTechnology": "E_UTRA"
3
"cbsdCategory": "B",
"cbsdinfo": {

"model"; "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4”,

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData": {

"digitalSignature™:
"bAOY6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvfkZ61]
mMIBEeQXYLoLfME-PQMJIZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUCLIn_gE4iSg
QNOoOh8RIISYIrtznhHtN_tqzJ0yfVgL7s3-QEz7MzET-URDVPIJ_3J1Zset69QXiuWTOUdzWLKkXWGPn1llo
Yc6noOjMs2hOjjYpXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tqg6hcrSYtILEEH28IERbkhtpwM2WYCATT(q
ZYdchcve4TfoFzsEcKEezZw",

"encodedCpiSignedData":
"eyIJmY2NJZCI6llo4SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhecmFtljp7ImxhdGIOdWRIjoOMS41NDgyO SwibG9uZz2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCIBMTAsImhlaWwdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYW luljoyMSwiYW50ZW5
uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYyRGFOY SI6eyJjcGIlIZCI6InRIc3
RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsIimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI61jlwMjAt
MDYtMDIUMTE6BNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9"
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}1

"fccld": "Z8H89FT0060",

"measCapability": [
"RECEIVED_POWER_WITHOUT_GRANT"

]1

"userld"; "testid-1"

]

}
2020-08-24T07:31:54.977Z - INFO - Registration message contains cpiSignatureData

2020-08-24T07:31:54.977Z - INFO - protectedHeader = {u'alg": U'RS256', u'typ": u'JWT"}
2020-08-24T07:31:54.977Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height™: 10,
"indoorDeployment": false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z2",
"cpild": "test_CPIl_FW46"
3
"cbsdSerialNumber": "58c17a2d49e2"

}
2020-08-24T07:31:54.980Z - INFO - verified signature on cpiSignatureData

2020-08-24T07:31:54.984Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-24T07:31:54.986Z - INFO - engine sent successfully, the response to CBRS
"registrationResponse": |
{
"response": {
"responseCode™: 100

}

]
}

2020-08-24T07:31:56.019Z - INFO - arrived to nstep starting question answer session with the

technician

2020-08-24T07:31:56.020Z - INFO - the question is : Were there RF transmissions from the CBSD1

during the test? please choose one of the answers :

2020-08-24T07:33:01.951Z - INFO - for the question : Were there RF transmissions from the CBSD1

during the test? , the user choose n

2020-08-24T07:33:01.953Z - INFO - the question is : Were there RF transmissions from the CBSD2

during the test? please choose one of the answers :

2020-08-24T07:33:03.532Z - INFO - for the question : Were there RF transmissions from the CBSD2

during the test? , the user choose n
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2020-08-24T07:33:05.936Z - INFO - The final result of the test : WINNF.FT.D.REG.17 is - passed
and :the additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.D.REG.19 Test Case ID

2020-08-24T07:40:02.223Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T07:40:02.223Z - INFO - the selected test from the user : WINNF.FT.D.REG.19 is starting
now
2020-08-24T07:40:04.332Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d49e2",
“cpiSignatureData": {

"digitalSignature":
"bAOYy6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvfkZ61j
mMIBEeQXYLoLfMmE-PQMJIZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUC1In_gE4iSg
QNoOh8RIISYIrtznhHtN_tqzJOyfVqL7s3-QEz7MzET-URDvVPiJ_3J1Zset69QXiuWwTOoUdzWLkXWGPn1lo
Yc6noOjMs2hOjjY pXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tqg6hcrSYtILEEH28IERbkhtpwM2WYCATT(q
ZYdchcve4TfoFzseEcKEeZw",

"encodedCpiSignedData":
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhecmFtljp7ImxhdGIOdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlawWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYW luljoyMSwiYW50ZW5
uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYyRGFOYSI16eyJjcGIlIZCI6InRIc3
RfQ1BJX0ZXNDYILCJjcGIOYW1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9ouVGItZSI6ljlwMjAt
MDYtMDIUMTE6BNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

|
}
2020-08-24T07:40:04.365Z - INFO - Registration message contains cpiSignatureData
2020-08-24T07:40:04.365Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT'}
2020-08-24T07:40:04.365Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude™: -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"
3
"cbsdSerialNumber": "58c17a2d49e2"
}
2020-08-24T07:40:04.414Z - INFO - verified signature on cpiSignatureData
2020-08-24T07:40:04.4217 - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T07:40:04.437Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [
{
"response”: {
"responseCode": 201

}

]

}
2020-08-24T07:40:04.440Z - INFO - registration request from CBRS :{

"registrationRequest": [
{
"airinterface": {
"radioTechnology": "E_UTRA"
h
"cbsdCategory": "B",
"cbsdInfo": {

"model"; "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4”,

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData™: {

"digitalSignature™:
"np3xypDLMaZzr3jkHkO0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
0xUgadEtBYn5d20kOMZpHHQqgik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9OnVFxLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9nimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyIJmY2NJZCI6llo4SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGlvbIBhcmFtljp7ImxhdGI0dWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWwdodFR5cGUIOiIIBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYyRGFO0Y S16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9"
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}1

"fccld": "Z8H89FT0060",

"measCapability": [
"RECEIVED_POWER_WITHOUT_GRANT"

]1

"userld"; "testid-1"

]
}
2020-08-24T07:40:04.473Z - INFO - Registration message contains cpiSignatureData
2020-08-24T07:40:04.473Z - INFO - protectedHeader = {u'alg": U'RS256', u'typ": u'JWT"}
2020-08-24T07:40:04.473Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth™: 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height™: 10,
"indoorDeployment": false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z2",
"cpild": "test_CPI_FW46"
3
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-24T07:40:04.474Z - INFO - verified signature on cpiSignatureData
2020-08-24T07:40:04.480Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T07:40:04.480Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse":

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response”: {
"responseCode™: 0
}
}

]
}
2020-08-24T07:40:06.224Z - INFO - arrived to nstep starting question answer session with the
technician
2020-08-24T07:40:06.226Z - INFO - the question is : Were there RF transmissions from the CBSD2
during the test? please choose one of the answers :
2020-08-24T07:41:08.632Z - INFO - for the question : Were there RF transmissions from the CBSD2
during the test? , the user choose n
2020-08-24T07:41:08.634Z - INFO - the question is : Were there RF transmissions from the CBSD1
during the test? please choose one of the answers :
2020-08-24T07:41:09.931Z - INFO - for the question : Were there RF transmissions from the CBSD1
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during the test? , the user choose n
2020-08-24T07:41:13.825Z - INFO - The final result of the test : WINNF.FT.D.REG.19 is - passed
and :the additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.C.GRA.1 Test Case ID

2020-08-24T07:45:33.676Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T07:45:33.677Z - INFO - the selected test from the user : WINNF.FT.C.GRA.1 is starting
now
2020-08-24T07:45:35.872Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

2
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMaZzr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgigjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9NimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61l04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bWJIcil6lju4YzE3YTJIKNDk4NCIsImIuc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGI0dWRIljoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGFOY S16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aWuVGItZSI6ljlwMj
AtMDYtMDIUMTEGNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
“fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]

}
2020-08-24T07:45:35.917Z - INFO - Registration message contains cpiSignatureData

2020-08-24T07:45:35.917Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT'}
2020-08-24T07:45:35.917Z - INFO - encodedCpiSignedData contents = {
"installationParam": {

"antennaAzimuth™: 150,

"heightType": "AMSL",

"longitude™: -90.65914,

"height": 10,

"indoorDeployment"; false,

"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude": 41.54829,
"antennaGain": 21

}1

"fccld™: "Z8H89FT0060",

"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"

}1

"cbsdSerialNumber": "58c17a2d4984"

}
2020-08-24T07:45:35.964Z - INFO - verified signature on cpiSignatureData

2020-08-24T07:45:35.973Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-24T07:45:35.974Z - INFO - engine sent successfully, the response to CBRS
"registrationResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode™: 0
}
}

]
}
2020-08-24T07:45:36.490Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]

}

2020-08-24T07:45:36.497Z - INFO - engine sent successfully, the response to CBRS
"grantResponse”: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 400
}
}

]
}

2020-08-24T07:45:37.677Z - INFO - arrived to nstep starting question answer session with the

technician

2020-08-24T07:45:37.677Z - INFO - the question is : Were there RF transmissions from the CBSD1

during the test? please choose one of the answers :
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2020-08-24T07:46:42.960Z - INFO - for the question : Were there RF transmissions from the CBSD1

during the test? , the user choose n
2020-08-24T07:46:46.885Z - INFO - The final result of the test : WINNF.FT.C.GRA.1 is - passed
and :the additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.C.GRA.2 Test Case ID

2020-08-24T09:07:36.661Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T09:07:36.661Z - INFO - the selected test from the user : WINNF.FT.C.GRA.2 is starting
now
2020-08-24T09:07:38.056Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

2
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMaZzr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgigjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9NimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61l04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bWJIcil6lju4YzE3YTJIKNDk4NCIsImIuc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGIl0dWRIljoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCIELTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGFOY S16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYIiLCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEGNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
“fccld": "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]

}
2020-08-24T09:07:38.099Z - INFO - Registration message contains cpiSignatureData

2020-08-24T09:07:38.099Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT'}
2020-08-24T09:07:38.101Z - INFO - encodedCpiSignedData contents = {
"installationParam": {

"antennaAzimuth": 150,

"heightType": "AMSL",

"longitude™: -90.65914,

"height": 10,

"indoorDeployment"; false,

"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude": 41.54829,
"antennaGain": 21

}1

"fccld™: "Z8H89FT0060",

"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPI_FW46"

}1

"cbsdSerialNumber": "58c17a2d4984"

}
2020-08-24T09:07:38.148Z - INFO - verified signature on cpiSignatureData

2020-08-24T09:07:38.1547 - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-24T09:07:38.155Z - INFO - engine sent successfully, the response to CBRS
"registrationResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode™: 0
}
}

]
}
2020-08-24T09:07:39.009Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]

}

2020-08-24T09:07:39.016Z - INFO - engine sent successfully, the response to CBRS
"grantResponse”: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode™; 401
}
}

]
}

2020-08-24T09:07:40.664Z - INFO - arrived to nstep starting question answer session with the

technician

2020-08-24T09:07:40.664Z - INFO - the question is : Were there RF transmissions from the CBSD1

during the test? please choose one of the answers :
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2020-08-24T09:08:43.631Z - INFO - for the question : Were there RF transmissions from the CBSD1

during the test? , the user choose n
2020-08-24T09:08:47.104Z - INFO - The final result of the test : WINNF.FT.C.GRA.2 is - passed
and :the additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.D.HBT.2 Test Case ID
2020-08-25T02:12:51.460Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-25T02:12:51.460Z - INFO - the selected test from the user : WINNF.FT.D.HBT.2 is starting now
2020-08-25T02:12:53.980Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface": {
"radioTechnology": "E_UTRA"

3

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

2
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData": {

"digitalSignature":
"bAOY6BLSOWBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhI24zPQSvfkZ61]
mMIBEeQXYLoLfME-PQMJIZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUCLIn_gE4iSg
QNoOh8RIISYIrtznhHtN_tqzJOyfVqL7s3-QEz7MzET-URDvVPiJ_3J1Zset69QXiuwTOoUdzWLkXWGPn1lo

Yc6noOjMs2hOjjYpXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tg6hcrSYtLEEH28IERbkhtpwM2WYCATT(q
ZYdchcve4TfoFzseEcKEeZw",

"encodedCpiSignedData":
"eyJmY2NJZCI6llo4SDg5RIQWMDYwliwiY2JzZFNIcmlIhbE51bWJIcil6lju4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhcmFtljp7ImxhdGIOdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50ZW5
uYUJIYW13aWRO0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYRGFOYSI16eyJjcGIlJZCI6InRIc3
RfQ1BJX0ZXNDYILCJjcGIOYW1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMjAt
MDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
"fccld"; "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"

]
}
2020-08-25T02:12:54.065Z - INFO - Registration message contains cpiSignatureData
2020-08-25T02:12:54.065Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT?}
2020-08-25T02:12:54.065Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
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"latitude™: 41.54829,
"antennaGain": 21
}1
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"
}1
"cbsdSerialNumber": "58c17a2d49e2"

}
2020-08-25T02:12:54.066Z - INFO - verified signature on cpiSignatureData

2020-08-25T02:12:54.072Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-25T02:12:54.073Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response": {
"responseCode": 0
}
}
]
}
2020-08-25T02:12:54.493Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
]
}
2020-08-25T02:12:54.499Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse”; [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"channelType": "GAA",
"grantExpireTime": "2020-09-01T02:12:54Z",
"grantld": "387571119",
"heartbeatinterval: 60,
"response": {
"responseCode™: 0
}
}
1
}
2020-08-25T02:12:54.584Z - INFO - registration request from CBRS : {
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"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"
3
"cbsdCategory": "B",
"cbsdinfo"; {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

I3
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature™:

"np3xypDLMaZzZr3jkHk0ZTubl2Y 3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgigjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs

u5116IMVKIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9nimuW3Acpi7S6T7ZELKt

5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData™:
"eyJmY2NJZCI61l04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil6lju4YzE3YTJIKNDk4NCIsImIuc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGIl0dWRIljoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOiIIBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIlsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW 13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGFOY S16eyJjcGIIZCI6INRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aWuVGItZSI6ljlwMj
AtMDYtMDIUMTEGNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

2
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"

]

}
2020-08-25T02:12:54.631Z - INFO - Registration message contains cpiSignatureData

2020-08-25T02:12:54.631Z - INFO - protectedHeader = {u'alg': U'RS256', u'typ": u'JWT'}
2020-08-25T02:12:54.631Z - INFO - encodedCpiSignedData contents = {
"installationParam™: {

"antennaAzimuth": 150,

"heightType": "AMSL",

"longitude": -90.65914,

"height": 10,

"indoorDeployment"; false,

"antennaBeamwidth": 360,

"antennaDowntilt": -5,

"latitude": 41.54829,

"antennaGain": 21

}:
“fceld": "Z8H89FT0060",

SPORTON INTERNATIONAL INC. EMC & Wireless Communications Laboratory Page No. : 41 of 132




SPORTON LAB.

Test Logs Appendix A

"professionalinstallerData": {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPI_FW46"
}1
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-25T02:12:54.632Z - INFO - verified signature on cpiSighatureData
2020-08-25T02:12:54.638Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-25T02:12:54.640Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse"; [

{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode™: 0
}
}

]
}
2020-08-25T02:12:55.026Z - INFO - grant request from CBRS : {
"grantRequest”: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]
}
2020-08-25T02:12:55.032Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-09-01T02:12:55Z",
"grantld"; "654433694",
"heartbeatinterval": 60,
"response": {
"responseCode™: 0

}

]

}
2020-08-25T02:12:59.711Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "387571119",
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"grantRenew"; false,
"operationState": "GRANTED"

]

}

2020-08-25T02:12:59.720Z - INFO - engine sent successfully, the response to CBRS :{
"heartbeatResponse": [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "387571119",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:16:192"
}

]

}

2020-08-25T02:13:00.207Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "654433694",
"grantRenew": false,
"operationState": "GRANTED"
}

]

}

2020-08-25T02:13:00.214Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "654433694",
"response”: {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-25T02:16:20Z"
}

]
}
2020-08-25T02:13:49.845Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld"; "654433694",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}

2020-08-25T02:13:49.846Z - INFO - Time interval between two heartbeat request messages is: 49.638,
limit is: 65.0
2020-08-25T02:13:49.854Z - INFO - engine sent successfully, the response to CBRS :{
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"heartbeatResponse"; |

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "654433694",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:17:092"
}

]
}
2020-08-25T02:13:50.299Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "387571119",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-25T02:13:50.302Z - INFO - Time interval between two heartbeat request messages is: 50.588,
limit is: 65.0
2020-08-25T02:13:50.308Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld"; "387571119",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:17:10Z2"
}

]
}
2020-08-25T02:14:39.648Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "387571119",
"grantRenew": false,
"operationState": "AUTHORIZED"

1
}
2020-08-25T02:14:39.650Z - INFO - Time interval between two heartbeat request messages is: 49.348,
limit is: 65.0
2020-08-25T02:14:39.657Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "387571119",
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"response”: {
"responseCode": 0
}l
"transmitExpireTime": "2020-08-25T02:17:59Z"

]

}

2020-08-25T02:14:40.260Z - INFO - heartbeat request from CBRS
"heartbeatRequest":

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "654433694",
"grantRenew": false,
"operationState™": "AUTHORIZED"
}

]
}

2020-08-25T02:14:40.263Z - INFO - Time interval between two heartbeat request messages is: 50.415,

limit is: 65.0

2020-08-25T02:14:40.269Z - INFO - engine sent successfully, the response to CBRS

"heartbeatResponse™: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "654433694",
"response": {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-25T02:18:00Z"
}

]

}

2020-08-25T02:15:29.668Z - INFO - heartbeat request from CBRS
"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "654433694",
"grantRenew": false,
"operationState": "AUTHORIZED"
}

]
}

2020-08-25T02:15:29.670Z - INFO - Time interval between two heartbeat request messages is: 49.408,

limit is: 65.0

2020-08-25T02:15:29.677Z - INFO - engine sent successfully, the response to CBRS

"heartbeatResponse"; [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "654433694",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:18:492"
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]

}

2020-08-25T02:15:30.762Z - INFO - heartbeat request from CBRS
"heartbeatRequest":

{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "387571119",
"grantRenew": false,
"operationState™": "AUTHORIZED"
}

]
}

2020-08-25T02:15:30.763Z - INFO - Time interval between two heartbeat request messages is: 51.113,

limit is: 65.0

2020-08-25T02:15:30.769Z - INFO - engine sent successfully, the response to CBRS

"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "387571119",
"response”: {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-25T02:18:50Z2"
}

]

}

2020-08-25T02:16:20.082Z - INFO - heartbeat request from CBRS
"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "654433694",
"grantRenew": false,
"operationState"; "AUTHORIZED"
}

]
}

2020-08-25T02:16:20.085Z - INFO - Time interval between two heartbeat request messages is: 50.414,

limit is: 65.0

2020-08-25T02:16:20.091Z - INFO - engine sent successfully, the response to CBRS

"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld"; "654433694",
"response"”; {
"responseCode": 0
h
"transmitExpireTime": "2020-08-25T02:19:40Z"
}

]
}
2020-08-25T02:16:21.086Z - INFO - heartbeat request from CBRS
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"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "387571119",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-25T02:16:21.088Z - INFO - Time interval between two heartbeat request messages is: 50.325,
limit is: 65.0
2020-08-25T02:16:21.094Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld"; "387571119",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:19:412"
}

]
}
2020-08-25T02:17:10.536Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "654433694",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-25T02:17:10.536Z - INFO - Time interval between two heartbeat request messages is: 50.453,
limit is: 65.0
2020-08-25T02:17:10.545Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "654433694",
"response": {
"responseCode™: 0
3
"transmitExpireTime": "2020-08-25T02:20:30Z"
}

]
}
2020-08-25T02:17:11.726Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "387571119",
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"grantRenew"; false,
"operationState": "AUTHORIZED"

]
}
2020-08-25T02:17:11.726Z - INFO - Time interval between two heartbeat request messages is: 50.639,
limit is: 65.0
2020-08-25T02:17:11.733Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse™: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld"; "387571119",
"response": {
"responseCode™: 0
3
"transmitExpireTime": "2020-08-25T02:20:312"
}
]
}
2020-08-25T02:17:13.502Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-25T02:17:13.502Z - INFO - the question is : Did CBSD2 transmit power prior to AUTHORIZED
state (first successful HBT response)? please choose one of the answers :

2020-08-25T02:19:35.305Z - INFO - for the question : Did CBSD2 transmit power prior to AUTHORIZED
state (first successful HBT response)? , the user choose n

2020-08-25T02:19:35.305Z - INFO - the question is : Did CBSD2 transmit only within the frequency
range specified in its grantRequest message? please choose one of the answers :
2020-08-25T02:19:38.260Z - INFO - for the question : Did CBSD2 transmit only within the frequency
range specified in its grantRequest message? , the user choose y

2020-08-25T02:19:38.262Z - INFO - the question is : Did CBSD1 transmit power prior to AUTHORIZED
state (first successful HBT response)? please choose one of the answers :

2020-08-25T02:19:40.792Z - INFO - for the question : Did CBSD1 transmit power prior to AUTHORIZED
state (first successful HBT response)? , the user choose n

2020-08-25T02:19:40.792Z - INFO - the question is : Did CBSD1 transmit only within the frequency
range specified in its grantRequest message? please choose one of the answers :
2020-08-25T02:19:41.463Z - INFO - for the question : Did CBSD1 transmit only within the frequency
range specified in its grantRequest message? , the user choose y

2020-08-25T02:19:45.184Z - INFO - The final result of the test : WINNF.FT.D.HBT.2 is - passed and :the
additional comments for the current test are : CBSD1 started user traffic at T02:13:02.CBSD?2 started
user traffic at T02:13:01.
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Test Log for WINNF.FT.C.HBT.3 Test Case ID

2020-08-24T09:09:20.164Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T09:09:20.164Z - INFO - the selected test from the user : WINNF.FT.C.HBT.3 is starting now
2020-08-24T09:09:32.894Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface": {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMazr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVklgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu70jbVZWwMGUwWitE9nimuW3Acpi7S6T7ZE1Kt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61104SDg5RIQWMDYwliwiY2JzZFNIcmIhbE51bWJIcil61ju4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGIl0dWRIljoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGFOY S16eyJjcGIIZCI6INRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
“fceld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"

]
}
2020-08-24T09:09:32.954Z - INFO - Registration message contains cpiSignatureData
2020-08-24T09:09:32.954Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT?}
2020-08-24T09:09:32.954Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
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"latitude": 41.54829,
"antennaGain™: 21
}1
"fccld": "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z",
"cpild": "test_CPI_FW46"
}1
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-24T09:09:32.956Z - INFO - verified signature on cpiSignatureData
2020-08-24T09:09:32.961Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T09:09:32.963Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 0
}
}

]
}
2020-08-24T09:09:33.384Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]
}
2020-08-24T09:09:33.392Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse”: [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-08-31T09:09:332",
"grantld"; "815830917",
"heartbeatinterval™: 60,
"response"; {
"responseCode": 0

}

]

}
2020-08-24T09:09:38.581Z - INFO - heartbeat request from CBRS :{
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"heartbeatRequest":

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "815830917",
"grantRenew": false,
"operationState": "GRANTED"
}

]

}

2020-08-24T09:09:38.588Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "815830917",
"response”: {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-24T09:12:58Z"
}

]
}
2020-08-24T09:10:29.200Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "815830917",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-24T09:10:29.201Z - INFO - Time interval between two heartbeat request messages is: 50.62,
limit is: 65.0
2020-08-24T09:10:29.210Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "815830917",
"response”: {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-24T09:13:49Z"
}

]
}
2020-08-24T09:11:19.608Z - INFO - heartbeat request from CBRS :{
"heartbeatRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld"; "815830917",
"grantRenew": false,
"operationState": "AUTHORIZED"
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]

}
2020-08-24T09:11:19.609Z - INFO - Time interval between two heartbeat request messages is: 50.407,

limit is: 65.0
2020-08-24T09:11:19.617Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse"; [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "815830917",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-24T09:14:397"
}

]
}
2020-08-24T09:12:10.342Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "815830917",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-24T09:12:10.342Z - INFO - Time interval between two heartbeat request messages is: 50.734,
limit is: 65.0
2020-08-24T09:12:10.349Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "815830917",
"response": {
"responseCode": 105
b
“transmitExpireTime": "2020-08-24T09:12:102"
}
]
}
2020-08-24T09:12:12.184Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-24T09:12:12.184Z - INFO - the question is : Did the CBSD stop RF transmission within 60
seconds of receiving Heartbeat response with responseCode = 105? please choose one of the
answers :

2020-08-24T09:12:26.871Z - INFO - for the question : Did the CBSD stop RF transmission within 60
seconds of receiving Heartbeat response with responseCode = 105? , the user choose y
2020-08-24T09:12:29.381Z - INFO - The final result of the test : WINNF.FT.C.HBT.3 is - passed and :the
additional comments for the current test are : CBSD stopped user traffic at T09:12:11.
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Test Log for WINNF.FT.C.HBT.5 Test Case ID

2020-08-24T09:13:41.322Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T09:13:41.3227 - INFO - the selected test from the user : WINNF.FT.C.HBT.5 is starting now
2020-08-24T09:17:16.619Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface": {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMazr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewaJbTUdQtafNqu70jbVZWwMGuUwWitE9nimuW3Acpi7S6T7ZE1Kt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61104SDg5RIQWMDYwliwiY2JzZFNIcmIhbE51bWJIcil61ju4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGI0dWRIjoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYRGFOYS16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

|3
"fccld": "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"

]

}
2020-08-24T09:17:17.007Z - INFO - Registration message contains cpiSignatureData

2020-08-24T09:17:17.007Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT?}
2020-08-24T09:17:17.009Z - INFO - encodedCpiSignedData contents = {
"installationParam": {

"antennaAzimuth": 150,

"heightType": "AMSL",

"longitude": -90.65914,

"height": 10,

"indoorDeployment"; false,

"antennaBeamwidth": 360,

"antennaDowntilt": -5,
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"latitude™: 41.54829,
"antennaGain": 21
}1
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPI_FW46"
}1
"cbsdSerialNumber": "58c17a2d4984"

}
2020-08-24T09:17:17.009Z - INFO - verified signature on cpiSignatureData

2020-08-24T09:17:17.015Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-24T09:17:17.016Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 0
}
}
]
}
2020-08-24T09:17:17.466Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
]
}
2020-08-24T09:17:17.473Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse”: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-08-31T09:17:17Z",
"grantld"; "51524873",
"heartbeatinterval: 60,
"response"”; {
"responseCode™: 0
}
}
]
}
2020-08-24T09:17:22.632Z - INFO - heartbeat request from CBRS :{
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"heartbeatRequest":

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "51524873",
"grantRenew": false,
"operationState": "GRANTED"
}

]

}
2020-08-24T09:17:22.641Z - INFO - engine sent successfully, the response to CBRS :{
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "51524873",
"response": {
"responseCode™: 501
}1
"transmitExpireTime": "2020-08-24T09:17:22Z"
}

]
}
2020-08-24T09:18:23.203Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "51524873",
"grantRenew": false,
"operationState": "GRANTED"

]
}
2020-08-24T09:18:23.206Z - INFO - Time interval between two heartbeat request messages is: 60.571,
limit is: 65.0
2020-08-24T09:18:23.213Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "51524873",
"response”: {
"responseCode™: 501
h
"transmitExpireTime": "2020-08-24T09:18:232"
}
]
}
2020-08-24T09:18:24.346Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-24T09:18:24.348Z - INFO - the question is : Did the CBSD transmit at any time during the test?
please choose one of the answers :

2020-08-24T09:21:02.140Z - INFO - for the question : Did the CBSD transmit at any time during the
test? , the user choose n

2020-08-24T09:21:07.125Z - INFO - The final result of the test : WINNF.FT.C.HBT.5 is - passed and :the
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additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.C.HBT.6 Test Case ID

2020-08-24T09:22:03.322Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T09:22:03.3227 - INFO - the selected test from the user : WINNF.FT.C.HBT.6 is starting now
2020-08-24T09:22:11.555Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface": {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

2
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMazr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu70jbVZWwMGuUwWitE9nimuW3Acpi7S6T7ZE1Kt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61104SDg5RIQWMDYwliwiY2JzZFNIcmIhbE51bWJIcil61ju4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGIl0dWRIljoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYRGFOYS16eyJjcGIIZCI6INRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aWuVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

|3
“fceld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"

]

}
2020-08-24T09:22:11.664Z - INFO - Registration message contains cpiSignatureData

2020-08-24T09:22:11.664Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT"}
2020-08-24T09:22:11.665Z - INFO - encodedCpiSignedData contents = {
"installationParam": {

"antennaAzimuth": 150,

"heightType": "AMSL",

"longitude": -90.65914,

"height": 10,

"indoorDeployment"; false,

"antennaBeamwidth": 360,

"antennaDowntilt": -5,
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"latitude™: 41.54829,
"antennaGain": 21
}1
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPI_FW46"
}1
"cbsdSerialNumber": "58c17a2d4984"

}
2020-08-24T09:22:11.667Z - INFO - verified signature on cpiSignatureData

2020-08-24T09:22:11.671Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-24T09:22:11.674Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 0
}
}
]
}
2020-08-24T09:22:12.246Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
]
}
2020-08-24T09:22:12.253Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse”: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-08-31T09:22:127",
"grantld"; "329355595",
"heartbeatinterval: 60,
"response"”; {
"responseCode™: 0
}
}
]
}
2020-08-24T09:22:17.467Z - INFO - heartbeat request from CBRS :{
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"heartbeatRequest":

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "329355595",
"grantRenew": false,
"operationState": "GRANTED"
}

]

}

2020-08-24T09:22:17.474Z - INFO - engine sent successfully, the response to CBRS :{
"heartbeatResponse": |

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "329355595",
"response”: {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-24T09:25:37Z2"
}

]
}
2020-08-24T09:23:08.148Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "329355595",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-24T09:23:08.150Z - INFO - Time interval between two heartbeat request messages is: 50.681,
limit is: 65.0
2020-08-24T09:23:08.157Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse™: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "329355595",
"response”: {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-24T09:26:28Z2"
}

]
}
2020-08-24T09:23:57.566Z - INFO - heartbeat request from CBRS :{
"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "329355595",
"grantRenew": false,
"operationState": "AUTHORIZED"
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]
}
2020-08-24T09:23:57.568Z - INFO - Time interval between two heartbeat request messages is: 49.418,
limit is: 65.0
2020-08-24T09:23:57.575Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse"; [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "329355595",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-24T09:27:17Z"
}

]
}
2020-08-24T09:24:47.980Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "329355595",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-24T09:24:47.983Z - INFO - Time interval between two heartbeat request messages is: 50.415,
limit is: 65.0
2020-08-24T09:24:47.990Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "329355595",
"response": {
"responseCode": 501
}1
“transmitExpireTime": "2020-08-24T09:24:47Z2"
}

]

}

2020-08-24T09:25:37.515Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "329355595",
"grantRenew": false,
"operationState": "GRANTED"
}

]
}

2020-08-24T09:25:37.516Z - INFO - Time interval between two heartbeat request messages is: 49.533,
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limit is: 65.0
2020-08-24T09:25:37.525Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse™: [

{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "329355595",
"response”: {
"responseCode": 501
2
"transmitExpireTime": "2020-08-24T09:25:37Z"
}
]
}
2020-08-24T09:25:39.339Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-24T09:25:39.3417Z - INFO - the question is : Did the CBSD stop RF transmission within 60
seconds of receiving Heartbeat response with responseCode = 501? please choose one of the
answers :

2020-08-24T09:26:55.881Z - INFO - for the question : Did the CBSD stop RF transmission within 60
seconds of receiving Heartbeat response with responseCode = 5017 , the user choose y
2020-08-24T09:26:58.632Z - INFO - The final result of the test : WINNF.FT.C.HBT.6 is - passed and :the
additional comments for the current test are : CBSD stopped user traffic at T09:24:49.
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2020-08-24T09:27:39.342Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T09:27:39.3427 - INFO - the selected test from the user : WINNF.FT.C.HBT.7 is starting now
2020-08-24T09:27:41.543Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface": {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

2
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMazr3jkHkOZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu70jbVZWwMGuUwWitE9nimuW3Acpi7S6T7ZE1Kt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61104SDg5RIQWMDYwliwiY2JzZFNIcmIhbE51bWJIcil61ju4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGI0dWRIljoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYRGFOY S16eyJjcGIIZCI6INRI
c3RfQ1BJIX0ZXNDYIiLCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

|3
“fceld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"

]

}
2020-08-24T09:27:41.625Z - INFO - Registration message contains cpiSignatureData

2020-08-24T09:27:41.625Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT"}
2020-08-24T09:27:41.627Z - INFO - encodedCpiSignedData contents = {
"installationParam": {

"antennaAzimuth": 150,

"heightType": "AMSL",

"longitude": -90.65914,

"height": 10,

"indoorDeployment"; false,

"antennaBeamwidth": 360,

"antennaDowntilt": -5,
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"latitude™: 41.54829,
"antennaGain": 21
}1
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"
}1
"cbsdSerialNumber": "58c17a2d4984"

}
2020-08-24T09:27:41.628Z - INFO - verified signature on cpiSignatureData

2020-08-24T09:27:41.632Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-24T09:27:41.634Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 0
}
}
]
}
2020-08-24T09:27:42.124Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
]
}
2020-08-24T09:27:42.131Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse”; [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-08-31T09:27:42Z",
"grantld": "135087646",
"heartbeatinterval: 60,
"response": {
"responseCode™: 0
}
}
1
}
2020-08-24T09:27:47.323Z - INFO - heartbeat request from CBRS :{
SPORTON INTERNATIONAL INC. EMC & Wireless Communications Laboratory Page No. : 63 of 132



SPORTON LAB.

Test Logs Appendix A

"heartbeatRequest":

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "135087646",
"grantRenew": false,
"operationState": "GRANTED"
}

]

}

2020-08-24T09:27:47.332Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "135087646",
"response”: {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-24T09:31:07Z2"
}

]
}
2020-08-24T09:28:39.144Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "135087646",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-24T09:28:39.145Z - INFO - Time interval between two heartbeat request messages is: 51.82,
limit is: 65.0
2020-08-24T09:28:39.154Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "135087646",
"response”: {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-24T09:31:592"
}

1
}
2020-08-24T09:29:30.157Z - INFO - heartbeat request from CBRS :{
"heartbeatRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld"; "135087646",
"grantRenew": false,
"operationState": "AUTHORIZED"
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]
}
2020-08-24T09:29:30.158Z - INFO - Time interval between two heartbeat request messages is: 51.013,
limit is: 65.0
2020-08-24T09:29:30.165Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "135087646",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-24T09:32:50Z"
}

]
}
2020-08-24T09:30:20.891Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "135087646",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-24T09:30:20.892Z - INFO - Time interval between two heartbeat request messages is: 50.734,
limit is: 65.0
2020-08-24T09:30:20.901Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "135087646",
"response": {
"responseCode": 502
}1
“transmitExpireTime": "2020-08-24T09:30:20Z2"
}

]
}
2020-08-24T09:30:21.226Z - INFO - relinquishment request from CBRS : {
"relinquishmentRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld"; "135087646"

]

}

2020-08-24T09:30:21.233Z - INFO - engine sent successfully, the response to CBRS :{
"relinquishmentResponse™: |

{
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“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "135087646",
"response": {

"responseCode": 0

}
}
]
}
2020-08-24T09:30:22.355Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-24T09:30:22.355Z - INFO - the question is : Did the CBSD stop RF transmission within 60
seconds of receiving Heartbeat response with responseCode = 502? please choose one of the
answers :

2020-08-24T09:30:31.960Z - INFO - for the question : Did the CBSD stop RF transmission within 60
seconds of receiving Heartbeat response with responseCode = 5027 , the user choose y
2020-08-24T09:30:35.362Z - INFO - The final result of the test : WINNF.FT.C.HBT.7 is - passed and :the
additional comments for the current test are : CBSD stopped user traffic at T09:30:21.
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Test Log for WINNF.FT.D.HBT.8 Test Case ID

2020-08-25T02:21:13.394Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-25T02:21:13.394Z - INFO - the selected test from the user : WINNF.FT.D.HBT.8 is starting now
2020-08-25T02:21:18.687Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface": {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMazr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewaJbTUdQtafNqu70jbVZWwMGUwWitE9nimuW3Acpi7S6T7ZE1Kt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61104SDg5RIQWMDYwliwiY2JzZFNIcmIhbE51bWJIcil61ju4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGI0dWRIljoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGFOY S16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
“fceld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"

]
}
2020-08-25T02:21:18.733Z - INFO - Registration message contains cpiSignatureData
2020-08-25T02:21:18.733Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT?}
2020-08-25T02:21:18.733Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
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"latitude™: 41.54829,
"antennaGain": 21
}1
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"
}1
"cbsdSerialNumber": "58c17a2d4984"

}
2020-08-25T02:21:18.734Z - INFO - verified signature on cpiSignatureData

2020-08-25T02:21:18.740Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-25T02:21:18.7427 - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse":
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 0
}
}
]
}
2020-08-25T02:21:19.198Z - INFO - grant request from CBRS : {
"grantRequest”: [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
1
}
2020-08-25T02:21:19.206Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse”: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-09-01T02:21:19Z",
"grantld"; "892604546",
"heartbeatinterval: 60,
"response”; {
"responseCode™: 0
}
}
]
}
2020-08-25T02:21:20.160Z - INFO - registration request from CBRS : {
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"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"
12
"cbsdCategory": "B",
"cbsdinfo"; {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

13
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData": {

"digitalSignature™:
"bAOYy6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvtkZ61]
mIBEeQXYLoLfME-PQMJZq728tBMDsGVMUDw5WG90-dI-SI6l1aV5kM77p20ILo06B7GUCLIn_gE4iSg
QNOoOh8RIISYIrtznhHtN_tqzJOyfVgL7s3-QEz7MzET-URDVPIJ_3J1Zset69QXiuWTOUdzWLKXWGPn1lo
Yc6no0OjMs2hOjjYpXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tg6hcrSYtLEEH28IERbkhtpwM2WYCA4TT(q
ZYdchcve4TfoFzseEcKEeZw",

"encodedCpiSignedData™:
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YZzE3YTJIKNDIIMilsimluc3Rhb
GxhdGIvbIBhemFtljp7ImxhdGIOdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlawdodFR5cGUIOIIBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50ZW5
uYUJIYW13aWRO0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYyRGFOYSI16eyJjcGIlIZCI6InRIc3
RfQ1BJIXO0ZXNDYILCJjcGIOYW1lljoidGVzdCIsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI61jlwMjAt
MDYtMDIUMTE6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

I3
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

I,

"userld": "testid-1"

]
}
2020-08-25T02:21:20.250Z - INFO - Registration message contains cpiSignatureData
2020-08-25T02:21:20.250Z - INFO - protectedHeader = {u'alg': u'RS256', u'typ": u'JWT'}
2020-08-25T02:21:20.252Z - INFO - encodedCpiSignedData contents = {
"installationParam™: {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude": 41.54829,
"antennaGain": 21
3
"fccld™: "Z8H89FT0060",
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"professionalinstallerData": {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPI_FW46"
}1
"cbsdSerialNumber": "58c17a2d49e2"
}
2020-08-25T02:21:20.253Z - INFO - verified signature on cpiSignatureData
2020-08-25T02:21:20.257Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-25T02:21:20.259Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse"; [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response”: {
"responseCode™: 0
}
}

]

}
2020-08-25T02:21:20.640Z - INFO - grant request from CBRS : {

"grantRequest™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]
}
2020-08-25T02:21:20.648Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"channelType": "GAA",
"grantExpireTime": "2020-09-01T02:21:20Z",
"grantld"; "715594137",
"heartbeatinterval": 60,
"response": {
"responseCode™: 0

}

]

}
2020-08-25T02:21:23.772Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",

"grantld": "892604546",
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"grantRenew"; false,
"operationState": "GRANTED"

]
}

2020-08-25T02:21:23.779Z - INFO - engine sent successfully, the response to CBRS

"heartbeatResponse": [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "892604546",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:24:43Z"
}

]

}

2020-08-25T02:21:25.826Z - INFO - heartbeat request from CBRS
"heartbeatRequest":

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "715594137",
"grantRenew": false,
"operationState": "GRANTED"
}

]
}

2020-08-25T02:21:25.835Z - INFO - engine sent successfully, the response to CBRS

"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "715594137",
"response”: {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-25T02:24:457"
}

]

}

2020-08-25T02:22:14.388Z - INFO - heartbeat request from CBRS
"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld"; "892604546",
"grantRenew": false,
"operationState": "AUTHORIZED"
}

]
}

2020-08-25T02:22:14.388Z - INFO - Time interval between two heartbeat request messages is: 50.616,

limit is: 65.0

2020-08-25T02:22:14.395Z - INFO - engine sent successfully, the response to CBRS
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"heartbeatResponse"; |

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "892604546",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:25:34Z"
}

]
}
2020-08-25T02:22:17.344Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "715594137",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-25T02:22:17.345Z - INFO - Time interval between two heartbeat request messages is: 51.517,
limit is: 65.0
2020-08-25T02:22:17.351Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld"; "715594137",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:25:372"
}

]
}
2020-08-25T02:23:04.809Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "892604546",
"grantRenew": false,
"operationState": "AUTHORIZED"

1
}
2020-08-25T02:23:04.812Z - INFO - Time interval between two heartbeat request messages is: 50.422,
limit is: 65.0
2020-08-25T02:23:04.818Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "892604546",
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"response”: {
"responseCode": 0
}l
"transmitExpireTime": "2020-08-25T02:26:24Z"

]

}

2020-08-25T02:23:07.635Z - INFO - heartbeat request from CBRS
"heartbeatRequest":

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld"; "715594137",
"grantRenew": false,
"operationState™": "AUTHORIZED"
}

]
}

2020-08-25T02:23:07.637Z - INFO - Time interval between two heartbeat request messages is: 50.292,

limit is: 65.0

2020-08-25T02:23:07.644Z - INFO - engine sent successfully, the response to CBRS

"heartbeatResponse™: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "715594137",
"response": {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-25T02:26:27Z2"
}

]

}

2020-08-25T02:23:55.227Z - INFO - heartbeat request from CBRS
"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "892604546",
"grantRenew": false,
"operationState": "AUTHORIZED"
}

]
}

2020-08-25T02:23:55.229Z - INFO - Time interval between two heartbeat request messages is: 50.418,

limit is: 65.0

2020-08-25T02:23:55.234Z - INFO - engine sent successfully, the response to CBRS

"heartbeatResponse"; [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "892604546",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:27:152"
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]

}
2020-08-25T02:23:57.9417 - INFO - heartbeat request from CBRS : {

"heartbeatRequest": [
{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "715594137",
"grantRenew": false,
"operationState™": "AUTHORIZED"

]
}
2020-08-25T02:23:57.9447 - INFO - Time interval between two heartbeat request messages is: 50.306,
limit is: 65.0
2020-08-25T02:23:57.950Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "715594137",
"response”: {
"responseCode™: 500
2
"transmitExpireTime": "2020-08-25T02:23:57Z2"
}
]
}
2020-08-25T02:23:59.405Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-25T02:23:59.407Z - INFO - the question is : Did the CBSD1 transmit power prior to
AUTHORIZED state (first successful HBT response)? please choose one of the answers :
2020-08-25T02:24:49.007Z - INFO - for the question : Did the CBSD1 transmit power prior to
AUTHORIZED state (first successful HBT response)? , the user choose n

2020-08-25T02:24:49.007Z - INFO - the question is : Did the CBSD2 stop RF transmission within 60
seconds of receiving Heartbeat response with responseCode = 5007 please choose one of the
answers :

2020-08-25T02:24:53.309Z - INFO - for the question : Did the CBSD2 stop RF transmission within 60
seconds of receiving Heartbeat response with responseCode = 5007 , the user choose y
2020-08-25T02:24:56.601Z - INFO - The final result of the test : WINNF.FT.D.HBT.8 is - passed and :the
additional comments for the current test are : CBSD2 stopped user traffic at T02:23:59.
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Test Log for WINNF.FT.C.HBT.9 Test Case ID

2020-08-24T09:35:13.470Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T09:35:13.470Z - INFO - the selected test from the user : WINNF.FT.C.HBT.9 is starting now
2020-08-24T09:35:16.355Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface": {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

2
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMazr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu70jbVZWwMGUWItE9nimuW3Acpi7S6T7ZE1Kt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61104SDg5RIQWMDYwliwiY2JzZFNIcmIhbE51bWJIcil61ju4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGlIvbIBhcmFtljp7ImxhdGI0dWRIljoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYRGFOY S16eyJjcGIIZCI6INRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
“fceld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"

]
}
2020-08-24T09:35:16.400Z - INFO - Registration message contains cpiSignatureData
2020-08-24T09:35:16.400Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'’JWT"}
2020-08-24T09:35:16.400Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
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"latitude": 41.54829,
"antennaGain™: 21
}1
"fccld": "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z",
"cpild": "test_CPI_FW46"
}1
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-24T09:35:16.447Z - INFO - verified signature on cpiSignatureData
2020-08-24T09:35:16.457Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-24T09:35:16.457Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 0
}
}

]
}
2020-08-24T09:35:16.862Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]
}
2020-08-24T09:35:16.869Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse”: [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-08-31T09:35:16Z",
"grantld"; "137644039",
"heartbeatinterval™: 60,
"response"”; {
"responseCode™: 0

}

]

}
2020-08-24T09:35:22.046Z - INFO - heartbeat request from CBRS :{
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"heartbeatRequest":
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "137644039",
"grantRenew": false,
"operationState": "GRANTED"
}

]

}

2020-08-24T09:36:22.328Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":

{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "137644039",
"grantRenew": false,
"operationState™: "GRANTED"
}

]
}

2020-08-24T09:36:22.328Z - INFO - request message received while HBT is absent, sleep 144 sec
before responding

2020-08-24T09:37:21.663Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "137644039",
"grantRenew": false,
"operationState": "GRANTED"
}

]
}

2020-08-24T09:37:21.663Z - INFO - request message received while HBT is absent, sleep 85 sec
before responding

2020-08-24T09:38:21.953Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld™: "137644039",
"grantRenew": false,
"operationState": "GRANTED"
}

]
}

2020-08-24T09:38:21.953Z - INFO - request message received while HBT is absent, sleep 25 sec
before responding

2020-08-24T09:38:42.055Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse™: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "137644039",
"response": {
"responseCode": 501
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2
"transmitExpireTime": "2020-08-24T09:38:427"
}
]
}
2020-08-24T09:38:43.486Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-24T09:38:43.486Z - INFO - the question is : Were there RF transmissions from the CBSD
during the test? please choose one of the answers :
2020-08-24T09:38:46.328Z - INFO - engine sent successfully, the response to CBRS : "list index out of

range"
2020-08-24T09:38:46.664Z - INFO - engine sent successfully, the response to CBRS : "list index out of
range"
2020-08-24T09:38:46.956Z - INFO - engine sent successfully, the response to CBRS : "list index out of
range"

2020-08-24T09:39:52.572Z - INFO - for the question : Were there RF transmissions from the CBSD
during the test? , the user choose n

2020-08-24T09:40:02.463Z - INFO - The final result of the test : WINNF.FT.C.HBT.9 is - passed and :the
additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.C.HBT.10 Test Case ID

2020-08-25T01:48:53.987Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-25T01:48:53.987Z - INFO - the selected test from the user : WINNF.FT.C.HBT.10 is starting
now
2020-08-25T01:48:57.433Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

2
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMaZzr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgigjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9nimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61104SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil6lju4YzE3YTJIKNDk4NCIsImIuc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGIl0dWRIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCIELTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW 13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGFOY S16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYIiLCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aWuVGItZSI6ljlwMj
AtMDYtMDIUMTEGNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]

}
2020-08-25T01:48:57.480Z - INFO - Registration message contains cpiSignatureData

2020-08-25T01:48:57.480Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT"}
2020-08-25T01:48:57.480Z - INFO - encodedCpiSignedData contents = {
"installationParam": {

"antennaAzimuth": 150,

"heightType": "AMSL",

"longitude™: -90.65914,

"height": 10,

"indoorDeployment"; false,

"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude": 41.54829,
"antennaGain": 21

}1

"fccld™: "Z8H89FT0060",

"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"

}1

"cbsdSerialNumber": "58c17a2d4984"

}
2020-08-25T01:48:57.482Z - INFO - verified signature on cpiSignatureData

2020-08-25T01:48:57.487Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-25T01:48:57.490Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode™: 0
}
}
]
}
2020-08-25T01:48:58.000Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
]
}
2020-08-25T01:48:58.007Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse”: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-09-01T01:48:58Z",
"grantld"; "524408804",
"heartbeatinterval: 60,
"response": {
"responseCode™: 0
}
}
]
}
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2020-08-25T01:49:03.236Z - INFO - heartbeat request from CBRS :{
"heartbeatRequest":
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "524408804",
"grantRenew": false,
"operationState": "GRANTED"

]
}

2020-08-25T01:49:03.244Z - INFO - engine sent successfully, the response to CBRS

"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "524408804",
"response”: {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T01:52:232"
}

]

}

2020-08-25T01:49:52.875Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":

|

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "524408804",
"grantRenew": false,
"operationState": "AUTHORIZED"
}
]
}
2020-08-25T01:49:52.877Z - INFO - Time interval between two heartbeat request messages is: 49.639,
limit is: 65.0
2020-08-25T01:49:52.884Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "524408804",
"response”: {
"responseCode™: 0
h
"transmitExpireTime": "2020-08-25T01:53:127"
}
1
}
2020-08-25T01:50:43.592Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld"; "524408804",
"grantRenew": false,
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"operationState": "AUTHORIZED"

]
}

2020-08-25T01:50:43.594Z - INFO - Time interval between two heartbeat request messages is: 50.718,
limit is: 65.0

2020-08-25T01:50:43.596Z - INFO - LAST HBT RESPONSE THAT SET TRANSMIT_EXPIRE_TIME
WAS AT: 2020-08-25 01:49:52.875000

2020-08-25T01:51:35.812Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":

{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "524408804",
"grantRenew": false,
"operationState": "AUTHORIZED"
}

]
}

2020-08-25T01:51:35.812Z - INFO - request message received while HBT is absent, sleep 152 sec
before responding
2020-08-25T01:52:25.387Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "524408804",
"grantRenew": false,
"operationState": "AUTHORIZED"
}

]
}

2020-08-25T01:52:25.387Z - INFO - request message received while HBT is absent, sleep 103 sec
before responding
2020-08-25T01:53:16.904Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "524408804",
"grantRenew": false,
"operationState": "GRANTED"
}

]
}

2020-08-25T01:53:16.905Z - INFO - request message received while HBT is absent, sleep 51 sec
before responding
2020-08-25T01:54:03.338Z - INFO - heartbeat request from CBRS :{

"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "524408804",
"grantRenew": false,
"operationState": "GRANTED"
}
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]
}
2020-08-25T01:54:03.338Z - INFO - request message received while HBT is absent, sleep 5 sec before
responding
2020-08-25T01:54:03.602Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "524408804",
"response": {
"responseCode": 501
I3
"transmitExpireTime": "2020-08-25T01:54:03Z2"
}
]
}
2020-08-25T01:54:05.009Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-25T01:54:05.010Z - INFO - the question is : Did the CBSD stop RF transmissions within
(transmitExpireTime + 60seconds) of last valid heartbeat response? please choose one of the answers :
2020-08-25T01:54:07.813Z - INFO - engine sent successfully, the response to CBRS : "list index out of
range"

2020-08-25T01:54:07.907Z - INFO - engine sent successfully, the response to CBRS : "list index out of
range"

2020-08-25T01:54:08.341Z - INFO - engine sent successfully, the response to CBRS : "list index out of
range"

2020-08-25T01:54:08.388Z - INFO - engine sent successfully, the response to CBRS : "list index out of
range"

2020-08-25T01:54:10.045Z - INFO - for the question : Did the CBSD stop RF transmissions within
(transmitExpireTime + 60seconds) of last valid heartbeat response? , the user choose y
2020-08-25T01:54:13.351Z - INFO - The final result of the test : WINNF.FT.C.HBT.10 is - passed
and :the additional comments for the current test are : CBSD stopped user traffic at T01:53:46.
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Test Log for WINNF.FT.D.MES.2 Test Case ID

2020-08-25T02:10:47.756Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-25T02:10:47.756Z - INFO - the selected test from the user : WINNF.FT.D.MES.2 is starting
now
2020-08-25T02:11:02.996Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

2
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData": {

"digitalSignature":
"bAOYy6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvtkZ61]
mMIBEeQXYLoLfME-PQMJIZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUCLIn_gE4iSg
QNoOh8RIISYIrtznhHtN_tqzJ0yfVqL7s3-QEz7MzET-URDvVPiJ_3J1Zset69QXiuWwTOoUdzWLkXWGPnN1lo
Yc6noOjMs2hOjjYpXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tg6hcrSYtLEEH28IERbkhtpwM2WYCATTq
ZYdchcve4TfoFzseEcKEeZw",

"encodedCpiSignedData":
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhecmFtljp7ImxhdGIOdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlawWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50ZW5
uYUJIYW13aWRO0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYRGFOYSI16eyJjcGIlIZCI6InRIc3
RfQ1BJX0ZXNDYILCJjcGIOYW1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMjAt
MDYtMDIUMTE6BNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
"fccld": "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]
}
2020-08-25T02:11:03.109Z - INFO - Registration message contains cpiSignatureData
2020-08-25T02:11:03.109Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'’JWT"}
2020-08-25T02:11:03.109Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude™: -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z2",
"cpild": "test_CPIl_FW46"
3
"cbsdSerialNumber": "58c17a2d49e2"
}
2020-08-25T02:11:03.111Z - INFO - verified signature on cpiSignatureData
2020-08-25T02:11:03.117Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-25T02:11:03.118Z - INFO - Response message contains measReportConfig
2020-08-25T02:11:03.119Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse"; [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"measReportConfig": [
"RECEIVED_POWER_WITHOUT_GRANT"
1,
"response": {
"responseCode": 0
}
}

]
}
2020-08-25T02:11:03.430Z - INFO - registration request from CBRS :{
"registrationRequest": [
{
"airinterface": {
"radioTechnology": "E_UTRA"
3
"cbsdCategory": "B",
"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

3
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature™:
"np3xypDLMaZr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgigjL3
0xUgadEtBYn5d20kOMZpHHQqgik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwALt9sIBiW QaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIlInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9nimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyIJmY2NJZCI6llo4SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGI0OdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGV
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ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGF0Y S16eyJjcGlIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljiwM;
AtMDYtMDIUMTEG6NDY6NDhaln19",
"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9"
3
"fccld™: "Z8H89FT0060",
"measCapability": [
"RECEIVED_POWER_WITHOUT_GRANT"
1,

"userld"; "testid-1"

]

}
2020-08-25T02:11:03.519Z - INFO - Registration message contains cpiSignatureData

2020-08-25T02:11:03.519Z - INFO - protectedHeader = {u'alg": u'RS256', u'typ: u'JWT'}
2020-08-25T02:11:03.519Z - INFO - encodedCpiSignedData contents = {
"installationParam™: {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment": false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
3
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z",
"cpild": "test_CPI_FW46"
h
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-25T02:11:03.520Z - INFO - verified signature on cpiSignatureData
2020-08-25T02:11:03.526Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-25T02:11:03.526Z - INFO - Response message contains measReportConfig
2020-08-25T02:11:03.528Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse™: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"measReportConfig": [
"RECEIVED_POWER_WITHOUT_GRANT"
1,
"response": {
"responseCode™: 0
}
}

}
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2020-08-25T02:11:03.726Z - INFO - grant request from CBRS : {
"grantRequest™: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",

"measReport"; {
"rcvdPowerMeasReports": [

{
"measBandwidth": 10000000,
"measFrequency": 3550000000,
"measRcvdPower": -25

b

{
"measBandwidth": 10000000,
"measFrequency": 3560000000,
"measRcvdPower": -25

h

{
"measBandwidth": 10000000,
"measFrequency": 3570000000,
"measRcvdPower": -25

b

{
"measBandwidth": 10000000,
"measFrequency": 3580000000,
"measRcvdPower": -25

h

{
"measBandwidth": 20000000,
"measFrequency": 3590000000,
"measRcvdPower": -25

|3

{
"measBandwidth": 10000000,
"measFrequency": 3600000000,
"measRcvdPower": -25

|3

{
"measBandwidth": 20000000,
"measFrequency": 3610000000,
"measRcvdPower": -25

|3

{
"measBandwidth": 10000000,
"measFrequency": 3620000000,
"measRcvdPower"; -25

|3

{
"measBandwidth": 20000000,
"measFrequency": 3630000000,
"measRcvdPower": -25

3

{
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"measBandwidth": 20000000,
"measFrequency": 3640000000,
"measRcvdPower": -25

3
{
"measBandwidth": 20000000,
"measFrequency": 3650000000,
"measRcvdPower"; -32
3
{
"measBandwidth": 20000000,
"measFrequency": 3660000000,
"measRcvdPower": -25
3
{
"measBandwidth": 10000000,
"measFrequency": 3670000000,
"measRcvdPower": -25
3
{
"measBandwidth": 20000000,
"measFrequency": 3680000000,
"measRcvdPower": -25
3
{
"measBandwidth": 20000000,
"measFrequency": 3690000000,
"measRcvdPower"; -25
}
]
h
"operationParam™: {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}

]
}
2020-08-25T02:11:03.736Z - INFO - engine sent successfully, the response to CBRS :{
"grantResponse™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"channelType": "GAA",
"grantExpireTime": "2020-09-01T02:11:032",
"grantld": "47557345",
"heartbeatinterval": 60,
"response”; {
"responseCode™: 0

}
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]
}

2020-08-25T02:11:04.059Z - INFO - grant request from CBRS

"grantRequest"; [

{

“cbsdld": "Z8HB89FT0060Mock-SAS58c17a2d4984",

"measReport": {
"rcvdPowerMeasReports": |

{

"measBandwidth": 20000000,
"measFrequency": 3550000000,
"measRcvdPower": -25

"measBandwidth": 10000000,
"measFrequency": 3560000000,
"measRcvdPower": -25

"measBandwidth": 10000000,
"measFrequency": 3570000000,
"measRcvdPower": -25

"measBandwidth": 20000000,
"measFrequency": 3580000000,
"measRcvdPower"; -25

"measBandwidth": 10000000,
"measFrequency": 3590000000,
"measRcvdPower"; -25

"measBandwidth": 10000000,
"measFrequency": 3600000000,
"measRcvdPower": -25

"measBandwidth": 20000000,
"measFrequency": 3610000000,
"measRcvdPower": -25

"measBandwidth": 10000000,
"measFrequency": 3620000000,
"measRcvdPower": -25

"measBandwidth™: 20000000,
"measFrequency": 3630000000,

|
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"measRcvdPower": -25

3
{
"measBandwidth": 20000000,
"measFrequency": 3640000000,
"measRcvdPower": -25
3
{
"measBandwidth": 20000000,
"measFrequency": 3650000000,
"measRcvdPower": -25
3
{
"measBandwidth": 20000000,
"measFrequency": 3660000000,
"measRcvdPower"; -25
3
{
"measBandwidth": 20000000,
"measFrequency": 3670000000,
"measRcvdPower"; -25
|3
{
"measBandwidth": 10000000,
"measFrequency": 3680000000,
"measRcvdPower"; -25
|3
{
"measBandwidth": 20000000,
"measFrequency": 3690000000,
"measRcvdPower": -25
}
]
3
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency”: 3650000000
}
}

]

}
2020-08-25T02:11:04.069Z - INFO - engine sent successfully, the response to CBRS :{

"grantResponse"; [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-09-01T02:11:04Z2",
"grantld"; "359393198",
"heartbeatinterval": 60,
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"response”: {
"responseCode": 0
}
}
]

}
2020-08-25T02:11:05.759Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-25T02:12:10.979Z - INFO - The final result of the test : WINNF.FT.D.MES.2 is - passed
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Test Log for WINNF.FT.D.RLQ.2 Test Case ID

2020-08-25T02:00:12.677Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-25T02:00:12.678Z - INFO - the selected test from the user : WINNF.FT.D.RLQ.2 is starting now
2020-08-25T02:00:17.059Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface": {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature":
"np3xypDLMazr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
OxUgadEtBYn5d20kOMZpHHqqik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiWQaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewaJbTUdQtafNqu70jbVZWwMGuUwWitE9nimuW3Acpi7S6T7ZE1Kt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61104SDg5RIQWMDYwliwiY2JzZFNIcmIhbE51bWJIcil61ju4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGI0dWRIjoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYRGFOYS16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aWuVGItZSI6ljilwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

|3
"fccld": "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"

]

}
2020-08-25T02:00:17.1427 - INFO - Registration message contains cpiSignatureData

2020-08-25T02:00:17.142Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT?}
2020-08-25T02:00:17.142Z - INFO - encodedCpiSignedData contents = {
"installationParam": {

"antennaAzimuth": 150,

"heightType": "AMSL",

"longitude": -90.65914,

"height": 10,

"indoorDeployment"; false,

"antennaBeamwidth": 360,

"antennaDowntilt": -5,
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"latitude™: 41.54829,
"antennaGain": 21
}1
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPI_FW46"
}1
"cbsdSerialNumber": "58c17a2d4984"

}
2020-08-25T02:00:17.144Z - INFO - verified signature on cpiSignatureData

2020-08-25T02:00:17.150Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-25T02:00:17.1517 - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 0
}
}
]
}
2020-08-25T02:00:17.707Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
1
}
2020-08-25T02:00:17.713Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse”: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-09-01T02:00:17Z",
"grantld"; "608760324",
"heartbeatinterval": 60,
"response"”; {
"responseCode™: 0
}
}
]
}
2020-08-25T02:00:22.885Z - INFO - heartbeat request from CBRS :{
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"heartbeatRequest":

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "608760324",
"grantRenew": false,
"operationState": "GRANTED"
}

]

}

2020-08-25T02:00:22.894Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "608760324",
"response”: {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-25T02:03:42Z"
}

]
}
2020-08-25T02:01:13.792Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "608760324",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-25T02:01:13.792Z - INFO - Time interval between two heartbeat request messages is: 50.906,
limit is: 65.0
2020-08-25T02:01:13.799Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "608760324",
"response”: {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-25T02:04:332"
}

]
}
2020-08-25T02:02:04.207Z - INFO - heartbeat request from CBRS :{
"heartbeatRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "608760324",
"grantRenew": false,
"operationState": "AUTHORIZED"
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]
}
2020-08-25T02:02:04.209Z - INFO - Time interval between two heartbeat request messages is: 50.415,
limit is: 65.0
2020-08-25T02:02:04.214Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse"; [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "608760324",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:05:24Z7"
}

]
}
2020-08-25T02:02:10.293Z - INFO - registration request from CBRS :{
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"
|3
"cbsdCategory": "B",
"cbsdinfo": {

"model"; "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData": {

"digitalSignature™:
"bAOY6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvfkZ61]
mIBEeQXYLoLfMmE-PQMJIZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUCLIn_gE4iSg
QNOoOh8RIISYIrtznhHtN_tqzJOyfVgL7s3-QEz7MzET-URDVPIJ_3J1Zset69QXiuWTOUdzWLKkXWGPn1llo
Yc6noOjMs2hOjjYpXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tqg6hcrSYtLEEH28IERbkhtpwM2WYCATTq
ZYdchcve4TfoFzsecKEeZw",

"encodedCpiSignedData:
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhecmFtljp7ImxhdGIOdWRIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlaWwdodFR5cGUIOIIBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYW luljoyMSwiYW50ZW5
uYUJIYW13aWRO0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYyRGFOYSI6eyJjcGlIJZCI6InRIc3
RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI61jlwMjAt
MDYtMDIUMTE6BNDY6NDhaln19",

"protectedHeader"; "eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9"

h
"fccld"; "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

1,

"userld": "testid-1"
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]
}
2020-08-25T02:02:10.329Z - INFO - Registration message contains cpiSignatureData

2020-08-25T02:02:10.329Z - INFO - protectedHeader = {u'alg": U'RS256', u'typ": u'JWT'}

2020-08-25T02:02:10.331Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment": false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude™: 41.54829,
"antennaGain": 21
b
"fccld": "Z8H89FT0060",
"professionalinstallerData": {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z",
"cpild": "test_ CPI_FW46"
|3
"cbsdSerialNumber": "58c17a2d49e2"
}
2020-08-25T02:02:10.332Z - INFO - verified signature on cpiSignatureData

2020-08-25T02:02:10.338Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-25T02:02:10.338Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response”: {
"responseCode™: 0
}
}
]
}
2020-08-25T02:02:10.732Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
]
}
2020-08-25T02:02:10.739Z - INFO - engine sent successfully, the response to CBRS :{
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"grantResponse": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"channelType": "GAA",
"grantExpireTime": "2020-09-01T02:02:10Z",
"grantld"; "79769846",
"heartbeatinterval: 60,
"response": {
"responseCode": 0

}

]

}

2020-08-25T02:02:15.9117 - INFO - heartbeat request from CBRS : {
"heartbeatRequest":

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "79769846",
"grantRenew": false,
"operationState": "GRANTED"
}

]

}

2020-08-25T02:02:15.920Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "79769846",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:05:352"
}

]
}
2020-08-25T02:02:53.601Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "608760324",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-25T02:02:53.602Z - INFO - Time interval between two heartbeat request messages is: 49.394,
limit is: 65.0
2020-08-25T02:02:53.609Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "608760324",
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"response”: {
"responseCode": 0

}l
"transmitExpireTime": "2020-08-25T02:06:13Z"

]

}

2020-08-25T02:03:05.572Z - INFO - heartbeat request from CBRS
"heartbeatRequest":

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "79769846",
"grantRenew": false,
"operationState™": "AUTHORIZED"
}

]
}

2020-08-25T02:03:05.572Z - INFO - Time interval between two heartbeat request messages is: 49.659,

limit is: 65.0

2020-08-25T02:03:05.579Z - INFO - engine sent successfully, the response to CBRS

"heartbeatResponse™: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "79769846",
"response": {
"responseCode™: 0
}1
"transmitExpireTime": "2020-08-25T02:06:25Z2"
}

]
}

2020-08-25T02:03:44.053Z - INFO - relinquishment request from CBRS

"relinquishmentRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "608760324"

]
}

2020-08-25T02:03:44.115Z - INFO - engine sent successfully, the response to CBRS

"relinquishmentResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "608760324",
"response"”; {
"responseCode": 0
}
}

]
}

2020-08-25T02:03:44.859Z - INFO - relinquishment request from CBRS

"relinquishmentRequest”; [
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"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "79769846"

]

}
2020-08-25T02:03:44.867Z - INFO - engine sent successfully, the response to CBRS :{
"relinquishmentResponse™: [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "79769846",
"response": {
"responseCode": 0
}
}
]
}
2020-08-25T02:03:46.700Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-25T02:03:46.700Z - INFO - the question is : Did CBSD1 cease RF transmission before receipt
of Relinquishment Request by Test Harness? please choose one of the answers :
2020-08-25T02:05:19.885Z - INFO - for the question : Did CBSD1 cease RF transmission before receipt
of Relinquishment Request by Test Harness? , the user choose y

2020-08-25T02:05:19.887Z - INFO - the question is : Did CBSD2 cease RF transmission before receipt
of Relinquishment Request by Test Harness? please choose one of the answers :
2020-08-25T02:05:21.826Z - INFO - for the question : Did CBSD2 cease RF transmission before receipt
of Relinquishment Request by Test Harness? , the user choose y

2020-08-25T02:05:24.836Z - INFO - The final result of the test : WINNF.FT.D.RLQ.2 is - passed and :the
additional comments for the current test are : CBSD1 stopped user traffic at T02:03:44.CBSD2 stopped
user traffic at T02:03:44.
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Test Log for WINNF.FT.D.DRG.2 Test Case ID

2020-08-25T02:06:44.720Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-25T02:06:44.720Z - INFO - the selected test from the user : WINNF.FT.D.DRG.2 is starting
now
2020-08-25T02:06:47.105Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData": {

"digitalSignature":
"bAOY6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvfkZ61]
mIBEeQXYLoLfmE-PQMJZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUC1In_gE4iSg
QNoOh8RIISYIrtznhHtN_tqzJOyfVqL7s3-QEz7MzET-URDvVPiJ_3J1Zset69QXiuwTOoUdzWLkXWGPN1lo
Yc6noOjMs2hOjjY pXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tqg6hcrSYtILEEH28IERbkhtpwM2WYCATT(q
ZYdchcve4TfoFzseEcKEeZw",

"encodedCpiSignedData":
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jUu4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhecmFtljp7ImxhdGIOdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlawWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYW IluljoyMSwiYW50ZW5
uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYRGFOYSI16eyJjcGlJZCI6InRIc3
RfQ1BJX0ZXNDYILCJjcGIOYW1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMjAt
MDYtMDIUMTE6BNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
“fccld": "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]
}
2020-08-25T02:06:47.140Z - INFO - Registration message contains cpiSignatureData
2020-08-25T02:06:47.140Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT'}
2020-08-25T02:06:47.141Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude™: -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain™: 21
}1
"fccld™: "Z8H89FT0060",
"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"
}1
"cbsdSerialNumber": "58c17a2d49e2"
}
2020-08-25T02:06:47.141Z - INFO - verified signature on cpiSignatureData
2020-08-25T02:06:47.148Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-25T02:06:47.150Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response": {
"responseCode™: 0
}
}

]

}
2020-08-25T02:06:47.289Z - INFO - registration request from CBRS :{

"registrationRequest™: [
{
"airInterface™: {
"radioTechnology": "E_UTRA"
h
"cbsdCategory": "B",
"cbsdinfo™; {

"model"; "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4”,

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData"; {

"digitalSignature™:
"np3xypDLMaZzr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
0xUgadEtBYn5d20kOMZpHHQqgik1VtZDcdlj3YPB5BEIt5LZV3BbBmQPpW-cl6yCpR-RnwAt9sIBiW QaF X
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONnVFxLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9nimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyIJmY2NJZCI6llo4SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGlvbIBhcmFtljp7IimxhdGI0dWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIljotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOiIIBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsiImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGlsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW 13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGFOYSI6eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",
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"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9"
}l
"fccld"; "Z8H89FT0060",
"measCapability": [
"RECEIVED_POWER_WITHOUT_GRANT"
]1

"userld"; "testid-1"

]
}
2020-08-25T02:06:47.325Z - INFO - Registration message contains cpiSignatureData
2020-08-25T02:06:47.325Z - INFO - protectedHeader = {u'alg": U'RS256', u'typ": u'JWT"}
2020-08-25T02:06:47.326Z - INFO - encodedCpiSignedData contents = {
"installationParam™: {
"antennaAzimuth™: 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain": 21
3
"fccld": "Z8H89FT0060",
"professionallnstallerData™: {
"cpiName": "test",
"installCertificationTime": "2020-06-09T11:46:48Z2",
"cpild": "test_ CPI_FW46"
3
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-25T02:06:47.328Z - INFO - verified signature on cpiSignatureData
2020-08-25T02:06:47.332Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-25T02:06:47.335Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"response”: {
"responseCode™: 0
}
}

]
}
2020-08-25T02:06:47.568Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
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"lowFrequency": 3650000000

}
}
}
]
}
2020-08-25T02:06:47.575Z - INFO - engine sent successfully, the response to CBRS :{
"grantResponse": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"channelType": "GAA",
"grantExpireTime": "2020-09-01T02:06:47Z",
"grantld": "355449359",
"heartbeatinterval": 60,
"response": {
"responseCode™: 0
}
}
]
}
2020-08-25T02:06:47.713Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
]
}
2020-08-25T02:06:47.720Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-09-01T02:06:47Z",
"grantld": "138493309",
"heartbeatinterval": 60,
"response": {
"responseCode": 0
}
}
]
}
2020-08-25T02:06:52.763Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
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"grantld": "355449359",
"grantRenew": false,
"operationState": "GRANTED"

]

}
2020-08-25T02:06:52.770Z - INFO - engine sent successfully, the response to CBRS :{

"heartbeatResponse™: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "355449359",
"response": {
"responseCode": 0
}1
“"transmitExpireTime": "2020-08-25T02:10:122"
}

]

}
2020-08-25T02:06:52.892Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "138493309",
"grantRenew": false,
"operationState": "GRANTED"
}

]

}
2020-08-25T02:06:52.901Z - INFO - engine sent successfully, the response to CBRS : {

"heartbeatResponse": [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "138493309",
"response”: {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:10:12Z"
}

]

}
2020-08-25T02:07:42.394Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "355449359",
"grantRenew": false,
"operationState": "AUTHORIZED"

]

}
2020-08-25T02:07:42.395Z - INFO - Time interval between two heartbeat request messages is: 49.632,

limit is: 65.0
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2020-08-25T02:07:42.404Z - INFO - engine sent successfully, the response to CBRS :{
"heartbeatResponse™: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld"; "355449359",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:11:02Z"
}

]
}
2020-08-25T02:07:42.530Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "138493309",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}
2020-08-25T02:07:42.532Z - INFO - Time interval between two heartbeat request messages is: 49.637,
limit is: 65.0
2020-08-25T02:07:42.540Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse™: [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "138493309",
"response": {
"responseCode": 0
}1
"transmitExpireTime": "2020-08-25T02:11:02Z2"
}

]
}
2020-08-25T02:08:32.688Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"grantld": "355449359",
"grantRenew": false,
"operationState": "AUTHORIZED"

]
}

2020-08-25T02:08:32.690Z - INFO - Time interval between two heartbeat request messages is: 50.294,

limit is: 65.0

2020-08-25T02:08:32.696Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse"; [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
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"grantld": "355449359",
“response": {
"responseCode": 0
}l
"transmitExpireTime": "2020-08-25T02:11:52Z"

]

}
2020-08-25T02:08:32.957Z - INFO - heartbeat request from CBRS
"heartbeatRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "138493309",
"grantRenew": false,
"operationState": "AUTHORIZED"
}

]
}

2020-08-25T02:08:32.976Z - INFO - Time interval between two heartbeat request messages is: 50.427,

limit is: 65.0

2020-08-25T02:08:32.983Z - INFO - engine sent successfully, the response to CBRS

"heartbeatResponse™: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "138493309",
"response”: {
"responseCode™: 0
}1
“transmitExpireTime": "2020-08-25T02:11:527"
}

]
}

2020-08-25T02:08:49.015Z - INFO - deregistration request from CBRS

"deregistrationRequest": |
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2"
}
]
}

2020-08-25T02:08:49.020Z - INFO - engine sent successfully, the response to CBRS

"deregistrationResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response”; {
"responseCode": 0
}
}

]
}

2020-08-25T02:08:49.426Z - INFO - deregistration request from CBRS

"deregistrationRequest™: [

{
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“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984"

]

}
2020-08-25T02:08:49.430Z - INFO - engine sent successfully, the response to CBRS :{

"deregistrationResponse": |

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 0
}
}
]
}
2020-08-25T02:08:50.763Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-25T02:08:50.765Z - INFO - the question is : Did CBSD2 cease RF transmission before receipt
of Relinquishment request (if sent) or Deregistration request at Test Harness? please choose one of the
answers :

2020-08-25T02:09:55.440Z - INFO - for the question : Did CBSD2 cease RF transmission before receipt
of Relinquishment request (if sent) or Deregistration request at Test Harness? , the user choose y
2020-08-25T02:09:55.440Z - INFO - the question is : Did CBSD1 cease RF transmission before receipt
of Relinquishment request (if sent) or Deregistration request at Test Harness? please choose one of the
answers :

2020-08-25T02:09:58.109Z - INFO - for the question : Did CBSD1 cease RF transmission before receipt
of Relinquishment request (if sent) or Deregistration request at Test Harness? , the user choose y
2020-08-25T02:10:04.611Z - INFO - The final result of the test : WINNF.FT.D.DRG.2 is - passed
and :the additional comments for the current test are : CBSD1 stopped user traffic at T02:08:49.CBSD2
stopped user traffic at T02:08:49.
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Test Log for WINNF.FT.C.SCS.1 Test Case ID

2020-08-25T02:41:36.943Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-25T02:41:36.9447Z - INFO - the selected test from the user : WINNF.FT.D.REG.2 is starting
now
2020-08-25T02:41:39.420Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo™: {

"model": "tyndall201",

"softwareVersion™": "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

2
"cbsdSerialNumber": "58c17a2d49e2",
"cpiSignatureData": {

"digitalSignature":
"bAOYy6BLSOWfBMIWKybmYtZ50ji9cwTYRMNh2idpQFDzx6CQp9bcVSIKjT6_mMdbhl24zPQSvfkZ61]
mMIBEeQXYLoLfME-PQMJIZq728tBMDsGVMUDw5WG90-dI-SI6laV5kM77p20ILo06B7GUC1In_gE4iSg
QNoOh8RIISYIrtznhHtN_tqzJ0yfVqL7s3-QEz7MzET-URDvVPiJ_3J1Zset69QXiuWwTOoUdzWLkXWGPn1lo
Yc6noOjMs2hOjjYpXoEPp-96v7_QuDNOi_d5I3yNDfYkfi3h8Tg6hcrSYtLEEH28IERbkhtpwM2WYCATTq
ZYdchcve4TfoFzseEcKEeZw",

"encodedCpiSignedData":
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDIIMilsimluc3Rhb
GxhdGlIvbIBhecmFtljp7ImxhdGIOdWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlawdo
dCI6MTAsImhlawWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGVub
mFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50ZW5
uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbomFsSW5zdGFsbGVYyRGFOYSI16eyJjcGIlIZCI6InRIc3
RfQ1BJX0ZXNDYILCJjcGIOYW1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aW9ouVGItZSI6ljlwMjAt
MDYtMDIUMTE6BNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"

3
"fccld": "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]
}
2020-08-25T02:41:39.450Z - INFO - Registration message contains cpiSignatureData
2020-08-25T02:41:39.450Z - INFO - protectedHeader = {u'alg": URS256', u'typ": u'JWT'}
2020-08-25T02:41:39.451Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 150,
"heightType": "AMSL",
"longitude™: -90.65914,
"height": 10,
"indoorDeployment"; false,
"antennaBeamwidth": 360,
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"antennaDowntilt": -5,
"latitude": 41.54829,
"antennaGain": 21

}1

"fccld™: "Z8H89FT0060",

"professionalinstallerData": {
"cpiName"; "test",
"installCertificationTime": "2020-06-09T11:46:48Z7",
"cpild": "test_CPIl_FW46"

}1

"cbsdSerialNumber": "58c17a2d49e2"

}
2020-08-25T02:41:39.497Z - INFO - verified signature on cpiSignatureData

2020-08-25T02:41:39.503Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-08-25T02:41:39.506Z - INFO - engine sent successfully, the response to CBRS

"registrationResponse": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response": {
"responseCode™: 0

}

]
}
2020-08-25T02:41:39.895Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]
}
2020-08-25T02:41:39.897Z - INFO - engine sent successfully, the response to CBRS
"grantResponse™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response": {
"responseCode": 400

}

]

}
2020-08-25T02:41:39.996Z - INFO - grant request from CBRS : {
"grantRequest": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",

o
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"operationParam"; {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]

}
2020-08-25T02:41:39.996Z - INFO - engine sent successfully, the response to CBRS : {

"grantResponse": |

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response”: {
"responseCode™: 400
}
}

]

}
2020-08-25T02:41:40.095Z - INFO - grant request from CBRS : {

"grantRequest™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]

}
2020-08-25T02:41:40.095Z - INFO - engine sent successfully, the response to CBRS : {

"grantResponse": |

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response”: {
"responseCode": 400
}
}

]

}
2020-08-25T02:41:40.196Z - INFO - grant request from CBRS : {

"grantRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"operationParam"™: {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
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"lowFrequency": 3650000000

}
}
}
]
}
2020-08-25T02:41:40.197Z - INFO - engine sent successfully, the response to CBRS :{
"grantResponse": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response": {
"responseCode": 400
}
}
]
}
2020-08-25T02:41:40.296Z - INFO - grant request from CBRS : {
"grantRequest"; [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
]
}
2020-08-25T02:41:40.296Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse”; [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response": {
"responseCode": 400
}
}
]
}
2020-08-25T02:41:40.405Z - INFO - grant request from CBRS : {
"grantRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d49e2",
"operationParam"; {
"maxEirp"; 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
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]

}
2020-08-25T02:41:40.407Z - INFO - engine sent successfully, the response to CBRS :{

"grantResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response": {
"responseCode": 400
}
}

]

}
2020-08-25T02:41:40.496Z - INFO - grant request from CBRS : {

"grantRequest”: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"operationParam": {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]

}
2020-08-25T02:41:40.496Z - INFO - engine sent successfully, the response to CBRS :{
"grantResponse”; [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d49e2",
"response": {
"responseCode": 400
}
}

]

}
2020-08-25T02:41:41.8517 - INFO - registration request from CBRS :{

"registrationRequest™: [
{

"airlnterface": {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"chsdinfo"; {
"model"; "tyndall201",
"softwareVersion"; "2.0-cbrs-reg-a4",
"vendor": "Cambium Networks"

2

"cbsdSerialNumber": "58c17a2d4984",

"cpiSignatureData"; {
"digitalSignature":

"np3xypDLMaZr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgigjL3
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0xUgadEtBYn5d20kOMZpHHQqqik1VtZDcdIlj3YPB5BEIit5LZV3BbBMQPpW-cl6yCpR-RnwAt9sIBiWQaFX
mfhulelbWNhoelZc1XNdao5xvZ6cppFOndbZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONVFxLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu70jbVZWwWMGUwWitE9nimuW3Acpi7S6T7ZE1Kt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData":
"eyJmY2NJZCI61104SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bWJIcil6lju4YzE3YTJIKNDk4NCIsImIuc3R
hbGxhdGIvbIBhcmFtljp7ImxhdGIOdWRIjoOMS41NDgyO SwibG9uZ2I0dWRIIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGF0OY S16eyJjcGIIZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsImluc3RhbGxDZXJ0aWZpY2F0aWuVGItZSI6ljlwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9"

2
“fceld": "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

1.

"userld"; "testid-1"

]
}
2020-08-25T02:41:41.881Z - INFO - Registration message contains cpiSignatureData
2020-08-25T02:41:41.881Z - INFO - protectedHeader = {u'alg": U'RS256', u'typ": u'JWT"}
2020-08-25T02:41:41.882Z - INFO - encodedCpiSignedData contents = {
"installationParam™: {
"antennaAzimuth™: 150,
"heightType": "AMSL",
"longitude": -90.65914,
"height™: 10,
"indoorDeployment": false,
"antennaBeamwidth": 360,
"antennaDowntilt": -5,
"latitude"; 41.54829,
"antennaGain": 21
h
"fccld": "Z8H89FT0060",
"professionallnstallerData™: {
"cpiName™: "test",
"installCertificationTime": "2020-06-09T11:46:48Z",
"cpild": "test_ CPI_FW46"
3
"cbsdSerialNumber": "58c17a2d4984"
}
2020-08-25T02:41:41.884Z - INFO - verified signature on cpiSignatureData
2020-08-25T02:41:41.888Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-08-25T02:41:41.891Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response”; {
"responseCode™: 0

SPORTON INTERNATIONAL INC. EMC & Wireless Communications Laboratory Page No. : 113 of 132




SPORTON LAB.

Test Logs Appendix A

}
}
]
}
2020-08-25T02:41:42.944Z - INFO - arrived to nstep starting question answer session with the
technician

2020-08-25T02:41:42.947Z - INFO - the question is : Were there RF transmissions from the CBSD2
during the test? please choose one of the answers :

2020-08-25T02:43:46.663Z - INFO - for the question : Were there RF transmissions from the CBSD2
during the test? , the user choose n

2020-08-25T02:43:46.664Z - INFO - the question is : Were there RF transmissions from the CBSD1
during the test? please choose one of the answers :

2020-08-25T02:43:47.953Z - INFO - for the question : Were there RF transmissions from the CBSD1
during the test? , the user choose n

2020-08-25T02:43:55.493Z - INFO - The final result of the test : WINNF.FT.D.REG.2 is - passed
and :the additional comments for the current test are : There is RF transmission, but it's not user traffic.
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Test Log for WINNF.FT.C.SCS.2 Test Case ID
2020-08-25T03:01:53.226Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-25T03:01:53.227Z - INFO - the selected test from the user : WINNF.FT.D.REG.2 is starting
now
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Test Log for WINNF.FT.C.SCS.3 Test Case ID
2020-08-25T02:45:59.979Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-25T02:45:59.980Z - INFO - the selected test from the user : WINNF.FT.D.REG.2 is starting
now
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Test Log for WINNF.FT.C.SCS.4 Test Case ID
2020-08-25T02:48:51.970Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-25T02:48:51.971Z - INFO - the selected test from the user : WINNF.FT.D.REG.2 is starting
now
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Test Log for WINNF.FT.C.SCS.5 Test Case ID
2020-08-25T02:50:48.694Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-25T02:50:48.696Z - INFO - the selected test from the user : WINNF.FT.D.REG.2 is starting
now
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Test Log for WINNF.PT.C.HBT Test Case ID_ BW10M_Grant maxEirp 34

2020-08-24T08:30:33.621Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T08:30:33.621Z - INFO - Selected spectrum frequency is {lowFrequency': 3650000000L,
‘highFrequency': 3660000000L}
2020-08-24T08:30:33.621Z - INFO - Granted Spectrum Max Eirp = 34dBm/MHz
2020-08-24T08:30:33.622Z - INFO - the selected test from the user : PowerMeasTest is starting now
2020-08-24T08:30:35.585Z - INFO - registration request from CBRS : {
"registrationRequest™: [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

h
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData”; {

"digitalSignature™:
"np3xypDLMaZzr3jkHkO0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqjL3
0xUgadEtBYn5d20kOMZpHHQqqik1VtZDcdlj3YPB5BEIit5LZV3BbBMQPpW-cl6yCpR-RnwAt9sIBiWQaFX
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9OnVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwMGUWItE9nimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData:
"eyJmY2NJZCI61l04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bWJIcil6lju4YzE3YTJIKNDk4NCIsImIuc3R
hbGxhdGlvbIBhcmFtljp7ImxhdGI0dWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOiIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYyRGFOYSI6eyJjcGIJZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aWuVGItZSI6ljlwMj
AtMDYtMDIUMTE6GNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9"

h
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]

}
2020-08-24T08:30:35.632Z - INFO - engine sent successfully, the response to CBRS :{

"registrationResponse":

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 0
}
}
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]

}
2020-08-24T08:30:36.006Z - INFO - grant request from CBRS : {

"grantRequest”: [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam"; {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
}
}
]
}
2020-08-24T08:30:36.013Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": |
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-08-31T08:30:362",
"grantld": "240432582",
"heartbeatinterval: 60,
"response": {
"responseCode": 0
}
}
]
}
2020-08-24T08:30:41.200Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "240432582",
"grantRenew": false,
"operationState": "GRANTED"
}
]
}
2020-08-24T08:30:41.210Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "240432582",
"response": {
"responseCode": 0
h
"transmitExpireTime": "2020-08-24T08:34:01Z"
}
1
}
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2020-08-24T08:31:31.864Z - INFO - heartbeat request from CBRS :{
"heartbeatRequest":

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld"; "240432582",
"grantRenew": false,
"operationState": "AUTHORIZED"
}
]
}
2020-08-24T08:31:31.871Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "240432582",
"response”: {
"responseCode": 0
3
"transmitExpireTime": "2020-08-24T08:34:51Z"
}
]
}
2020-08-24T08:32:21.276Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "240432582",
"grantRenew": false,
"operationState": "AUTHORIZED"
}
]
}
2020-08-24T08:32:21.286Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "240432582",
"response”: {
"responseCode™: 0
3
"transmitExpireTime": "2020-08-24T08:35:417"
}
]
}
2020-08-24T08:33:10.707Z - INFO - heartbeat request from CBRS :{
"heartbeatRequest"; [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "240432582",
"grantRenew": false,
"operationState": "AUTHORIZED"
}
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]

}
2020-08-24T08:33:10.717Z - INFO - engine sent successfully, the response to CBRS :{
"heartbeatResponse™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld"; "240432582",
"response": {
"responseCode": 0
2
"transmitExpireTime": "2020-08-24T08:36:30Z2"
}
]
}
2020-08-24T08:34:01.145Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld"; "240432582",
"grantRenew": false,
"operationState": "AUTHORIZED"
}
]
}
2020-08-24T08:34:01.154Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse™: |
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "240432582",
"response": {
"responseCode": 0
|3
"transmitExpireTime": "2020-08-24T08:37:212"
}
]
}
2020-08-24T08:34:50.905Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "240432582",
"grantRenew": false,
"operationState": "AUTHORIZED"
}
]
}
2020-08-24T08:34:50.914Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld"; "240432582",
"response"”; {
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"responseCode": 0

}l
"transmitExpireTime": "2020-08-24T08:38:10Z"
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Test Log for WINNF.PT.C.HBT Test Case ID_ BW10M_Grant maxEirp 2

2020-08-24T07:49:03.259Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T07:49:03.259Z - INFO - Selected spectrum frequency is {lowFrequency': 3650000000L,
‘highFrequency': 3660000000L}
2020-08-24T07:49:03.259Z - INFO - Granted Spectrum Max Eirp = 2dBm/MHz
2020-08-24T07:49:03.260Z - INFO - the selected test from the user : PowerMeasTest is starting now
2020-08-24T07:49:33.986Z - INFO - registration request from CBRS : {
"registrationRequest™: [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

h

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

b
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature™:
"np3xypDLMaZzr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
0xUgadEtBYn5d20kOMZpHHQqqik1VtZDcdIlj3YPB5BEIit5LZV3BbBMQPpW-cleyCpR-RnwAt9sIBiWQaFX
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONnVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9nimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData:
"eyJmY2NJZCI61l04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bWJIcil6lju4YzE3YTJIKNDk4NCIsImIuc3R
hbGxhdGIlvbIBhcmFtljp7ImxhdGI0dWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOiIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIsdCI6LTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbhGVYyRGFOYSI6eyJjcGIJZCI6InRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aWuVGItZSI6ljlwMj
AtMDYtMDIUMTEGNDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI61kpXVCJ9"

h
"fccld™: "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]

}
2020-08-24T07:49:34.032Z - INFO - engine sent successfully, the response to CBRS :{

"registrationResponse":

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 0
}
}
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]
}
2020-08-24T07:49:34.4547 - INFO - grant request from CBRS : {
"grantRequest”: [
{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam"; {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]
}
2020-08-24T07:49:34.460Z - INFO - The requested maxEirp value is too high
2020-08-24T07:49:34.461Z - INFO - The Grant response code is not 0, applicable spectrum parameters
have been sent out.
2020-08-24T07:49:34.463Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 2,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
2
"response": {
"responseCode": 400

}

]
}
2020-08-24T07:49:34.572Z - INFO - grant request from CBRS : {
"grantRequest™: [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": 2,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]
}

2020-08-24T07:49:34.576Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": [
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"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-08-31T07:49:34Z2",
"grantld"; "180049902",
"heartbeatinterval™: 60,
"response": {

"responseCode": 0

}

]

}
2020-08-24T07:49:39.750Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest":

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "180049902",
"grantRenew": false,
"operationState": "GRANTED"
}
]
}
2020-08-24T07:49:39.759Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "180049902",
"response”: {
"responseCode": 0
I3
"transmitExpireTime": "2020-08-24T07:52:59Z"
}
]
}
2020-08-24T07:50:29.880Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "180049902",
"grantRenew": false,
"operationState": "AUTHORIZED"
}
]
}
2020-08-24T07:50:29.888Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse"; [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "180049902",
"response"; {
"responseCode": 0
}
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"transmitExpireTime": "2020-08-24T07:53:49Z"

]

}
2020-08-24T07:51:19.184Z - INFO - heartbeat request from CBRS :{

"heartbeatRequest": [

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "180049902",
"grantRenew": false,
"operationState": "AUTHORIZED"
}
]
}
2020-08-24T07:51:19.1947 - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "180049902",
"response”: {
"responseCode™: 0
13
"transmitExpireTime": "2020-08-24T07:54:392"
}
]
}
2020-08-24T07:52:08.591Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "180049902",
"grantRenew": false,
"operationState": "AUTHORIZED"
}
]
}
2020-08-24T07:52:08.598Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse™: [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "180049902",
"response": {
"responseCode™: 0
3
"transmitExpireTime": "2020-08-24T07:55:282"
}
]
}
2020-08-24T07:52:58.996Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
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"grantld": "180049902",
"grantRenew": false,
"operationState": "AUTHORIZED"

}
]
}
2020-08-24T07:52:59.005Z - INFO - engine sent successfully, the response to CBRS :{
"heartbeatResponse™: [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "180049902",
"response": {
"responseCode": 0
3
"transmitExpireTime": "2020-08-24T07:56:19Z2"
}
]
}
2020-08-24T07:53:50.010Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "180049902",
"grantRenew": false,
"operationState": "AUTHORIZED"
}
]
}
2020-08-24T07:53:50.022Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "180049902",
"response”: {
"responseCode": 0
h
"transmitExpireTime": "2020-08-24T07:57:10Z"
}
]
}
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Test Log for WINNF.PT.C.HBT Test Case ID_ BW10M_Grant maxEirp -31

2020-08-24T08:11:03.855Z - INFO - WINNF TEST HARNESS RELEASE: 1.0.0.3 - 2018-November-13
2020-08-24T08:11:03.855Z - INFO - Selected spectrum frequency is {lowFrequency': 3650000000L,
'highFrequency': 3660000000L}
2020-08-24T08:11:03.857Z - INFO - Granted Spectrum Max Eirp = -31dBm/MHz
2020-08-24T08:11:03.857Z - INFO - the selected test from the user : PowerMeasTest is starting now
2020-08-24T08:11:27.928Z - INFO - registration request from CBRS : {
"registrationRequest": [
{
"airInterface™: {
"radioTechnology": "E_UTRA"

2

"cbsdCategory": "B",

"cbsdinfo": {

"model": "tyndall201",

"softwareVersion™: "2.0-cbrs-reg-a4",

"vendor": "Cambium Networks"

2
"cbsdSerialNumber": "58c17a2d4984",
"cpiSignatureData": {

"digitalSignature™:
"np3xypDLMaZzr3jkHk0ZTubl2Y3LvrwK3ZwZzTwjctdFowDnr3NKDSHy-AfspelpnyxAHGTU9QtnCgiqgjL3
0xUgadEtBYn5d20kOMZpHHQqqik1VtZDcdlj3YPB5BEIit5LZV3BbBMQPpW-cleyCpR-RnwAt9sIBiWQaFX
mfhulelbWNhoelZc1XNdao5xvZ6cppFOn4bZLVMkf7GpRvgsoNgXIInGxj3PWGwQ8aDyE9ONnVFXLMs
u5116IMVkIgX12pvk-9VrACaR-7a32ewalbTUdQtafNqu7OjbVZWwWMGUWItE9nimuW3Acpi7S6T7ZELKt
5d9K0G1vQzwsmwO_ZtpA",

"encodedCpiSignedData:
"eyJmY2NJZCI6ll04SDg5RIQWMDYwliwiY2JzZFNIcmlhbE51bW JIcil61jU4YzE3YTJIKNDk4NCIsImluc3R
hbGxhdGlvbIBhcmFtljp7ImxhdGI0dWRIIjoOMS41NDgyO SwibG9uZ2I0dWRIjotOTAUNjUSMTQsImhlaw
dodCI6MTAsImhlaWdodFR5cGUIOiIJBTVNMIiwiaW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImFudGV
ubmFBemltdXRoljoxNTAsImFudGVubmFEb3dudGIlsdCIELTUsImFudGVubmFHYWIuljoyMSwiYW50Z
W5uYUJIYW 13aWR0aCl6MzYwfSwicHIvZmVzc2lvbmFsSW5zdGFsbGVYRGFOY S16eyJjcGIIZCI6INRI
c3RfQ1BJIX0ZXNDYILCJjcGIOYW 1lljoidGVzdClsimluc3RhbGxDZXJ0aWZpY2F0aW9uVGItZSI6ljilwMj
AtMDYtMDIUMTEG6NDY6NDhaln19",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6lkpXVCJ9"

h
“fccld": "Z8H89FT0060",
"measCapability": [

"RECEIVED_POWER_WITHOUT_GRANT"

P

"userld": "testid-1"

]

}
2020-08-24T08:11:27.973Z - INFO - engine sent successfully, the response to CBRS : {

"registrationResponse": [

{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"response": {
"responseCode": 0
}
}
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]
}
2020-08-24T08:11:28.486Z - INFO - grant request from CBRS : {
"grantRequest”: [
{
“cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam"; {
"maxEirp": 34,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]
}
2020-08-24T08:11:28.490Z - INFO - The requested maxEirp value is too high
2020-08-24T08:11:28.492Z - INFO - The Grant response code is not 0, applicable spectrum parameters
have been sent out.
2020-08-24T08:11:28.493Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse™: [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": -31,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000
}
h
"response": {
"responseCode": 400

}

]
}
2020-08-24T08:11:28.582Z - INFO - grant request from CBRS : {
"grantRequest™: [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"operationParam": {
"maxEirp": -31,
"operationFrequencyRange": {
"highFrequency": 3660000000,
"lowFrequency": 3650000000

]
}

2020-08-24T08:11:28.588Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": [
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"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"channelType": "GAA",
"grantExpireTime": "2020-08-31T08:11:282",
"grantld"; "398355631",
"heartbeatinterval™: 60,
"response": {

"responseCode": 0

}

]

}
2020-08-24T08:11:33.767Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest":

{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "398355631",
"grantRenew": false,
"operationState": "GRANTED"
}
]
}
2020-08-24T08:11:33.776Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "398355631",
"response”: {
"responseCode": 0
3
"transmitExpireTime": "2020-08-24T08:14:53Z2"
}
]
}
2020-08-24T08:12:23.414Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": [
{
"cbsdld"; "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "398355631",
"grantRenew": false,
"operationState": "AUTHORIZED"
}
]
}
2020-08-24T08:12:23.424Z - INFO - engine sent successfully, the response to CBRS :{
"heartbeatResponse"; [
{
"cbsdld": "Z8H89FT0060Mock-SAS58c17a2d4984",
"grantld": "398355631",
"response"”; {
"responseCode": 0
}
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"transmitExpireTime": "2020-08-24T08:15:43Z"
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RF measurement plot for WINNF.FT.D.HBT.2 Test Case ID
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RF measurement plot for WINNF.PT.C.HBT Test Case ID_BW10M_Grant maxEirp 34
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RF measurement plot for WINNF.PT.C.HBT Test Case ID_BW10M_Grant maxEirp 2

e annel Powe

T RF SO6 [BE SENSEINT NALIGH OFF 02:54:45 AM Aug 24, 2020
o aad 3. 655000000 Center Freq: 3.655000000 GHz Radio Std: None Skt
—w— Trig:Free Run Avg|Hold: 100100
#IFGain:Low #Atten: 20 dB Radio Device: BTS
Ref 32.00 dBm
Center Freq
3.655000000 GHz
Center 3.6535 GHz CF Step
#Res BW 1 MHz #VBW 3 MHz 2000000 MHz
Auto Man
Channel Power Power Spectral Density

Freq Offset
-9.57 dBm /10 MHz -19.57 dBm /MHz 0 Hz

IM SG % STATUS

SPORTON INTERNATIONAL INC. EMC & Wireless Communications Laboratory Page No. : 40f5



SPORTON LAB.

RF Measurement Plots Appendix B

RF measurement plot for WINNF.PT.C.HBT Test Case ID_BW10M_Grant maxEirp -31
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Wireshark Plots for WINNF.FT.C.SCS.1 Test Case ID
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2020-88-25 ©2:41:39.397814 192.168.1.4 192.168.1.40 TLSv1.2 Server Hello
2020-08-25 ©2:41:39.398388 192.168.1.4 192.168.1.40 TLSv1.2 Certificate, Certificate Request, Server Hello Done
2020-08-25 ©2:41:39.482203 192.168.1.40 192.168.1.4 TLSv1.2 Certificate [TCP segment of a reassembled PDU]
2020-88-25 ©2:41:39.482206 192.168.1.48 192.168.1.4 TLSv1.2 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handsh.
2020-08-25 02:41:39.418589 192.168.1.4 192.168.1.40 TLSv1.2 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
2020-08-25 ©2:41:39.419915 192.168.1.48 192.168.1.4 TLSv1.2 Application Data
2020-08-25 ©2:41:39.508739 192.168.1.4 192.168.1.40 TLSv1.2 Application Data
2020-88-25 ©2:41:39.509059 192.168.1.4 192.168.1.40 TLSv1.2 Application Data, Application Data, Application Data, Application Data, Appli
2020-98-25 ©2:41:39.511271 192.168.1.40 192.168.1.4 TLSv1.2 Encrypted Alert
2020-08-25 ©2:41:39.872710 192.168.1.40 192.168.1.4 TLSv1.2 Client Hello i
< | . »

» Frame 5127: 2962 bytes on wire (23696 bits), 2962 bytes captured (23696 bits) on interface @ -

> Ethernet II, Src: Dell c8:60:e7 (00:24:e8:c8:60:e7), Dst: PcsCompu_b@:82:b@ (B8:00:27:b8:82:b8)
> Internet Protocol Version 4, Src: 192.168.1.4, Dst: 192.168.1.48
> Transmission Control Protocol, Src Port: 580808, Dst Port: 68742, Seq: 1, Ack: 387, Len: 2896
4 Secure Sockets Layer
4 TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (8x8303)

Length: 53

4 Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 49
Version: TLS 1.2 (8x8383)
Random: ed761533532d135d68c8f1cbada3dffbdca®38cffcclllag.. .
Session ID Length: @
Cipher Suite: TLS_RSA WITH_AES_256_GCM_SHA384 (8x009d)
Compression Method: null (@)
Extensions Length: 9
> Fxtensinn: renegntiatinn infn {len=1}

O 7 Cipher Suite (sl handshake ciphersuite), 2 bytes FPackets: 8533 * Displayed: 140 (1 6%) - Dropped: 0 (0.0%) Fuofile: Default

mn
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Wireshark Plots for WINNF.FT.C.SCS.2 Test Case ID

|4 522

File Edit View Go Capture Analyze Statistics  Telephony  Wireless Iools  Help

Am @ lBRE Qes=TaEEQQQEH

[ [ipaddr = 192.168.1 4 & ip.eddr = 192.168.1 40 22 s [x] -] Expression=  +
Time Source Destination. Protocol Info =
2020-088-25 ©3:03:06.086839 192.168.1.48 192.168.1.4 TLSv1.2 Client Hello |
2020-08-25 03:03:06.087014 192.168.1.4 192.168.1.40 TLSv1.2 Server Hello
2020-08-25 03:03:06.0887431 192.168.1.4 192.168.1.40 TLSv1.2 Certificate, Certificate Request, Server Hello Done
2020-08-25 ©3:03:06.090761 192.168.1.40 192.168.1.4 TLSv1.2 Certificate [TCP segment of a reassembled PDU]
2020-88-25 ©3:03:06.0908763 192.168.1.48 192.168.1.4 TLSv1.2 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handsh: E
2020-08-25 03:03:06.184546 192.168.1.4 192.168.1.40 TLSv1.2 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
2020-08-25 ©3:03:06.4108733 192.168.1.48 192.168.1.4 TLSv1.2 Client Hello
2020-88-25 ©3:03:06.410952 192.168.1.4 192.168.1.48 TLSv1.2 Server Hello
2020-88-25 ©3:03:06.411292 192.168.1.4 192.168.1.48 TLSv1.2 Certificate, Certificate Request, Server Hello Done
2020-08-25 03:03:06.414477 192.168.1.48 192.168.1.4 TLSv1.2 Certificate [TCP segment of a reassembled PDU] |
2020-08-25 03:03:06.414479 192.168.1.48 192.168.1.4 TLSv1.2 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handsh, il
< | . »

» Frame 325: 2962 bytes on wire (23696 bits), 2962 bytes captured (23696 bits) on interface @ =

> Ethernet II, Src: Dell c8:6@:e7 (P@:24:e8:c8:60:e7), Dst: PcsCompu_b@:82:b@ (B8:008:27:b8:82:b8)
> Internet Protocol Version 4, Src: 192.168.1.4, Dst: 192.168.1.48
> Transmission Control Protocol, Src Port: 5000, Dst Port: 33312, Seq: 1, Ack: 403, Len: 2896
4 Secure Sockets Layer
4 TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (@x8303)

Length: 53

4 Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 49
Version: TLS 1.2 (©8x8303)
Random: 9da@ladbde3f80@0b0as/@f1207263097d6dbB%ale6Bebbs0. | .
Session ID Length: @
Cipher Suite: TLS_RSA WITH_AES_256 GCM_SHA384 (©8x009d)
Compression Method: null (@)
Extensions Length: 9
> Fxtensinn: renegntiatinn infn {len=1}

O 7 wireshark COACEE1D-D321-4000-0511-EB34347448E8_20200825030202_al 2016 prapng FPackets: 830 - Displayed. 12 (1.4%) Frofile: Default

1
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Wireshark Plots for WINNF.FT.C.SCS.3 Test Case ID

|4 522

File Edit View Go Capture Analyze Statistics  Telephony  Wireless Iools  Help

Am @ lBRE Qes=TaEEQQQEH

[ [ipaddr = 192.168.1 4 & ip.eddr = 192.168.1 40 22 s [x] -] Expression=  +
Time Source Destination. Protocol Info =
2020-88-25 ©2:46:16.464113 192.168.1.48 192.168.1.4 TLSv1.2 Client Hello |
2020-08-25 02:46:16.464548 192.168.1.4 192.168.1.40 TLSv1.2 Server Hello
2020-08-25 02:46:16.464943 192.168.1.4 192.168.1.40 TLSv1.2 Certificate, Certificate Request, Server Hello Done
2020-08-25 02:46:16.468113 192.168.1.40 192.168.1.4 TLSv1.2 Certificate [TCP segment of a reassembled PDU]
2020-88-25 ©2:46:16.468116 192.168.1.48 192.168.1.4 TLSv1.2 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handsh: E
2020-08-25 02:46:16.4850846 192.168.1.4 192.168.1.40 TLSv1.2 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
2020-08-25 ©2:46:33.692765 192.168.1.48 192.168.1.4 TLSv1.2 Client Hello
2020-88-25 02:46:33.693109 192.168.1.4 192.168.1.48 TLSv1.2 Server Hello
2020-88-25 ©2:46:33.694288 192.168.1.4 192.168.1.48 TLSv1.2 Certificate, Certificate Request, Server Hello Done
2020-08-25 02:46:33.6980857 192.168.1.48 192.168.1.4 TLSv1.2 Certificate [TCP segment of a reassembled PDU] |
2020-08-25 02:46:33.698060 192.168.1.48 192.168.1.4 TLSv1.2 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handsh, il
< | . »

> Frame 44: 2962 bytes on wire (23696 bits), 2962 bytes captured (23696 bits) on interface 8 =

> Ethernet II, Src: Dell c8:6@:e7 (P@:24:e8:c8:60:e7), Dst: PcsCompu_b@:82:b@ (B8:008:27:b8:82:b8)
> Internet Protocol Version 4, Src: 192.168.1.4, Dst: 192.168.1.48
> Transmission Control Protocol, Src Port: 50@@, Dst Port: 68938, Seq: 1, Ack: 387, Len: 2896
4 Secure Sockets Layer
4 TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (@x8303)

Length: 53

4 Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 49
Version: TLS 1.2 (©8x8303)
Random: 44bf6954d15f086427110114F69aac38a3f5291b48F02826. ..
Session ID Length: @
Cipher Suite: TLS_RSA WITH_AES_256 GCM_SHA384 (©8x009d)
Compression Method: null (@)
Extensions Length: 9
> Fxtensinn: renegntiatinn infn {len=1}

O 7 wireshark COACEE1D-D321-4000-0511-EB34347448E8_20200825024600_al 2192 prapng FPackets: 715 - Displayed. 12 (1.7%) Frofile: Default

1
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Wireshark Plots for WINNF.FT.C.SCS.4 Test Case ID

WINNF.FT.C.5CS 4 peapn =T
peapng

File Edit View Go Capture Analyze Statistics  Telephony  Wireless Iools  Help

A @ LERB Res=FaEEaQaH

[ [ipaddr = 192.168.1 4 & ip.eddr = 192.168.1 40 22 s [x] -] Expression=  +
Time Source Destination. Protocol Info -
2020-88-25 ©2:49:13.847628 192.168.1.48 192.168.1.4 TLSv1.2 Client Hello |
2020-08-25 02:49:13.847749 192.168.1.4 192.168.1.40 TLSv1.2 Server Hello

2020-08-25 02:49:13.848034 192.168.1.4 192.168.1.40 TLSv1.2 Certificate, Certificate Request, Server Hello Done

2020-08-25 ©2:49:13.851002 192.168.1.40 192.168.1.4 TLSv1.2 Certificate [TCP segment of a reassembled PDU]

2020-88-25 ©2:49:13.851004 192.168.1.48 192.168.1.4 TLSv1.2 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handsh: E
2020-08-25 02:49:13.866774 192.168.1.4 192.168.1.40 TLSv1.2 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message

2020-08-25 02:49:14.241706 192.168.1.48 192.168.1.4 TLSv1.2 Client Hello

2020-08-25 02:49:14.241871 192.168.1.4 192.168.1.48 TLSv1.2 Server Hello

2020-88-25 ©2:49:14.242302 192.168.1.4 192.168.1.48 TLSv1.2 Certificate, Certificate Request, Server Hello Done

2020-08-25 02:49:14.245207 192.168.1.48 192.168.1.4 TLSv1.2 Certificate [TCP segment of a reassembled PDU] |
2020-08-25 02:49:14.245209 192.168.1.48 192.168.1.4 TLSv1.2 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handsh, il
< | . »

» Frame 2: 2962 bytes on wire (23696 bits), 2962 bytes captured (23696 bits) on interface @ =

> Ethernet II, Src: Dell c8:6@:e7 (P@:24:e8:c8:60:e7), Dst: PcsCompu_b@:82:b@ (B8:008:27:b8:82:b8)
> Internet Protocol Version 4, Src: 192.168.1.4, Dst: 192.168.1.48
> Transmission Control Protocol, Src Port: 5080, Dst Port: 32774, Seq: 1, Ack: 387, Len: 2896
4 Secure Sockets Layer
4 TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (@x8303)

Length: 53

4 Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 49
Version: TLS 1.2 (©8x8303)
Random: 9b79dlec4f9a7e9bd@815b72be5e3cf55f4a75b280delbld. . .
Session ID Length: @
Cipher Suite: TLS_RSA WITH_AES_256 GCM_SHA384 (©8x009d)
Compression Method: null (@)
Extensions Length: 9

> Fxtensinn: renegntiatinn infn {len=1}

1

() 7 Cipher Suite (ssL handshake ciphersuite), 2 bytes FPackets: 14 Displayed: 12 (85.7%) Frofile: Default
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Wireshark Plots for WINNF.FT.C.SCS.5 Test Case ID

|4 sz

File Edit View Go Capture Analyze Statistics  Telephony  Wireless Iools  Help

Am @ lBRE Qes=TaEEQQQEH

[ [ipaddr = 192.168.1 4 & ip.eddr = 192.168.1 40 22 s [x] -] Expression=  +
Time Source Destination. Protocol Info -
2020-88-25 ©2:51:10.725188 192.168.1.48 192.168.1.4 TLSv1.2 Client Hello |
2020-08-25 02:51:18.725315 192.168.1.4 192.168.1.40 TLSv1.2 Server Hello
2020-08-25 02:51:18.725668 192.168.1.4 192.168.1.40 TLSv1.2 Certificate, Certificate Request, Server Hello Done
2020-08-25 ©2:51:10.728922 192.168.1.40 192.168.1.4 TLSv1.2 Certificate [TCP segment of a reassembled PDU]
2020-88-25 ©2:51:10.728924 192.168.1.48 192.168.1.4 TLSv1.2 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handsh: E
2020-08-25 02:51:10.745286 192.168.1.4 192.168.1.40 TLSv1.2 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
2020-08-25 ©2:51:11.884025 192.168.1.48 192.168.1.4 TLSv1.2 Client Hello
2020-08-25 02:51:11.084142 192.168.1.4 192.168.1.48 TLSv1.2 Server Hello
2020-88-25 ©2:51:11.084447 192.168.1.4 192.168.1.48 TLSv1.2 Certificate, Certificate Request, Server Hello Done
2020-08-25 02:51:11.087742 192.168.1.48 192.168.1.4 TLSv1.2 Certificate [TCP segment of a reassembled PDU] |
2020-08-25 02:51:11.887744 192.168.1.48 192.168.1.4 TLSv1.2 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handsh, il
< | . »

» Frame 537: 2962 bytes on wire (23696 bits), 2962 bytes captured (23696 bits) on interface @ =

> Ethernet II, Src: Dell c8:6@:e7 (P@:24:e8:c8:60:e7), Dst: PcsCompu_b@:82:b@ (B8:008:27:b8:82:b8)
> Internet Protocol Version 4, Src: 192.168.1.4, Dst: 192.168.1.48
> Transmission Control Protocol, Src Port: 5@@@, Dst Port: 32808, Seq: 1, Ack: 387, Len: 2896
4 Secure Sockets Layer
4 TLSv1.2 Record Layer: Handshake Protocol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (@x8303)

Length: 53

4 Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 49
Version: TLS 1.2 (©8x8303)
Random: 979d9757@105da57d@cf@e87c1d124bfd637a77999214509. ..
Session ID Length: @
Cipher Suite: TLS_RSA WITH_AES_256 GCM_SHA384 (©8x009d)
Compression Method: null (@)
Extensions Length: 9
> Fxtensinn: renegntiatinn infn {len=1}

() 7 Cipher Suite (ssL handshake ciphersuite), 2 bytes FPackets: 613 - Displayed. 12 (1.9%) * Dropped: 0 (0.0%) Frofile: Default

1
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CRL and OCSP Verify Plots

Appendix D

CRL and OCSP Verify Plots for WINNF.FT.C.SCS.2 Test Case ID

1186 2020-68-25 03: 14.326937545 192.168.1.468 192.168.1.

324 Request

1108 2020-08-25 ©3:03:14.328150576 192.168.1.5 192.168.1.40 OCSP 244 Response
1130 2020-08-25 03:03:14.649947682 192.168.1.40 192.168.1.5 OCSP 324 Request
1132 2020-08-25 ©3:03:14.652111974 192.168.1.5 192.168.1.40 OCSP 244 Response

ties 4 Wireshark = Tue 03:05 @
*any x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
d = B B KRB Q¢ 2 o €2 = B = 0 E
[u|0csp <] '] Expression... +
No Time Source Destination Protocol |Length Info

»-Frame 1106: 324 bytes on wire (2592 bits), 324 bytes captured (2592 bits) on interface ©
» Linux cooked capture
»-Internet Protocol Version 4, Src: 192.168.1.40, Dst:
» Transmission Control Protocol, Src Port: 51376,
» Hypertext Transfer Protocol
w Online Certificate Status Protocol

w tbsRequest

192.168.1.5

Dst Port: 80, Seq: 1, Ack: 1, Len: 256

- requestlist: 1 item
w Request
- reqCert
»-hashAlgorithm (SHA-1)
issuerNameHash: f8941f27aficffd7f3ddsdedf23efofec516a004
issuerKeyHash: d5118439465e651d2b4093dfca4577d89925aa029
serialNumber: 14727537143973195986
1 item

» requestExtensions:

© 7 wireshark_any_20200825015031_5TeZRt.pcapng Packets: 1341 - Displayed: 4 (0.3%)

Profile: Default
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sromronta® Time Test for Getting Grant Plots

Appendix E

1 second within any 10-second period

Spectrum Analyzer

SEMSE:INT MALIGN OFF
Avg Type: Log-Pwr

PNO: Fast —»— THig: Video
IFGain:L ow #Atten: 20 dB

Ref Offset 19.4 dB
Ref 29.40 dBm

Center 3.655000000 GHz
Res BW 1.0 MHz #VBW 1.0 MHz Sweep 10.00 s (40001 pts

MSG [& STATUS

Free Run

Videob
(IF Envelope)

Linel>

External 1>

External 20>

RF BurstD
(Wideband)

Calculated Result

Sample Time
250us

AllTK Time
75.73ms
AllTX Sample
303

Duty Cycle
0.007575
Ti[s]  T2[s]
s 10s
Tis]  T4s]
NaMs | NaNs

The sum of On Time (aggregated time from marker 1 to 2): 0.075s < 1s = PASS
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