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TEST REPORT

Application No.: KSCR2209001820AT(SZCR2209003010AT)

FCC ID: 2AG32PBS41010

Applicant: Baicells Technologies Co., Ltd.

Address of Applicant: 9-10F, 1stBldg., No.81BeigingRoad, Haidian District, Beijing, China
Manufacturer: Baicells Technologies Co., Ltd.

Address of Manufacturer: 9-10F, 1stBldg., No.81BeigingRoad, Haidian District, Beijing, China
Equipment Under Test (EUT):

EUT Name: LTE Base Station
Model No.: pBS41010

Trade Mark: Baicells
Standard(s); FCC 47 CFR Part 96

KDB 940660 D01 V03
CBRSA-TS-9001-V1.2.1
WINNF-TS-0122-V1.0.2

Date of Receipt: 2022-08-30

Date of Test: 2022-09-01 to 2022-09-23
Date of Issue: 2022-09-26

Test Result: Pass*

* In the configuration tested, the EUT complied with the standards specified above.

Eric Lin
Laboratory Manager
The manufacturer should ensure that all products in series production are in conformity with the product sample detailed in this report.
If the product in this report is used in any configuration other than that detailed in the report, the manufacturer must ensure the new
system complies with all relevant standards. Any mention of SGS International Electrical Approvals or testing done by SGS
International Electrical Approvals in connection with, distribution or use of the product described in this report must be approved by
SGS International Electrical Approvals in writing.
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2 Test Summary

Test Summary for CBSD under control of Domain Proxy

Item Standard Test Case ID Result

Domain Proxy Multi-Step registration WINN\I/:1-'I;)SéO122- WINNF.FT.D.REG.2 Pass

Domain Proxy Single-Step registration WINNF-TS-0122-

for CBSD with CPI signed data V1.0.2 WINNF.FT.D.REG.6 Pass

Domain Proxy Missing Required WINNF-TS-0122-

parameters (responseCode 102) V1.0.2 WINNF.FT.D.REG.9 Pass

Domain Proxy Pending registration WINNF-TS-0122-

(responseCode 200) V1.0.2 WINNF.FT.D.REG.11 Pass

Domain Proxy Invalid parameters WINNF-TS-0122-

(responseCode 103) V1.0.2 WINNF.FT.D.REG.13 Pass

Domain Proxy Blacklisted CBSD WINNF-TS-0122-

(responseCode 101) V1.0.2 WINNF.FT.D.REG.15 Pass

Domain Proxy Unsupported SAS WINNF-TS-0122-

protocol version responseCode 100) V1.0.2 WINNF.FT.D.REG.17 Pass

Domain Proxy Group Error WINNF-TS-0122-

(responseCode 201) V1.0.2 WINNF.FT.D.REG.19 Pass

Unsuccessful Grant WINNF-TS-0122-

responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.C.GRA1 Pass

Unsuccessful Grant

responseCode=401 W'NN\'/:{TOSémzz' WINNF.FT.C.GRA.2 Pass

(GRANT_CONFLICT) e

Domain Proxy Heartbeat Success WINNF-TS-0122-

Case (first Heartbeat Response) V1.0.2 WINNF.FT.D.HBT.2 Pass

Heartbeat responseCode=105 WINNF-TS-0122-

(DEREGISTER) V1.0.2 WINNF.FT.C.HBT.3 Pass

Heartbeat responseCode=501

(SUSPENDED_GRANT) in First WINNF-TS-0122- | \\NNF.FT.C.HBT 5 Pass
V1.0.2

Heartbeat Response

Heartbeat responseCode=501

(SUSPENDED_GRANT) in WINNP-TS-0122- |\ \NNF.FT.C.HBT.6 Pass
V1.0.2

Subsequent Heartbeat Response

Heartbeat responseCode=502 WINNF-TS-0122-

(UNSYNC_OP_PARAM) V1.0.2 WINNF.FT.C.HBT.7 Pass

Domain Proxy Heartbeat

responseCode=500 WINRETS0122 | WINNFFT.D.HBT.8 Pass

(TEMINATED_GRANT) e

Heartbeat Response Absent (First WINNF-TS-0122-

Heartbeat) V1.0.2 WINNF.FT.C.HBT.9 Pass

Heartbeat Response Absent WINNF-TS-0122-

(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass

Doma_in Proxy Registratiorj Response WINNF-TS-0122- WINNF.ET.D.MES.2 Pass

contains measReportConfig V1.0.2
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Test Summary for CBSD under control of Domain Proxy

Item Standard Test Case ID Result
Grant Response contains WINNF-TS-0122-
measReportConfig V1.0.2 WINNF.FT.C.MES.3 Pass
Domain Proxy Heartbeat Response WINNF-TS-0122-
contains measReportConfig V1.0.2 WINNF.FT.D.MES.5 Pass
Domain Proxy Successful WINNF-TS-0122-
Relinquishment V1.0.2 WINNF.FT.D.RLQ.2 Pass
Domain Prc_)xy Successful WINNF-TS-0122- WINNF FT.D.DRG.2 Pass
Deregistration V1.0.2
Successful TLS connection between WINNF-TS-0122-
UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS1 Pass
TLS failure due to revoked certificate WINPT 01227 | WINNFFT.C.5CS.2 Pass
TLS failure due to expired server WINNF-TS-0122- WINNE ET.C.SCS.3 Pass
certificate V1.0.2
TLS failure when SAS Test Harness WINNF-TS-0122-
certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS4 Pass
TLS failure when certificate at the SAS WINNF-TS-0122- WINNF.FT.C.SCS.5 Pass
Test Harness is corrupted V1.0.2
UUT RF Transmit Power Measurement | v 1> 91227 | WINNF.PT.C.HBT 1 Pass
SAS Version: 1.0.0.3

Test Summary for Standalone CBSD

Item Standard Test Case ID Result
Multi-Step registration WINRPTS 01227 | WINNF FT.C.REG.1 Pass
Single-Step registration for CBSD with WINNF-TS-0122-
CPI signed data V1.0.2 WINNF.FT.C.REG.5 Pass
Missing Required parameters WINNF-TS-0122-
(responseCode 102) V1.0.2 WINNF.FT.C.REG.8 Pass
Pending registration (responseCode WINNF-TS-0122-
200) V1.0.2 WINNF.FT.C.REG.10 Pass
Invalid parameter (responseCode 103) W'NN\'/:;TOSémzZ WINNF.FT.C.REG.12 Pass
Blacklisted CBSD (responseCode 101) W'NN\f{TOSémzz' WINNF.FT.C.REG.14 Pass
Unsupported SAS protocol version WINNF-TS-0122-
(responseCode 100) V1.0.2 WINNF.FT.C.REG.16 Pass
Group Error (responseCode 201) WINN\T{-BSéOQZ' WINNF.FT.C.REG.18 Pass
Unsuccessful Grant WINNF-TS-0122-
responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.D.GRA 1 Pass
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Test Summary for Standalone CBSD

Item Standard Test Case ID Result

Unsuccessful Grant

responseCode=401 W'NN\';TOSémzz' WINNF.FT.C.GRA 2 Pass

(GRANT_CONFLICT) e

Heartbeat Success Case (first WINNF-TS-0122-

Heartbeat Response) V1.0.2 WINNF.FT.C.HBT.1 Pass

Heartbeat responseCode=105 WINNF-TS-0122-

(DEREGISTER) V1.0.2 WINNF.FT.C.HBT.3 Pass

Heartbeat responseCode=500 WINNF-TS-0122-

(TERMINATED_GRANT) V1.0.2 WINNF.FT.C.HBT.4 Pass

Heartbeat responseCode=501

(SUSPENDED_GRANT) in First WINNP-TS-0122- |\ ,NNF.FT.C.HBT 5 Pass
V1.0.2

Heartbeat Response

Heartbeat responseCode=501

(SUSPENDED_GRANT) in WINNP-TS-0122- | \\|NNF.FT.C.HBT 6 Pass
V1.0.2

Subsequent Heartbeat Response

Heartbeat responseCode=502 WINNF-TS-0122-

(UNSYNC_OP_PARAM) V1.0.2 WINNF.FT.C.HBT.7 Pass

Heartbeat Response Absent (First WINNF-TS-0122-

Heartbeat) V1.0.2 WINNF.FT.C.HBT.9 Pass

Heartbeat Response Absent WINNF-TS-0122-

(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass

Successful Relinquishment WINN\l/:{-BSéOQZ_ WINNF.FT.C.RLQ.1 Pass

Successful Deregistration W'NN\'/:;TOSéom' WINNF.FT.C.DRG.1 Pass

Successful TLS connection between WINNF-TS-0122-

UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS1 Pass

TLS failure due to revoked certificate WINPT 01227 | WINNFFT.C.SCS.2 Pass

TLS failure due to expired server WINNF-TS-0122- WINNE FT.C.SCS 3 Pass

certificate V1.0.2

TLS failure when SAS Test Harness WINNF-TS-0122-

certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS 4 Pass

TLS failure when certificate at the SAS WINNF-TS-0122- WINNF FT.C.SCS.5 Pass

Test Harness is corrupted V1.0.2

UUT RF Transmit Power Measurement WINN\l/:{-I;)SéOQZ_ WINNF.PT.C.HBT Pass

SAS Version: 1.0.0.3

The UUT is a BTS-CBSD which can operate under under control of Domain Proxy or operate as
standalone CBSD. According to the specifications of the manufacturer, it must comply with the
requirements of the following standards:
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Test standards:

CBRSA-TS-9001-V1.2.1

CBRS Alliance Certification Test Plan

WINNF-TS-0122-v1.0.2

Test and Certification for Citizens Broadband Radio Service (CBRS); Conformance and Performance
Test Technical Specification; CBSD/DP as Unit Under Test (UUT)

KDB 940660 D01 Part 96 CBRS Eqpt v03
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4 General Information
4.1 Details of E.U.T.
Power supply: Adapter Model NO.: G0566-480-100
Input: 100-240V~50/60Hz, 1.5A
Output: 48V, 1.0A
Sample Type: Fixed device
CBSD Class: B
Transmitter Frequency Band: LTE Band 48
Transmitter Frequency Range: 3550~3700MHz
Hardware Version: Ver.EO1
Software Version: BaiBS_QRTB_2.11.2_V4
Test sample: SN1: 1202000291216HB0056
SN2: 1202000240194DP0023(FCC ID: 2AG32MBS3100196N)
Antenna Gain: 13.5dBi
Supported Carrier: Max 1
MIMO Type: 2*2 MIMO
Note: The UUT is a BTS-CBSD which can operate under under control of Domain Proxy or operate
as standalone CBSD. Domain Proxy information show as below:
Model No. of Domain Proxy: LICA-1513A
Software Version of Domain Proxy: BaiOMC_7.0.3

4.2 Description of CBSD/DP Support Features

Test Summary for CBSD under control of Domain Proxy
Condition Feature Description Supported

C1 Mandatory for UUT which supports multi-step registration message. Y

Cc2 Mandatory for UUT which supports single-step registration with no CPI- N
signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

C4 Mandatory for UUT which supports Y
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT Y
measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the N
UUT and prior to sending a deregistration.
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Test Summary for Standalone CBSD

Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
C2 Mandatory for UUT which supports single-step registration with no CPI- N

signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

C4 Mandatory for UUT which supports N
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT N

measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the N
UUT and prior to sending a deregistration.

Y: Supported
N: Not supported
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4.3 Summary of Test Results

Test Summary for CBSD under control of Domain Proxy

Classes Test Case Items Pass Items Pass Rate (%)
FT (CBSD, DP/CBSD) 28 28 100
PT (CBSD, DP/CBSD) 1 1 100
Total 29 29 100

Test Summary for Standalone CBSD

Classes Test Case ltems Pass Items Pass Rate (%)
FT (CBSD, DP/CBSD) 25 25 100
PT (CBSD, DP/CBSD) 1 1 100
Total 26 26 100

Note:

1. Functional Test (FT): Test to validate the conformance of the Protocols and functionalities
implemented in the CBSD/DP UUT to the requirements developed by WinnForum and supporting
FCC/DoD requirements.

2. Field/Performance Test (PT): Test to check the capability of the CBSD/DP UUT to support various
traffic models and actual operations in the field.

4.4 Measurement Uncertainty

No. Item Measurement Uncertainty
1 Radio Frequency +7.25x 108
2 RF conducted power +0.75dB
3 Temperature test +1°C
4 Humidity test 1+ 3%
5 Supply voltages +1.5%
6 Time + 3%

4.5 Description of Support Units

Description Manufacturer Model No. Serial No.
CPE SMAWAVE USB Dongle /

EPC Lanner Electronics Inc. LICA-1513A LR202002004052
Router TP-LINK TL-R860+ 1175379002425
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4.6 Test Location

All tests were performed at:

Compliance Certification Services (Kunshan) Inc.

No.10 Weiye Rd, Innovation park, Eco&Tec, Development Zone, Kunshan City, Jiangsu, China.
Tel: +86 512 5735 5888 Fax: +86 512 5737 0818

No tests were sub-contracted.

4.7 Test Facility
The test facility is recognized, certified, or accredited by the following organizations:
* A2LA (Certificate No. 2541.01)
Compliance Certification Services (Kunshan) Inc. is accredited by the American Association for
Laboratory Accreditation (A2LA). Certificate No. 2541.01.
* FCC (Designation Number: CN1172)
Compliance Certification Services (Kunshan) Inc. has been recognized as an accredited testing
laboratory. Designation Number: CN1172.
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5 Equipment List
. Cal. Date Cal. Due date
Test Equipment Manufacturer Model No. |Inventory No.
quip i (yyyy-mm-dd) | (yyyy-mm-dd)
Laptop Lenovo Y510P HFL000026 N/A N/A
Spectrum Analyzer KEYSIGHT N9020A KUSZP}; MOO| 5020108122 | 2023/08/21
Shield Room oaell N/A KS301115-2 N/A N/A
Coaxial Cab ‘le Thermax N/A 14 2021/10/16 | 2022/10/15
Attenuator Mini-Circuits NAT-6-2W 15542-1 N.C.R. N.C.R.
H“m'd'tmgg’erat“re Anymetre TH603 CZ?OO)OO“‘” " 2021110114 | 2022110113
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Test Method and Environment

6.1 CBSD/DP Conformance and Performance
Test Requirement: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2
Test Method: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2
WINNF-IN-0156_WInnForum_SAS_ Test Harness CBSD UUT_Tutorial_
vl 0 .0_1

6.2 CBSD Test Procedure

a. Connect the UUT to SAS Test Harness system and RF Test instruments via the CBSD interface
and RF components. The highest level is set to test configuration.

UUT shall be UTC time synchronized

The frequency band is granted and set as UUT supported Modulation and Channels, transmitted
power of the UUT according to it granted parameters from the SAS TestHarness.

d. Each test case results were recorded and validated by SAS Test Harness system and RF
instruments test cases was recorded test results from SAS Test Harness system.
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6.3 Test Environment

Test Harness Version: V1.0.0.3
Operating System: Microsoft Windows 10
TLS Version: 1.2

Python Version:

2.713

Environmental Conditions: 25deg. C, 65%RH

Input Power:

6.4 Test Setup
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7 Test Data For CBSD Under Control of Domain Proxy
7.1 CBSD Registration Process

711 WINNF.FT.D.REG.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with the
1 SAS Test Harness h h
® UUT is in the Unregistered state
DP with two CBSD sends correct Registration request information, as specified in
[n.5], in the form of one 2-element Array or as individual messages to the SAS Test
Harness:
® The required userld, fccld and cbsdSerialNumber registration parameters
shall be sent for each CBSD and conform to proper format and acceptable
5 | O
® Any REG-conditional or optional registration parameters that may be Pass Fail
included in the message shall be verified that they conform to proper format
and are within acceptable ranges.
Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.
@ SAS Test Harness sends a CBSD Registration Response in the form of one
2-element Array or individual messages as follows:
3 cbsdld = Ci - -
measReportConfig shall not be included
responseCode = 0 for each CBSD
After completion of step 3, SAS Test Harness will not provide any positive response
4 | (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u 0
® UUT shall not transmit RF Pass | Fail
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7.1.2 WINNF.FT.D.REG.6

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
1 @® UUT is in the Unregistered state - -
@ All of the required and REG-Conditional parameters shall be configured and
CPI signature provided

DP with two CBSD sends correct Registration request information, as specified in
[n.5], in the form of one 2-element Array or as individual messages to the SAS Test
Harness:

® The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airlnterface, measCapability and cpiSignatureData m m
registration parameters shall be sent from the CBSD and conform to proper | pass | Fail
format and acceptable ranges.

® Any optional registration parameters that may be included in the message
shall be verified that they conform to proper format and are within acceptable
ranges.

® SAS Test Harness sends a CBSD Registration Response in the form of one
2-element Array or individual messages as follows:

3 - cbsdld = Ci -- --

- measReportConfig shall not be included

- responseCode = 0 for each CBSD

After completion of step 3, SAS Test Harness will not provide any positive response
4 | (responseCode=0) to further request messages from the UUT. - --

Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u ]
® UUT shall not transmit RF Pass Fail
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7.1.3 WINNF.FT.D.REG.9

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

5 The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a cbsdld.

- responseCode = 102 for CBSD1 and CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -

Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u u]
® UUT shall not transmit RF Pass | Fail

7.1.4 WINNF.FT.D.REG.11

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® UUT has successfully completed SAS Discovery and Authentication with _ _

SAS Test Harness
® UUT is in the Unregistered state

2 The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a cbsdld.

- responseCode = 200 for CBSD1 and CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
4 | response (responseCode=0) to further request messages from the UUT. - -

Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u u]
® UUT shall not transmit RF Pass Fail
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7.1.5 WINNF.FT.D.REG.13

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

5 The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

3 - SAS response does not include a cbsdld. -- --
- responseCode = 0 for CBSD1

- responseCode = 103 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
4 | response (responseCode=0) to further request messages from the UUT. - -

Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u D.
® UUT shall not transmit RF Pass Fail

7.1.6  WINNF.FT.D.REG.15

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
y ® UUT has successfully completed SAS Discovery and Authentication with _ _

SAS Test Harness
® UUT is in the Unregistered state

> The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

3 - SAS response does not include a cbsdld. -- --
- responseCode = 0 for CBSD1

- responseCode = 101 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -

Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u u]
® UUT shall not transmit RF Pass | Fail
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7.1.7 WINNF.FT.D.REG.17

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

5 The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

- SAS response does not include a cbsdld.

- responseCode = 100 for CBSD1 and CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -

Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u u]
® UUT shall not transmit RF Pass | Fail

7.1.8 WINNF.FT.D.REG.19

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® UUT has successfully completed SAS Discovery and Authentication with _ _

SAS Test Harness
® UUT is in the Unregistered state

2 The DP with two CBSDs sends a Registration request in the form of one 2-element
Array or as individual messages to SAS Test Harness.

SAS Test Harness sends a CBSD Registration Response in the form of one 2-
element Array or as individual messages as follows:

3 - SAS response does not include a cbsdld. -- --
- responseCode = 0 for CBSD1

- responseCode = 201 for CBSD2

After completion of step 3, SAS Test Harness will not provide any positive
4 response (responseCode=0) to further request messages from the UUT. - -

Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u D.
® UUT shall not transmit RF Pass Fail
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7.2 CBSD Spectrum Grant Process
7.21  WINNF.FT.C.GRA.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness, with cbsdld = C

2 | UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C -- --
- responseCode = 400

After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u u]
® UUT shall not transmit RF Pass Fail

7.2.2 WINNF.FT.C.GRA.2

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness, with cbsdld = C

2 | UUT sends valid Grant Request. - -

SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 400

After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u .|
® UUT shall not transmit RF Pass Fail
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7.3 CBSD HeartBeat Process
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7.3.1 WINNF.FT.D.HBT.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 ® DP has two CBSD registered successfully with SAS Test Harness, with - -
cbsdld = Ci, i={1,2}
DP sends a message:

2 ® [f message is type Spectrum Inquiry Request, go to step 3, or - --

® If message is type Grant Request, go to step 5
DP sends a Spectrum Inquiry Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Spectrum Inquiry Request message is formatted correctly for each CBSD,

3 | including for CBSDi, i={1,2}: u O
) cbsdld = Ci Pass Fail
® List of frequencyRange objects sent by DP are within the CBRS frequency

range
If a separate Spectrum Inquiry Request message was sent for each CBSD, the SAS
Test Harness shall respond to each Spectrum Inquiry Request message with a
separate Spectrum Inquiry Response message.
If a single Spectrum Inquiry Request message was sent containing a 2-object array
(one per CBSD), the SAS Test Harness shall respond with a single Spectrum Inquiry
4 Response message containing a 2-object array. _ .

Verify parameters for each CBSD within the Spectrum Inquiry Response message
are as follows, for CBSDi, i={1,2}:

® cbsdld =Ci

® availableChannel is an array of availableChannel objects

® responseCode =0
DP sends a Grant Request message for each CBSD. This may occur in a separate
message per CBSD, or together in a single message with array of 2.
Verify Grant Request message is formatted correctly for each CBSD, including for
CBSDi, i={1,2}:

5 ® cbsdld=C u m]

® maxEIRP is at or below the limit appropriate for CBSD category as defined | Fass | Fail
by Part 96
® operationFrequencyRange, Fi, sent by UUT is a valid range within the CBRS
band
If a separate Grant Request message was sent for each CBSD, the SAS Test
Harness shall respond to each Grant Request message with a separate Grant
Response message.
If a single Grant Request message was sent containing a 2-object array (one per
CBSD), the SAS Test Harness shall respond with a single Grant Response message

6 containing a 2-object array.

Verify parameters for each CBSD within the Grant Response message are as
follows, for CBSDi, i={1,2}:

® cbsdld =Ci

® grantld = Gi = a valid grant ID
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® grantExpireTime = UTC time greater than duration of the test
® responseCode =0
Ensure DP sends first Heartbeat Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message is formatted correctly for each CBSD, including,

;| for CBSDii={1,2): u .
® cbsdid = Ci, i={1,2} Pass | Fail
® grantld = Gi, i={1,2}

@ operationState = “GRANTED”
If a separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.
If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.

8 Verify parameters for each CBSD within the Heartbeat Response message are as - -

follows, for CBSDi:

® cbsdld = Ci

® grantld =Gi

® transmitExpireTime = current UTC time + 200 seconds

® responseCode =0
For further Heartbeat Request messages sent from DP after completion of step 8,
validate message is sent within latest specified heartbeatInterval for CBSDi:

® cbsdld =Ci

® grantld = Gi

® operationState = “AUTHORIZED”

9 | O
and SAS Test Harness responds with a Heartbeat Response message including the | Pass Fail
following parameters, for CBSDi

® cbsdld =Ci

® grantld = Gi

® transmitExpireTime = current UTC time + 200 seconds

® responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Monitor the RF output of the UUT from start of test until RF
transmission commences. Verify:

10 ® UUT does not transmit at any time prior to completion of the first heartbeat u D_

response Pass Fail
® UUT transmits after step 8 is complete, and its transmission is limited to
within the bandwidth range Fi.
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7.3.2 WINNF.FT.C.HBT.3

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
O validgrantld =G
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
latest Heartbeat Response, and formatted correctly, including: [ ] O
2 ® cbsdld=C Pass | Fail
® grantld=G

® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

® cbsdld=C

® grantld=G

® transmitExpireTime = T = Current UTC time

® responseCode = 105 (DEREGISTER)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify: [ | O
5 ® UUT shall stop transmission within (T + 60 seconds) of completion of step 3 | Pass Fail
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7.3.3 WINNF.FT.C.HBT.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
1 O validgrantld =G -- --
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is formatted correctly, including:
= | O

2 ® cbsdld=C P Fai

® grantld=G ass al

® operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, including the following

parameters:
3 ® cbsdld=C
® grantld=G - -

® transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_ GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest
specified heartbeatinterval, and is correctly formatted with parameters:

® cbsdild=C

® grantld=G

® operationState = “GRANTED”

| O

5| B. UUTsendsa Relinquishment request message. Ensure message is correctly Pass Fail

formatted with parameters:

® cbdsld=C

® grantld=G

Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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7.3.4 WINNF.FT.C.HBT.6

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C

1 O validgrantld =G _ _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,
and is formatted correctly, including: H O
2 ® cbsdid=C Pass | Fail
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
® cbsdild=C
3 ® grantld=G . .

® transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within latest
specified heartbeatinterval, and is correctly formatted with parameters:

® cbsdld=C

® grantld=G

® operationState = “GRANTED”

| O

5| B. UUTsendsa Relinquishment request message. Ensure message is correctly Pass Fail

formatted with parameters:

® cbdsld=C

® grantld=G

Monitor the RF output of the UUT. Verify:
® UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.5 WINNF.FT.C.HBT.7

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
O validgrantld =G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,
and is formatted correctly, including: H O
2 ® cbsdid=C Pass | Fail
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
® cbsdild=C
3 ® grantld=G . .

® transmitExpireTime = T = current UTC time
® responseCode = 502 (UNSYNC_OP_PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters:
5 O «cbsdld=C
O grantld=G
Monitor the RF output of the UUT. Verify:
@® UUT shall stop transmission within (T+60) seconds of completion of step 3

Pass Fail
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7.3.6 WINNF.FT.D.HBT.8

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® DP has two CBSD registered successfully with SAS Test Harness
® Each CBSD {1,2} has a valid single grant as follows
O valid cbsdld = Ci, i={1,2}
1 O valid grantld = Gi, i={1,2} _ _
O grantis for frequency range Fi, power Pi
O grantExpireTime = UTC time greater than duration of the test
® Both CBSD are in AUTHORIZED state and transmitting within their granted
bandwidth on RF interface
DP sends a Heartbeat Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of size 2.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

2 | andis formatted correctly for each CBSD, including, for CBSDi i={1,2}: u D,
® cbsdid = Ci, i ={1,2} Pass | Fail
® grantld =Gi,i={1,2}
® operationState = “AUTHORIZED”

If separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.

Parameters for each CBSD within the Heartbeat Response message should be as
follows, for CBSDi:

3 ® cbsdld =Ci -- --
® grantld = Gi
® For CBSD1:

O transmitExpireTime = current UTC time + 200 seconds

O responseCode =0

® For CBSD2:

O transmitExpireTime = T = current UTC time

O responseCode = 500 (TERMINATED_GRANT)
After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT.
If CBSD sends further Heartbeat Request messages for CBSD1, SAS Test Harness
shall respond with a Heartbeat Response message with parameters:

® cbsdld = C1

4 ® grantld = G1 - -
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
® Heartbeat Request message is within heartbeatInterval of previous

Heartbeat Request message
Monitor the RF output of CBSD2. Verify:
5 ® CBSD2 shall stop transmission within bandwidth F2 within (T + 60 seconds) P- D.
. ass Fail
of completion of step 3
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7.3.7 WINNF.FT.C.HBT.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
1 O validgrantld =G _ _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state(i.e. has not performed its
first Heartbeat Request)
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,
and is formatted correctly, including: H O
2 ® cbsdid=C Pass | Fail
® grantld=G
® operationState = “GRANTED”
After completion of step 2, SAS Test Harness does not respond to any further
3 ° : : -- --
messages from UUT to simulate loss of network connection
Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify:| B U
4 ® At any time during the test, UUT shall not transmit on RF interface Pass | Fail
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7.3.8 WINNF.FT.C.HBT.10
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
1 O validgrantld =G _ _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth
F on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,
and is formatted correctly, including: H O
2 ® cbsdid=C Pass | Fail
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
® cbsdild=C
3 ® grantld=G . .
® transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify:
5 ® UUT shall stop all transmission on RF interface within (transmitExpireTime + Pa.ss FEiI
60 seconds), using the transmitExpireTime sent in Step 3.
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7.4 CBSD Measurement Report

7.41

WINNF.FT.D.MES.2

Compliance Certification Services (Kunshan) Inc.

EEE' E Report No.: KSCR220900182001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness

DP sends a Registration Request message for each of two CBSD. This may occur in
a separate Request message per CBSD, or together in a single Request message
with array of 2.
Verify Registration Request message contains all required parameters properly
formatted for CBSDi, i={1,2}, and specifically:

® userld is present and correct

® fccld is present and correct

® cbsdSerialNumber is present and correct

® measCapability = “RECEIVED_POWER_WITHOUT GRANT”

Pass

Fail

If a separate Registration Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Registration Request message with a
separate Registration Response message.

If a single Registration Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single
Registration Response message containing a 2-object array.

Parameters for each CBSD within the Registration Response message should be as
follows, for CBSDi:

® cbsdld =Ci

® measReportConfig= “RECEIVED_POWER_WITHOUT_GRANT”

® responseCode =0

UUT sends a message:
® If message is type Spectrum Inquiry Request, go to step 5, or
® If message is type Grant Request, go to step 7

UUT sends message type Spectrum Inquiry Request. This may occur in a separate
message per CBSD, or together in a single message with array of 2. Verify Spectrum
Inquiry Request message contains all required parameters properly formatted for
CBSDi, i= {1,2}, and specifically:

® cbsdld =Ci

® measReport is present, and is a properly formatted rcvdPowerMeasReport.

Pass

Fail

If a separate Spectrum Inquiry Request message was sent for each CBSD by the
DP, the SAS Test Harness shall respond to each Spectrum Inquiry Request
message with a separate Spectrum Inquiry Response message.

If a single Spectrum Inquiry Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
Spectrum Inquiry Response message containing a 2-object array.

Parameters for each CBSD within the Spectrum Inquiry Response message should
be as follows:
® cbsdld =Ci

® availableChannel is an array of availableChannel objects
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® responseCode =0

UUT sends message type Grant Request message. This may occur in a separate
message per CBSD, or together in a single message with array of 2.

7 Verify the Grant Request message contains all required parameters properly [ ] O
formatted for CBSDi, i= {1,2}, and specifically: Pass Fail
® cbsdld =Ci

® measReport is present, and is a properly formatted rcvdPowerMeasReport.

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions for Electronic Documents at hitp://www.sgs.com/en/Terms-an -Conditions/Terms-e-Document. aspx
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client’s instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from_exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, forgery or falsification of the content or
K?'T’AKTN'J [ appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
2 | : i results shown in this test report refer only to the sample(s{ tested and such sample(s) are retained for 30 days only.

2, HSPECW“&TES“HQ SEW‘WS = Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
% or email: CN.Doccheck@sgs.com

No.10, Weiye Road, Innovation Park, Kunshan, Jiangsu, China 215300 1(86-512)57355688  1(86-512)57370818  www.sgsgroup.com.cn

HE I BUTEREELERFLEI0S #R% 215300 H(86-5612)57355888  [86-512)67370818  sgs.china@sgs.com
I

Test Report Form Version: Rev01 Member of the SGS Group (SGS SA)



LS

Page: 36 of 83

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220900182001

7.4.2 WINNF.FT.C.MES.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
1 SAS Test Harness - -
® UUT has successfully registered with SAS Test Harness, with cbsdld=C and
measCapability = “RECEIVED_POWER_WITH GRANT”
UUT sends a Grant Request message.
Verify Grant Request message contains all required parameters properly formatted,

2 and specifically: u D.
® cbsdld=C Pass Fail
® operationParam is present and format is valid

SAS Test Harness sends a Grant Response message, with the following parameters:
® cbsdld=C
® grantld = G = valid grant ID
® grantExpireTime = UTC time in the future

3 ® heartbeatinterval = 60 seconds -- --
® measReportConfig= “RECEIVED_POWER_WITH_GRANT”
® operationParam is set to valid operating parameters
® channelType = “GAA”
® responseCode =0

UUT sends a Heartbeat Request message. Verify message contains all required
parameters properly formatted, and specifically:

4 ® cbsdld=C u U
® grantid=G Pass Fail
® operationState = “GRANTED”

If Heartbeat Request message (step 4) contains measReport object, then:
® verify measReport is properly formatted as object rcvdPowerMeasReport
® end test, with PASS result

5 | O

else, if Heartbeat Request message (step 4) does not contain measReport object, Pass Fail
then:

® If number of Heartbeat Requests sent by UUT after Step 3 is = 5, then stop

test with result of FAIL

SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:

® cbsdld=C

® grantld=G

6 ® transmitExpireTime = current UTC time + 200 seconds - -
® responseCode =0

Go to Step 4, above
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7.4.3 WINNF.FT.D.MES.5

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220900182001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2} and measCapability =
“RECEIVED_POWER_WITH_GRANT”

® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD

® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.

® Grants have heartbeatinterval =60 seconds

Verify DP sends a Heartbeat Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:

® cbsdld =Ci

® grantld = Gi

® operationState = “AUTHORIZED”

Pass

Fail

If a separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.

If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.

Parameters for each CBSD within the Heartbeat Response message containing all
required parameters properly formatted, and specifically:

® cbsdld = Ci

® grantld =Gi

® measReportConfig= “RECEIVED_POWER_WITH_GRANT”

® responseCode =0

Verify DP sends a Heartbeat Request message for each CBSD. This may occur in a
separate message per CBSD, or together in a single message with array of 2.
Verify Heartbeat Request message contains all required parameters properly
formatted for each CBSD, and specifically, for CBSDi, i = {1,2}:

cbsdld = Ci

grantld = Gi

operationState = “AUTHORIZED”

Check whether measReport is present, and if present, ensure it is a properly
formatted rcvdPowerMeasReport object, and record its reception for each
CBSDi, i ={1,2}.

Pass

Fail

If Heartbeat Request message (step 4) contains measReport object, then:
® Verify measReport is properly formatted as object rcvdPowerMeasReport
® record which CBSD have successfully sent a measReport object

If all CBSDi, i = {1,2} have successfully sent a measReport object, then

Pass

Fail
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® end test, with PASS result
else, if the number of Heartbeat Requests sent per CBSD is 5 or more, then stop test
with result of FAIL

If a separate Heartbeat Request message was sent for each CBSD by the DP, the
SAS Test Harness shall respond to each Heartbeat Request message with a
separate Heartbeat Response message.
If a single Heartbeat Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Heartbeat
Response message containing a 2-object array.
6 Parameters for each CBSD within the Heartbeat Response message containing all -
required parameters properly formatted, and specifically:
® cbsdld = Ci
® grantld = Gi
® responseCode =0

Go to Step 4, above.
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7.5 CBSD Relinquishment Process
7.51 WINNF.FT.D.RLQ.2
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness
® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}
1 ® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD - -
® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.
Invoke trigger to relinquish UUT Grant from the SAS Test Harness
Verify DP sends a Relinquishment Request message for each CBSD. This may
occur in a separate message per CBSD, or together in a single message with array
of 2.
2 Verify Relinquishment Request message contains all required parameters properly u D_
formatted for each CBSD, specifically, for CBSDi: Pass | Fail
® cbsdld =Ci
® grantld =Gi
If a separate Relinquishment Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Relinquishment Request message was sent by the DP containing a 2-
object array (one per CBSD), the SAS Test Harness shall respond with a single
3 Response message containing a 2-object array. - -
Parameters for each CBSD within the Relinquishment Response shall be as follows:
® cbsdld =Ci
® grantld = Gi
® responseCode =0
After completion of step 3, SAS Test Harness will not provide any additional positive
4 response (responseCode=0) to further request messages from the UUT. - --
Monitor the RF output of each UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify:
5 ® UUT shall stop RF transmission at any time between triggering the u D_
relinquishments and UUT sending the relinquishment requests for each Pass Fail
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7.6 CBSD Deregistration Process

7.6.1

WINNF.FT.D.DRG.2

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220900182001

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® Each UUT has successfully registered with SAS Test Harness

® Each UUT is in the authorized state

® DP has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® DP has successfully registered 2 CBSD with SAS Test Harness, each with
cbsdld=Ci, i={1,2}

® DP has received a valid grant with grantld = Gi, i={1,2} for each CBSD

® Both CBSD are in Grant State AUTHORIZED and actively transmitting within
the bounds of their grants.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment request and receives Relinquishment response with
responseCode=0

Verify DP sends a Deregistration Request message for each CBSD. This may occur
in a separate message per CBSD, or together in a single message with array of 2.
Verify Deregistration Request message contains all required parameters properly
formatted for each CBSD, specifically, for CBSDi:

® cbsdld =Ci

Pass

Fail

If a separate Deregistration Request message was sent for each CBSD by the DP,
the SAS Test Harness shall respond to each request message with a separate
response message.
If a single Deregistration Request message was sent by the DP containing a 2-object
array (one per CBSD), the SAS Test Harness shall respond with a single Response
message containing a 2-object array.
Parameters for each CBSD within the Deregistration Response shall be as follows:
® cbsdld =Ci
® responseCode =0

After completion of step 4, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of each UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
® UUT stopped RF transmission at any time between triggering the
deregistration and either A OR B occurs:
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message

Pass

Fail
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7.7 CBSD Security Validation

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220900182001

7.71 WINNF.FT.C.SCS1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using ] 0
1 configured certificate.
®  Configure the SAS Test Harness to accept the security procedure and establish | Pass | Fail
the connection
®  Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
® Make sure that cipher suites from one of the following is selected, - O
2 ® TLS RSA_WITH_AES_128 GCM_SHA256 .
® TLS _RSA WITH AES 256 _GCM_SHA384 Pass | Fail
® TLS ECDHE _ECDSA WITH_AES 128 GCM_SHA256
® TLS ECDHE_ECDSA WITH_AES 256 GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM_SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - O
3 | ® UUT sends a registration request to the SAS Test Harness and the SAS .
Test Harness sends a Registration Response with responseCode = 0 and Pass Fail
cbsdid.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [ ] O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
7.7.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
1 | ® UUT shall start CBSD-SAS communication with the security procedures " H
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. .
®  Make sure that Mutual authentication does not happen between UUT and the Pass Fail
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u D.
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. - --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 | complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
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7.7.3 WINNF.FT.C.SCS.3
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. .
®  Make sure that Mutual authentication does not happen between UUT and the Pass Fail
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. - --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is u 0
5 | complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
7.7.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate .
®  Make sure that Mutual authentication does not happen between UUT and the Pass Fail
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
® SAS Test-Harness shall not receive any Registration request or any application
4 data. - --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is u 0
5 | complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
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7.7.5 WINNF.FT.C.SCS.5
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate p Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. - --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is u 0
5 | complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
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7.8 CBSD RF Power Measurement

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220900182001

7.8.1 WINNF.PT.C.HBT1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID =C
® UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O cbsdld=C
2 O grantld=G -- --
®  SAS Test Harness responds with Heartbeat Response, including: o cbsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - 0
3 .
® Note: it may be required for the vendor to provide a method or configuration Pass Fail
to bring the UUT to a mode which is required by the measurement
methodology. Any such mode is vendor-specific and depends upon UUT
behavior and the measurement methodology.
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RF measurement plot for Test Case:

® Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power
measurement method.
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Ant Loss Al .
Freq. | Concucted | ATETe on | EIRP PSD Limit Verdi
(MH2) (@8) (BmMMHz) | (@BmMHz) | O
(dBm/MHz) (dBi) (dB)

3555 13.738 13.5 3.0 3.01 33.248 34 Pass
3555 1.439 13.5 3.0 3.01 20.949 22 Pass
3555 -5.102 13.5 3.0 3.01 14.408 15 Pass
Note:

1. Array Gain=10log(n), n is the antenna number, for this test the n=2

2. EIRP PSD= Conducted PSD+ Antenna Gain+ Array Gain

3. Loss includes cable loss and loss of attenuator

Target Power: 34dBm/MHz
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Target Power: 22dBm/MHz
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8 Test Data Log For CBSD Under Control of Domain Proxy

Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.

8.1 WINNF.FT.C.SCS.1

£ A -oe =
TP REE HEY REG) ERO A SIHE) REY ZEW) TAD  HE
m & @ REReae=2ETFLIZ =qaab
(ATe= +
w Tine Souree Destination Protocol  Length lafo
J- 241 33.825257 192.168.24.151 192.168.24.183 TLSv1.2 239 Client Hello
242 33.925582 192.168.24.103 192.168.24.151 TLswi.2 3103 server Hello, Certificate, Certificate Request, Server Hello Done
245 33.029613 192.168.24.151 192.168.24.103 Tee 1514 45772 = 5009 [ACK] Seq=186 Ack=3@50 Win=35328 Len=1460 [TCP segment of 2 reassembled PDU]
248 33.830804 192.168,24.151 192.168.24.183 TLSwL.2 263 Certificate, Client Key Exchenge
249 33.845998 192.168.24.151 192.168.24.183 TLSW1.2 323 Certificate Verify
250 33.845988 192,168.24.151 192.168.24.183 TLSV1.2 68 Change Cipher Spec
251 33.045998 192.168.24.151 192.168.24.183 TLSWL.2 99 Encrypted Handshake Message
253 33,046508 192.168.24.103 192.168.24.151 TLowl.2 105 Change Cipher Spec, Encrypted Handshake Message
Frame 242: 3103 bytes on wire (24824 bits), 3103 bytes captured (24824 bits) on interface \Device\WPF_{B@251832-D678-4034-8151-977586750010}, id @
; Ethernet TI, Src: RealtekS_36:81:4e (8@:e@:4c:36:@1:4e), Dst: LannerEl 87:88:93 (9@:90:8hb:87:88:98)
Internet Protoccl Wersion 4, Src: 192.168.24.183, Dst: 192.168.24.151
> Transmission Control Protocol, Src Port: 5888, Dst Port: 45772, Seq: 1, Ack: 186, Len: 3848
~ Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (8x8383)
Length: 81
~ Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 77
version: TLS 1.2 (@xa3e3)
Random: 2d41@911f@334771611a0e4d737e2fde65960b2239ab97782912d22472194612
Session ID Length: 32
session ID: c@22761336e430a73be2bBEbc2deabbdbaboalsefilesadbradlacfisyases’
Cipher Suite: TLS_RSA_WITH_AES_12B_GCM_SHAZ56 (@x@a9c)
Compression Method: null (8)
Extensions Length: §
~ Extension: renegotiation_info (len=1)
Type: renegotiation_info (65281)
Length: 1
~ Renegotiation Info extension
Renegotiation info extension length: @
[2a3s Fullstring: 771,156,65281]
[7435: ccd5709d4a9027ec272ea8b2024c36F7]
~ TLSw1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake {22)
wersion: TLS 1.2 (8x@383)
Length: 2987
Hundshak: Prutu:ul Certifi:ot:
88 99 Bb B7 8B 98 88 e@ d4c 36 Bl de 83 28 45 8O LE N E
Y —— | #i: %0 - oRE: % 0N BT Dofanls

ARG T

{iication Serv ,:M‘Uﬂ.ﬂ&% /
'74‘%3 fon Seri R,
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8.2 W

INNF.FT.C.SCS.2

Page:
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A - & x
MHE) WEE WAV REG) EERO AR ST RSy TgEWw TAM FEH)
L EREB ReE=2ZF & = |aaqH
([ Toetp
o Tine saures Destination Brotoeol  Length  Info
29 -36.383383 192,168.24.151 192.168.24.183 HTTR 221 GET fcrlserver.crl HITP/1.1 —
31 -36.37186 192.168.24.103 192.168.24.151 HTTR 1132 HTTP/1.1 200 OK I
39 -36.180510 192.168.24.103 192.168.24.151 HTTP 682 POST /cell): £5tat ialtumber-1. pe iceType=enb HT
42 -35.173637 192.168.24.151 192.168.24.103 HTTR/330H 68 HTTR/1.1 280 , JavsScript Object Wotstion (spplication/isen)
44 -33.013357 192.168.24.103 192.168.24.151 HTTP 738 POST /msgPush/gethsg.action HITP/1.1 (application/x-www-form-urlencoded)
45 -33,8130090 192,169, 24.103 192,168.24.151 HTTP 623 POST /msgPush/getAlarmisg. action HTTP/1,1
a7 -32.398141 192.168.24.151 192.168.24.183 HTTR/ISOM 68 HTTP/1.1 208 , JavaScript Object Motation (application/json)
51 -32.281725 192.168.24.151 192.168.24.183 HTTR/350H 60 HTTP/1.1 288 , Javascript oh)e:: Motation (application/Json)
53 -30.187415 192.168.24.163 192.168.24.151 HTTR 682 POST /cell/: ialnumber=1. ceType=anb HT
56 -30.172002 192.168.24.151 192.168.24.103 HTTP/250N €2 HTTP/1.1 200 , JavaScript Object Motation (application/json)

7586750918}, id @

Frame 29: 221 bytes on wire (1768 bits), 221 bytes captured (1768 bits) on interface \
Ethernet I, Src: LannerEl_G7:86:98 (90:90:eb:§7:88:98), Dst: Realteks_36:21:4s (90:ed:4c:3e:
Internet Protoccl Version 4, Srci 192,168.24,151, Dst: 192.168.24.103

:a8)

_{B8251832-D6

. Transmission Control Pratocol, Src Port: 33353, Dst Port: 88, Seq: 1, Ack: 1, Len: 167
~ Hypertext Transfer Protocol
©GET ferlserver.crl HTTR/L.1\r\n

Host: 192.168.24.183%r\n

Connection: Keep-Alive\rin

User-Agent: Apache-HttpClient/4.5.6 (Java/l.B.@-internal}\rin

Accept-Encoding: gzip,deflate\rin

e

[Eull cequest URL: nitp://192.168.24.183/srlserver crl]

[HTTP request 1/1]

Response in frame: 31
B8535 @8 eS 2f c5 BB @8 47 45 54 20 2f 63 72 Bc 73 65 / GE T /crlse
() pequest mumher threp. vequass_numhor) | #i@: 150 - TEF: 54 (36,08 - TEF: 0 Q.00 EE: Defaule
AR e X
MHE SEE MNEM REGQ BRO SFW NG BEY TS TAED Hod)

md e R Re=2=ZF & S @ Qe
(AT
Yo Tine Sauree Destination Pratocol  Length  lnfo
J 22 5.28@926 192.168.24.151 192.168.24.183 TLSv1.2 23§ Client Hella
23 5.381179 192.168.24.103 192.168.24.151 TLsvi.2 3245 jSeruer Mella, CErtificate, CErtificate REQUEST, Serwer ME1lo Done.
34 5.824340 192.168.24.151 192.168.24.103 TLSwl.2 61 Alert (Level: Fatal, Description: Certificate Reveked)

Ethernet 11, Src: RealtekS_36:81:de (@8:e8:4c:36:81:de), Dst: Lannertl 87:88:98 (88:98:8h:B7:88:98)
Internet Protocol Version 4, Srci 192.168.24.193, Dst: 192.168.24.151
5800, Dst Port: 48825, Seq: 1,

Ack: 186, Len: 1191

Transmission Contrel Protecol, Sre Port:

<.

Transport Layer Security

~ TLSv1.2 Record Layer: Mandshzke Protocal:

Content Type: Handshake (22)

Wersion: TLS 1.2 (Bx383)

Length: 81

Handshake Protocol: Server Hello
Handshake Type: Server hello (2)

server Hello

<

Length: 77
Wersion: TLS 1.2 (Bx8383)

Randon: 71 488728115
session 10 Length: 32

Session 10: a7

Cipher Suite:
Compression Method:
Extensions Length: §
Extension: renegotistion_info (len=1)
Type: renegotiation_info (65281)
Length: 1
~ Renegotiation Info extension
Renegotiation info extension length: @
(2435 Fullstring: 771,156,65281]
[2A35: ccdS7RS0453827ec272698b3024¢36F7]
v TLSwl.2 Record Layer: Handshake Protocol: Certificate
Content Type: Hendshoke (22)
version: TLS 1.2 (Bxa383)
Leneth; 3848
CoUo @0 90 gb B7 §8 98 90 =0 Ac 36 B1 4z 95 20 45 09
@ & Tsamsport Laver Secuwity: Frotossl

TLS_RSA_WITH_AES_178_GCM_SHA2S6 (8xB99¢)
null (@)

<

L6 N E

Frame 23: 3245 bytes on wire (25960 bits), 3245 bytes captured (25060 bits) on interface \Device\WPF_{BA251832-D678-4034-8151-57758675691a],

id @

| #4100 - BR300 EE: Dofault

R ]

Test Report Form Version:

Inspecuon & Testing Semces =

0,

Rev01

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at hitp://www.sgs.com/en/Terms-. and Condltlons aspx and, for electronic format documents,
subject to Terms and Conditions for Electronic Docu hitp -Conditions/Terms cument.as|
Attention is drawn to the limitation of liability, indemnification and junsd\ctmn |ssues defined therein. Any holder of tl document is
advised that information contained hereon reflects the Company’s findings at the time of its intervention only and within the limits of
Client’s instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate part| to
transaction from_exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, forgery or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer onlyto the sample(s{ tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,

:CN.Doccheck@sgs.com
1(86-512)57355888  1(86-512)57370818
1(86-512)57355888  1(86-512)57370818

WWW.sgsgroup.com.cn
s5gs.china@sgs.com

No.10, We|ye Road, Innovatlcn Park, Kunshan, Jiangsu, China 215300

HE I BUTEREELERFLEI0S #R% 215300
I
Member of the SGS Group (SGS SA)



Compliance Certification Services (Kunshan) Inc.
I
LLhR’: Report No.: KSCR220900182001
Page: 49 of 83

8.3 WINNF.FT.C.SCS.3

- Are: -oe =
ZfHE) WMEE WAV HEG) FEO At FHHE) BIFY) ZHWw TAm FHed)
m & @ RE/ QRaz=ZF &= [N = )
(ATe= HES
. Tioe Sourece Destination Protseal  Lemsth  lnfo
J 22 5.28@926 192.168.24.151 192.168.24.183 TLSv1.2 23§ Client Hella
23 5.381179 192.168.24.103 192.168.24.151 TLsvi.2 3245 jSeruer Mella, CErtificate, CErtificate REQUEST, Serwer ME1lo Done.
34 5.824340 192.168.24.151 192.168.24.103 TLSwl.2 61 Alert (Level: Fatal, Description: Certificate Reveked)

° Frame 23: 3245 bytes on wire (25968 bits), 3245 bytes captured (25960 bits) on Interface \Device\WPF_{BB251832-D678-4D3A-8151-977586758210}, id @
Ethernet 11, Src: RealtekS_36:@l:de (@0:e@:dc:36:@l:de), DsT: Lannertl 87:88:98 (00:99:0b:87:86:98)
> Internet Protocol Version 4, Src: 192.168.24.103, Dst: 152.168.24.151
o Transmission Control Protocal, Src Port: 588, Dst Port: 48825, Seq: 1, Ack: 186, Len: 3191
¥ Transport Layer Security
v TLsv1.2 Record Layer: Mandshake Protocol: Server wella
Content Type: Handshake (22)
wersion: TLS 1.2 (2xA383)
Length: 81
~ Handshake Protocol: Server Hella
Handshake Type: Server Hells (2)

Length: 77
version: TS 1.2 (exa3e3)
> Random: 15

Session 10 Length: 32
Session 10: a77565c825acT6e:
Cipher suite: TLS_RSA_WITH_AES_128_GCM_SKAZSE (exedsc)
Compression Method: null (@)
Extensions Length: §
~ Extension: renegotiation_info (len=1}
Type: renegotiation_info (65281)
Lengeh:
~ Renegotiation Info extension
Renegotiation info extensian length: @
(9435 Fullstring: 771,156,65281]
[9435: cedSTa904a3027ec2T2608b2924¢ 367 ]
~ TLSw1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Hendshake (22)
wersion: TS 1.2 (2xe303)
Length; 3848
G065 B8 5 ob B7 B 98 80 @ dc 35 B1 de 85 8 45 80 6N E
O F Transport Lasr Sseurity: Protocal | #a: o - DEF s 6. EE: Dermlr
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8.4 WINNF.FT.C.SCS.4

A - o %
TP REE BN RKE) ERO AR SHE) BEY Rew TED  BEeE)
m & @ RE QRaz=ZF &= [N = )
[as

w Tiae souree Destination Protecel  Leegth  info
J- 1245 385.119558 192.168.24.151 192.168.24.183 TLSv1.2 207 Client Hello

1846 385.119862 192.168.24.103 192.168.24.151 TLswL.2 3112 {Server Helio, Certificate, Certificate ReqUest, Server Wello Done

1049 385.132806 192.168.24.151 192.168.24.103 TLSvL.2 61 Alert (Level: Fatal, Description: Unknown CA)

o Frame 18860 3112 bytes on wire (24896 bits), 3112 byres captured (24835 GiTs) on inTerface \Device\NPF_{B9251832-D67B-4D3A-8151-377586758910}, 1d ©
Ethernet 11, Src: Reslteks_36:el:de (@0:e0:4c:36:@1:de), Dst: Lannerl_87:88:98 (09:99:0b:B7:88:98)
> Internet Protocol Version 4, Src: 192,168.24.103, Dst: 192.168.24.151
 Transmission Control Pratocol, Src Port: 5388, Dst Port: 48229, Seq: 1, Ack: 154, Len: 3858
~ Transport Layer Security
~ TLSV1.2 Record Layer: Wandshake Protocol: Server Wella
Content Type: Handshake (22)
Wersion: TLS 1.2 (Bx383)
Length: 81
~ Handshake Pratocal: Server Hella
Handshake Type: Server Hello (2)

Length: 77
version: TS 1.2 (exa3e3)

> Random: THe49fanledd
Session 10 Length: 32
Session 10: Bccaefbfc718d638s! 327211 6a 940385221

Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SKAZSE {@x@@sc)
Compression Method: null (@)
Extensions Length: §
Extension: renegotistion_info (lens1)
Type: renegotiation_info (65281)
Length: 1
~ Renegotiation Info extension
Renegotiation info extension length: @
(2435 Fullstring: 771,156,65281]
[7435: cedS7a5d4a3627ec272238b3024e 3677 ]
~ TLSW1.2 Aecord Layer: Handshake Protocol: Certificate
Content Type: Hendshake (22)
version: TLS 1.2 (@xe3e3)
Leneth: 2918

¢

G000 @8 99 @b BY 8B 98 84 e@ dc 35 Bl de 82 24 45 8O LE-N-E

@ 7 Tranaport Layer Sacusity: Provossl | sia: 1087 - s 30w HE: Defanle

AR e X

MHE SEE MNEM REGQ BRO SWW NG BEY T8w TAED FHod)

m e RE/Re=>ZTF &= aaaH
[t

Yo Tine sauree Destinaticn Pratocol  Length  lnfo
1845 385.119558 192.168.24.151 192.168.24.183 TLSv1.2 207 Client Hella
1246 385.119862 192.168.24.193 192.168.24.251 TLsvL.2 3112 server Wello, Certificate, Certificate Request, Server wello Done
1849 385.132806 192.168.24.151 192.168.24.103 TLSvL.2 61 Alert (Level: Fatal, Description: Unknoun CA)

Frame 1849: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_(B8251832-D67B-4D34-8151-977586750910}, id @
Ethernet 11, Src: Lannerl 87:88:98 (88:08:0b:87:88:98), Dst: RealtekS_35:81:de (88:e@:4c:36:61:de)

Internet Protocol Version 4, Srci 192.168.24.151, Dst: 192.168.24.103

Transmission Contrel Protecol, Sre Port: 49218, Dst Port: 5800, Seq: 154, Ack: 3059, Len: 7

<.

Transport Layer Security
v TLsv1.2 Record Layer: Alert (Level: Fatal, Description: Unknown CA)
Content Type: Alert (21}
Wersion: TLS 1.2 (Bx383)
Length: 2
~ Alert Message
Level: Fatal (2)
Description: Unknown CA (48)

10 @0 =0 4c 35 01 4e 00 93 b B7 85 98 03 €0 45 08 L6 N €
@ 7 Transport Layer Security: Protorol | #4@: s -

] 3 {0. 99 BLE: Dofault

]
1
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8.5 WINNF.FT.C.SCS.5

£ T LR
RIFY)  FEW) TED )

WP SEE WEY RKE ERO  9EA ST
o) R ReasEZFids=aqaam
(We= -]+
w Tine Souree Destination Proteol  Lesgth  lnfo
J- 1216 189.@39281 192.168.24.151 192.168.24.183 TLSv1.2 207 Client Hello
1917 189.8396082 192.168.24.103 192.168.24.151 TLSw1.2 3103 server Hello, Certificate, Certificate Request, Server Hello Done
1020 189.113392 192.168.24.151 192.168.24.103 TLSwl.2 61 Alert (Level: Fatal, Description: Decrypt Error)

151-9: }, id @

: Frame 1817: 3183 bytes on wire (24824 bits), 3163 bytes captured (24824 bits) on interface \Dewice\NPF.
Ethernet 11, Src: RealtekS_36:01:de (@8:e@:4c:36:@1:de), Dst: LannerEl _87:88:98 (88:98:8h:87:38:98)

Internet Protocel Version 4, Src: 192.168.24.103, Dst: 192.168.24.151
Transmission Control Pratocol, Src Port: 5009, Dst Port: 48625, Seq: 1, Ack: 154, Len: 3049

s Transport Layer Security

BE: Defmult

@ 2 UER: Giv coovae in romen
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9 Test Data For Standalone CBSD

9.1 CBSD Registration Process
9.1.1  WINNF.FT.C.REG.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with the - -
SAS Test Harness

® UUT is in the Unregistered state

CBSD sends correct Registration request information, as specified in [n.5], to the SAS
Test Harness:

® The required userld, fccld and cbsdSerialNumber registration parameters shall
be sent from the CBSD and conform to proper format and acceptable ranges.

®  Any REG-conditional or optional registration parameters that may be included in | Pass Fail
the message shall be verified that they conform to proper format and are within
acceptable ranges.

Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.

SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdld=C - -
- measReportConfig shall not be included
- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u 0

Pass Fail
[ UUT shall not transmit RF
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9.1.2 WINNF.FT.C.REG.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

1 - -
® UUT is in the Unregistered state
®  All of the required and REG-Conditional parameters shall be configured and CPI
signature provided
CBSD sends Registration request to the SAS Test Harness:
®  The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airlnterface, measCapability and cpiSignatureData registration m ]
2 parameters shall be sent from the CBSD and conform to proper format and Pass Fail

acceptable ranges.

®  Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.

SAS Test Harness sends a CBSD Registration Response as follows:
3 - Cbsdld=C

- measReportConfig shall not be included.

- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u 0

Pass Fail
® UUT shall not transmit RF
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9.1.3 WINNF.FT.C.REG.8

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 102

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

[ J UUT shall not transmit RF

Pass Fail
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9.1.4 WINNF.FT.C.REG.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 200

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=200) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

® UUT shall not transmit RF

Pass Fail
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9.1.5 WINNF.FT.C.REG.12

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include cbsdld

- responseCode = 103

4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=103) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

® UUT shall not transmit RF

Pass Fail
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9.1.6 WINNF.FT.C.REG.14

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include cbsdld

- responseCode = 101

4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=101) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

® UUT shall not transmit RF

Pass Fail
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9.1.7 WINNF.FT.C.REG.16

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include cbsdld

- responseCode = 100

4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=100) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

® UUT shall not transmit RF

Pass Fail
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9.1.8 WINNF.FT.C.REG.18

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness.

SAS Test Harness rejects the request by sending a CBSD Registration Response as

3 follows:
- SAS response does not include cbsdld
- responseCode = 201
4 After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=201) to further request messages from the UUT. - .
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify: u O
S Pass Fail

[ UUT shall not transmit RF
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9.2 CBSD Spectrum Grant Process
9.21 WINNF.FT.C.GRA.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has registered successfully with SAS Test Harness, with cbsdld = C

2 UUT sends valid Grant Request. Pass Fail

SAS Test Harness sends a Grant Response message, including

® cbsdld=C
- responseCode = 400

After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. =" ="

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u U

Pass Fail
®  UUT shall not transmit RF
9.2.2 WINNF.FT.C.GRA.2
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: _ _
® UUT has registered successfully with SAS Test Harness, with cbsdid = C
2 | UUT sends valid Grant Request. u O
Pass Fail

SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 401

After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=401) to further request messages from the UUT. =" ="

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u U

. Pass Fail
® UUT shall not transmit RF

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions for Electronic Documents at hitp://www.sgs.com/en/Terms-and- Conditions/Terms-e-Document. aspx
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client’s instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, forgery or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer only to the sample(s{ tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.10, Weiye Road, Innovation Park, Kunshan, Jiangsu, China 215300 1(86-512)67355888  1(86-512)57370818  www.sgsgroup.com.cn
hEIH BT EZELEFLEI0S  #& 215300 H86-512)57355888  1(86-512)57370818  sgs.china@sgs.com
I

Test Report Form Version: Rev01 Member of the SGS Group (SGS SA)



Page: 61 of 83

9.3 CBSD HeartBeat Process
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9.3.1 WINNF.FT.C.HBTA1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1| ® UUThas registered successfully with SAS Test Harness, with cbsdld = C - -
UUT sends a message:
2 | ® If message is type Spectrum Inquiry Request, go to step 3, or - --
® If message is type Grant Request, go to step 5
UUT sends Spectrum Inquiry Request. Validate:
3 ® cbhsdld=C [ | O
®  List of frequencyRange objects sent by UUT are within the CBRS frequency Pass Fail
range
SAS Test Harness sends a Spectrum Inquiry Response message, including the
following parameters:
4 | ® cbsdld= C . _
® availableChannel is an array of availableChannel objects
® responseCode =0
UUT sends Grant Request message. Validate:
® cbsdid=C
5 ® maxEIRP is at or below the limit appropriate for CBSD category as defined by [ | O
Part 96 Pass | Fail
®  operationFrequencyRange, F, sent by UUT is a valid range within the CBRS
band
SAS Test Harness sends a Grant Response message, including the parameters:
® cbsdid=C
6 | ® grantld = G = a valid grant ID . _
® grantExpireTime = UTC time greater than duration of the test
® responseCode =0
UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:
- | O
7 |® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
8 ® cbsdld=C _ _
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
For further Heartbeat Request messages sent from UUT after completion of step 8,
validate message is sent within latest specified heartbeatInterval, and:
® cbsdid=C
® grantld=G
®  operationState = “AUTHORIZED” - O
9 | and SAS Test Harness responds with a Heartbeat Response message including the Pass Fail
following parameters:
® cbhsdld=C
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions for Electronic Documents at hitp://www.sgs.com/en/Terms-and- Conditions/Terms-e-Document. aspx
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client's instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exermsmg all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, forgery or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer only to the sample(s% tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.10, Weiye Road, Innovation Park, Kunshan, Jiangsu, China 215300 1(86-512)57355688  1(86-512)57370818  www.sgsgroup.com.cn

HE I BUTEREELERFLEI0S #R% 215300 H(86-5612)57355888  [86-512)67370818  sgs.china@sgs.com
I

Test Report Form Version: Rev01 Member of the SGS Group (SGS SA)



SGS ecs

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220900182001
Page: 62 of 83

Monitor the RF output of the UUT from start of test until UUT transmission
commences. Verify:

response

the bandwidth range F.

10 ® UUT does not transmit at any time prior to completion of the first heartbeat

® UUT transmits after step 8 is complete, and its transmission is limited to within

Pass

Fail

Spectrum Plot

w Keysight Spectrum Analyzer - Occupied BW

B RF f T ENSE:IN MALIGN 11:34:36PM Sep 22, 2022
VBW 300.00 kHz Center Freq: 3.555000000 GHz Radio Std: None

G Trig: Free Run Avg|Hold:>10/10
#IFGain:Low #Atten: 40 dB Radio Device: BTS

Ref 10.00 dBm

Center 3.55500 GHz
#Res BW 100 kHz #VBW 300 kHz Sweep 2.533ms

Occupied Bandwidth Total Power 3.01 dBm
8.8948 MHz

Transmit Freq Error 15.165 kHz % of OBW Power 99.00 %
x dB Bandwidth 9.279 MHz x dB -26.00 dB
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9.3.2 WINNF.FT.C.HBT.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validcbsdld=C
1 O valid grantld =G _ _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
2 latest Heartbeat Response, and formatted correctly, including: _ _
® cbsdld=C
® grantld=G
® operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdld=C _ _
® grantld=G
® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: | O
S | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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9.3.3 WINNF.FT.C.HBT.4
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validcbsdld=C
1 O valid grantld =G _ _

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

2 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® cbsdld=C _ _
® grantld=G
® transmitExpireTime =T = current UTC time
® responseCode = 500 (TERMINATED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: | O

S | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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9.3.4 WINNF.FT.C.HBT.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validcbsdld=C
1 O valid grantld =G -- --
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is formatted correctly, including: - 0
2 |® chsdld=C ,
® grantld=G Pass Fail
®  operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, including the following

parameters:
3 ® cbsdld=C _ _
® grantld=G
® transmitExpireTime = T = current UTC time
® ?responseCode = 501 (SUSPENDED GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs: H O
A. UUT sends a Heartbeat Request message. Ensure message is sent within Pass Fail
latest specified heartbeatInterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”
5

B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
® chdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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9.3.5 WINNF.FT.C.HBT.6

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:

O validcbsdld=C

O valid grantld =G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 [l cbsdld=C _ _

[0 grantld=G
[0 transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatInterval, and is correctly formatted with parameters:

® cbsdld=C

® grantld=G

® operationState = “GRANTED”

| O

5 |B. UUTsendsa Relinquishment request message. Ensure message is correctly Pass Fail

formatted with parameters:

® chdsld=C

® grantld=G

Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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9.3.6 WINNF.FT.C.HBT.7

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:

O validcbsdld=C

O valid grantld =G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 [l cbsdld=C _ _

[0 grantld=G
[0 transmitExpireTime = T = current UTC time
® responseCode = 502 (UNSYNC_OP_PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify:

® UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters: - O

S O cbsdld=C Pass Fail
O grantld=G

Monitor the RF output of the UUT. Verify:

®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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9.3.7 WINNF.FT.C.HBT.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validcbsdld=C
1 O valid grantld =G

O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test

® UUT is in GRANTED, but not AUTHORIZED state(i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “GRANTED”

After completion of step 2, SAS Test Harness does not respond to any further

3le messages from UUT to simulate loss of network connection - -
Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: [ ] O

4 | At any time during the test, UUT shall not transmit on RF interface Pass Fail

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions for Electronic Documents at hitp://www.sgs.com/en/Terms-and- Conditions/Terms-e-Document. aspx
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client’s instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, forgery or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer only to the sample(s{ tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.10, Weiye Road, Innovation Park, Kunshan, Jiangsu, China 215300 1(86-512)67355888  1(86-512)57370818  www.sgsgroup.com.cn
hEIH BT EZELEFLEI0S  #& 215300 H86-512)57355888  1(86-512)57370818  sgs.china@sgs.com
I

Test Report Form Version: Rev01 Member of the SGS Group (SGS SA)



Compliance Certification Services (Kunshan) Inc.

EEEF = Report No.: KSCR220900182001

Page: 69 of 83

9.3.8 WINNF.FT.C.HBT.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:

O validcbsdld=C

O valid grantld =G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 [l cbsdld=C _ _

[0 grantld=G
[0 transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify:
5 | ® UUT shall stop all transmission on RF interface within (transmitExpireTime + 60

seconds), using the transmitExpireTime sent in Step 3. Pass Fail
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9.4 CBSD Relinquishment Process
9.41 WINNF.FT.C.RLQ1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

®  UUT has successfully registered with SAS Test Harness, with cbsdld=C

1 | ® UUT has received a valid grant with grantld = G -

® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically: | O
® cbsdid=C Pass Fail
® grantld=G

SAS Test Harness shall approve the request with a Relinquishment Response

message with parameters:

3 - cbsdld=C -- --
- grantld =G

® responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
4 | ® response (responseCode=0) to further request messages from the UUT -- --

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify: | O
®  UUT shall stop RF transmission at any time between triggering the Pass Fail

relinquishment and UUT sending the relinquishment request
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9.5 CBSD Deregistration Process
9.51 WINNF.FT.C.DRG.1

# TeStSEt)é?)ZUtlon Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdld=C
1| @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within
the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
2 UUT sends a Relinquishment request and receives Relinquishment response with _ _
® responseCode=0
3 | ® UUT sends Deregistration Request to SAS Test Harness with cbsdld = C. P:ss FEH
SAS Test Harness shall approve the request with a Deregistration
Response message with parameters:
4 |® cbsdid=C - -
® responseCode =0
5 After completion of step 3, SAS Test Harness will not provide any additional positive _ _
® response (responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4
is complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the | O
deregistration and either A OR B occurs: Pass Fail
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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9.6 CBSD Security Validation

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220900182001

9.6.1 WINNF.FT.C.SCS.1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using ] 0
1 configured certificate.
®  Configure the SAS Test Harness to accept the security procedure and establish | Pass | Fail
the connection
®  Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
® Make sure that cipher suites from one of the following is selected, - O
2 ® TLS RSA_WITH_AES_128 GCM_SHA256 .
® TLS _RSA WITH AES 256 _GCM_SHA384 Pass | Fail
® TLS ECDHE _ECDSA WITH_AES 128 GCM_SHA256
® TLS ECDHE_ECDSA WITH_AES 256 GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM_SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - O
3 | ® UUT sends a registration request to the SAS Test Harness and the SAS .
Test Harness sends a Registration Response with responseCode = 0 and Pass Fail
cbsdid.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [ ] O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
9.6.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
1 | ® UUT shall start CBSD-SAS communication with the security procedures " H
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. .
®  Make sure that Mutual authentication does not happen between UUT and the Pass Fail
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u D.
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. - --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 | complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
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9.6.3 WINNF.FT.C.SCS.3
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. .
®  Make sure that Mutual authentication does not happen between UUT and the Pass Fail
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. - --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is u 0
5 | complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
9.6.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate .
®  Make sure that Mutual authentication does not happen between UUT and the Pass Fail
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
® SAS Test-Harness shall not receive any Registration request or any application
4 data. - --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is u 0
5 | complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
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9.6.5 WINNF.FT.C.SCS.5
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate p Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u O
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. - --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is u 0
5 | complete. This is the end of the test. Verify: )
®  UUT shall not transmit RF Pass | Fail
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9.7 CBSD RF Power Measurement

Compliance Certification Services (Kunshan) Inc.
Report No.: KSCR220900182001

9.7.1 WINNF.PT.C.HBT
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID =C
® UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O cbsdld=C
2 O grantld=G -- --
®  SAS Test Harness responds with Heartbeat Response, including: o cbsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - 0
3 .
® Note: it may be required for the vendor to provide a method or configuration Pass Fail
to bring the UUT to a mode which is required by the measurement
methodology. Any such mode is vendor-specific and depends upon UUT
behavior and the measurement methodology.
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RF measurement plot for Test Case:

® Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power

measurement method.
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Ant Loss Al .
Freq. | Concucted | ATETe on | EIRP PSD Limit Verdi
(MHz) (dB) (dBm/MHz) (dBm/MHz) erdict
(dBm/MHz) (dBi) (dB)

3555 13.101 13.5 3.0 3.01 32.611 34 Pass
3555 0.617 13.5 3.0 3.01 20.127 22 Pass
3555 -5.288 13.5 3.0 3.01 14.222 15 Pass
Note:

4. Array Gain=10log(n), n is the antenna number, for this test the n=2

5. EIRP PSD= Conducted PSD+ Antenna Gain+ Array Gain

6. Loss includes cable loss and loss of attenuator

Target Power: 34 dBm/MHz

e Keysight Spectrum Analyzer - Swept SA

i\ﬂarker 1 3.551480000000 GHz ]
PNO: Fast () 1rig: Free Run

AALIGN
Avg Type: RMS
= Avg|Hold:>100/100

S~

IFGain:Low

Ref 23.00 dBm

T.»

Center 3.55500 GHz
#Res BW 1.0 MHz

- _,,.w”ﬂj

Atten: 40 dB

VBW 100 kHz*

11:26:41 PM Sep 22, 2022
' — |

Mkr1 3.551 48 GHz
13.101 dBm

Power On»,
emnss————(
Alignments»
| mm———

110 Config»|

Control Panel...

More

Span 20.00 MHz
Sweep 1.000 ms (1001 pts)
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Target Power: 22 dBm/MHz

= Keysight Spectrum Analyzer - Swept 54

Marker 1 3.551480000000 GHz ) Avg Type: RMS
PNO: Fast Lo 17ig: Free Run Avg|Hold:>100/100
IFGain:Low Atten: 40 dB

Mkr1 3.551 48 GHz
Ref 23.00 dBm 0.617 dBm

‘1

AL oA o A AL AR A St iy,

Center 3.55500 GHz Span 20.00 MHz
#Res BW 1.0 MHz VBW 100 kHz* Sweep 1.000 ms (1001 pts)

Target Power: 15 dBm/MHz

wm Keysight Spectrum Analyzer - Swept SA
L A\ALIGN OFF 11:32:55PM Sep 22, 2022
Marker 1 3.558520000000 GHz ) Avg Type: RMS

PNO: Fast (y) Trig: Free Run Avg|Hold:>100/100

IFGain:Low Atten: 40 dB

Mkr1 3.557 14 GHz
Ref 23.00 dBm -5.288 dBm

1

.

Pk-Pk Search
- 5|

Min Search

Center 3.55500 GHz Span 20.00 MHz
#Res BW 1.0 MHz VBW 100 kHz* Sweep 1.000 ms (1001 pts)
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10 Test Data Log For Standalone CBSD

Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.

10.1 WINNF.FT.C.SCS.1

AR 3 | - o x
MHHF)  HRERE) MEN) BEEG) REKC  SiRA)  FIHS) REIE(Y)  REW) TR #EEhH)
mad® X e d3 =ZaQ4H
(I BE -+
No. Time Source Destination Protocol  Length Info 1
105 47.020008 192.158.24.7 182.168.2¢.103 Tisvi2 71
106 47620082 192,188,241 162.188.24.7 TiSen2 3168 5
18 4734383 192.168.24.7 192.168.24.183 o 1514 43618 + 5608 [ACK] Seqvsid Ack-3835 Wine3i553 Lensi468 [TCP segment of a rei
1m 4734303 192.168..24. 192.168.24.103 Tisv.2 1514 Certificate [1CP seguent of a rassseabled POU]
13 47343038 102.188.24.7 182.168.24.163 Tisvi2 584 Client Key Exchange, Certificst Verify, change Cipher Spec, Encrypted band:
. 114 47 acones 103 1ra 2 183 109 18 20 7 e 10 Curne Cyban coai carcucred usseheve Uatssas 5
> Frans 106: 3108 bytes on wire (24564 bits), 3108 bytes captured (28864 bits) on interface \DeviceWSF_(EESH7DCH-1536-49C1-A3EL-3F9BFUIEGCAE), 19 © P

Ethernet 11, Src: RealtekS 68:11:09 (A8:eB:dc:88:11:99), Dst: 48:bd:74:2b:a8:5d (4B:bd:74: 2b:a8:5d)
Internet Pratocel Version &, Sec: 182.1 : 192.168.24.7
. st Port: 43618, Seq: 1, Ack: 518, Len: 3854

Transaission Contral Protocal, Sec Port:
o Transport Layer security
W TLSVL.2 Record Layer: Handshake Pratocol: Server Hello
Content Type: Maadshske (22)
Version: TLS 1.2 (€x0303)
Length: 88
w mandshake Protocol: server Hello
HMandshake Type: Server Hella (2)
Length: 82
version: TS 1.2 (exe363)
> Random:
Session 1D Length: 32
Session ID: 74 e3a sbaaf,
Cipher Suita: TLS_RSA_NITH_AES_256_GCM_SHA3SH (@x0@9d)
Ccamgression Method: null (8)
Extensions Lengtn: 10
Extension: rensgotistion infe (len-1)

Extonsion: heartbeat (len=1)
[2835 Fullstring: 771,157,65281-15)

(7435 6437#b18T3060500FAT56500BLb7Ab4 |
v TLSVL.2 Recard Layer: Haadshake Pratocel: Certificate

Cantent Type: Handshake (22)
version: TS 1.2 (€x0303)
Length: 2967

v Mandshake Protocal: Certificate
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10.2 WINNF.FT.C.SCS.2
ks 3 —— - X
TP REEE) MEN) HEEG) IO SR EHHS) MIEY) FHW) TR #EH)
AN Jd® FRE Re>x=F L5 = QaqQH

(W] httpt&ip. addr — 192.168.24.7 -]+
‘Xo. Time Source Destination Protocol Length Info

| B 8.884778 192.168.24.7 192.168.24.183 WP 144 GET fcrlserver.crl HTTP/1.1

E 18 0187257 192,168.24. 103 192,168,287 e 1132 WITR/L1 268 0K

|

|

|

|

L€ >

> Frane B: 148 bytes on wire (1152 bits), 144 bytes captured (1152 bits) an interface \Device\NPF_{EES7DCH-3535-49C1-AJE1-3F9BFRICOCAE}, 1d 0
3 Ethernet 1, Src: 48:bd:74:7b:al:Sd (46:bd:74:2b:ad:Sd), Dst: RealtekS 68:11:09 (@b:ed:dc:6h:ii:od)

> Internet Pratocel Version 4, Src: 192.168.24.7, Dst: 192.168.24.163

> Transmission Control Protocol, Src Port: 37444, Dst Port: 88, Seu: 1, Ack: 1, Len: 9

v

>

7
I

|

|
| rarAgent: WgeEArin
| Connection: closeirin
\rin

| [Full requsst UAT; hitp://180.368 .26, 10/crlserver crl]
| [HTTP request 1/1]
|

|

|

{

|

|

|

Respanse in franc: 19

700 9 €0 A 68 11 99 4B b0 74 2b a6 50 00 9 45 00 Ln-H. Tr] E

© 7 Hypertext Transfer Protocol: Protocol | sr#: 161 - BEF: 2 (1.2%) | AE:

& LR 3 L - e
P RIRE WAV BEEG) KO SITA) HIHS)  BEY) EEW) TAM  EEH)
AamJ® IREG Ae==Z2F 23 =EQaQaH

(M [tist&ip. addr == 192.168.24.7 HRES -]+
No. Time Source Destination Protocol Length Info =
} 29 95388385 192.168.24.7 Tsvi.z 71 client Hella
30 95300608 192.168.24.163 vz 3250 server wello, Certificate, Certificste Request, server Hello Dane
34 95510035 192,168.24.7 193,168, 34. 169 Tisv1.z 61 Alert (Level: Fatal, Description: Certificate Revoked)
41 130.444588 192.168.24.7 102.168.24.103 Tisviz 71 Client telln
52 18,4523 102.168.24.7 svi.z 3258 Server Hello, Certificate, Certificate Request, Server Hella Dane
6 110470021 192.168.24.183 Tisv1.z 61 alert (Level: Fatal, Description: Certificate Revoked)
86 139.518444 192.168.24.183 TLSv1.2 571 Client Hello -
< >
> Frame 30: 3250 bytes on wire (26008 DIUs), 3250 bytes captured (26000 bits) on interface \Device\NPF_(EESS7DCS-3536-8901-AJE1-IFSGFEIERCAS), 1d 0 ~
> Ethernet 11, Sre: Realteks 64:11:99 (i s a)
> Internet Protocal Version 4, Src: 192.168.24.183, Dst: 192.163.24.7
> Transmisston control Protecol, Src Port: 5009, DSt Port: 56586, Seq: 1, Ak: SIB, Len: 3196
& Trenspart Leyer Securtty

~ TLS¥1.2 Record Layer: Kandshake Protocel: Server Hella
content Type: Wandshake (22)
Version: TLS 1.2 (#x6383)
Length: 8
~ Hanishake Pratocol: Server Hella
Wangshake Type: server Hello (2)
Length: 82
version: TLS 1.2 (8xe283)
Randon:
Sesslon ID Length: 32
Sesaion ID:

Ciphar Suite: TLS_RSA_WITH_AES_256_6Cn_SHAIS (ex009d)
Conpression Method: null (8)

Extensions Length: 10

Extension: rencgotiation info (len-d)

Extension: heartbeat (len=1)

(9435 Fullstring: 771,157,65281-15)

[I435: 6377 1b3306d5e8FA7S650dRe LT b<F ]

~ TLSwl.2 Racord Layer: Kandshake Provocel: Cortificate

[ O e caneeese W e
(O ? Transport Layer Security: Protocol H S48: 75 - ERR: 9 (12.0% ‘ iH:
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10.3 WINNF.FT.C.SCS.3

oM L 3 [ ] = u} X
M) RARE) MEN) BEEG) RO o) HmEHS) Rl TgewW) TRT  EENH)

amae® DRE ARe=2E=2F LI =EQQAH

[t1s EE )+
;
Time Source Destination Protocol  Length Info
4+ v.oes100 192.158.24.7 192.168.2¢.103 Tses2 71 Client Hello
5 e.oes3s2 192.160.28.183 192.268.26.7 sz B i e L e L e T e ]
9 8.659882 192.168.24.7 192.168.24.183 TLSv1.2 61 Alert (Lewel: Fatal, Description: Certificate Expired)
16 1.334161 192.158.24.7 192.168.2¢.103 Tisvi.2 71 client Wello
17 133434 102.188.24.103 192.168.24.7 TiSer.2 35 Server Hello, Certificate, Certificate Request, Server Helle Done |
< >
> Frane 5: 3115 bytes on wire (24920 bits), 3115 bytes captured (24928 bits) on Interface \Device\WPF_{EESBTDCA-3536-45C1-ASE1-JFOBFELEGCAE}, 1d & ’
> Ethernet II, Src: RealtekS 6B:11:99 (90:e0:4c:0B:11:99), DST: 48:0d:74:20:38:50 (48:00:74:20:a8:5d)
¥ Internet Protocel Version &, Src: 192.168.24.103, Dst: 102.188.24.7
> Transmission Control Protocal, Src Port: 5688, Dst Port: 43649, Seq: 1, Ack: 513, Len: 3681
~ Transpart Layer Security

% TUSuL.2 Record Layer: Hendshake Pratocol: Server Hella
Content Type: Handshake (22)
Version: TS 1.2 (ex0303)
Length: 86
v Mandshake Protocoli Server Hells
Hardshake Type: Server Hella (2)
Length: 82
Vversion: TLS 1.2 (@x0303)
> Random: @3h 39589
Session 1D Length: 32
Session 10: 14c726bb3fs édcadi
Cipher Suite: TLS_RSA_WITH_AES_256_GCH_SHA38A (@xBa0d)
Compression Method: null (€]
Extensions Length: 10

Extension: heartbeat (len=1)
prossgre A et h
e e
it e
v Handshake protocol: Certificate
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10.4 WINNF.FT.C.SCS.4

| - | - o x

< I — >

M Uk 3
SHHP)  IRE) MEN) BEEG) FBRO)  SIA)  HETE)  BIEY)  REMW) TEM  FWENH)
1 2 - = =
am g DR Re==FTa==aaan
LIEE BE3 -]+
No. Time Source Destination Protocol  Length Info g
22 10.24526 192.168.24.7 192.168.24.163 Tisv.z 571 cldent Hello
23 18202883 192.168.24.183 192.168.24.7 Tisv.2 3117 Server Hello, Certificate, Certificate Request, Server Hello Done
27 10.247475 192.168.24.7 192.168.24.183 Tisvi.2 61 Alert (Level: Fatal, Description: Unknown €A)
34 11522701 192.168.24.7 192.169.24.103 Tisvi.z 571 Client vello
35 11522801 192.168.24.7 Tisvi.2 3117 Server Hello, Certificate, Certificate Request, Server Kello Done |

Kvvwvw

Frams 23: 3117 bytes on uire (24936 bits), 3117 byres captured (24936 bits) on dnterface \Davice\NPF_{EES970CH-3536-4501-A3E1-3FOUFRIERCAEL, 1d B
Ethernet T1, Src: RealtekS_58:11:99 (09:e8:4c:68:11:09), Dst: 4B:bd:74:2b:28:5d {48:bd:74:2b:38:5d)
Internet Protocel versien 4, Src: 192.168.2¢.103, Dst: 192.168.24.7
Transmission Contral Protocol, Src Port: 5608, Dst Port: 43874, Seq: 1, Acki 518, Lan: 3863
Transport Layer Security
“  TUSu1.2 Record Layer: Handshake Protocol: Server Hella
Content Type: Handshake (22)
version: TUS 1.2 (9x0303)
Length: 86
v Handshake Protocol: Server Hells

Handshake Typa: Server Hallo (2)

Length:

£l

version: TUS 1.2 (2x0303)

Randon:

Sesslon I0 Length: 32
Sesslon ID: JaBcaSsoFrof

Bccsee

Cipher Suite: TLS_RSA_MITH_AES_256_GCM_SHAIS4 (Ex289d)
Conprassien mathod: null (o)

Extensions Length: 10

Extension: renegotistion_info (len-1)
Extansion: heartbeat (len-1)

[9435 Fullstring: 771,157,65281-15]
[JA35: 6427Fb1b33060640 8756500886704 ]

S TLSw1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TUS 1.2 (@xe303)
Length: 2016
~  wandshake protocol: Certificate

r fMesoE)
SCHEF)
A m 3

fRIBE)

WAV B(G)
BEREB Re=2=F L=

== - 0o X
#it(s) FIEY) FERW) TEM  FEH)
= @ Qem

R DA

Ethernet 11,

»
>
>
»

v

x
»%-\
=il

2

Z
ComplianONG,
ENC Laboratar)

Test Report Form Version:

tlg

= Time

22 10.283516

/ ‘{\\’S!r' “Uffu

BE3 -+

Info

571 client Hallo

3117 server Hello,
61 Alert (Level:
571 Client Hello

3117 Server Hello, Cartificats, Cartificsts Request, Server Hella Oan

Protocol  Length
Tisviz
Tisvi.z
TisvL.2
Tisvi2
Tisvi.z

Destination

Source
192.168.24.7

Certificate, ertificate Request, Server Hello Done

Fatal, Description: Unknoun CA)

o+a1 Mocrmimt i+ tkrnum £4

Frane 27: 61 bytes on Wire (498 DATS), 61 byTes Captured (488 bits) on Lnverface \DeVice\WPF_{EESS7DXS-3536-49C1-AZEL-3FSOFUIERCAE), 10 &

Sre: 48:bd:74:2b:aB:Sd (48:bd:74:2b:aB:5d), Dst: RealtekS 68:11:99 (00:ed:de:68:11:99)

Internat Protocol Version 4, Src: 192.168.24.7, Dst:
Transaission Control Protocal, St Port: 43974, DSt Port: 5099, Seq: 516, Ack: 3066, Len: 7
Transpart Layer Security
~ TLSVL.2 Recond Layer: Alert (Leveli Fatsl, Description: Unknowm CA}
Cantent Type: Alert (21)
Varsion: TLS 1.2 (8xe363)
Length: 2
v Alert Hessage
Level: Fatal (2)

52.162.23.103

Description: Unknawn CA (48)
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MHHF)  HAR(E) MEN) BHEEG) KO HA)  FEHS) EBIEY) TEgW) TEM  EEHH)

Amd® RE ARes2=ZF LI =EQqaH

[tis BHEl -+
Time Source Destination Protocol  Length Info

1 15,0017 192168247 192.168.20.103 TSz 521 Client ells
30 25.00298 10216820103 A Y s 2108 Servar Hallo, Cartificata, Cantificats Request, Sarver Hallo Done
38 15.302939 192.168.24.7 197,168 24163 TSV 61 Alert {Leval: Fatal, Description: Decrypt Error)
45 16.576448 192.168.24.7 192.168.24.163 TLSv1.2 571 Client Hello
4 16578620 192.168.20.183 192.168.28.7 nsa 3168 Serven Mello, CARtificste, Centificat Request Server Hella Done

< >

» Frame 34; 3188 bytes an wire (24864 bits), 3188 bytes captured (24864 bits) on interface \Device\WPF_(EESBTDCE-3536-45C1-A3F1-3FORFBIESCAE), id &

» Ethernet TI, Src: RealtekS 68:11:00 (@6: 111:09), Dst: 4B:bd:74:2b:a8:5d (48:bd:7d:2b:aB:5d)

> Internet Pratocol Version 4, Sec: 192.160.26.103, DSt 192.169.28.7

> Transalsaton Control rotocal, Sre Port: S008, Dst Port: 43783, Seqs 3, Ack: 518, Lens 3658

v s

~ TLSVL.2 Record Layer: Handshaks Protocol: Server ello
Cantent Type: Handshake (22}
Version: TLS 1.2 (Bx8383)
Length: 50
~ Handshake Pratacol: Server Hello
Mandshake Type: Server Well (2)

Length: 82
varsion: Tis 1.2 (Exe363)
> Random: Fedchaa: ¥

session ID Length: 32
Session ID: cbiad

Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA3EA (Ex9890)
compression Method: null (e)

Extensions Length: 10

Extension: renegotistion_info (lene1)
Extansion: hesrtbaat (len-1)
(9435 Fullstring: 771,157,65261-15]
[9435: 6437fb133060589Fa7565005eb7abaf )
~ TLSVL.2 Record Layer: Handshake Protocol: Certificate

Cantent Type: Handshake (32}

Version: TLS 1.2 (Bx6363)

Length: 2007

~  vandshake Pratacol: Certificate
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11 Photographs

11.1 EUT Constructional Details (EUT Photos)

Please Refer to Integral and internal photos for details.
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