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Preface

Thanks for choosing Milesight UG65 LoRaWAN® gateway. UG65 delivers tenacious
connection over network with full-featured design such as automated failover/failback,
extended operating temperature, dual SIM cards, hardware watchdog, VPN, Gigabit

Ethernet and beyond. This guide is applicable for following models:

UG65-868M, UG65-868M-EA, UG65-LO0E-868M, UG65-LOOE-868M-EA, UG65-LO4EU-868M,
UG65-L04EU-868M-EA, UG65-915M, UG65-915M-EA, UG65-LO0AF-915M,

UG65-LO0AF-915M-EA, UG65-L04AF-915M, UG65-L04AF-915M-EA

This guide shows you how to configure and operate the UG65 LoRaWAN® gateway. You

can refer to it for detailed functionality and gateway configuration.

Readers

This guide is mainly intended for the following users:
- Network Planners
- On-site technical support and maintenance personnel

- Network administrators responsible for network configuration and maintenance

© 2011-2021 Xiamen Milesight loT Co., Ltd.

All rights reserved.

All information in this user guide is protected by copyright law. Whereby, no organization or
individual shall copy or reproduce the whole or part of this user guide by any means
without written authorization from Xiamen Milesight lot Co., Ltd.

Related Documents

Document | Deserptin__________________

UG65 Datasheet Datasheet for UG65 LoRaWAN® gateway.

UG65 Quick Start Guide Quick Installation Guide for UG65 LoRaWAN® gateway.
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Declaration of Conformity

UG65 is in conformity with the essential requirements and other relevant provisions of the

CE, FCC, and RoHS.

€ re B ¢

For assistance, please contact
Milesight technical support:

| GEt HElp Email: iot.support@mjlesight.com
Tel: 86-59‘2\5085'?8& -/
Fax: 86-592-5023065>

Address: 4/F;N0:63-2 Wanghai Road,
04 Software Park, Xiamen,
.\\C\hi‘h”a/ }
N 7

;

4
. A
// 4
H 7
3 X )]
Revision History N \\/

Date Do Version __ Descripton

Aug. 31,2020 V1.0 Initiabversion
Dec. 10,2020 V2.0 "\ Layout replace

www.milesight-iot.com 3



UG65 User Guide

Contents
Chapter 1 Product Introduction 7
1.1 Overview 7
1.2 Advantages 7
1.3 Specifications 8
1.4 Dimensions (mm) 10
Chapter 2 Access to Web GUI 11
2.1 Wireless Access 11
2.2 Wired Access 12
Chapter 3 Web Configuration 15
3.1 Status e 15
3.1.1 Overview 4 < 15
3.1.2 Packet Forwarder N 2 15
3.1.3 Cellular . {\ \ 17
3.1.4 Network , ,“'\ . 18
3.1.5 WLAN A SN 19
3.1.6 VPN S DA 20
3.1.7 Host List S St W B2 21
3.2 LoRaWAN NSRS 200 SO 4 22
3.2.1 Packet Forwarder b \ } / A ' 23
3.2.1.1 General \ N, \\“ . 23
3.2.1.2 Radios 5 \ 24
3.2.1.3 Advanced:i..........iemeennis 26
3.2.1.4 CUSTOM..coodrid 27
3.2.1,5 Traffic..... \‘ 28
3.2.2 Ne;v%ork Server 29
3.2.2.1 General 29
3.%.2.2 App}icati DN 31
3.2:2.3 Préfiles.. 34
73.2.2.4 Device.... 37
3.2.2.5 Packets 40
3.3 Network 43
3.3.1 Interface 43
3.3.1.1 Port 43
3.3.1.2 WLAN 46
3.3.1.3 Cellular 49
3.3.1.4 Loopback 52
3.3.2 Firewall 52
3.3.2.1 Security. 53
3.3.2.2 ACl 53
3.3.2.3DMz 55
3.3.2.4 Port Mapping 55

www.milesight-iot.com 4



3.3.3 DHCP
3.3.4 DDNS
3.3.5 Link Failover

3.3.6 VPN

3.4 System
3.4.1 General Settings

3.4.2 User Management

3.4.5 Device Mana};ement
3.4.6 Events

3.5 Maintenance
3.5.1 Tools

3.5.2 Schedule
3.5.3 Log

UG65 User Guide

3.3.2.5 MAC Binding

3.3.5.1 SLA

3.3.5.2 Track

3.3.5.3 WAN Failover

3.3.6.1 DMVPN
3.3.6.2 IPSec

3.3.6.3 GRE

3.3.6.4 L2TP

3.3.6.5 PPTP

3.3.6.6 OpenVPN Client

3.3.6.7 OpenVPN Server

3.3.6.8 Certifications

3.4.1.1 General

3.4.1.2 System Time

3.4.1.3 SMTP A
3.4.1.4 Phone z\ ‘/ 3
3.4.1.5 Email \\\\ :

\
k3

3.4.2.1 Account.....

SO § s\‘
3.4.2.2 User Management...;
3.4.3 SNMP

b

3.4.311 SNMP
3.4.3.2 MIB Vie

3.4.3.3 VACM

3.&‘.3,.”4 Tr{p o
/3.4.3.5 MIB........

3.4.6.1 Events

3.4.6.2 Events Settings

3.5.1.1 Ping

3.5.1.2 Traceroute

3.5.3.1 System Log

3.5.3.2 Log Settings

www.milesight-iot.com

56
57
58
59
59
60
61
62
62
63
66
67
69
71
72
74
76
76
76
77
79
79
80
81
81
82
82
83
83
84
85
85
86
87
87
88
89
89
89
89
90
90
90
91



UG65 User Guide

3.5.4 Upgrade 92
3.5.5 Backup and Restore 93
3.5.6 Reboot 93

3.6 APP 94
3.6.1 Python 94
3.6.1.1 Python 95

3.6.1.2 App Manager Configuration 95

3.6.1.3 Python App 96

Chapter 4 Application Examples 97
4.1 Packet Forwarder Configuration 97
4.2 Application Configuration 98
4.3 Device Configuration 100
4.4 Send Data to Device N 101
4.5 Restore Factory Defaults " < 104
4.5.1 Via Web Interface N < 104
4.5.2 Via Hardware “ {s \ 106

4.6 Firmware Upgrade . < . \ 106
4.7 Cellular Connection ) i\\ \ 107
4.8 Wi-Fi Application Example S N3 108
4.8.1 AP Mode i N A 108

4.8.2 Client Mode N A0 S 4 109

www.milesight-iot.com 6



UG65 User Guide

Chapter 1 Product Introduction

1.1 Overview

UG65 is a robust 8-channel indoor LoORaWAN® gateway. Adopting SX1302 LoRa chip and
high-performance quad-core CPU, UG65 supports connection with more than 2000 nodes.
UG65 has line of sight up to 10km and can cover about 2km in urbanized environment,

which is ideally suited to smart office, smart building and many other indoor applications.

UG65 supports not only multiple back-haul backups with Ethernet, Wi-Fi and cellular, but
also has integrated mainstream  network servers (such as TTN, ChirpStack, etc.) and

built-in network server and Milesight 10T Cloud for easy deployment. 5 &
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1.2 Advantages \ 3
3

Benefits 3

- Built-in industrial £PY and big memory;
i o
- Ethernet, 2.4GHz Wifx“l andiglobal 2G/3G/LTE options make it easy to get connected

- EmbeddegA(eiworl’('server and compliant with several third party network servers
- MQTT, HTTP or HTTPS protocol for data transmission to application server
- Rugged enclosure, optimized for wall or pole mounting

- 3-year warranty included
Security & Reliability

- Automated failover/failback between Ethernet and Cellular (dual SIM)
- Enable unit with security frameworks like IPsec/OpenVPN/GRE/L2TP/PPTP/ DMVPN
- Embedded hardware watchdog to automatically recover from various failure and

ensure highest level of availability

www.milesight-iot.com 7
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Easy Maintenance

Milesight DeviceHub provides easy setup, mass configuration, and centralized
management of remote devices

The userfriendly web interface design and various upgrading options help
administrator to manage the device as easy as pie

WEB GUI and CLI enable the admin to achieve quick configuration and simple
management among a large quantity of devices

Users can efficiently manage the remote devices on the existing platform through the
industrial standard SNMP

Capabilities

- Link remote devices in an environment where communication

constantly changing

- Industrial quad core 64-bit ARM Cortex-A53 processor, high

er%or
to 1.5GHz with low power consumption, and 8GB, eMNE <a&»ﬁﬂe to support more
AR

applications

- Support wide operating temperature ranging from -40 %]O °C/- 40 F to 158°F

1.3 Specification(Note: In the FCC market,CE par }%ters,efre masked by software.)
AN

Hardware System

CPU

Y 3

X N\
Quad-core 1X‘~5GH2 -bit ARM Cortex-A53

..

Memory 8 GB\eMMC | Ié‘lash 512 MB DDR4 RAM
LoRaWAN 7 )
/.3 : Fully Integrated and Internal Antenna
Antenna 7 R\
{ y (Optional: 1 x 50 Q N-Female External Connector)

Channel ) .,/; By
Frequency Band...  125kHZ:867.1-867.9MHz,868.1-868.5MHz(for CE)

LoRa 923.3-927.5MHz(for FCC)
Sensitivity -140dBm Sensitivity @292bps

Output Power

12.86dBm(for CE)
11.47dBm(for FCC)

Protocol V1.0 Class A/Class C and V1.0.2 Class A/Class C
Ethernet
Ports 1 x RJ-45 (PoE PD supported)

Physical Layer

Data Rate

www.milesight-iot.com

10/100/1000 Base-T (IEEE 802.3)
10/100/1000 Mbps (auto-sensing)
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Interface Auto MDI/MDIX

Mode Full or half duplex (auto-sensing)
Wi-Fi Interfaces

Antenna Fully Integrated and Internal Antenna

Standards IEEE 802.11 b/g/n

2412-2472MHz/2422-2462MHz(TX/RX for CE)
2412-2462MHz/2422-2452MHz(TX/RX for FCC)

12.16dBm(for CE)

Tx Power 17.80dBm(802.11b),16.69dBm(802.11g)
16.81dBm(802.11n-HT20),16.90dBm(802.11n-HT40)(for FCC)

Frequency Band

Cellular Interfaces (Optional)

Antenna Fully Integrated and Internal Antenna
SIM Slots 1 i
For CE Frequency Band 7

EGSM900:880-915MHz(TX),925-960M \ 4
DCS1800:1710-1785MHz(TX),1805-18 o z(RX)’

WCDMA B1:1920-1 980MHZ(TX),21J€;21

WCDMA B8:880-915MHz(TX),925-960MHz
Frequency Band LTE B1:1920-1980MHz(TX 211 Ml;lé
LTE B3: 1710 -1785 MHz(TX),1805-4880 Mljz (RX)
LTE B7:2500-2570MHz(TX $620- 690MHZ(RX)
LTE B8:880-915)Hz(TX),925-960fMHz(RX)
LTE B20:832:862MUz(TX], 91 821MHz(RX)
For FCC Fr%en """
WCDMA Bahd 2: 1850-1 10MHz(TX)' 1930-1990MHz(RX)
WCDMA Band 4: 1710-1755MHz(TX); 2110-2155MHz(RX)
WC ABand*\s 824-849MHz(TX); 869-894MHz(RX)
LTE Baxg 2: 1850-1910MHz(TX); 1930-1990MHz(RX)
LTE Band¥; 1710-1755MHz(TX); 2110-2155MHz(RX)
LTE Band 5: 824-849MHz(TX); 869-894MHz(RX)

;7w LTE Band 12: 699-716MHz(TX); 729-746MHz(RX)

/£ \ LTEBand 13: 777-787MHz(TX); 746-756MHz(RX)

2 } LTE Band 14: 788-798MHz(TX); 758-768MHz(RX)
/ LTE‘ Band 66:1710-1780MHz(TX); 2110-2180MHz(RX)

" LTEBand 71: 663-698MHz(TX); 617-652MHz(RX)

Tx Power For CE Tx Power
EGSM900:32.33dBm(GMSK),26.16dBm(8PSK)
DCS 1800:28.81dBm(GMSK),25.17(8PSK),
WCDMA900:23.63dBm
WCDMA2100:23.47dBm
LTE: Band 1: 23.5dB?n,LTE: Band 3: 23.7dBm
LTE: Band 7: 23.8dBm,LTE: Band 8: 23.7dBm
LTE: Band 20: 23.4dBm
For FCC Tx Power
WCDMA B2/4/5:23.0dBm
LTE B2/4/5/12/13/14/66/71:23.5dBm

www.milesight-iot.com
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Software
PPPoE, SNMP v1/v2c/v3, TCP, UDP, DHCP, DDNS, HTTP,
HTTPS, DNS, SNTP, Telnet, SSH, MQTT, etc.

Network Protocols

VPN Tunnel DMVPN/IPsec/OpenVPN/PPTP/L2TP/GRE
Access Authentication CHAP/PAP/MS-CHAP/MS-CHAPV2
Firewall ACL/DMZ/Port Mapping/MAC Binding
Management Web, CLI, SMS, On-demand dial up

Power Supply and Consumption
1. DC Jack Connector for 9-24 VDC power supply

Power Supply
2. 1x802.3 af PoE input

Consumption < 4.2W

Physical Characteristics

Ingress Protection IP65

Dimensions 180 x 110 x 56.5 mm

Mounting Desktop, Wall or Pole Mounting N,
Others

Reset Button 1xRST

LED Indicators 1 x POWER, 1 x STATUS, 1 x LoRa{ 1 xWi-Fi, 1 xLTE, 1 xETH
Built-in Watchdog, RTC, Timer

Environmental

Operating -40°C to +70°C (-40°F to +158°F)

Temperature Reduced cellular performance above 60°C
Storage Temperature  -40°C to +8}a\C \4Q\Q +185° F)

Ethernet Isolation 1. 5.|.§’\A/_'RMS\ .

Relative Humidity 0% to ’g%‘(nén -condensing) at 25°C/77°F

1.4 Dimensions (mm)
P { X

! / e
X 7 I A H
/“‘.. B
kb 3 | I FI' ‘ - T .
Ly
i ﬂ*,—é—.—:&" b
.-
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Chapter 2 Access to Web GUI

This chapter explains how to access to Web GUI of the UG65.

2.1 Wireless Access

1. Enable Wireless Network Connection on your computer and search for access point
“Gateway_******" {0 connect it.

2. Open a Web browser on your PC (Chrome is recommended) and type in the IP address
192.168.1.1 to access the web GUL.

3. Enter the username and password, click “Login”.

) Milesight

&

L]

If you enter the username or paé’sword}raza'ectly more than 5 times, the login page
will be locked for 10 minutes,,\ X‘X
\\ \
4. After logging the web GUI, follownthe guide to complete the basic configurations. You
can also skip the /iﬁstructions.élt’s suggested that you change the password for the sake of
security. 7 A8\

5. You can view system information and perform configuration of the gateway.

www.milesight-iot.com 11
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""h KMbssighl A
- .
F
2.2 Wired Access \ { \ -

Connect PC to UG65 ETH port directly or through PoE injec’zr't access the web GUI of

.

¥4
gateway. The following steps are based on Windows 10 syifor ypux reference.

N\ %
1. Go to “Control Panel” — “Network and Internet” —“Network and Sharing Center”, then

LN
click “Ethernet” (May have different namesl. £ > ) /f
IF usrn e ey | m— )
L~ R T e L
Ao o Wi prpad Dl ST R BT e @) Y g e T T
S e ity —
i Shn— ey s
e ——n
_.f"“‘m_l
il i kit gt }
B e e aes) EXETTIER
- —
[ R ] = CEC L o o SE .

im———

rrma fus

2. Go to “Properties” — “Internet Protocol Version 4(TCP/IPv4) "and select “Use the
following IP address”, then assign a static IP manually within the same subnet of the
gateway.

www.milesight-iot.com 12
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rewer i mnmnd . EFE A Ropyne

-

mag o e ey mma e el et e e m g
Tl ORI, f R W T S AT
b §m armear T amiien

e o B e

P uE T ey P mien
k.
F TR e E ]

L ST

ST \
3. Open a Web browser on your PC (Chrome is recommended) and type ﬁ\the IP address
192.168.23.150 to access the web GUI. ’ 0 ;

v
4. Enter the username and password, click “Login”. {\

A

/
/

) Milesight

&

L]

7" ..
A If you entg’r the username or password incorrectly more than 5 times, the login page

will be lodked for 10 minlites.
% '/ ~ ..§

5. After Iogg&{t'hé"\}lgbwﬁylffollow the guide to complete the basic configurations. You

can also skip the instructions. It's suggested that you change the password for the sake of
security.

www.milesight-iot.com 13



6. After guide complete, you can view system information
the gateway.
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Chapter 3 Web Configuration

3.1 Status

3.1.1 Overview

You can view the system information of the gateway on this page.

Chiaryiei Packet Forward Cediutar T WelLAMN

| System Information

WModal UGES LOGE-ATOM-EA

Ragumn CHATD

Sl Numbsar B2A4850T60

Firmmars Yaralon 60 0 3000 2%

Hardwan Vemsion Wil

Lacal Tima 201280 17 57 24 Thumday
Uiptime 03 04-04

CPU Load %

RAM [ CapacityiAvailabila) 512MBBEMEB12 T8

elMC [Capacityiwailabla) 2 0GM BEME )

\ Figure 3-1-1-1
System Information
hem  [Desipon

rd N 3

Model { %} | Show the model name of gateway.
Region Y/ - Show the LoRaWAN® frequency region of gateway.
Serial Numb;/ - Show the serial number of gateway.
Firmware Version " Show the currently firmware version of gateway.
Hardware Version Show the currently hardware version of gateway.
Local Time Show the currently local time of system.

. Show the information on how long the gateway has been
Uptime .

running.

CPU Load Show the current CPU utilization of the gateway.

RAM (Capacity/Available) Show the RAM capacity and the available RAM memory.
eMMC (Capacity/Available) = Show the eMMC capacity and the available eMMC memory.

Table 3-1-1-1 System Information

3.1.2 Packet Forwarder
You can view the LoRaWAN status of gateway on this page.

www.milesight-iot.com 15
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Chelivies Packét Fonva Cediuifar Mtk WLAM

| Basic

‘Wersan 409

Statos Runrang

Giatewiay 10 24E124FFFEFOC400

Hiugion Coda EUERE
| Uglink

Packst Recetved L

Packals Hoecalvad Stale

CHRC Ok B0 005, CRL rall,

Fackst Forwarded 4 {125 bytes)
Fush Data Dadagrams Sant B (1320 bviwe)
Pueh Data Acknowlzdgad 100 00%
| Dewnilink

Pull Dala Sani J 00 00% acknoviadgod)
Full Resp Datagrams Recehved 0 {0 Enytas)
Fackeats Send 1o node 0 i bytes)

/ R i .

{ { N Figure 3-1-2-1

| 7 W

3 7ot

AN /

Packet Forwarder Status

Description

Version Show the version of packet forwarder software.
Status Show the status of packet forwarder.
Gateway ID Show the ID of the gateway.

) Show the LoRa region code which is based on the
Region Code

gateway’s variant.

Packet Received Show the count of data packet from node to gateway.
Show the RF packets receiving state:
CRC_OK: Percentage of CRC verification

CRC_Fail: Percentage of CRC verification failure

Packets received State

www.milesight-iot.com 16



Packets Forwarded
Push Data Datagrams
Sent

Push Data
Acknowledged

UG65 User Guide

NO_CRC: Percentage of abnormal packets without CRC
Packets that CRC verified are sent from gateway to server.
The total quantity of packets sent from gateway to server,
including the RF packets forwarded and statistics packets.
Percentage of acknowledged packets among Push Data
Datagrams Sent.

Pull Data Sent

Pull Resp Datagrams
Received

Packets Sent to node

Ragister Status

Show the number of keepalive packets sent to the server,
and percentage of acknowledged packet regarding the
keepalive packet from the server.

Show the packet counts and size that will be sent from
server to gateway.

Show the RF packet counts and size that‘w%e sent from

gateway to node. ) g
Show the RF packet counts that fail ‘to(’be Sent frém server
Packets Sent Errors Y
to node. AN\
° N\
Table 3-1-2-1 LoRaWAN Status | \
N\
3.1.3 Cellular N ¥ 3}
%
You can view the cellular network status of gateway oﬁ,,thijs'ga . ,,/
O Packs1 Foréyand el PE N WL AN
| Modem
Stibuis Hazady
Moded EC25
Version ECZEECCARMGAITMIG
Sigral Leval Shasdl {-51dBm)

Ragistared [Homa rsteark)

IME BAO4 25047358914
M3 450015225301 42
HCGio BABG0 T TEIS005S341 20
=P CHN-UMICON
Ketwark Type LTE
PLMN 1D
LALC 2P
Call T JAdbBD
Figure 3-1-3-1

www.milesight-iot.com
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Modem Information
hem  [Descipion

Status Show corresponding detection status of module and SIM card.
Model Show the model name of cellular module.
Version Show the version of cellular module.
Signal Level Show the cellular signal level.
Register Status Show the registration status of SIM card.
IMEI Show the IMEI of the module.
IMSI Show IMSI of the SIM card.
ICCID Show ICCID of the SIM card.
ISP Show the network provider which the SIM card registers on.
Network Type Show the connected network type, such as LTE, 3G, etc.

Show the current PLMN ID, including MCC, MNC, DAE and Cell
PLMN ID e

ID. " . < )
LAC Show the location area code of the SIM card.. { \ 7
Cell ID Show the Cell ID of the SIM card Iocatior!f.\ \\ ’

. S
Table 3-1-3-1 Modem Information 2 ( \
N }
e}

3

| Hetwork
Status Connacied
IF Agdrass 105124118
Nabmaszhk 55 255 JE8 252
Giafsway 1053 24117
DHE 210104 178 106

Connection Duration { days. 00-04 26

{ & .| Figure 3132

AY Z

Network Status
hem  [Deserpion

Status Show the connection status of cellular network.
IP Address Show the IP address of cellular network.
Netmask Show the netmask of cellular network.
Gateway Show the gateway of cellular network.
DNS Show the DNS of cellular network.
Show information on how long the cellular network has been

Connection Duration
connected.

Table 3-1-3-2 Network Status

3.1.4 Network

On this page you can check the Ethernet port status of the gateway.

www.milesight-iot.com 18
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T FEl POV e E '\. i
| R
Fain Shitiin Ty IF ke Bylinmsk [sT]EE e [HE Thuimiaii
Ak 193 164 J55 PS5 56 | 150 §EE 3 BLEE 0Tm Hi
Figure 3-1-4-1

Port Show the name of the Ethernet port.
Show the status of the Ethernet port. "Up" refers to a status that WAN
Status is enabled and Ethernet cable is connected. "Down" means Ethernet
cable is disconnected or WAN function is disabled. ..,\/ <
Type Show the dial-up type of the Ethernet port. \ { \ 4
IP Address Show the IP address of the Ethernet port. \ \ g
Netmask Show the netmask of the Ethernet por. { \ >
Gateway Show the gateway of the Ethernet port \ \ } \:
DNS Show the DNS of the Ethernet port. / \ /}
Show the information about howTo g the éthernet cable has been
Duration connected to the Etherne ort i/vh the port is enabled. Once the port

is disabled or Ethernet’ caQIe dlscoy(nected the duration will stop.

Tablé}\\\\Kh‘Status
3.1.5 WLAN

You can check Wi-Fi status onwéi’gé, including the information of access point and

client. 1 N

Cramrwes P ke Foreant Cedluiar o [ e p ] WLAM
| WLAN Siatus

Winalmik Sl

AT Asiciras I aT 24 M el M

imimtface Type AP

S50 Galwasy FOETIS

T hmresl Hagin

Ervorypdiom ¥ ypa Wa Enonyphion

Statue

P Aty ErRE=

Poa bmiasi 2L U IR

Connacko Dheralio P dayn. 69 205

Figure 3-1-5-1
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WLAN Status
em  [Description

Wireless Status Show the wireless status.

MAC Address Show the MAC address.

Interface Type Show the interface type, such as "AP" or “Client".

SSID Show the SSID.

Channel Show the wireless channel.

Encryption Type Show the encryption type.

Status Show the connection status.

IP Address Show the IP address of the gateway.

Netmask Show the wireless MAC address of the gateway.

Gateway Show the gateway address in wireless network.

Connection Duration = Show information on how long the Wi-Fi network h}s<been connected.
Table 3-1-5-1 WLAN Status N '."«/\ \ »

| Annocumed Blatigr

H* Mddrawn MAC Aildivas Lunneclisn Chinailos
7 X

Figure 3-1-5-2 S \\"*,/ }
Associated Stations
hem  Desempton

IP Address Show the IFfsadh‘xgsé gl/acg;eés point or client.
MAC Address Show the:MA(\N\daN\ss of the access point or client.

) ) Show info‘gm ion\@,n how long the Wi-Fi network has been
Connection Duration Y :

connected.},

\%"3—1‘}5-2 WLAN Status
3.1.6 VPN \ :

You can check/VPst@tus en this page, including PPTP, L2TP, IPsec, OpenVPN and
DMVPN. {9
TR FEEE o alyp o Pl Tyl AU

| PETR Tunnsl

Hirs Slartws Lusal IP Hemuem i

| LEYP Tunmei
Hirrs Shaies Eocal IV Hemmiée H°
]

il s
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Figure 3-1-6-1
| IPiwe Tirmai
BMrms SEaiun | wcal WY Rermes ¥
i1
jsac T
e
| Cpan PR Climai
LI Simiun | nal @ Harmes §
SR, |
TR D
N _ L
AN
Figure 3-1-6-2 “.\ i\\ >
| GRE Tunnsl :
LT Humi Lnce HT a5
e
L]
[T |
| DAYPH Tiamnad
Himne Y Liscad 1 [rm——
Sreijan
B % §
, i’ N ‘ Figure 3-1-6-3

VPN Status

T

Name / Shéw the name of the VPN tunnel.

Status T ‘Show the status of the VPN tunnel.

Local IP Show the local tunnel IP of VPN tunnel.
Remote IP Show the remote tunnel IP of VPN tunnel.

Table 3-1-6-1 VPN Status

3.1.7 Host List

You can view the host information on this page.

www.milesight-iot.com
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Figure 3-1-7-1
Host List
Description
DHCP Leases
IP Address Show IP address of DHCP client N /
MAC Address Show MAC address of DHCP client L \
Lease Time Remaining Show the remaining lease time of DHbP, {Iient. s
MAC Binding
Show the IP address and MAC address s in'the Static IP
IP & MAC . . }
list of DHCP service. A N7 B
. - \ -
Table 3-1-7-1 Host List DeS,\[Ip’f{(ﬁl‘{g ./
/ ./
¢’ ¢
\‘,":"/
3.2 LoRaWAN

.,

Ty Milesight LoRaSarver
Device Gatoway =,
(End-node) [Fukmmwuragcr} : Natwark Server \Aﬁiplichuticln Server
3 e H

7

" wr&b'ﬁ-ioo:lcml“ § ] i b e s \\l
% [ '- .'l P .--|.'|-|--_-|-:-|1|:.--h

'1{%" -
3 P SR
AN LA (i 12 T sy ."i'h.l
ek T He WA or e "Iy e v "y
. B g e ’I—i\. [T S S P ——— sanin b They e e 'th
2 T \
; i [ PR T U, P .—-I.n-nn'lnﬂ'rn'rr
eaiser ot ]
s

i =" =

PATT il g | P P el Ty Bt 1 i Al oo |

www.milesight-iot.com 22



UG65 User Guide

3.2.1 Packet Forwarder

3.2.1.1 General

el Rados Artvarcod Cusdom Teate
| Gensral Seinimg
Cigtwaay ELI FEEVREFFFEFOE RS
Galeeny 1D BLET26FFFEFIEZIE
Frequancy-Sync Dlisgree "

Mighi Diesidiai=i

] Enatila Typa Larver Addimes |.l-pu|rlnnrn
n T pyed Wzt CcErost -

/" /
Figure 3-2-1-1, - . \\ 4

N 3

General Settings

\ N Generated from MAC
N - 1 > address of the
Gateway EUI Show the +dgnt|f|er‘gf the gateway.
......... gateway and cannot
\ 3 be changed.
Y Fillin th’égcorresbonding ID which you've used
-~ “for register gateway on the remote network The same as
Gateway ID / 2\ .
; server, such as TTN. It is usually the same as gateway EUL.

{ ]

gat/efway.,EEUI and can be changed.
9/ “..._Sync frequency configurations from network
Frequency-Sync ;

3 ) . Disabled
.............. server-by selecting the corresponding ID.

The gateway will forward the data to the
Multi-Destination = network server address that was created and Local host
enabled in the list.

Table 3-2-1-1 General Setting Parameters

Related Configuration Example

Packet fowarder configuration
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Extarnal Anternno

l-I.\.h

B,
LV, ] —

1
¥
F
3 |
(LY
L]

o

Wagso

Radios-Radio Channel Setting

m Description

Antenna
Select the trans
Type ”\
Choose the LoRaW
upstream and
Region P tr
model }
/ o
4 BT
(: (3 r] t (3 r .....................

Figure 3-2-1-2

Lavdur T ipjisioias plibiin

oeanks/

>

of’antennas.

.
g

® frequency plan used for the

downlink frequencies and datarates.
Avallab”le\channel plans depend on the gateway’s

Frequency Radlo 1: onIy supports receiving packet from nodes.

Table 3-2-1-2 Radio Channels Setting Parameters

www.milesight-iot.com

Internal Antenna

Based on the
gateway’s model

Based on what is
specified in the
LoRaWAN®
regional
parameters
document
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LSRR R 20 LIN D

[ s (. . o e il

Figure 3-2-1-4

Radios-Multi Channel Setting
hem  Deseription __Defaut

Click to enable this channel to transmit N\

Enable Enapl
packets.

Index Indicate the ordinal of the list. ( 2

£ DY

Choose Radio 0 or Radio 1 as center

Radio \d¢
frequency. > \

\ Baged on the
Enter the frequency of this channel >
Frequency/MHz aWAN®
Range: center frequency 0. 9. \ BN
3 reglonal document

4
Table 3-2-1-3 Multi C}na\nel*s/m/g Parameters

i ma— ifan o gl [ e

.y

\ """""" Figure 3-2-1-5
Radios-LoRa Channel Setting ‘
hem Descriptin [ Defaut

4 Cllc‘k to enable this channel to transmit
Enabled

Enable 4
i‘ packéts i
. >. Cho/ose Radio 0 or Radio 1 as center .
Radio / Radio 0
frequency:
Based on the
Enter the frequency of this channel.
Frequency/MHz supported
Range: center frequency0.9.
frequency

Enter the bandwidth of this channel.
Bandwidth/MHz Recommended value: 125KHz, 250KHz, 500KHz

500KHz (Note:500 KHz is belong to the

bandwidth of the FCC)
Based on what is

' . specified in the
Spread Factor channel with large spreading factor LoRaWAN® regional
corresponds to a low rate, while the small

one corresponds to a high rate.

Choose the selectable spreading factor. The

parameters
document

Table 3-2-1-4 LoRa Channel Setting Parameters
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Figure 3-2-1-6
Radios-FSK Channel Setting

Radios-FSK ChannelSeting
hem [ pesorption [ pefaut___|

Click to enable this channel to transmit

Enable Disabled
packets.
. Choose Radio 0 or Radio 1 as center .
Radio Radio 0
frequency.

. Based on the
Enter the frequency of this channel.
supported

Frequency/MHz
g v/ Range: center frequency0.9.
. freqlen :

Enter the bandwidth of this channel. \, asedhon the

Bandwidth/MHz Recommended value: 125KHz, 250KHz, \ supported
500KHz(Note:500 KHz is belong to the equency

idth of the F Ny

bandwidth of the FCC) A \,m/ }

Data Rate Enter the data rate. Range: 500:25000. ; 500

rd N /
Table 3-2-1-5 FSK Ch nel%eym/g Parameters

3.2.1.3 Advanced \\

SETeEH Radis AdwEnced CLskm T

| intervais Setting

maen Alve inforal il 5
S Intésrvnl 3 B
Puish Timaoul 'l;'IE ma

| Farward CREC Settng

Forsard CRC Disabind |
Foiemrd CRE Emor

Forsard CHT Valld ]

Figure 3-2-1-7

hem  Deseripton | Defaut__
Enter the interval of keepalive packet which is sent

from gateway to network server to keep the 10
connection stable and alive.

Keep Alive
Interval
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Range: 1-3600.
Enter the interval to update the network server with

Stat Interval o 30
gateway statistics. Range: 1-3600.

Enter the timeout to wait for the response from

Push Timeout server after the gateway sends data of node. Rang: 100
1-1999.
Forward CRC Enable to send packets received with CRC disabled to Disabled
Disabled the network server.
Forward CRC Enable to send packets received with CRC errors to Disabled
Error the network server.
Forward CRC Enable to send packets received with CRC valid to the Enabled
Valid network server.
Table 3-2-1-6 Advanced Parameters AN &
Ve

o,
NP
/

7/

{

3.2.1.4 Custom X
/ \

| Ciistom C cnfigurabon
Efifilika

Laomiplo

Figure 3-2-1-8
When Custom Configuration mode is enabled, you can write your own packet forwarder
configuration file in the edit box to configure packet forwarder. Click “Save” to save your
custom configuration file content, and click “Apply” to take effect. You can click “Clear” to
erase all content in the edit box. If you don’t know how to write configuration file, please
click “Example” to go to reference page.
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When navigating to the traffic page, any recent traffic received by the gateway will display.
To watch live traffic, click Start.

\ 7/ 37
Figure 3-2-1-9 N\ § \

N

fem _ Descripton

Refresh

Clear

Rfch

Direction

Time

Ticks

Frequency
Datarate

Coderate

RSSI y
SNR L

Click to obtain the latest datd. R {\ ,\\
Click to clear all data. > N ;
Show the channel of this p§cket\ % o

Show the direction of this packetf

Show the rece|V|\g\t|rhe/6f th:s packet.

Show the ticks C}f\h\\,\gacket

Show the frequenc\qf the channel.

Show the datgrate ‘of the channel.

Show\t@ coderate of this packet.

Show the\ecelved signal strength.

Show the éignal to noise ratio of this packet.

Table 3-2-1-7 Traffic Parameters

senainsrsssesriresasisssasrsssssenesasssrend ¥

www.milesight-iot.com
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3.2.2 Network Server

3.2.2.1 General

Sereral Anplcations Profies (50 =

| General Setting
Enable &

KMiesight loT Clouwd

Meil 110203
Joan Doy 5 1
R Dalay i BEC

N /
Lagsa Tme B BODE-0.0 h-rmm-a4 :
Log Léwval inda £

| Channel Plan Setting

Charmel Flan Usats w

Channel ik Oo0e0C0C00no0EFoD

‘\ N
Flgy%S\ZZ\\
Wem | Descripion Defaur

General Setting

Enable ‘Click to enable Ne}w0rk Server mode. Enabled
Milesight loT x'fiha led toiconnect gateway to Milesight loT
resig 2N gateway to Milesig Disabled
Cloud { Clo.ud.§
NetID Enter}he nhetwork identifier. 010203
“Enter the interval time between when the

-..end-device sends a Join_request_message to
. network server and when the end-device
Join Delay . 5
prepares to open RX1 to receive the
Join_accept_message sent from network
server.
Enter the interval time between when the
end-device sends uplink packets and when the
RX1 Delay . ) 1
end-device prepares to open RX1 to receive
the downlink packet.
Enter the amount of time till a successful join
expires. The format is hours-minutes-seconds.
If the join-type is OTAA, then the end-devices

need to join the network server again when it

Lease Time 876000-00-00

www.milesight-iot.com 29
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exceeds the lease time.
Log level Choose the log level. Info
Choose LoRaWAN® channel plan used for the
upstream and downlink frequencies and Depend on the
datarates. Available channel plans depend on  gateway’s model
the gateway’s model.

Channel Plan

Enabled frequencies are controlled using
channel mask.

Leave it blank means using all the default
standard usable channels specified in the
LoRaWAN® regional parameters document.

A bit in the ChMask field set to 1 means that 3
the corresponding channel can be used for \ \0
uplink transmissions if this channel allows th E\ nthe

Ch | Mask
annetivas data rate currently used by the end- dgvlce \ way’s model

A bit set to 0 means the correspond)ng\ }

channels should be avoided. .. “ .-\ s
{ /
US 915 and AU 915 have a<80-bit channel

mask for 72 usable cha\n%ib and’ EU, AS, IN,
KR frequencies have a_16%it mask for 16

usable channgts.. ‘g

TaN 2-1 General Parameters

Note: For some regjonal vanal’}ts if allowed by your LoRaWAN® region, you can use
Additional Plan to com‘rgure addltlonal channels undefined by the LoRaWAN® Regional
Parameters, Ilké EU868 aﬁd KR920 as the following picture shows:

Lidilional 7 hameia

T immenry (ML [ TR Ban dimimaks L jpardiion

Figure 3-2-2-2

Additional Channels
hem  Desoripton _________Detaut

Frequency/MHz = Enter the frequency of the additional plan. Null.
Enter the max datarate for the end-device.
The range is based on what is specified in

Max Datarate i DRO(SF12,125kHz)
the LoORaWANZ® regional parameters
document.
Min Datarate Enter the min datarate for the end-device. DR3(SF9,125kHz)
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The range is based on what is specified in
the  LoRaWAN®  regional parameters
document.

Table 3-2-2-2 Additional Plan Parameters

3.2.2.2 Application

An application is a collection of devices with the same purpose/of the same type. All
devices with the same “Payload Codec” and data transmission destination can be added
under the same application.

You can edit the application by clicking or create a new application by clicking .

v

| Applicibans

Iips Chperminin

==
2

2 Figure 3-2-2-3

/ RN i
fem I Descripion
X Entef the-name of the application profile.
Name .. “er PP P
A ~E:g Smoker-sensor-app.
~-Enterthe description of this application.
E.g a application for smoker sensor.

Description

n o« ”ou

Select from: “None”, “Cayenne LPP”, “Custom”.

None: This mode enables devices not to encode data.

Cayenne LPP: This mode enables devices to encode data with the
Cayenne Low Power Payload (LPP).

Custom: This mode enables devices to encode data with the decoder
function and the encoder function which you have entered the code.
Data Data will be sent to your custom server using the MQTT,HTTP or
Transmission HTTPS protocol.

Payload Codec

Table 3-2-2-3 Application Parameters
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Type

Status

| General

Broker Address
Broker Port

Client ID

Connection Timeout/s

Keep Alive Intarvalls

| User Credentials

Enable
Username
Password
ins
Ensbin L |
1o Sy s Consosoy

CAFie
Ll Carilicale s

Chapsi ¥orp Fiw

| T

Dwin Typ=
Lipihiak i
Pruaeins data
S i st
ACK notifizatios

Eifi i (iR Sl

www.milesight-iot.com
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MQTT Settings

Description
Broker

MQTT broker address to receive data. -
Address

Broker Port = MQTT broker port to receive data. -
Client ID is the unique identity of the client to the server.

Client ID It must be unique when all clients are connected to the same -

server, and it is the key to handle message at QoS 1 and 2.

If the client does not get a response after the connection

Connection
. timeout, the connection will be considered as broken. The 30

Timeout/s

Range: 1-65535

. After the client is connected with the server, the client wilh

Keep Alive )

send heartbeat packet to the server regularly to keep alive. 60
Interval/s AN

Range: 1-65535 { 2/
User Credentials
Enable Enable user credentials. 3 { \ >
Username  The username used for connecting to MQTf\br\okgr. } \§
Password  The password used for connecting to I\ngT"\b}e\ker:' /’

4
e

TLS
Enable Enable the TLS encryption iWQT{'F c;a’ﬁmm’uﬁfcation.
Select from “Self signe ce ifiéﬁi’;{(}ﬁ( signed server certificate”.
CA signed server certific ek’f% ith the certificate issued by
Mode Certificate Authg{ity (CAXth reloaded on device.

.y

Self signed certificates:.u ‘Ioad’the custom CA certificates, client
certificates and segret kéy for verification.

Topic :
Data Type l?,a’fa type sent t:o MQTT broker.

2

Topic ‘g’l’opic‘nan‘ge of ihe data type using for publish.

}OS Q:Q;nly’Oﬁce

his-is the fasiest method and requires only 1 message. It is also the
‘most unreliable transfer mode.

QoS 1 — At Least Once

This level guarantees that the message will be delivered at least once,
but may be delivered more than once.

QoS 2 - Exactly Once

QoS 2 is the highest level of service in MQTT. This level guarantees that
each message is received only once by the intended recipients. QoS 2 is
the safest and slowest quality of service level.

Table 3-2-2-4 MQTT Settings Parameters

/

QoS
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Figure 3-2-2-6 N { ’ \\

HTTP/HTTPS Settings
Description

HTTP Header
. . 7/
Header Name A core set of fields in HTTP heQde;/ 4
. NN
Header Value = Value of the HTTP hgaéeg \ S/
URL

Data Type Data type sent to HTT\?/ I}N';I'P§ server.
Topic Topic name of\f\ﬁé’da,ta“gype‘using for publish.
URL HTTP/HTTPS se}Vgr URL to receive data.

£

: ~ Table 32-2-5 hTTP/HTTPS Settings Parameters
e

7 7N
Related Config§yration §}<am,|:

o

Application configuration

i

3.2.2.3 Profiles

A Profile defines the device capabilities and boot parameters that are needed by the Netwo
rk Server for setting the LoORaWAN® radio access service. These information elements
shall be provided by the end-device manufacturer.

You can edit the device profile by clicking E or create a new device profile by clicking

&
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F%SX\{R/

Appiratonm . - =
Hmne Mg T Py Joln Tyie China By '-'I|-'||:Iul
T A . = o
aaatsCITAA = = I
-+
Figure 3-2-2-7
| Device Profiles
Mame
Max TXPower 0
Join Type OTAA w
Class Type Class A W
Advancad

hom [ Desoripion | befaut____

Name

Max
TXPower

Join Type

Enter the name c}f\gfz device profile.
E*,g Smoker%en sor-app.

7 Enter the mab(lmum transmit power.
§ The TXI?ower indicates power levels relative to
> the Mk EIRP level of the end-device.
/ 0 ‘means usmg the max EIRP. EIRP refers to the

Equivalent Isotroplcally Radiated Power.

Select from: “OTAA” and “ABP”.
OTAA:Over-the-Air Activation.

For over-the-air activation, end-devices must
follow a join procedure prior to participating in
data exchanges with the network server. An
end-device has to go through a new join
procedure every time as it has lost the session
context information.

ABP: Activation by Personalization.
Under certain circumstances, end-devices can

www.milesight-iot.com
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be activated by personalization. Activation by
personalization directly ties an end-device to a
specific network bypassing the join request -
join accept procedure.

Select from: “Class A” and “Class C”.

Class A: Class A operation has the lowest

power consumption for applications that

require downlink communication from the
server shortly after the end-device has sent an
uplink transmission.

Class Type Class A
Class C: End-device of Class C will continuously
open receive windows, only closed when N
transmitting. Class C end-device will spend v \

more power than Class A or Class B but they ’\ 7 \ /
offer the lowest latency for server to end-devic

communication. \ \

\

Table 3-2-2-6 Device Profiles Setting raéseters }\
i/ 3
g

/.\
{ 74
Aty o
MAC Varalon 116 .
Hagipnal Fargmsies ol - ¥
AT Desdnrata Ofsel 0 v
FE2 Dwnrais 0 [5F12 125 kHez L
RXZ Channad Fregusncy ELOEIS0a0 HE
Fracquancy List Hz
74
f AT Timaon [« 1T,

3 e
/ Figure 3-2-2-9
Device Profile Advanced Settings
fem [ Descripton ______________ Defau

Choose the version of the LoRaWAN® supported

MAC Version 1.0.2
by the end-device.
Regional . .
Revision of the Regional Parameters document
Parameter .
. supported by the end-device.
Revision
Enter the offset which used for calculate the RX1 Based on what
RX1 Datarate data-rate, based on the uplink data-rate. is specified in
Offset The range is based on what is specified in the the LoRaWAN®

LoRaWANE® regional parameters document. regional
Enter the RX2 datarate which used for the RX2 parameters

RX2 Datarate
receive-window. The range is based on what is document
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RX2 Channel
Frequency

Frequency List

ACK Timeout

3.2.2.4 Device

UG65 User Guide

specified in the LoRaWAN® regional parameters
document.

Enter the RX2 channel frequency which used for
the RX2 receive-window. The range is based on
what is specified in the LoRaWAN® regional
parameters document.

List of factory-preset frequencies. The range is
based on what is specified in the LoRaWAN® Null
regional parameters document.

Enter the time for confirmed downlink
transmissions. Only applicable to class C.

Table 3-2-2-7 Device Profiles Advanced Setting Parameters

N

A device is the end-device connecting to, and communicating ov,éf\thé LoRaWAN® network.

| Omiatw

F oy
o FLir

Jlerwires Yume

o Al |marrs Prodie AppleEnion I mui fman Actiwmiesd

gL FRILET IS aun AN 1y

&igure“s—z-zq 0

hem | Descrpton

Add

Bulk Import
Delete All
Device Name
Device EUI
Device-Profile
Application
Last Seen

Activated

Operation

Add a device.

D§own|oad template and import multiple devices.

“Delete all devices in the list.
S;How the name of the device.

“Show the EUI of the device.
Show the name of the device's device profile.
Show the name of the device's application.
Show the time of last packet received.

Show the status of the device . +.* means that the device

has been activated.
Edit or delete the device.

Table 3-2-2-8 Device Parameters

www.milesight-iot.com

37



UG65 User Guide

Device Mame

lora-sensor |

Description a short description of your node
Device EUI | 2416419478438 |
Device-Profile ClassA-OTAA b
Application | cloud s
Modbus RTU Data Transmission Modbus RTU to TCP w
Fport |

TCF Port

Frame-counter Validation [

Application Key

Device Address

Metwork Session Key

Uplink Frame-counter 0 |

Application Session Key | |
Downlink Frame-counter |

: |

Device Configuration
hem Deseripton | Defaut__

Device Name ; B’r}te}gthe éame of this device. Null
Description ‘ Entey}the.,(;fiescription of this device. Null
Device EUI /‘w..Ehier the éUI of this device. Null

Device-Profile-.Choose the device profile. Null
Application Choose the application profile. Null
Choose from: "Disable", "Modbus RTU to TCP*,
"Modbus RTU over TCP". This feature is only
Modbus RTU applicable to Milesight LoRaWAN® controllers.
Data -Modbus RTU to TCP: TCP client can send Modbus Disable
Transmission TCP commands to ask for controller Modbus data.
-Modbus RTU over TCP: TCP client can send Modbus
RTU commands to ask for controller Modbus data.
Enter the LoORaWAN® frame port for transparent
transmission between Milesight LoRaWAN®
controllers and UG65.
Range: 2-84, 86-223.

Fport Null
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Note: this value must be the same as the Milesight
LoRaWAN® controller’s Fport.
Enter the TCP port for data transmission between the
TCP Port TCP Client and UG65 (as TCP Server). Null
Range: 1-65535.
If disable the frame-counter validation, it will
compromise security as it enables people to perform Enabled
replay-attacks.
Whenever an end-device joins a network via
Application Key  over-the-air activation, the application key is used for Null
derive the Application Session key.
The device address identifies the end-device within

Frame-Counter
Validation

Device Address Null
the current network. N\
The network session key specific for the end- dewce/lt\
Network is used by the end-device to calculate the MIC.orpart NuI,I
Session Key of the MIC (message integrity code) of all uplinkdata
messages to ensure data integrity. / P\
The AppSKey is an application session ke‘}\spec}flﬁfor
Application the end-device. It is used by both the application
Session Key server and the end-device to encrypt and decrypT the Null

payload field of apphc‘agon spec ic daxa messages.
The number of datafram I(ch sént uplink to the
network server. It \(VI” begcremented by the
Uplink end-device and recéived by the end-device.
P Users can reset the é\personallzed end-device Null
Frame-counter
manually, themthe frame counters on the end-device
i ‘and the frame cobinters on the network server for that
- end- dewce will be reset to 0.
'Fhe umber of data frames which received by the
end/dewce downlink from the network server. It will be
) N mcremented by the network server.
Downlink )
...Users cloud reset the a personalized end-device Null
Frame-counter i
manually, then the frame counters on the end-device
and the frame counters on the network server for that
end-device will be reset to 0.
Table 3-2-2-9 Device Setting Parameters

Related Configuration Example

Device configuration
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3.2.2.5 Packets
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Figu5e3\§2-12 / N 4
Send Data To Device
hem Desoription | Default_

Enter the EUI of the de\\)ife}esrééeive

Device EUI the payload. \ ~~~~~~~~~ \ Null
Type Cl:oose from\: “ASCN, “hex”, "base.64". ASCII
Choose the payload type to enter in the payload Input box.
Payload :,’Iénte:rf’thg mesgsage to be sent to this device. Null
Port * Entevr"the} Lgf}aWAN® frame port for packet transmission Null
l}b.etweeﬁ device and Network Server.
After enabled: the end device will receive downlink packet

Confirmed s , Disabled
and should answer “confirmed” to the network server.

Table 3-2-2-10 Send Data to Device Parameters

hem  [Deserpion |
Device EUI Show the EUI of the device.

Frequency Show the used frequency to transmit packets.

Datarate Show the used datarate to transmit packets.

SNR Show the signal-noise ratio.

RSSI Show the received signal strength indicator.

Size Show the size of payload.

Fcnt Show the frame counter.

Type Show the type of the packet:
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JnAcc - Join Accept Packet
JnReq - Join Request Packet
UpUnc - Uplink Unconfirmed Packet
UpCnf - Uplink Confirmed Packet - ACK response from
network requested
DnUnc - Downlink Unconfirmed Packet
DnCnf - Downlink Confirmed Packet- ACK response from
end-device requested
Time Show the time of packet was sent or received.

Table 3-2-2-11 Packet Parameters

Click o to get more details about the packet. As shown:

Olere Ak Dl ThS6

UL dda 12 Ealinradl

ApsELH L 3 S M e Taic
DewELl 1SN ETeE18
Imeedaial talse

FmuBinesGPEE ok

Tinsslang M 1RETEE
Tipn Oinline

fi B ITLiE

S AR s lalws

Al trum

M Figure 3-2-2-13
hem Desoripton |
Dev Addr Show the address of the device.
GwEUI Show the EUI of the gateway.
AppEUI Show the EUI of the application.
DevEUI Show the EUI of the device.

True: Device may transmit an explicit (possibly empty)

Immediately  acknowledgement data message immediately after the reception of a
data message requiring a confirmation.

TimeSinceGP

SEpoch

Timestamp Show the timestamp of this packet.

Show the GPS time.

Frequency Show the frequency of this channel.
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Type

Adr

AdrAcKReq

Ack

Fent

FPort

Modulation
Bandwidth

SpreadFactor ¢
i Show the bitrate of this channel.
"Show the cod:erate of this channel.

Bitrate
CodeRate
SNR

RSSI

Power
Payload (b64)
Payload (hex)

MIC

Related Topic

UG65 User Guide

Show the type of the packet:

JnAcc - Join Accept Packet

JnReq - Join Request Packet

UpUnc - Uplink Unconfirmed Packet

UpCnf - Uplink Confirmed Packet - ACK response from network
requested

DnUnc - Downlink Unconfirmed Packet

DnCnf - Downlink Confirmed Packet- ACK response from end-device
requested

True: The end-node has enabled ADR.

False: The end-node has not enabled ADR.

In order to validate that the network is receiving the uplink messages,
nodes periodically transmit ADRACKReq message. This.is,1 bit long.
True: Network should respond in ADR_ACK_DELAY tirpetng)nfirm that it
is receiving the uplink messages. 7 \ /

False: ADR is disabled or Network does not reganéin ADR>ACK_DELAY.
True: This frame is ACK. N / \ >

False: This frame is not ACK. : L\ 1\

Show the frame-counter of this packg}?‘l’he hetwork S}f'ver tracks the
uplink frame counter and generates, the . \ S

downlink counter for each\end-cﬂavigé. /

FPort is a multiplexing Eiort Id. I{the,frame payload field is not empty,
the port field must be\pres@t\lF reéént. a FPort

16 value of 0 indicateé{chat the\FRMPayload contains MAC commands
only.When thisjs-the 9§§e, the FOptsLen field must be zero. FOptsLen is
the length of the RQpts field in bytes.

LpRa meansthe ph?sical layer uses the LoRa modulation

,Sﬁowjghe bartidwidth of this channel.

Show the spriéadFactor of this channel.

Show-the-SNR of this channel.
Show the RSSI of this channel.
Show the transmit power of the device.
Show the application payload of this packet.
Show the application payload of this packet.
Show the MIC of this packet.MIC is a cryptographic message integrity
code, computed over the fields MHDR, FHDR, FPort and the encrypted
FRMPayload.
Table 3-2-2-12 Packets Details Parameters

Send Data to Device
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3.3 Network
3.3.1 Interface

3.3.1.1 Port

UG65 User Guide

The Ethernet port can be connected with Ethernet cable to get Internet access. It supports

3 connection types.

- Static IP: configure IP address, netmask and gateway for Ethernet WAN interface.
- DHCP Client: configure Ethernet WAN interface as DHCP Client to obtain IP address

automatically.
- PPPoE: configure Ethernet WAN interface as PPPoE Client.

el P oed il

etk Spne E ks ]
Fon
HT#n
niraciion Type Frale [P
[ ST TR R
Feathra sl [IE JRE 35z 8
Visibardy 157 158 75 1
REFLI TE0
Fromary DS Seeeii BAER
tarondsy DS Sarver Pl Thd e
Ervmig bl |
3 H
/') )
/ TN Figure 3-3-1-1
r :

7N\

Enable ~  “Enable WAN function.
Pot " The port that is currently set as eth0 port.
ConneCtion n H non H n n n
Select from "Static IP", "DHCP Client" and "PPPoE".
Type
MTU Set the maximum transmission unit.
Primary DNS .
Set the primary DNS.
Server
Secondary DNS
Set the secondary DNS.
Server
Enable or disable NAT function. When enabled, a
Enable NAT

private IP can be translated to a public IP.
Table 3-3-1-1 Port Parameters

www.milesight-iot.com
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hem [ Desoription | Default___

Enable
eth 0

Static IP
1500

Null

Null

Enable
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1. Static IP Configuration

If the external network assigns a fixed IP for the Ethernet port, user can select “Static IP”

mode.
—

Erahla ]
Fom win i
Connacsan Typu Slatie 1P ol
P hodmss 152 968 23 66
Bistmiass e ]
ey 1492 164,211
BT 1501
Primary NS Serves 2808
Seiomdary NS Sereai TRL 174 1148114
Enahle MAT [ ]

Muhiple I Address

TP fddiess Matrniask Clpeiation

3
\ “ \ Figure 3-3-1-2

hem [Desorption [ oefaut___|

IP Address /§ét'thé P addr?ass which can access Internet. 192.168.23.150
Netmask ~ -Setthe Netmask for Ethernet port. 255.255.255.0
Gateway Set the gateway's IP address for Ethernet port. 192.168.23.1
Multiple IP

P Set the multiple IP addresses for Ethernet port. Null
Address

Table 3-3-1-2 Static IP Parameters

2. DHCP Client

If the external network has DHCP server enabled and has assigned IP addresses to the
Ethernet WAN interface, user can select “DHCP client” mode to obtain IP address

automatically.
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— :-,;|-|_|
Erabis
P ath [
Cannaciion Typa DveCF Clani e
T 1500
Une Paer DS
Primary OfS Serar BEEHA
Sacondary (NS Sarver 154 714 ¥14. 114
Enabile BAT E

/
7
Figure 3-3-1-3 L ; \\/
DHCP Client

Obtain peer DNS automatically.duking PP
Use Peer DNS " P dromat xzmg/
omain nam

P\‘)iialing. DNSis
v/

4

necessary when user visit,sﬁ

‘

A .
Table 3-3-1-3 DHCP Clien?waméte\r}s
/

3. PPPoE

PPPoE refers to a point to point proto&pl Xﬂiernet. User has to install a PPPoE client
on the basis of original conne%wéy. With PPPOE, remote access devices can get
3

control of each user.
3

N

v

7

/
/
i
i [natin 5
R
AN
/\ Pt Hi T
.
,,,,,,,,, 2 Connechian Tyes PFPaE [
Lhemene
Fiadamord

Link Dlonscire imsevals b3

Kiwn Fmiries b

M 1500

Lhia Foar LS

Py [IHS Sy AbEE
Sacendery ONES Sansr T T T 114
Enatin bt §
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Figure 3-3-1-4

PPPOE

hom  Dsserpion

Username Enter the username provided by your Internet Service Provider (ISP).
Password Enter the password provided by your Internet Service Provider (ISP).

Link Detection
Interval (s)
Max Retries Set the maximum retry times after it fails to dial up. Range: 0-9.
Obtain peer DNS automatically during PPP dialing. DNS is necessary
when user visits domain name.

Table 3-3-1-4 PPOE Parameters

AN
3.3.1.2 WLAN v \

/
This section explains how to set the related parameters for Wi-Fi ngtwo UG65 supports

802.11 b/g/n, as AP or client mode. N { \\

Set the heartbeat interval for link detection. Range: 1-600.

Use Peer DNS

Pt wLAN Cofuiar Loapback
| WLAN
Ersmlie -
Work Mods AP =
2510 Browdzas! [
AP lxolabon
Fadin Typs BOZ 11ni2 4GHzI L
Cnanvss| Alite #
/ 580
ix BEED
5
/ Ercrypbon Mode WA PEKAVPAZ PSK .
Cphal KER -
Ry [T p———
Bandsendih FOMHZ "
Mlan Chant Mumbse 128
| IF Sopting
FProfocol Siafr 1F -
P ALY RSE
Maimack 755 755 255 0
Figure 3-3-1-5
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| WLAK
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Figure 3-3-1-6 N { \\

WLAN Settings

Enable Enable/disable WLAN. m..\\". o \; -
Work Mode Select gateway'suwbgk mtgldeﬁ2 hg’op/tions are "Client" or "AP".

Fill in the MAC address+of the g,ef:ess point. Either SSID or BSSID

BSSID -
can be filled to%i@t}‘re\ne ork.

SSID Fill in the SSID 6‘{trﬁ\ac&ss point.
Client Mode

Scan Click "Scar}\Quttor} to search the nearby access point.
£

3 Seleéf‘gncrypﬁbn mode. The options are “No Encryption*, “WEP

. ,") '-~.Qpen System" , “WEP Shared Key", “WPA-PSK", “WPA2-PSK",
Encryptlon MQde ¢ n\ ; nooa . noa H ”
i VYPA-E’SK/WPAZ-PSK, WPA-Enterprise”, “WPA2-Enterprise”and

X .")NPA-énterprise/WPA2-Enterprise".
“.... Select tipher. The options are “Auto", “AES", “TKIP" and

cipher 7, | Select by g

................... »AES/TKIP .
Key Fill the pre-shared key of WEP/WPA encryption.
XSupplicant Type Select from “Peap”, “Leap”, “TLS” and “TTLS".
User Fill the user of WPA/WPA2-Enterprise.
Anonymous . . . .

; Fill the anonymous identity of WPA/WPA2-Enterprise.

Identity
Phase2 Fill the phase2 of WPA/WPA2-Enterprise.
Public Server The public server certificate used for verifying with
Certificate WPA/WPAZ2-Enterprise access point.

AP Mode

When SSID broadcast is disabled, other wireless devices can't not

SSID Broadcast
find the SSID, and users have to enter the SSID manually to
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access to the wireless network.
When AP isolation is enabled, all users which access to the AP

AP |solation
are isolated without communication with each other.
. Select Radio type. The options are “802.11b (2.4 GHz)", “802.11g
Radio Type "
(2.4 GHz)", “802.11n (2.4 GHz)™.
Channel Select wireless channel. The options are "Auto”, "1", "2"....."11".

Select encryption mode. The options are “No Encryption", “WEP
Encryption Mode Open System", “WEP Shared Key", “WPA-PSK", “WPA2-PSK" and

“WPA-PSK/WPA2-PSK".

Select cipher. The options are “Auto”, “AES", “TKIP" and

Cipher . .
AES/TKIP".
Key Fill the pre-shared key of WPA encryption.
Bandwidth Select bandwidth. The options are "20MHz" and \4(}MHZ".

Set the maximum number of client to access whén the gatewa
Max Client Number \ R }h\g y

is configured as AP. 4 ./

- {
Protocol Set the protocol in wireless network. { . \ >
IP Address Set the IP address in wireless ne\’[vm\rk.\‘,w } \
Netmask Set the netmask in wireless negv\'/)or'l&\ ' /’
Gateway Set the gateway in wireIes;s*ne{\}ifor'k.} '
Table 3-3-.],-ENQAN{Pye{nege’rs'
P LM =liai Lisphach
L5l Chasnsl  Sighel {Fahimi BASHY Suiwrily I iy
Al Tdm fali EANLE e P Emcrppdien 49 MM
Tamsler -V ™ Bt TlBm & by 10 fadw B 5547 HMn Ssrpplion o il A
ial ] F o | Is 51 1 E i k2
b bivani b
raabra _FOCRUE A r2dBm By b Al 900 Mo Escryplibon T LR
3 T 4 1 jieT |
Vamila VPR Saye B4 dadny Y Taamadl T Pl Etairp pliami LT Hr 3
Atk
Lk i ! B i B [ £ | 1 h vild il
Figure 3-3-1-7
Client Mode-Scan
SSID Show SSID.
Channel Show wireless channel.
Signal Show wireless signal.
BSSID Show the MAC address of the access point.
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Security Show the encryption mode.
Frequency Show the frequency of radio.
Join Network Click the button to join the wireless network.

Table 3-3-1-6 WLAN Scan Parameters

Related Topic

Wi-Fi Application Example

3.3.1.3 Cellular

This section explains how to set the related parameters for cellular netw‘cr%

Port WLAN Cellular Loopback 7

| Cellular Setting

Enable

Metwork Type

APN

Username

Access Number

Password ‘

PIN Code
Authentication Type Auto v
Roaming
SMS Center ‘
Figure 3-3-1-8
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General Settings

Enable

Network Type

APN

Username

Comnection Setting

Erinkbda MAT
Rastan Whan Cialup tailad
ICMP Seresr B5aan
Secondary ICMP Seryvei tid 114 514 114
ICMP Detection Max Reties 1

ICMP Debactian Timeout E

HCMP Detacton IMarval 15

| EME Settings

bl

Figure 3-3-1-9

Description
Check the option to enable the coprespond?]g SIM -
card.

Select from "Auto”, "Auto K’\"AG /Q'nly" and "3G
Only".

Auto: connect to the thwork with the strongest signal
automatically.

4G Only: conne}t\é’ network only.
Aqd soon. ™\ 2

/Erftél:.tbe Access Point Name for cellular dial-up
{ conn'éct\gon ptovided by local ISP.

.....
>,

Enter tI)é usetname for cellular dial-up connection

/| r}rowded by lgcal ISP.

Password

Access Number

PIN Code
Authentication
Type

Roaming

SMS Center

Enable NAT
Restart When

T -Enter-the password for cellular dial-up connection

provided by local ISP.

Enter the dial-up center NO. For cellular dial-up
connection provided by local ISP.

Enter a 4-8 characters PIN code to unlock the SIM.
Select from "Auto”, "PAP", "CHAP", "MS-CHAP", and
"MS-CHAPvV2".

Enable or disable roaming.

Enter the local SMS center number for storing,
forwarding, converting and delivering SMS message.
Enable or disable NAT function.

When this function is enabled, the gateway will restart

www.milesight-iot.com
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Enable

Auto

Null
Null
Null

Null
Null

Auto
Disable

Null

Enable
Disabled

50



Dial-up failed
ICMP Server

automatically if the dial-up fails several times.
Set the ICMP detection server's IP address.

UG65 User Guide

8.8.8.8

Secondary ICMP
Server
ICMP Detection

Set the secondary ICMP detection server's IP address.

Set max number of retries when ICMP detection fails. 3

114.114.114.114

Max Retries

ICMP Detection

] Set timeout of ICMP detection. 5
Timeout
ICMP Detection
Set interval of ICMP detection. 15
Interval
SMS Mode Select SMS mode from “TEXT” and “PDU". PDU
Table 3-3-1-7 Cellular Parameters
Connection Setting
Connection Mode | Connect on Demand v|

Redial Interval(s)
Max Idle Tima(s)

Triggered by Call

Triggerad by SM3

(]
\.‘figure\o‘%1\-r0 ”

| 5

|61}

I_I

Connection Mode
Connection ModeX

Redial Interval(s):’, ;

/
Max Idle Time{s)

Call Group

Triggered by SMS

SMS Group

SMS Text

Related Topics

Select from Nways Online" and "Connect on Demand".
Set the ilme interval between redials. Range: 0-3600.
Set the maX|mum duration of the gateway when current link is

‘ unher |dIe status. Range: 10-3600.

Triggered byéll

phone number.

'y

.T’ﬁe gﬁ‘mway will switch from offline mode to cellular network

mode a,utomatlcally when it receives a call from the specific

Select a call group for call trigger. Go to "System > General
Settings > Phone" to set up phone group.

The gateway will switch from offline mode to cellular network
mode automatically when it receives a specific SMS from the
specific mobile phone.

Select a SMS group for trigger. Go to "System > General
Settings > Phone" to set up SMS group.

Fill in the SMS content for triggering.

Table 3-3-1-8 Cellular Parameters

Cellular Connection Application Example
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Phone Group

3.3.1.4 Loopback

Loopback interface is used for replacing gateway's ID as long as it is activated. When the
interface is DOWN, the ID of the gateway has to be selected again which leads to long
convergence time of OSPF. Therefore, Loopback interface is generally recommended as
the ID of the gateway.

Loopback interface is a logic and virtual interface on gateway. Under default conditions,
there's no loopback interface on gateway, but it can be created as required.

| Lmorgsbanac b Aridiramn

B Apdes TR

Faganiaak =i

| Muliipe P Addresses

FF Adrivess L e [FErY [l i)

hem  Desoripon _ Defaut__
IP Address Unalterable . X“\ . i 127.0.0.1
Netmask Unalterable \ """""" X 255.0.0.0

Multiple IP art from the IP abo e,’ ser can configure other IP
ultip A‘p t\ \bSv u igu Null

Addresses addresses.
N [able 3-3-1-9 Loopback Parameters

This section describes how to set the firewall parameters, including website block, ACL,
DMZ, Port Mapping and MAC Binding.

The firewall implements corresponding control of data flow at entry direction (from
Internet to local area network) and exit direction (from local area network to Internet)
according to the content features of packets, such as protocol style, source/destination IP
address, etc. It ensures that the gateway operate in a safe environment and host in local
area network.
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3.3.2.1 Security

Security ACL OMZ Port Mapping MAC Binding

| Website Blocking by URL Address

URL Address http:// |

| Website Blocking by Keyword

Keyword | Ii!

Save

.\ \‘u« .o'; }
Figure 3321 ( . -/
Website Blocking

URL Address Enter the HTTP %qreQSS/ﬁhiqh 'y'ou want to block.

You can block speci website by entering keyword. The
maximum r?gmber character allowed is 64.

EY

Keyword

~~~~~~

 l
3
4

3 $
2

33.22ACL /N

Ay

specified neyk,”’g[afﬂ: (sué:h as the source IP address) by configuring a series of
matching rules so as to filter the network interface traffic. When gateway receives packet,
the field will be analyzed according to the ACL rule applied to the current interface. After
the special packet is identified, the permission or prohibition of corresponding packet will
be implemented according to preset strategy.

The data package matching rules defined by ACL can also be used by other functions

requiring flow distinction.

0Y
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Figure 3-32-2 -

\

Description

| “
N

ACL Setting

Select from "Accep® arhi\"Dény".
Default Filter Policy The packets v(%hic arenot included in the access control list will
be proggssed by the'default filter policy.

Ny

/|

Access Control List

Type i Selest type flom "Extended” and "Standard".

ID //') 'W.,\ Userédefined ACL number. Range: 1-199.

Action { £ \§elec§t from "Permit" and "Deny".

Protocol “\ A/Se}ec:t protocol from "ip", "icmp", "tcp", "udp’, and "1-255".
Source IP Mo Souré:e network address (leaving it blank means all).
Source Wildcard=== Wildcard mask of the source network address.

Mask

Destination IP Destination network address (0.0.0.0 means all).
Destination Wildcard Wildcard mask of destination address.

Mask

Description Fill in a description for the groups with the same ID.
ICMP Type Enter the type of ICMP packet. Range: 0-255.

ICMP Code Enter the code of ICMP packet. Range: 0-255.

Source Port Type Select source port type, such as specified port, port range, etc.
Source Port Set source port number. Range: 1-65535.

Start Source Port Set start source port number. Range: 1-65535.

End Source Port Set end source port number. Range: 1-65535.
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Destination Port Select destination port type, such as specified port, port range,
Type etc.

Destination Port Set destination port number. Range: 1-65535.
Start Destination .

Port Set start destination port number. Range: 1-65535.
End Destination Port = Set end destination port number. Range: 1-65535.
More Details Show information of the port.

Interface List

Interface Select network interface for access control.

In ACL Select a rule for incoming traffic from ACL ID.

Out ACL Select a rule for outgoing traffic from ACL ID.

Table 3-3-2-2 ACL Parameters

\
RN
3.3.2.3 DMZ V2 7

DMZ is a host within the internal network that has all port ekased, except those
3

N

forwarded ports in port mapping.

N }
Security ACL DM Port Mapping
| DMZ

Enable OJ

DMZ Host | |

Source Address | |

{ 75 i Figure 3-3-2-3
hem  Deseripton

Enable Enable or disable DMZ.
DMZ Host Enter the IP address of the DMZ host on the internal network.

Set the source IP address which can access to DMZ host.
"0.0.0.0/0" means any address.
Table 3-3-2-3 DMZ Parameters

Source Address

3.3.2.4 Port Mapping

Port mapping is an application of network address translation (NAT) that redirects a
communication request from the combination of an address and port number to another
while the packets are traversing a network gateway such as a gateway or firewall.

Click B8 to add a new port mapping rules.
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SETERT} AL R = FNCY LT ENEenG
| Part Mapping
ST LT
s S o Munt fealiraiiecn ¥ [ Fvoeorod Fm e nyrfacn Lipsn miizn
Tl TCP -
Figure 3-3-2-4

Port Mapping

hem  [pesorption |

Specify the host or network which can access local IP address.
0.0.0.0/0 means all. Y%

Enter the TCP or UDP port from which i |ncom|ng p\écl}eQ are
forwarded. Range: 1-65535.

Enter the IP address that packets are forwéw\o after being
received on the incoming interfacg.

Enter the TCP or UDP port that pask‘aﬁze forXNa ded to after
being received on the incoming port(s) ange 1/65535.
Protocol Select from "TCP" and "UDP" *as\your a\ppllcatlon required.
Description The description of ’cms\rule< / 7

Table 3-3-2-4 Po M\KnQ Par’ameters
AN \

3
Related Configuration Example-... \X

NAT Application Example 3

£y TN
3
4

Source IP

Source Port

Destination IP

Destination Port

N
%
L3 e

3.3.2.5 MAC Bifding "\,
i -
MAC Binding isiused foy’ specifying hosts by matching MAC addresses and IP addresses

that are in the list of allowed outer network access.

S e iadt

B Uy LT Tl Forl LEmeeng Wil Qiedieg

| BT Binding Ll

B Adsses ¥ Adthwas Lt Egrarating
B
o
Figure 3-3-2-5

MAC Binding List

hom Dsserpion

MAC Address  Set the binding MAC address.
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IP Address

Description

3.3.3 DHCP

Set the binding IP address.

UG65 User Guide

Fill in a description for convenience of recording the meaning of the

binding rule for each piece of MAC-IP.
Table 3-3-2-5 MAC Binding Parameters

UG65 can be set as a DHCP server to distribute IP address when Wi-Fi work as AP mode.

WP e

Lrialrs

ST

A A e,

End hddrres

Battvid i

| s ks
i 6866 14
i 1EE G 148

#55 355 755 0

Lagse Topes W {ils

Frimary DG Harvar L8]

Sacatdain) OGS Saisai

Wirdows N Sorve

Stacic

ML Addrois IF Afcfinnm

! 7 B Figure 3-3-3-1
A AR

Ligumabain

DHCP Server
fem Descripton ____|Defaut |

Enable
Interface

Start
Address

End Address

Netmask

Lease Time
(Min)
Primary

Enable or disable DHCP server.

Only wlan interface is allowed to distribute IP
addresses.

Define the beginning of the pool of IP addresses
which will be leased to DHCP clients.

Define the end of the pool of IP addresses which will
be leased to DHCP clients.

Define the subnet mask of IP address obtained by
DHCP clients from DHCP server.

Set the lease time on which the client can use the IP

address obtained from DHCP server. Range: 1-10080.

Set the primary DNS server.

www.milesight-iot.com

Enable

wlan0

192.168.1.100

192.168.1.199

255.255.255.0

1440

114.114.114.114
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DNS Server
Secondary
Set the secondary DNS server. Null
DNS Server
Windows Define the Windows Internet Naming Service obtained
Name by DHCP clients from DHCP sever. Generally youcan  Null
Server leave it blank.
Set a static and specific MAC address for the DHCP
MAC . . .
client (it should be different from other MACs so asto = Null
Address ) .
avoid conflict).
Set a static and specific IP address for the DHCP
IP Address ) ) i Null
client (it should be outside of the DHCP range).
Table 3-3-3-1 DHCP Server Parameters A,
2N
\. / /
\ {
3.3.4 DDNS X

Dynamic DNS (DDNS) is a method that automatically updateﬁ;a seérver in the Domain
Name System, which allows user to alias a dynamic IP agdwe\R wa";?:’[a ic domain name.

DDNS serves as a client tool and needs to coordinate with ' DDNS sefver. Before starting
configuration, user shall register on a website of ﬁer do ain name provider and apply

for a domain name.
3

| DO Ewhod Lst

it - r'l""'_” Usprsgens  Uss B Pemewssid TR TR LTS = v — :‘:I‘I'I'. :'I':I'I
Dyt B
4]
{ §
‘\) . W Figure 3-3-4-1
ftem  |Descripton
Name Give the DDNS a descriptive name.
Interface Set interface bundled with the DDNS.
Service Type Select the DDNS service provider.
Username Enter the username for DDNS register.
User ID Enter User ID of the custom DDNS server.
Password Enter the password for DDNS register.
Server Enter the name of DDNS server.
Hostname Enter the hostname for DDNS.
Append IP Append your current IP to the DDNS server update path.

Table 3-3-4-1 DDNS Parameters
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3.3.5 Link Failover
This section describes how to configure link failover strategies, such as VRRP strategies.
Configuration Steps

1. Define one or more SLA operations (ICMP probe).
2. Define one or more track objects to track the status of SLA operation.
3. Define applications associated with track objects, such as VRRP or static routing.

3.3.5.1SLA
SLA setting is used for configuring link probe method. The default probe type is ICMP.

| ELA By
LT i .
Chgnitiasibun R litdidisle  TenmiaH] N s
Ei ep= Eleminalen Iinfa Sies Loam i1
Afsrens | wa| P T
Aadrirmas Frysl
-3 e 'RETERE T - n
g = 3
. /
Flgh«Q3-3~§-1) i
SLA

hom  beserpion ________ostaut___|

SLA index. Up to TQ SLA s’éttings can be added.

1> s g
Range: 1-T8,_ "= \
1 -~ ICMP-ECHO is\ﬂqe default type to detect if the
Type : icmp-echo
L+« link is alive.

/76D 114.114.114.11
Destination Address Thé detected IP address. 4

N N Iy
Secondar M

L y The secondary detected IP address. 8.8.8.8

Destination Address: e
Data Size User-defined data size. Range: 0-1000. 56
Interval (s) User-defined detection interval. Range: 1-608400. 30

Timeout (ms) User-defined timeout for response to determine 5000
ICMP detection failure. Range: 1-300000.

Define packet loss count in each SLA probe. SLA
Packet Loss Count  probe fails when the preset packet loss countis 5

exceeded.

Detection start time; select from "Now" and blank
Start Time character. Blank character means this SLA now

detection doesn't start.

Table 3-3-5-1 SLA Parameters
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3.3.5.2 Track

Track setting is designed for achieving linkage among SLA module, Track module and
Application module. Track setting is located between application module and SLA module
with main function of shielding the differences of various SLA modules and providing
unified interfaces for application module.

Linkage between Track Module and SLA module

Once you complete the configuration, the linkage relationship between Track module and
SLA module will be established. SLA module is used for detection of link status, network
performance and notification of Track module. The detection results help track status
change timely.

- For successful detection, the corresponding track item is Positive.

- For failed detection, the corresponding track item is Negative.

Linkage between Track Module and Application Module . / & ,

After configuration, the linkage relationship between Track module Q/nd Mica'tion module
will be established. When any change occurs in track |tem -a otlflcatlon that requires
corresponding treatment will be sent to Application module. ?

Currently, the application modules like VRRP and statigr tlkg can g%t linkage with track
module. { . 4

If it sends an instant notification to Applicatio odule\,‘ the communication may be
interrupted in some circumstances due, to outlhg/s}allure like timely restoration or other
reasons. Therefore, user can set up a perl d of time to delay notifying application module
when the track item status changes. 3 \

X
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*

| Tracs Ginjec

{14 ] Igpes NLA El Imarfa s Begerive [=leges| Prsdiiar [=lagis] I

X ¥ E

=
/ }
IPREARINR RN R Figure 3_3_5_2

e oo

Track index. Up to 10 track settings can be

Index configured. Range: 1-10. !

Type The options are "sla" and "interface”. SLA
SLAID Defined SLA ID. 1
Interface Select the interface whose status will be detected.  cellular0

When interface is down or SLA probing fails, it will
wait according to the time set here before actually
changing its status to Down. Range: 0-180 (0 refers
to immediate switching).

Negative Delay (s)
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When failure recovery occurs, it will wait according
to the time set here before actually changing its
status to Up. Range: 0-180 (0 refers to immediate
switching).

Table 3-3-5-2 Track Parameters

Positive Delay (s)

3.3.5.3 WAN Failover

WAN failover refers to failover between Ethernet WAN interface and cellular interface.
When service transmission can’t be carried out normally due to malfunction of a certain
interface or lack of bandwidth, the rate of flow can be switched to backup interface quickly.
Then the backup interface will carry out service transmission and share network flow so as
to improve reliability of communication of data equipment. 5
When link state of main interface is switched from up to down, éygt M\h&%a\’/e'the pre-set
delay works instead of switching to link of backup interface im@a{ely. nly if the state

of main interface is still down after delay, will the system swi ¢h to link of backup interface.

Otherwise, system will remain unchanged. N N
7 /
IE
| PaAN Faiseyr
Miiji lipppilgim D i i Bgie St Ceelayda] Lip Dalayes| Lhoiien Dislagi ] Tigmih I[F el i
T [ wli W ] ] 1 L H
" \

%

%
3
3

e

Figure 3-3-5-3

WAN Failover i
Parameters L Descrpion___________________oefaut_

Main Interface / Select a |II"Ek interface as the main link.

Backup Interface Select a Ilnk interface as the backup link. -
Set how long to wait for the startup tracking detection policy
to take effect. Range: 0-300.
When the primary interface switches from failed detection
Up Delay (s) to successful detection, switching can be delayed basedon 0
the set time. Range: 0-180 (0 refers to immediate switching)

Startup Delay (s)

When the primary interface switches from successful
detection to failed detection, switching can be delayed
based on the set time. Range: 0-180 (0 refers to immediate
switching).

Down Delay (s)

Track ID Track detection, select the defined track ID. -

Table 3-3-5-3 WAN Failover Parameters
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3.3.6 VPN

Virtual Private Networks, also called VPNs, are used to securely connect two private
networks together so that devices can connect from one network to the other network via
secure channels.
UG65 supports DMVPN, IPsec, GRE, L2TP, PPTP, OpenVPN, as well as GRE over IPsec and
L2TP over IPsec.

3.3.6.1 DMVPN

A dynamic multi-point virtual private network (DMVPN), combining mGRE and IPsec, is a
secure network that exchanges data between sites without passing traffic through an
organization's headquarter VPN server or gateway.

[ Hay P Tk TP Sliga IoepryHE Ll
—

| LINTSHN Sifangs

ncal i Aasieay

GAE HLE IF Adamsn

E LecE P Al

A Mk o B

[E K
Apedioiigaon Miaoa Fan "
Sulltemidy afon Sapo E CES -
AL DN Aljoriins [T al #
- Cimiap KEOEETTE-1 L
By
Lzl IfH Ve Datair ¥
W= Lt T 11
ff Armitm OEE-RN
PFE T N
i Toree T

Figure 3-3-6-1
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Figure 3-3-6-2
DMVPN
hem  [Desorpion |
Enable Enable or disable DMVPN.
Hub Address The IP address or domain name of DMVPN Hub.
Local IP address DMVPN local tunnel IP address.
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GRE Hub IP Address
GRE Local IP Address
GRE Netmask

GRE Key

Negotiation Mode
Authentication
Algorithm

Encryption Algorithm

DH Group

Key
Local ID Type
IKE Life Time (s)

SA Algorithm

PFS Group

Life Time (s)

DPD Interval Time (s)
DPD Timeout (s)
Cisco Secret

NHRP Holdtime (s)

b

%
¥4
4
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GRE Hub tunnel IP address.

GRE local tunnel IP address.

GRE local tunnel netmask.

GRE tunnel key.

Select from "Main" and "Aggressive”.

Select from "DES", "3DES", "AES128", "AES192" and
"AES256".

Select from "MD5" and "SHA1".

Select from "MODP768_1", "MODP1024_2" and
"MODP1536_5".

Enter the preshared key.

Select from "Default”, "ID", "FQDN", and "User FQDN"
Set the lifetime in IKE negotiation. Range: 6058@400
Select from "DES_MDS", "DES_SHAT", "3DES. /DS,
"3DES_SHA1", "AES128_MD5", "AES128 §HA1
"AES192_MD5", "AES192_SHA1", "AES256-MD5" and
"AES256_SHA1". sy S& >
Select from "NULL", "MODP768 1" MODP1024 2" and
"MODP1536-5". / /

Set the lifetime of IPsec SQ Rangg 60 86400.

Set DPD mterveﬂ\tkme‘ / Sl

Set DPD tlmeou\ \ % 4

Cisco Nhrpkey. \ »

The holdtlméof Nhrp protocol.

3&33-6‘{‘ DMVPN Parameters

i

/7 N H
N 3

336.2IPSec |}

IPsec is espeC|aJIy usefdl for |mplement|ng virtual private networks and for remote user
access through dlal -up connectlon to private networks. A big advantage of IPsec is that
security arrangements can be handled without requiring changes to individual user
computers.

IPsec provides three choices of security service: Authentication Header (AH),
Encapsulating Security Payload (ESP), and Internet Key Exchange (IKE). AH essentially
allows authentication of the senders’ data. ESP supports both authentication of the sender
and data encryption. IKE is used for cipher code exchange. All of them can protect one and
more data flows between hosts, between host and gateway, and between gateways.
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Figure 3-3-6-3 \
N 3
hem  [Desoipion |
Enable Enable IPse}t\unN A\ma'ximum of 3 tunnels is allowed.
Enter the IP adare\ss}ar domain name of remote IPsec

IPsec Gateway Address

serve{(. ........... ‘\
IPsec Mode Select}N{m "Tﬁnnel" and "Transport".
IPsec Protocol % Select from "ESP" and "AH".
Local Subnet /" li.,\ Entger the local subnet IP address that IPsec protects.
Local Subnet Ngtmas’k § Enter the local netmask that IPsec protects.
Local ID Type ‘x\ / Select from "Default’, "ID", "FQDN", and "User FQDN".
Remote Subnpt/ M Enter the remote subnet IP address that IPsec protects.
Remote SubnetMaskEnter the remote netmask that IPsec protects.
Remote ID type Select from "Default”, "ID", "FQDN", and "User FQDN".

Table 3-3-6-2 IPsec Parameters

www.milesight-iot.com 64



IRE Famrnmisy
|EE Wersdinii
HNugell@inn Mids

Eis tupllant Abgad IR

Sadliwricalisn St Hi

OH Cimp

L it nibeatice,
Lol Sty
ChLITH

Lifgirma|s|

&R Pammabn

A Adgrerthim

PFE Gromp

| Pl n|

DD Tiss imervakia

DIPEH Thivesal &

1Py fdl il
Erditla Compgrecibo
B O Pleae Ty

Saa

.y

\ """""

UG65 User Guide

o
A
da3i
W ]
WO -
WODPTRE1 ]
i L

HOHE ®

Igigur&i-é-6-4

IKE Parameter

IKE Version

Negotiation M;ode

,

Description
PR Seleét from "IKEv1" and "IKEv2".

{ "}Seleét from "Main" and "Aggressive".

Encryption Aléprithm /"Seleét from "DES", "3DES", "AES128", "AES192" and "AES256".

Authentication °
Algorithm .

DH Group

Local Authentication

Local Secrets
XAUTH
Lifetime (s)

SA Parameter

Select from "MODP768_1", "MODP1024_2" and "MODP1536_5".

Select from "PSK" and "CA".

Enter the preshared key.

Enter XAUTH username and password after XAUTH is enabled.
Set the lifetime in IKE negotiation. Range: 60-86400.

SA Algorithm

PFS Group

Lifetime (s)

Select from "DES_MD5", "DES_SHA1", "3DES_MD5",
"3DES_SHA1", "AES128_MD5", "AES128_SHA1", "AES192_MD5",
"AES192_SHA1", "AES256_MD5" and "AES256_SHA1".

Select from "NULL", "MODP768_1", "MODP1024_2" and
"MODP1536_5".

Set the lifetime of IPsec SA. Range: 60-86400.
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DPD Interval Time(s) Set DPD interval time to detect if the remote side fails.
DPD Timeout(s) Set DPD timeout. Range: 10-3600.
IPsec Advanced

Enable Compression = The head of IP packet will be compressed after it's enabled.
Select from "NONE", "GRE" and "L2TP" to enable VPN over

VPN Over IPsec Type
yp IPsec function.

Table 3-3-6-3 IPsec Parameters

3.3.6.3 GRE

Generic Routing Encapsulation (GRE) is a protocol that encapsulates packets in order to
route other protocols over IP networks. It's a tunneling technology that provides a channel
through which encapsulated data message can be transmitted and e apsulation and
decapsulation can be realized at both ends. 7 K

In the following circumstances the GRE tunnel transmission can Eesqi)plle
- GRE tunnel can transmit multicast data packets as if it wer m{ network interface.

Single use of IPSec cannot achieve the encryption of muIt ast.
- Acertain protocol adopted cannot be routed. \
- A network of different IP addresses shall be reqwrbk{ conn t other two similar

networks.
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Figure 3-3-6-5

fem __ Descripton _

Enable Check to enable GRE function.
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Remote IP Address
Local IP Address
Local Virtual IP
Address

Netmask

Peer Virtual IP Address
Global Traffic
Forwarding
Remote Subnet
Remote Netmask
MTU

Key

Enable NAT

3.3.6.4 L2TP

UG65 User Guide

Enter the real remote IP address of GRE tunnel.
Set the local IP address.

Set the local tunnel IP address of GRE tunnel.

Set the local netmask.

Enter remote tunnel IP address of GRE tunnel.

All the data traffic will be sent out via GRE tunnel when this
function is enabled.

Enter the remote subnet IP address of GRE tunnel.

Enter the remote netmask of GRE tunnel.

Enter the maximum transmission unit. Range: 64-1500.
Set GRE tunnel key.

Enable NAT traversal function. N /

Table 3-3-6-4 GRE Parameters R ...\/ \

\‘ e /
\{

Layer Two Tunneling Protocol (L2TP) is an extensign of the h\to-Point Tunneling

Protocol (PPTP) used by an Internet service provider ( P){@ en
virtual private network (VPN) over the Internet. D ¥
{ N

ablg the operation of a
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Figure 3-3-6-6

L2TP
fem ____ Descripton

Enable

Remote IP Address
Username
Password

www.milesight-iot.com

Check to enable L2TP function.

Enter the public IP address or domain name of L2TP server.
Enter the username that L2TP server provides.

Enter the password that L2TP server provides.
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Authentication

Global Traffic
Forwarding

Remote Subnet
Remote Subnet Mask
Key
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Select from "Auto”, "PAP", "CHAP", "MS-CHAPv1" and
"MS-CHAPv2".
All of the data traffic will be sent out via L2TP tunnel after
this function is enabled.
Enter the remote IP address that L2TP protects.
Enter the remote netmask that L2TP protects.
Enter the password of L2TP tunnel.
Table 3-3-6-5 L2TP Parameters

Bdvanoad Saitings -
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\ Fi&ure 3-3-6-7

Advanced Setting A
ffem Deseripon

|

Local IP Addre?‘t

Peer IP Address "
Enable NAT

Enable MPPE
Address/Control
Compression
Protocol Field
Compression

Asyncmap Value

MRU
MTU
Link Detection Interval

www.milesight-iot.com

i Setitunnel IP address of L2TP client. Client will obtain
./ tunpel IP address automatically from the server when it's

nulf.

U Enter tunnel IP address of L2TP server.

Enable NAT traversal function.
Enable MPPE encryption.

For PPP initialization. User can keep the default option.

For PPP initialization. User can keep the default option.

One of the PPP protocol initialization strings. User can keep
the default value. Range: O-ffffffff.

Set the maximum receive unit. Range: 64-1500.

Set the maximum transmission unit. Range: 64-1500

Set the link detection interval time to ensure tunnel
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(s) connection. Range: 0-600.
) Set the maximum times of retry to detect the L2TP
Max Retries . .
connection failure. Range: 0-10.
) User can enter some other PPP initialization strings in this
Expert Options . . .
field and separate the strings with blank space.
Table 3-3-6-6 L2TP Parameters
3.3.6.5 PPTP

Point-to-Point Tunneling Protocol (PPTP) is a protocol that allows corporations to extend
their own corporate network through private "tunnels” over the public Internet. Effectively, a
corporation uses a wide-area network as a single large local area network.
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f N Figure 3-3-6-8
H o SR

PPTP
hem  bsserpon |

Enable ~ ...............Enable PPTP client. A maximum of 3 tunnels is allowed.
Enter the public IP address or domain name of PPTP
Remote IP Address
server.
Username Enter the username that PPTP server provides.
Password Enter the password that PPTP server provides.
o Select from "Auto’, "PAP", "CHAP", "MS-CHAPv1", and
Authentication . .
MS-CHAPv2".
Global Traffic All of the data traffic will be sent out via PPTP tunnel once
Forwarding enable this function.
Remote Subnet Set the peer subnet of PPTP.
Remote Subnet
Mask Set the netmask of peer PPTP server.

Table 3-3-6-7 PPTP Parameters
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PPTP Advanced Settings

Local IP Address

Peer IP Address
Enable NAT

Enable MPPE
Address/Control
Compression

Protocol Field %
Compression 7 .
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Figure 3-3-6-9 \ ’\\ }\

Set IP address b(PPTgf-’ cy}@n’;; "4
Enter tunnel P Qd&‘e\sé{of P/F”TP server.
Enable the NAT fastionof PPTP.
Enable MPPE encryption.

"""" >
LY
Yo,

.\ \
For: PPP initialization. User can keep the default option.

} One of the PPP protocol initialization strings. User can keep

S / the.default value. Range: O-ffffffff.

Enter the maximum receive unit. Range: 0-1500.

MTU i - Eriter the maximum transmission unit. Range: 0-1500.

Link Detection Interval

(s)

Max Retries

Expert Options

www.milesight-iot.com

Set the link detection interval time to ensure tunnel
connection. Range: 0-600.
Set the maximum times of retrying to detect the PPTP
connection failure. Range: 0-10.
User can enter some other PPP initialization strings in this
field and separate the strings with blank space.

Table 3-3-6-8 PPTP Parameters
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3.3.6.6 OpenVPN Client

OpenVPN is an open source virtual private network (VPN) product that offers a simplified
security framework, modular network design, and cross-platform portability.
Advantages of OpenVPN include:
- Security provisions that function against both active and passive attacks.
- Compatibility with all major operating systems.
- High speed (1.4 megabytes per second typically).
- Ability to configure multiple servers to handle numerous connections simultaneously.
- All encryption and authentication features of the OpenSSL library.
- Advanced bandwidth management.
- Avariety of tunneling options.
- Compatibility with smart cards that support the Windows Crypt application program
interface (API). N <
’
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Figure 3-3-6-10

OpenVPN Client

fem ______ Descripton

Enable Enable OpenVPN client. A maximum of 3 tunnels is allowed.
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Protocol Select from "UDP" and "TCP".

Remote IP Address Enter remote OpenVPN server's IP address or domain name.
Enter the listening port number of remote OpenVPN server.
Range: 1-65535.

Interface Select from "tun" and "tap".
Select from "None", "Pre-shared", "Username/Password",
"X.509 cert", and "X.509 cert+user".

Port

Authentication

Local Tunnel IP Set local tunnel address.

Remote Tunnel IP Enter remote tunnel address.

Global Traffic All the data traffic will be sent out via OpenVPN tunnel when
Forwarding this function is enabled.

Enable TLS, Check to enable TLS authentication.

Authentication AN v

Username Enter username provided by OpenVPN server! \
Password Enter password provided by OpenVPN se(ver \ w
Enable NAT Enable NAT traversal function. \

Compression Select LZO to compress data. {

Link Detection Interval = Set link detection interval tlme\n\ﬁSure fun\hel connection.
(s) Range: 10-1800.

Link Detection Timeout = Set link detection tlmeout OpénV}DN will be reestablished
(s) after tlmeout,)R}n\ge §0 00. -

Cipher Select from "NO%"BR—GBC"', "DE-CBC", "DES-EDE3-CBC",
"AES-128-CBC!, "A 2-CBC" and "AES-256-CBC".

MTU Enter the ma’xlmum tfansmission unit. Range: 128-1500.

Max Frame Size Set th{hﬁaxlrﬁum frame size. Range: 128-1500.

Verbose Level Select f\e(n "ERROR" "WARING", "NOTICE" and "DEBUG".

%

) } Usé r can enter some other PPP initialization strings in this
Expert Options ,~* .

- field and separate the strings with blank space.
Local Route
Subnet S ./ Setthe local route's IP address.
Subnet Masjf/ N Setithe local route's netmask.

" Table 3-3-6-9 OpenVPN Client Parameters

Vi AN
N
~ 4

3.3.6.7 OpenVPN Server

UG65 supports OpenVPN server to create secure point-to-point or site-to-site connections
in routed or bridged configurations and remote access facilities.
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Figure 3-3-6-12

OpenVPN Server
fem  [Description

Enable
Protocol
Port

Listening IP
Interface
Authentication

Local Virtual IP

www.milesight-iot.com

Enable/disable OpenVPN server.

Select from TCP and UDP.

Fill in listening port number. Range: 1-65535.

Enter WAN IP address or LAN IP address. Leaving it blank
refers to all active WAN IP and LAN IP address.

Select from " tun" and "tap".

Select from "None", "Pre-shared", "Username/Password",
"X.509 cert" and "X. 509 cert +user".

The local tunnel address of OpenVPN's tunnel.
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Remote Virtual IP The remote tunnel address of OpenVPN's tunnel.
Client Subnet Local subnet IP address of OpenVPN client.
Client Netmask Local netmask of OpenVPN client.

Renegotiation Interval(s) = Set interval for renegotiation. Range: 0-86400.
Max Clients Maximum OpenVPN client number. Range: 1-128.
Enable CRL Enable CRL

Enable Client to Client Allow access between different OpenVPN clients.
Enable Dup Client Allow multiple users to use the same certification.
Enable NAT Check to enable the NAT traversal function.
Compression Select "LZ0" to compress data.

Set link detection interval time to ensure tunnel connection.

Link Detection Interval
Range: 10-1800.

Cipher Select from "NONE", "BF-CBC", "DES-CBC", "T)Eg—EE\DE&CBC",
"AES-128-CBC", "AES-192-CBC" anci:'AES—25:6— c"

MTU Enter the maximum transmission un\m,I{éngéQ4-w1§00.

Max Frame Size Set the maximum frame size. Rang&Q4\-‘1\500. ’

Verbose Level Select from "ERROR", "WARING", {NOTICE" and 'DEBUG".

. User can enter some other Ppw?ializﬁtiép strings in this

Expert Options ] 22 Q %
field and separate the strl;ﬁgs with.blank space.

Local Route

Subnet The real Iocgalmd(ire/sfs/of}OﬁénVPN client.

Netmask The real ch’él @tﬁ\qsi('o,f/dpenVPN client.

Username & Password SeLg’sernaﬁ\e %Q ﬁassword for OpenVPN client.

Table ’1‘0~OkenVPN Server Parameters
3.3.6.8 Certifications N '
User can import/export certificate and key files for OpenVPN and IPsec on this page.

| Copmrr PN Chimri

== £ B3 B3
= £ )
L == 2

Figure 3-3-6-13

OpenVPN Client

fem ___ Descripton

CA Import/Export CA certificate file.
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Private Key
TA
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Import/Export public key file.
Import/Export private key file.
Import/Export TA key file.

Preshared Key Import/Export static key file.

PKCS12

Import/Export PKCS12 certificate file.

Table 3-3-6-11 OpenVPN Client Certification Parameters

| CrpaeV PN Sarver

= Dty P Blahads

A

Humle kEy
Priwila Ky
bOH

I

Crvore R i I 2 | o
o | e ) o J e
=3 = B2
= 2

NN
Flgure3361"4~x~’ /s
OpenVPN Server
Description
CA Ingpart/Bxport CA certificate file.
Public Key ... , Irﬁgorb‘ﬁxp)ort public key file.
Private Key \ ’"Tmp'tzrt/Export private key file.
DH " \meort/ Export DH key file.
j"{A. \i Import/Export TA key file.
/I CRN | Import/Export CRL.
{ Preshe}red Key Import/Export static key file.
/\ TabEe 3-3-6-12 OpenVPN Server Parameters
| IPuee
= P

www.milesight-iot.com
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CA Import/Export CA certificate.

Client Key Import/Export client key.

Server Key Import/Export server key.

Private Key Import/Export private key.

CRL Import/Export certificate recovery list.

Table 3-3-6-13 IPsec Parameters

3.4 System

This section describes how to configure general settings, such as administration account,
access service, system time, common user management, SNMP, event a\raQetc.
s

3.4.1 General Settings \ (\ 2

3.4.1.1 General 4
General settings include system info, access service and HTT{S é"r{cates.

Genes| Sysiam Tome BNTF A =i
| Sysiem

Hoainama ROUTER

Web Loge Timsoutis; pl=

| Access Ssrvice

Enahie Enrwice Fori
] HTTP ]
E HTTFS 443
TELNET i |
g S5H dd

| HTTS Ceriificates

cotes i =

Figure 3-4-1-1

hem  [besotption  [oefaut |

System
Hostname User-defined gateway name, needs to start with a URSA

www.milesight-iot.com 76



UG65 User Guide

letter.
Web Login You need to log in again if it times out. Range:
Timeout (s)  100-3600.
Access Service

1800

Port Set port number of the services. Range: 1-65535. -
Users can log in the device locally via HTTP to access
HTTP . L
and control it through Web after the option is checked.
Users can log in the device locally and remotely via
HTTPS HTTPS to access and control it through Web after 443
option is checked.

Users can log in the device locally and remotely via

TELNET TELNET to access and control it through Web after 23
option is checked. »
Users can log in the device locally and remotely via . 7 \
SSH o A\ FRN22N
SSH after the option is checked. \.{ \
HTTPS Certificates

Click "Browse" button, choose certificatg f|Ie *l&
. and then click "Import" button to upload t into ;

Certificate

gateway. Click "Export" button wﬂlexport%&(eto th}

PC. Click "Delete" button will delete~th\e file. \

Click "Browse" button, cho e key fil on the PC and
Key then click "Import" button upload. thg/ﬁle into B

gateway. Click "Export} buttonwilhexport file to the PC.

Click "Delete" button wfkl delete the file.

s

o

Tabla3-4+1<1, G‘bneral Setting Parameters
b
3 N\
t X S

3.4.1.2 System T4ma
This section prlalns Ijow io set the system time including time zone and time
synchronlzat|0n~type '/'
Note: to ensure that the gateway runs with the correct time, it's recommended that you

set the system time when conflgurlng the gateway.

]
= |
T
1
it

EnEra

| Syrstem Time Setings

tirsnt Tens 7018-08-17 20:24:33 Wed
Tima fone B China |Baifing "
Byme Typa Sy welth Brosrset "
Brmwses Timn F018-06-12 20 34:332 Wed
Figure 3-4-1-2
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Sysleir Tene STR Fhnng Ernamil

| Bystem Time Settings

Cigrant Tims
Time Zons
Syrc Type
[haes

Tima

SRS

20N 8-06-12 2030268 Wed
B Cheria [S=sing)
Sal up Maranhy

20180612

L
]

Figure 3-4-1-3

ST

FRinE

| Bystem Time Seltings

Lurtanl [ime

Teme Inne

Sync Typs

HTE Saiyej AdSeas

2018-08-13 20-33:38 Wed
8 Ching | Baging)
NG Wil NTF Sarsa

| &n paal titp oG

Ecimlis RTP Susras

o Y
Current Time %
Time Zone )

4
/

N
AN
\

}

Zl
Sync with B/raﬂvéér

-
4
<

Sync Type

oo

>

Browser Time"
Set up Manually

Sync with NTP Server

\‘ DY
“EM& -4

System Time A

Show the current system time.

CIicé the drop down list to select the time zone you are in.
Click
type.
Synéhronize time with browser.

the drop down list to select the time synchronization

Show the current time of browser.

Manually configure the system time.

Synchronize time with NTP server so as to achieve time
synchronization of all devices equipped with a clock on
network.

Sync with NTP Server
NTP Server Address

Enable NTP Server

www.milesight-iot.com

Set NTP server address (domain name/IP).
NTP client on the network can achieve time synchronization
with gateway after "Enable NTP Server" option is checked.

Table 3-4-1-2 System Time Parameters
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3.4.1.3 SMTP

SMTP, short for Simple Mail Transfer Protocol, is a TCP/IP protocol used in sending and
receiving e-mail. This section describes how to configure email settings.

Gereral EvElem THmE QMTF PriafiieE Erfail

—_——

| SMTP Clignt Seftings

Enakie #

Emall Addrass

Pasgwani

SMTP Server Address sl sl gy com
P 5

Enalble TLS L

N Lo
Flgure\3-4-1-5/ > /’

SMTP
Description
SMTP Client Settings

Enable Enable”gr diggblta\SMfP client function.
Email Address Enter é’é’é’nc}wer's email account.
Password \ EnEer the\s@ndér's email password.
SMTP Server Adglj’:ess Ent:er SMTP server's domain name.
Port /' ;”\ Entiér SMTP server port. Range: 1-65535.
Enable TLS * g } Epeible or disable TLS encryption.
/ w71 Table341-3 SMTP Setting

Related Topics

Events Setting

3.4.1.4 Phone

Phone settings involve in call/SMS trigger and SMS alarm for events.

1. Add phone list.

Select phone numbers and add them to the phone group.

Go to “Network > Interface > Cellular > Connection Mode > Connect on Demand >
Trigger by Call / Trigger by SMS” or go to “System > Events > Event Settings > SMS”
and then select the phone group ID.

w N
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el Sl InTe 2 r Y lirr's Eifiml

| Froma Mumbsar Lisi

Wit bt D B | il e i dafiioii
12 35 TS0 L “
| Fhiasy Groug LisE
o 0 1
Chascrywan sl
o e
. EFSSTRED

EE KR
. > \
Figure 3-4-1-6 N ‘\ } ;

Description
Phone Number List
Number Enter the tglef)hgnéxqﬁrﬁb,er/bigits, "+" and "-" are allowed.
Description The descrip@l‘o\n Mta\tgslébhone number.
Phone Group List

Group ID Set nl{ﬁ\'be:iég ph<3ne group. Range: 1-100.
Description The de§s(iptioﬁ of the phone group.
List ‘* S'ﬁt?w the Bhone list.
Selected 7 -~ -\ Shéw the selected phone number.
{ L \} Table 3-4-1-4 Phone Settings
N\ . : “/ S
Related Topic o 7

Connect on Demand

3.4.1.5 Email

Email settings involve email alarm for events.

1. Add email list.

2. Select email addresses and add them to the phone group.

3. Goto “System > Events > Event Settings > Email” and then select the email group ID.
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| Emnl Lt
Fonad fiililimes Ul cuipion Liparmdi
[+
| Ecrridin e L
e I
T priiom
(] St bk Lkl
a
]
a8
|
Tl e

7
Figure 3-4-1-7 \ {’ \\/

Description

Email List

. . Y 4 7
Email Address Enter the Email address. / \ P 4
Description
Email Group List

N 4

Group ID Set number for\e%\ll group: Range: 1-100.
Description The descﬁp\ﬁgnb‘f\th&mail group.
List Show the E?{)ahv\dd}ess list.
Selected Sho\azt'he@e]gctea Email address.

3
T\abQ3-4i1-5 Email Settings
:

55 e
4

The description of the Ei:@ira'd&}es's.

/ R
3 £
3.4.2 User Ma@agement‘l

3.4.2.1 Accoy\t\ =4
Here you can’change the login‘'username and password of the administrator.

Note: it is strongly recommended that you modify them for the sake of security.

Aol T ST T

| Erangs Ascew infe

LTI E i
LR L |
bty Panamaowd

Canfirs Waw P aemamitd
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Figure 3-4-2-1

hom  psserpton

Enter a new username. You can use characters such as a-z,

Username

0-9,"_", "","§". The first character can't be a digit.
Old Password Enter the old password.
New Password Enter a new password.

Confirm New Password | Enter the new password again.

Table 3-4-2-1 Account Information

3.4.2.2 User Management

This section describes how to create common user accounts.

The common user permission includes Read-Only and Read-Write. N,
Llwwa 1) SN AR R
| RET TR i
IFam =mnn Pawwrinl Piirminmam Dmraliin
siFap erene Fami Wig L n
=l i Bl -y = -

User Management

Enter a\iwsus}arname. You can use characters such as a-z,

Username i 0-9,"_","",*$". The first character can't be a digit.
Password 7, -~ 'm..\ Se’é password.
{ . \‘} Seléact user permission from “Read-Only” and “Read-Write”.
/ =-;Read-Only: users can only view the configuration of
Permission /“ §gateway in this level.
LA Read-Write: users can view and set the configuration of
gateway in this level.
Table 3-4-2-2 User Management
3.4.3 SNMP

SNMP is widely used in network management for network monitoring. SNMP exposes
management data with variables form in managed system. The system is organized in a
management information base (MIB) which describes the system status and configuration.
These variables can be remotely queried by managing applications.

Configuring SNMP in networking, NMS, and a management program of SNMP should be
set up at the Manager.

Configuration steps are listed as below for achieving query from NMS:
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1. Enable SNMP setting.

2. Download MIB file and load it into NMS.
3. Configure MIB View.

4. Configure VCAM.

3.4.3.1 SNMP

UG65 supports SNMPv1, SNMPv2c and SNMPv3 version. SNMPv1 and SNMPv2c employ
community name authentication. SNMPv3 employs authentication encryption by username
and password.

HETALIE B

WHF ik
Fpisn

1 oo T

wrwwaw HaHinms

ilam Lgrmpea

S

SNMP Settings
ftem  Descripon

Enable Enabl rva’i’é’aisle SNMP function.

N Set SNMP listened port. Range: 1-65535.
Port 3 .

SR The default port is 161.

7

SNMP Versiory’ {“\x Selfect SNMP version; support SNMP v1/v2c/v3.
Location Inforij\ation } Fjltléin the location information.

Contact Inforgz‘%xtigr]"’ 7 FiII§in the contact information.
.’ Table 3-4-3-1 SNMP Parameters

3.4.3.2 MIB View

This section explains how to configure MIB view for the objects.
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SHILE FAEE Wie WA Trap LIE
| Wimew List
Wiew Hume View Fillim ey THER Dot fzn
Al I v i n
ysbern Iniduicses . 1381211 H
L]
Figure 3-4-3-2

MIB View
hem  beserption

View Name Set MIB view's name. N7 O\ ¥
View Filter Select from "Included” and "Excluded,'\ \\ 4
View OID Enterthe OID number. 5 [/ N\~
Included You can query all nodes withln‘ﬁ{e §pgciﬁfed\MIB node.
Excluded You can query all nodes exg’ébtjg}*tbe épey’(fied MIB node.
Table 3-4-3-2 MIB View Paraméters) '
7 w/

3.4.3.3 VACM Wi “K
This section describes how to cc%ﬁiur"é’\/‘IDAM parameters.

=h EE Vs Wi I Tiag RAIE

| ERNAP 51 A ¥ L Link

I ity Framrdas g LETTRRT Mt b el
privile g d-stha " 1] " 030 b H
e Fimar -y - rnne l 0d 008 u

Figure 3-4-3-3

VACM

SNMP v1 & v2 User List

Community Set the community name.

Permission Select from "Read-Only" and "Read-Write".

MIB View Select an MIB view to set permissions from the MIB view list.

Network The IP address and bits of the external network accessing the MIB view.
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Read-Write The permission of the specified MIB node is read and write.

Read-Only The permission of the specified MIB node is read only.

SNMP v3 User List

Group Name Set the name of SNMPv3 group.

Security Level Select from "NoAuth/NoPriv", "Auth/NoPriv", and " Auth/Priv".

Select an MIB view to set permission as "Read-only" from the MIB view

Read-Only View

list.
L Select an MIB view to set permission as "Read-write" from the MIB view
Read-Write View |
list.
Inform View Select an MIB view to set permission as "Inform" from the MIB view list.

Table 3-4-3-3 VACM Parameters

N
3.4.3.4 Trap 5 \

This section explains how to enable network monitoring by SNMI’-\t\ra{p’. \ 7

ENKF IAE Wiew WAL 1L Mg

| 8P Trmp
Evuirie 2
EHMP Verslee EBviiF
vl AANULS
Part

Mams

\ “Figure 3-4-3-4
SNMP Trap
ftem  Descripton |

Enable { L, \‘§ Enafble or disable SNMP Trap function.

SNMP Versioﬁs : '/' Seliect SNMP version; support SNMP v1/v2c/v3.

Server Addrps/s - Filléin NMS's IP address or domain name.

Port | in UDP port. Port range is 1-65535. The default port is
162.

Name Fill in the group name when using SNMP v1/v2c; fill in
the username when using SNMP v3.

. Select from "NoAuth & No Priv", "Auth & NoPriv", and

Auth/Priv Mode )

"Auth & Priv".
Table 3-4-3-4 Trap Parameters
3.4.3.5MIB

This section describes how to download MIB files.
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=L [HIE i WA RS Trap WA

| MIB Downicad
WiH Film AR T - ¥ m
Figure 3-4-3-5
MIB File Select the MIB file you need.
Download Click "Download" button to download the MIB file to PC.

Table 3-4-3-5 MIB Download

AN
X
NN
You can connect the device to the DeviceHub on this page so-a to\Qanage the gateway
>

SR A

3.4.5 Device Management

centrally and remotely.

LR e ]

| Device Managemant

=TT

]

A paon Seneer Sddreps

Diwvce Wanngarmen? Sener Adibsgs

Aty @ 0n el r'|Il dgthacaton Code L]
Caaiiid ol S iliemgi Aath wimii-stian Codds

Linsii M il justuaiil

AEA

Db Manpgarmss

Figure 3-4-5-1

DeviceHub

hem  beserpton |

Show the connection status between the gateway and the
DeviceHub.
Disconnected Click this button to disconnect the gateway from the DeviceHub.

Status

Activation Server
IP address or domain of the DeviceHub.

Address
DeviceHub Server The URL address for the device to connect to the DeviceHub,
Address e.g. http://220.82.63.79:8080/acs.

Activation Method Select activation method to connect the gateway to the
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DeviceHub server, options are "By Authentication ID" and "By ID".
Authentication Code  Fill in the authentication code generated from the DeviceHub.
ID

Fill in the registered DeviceHub account (email) and password.
Password

Table 3-4-5-1

3.4.6 Events

Event feature is capable of sending alerts by Email when certain system events occur.

3.4.6.1 Events

You can view alarm messages on this page.

FACTATE

Ty il Hadive

b W] rameni

Fikh

vty b g e

o

Figure 3-4-6-1

fem | Descripton

Mark as Rea/d/“w’w’Mark thé‘a selected event alarm as read.
Delete — -Deletethe selected event alarm.
Mark All as Read Mark all event alarms as read.
Delete All Alarms | Delete all event alarms.
Show the reading status of the event alarms, such as “Read” and

Status
“Unread”.
Type Show the event type that should be alarmed.
Time Show the alarm time.
Message Show the alarm content.

Table 3-4-6-1 Events Parameters

www.milesight-iot.com 87



UG65 User Guide

3.4.6.2 Events Settings

In this section, you can decide what events to record and whether you want to receive
email and SMS notifications when any change occurs.

Elvenls 15 S=iimgs

| Events Sstings

Enabie o+
Phons Geoup List P ¥
Email Zroup List 2 "
Ermmdl 1 L
Evenis Rrcond
Eimall Sefting GMS SuiFtim)
Caffilar Up
Colular Diawn
ik
WiAMN Do
W L
VPN Down

\ Figure\Sﬁé
ht )

Y
EY

Dt k1

Event Settings
hem  [Deseripton |

Enable /:‘i --Check té) enable "Events Settings".

Cellular Up f'/ ;fc’:\elxlular §1etwork is connected.
Cellular Downg Cqﬂulgy,ﬁetwork is disconnected.
WAN Up /s M'E{herne’é; cable is connected to WAN port.
WAN Down”” _____ Ethernet cable is disconnected to WAN port.
VPN Up VPN is connected.
VPN Down VPN is disconnected.
The relevant content of event alarm will be recorded on "Event”
Record I S
page if this option is checked.
Email The relevant content of event alarm will be sent out via email if
this option is checked.
. ) Click and you will be redirected to the page "Email" to configure
Email Setting )
the Email group.
The relevant content of event alarm will be sent out via SMS if
SMS . L
this option is checked.
Click and you will be redirected to the page of "Phone" to
SMS Setting y Pag

configure phone group list.
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Phone Group List = Select phone group to receive SMS alarm.
Email Group List Select Email group to receive Email alarm.

Table 3-4-6-2 Events Parameters
Related Topics
Email Setting
Phone Setting

3.5 Maintenance

This section describes system maintenance tools and management.

3.5.1 Tools
Troubleshooting tools includes ping and traceroute. N \

s
3.5.1.1 Ping \ /\ »
Ping tool is engineered to ping outer network. N \ {\ )

PG TrRCcemule Cidmieg
| IP Ping
Mgt

A »
Figure 3%1-1
em [ssorpion |

Host  Ping oute})network from the gateway.
/ /.s .";\ Table 3-5-1-1 IP Ping Parameters
7 { ‘A
£
% 4
3.5.1.2 Traceroute

Traceroute tool-is-used-for-troubleshooting network routing failures.

Ping Traceroute Qxdmiog
| Traceroute
I
Figure 3-5-1-2

www.milesight-iot.com 89



UG65 User Guide

tem  Deseription

Host Address of the destination host to be detected.

Table 3-5-1-2 Traceroute Parameters

3.5.2 Schedule

This section explains how to configure scheduled reboot on the gateway.

| s Fias

Sbadem Fimgar=y e e B

Figure 3-5-2-1

/

pd

A\ )
Z

Schedule Select sche\:dt}Ie\tyhg‘ 4 /’

Reboot Reboot the’@xtew\axrégulérly.

Frequency Select the fFquchy}o execute the schedule.
Hour & Minute SeIeé(fhe‘tj’[n\e to execute the schedule.

3
Tab@?-\S-Z-TSchedule Parameters

a
Y
Y

YO d

3.5.3 Log

The system Ioggf:onta[r’l'\s\a rec%ord of informational, error and warning events that indicates
how the syste \processés. By reviewing the data contained in the log, an administrator or
user trouble??dting}h'e systeim can identify the cause of a problem or whether the system
processes a ’

all system logs to remote log server such as Syslog Watcher.

v

3.5.3.1 System Log

This section describes how to download log file and view the recent log on web.
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Figure 3-5-3-1 N E‘\ \
System Log

Download Download log file. /’\ - /}
View recent (lines) View the specified Iine§~of\\s'yst’er?} log.
Clear Log Clear the currgﬁt\systém)(fg.x’ 4

Table 3-5 -1}S te ;)éFfﬁl;a(r'neters
A\ \
A} .
3.5.3.2 Log Settings i §

This section explains how to enabs{em‘o'}e log server and local log setting.

Eyeiem Log Loy Settings

| Remote Log Server

Enabin

Syslog Sarver Addess

For 51l

| Local Log File

Slorags facal *
Sire w2 | KB
Log Savariy Irés v

Figure 3-5-3-2
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Log Settings

hem  [Desergion |

Remote Log Server

Enable With “Remote Log Server” enabled, gateway will send all
system logs to the remote server.

Fill in the remote system log server address (IP/domain
Syslog Server Address y g (IP/

name).
Port Fill in the remote system log server port.
Storage User can store the log file in memory or TF card.
Size Set the size of the log file to be stored.
Log Severity The list of severities follows the syslog protocol.
Table 3-5-3-2 System Log Parameters N \
s

\ N ’\ 7
3.5.4 Upgrade L

This section describes how to upgrade the gateway firgnwar via
need to do the firmware upgrade. )

Note: any operation on web page is not allowed durtjn\g fir émré/uggrade, otherwise the
upgrade will be interrupted, or even the device will bre§k do%.

b. Generally you don’t

Upgrade

| Upgrade

Firmware Version 60.0.0.53

Reset Configuration to Factory Default

Upgrade Firmware | | Upgrade
/ Figure 3-5-4-1

Upgrade

fem _ _ ___ Descripton |

Firmware Version Show the current firmware version.

Reset Configurationto ~ When this option is checked, the gateway will be reset to
Factory Default factory defaults after upgrade.
Click "Browse" button to select the new firmware file, and

u de Fi
pgrade Firmware click "Upgrade” to upgrade firmware.

Table 3-5-4-1 Upgrade Parameters

Related Configuration Example

Firmware Upgrade

www.milesight-iot.com 92



UG65 User Guide

3.5.5 Backup and Restore

This section explains how to create a complete backup of the system configurations to a
file, restore the config file to the gateway and reset to factory defaults.

Backip and Reclonme

| Restore Config

| Backup Running-config

| Restore Factory Defaults

%@}6\3551

U Y

Backup and Restore
hem  Deserpton

C|I§,‘k "Browse" button to select configuration file, and then click "Import"
button‘tQ upload the configuration file to the gateway.
Backup ¥ Click "Baékup"’ to export the current conflguratlon file to the PC.

/C|ICk "Réset" B

/ restart after reset process is done.

Table 3-5-5-1 Backup and Restore Parameters

Config File

w

Reset

Related Configuration Example
Restore Factory Defaults

3.5.6 Reboot

On this page you can reboot the gateway and return to the login page. We strongly
recommend clicking “Save” button before rebooting the gateway so as to avoid losing the
new configuration.
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Lidavan Heboal

Klambersanoe

Log

Upgrada

fackoup: end Hesnns

Hptsonl

3.6 APP
3.6.1 Python

its clear syntax and;readability’
As an interpre;ea language, | Python has a design philosophy that emphasizes code
readability, notébly u%ing}whitespace indentation to delimit code blocks rather than curly
brackets or key“ ords, arfd a"syntax that allows programmers to express concepts in fewer
lines of code,ﬁzn\i't’s used in other languages such as C++ or Java. The language provides
constructs and'inténds t6 énable writing clear programs on both small and large scale.
Users can use Python to quickly generate the prototype of the program, which can be the
final interface of the program, rewrite it with a more appropriate language, and then
encapsulate the extended class library that Python can call.

This section describes how to view the relevant running status such as App-manager, SDK
version, extended storage, etc. Also you can change the App-manager configuration, and

import the Python App package from here.
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3.6.1.1 Python

UG65 User Guide

Python Appianager Configuration Python APP

| Python

AppManager Status

SDK Version
SDK Path

Available Storage

SDK Upload

Uninstalled

| local w |

| =3 20
Figure 3-6-1-1 ) X ( 3

fem ___ Descripton |

Python
AppManager Status
SDK Version

SDK Path

Available Storage
SDK Upload
Uninstall \
View /:‘i o

3

ey

7 \
»

4 ¢ \

Show AppManage S punn gst}fus like "Uninstalled",
“Running" on%p@ed"

Show the \‘/e\rs@n\o?\he lns/alled SDK.

Show the é@k\ns\a{atlon path.

SelecLavallaapIe\torage to install SDK.

UpIoécLand mstall SDK for Python.

UqlnstaN

Vié;w application status managed by AppManager.
Table 3-6-1-1 Python Parameters

3.6.1.2 App Mé;\ager génfig(flration

b el B
| K@M ufisger
Frabis

| &pp Managameni

&)

[ Mg Sumus

fipp Hana
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AppManager Configuration
fem Desoripton |

After enabling Python AppManager, user can click "View" button on

Enable the "Python" webpage to view the application status managed by
AppManager.

App Management

ID Show the ID of the imported App.

App Command Show the name of the imported App.
Logfile Size(MB) = User-defined Logfile size. Range: 1-50.

Uninstall Uninstall APP.

App Status

App Name Show the name of the imported App.

App Version Show the version of the imported App. N /
SDK Version Show the SDK version which the imported App is..bése on.

\ 7/ 4
Table 3-6-1-2 APP Manager Parameters . {\ \
}
oy ;

> (\
3.6.1.3 Python App N \ .

TR Applagnager Coriguranon [ e

| mpur] Lpp FasEage

| mpont App Coafiguranon

App Mo
AR Coa i m m
| Detug Scnipt
| Dlabeg Fils | e
/ Dibag Saim m m

B et d

Figure 3-6-1-3

Python APP
hem  Deserpton

App Package Select App package and import.

App Name Select App to import configuration.

App Configuration Select configuration file and import.

Debug File Export script file.

Debug Script Select Python script to be debugged and import.

Table 3-6-1-3 APP Parameters
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Chapter 4 Application Examples

4.1 Packet Forwarder Configuration

1. Go to “Packet Forwarder” > “General”.

Pl b F i Tl eI DA
e il LARFFEEER A
AE T
e o
[T i
i I redie
Eantrel

2. Click t

>
o add a new network server. “Mijesight™t

N

UG65 User Guide

s WS
]

bainei Adrireas

AN

A
ypé” in/d{cates the gateway

network server. SN }
\ 2 > I/
Fraidg #
Typi Laifin
fiae i Bafhirgs radeead -
k1A i
v faram
! i

3. Add the gafeway oyyﬁetw@rk server page. Take TTN for example, type and save the
gateway EUIl and other infornéation when you connect it via Semtech packet forwarder.
After you add the-gateway; TT N will show connection status.

BECIETIE SETI'WATF

Hsinmny Fil

T 7 aumy ise Ay BEN ewaen

IdnznpLEr
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4. Go to “Traffic” page to view the data communication of UG65.
| Trziic Wanimg

IHrk e = iy 4 ey s rom 1M E CLET §Hb

. /:“ \s
4.2 Application Configuration 2 {\ )

You can create a new application on this page, which)é rN"Gséd té define the method
of decoding the data sent from end-device and chobsmg\the data/transport protocol to
send data to another server address. The data v{iV* senj/fo your custom server address

using MQTT, HTTP or HTTPS protocol. > N 7
.~/
1. Go to “Network Server” > Appllcatl&g" \
S m T
2. Click to enter the confiyyration page, dlsplayed as the following picture:

aETEr I A [l i P s Dl

ke Horehaoey | Applicaions
Famrsg chowid
[ R ]
[z oripron cloud
i G s TS w

o =l )]

3. Click to add a data transmission type of HTTP or HTTPS:
Step 1: select HTTP or HTTPS as transmission protocol.

Type HTTP v

Step 2: Enter the header name and header value as needed.
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lamlm Mams Foads Ealus LHmratinn

X

Headers are name/value pairs that appear in both request and response messages. The
name of the header is separated from the value by a single colon.

For example, this request message provides a header called User-Agent whose value is
Mozilla/5.0 (Windows NT 6.3; WOW64; Trident/7.0; rv:11.0) like Gecko. The purpose of this
particular header is to supply the web server with information about the type of browser
making the request. NG

1T = =gty 148 B Nt i 1 LAEns

Step 3: Enter the destination URL. Different types of data} can l?emsé‘rQO different URLs.

Iiwis ype 15
Ltk davin

Iodn Dolheatiodg

&L B nniihration

Earpr nidi Acgiian

7l R x
4. Click io adda d}ata téansmission type of MQTT:

Step 1: select th\é I[jc\nsrﬁssiéfi: protocol as MQTT.
Type | mMaTT v
Step 2: Fill in general settings.
| Gienaral
Birakar Auddres
Brak & Pait
lkard 10

Lammei i m -|I:|I.'| iIL's
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Step 3: Select the authentication method required by the server.
If you select user credentials for authentication, you need to enter the username and
password for authentication.

| User Credentials

Enable [+

Llsername | |

Password | 21 |

If certificate is necessary for verification, please select mode and import CA certificate,

client certificate and client key file for authentication. N
| TLS
Enabile o
Mgda el nigned canificales

-
Client Cartificate File m m

. . X %
Step 4: Enter the topic to receive data aqd\s@}se the QoS.

Fapl

Thia Type i
lplink dain = 8
Jodn neitcsiian
ACH il sl on

Erinr ivobifid s N6 8

4.3 Device Configuration

Go to “Device” page and click “Add” to add LoRaWAN® node devices. Please select correct
device profile according to device type.
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Cevicn Hame

Dimscription

Cimvice ELI _:'Lp1l:dl'=':-“.'-l 15H

Oevics-Profls limigas-OTAY W /\‘
Appiratize Ehividd b 4
Wadbim ATU Daia Tramesissan Modbus BT TOR w \

F pori

TCP Bosi

Frama-coumie Valdation

Appication Kayp

Liervicn Addeuss

Mewvom sy Kpp

AppBCanie Saaaon Hay

Liphak Frami-cooiie i

Dierenlink Framis—Loimmarn ]

You can also cIi;fk Bl}]k\({lport if you want to add many nodes all at once.

T m m Tomplain Dowedosd

Click “Template Download” to download template file and add device information to this
file. Application and device profile should be the same as you created on web page.

1L STl e oy = TEE LIS !] = rmir el Lls :|;1-rn i nikl  appbey  meiiey
RETRE RIR R P L DN BRI ] ] Wi all 9L T E ISR TTRI 9 a ] L ST

Import this file to add bulks of devices.

4.4 Send Data to Device

Go to “Network Server” > “Packets”.
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Step 1: Please check the packet in the network server list to make sure that the device has
joined the network successful.

Step 2: Fill these input box.

Step 3: Click “Send”.
AN
Step 4: Check the packet in the network server list to\rn%e%e%hat the device has

received this message successful. It's suggested to enable onfirmed”

| REFE A T T e

[Pl o Fajivad ¥

by
by \
EY
X

You can click “Refresh” to refresh.the Ils{\or set automatic refreshing frequency for the list.

S

If the device’s class type is Class'G, thén the device will be constantly receiving packet.
% AN

This packet’s ty:[Se is Dnan (Downllnk Confirmed Packet) and if the packet’s color is gray,
then it means ihe packeg canhot be transmitted now because at least one message has

7
been in the qU)}é,.' -
* =) i
This is the data packet has been delivered successfully.
(s 1 i
wnfirry @

If the device receives this downlink confirmed packet, then the device will reply “ACK” when
delivering next.

SRS [ e=r e [ did e 1 Iy Y

-
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Ack is “true” means that the device has received this pg@kN‘T/ /}

N\ D %
If the device's class type is Class A, Only~after Qh'e vice,é'ends out an uplink packet will
the network server sends out data to the’,d;%Q 3 /}
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Related Topic
Packets

4.5 Restore Factory Defaults
4.5.1 Via Web Interface

1. Login web interface, and go to “Maintenance > Backup and Restore”.

2. Click “Reset” button under the “Restore Factory Defaults”.

You will be asked to confirm if you'd like to reset it to factory defaults. Then click “Reset”
button.
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DL vl FEsbone

| Restare Config

| Bagkup Bunning-config
i

| Restem Factory Defauliz

Bowwaf apmaiion wil arase ail configurafion Seie on Griie and

resal s oy sferm | lackory delssit ConSeye?

Then the gateway will reboot-and restare to factory settings immediately.
3 } ‘

Reset, please do not power off

Please wait till STATUS light staticly and the login page pops up again, which means the

gateway has already been reset to factory defaults successfully.

Related Topic
Restore Factory Defaults
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4.5.2 Via Hardware

Locate the reset button on the gateway, and take corresponding actions based on the
status of STATUS LED.
STATUS LED Action

Blinking Press and hold the reset button for more than 5 seconds.
Static Green —
Rapidly Blinking

Release the button and wait.

Off — Blinking The gateway is now reset to factory defaults.

4.6 Firmware Upgrade

gateway firmware. Gateway firmware file suffix is “.bin”. 7

After getting firmware file please refer to the following steps to (%@[{lef%

1.  Go to “Maintenance > Upgrade”. \

2. Click “Browse” and select the correct firmware file Brom the PC: \

3. Click “Upgrade” and the gateway will check if the firmware file is gprrect. If it's correct,
the firmware will be imported to the gateway, /ahnd\‘!w\wﬂ/e géteway will start to
upgrade. ‘ ZEN 4

It is suggested that you contact Milesight technical support first bqf<:ou upgrade

grade.

| Ussgpradn

T g Yerp st EL0amM

legami Coshiqurasen m Fecioep (efei
i

Lzl Flrrramrs m ""F.F"u'

Faraw basd e power o dizring whnfjracs

Related Topic
Upgrade
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4.7 Cellular Connection

1. Go to “Network > Interface > Cellular > Cellular Setting” and configure the cellular info.
2. Choose relevant network type.

| Bt Saenng

|
I ik =
]
\&
Him ]
&t
[+

7
/7

Click “Save” and “Apply” for configuration}t
3. Check the cellular connection status by WEB GU .of"gateway.
Click “Status > Cellular” to view the stat the cellular connection. If it shows

X

""""
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4. Check out if network works properly by browser on PC.
Open your preferred browser on PC, type any available web address into address bar and

see if it is able to visit Internet via the UG65.
Related Topic

Cellular Settin
Cellular Status

4.8 Wi-Fi Application Example

4.8.1 AP Mode \
Application Example % &
Configure UG65 as AP to allow connection from users or deviceé. . {/ \ W/

) Za
Configuration Steps ) (\ \

1. Go to “Network > Interface > WLAN" to configure wi;e{e%r‘é\méte ; as below.

BSSID
Encryption Mode

Bandwidth

y
Port WLAN Cellular Loopback
| WLAN
Enable
Work Mode AP w
5510 Broadeast
AP lsolation ]
Radio Type 802.11n{2.4GHz) ~:
Channel Auto
551D Gateway F1200F

24:21:24:11:20:0f

Mo Encryption

20MHz

Max Client Mumber 10

Click “Save” and “Apply” buttons after all configurations are done.
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2. Use a smart phone to connect the access point of gateway. Go to “Status > WLAN”, and

you can check the AP settings and information of the connected client/user.

IWETYR"Y ACHEL W] [T M Lt Al Vi

| WLAN Status

M EhEss Shanis

WAL Addroes 24w 2487 30

mindace Typs AP

. Jbeisan 1

Chorms| Ao

Emcryption Type o Encryplion

2 gt

L 192 16511

H ek 255 255 2550

sonmpction Durstion Bdays Q24052

> i

4.8.2 Client Mode ‘
Application Example : X‘X\X

Configure UG65 as Wi-Fi client toxwe‘ét“to an access point to have Internet access.
Configuration Steps
3 $

1. Goto "Netwo;k’ > Interface > WLAN" and click “Scan” to search for WiFi access point.

& 5I0 Lhmrmesi Sl e BHES0 Bwetarty Fimijumiicy

2. Select one access point and click “Join Network”, then type the password of the access

point.
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| IF Samting
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Click “Save” and “Apply” buttons after all configurations are donAQ { \ 7/

3. Go to “Status > WLAN", and you can check the connection s)ahs\o e client.
AN ¢

P Baiwed Foramng [SETE T Fashors el
—

| WLAN Sratus

W ade ST

MALC Riaess SAHT 30 dm 14
Irartaca Tvoa Chan
E5ID ahd,
Lhanns ErR ]
Ercrppinm Typn A P FA PG
Cighas AES
Sk
IF Addesas a-ril- BEFLT
Fiomash 255 255 TES 0
Crenaciin Caraiian b dayw. 02 44 48
Related Topic
WLAN Setting

WLAN Status

[END]
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FCC Caution:

Any Changes or modifications not expressly approved by the party responsible for compliance could
void the user's authority to operate the equipment.

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

Note: This equipment has been tested and found to comply with the limits for a Class B digital

device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable

protection against harmful interference in a residential installation. This equipment generates,

uses and can radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off

and on, the user is encouraged to try to correct the interference by one or more of the following measures:

— Reorient or relocate the receiving antenna.
— Increase the separation between the equipment and receiver.

— Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

—Consult the dealer or an experienced radio/TV technician for help.

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment
.This equipment should be installed and operated with minimum distance 20cm between the radiator&
your body.

[END]
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