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IMPORTANT!

READ CAREFULLY BEFORE USE.

KEEP THIS GUIDE FOR FUTURE REFERENCE.

This is a  Use r’ s Guid e  fo r a  se rie s o f p ro d uc ts. No t a ll p ro d uc ts sup p o rt a ll firmwa re  fe a ture s. Sc re e nsho ts 

a nd  g ra p hic s in this b o o k ma y d iffe r slig htly fro m yo ur p ro d uc t d ue  to  d iffe re nc e s in yo ur p ro d uc t 

ha rd wa re , firmwa re , o r yo ur c o mp ute r o p e ra ting  syste m. Eve ry e ffo rt ha s b e e n ma d e  to  e nsure  tha t the  

info rma tio n in this ma nua l is a c c ura te .

So me  sc re e ns o r o p tio ns in this b o o k ma y no t b e  a va ila b le  fo r yo ur p ro d uc t (se e  the  p ro d uc t fe a ture  

ta b le s in Se c tio n 1.4 o n p a g e  18).

Re la te d Doc ume nta tion

• Quic k Sta rt G uid e  

The  Quic k Sta rt Guid e  sho ws ho w to  c o nne c t the  Zyxe l De vic e  a nd  a c c e ss the  We b  Co nfig ura to r. 

• CLI Re fe re nc e  G uid e

The  CLI Re fe re nc e  Guid e  e xp la ins ho w to  use  the  Co mma nd -Line  Inte rfa c e  (CLI) a nd  CLI c o mma nd s 
to  c o nfig ure  the  Zyxe l De vic e .

No te : It is re c o mme nd e d  yo u use  the  We b  Co nfig ura to r to  c o nfig ure  the  Zyxe l De vic e .

• We b  Co nfig ura to r Online  He lp

Clic k the  he lp  ic o n in a ny sc re e n fo r he lp  in c o nfig uring  tha t sc re e n a nd  sup p le me nta ry info rma tio n.

• Ne b ula  Co ntro l Ce nte r Use r’ s Guid e

This Use r’ s Guid e  sho ws ho w to  ma na g e  the  Zyxe l De vic e  re mo te ly. The  fe a ture s o f the se  d e vic e s c a n 
b e  ma na g e d  thro ug h Ne b ula  Co ntro l Ce nte r. It a lso  o ffe rs fe a ture s tha t a re  no t a va ila b le  whe n the  
Zyxe l De vic e  is in sta nd a lo ne  mo d e  (se e  Se c tio n 2.1.2 o n p a g e  20).

• NXC Se rie s Use r’ s Guid e

Se e  this Use r’ s G uid e  fo r instruc tio ns o n using  the  NXC a s a n AP Co ntro lle r (AC) fo r the  Zyxe l De vic e . 
This is use d  whe n the  Zyxe l De vic e  is se t to  b e  ma na g e d  b y a  Zyxe l AC.

• Mo re  Info rma tio n

Go  to  support.zyxe l.c om  to  find  o the r info rma tio n o n the  Zyxe l De vic e .
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Doc ume nt Conve ntions

Wa rning s a nd Note s

The se  a re  ho w wa rning s a nd  no te s a re  sho wn in this g uid e .

Wa rnings te ll you a bout thing s tha t c ould ha rm you or your de vic e .

No te : No te s te ll yo u o the r imp o rta nt info rma tio n (fo r e xa mp le , o the r thing s yo u ma y ne e d  to  
c o nfig ure  o r he lp ful tip s) o r re c o mme nd a tio ns.

Synta x Conve ntions

• All mo d e ls in this se rie s ma y b e  re fe rre d  to  a s the  “Zyxe l De vic e ”  in this g uid e .

• Pro d uc t la b e ls, sc re e n na me s, fie ld  la b e ls a nd  fie ld  c ho ic e s a re  a ll in bold  fo nt.

• A rig ht a ng le  b ra c ke t ( > ) within a  sc re e n na me  d e no te s a  mo use  c lic k. Fo r e xa mp le , Config uration > 

Ne twork > IP Se tting  me a ns yo u first c lic k Config ura tion in the  na vig a tio n p a ne l, the n the  Ne twork sub  
me nu a nd  fina lly the  IP Se tting  ta b  to  g e t to  tha t sc re e n.

Ic ons Use d in Fig ure s

Fig ure s in this g uid e  ma y use  the  fo llo wing  g e ne ric  ic o ns. The  Zyxe l De vic e  ic o n is no t a n e xa c t 

re p re se nta tio n o f yo ur d e vic e .

Zyxe l De vic e Ro ute r Switc h Inte rne t

Se rve r De skto p La pto p AP C o ntro lle r

Printe r Ne b ula  Switc h Ne b ula  G a te wa y Sma rt T.V.

IP Pho ne
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C HA PTER 1

Introduc tion

1.1  Ove rvie w

The  Zyxe l De vic e  c a n b e  ma na g e d  in o ne  o f the  fo llo wing  me tho d s: re mo te  ma na g e me nt thro ug h 

Ne b ula  Co ntro l Ce nte r (NCC) o r lo c a l ma na g e me nt in Sta nd a lo ne  Mo d e . The  Zyxe l De vic e  runs in 

sta nd a lo ne  mo d e  b y d e fa ult, b ut it is re c o mme nd e d  to  use  NCC ma na g e me nt if it is a va ila b le  fo r yo ur 

d e vic e . Fo r mo re  info rma tio n a b o ut Ac c e ss Po int (AP) ma na g e me nt, se e  Se c tio n 2.1 o n p a g e  20.

Use  the  Zyxe l De vic e  to  se t up  a  wire le ss ne two rk with o the r IEEE 802.11a / b / g / n/ a c / a x c o mp a tib le  

d e vic e s in e ithe r 2.4 GHz a nd  5 GHz ne two rks o r b o th a t the  sa me  time .

Whe n two  o r mo re  APs a re  inte rc o nne c te d , this ne two rk is c a lle d  a  Wire le ss Distrib utio n Syste m (WDS). 

Se e  Se c tio n 1.2.2 o n p a g e  13 fo r mo re  info rma tio n o n ro o t a nd  re p e a te r APs a nd  ho w to  se t the m up .

1.2  Zyxe l De vic e  Role s

This se c tio n d e sc rib e s so me  o f the  d iffe re nt ro le s tha t yo ur Zyxe l De vic e  c a n ta ke  up  within a  ne two rk. 

No t a ll ro le s a re  sup p o rte d  b y a ll mo d e ls (se e  Se c tio n 1.4 o n p a g e  18). The  Zyxe l De vic e  c a n se rve  a s a :

• Ac c e ss Po int (AP) - This is use d  to  a llo w wire le ss c lie nts to  c o nne c t to  the  Inte rne t.
• Ra d io  Fre q ue nc y (RF) mo nito r - An RF mo nito r se a rc he s fo r ro g ue  APs to  he lp  e limina te  ne two rk 

thre a ts if it sup p o rts mo nito r mo d e  a nd  ro g ue  APs d e te c tio n/ c o nta inme nt. An RF mo nito r c a nno t 
simulta ne o usly a c t a s a n AP.

• Ro o t AP - A ro o t AP c o nne c ts to  the  g a te wa y o r switc h thro ug h a  wire d  Ethe rne t c o nne c tio n a nd  
ha s wire le ss re p e a te rs c o nne c te d  to  it to  e xte nd  its ra ng e .

• Wire le ss re p e a te r - A wire le ss re p e a te r wire le ssly c o nne c ts to  a  ro o t AP a nd  e xte nd s the  ne two rk’ s 
wire le ss ra ng e .

The  fo llo wing  fig ure  sho ws a  ne two rk se tup  tha t use s the se  d iffe re nt ro le s to  c re a te  a  se c ure  Wire le ss 

Distrib utio n Syste m (WDS). The  ro o t AP (Y) is c o nne c te d  to  a  ne two rk with Inte rne t a c c e ss a nd  ha s a  

wire le ss re p e a te r (X) c o nne c te d  to  it to  e xp a nd  the  wire le ss ne two rk’ s ra ng e . C lie nts (A, B, a nd  C ) c a n 

a c c e ss the  wire d  ne two rk thro ug h the  wire le ss re p e a te r a nd / o r ro o t AP.

If a  c lie nt (D) trie s to  se t up  his o wn AP (R) with we a k se c urity se tting s, the  ne two rk b e c o me s e xp o se d  to  

thre a ts. The  RF mo nito r (M) sc a ns the  a re a  to  d e te c t a ll APs, whic h c a n he lp  the  ne two rk a d ministra to r 

d isc o ve r the se  ro g ue  APs a nd  re mo ve  the m o r use  the  NXC to  q ua ra ntine  the m.
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Fig ure  1   Sa mp le  Ne two rk Se tup

1.2.1  Root AP

In Ro o t AP mo d e , yo u c a n ha ve  multip le  SSIDs a c tive  fo r re g ula r wire le ss c o nne c tio ns a nd  o ne  SSID fo r 

the  c o nne c tio n with a  re p e a te r (re p e a te r SSID). Wire le ss c lie nts c a n use  e ithe r SSID to  a sso c ia te  with the  

Zyxe l De vic e  in Ro o t AP mo d e . A re p e a te r must use  the  re p e a te r SSID to  c o nne c t to  the  Zyxe l De vic e  in 

Ro o t AP mo d e .

Whe n the  Zyxe l De vic e  is in Ro o t AP mo d e , re p e a te r se c urity b e twe e n the  Zyxe l De vic e  a nd  o the r 

re p e a te rs is ind e p e nd e nt o f the  se c urity b e twe e n the  wire le ss c lie nts a nd  the  AP o r re p e a te r. Whe n 

re p e a te r se c urity is e na b le d , b o th APs a nd  re p e a te rs must use  the  sa me  p re -sha re d  ke y. Se e  Se c tio n 

10.2 o n p a g e  76 a nd  Se c tio n 14.2 o n p a g e  120 fo r mo re  d e ta ils.

Unle ss sp e c ifie d , the  te rm “ se c urity se tting s”  re fe rs to  the  tra ffic  b e twe e n the  wire le ss c lie nts a nd  the  AP. 

At the  time  o f writing , re p e a te r se c urity is c o mp a tib le  with the  Zyxe l De vic e  o nly.

1.2.2  Wire le ss Re pe a te r

Using  Re p e a te r mo d e , yo ur Zyxe l De vic e  c a n e xte nd  the  ra ng e  o f the  WLAN. In the  fig ure  b e lo w, the  

Zyxe l De vic e  in Re p e a te r mo d e  (Z) ha s a  wire le ss c o nne c tio n to  the  Zyxe l De vic e  in Ro o t AP mo d e  (X) 

whic h is c o nne c te d  to  a  wire d  ne two rk a nd  a lso  ha s a  wire le ss c o nne c tio n to  a no the r Zyxe l De vic e  in 

Re p e a te r mo d e  (Y) a t the  sa me  time . Z a nd  Y a c t a s re p e a te rs tha t fo rwa rd  tra ffic  b e twe e n a sso c ia te d  

wire le ss c lie nts a nd  the  wire d  LAN. C lie nts A  a nd  B a c c e ss the  AP a nd  the  wire d  ne two rk b e hind  the  AP 

thro ug h re p e a te rs Z a nd  Y.
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Fig ure  2   Re p e a te r Ap p lic a tio n

Whe n the  Zyxe l De vic e  is in Re p e a te r mo d e , re p e a te r se c urity b e twe e n the  Zyxe l De vic e  a nd  o the r 

re p e a te r is ind e p e nd e nt o f the  se c urity b e twe e n the  wire le ss c lie nts a nd  the  AP o r re p e a te r. Whe n 

re p e a te r se c urity is e na b le d , b o th APs a nd  re p e a te rs must use  the  sa me  p re -sha re d  ke y. Se e  Se c tio n 

10.2 o n p a g e  76 a nd  Se c tio n 14.2 o n p a g e  120 fo r mo re  d e ta ils.

Fo r NCC ma na g e d  d e vic e s, yo u o nly ne e d  to  e na b le  AP Sma rt Me sh to  a uto ma tic a lly c re a te  wire le ss 

links b e twe e n APs. Se e  the  NCC Use r’ s Guid e  fo r mo re  d e ta ils.

To  se t up  a  WDS in sta nd a lo ne  mo d e  APs, d o  the  fo llo wing  ste p s. Yo u sho uld  a lre a d y ha ve  the  ro o t AP 

se t up  (se e  the  Quic k Sta rt Guid e  fo r ha rd wa re  c o nne c tio ns).

1 Go  to  Config uration > Obje c t > WDS Profile  in yo ur ro o t AP We b  Co nfig ura to r a nd  c lic k Add .

2 Ente r a  p ro file  na me , a n SSID fo r the  WDS, a nd  a  p re -sha re d  ke y.

3 Do  ste p s 1 a nd  2 fo r the  wire le ss re p e a te r using  the  sa me  SSID a nd  p re -sha re d  ke y.

4 Onc e  the  se c urity se tting s o f p e e r sid e s ma tc h o ne  a no the r, the  c o nne c tio n b e twe e n the  ro o t a nd  

re p e a te r Zyxe l De vic e s is ma d e .

To  se t up  a  WDS in NXC ma na g e d  Zyxe l De vic e s, se e  the  NXC Use r’ s G uid e .

1.2.3  Ra dio Fre que nc y (RF) Monitor

The  Zyxe l De vic e  c a n b e  se t to  wo rk a s a n RF mo nito r to  d isc o ve r ne a rb y Ac c e ss Po ints. The  info rma tio n 

it o b ta ins fro m o the r APs is use d  to  ta g  p o ssib le  ro g ue  APs a nd  q ua ra ntine  the m if the  Zyxe l De vic e  is 

ma na g e d  b y the  NXC (se e  Se c tio n 2.2 o n p a g e  22). If the  Zyxe l De vic e ’ s ra d io  se tting  is se t to  MON 

Mode  (RF Mo nito r mo d e ), it will se rve  a s a  d e d ic a te d  RF mo nito r a nd  its AP c lie nts a re  d isc o nne c te d .



 Cha p te r 1 Intro d uc tio n

NWA50AX Use r’ s G uid e

15

The  mo d e ls tha t d o  no t sup p o rt MON Mode  sup p o rt Rog ue  AP De te c tion (se e  Se c tio n 10.3 o n p a g e  79). 

Rogue  AP De te c tion a llo ws the  AP to  sc a n a ll c ha nne ls simila r to  MON Mode  e xc e p t tha t the  Zyxe l 

De vic e  still wo rks a s a n AP while  it sc a ns the  e nviro nme nt fo r wire le ss sig na ls. To  se e  whic h Zyxe l De vic e s 

sup p o rt the  RF Mo nito r fe a ture , se e  Se c tio n 1.4 o n p a g e  18.

The  Zyxe l De vic e  in MON Mode  sc a ns a  ra ng e  o f WiFi c ha nne ls tha t yo u sp e c ify in a  MON Profile , e ithe r in 

the  2.4 GHz o r 5 GHz b a nd . To  sc a n b o th b a nd s, yo u ne e d  to  se t b o th ra d io  1 a nd  ra d io  2 in MON Mode . 

Onc e  a  ro g ue  AP is d e te c te d , the  ne two rk a d ministra to r c a n ma nua lly c ha ng e  the  ne two rk se tting s to  

limit its a c c e ss to  the  ne two rk using  its MAC a d d re ss o r ha ve  the  d e vic e  p hysic a lly re mo ve d . If the  Zyxe l 

De vic e  is ma na g e d  b y a n NXC, the  ne two rk a d ministra to r c a n a lso  use  Rog ue  AP Conta inme nt thro ug h 

the  NXC.

MON Mode  in Sta nda lone  Mode

To  use  a n RF mo nito r in sta nd a lo ne  mo d e , d o  the  fo llo wing  ste p s:

1 Cre a te  a  MON Profile  in Config ura tion > Obje c t > MON Profile  > Add. Sp e c ify a  Cha nne l dwe ll time  to  

d e te rmine  ho w lo ng  the  RF mo nito r sc a ns a  sp e c ific  c ha nne l b e fo re  mo ving  to  the  ne xt o ne .

2 To  sc a n a ll 2.4 GHz a nd  5 GHz c ha nne ls, se le c t auto  in Sc a n Cha nne l Mode . Ma ke  sure  tha t the  Ac tiva te  

c he c k b o x is se le c te d  a nd  c lic k OK.

3 Go  to  the  Config uration > Wire le ss > AP Ma na ge me nt sc re e n a nd  se t Ra dio 1 OP Mode  (2.4 GHz) a nd / o r 

Ra dio 2 OP Mode  (5 GHz) to  MON Mode .

4 Se le c t the  Ra dio 1(2) Profile  tha t yo u c re a te d  in the  p re vio us ste p . Ma ke  sure  tha t the  Ra dio 1(2) 

Ac tiva te  c he c k b o x is se le c te d  a nd  c lic k Apply.

5 Go  to  Monitor > Wire le ss > De te c te d De vic e  to  se e  a  list o f APs sc a nne d  b y the  RF mo nito r.

6 Se le c t a n AP o r APs in the  list a nd  c lic k Mark a s Rog ue  AP o r Ma rk a s Frie ndly AP.

MON Mode  in NXC- Ma na ge d Zyxe l De vic e s

Fo r NXC-ma na g e d  Zyxe l De vic e s, d o  the  fo llo wing  ste p s in the  NXC We b  Co nfig ura to r:

1 Cre a te  a  MON Profile  in CONFIGURATION > Obje c t > MON Profile  > Add. Sp e c ify a  Cha nne l dwe ll time  to  

d e te rmine  ho w lo ng  the  RF mo nito r sc a ns a  sp e c ific  c ha nne l b e fo re  mo ving  to  the  ne xt o ne .

2 To  sc a n a ll 2.4 GHz a nd  5 GHz c ha nne ls, se le c t auto  in Sc a n Cha nne l Mode . Ma ke  sure  tha t the  Ac tiva te  

c he c k b o x is se le c te d  a nd  c lic k OK.

3 Go  to  the  CONFIGURATION > Wire le ss > AP Ma nag e me nt > Mg mt. AP List > Edit sc re e n a nd / o r se t Ra dio 

1 OP Mode  (2.4 G Hz) a nd  Radio 2 OP Mode  (5 G Hz) to  MON Mode .

4 Se le c t the  Ra dio 1(2) Profile  tha t yo u c re a te d  in the  p re vio us ste p . Se le c t Ove rride  Group Ra dio Se tting  

a nd  c lic k OK.

5 Go  to  MONITOR > Wire le ss > De te c te d De vic e  to  se e  a  list o f APs sc a nne d  b y the  RF mo nito r.

6 Se le c t a n AP o r APs in the  list a nd  c lic k Mark a s Rog ue  AP o r Ma rk a s Frie ndly AP.



Cha p te r 1 Intro d uc tio n

NWA50AX Use r’ s G uid e

16

7 To  q ua ra ntine  a  ro g ue  AP, g o  to  CONFIGURATION > Wire le ss > Rog ue  AP, se le c t the  APs yo u wa nt to  

q ua ra ntine , a nd  c lic k Conta inme nt. Ma ke  sure  the  Enable  Rog ue  AP Containme nt c he c k b o x is 

se le c te d , a nd  c lic k Apply.

1.3  Sa mple  Fe a ture  Applic a tions

This se c tio n d e sc rib e s so me  p o ssib le  sc e na rio s a nd  to p o lo g ie s tha t yo u c a n se t up  using  yo ur Zyxe l 

De vic e .

1.3.1  MBSSID

A Ba sic  Se rvic e  Se t (BSS) is the  se t o f d e vic e s fo rming  a  sing le  wire le ss ne two rk (usua lly a n a c c e ss p o int 

a nd  o ne  o r mo re  wire le ss c lie nts). The  Se rvic e  Se t IDe ntifie r (SSID) is the  na me  o f a  BSS. In Multip le  BSS 

(MBSSID) mo d e , the  Zyxe l De vic e  p ro vid e s multip le  virtua l APs, e a c h fo rming  its o wn BSS a nd  using  its 

o wn ind ivid ua l SSID p ro file .

Yo u c a n c o nfig ure  multip le  SSID p ro file s, a nd  ha ve  a ll o f the m a c tive  a t a ny o ne  time .

Yo u c a n a ssig n d iffe re nt wire le ss a nd  se c urity se tting s to  e a c h SSID p ro file . This a llo ws yo u to  

c o mp a rtme nta lize  g ro up s o f use rs, se t va rying  a c c e ss p rivile g e s, a nd  p rio ritize  ne two rk tra ffic  to  a nd  

fro m c e rta in BSSs.

To  the  wire le ss c lie nts in the  ne two rk, e a c h SSID a p p e a rs to  b e  a  d iffe re nt a c c e ss p o int. As in a ny wire le ss 

ne two rk, c lie nts c a n a sso c ia te  o nly with the  SSIDs fo r whic h the y ha ve  the  c o rre c t se c urity se tting s.

Fo r e xa mp le , yo u mig ht wa nt to  se t up  a  wire le ss ne two rk in yo ur o ffic e  whe re  Inte rne t te le p ho ny (Vo IP) 

use rs ha ve  p rio rity. Yo u a lso  wa nt a  re g ula r wire le ss ne two rk fo r sta nd a rd  use rs, a s we ll a s a  ‘ g ue st’  

wire le ss ne two rk fo r visito rs. In the  fo llo wing  fig ure , VoIP_SSID use rs ha ve  Qo S p rio rity, SSID01 is the  wire le ss 

ne two rk fo r sta nd a rd  use rs, a nd  Gue st_SSID is the  wire le ss ne two rk fo r g ue st use rs. In this e xa mp le , the  

g ue st use r is fo rb id d e n a c c e ss to  the  wire d  La nd  Are a  Ne two rk (LAN) b e hind  the  AP a nd  c a n a c c e ss 

o nly the  Inte rne t.
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Fig ure  3   Multip le  BSSs

1.3.2  Dua l- Ra dio

So me  o f the  Zyxe l De vic e  mo d e ls a re  e q uip p e d  with d ua l wire le ss ra d io s. This me a ns yo u c a n c o nfig ure  

two  d iffe re nt wire le ss ne two rks to  o p e ra te  simulta ne o usly.

No te : A d iffe re nt c ha nne l sho uld  b e  c o nfig ure d  fo r e a c h WLAN inte rfa c e  to  re d uc e  the  
e ffe c ts o f ra d io  inte rfe re nc e .

Yo u c o uld  use  the  2.4 G Hz b a nd  fo r re g ula r Inte rne t surfing  a nd  d o wnlo a d ing  while  using  the  5 GHz 

b a nd  fo r time  se nsitive  tra ffic  like  hig h-d e finitio n vid e o , music , a nd  g a ming .
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Fig ure  4   Dua l-Ra d io  Ap p lic a tio n

1.4  Zyxe l De vic e  Produc t Fe a ture

The  fo llo wing  ta b le  lists the  fe a ture s o f the  Zyxe l De vic e ..

Ta b le  1   Zyxe l De vic e  Pro d uc t Fe a ture  Ta b le

FEATURES NWA50AX

Suppo rte d  Wire le ss Sta nd a rd s IEEE 802.11a  
IEEE802.11b
IEEE 802.11g
IEEE 802.11n

IEEE 802.11a c  
IEEE802.11a x

Sup p o rte d  Fre q ue nc y Ba nd s 2.4 G Hz
5 G Hz

Ava ila b le  Se c urity Mo d e s No ne
WEP

WPA2-MIX WPA2-PSK
WPA2-PSK-MIX

Enha nc e d -o p e n 
WPA3-p e rso na l

Numb e r o f SSID Pro file s 64

Numb e r o f Wire le ss Ra d io s 2

Mo nito r Mo d e  & Ro g ue  APs Co nta inme ntA No

Ro g ue  AP De te c tio n Ye s

WDS (Wire le ss Distrib utio n Syste m) - Ro o t AP & 

Re p e a te r Mo d e s
Ye s

Tunne l Fo rwa rd ing  Mo d e No

La ye r-2 Iso la tio n No

Suppo rte d  Po E Sta nd a rd s IEEE 802.3a t

Po we r De te c tio n Ye s

Exte rna l Ante nna s No

Inte rna l Ante nna s Ye s
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Ante nna  Switc h No

Co nso le  Po rt 4-Pin Se ria l

LED Lo c a to r Ye s

LED Sup p re ssio n Ye s

AC (AP Co ntro lle r) Disc o ve ry No

Ne b ula Fle x PRO No

NCC Disc o ve ry Ye s

802.11r Fa st Ro a ming  Sup p o rt Ye s

802.11k/ v Assiste d  Ro a ming Ye s

Blue to o th Lo w Ene rg y (BLE) No

USB Po rt fo r BLE No

Ethe rne t Sto rm Co ntro l No

G ro und ing No

Po we r Ja c k Ye s

Ma ximum numb e r o f lo g  me ssa g e s 512 e ve nt lo g s

A. Fo r NXC ma na g e d  d e vic e s o nly. Se e  the  NXC Use r’ s G uid e  fo r d e ta ils.

Ta b le  1   Zyxe l De vic e  Pro d uc t Fe a ture  Ta b le  (c o ntinue d )

FEATURES NWA50AX
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C HA PTER 2

AP Ma na g e me nt

2.1  Ma na g e me nt Mode

The  Zyxe l De vic e  is a  unifie d  AP a nd  c a n b e  ma na g e d  b y the  NCC o r wo rk a s a  sta nd a lo ne  d e vic e . We  

re c o mme nd  yo u use  NCC to  ma na g e  multip le  APs (se e  the  NCC Use r’ s Guid e ). 

No te : No t a ll mo d e ls c a n b e  ma na g e d  b y NC C o r a n AC. Se e  Se c tio n 1.4 o n p a g e  18 to  
c he c k whe the r yo ur p ro d uc t sup p o rts the se .

The  fo llo wing  ta b le  sho ws the  d e fa ult IP a d d re sse s a nd  firmwa re  up lo a d  me tho d s fo r d iffe re nt 

ma na g e me nt mo d e s.

Whe n the  Zyxe l De vic e  is in sta nd a lo ne  mo d e  a nd  c o nne c ts to  a  DHCP se rve r, it use s the  IP a d d re ss 

a ssig ne d  b y the  DHCP se rve r. Othe rwise , the  Zyxe l De vic e  use s the  d e fa ult sta tic  ma na g e me nt IP 

a d d re ss (192.168.1.2). Yo u c a n use  the  NCC Disc ove ry sc re e n to  a llo w the  Zyxe l De vic e  to  b e  ma na g e d  

b y the  NCC.

Whe n the  Zyxe l De vic e  is ma na g e d  b y the  NCC, it a c ts a s a  DHCP c lie nt a nd  o b ta ins a n IP a d d re ss fro m 

the  NCC. It c a n b e  c o nfig ure d  O NLY b y the  NCC. To  c ha ng e  the  Zyxe l De vic e  b a c k to  sta nd a lo ne  

mo d e , use  the  Re se t b utto n to  re sto re  the  d e fa ult c o nfig ura tio n. Alte rna tive ly, yo u ne e d  to  c he c k the  

NCC fo r the  Zyxe l De vic e ’ s IP a d d re ss a nd  use  FTP to  up lo a d  the  d e fa ult c o nfig ura tio n file  a t c o nf/

syste m-d e fa ult.c o nf to  the  Zyxe l De vic e  a nd  re b o o t the  d e vic e .

2.1.1  Sta nda lone

Whe n wo rking  in sta nd a lo ne  mo d e , the  Zyxe l De vic e  is c o nfig ure d  ma inly with its b uilt-in We b  

Co nfig ura to r. Yo u c a n o nly c o nne c t to  a nd  se t up  o ne  Zyxe l De vic e  a t a  time  in this mo d e .

Se e  Cha p te r 5 o n p a g e  42 fo r d e ta ile d  info rma tio n a b o ut the  sta nd a lo ne  We b  Co nfig ura to r sc re e ns.

2.1.2  Ne bula  Control Ce nte r

In this mo d e , whic h is a lso  c a lle d  c lo ud  mo d e , yo u c a n ma na g e  a nd  mo nito r the  Zyxe l De vic e  thro ug h 

the  Zyxe l Ne b ula  c lo ud -b a se d  ne two rk ma na g e me nt syste m. This me a ns yo u c a n ma na g e  d e vic e s 

re mo te ly witho ut the  ne e d  o f c o nne c ting  to  e a c h d e vic e  d ire c tly. It o ffe rs ma ny fe a ture s to  b e tte r 

ma na g e  a nd  mo nito r no t just the  Zyxe l De vic e , b ut yo ur ne two rk a s a  who le , inc lud ing  sup p o rte d  

Ta b le  2   Zyxe l De vic e  Ma na g e me nt Mo d e  Co mp a riso n

MANAGEMENT MODE DEFAULT IP ADDRESS UPLOAD FIRMWARE VIA

Ne b ula  C o ntro l C e nte r Dyna mic NCC  Po rta l

Sta nd a lo ne Dyna mic  o r
Sta tic  (192.168.1.2)

Built-in We b  Co nfig ura to r
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switc he s a nd  g a te wa ys. Yo ur ne two rk c a n a lso  b e  ma na g e d  thro ug h yo ur sma rtp ho ne  using  the  

Ne b ula  Mo b ile  a p p . Se e  Se c tio n 23.1 o n p a g e  186 fo r a n e xa mp le  NCC ma na g e d  ne two rk to p o lo g y.

NCC a llo ws d iffe re nt le ve ls o f ma na g e me nt. Yo u c a n c o nfig ure  e a c h d e vic e  o n its o wn o r c o nfig ure  a  

se t o f d e vic e s to g e the r a s a  site . Yo u c a n a lso  mo nito r g ro up s o f site s c a lle d  o rg a niza tio ns, a s sho wn 

b e lo w.

It g ra p hic a lly p re se nts yo ur d e vic e / ne two rk sta tistic s a nd  sho ws a n o ve rvie w o f yo ur ne two rk to p o lo g y, 

a s sho wn in the  fo llo wing  fig ure . It a lso  se nd s re p o rts, a le rts, a nd  no tific a tio ns fo r e ve nts, suc h a s whe n a  

site  g o e s o ffline .

Fig ure  5   Tra ffic  Mo nito ring  G ra p h Fro m NCC

Ta b le  3   NCC Ma na g e me nt Le ve ls

Org a niza tio n

Site  A Site  B

De vic e  A-1 De vic e  A-2 De vic e  B-1 De vic e  B-2
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Se e  the  NCC (Ne b ula  Co ntro l Ce nte r) Use r’ s Guid e  fo r ho w to  c o nfig ure  Ne b ula  ma na g e d  d e vic e s. Se e  

Cha p te r 24 o n p a g e  189 if yo u wa nt to  c ha ng e  the  Zyxe l De vic e ’ s VLAN se tting  o r ma nua lly se t its IP 

a d d re ss.

No te : Ma ke  sure  yo ur ne two rk fire wa ll a llo ws TC P p o rts 443, 4335, a nd  6667 a s we ll a s UDP p o rt 
123 so  the  d e vic e  c a n c o nne c t to  a nd  sync  with the  NC C.

2.2  Switc hing  Ma na g e me nt Mode s

The  Zyxe l De vic e  is in sta nd a lo ne  mo d e  b y d e fa ult, with NCC a nd / o r AC d isc o ve ry e na b le d .

Sta ndalone - to- NCC

Re g iste r the  Zyxe l De vic e  a t the  NCC we b site  a nd  the n turn o n the  Zyxe l De vic e . Ma ke  sure  tha t NCC 

Disc ove ry is e na b le d  (se e  Se c tio n 9.4 o n p a g e  73). The  NCC ma na g e s the  Zyxe l De vic e  a uto ma tic a lly 

whe n it is d isc o ve re d .

NCC- to- Sta nda lone

Unre g iste r the  Zyxe l De vic e  fro m the  NCC o rg a niza tio n/ site . Re se t the  Zyxe l De vic e  to  fa c to ry d e fa ults 

(se e  Se c tio n 26.6 o n p a g e  205).

2.3  Zyxe l One  Ne twork (ZON) Utility

ZON Utility is a  p ro g ra m d e sig ne d  to  he lp  yo u d e p lo y a nd  ma na g e  a  ne two rk mo re  e ffic ie ntly. It d e te c ts 

d e vic e s a uto ma tic a lly a nd  a llo ws yo u to  d o  b a sic  se tting s o n d e vic e s in the  ne two rk witho ut ha ving  to  

b e  ne a r it.

The  ZON Utility issue s re q ue sts via  Zyxe l Disc o ve ry Pro to c o l (ZDP) a nd  in re sp o nse  to  the  q ue ry, the  d e vic e  
re sp o nd s b a c k with b a sic  info rma tio n inc lud ing  IP a d d re ss, firmwa re  ve rsio n, lo c a tio n, syste m a nd  mo d e l 
na me  in the  sa me  b ro a d c a st d o ma in. The  info rma tio n is the n d isp la ye d  in the  ZON Utility sc re e n a nd  yo u 
c a n p e rfo rm ta sks like  b a sic  c o nfig ura tio n o f the  d e vic e s a nd  b a tc h firmwa re  up g ra d e  in it. Yo u c a n 
d o wnlo a d  the  ZON Utility a t www.zyxe l.c o m a nd  insta ll it o n yo ur c o mp ute r (Wind o ws o p e ra ting  syste m).

2.3.1  Re quire me nts

Be fo re  insta lling  the  ZON Utility o n yo ur PC, p le a se  ma ke  sure  it me e ts the  re q uire me nts liste d  b e lo w.

Ope ra ting  Syste m

At the  time  o f writing , the  ZON Utility is c o mp a tib le  with:

• Wind o ws 7 (b o th 32-b it /  64-b it ve rsio ns)

• Wind o ws 8 (b o th 32-b it /  64-b it ve rsio ns)

• Wind o ws 8.1 (b o th 32-b it /  64-b it ve rsio ns)

• Wind o w 10 (b o th 32-b it /  64-b it ve rsio ns)
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No te : To  c he c k fo r yo ur Wind o ws o p e ra ting  syste m ve rsio n, rig ht-c lic k o n My Compute r > 

Prope rtie s. Yo u sho uld  se e  this info rma tio n in the  Ge ne ra l ta b .

No te : It is sug g e ste d  tha t yo u insta ll Np c a p , the  p a c ke t c a p ture  lib ra ry fo r Wind o ws o p e ra ting  
syste ms, a nd  re mo ve  WinPc a p  o r a ny o the r insta lle d  p a c ke t c a p ture  to o ls b e fo re  yo u 
insta ll the  ZO N utility.

Ha rdwa re

He re  a re  the  minimum ha rd wa re  re q uire me nts to  use  the  ZON Utility o n yo ur PC.

• Co re  i3 p ro c e sso r

• 2 G B RAM

• 100 MB fre e  ha rd  d isk

• WXG A (Wid e  XGA 1280x800)

2.3.2  Run the  ZON Utility

1 Do ub le -c lic k the  ZON Utility to  run it.

2 The  first time  yo u run the  ZON Utility, yo u will se e  if yo ur d e vic e  a nd  firmwa re  ve rsio n sup p o rt the  ZON 

Utility. C lic k the  OK b utto n to  c lo se  this sc re e n.

Fig ure  6   Sup p o rte d  De vic e s a nd  Ve rsio ns

If yo u wa nt to  c he c k the  sup p o rte d  mo d e ls a nd  firmwa re  ve rsio ns la te r, yo u c a n c lic k the  Show 

informa tion a bout ZON ic o n in the  up p e r rig ht ha nd  c o rne r o f the  sc re e n. The n se le c t the  Supporte d 
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mode l a nd firmwa re  ve rsion link. If yo ur d e vic e  is no t liste d  he re , se e  the  d e vic e  re le a se  no te s fo r ZON 

utility sup p o rt. The  re le a se  no te s a re  in the  firmwa re  zip  file  o n the  Zyxe l we b  site .

Fig ure  7   ZON Utility Sc re e n

3 Se le c t a  ne two rk a d a p te r to  whic h yo ur sup p o rte d  d e vic e s a re  c o nne c te d .

Fig ure  8   Ne two rk Ad a p te r

4 Clic k the  Go  b utto n fo r the  ZON Utility to  d isc o ve r a ll sup p o rte d  d e vic e s in yo ur ne two rk.

Fig ure  9   Disc o ve ry

5 The  ZON Utility sc re e n sho ws the  d e vic e s d isc o ve re d .
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Fig ure  10   ZON Utility Sc re e n

6 Se le c t a  d e vic e  a nd  the n use  the  ic o ns to  p e rfo rm a c tio ns. So me  func tio ns ma y no t b e  a va ila b le  fo r 

yo ur d e vic e s.

No te : Yo u must kno w the  se le c te d  d e vic e  a d min p a sswo rd  b e fo re  ta king  a c tio ns o n the  
d e vic e  using  the  ZON utility ic o ns.

Fig ure  11   Pa sswo rd  Pro mp t

The  fo llo wing  ta b le  d e sc rib e s the  ic o ns numb e re d  fro m le ft to  rig ht in the  ZON Utility sc re e n.

Ta b le  4   ZON Utility Ic o ns

ICON DESCRIPTION

1 IP C o nfig ura tio n C ha ng e  the  se le c te d  d e vic e ’ s IP a d d re ss.

2 Re ne w IP Ad d re ss Upd a te  a  DHCP-a ssig ne d  d yna mic  IP a d d re ss.

3 Re b o o t De vic e Use  this ic o n to  re sta rt the  se le c te d  d e vic e (s). This ma y b e  use ful whe n tro ub le sho o ting  

o r upg ra d ing  ne w firmwa re .

4 Re se t C o nfig ura tio n to  

De fa ult

Use  this ic o n to  re lo a d  the  fa c to ry-d e fa ult c o nfig ura tio n file . This me a ns tha t yo u will 

lo se  a ll p re vio us c o nfig ura tio ns.

5 Lo c a to r LED Use  this ic o n to  lo c a te  the  se le c te d  d e vic e  b y c a using  its Loc a tor LED to  b link.

6 We b  G UI Use  this to  a c c e ss the  se le c te d  d e vic e  We b  Co nfig ura to r fro m yo ur b ro wse r. Yo u will 

ne e d  a  use rna me  a nd  p a sswo rd  to  lo g  in.

7 Firmwa re  Up g ra d e Use  this ic o n to  up g ra d e  ne w firmwa re  to  se le c te d  d e vic e (s) o f the  sa me  mo d e l. Ma ke  

sure  yo u ha ve  d o wnlo a d e d  the  firmwa re  fro m the  Zyxe l we b site  to  yo ur c o mp ute r a nd  

unzip p e d  it in a d va nc e .

8 Cha ng e  Pa sswo rd Use  this ic o n to  c ha ng e  the  a d min p a sswo rd  o f the  se le c te d  d e vic e . Yo u must kno w 

the  c urre nt a d min p a sswo rd  b e fo re  c ha ng ing  to  a  ne w o ne .
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The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in the  ZON Utility ma in sc re e n.

2.4  Wa ys to  Ac c e ss the  Zyxe l De vic e

Yo u c a n use  the  fo llo wing  wa ys to  c o nfig ure  the  Zyxe l De vic e .

We b Config ura tor

The  We b  Co nfig ura to r a llo ws e a sy Zyxe l De vic e  se tup  a nd  ma na g e me nt using  a n Inte rne t b ro wse r. If 

yo ur Zyxe l De vic e  is ma na g e d  b y the  NCC o r a n AC, use  this o nly fo r tro ub le sho o ting  if yo u c a nno t 

c o nne c t to  the  Inte rne t. This Use r’ s Guid e  p ro vid e s info rma tio n a b o ut the  We b  Co nfig ura to r.

9 C o nfig ure  NCC 

Disc o ve ry

Yo u must ha ve  Inte rne t a c c e ss to  use  this fe a ture . Use  this ic o n to  e na b le  o r d isa b le  the  

Ne b ula  Co ntro l Ce nte r (NCC ) d isc o ve ry fe a ture  o n the  se le c te d  d e vic e . If it is 

e na b le d , the  se le c te d  d e vic e  will try to  c o nne c t to  the  NCC . Onc e  the  se le c te d  

d e vic e  is c o nne c te d  to  a nd  ha s re g iste re d  in the  NC C, it will g o  into  the  Ne b ula  c lo ud  

ma na g e me nt mo d e .

10 ZAC Use  this ic o n to  run the  Zyxe l AP Co nfig ura to r o f the  se le c te d  AP.

11 C le a r a nd  Re sc a n Use  this ic o n to  c le a r the  list a nd  d isc o ve r a ll d e vic e s o n the  c o nne c te d  ne two rk a g a in.

12 Sa ve  Co nfig ura tio n Use  this ic o n to  sa ve  c o nfig ura tio n c ha ng e s to  p e rma ne nt me mo ry o n a  se le c te d  

d e vic e .

13 Se tting s Use  this ic o n to  se le c t a  ne two rk a d a p te r fo r the  c o mp ute r o n whic h the  ZON utility is 

insta lle d , a nd  the  utility la ng ua g e .

Ta b le  5   ZON Utility Fie ld s

LABEL DESCRIPTION

Typ e This fie ld  d isp la ys a n ic o n o f the  kind  o f d e vic e  d isc o ve re d .

Mo d e l This fie ld  d isp la ys the  mo d e l na me  o f the  d isc o ve re d  d e vic e .

Firmwa re  Ve rsio n This fie ld  d isp la ys the  firmwa re  ve rsio n o f the  d isc o ve re d  d e vic e .

MAC Ad d re ss This fie ld  d isp la ys the  MAC a d d re ss o f the  d isc o ve re d  d e vic e .

IP Ad d re ss This fie ld  d isp la ys the  IP a d d re ss o f a n inte rna l inte rfa c e  o n the  d isc o ve re d  d e vic e  tha t 

first re c e ive d  a n ZDP d isc o ve ry re q ue st fro m the  ZO N utility.

Syste m Na me This fie ld  d isp la ys the  syste m na me  o f the  d isc o ve re d  d e vic e .

Lo c a tio n This fie ld  d isp la ys whe re  the  d isc o ve re d  d e vic e  is.

Sta tus This fie ld  d isp la ys whe the r c ha ng e s to  the  d isc o ve re d  d e vic e  ha ve  b e e n d o ne  

suc c e ssfully. As the  Zyxe l De vic e  d o e s no t sup po rt IP Config ura tion, Re ne w IP a ddre ss 

a nd  Fla sh Loc a tor LED, this fie ld  d isp la ys “ Up d a te  fa ile d ” , “ No t sup p o rt Re ne w IP 

a d d re ss”  a nd  “ No t sup p o rt Fla sh Lo c a to r LED” re sp e c tive ly.

NCC  Disc o ve ry This fie ld  d isp la ys if the  d isc o ve re d  d e vic e  sup p o rts the  Ne b ula  C o ntro l C e nte r (NCC ) 

d isc o ve ry fe a ture . If it’ s e na b le d , the  se le c te d  d e vic e  will try to  c o nne c t to  the  NC C. 

Onc e  the  se le c te d  d e vic e  is c o nne c te d  to  a nd  ha s re g iste re d  in the  NCC, it’ ll g o  into  

the  Ne b ula  c lo ud  ma na g e me nt mo d e .

Se ria l Numb e r Ente r the  a d min p a sswo rd  o f the  d isc o ve re d  d e vic e  to  d isp la y its se ria l numb e r.

Ha rd wa re  Ve rsio n This fie ld  d isp la ys the  ha rd wa re  ve rsio n o f the  d isc o ve re d  d e vic e .

Ta b le  4   ZON Utility Ic o ns (c o ntinue d )

ICON DESCRIPTION
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NCC

This is the  p rima ry me a ns b y whic h yo u ma na g e  the  Zyxe l De vic e  in c lo ud  (NCC) mo d e . With the  NCC, 

yo u c a n re mo te ly ma na g e  a nd  mo nito r the  Zyxe l De vic e  thro ug h a  c lo ud -b a se d  ne two rk ma na g e me nt 

syste m. Se e  the  NCC Use r’ s Guid e  fo r mo re  info rma tio n.

ZON Utility

Zyxe l One  Ne two rk (ZON) Utility is a  utility to o l tha t a ssists yo u to  se t up  a nd  ma inta in ne two rk d e vic e s in a  

simp le  a nd  e ffic ie nt wa y. Yo u c a n d o wnlo a d  the  ZON Utility a t www.zyxe l.c o m a nd  insta ll it o n yo ur 

c o mp ute r (Wind o ws o p e ra ting  syste m). Fo r mo re  info rma tio n o n ZO N Utility se e  Se c tio n 2.3 o n p a g e  22.

Comma nd- Line  Inte rfa c e  (CLI)

The  CLI a llo ws yo u to  use  te xt-b a se d  c o mma nd s to  c o nfig ure  the  Zyxe l De vic e . Yo u c a n a c c e ss it using  

re mo te  ma na g e me nt (fo r e xa mp le , SSH o r Te lne t) o r via  the  c o nso le  p o rt. Se e  the  Co mma nd  Re fe re nc e  

Guid e  fo r mo re  info rma tio n.

File  Transfe r Protoc ol (FTP)

This p ro to c o l c a n b e  use d  fo r firmwa re  up g ra d e s a nd  c o nfig ura tio n b a c kup  a nd  re sto re .

2.5  Good Ha bits for Ma na g ing  the  Zyxe l De vic e

Do  the  fo llo wing  thing s re g ula rly to  ma ke  the  Zyxe l De vic e  mo re  se c ure  a nd  to  ma na g e  it mo re  

e ffe c tive ly.

• Cha ng e  the  p a sswo rd  o fte n. Use  a  p a sswo rd  tha t’ s no t e a sy to  g ue ss a nd  tha t c o nsists o f d iffe re nt 
typ e s o f c ha ra c te rs, suc h a s numb e rs a nd  le tte rs.

• Write  d o wn the  p a sswo rd  a nd  p ut it in a  sa fe  p la c e .

• Ba c k up  the  c o nfig ura tio n (a nd  ma ke  sure  yo u kno w ho w to  re sto re  it). Re sto ring  a n e a rlie r wo rking  
c o nfig ura tio n ma y b e  use ful if the  Zyxe l De vic e  b e c o me s unsta b le  o r e ve n c ra she s. If yo u fo rg e t yo ur 
p a sswo rd , yo u will ha ve  to  re se t the  Zyxe l De vic e  to  its fa c to ry d e fa ult se tting s. If yo u b a c ke d  up  a n 
e a rlie r c o nfig ura tio n file , yo u will no t ha ve  to  to ta lly re -c o nfig ure  the  Zyxe l De vic e ; yo u c a n simp ly 
re sto re  yo ur la st c o nfig ura tio n.
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C HA PTER 3

Ha rdwa re

Se e  the  Quic k Sta rt Guid e  fo r ha rd wa re  insta lla tio n a nd  c o nne c tio ns.

3.1  Zyxe l De vic e  Sing le  LED

The  LED o f the  Zyxe l De vic e  c a n b e  c o ntro lle d  b y using  the  sup p re ssio n fe a ture  suc h tha t the  LEDs sta y lit 

(ON) o r OFF a fte r the  Zyxe l De vic e  is re a d y. Re fe r to  Cha p te r 20 o n p a g e  180 fo r the  LED Suppre ssion 

a nd  Loc a tor me nus in sta nd a lo ne  mo d e .

3.1.1  Zyxe l De vic e  LED

Fig ure  12   NWA50AX LED
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The  fo llo wing  a re  the  LED d e sc rip tio ns fo r yo ur Zyxe l De vic e .

Ta b le  6   Zyxe l De vic e  LED

COLOR STATUS DESCRIPTION

Amb e r Blinks a mb e r fo r 1 se c o nd  

a nd  g re e n fo r 1 se c o nd  

a lte rna tive ly.

The  Zyxe l De vic e  is b o o ting  up  o r is c o nne c ting  with NC C.

G re e n

Amb e r Blinks a mb e r a nd  g re e n 

a lte rna tive ly 3 time s a nd  

the n turns so lid  g re e n fo r 3 

se c o nd s.

The  Zyxe l De vic e  is d isc o ve ring  the  NCC o r a n AC .

G re e n

Amb e r Blinks a mb e r a nd  g re e n 

a lte rna tive ly 2 time s a nd  

the n turns so lid  g re e n fo r 3 

se c o nd s.

The  Zyxe l De vic e  is ma na g e d  b y a n AC b ut the  up link is 

d isc o nne c te d .
G re e n

G re e n Slo w Blinking  (On fo r 1 

se c o nd , O ff fo r 1 se c o nd )

The  wire le ss mo d ule  o f the  Zyxe l De vic e  is d isa b le d  o r fa ils, the  

Zyxe l De vic e  is using  d e fa ult wire le ss se tting s, o r the  Zyxe l 

De vic e  is c o nfig ure d  to  b e  ma na g e d  b y NCC b ut is no t ye t 

re g iste re d  with the  NCC.

G re e n Ste a d y O n The  Zyxe l De vic e  is re a d y fo r use , the  Zyxe l De vic e ’ s wire le ss 

inte rfa c e  is a c tiva te d , a nd / o r wire le ss c lie nts a re  c o nne c te d  

to  the  Zyxe l De vic e .

Brig ht Blue Ste a d y O n The  Zyxe l De vic e ’ s wire le ss inte rfa c e  is a c tiva te d , b ut the re  

a re  no  wire le ss c lie nts c o nne c te d .

Blue Slo w Blinking  (Blink fo r 1 

time , O ff fo r 1 se c o nd )

The  Zyxe l De vic e  is p e rfo rming  a  Cha nne l Ava ila b ility Che c k 

(C AC ) with Dyna mic  Fre q ue nc y Se le c tio n (DFS) to  mo nito r a  

c ha nne l fo r ra d a r sig na ls.

Re d O n The  Zyxe l De vic e  fa ile d  to  b o o t up  o r is e xp e rie nc ing  syste m 

fa ilure .

Fa st Blinking  (O n fo r 50 

millise c o nd s, Off fo r 50 

millise c o nd s)

The  Zyxe l De vic e  is und e rg o ing  firmwa re  upg ra d e .

Slo w Blinking  (Blink fo r 3 

time s, O ff fo r 3 se c o nd s)

The  Up link p o rt o f the  Zyxe l De vic e  in sta nd a lo ne  mo d e  is 

d isc o nne c te d .
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C HA PTER 4

We b Config ura tor

4.1  Ove rvie w

The  We b  Co nfig ura to r is a n HTML-b a se d  ma na g e me nt inte rfa c e  tha t a llo ws e a sy syste m se tup  a nd  

ma na g e me nt via  inte rne t b ro wse r. Use  a  b ro wse r tha t sup p o rts HTML5, suc h Inte rne t Exp lo re r 11, Mo zilla  

Fire fo x, o r G o o g le  Chro me . The  re c o mme nd e d  sc re e n re so lutio n is 1024 b y 768 p ixe ls.

In o rd e r to  use  the  We b  Co nfig ura to r yo u ne e d  to  a llo w:

• We b  b ro wse r p o p -up  wind o ws fro m yo ur d e vic e .

• Ja va Sc rip t (e na b le d  b y d e fa ult).

• Ja va  p e rmissio ns (e na b le d  b y d e fa ult).

4.2  Ac c e ssing  the  We b Config ura tor

1 Ma ke  sure  yo ur Zyxe l De vic e  ha rd wa re  is p ro p e rly c o nne c te d . Se e  the  Quic k Sta rt Guid e .

2 If the  Zyxe l De vic e  a nd  yo ur c o mp ute r a re  no t c o nne c te d  to  a  DHCP se rve r, ma ke  sure  yo ur c o mp ute r’ s 

IP a d d re ss is in the  ra ng e  b e twe e n "192.168.1.3" a nd  "192.168.1.254".

3 Bro wse  to  the  Zyxe l De vic e ’ s DHCP-a ssig ne d  IP a d d re ss o r http :/ / 192.168.1.2. The  Log in sc re e n a p p e a rs. If 

yo u a re  in NCC mo d e , c he c k the  NCC’ s AP > Monitor > Ac c e ss Point sc re e n fo r the  Zyxe l De vic e ’ s LAN IP 

a d d re ss.



 Cha p te r 4 We b  Co nfig ura to r

NWA50AX Use r’ s G uid e

31

  

If a  Zyxe l De vic e  is in sta nd a lo ne  mo d e  a nd  sup p o rts NCC, the  lo g in p a g e  d isp la ys a s sho wn in the  

fo llo wing  fig ure .

C lic k Ne bula  Mode  to  sho w the  fo llo wing  sc re e n. He re , yo u c a n wa tc h a  tuto ria l fo r using  the  Zyxe l 

Ne b ula  Co ntro l Ce nte r (NCC) o r a c c e ss the  link to  the  NCC, a s sho wn in the  fo llo wing  fig ure . Othe rwise , 

c o ntinue  with the  ne xt ste p . The  NCC is a  c lo ud -b a se d  ne two rk ma na g e me nt syste m tha t a llo ws yo u to  
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re mo te ly ma na g e  a nd  mo nito r the  Zyxe l De vic e  (se e  Se c tio n 2.1.2 o n p a g e  20).

If yo u wa nt to  re turn to  the  lo g in p a g e , c lic k Sta nda lone  Mode  a nd  fo llo w the  ne xt ste p s.

4 Ente r the  use r na me  (d e fa ult: “ a d min”) a nd  p a sswo rd  (d e fa ult: “ 1234” ). If the  Zyxe l De vic e  is b e ing  

ma na g e d  o r ha s b e e n ma na g e d  b y the  NCC, c he c k the  NCC's Site - Wide  > Config ure  > Ge ne ra l se tting  

sc re e n fo r the  Zyxe l De vic e 's c urre nt p a sswo rd .

5 Se le c t the  la ng ua g e  yo u p re fe r fo r the  We b  Co nfig ura to r. C lic k Log in.

6 The  wiza rd  sc re e n o p e ns whe n the  Zyxe l De vic e  is a c c e sse d  fo r the  first time  o r whe n yo u re se t the  Zyxe l 

De vic e  to  its d e fa ult fa c to ry se tting s.

7 If yo u lo g g e d  in using  the  d e fa ult use r na me  a nd  p a sswo rd , the  Upda te  Admin Info  sc re e n a p p e a rs. 

Othe rwise , the  d a shb o a rd  a p p e a rs.

The  Upda te  Admin Info  sc re e n a p p e a rs e ve ry time  yo u lo g  in using  the  d e fa ult use r na me  a nd  d e fa ult 

p a sswo rd . If yo u c ha ng e  the  p a sswo rd  fo r the  d e fa ult use r a c c o unt, this sc re e n d o e s no t a p p e a r 

a nymo re .
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4.3  Na vig a ting  the  We b Config ura tor

The  fo llo wing  summa rize s ho w to  na vig a te  the  We b  Co nfig ura to r fro m the  Da shboa rd  sc re e n. The  

fo llo wing  fig ure s sho w the  Dashboa rd  sc re e n fo r sta nd a lo ne  mo d e  a nd  fo r c lo ud  (NCC) mo d e . The  

sc re e n is d iffe re nt fo r sta nd a lo ne  mo d e  a nd  c lo ud  (NCC) mo d e  a nd  ma y va ry slig htly fo r d iffe re nt 

mo d e ls.

Fig ure  13   The  We b  Co nfig ura to r’ s Ma in Sc re e n fo r Sta nd a lo ne  Mo d e

Fig ure  14   The  We b  Co nfig ura to r’ s Ma in Sc re e n fo r C lo ud  Mo d e

The  We b  Co nfig ura to r’ s ma in sc re e n is d ivid e d  into  the se  p a rts:

• A  - Title  Ba r

• B - Na vig a tio n Pa ne l

• C  - Ma in Wind o w
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4.3.1  Title  Ba r

The  title  b a r p ro vid e s so me  use ful links tha t a lwa ys a p p e a r o ve r the  sc re e ns b e lo w, re g a rd le ss o f ho w 

d e e p  into  the  We b  Co nfig ura to r yo u na vig a te . If yo ur Zyxe l De vic e  is in NCC mo d e , no t a ll ic o ns will b e  

a va ila b le  in the  Title  Ba r.

Fig ure  15   Title  Ba r

The  ic o ns p ro vid e  the  fo llo wing  func tio ns.

Site  Map

Clic k Site  MAP to  se e  a n o ve rvie w o f links to  the  We b  Co nfig ura to r sc re e ns. C lic k a  sc re e n’ s link to  g o  to  

tha t sc re e n.

Fig ure  16   Site  Ma p

Ta b le  7   Title  Ba r: We b  Co nfig ura to r Ic o ns

LABEL DESCRIPTION

Wiza rd C lic k this to  o p e n the  wiza rd . Se e  Cha p te r 7 o n p a g e  49 fo r mo re  info rma tio n.

He lp Clic k this to  o p e n the  he lp  p a g e  fo r the  c urre nt sc re e n.

Fo rum C lic k this to  g o  to  Zyxe l Biz Use r Fo rum, whe re  yo u c a n g e t the  la te st Zyxe l De vic e  info rma tio n 

a nd  ha ve  c o nve rsa tio ns with o the r p e o p le  b y p o sting  yo ur me ssa g e s.

Site  Ma p C lic k this to  se e  a n o ve rvie w o f links to  the  We b  Co nfig ura to r sc re e ns.

CLI C lic k this to  o p e n a  p o p up  wind o w tha t d isp la ys the  CLI c o mma nd s se nt b y the  We b  

C o nfig ura to r.

Lo g o ut Clic k this to  lo g  o ut o f the  We b  C o nfig ura to r.

ne b ula Clic k this to  o p e n the  NCC we b  site  lo g in p a g e  in a  ne w ta b  o r wind o w.
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CLI Me ssa g e s

Clic k CLI to  lo o k a t the  CLI c o mma nd s se nt b y the  We b  Co nfig ura to r. The se  c o mma nd s a p p e a r in a  

p o p up  wind o w, suc h a s the  fo llo wing .

Fig ure  17   CLI Me ssa g e s

Clic k Cle a r to  re mo ve  the  c urre ntly d isp la ye d  info rma tio n.

No te : Se e  the  Co mma nd  Re fe re nc e  G uid e  fo r info rma tio n a b o ut the  c o mma nd s.

4.3.2  Na vig a tion Pa ne l

Use  the  me nu ite ms o n the  na vig a tio n p a ne l to  o p e n sc re e ns to  c o nfig ure  Zyxe l De vic e  fe a ture s. C lic k 

the  a rro w in the  mid d le  o f the  rig ht e d g e  o f the  na vig a tio n p a ne l to  hid e  the  na vig a tio n p a ne l me nus o r 

d ra g  it to  re size  the m. The  fo llo wing  se c tio ns intro d uc e  the  Zyxe l De vic e ’ s na vig a tio n p a ne l me nus a nd  

the ir sc re e ns.

Fig ure  18   Na vig a tio n Pa ne l

4.3.3  Sta nda lone  Mode  Na vig a tion Pa ne l Me nus

The  fo llo wing  a re  the  sc re e ns a va ila b le  in sta nd a lo ne  mo d e . No te  tha t so me  sc re e ns ma y no t b e  

a va ila b le  fo r yo ur Zyxe l De vic e  mo d e l. Se e  Se c tio n 1.4 o n p a g e  18 to  se e  whic h fe a ture s yo ur Zyxe l 

De vic e  mo d e l sup p o rts.
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Da shboa rd

The  d a shb o a rd  d isp la ys g e ne ra l d e vic e  info rma tio n, syste m sta tus, syste m re so urc e  usa g e , a nd  

inte rfa c e  sta tus in wid g e ts tha t yo u c a n re -a rra ng e  to  suit yo ur ne e d s.

Fo r d e ta ils o n the  Da shb o a rd ’ s fe a ture s, se e  Cha p te r 6 o n p a g e  44.

Monitor Me nu

The  mo nito r me nu sc re e ns d isp la y sta tus a nd  sta tistic s info rma tio n.

Configura tion Me nu

Use  the  c o nfig ura tio n me nu sc re e ns to  c o nfig ure  the  Zyxe l De vic e ’ s fe a ture s.

Ta b le  8   Mo nito r Me nu Sc re e ns Summa ry

FOLDER OR LINK TAB FUNCTION

Ne two rk Sta tus Ne two rk 

Sta tus

Disp la y g e ne ra l LAN inte rfa c e  info rma tio n a nd  p a c ke t sta tistic s.

Wire le ss

AP Info rma tio n Ra d io  List Disp la y info rma tio n a b o ut the  ra d io s o f the  c o nne c te d  APs.

Sta tio n Info Sta tio n List Disp la y info rma tio n a b o ut the  c o nne c te d  sta tio ns.

WDS Link Info WDS Link Info Disp la y sta tistic s a b o ut the  Zyxe l De vic e ’ s WDS (Wire le ss Distrib utio n 

Syste m) c o nne c tio ns.

De te c te d  De vic e De te c te d  

De vic e

Disp la y info rma tio n a b o ut susp e c te d  ro g ue  APs.

Lo g Vie w Lo g Disp la y lo g  e ntrie s fo r the  Zyxe l De vic e .

Ta b le  9   Co nfig ura tio n Me nu Sc re e ns Summa ry

FOLDER OR LINK TAB FUNCTION

Ne two rk IP Se tting C o nfig ure  the  IP a d d re ss fo r the  Zyxe l De vic e  Ethe rne t inte rfa c e .

VLAN Ma na g e  the  Ethe rne t inte rfa c e  VLAN se tting s.

NCC Disc o ve ry Co nfig ure  p ro xy se rve r se tting s to  a c c e ss the  NCC.

Wire le ss

AP 
Ma na g e me nt

WLAN Se tting Ma na g e  the  Zyxe l De vic e ’ s g e ne ra l wire le ss se tting s.

Ro g ue  AP Ro g ue / Frie nd ly AP 

List

C o nfig ure  ho w the  Zyxe l De vic e  mo nito rs fo r ro g ue  APs.

DCS DCS Co nfig ure  d yna mic  wire le ss c ha nne l se le c tio n.

Ob je c t

Use r Use r C re a te  a nd  ma na g e  use rs.

Se tting Ma na g e  d e fa ult se tting s fo r a ll use rs, g e ne ra l se tting s fo r use r se ssio ns, 

a nd  rule s to  fo rc e  use r a uthe ntic a tio n.

AP Pro file Ra d io Cre a te  a nd  ma na g e  wire le ss ra d io  se tting s file s tha t c a n b e  

a sso c ia te d  with d iffe re nt APs.

SSID Cre a te  a nd  ma na g e  wire le ss SSID, se c urity, MAC filte ring , a nd  la ye r-2 

iso la tio n file s tha t c a n b e  a sso c ia te d  with d iffe re nt APs.

MO N Pro file MON Pro file Cre a te  a nd  ma na g e  ro g ue  AP mo nito ring  file s tha t c a n b e  

a sso c ia te d  with d iffe re nt APs.
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Ma inte na nc e  Me nu

Use  the  ma inte na nc e  me nu sc re e ns to  ma na g e  c o nfig ura tio n a nd  firmwa re  file s, run d ia g no stic s, a nd  

re b o o t o r shut d o wn the  Zyxe l De vic e .

4.3.4  Cloud Mode  Na vig a tion Pa ne l Me nus

If yo ur Zyxe l De vic e  is in NCC mo d e , yo u o nly ne e d  to  use  the  We b  Co nfig ura to r fo r tro ub le sho o ting  if 

yo ur Zyxe l De vic e  c a nno t c o nne c t to  the  Inte rne t.

Da shboa rd

The  d a shb o a rd  d isp la ys g e ne ra l Zyxe l De vic e  info rma tio n, a nd  AP info rma tio n in wid g e ts tha t yo u c a n 

re -a rra ng e  to  suit yo ur ne e d s.

Fo r d e ta ils o n the  Da shb o a rd ’ s fe a ture s, se e  Cha p te r 23 o n p a g e  187.

WDS Pro file WDS C re a te  a nd  ma na g e  WDS p ro file s tha t c a n b e  use d  to  c o nne c t to  

d iffe re nt APs in WDS.

Ce rtific a te My Ce rtific a te s C re a te  a nd  ma na g e  th e  Zyxe l De vic e ’ s c e rtific a te s.

Truste d  Ce rtific a te s Imp o rt a nd  ma na g e  c e rtific a te s fro m truste d  so urc e s.

Syste m

Ho st Na me Ho st Na me Co nfig ure  the  syste m a nd  d o ma in na me  fo r the  Zyxe l De vic e .

Po we r Mo d e Po we r Mo d e Co nfig ure  the  Zyxe l De vic e ’ s p o we r se tting s.

Da te / Time Da te / Time Co nfig ure  the  c urre nt d a te , time , a nd  time  zo ne  in the  Zyxe l De vic e .

WWW Se rvic e  C o ntro l Co nfig ure  HTTP, HTTPS, a nd  g e ne ra l a uthe ntic a tio n.

SSH SSH C o nfig ure  SSH se rve r a nd  SSH se rvic e  se tting s.

FTP FTP Co nfig ure  FTP se rve r se tting s.

Lo g  & Re p o rt

Lo g  Se tting Lo g  Se tting Co nfig ure  the  syste m lo g , e -ma il lo g s, a nd  re mo te  syslo g  se rve rs.

Ta b le  10   Ma inte na nc e  Me nu Sc re e ns Summa ry

FOLDER OR LINK TAB FUNCTION

File  Ma na g e r Co nfig ura tio n File Ma na g e  a nd  up lo a d  c o nfig ura tio n file s fo r the  Zyxe l De vic e .

Firmwa re  Pa c ka g e Vie w the  c urre nt firmwa re  ve rsio n a nd  to  up lo a d  firmwa re .

She ll Sc rip t Ma na g e  a nd  run she ll sc rip t file s fo r the  Zyxe l De vic e .

Dia g no stic s Dia g no stic s Co lle c t d ia g no stic  info rma tio n.

LEDs Sup p re ssio n Ena b le  this fe a ture  to  ke e p  the  LEDs o ff a fte r the  Zyxe l De vic e  sta rts.

Lo c a to r Ena b le  this fe a ture  to  se e  the  a c tua l lo c a tio n o f the  Zyxe l De vic e  

b e twe e n se ve ra l d e vic e s in the  ne two rk.

Ante nna Ante nna  Switc h C ha ng e  a nte nna  o rie nta tio n fo r the  ra d io s.

Re b o o t Re b o o t Re sta rt the  Zyxe l De vic e .

Shutd o wn Shutd o wn Turn o ff the  Zyxe l De vic e .

Ta b le  9   Co nfig ura tio n Me nu Sc re e ns Summa ry (c o ntinue d )

FOLDER OR LINK TAB FUNCTION
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Configura tion Me nu

Use  the  c o nfig ura tio n me nu sc re e ns to  c o nfig ure  the  Zyxe l De vic e ’ s fe a ture s.

4.3.5  Ta ble s a nd Lists

The  We b  Co nfig ura to r ta b le s a nd  lists a re  q uite  fle xib le  a nd  p ro vid e  se ve ra l o p tio ns fo r ho w to  d isp la y 

the ir e ntrie s.

4.3.5.1  Ma nipula ting  Ta ble  Displa y

He re  a re  so me  o f the  wa ys yo u c a n ma nip ula te  the  We b  Co nfig ura to r ta b le s.

1 Clic k a  c o lumn he a d ing  to  so rt the  ta b le ’ s e ntrie s a c c o rd ing  to  tha t c o lumn’ s c rite ria .
 

2 Clic k the  d o wn a rro w ne xt to  a  c o lumn he a d ing  fo r mo re  o p tio ns a b o ut ho w to  d isp la y the  e ntrie s. The  

o p tio ns a va ila b le  va ry d e p e nd ing  o n the  typ e  o f fie ld s in the  c o lumn. He re  a re  so me  e xa mp le s o f wha t 

yo u c a n d o :

• So rt in a sc e nd ing  a lp ha b e tic a l o rd e r

• So rt in d e sc e nd ing  (re ve rse ) a lp ha b e tic a l o rd e r

• Se le c t whic h c o lumns to  d isp la y

• Gro up  e ntrie s b y fie ld

• Sho w e ntrie s in g ro up s

• Filte r b y ma the ma tic a l o p e ra to rs (<, >, o r =) o r se a rc hing  fo r te xt.

Ta b le  11   Co nfig ura tio n Me nu Sc re e ns Summa ry 

FOLDER OR LINK TAB FUNCTION

Ne two rk IP Se tting C o nfig ure  the  IP a d d re ss fo r the  Zyxe l De vic e  Ethe rne t inte rfa c e .

VLAN Ma na g e  the  Ethe rne t inte rfa c e  VLAN se tting s.
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3 Se le c t a  c o lumn he a d ing  c e ll’ s rig ht b o rd e r a nd  d ra g  to  re -size  the  c o lumn.
  

4 Se le c t a  c o lumn he a d ing  a nd  d ra g  a nd  d ro p  it to  c ha ng e  the  c o lumn o rd e r. A g re e n c he c k ma rk 

d isp la ys ne xt to  the  c o lumn’ s title  whe n yo u d ra g  the  c o lumn to  a  va lid  ne w lo c a tio n.
 

5 Use  the  ic o ns a nd  fie ld s a t the  b o tto m o f the  ta b le  to  na vig a te  to  d iffe re nt p a g e s o f e ntrie s a nd  c o ntro l 

ho w ma ny e ntrie s d isp la y a t a  time .
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4.3.5.2  Working  with Ta ble  Entrie s

The  ta b le s ha ve  ic o ns fo r wo rking  with ta b le  e ntrie s. A sa mp le  is sho wn ne xt. Yo u c a n o fte n use  the  [Shift] 

o r [Ctrl] ke y to  se le c t multip le  e ntrie s to  re mo ve , a c tiva te , o r d e a c tiva te .

Fig ure  19   Co mmo n Ta b le  Ic o ns

He re  a re  d e sc rip tio ns fo r the  mo st c o mmo n ta b le  ic o ns.

Ta b le  12   Co mmo n Ta b le  Ic o ns

LABEL DESCRIPTION

Ad d Clic k this to  c re a te  a  ne w e ntry. Fo r fe a ture s whe re  the  e ntry’ s po sitio n in the  numb e re d  list is 

imp o rta nt (fe a ture s whe re  the  Zyxe l De vic e  a p p lie s the  ta b le ’ s e ntrie s in o rd e r like  the  

fire wa ll fo r e xa mp le ), yo u c a n se le c t a n e ntry a nd  c lic k Add  to  c re a te  a  ne w e ntry a fte r the  

se le c te d  e ntry.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  

e ntry’ s se tting s. In so me  ta b le s yo u c a n just c lic k a  ta b le  e ntry a nd  e d it it d ire c tly in the  

ta b le . Fo r tho se  typ e s o f ta b le s sma ll re d  tria ng le s d isp la y fo r ta b le  e ntrie s with c ha ng e s tha t 

yo u ha ve  no t ye t a p p lie d .

Re mo ve To  re mo ve  a n e ntry, se le c t it a nd  c lic k Re move . The  Zyxe l De vic e  c o nfirms yo u wa nt to  

re mo ve  it b e fo re  d o ing  so .

Ac tiva te To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te .

Ina c tiva te To  turn o ff a n e ntry, se le c t it a nd  c lic k Ina c tiva te .

Ob je c t Re fe re nc e Se le c t a n e ntry a nd  c lic k Obje c t Re fe re nc e  to  o p e n a  sc re e n tha t sho ws whic h se tting s use  

the  e ntry.
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C HA PTER 5

Sta nda lone  Config ura tion

5.1  Ove rvie w

The  Zyxe l De vic e  is in sta nd a lo ne  mo d e  b y d e fa ult. Use  the  we b  c o nfig ura to r to  ma na g e  a nd  c o nfig ure  

the  Zyxe l De vic e  d ire c tly. As sho wn in the  fo llo wing  fig ure , wire le ss c lie nts c a n c o nne c t to  the  Zyxe l 

De vic e  (A) to  a c c e ss ne two rk re so urc e s.

5.2  Sta rting  a nd Stopping  the  Zyxe l De vic e

He re  a re  so me  o f the  wa ys to  sta rt a nd  sto p  the  Zyxe l De vic e .

Alwa ys use  Ma inte na nc e  > Shutdown or the  shutdown c omma nd 

be fore  you turn off the  Zyxe l De vic e  or re move  the  powe r. Not doing  so  

c a n c ause  the  firmwa re  to  be c ome  c orrupt.

Ta b le  13   Sta rting  a nd  Sto p p ing  the  Zyxe l De vic e

METHOD DESCRIPTION

Turning  o n the  p o we r A c o ld  sta rt o c c urs whe n yo u turn o n the  p o we r to  the  Zyxe l De vic e . The  Zyxe l De vic e  

p o we rs up , c he c ks the  ha rd wa re , a nd  sta rts the  syste m p ro c e sse s.

Re b o o ting  the  Zyxe l 

De vic e

A wa rm sta rt (witho ut p o we ring  d o wn a nd  p o we ring  up  a g a in) o c c urs whe n yo u use  the  

Re boot b utto n in the  Re boot sc re e n o r whe n yo u use  the  reboot c o mma nd . The  Zyxe l 

De vic e  write s a ll c a c he d  d a ta  to  the  lo c a l sto ra g e , sto p s the  syste m p ro c e sse s, a nd  the n 

d o e s a  wa rm sta rt.
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The  Zyxe l De vic e  d o e s no t sto p  o r sta rt the  syste m p ro c e sse s whe n yo u a p p ly c o nfig ura tio n file s o r run 

she ll sc rip ts a ltho ug h yo u ma y te mp o ra rily lo se  a c c e ss to  ne two rk re so urc e s.

Using  the  RESET b utto n If yo u p re ss the  RESET b utto n o n the  b a c k o f the  Zyxe l De vic e , the  Zyxe l De vic e  se ts the  

c o nfig ura tio n to  its d e fa ult va lue s a nd  the n re b o o ts. Se e  Se c tio n 26.6 o n pa g e  205 fo r 

mo re  info rma tio n.

C lic king  Ma inte na nc e  

> Shutdown > 

Shutdown o r using  the  

shutdown c o mma nd

Clic king  Ma inte na nc e  > Shutdown > Shutdown o r using  the  shutdown c o mma nd  write s a ll 

c a c he d  d a ta  to  the  lo c a l sto ra g e  a nd  sto p s the  syste m p ro c e sse s. Wa it fo r the  Zyxe l 

De vic e  to  shut d o wn a nd  the n ma nua lly turn o ff o r re mo ve  the  p o we r. It d o e s no t turn o ff 

the  p o we r.

Disc o nne c ting  the  

p o we r

Po we r o ff o c c urs whe n yo u turn o ff the  p o we r to  the  Zyxe l De vic e . The  Zyxe l De vic e  simp ly 

turns o ff. It d o e s no t sto p  the  syste m p ro c e sse s o r write  c a c he d  d a ta  to  lo c a l sto ra g e .

Ta b le  13   Sta rting  a nd  Sto p p ing  the  Zyxe l De vic e

METHOD DESCRIPTION
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C HA PTER 6

Da shboa rd

6.1  Ove rvie w

This sc re e n d isp la ys g e ne ra l d e vic e  info rma tio n, syste m sta tus, syste m re so urc e  usa g e , a nd  inte rfa c e  

sta tus in wid g e ts tha t yo u c a n re -a rra ng e  to  suit yo ur ne e d s. Yo u c a n a lso  c o lla p se , re fre sh, a nd  c lo se  

ind ivid ua l wid g e ts.

Fig ure  20   Da shb o a rd

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  14   Da shb o a rd

LABEL DESCRIPTION

Wid g e t Se tting s (A) Use  this link to  re -o p e n c lo se d  wid g e ts. Wid g e ts tha t a re  a lre a d y o p e n a p p e a r g ra ye d  o ut.

Re fre sh Time  Se tting  

(B)

Se t the  inte rva l fo r re fre shing  the  info rma tio n d isp la ye d  in the  wid g e t.

Re fre sh No w (C ) C lic k this to  up d a te  the  wid g e t’ s info rma tio n imme d ia te ly.

C lo se  Wid g e t (D) C lic k this to  c lo se  the  wid g e t. Use  Widg e t Se tting s to  re -o p e n it.

De vic e  Info rma tio n

Syste m Na me This fie ld  d isp la ys the  na me  use d  to  id e ntify the  Zyxe l De vic e  o n a ny ne two rk. C lic k the  ic o n 

to  o p e n the  sc re e n whe re  yo u c a n c ha ng e  it.

Syste m Lo c a tio n This fie ld  d isp la ys the  lo c a tio n o f the  Zyxe l De vic e . C lic k the  ic o n to  o p e n the  sc re e n whe re  

yo u c a n c ha ng e  it.

Mo d e l Na me This fie ld  d isp la ys the  mo d e l na me  o f this Zyxe l De vic e .

Se ria l Numb e r This fie ld  d isp la ys the  se ria l numb e r o f this Zyxe l De vic e .
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MAC Ad d re ss 
Ra ng e

This fie ld  d isp la ys the  MAC a d d re sse s use d  b y the  Zyxe l De vic e . Ea c h p hysic a l p o rt o r 

wire le ss ra d io  ha s o ne  MAC  a d d re ss. The  first MAC a d d re ss is a ssig ne d  to  the  Ethe rne t LAN 

p o rt, the  se c o nd  MAC a d d re ss is a ssig ne d  to  the  first ra d io , a nd  so  o n.

Firmwa re  Ve rsio n This fie ld  d isp la ys the  ve rsio n numb e r a nd  d a te  o f the  firmwa re  the  Zyxe l De vic e  is c urre ntly 

running . C lic k the  ic o n to  o p e n the  sc re e n whe re  yo u c a n up lo a d  firmwa re .

La st Firmwa re  
Up g ra d e  Sta tus

This fie ld  d isp la ys whe the r the  la te st firmwa re  up d a te  wa s suc c e ssfully c o mple te d .

La st Firmwa re  
Up g ra d e  

This fie ld  d isp la ys the  d a te  a nd  time  whe n the  la st firmwa re  up d a te  wa s ma d e .

Syste m Re so urc e s

CPU Usa g e This fie ld  d isp la ys wha t p e rc e nta g e  o f the  Zyxe l De vic e ’ s p ro c e ssing  c a p a b ility is c urre ntly 

b e ing  use d . Ho ve r yo ur c urso r o ve r this fie ld  to  d isp la y the  Show CPU Usa g e  ic o n tha t ta ke s 

yo u to  a  c ha rt o f the  Zyxe l De vic e ’ s re c e nt CPU usa g e .

Me mo ry Usa g e This fie ld  d isp la ys wha t p e rc e nta g e  o f the  Zyxe l De vic e ’ s RAM is c urre ntly b e ing  use d . Ho ve r 

yo ur c urso r o ve r this fie ld  to  d isp la y the  Show Me mory Usa g e  ic o n tha t ta ke s yo u to  a  c ha rt 

o f the  Zyxe l De vic e ’ s re c e nt me mo ry usa g e .

Fla sh Usa g e This fie ld  d isp la ys wha t p e rc e nta g e  o f the  Zyxe l De vic e ’ s o nb o a rd  fla sh me mo ry is c urre ntly 

b e ing  use d .

Ethe rne t Ne ig hb o r

Lo c a l Po rt 
(De sc rip tio n)

This fie ld  d isp la ys the  p o rt o f the  Zyxe l De vic e , o n whic h the  ne ig hb o ring  d e vic e  is 

d isc o ve re d .

Mo d e l Na me This fie ld  d isp la ys the  mo d e l na me  o f the  d isc o ve re d  d e vic e .

Syste m Na me This fie ld  d isp la ys the  syste m na me  o f the  d isc o ve re d  d e vic e .

FW Ve rsio n This fie ld  d isp la ys the  firmwa re  ve rsio n o f the  d isc o ve re d  d e vic e .

Po rt (De sc rip tio n) This fie ld  d isp la ys the  d isc o ve re d  d e vic e ’ s p o rt whic h is c o nne c te d  to  the  Zyxe l De vic e .

IP This fie ld  d isp la ys the  IP a d d re ss o f the  d isc o ve re d  d e vic e . C lic k the  IP a d d re ss to  a c c e ss 

a nd  ma na g e  the  d isc o ve re d  d e vic e  using  its We b  C o nfig ura to r.

MAC This fie ld  d isp la ys the  MAC a d d re ss o f the  d isc o ve re d  d e vic e .

WDS (Wire le ss Distrib utio n Syste m) Up link/ Do wnlink Sta tus

MAC Ad d re ss This fie ld  d isp la ys the  MAC a d d re ss o f the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is 

c o nne c te d  using  WDS.

Ra d io This fie ld  d isp la ys the  ra d io  numb e r o n the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is 

c o nne c te d  using  WDS.

Cha nne l This fie ld  d isp la ys the  c ha nne l numb e r o n the  ro o t AP o r re pe a te r to  whic h the  Zyxe l De vic e  

is c o nne c te d  using  WDS.

SSID This fie ld  d isp la ys the  na me  o f the  wire le ss ne two rk to  whic h the  Zyxe l De vic e  is c o nne c te d  

using  WDS.

Se c urity Mo d e This fie ld  d isp la ys whic h se c ure  e nc ryp tio n me tho d s is b e ing  use d  b y the  Zyxe l De vic e  to  

c o nne c t to  the  ro o t AP o r re p e a te r using  WDS.

Link Sta tus This fie ld  d isp la ys the  RSSI (Re c e ive d  Sig na l Stre ng th Ind ic a to r) a nd  tra nsmissio n/ re c e p tio n 

ra te  o f the  wire le ss c o nne c tio n in WDS.

Syste m Sta tus

Syste m Up time This fie ld  d isp la ys ho w lo ng  the  Zyxe l De vic e  ha s b e e n running  sinc e  it la st re sta rte d  o r wa s 

turne d  o n.

Curre nt Da te /
Time

This fie ld  d isp la ys the  c urre nt d a te  a nd  time  in the  Zyxe l De vic e . The  fo rma t is yyyy-mm-d d  

hh:mm:ss.

Curre nt Lo g in 
Use r

This fie ld  d isp la ys the  use r na me  use d  to  lo g  in to  the  c urre nt se ssio n, the  a mo unt o f 

re a uthe ntic a tio n time  re ma ining , a nd  the  a mo unt o f le a se  time  re ma ining .

Ta b le  14   Da shb o a rd  (c o ntinue d )

LABEL DESCRIPTION
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Bo o t Sta tus This fie ld  d isp la ys d e ta ils a b o ut the  Zyxe l De vic e ’ s sta rtup  sta te .

OK - The  Zyxe l De vic e  sta rte d  up  suc c e ssfully.

Firmwa re  upda te  OK - A firmwa re  up d a te  wa s suc c e ssful.

Proble ma tic  c onfig ura tion a fte r firmwa re  upda te  - The  a p p lic a tio n o f the  c o nfig ura tio n 

fa ile d  a fte r a  firmwa re  up g ra d e .

Syste m de fa ult c onfig uration - The  Zyxe l De vic e  suc c e ssfully a p p lie d  the  syste m d e fa ult 

c o nfig ura tio n. This o c c urs whe n the  Zyxe l De vic e  sta rts fo r the  first time  o r yo u inte ntio na lly 

re se t the  Zyxe l De vic e  to  the  syste m d e fa ult se tting s.

Fa llba c k to  la stg ood c onfig ura tion - The  Zyxe l De vic e  wa s una b le  to  a p p ly the  sta rtup -

c o nfig .c o nf c o nfig ura tio n file  a nd  fe ll b a c k to  the  la stg o o d .c o nf c o nfig ura tio n file .

Fa llba c k to  syste m de fa ult c onfig ura tion - The  Zyxe l De vic e  wa s una b le  to  a p p ly the  

la stg o o d .c o nf c o nfig ura tio n file  a nd  fe ll b a c k to  the  syste m d e fa ult c o nfig ura tio n file  

(syste m-d e fa ult.c o nf).

Booting  in progre ss - The  Zyxe l De vic e  is still a p p lying  the  syste m c o nfig ura tio n.

Ma na g e me nt 
Mo d e

This sho ws whe the r the  Zyxe l De vic e  is se t to  wo rk a s a  sta nd  a lo ne  AP.

Inte rfa c e  Sta tus 

Summa ry

If a n Ethe rne t inte rfa c e  d o e s no t ha ve  a ny p hysic a l p o rts a sso c ia te d  with it, its e ntry is 

d isp la ye d  in lig ht g ra y te xt. C lic k the  De ta il ic o n to  g o  to  a  (mo re  d e ta ile d ) summa ry sc re e n 

o f inte rfa c e  sta tistic s.

Na me This fie ld  d isp la ys the  na me  o f e a c h inte rfa c e .

Sta tus This fie ld  d isp la ys the  c urre nt sta tus o f e a c h inte rfa c e . The  p o ssib le  va lue s d e p e nd  o n wha t 

typ e  o f inte rfa c e  it is.

Ina c tive  - The  Ethe rne t inte rfa c e  is d isa b le d .

Down - The  Ethe rne t inte rfa c e  is e na b le d  b ut no t c o nne c te d .

Spe e d /  Duple x - The  Ethe rne t inte rfa c e  is e na b le d  a nd  c o nne c te d . This fie ld  d isp la ys the  

p o rt sp e e d  a nd  d up le x se tting  (Full o r Ha lf).

VID This fie ld  d isp la ys the  VLAN ID to  whic h the  inte rfa c e  b e lo ng s.

IP Ad d r/ Ne tma sk This fie ld  d isp la ys the  c urre nt IP a d d re ss a nd  sub ne t ma sk a ssig ne d  to  the  inte rfa c e . If the  IP 

a d d re ss is 0.0.0.0, the  inte rfa c e  is d isa b le d  o r d id  no t re c e ive  a n IP a d d re ss a nd  sub ne t ma sk 

via  DHCP.

IP Assig nme nt This fie ld  d isp la ys ho w the  inte rfa c e  g e ts its IP a d d re ss.

Sta tic  - This inte rfa c e  ha s a  sta tic  IP a d d re ss.

DHCP Clie nt - This inte rfa c e  g e ts its IP a d d re ss fro m a  DHCP se rve r.

Ac tio n If the  inte rfa c e  ha s a  sta tic  IP a d d re ss, this sho ws n/ a .

If the  inte rfa c e  ha s a  d yna mic  IP a d d re ss, use  this fie ld  to  g e t o r to  up d a te  the  IP a d d re ss fo r 

the  inte rfa c e . C lic k Re ne w to  se nd  a  ne w DHCP re q ue st to  a  DHC P se rve r.

WLAN Inte rfa c e  

Sta tus Summa ry

This d isp la ys sta tus info rma tio n fo r the  WLAN inte rfa c e .

Sta tus This d isp la ys whe the r o r no t the  WLAN inte rfa c e  is a c tiva te d .

MAC Ad d re ss This d isp la ys the  MAC a d d re ss o f the  ra d io .

Ra d io This ind ic a te s the  ra d io  numb e r o n the  Zyxe l De vic e .

Ba nd This ind ic a te s the  wire le ss fre q ue nc y b a nd  c urre ntly b e ing  use d  b y the  ra d io .

This sho ws -  whe n the  ra d io  is in mo nito r mo d e .

OP Mo d e This ind ic a te s the  ra d io ’ s o p e ra ting  mo d e . Op e ra ting  mo d e s a re  AP (MBSSID), MON 

(mo nito r), Root AP o r Re pe a te r.

Ta b le  14   Da shb o a rd  (c o ntinue d )

LABEL DESCRIPTION
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6.1.1  CPU Usa g e

Use  this sc re e n to  lo o k a t a  c ha rt o f the  Zyxe l De vic e ’ s re c e nt CPU usa g e . To  a c c e ss this sc re e n, c lic k 

CPU Usa g e  in the  d a shb o a rd .

Fig ure  21   Da shb o a rd  > CPU Usa g e

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Cha nne l This ind ic a te s the  c ha nne l numb e r the  ra d io  is using .

Ante nna This ind ic a te s the  a nte nna  o rie nta tio n fo r the  ra d io  (Wa ll o r Ce iling ).

This fie ld  is no t a va ila b le  if the  Zyxe l De vic e  d o e s no t a llo w yo u to  a d just a nte nna  o rie nta tio n 

fo r the  Zyxe l De vic e ’ s ra d io (s) using  the  we b  c o nfig ura to r o r a  p hysic a l switc h. Re fe r to  

Se c tio n 1.4 o n p a g e  18 to  se e  if yo ur Zyxe l De vic e  ha s a n a nte nna  switc h.

Sta tio n This d isp la ys the  numb e r o f wire le ss c lie nts c o nne c te d  to  the  Zyxe l De vic e .

AP Info rma tio n This sho ws a  summa ry o f c o nne c te d  wire le ss Ac c e ss Po ints (APs).

All Se nse d  De vic e This se c tio ns d isp la ys a  summa ry o f a ll wire le ss d e vic e s d e te c te d  b y the  ne two rk. C lic k the  

link to  g o  to  the  Monitor > Wire le ss > De te c te d De vic e  sc re e n.

Un-Cla ssifie d  AP This d isp la ys the  numb e r o f d e te c te d  unc la ssifie d  APs.

Ro g ue  AP This d isp la ys the  numb e r o f d e te c te d  ro g ue  APs.

Frie nd ly AP This d isp la ys the  numb e r o f d e te c te d  frie nd ly APs.

Ta b le  14   Da shb o a rd  (c o ntinue d )

LABEL DESCRIPTION

Ta b le  15   Da shb o a rd  > CPU Usa g e

LABEL DESCRIPTION

% The  y-a xis re p re se nts the  p e rc e nta g e  o f CPU usa g e .

time The  x-a xis sho ws the  time  p e rio d  o ve r whic h the  C PU usa g e  o c c urre d .

Re fre sh Inte rva l Ente r ho w o fte n yo u wa nt this wind o w to  b e  a uto ma tic a lly up d a te d .

Re fre sh No w Clic k this to  up d a te  the  info rma tio n in the  wind o w rig ht a wa y.
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6.1.2  Me mory Usa g e

Use  this sc re e n to  lo o k a t a  c ha rt o f the  Zyxe l De vic e ’ s re c e nt me mo ry (RAM) usa g e . To  a c c e ss this 

sc re e n, c lic k Me mory Usa g e  in the  d a shb o a rd .

Fig ure  22   Da shb o a rd  > Me mo ry Usa g e

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  16   Da shb o a rd  > Me mo ry Usa g e

LABEL DESCRIPTION

% The  y-a xis re p re se nts the  p e rc e nta g e  o f RAM usa g e .

time The  x-a xis sho ws the  time  p e rio d  o ve r whic h the  RAM usa g e  o c c urre d

Re fre sh Inte rva l Ente r ho w o fte n yo u wa nt this wind o w to  b e  a uto ma tic a lly up d a te d .

Re fre sh No w Clic k this to  up d a te  the  info rma tio n in the  wind o w rig ht a wa y.
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C HA PTER 7

Se tup Wiza rd

7.1  Ac c e ssing  the  Wiza rd

Whe n yo u lo g  into  the  We b  Co nfig ura to r fo r the  first time  o r whe n yo u re se t the  Zyxe l De vic e  to  its 

d e fa ult c o nfig ura tio n, the  wiza rd  sc re e n d isp la ys.

No te : If yo u ha ve  a lre a d y c o nfig ure d  the  wiza rd  sc re e ns a nd  wa nt to  o p e n it a g a in, c lic k the  
Wiza rd  ic o n o n the  up p e r rig ht c o rne r o f a ny We b  C o nfig ura to r sc re e n.

7.2  Using  the  Wiza rd

This wiza rd  he lp s yo u c o nfig ure  the  Zyxe l De vic e  IP a d d re ss, c ha ng e  time  zo ne , d a ylig ht sa ving  a nd  

ra d io  se tting s, a nd  e d it a n SSID p ro file  to  c ha ng e  g e ne ra l wire le ss a nd  wire le ss se c urity se tting s. 

7.2.1  Ste p 1 Time  Se tting s

Use  this sc re e n to  c o nfig ure  the  Zyxe l De vic e ’ s c o untry c o d e , time  zo ne  a nd  d a ylig ht sa ving  time .

• Country Code : Se le c t the  c o untry whe re  the  Zyxe l De vic e  is lo c a te d .

No te : The  c o untry c o d e  fie ld  is no t a va ila b le  a nd  yo u c a nno t c ha ng e  the  c o untry c o d e  if the  
Zyxe l De vic e  p ro d uc ts c o mp ly with the  U.S. la ws, p o lic ie s a nd  re g ula tio ns a nd  a re  to  b e  
so ld  to  the  U.S. ma rke t.

• Time  Zone : Se le c t the  time  zo ne  o f yo ur lo c a tio n. This will se t the  time  d iffe re nc e  b e twe e n yo ur time  
zo ne  a nd  Gre e nwic h Me a n Time  (GMT).

• Enable  Da ylig ht Sa ving : Se le c t the  o p tio n if yo u use  Da ylig ht Sa ving  Time . Co nfig ure  the  d a y a nd  time  
whe n Da ylig ht Sa ving  Time  sta rts a nd  e nd s.

• Offse t a llo ws yo u to  sp e c ify ho w muc h the  c lo c k c ha ng e s whe n d a ylig ht sa ving  b e g ins a nd  e nd s. 
Ente r a  numb e r fro m 1 to  5.5 (b y 0.5 inc re me nts).

C lic k Ne xt to  p ro c e e d . C lic k Ca nc e l to  c lo se  the  wiza rd  witho ut sa ving .
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Fig ure  23   Wiza rd : Time  Se tting s

7.2.2  Ste p 2 Pa ssword a nd Uplink Conne c tion

Use  this sc re e n to  c o nfig ure  the  Zyxe l De vic e ’ s syste m p a sswo rd  a nd  IP a d d re ss.

Chang e  Pa ssword : Ente r a  ne w p a sswo rd  a nd  re typ e  it to  c o nfirm.

Uplink Conne c tion: Se le c t Auto (DHCP) if the  Zyxe l De vic e  is c o nne c te d  to  a  ro ute r with the  DHCP se rve r 

e na b le d . Yo u the n ne e d  to  c he c k the  ro ute r fo r the  IP a d d re ss a ssig ne d  to  the  Zyxe l De vic e  in o rd e r to  

a c c e ss the  Zyxe l De vic e ’ s We b  Co nfig ura to r a g a in.

Othe rwise , se le c t Sta tic  IP whe n the  Zyxe l De vic e  is NOT c o nne c te d  to  a  ro ute r o r yo u wa nt to  a ssig n it a  

fixe d  IP a d d re ss. Yo u will ne e d  to  ma nua lly e nte r:

• the  Zyxe l De vic e ’ s IP a d d re ss a nd  sub ne t ma sk.

• the  IP a d d re ss o f the  ro ute r tha t he lp s fo rwa rd  tra ffic .

• a  DNS se rve r's IP a d d re ss. The  Do ma in Na me  Syste m (DNS) ma p s a  d o ma in na me  to  a n IP a d d re ss 
a nd  vic e  ve rsa . The  DNS se rve r is e xtre me ly imp o rta nt b e c a use  witho ut it, yo u must kno w the  IP 
a d d re ss o f a  c o mp ute r b e fo re  yo u c a n a c c e ss it.

C lic k Pre v to  re turn to  the  p re vio us sc re e n. C lic k Ne xt to  p ro c e e d . C lic k Ca nc e l to  c lo se  the  wiza rd  

witho ut sa ving .
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Fig ure  24   Wiza rd : Cha ng e  Pa sswo rd  a nd  Up link Co nne c tio n

7.2.3  Ste p 3 Ra dio

Use  this sc re e n to  c o nfig ure  the  Zyxe l De vic e ’ s ra d io  tra nsmitte r(s).

• Channe l Se le c tion: Se le c t Auto  to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly c ho o se  a  ra d io  c ha nne l tha t 
ha s le a st inte rfe re nc e . Othe rwise , se le c t Manua l a nd  sp e c ify a  c ha nne l the  Zyxe l De vic e  will use  in the  
2.4 GHz o r 5 GHz wire le ss LAN. The  o p tio ns va ry d e p e nd ing  o n the  fre q ue nc y b a nd  a nd  the  c o untry 
yo u a re  in.

• Ma ximum Output Powe r: Ente r the  ma ximum o utp ut p o we r o f the  Zyxe l De vic e . If the re  is a  hig h 
d e nsity o f APs in a n a re a , d e c re a se  the  o utp ut p o we r o f the  Zyxe l De vic e  to  re d uc e  inte rfe re nc e  with 
o the r APs.

No te : Re d uc ing  the  o utp ut p o we r a lso  re d uc e s the  Zyxe l De vic e ’ s e ffe c tive  b ro a d c a st ra d ius.

Clic k Pre v to  re turn to  the  p re vio us sc re e n. C lic k Ne xt to  p ro c e e d . C lic k Ca nc e l to  c lo se  the  wiza rd  

witho ut sa ving .

Fig ure  25   Wiza rd : Ra d io
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7.2.4  Ste p 4 SSID

Use  this sc re e n to  e na b le , d isa b le  o r e d it a n SSID p ro file .

Se le c t a n SSID p ro file  a nd  c lic k the  Sta tus switc h to  turn it o n o r o ff. To  c ha ng e  a n SSID p ro file ’ s se tting s, 

suc h a s the  SSID (WiFi ne two rk na me ) a nd  WiFi p a sswo rd , d o ub le -c lic k the  SSID p ro file  e ntry fro m the  list. 

Se e  Se c tio n 7.2.4.1 o n p a g e  52 fo r mo re  info rma tio n.

No te : Yo u c a nno t a d d  o r re mo ve  a n SSID p ro file  a fte r running  the  se tup  wiza rd .

Fig ure  26   Wiza rd : SSID

7.2.4.1  Edit SSID Profile

Use  this sc re e n to  c o nfig ure  a n SSID p ro file .

The  sc re e n va rie s d e p e nd ing  o n the  se c urity typ e  yo u se le c te d .

• SSID: Ente r a  d e sc rip tive  na me  o f up  to  32 p rinta b le  c ha ra c te rs fo r the  wire le ss LAN.

• VLAN ID: Ente r a  VLAN ID fo r the  Zyxe l De vic e  to  use  to  ta g  tra ffic  o rig ina ting  fro m this SSID.

Ba nd Mode : Se le c t the  wire le ss b a nd  whic h this p ro file  sho uld  use . 2.4 GHz is the  fre q ue nc y use d  b y 
IEEE 802.11b / g / n wire le ss c lie nts. 5 G Hz is the  fre q ue nc y use d  b y IEEE 802.11a c / a / n wire le ss c lie nts.

• Se c urity Type : Se le c t WPA2 to  a d d  se c urity o n this wire le ss ne two rk. Othe rwise , se le c t OPEN to  a llo w 
a ny wire le ss c lie nt to  a sso c ia te  this ne two rk witho ut a uthe ntic a tio n.

• Pe rsona l: If yo u se t Se c urity Type  to  WPA2 a nd  se le c t Pe rsona l, e nte r a  p re -sha re d  ke y o f b e twe e n 8 
a nd  63 c a se -se nsitive  ASCII c ha ra c te rs (inc lud ing  sp a c e s a nd  symb o ls) o r 64 he xa d e c ima l 
c ha ra c te rs.

C lic k OK to  p ro c e e d . C lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving .

7.2.5  Summa ry

Use  this sc re e n to  c he c k whe the r wha t yo u ha ve  c o nfig ure d  is c o rre c t. C lic k Sa ve  to  a p p ly yo ur se tting s 

a nd  c o mp le te  the  wiza rd  se tup . Othe rwise , c lic k Pre v to  re turn to  the  p re vio us sc re e n o r c lic k Ca nc e l to  

c lo se  the  wiza rd  witho ut sa ving .
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Fig ure  27   Wiza rd : Summa ry
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C HA PTER 8

Monitor

8.1  Ove rvie w

Use  the  Monitor sc re e ns to  c he c k sta tus a nd  sta tistic s info rma tio n.

8.1.1  Wha t You Ca n Do in this Cha pte r

• The  Ne twork Sta tus sc re e n (Se c tio n 8.3 o n p a g e  55) d isp la ys g e ne ra l LAN inte rfa c e  info rma tio n a nd  
p a c ke t sta tistic s.

• The  AP Informa tion > Ra dio List sc re e n (Se c tio n 8.4 o n p a g e  57) d isp la ys sta tistic s a b o ut the  wire le ss 
ra d io  tra nsmitte rs in the  Zyxe l De vic e .

• The  Sta tion Info  sc re e n (Se c tio n 8.5 o n p a g e  61) d isp la ys sta tistic s p e rta ining  to  the  a sso c ia te d  
sta tio ns.

• The  WDS Link Info  sc re e n (Se c tio n 8.6 o n p a g e  62) d isp la ys sta tistic s a b o ut the  Zyxe l De vic e ’ s WDS 
(Wire le ss Distrib utio n Syste m) c o nne c tio ns.

• The  De te c te d De vic e  sc re e n (Se c tio n 8.7 o n p a g e  63) d isp la ys info rma tio n a b o ut susp e c te d  ro g ue  
APs.

• The  Vie w Log  sc re e n (Se c tio n 8.8 o n p a g e  66) d isp la ys the  Zyxe l De vic e ’ s c urre nt lo g  me ssa g e s. Yo u 
c a n c ha ng e  the  wa y the  lo g  is d isp la ye d , yo u c a n e -ma il the  lo g , a nd  yo u c a n a lso  c le a r the  lo g  in 
this sc re e n.

8.2  Wha t You Ne e d to  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  thro ug h the  c ha p te r.

Rog ue  AP

Ro g ue  APs a re  wire le ss a c c e ss p o ints o p e ra ting  in a  ne two rk’ s c o ve ra g e  a re a  tha t a re  no t und e r the  

c o ntro l o f the  ne two rk’ s a d ministra to rs, a nd  c a n o p e n up  ho le s in a  ne two rk’ s se c urity. Se e  Cha p te r 13 

o n p a g e  117 fo r d e ta ils.

Frie ndly AP

Frie nd ly APs a re  o the r wire le ss a c c e ss p o ints tha t a re  d e te c te d  in yo ur ne two rk, a s we ll a s a ny o the rs tha t 

yo u kno w a re  no t a  thre a t (tho se  fro m ne ig hb o ring  ne two rks, fo r e xa mp le ). Se e  Cha p te r 13 o n p a g e  117 

fo r d e ta ils.
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8.3  Ne twork Sta tus

Use  this sc re e n to  lo o k a t g e ne ra l Ethe rne t inte rfa c e  info rma tio n a nd  p a c ke t sta tistic s. To  a c c e ss this 

sc re e n, c lic k Monitor > Ne twork Sta tus.

Fig ure  28   Mo nito r > Ne two rk Sta tus

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  17   Mo nito r > Ne two rk Sta tus

LABEL DESCRIPTION

Inte rfa c e  

Summa ry

IPv6 Inte rfa c e  

Summa ry

Use  the  Inte rfa c e  Summa ry se c tio n fo r IPv4 ne two rk se tting s. Use  the  IPv6 Inte rfa c e  Summa ry 

se c tio n fo r IPv6 ne two rk se tting s if yo u c o nne c t yo ur Zyxe l De vic e  to  a n IPv6 ne two rk. Bo th 

se c tio ns ha ve  simila r fie ld s a s d e sc rib e d  b e lo w.

Na me This fie ld  d isp la ys the  na me  o f the  p hysic a l Ethe rne t p o rt o n the  Zyxe l De vic e .

Sta tus This fie ld  d isp la ys the  c urre nt sta tus o f e a c h p hysic a l p o rt o n the  Zyxe l De vic e .

Down - The  p o rt is no t c o nne c te d .

Spe e d /  Duple x - The  p o rt is c o nne c te d . This fie ld  d isp la ys the  p o rt sp e e d  a nd  d up le x se tting  

(Full o r Ha lf).

VID This fie ld  d isp la ys the  VLAN ID to  whic h the  p o rt b e lo ng s.

IP Ad d r/ Ne tma sk

IP Ad d re ss

This fie ld  d isp la ys the  c urre nt IP a d d re ss (a nd  sub ne t ma sk) o f the  inte rfa c e . If the  IP a d d re ss is 

0.0.0.0 (in the  IPv4 ne two rk) o r :: (in the  IPv6 ne two rk), the  inte rfa c e  d o e s no t ha ve  a n IP a d d re ss 

ye t.

IP Assig nme nt This fie ld  d isp la ys ho w the  inte rfa c e  g e ts its IPv4 a d d re ss.

Sta tic  - This inte rfa c e  ha s a  sta tic  IPv4 a d d re ss.

DHCP Clie nt - This inte rfa c e  g e ts its IPv4 a d d re ss fro m a  DHCP se rve r.

Ac tio n Use  this fie ld  to  g e t o r to  up d a te  the  IP a d d re ss fo r the  inte rfa c e . C lic k Re ne w to  se nd  a  ne w 

DHCP re q ue st to  a  DHC P se rve r. If the  inte rfa c e  c a nno t use  o ne  o f the se  wa ys to  g e t o r to  

upd a te  its IP a d d re ss, this fie ld  d isp la ys n/ a .

Po rt Sta tistic s Ta b le

Po ll Inte rva l Ente r ho w o fte n yo u wa nt this wind o w to  b e  up d a te d  a uto ma tic a lly, a nd  c lic k Se t Inte rva l.
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8.3.1  Port Sta tistic s Gra ph

Use  the  p o rt sta tistic s g ra p h to  lo o k a t a  line  g ra p h o f p a c ke t sta tistic s fo r the  Ethe rne t p o rt. To  vie w, c lic k 

Monitor > Ne twork Sta tus a nd  the n the  Switc h to  Gra phic  Vie w b utto n.

Se t Inte rva l C lic k this to  se t the  Poll Inte rva l the  sc re e n use s.

Sto p Clic k this to  sto p  the  wind o w fro m up d a ting  a uto ma tic a lly. Yo u c a n sta rt it a g a in b y se tting  the  

Poll Inte rva l a nd  c lic king  Se t Inte rva l.

Switc h to  G ra p hic  

Vie w

Clic k this to  d isp la y the  p o rt sta tistic s a s a  line  g ra p h.

Na me This fie ld  d isp la ys the  na me  o f the  inte rfa c e .

Sta tus This fie ld  d isp la ys the  c urre nt sta tus o f the  p hysic a l p o rt.

Down - The  p hysic a l p o rt is no t c o nne c te d .

Spe e d /  Duple x - The  p hysic a l p o rt is c o nne c te d . This fie ld  d isp la ys the  p o rt sp e e d  a nd  d up le x 

se tting  (Full o r Ha lf).

TxPkts This fie ld  d isp la ys the  numb e r o f p a c ke ts tra nsmitte d  fro m the  Zyxe l De vic e  o n the  p hysic a l po rt 

sinc e  it wa s la st c o nne c te d .

RxPkts This fie ld  d isp la ys the  numb e r o f p a c ke ts re c e ive d  b y the  Zyxe l De vic e  o n the  p hysic a l p o rt 

sinc e  it wa s la st c o nne c te d .

Tx Bc a st This fie ld  d isp la ys the  numb e r o f b ro a d c a st p a c ke ts tra nsmitte d  fro m the  Zyxe l De vic e  o n the  

physic a l p o rt sinc e  it wa s la st c o nne c te d .

Rx Bc a st This fie ld  d isp la ys the  numb e r o f b ro a d c a st p a c ke ts re c e ive d  b y the  Zyxe l De vic e  o n the  

physic a l p o rt sinc e  it wa s la st c o nne c te d .

Co llisio ns This fie ld  d isp la ys the  numb e r o f c o llisio ns o n the  physic a l p o rt sinc e  it wa s la st c o nne c te d .

Tx This fie ld  d isp la ys the  tra nsmissio n sp e e d , in b yte s p e r se c o nd , o n the  p hysic a l p o rt in the  o ne -

se c o nd  inte rva l b e fo re  the  sc re e n up d a te d .

Rx This fie ld  d isp la ys the  re c e p tio n sp e e d , in b yte s p e r se c o nd , o n the  p hysic a l po rt in the  o ne -

se c o nd  inte rva l b e fo re  the  sc re e n up d a te d .

Up  Time This fie ld  d isp la ys ho w lo ng  the  p hysic a l p o rt ha s b e e n c o nne c te d .

Syste m Up  Time This fie ld  d isp la ys ho w lo ng  the  Zyxe l De vic e  ha s b e e n running  sinc e  it la st re sta rte d  o r wa s 

turne d  o n.

Ta b le  17   Mo nito r > Ne two rk Sta tus (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  29   Mo nito r > Ne two rk Sta tus > Switc h to  G ra p hic  Vie w

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

8.4  Ra dio List

Use  this sc re e n to  vie w sta tistic s fo r the  Zyxe l De vic e ’ s wire le ss ra d io  tra nsmitte rs. To  a c c e ss this sc re e n, 

c lic k Monitor > Wire le ss > AP Informa tion > Ra dio List.

Ta b le  18   Mo nito r > Ne two rk Sta tus > Switc h to  G ra p hic  Vie w

LABEL DESCRIPTION

Re fre sh Inte rva l Ente r ho w o fte n yo u wa nt this wind o w to  b e  a uto ma tic a lly up d a te d .

Re fre sh No w Clic k this to  up d a te  the  info rma tio n in the  wind o w rig ht a wa y.

Po rt Se le c tio n Se le c t the  Ethe rne t p o rt fo r whic h yo u wa nt to  vie w the  p a c ke t sta tistic s.

Switc h to  Grid  

Vie w

Clic k this to  d isp la y the  p o rt sta tistic s a s a  ta b le .

Kb p s/ Mb p s The  y-a xis re p re se nts the  spe e d  o f tra nsmissio n o r re c e p tio n.

Time The  x-a xis sho ws the  time  p e rio d  o ve r whic h the  tra nsmissio n o r re c e p tio n o c c urre d .

TX This line  re p re se nts tra ffic  tra nsmitte d  fro m the  Zyxe l De vic e  o n the  p hysic a l p o rt sinc e  it wa s la st 

c o nne c te d .

RX This line  re p re se nts the  tra ffic  re c e ive d  b y the  Zyxe l De vic e  o n the  p hysic a l p o rt sinc e  it wa s la st 

c o nne c te d .

La st Up d a te This fie ld  d isp la ys the  d a te  a nd  time  the  info rma tio n in the  wind o w wa s la st up d a te d .
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Fig ure  30   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List (fo r Zyxe l De vic e  tha t sup p o rts WDS)

Fig ure  31   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List (fo r Zyxe l De vic e  tha t d o e s no t sup p o rt WDS)

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  19   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List

LABEL DESCRIPTION

Mo re  Info rma tio n Clic k this to  vie w a d d itio na l info rma tio n a b o ut the  se le c te d  ra d io ’ s wire le ss tra ffic  a nd  sta tio n 

c o unt. Info rma tio n sp a ns a  24 ho ur p e rio d .

Sta tus This d isp la ys whe the r o r no t the  ra d io  is e na b le d .

Lo a d ing This ind ic a te s the  AP’ s lo a d  b a la nc e  sta tus (Unde rLoa d  o r Ove rLoa d) whe n lo a d  b a la nc ing  is 

e na b le d  o n the  Zyxe l De vic e . Othe rwise , it sho ws -  whe n lo a d  b a la nc ing  is d isa b le d  o r the  

ra d io  is in mo nito r mo d e .

MAC Ad d re ss This d isp la ys the  MAC a d d re ss o f the  ra d io .

Ra d io This ind ic a te s the  ra d io  numb e r o n the  Zyxe l De vic e  to  whic h it b e lo ng s.

OP Mo d e This ind ic a te s the  ra d io ’ s o p e ra ting  mo d e . Op e ra ting  mo d e s a re  AP (MBSSID), MONITOR, Root 

AP o r Re pe a te r.

AP/ WDS Pro file This ind ic a te s the  AP p ro file  na me  a nd  WDS p ro file  na me  to  whic h the  ra d io  b e lo ng s.

This fie ld  is a va ila b le  o nly o n the  Zyxe l De vic e  tha t sup p o rts WDS.

Pro file This ind ic a te s the  AP p ro file  na me  to  whic h the  ra d io  b e lo ng s. 

This fie ld  is a va ila b le  o nly o n the  Zyxe l De vic e  tha t d o e s no t sup p o rt WDS.

Fre q ue nc y Ba nd This ind ic a te s the  wire le ss fre q ue nc y b a nd  c urre ntly b e ing  use d  b y the  ra d io .

This sho ws -  whe n the  ra d io  is in mo nito r mo d e .

C ha nne l This ind ic a te s the  ra d io ’ s c ha nne l ID.

Tra nsmit Po we r This d isp la ys the  o utp ut p o we r o f the  ra d io .

Sta tio n This d isp la ys the  numb e r o f wire le ss c lie nts c o nne c te d  to  this ra d io  o n the  Zyxe l De vic e .
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8.4.1  AP Mode  Ra dio Informa tion

This sc re e n a llo ws yo u to  vie w a  se le c te d  ra d io ’ s SSID d e ta ils, wire le ss tra ffic  sta tistic s a nd  sta tio n c o unt 

fo r the  p re c e d ing  24 ho urs. To  a c c e ss this wind o w, se le c t a  ra d io  a nd  c lic k the  More  Informa tion b utto n 

in the  Radio List sc re e n.

Up lo a d This d isp la ys the  to ta l numb e r o f p a c ke ts re c e ive d  b y the  ra d io .

Do wnlo a d This d isp la ys the  to ta l numb e r o f p a c ke ts tra nsmitte d  b y the  ra d io .

C ha nne l 

Utiliza tio n

This ind ic a te s ho w muc h IEEE 802.11 tra ffic  the  ra d io  c a n re c e ive  o n the  c ha nne l. It d isp la ys 

wha t p e rc e nta g e  o f the  ra d io ’ s c ha nne l is c urre ntly b e ing  use d .

Ta b le  19   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  32   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List > Mo re  Info rma tio n

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  20   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List > Mo re  Info rma tio n

LABEL DESCRIPTION

SSID De ta il This list sho ws info rma tio n a b o ut a ll the  wire le ss c lie nts tha t ha ve  c o nne c te d  to  the  sp e c ifie d  

ra d io  o ve r the  pre c e d ing  24 ho urs.

# This is the  ite ms se q ue ntia l numb e r in the  list. It ha s no  b e a ring  o n the  a c tua l d a ta  in this list.
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8.5  Sta tion List

Use  this sc re e n to  vie w sta tistic s p e rta ining  to  the  a sso c ia te d  sta tio ns (o r “wire le ss c lie nts” ). C lic k Monitor 

> Wire le ss > Sta tion Info  to  a c c e ss this sc re e n.

Fig ure  33   Mo nito r > Wire le ss > Sta tio n Info

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

SSID Na me This d isp la ys a n SSID a sso c ia te d  with this ra d io . The re  c a n b e  up  to  e ig ht ma ximum.

BSSID This d isp la ys a  BSSID a sso c ia te d  with this ra d io . The  BSSID is tie d  to  the  SSID.

Se c urity 
Mo d e

This d isp la ys the  se c urity mo d e  in whic h the  SSID is o pe ra ting .

VLAN This d isp la ys the  VLAN ID a sso c ia te d  with the  SSID.

Tra ffic  Sta tistic s This g ra p h d isp la ys the  o ve ra ll tra ffic  info rma tio n o f the  ra d io  o ve r the  pre c e d ing  24 ho urs.

Kb p s/ Mb p s This y-a xis re pre se nts the  a mo unt o f d a ta  mo ve d  a c ro ss this ra d io  in me g a b yte s p e r se c o nd .

Time This x-a xis re p re se nts the  a mo unt o f time  o ve r whic h the  d a ta  mo ve d  a c ro ss this ra d io .

Sta tio n C o unt This g ra p h d isp la ys the  c o nne c te d  sta tio n info rma tio n o f the  ra d io  o ve r the  p re c e d ing  24 ho urs

Sta tio ns The  y-a xis re p re se nts the  numb e r o f c o nne c te d  sta tio ns.

Time The  x-a xis sho ws the  time  p e rio d  o ve r whic h a  sta tio n wa s c o nne c te d .

La st Up d a te This fie ld  d isp la ys the  d a te  a nd  time  the  info rma tio n in the  wind o w wa s la st up d a te d .

OK Clic k this to  c lo se  this wind o w.

C a nc e l C lic k this to  c lo se  this wind o w.

Ta b le  20   Mo nito r > Wire le ss > AP Info rma tio n > Ra d io  List > Mo re  Info rma tio n (c o ntinue d )

LABEL DESCRIPTION

Ta b le  21   Mo nito r > Wire le ss > Sta tio n Info

LABEL DESCRIPTION

# This is the  sta tio n’ s ind e x numb e r in this list.

IP Ad d re ss This is the  sta tio n’ s IP a d d re ss.

MAC Ad d re ss This is the  sta tio n’ s MAC a d d re ss.

Ra d io This is the  ra d io  numb e r o n the  Zyxe l De vic e  to  whic h the  sta tio n is c o nne c te d .

Ca p a b ility This d isp la ys the  sup p o rte d  sta nd a rd  c urre ntly b e ing  use d  b y the  sta tio n o r the  sta nd a rd s 

sup p o rte d  b y the  sta tio n.

802.11 Fe a ture s This d isp la ys whe the r the  sta tio n sup p o rts IEEE802.11r, IEEE 802.11k, IEEE 802.11v o r no ne  o f the  

a b o ve  (N/ A).
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8.6  WDS Link Info

Use  this sc re e n to  vie w the  WDS tra ffic  sta tistic s b e twe e n the  Zyxe l De vic e  a nd  a  ro o t AP o r re p e a te rs. 

Se e  Se c tio n 1.2 o n p a g e  12 to  kno w mo re  a b o ut WDS. Clic k Monitor > Wire le ss > WDS Link Info  to  a c c e ss 

this sc re e n.

Fig ure  34   Mo nito r > Wire le ss > WDS Link Info

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

SSID Na me This ind ic a te s the  na me  o f the  wire le ss ne two rk to  whic h the  sta tio n is c o nne c te d . A sing le  AP 

c a n ha ve  multip le  SSIDs o r ne two rks.

Se c urity Mo d e This ind ic a te s whic h se c ure  e nc ryp tio n me tho d s is b e ing  use d  b y the  sta tio n to  c o nne c t to  the  

ne two rk.

Sig na l Stre ng th This is the  RSSI (Re c e ive d  Sig na l Stre ng th Ind ic a to r) o f the  sta tio n’ s wire le ss c o nne c tio n.

Tx Ra te This is the  ma ximum tra nsmissio n ra te  o f the  sta tio n.

Rx Ra te This is the  ma ximum re c e p tio n ra te  o f the  sta tio n.

Asso c ia tio n Time This d isp la ys the  time  the  sta tio n first a sso c ia te d  with the  Zyxe l De vic e ’ s wire le ss ne two rk.

Re fre sh Clic k this to  re fre sh the  ite ms d isp la ye d  o n this p a g e .

Ta b le  21   Mo nito r > Wire le ss > Sta tio n Info  (c o ntinue d )

LABEL DESCRIPTION

Ta b le  22   Mo nito r > Wire le ss > WDS Link Info

LABEL DESCRIPTION

WDS Up link Info

WDS Do wnlink 

Info

Uplink re fe rs to  the  WDS link fro m the  re p e a te rs to  the  ro o t AP.

Downlink re fe rs to  the  WDS link fro m the  ro o t AP to  the  re p e a te rs.

Whe n the  Zyxe l De vic e  is in ro o t AP mo d e  a nd  c o nne c te d  to  a  re p e a te r, o nly the  d o wnlink 

info rma tio n is d isp la ye d .

Whe n the  Zyxe l De vic e  is in re p e a te r mo d e  a nd  c o nne c te d  to  a  ro o t AP d ire c tly o r via  a no the r 

re p e a te r, the  up link info rma tio n is d isp la ye d .

Whe n the  Zyxe l De vic e  is in re pe a te r mo d e  a nd  c o nne c te d  to  a  ro o t AP a nd  o the r re p e a te r(s), 

b o th the  up link a nd  d o wnlink info rma tio n wo uld  b e  d isp la ye d .

# This is the  ind e x numb e r o f the  ro o t AP o r re p e a te r in this list.
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8.7  De te c te d De vic e

Use  this sc re e n to  vie w info rma tio n a b o ut surro und ing  APs whic h yo u c o uld  ma rk a s Ro g ue  o r Frie nd ly. 

C lic k Monitor > Wire le ss > De te c te d De vic e  to  a c c e ss this sc re e n. No t a ll Zyxe l De vic e s sup p o rt mo nito r 

mo d e  (se e  Se c tio n 1.4 o n p a g e  18). Fo r mo re  info rma tio n a b o ut Ro g ue  APs, se e  Se c tio n 10.3 o n p a g e  

79.

No te : If the  Zyxe l De vic e  sup p o rts mo nito r mo d e , the  ra d io  o r a t le a st o ne  o f the  Zyxe l 
De vic e ’ s ra d io  must b e  se t to  mo nito r mo d e  (in the  Wire le ss > AP Ma na g e me nt sc re e n) 
in o rd e r to  d e te c t o the r wire le ss d e vic e s in its vic inity.

If the  Zyxe l De vic e  d o e s no t sup p o rt mo nito r mo d e , turn o n ro g ue  AP d e te c tio n in the  
Config ura tion > Wire le ss > Rog ue  AP sc re e n to  d e te c t o the r APs.

MAC Ad d re ss This is the  MAC a d d re ss o f the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is c o nne c te d  using  

WDS.

Ra d io This is the  ra d io  numb e r o n the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is c o nne c te d  

using  WDS.

SSID Na me This ind ic a te s the  na me  o f the  wire le ss ne two rk to  whic h the  Zyxe l De vic e  is c o nne c te d  using  

WDS.

Se c urity Mo d e This ind ic a te s whic h se c ure  e nc ryp tio n me tho d s is b e ing  use d  b y the  Zyxe l De vic e  to  c o nne c t 

to  the  ro o t AP o r re p e a te r using  WDS.

Sig na l Stre ng th This is the  RSSI (Re c e ive d  Sig na l Stre ng th Ind ic a to r) o f the  wire le ss c o nne c tio n in WDS.

Tx Ra te This is the  ma ximum tra nsmissio n ra te  o f the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is 

c o nne c te d  using  WDS.

Rx Ra te This is the  ma ximum re c e p tio n ra te  o f the  ro o t AP o r re p e a te r to  whic h the  Zyxe l De vic e  is 

c o nne c te d  using  WDS.

Asso c ia tio n Time This d isp la ys the  time  the  Zyxe l De vic e  first a sso c ia te d  with the  wire le ss ne two rk using  WDS.

Re fre sh Clic k this to  re fre sh the  ite ms d isp la ye d  o n this p a g e .

Ta b le  22   Mo nito r > Wire le ss > WDS Link Info  (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  35   Mo nito r > Wire le ss > De te c te d  De vic e  (fo r Zyxe l De vic e  tha t sup p o rts Mo nito r mo d e )
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Fig ure  36   Mo nito r > Wire le ss > De te c te d  De vic e  (fo r Zyxe l De vic e  tha t d o e s no t sup p o rt Mo nito r mo d e )

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  23   Mo nito r > Wire le ss > De te c te d  De vic e

LABEL DESCRIPTION

Disc o ve re d  APs

Ro g ue  AP This sho ws ho w ma ny d e vic e s a re  d e te c te d  a s ro g ue  APs.

Suspe c te d  ro g ue  

AP

This sho ws ho w ma ny d e vic e s a re  d e te c te d  a s po ssib le  ro g ue  APs b a se d  o n the  c la ssific a tio n 

rule (s) in Se c tio n 10.3 o n p a g e  79.

Frie nd ly AP This sho ws ho w ma ny d e vic e s a re  d e te c te d  a s frie nd ly APs.

Un-c la ssifie d  AP This sho ws ho w ma ny d e vic e s a re  d e te c te d , b ut ha ve  no t b e e n c la ssifie d  a s e ithe r Ro g ue  o r 

Frie nd ly b y the  Zyxe l De vic e .

De te c t No w Clic k this b utto n fo r the  Zyxe l De vic e  to  sc a n fo r APs in the  ne two rk.

De te c te d  De vic e
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8.8  Vie w Log

Lo g  me ssa g e s a re  sto re d  in two  se p a ra te  lo g s, o ne  fo r re g ula r lo g  me ssa g e s a nd  o ne  fo r d e b ug g ing  

me ssa g e s. In the  re g ula r lo g , yo u c a n lo o k a t a ll the  lo g  me ssa g e s b y se le c ting  All Log s, o r yo u c a n 

se le c t a  sp e c ific  c a te g o ry o f lo g  me ssa g e s (fo r e xa mp le , use r). Yo u c a n a lso  lo o k a t the  d e b ug g ing  lo g  

b y se le c ting  De bug  Log . All d e b ug g ing  me ssa g e s ha ve  the  sa me  p rio rity.

To  a c c e ss this sc re e n, c lic k Monitor > Log . The  lo g  is d isp la ye d  in the  fo llo wing  sc re e n.

No te : Whe n a  lo g  re a c he s the  ma ximum numb e r o f lo g  me ssa g e s, ne w lo g  me ssa g e s 
a uto ma tic a lly o ve rwrite  e xisting  lo g  me ssa g e s, sta rting  with the  o ld e st e xisting  lo g  
me ssa g e  first.

Eve nts tha t g e ne ra te  a n a le rt (a s we ll a s a  lo g  me ssa g e ) d isp la y in re d . Re g ula r lo g s d isp la y in b la c k. 

C lic k a  c o lumn’ s he a d ing  c e ll to  so rt the  ta b le  e ntrie s b y tha t c o lumn’ s c rite ria . C lic k the  he a d ing  c e ll 

a g a in to  re ve rse  the  so rt o rd e r.

The  We b  Co nfig ura to r sa ve s the  filte r se tting s o nc e  yo u c lic k Se a rc h. If yo u le a ve  the  Vie w Log  sc re e n 

a nd  re turn to  it la te r, the  la st filte r se tting s wo uld  still a p p ly.

Ma rk a s Ro g ue  

AP

Clic k this b utto n to  ma rk the  se le c te d  AP a s a  ro g ue  AP. Fo r mo re  o n ma na g ing  ro g ue  APs, se e  

the  Config ura tion > Wire le ss > Rog ue  AP sc re e n (Se c tio n 10.3 o n p a g e  79).

Ma rk a s Frie nd ly 

AP

Clic k this b utto n to  ma rk the  se le c te d  AP a s a  frie nd ly AP. Fo r mo re  o n ma na g ing  frie nd ly APs, 

se e  the  Config ura tion > Wire le ss > Rog ue  AP sc re e n (Se c tio n 10.3 o n pa g e  79).

# This is the  d e te c te d  d e vic e ’ s ind e x numb e r in this list.

Sta tus This ind ic a te s the  d e te c te d  d e vic e ’ s sta tus.

De vic e This ind ic a te s the  typ e  o f d e vic e  d e te c te d .

Ro le This ind ic a te s the  d e te c te d  d e vic e ’ s ro le  (suc h a s frie nd ly o r ro g ue ).

C la ssifie d  b y This ind ic a te s the  d e te c te d  d e vic e ’ s c la ssific a tio n rule .

MAC Ad d re ss This ind ic a te s the  d e te c te d  d e vic e ’ s MAC a d d re ss.

SSID Na me This ind ic a te s the  d e te c te d  d e vic e ’ s SSID.

Cha nne l ID This ind ic a te s the  d e te c te d  d e vic e ’ s c ha nne l ID.

802.11 Mo d e This ind ic a te s the  802.11 mo d e  (a / b / g / n/ a c / a x) tra nsmitte d  b y the  d e te c te d  d e vic e .

Se c urity This ind ic a te s the  e nc ryp tio n me tho d  (if a ny) use d  b y the  d e te c te d  d e vic e .

De sc rip tio n This d isp la ys the  d e te c te d  d e vic e ’ s d e sc rip tio n. Fo r mo re  o n ma na g ing  frie nd ly a nd  ro g ue  APs, 

se e  the  Config ura tion > Wire le ss > Rog ue  AP sc re e n (Se c tio n 10.3 o n pa g e  79).

La st Se e n This ind ic a te s the  la st time  the  d e vic e  wa s d e te c te d  b y the  Zyxe l De vic e .

Re fre sh Clic k this to  re fre sh the  ite ms d isp la ye d  o n this p a g e .

Ta b le  23   Mo nito r > Wire le ss > De te c te d  De vic e  (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  37   Mo nito r > Lo g  > Vie w Lo g

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  24   Mo nito r > Lo g  > Vie w Lo g

LABEL DESCRIPTION

Sho w Filte r /  Hid e  

Filte r

Clic k this b utto n to  sho w o r hid e  the  filte r se tting s.

If the  filte r se tting s a re  hid d e n, the  Displa y, Ema il Log  Now, Re fre sh, a nd  Cle a r Log  fie ld s a re  

a va ila b le .

If the  filte r se tting s a re  sho wn, the  Displa y, Priority, Sourc e  Addre ss, De stina tion Addre ss, Sourc e  

Inte rfa c e , De stina tion Inte rfac e , Protoc ol, Ke yword , a nd  Se a rc h fie ld s a re  a va ila b le .

Disp la y Se le c t the  c a te g o ry o f lo g  me ssa g e (s) yo u wa nt to  vie w. Yo u c a n a lso  vie w All Log s a t o ne  

time , o r yo u c a n vie w the  De bug  Log .

Prio rity This d isp la ys whe n yo u sho w the  filte r. Se le c t the  p rio rity o f lo g  me ssa g e s to  d isp la y. The  lo g  

d isp la ys the  lo g  me ssa g e s with this p rio rity o r hig he r. Cho ic e s a re : any, e me rg , a le rt, c rit, e rror, 

wa rn, notic e , a nd  info , fro m hig he st p rio rity to  lo we st p rio rity. This fie ld  is re a d -o nly if the  

Ca te g ory is De bug  Log .

So urc e  Ad d re ss This d isp la ys whe n yo u sho w the  filte r. Typ e  the  so urc e  IP a d d re ss o f the  inc o ming  p a c ke t tha t 

g e ne ra te d  the  lo g  me ssa g e . Do  no t inc lud e  the  p o rt in this filte r.
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De stina tio n 

Ad d re ss

This d isp la ys whe n yo u sho w the  filte r. Typ e  the  IP a d d re ss o f the  d e stina tio n o f the  inc o ming  

p a c ke t whe n the  lo g  me ssa g e  wa s g e ne ra te d . Do  no t inc lud e  the  p o rt in this filte r.

So urc e  Inte rfa c e This d isp la ys whe n yo u sho w the  filte r. Se le c t the  so urc e  inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  

the  lo g  me ssa g e .

De stina tio n 

Inte rfa c e

This d isp la ys whe n yo u sho w the  filte r. Se le c t the  d e stina tio n inte rfa c e  o f the  p a c ke t tha t 

g e ne ra te d  the  lo g  me ssa g e .

Pro to c o l This d isp la ys whe n yo u sho w the  filte r. Se le c t a  se rvic e  p ro to c o l who se  lo g  me ssa g e s yo u wo uld  

like  to  se e .

Ke ywo rd This d isp la ys whe n yo u sho w the  filte r. Typ e  a  ke ywo rd  to  lo o k fo r in the  Me ssa g e , Sourc e , 

De stina tion a nd  Note  fie ld s. If a  ma tc h is fo und  in a ny fie ld , the  lo g  me ssa g e  is d isp la ye d . Yo u 

c a n use  up  to  63 a lp ha nume ric  c ha ra c te rs a nd  the  und e rsc o re , a s we ll a s p unc tua tio n ma rks 

()’  ,:;? ! +-*/ = # $% @  ; the  p e rio d , d o ub le  q uo te s, a nd  b ra c ke ts a re  no t a llo we d .

Se a rc h This d isp la ys whe n yo u sho w the  filte r. C lic k this b utto n to  up d a te  the  lo g  using  the  c urre nt filte r 

se tting s.

Ema il Lo g  No w Clic k this b utto n to  se nd  lo g  me ssa g e s to  the  Ac tive  e -ma il a d d re sse s sp e c ifie d  in the  Se nd Log  

To  fie ld  o n the  Config ura tion > Log  & Re port > Log  Se tting s sc re e n.

Re fre sh Clic k this to  up d a te  the  list o f lo g s.

C le a r Lo g Clic k this b utto n to  c le a r the  who le  lo g , re g a rd le ss o f wha t is c urre ntly d isp la ye d  o n the  sc re e n.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  lo g  me ssa g e .

Time  This fie ld  d isp la ys the  time  the  lo g  me ssa g e  wa s re c o rd e d .

Prio rity This fie ld  d isp la ys the  p rio rity o f the  lo g  me ssa g e . It ha s the  sa me  ra ng e  o f va lue s a s the  Priority 

fie ld  a b o ve .

C a te g o ry This fie ld  d isp la ys the  lo g  tha t g e ne ra te d  the  lo g  me ssa g e . It is the  sa me  va lue  use d  in the  

Displa y a nd  (o the r) Ca te g ory fie ld s.

Me ssa g e This fie ld  d isp la ys the  re a so n the  lo g  me ssa g e  wa s g e ne ra te d . The  te xt “ [c o unt=x]” , whe re  x is a  

numb e r, a p pe a rs a t the  e nd  o f the  Me ssa g e  fie ld  if lo g  c o nso lid a tio n is turne d  o n a nd  multip le  

e ntrie s we re  a g g re g a te d  to  g e ne ra te  into  this o ne .

So urc e This fie ld  d isp la ys the  so urc e  IP a d d re ss a nd  the  p o rt numb e r in the  e ve nt tha t g e ne ra te d  the  

lo g  me ssa g e .

So urc e  Inte rfa c e This fie ld  d isp la ys the  so urc e  inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  the  lo g  me ssa g e .

De stina tio n This fie ld  d isp la ys the  d e stina tio n IP a d d re ss a nd  the  p o rt numb e r o f the  e ve nt tha t g e ne ra te d  

the  lo g  me ssa g e .

De stina tio n 

Inte rfa c e

This fie ld  d isp la ys the  d e stina tio n inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  the  lo g  me ssa g e .

Pro to c o l This fie ld  d isp la ys the  se rvic e  p ro to c o l in the  e ve nt tha t g e ne ra te d  the  lo g  me ssa g e .

No te This fie ld  d isp la ys a ny a d d itio na l info rma tio n a b o ut the  lo g  me ssa g e .

Ta b le  24   Mo nito r > Lo g  > Vie w Lo g  (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 9

Ne twork

9.1  Ove rvie w

This c ha p te r d e sc rib e s ho w yo u c a n c o nfig ure  the  ma na g e me nt IP a d d re ss a nd  VLAN se tting s o f yo ur 

Zyxe l De vic e .

The  Inte rne t Pro to c o l (IP) a d d re ss id e ntifie s a  d e vic e  o n a  ne two rk. Eve ry ne two rking  d e vic e  (inc lud ing  

c o mp ute rs, se rve rs, ro ute rs, p rinte rs, e tc .) ne e d s a n IP a d d re ss to  c o mmunic a te  a c ro ss the  ne two rk. 

The se  ne two rking  d e vic e s a re  a lso  kno wn a s ho sts.

Fig ure  38   IP Se tup

The  fig ure  a b o ve  illustra te s o ne  p o ssib le  se tup  o f yo ur Zyxe l De vic e . The  g a te wa y IP a d d re ss is 192.168.1.1 

a nd  the  ma na g e d  IP a d d re ss o f the  Zyxe l De vic e  is 192.168.1.2 (d e fa ult), b ut if the  Zyxe l De vic e  is 

a ssig ne d  a n IP a d d re ss b y a  DHCP se rve r, the  d e fa ult (192.168.1.2) will no t b e  use d . The  g a te wa y a nd  

the  Zyxe l De vic e  must b e lo ng  in the  sa me  IP sub ne t to  b e  a b le  to  c o mmunic a te  with e a c h o the r.

9.1.1  Wha t You Ca n Do in this Cha pte r

• The  IP Se tting  sc re e n (Se c tio n 9.2 o n p a g e  69) c o nfig ure s the  Zyxe l De vic e ’ s LAN IP a d d re ss.

• The  VLAN sc re e n (Se c tio n 9.3 o n p a g e  71) c o nfig ure s the  Zyxe l De vic e ’ s VLAN se tting s.

• The  NCC  Disc ove ry sc re e n (Se c tio n 9.4 o n p a g e  73) c o nfig ure s the  Zyxe l De vic e ’ s Ne b ula  Co ntro l 
Ce nte r (NCC) d isc o ve ry se tting s.

9.2  IP Se tting

Use  this sc re e n to  c o nfig ure  the  IP a d d re ss fo r yo ur Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k 

Config ura tion > Ne twork > IP Se tting .



Cha p te r 9 Ne two rk

NWA50AX Use r’ s G uid e

70

Fig ure  39   Co nfig ura tio n > Ne two rk > IP Se tting

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  25   Co nfig ura tio n > Ne two rk > IP Se tting

LABEL DESCRIPTION

IP Ad d re ss Assig nme nt

Ge t 
Auto ma tic a lly

Se le c t this to  ma ke  the  inte rfa c e  a  DHC P c lie nt a nd  a uto ma tic a lly g e t the  IP a d d re ss, 

sub ne t ma sk, a nd  g a te wa y a d d re ss fro m a  DHCP se rve r.

Use  Fixe d  IP 
Ad d re ss

Se le c t this if yo u wa nt to  sp e c ify the  IP a d d re ss, sub ne t ma sk, a nd  g a te wa y ma nua lly. 

IP Ad d re ss Ente r the  IP a d d re ss fo r this inte rfa c e .

Sub ne t Ma sk Ente r the  sub ne t ma sk o f this inte rfa c e  in d o t d e c ima l no ta tio n. The  sub ne t ma sk ind ic a te s 

wha t p a rt o f the  IP a d d re ss is the  sa me  fo r a ll c o mp ute rs in the  ne two rk.

G a te wa y Ente r the  IP a d d re ss o f the  g a te wa y. The  Zyxe l De vic e  se nd s p a c ke ts to  the  g a te wa y whe n 

it d o e s no t kno w ho w to  ro ute  the  p a c ke t to  its d e stina tio n. The  g a te wa y sho uld  b e  o n the  

sa me  ne two rk a s the  inte rfa c e .

DNS Se rve r IP 
Ad d re ss

Ente r the  IP a d d re ss o f the  DNS se rve r.

IPv6 Ad d re ss Assig nme nt

Ena b le  Sta te le ss 
Ad d re ss Auto -
c o nfig ura tio n 
(SLAAC)

Se le c t this to  e na b le  IPv6 sta te le ss a uto -c o nfig ura tio n o n the  Zyxe l De vic e . The  Zyxe l De vic e  

will g e ne ra te  a n IPv6 a d d re ss itse lf fro m a  p re fix o b ta ine d  fro m a n IPv6 ro ute r in the  ne two rk.

Link-Lo c a l 
Ad d re ss

This d isp la ys the  IPv6 link-lo c a l a d d re ss a nd  the  ne two rk p re fix tha t the  Zyxe l De vic e  

g e ne ra te s itse lf fo r the  LAN inte rfa c e .
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9.3  VLAN

This se c tio n d isc usse s ho w to  c o nfig ure  the  Zyxe l De vic e ’ s VLAN se tting s.

No te : Mis-c o nfig uring  the  ma na g e me nt VLAN se tting s in yo ur Zyxe l De vic e  c a n ma ke  it 
ina c c e ssib le . If this ha p p e ns, yo u will ha ve  to  re se t the  Zyxe l De vic e .

Fig ure  40   Ma na g e me nt VLAN Se tup

IPv6 Ad d re ss/
Pre fix Le ng th

Ente r the  IPv6 a d d re ss a nd  the  p re fix le ng th fo r the  LAN inte rfa c e  if yo u wa nt to  use  a  sta tic  

IP a d d re ss. This fie ld  is o p tio na l.

The  p re fix le ng th ind ic a te s wha t the  le ft-mo st p a rt o f the  IP a d d re ss is the  sa me  fo r a ll 

c o mp ute rs in the  ne two rk, tha t is, the  ne two rk a d d re ss.

G a te wa y Ente r the  IPv6 a d d re ss o f the  d e fa ult o utg o ing  g a te wa y using  c o lo n (:) he xa d e c ima l 

no ta tio n.

Me tric Ente r the  p rio rity o f the  g a te wa y (if a ny) o n the  LAN inte rfa c e . The  Zyxe l De vic e  d e c id e s 

whic h g a te wa y to  use  b a se d  o n this p rio rity. The  lo we r the  numb e r, the  hig he r the  p rio rity. If 

two  o r mo re  g a te wa ys ha ve  the  sa me  p rio rity, the  Zyxe l De vic e  use s the  o ne  tha t wa s 

c o nfig ure d  first. Ente r ze ro  to  se t the  me tric  to  1024 fo r IPv6.

DHCPv6 C lie nt Se le c t this o p tio n to  se t the  Zyxe l De vic e  to  a c t a s a  DHCPv6 c lie nt.

DUID This fie ld  d isp la ys the  DHC P Uniq ue  IDe ntifie r (DUID) o f the  Zyxe l De vic e , whic h is uniq ue  a nd  

use d  fo r id e ntific a tio n p urp o se s whe n the  Zyxe l De vic e  is e xc ha ng ing  DHCPv6 me ssa g e s 

with o the rs. Se e  App e nd ix B o n p a g e  230 fo r mo re  info rma tio n.

Re q ue st Ad d re ss Se le c t this o p tio n to  g e t a n IPv6 a d d re ss fro m the  DHCPv6 se rve r.

DHCPv6 Re q ue st 

O p tio ns

Se le c t this o p tio n to  d e te rmine  wha t a d d itio na l info rma tio n to  g e t fro m the  DHCPv6 se rve r. 

DNS Se rve r Se le c t this o p tio n to  o b ta in the  IP a d d re ss o f the  DNS se rve r.

NTP Se rve r Se le c t this o p tio n to  o b ta in the  IP a d d re ss o f the  NTP se rve r.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  25   Co nfig ura tio n > Ne two rk > IP Se tting  (c o ntinue d )

LABEL DESCRIPTION
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In the  fig ure  a b o ve , to  a c c e ss a nd  ma na g e  the  Zyxe l De vic e  fro m c o mp ute r A , the  Zyxe l De vic e  a nd  

switc h B’ s p o rts to  whic h c o mp ute r A  a nd  the  Zyxe l De vic e  a re  c o nne c te d  sho uld  b e  in the  sa me  VLAN.

A Virtua l Lo c a l Are a  Ne two rk (VLAN) a llo ws a  p hysic a l ne two rk to  b e  p a rtitio ne d  into  multip le  lo g ic a l 

ne two rks. De vic e s o n a  lo g ic a l ne two rk b e lo ng  to  o ne  g ro up . A d e vic e  c a n b e lo ng  to  mo re  tha n o ne  

g ro up . With VLAN, a  d e vic e  c a nno t d ire c tly ta lk to  o r he a r fro m d e vic e s tha t a re  no t in the  sa me  

g ro up (s); the  tra ffic  must first g o  thro ug h a  ro ute r.

VLAN a lso  inc re a se s ne two rk p e rfo rma nc e  b y limiting  b ro a d c a sts to  a  sma lle r a nd  mo re  ma na g e a b le  

lo g ic a l b ro a d c a st d o ma in. In tra d itio na l switc he d  e nviro nme nts, a ll b ro a d c a st p a c ke ts g o  to  e a c h a nd  

e ve ry ind ivid ua l p o rt. With VLAN, a ll b ro a d c a sts a re  c o nfine d  to  a  sp e c ific  b ro a d c a st d o ma in.

IEEE 802.1Q Ta g

The  IEEE 802.1Q  sta nd a rd  d e fine s a n e xp lic it VLAN ta g  in the  MAC he a d e r to  id e ntify the  VLAN 

me mb e rship  o f a  fra me  a c ro ss b rid g e s. A VLAN ta g  inc lud e s the  12-b it VLAN ID a nd  3-b it use r p rio rity. 

The  VLAN ID a sso c ia te s a  fra me  with a  sp e c ific  VLAN a nd  p ro vid e s the  info rma tio n tha t d e vic e s ne e d  to  

p ro c e ss the  fra me  a c ro ss the  ne two rk.

Use  this sc re e n to  c o nfig ure  the  VLAN se tting s fo r yo ur Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k 

Config ura tion > Ne twork > VLAN.

The  sc re e n va rie s d e p e nd ing  o n whe the r the  Zyxe l De vic e  ha s a n e xtra  Ethe rne t p o rt (e xc e p t the  up link 

p o rt).

Fig ure  41   Co nfig ura tio n > Ne two rk > VLAN (fo r Zyxe l De vic e  with o ne  Ethe rne t p o rt)

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  26   Co nfig ura tio n > Ne two rk > VLAN

LABEL DESCRIPTION

VLAN Se tting s

Ma na g e me nt 
VLAN ID

Ente r a  VLAN ID fo r the  Zyxe l De vic e .

As Na tive  VLAN Se le c t this o p tio n to  tre a t this VLAN ID a s a  VLAN c re a te d  o n the  Zyxe l De vic e  a nd  no t o ne  

a ssig ne d  to  it fro m o utsid e  the  ne two rk.

LAN Se tting

Po rt Se tting

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  

e ntry’ s se tting s. In so me  ta b le s yo u c a n just c lic k a  ta b le  e ntry a nd  e d it it d ire c tly in the  

ta b le . Fo r tho se  typ e s o f ta b le s sma ll re d  tria ng le s d isp la y fo r ta b le  e ntrie s with c ha ng e s tha t 

yo u ha ve  no t ye t a p p lie d .

Ac tiva te /
Ina c tiva te

To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te . To  turn o ff a n e ntry, se le c t it a nd  c lic k 

Ina c tiva te .

# This is the  ind e x numb e r o f the  p o rt.
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9.4  NCC Disc ove ry

Yo u c a n ma na g e  the  Zyxe l De vic e  thro ug h the  Zyxe l Ne b ula  Co ntro l Ce nte r (NCC). Use  this sc re e n to  

c o nfig ure  the  p ro xy se rve r se tting s if the  Zyxe l De vic e  is b e hind  a  p ro xy se rve r.

To  a c c e ss this sc re e n, c lic k Config ura tion > Ne twork > NCC Disc ove ry.

Sta tus This fie ld  ind ic a te s whe the r the  p o rt is e na b le d  (a  ye llo w b ulb ) o r no t (a  g ra y b ulb ).

Po rt This fie ld  d isp la ys the  na me  o f the  p o rt.

PVID This fie ld  d isp la ys the  p o rt numb e r o f the  VLAN ID.

VLAN Co nfig ura tio n

Ad d Clic k this to  c re a te  a  ne w e ntry. Fo r fe a ture s whe re  the  e ntry’ s po sitio n in the  numb e re d  list is 

imp o rta nt (fe a ture s whe re  the  Zyxe l De vic e  a p p lie s the  ta b le ’ s e ntrie s in o rd e r like  the  SSID 

fo r e xa mp le ), yo u c a n se le c t a n e ntry a nd  c lic k Add  to  c re a te  a  ne w e ntry a fte r the  

se le c te d  e ntry.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  

e ntry’ s se tting s. In so me  ta b le s yo u c a n just c lic k a  ta b le  e ntry a nd  e d it it d ire c tly in the  

ta b le . Fo r tho se  typ e s o f ta b le s sma ll re d  tria ng le s d isp la y fo r ta b le  e ntrie s with c ha ng e s tha t 

yo u ha ve  no t ye t a p p lie d .

Re mo ve To  re mo ve  a n e ntry, se le c t it a nd  c lic k Re move . The  Zyxe l De vic e  c o nfirms yo u wa nt to  

re mo ve  it b e fo re  d o ing  so .

Ac tiva te /
Ina c tiva te

To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te . To  turn o ff a n e ntry, se le c t it a nd  c lic k 

Ina c tiva te .

# This is the  ind e x numb e r o f the  VLAN ID.

Sta tus This fie ld  ind ic a te s whe the r the  VLAN is e na b le d  (a  ye llo w b ulb ) o r no t (a  g ra y b ulb ).

Na me This fie ld  d isp la ys the  na me  o f e a c h VLAN.

VID This fie ld  d isp la ys the  VLAN ID.

Me mb e r This fie ld  d isp la ys the  VLAN me mb e rship  to  whic h the  p o rt b e lo ng s.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  26   Co nfig ura tio n > Ne two rk > VLAN (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  42   Co nfig ura tio n > Ne two rk > NCC Disc o ve ry

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  27   Co nfig ura tio n > Ne two rk > NCC Disc o ve ry

LABEL DESCRIPTION

Ne b ula  C o ntro l C e nte r Sta tus

Inte rne t This fie ld  d isp la ys whe the r the  Zyxe l De vic e  c a n c o nne c t to  the  Inte rne t.

Ne b ula  Co nne c tivity This fie ld  d isp la ys whe the r the  Zyxe l De vic e  c a n c o nne c t to  the  Zyxe l Ne b ula  C o ntro l 

C e nte r (NCC ).

Ne b ula  C o ntro l C e nte r Disc o ve ry Se tting

Ena b le Se le c t this o p tio n to  turn o n NCC d isc o ve ry o n the  Zyxe l De vic e . The  Zyxe l De vic e  will try 

to  d isc o ve r the  NC C a nd  g o  into  NC C ma na g e me nt mo d e  whe n it is c o nne c te d  to  the  

Inte rne t a nd  ha s b e e n re g iste re d  in the  NC C.

If NCC d isc o ve ry is d isa b le d , the  Zyxe l De vic e  will no t d isc o ve r the  NCC a nd  re ma in in 

sta nd a lo ne  o p e ra tio n.

Use  Pro xy to  Ac c e ss NCC If the  Zyxe l De vic e  is b e hind  a  p ro xy se rve r, yo u ne e d  to  se le c t this o p tio n a nd  c o nfig ure  

the  p ro xy se rve r se tting s so  tha t the  Zyxe l De vic e  c a n a c c e ss the  NC C thro ug h the  

p ro xy se rve r.

Pro xy Se rve r Ente r the  IP a d d re ss o f the  p ro xy se rve r.

Pro xy Po rt Ente r the  se rvic e  p o rt numb e r use d  b y the  pro xy se rve r.

Authe ntic a tio n Se le c t this o p tio n if the  p ro xy se rve r re q uire s a uthe ntic a tio n b e fo re  it g ra nts a c c e ss to  

the  NCC .

Use r Na me Ente r yo ur p ro xy use r na me .

Pa sswo rd Ente r yo ur pro xy p a sswo rd .

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t C lic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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C HA PTER 1 0

Wire le ss

10.1  Ove rvie w

This c ha p te r d isc usse s ho w to  c o nfig ure  the  wire le ss ne two rk se tting s in yo ur Zyxe l De vic e .

The  fo llo wing  fig ure  p ro vid e s a n e xa mp le  o f a  wire le ss ne two rk.

Fig ure  43   Exa mp le  o f a  Wire le ss Ne two rk

The  wire le ss ne two rk is the  p a rt in the  b lue  c irc le . In this wire le ss ne two rk, d e vic e s A  a nd  B a re  c a lle d  

wire le ss c lie nts. The  wire le ss c lie nts use  the  a c c e ss p o int (AP) to  inte ra c t with o the r d e vic e s (suc h a s the  

p rinte r) o r with the  Inte rne t. Yo ur Zyxe l De vic e  is the  AP.

10.1.1  Wha t You Ca n Do in this Cha pte r

• The  AP Ma na g e me nt sc re e n (Se c tio n 10.2 o n p a g e  76) a llo ws yo u to  ma na g e  the  Zyxe l De vic e ’ s 
g e ne ra l wire le ss se tting s.

• The  Rogue  AP sc re e n (Se c tio n 10.3 o n p a g e  79) a llo ws yo u to  a ssig n APs e ithe r to  the  ro g ue  AP list o r 
the  frie nd ly AP list.

• The  Loa d Ba la nc ing  sc re e n (Se c tio n 10.4 o n p a g e  83) a llo ws yo u to  c o nfig ure  ne two rk tra ffic  lo a d  
b a la nc ing  b e twe e n the  APs a nd  the  Zyxe l De vic e .

• The  DCS sc re e n (Se c tio n 10.4 o n p a g e  83) a llo ws yo u to  c o nfig ure  d yna mic  ra d io  c ha nne l se le c tio n.
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10.1.2  Wha t You Ne e d to  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Sta tion /  Wire le ss Clie nt

A sta tio n o r wire le ss c lie nt is a ny wire le ss-c a p a b le  d e vic e  tha t c a n c o nne c t to  a n AP using  a  wire le ss 

sig na l.

Dyna mic  Cha nne l Se le c tion (DCS)

Dyna mic  Cha nne l Se le c tio n (DCS) is a  fe a ture  tha t a llo ws a n AP to  a uto ma tic a lly se le c t the  ra d io  

c ha nne l whic h it b ro a d c a sts. Fo r mo re  info rma tio n, se e  Se c tio n 10.5 o n p a g e  84.

10.2  AP Ma na g e me nt

Use  this sc re e n to  ma na g e  the  Zyxe l De vic e ’ s g e ne ra l wire le ss se tting s. C lic k Config ura tion > Wire le ss > 

AP Ma na g e me nt to  a c c e ss this sc re e n.
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Fig ure  44   Co nfig ura tio n > Wire le ss > AP Ma na g e me nt

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  28   Co nfig ura tio n > Wire le ss > AP Ma na g e me nt

LABEL DESCRIPTION

Ra d io  1 Se tting

Ra d io  1 Ac tiva te Se le c t the  c he c k b o x to  e na b le  the  Zyxe l De vic e ’ s first (d e fa ult) ra d io .



Cha p te r 10 Wire le ss

NWA50AX Use r’ s G uid e

78

Ra d io  1 OP Mo d e Se le c t the  o p e ra ting  mo d e  fo r ra d io  1.

AP Mode  me a ns the  ra d io  c a n re c e ive  c o nne c tio ns fro m wire le ss c lie nts a nd  p a ss the ir d a ta  

tra ffic  thro ug h to  the  Zyxe l De vic e  to  b e  ma na g e d  (o r sub se q ue ntly p a sse d  o n to  a n 

upstre a m g a te wa y fo r ma na g ing ).

MON Mode  me a ns the  ra d io  mo nito rs the  b ro a d c a st a re a  fo r o the r APs, the n p a sse s the ir 

info rma tio n o n to  the  Zyxe l De vic e  whe re  it c a n b e  d e te rmine d  if tho se  APs a re  frie nd ly o r 

ro g ue . If a  ra d io  is se t to  this mo d e  it c a nno t re c e ive  c o nne c tio ns fro m wire le ss c lie nts (se e  

Se c tio n 1.2.3 o n p a g e  14).

Root AP me a ns the  ra d io  a c ts a s a n AP a nd  a lso  sup p o rts the  wire le ss c o nne c tio ns with 

o the r APs (in re p e a te r mo d e ) to  fo rm a  WDS (Wire le ss Distrib utio n Syste m) to  e xte nd  its 

wire le ss ne two rk.

Re pe a te r me a ns the  ra d io  c a n e sta b lish a  wire le ss c o nne c tio n with o the r APs (in e ithe r ro o t 

AP o r re p e a te r mo d e ) to  fo rm a  WDS.

Ra d io  1 Pro file Se le c t the  ra d io  p ro file  the  ra d io  use s.

No te : Yo u c a n o nly a p p ly a  2.4G  AP ra d io  p ro file  to  ra d io  1. Othe rwise , the  first 
ra d io  will no t b e  wo rking .

Ra d io  1 WDS Pro file This fie ld  is a va ila b le  o nly whe n the  ra d io  is in Root AP o r Re pe a te r mo d e .

Se le c t the  WDS pro file  the  ra d io  use s to  c o nne c t to  a  ro o t AP o r re p e a te r.

Up link Se le c tio n 

Mo d e

This fie ld  is a va ila b le  o nly whe n the  ra d io  is in Re pe a te r mo d e .

Se le c t AUTO  to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly use  the  se tting s in the  a p p lie d  WDS 

p ro file  to  c o nne c t to  a  ro o t AP o r re p e a te r.

Se le c t Ma nua l to  ha ve  the  Zyxe l De vic e  c o nne c t to  the  ro o t AP o r re p e a te r with the  MAC  

a d d re ss sp e c ifie d  in the  Ra dio 1 Uplink MAC Addre ss fie ld .

Ma x Outp ut Po we r Ente r the  ma ximum o utp ut p o we r (b e twe e n 0 to  30 d Bm) o f the  Zyxe l De vic e  in this fie ld . If 

the re  is a  hig h d e nsity o f APs in a n a re a , d e c re a se  the  o utp ut p o we r o f the  Zyxe l De vic e  to  

re d uc e  inte rfe re nc e  with o the r APs.

No te : Re d uc ing  the  o utp ut p o we r a lso  re d uc e s the  Zyxe l De vic e ’ s e ffe c tive  
b ro a d c a st ra d ius.

MBSSID Se tting s

Ed it C lic k Edit ic o n ( )to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  e ntry’ s se tting s. In so me  

ta b le s yo u c a n just c lic k a  ta b le  e ntry a nd  e d it it d ire c tly in the  ta b le . Fo r tho se  typ e s o f 

ta b le s sma ll re d  tria ng le s d isp la y fo r ta b le  e ntrie s with c ha ng e s tha t yo u ha ve  no t ye t 

a pp lie d .

# This fie ld  sho ws the  ind e x numb e r o f the  SSID

SSID Pro file This fie ld  d isp la ys the  SSID p ro file  tha t is a sso c ia te d  with the  ra d io  p ro file .

Ra d io  2 Se tting

Ra d io  2 Ac tiva te This d isp la ys if the  Zyxe l De vic e  ha s a  se c o nd  ra d io .

Se le c t the  c he c k b o x to  e na b le  the  Zyxe l De vic e ’ s se c o nd  ra d io .

Ta b le  28   Co nfig ura tio n > Wire le ss > AP Ma na g e me nt (c o ntinue d )

LABEL DESCRIPTION
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10.3  Rog ue  AP

Use  this sc re e n to  e na b le  Rogue  AP De te c tion a nd  imp o rt/ e xp o rt a  ro g ue  o r frie nd ly AP list in a  txt file . 

C lic k Configura tion > Wire le ss > Rog ue  AP to  a c c e ss this sc re e n.

Ra d io  2 O P Mo d e This d isp la ys if the  Zyxe l De vic e  ha s a  se c o nd  ra d io . Se le c t the  o p e ra ting  mo d e  fo r ra d io  2.

AP Mode  me a ns the  ra d io  c a n re c e ive  c o nne c tio ns fro m wire le ss c lie nts a nd  p a ss the ir d a ta  

tra ffic  thro ug h to  the  Zyxe l De vic e  to  b e  ma na g e d  (o r sub se q ue ntly p a sse d  o n to  a n 

upstre a m g a te wa y fo r ma na g ing ).

MON Mode  me a ns the  ra d io  mo nito rs the  b ro a d c a st a re a  fo r o the r APs, the n p a sse s the ir 

info rma tio n o n to  the  Zyxe l De vic e  whe re  it c a n b e  d e te rmine d  if tho se  APs a re  frie nd ly o r 

ro g ue . If a  ra d io  is se t to  this mo d e  it c a nno t re c e ive  c o nne c tio ns fro m wire le ss c lie nts (se e  

Se c tio n 1.2.3 o n p a g e  14).

Root AP me a ns the  ra d io  a c ts a s a n AP a nd  a lso  sup p o rts the  wire le ss c o nne c tio ns with 

o the r APs (in re p e a te r mo d e ) to  fo rm a  WDS to  e xte nd  its wire le ss ne two rk.

Re pe a te r me a ns the  ra d io  c a n e sta b lish a  wire le ss c o nne c tio n with o the r APs (in e ithe r ro o t 

AP o r re p e a te r mo d e ) to  fo rm a  WDS.

Ra d io  2 Pro file This d isp la ys if the  Zyxe l De vic e  ha s a  se c o nd  ra d io . Se le c t the  ra d io  p ro file  the  ra d io  use s.

No te : Yo u c a n o nly a p p ly a  5G  AP ra d io  p ro file  to  ra d io  2. Othe rwise , the  se c o nd  
ra d io  will no t b e  wo rking .

Ra d io  2 WDS Pro file This fie ld  is a va ila b le  o nly whe n the  ra d io  is in Root AP o r Re pe a te r mo d e .

Se le c t the  WDS pro file  the  ra d io  use s to  c o nne c t to  a  ro o t AP o r re p e a te r.

Up link Se le c tio n 

Mo d e

This fie ld  is a va ila b le  o nly whe n the  ra d io  is in Re pe a te r mo d e .

Se le c t AUTO  to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly use  the  se tting s in the  a p p lie d  WDS 

p ro file  to  c o nne c t to  a  ro o t AP o r re p e a te r.

Se le c t Ma nua l to  ha ve  the  Zyxe l De vic e  c o nne c t to  the  ro o t AP o r re p e a te r with tb e  MAC 

a d d re ss sp e c ifie d  in the  Ra dio 2 Uplink MAC Addre ss fie ld .

Ma x Outp ut Po we r Ente r the  ma ximum o utp ut p o we r (b e twe e n 0 to  30 d Bm) o f the  Zyxe l De vic e  in this fie ld . If 

the re  is a  hig h d e nsity o f APs in a n a re a , d e c re a se  the  o utp ut p o we r o f the  Zyxe l De vic e  to  

re d uc e  inte rfe re nc e  with o the r APs.

No te : Re d uc ing  the  o utp ut p o we r a lso  re d uc e s the  Zyxe l De vic e ’ s e ffe c tive  
b ro a d c a st ra d ius.

MBSSID Se tting s

Ed it C lic k Edit ( )to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  e ntry’ s se tting s. In so me  ta b le s 

yo u c a n just c lic k a  ta b le  e ntry a nd  e d it it d ire c tly in the  ta b le . Fo r tho se  typ e s o f ta b le s sma ll 

re d  tria ng le s d isp la y fo r ta b le  e ntrie s with c ha ng e s tha t yo u ha ve  no t ye t a p p lie d .

# This fie ld  sho ws the  ind e x numb e r o f the  SSID

SSID Pro file This fie ld  sho ws the  SSID p ro file  tha t is a sso c ia te d  with the  ra d io  p ro file .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  28   Co nfig ura tio n > Wire le ss > AP Ma na g e me nt (c o ntinue d )

LABEL DESCRIPTION
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Rog ue  APs

A ro g ue  AP is a  wire le ss a c c e ss p o int o p e ra ting  in a  ne two rk’ s c o ve ra g e  a re a  tha t is no t und e r the  

c o ntro l o f the  ne two rk a d ministra to r, a nd  whic h c a n p o te ntia lly o p e n up  ho le s in a  ne two rk’ s se c urity.

In the  fo llo wing  e xa mp le , a  c o rp o ra te  ne two rk’ s se c urity is c o mp ro mise d  b y a  ro g ue  AP (RG ) se t up  b y 

a n e mp lo ye e  a t his wo rksta tio n in o rd e r to  a llo w him to  c o nne c t his no te b o o k c o mp ute r wire le ssly (A). 

The  c o mp a ny’ s le g itima te  wire le ss ne two rk (the  d a she d  e llip se  B) is we ll-se c ure d , b ut the  ro g ue  AP use s 

infe rio r se c urity tha t is e a sily b ro ke n b y a n a tta c ke r (X) running  re a d ily a va ila b le  e nc ryp tio n-c ra c king  

so ftwa re . In this e xa mp le , the  a tta c ke r no w ha s a c c e ss to  the  c o mp a ny ne two rk, inc lud ing  se nsitive  

d a ta  sto re d  o n the  file  se rve r (C ).

Fig ure  45   Ro g ue  AP Exa mp le

Frie ndly APs

If yo u ha ve  mo re  tha n o ne  AP in yo ur wire le ss ne two rk, yo u sho uld  a lso  c o nfig ure  a  list o f “ frie nd ly”  APs. 

Frie nd ly APs a re  wire le ss a c c e ss p o ints tha t yo u kno w a re  no t a  thre a t. It is re c o mme nd e d  tha t yo u 

e xp o rt (sa ve ) yo ur list o f frie nd ly APs o fte n, e sp e c ia lly if yo u ha ve  a  ne two rk with a  la rg e  numb e r o f 

a c c e ss p o ints. Exp o rte d  lists sho w MAC a d d re sse s in txt file  fo rma t se p a ra te d  b y line  b re a ks.

Rog ue  AP De te c tion

This fe a ture  a llo ws the  Zyxe l De vic e  to  mo nito r the  WiFi sig na ls fo r o the r wire le ss APs (se e  a lso  Se c tio n 

1.2.3 o n p a g e  14). De te c te d  APs will a p p e a r in the  Monitor > Wire le ss > De te c te d De vic e  sc re e n, whe re  

the  Zyxe l De vic e  will la b e l APs with the  c rite ria  yo u se le c t in Suspe c te d Rog ue  AP Cla ssific a tion Rule  a s a  

susp e c te d  ro g ue . The  APs whic h yo u ma rk a s e ithe r ro g ue  o r frie nd ly APs in the  Monitor > Wire le ss > 

De te c te d De vic e  sc re e n will a p p e a r in the  Wire le ss > Rog ue  AP sc re e n. Se e  Se c tio n 1.4 o n p a g e  18 to  
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kno w whic h mo d e ls sup p o rt Rog ue  AP De te c tion.

No te : Ena b ling  Rog ue  AP De te c tion mig ht a ffe c t the  p e rfo rma nc e  o f wire le ss c lie nts 
a sso c ia te d  with the  Zyxe l De vic e .

Fig ure  46   Co nfig ura tio n > Wire le ss > Ro g ue  AP (fo r Zyxe l De vic e s tha t sup p o rt Mo nito r mo d e )
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Fig ure  47   Co nfig ura tio n > Wire le ss > Ro g ue  AP (fo r Zyxe l De vic e s tha t sup p o rt Ro g ue  AP De te c tio n)

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  29   Co nfig ura tio n > Wire le ss > Ro g ue  AP

LABEL DESCRIPTION

Ro g ue  AP De te c tio n Se tting

Ena b le  Ro g ue  AP 

De te c tio n

Se le c t this c he c k b o x to  d e te c t Ro g ue  APs in the  ne two rk.

Suspe c te d  Ro g ue  AP 

C la ssific a tio n Rule

Se le c t the  c he c k b o xe s (We a k Se c urity (Ope n, WEP, WPA- PSK), Hidde n SSID, SSID 

Ke yword) o f the  c ha ra c te ristic s a n AP sho uld  ha ve  fo r the  Zyxe l De vic e  to  ma rk it a s a  

Ro g ue  AP.

Ad d C lic k this to  a d d  a n SSID Ke ywo rd .

Ed it Se le c t a n SSID Ke ywo rd  a nd  c lic k this b utto n to  mo d ify it.

Re mo ve Se le c t a n e xisting  SSID ke ywo rd  a nd  c lic k this b utto n to  d e le te  it.

# This is the  SSID Ke ywo rd ’ s ind e x numb e r in this list.

SSID Ke ywo rd This fie ld  d isp la ys the  SSID Ke ywo rd .

Ro g ue / Frie nd ly AP List

Ad d C lic k this b utto n to  a d d  a n AP to  the  list a nd  a ssig n it e ithe r frie nd ly o r ro g ue  sta tus.

Ed it Se le c t a n AP in the  list to  e d it a nd  re a ssig n its sta tus.

Re mo ve Se le c t a n AP in the  list to  re mo ve .

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a ny inte rfa c e .
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10.3.1  Add/ Edit Rog ue / Frie ndly List

Clic k Add  o r se le c t a n AP a nd  c lic k the  Edit b utto n in the  Config ura tion > Wire le ss > Rog ue  AP ta b le  to  

d isp la y this sc re e n.

Fig ure  48   Co nfig ura tio n > Wire le ss > Ro g ue  AP > Ad d / Ed it Ro g ue / Frie nd ly AP List

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

10.4   DCS

Use  this sc re e n to  c o nfig ure  d yna mic  ra d io  c ha nne l se le c tio n (se e  Dyna mic  Cha nne l Se le c tio n (DCS) o n 

p a g e  76). C lic k Config ura tion > Wire le ss > DCS to  a c c e ss this sc re e n.

Ro le This fie ld  ind ic a te s whe the r the  se le c te d  AP is a  rog ue - a p  o r a  frie ndly- a p . To  c ha ng e  the  

AP’ s ro le , c lic k the  Edit b utto n.

MAC Ad d re ss This fie ld  ind ic a te s the  AP’ s ra d io  MAC a d d re ss.

De sc rip tio n This fie ld  d isp la ys the  AP’ s d e sc rip tio n. Yo u c a n mo d ify this b y c lic king  the  Edit b utto n.

Ro g ue / Frie nd ly AP List 

Imp o rting / Exp o rting

The se  c o ntro ls a llo w yo u to  e xp o rt the  c urre nt list o f ro g ue  a nd  frie nd ly APs o r imp o rt 

e xisting  lists.

File  Pa th /  Bro wse  /  
Imp o rting

Ente r the  file  na me  a nd  p a th o f the  list yo u wa nt to  imp o rt o r c lic k the  Browse  b utto n to  

lo c a te  it. Onc e  the  File  Pa th fie ld  ha s b e e n p o p ula te d , c lic k Importing  to  b ring  the  list into  

the  Zyxe l De vic e .

Yo u ne e d  to  wa it a  while  fo r the  imp o rting  p ro c e ss to  finish.

Exp o rting C lic k this b utto n to  e xp o rt the  c urre nt list o f e ithe r ro g ue  APs o r frie nd ly APS.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t C lic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  29   Co nfig ura tio n > Wire le ss > Ro g ue  AP (c o ntinue d )

LABEL DESCRIPTION

Ta b le  30   Co nfig ura tio n > Wire le ss > Ro g ue  AP > Ad d / Ed it Ro g ue / Frie nd ly AP List

LABEL DESCRIPTION

MAC Ente r the  MAC  a d d re ss o f the  AP yo u wa nt to  a d d  to  the  list. A MAC  a d d re ss is a  uniq ue  

ha rd wa re  id e ntifie r in the  fo llo wing  he xa d e c ima l fo rma t: xx:xx:xx:xx:xx:xx whe re  xx is a  

he xa d e c ima l numb e r se p a ra te d  b y c o lo ns.

De sc rip tio n Ente r up  to  60 c ha ra c te rs fo r the  AP’ s d e sc rip tio n. Sp a c e s a nd  und e rsc o re s a re  a llo we d .

Ro le Se le c t e ithe r Rog ue  AP o r Frie ndly AP fo r the  AP’ s ro le .

OK Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  c lo se  the  wind o w with c ha ng e s unsa ve d .
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Fig ure  49   Co nfig ura tio n > Wire le ss > DCS

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

10.5  Te c hnic a l Re fe re nc e

The  fo llo wing  se c tio n c o nta ins a d d itio na l te c hnic a l info rma tio n a b o ut the  fe a ture s d e sc rib e d  in this 

c ha p te r.

Dyna mic  Cha nne l Se le c tion

Whe n nume ro us APs b ro a d c a st within a  g ive n a re a , the y intro d uc e  the  p o ssib ility o f he ig hte ne d  ra d io  

inte rfe re nc e , e sp e c ia lly if so me  o r a ll o f the m a re  b ro a d c a sting  o n the  sa me  ra d io  c ha nne l. If the  

inte rfe re nc e  b e c o me s to o  g re a t, the n the  ne two rk a d ministra to r must o p e n his AP c o nfig ura tio n o p tio ns 

a nd  ma nua lly c ha ng e  the  c ha nne l to  o ne  tha t no  o the r AP is using  (o r a t le a st a  c ha nne l tha t ha s a  

lo we r le ve l o f inte rfe re nc e ) in o rd e r to  g ive  the  c o nne c te d  sta tio ns a  minimum d e g re e  o f inte rfe re nc e . 

Dyna mic  c ha nne l se le c tio n fre e s the  ne two rk a d ministra to r fro m this ta sk b y le tting  the  AP d o  it 

a uto ma tic a lly. The  AP c a n sc a n the  a re a  a ro und  it lo o king  fo r the  c ha nne l with the  le a st a mo unt o f 

inte rfe re nc e .

In the  2.4 G Hz sp e c trum, e a c h c ha nne l fro m 1 to  13 is b ro ke n up  into  d isc re te  22 MHz se g me nts tha t a re  

sp a c e d  5 MHz a p a rt. Cha nne l 1 is c e nte re d  o n 2.412 G Hz while  c ha nne l 13 is c e nte re d  o n 2.472 GHz.

Fig ure  50   An Exa mp le  Thre e -Cha nne l De p lo yme nt

Ta b le  31   Co nfig ura tio n > Wire le ss > DCS

LABEL DESCRIPTION

DCS No w Clic k this to  ha ve  the  Zyxe l De vic e  sc a n fo r a nd  se le c t a n a va ila b le  c ha nne l imme d ia te ly.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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Thre e  c ha nne ls a re  situa te d  in suc h a  wa y a s to  c re a te  a lmo st no  inte rfe re nc e  with o ne  a no the r if use d  

e xc lusive ly: 1, 6 a nd  11. Whe n a n AP b ro a d c a sts o n a ny o f the se  3 c ha nne ls, it sho uld  no t inte rfe re  with 

ne ig hb o ring  APs a s lo ng  a s the y a re  a lso  limite d  to  sa me  trio .

Fig ure  51   An Exa mp le  Fo ur-Cha nne l De p lo yme nt

Ho we ve r, so me  re g io ns re q uire  the  use  o f o the r c ha nne ls a nd  o fte n use  a  sa fe ty sc he me  with the  

fo llo wing  fo ur c ha nne ls: 1, 4, 7 a nd  11. While  the y a re  situa te d  suffic ie ntly c lo se  to  b o th e a c h o the r a nd  

the  thre e  so -c a lle d  “ sa fe ”  c ha nne ls (1,6 a nd  11) tha t inte rfe re nc e  b e c o me s ine vita b le , the  se ve rity o f it is 

d e p e nd e nt up o n o the r fa c to rs: p ro ximity to  the  a ffe c te d  AP, sig na l stre ng th, a c tivity, a nd  so  o n.

Fina lly, the re  is a n a lte rna tive  fo ur c ha nne l sc he me  fo r ETSI, c o nsisting  o f c ha nne ls 1, 5, 9, 13. This o ffe rs 

sig nific a ntly le ss o ve rla p  tha t the  o the r o ne .

Fig ure  52   An Alte rna tive  Fo ur-Cha nne l De p lo yme nt
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C HA PTER 1 1

Use r

11.1  Ove rvie w

This c ha p te r d e sc rib e s ho w to  se t up  use r a c c o unts a nd  use r se tting s fo r the  Zyxe l De vic e .

11.1.1  Wha t You Ca n Do in this Cha pte r

• The  Use r sc re e n (se e  Se c tio n 11.2 o n p a g e  87) p ro vid e s a  summa ry o f a ll use r a c c o unts.

• The  Se tting  sc re e n (se e  Se c tio n 11.3 o n p a g e  89) c o ntro ls d e fa ult se tting s, lo g in se tting s, lo c ko ut 
se tting s, a nd  o the r use r se tting s fo r the  Zyxe l De vic e .

11.1.2  Wha t You Ne e d To Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Use r Ac c ount

A use r a c c o unt d e fine s the  p rivile g e s o f a  use r lo g g e d  into  the  Zyxe l De vic e . Use r a c c o unts a re  use d  in 

c o ntro lling  a c c e ss to  c o nfig ura tio n a nd  se rvic e s in the  Zyxe l De vic e .

Use r Type s

The se  a re  the  typ e s o f use r a c c o unts the  Zyxe l De vic e  use s.

No te : The  d e fa ult a dmin a c c o unt is a lwa ys a uthe ntic a te d  lo c a lly, re g a rd le ss o f the  
a uthe ntic a tio n me tho d  se tting .

Ta b le  32   Typ e s o f Use r Ac c o unts

TYPE ABILITIES LOGIN METHOD(S)

Ad min Use rs

a d min Cha ng e  Zyxe l De vic e  c o nfig ura tio n (we b , CLI) WWW, TELNET, SSH, FTP

limite d -a d min Lo o k a t Zyxe l De vic e  c o nfig ura tio n (we b , CLI)

Pe rfo rm b a sic  d ia g no stic s (CLI)

WWW, TELNET, SSH

Ac c e ss Use rs

use r Use d  fo r the  e mb e d d e d  RADIUS se rve r a nd  

SNMPv3 use r a c c e ss

Bro wse  use r-mo d e  c o mma nd s (C LI)
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11.2  Use r Summa ry

The  Use r sc re e n p ro vid e s a  summa ry o f a ll use r a c c o unts. To  a c c e ss this sc re e n c lic k Config ura tion > 

Obje c t > Use r.

Fig ure  53   Co nfig ura tio n > Ob je c t > Use r

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

11.2.1  Add/ Edit Use r

The  Use r Add/ Edit sc re e n a llo ws yo u to  c re a te  a  ne w use r a c c o unt o r e d it a n e xisting  o ne .

11.2.1.1  Rule s for Use r Na me s

Ente r a  use r na me  fro m 1 to  31 c ha ra c te rs.

The  use r na me  c a n o nly c o nta in the  fo llo wing  c ha ra c te rs:

• Alp ha nume ric  A-z 0-9 (the re  is no  unic o d e  sup p o rt)

• _ [und e rsc o re s]

Ta b le  33   Co nfig ura tio n > Ob je c t > Use r

LABEL DESCRIPTION

Ad d Clic k this to  c re a te  a  ne w e ntry.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  

e ntry’ s se tting s.

Re mo ve To  re mo ve  a n e ntry, se le c t it a nd  c lic k Re move . The  Zyxe l De vic e  c o nfirms yo u wa nt to  

re mo ve  it b e fo re  d o ing  so .

O b je c t Re fe re nc e Se le c t a n e ntry a nd  c lic k Obje c t Re fe re nc e  to  o p e n a  sc re e n tha t sho ws whic h se tting s use  

the  e ntry.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

Use r Na me This fie ld  d isp la ys the  use r na me  o f e a c h use r.

Use r Typ e This fie ld  d isp la ys typ e  o f use r this a c c o unt wa s c o nfig ure d  a s.

• a dmin - this use r c a n lo o k a t a nd  c ha ng e  the  c o nfig ura tio n o f the  Zyxe l De vic e

• limite d- a dmin - this use r c a n lo o k a t the  c o nfig ura tio n o f the  Zyxe l De vic e  b ut no t to  
c ha ng e  it

• use r - this use r ha s a c c e ss to  the  Zyxe l De vic e ’ s se rvic e s b ut c a nno t lo o k a t the  
c o nfig ura tio n

De sc rip tio n This fie ld  d isp la ys the  d e sc rip tio n fo r e a c h use r.
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• - [d a she s]

The  first c ha ra c te r must b e  a lp ha b e tic a l (A-Z a -z), a n und e rsc o re  (_), o r a  d a sh (-). Othe r limita tio ns o n 

use r na me s a re :

• Use r na me s a re  c a se -se nsitive . If yo u e nte r a  use r 'b o b ' b ut use  'BOB' whe n c o nne c ting  via  CIFS o r FTP, 
it will use  the  a c c o unt se tting s use d  fo r 'BOB' no t ‘ b o b ’ .

• Use r na me s ha ve  to  b e  d iffe re nt tha n use r g ro up  na me s.

• He re  a re  the  re se rve d  use r na me s:

To  a c c e ss this sc re e n, g o  to  the  Use r sc re e n, a nd  c lic k Add o r Edit.

Fig ure  54   Co nfig ura tio n > Ob je c t > Use r > Ad d / Ed it A Use r

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

• a d m • a d min • a ny • b in • d a e mo n

• d e b ug • d e vic e ha e c ive d • ftp • g a me s • ha lt

• ld a p -use rs • lp • ma il • ne ws • no b o d y

• o p e ra to r • ra d ius-use rs • ro o t • shutd o wn • sshd

• sync • uuc p • zyxe l

Ta b le  34   Co nfig ura tio n > Use r > Use r > Ad d / Ed it A Use r

LABEL DESCRIPTION

Use r Na me Type  the  use r na me  fo r this use r a c c o unt. Yo u ma y use  1-31 a lp ha nume ric  c ha ra c te rs, 

und e rsc o re s(_), o r d a she s (-), b ut the  first c ha ra c te r c a nno t b e  a  numb e r. This va lue  is c a se -

se nsitive . Use r na me s ha ve  to  b e  d iffe re nt tha n use r g ro up  na me s, a nd  so me  wo rd s a re  

re se rve d .

Use r Typ e Se le c t wha t typ e  o f use r this is. Cho ic e s a re :

• a dmin - this use r c a n lo o k a t a nd  c ha ng e  the  c o nfig ura tio n o f the  Zyxe l De vic e

• limite d- a dmin - this use r c a n lo o k a t the  c o nfig ura tio n o f the  Zyxe l De vic e  b ut no t to  
c ha ng e  it

• use r - this is use d  fo r e mb e d d e d  RADIUS se rve r a nd  SNMPv3 use r a c c e ss

Pa sswo rd Ente r the  p a sswo rd  o f this use r a c c o unt. It c a n c o nsist o f 4 - 63 a lpha nume ric  c ha ra c te rs.

Re typ e Re -e nte r the  p a sswo rd  to  ma ke  sure  yo u ha ve  e nte re d  it c o rre c tly.

De sc rip tio n Ente r the  d e sc rip tio n o f e a c h use r, if a ny. Yo u c a n use  up  to  60 p rinta b le  ASCII c ha ra c te rs. 

De fa ult d e sc rip tio ns a re  p ro vid e d .
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11.3  Se tting

This sc re e n c o ntro ls d e fa ult se tting s, lo g in se tting s, lo c ko ut se tting s, a nd  o the r use r se tting s fo r the  Zyxe l 

De vic e .

To  a c c e ss this sc re e n, lo g in to  the  We b  Co nfig ura to r, a nd  c lic k Config ura tion > Obje c t > Use r > Se tting .

Authe ntic a tio n 

Time o ut Se tting s

This fie ld  is no t a va ila b le  if the  use r typ e  is use r.

If yo u wa nt to  se t a uthe ntic a tio n time o ut to  a  va lue  o the r tha n the  d e fa ult se tting s, se le c t 

Use  Ma nua l Se tting s the n fill yo ur p re fe rre d  va lue s in the  fie ld s tha t fo llo w.

Le a se  Time This fie ld  is no t a va ila b le  if the  use r typ e  is use r.

Ente r the  numb e r o f minute s this use r ha s to  re ne w the  c urre nt se ssio n b e fo re  the  use r is 

lo g g e d  o ut. Yo u c a n sp e c ify 1 to  1440 minute s. Yo u c a n e nte r 0 to  ma ke  the  numb e r o f 

minute s unlimite d . Ad min use rs re ne w the  se ssio n e ve ry time  the  ma in sc re e n re fre she s in the  

We b  Co nfig ura to r.

Re a uthe ntic a tio n 

Time

This fie ld  is no t a va ila b le  if the  use r typ e  is use r.

Typ e  the  numb e r o f minute s this use r c a n b e  lo g g e d  into  the  Zyxe l De vic e  in o ne  se ssio n 

b e fo re  the  use r ha s to  lo g  in a g a in. Yo u c a n sp e c ify 1 to  1440 minute s. Yo u c a n e nte r 0 to  

ma ke  the  numb e r o f minute s unlimite d . Unlike  Le a se  Time , the  use r ha s no  o p p o rtunity to  

re ne w the  se ssio n witho ut lo g g ing  o ut.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  34   Co nfig ura tio n > Use r > Use r > Ad d / Ed it A Use r (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  55   Co nfig ura tio n > Ob je c t > Use r > Se tting

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  35   Co nfig ura tio n > Ob je c t > Use r > Se tting

LABEL DESCRIPTION

Use r De fa ult Se tting

De fa ult Authe ntic a tio n 

Time o ut Se tting s

The se  a uthe ntic a tio n time o ut se tting s a re  use d  b y d e fa ult whe n yo u c re a te  a  ne w 

use r a c c o unt. The y a lso  c o ntro l the  se tting s fo r a ny e xisting  use r a c c o unts tha t a re  

se t to  use  the  d e fa ult se tting s. Yo u c a n still ma nua lly c o nfig ure  a ny use r a c c o unt’ s 

a uthe ntic a tio n time o ut se tting s.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n 

mo d ify the  e ntry’ s se tting s.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  e ntry.

Use r Typ e The se  a re  the  kind s o f use r a c c o unt the  Zyxe l De vic e  sup p o rts.

• a dmin - this use r c a n lo o k a t a nd  c ha ng e  the  c o nfig ura tio n o f the  Zyxe l De vic e

• limite d- a dmin - this use r c a n lo o k a t the  c o nfig ura tio n o f the  Zyxe l De vic e  b ut no t 
to  c ha ng e  it

• use r - this is use d  fo r e mb e d d e d  RADIUS se rve r a nd  SNMPv3 use r a c c e ss

Le a se  Time This is the  d e fa ult le a se  time  in minute s fo r e a c h typ e  o f use r a c c o unt. It d e fine s the  

numb e r o f minute s the  use r ha s to  re ne w the  c urre nt se ssio n b e fo re  the  use r is 

lo g g e d  o ut.

Ad min use rs re ne w the  se ssio n e ve ry time  the  ma in sc re e n re fre she s in the  We b  

Co nfig ura to r.

Re a uthe ntic a tio n Time This is the  d e fa ult re a uthe ntic a tio n time  in minute s fo r e a c h typ e  o f use r a c c o unt. It 

d e fine s the  numb e r o f minute s the  use r c a n b e  lo g g e d  into  the  Zyxe l De vic e  in o ne  

se ssio n b e fo re  ha ving  to  lo g  in a g a in. Unlike  Le a se  Time , the  use r ha s no  o p p o rtunity 

to  re ne w the  se ssio n witho ut lo g g ing  o ut.

Use r Lo g o n Se tting s
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11.3.1  Edit Use r Authe ntic a tion Time out Se tting s

This sc re e n a llo ws yo u to  se t the  d e fa ult a uthe ntic a tio n time o ut se tting s fo r the  se le c te d  typ e  o f use r 

a c c o unt. The se  d e fa ult a uthe ntic a tio n time o ut se tting s a lso  c o ntro l the  se tting s fo r a ny e xisting  use r 

a c c o unts tha t a re  se t to  use  the  d e fa ult se tting s. Yo u c a n still ma nua lly c o nfig ure  a ny use r a c c o unt’ s 

a uthe ntic a tio n time o ut se tting s.

To  a c c e ss this sc re e n, g o  to  the  Config ura tion > Obje c t > Use r > Se tting  sc re e n, se le c t o ne  o f the  De fa ult 

Authe ntic a tion Time out Se tting s e ntry a nd  c lic k the  Edit ic o n.

Fig ure  56   Use r > Se tting  > Ed it Use r Authe ntic a tio n Time o ut Se tting s

Limit the  numb e r o f 
simulta ne o us lo g o ns fo r 
a d ministra tio n a c c o unt

Se le c t this c he c k b o x if yo u wa nt to  se t a  limit o n the  numb e r o f simulta ne o us lo g ins 

b y a d min use rs. If yo u d o  no t se le c t this, a d min use rs c a n lo g in a s ma ny time s a s the y 

wa nt a t the  sa me  time  using  the  sa me  o r d iffe re nt IP a d d re sse s.

Ma ximum numb e r p e r 
a d ministra tio n a c c o unt

This fie ld  is e ffe c tive  whe n Limit ... for a dministra tion a c c ount is c he c ke d . Type  the  

ma ximum numb e r o f simulta ne o us lo g ins b y e a c h a d min use r.

Use r Lo c ko ut Se tting s

Ena b le  lo g o n re try limit Se le c t this c he c k b o x to  se t a  limit o n the  numb e r o f time s e a c h use r c a n lo g in 

unsuc c e ssfully (fo r e xa mp le , wro ng  p a sswo rd ) b e fo re  the  IP a d d re ss is lo c ke d  o ut fo r 

a  sp e c ifie d  a mo unt o f time .

Ma ximum re try c o unt This fie ld  is e ffe c tive  whe n Ena ble  log on re try limit is c he c ke d . Typ e  the  ma ximum 

numb e r o f time s e a c h use r c a n lo g in unsuc c e ssfully b e fo re  the  IP a d d re ss is lo c ke d  

o ut fo r the  sp e c ifie d  loc kout pe riod . The  numb e r must b e  b e twe e n 1 a nd  99.

Lo c ko ut p e rio d This fie ld  is e ffe c tive  whe n Ena ble  log on re try limit is c he c ke d . Typ e  the  numb e r o f 

minute s the  use r must wa it to  try to  lo g in a g a in, if log on re try limit is e na b le d  a nd  the  

ma ximum re try c ount is re a c he d . This numb e r must b e  b e twe e n 1 a nd  65,535 (a b o ut 

45.5 d a ys).

Ap p ly Clic k Apply to  sa ve  the  c ha ng e s.

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  35   Co nfig ura tio n > Ob je c t > Use r > Se tting  (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  36   Use r > Se tting  > Ed it Use r Authe ntic a tio n Time o ut Se tting s

LABEL DESCRIPTION

Use r Typ e This re a d -o nly fie ld  id e ntifie s the  typ e  o f use r a c c o unt fo r whic h yo u a re  c o nfig uring  the  

d e fa ult se tting s.

• a dmin - this use r c a n lo o k a t a nd  c ha ng e  the  c o nfig ura tio n o f the  Zyxe l De vic e .

• limite d- a dmin - this use r c a n lo o k a t the  c o nfig ura tio n o f the  Zyxe l De vic e  b ut no t to  
c ha ng e  it.

Le a se  Time Ente r the  numb e r o f minute s this typ e  o f use r a c c o unt ha s to  re ne w the  c urre nt se ssio n 

b e fo re  the  use r is lo g g e d  o ut. Yo u c a n sp e c ify 1 to  1440 minute s. Yo u c a n e nte r 0 to  ma ke  

the  numb e r o f minute s unlimite d .

Ad min use rs re ne w the  se ssio n e ve ry time  the  ma in sc re e n re fre she s in the  We b  C o nfig ura to r. 

Ac c e ss use rs c a n re ne w the  se ssio n b y c lic king  the  Re ne w b utto n o n the ir sc re e n. If yo u a llo w 

a c c e ss use rs to  re ne w time  a uto ma tic a lly, the  use rs c a n se le c t this c he c k b o x o n the ir sc re e n 

a s we ll. In this c a se , the  se ssio n is a uto ma tic a lly re ne we d  b e fo re  the  le a se  time  e xp ire s.

Re a uthe ntic a tio n 

Time

Typ e  the  numb e r o f minute s this typ e  o f use r a c c o unt c a n b e  lo g g e d  into  the  Zyxe l De vic e  in 

o ne  se ssio n b e fo re  the  use r ha s to  lo g  in a g a in. Yo u c a n sp e c ify 1 to  1440 minute s. Yo u c a n 

e nte r 0 to  ma ke  the  numb e r o f minute s unlimite d . Unlike  Le a se  Time , the  use r ha s no  

o p p o rtunity to  re ne w the  se ssio n witho ut lo g g ing  o ut.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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C HA PTER 1 2

AP Profile

12.1  Ove rvie w

This c ha p te r sho ws yo u ho w to  c o nfig ure  p re se t p ro file s fo r the  Zyxe l De vic e .

12.1.1  Wha t You Ca n Do in this Cha pte r

• The  Ra dio sc re e n (Se c tio n 12.2 o n p a g e  94) c re a te s ra d io  c o nfig ura tio ns tha t c a n b e  use d  b y the  APs.

• The  SSID sc re e n (Se c tio n 12.3 o n p a g e  100) c o nfig ure s thre e  d iffe re nt typ e s o f p ro file s fo r yo ur 
ne two rke d  APs.

12.1.2  Wha t You Ne e d To Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Wire le ss Profile s

At the  he a rt o f a ll wire le ss AP c o nfig ura tio ns o n the  Zyxe l De vic e  a re  p ro file s. A p ro file  re p re se nts a  g ro up  

o f sa ve d  se tting s tha t yo u c a n use  a c ro ss a ny numb e r o f c o nne c te d  APs. Yo u c a n se t up  the  fo llo wing  

wire le ss p ro file  typ e s:

• Ra dio  - This p ro file  typ e  d e fine s the  p ro p e rtie s o f a n AP’ s ra d io  tra nsmitte r. Yo u c a n ha ve  a  ma ximum 
o f 64 ra d io  p ro file s o n the  Zyxe l De vic e .

• SSID - This p ro file  typ e  d e fine s the  p ro p e rtie s o f a  sing le  wire le ss ne two rk sig na l b ro a d c a st b y a n AP. 
Ea c h ra d io  o n a  sing le  AP c a n b ro a d c a st up  to  8 SSIDs. Yo u c a n ha ve  a  ma ximum o f 64 SSID p ro file s 
o n the  Zyxe l De vic e .

• Se c urity - This p ro file  typ e  d e fine s the  se c urity se tting s use d  b y a  sing le  SSID. It c o ntro ls the  e nc ryp tio n 
me tho d  re q uire d  fo r a  wire le ss c lie nt to  a sso c ia te  itse lf with the  SSID. Yo u c a n ha ve  a  ma ximum o f 64 
se c urity p ro file s o n the  Zyxe l De vic e .

• MAC Filte ring  - This p ro file  p ro vid e s a n a d d itio na l la ye r o f se c urity fo r a n SSID, a llo wing  yo u to  b lo c k 
a c c e ss o r a llo w a c c e ss to  tha t SSID b a se d  o n wire le ss c lie nt MAC a d d re sse s. If a  c lie nt’ s MAC a d d re ss 
is o n the  list, the n it is e ithe r a llo we d  o r d e nie d , d e p e nd ing  o n ho w yo u se t up  the  MAC Filte r p ro file . 
Yo u c a n ha ve  a  ma ximum o f 64 MAC filte ring  p ro file s o n the  Zyxe l De vic e .

SSID

The  SSID (Se rvic e  Se t IDe ntifie r) is the  na me  tha t id e ntifie s the  Se rvic e  Se t with whic h a  wire le ss sta tio n is 

a sso c ia te d . Wire le ss sta tio ns a sso c ia ting  to  the  a c c e ss p o int (AP) must ha ve  the  sa me  SSID. In o the r 

wo rd s, it is the  na me  o f the  wire le ss ne two rk tha t c lie nts use  to  c o nne c t to  it.
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WEP

WEP (Wire d  Eq uiva le nt Priva c y) e nc ryp tio n sc ra mb le s a ll d a ta  p a c ke ts tra nsmitte d  b e twe e n the  AP a nd  

the  wire le ss sta tio ns a sso c ia te d  with it in o rd e r to  ke e p  ne two rk c o mmunic a tio ns p riva te . Bo th the  

wire le ss sta tio ns a nd  the  a c c e ss p o ints must use  the  sa me  WEP ke y fo r d a ta  e nc ryp tio n a nd  d e c ryp tio n.

WPA2

WPA2 (IEEE 802.11i) is a  wire le ss se c urity sta nd a rd  tha t d e fine s stro ng e r e nc ryp tio n, a uthe ntic a tio n a nd  

ke y ma na g e me nt tha n WPA. Ke y d iffe re nc e s b e twe e n WPA2 a nd  WEP a re  imp ro ve d  d a ta  e nc ryp tio n 

a nd  use r a uthe ntic a tio n.

IEEE 802.1x

The  IEEE 802.1x sta nd a rd  o utline s e nha nc e d  se c urity me tho d s fo r b o th the  a uthe ntic a tio n o f wire le ss 

sta tio ns a nd  e nc ryp tio n ke y ma na g e me nt. Authe ntic a tio n is d o ne  using  a n e xte rna l RADIUS se rve r.

IEEE 802.11k/ v Assiste d Roaming

IEEE 802.11k is a  sta nd a rd  fo r ra d io  re so urc e  ma na g e me nt o f wire le ss LANs, whic h a llo ws c lie nts to  

re q ue st ne ig hb o r lists fro m the  c o nne c te d  AP a nd  d isc o ve r the  b e st a va ila b le  AP whe n ro a ming . An 

802.11k ne ig hb o r list c a n c o nta in up  to  six BSSIDs with the  hig he st RCPI (Re c e ive d  Cha nne l Po we r 

Ind ic a to r) va lue  in b o th b a nd s (5 GHz a nd  2.4 G Hz, in the  ra tio  o f 4:2).

The  IEEE 802.11v BSS Tra nsitio n Ma na g e me nt fe a ture  le ts a n AP a uto ma tic a lly p ro vid e  lo a d  info rma tio n 

o f the  ne ig hb o r APs to  c lie nts. It he lp s the  Zyxe l De vic e  ste e r c lie nts to  a  suita b le  AP fo r b e tte r 

p e rfo rma nc e  o r lo a d  b a la nc ing .

12.2  Ra dio

This sc re e n a llo ws yo u to  c re a te  ra d io  p ro file s fo r the  Zyxe l De vic e . A ra d io  p ro file  is a  list o f se tting s tha t 

a n Zyxe l De vic e  c a n use  to  c o nfig ure  its ra d io  tra nsmitte r(s). To  a c c e ss this sc re e n c lic k Config ura tion > 

Obje c t > AP Profile .

No te : Yo u c a n ha ve  a  ma ximum o f 32 ra d io  p ro file s o n the  Zyxe l De vic e .
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Fig ure  57   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

12.2.1  Add/ Edit Ra dio Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w ra d io  p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this sc re e n, c lic k 

the  Add b utto n o r se le c t a  ra d io  p ro file  fro m the  list a nd  c lic k the  Edit b utto n.

Ta b le  37   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w ra d io  p ro file .

Ed it C lic k this to  e d it the  se le c te d  ra d io  p ro file .

Re mo ve Clic k this to  re mo ve  the  se le c te d  ra d io  p ro file .

Ac tiva te To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te .

Ina c tiva te To  turn o ff a n e ntry, se le c t it a nd  c lic k Ina c tiva te .

Ob je c t 

Re fe re nc e

Clic k this to  vie w whic h o the r o b je c ts a re  linke d  to  the  se le c te d  ra d io  p ro file .

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

Sta tus This fie ld  sho ws whe the r o r no t the  e ntry is a c tiva te d .

A ye llo w b ulb  sig nifie s tha t this rule  is a c tive . A g ra y b ulb  sig nifie s tha t this rule  is no t a c tive .

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  ra d io  p ro file .

Fre q ue nc y Ba nd This fie ld  ind ic a te s the  fre q ue nc y b a nd  whic h this ra d io  p ro file  is c o nfig ure d  to  use .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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Fig ure  58   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io  > Ad d / Ed it

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  38   Co nfig ura tio n > Ob je c t > AP Pro file  > Ra d io  > Ad d / Ed it

LABEL DESCRIPTION

Hid e  /  Sho w 

Ad va nc e d  Se tting s

Clic k this to  hid e  o r sho w the  Adva nc e d Se tting s in this wind o w.

G e ne ra l Se tting s

Ac tiva te Se le c t this o p tio n to  ma ke  this p ro file  a c tive .

Pro file  Na me Ente r up  to  31 a lpha nume ric  c ha ra c te rs to  b e  use d  a s this p ro file ’ s na me . Sp a c e s a nd  

und e rsc o re s a re  a llo we d .

802.11 Ba nd Se le c t whe the r this ra d io  wo uld  use  the  2.4 G Hz o r 5 G Hz b a nd .
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802.11 Mo d e Se le c t ho w to  le t wire le ss c lie nts c o nne c t to  the  AP.

If 802.11 Ba nd is se t to  2.4G :

• 11b/ g : a llo ws e ithe r IEEE 802.11b  o r IEEE 802.11g  c o mp lia nt WLAN d e vic e s to  a sso c ia te  
with the  Zyxe l De vic e . The  Zyxe l De vic e  a d justs the  tra nsmissio n ra te  a uto ma tic a lly 
a c c o rd ing  to  the  wire le ss sta nd a rd  sup p o rte d  b y the  wire le ss d e vic e s.

• 11n: a llo ws IEEE802.11b , IEEE802.11g  a nd  IEEE802.11n c o mplia nt WLAN d e vic e s to  
a sso c ia te  with the  Zyxe l De vic e .

• 11a x: a llo ws IEEE802.11b , IEEE802.11g , IEEE802.11n, a nd  IEEE802.11a x c o mp lia nt WLAN 
d e vic e s to  a sso c ia te  with the  Zyxe l De vic e . If the  WLAN d e vic e  isn’ t c o mp a tib le  with 
802.11a x, the  Zyxe l De vic e  will c o mmunic a te  with the  WLAN d e vic e  using  802.11n, a nd  
so  o n.

If 802.11 Ba nd is se t to  5G :

• 11a : a llo ws o nly IEEE 802.11a  c o mp lia nt WLAN d e vic e s to  a sso c ia te  with the  Zyxe l 
De vic e . 

• 11n: a llo ws b o th IEEE802.11n a nd  IEEE802.11a  c o mp lia nt WLAN d e vic e s to  a sso c ia te  
with the  Zyxe l De vic e .

• 11a c : a llo ws IEEE802.11n, IEEE802.11a , a nd  IEEE802.11a c  c o mp lia nt WLAN d e vic e s to  
a sso c ia te  with the  Zyxe l De vic e . If the  WLAN d e vic e  isn’ t c o mpa tib le  with 802.11a c , the  
Zyxe l De vic e  will c o mmunic a te  with the  WLAN d e vic e  using  802.11n, a nd  so  o n.

• 11a x: a llo ws IEEE802.11n, IEEE802.11a , IEEE802.11a c , a nd  IEEE802.11a x c o mp lia nt WLAN 
d e vic e s to  a sso c ia te  with the  Zyxe l De vic e . If the  WLAN d e vic e  isn’ t c o mp a tib le  with 
802.11a x, the  Zyxe l De vic e  will c o mmunic a te  with the  WLAN d e vic e  using  802.11a c , 
a nd  so  o n.

Cha nne l Wid th Se le c t the  c ha nne l b a nd wid th yo u wa nt to  use  fo r yo ur wire le ss ne two rk.

Se le c t 20 MHz if yo u wa nt to  le sse n ra d io  inte rfe re nc e  with o the r wire le ss d e vic e s in yo ur 

ne ig hb o rho o d .

Se le c t 20/ 40 MHz to  a llo w the  Zyxe l De vic e  to  c ho o se  the  c ha nne l b a nd wid th (20 o r 40 

MHz) tha t ha s le a st inte rfe re nc e .

Se le c t 20/ 40/ 80 to  a llo w the  Zyxe l De vic e  to  c ho o se  the  c ha nne l b a nd wid th (20 o r 40 o r 80) 

tha t ha s le a st inte rfe re nc e . This o p tio n is a va ila b le  o nly whe n yo u se le c t 11ac  o r 11a x in the  

802.11 Mode  fie ld .

No te : If the  e nviro nme nt ha s p o o r sig na l-to -no ise  ra tio  (SNR), the  Zyxe l De vic e  will 
switc h to  a  lo we r b a nd wid th.

Cha nne l 
Se le c tio n

This is the  ra d io  c ha nne l whic h the  sig na l will use  fo r b ro a d c a sting  b y this ra d io  p ro file .

• DCS: Cho o se  Dyna mic  Cha nne l Se le c tio n to  ha ve  the  Zyxe l De vic e  c ho o se  a  ra d io  
c ha nne l tha t ha s le a st inte rfe re nc e .

• Ma nua l: Cho o se  fro m the  a va ila b le  ra d io  c ha nne ls in the  list. If yo ur Zyxe l De vic e  is 
o utd o o r typ e , b e  sure  to  c ho o se  no n-ind o o rs c ha nne ls.

Ena b le  DC S 
Clie nt Awa re

Se le c t this to  ha ve  the  Zyxe l De vic e  switc h c ha nne ls o nly whe n the re  a re  no  c lie nts 

c o nne c te d  to  it. If the re  is a  c lie nt c o nne c te d , the  Zyxe l De vic e  will no t switc h c ha nne ls b ut 

g e ne ra te  a  lo g . The  Zyxe l De vic e  trie s to  sc a n a nd  switc h c ha nne ls a g a in a t the  e nd  o f the  

sp e c ifie d  time  inte rva l o r a t the  sc he d ule d  time .

If yo u d isa b le  this the n the  Zyxe l De vic e  switc he s c ha nne ls imme d ia te ly re g a rd le ss o f a ny 

c lie nt c o nne c tio ns. In this insta nc e , c lie nts tha t a re  c o nne c te d  to  the  Zyxe l De vic e  whe n it 

switc he s c ha nne ls a re  d ro p p e d .

Ena b le  DC S 
Clie nt Awa re

This fie ld  is a va ila b le  whe n yo u se t Cha nne l Se le c tion to  DCS.

Se le c t this to  ha ve  the  Zyxe l De vic e  switc h c ha nne ls o nly whe n the re  a re  no  c lie nts 

c o nne c te d  to  it. If the re  is a  c lie nt c o nne c te d , the  Zyxe l De vic e  will no t switc h c ha nne ls b ut 

g e ne ra te  a  lo g . The  Zyxe l De vic e  trie s to  sc a n a nd  switc h c ha nne ls a g a in a t the  e nd  o f the  

sp e c ifie d  time  inte rva l o r a t the  sc he d ule d  time .

If yo u d isa b le  this the n the  Zyxe l De vic e  switc he s c ha nne ls imme d ia te ly re g a rd le ss o f a ny 

c lie nt c o nne c tio ns. In this insta nc e , c lie nts tha t a re  c o nne c te d  to  the  Zyxe l De vic e  whe n it 

switc he s c ha nne ls a re  d ro p p e d .
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2.4 G Hz Cha nne l 
Se le c tio n Me tho d

This fie ld  is a va ila b le  whe n yo u se t Cha nne l Se le c tion to  DCS.

Se le c t ho w yo u wa nt to  sp e c ify the  c ha nne ls the  Zyxe l De vic e  switc he s b e twe e n fo r 2.4 

G Hz o p e ra tio n. 

Se le c t a uto  to  ha ve  the  Zyxe l De vic e  d isp la y a  2.4 GHz Cha nne l De ployme nt fie ld  yo u c a n 

use  to  limit c ha nne l switc hing  to  3 o r 4 c ha nne ls.

Se le c t ma nua l to  se le c t the  ind ivid ua l c ha nne ls the  Zyxe l De vic e  switc he s b e twe e n.

No te : The  me tho d  is a uto ma tic a lly se t to  a uto  whe n no  c ha nne l is se le c te d  o r 
a ny o ne  o f the  p re vio usly se le c te d  c ha nne ls is no t sup p o rte d .

Cha nne l ID This fie ld  is a va ila b le  o nly whe n yo u se t Cha nne l Se le c tion to  DCS a nd  se t 2.4 GHz Cha nne l 

Se le c tion Me thod  to  ma nua l.

Se le c t the  c ha nne ls tha t yo u wa nt the  Zyxe l De vic e  to  use .

2.4 G Hz Cha nne l 
De p lo yme nt

This is a va ila b le  whe n yo u se t Cha nne l Se le c tion to  DCS a nd  the  2.4 GHz Cha nne l Se le c tion 

Me thod  is se t to  a uto .

Se le c t Thre e - Cha nne l De ployme nt to  limit c ha nne l switc hing  to  c ha nne ls 1,6, a nd  11, the  

thre e  c ha nne ls tha t a re  suffic ie ntly a tte nua te d  to  ha ve  a lmo st no  imp a c t o n o ne  a no the r. 

In o the r wo rd s, this a llo ws yo u to  minimize  c ha nne l inte rfe re nc e  b y limiting  c ha nne l-

ho p p ing  to  the se  thre e  “ sa fe ”  c ha nne ls.

Se le c t Four- Cha nne l De ployme nt to  limit c ha nne l switc hing  to  fo ur c ha nne ls. De p e nd ing  

o n the  c o untry d o ma in, if the  o nly a llo wa b le  c ha nne ls a re  1-11 the n the  Zyxe l De vic e  use s 

c ha nne ls 1, 4, 7, 11 in this c o nfig ura tio n; o the rwise , the  Zyxe l De vic e  use s c ha nne ls 1, 5, 9, 13 

in this c o nfig ura tio n. Fo ur c ha nne l d e p lo yme nt e xpa nd s yo ur p o o l o f po ssib le  c ha nne ls 

while  ke e p ing  the  c ha nne l inte rfe re nc e  to  a  minimum.

Ena b le  5 GHz DFS 
Awa re

This fie ld  is a va ila b le  o nly whe n yo u se le c t 5G  in the  802.11 Ba nd fie ld , se t Cha nne l 

Se le c tion to  DCS a nd  se t 5 GHz Cha nne l Se le c tion Me thod  to  a uto .

Se le c t this if yo ur APs a re  o p e ra ting  in a n a re a  kno wn to  ha ve  RADAR d e vic e s. This a llo ws 

the  Zyxe l De vic e  to  d o wng ra d e  its fre q ue nc y to  b e lo w 5 G Hz in the  e ve nt RADAR sig na l is 

d e te c te d , thus pre ve nting  it fro m inte rfe ring  with tha t sig na l.

Ena b ling  this fo rc e s the  AP to  se le c t a  no n-DFS c ha nne l.

5 G Hz Cha nne l 
Se le c tio n Me tho d

Se le c t ho w yo u wa nt to  sp e c ify the  c ha nne ls the  Zyxe l De vic e  switc he s b e twe e n fo r 5 G Hz 

o p e ra tio n.

Se le c t Auto  to  ha ve  the  Zyxe l De vic e  a uto ma tic a lly se le c t the  b e st c ha nne l.

Se le c t ma nua l to  se le c t the  ind ivid ua l c ha nne ls the  Zyxe l De vic e  switc he s b e twe e n.

No te : The  me tho d  is a uto ma tic a lly se t to  a uto  whe n no  c ha nne l is se le c te d  o r 
a ny o ne  o f the  p re vio usly se le c te d  c ha nne ls is no t sup p o rte d .

Cha nne l ID This fie ld  is a va ila b le  o nly whe n yo u se t Cha nne l Se le c tion to  DCS a nd  se t 5 GHz Cha nne l 

Se le c tion Me thod  to  ma nua l.

Se le c t the  c ha nne ls tha t yo u wa nt the  Zyxe l De vic e  to  use .

Time  Inte rva l Se le c t this o p tio n to  ha ve  the  Zyxe l De vic e  surve y the  o the r APs within its b ro a d c a st ra d ius 

a t the  e nd  o f the  sp e c ifie d  time  inte rva l.

DCS Time  Inte rva l This fie ld  is a va ila b le  whe n yo u se t Cha nne l Se le c tion to  DCS a nd  se le c t the  Time  Inte rva l 

o p tio n.

Ente r a  numb e r o f minute s. This re g ula te s ho w o fte n the  Zyxe l De vic e  surve ys the  o the r APs 

within its b ro a d c a st ra d ius. If the  c ha nne l o n whic h it is c urre ntly b ro a d c a sting  sud d e nly 

c o me s into  use  b y a no the r AP, the  Zyxe l De vic e  will the n d yna mic a lly se le c t the  ne xt 

a va ila b le  c le a n c ha nne l o r a  c ha nne l with lo we r inte rfe re nc e .
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Sc he d ule Se le c t this o p tio n to  ha ve  the  Zyxe l De vic e  surve y the  o the r APs within its b ro a d c a st ra d ius 

a t a  sp e c ific  time  o n se le c te d  d a ys o f the  we e k.

Sta rt Time Sp e c ify the  time  o f the  d a y (in 24-ho ur fo rma t) to  ha ve  the  Zyxe l De vic e  use  DCS to  

a uto ma tic a lly sc a n a nd  find  a  le ss-use d  c ha nne l.

We e k Da ys Se le c t e a c h d a y o f the  we e k to  ha ve  the  Zyxe l De vic e  use  DCS to  a uto ma tic a lly sc a n a nd  

find  a  le ss-use d  c ha nne l.

Ad va nc e d  Se tting s

G ua rd  Inte rva l This fie ld  is a va ila b le  o nly whe n the  c ha nne l wid th is 20/ 40MHz o r 20/ 40/ 80MHz a nd  the  

802.11 Mode  is e ithe r 11n o r 11a c .

Se t the  g ua rd  inte rva l fo r this ra d io  p ro file  to  e ithe r short o r long .

The  g ua rd  inte rva l is the  g a p  intro d uc e d  b e twe e n d a ta  tra nsmissio n fro m use rs in o rd e r to  

re d uc e  inte rfe re nc e . Re d uc ing  the  inte rva l inc re a se s d a ta  tra nsfe r ra te s b ut a lso  inc re a se s 

inte rfe re nc e . Inc re a sing  the  inte rva l re d uc e s d a ta  tra nsfe r ra te s b ut a lso  re d uc e s 

inte rfe re nc e .

Ena b le  A-MPDU 
Ag g re g a tio n

This fie ld  is no t a va ila b le  whe n yo u se t 802.11 Mode  to  11a  o r 11b/ g .

Se le c t this to  e na b le  A-MPDU a g g re g a tio n.

Me ssa g e  Pro to c o l Da ta  Unit (MPDU) a g g re g a tio n c o lle c ts Ethe rne t fra me s a lo ng  with the ir 

802.11n he a d e rs a nd  wra p s the m in a  802.11n MAC he a d e r. This me tho d  is use ful fo r 

inc re a sing  b a nd wid th thro ug hp ut in e nviro nme nts tha t a re  p ro ne  to  hig h e rro r ra te s.

Ena b le  A-MSDU 
Ag g re g a tio n

This fie ld  is no t a va ila b le  whe n yo u se t 802.11 Mode  to  11a  o r 11b/ g .

Se le c t this to  e na b le  A-MSDU a g g re g a tio n.

Ma c  Se rvic e  Da ta  Unit (MSDU) a g g re g a tio n c o lle c ts Ethe rne t fra me s witho ut a ny o f the ir 

802.11n he a d e rs a nd  wra p s the  he a d e r-le ss p a ylo a d  in a  sing le  802.11n MAC he a d e r. This 

me tho d  is use ful fo r inc re a sing  b a nd wid th thro ug hp ut. It is a lso  mo re  e ffic ie nt tha n A-MPDU 

e xc e p t in e nviro nme nts tha t a re  p ro ne  to  hig h e rro r ra te s.

RTS/ CTS Thre sho ld Use  RTS/ CTS to  re d uc e  d a ta  c o llisio ns o n the  wire le ss ne two rk if yo u ha ve  wire le ss c lie nts 

tha t a re  a sso c ia te d  with the  sa me  AP b ut o ut o f ra ng e  o f o ne  a no the r. Whe n e na b le d , a  

wire le ss c lie nt se nd s a n RTS (Re q ue st To  Se nd ) a nd  the n wa its fo r a  C TS (C le a r To  Se nd ) 

b e fo re  it tra nsmits. This sto p s wire le ss c lie nts fro m tra nsmitting  p a c ke ts a t the  sa me  time  

(a nd  c a using  d a ta  c o llisio ns).

A wire le ss c lie nt se nd s a n RTS fo r a ll p a c ke ts la rg e r tha n the  numb e r (o f b yte s) tha t yo u 

e nte r he re . Se t the  RTS/ CTS e q ua l to  o r hig he r tha n the  fra g me nta tio n thre sho ld  to  turn RTS/

CTS o ff.

Be a c o n Inte rva l Whe n a  wire le ssly ne two rke d  d e vic e  se nd s a  b e a c o n, it inc lud e s with it a  b e a c o n inte rva l. 

This spe c ifie s the  time  p e rio d  b e fo re  the  Zyxe l De vic e  se nd s the  b e a c o n a g a in. The  inte rva l 

te lls re c e iving  d e vic e s o n the  ne two rk ho w lo ng  the y c a n wa it in lo w-po we r mo d e  b e fo re  

wa king  up  to  ha nd le  the  b e a c o n. A hig h va lue  he lp s sa ve  c urre nt c o nsump tio n o f the  

a c c e ss p o int.

DTIM De live ry Tra ffic  Ind ic a tio n Me ssa g e  (DTIM) is the  time  p e rio d  a fte r whic h b ro a d c a st a nd  

multic a st p a c ke ts a re  tra nsmitte d  to  mo b ile  c lie nts in the  Ac tive  Po we r Ma na g e me nt 

mo d e . A hig h DTIM va lue  c a n c a use  c lie nts to  lo se  c o nne c tivity with the  ne two rk. This va lue  

c a n b e  se t fro m 1 to  255.

Ena b le  Sig na l 
Thre sho ld

Se le c t the  c he c k b o x to  use  the  sig na l thre sho ld  to  e nsure  wire le ss c lie nts re c e ive  g o o d  

thro ug hp ut. This a llo ws o nly wire le ss c lie nts with a  stro ng  sig na l to  c o nne c t to  the  AP.

Cle a r the  c he c k b o x to  no t re q uire  wire le ss c lie nts to  ha ve  a  minimum sig na l stre ng th to  

c o nne c t to  the  AP.

Sta tio n Sig na l 
Thre sho ld

Se t a  minimum c lie nt sig na l stre ng th. A wire le ss c lie nt is a llo we d  to  c o nne c t to  the  AP o nly 

whe n its sig na l stre ng th is stro ng e r tha n the  sp e c ifie d  thre sho ld .

-20 d Bm is the  stro ng e st sig na l yo u c a n re q uire  a nd  -105 is the  we a ke st.
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12.3  SSID

The  SSID sc re e ns a llo w yo u to  c o nfig ure  thre e  d iffe re nt typ e s o f p ro file s fo r yo ur ne two rke d  APs: a n SSID 

list, whic h c a n a ssig n sp e c ific  SSID c o nfig ura tio ns to  yo ur APs; a  se c urity list, whic h c a n a ssig n sp e c ific  

Disa sso c ia te  
Sta tio n Thre sho ld

Se t a  minimum kic k-o ff sig na l stre ng th. Whe n a  wire le ss c lie nt’ s sig na l stre ng th is lo we r tha n 

the  sp e c ifie d  thre sho ld , the  Zyxe l De vic e  d isc o nne c ts the  wire le ss c lie nt fro m the  AP.

-20 d Bm is the  stro ng e st sig na l yo u c a n re q uire  a nd  -105 is the  we a ke st.

Allo w Sta tio n 
Co nne c tio n a fte r 
Multip le  Re trie s

Se le c t this o p tio n to  a llo w a  wire le ss c lie nt to  try to  a sso c ia te  with the  AP a g a in a fte r it is 

d isc o nne c te d  d ue  to  we a k sig na l stre ng th.

Sta tio n Re try 
Co unt

Se t the  ma ximum numb e r o f time s a  wire le ss c lie nt c a n a tte mp t to  re -c o nne c t to  the  AP 

Allo w 802.11n/
a c / a x sta tio ns 
o nly

Se le c t this o p tio n to  a llo w o nly 802.11 n/ a c / a x c lie nts to  c o nne c t, a nd  re je c t 802.11a / b / g  

c lie nts.

Bla c klist DFS 
c ha nne ls in 
p re se nc e  o f ra d a r

This fie ld  is a va ila b le  if 802.11 Ba nd is se t to  5G  a nd  Cha nne l Se le c tion is se t to  DCS.

Ena b le  this to  te mp o ra rily b la c klist the  wire le ss c ha nne ls in the  Dyna mic  Fre q ue nc y 

Se le c tio n (DFS) ra ng e  whe ne ve r a  ra d a r sig na l is d e te c te d  b y the  Zyxe l De vic e .

Ena b le  802.11d Cle a r the  c he c kb o x to  p re ve nt the  AP fro m b ro a d c a sting  a  c o untry c o d e , a lso  c a lle d  a  

c o untry Info rma tio n Ele me nt (IE), in b e a c o n fra me s. This ma ke s the  AP inc o mp a tib le  with 

802.11d  ne two rks a nd  d e vic e s. 

802.11d  is a  WiFi ne two rk spe c ific a tio n tha t a llo ws the  AP to  b ro a d c a st a  c o untry c o d e  to  

WiFi c lie nt. The  c o untry c o d e  ind ic a te s whe re  the  AP is lo c a te d . If WiFi c lie nts a re  una b le  to  

c o nne c t to  the  AP d ue  to  a n inc o mp a tib le  c o untry c o d e , yo u sho uld  d isa b le  802.11d .

Multic a st Se tting s

Tra nsmissio n 
Mo d e

Sp e c ify ho w the  Zyxe l De vic e  ha nd le s wire le ss multic a st tra ffic .

Se le c t Multic a st to  Unic a st to  b ro a d c a st wire le ss multic a st tra ffic  to  a ll o f the  wire le ss c lie nts 

a s unic a st tra ffic . Unic a st tra ffic  d yna mic a lly c ha ng e s the  d a ta  ra te  b a se d  o n the  

a pp lic a tio n’ s b a nd wid th re q uire me nts. The  re tra nsmit me c ha nism o f unic a st tra ffic  

p ro vid e s mo re  re lia b le  tra nsmissio n o f the  multic a st tra ffic , a ltho ug h it a lso  p ro d uc e s 

d up lic a te  p a c ke ts.

Se le c t Fixe d Multic a st Ra te  to  se nd  multic a st tra ffic  to  a ll wire le ss c lie nts a t a  sing le  d a ta  

ra te . Yo u must kno w the  multic a st a p p lic a tio n’ s b a nd wid th re q uire me nts a nd  se t it in the  

fo llo wing  fie ld .

Multic a st 
Ra te (Mb p s)

If yo u se t Tra nsmission Mode  to  Fixe d Multic a st Ra te , se le c t a  d a ta  ra te  a t whic h the  Zyxe l 

De vic e  tra nsmits multic a st p a c ke ts to  wire le ss c lie nts. Fo r e xa mp le , to  d e p lo y 4 Mb p s vid e o , 

se le c t a  fixe d  multic a st ra te  hig he r tha n 4 Mb p s.

WLAN Ra te  Co ntro l 

Se tting

Se ts the  minimum d a ta  ra te  tha t 2.4G hz WiFi c lie nts c a n c o nne c t a t, in Mb p s. At the  time  o f 

write , a llo we d  va lue s a re : 1, 2,5. 5, 6, 9, 11, 12, 18, 24, 36, 48, 54. 

Se ts the  minimum d a ta  ra te  tha t 5G hz WiFi c lie nts c a n c o nne c t a t, in Mb p s. At the  time  o f 

write , a llo we d  va lue s a re : 6,9, 12, 18, 24, 36, 48, 54.

Inc re a sing  the  minimum d a ta  ra te  c a n re d uc e  ne two rk o ve rhe a d  a nd  imp ro ve  WiFi 

ne two rk pe rfo rma nc e  in hig h d e nsity e nviro nme nts. Ho we ve r, WiFi c lie nts tha t d o  no t 

sup p o rt the  minimum d a ta  ra te  will no t b e  a b le  to  c o nne c t to  the  AP.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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e nc ryp tio n me tho d s to  the  APs whe n a llo wing  wire le ss c lie nts to  c o nne c t to  the m; a nd  a  MAC filte r list, 

whic h c a n limit c o nne c tio ns to  a n AP b a se d  o n wire le ss c lie nts MAC a d d re sse s.

12.3.1  SSID List

This sc re e n a llo ws yo u to  c re a te  a nd  ma na g e  SSID c o nfig ura tio ns tha t c a n b e  use d  b y the  APs. An SSID, 

o r Se rvic e  Se t IDe ntifie r, is b a sic a lly the  na me  o f the  wire le ss ne two rk to  whic h a  wire le ss c lie nt c a n 

c o nne c t. The  SSID a p p e a rs a s re a d a b le  te xt to  a ny d e vic e  c a p a b le  o f sc a nning  fo r wire le ss fre q ue nc ie s 

(suc h a s the  WiFi a d a p te r in a  la p to p ), a nd  is d isp la ye d  a s the  wire le ss ne two rk na me  whe n a  p e rso n 

ma ke s a  c o nne c tio n to  it.

To  a c c e ss this sc re e n c lic k Config uration > Obje c t > AP Profile  > SSID > SSID List.

No te : Yo u c a nno t a d d  o r re mo ve  a n SSID p ro file  a fte r running  the  se tup  wiza rd .

Fig ure  59   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List (De fa ult)

Fig ure  60   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List (Afte r wiza rd  se tup )

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  39   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List
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12.3.2  Add/ Edit SSID Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w SSID p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this sc re e n, c lic k the  

Add b utto n o r se le c t a  SSID p ro file  fro m the  list a nd  c lic k the  Edit b utto n.

Re mo ve Clic k this to  re mo ve  the  se le c te d  SSID p ro file .

This b utto n is no t a va ila b le  a fte r yo u c o nfig ure  the  Zyxe l De vic e using  the  wiza rd .

Ob je c t 

Re fe re nc e

Clic k this to  vie w whic h o the r o b je c ts a re  linke d  to  the  se le c te d  SSID pro file  (fo r e xa mp le , ra d io  

p ro file ).

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  SSID p ro file .

SSID This fie ld  ind ic a te s the  SSID na me  a s it a pp e a rs to  wire le ss c lie nts.

Se c urity Pro file This fie ld  ind ic a te s whic h (if a ny) se c urity p ro file  is a sso c ia te d  with the  SSID p ro file .

Qo S This fie ld  ind ic a te s the  Qo S typ e  a sso c ia te d  with the  SSID p ro file .

MAC Filte ring  

Pro file

This fie ld  ind ic a te s whic h (if a ny) MAC filte r Pro file  is a sso c ia te d  with the  SSID p ro file .

VLAN ID This fie ld  ind ic a te s the  VLAN ID a sso c ia te d  with the  SSID p ro file .

Ta b le  39   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  61   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List > Add / Ed it SSID Pro file  (NWA50AX)

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  40   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List > Ad d / Ed it SSID Pro file

LABEL DESCRIPTION

C re a te  ne w 

Ob je c t

Se le c t a n o b je c t typ e  fro m the  list to  c re a te  a  ne w o ne  a sso c ia te d  with this SSID pro file .

Pro file  Na me Ente r up  to  31 a lpha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in the  

We b  Co nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s a re  

a llo we d .

SSID Ente r the  SSID na me  fo r this p ro file . This is the  na me  visib le  o n the  ne two rk to  wire le ss c lie nts. 

Ente r up  to  32 c ha ra c te rs, sp a c e s a nd  und e rsc o re s a re  a llo we d .

Se c urity Pro file Se le c t a  se c urity p ro file  fro m this list to  a sso c ia te  with this SSID. If no ne  e xist, yo u c a n use  the  

Cre a te  ne w Obje c t me nu to  c re a te  o ne .

No te : It is hig hly re c o mme nd e d  tha t yo u c re a te  se c urity p ro file s fo r a ll o f yo ur SSIDs to  
e nha nc e  yo ur ne two rk se c urity.
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MAC Filte ring  

Pro file

Se le c t a  MAC filte ring  p ro file  fro m the  list to  a sso c ia te  with this SSID. If no ne  e xist, yo u c a n use  

the  Cre a te  ne w Obje c t me nu to  c re a te  o ne .

MAC filte ring  a llo ws yo u to  limit the  wire le ss c lie nts c o nne c ting  to  yo ur ne two rk thro ug h a  

pa rtic ula r SSID b y wire le ss c lie nt MAC a d d re sse s. Any c lie nts tha t ha ve  MAC a d d re sse s no t in 

the  MAC filte ring  pro file  o f a llo we d  a d d re sse s a re  d e nie d  c o nne c tio ns.

The  disa ble  se tting  me a ns no  MAC filte ring  is use d .

Q o S Se le c t a  Q ua lity o f Se rvic e  (Q o S) a c c e ss c a te g o ry to  a sso c ia te  with this SSID. Ac c e ss c a te g o rie s 

minimize  the  d e la y o f d a ta  p a c ke ts a c ro ss a  wire le ss ne two rk. Ce rta in c a te g o rie s, suc h a s 

vid e o  o r vo ic e , a re  g ive n a  hig he r p rio rity d ue  to  the  time  se nsitive  na ture  o f the ir d a ta  p a c ke ts.

Q o S a c c e ss c a te g o rie s a re  a s fo llo ws:

disa ble : Turns o ff Q o S fo r this SSID. All d a ta  p a c ke ts a re  tre a te d  e q ua lly a nd  no t ta g g e d  with 

a c c e ss c a te g o rie s.

WMM: Ena b le s a uto ma tic  ta g g ing  o f d a ta  pa c ke ts. The  Zyxe l De vic e  a ssig ns a c c e ss c a te g o rie s 

to  the  SSID b y e xa mining  d a ta  a s it p a sse s thro ug h it a nd  ma king  a  b e st g ue ss e ffo rt. If 

so me thing  lo o ks like  vid e o  tra ffic , fo r insta nc e , it is ta g g e d  a s suc h.

WMM_VOICE: All wire le ss tra ffic  to  the  SSID is ta g g e d  a s vo ic e  d a ta . This is re c o mme nd e d  if a n 

SSID is use d  fo r a c tivitie s like  p la c ing  a nd  re c e iving  Vo IP p ho ne  c a lls.

WMM_VIDEO : All wire le ss tra ffic  to  the  SSID is ta g g e d  a s vid e o  d a ta . This is re c o mme nd e d  fo r 

a c tivitie s like  vid e o  c o nfe re nc ing .

WMM_BEST_EFFORT: All wire le ss tra ffic  to  the  SSID is ta g g e d  a s “ b e st e ffo rt,”  me a ning  the  d a ta  

tra ve ls the  b e st ro ute  it c a n witho ut d isp la c ing  hig he r p rio rity tra ffic . This is g o o d  fo r a c tivitie s 

tha t d o  no t re q uire  the  b e st b a nd wid th thro ug hp ut, suc h a s surfing  the  Inte rne t.

WMM_BACKGROUND: All wire le ss tra ffic  to  the  SSID is ta g g e d  a s lo w p rio rity o r “ b a c kg ro und  

tra ffic ” , me a ning  a ll o the r a c c e ss c a te g o rie s ta ke  p re c e d e nc e  o ve r this o ne . If tra ffic  fro m a n 

SSID d o e s no t ha ve  stric t thro ug hp ut re q uire me nts, the n this a c c e ss c a te g o ry is re c o mme nd e d . 

Fo r e xa mp le , a n SSID tha t o nly ha s ne two rk p rinte rs c o nne c te d  to  it.

Ra te  Limiting

Do wnlink De fine  the  ma ximum inc o ming  tra nsmissio n d a ta  ra te  (e ithe r in mb p s o r kb p s) o n a  p e r-sta tio n 

b a sis.

Up link De fine  the  ma ximum o utg o ing  tra nsmissio n d a ta  ra te  (e ithe r in mb p s o r kb p s) o n a  p e r-sta tio n 

b a sis.

VLAN ID Ente r a  VLAN ID fo r the  Zyxe l De vic e  to  use  to  ta g  tra ffic  o rig ina ting  fro m this SSID.

Hid d e n SSID Se le c t this if yo u wa nt to  “ hid e ”  yo ur SSID fro m wire le ss c lie nts. This te lls a ny wire le ss c lie nts in the  

vic inity o f the  AP using  this SSID p ro file  no t to  d isp la y its SSID na me  a s a  p o te ntia l c o nne c tio n. 

No t a ll wire le ss c lie nts re sp e c t this fla g  a nd  d isp la y it a nywa y.

Whe n a  SSID is “ hid d e n”  a nd  a  wire le ss c lie nt c a nno t se e  it, the  o nly wa y yo u c a n c o nne c t to  

the  SSID is b y ma nua lly e nte ring  the  SSID na me  in yo ur wire le ss c o nne c tio n se tup  sc re e n(s) 

(the se  va ry b y c lie nt, c lie nt c o nne c tivity so ftwa re , a nd  o pe ra ting  syste m).

Ena b le  Intra -BSS 

Tra ffic  Blo c king

Se le c t this o p tio n to  p re ve nt c ro sso ve r tra ffic  fro m within the  sa me  SSID o n the  Zyxe l De vic e .

Ena b le  U-APSD Se le c t this o p tio n to  e na b le  Unsc he d ule d  Auto ma tic  Po we r Sa ve  De live ry (U-APSD), whic h is 

a lso  kno wn a s WMM-Po we r Sa ve . This he lp s inc re a se  b a tte ry life  fo r b a tte ry-p o we re d  wire le ss 

c lie nts c o nne c te d  to  the  Zyxe l De vic e  using  this SSID p ro file .

802.11k/ v Assiste d  

Ro a ming

Se le c t this o p tio n to  e na b le  IEEE 802.11k/ v a ssiste d  ro a ming  o n the  Zyxe l De vic e . Whe n the  

c o nne c te d  c lie nts re q ue st 802.11k ne ig hb o r lists, the  Zyxe l De vic e  will re sp o nse  with a  list o f 

ne ig hb o r APs tha t c a n b e  c a nd id a te s fo r ro a ming .

Sc he d ule  SSID Se le c t this o p tio n a nd  se t whe the r the  SSID is e na b le d  o r d isa b le d  o n e a c h d a y o f the  we e k. 

Yo u a lso  ne e d  to  se le c t the  ho ur a nd  minute  (in 24-ho ur fo rma t) to  sp e c ify the  time  p e rio d  o f 

e a c h d a y d uring  whic h the  SSID is e na b le d / e na b le d .

Ta b le  40   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List > Ad d / Ed it SSID Pro file  (c o ntinue d )

LABEL DESCRIPTION
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12.4  Se c urity List

This sc re e n a llo ws yo u to  ma na g e  wire le ss se c urity c o nfig ura tio ns tha t c a n b e  use d  b y yo ur SSIDs. 

Wire le ss se c urity is imp le me nte d  stric tly b e twe e n the  AP b ro a d c a sting  the  SSID a nd  the  sta tio ns tha t a re  

c o nne c te d  to  it.

To  a c c e ss this sc re e n c lic k Config uration > Obje c t > AP Profile  > SSID > Se c urity List.

No te : Yo u c a n ha ve  a  ma ximum o f 32 se c urity p ro file s o n the  Zyxe l De vic e .

Fig ure  62   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List (NWA50AX)

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

12.4.1  Add/ Edit Se c urity Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w se c urity p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this sc re e n, c lic k 

the  Add b utto n o r se le c t a  se c urity p ro file  fro m the  list a nd  c lic k the  Edit b utto n.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  40   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > SSID List > Ad d / Ed it SSID Pro file  (c o ntinue d )

LABEL DESCRIPTION

Ta b le  41   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w se c urity p ro file .

Ed it C lic k this to  e d it the  se le c te d  se c urity p ro file .

Re mo ve Clic k this to  re mo ve  the  se le c te d  se c urity p ro file .

Ob je c t 

Re fe re nc e

Clic k this to  vie w whic h o the r o b je c ts a re  linke d  to  the  se le c te d  se c urity p ro file  (fo r e xa mple , 

SSID p ro file ).

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  se c urity p ro file .

Se c urity Mo d e This fie ld  ind ic a te s this p ro file ’ s se c urity mo d e  (if a ny).
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No te : The se  sc re e ns’  o p tio ns c ha ng e  b a se d  o n the  Se c urity Mode  se le c te d .

Fig ure  63   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : no ne  (NWA50AX)

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  42   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : no ne

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 

the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 

a re  a llo we d .

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 

wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  

wire le ss c o nne c tio n whe n p o ssib le .

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e  b e lo w.

Id le  Time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 

d isc o ntinue d .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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Fig ure  64   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : e nha nc e d - o p e n

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  43   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : e nha nc e d - o p e n

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 

the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 

a re  a llo we d .

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 

wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  

wire le ss c o nne c tio n whe n p o ssib le .

Authe ntic a tio n Se tting s

Tra nsitio n Mo d e Ena b le  this fo r b a c kwa rd s c o mp a tib ility. This o p tio n is o nly a va ila b le  if the  Se c urity Mode  

is wpa 3 o r e nha nc e d- ope n. This c re a te s two  virtua l APs (VAPs) with a  p rima ry (wpa 3 o r 

e nha nc e d- ope n) a nd  fa llb a c k (wpa 2 o r none ) se c urity me tho d .

If the  Se c urity Mode  is wpa 3, e na b ling  this will fo rc e  Ma na g e me nt Fra me  Prote c tion to  b e  

se t to  Optiona l. If this is d isa b le d  o r if the  Se c urity Mode  is e nha nc e d- ope n, Ma na g e me nt 

Fra me  Prote c tion will b e  se t to  Re quire d .

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e  b e lo w.

Id le  Time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 

d isc o ntinue d .
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Fig ure  65   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : we p  (NWA50AX)

Ma na g e me nt Fra me  

Pro te c tio n

This fie ld  is a va ila b le  o nly whe n yo u se le c t wpa2 in the  Se c urity Mode  fie ld  a nd  se t Ciphe r 

Type  to  a e s.

Da ta  fra me s in 802.11 WLANs c a n b e  e nc ryp te d  a nd  a uthe ntic a te d  with WEP, WPA o r 

WPA2. But 802.11 ma na g e me nt fra me s, suc h a s b e a c o n/ p ro b e  re sp o nse , a sso c ia tio n 

re q ue st, a sso c ia tio n re sp o nse , d e -a uthe ntic a tio n a nd  d isa sso c ia tio n a re  a lwa ys 

una uthe ntic a te d  a nd  une nc ryp te d . IEEE 802.11w Pro te c te d  Ma na g e me nt Fra me s a llo ws 

APs to  use  the  e xisting  se c urity me c ha nisms (e nc ryp tio n a nd  a uthe ntic a tio n me tho d s 

d e fine d  in IEEE 802.11i WPA/ WPA2) to  p ro te c t ma na g e me nt fra me s. This he lp s p re ve nt 

wire le ss Do S a tta c ks.

Se le c t the  c he c k b o x to  e na b le  ma na g e me nt fra me  p ro te c tio n (MFP) to  a d d  se c urity to  

802.11 ma na g e me nt fra me s.

Se le c t Optiona l if yo u d o  no t re q uire  the  wire le ss c lie nts to  sup p o rt MFP. Ma na g e me nt 

fra me s will b e  e nc ryp te d  if the  c lie nts sup p o rt MFP.

Se le c t Re quire d  a nd  wire le ss c lie nts must sup p o rt MFP in o rd e r to  jo in the  Zyxe l De vic e ’ s 

wire le ss ne two rk.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  43   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : e nha nc e d - o p e n (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  44   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : we p

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 

the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 

a re  a llo we d .

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 

wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  

wire le ss c o nne c tio n whe n p o ssib le .

Authe ntic a tio n Se tting s

Authe ntic a tio n Typ e Se le c t a  WEP a uthe ntic a tio n me tho d . Cho ic e s a re  Ope n o r Sha re  ke y.

Ke y Le ng th Se le c t the  b it-le ng th o f the  e nc ryp tio n ke y to  b e  use d  in WEP c o nne c tio ns.

If yo u se le c t WEP- 64:

• Ente r 10 he xa d e c ima l d ig its in the  ra ng e  o f “ A-F” , “ a -f”  a nd  “ 0-9”  (fo r e xa mp le , 
0x11AA22BB33) fo r e a c h Ke y use d .

o r

• Ente r 5 ASCII c ha ra c te rs (c a se  se nsitive ) ra ng ing  fro m “ a -z” , “ A-Z”  a nd  “ 0-9”  (fo r 
e xa mp le , MyKe y) fo r e a c h Ke y use d .

If yo u se le c t WEP- 128:

• Ente r 26 he xa d e c ima l d ig its in the  ra ng e  o f “ A-F” , “ a -f”  a nd  “ 0-9”  (fo r e xa mp le , 
0x00112233445566778899AABBCC) fo r e a c h Ke y use d .

o r

• Ente r 13 ASCII c ha ra c te rs (c a se  se nsitive ) ra ng ing  fro m “ a -z” , “ A-Z”  a nd  “ 0-9”  (fo r 
e xa mp le , MyKe y12345678) fo r e a c h Ke y use d .

Ke y 1~4 Ba se d  o n yo ur Ke y Le ng th se le c tio n, e nte r the  a pp ro p ria te  le ng th he xa d e c ima l o r ASC II 

ke y.

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e  b e lo w.

Id le  Time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 

d isc o ntinue d .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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Fig ure  66   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2 (NWA50AX)

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  45   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > AAd d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 

the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 

a re  a llo we d .

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 

wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  

wire le ss c o nne c tio n whe n p o ssib le .

Authe ntic a tio n Se tting s

Pe rso na l This fie ld  is a va ila b le  whe n yo u se le c t the  wpa 2, wpa 2-mix o r wpa 3 se c urity mo d e .

Se le c t this o p tio n to  use  a  Pre -Sha re d  Ke y (PSK) with WPA2 e nc ryp tio n o r Simulta ne o us 

Authe ntic a tio n o f Eq ua ls (SAE) with WPA3 e nc ryp tio n.

Pre -Sha re d  Ke y Ente r a  p re -sha re d  ke y o f b e twe e n 8 a nd  63 c a se -se nsitive  ASCII c ha ra c te rs (inc lud ing  

sp a c e s a nd  symb o ls) o r 64 he xa d e c ima l c ha ra c te rs.

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e  b e lo w.
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Cip he r Type Se le c t a n e nc ryptio n c ip he r typ e  fro m the  list.

• a uto  - This a uto ma tic a lly c ho o se s the  b e st a va ila b le  c ip he r b a se d  o n the  c ip he r in 
use  b y the  wire le ss c lie nt tha t is a tte mp ting  to  ma ke  a  c o nne c tio n.

• a e s - This is the  Ad va nc e d  Enc ryp tio n Sta nd a rd  e nc ryptio n me tho d . It is a  mo re  
re c e nt d e ve lo p me nt o ve r TKIP a nd  c o nsid e ra b ly mo re  ro b ust. No t a ll wire le ss c lie nts 
ma y sup p o rt this.

Id le  Time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 

d isc o ntinue d .

G ro up  Ke y Up d a te  

Time r

Ente r the  inte rva l (in se c o nd s) a t whic h the  AP up d a te s the  g ro up  WPA2 e nc ryp tio n ke y.

Pre -Authe ntic a tio n Se le c t Ena ble  to  a llo w p re -a uthe ntic a tio n. O the rwise , se le c t Disa ble .

Ma na g e me nt Fra me  

Pro te c tio n

This fie ld  is a va ila b le  o nly whe n yo u se le c t wpa2 in the  Se c urity Mode  fie ld  a nd  se t Ciphe r 

Type  to  a e s.

Da ta  fra me s in 802.11 WLANs c a n b e  e nc ryp te d  a nd  a uthe ntic a te d  with WEP, WPA o r 

WPA2. But 802.11 ma na g e me nt fra me s, suc h a s b e a c o n/ p ro b e  re sp o nse , a sso c ia tio n 

re q ue st, a sso c ia tio n re sp o nse , d e -a uthe ntic a tio n a nd  d isa sso c ia tio n a re  a lwa ys 

una uthe ntic a te d  a nd  une nc ryp te d . IEEE 802.11w Pro te c te d  Ma na g e me nt Fra me s a llo ws 

APs to  use  the  e xisting  se c urity me c ha nisms (e nc ryp tio n a nd  a uthe ntic a tio n me tho d s 

d e fine d  in IEEE 802.11i WPA/ WPA2) to  p ro te c t ma na g e me nt fra me s. This he lp s p re ve nt 

wire le ss Do S a tta c ks.

Se le c t the  c he c k b o x to  e na b le  ma na g e me nt fra me  p ro te c tio n (MFP) to  a d d  se c urity to  

802.11 ma na g e me nt fra me s.

Se le c t Optiona l if yo u d o  no t re q uire  the  wire le ss c lie nts to  sup p o rt MFP. Ma na g e me nt 

fra me s will b e  e nc ryp te d  if the  c lie nts sup p o rt MFP.

Se le c t Re quire d  a nd  wire le ss c lie nts must sup p o rt MFP in o rd e r to  jo in the  Zyxe l De vic e ’ s 

wire le ss ne two rk.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  45   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > AAd d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2 (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  67   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2-mix (NWA50AX)

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  46   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > AAd d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2-mix

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 

the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 

a re  a llo we d .

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 

wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  

wire le ss c o nne c tio n whe n p o ssib le .

Authe ntic a tio n Se tting s

Pe rso na l This fie ld  is a va ila b le  whe n yo u se le c t the  wpa 2, wpa 2-mix o r wpa 3 se c urity mo d e .

Se le c t this o p tio n to  use  a  Pre -Sha re d  Ke y (PSK) with WPA2 e nc ryp tio n o r Simulta ne o us 

Authe ntic a tio n o f Eq ua ls (SAE) with WPA3 e nc ryp tio n.

Pre -Sha re d  Ke y Ente r a  p re -sha re d  ke y o f b e twe e n 8 a nd  63 c a se -se nsitive  ASCII c ha ra c te rs (inc lud ing  

sp a c e s a nd  symb o ls) o r 64 he xa d e c ima l c ha ra c te rs.

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e  b e lo w.
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Fig ure  68   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > Ad d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 3 (NWA50AX)

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Cip he r Type Se le c t a n e nc ryptio n c ip he r typ e  fro m the  list.

• a uto  - This a uto ma tic a lly c ho o se s the  b e st a va ila b le  c ip he r b a se d  o n the  c ip he r in 
use  b y the  wire le ss c lie nt tha t is a tte mp ting  to  ma ke  a  c o nne c tio n.

• a e s - This is the  Ad va nc e d  Enc ryp tio n Sta nd a rd  e nc ryptio n me tho d . It is a  mo re  
re c e nt d e ve lo p me nt o ve r TKIP a nd  c o nsid e ra b ly mo re  ro b ust. No t a ll wire le ss c lie nts 
ma y sup p o rt this.

Id le  Time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 

d isc o ntinue d .

G ro up  Ke y Up d a te  

Time r

Ente r the  inte rva l (in se c o nd s) a t whic h the  AP up d a te s the  g ro up  WPA2 e nc ryp tio n ke y.

Pre -Authe ntic a tio n Se le c t Ena ble  to  a llo w p re -a uthe ntic a tio n. O the rwise , se le c t Disa ble .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  47   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > AAd d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 3

LABEL DESCRIPTION

G e ne ra l Se tting s

Pro file  Na me Ente r up  to  31 a lp ha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in 

the  We b  C o nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s 

a re  a llo we d .

Ta b le  46   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > AAd d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 2-mix (c o ntinue d )

LABEL DESCRIPTION



Cha p te r 12 AP Pro file

NWA50AX Use r’ s G uid e

114

Se c urity Mo d e Se le c t a  se c urity mo d e  fro m the  list: none , e nha nc e d- ope n, we p , wpa 2, wpa 2- mix o r 

wpa 3.

e nha nc e d- ope n use s Op p o rtunistic  Wire le ss Enc ryp tio n (OWE) whic h e nc ryp ts the  

wire le ss c o nne c tio n whe n p o ssib le .

Authe ntic a tio n Se tting s

Pe rso na l This fie ld  is a va ila b le  whe n yo u se le c t the  wpa 2, wpa 2-mix o r wpa 3 se c urity mo d e .

Se le c t this o p tio n to  use  a  Pre -Sha re d  Ke y (PSK) with WPA2 e nc ryp tio n o r Simulta ne o us 

Authe ntic a tio n o f Eq ua ls (SAE) with WPA3 e nc ryp tio n.

Pre -Sha re d  Ke y Ente r a  p re -sha re d  ke y o f b e twe e n 8 a nd  63 c a se -se nsitive  ASCII c ha ra c te rs (inc lud ing  

sp a c e s a nd  symb o ls) o r 64 he xa d e c ima l c ha ra c te rs.

Tra nsitio n Mo d e Ena b le  this fo r b a c kwa rd s c o mp a tib ility. This o p tio n is o nly a va ila b le  if the  Se c urity Mode  

is wpa 3 o r e nha nc e d- ope n. This c re a te s two  virtua l APs (VAPs) with a  p rima ry (wpa 3 o r 

e nha nc e d- ope n) a nd  fa llb a c k (wpa 2 o r none ) se c urity me tho d .

If the  Se c urity Mode  is wpa 3, e na b ling  this will fo rc e  Ma na g e me nt Fra me  Prote c tion to  b e  

se t to  Optiona l. If this is d isa b le d  o r if the  Se c urity Mode  is e nha nc e d- ope n, Ma na g e me nt 

Fra me  Prote c tion will b e  se t to  Re quire d .

Ad va nc e

No te : C lic k o n the  Show Adva nc e d Se tting s b utto n to  sho w the  fie ld s d e sc rib e  b e lo w.

Id le  Time o ut Ente r the  id le  inte rva l (in se c o nd s) tha t a  c lie nt c a n b e  id le  b e fo re  a uthe ntic a tio n is 

d isc o ntinue d .

G ro up  Ke y Up d a te  

Time r

Ente r the  inte rva l (in se c o nd s) a t whic h the  AP up d a te s the  g ro up  WPA2 e nc ryp tio n ke y.

Pre -Authe ntic a tio n Se le c t Ena ble  to  a llo w p re -a uthe ntic a tio n. O the rwise , se le c t Disa ble .

Ma na g e me nt Fra me  

Pro te c tio n

This fie ld  is a va ila b le  o nly whe n yo u se le c t wpa2 in the  Se c urity Mode  fie ld  a nd  se t Ciphe r 

Type  to  a e s.

Da ta  fra me s in 802.11 WLANs c a n b e  e nc ryp te d  a nd  a uthe ntic a te d  with WEP, WPA o r 

WPA2. But 802.11 ma na g e me nt fra me s, suc h a s b e a c o n/ p ro b e  re sp o nse , a sso c ia tio n 

re q ue st, a sso c ia tio n re sp o nse , d e -a uthe ntic a tio n a nd  d isa sso c ia tio n a re  a lwa ys 

una uthe ntic a te d  a nd  une nc ryp te d . IEEE 802.11w Pro te c te d  Ma na g e me nt Fra me s a llo ws 

APs to  use  the  e xisting  se c urity me c ha nisms (e nc ryp tio n a nd  a uthe ntic a tio n me tho d s 

d e fine d  in IEEE 802.11i WPA/ WPA2) to  p ro te c t ma na g e me nt fra me s. This he lp s p re ve nt 

wire le ss Do S a tta c ks.

Se le c t the  c he c k b o x to  e na b le  ma na g e me nt fra me  p ro te c tio n (MFP) to  a d d  se c urity to  

802.11 ma na g e me nt fra me s.

Se le c t Optiona l if yo u d o  no t re q uire  the  wire le ss c lie nts to  sup p o rt MFP. Ma na g e me nt 

fra me s will b e  e nc ryp te d  if the  c lie nts sup p o rt MFP.

Se le c t Re quire d  a nd  wire le ss c lie nts must sup p o rt MFP in o rd e r to  jo in the  Zyxe l De vic e ’ s 

wire le ss ne two rk.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  47   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > Se c urity List > AAd d / Ed it Se c urity Pro file > Se c urity 
Mo d e : wp a 3 (c o ntinue d )

LABEL DESCRIPTION
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12.5  MAC Filte r List

This sc re e n a llo ws yo u to  c re a te  a nd  ma na g e  se c urity c o nfig ura tio ns tha t c a n b e  use d  b y yo ur SSIDs. To  

a c c e ss this sc re e n c lic k Config ura tion > Obje c t > AP Profile  > SSID > MAC Filte r List.

No te : Yo u c a n ha ve  a  ma ximum o f 32 MAC filte ring  p ro file s o n the  Zyxe l De vic e .

Fig ure  69   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > MAC Filte r List

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

12.5.1  Add/ Edit MAC Filte r Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w MAC filte ring  p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this sc re e n, 

c lic k the  Add  b utto n o r se le c t a  MAC filte r p ro file  fro m the  list a nd  c lic k the  Edit b utto n.

No te : Ea c h MAC  filte ring  p ro file  c a n inc lud e  a  ma ximum o f 512 MAC a d d re sse s.

Ta b le  48   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > MAC Filte r List

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w MAC filte ring  p ro file .

Ed it C lic k this to  e d it the  se le c te d  MAC filte ring  p ro file .

Re mo ve Clic k this to  re mo ve  the  se le c te d  MAC filte ring  p ro file .

Ob je c t 

Re fe re nc e

Clic k this to  vie w whic h o the r o b je c ts a re  linke d  to  the  se le c te d  MAC filte ring  p ro file  (fo r 

e xa mp le , SSID p ro file ).

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  MAC filte ring  pro file .

Filte r Ac tio n This fie ld  ind ic a te s this p ro file ’ s filte r a c tio n (if a ny).
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Fig ure  70   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > MAC Filte r List > Ad d / Ed it MAC Filte r Pro file  

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  49   Co nfig ura tio n > Ob je c t > AP Pro file  > SSID > MAC Filte r List > Add / Ed it MAC Filte r Pro file

LABEL DESCRIPTION

Pro file  Na me Ente r up  to  31 a lpha nume ric  c ha ra c te rs fo r the  p ro file  na me . This na me  is o nly visib le  in the  

We b  Co nfig ura to r a nd  is o nly fo r ma na g e me nt p urp o se s. Sp a c e s a nd  und e rsc o re s a re  

a llo we d .

Filte r Ac tio n Se le c t a llow to  p e rmit the  wire le ss c lie nt with the  MAC a d d re sse s in this p ro file  to  c o nne c t to  the  

ne two rk thro ug h the  a sso c ia te d  SSID; se le c t de ny to  b lo c k the  wire le ss c lie nts with the  sp e c ifie d  

MAC a d d re sse s.

Ad d Clic k this to  a d d  a  MAC a d d re ss to  the  p ro file ’ s list.

Ed it C lic k this to  e d it the  se le c te d  MAC a d d re ss in the  p ro file ’ s list.

Re mo ve Clic k this to  re mo ve  the  se le c te d  MAC a d d re ss fro m the  p ro file ’ s list.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  use r.

MAC This fie ld  sp e c ifie s a  MAC a d d re ss a sso c ia te d  with this p ro file . Yo u c a n c lic k the  MAC a d d re ss to  

ma ke  it e d ita b le .

De sc rip tio n This fie ld  d isp la ys a  d e sc rip tio n fo r the  MAC a d d re ss a sso c ia te d  with this p ro file . Yo u c a n c lic k 

the  d e sc rip tio n to  ma ke  it e d ita b le . Ente r up  to  60 c ha ra c te rs, sp a c e s a nd  und e rsc o re s 

a llo we d .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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C HA PTER 1 3

MON Profile

13.1  Ove rvie w

This sc re e n a llo ws yo u to  se t up  mo nito r mo d e  c o nfig ura tio ns tha t a llo w yo ur Zyxe l De vic e  to  sc a n fo r 

o the r wire le ss d e vic e s in the  vic inity. Onc e  d e te c te d , yo u c a n use  the  Wire le ss > MON Mode  sc re e n 

(Se c tio n 10.3 o n p a g e  79) to  c la ssify the m a s e ithe r ro g ue  o r frie nd ly.

No t a ll Zyxe l De vic e s sup p o rt mo nito r mo d e  a nd  ro g ue  APs d e te c tio n.

13.1.1  Wha t You Ca n Do in this Cha pte r

The  MON Profile  sc re e n (Se c tio n 13.2 o n p a g e  117) c re a te s p re se t mo nito r mo d e  c o nfig ura tio ns tha t c a n 

b e  use d  b y the  Zyxe l De vic e .

13.2  MON Profile

This sc re e n a llo ws yo u to  c re a te  mo nito r mo d e  c o nfig ura tio ns tha t c a n b e  use d  b y the  APs. To  a c c e ss 

this sc re e n, lo g  into  the  We b  Co nfig ura to r, a nd  c lic k Config ura tion > Obje c t > MON Profile .

Fig ure  71   Co nfig ura tio n > Ob je c t > MON Pro file

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  50   Co nfig ura tio n > Ob je c t > MON Pro file

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w mo nito r mo d e  p ro file .

Ed it C lic k this to  e d it the  se le c te d  mo nito r mo d e  p ro file .

Re mo ve Clic k this to  re mo ve  the  se le c te d  mo nito r mo d e  p ro file .

Ac tiva te To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te .

Ina c tiva te To  turn o ff a n e ntry, se le c t it a nd  c lic k Ina c tiva te .
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13.2.1  Add/ Edit MON Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w mo nito r mo d e  p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this 

sc re e n, c lic k the  Add  b utto n o r se le c t a nd  e xisting  mo nito r mo d e  p ro file  a nd  c lic k the  Edit b utto n. Se e  

Se c tio n 1.2.3 o n p a g e  14 fo r mo re  info rma tio n a b o ut MON Mo d e .

Fig ure  72   Co nfig ura tio n > Ob je c t > MON Pro file  > Ad d / Ed it MO N Pro file

Ob je c t 

Re fe re nc e

Clic k this to  vie w whic h o the r o b je c ts a re  linke d  to  the  se le c te d  mo nito r mo d e  p ro file  (fo r 

e xa mp le , a n AP ma na g e me nt p ro file ).

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  p ro file .

Sta tus This fie ld  sho ws whe the r o r no t the  e ntry is a c tiva te d .

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  mo nito r p ro file .

Ta b le  50   Co nfig ura tio n > Ob je c t > MON Pro file  (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  51   Co nfig ura tio n > Ob je c t > MON Pro file  > Ad d / Ed it MON Pro file

LABEL DESCRIPTION

Ac tiva te Se le c t this to  a c tiva te  this mo nito r mo d e  p ro file .

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  mo nito r mo d e  p ro file .

Cha nne l d we ll time Ente r the  inte rva l (in millise c o nd s) b e fo re  the  Zyxe l De vic e  switc he s to  a no the r c ha nne l fo r 

mo nito ring .

Sc a n C ha nne l Mo d e Se le c t a uto  to  ha ve  the  Zyxe l De vic e  switc h to  the  ne xt se q ue ntia l c ha nne l o nc e  the  

Cha nne l dwe ll time  e xp ire s.

Se le c t ma nua l to  se t sp e c ific  c ha nne ls thro ug h whic h to  c yc le  se q ue ntia lly whe n the  

Cha nne l dwe ll time  e xp ire s. Se le c ting  this o p tio ns ma ke s the  Sc a n Cha nne l List o p tio ns 

a va ila b le .

Se t Sc a n Cha nne l List 

(2.4 G Hz)

Se le c t o ne  o r mo re  tha n o ne  c ha nne l to  ha ve  the  Zyxe l De vic e  using  this p ro file  sc a n the  

c ha nne l(s) whe n Sc a n Channe l Mode  is se t to  ma nua l.

The se  c ha nne ls a re  limite d  to  the  2.4 G Hz ra ng e  (802.11 b / g / n/ a x).

Se t Sc a n Cha nne l List 

(5 G Hz)

Se le c t o ne  o r mo re  tha n o ne  c ha nne l to  ha ve  the  Zyxe l De vic e  using  this p ro file  sc a n the  

c ha nne l(s) whe n Sc a n Channe l Mode  is se t to  ma nua l.

The se  c ha nne ls a re  limite d  to  the  5 G Hz ra ng e  (802.11 a / n/ a c / a x). No t a ll Zyxe l De vic e s 

sup p o rt b o th 2.4 G Hz a nd  5 G Hz fre q ue nc y b a nd s.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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C HA PTER 1 4

WDS Profile

14.1  Ove rvie w

This c ha p te r sho ws yo u ho w to  c o nfig ure  WDS (Wire le ss Distrib utio n Syste m) p ro file s fo r the  Zyxe l De vic e  

to  fo rm a  WDS with o the r APs.

14.1.1  Wha t You Ca n Do in this Cha pte r

The  WDS Profile  sc re e n (Se c tio n 14.2 o n p a g e  120) c re a te s p re se t WDS c o nfig ura tio ns tha t c a n b e  use d  

b y the  Zyxe l De vic e .

14.2  WDS Profile

This sc re e n a llo ws yo u to  ma na g e  a nd  c re a te  WDS p ro file s tha t c a n b e  use d  b y the  APs. To  a c c e ss this 

sc re e n, c lic k Config ura tion > Obje c t > WDS Profile .

Fig ure  73   Co nfig ura tio n > Ob je c t > WDS Pro file

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  52   Co nfig ura tio n > Ob je c t > WDS Pro file

LABEL DESCRIPTION

Ad d Clic k this to  a d d  a  ne w p ro file .

Ed it C lic k this to  e d it the  se le c te d  p ro file .

Re mo ve Clic k this to  re mo ve  the  se le c te d  p ro file .

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  p ro file .

Pro file  Na me This fie ld  ind ic a te s the  na me  a ssig ne d  to  the  p ro file .

WDS SSID This fie ld  sho ws the  SSID sp e c ifie d  in this WDS p ro file .
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14.2.1  Add/ Edit WDS Profile

This sc re e n a llo ws yo u to  c re a te  a  ne w WDS p ro file  o r e d it a n e xisting  o ne . To  a c c e ss this sc re e n, c lic k the  

Add b utto n o r se le c t a nd  e xisting  p ro file  a nd  c lic k the  Edit b utto n.

Fig ure  74   Co nfig ura tio n > Ob je c t > WDS Pro file  > Ad d / Ed it WDS Pro file

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  53   Co nfig ura tio n > Ob je c t > WDS Pro file  > Ad d / Ed it WDS Pro file

LABEL DESCRIPTION

Pro file  Na me Ente r up  to  31 a lpha nume ric  c ha ra c te rs fo r the  p ro file  na me .

WDS SSID Ente r the  SSID with whic h yo u wa nt the  Zyxe l De vic e  to  c o nne c t to  a  ro o t AP o r re p e a te r to  

fo rm a  WDS.

Pre -Sha re d  Ke y Ente r a  p re -sha re d  ke y o f b e twe e n 8 a nd  63 c a se -se nsitive  ASC II c ha ra c te rs (inc lud ing  

sp a c e s a nd  symb o ls) o r 64 he xa d e c ima l c ha ra c te rs.

The  ke y is use d  to  e nc ryp t the  tra ffic  b e twe e n the  APs.

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

C a nc e l C lic k Ca nc e l to  e xit this sc re e n witho ut sa ving  yo ur c ha ng e s.
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C HA PTER 1 5

Ce rtific a te s

15.1  Ove rvie w

The  Zyxe l De vic e  c a n use  c e rtific a te s (a lso  c a lle d  d ig ita l IDs) to  a uthe ntic a te  use rs. Ce rtific a te s a re  

b a se d  o n p ub lic -p riva te  ke y p a irs. A c e rtific a te  c o nta ins the  c e rtific a te  o wne r’ s id e ntity a nd  p ub lic  ke y. 

Ce rtific a te s p ro vid e  a  wa y to  e xc ha ng e  p ub lic  ke ys fo r use  in a uthe ntic a tio n.

15.1.1  Wha t You Ca n Do in this Cha pte r

• The  My Ce rtific ate s sc re e ns (Se c tio n 15.2 o n p a g e  125) g e ne ra te  a nd  e xp o rt se lf-sig ne d  c e rtific a te s o r 
c e rtific a tio n re q ue sts a nd  imp o rt the  Zyxe l De vic e ’ s CA-sig ne d  c e rtific a te s.

• The  Truste d Ce rtific a te s sc re e ns (Se c tio n 15.3 o n p a g e  132) sa ve  CA c e rtific a te s a nd  truste d  re mo te  
ho st c e rtific a te s to  the  Zyxe l De vic e . The  Zyxe l De vic e  trusts a ny va lid  c e rtific a te  tha t yo u ha ve  
imp o rte d  a s a  truste d  c e rtific a te . It a lso  trusts a ny va lid  c e rtific a te  sig ne d  b y a ny o f the  c e rtific a te s 
tha t yo u ha ve  imp o rte d  a s a  truste d  c e rtific a te .

15.1.2  Wha t You Ne e d to  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Whe n using  p ub lic -ke y c ryp to lo g y fo r a uthe ntic a tio n, e a c h ho st ha s two  ke ys. One  ke y is p ub lic  a nd  c a n 

b e  ma d e  o p e nly a va ila b le . The  o the r ke y is p riva te  a nd  must b e  ke p t se c ure .

The se  ke ys wo rk like  a  ha nd writte n sig na ture  (in fa c t, c e rtific a te s a re  o fte n re fe rre d  to  a s “ d ig ita l 

sig na ture s” ). Only yo u c a n write  yo ur sig na ture  e xa c tly a s it sho uld  lo o k. Whe n p e o p le  kno w wha t yo ur 

sig na ture  lo o ks like , the y c a n ve rify whe the r so me thing  wa s sig ne d  b y yo u, o r b y so me o ne  e lse . In the  

sa me  wa y, yo ur p riva te  ke y “write s”  yo ur d ig ita l sig na ture  a nd  yo ur p ub lic  ke y a llo ws p e o p le  to  ve rify 

whe the r d a ta  wa s sig ne d  b y yo u, o r b y so me o ne  e lse .

This p ro c e ss wo rks a s fo llo ws:

1 Tim wa nts to  se nd  a  me ssa g e  to  Je nny. He  ne e d s he r to  b e  sure  tha t it c o me s fro m him, a nd  tha t the  

me ssa g e  c o nte nt ha s no t b e e n a lte re d  b y a nyo ne  e lse  a lo ng  the  wa y. Tim g e ne ra te s a  p ub lic  ke y p a ir 

(o ne  p ub lic  ke y a nd  o ne  p riva te  ke y).

2 Tim ke e p s the  p riva te  ke y a nd  ma ke s the  p ub lic  ke y o p e nly a va ila b le . This me a ns tha t a nyo ne  who  

re c e ive s a  me ssa g e  se e ming  to  c o me  fro m Tim c a n re a d  it a nd  ve rify whe the r it is re a lly fro m him o r no t.

3 Tim use s his p riva te  ke y to  sig n the  me ssa g e  a nd  se nd s it to  Je nny.

4 Je nny re c e ive s the  me ssa g e  a nd  use s Tim’ s p ub lic  ke y to  ve rify it. Je nny kno ws tha t the  me ssa g e  is fro m 

Tim, a nd  tha t a ltho ug h o the r p e o p le  ma y ha ve  b e e n a b le  to  re a d  the  me ssa g e , no -o ne  c a n ha ve  

a lte re d  it (b e c a use  the y c a nno t re -sig n the  me ssa g e  with Tim’ s p riva te  ke y).
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5 Ad d itio na lly, Je nny use s he r o wn p riva te  ke y to  sig n a  me ssa g e  a nd  Tim use s Je nny’ s p ub lic  ke y to  ve rify 

the  me ssa g e .

The  Zyxe l De vic e  use s c e rtific a te s b a se d  o n p ub lic -ke y c ryp to lo g y to  a uthe ntic a te  use rs a tte mp ting  to  

e sta b lish a  c o nne c tio n, no t to  e nc ryp t the  d a ta  tha t yo u se nd  a fte r e sta b lishing  a  c o nne c tio n. The  

me tho d  use d  to  se c ure  the  d a ta  tha t yo u se nd  thro ug h a n e sta b lishe d  c o nne c tio n d e p e nd s o n the  

typ e  o f c o nne c tio n.

The  c e rtific a tio n a utho rity use s its p riva te  ke y to  sig n c e rtific a te s. Anyo ne  c a n the n use  the  c e rtific a tio n 

a utho rity’ s p ub lic  ke y to  ve rify the  c e rtific a te s.

A c e rtific a tio n p a th is the  hie ra rc hy o f c e rtific a tio n a utho rity c e rtific a te s tha t va lid a te  a  c e rtific a te . The  

Zyxe l De vic e  d o e s no t trust a  c e rtific a te  if a ny c e rtific a te  o n its p a th ha s e xp ire d  o r b e e n re vo ke d .

Ce rtific a tio n a utho ritie s ma inta in d ire c to ry se rve rs with d a ta b a se s o f va lid  a nd  re vo ke d  c e rtific a te s. A 

d ire c to ry o f c e rtific a te s tha t ha ve  b e e n re vo ke d  b e fo re  the  sc he d ule d  e xp ira tio n is c a lle d  a  CRL 

(Ce rtific a te  Re vo c a tio n List). The  Zyxe l De vic e  c a n c he c k a  p e e r’ s c e rtific a te  a g a inst a  d ire c to ry se rve r’ s 

list o f re vo ke d  c e rtific a te s. The  fra me wo rk o f se rve rs, so ftwa re , p ro c e d ure s a nd  p o lic ie s tha t ha nd le s ke ys 

is c a lle d  PKI (p ub lic -ke y infra struc ture ).

Adva nta g e s of Ce rtific a te s

Ce rtific a te s o ffe r the  fo llo wing  b e ne fits.

• The  Zyxe l De vic e  o nly ha s to  sto re  the  c e rtific a te s o f the  c e rtific a tio n a utho ritie s tha t yo u d e c id e  to  
trust, no  ma tte r ho w ma ny d e vic e s yo u ne e d  to  a uthe ntic a te .

• Ke y d istrib utio n is simp le  a nd  ve ry se c ure  sinc e  yo u c a n fre e ly d istrib ute  p ub lic  ke ys a nd  yo u ne ve r 
ne e d  to  tra nsmit p riva te  ke ys.

Se lf- signe d Ce rtific a te s

Yo u c a n ha ve  the  Zyxe l De vic e  a c t a s a  c e rtific a tio n a utho rity a nd  sig n its o wn c e rtific a te s.

Fa c tory De fa ult Ce rtific a te

The  Zyxe l De vic e  g e ne ra te s its o wn uniq ue  se lf-sig ne d  c e rtific a te  whe n yo u first turn it o n. This c e rtific a te  

is re fe rre d  to  in the  G UI a s the  fa c to ry d e fa ult c e rtific a te .

Ce rtific a te  File  Forma ts

Any c e rtific a te  tha t yo u wa nt to  imp o rt ha s to  b e  in o ne  o f the se  file  fo rma ts:

• Bina ry X.509: This is a n ITU-T re c o mme nd a tio n tha t d e fine s the  fo rma ts fo r X.509 c e rtific a te s.

• PEM (Ba se -64) e nc o d e d  X.509: This Priva c y Enha nc e d  Ma il fo rma t use s lo we rc a se  le tte rs, up p e rc a se  
le tte rs a nd  nume ra ls to  c o nve rt a  b ina ry X.509 c e rtific a te  into  a  p rinta b le  fo rm.

• Bina ry PKCS# 7: This is a  sta nd a rd  tha t d e fine s the  g e ne ra l synta x fo r d a ta  (inc lud ing  d ig ita l sig na ture s) 
tha t ma y b e  e nc ryp te d . A PKCS # 7 file  is use d  to  tra nsfe r a  p ub lic  ke y c e rtific a te . The  p riva te  ke y is no t 
inc lud e d . The  Zyxe l De vic e  c urre ntly a llo ws the  imp o rta tio n o f a  PKS# 7 file  tha t c o nta ins a  sing le  
c e rtific a te .

• PEM (Ba se -64) e nc o d e d  PKCS# 7: This Priva c y Enha nc e d  Ma il (PEM) fo rma t use s lo we rc a se  le tte rs, 
up p e rc a se  le tte rs a nd  nume ra ls to  c o nve rt a  b ina ry PKCS# 7 c e rtific a te  into  a  p rinta b le  fo rm.



Cha p te r 15 Ce rtific a te s

NWA50AX Use r’ s G uid e

124

• Bina ry PKCS# 12: This is a  fo rma t fo r tra nsfe rring  p ub lic  ke y a nd  p riva te  ke y c e rtific a te s.The  p riva te  ke y 
in a  PKCS # 12 file  is within a  p a sswo rd -e nc ryp te d  e nve lo p e . The  file ’ s p a sswo rd  is no t c o nne c te d  to  
yo ur c e rtific a te ’ s p ub lic  o r p riva te  p a sswo rd s. Exp o rting  a  PKCS # 12 file  c re a te s this a nd  yo u must 
p ro vid e  it to  d e c ryp t the  c o nte nts whe n yo u imp o rt the  file  into  the  Zyxe l De vic e .

No te : Be  c a re ful no t to  c o nve rt a  b ina ry file  to  te xt d uring  the  tra nsfe r p ro c e ss. It is e a sy fo r this 
to  o c c ur sinc e  ma ny p ro g ra ms use  te xt file s b y d e fa ult.

15.1.3  Ve rifying  a  Ce rtific a te

Be fo re  yo u imp o rt a  truste d  c e rtific a te  into  the  Zyxe l De vic e , yo u sho uld  ve rify tha t yo u ha ve  the  c o rre c t 

c e rtific a te . Yo u c a n d o  this using  the  c e rtific a te ’ s fing e rp rint. A c e rtific a te ’ s fing e rp rint is a  me ssa g e  

d ig e st c a lc ula te d  using  the  MD5 o r SHA1 a lg o rithm. The  fo llo wing  p ro c e d ure  d e sc rib e s ho w to  c he c k a  

c e rtific a te ’ s fing e rp rint to  ve rify tha t yo u ha ve  the  a c tua l c e rtific a te .

1 Bro wse  to  whe re  yo u ha ve  the  c e rtific a te  sa ve d  o n yo ur c o mp ute r.

2 Ma ke  sure  tha t the  c e rtific a te  ha s a  “ .c e r”  o r “ .c rt”  file  na me  e xte nsio n.

3 Do ub le -c lic k the  c e rtific a te ’ s ic o n to  o p e n the  Ce rtific ate  wind o w. C lic k the  De ta ils ta b  a nd  sc ro ll d o wn 

to  the  Thumbprint Alg orithm  a nd  Thumbprint fie ld s.

4 Use  a  se c ure  me tho d  to  ve rify tha t the  c e rtific a te  o wne r ha s the  sa me  info rma tio n in the  Thumbprint 

Algorithm  a nd  Thumbprint fie ld s. The  se c ure  me tho d  ma y va ry b a se d  o n yo ur situa tio n. Po ssib le  

e xa mp le s wo uld  b e  o ve r the  te le p ho ne  o r thro ug h a n HTTPS c o nne c tio n.
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15.2  My Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > My Ce rtific a te s to  o p e n this sc re e n. This is the  Zyxe l De vic e ’ s 

summa ry list o f c e rtific a te s a nd  c e rtific a tio n re q ue sts.

Fig ure  75   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  54   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s

LABEL DESCRIPTION

PKI Sto ra g e  Sp a c e  

in Use

This b a r d isp la ys the  p e rc e nta g e  o f the  Zyxe l De vic e ’ s PKI sto ra g e  sp a c e  tha t is c urre ntly in use . 

Whe n the  sto ra g e  sp a c e  is a lmo st full, yo u sho uld  c o nsid e r d e le ting  e xp ire d  o r unne c e ssa ry 

c e rtific a te s b e fo re  a d d ing  mo re  c e rtific a te s.

Ad d Clic k this to  g o  to  the  sc re e n whe re  yo u c a n ha ve  the  Zyxe l De vic e  g e ne ra te  a  c e rtific a te  o r a  

c e rtific a tio n re q ue st.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n with a n in-d e p th list o f 

info rma tio n a b o ut the  c e rtific a te .

Re mo ve The  Zyxe l De vic e  ke e p s a ll o f yo ur c e rtific a te s unle ss yo u sp e c ific a lly d e le te  the m. Up lo a d ing  a  

ne w firmwa re  o r d e fa ult c o nfig ura tio n file  d o e s no t d e le te  yo ur c e rtific a te s. To  re mo ve  a n 

e ntry, se le c t it a nd  c lic k Re move . The  Zyxe l De vic e  c o nfirms yo u wa nt to  re mo ve  it b e fo re  

d o ing  so . Sub se q ue nt c e rtific a te s mo ve  up  b y o ne  whe n yo u ta ke  this a c tio n.

Ob je c t Re fe re nc e Yo u c a nno t d e le te  c e rtific a te s tha t a ny o f the  Zyxe l De vic e ’ s fe a ture s a re  c o nfig ure d  to  use . 

Se le c t a n e ntry a nd  c lic k Obje c t Re fe re nc e  to  o p e n a  sc re e n tha t sho ws whic h se tting s use  

the  e ntry.

# This fie ld  d isp la ys the  c e rtific a te  ind e x numb e r. The  c e rtific a te s a re  liste d  in a lp ha b e tic a l o rd e r.

Na me This fie ld  d isp la ys the  na me  use d  to  id e ntify this c e rtific a te . It is re c o mme nd e d  tha t yo u g ive  

e a c h c e rtific a te  a  uniq ue  na me .

Typ e This fie ld  d isp la ys wha t kind  o f c e rtific a te  this is.

REQ  re p re se nts a  c e rtific a tio n re q ue st a nd  is no t ye t a  va lid  c e rtific a te . Se nd  a  c e rtific a tio n 

re q ue st to  a  c e rtific a tio n a utho rity, whic h the n issue s a  c e rtific a te . Use  the  My Ce rtific a te  

Import sc re e n to  imp o rt the  c e rtific a te  a nd  re p la c e  the  re q ue st.

SELF re p re se nts a  se lf-sig ne d  c e rtific a te .

CERT re p re se nts a  c e rtific a te  issue d  b y a  c e rtific a tio n a utho rity.

Sub je c t This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s o wne r, suc h a s C N (C o mmo n 

Na me ), OU (Org a niza tio na l Unit o r d e p a rtme nt), O  (Org a niza tio n o r c o mp a ny) a nd  C  

(C o untry). It is re c o mme nd e d  tha t e a c h c e rtific a te  ha ve  uniq ue  sub je c t info rma tio n.
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15.2.1  Add My Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > My Ce rtific a te s a nd  the n the  Add  ic o n to  o p e n the  Add  My 

Ce rtific a te s sc re e n. Use  this sc re e n to  ha ve  the  Zyxe l De vic e  c re a te  a  se lf-sig ne d  c e rtific a te , e nro ll a  

c e rtific a te  with a  c e rtific a tio n a utho rity o r g e ne ra te  a  c e rtific a tio n re q ue st.

Fig ure  76   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ad d

Issue r This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s issuing  c e rtific a tio n a utho rity, 

suc h a s a  c o mmo n na me , o rg a niza tio na l unit o r d e pa rtme nt, o rg a niza tio n o r c o mpa ny a nd  

c o untry. With se lf-sig ne d  c e rtific a te s, this is the  sa me  info rma tio n a s in the  Subje c t fie ld .

Va lid  Fro m This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  b e c o me s a p p lic a b le .

Va lid  To This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  e xp ire s. The  te xt d isp la ys in re d  a nd  inc lud e s a n 

Exp ire d ! me ssa g e  if the  c e rtific a te  ha s e xp ire d .

Imp o rt C lic k Import to  o p e n a  sc re e n whe re  yo u c a n sa ve  a  c e rtific a te  to  the  Zyxe l De vic e .

Re fre sh Clic k Re fre sh to  d isp la y the  c urre nt va lid ity sta tus o f the  c e rtific a te s.

Ta b le  54   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s (c o ntinue d )

LABEL DESCRIPTION
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  55   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ad d

LABEL DESCRIPTION

Na me Typ e  a  na me  to  id e ntify this c e rtific a te . Yo u c a n use  up  to  31 a lp ha nume ric  a nd  

;‘ ~!@ # $%^&()_+[]{}’ ,.=- c ha ra c te rs.

Sub je c t Info rma tio n Use  the se  fie ld s to  re c o rd  info rma tio n tha t id e ntifie s the  o wne r o f the  c e rtific a te . Yo u d o  

no t ha ve  to  fill in e ve ry fie ld , a ltho ug h yo u must spe c ify a  Host IP Addre ss, Host Doma in 

Na me , o r E- Ma il. The  c e rtific a tio n a utho rity ma y a d d  fie ld s (suc h a s a  se ria l numb e r) to  the  

sub je c t info rma tio n whe n it issue s a  c e rtific a te . It is re c o mme nd e d  tha t e a c h c e rtific a te  

ha ve  uniq ue  sub je c t info rma tio n.

Se le c t a  ra d io  b utto n to  id e ntify the  c e rtific a te ’ s o wne r b y IP a d d re ss, d o ma in na me  o r e -

ma il a d d re ss. Typ e  the  IP a d d re ss (in d o tte d  d e c ima l no ta tio n), d o ma in na me  o r e -ma il 

a d d re ss in the  fie ld  p ro vid e d . The  d o ma in na me  o r e -ma il a d d re ss is fo r id e ntific a tio n 

p urp o se s o nly a nd  c a n b e  a ny string .

A d o ma in na me  c a n b e  up  to  255 c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  

hyp he n a nd  p e rio d s.

An e -ma il a d d re ss c a n b e  up  to  63 c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  

hyp he n, the  @  symb o l, p e rio d s a nd  the  und e rsc o re .

Org a niza tio na l Unit Id e ntify the  o rg a niza tio na l unit o r d e p a rtme nt to  whic h the  c e rtific a te  o wne r b e lo ng s. Yo u 

c a n use  up  to  31 c ha ra c te rs. Yo u c a n use  a lpha nume ric  c ha ra c te rs, the  hyp he n a nd  the  

und e rsc o re .

Org a niza tio n Id e ntify the  c o mp a ny o r g ro up  to  whic h the  c e rtific a te  o wne r b e lo ng s. Yo u c a n use  up  to  

31 c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  hyp he n a nd  the  und e rsc o re .

To wn (C ity) Id e ntify the  to wn o r c ity whe re  the  c e rtific a te  o wne r is lo c a te d . Yo u c a n use  up  to  31 

c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  hyp he n a nd  the  und e rsc o re .

Sta te  (Pro vinc e ) Id e ntify the  sta te  o r p ro vinc e  whe re  the  c e rtific a te  o wne r is lo c a te d . Yo u c a n use  up  to  31 

c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  hyp he n a nd  the  und e rsc o re .

C o untry Id e ntify the  na tio n whe re  the  c e rtific a te  o wne r is lo c a te d . Yo u c a n use  up  to  31 

c ha ra c te rs. Yo u c a n use  a lp ha nume ric  c ha ra c te rs, the  hyp he n a nd  the  und e rsc o re .

Ke y Typ e The  Zyxe l De vic e  use s the  RSA (Rive st, Sha mir a nd  Ad le ma n) pub lic -ke y e nc ryp tio n 

a lg o rithm. SHA1 (Se c ure  Ha sh Alg o rithm) a nd  SHA2 a re  ha sh a lg o rithms use d  to  

a uthe ntic a te  p a c ke t d a ta . SHA2-256 o r SHA2-512 a re  p a rt o f the  SHA2 se t o f 

c ryp to g ra p hic  func tio ns a nd  the y a re  c o nsid e re d  e ve n mo re  se c ure  tha n SHA1.

Se le c t a  ke y typ e  fro m RSA- SHA256 a nd  RSA- SHA512.

Ke y Le ng th Se le c t a  numb e r fro m the  d ro p -d o wn list b o x to  d e te rmine  ho w ma ny b its the  ke y sho uld  

use  (1024 to  2048). The  lo ng e r the  ke y, the  mo re  se c ure  it is. A lo ng e r ke y a lso  use s mo re  PKI 

sto ra g e  sp a c e .

Exte nd e d  Ke y Usa g e Se le c t Se rve r Authe ntic a tion to  a llo w a  we b  se rve r to  se nd  c lie nts the  c e rtific a te  to  

a uthe ntic a te  itse lf.

Se le c t Clie nt Authe ntic a tion to  use  the  c e rtific a te ’ s ke y to  a uthe ntic a te  c lie nts to  the  

se c ure  g a te wa y.

The se  ra d io  b utto ns d e a l with ho w a nd  whe n the  c e rtific a te  is to  b e  g e ne ra te d .

Cre a te  a  se lf-sig ne d  

c e rtific a te

Se le c t this to  ha ve  the  Zyxe l De vic e  g e ne ra te  the  c e rtific a te  a nd  a c t a s the  Ce rtific a tio n 

Autho rity (CA) itse lf. This wa y yo u d o  no t ne e d  to  a p p ly to  a  c e rtific a tio n a utho rity fo r 

c e rtific a te s.

Cre a te  a  c e rtific a tio n 

re q ue st a nd  sa ve  it 

lo c a lly fo r la te r 

ma nua l e nro llme nt

Se le c t this to  ha ve  the  Zyxe l De vic e  g e ne ra te  a nd  sto re  a  re q ue st fo r a  c e rtific a te . Use  the  

My Ce rtific a te  Edit sc re e n to  vie w the  c e rtific a tio n re q ue st a nd  c o p y it to  se nd  to  the  

c e rtific a tio n a utho rity.

C o p y the  c e rtific a tio n re q ue st fro m the  My Ce rtific a te  Edit sc re e n a nd  the n se nd  it to  the  

c e rtific a tio n a utho rity.
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If yo u c o nfig ure d  the  Add  My Ce rtific a te s sc re e n to  ha ve  the  Zyxe l De vic e  e nro ll a  c e rtific a te  a nd  the  

c e rtific a te  e nro llme nt is no t suc c e ssful, yo u se e  a  sc re e n with a  Re turn b utto n tha t ta ke s yo u b a c k to  the  

Add My Ce rtific a te s sc re e n. C lic k Re turn a nd  c he c k yo ur info rma tio n in the  Add  My Ce rtific a te s sc re e n. 

Ma ke  sure  tha t the  c e rtific a tio n a utho rity info rma tio n is c o rre c t a nd  tha t yo ur Inte rne t c o nne c tio n is 

wo rking  p ro p e rly if yo u wa nt the  Zyxe l De vic e  to  e nro ll a  c e rtific a te  o nline .

15.2.2  Edit My Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > My Ce rtific a te s a nd  the n the  Edit ic o n to  o p e n the  My 

Ce rtific a te  Edit sc re e n. Yo u c a n use  this sc re e n to  vie w in-d e p th c e rtific a te  info rma tio n a nd  c ha ng e  the  

c e rtific a te ’ s na me .

Cre a te  a  c e rtific a tio n 

re q ue st a nd  e nro ll fo r 

a  c e rtific a te  

imme d ia te ly o nline

Se le c t this to  ha ve  the  Zyxe l De vic e  g e ne ra te  a  re q ue st fo r a  c e rtific a te  a nd  a p p ly to  a  

c e rtific a tio n a utho rity fo r a  c e rtific a te .

Yo u must ha ve  the  c e rtific a tio n a utho rity’ s c e rtific a te  a lre a d y imp o rte d  in the  Truste d 

Ce rtific a te s sc re e n.

Whe n yo u se le c t this o p tio n, yo u must se le c t the  c e rtific a tio n a utho rity’ s e nro llme nt 

p ro to c o l a nd  the  c e rtific a tio n a utho rity’ s c e rtific a te  fro m the  d ro p -d o wn list b o xe s a nd  

e nte r the  c e rtific a tio n a utho rity’ s se rve r a d d re ss. Yo u a lso  ne e d  to  fill in the  Re fe re nc e  

Numbe r a nd  Ke y if the  c e rtific a tio n a utho rity re q uire s the m.

Enro llme nt Pro to c o l This fie ld  a pp lie s whe n yo u se le c t Cre a te  a  c e rtific a tion re que st a nd e nroll for a  c e rtific a te  

imme dia te ly online . Se le c t the  c e rtific a tio n a utho rity’ s e nro llme nt p ro to c o l fro m the  d ro p -

d o wn list b o x.

Simple  Ce rtific a te  Enrollme nt Protoc ol (SCEP) is a  TCP-b a se d  e nro llme nt p ro to c o l tha t wa s 

d e ve lo p e d  b y Ve riSig n a nd  C isc o .

Ce rtific a te  Ma na g e me nt Protoc ol (CMP) is a  TC P-b a se d  e nro llme nt p ro to c o l tha t wa s 

d e ve lo pe d  b y the  Pub lic  Ke y Infra struc ture  X.509 wo rking  g ro up  o f the  Inte rne t 

Eng ine e ring  Ta sk Fo rc e  (IETF) a nd  is sp e c ifie d  in RFC 2510.

CA Se rve r Ad d re ss This fie ld  a pp lie s whe n yo u se le c t Cre a te  a  c e rtific a tion re que st a nd e nroll for a  c e rtific a te  

imme dia te ly online . Ente r the  IP a d d re ss (o r URL) o f the  c e rtific a tio n a utho rity se rve r.

Fo r a  URL, yo u c a n use  up  to  511 o f the  fo llo wing  c ha ra c te rs. a -zA-Z0-9'()+,/ :.=? ;!*# @ $_%-

CA Ce rtific a te This fie ld  a pp lie s whe n yo u se le c t Cre a te  a  c e rtific a tion re que st a nd e nroll for a  c e rtific a te  

imme dia te ly online . Se le c t the  c e rtific a tio n a utho rity’ s c e rtific a te  fro m the  CA Ce rtific a te  

d ro p -d o wn list b o x.

Yo u must ha ve  the  c e rtific a tio n a utho rity’ s c e rtific a te  a lre a d y imp o rte d  in the  Truste d 

Ce rtific a te s sc re e n. C lic k Truste d CAs to  g o  to  the  Truste d Ce rtific a te s sc re e n whe re  yo u 

c a n vie w (a nd  ma na g e ) the  Zyxe l De vic e 's list o f c e rtific a te s o f truste d  c e rtific a tio n 

a utho ritie s.

Re q ue st 

Authe ntic a tio n

Whe n yo u se le c t Cre a te  a  c e rtific a tion re que st a nd e nroll for a  c e rtific a te  imme dia te ly 

online , the  c e rtific a tio n a utho rity ma y wa nt yo u to  inc lud e  a  re fe re nc e  numb e r a nd  ke y to  

id e ntify yo u whe n yo u se nd  a  c e rtific a tio n re q ue st.

Fill in b o th the  Re fe re nc e  Numbe r a nd  the  Ke y fie ld s if yo ur c e rtific a tio n a utho rity use s the  

CMP e nro llme nt p ro to c o l. Just the  Ke y fie ld  d isp la ys if yo ur c e rtific a tio n a utho rity use s the  

SCEP e nro llme nt p ro to c o l.

Fo r the  re fe re nc e  numb e r, use  0 to  99999999.

Fo r the  ke y, use  up  to  31 o f the  fo llo wing  c ha ra c te rs. a -zA-Z0-9;|`~!@ # $%^&*()_+\{}':,./

<>=-

O K Clic k OK to  b e g in c e rtific a te  o r c e rtific a tio n re q ue st g e ne ra tio n.

Ca nc e l C lic k Ca nc e l to  q uit a nd  re turn to  the  My Ce rtific a te s sc re e n.

Ta b le  55   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ad d  (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  77   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ed it
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  56   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ed it

LABEL DESCRIPTION

Na me This fie ld  d isp la ys the  id e ntifying  na me  o f this c e rtific a te . Yo u c a n use  up  to  31 a lp ha nume ric  

a nd  ;‘ ~!@ # $%^&()_+[]{}’ ,.=- c ha ra c te rs.

Ce rtific a tio n Pa th This fie ld  d isp la ys fo r a  c e rtific a te , no t a  c e rtific a tio n re q ue st.

C lic k the  Re fre sh b utto n to  ha ve  this re a d -o nly te xt b o x d isp la y the  hie ra rc hy o f c e rtific a tio n 

a utho ritie s tha t va lid a te  the  c e rtific a te  (a nd  the  c e rtific a te  itse lf).

If the  issuing  c e rtific a tio n a utho rity is o ne  tha t yo u ha ve  imp o rte d  a s a  truste d  c e rtific a tio n 

a utho rity, it ma y b e  the  o nly c e rtific a tio n a utho rity in the  list (a lo ng  with the  c e rtific a te  itse lf). 

If the  c e rtific a te  is a  se lf-sig ne d  c e rtific a te , the  c e rtific a te  itse lf is the  o nly o ne  in the  list. The  

Zyxe l De vic e  d o e s no t trust the  c e rtific a te  a nd  d isp la ys “No t truste d ”  in this fie ld  if a ny 

c e rtific a te  o n the  p a th ha s e xp ire d  o r b e e n re vo ke d .

Re fre sh C lic k Re fre sh to  d isp la y the  c e rtific a tio n p a th.

C e rtific a te  

Info rma tio n

The se  re a d -o nly fie ld s d isp la y d e ta ile d  info rma tio n a b o ut the  c e rtific a te .

Typ e This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . CA-sig ne d  me a ns tha t a  

Ce rtific a tio n Autho rity sig ne d  the  c e rtific a te . Se lf-sig ne d  me a ns tha t the  c e rtific a te ’ s o wne r 

sig ne d  the  c e rtific a te  (no t a  c e rtific a tio n a utho rity). “X.509”  me a ns tha t this c e rtific a te  wa s 

c re a te d  a nd  sig ne d  a c c o rd ing  to  the  ITU-T X.509 re c o mme nd a tio n tha t d e fine s the  fo rma ts 

fo r p ub lic -ke y c e rtific a te s.

Ve rsio n This fie ld  d isp la ys the  X.509 ve rsio n numb e r.

Se ria l Numb e r This fie ld  d isp la ys the  c e rtific a te ’ s id e ntific a tio n numb e r g ive n b y the  c e rtific a tio n a utho rity 

o r g e ne ra te d  b y the  Zyxe l De vic e .

Sub je c t This fie ld  d isp la ys info rma tio n tha t id e ntifie s the  o wne r o f the  c e rtific a te , suc h a s C o mmo n 

Na me  (CN), Org a niza tio na l Unit (OU), Org a niza tio n (O ), Sta te  (ST), a nd  Co untry (C ).

Issue r This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s issuing  c e rtific a tio n a utho rity, 

suc h a s Co mmo n Na me , Org a niza tio na l Unit, Org a niza tio n a nd  Co untry.

With se lf-sig ne d  c e rtific a te s, this is the  sa me  a s the  Subje c t Na me  fie ld .

“ no ne ”  d isp la ys fo r a  c e rtific a tio n re q ue st.

Sig na ture  Alg o rithm This fie ld  d isp la ys the  type  o f a lg o rithm tha t wa s use d  to  sig n the  c e rtific a te .

Va lid  Fro m This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  b e c o me s a p p lic a b le . “ no ne ”  d isp la ys fo r a  

c e rtific a tio n re q ue st.

Va lid  To This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  e xp ire s. The  te xt d isp la ys in re d  a nd  inc lud e s 

a n Exp ire d ! me ssa g e  if the  c e rtific a te  ha s e xp ire d . “ no ne ”  d isp la ys fo r a  c e rtific a tio n 

re q ue st.

Ke y Alg o rithm This fie ld  d isp la ys the  typ e  o f a lg o rithm tha t wa s use d  to  g e ne ra te  the  c e rtific a te ’ s ke y p a ir 

(the  Zyxe l De vic e  use s RSA e nc ryptio n) a nd  the  le ng th o f the  ke y se t in b its (1024 b its fo r 

e xa mp le ).

Sub je c t Alte rna tive  

Na me

This fie ld  d isp la ys the  c e rtific a te  o wne r‘ s IP a d d re ss (IP), d o ma in na me  (DNS) o r e -ma il 

a d d re ss (EMAIL).

Ke y Usa g e This fie ld  d isp la ys fo r wha t func tio ns the  c e rtific a te ’ s ke y c a n b e  use d . Fo r e xa mp le , 

“ Dig ita lSig na ture ”  me a ns tha t the  ke y c a n b e  use d  to  sig n c e rtific a te s a nd  

“ Ke yEnc ip he rme nt”  me a ns tha t the  ke y c a n b e  use d  to  e nc rypt te xt.

Exte nd e d  Ke y Usa g e This fie ld  d isp la ys fo r wha t EKU (Exte nd e d  Ke y Usa g e ) func tio ns the  c e rtific a te ’ s ke y c a n b e  

use d .

Ba sic  Co nstra int This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . Fo r e xa mp le , Sub je c t Typ e =CA 

me a ns tha t this is a  c e rtific a tio n a utho rity’ s c e rtific a te  a nd  “ Pa th Le ng th C o nstra int=1”  

me a ns tha t the re  c a n o nly b e  o ne  c e rtific a tio n a utho rity in the  c e rtific a te ’ s p a th. This fie ld  

d o e s no t d isp la y fo r a  c e rtific a tio n re q ue st.
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15.2.3  Import Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > My Ce rtific a te s > Import to  o p e n the  My Ce rtific a te  Import 

sc re e n. Fo llo w the  instruc tio ns in this sc re e n to  sa ve  a n e xisting  c e rtific a te  to  the  Zyxe l De vic e .

No te : Yo u c a n imp o rt a  c e rtific a te  tha t ma tc he s a  c o rre sp o nd ing  c e rtific a tio n re q ue st tha t 
wa s g e ne ra te d  b y the  Zyxe l De vic e . Yo u c a n a lso  imp o rt a  c e rtific a te  in PKCS# 12 
fo rma t, inc lud ing  the  c e rtific a te ’ s p ub lic  a nd  p riva te  ke ys.

The  c e rtific a te  yo u imp o rt re p la c e s the  c o rre sp o nd ing  re q ue st in the  My Ce rtific ate s sc re e n.

Yo u must re mo ve  a ny sp a c e s in the  c e rtific a te ’ s file na me  b e fo re  yo u c a n imp o rt it.

MD5 Fing e rp rint This is the  c e rtific a te ’ s me ssa g e  d ig e st tha t the  Zyxe l De vic e  c a lc ula te d  using  the  MD5 

a lg o rithm.

SHA1 Fing e rp rint This is the  c e rtific a te ’ s me ssa g e  d ig e st tha t the  Zyxe l De vic e  c a lc ula te d  using  the  SHA1 

a lg o rithm.

Ce rtific a te  in PEM 

(Ba se -64) Enc o d e d  

Fo rma t

This re a d -o nly te xt b o x d isp la ys the  c e rtific a te  o r c e rtific a tio n re q ue st in Priva c y Enha nc e d  

Ma il (PEM) fo rma t. PEM use s lo we rc a se  le tte rs, up p e rc a se  le tte rs a nd  nume ra ls to  c o nve rt a  

b ina ry c e rtific a te  into  a  p rinta b le  fo rm.

Yo u c a n c o p y a nd  p a ste  a  c e rtific a tio n re q ue st into  a  c e rtific a tio n a utho rity’ s we b  p a g e , 

a n e -ma il tha t yo u se nd  to  the  c e rtific a tio n a utho rity o r a  te xt e d ito r a nd  sa ve  the  file  o n a  

ma na g e me nt c o mp ute r fo r la te r ma nua l e nro llme nt.

Yo u c a n c o p y a nd  p a ste  a  c e rtific a te  into  a n e -ma il to  se nd  to  frie nd s o r c o lle a g ue s o r yo u 

c a n c o p y a nd  p a ste  a  c e rtific a te  into  a  te xt e d ito r a nd  sa ve  the  file  o n a  ma na g e me nt 

c o mp ute r fo r la te r d istrib utio n (via  flo p p y d isk fo r e xa mp le ).

Exp o rt C e rtific a te  

O nly

Use  this b utto n to  sa ve  a  c o p y o f the  c e rtific a te  witho ut its p riva te  ke y. C lic k this b utto n a nd  

the n Sa ve  in the  File  Download  sc re e n. The  Sa ve  As sc re e n o p e ns, b ro wse  to  the  lo c a tio n 

tha t yo u wa nt to  use  a nd  c lic k Sa ve .

Pa sswo rd If yo u wa nt to  e xp o rt the  c e rtific a te  with its p riva te  ke y, c re a te  a  p a sswo rd  a nd  typ e  it he re . 

Ma ke  sure  yo u ke e p  this p a sswo rd  in a  sa fe  p la c e . Yo u will ne e d  to  use  it if yo u imp o rt the  

c e rtific a te  to  a no the r d e vic e .

Exp o rt C e rtific a te  

with Priva te  Ke y

Use  this b utto n to  sa ve  a  c o p y o f the  c e rtific a te  with its p riva te  ke y. Typ e  the  c e rtific a te ’ s 

p a sswo rd  a nd  c lic k this b utto n. C lic k Sa ve  in the  File  Downloa d sc re e n. The  Sa ve  As sc re e n 

o p e ns, b ro wse  to  the  lo c a tio n tha t yo u wa nt to  use  a nd  c lic k Save .

O K Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e . Yo u c a n o nly c ha ng e  the  na me .

Ca nc e l C lic k Ca nc e l to  q uit a nd  re turn to  the  My Ce rtific ate s sc re e n.

Ta b le  56   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Ed it

LABEL DESCRIPTION
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Fig ure  78   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Imp o rt

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

15.3  Truste d Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > Truste d Ce rtific a te s to  o p e n the  Truste d Ce rtific ate s sc re e n. 

This sc re e n d isp la ys a  summa ry list o f c e rtific a te s tha t yo u ha ve  se t the  Zyxe l De vic e  to  a c c e p t a s truste d . 

The  Zyxe l De vic e  a lso  a c c e p ts a ny va lid  c e rtific a te  sig ne d  b y a  c e rtific a te  o n this list a s b e ing  

trustwo rthy; thus yo u d o  no t ne e d  to  imp o rt a ny c e rtific a te  tha t is sig ne d  b y o ne  o f the se  c e rtific a te s.

Ta b le  57   Co nfig ura tio n > Ob je c t > Ce rtific a te  > My Ce rtific a te s > Imp o rt

LABEL DESCRIPTION

File  Pa th Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse  to  find  it.

Yo u c a nno t imp o rt a  c e rtific a te  with the  sa me  na me  a s a  c e rtific a te  tha t is a lre a d y in the  Zyxe l 

De vic e .

Bro wse Clic k Browse  to  find  the  c e rtific a te  file  yo u wa nt to  up lo a d .

Pa sswo rd This fie ld  o nly a p p lie s whe n yo u imp o rt a  b ina ry PKCS# 12 fo rma t file . Typ e  the  file ’ s pa sswo rd  tha t wa s 

c re a te d  whe n the  PKCS # 12 file  wa s e xp o rte d .

OK Clic k OK to  sa ve  the  c e rtific a te  o n the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  q uit a nd  re turn to  the  My Ce rtific a te s sc re e n.
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Fig ure  79   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

15.3.1  Edit Truste d Ce rtific a te s

Clic k Config ura tion > Obje c t > Ce rtific a te  > Truste d Ce rtific ate s a nd  the n a  c e rtific a te ’ s Edit ic o n to  o p e n 

the  Truste d Ce rtific a te s Edit sc re e n. Use  this sc re e n to  vie w in-d e p th info rma tio n a b o ut the  c e rtific a te , 

c ha ng e  the  c e rtific a te ’ s na me  a nd  se t whe the r o r no t yo u wa nt the  Zyxe l De vic e  to  c he c k a  

c e rtific a tio n a utho rity’ s list o f re vo ke d  c e rtific a te s b e fo re  trusting  a  c e rtific a te  issue d  b y the  c e rtific a tio n 

Ta b le  58   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s

LABEL DESCRIPTION

PKI Sto ra g e  Sp a c e  

in Use

This b a r d isp la ys the  p e rc e nta g e  o f the  Zyxe l De vic e ’ s PKI sto ra g e  sp a c e  tha t is c urre ntly in use . 

Whe n the  sto ra g e  sp a c e  is a lmo st full, yo u sho uld  c o nsid e r d e le ting  e xp ire d  o r unne c e ssa ry 

c e rtific a te s b e fo re  a d d ing  mo re  c e rtific a te s.

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o pe n a  sc re e n with a n in-d e p th list o f 

info rma tio n a b o ut the  c e rtific a te .

Re mo ve The  Zyxe l De vic e  ke e p s a ll o f yo ur c e rtific a te s unle ss yo u sp e c ific a lly d e le te  the m. Up lo a d ing  a  

ne w firmwa re  o r d e fa ult c o nfig ura tio n file  d o e s no t d e le te  yo ur c e rtific a te s. To  re mo ve  a n 

e ntry, se le c t it a nd  c lic k Re move . The  Zyxe l De vic e  c o nfirms yo u wa nt to  re mo ve  it b e fo re  

d o ing  so . Sub se q ue nt c e rtific a te s mo ve  up  b y o ne  whe n yo u ta ke  this a c tio n.

Ob je c t Re fe re nc e Yo u c a nno t d e le te  c e rtific a te s tha t a ny o f the  Zyxe l De vic e ’ s fe a ture s a re  c o nfig ure d  to  use . 

Se le c t a n e ntry a nd  c lic k Obje c t Re fe re nc e  to  o p e n a  sc re e n tha t sho ws whic h se tting s use  the  

e ntry.

# This fie ld  d isp la ys the  c e rtific a te  ind e x numb e r. The  c e rtific a te s a re  liste d  in a lp ha b e tic a l o rd e r. 

Na me This fie ld  d isp la ys the  na me  use d  to  id e ntify this c e rtific a te .

Sub je c t This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s o wne r, suc h a s C N (Co mmo n 

Na me ), O U (Org a niza tio na l Unit o r d e p a rtme nt), O  (Org a niza tio n o r c o mp a ny) a nd  C  

(C o untry). It is re c o mme nd e d  tha t e a c h c e rtific a te  ha ve  uniq ue  sub je c t info rma tio n.

Issue r This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s issuing  c e rtific a tio n a utho rity, 

suc h a s a  c o mmo n na me , o rg a niza tio na l unit o r d e p a rtme nt, o rg a niza tio n o r c o mp a ny a nd  

c o untry. With se lf-sig ne d  c e rtific a te s, this is the  sa me  info rma tio n a s in the  Subje c t fie ld .

Va lid  Fro m This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  b e c o me s a p p lic a b le .

Va lid  To This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  e xp ire s. The  te xt d isp la ys in re d  a nd  inc lud e s a n 

Exp ire d ! me ssa g e  if the  c e rtific a te  ha s e xp ire d .

Imp o rt C lic k Import to  o p e n a  sc re e n whe re  yo u c a n sa ve  the  c e rtific a te  o f a  c e rtific a tio n a utho rity 

tha t yo u trust, fro m yo ur c o mp ute r to  the  Zyxe l De vic e .

Re fre sh Clic k this b utto n to  d isp la y the  c urre nt va lid ity sta tus o f the  c e rtific a te s.
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a utho rity.

Fig ure  80   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s > Ed it
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  59   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s > Ed it

LABEL DESCRIPTION

Na me This fie ld  d isp la ys the  id e ntifying  na me  o f this c e rtific a te . Yo u c a n c ha ng e  the  na me . Yo u 

c a n use  up  to  31 a lp ha nume ric  a nd  ;‘ ~!@ # $%^&()_+[]{}’ ,.=- c ha ra c te rs.

Ce rtific a tio n Pa th Clic k the  Re fre sh b utto n to  ha ve  this re a d -o nly te xt b o x d isp la y the  e nd  e ntity’ s c e rtific a te  

a nd  a  list o f c e rtific a tio n a utho rity c e rtific a te s tha t sho ws the  hie ra rc hy o f c e rtific a tio n 

a utho ritie s tha t va lid a te  the  e nd  e ntity’ s c e rtific a te . If the  issuing  c e rtific a tio n a utho rity is o ne  

tha t yo u ha ve  imp o rte d  a s a  truste d  c e rtific a te , it ma y b e  the  o nly c e rtific a tio n a utho rity in 

the  list (a lo ng  with the  e nd  e ntity’ s o wn c e rtific a te ). The  Zyxe l De vic e  d o e s no t trust the  e nd  

e ntity’ s c e rtific a te  a nd  d isp la ys “ No t truste d ”  in this fie ld  if a ny c e rtific a te  o n the  p a th ha s 

e xp ire d  o r b e e n re vo ke d .

Re fre sh Clic k Re fre sh to  d isp la y the  c e rtific a tio n p a th.

Ena b le  X.509v3 CRL 

Distrib utio n Po ints 

a nd  OCSP c he c king

Se le c t this c he c k b o x to  ha ve  the  Zyxe l De vic e  c he c k inc o ming  c e rtific a te s tha t a re  sig ne d  

b y this c e rtific a te  a g a inst a  C e rtific a te  Re vo c a tio n List (CRL) o r a n OC SP se rve r. Yo u a lso  

ne e d  to  c o nfig ure  the  OSCP o r LDAP se rve r d e ta ils.

OC SP Se rve r Se le c t this c he c k b o x if the  d ire c to ry se rve r use s OCSP (Online  Ce rtific a te  Sta tus Pro to c o l).

URL Typ e  the  p ro to c o l, IP a d d re ss a nd  p a thna me  o f the  O C SP se rve r.

ID The  Zyxe l De vic e  ma y ne e d  to  a uthe ntic a te  itse lf in o rd e r to  a sse ss the  O CSP se rve r. Typ e  

the  lo g in na me  (up  to  31 ASCII c ha ra c te rs) fro m the  e ntity ma inta ining  the  se rve r (usua lly a  

c e rtific a tio n a utho rity).

Pa sswo rd Typ e  the  p a sswo rd  (up  to  31 ASCII c ha ra c te rs) fro m the  e ntity ma inta ining  the  OCSP se rve r 

(usua lly a  c e rtific a tio n a utho rity).

LDAP Se rve r Se le c t this c he c k b o x if the  d ire c to ry se rve r use s LDAP (Lig htwe ig ht Dire c to ry Ac c e ss 

Pro to c o l). LDAP is a  p ro to c o l o ve r TC P tha t sp e c ifie s ho w c lie nts a c c e ss d ire c to rie s o f 

c e rtific a te s a nd  lists o f re vo ke d  c e rtific a te s.

Ad d re ss Typ e  the  IP a d d re ss (in d o tte d  d e c ima l no ta tio n) o f the  d ire c to ry se rve r.

Po rt Use  this fie ld  to  sp e c ify the  LDAP se rve r po rt numb e r. Yo u must use  the  sa me  se rve r p o rt 

numb e r tha t the  d ire c to ry se rve r use s. 389 is the  d e fa ult se rve r p o rt numb e r fo r LDAP.

ID The  Zyxe l De vic e  ma y ne e d  to  a uthe ntic a te  itse lf in o rd e r to  a sse ss the  CRL d ire c to ry se rve r. 

Typ e  the  lo g in na me  (up  to  31 ASCII c ha ra c te rs) fro m the  e ntity ma inta ining  the  se rve r 

(usua lly a  c e rtific a tio n a utho rity).

Pa sswo rd Typ e  the  p a sswo rd  (up  to  31 ASCII c ha ra c te rs) fro m the  e ntity ma inta ining  the  C RL d ire c to ry 

se rve r (usua lly a  c e rtific a tio n a utho rity).

C e rtific a te  

Info rma tio n

The se  re a d -o nly fie ld s d isp la y d e ta ile d  info rma tio n a b o ut the  c e rtific a te .

Typ e This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . CA-sig ne d  me a ns tha t a  

Ce rtific a tio n Autho rity sig ne d  the  c e rtific a te . Se lf-sig ne d  me a ns tha t the  c e rtific a te ’ s o wne r 

sig ne d  the  c e rtific a te  (no t a  c e rtific a tio n a utho rity).  X.509 me a ns tha t this c e rtific a te  wa s 

c re a te d  a nd  sig ne d  a c c o rd ing  to  the  ITU-T X.509 re c o mme nd a tio n tha t d e fine s the  fo rma ts 

fo r p ub lic -ke y c e rtific a te s.

Ve rsio n This fie ld  d isp la ys the  X.509 ve rsio n numb e r.

Se ria l Numb e r This fie ld  d isp la ys the  c e rtific a te ’ s id e ntific a tio n numb e r g ive n b y the  c e rtific a tio n a utho rity.

Sub je c t This fie ld  d isp la ys info rma tio n tha t id e ntifie s the  o wne r o f the  c e rtific a te , suc h a s Co mmo n 

Na me  (CN), Org a niza tio na l Unit (OU), Org a niza tio n (O ) a nd  Co untry (C ).

Issue r This fie ld  d isp la ys id e ntifying  info rma tio n a b o ut the  c e rtific a te ’ s issuing  c e rtific a tio n a utho rity, 

suc h a s C o mmo n Na me , Org a niza tio na l Unit, Org a niza tio n a nd  C o untry.

With se lf-sig ne d  c e rtific a te s, this is the  sa me  info rma tio n a s in the  Subje c t Na me  fie ld .

Sig na ture  Alg o rithm This fie ld  d isp la ys the  typ e  o f a lg o rithm tha t wa s use d  to  sig n the  c e rtific a te . So me  

c e rtific a tio n a utho ritie s use  rsa -p kc s1-sha 1 (RSA p ub lic -p riva te  ke y e nc ryp tio n a lg o rithm a nd  

the  SHA1 ha sh a lg o rithm). Othe r c e rtific a tio n a utho ritie s ma y use  rsa -p kc s1-md 5 (RSA 

p ub lic -p riva te  ke y e nc ryp tio n a lg o rithm a nd  the  MD5 ha sh a lg o rithm).
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15.3.2  Import Truste d Ce rtific a te s

Clic k Configura tion > Obje c t > Ce rtific a te  > Truste d Ce rtific a te s > Import to  o p e n the  Import Truste d 

Ce rtific a te s sc re e n. Fo llo w the  instruc tio ns in this sc re e n to  sa ve  a  truste d  c e rtific a te  to  the  Zyxe l De vic e .

No te : Yo u must re mo ve  a ny sp a c e s fro m the  c e rtific a te ’ s file na me  b e fo re  yo u c a n imp o rt the  
c e rtific a te .

Va lid  Fro m This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  b e c o me s a p p lic a b le . The  te xt d isp la ys in re d  

a nd  inc lud e s a  No t Ye t Va lid ! me ssa g e  if the  c e rtific a te  ha s no t ye t b e c o me  a p p lic a b le .

Va lid  To This fie ld  d isp la ys the  d a te  tha t the  c e rtific a te  e xp ire s. The  te xt d isp la ys in re d  a nd  inc lud e s 

a n Exp iring ! o r Exp ire d ! me ssa g e  if the  c e rtific a te  is a b o ut to  e xp ire  o r ha s a lre a d y e xp ire d .

Ke y Alg o rithm This fie ld  d isp la ys the  typ e  o f a lg o rithm tha t wa s use d  to  g e ne ra te  the  c e rtific a te ’ s ke y p a ir 

(the  Zyxe l De vic e  use s RSA e nc ryp tio n) a nd  the  le ng th o f the  ke y se t in b its (1024 b its fo r 

e xa mp le ).

Sub je c t Alte rna tive  

Na me

This fie ld  d isp la ys the  c e rtific a te ’ s o wne r‘ s IP a d d re ss (IP), d o ma in na me  (DNS) o r e -ma il 

a d d re ss (EMAIL).

Ke y Usa g e This fie ld  d isp la ys fo r wha t func tio ns the  c e rtific a te ’ s ke y c a n b e  use d . Fo r e xa mp le , 

“ Dig ita lSig na ture ”  me a ns tha t the  ke y c a n b e  use d  to  sig n c e rtific a te s a nd  

“ Ke yEnc ip he rme nt”  me a ns tha t the  ke y c a n b e  use d  to  e nc ryp t te xt.

Ba sic  Co nstra int This fie ld  d isp la ys g e ne ra l info rma tio n a b o ut the  c e rtific a te . Fo r e xa mp le , Sub je c t Typ e =C A 

me a ns tha t this is a  c e rtific a tio n a utho rity’ s c e rtific a te  a nd    “ Pa th Le ng th C o nstra int=1”  

me a ns tha t the re  c a n o nly b e  o ne  c e rtific a tio n a utho rity in the  c e rtific a te ’ s pa th.

MD5 Fing e rp rint This is the  c e rtific a te ’ s me ssa g e  d ig e st tha t the  Zyxe l De vic e  c a lc ula te d  using  the  MD5 

a lg o rithm. Yo u c a n use  this va lue  to  ve rify with the  c e rtific a tio n a utho rity (o ve r the  p ho ne  fo r 

e xa mp le ) tha t this is a c tua lly the ir c e rtific a te .

SHA1 Fing e rp rint This is the  c e rtific a te ’ s me ssa g e  d ig e st tha t the  Zyxe l De vic e  c a lc ula te d  using  the  SHA1 

a lg o rithm. Yo u c a n use  this va lue  to  ve rify with the  c e rtific a tio n a utho rity (o ve r the  p ho ne  fo r 

e xa mp le ) tha t this is a c tua lly the ir c e rtific a te .

Ce rtific a te This re a d -o nly te xt b o x d isp la ys the  c e rtific a te  o r c e rtific a tio n re q ue st in Priva c y Enha nc e d  

Ma il (PEM) fo rma t. PEM use s lo we rc a se  le tte rs, up p e rc a se  le tte rs a nd  nume ra ls to  c o nve rt a  

b ina ry c e rtific a te  into  a  p rinta b le  fo rm.

Yo u c a n c o p y a nd  p a ste  the  c e rtific a te  into  a n e -ma il to  se nd  to  frie nd s o r c o lle a g ue s o r 

yo u c a n c o p y a nd  p a ste  the  c e rtific a te  into  a  te xt e d ito r a nd  sa ve  the  file  o n a  

ma na g e me nt c o mp ute r fo r la te r d istrib utio n (via  flo p p y d isk fo r e xa mp le ).

Exp o rt C e rtific a te Clic k this b utto n a nd  the n Sa ve  in the  File  Download  sc re e n. The  Sa ve  As sc re e n o p e ns, 

b ro wse  to  the  lo c a tio n tha t yo u wa nt to  use  a nd  c lic k Sa ve .

OK Clic k OK to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e . Yo u c a n o nly c ha ng e  the  na me .

Ca nc e l C lic k Ca nc e l to  q uit a nd  re turn to  the  Truste d Ce rtific a te s sc re e n.

Ta b le  59   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s > Ed it (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  81   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s > Imp o rt

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

15.4  Te c hnic a l Re fe re nc e

The  fo llo wing  se c tio n c o nta ins a d d itio na l te c hnic a l info rma tio n a b o ut the  fe a ture s d e sc rib e d  in this 

c ha p te r.

OCSP

OCSP (Online  Ce rtific a te  Sta tus Pro to c o l) a llo ws a n a p p lic a tio n o r d e vic e  to  c he c k whe the r a  c e rtific a te  

is va lid . With OCSP the  Zyxe l De vic e  c he c ks the  sta tus o f ind ivid ua l c e rtific a te s inste a d  o f d o wnlo a d ing  a  

Ce rtific a te  Re vo c a tio n List (CRL). OC SP ha s two  ma in a d va nta g e s o ve r a  CRL. The  first is re a l-time  sta tus 

info rma tio n. The  se c o nd  is a  re d uc tio n in ne two rk tra ffic  sinc e  the  Zyxe l De vic e  o nly g e ts info rma tio n o n 

the  c e rtific a te s tha t it ne e d s to  ve rify, no t a  hug e  list. Whe n the  Zyxe l De vic e  re q ue sts c e rtific a te  sta tus 

info rma tio n, the  OCSP se rve r re turns a  “ e xp ire d ” , “ c urre nt”  o r “unkno wn” re sp o nse .

Ta b le  60   Co nfig ura tio n > Ob je c t > Ce rtific a te  > Truste d  Ce rtific a te s > Imp o rt

LABEL DESCRIPTION

File  Pa th Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse  to  find  it.

Yo u c a nno t impo rt a  c e rtific a te  with the  sa me  na me  a s a  c e rtific a te  tha t is a lre a d y in the  Zyxe l 

De vic e .

Bro wse Clic k Browse  to  find  the  c e rtific a te  file  yo u wa nt to  up lo a d .

OK Clic k OK to  sa ve  the  c e rtific a te  o n the  Zyxe l De vic e .

Ca nc e l C lic k Ca nc e l to  q uit a nd  re turn to  the  p re vio us sc re e n.



NWA50AX Use r’ s G uid e

138

C HA PTER 1 6

Syste m

16.1  Ove rvie w

Use  the  syste m sc re e ns to  c o nfig ure  g e ne ra l Zyxe l De vic e  se tting s.

16.1.1  Wha t You Ca n Do in this Cha pte r

• The  Host Na me  sc re e n (Se c tio n 16.2 o n p a g e  138) c o nfig ure s a  uniq ue  na me  fo r the  Zyxe l De vic e  in 
yo ur ne two rk.

• The  Da te / Time  sc re e n (Se c tio n 16.3 o n p a g e  139) c o nfig ure s the  d a te  a nd  time  fo r the  Zyxe l De vic e .

• The  WWW sc re e ns (Se c tio n 16.4 o n p a g e  143) c o nfig ure  se tting s fo r HTTP o r HTTPS a c c e ss to  the  Zyxe l 
De vic e .

• The  SSH sc re e n (Se c tio n 16.5 o n p a g e  151) c o nfig ure s SSH (Se c ure  SHe ll) fo r se c ure ly a c c e ssing  the  
Zyxe l De vic e ’ s c o mma nd  line  inte rfa c e .

• The  Te lne t sc re e n (Se c tio n 16.6 o n p a g e  155) c o nfig ure s Te lne t fo r a c c e ssing  the  Zyxe l De vic e ’ s 
c o mma nd  line  inte rfa c e .

• The  FTP sc re e n (Se c tio n 16.6 o n p a g e  155) sp e c ifie s FTP se rve r se tting s. Yo u c a n up lo a d  a nd  
d o wnlo a d  the  Zyxe l De vic e ’ s firmwa re  a nd  c o nfig ura tio n file s using  FTP. Ple a se  a lso  se e  Cha p te r 18 o n 
p a g e  167 fo r mo re  info rma tio n a b o ut firmwa re  a nd  c o nfig ura tio n file s.

16.2  Host Na me

A ho st na me  is the  uniq ue  na me  b y whic h a  d e vic e  is kno wn o n a  ne two rk. C lic k Config ura tion > Syste m 

> Host Na me  to  o p e n this sc re e n.

Fig ure  82   Co nfig ura tio n > Syste m > Ho st Na me
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

16.3   Da te  a nd Time

Fo r e ffe c tive  sc he d uling  a nd  lo g g ing , the  Zyxe l De vic e  syste m time  must b e  a c c ura te . The  Zyxe l De vic e  

ha s a  so ftwa re  me c ha nism to  se t the  time  ma nua lly o r g e t the  c urre nt time  a nd  d a te  fro m a n e xte rna l 

se rve r.

To  c ha ng e  yo ur Zyxe l De vic e ’ s time  b a se d  o n yo ur lo c a l time  zo ne  a nd  d a te , c lic k Config ura tion > 

Syste m > Da te / Time . The  sc re e n d isp la ys a s sho wn. Yo u c a n ma nua lly se t the  Zyxe l De vic e ’ s time  a nd  

d a te  o r ha ve  the  Zyxe l De vic e  g e t the  d a te  a nd  time  fro m a  time  se rve r.

Ta b le  61   Co nfig ura tio n > Syste m > Ho st Na me

LABEL DESCRIPTION

Syste m Na me Cho o se  a  d e sc rip tive  na me  to  id e ntify yo ur Zyxe l De vic e  d e vic e . This na me  c a n b e  up  to  64 

a lp ha nume ric  c ha ra c te rs lo ng . Sp a c e s a re  no t a llo we d , b ut d a she s (-) und e rsc o re s (_) a nd  

p e rio d s (.) a re  a c c e p te d .

Syste m Lo c a tio n Sp e c ify the  na me  o f the  p la c e  whe re  the  Zyxe l De vic e  is lo c a te d . Yo u c a n e nte r up  to  60 

a lp ha nume ric  a nd  '()’  ,:;? ! +-*/ = # $%@  c ha ra c te rs. Sp a c e s a nd  und e rsc o re s a re  a llo we d . The  

na me  sho uld  sta rt with a  le tte r.

Do ma in Na me Ente r the  d o ma in na me  (if yo u kno w it) he re . This na me  is p ro p a g a te d  to  DHCP c lie nts 

c o nne c te d  to  inte rfa c e s with the  DHC P se rve r e na b le d . This na me  c a n b e  up  to  254 

a lp ha nume ric  c ha ra c te rs lo ng . Sp a c e s a re  no t a llo we d , b ut d a she s “ -”  a re  a c c e p te d .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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Fig ure  83   Co nfig ura tio n > Syste m > Da te / Time

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  62   Co nfig ura tio n > Syste m > Da te / Time

LABEL DESCRIPTION

C urre nt Time  a nd  Da te

C urre nt Time This fie ld  d isp la ys the  p re se nt time  o f yo ur Zyxe l De vic e .

C urre nt Da te This fie ld  d isp la ys the  p re se nt d a te  o f yo ur Zyxe l De vic e .

Time  a nd  Da te  Se tup

Ma nua l Se le c t this ra d io  b utto n to  e nte r the  time  a nd  d a te  ma nua lly. If yo u c o nfig ure  a  ne w time  

a nd  d a te , time  zo ne  a nd  d a ylig ht sa ving  a t the  sa me  time , the  time  zo ne  a nd  d a ylig ht 

sa ving  will a ffe c t the  ne w time  a nd  d a te  yo u e nte re d . Whe n yo u e nte r the  time  se tting s 

ma nua lly, the  Zyxe l De vic e  use s the  ne w se tting  o nc e  yo u c lic k Apply.

Ne w Time  

(hh:mm:ss)

This fie ld  d isp la ys the  la st up d a te d  time  fro m the  time  se rve r o r the  la st time  c o nfig ure d  

ma nua lly.

Whe n yo u se t Time  a nd Da te  Se tup  to  Ma nua l, e nte r the  ne w time  in this fie ld  a nd  the n c lic k 

Apply.

Ne w Da te

(yyyy-mm-d d )

This fie ld  d isp la ys the  la st up d a te d  d a te  fro m the  time  se rve r o r the  la st d a te  c o nfig ure d  

ma nua lly.

Whe n yo u se t Time  a nd Da te  Se tup  to  Ma nua l, e nte r the  ne w d a te  in this fie ld  a nd  the n c lic k 

Apply.

G e t fro m Time  

Se rve r

Se le c t this ra d io  b utto n to  ha ve  the  Zyxe l De vic e  g e t the  time  a nd  d a te  fro m the  time  se rve r 

yo u sp e c ify b e lo w. The  Zyxe l De vic e  re q ue sts time  a nd  d a te  se tting s fro m the  time  se rve r 

und e r the  fo llo wing  c irc umsta nc e s.

• Whe n the  Zyxe l De vic e  sta rts up .

• Whe n yo u c lic k Apply o r Sync . Now in this sc re e n.

• 24-ho ur inte rva ls a fte r sta rting  up .
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16.3.1  Pre - de fine d NTP Time  Se rve rs List

Whe n yo u turn o n the  Zyxe l De vic e  fo r the  first time , the  d a te  a nd  time  sta rt a t 2003-01-01 00:00:00. The  

Zyxe l De vic e  the n a tte mp ts to  sync hro nize  with o ne  o f the  fo llo wing  p re -d e fine d  list o f Ne two rk Time  

Pro to c o l (NTP) time  se rve rs.

Time  Se rve r Ad d re ss Ente r the  IP a d d re ss o r URL o f yo ur time  se rve r. C he c k with yo ur ISP/ ne two rk a d ministra to r if 

yo u a re  unsure  o f this info rma tio n.

Sync . No w Clic k this b utto n to  ha ve  the  Zyxe l De vic e  g e t the  time  a nd  d a te  fro m a  time  se rve r (se e  the  

Time  Se rve r Addre ss fie ld ). This a lso  sa ve s yo ur c ha ng e s (e xc e p t the  d a ylig ht sa ving  se tting s).

Time  Zo ne  Se tup

Time  Zo ne Cho o se  the  time  zo ne  o f yo ur lo c a tio n. This will se t the  time  d iffe re nc e  b e twe e n yo ur time  

zo ne  a nd  G re e nwic h Me a n Time  (G MT).

Ena b le  Da ylig ht 

Sa ving

Da ylig ht sa ving  is a  p e rio d  fro m la te  sp ring  to  fa ll whe n ma ny c o untrie s se t the ir c lo c ks 

a he a d  o f no rma l lo c a l time  b y o ne  ho ur to  g ive  mo re  d a ytime  lig ht in the  e ve ning .

Se le c t this o p tio n if yo u use  Da ylig ht Sa ving  Time .

Sta rt Da te Co nfig ure  the  d a y a nd  time  whe n Da ylig ht Sa ving  Time  sta rts if yo u se le c te d  Ena ble  Da ylig ht 

Sa ving . The  a t fie ld  use s the  24 ho ur fo rma t. He re  a re  a  c o up le  o f e xa mp le s:

Da ylig ht Sa ving  Time  sta rts in mo st p a rts o f the  Unite d  Sta te s o n the  se c o nd  Sund a y o f 

Ma rc h. Ea c h time  zo ne  in the  Unite d  Sta te s sta rts using  Da ylig ht Sa ving  Time  a t 2 A.M. lo c a l 

time . So  in the  Unite d  Sta te s yo u wo uld  se le c t Se c ond, Sunda y, Ma rc h a nd  typ e  2 in the  at 

fie ld .

Da ylig ht Sa ving  Time  sta rts in the  Euro p e a n Unio n o n the  la st Sund a y o f Ma rc h. All o f the  time  

zo ne s in the  Euro p e a n Unio n sta rt using  Da ylig ht Sa ving  Time  a t the  sa me  mo me nt (1 A.M. 

G MT o r UTC). So  in the  Euro p e a n Unio n yo u wo uld  se le c t La st, Sunda y, Ma rc h. The  time  yo u 

typ e  in the  a t fie ld  d e p e nd s o n yo ur time  zo ne . In G e rma ny fo r insta nc e , yo u wo uld  typ e  2 

b e c a use  G e rma ny's time  zo ne  is o ne  ho ur a he a d  o f G MT o r UTC (G MT+1).

End  Da te Co nfig ure  the  d a y a nd  time  whe n Da ylig ht Sa ving  Time  e nd s if yo u se le c te d  Ena ble  Da ylig ht 

Sa ving . The  a t fie ld  use s the  24 ho ur fo rma t. He re  a re  a  c o up le  o f e xa mp le s:

Da ylig ht Sa ving  Time  e nd s in the  Unite d  Sta te s o n the  first Sund a y o f No ve mb e r. Ea c h time  

zo ne  in the  Unite d  Sta te s sto p s using  Da ylig ht Sa ving  Time  a t 2 A.M. lo c a l time . So  in the  

Unite d  Sta te s yo u wo uld  se le c t First, Sunda y, Nove mbe r a nd  typ e  2 in the  at fie ld .

Da ylig ht Sa ving  Time  e nd s in the  Euro p e a n Unio n o n the  la st Sund a y o f Oc to b e r. All o f the  

time  zo ne s in the  Euro p e a n Unio n sto p  using  Da ylig ht Sa ving  Time  a t the  sa me  mo me nt (1 

A.M. GMT o r UTC). So  in the  Euro p e a n Unio n yo u wo uld  se le c t La st, Sunda y, Oc tobe r. The  

time  yo u typ e  in the  a t fie ld  d e p e nd s o n yo ur time  zo ne . In G e rma ny fo r insta nc e , yo u wo uld  

typ e  2 b e c a use  G e rma ny's time  zo ne  is o ne  ho ur a he a d  o f G MT o r UTC (G MT+1). 

O ffse t Sp e c ify ho w muc h the  c lo c k c ha ng e s whe n d a ylig ht sa ving  b e g ins a nd  e nd s.

Ente r a  numb e r fro m 1 to  5.5 (b y 0.5 inc re me nts).

Fo r e xa mp le , if yo u se t this fie ld  to  3.5, a  lo g  o c c urre d  a t 6 P.M. in lo c a l o ffic ia l time  will 

a p p e a r a s if it ha d  o c c urre d  a t 10:30 P.M.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.

Ta b le  62   Co nfig ura tio n > Syste m > Da te / Time  (c o ntinue d )

LABEL DESCRIPTION
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The  Zyxe l De vic e  c o ntinue s to  use  the  fo llo wing  p re -d e fine d  list o f NTP time  se rve rs if yo u d o  no t sp e c ify a  

time  se rve r o r it c a nno t sync hro nize  with the  time  se rve r yo u sp e c ifie d .

Whe n the  Zyxe l De vic e  use s the  p re -d e fine d  list o f NTP time  se rve rs, it ra nd o mly se le c ts o ne  se rve r a nd  

trie s to  sync hro nize  with it. If the  sync hro niza tio n fa ils, the n the  Zyxe l De vic e  g o e s thro ug h the  re st o f the  

list in o rd e r fro m the  first o ne  trie d  until e ithe r it is suc c e ssful o r a ll the  p re -d e fine d  NTP time  se rve rs ha ve  

b e e n trie d .

16.3.2  Time  Se rve r Sync hroniza tion

Clic k the  Sync . Now b utto n to  g e t the  time  a nd  d a te  fro m the  time  se rve r yo u sp e c ifie d  in the  Time  

Se rve r Addre ss fie ld .

Whe n the  Loa ding  me ssa g e  a p p e a rs, yo u ma y ha ve  to  wa it up  to  o ne  minute .

Fig ure  84   Lo a d ing

The  Curre nt Time  a nd  Curre nt Da te  fie ld s will d isp la y the  a p p ro p ria te  se tting s if the  sync hro niza tio n is 

suc c e ssful.

If the  sync hro niza tio n wa s no t suc c e ssful, a  lo g  d isp la ys in the  Vie w Log  sc re e n. Try re -c o nfig uring  the  

Da te / Time  sc re e n.

To  ma nua lly se t the  Zyxe l De vic e  d a te  a nd  time :

1 Clic k Syste m > Da te / Time .

2 Se le c t Ma nua l und e r Time  a nd Da te  Se tup .

3 Ente r the  Zyxe l De vic e ’ s time  in the  Ne w Time  fie ld .

4 Ente r the  Zyxe l De vic e ’ s d a te  in the  Ne w Da te  fie ld .

5 Und e r Time  Zone  Se tup, se le c t yo ur Time  Zone  fro m the  list.

6 As a n o p tio n yo u c a n se le c t the  Ena ble  Da ylig ht Sa ving  c he c k b o x to  a d just the  Zyxe l De vic e  c lo c k fo r 

d a ylig ht sa ving s.

7 Clic k Apply.

To  g e t the  Zyxe l De vic e  d a te  a nd  time  fro m a  time  se rve r:

1 Clic k Syste m > Da te / Time .

2 Se le c t Ge t from Time  Se rve r und e r Time  a nd Da te  Se tup .

Ta b le  63   De fa ult Time  Se rve rs

0.p o o l.ntp .o rg

1.p o o l.ntp .o rg

2.p o o l.ntp .o rg
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3 Und e r Time  Zone  Se tup, se le c t yo ur Time  Zone  fro m the  list.

4 Und e r Time  a nd Da te  Se tup , e nte r a  Time  Se rve r Addre ss.

5 Clic k Apply.

16.4  WWW Ove rvie w

The  fo llo wing  fig ure  sho ws se c ure  a nd  inse c ure  ma na g e me nt o f the  Zyxe l De vic e  c o ming  in fro m the  

WAN. HTTPS a nd  SSH a c c e ss a re  se c ure . HTTP, Te lne t, a nd  FTP ma na g e me nt a c c e ss a re  no t se c ure .

Fig ure  85   Se c ure  a nd  Inse c ure  Se rvic e  Ac c e ss Fro m the  WAN

16.4.1  Se rvic e  Ac c e ss Limita tions

A se rvic e  c a nno t b e  use d  to  a c c e ss the  Zyxe l De vic e  whe n yo u ha ve  d isa b le d  tha t se rvic e  in the  

c o rre sp o nd ing  sc re e n.

16.4.2  Syste m Time out

The re  is a  le a se  time o ut fo r a d ministra to rs. The  Zyxe l De vic e  a uto ma tic a lly lo g s yo u o ut if the  

ma na g e me nt se ssio n re ma ins id le  fo r lo ng e r tha n this time o ut p e rio d . The  ma na g e me nt se ssio n d o e s 

no t time  o ut whe n a  sta tistic s sc re e n is p o lling .

Ea c h use r is a lso  fo rc e d  to  lo g  in the  Zyxe l De vic e  fo r a uthe ntic a tio n a g a in whe n the  re a uthe ntic a tio n 

time  e xp ire s.

Yo u c a n c ha ng e  the  time o ut se tting s in the  Use r sc re e ns.

16.4.3  HTTPS

Yo u c a n se t the  Zyxe l De vic e  to  use  HTTP o r HTTPS (HTTPS a d d s se c urity) fo r We b  Co nfig ura to r se ssio ns.

HTTPS (Hyp e rTe xt Tra nsfe r Pro to c o l o ve r Se c ure  So c ke t La ye r, o r HTTP o ve r SSL) is a  we b  p ro to c o l tha t 

e nc ryp ts a nd  d e c ryp ts we b  p a g e s. Se c ure  So c ke t La ye r (SSL) is a n a p p lic a tio n-le ve l p ro to c o l tha t 

e na b le s se c ure  tra nsa c tio ns o f d a ta  b y e nsuring  c o nfid e ntia lity (a n una utho rize d  p a rty c a nno t re a d  the  
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tra nsfe rre d  d a ta ), a uthe ntic a tio n (o ne  p a rty c a n id e ntify the  o the r p a rty) a nd  d a ta  inte g rity (yo u kno w if 

d a ta  ha s b e e n c ha ng e d ).

It re lie s up o n c e rtific a te s, p ub lic  ke ys, a nd  p riva te  ke ys (se e  Cha p te r 15 o n p a g e  122 fo r mo re  

info rma tio n).

HTTPS o n the  Zyxe l De vic e  is use d  so  tha t yo u c a n se c ure ly a c c e ss the  Zyxe l De vic e  using  the  We b  

Co nfig ura to r. The  SSL p ro to c o l sp e c ifie s tha t the  HTTPS se rve r (the  Zyxe l De vic e ) must a lwa ys 

a uthe ntic a te  itse lf to  the  HTTPS c lie nt (the  c o mp ute r whic h re q ue sts the  HTTPS c o nne c tio n with the  Zyxe l 

De vic e ), whe re a s the  HTTPS c lie nt o nly sho uld  a uthe ntic a te  itse lf whe n the  HTTPS se rve r re q uire s it to  d o  

so  (se le c t Authe ntic a te  Clie nt Ce rtific ate s in the  WWW sc re e n). Authe ntic a te  Clie nt Ce rtific a te s is 

o p tio na l a nd  if se le c te d  me a ns the  HTTPS c lie nt must se nd  the  Zyxe l De vic e  a  c e rtific a te . Yo u must a p p ly 

fo r a  c e rtific a te  fo r the  b ro wse r fro m a  CA tha t is a  truste d  CA o n the  Zyxe l De vic e .

Ple a se  re fe r to  the  fo llo wing  fig ure .

1 HTTPS c o nne c tio n re q ue sts fro m a n SSL-a wa re  we b  b ro wse r g o  to  p o rt 443 (b y d e fa ult) o n the  Zyxe l 

De vic e ’ s we b  se rve r.

2 HTTP c o nne c tio n re q ue sts fro m a  we b  b ro wse r g o  to  p o rt 80 (b y d e fa ult) o n the  Zyxe l De vic e ’ s we b  

se rve r.

Fig ure  86   HTTP/ HTTPS Imp le me nta tio n

No te : If yo u d isa b le  HTTP in the  WWW sc re e n, the n the  Zyxe l De vic e  b lo c ks a ll HTTP c o nne c tio n 
a tte mp ts.

16.4.4  Config uring  WWW Se rvic e  Control

Clic k Configura tion > Syste m > WWW to  o p e n the  WWW sc re e n. Use  this sc re e n to  sp e c ify HTTP o r HTTPS 

se tting s.
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Fig ure  87   Co nfig ura tio n > Syste m > WWW > Se rvic e  Co ntro l

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

16.4.5  HTTPS Exa mple

If yo u ha ve  no t c ha ng e d  the  d e fa ult HTTPS p o rt o n the  Zyxe l De vic e , the n in yo ur b ro wse r e nte r “http s:/ /

Zyxe l De vic e  IP Ad d re ss/ ”  a s the  we b  site  a d d re ss whe re  “Zyxe l De vic e  IP Ad d re ss”  is the  IP a d d re ss o r 

d o ma in na me  o f the  Zyxe l De vic e  yo u wish to  a c c e ss.

Ta b le  64   Co nfig ura tio n > Syste m > WWW > Se rvic e  Co ntro l

LABEL DESCRIPTION

HTTPS

Ena b le Se le c t the  c he c k b o x to  a llo w o r d isa llo w the  c o mp ute r with the  IP a d d re ss tha t ma tc he s 

the  IP a d d re ss(e s) in the  Se rvic e  Control ta b le  to  a c c e ss the  Zyxe l De vic e  We b  

Co nfig ura to r using  se c ure  HTTPs c o nne c tio ns.

Se rve r Po rt The  HTTPS se rve r liste ns o n p o rt 443 b y d e fa ult. If yo u c ha ng e  the  HTTPS se rve r p o rt to  a  

d iffe re nt numb e r o n the  Zyxe l De vic e , fo r e xa mp le  8443, the n yo u must no tify p e o p le  who  

ne e d  to  a c c e ss the  Zyxe l De vic e  We b  Co nfig ura to r to  use  “ http s:/ / Zyxe l De vic e  IP 

Ad d re ss:8443”  a s the  URL.

Authe ntic a te  C lie nt 

C e rtific a te s

Se le c t Authe ntic ate  Clie nt Ce rtific a te s (o p tio na l) to  re q uire  the  SSL c lie nt to  a uthe ntic a te  

itse lf to  the  Zyxe l De vic e  b y se nd ing  the  Zyxe l De vic e  a  c e rtific a te . To  d o  tha t the  SSL c lie nt 

must ha ve  a  C A-sig ne d  c e rtific a te  fro m a  CA tha t ha s b e e n imp o rte d  a s a  truste d  C A o n 

the  Zyxe l De vic e .

Se rve r Ce rtific a te Se le c t a  c e rtific a te  the  HTTPS se rve r (the  Zyxe l De vic e ) use s to  a uthe ntic a te  itse lf to  the  

HTTPS c lie nt. Yo u must ha ve  c e rtific a te s a lre a d y c o nfig ure d  in the  My Ce rtific a te s sc re e n.

Re d ire c t HTTP to  HTTPS To  a llo w o nly se c ure  We b  C o nfig ura to r a c c e ss, se le c t this to  re d ire c t a ll HTTP c o nne c tio n 

re q ue sts to  the  HTTPS se rve r.

HTTP

Ena b le Se le c t the  c he c k b o x to  a llo w o r d isa llo w the  c o mp ute r with the  IP a d d re ss tha t ma tc he s 

the  IP a d d re ss(e s) in the  Se rvic e  Control ta b le  to  a c c e ss the  Zyxe l De vic e  We b  

Co nfig ura to r using  HTTP c o nne c tio ns.

Se rve r Po rt Yo u ma y c ha ng e  the  se rve r p o rt numb e r fo r a  se rvic e  if ne e d e d , ho we ve r yo u must use  

the  sa me  p o rt numb e r in o rd e r to  use  tha t se rvic e  to  a c c e ss the  Zyxe l De vic e .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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16.4.5.1  Goog le  Chrome  Wa rning  Me ssa g e s

Whe n yo u a tte mp t to  a c c e ss the  Zyxe l De vic e  HTTPS se rve r, yo u will se e  the  e rro r me ssa g e  sho wn in the  

fo llo wing  sc re e n.

Fig ure  88   Se c urity Ale rt Dia lo g  Bo x (Go o g le  Chro me )

Se le c t Adva nc e d > Proc e e d to 192.168.1.2 (unsa fe ) to  p ro c e e d  to  the  We b  Co nfig ura to r lo g in sc re e n. 

16.4.5.2  Mozilla  Fire fox Warning  Me ssa g e s

Whe n yo u a tte mp t to  a c c e ss the  Zyxe l De vic e  HTTPS se rve r, a  Wa rning  sc re e n a p p e a rs a s sho wn in the  

fo llo wing  sc re e n. C lic k Le a rn More ... if yo u wa nt to  ve rify mo re  info rma tio n a b o ut the  c e rtific a te  fro m the  

Zyxe l De vic e .

C lic k Adva nc e d > Ac c e pt the  Risk a nd Continue .



 Cha p te r 16 Syste m

NWA50AX Use r’ s G uid e

147

Fig ure  89   Se c urity Ce rtific a te  1 (Fire fo x)

16.4.5.3  Avoiding  Browse r Wa rning  Me ssa g e s

He re  a re  the  ma in re a so ns yo ur b ro wse r d isp la ys wa rning s a b o ut the  Zyxe l De vic e ’ s HTTPS se rve r 

c e rtific a te  a nd  wha t yo u c a n d o  to  a vo id  se e ing  the  wa rning s:

• The  issuing  c e rtific a te  a utho rity o f the  Zyxe l De vic e ’ s HTTPS se rve r c e rtific a te  is no t o ne  o f the  b ro wse r’ s 
truste d  c e rtific a te  a utho ritie s. The  issuing  c e rtific a te  a utho rity o f the  Zyxe l De vic e 's fa c to ry d e fa ult 
c e rtific a te  is the  Zyxe l De vic e  itse lf sinc e  the  c e rtific a te  is a  se lf-sig ne d  c e rtific a te .

• Fo r the  b ro wse r to  trust a  se lf-sig ne d  c e rtific a te , imp o rt the  se lf-sig ne d  c e rtific a te  into  yo ur o p e ra ting  
syste m a s a  truste d  c e rtific a te .

• To  ha ve  the  b ro wse r trust the  c e rtific a te s issue d  b y a  c e rtific a te  a utho rity, imp o rt the  c e rtific a te  
a utho rity’ s c e rtific a te  into  yo ur o p e ra ting  syste m a s a  truste d  c e rtific a te . Re fe r to  Ap p e nd ix A o n 
p a g e  206 fo r d e ta ils.

16.4.5.4  Enrolling  a nd Importing  SSL Clie nt Ce rtific a te s

The  SSL c lie nt ne e d s a  c e rtific a te  if Authe ntic a te  Clie nt Ce rtific ate s is se le c te d  o n the  Zyxe l De vic e .

Yo u must ha ve  imp o rte d  a t le a st o ne  truste d  CA to  the  Zyxe l De vic e  in o rd e r fo r the  Authe ntic a te  Clie nt 

Ce rtific a te s to  b e  a c tive  (se e  the  Ce rtific a te s c ha p te r fo r d e ta ils).

Ap p ly fo r a  c e rtific a te  fro m a  Ce rtific a tio n Autho rity (CA) tha t is truste d  b y the  Zyxe l De vic e  (se e  the  

Zyxe l De vic e ’ s Truste d Ce rtific ate s We b  Co nfig ura to r sc re e n).
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Fig ure  90   Truste d  Ce rtific a te s

The  CA se nd s yo u a  p a c ka g e  c o nta ining  the  CA’ s truste d  c e rtific a te (s), yo ur p e rso na l c e rtific a te (s) a nd  

a  p a sswo rd  to  insta ll the  p e rso na l c e rtific a te (s).

16.4.5.5  Insta lling  a  Pe rsona l Ce rtific a te

Yo u ne e d  a  p a sswo rd  in a d va nc e . The  CA ma y issue  the  p a sswo rd  o r yo u ma y ha ve  to  sp e c ify it d uring  

the  e nro llme nt. Do ub le -c lic k the  p e rso na l c e rtific a te  g ive n to  yo u b y the  CA to  p ro d uc e  a  sc re e n simila r 

to  the  o ne  sho wn ne xt.

1 Clic k Ne xt to  b e g in the  wiza rd .

2 The  file  na me  a nd  p a th o f the  c e rtific a te  yo u d o ub le -c lic ke d  sho uld  a uto ma tic a lly a p p e a r in the  File  

na me  te xt b o x. C lic k Browse  if yo u wish to  imp o rt a  d iffe re nt c e rtific a te .
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3 Ente r the  p a sswo rd  g ive n to  yo u b y the  CA.

4 Ha ve  the  wiza rd  d e te rmine  whe re  the  c e rtific a te  sho uld  b e  sa ve d  o n yo ur c o mp ute r o r se le c t Pla c e  a ll 

c e rtific a te s in the  following  store  a nd  c ho o se  a  d iffe re nt lo c a tio n.
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5 Clic k Finish to  c o mp le te  the  wiza rd  a nd  b e g in the  imp o rt p ro c e ss.

6 Yo u sho uld  se e  the  fo llo wing  sc re e n whe n the  c e rtific a te  is c o rre c tly insta lle d  o n yo ur c o mp ute r.
 

16.4.5.6  Using  a  Ce rtific a te  Whe n Ac c e ssing  the  Zyxe l De vic e

To  a c c e ss the  Zyxe l De vic e  via  HTTPS:
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1 Ente r ‘ http s:/ / Zyxe l De vic e  IP Ad d re ss/ ’  in yo ur b ro wse r’ s we b  a d d re ss fie ld .

2 Whe n Authe ntic a te  Clie nt Ce rtific ate s is se le c te d  o n the  Zyxe l De vic e , the  fo llo wing  sc re e n a sks yo u to  

se le c t a  p e rso na l c e rtific a te  to  se nd  to  the  Zyxe l De vic e . This sc re e n d isp la ys e ve n if yo u o nly ha ve  a  

sing le  c e rtific a te  a s in the  e xa mp le .

3 Yo u ne xt se e  the  We b  Co nfig ura to r lo g in sc re e n.

16.5  SSH

Yo u c a n use  SSH (Se c ure  SHe ll) to  se c ure ly a c c e ss the  Zyxe l De vic e ’ s c o mma nd  line  inte rfa c e .

SSH is a  se c ure  c o mmunic a tio n p ro to c o l tha t c o mb ine s a uthe ntic a tio n a nd  d a ta  e nc ryp tio n to  p ro vid e  

se c ure  e nc ryp te d  c o mmunic a tio n b e twe e n two  ho sts o ve r a n unse c ure d  ne two rk. In the  fo llo wing  

fig ure , c o mp ute r B o n the  Inte rne t use s SSH to  se c ure ly c o nne c t to  the  Zyxe l De vic e  (A) fo r a  

ma na g e me nt se ssio n.

Fig ure  91   SSH Co mmunic a tio n Ove r the  WAN Exa mp le
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16.5.1  How SSH Works

The  fo llo wing  fig ure  is a n e xa mp le  o f ho w a  se c ure  c o nne c tio n is e sta b lishe d  b e twe e n two  re mo te  ho sts 

using  SSH v1.

Fig ure  92   Ho w SSH v1 Wo rks Exa mp le

1 Ho st Id e ntific a tio n

The  SSH c lie nt se nd s a  c o nne c tio n re q ue st to  the  SSH se rve r. The  se rve r id e ntifie s itse lf with a  ho st ke y. 
The  c lie nt e nc ryp ts a  ra nd o mly g e ne ra te d  se ssio n ke y with the  ho st ke y a nd  se rve r ke y a nd  se nd s the  
re sult b a c k to  the  se rve r.

The  c lie nt a uto ma tic a lly sa ve s a ny ne w se rve r p ub lic  ke ys. In sub se q ue nt c o nne c tio ns, the  se rve r 
p ub lic  ke y is c he c ke d  a g a inst the  sa ve d  ve rsio n o n the  c lie nt c o mp ute r.

2 Enc ryp tio n Me tho d

Onc e  the  id e ntific a tio n is ve rifie d , b o th the  c lie nt a nd  se rve r must a g re e  o n the  typ e  o f e nc ryp tio n 
me tho d  to  use .

3 Authe ntic a tio n a nd  Da ta  Tra nsmissio n

Afte r the  id e ntific a tio n is ve rifie d  a nd  d a ta  e nc ryp tio n a c tiva te d , a  se c ure  tunne l is e sta b lishe d  
b e twe e n the  c lie nt a nd  the  se rve r. The  c lie nt the n se nd s its a uthe ntic a tio n info rma tio n (use r na me  
a nd  p a sswo rd ) to  the  se rve r to  lo g  in to  the  se rve r.
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16.5.2  SSH Imple me nta tion on the  Zyxe l De vic e

Yo ur Zyxe l De vic e  sup p o rts SSH ve rsio ns 1 a nd  2 using  RSA a uthe ntic a tio n a nd  fo ur e nc ryp tio n me tho d s 

(AES, 3DES, Arc hfo ur, a nd  Blo wfish). The  SSH se rve r is imp le me nte d  o n the  Zyxe l De vic e  fo r ma na g e me nt 

using  p o rt 22 (b y d e fa ult).

16.5.3  Re quire me nts for Using  SSH

Yo u must insta ll a n SSH c lie nt p ro g ra m o n a  c lie nt c o mp ute r (Wind o ws o r Linux o p e ra ting  syste m) tha t is 

use d  to  c o nne c t to  the  Zyxe l De vic e  o ve r SSH.

16.5.4  Config uring  SSH

Clic k Configura tion > Syste m > SSH to  o p e n the  fo llo wing  sc re e n. Use  this sc re e n to  c o nfig ure  yo ur Zyxe l 

De vic e ’ s Se c ure  She ll se tting s.

No te : It is re c o mme nd e d  tha t yo u d isa b le  Te lne t a nd  FTP whe n yo u c o nfig ure  SSH fo r se c ure  
c o nne c tio ns.

Fig ure  93   Co nfig ura tio n > Syste m > SSH

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  65   Co nfig ura tio n > Syste m > SSH

LABEL DESCRIPTION

Ena b le Se le c t the  c he c k b o x to  a llo w o r d isa llo w the  c o mp ute r with the  IP a d d re ss tha t ma tc he s the  IP 

a d d re ss(e s) in the  Se rvic e  Control ta b le  to  a c c e ss the  Zyxe l De vic e  CLI using  this se rvic e .

No te : The  Zyxe l De vic e  use s o nly SSH ve rsio n 2 p ro to c o l.

Ve rsio n 1 Se le c t the  c he c k b o x to  ha ve  the  Zyxe l De vic e  use  b o th SSH ve rsio n 1 a nd  ve rsio n 2 p ro to c o ls. If 

yo u c le a r the  c he c k b o x, the  Zyxe l De vic e  use s o nly SSH ve rsio n 2 p ro to c o l.

Se rve r Po rt Yo u ma y c ha ng e  the  se rve r p o rt numb e r fo r a  se rvic e  if ne e d e d , ho we ve r yo u must use  the  

sa me  p o rt numb e r in o rd e r to  use  tha t se rvic e  fo r re mo te  ma na g e me nt.

Se rve r Ce rtific a te Se le c t the  c e rtific a te  who se  c o rre sp o nd ing  p riva te  ke y is to  b e  use d  to  id e ntify the  Zyxe l De vic e  

fo r SSH c o nne c tio ns. Yo u must ha ve  c e rtific a te s a lre a d y c o nfig ure d  in the  My Ce rtific a te s 

sc re e n.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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16.5.5  Exa mple s of Se c ure  Te lne t Using  SSH

This se c tio n sho ws two  e xa mp le s using  a  c o mma nd  inte rfa c e  a nd  a  g ra p hic a l inte rfa c e  SSH c lie nt 

p ro g ra m to  re mo te ly a c c e ss the  Zyxe l De vic e . The  c o nfig ura tio n a nd  c o nne c tio n ste p s a re  simila r fo r 

mo st SSH c lie nt p ro g ra ms. Re fe r to  yo ur SSH c lie nt p ro g ra m use r’ s g uid e .

16.5.5.1  Exa mple  1: Mic rosoft Windows

This se c tio n d e sc rib e s ho w to  a c c e ss the  Zyxe l De vic e  using  the  Se c ure  She ll C lie nt p ro g ra m.

1 La unc h the  SSH c lie nt a nd  sp e c ify the  c o nne c tio n info rma tio n (IP a d d re ss, p o rt numb e r) fo r the  Zyxe l 

De vic e .

2 Co nfig ure  the  SSH c lie nt to  a c c e p t c o nne c tio n using  SSH ve rsio n 2.

3 A wind o w d isp la ys p ro mp ting  yo u to  sto re  the  ho st ke y in yo u c o mp ute r. C lic k Ye s to  c o ntinue . 

Fig ure  94   SSH Exa mp le  1: Sto re  Ho st Ke y

Ente r the  p a sswo rd  to  lo g  in to  the  Zyxe l De vic e . The  CLI sc re e n d isp la ys ne xt.

16.5.5.2  Exa mple  2: Linux

This se c tio n d e sc rib e s ho w to  a c c e ss the  Zyxe l De vic e  using  the  O p e nSSH c lie nt p ro g ra m tha t c o me s 

with mo st Linux d istrib utio ns.

1 Te st whe the r the  SSH se rvic e  is a va ila b le  o n the  Zyxe l De vic e .

Ente r “telnet 192.168.1.2 22”  a t a  te rmina l p ro mp t a nd  p re ss [ENTER]. The  c o mp ute r a tte mp ts to  
c o nne c t to  p o rt 22 o n the  Zyxe l De vic e  (using  the  d e fa ult IP a d d re ss o f 192.168.1.2).

A me ssa g e  d isp la ys ind ic a ting  the  SSH p ro to c o l ve rsio n sup p o rte d  b y the  Zyxe l De vic e .
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Fig ure  95   SSH Exa mp le  2: Te st

2 Ente r “ssh –2 192.168.1.2” . This c o mma nd  fo rc e s yo ur c o mp ute r to  c o nne c t to  the  Zyxe l De vic e  

using  SSH ve rsio n 1. If this is the  first time  yo u a re  c o nne c ting  to  the  Zyxe l De vic e  using  SSH, a  me ssa g e  

d isp la ys p ro mp ting  yo u to  sa ve  the  ho st info rma tio n o f the  Zyxe l De vic e . Typ e  “yes”  a nd  p re ss [ENTER]. 

The n e nte r the  p a sswo rd  to  lo g  in to  the  Zyxe l De vic e .

Fig ure  96   SSH Exa mp le  2: Lo g  in

3 The  CLI sc re e n d isp la ys ne xt.

16.6    FTP

Yo u c a n up lo a d  a nd  d o wnlo a d  the  Zyxe l De vic e ’ s firmwa re  a nd  c o nfig ura tio n file s using  FTP. To  use  this 

fe a ture , yo ur c o mp ute r must ha ve  a n FTP c lie nt. Se e  Cha p te r 18 o n p a g e  167 fo r mo re  info rma tio n 

a b o ut firmwa re  a nd  c o nfig ura tio n file s.

To  c ha ng e  yo ur Zyxe l De vic e ’ s FTP se tting s, c lic k Config ura tion > Syste m > FTP ta b . The  sc re e n a p p e a rs 

a s sho wn. Use  this sc re e n to  sp e c ify FTP se tting s.

Fig ure  97   Co nfig ura tio n > Syste m > FTP

$ telnet 192.168.1.2 22

Trying 192.168.1.2...

Connected to 192.168.1.2.

Escape character is '^]'.

SSH-1.5-1.0.0

$ ssh –2 192.168.1.2

The authenticity of host '192.168.1.2 (192.168.1.2)' can't be established.

RSA1 key fingerprint is 21:6c:07:25:7e:f4:75:80:ec:af:bd:d4:3d:80:53:d1.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.1.2' (RSA1) to the list of known hosts.

Administrator@192.168.1.2's password:
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

 

Ta b le  66   Co nfig ura tio n > Syste m > FTP

LABEL DESCRIPTION

Ena b le Se le c t the  c he c k b o x to  a llo w o r d isa llo w the  c o mp ute r with the  IP a d d re ss tha t ma tc he s the  IP 

a d d re ss(e s) in the  Se rvic e  Control ta b le  to  a c c e ss the  Zyxe l De vic e  using  this se rvic e .

TLS re q uire d Se le c t the  c he c k b o x to  use  FTP o ve r TLS (Tra nsp o rt La ye r Se c urity) to  e nc ryp t c o mmunic a tio n.

This imp le me nts TLS a s a  se c urity me c ha nism to  se c ure  FTP c lie nts a nd / o r se rve rs.

Se rve r Po rt Yo u ma y c ha ng e  the  se rve r p o rt numb e r fo r a  se rvic e  if ne e d e d , ho we ve r yo u must use  the  

sa me  p o rt numb e r in o rd e r to  use  tha t se rvic e  fo r re mo te  ma na g e me nt.

Se rve r Ce rtific a te Se le c t the  c e rtific a te  who se  c o rre sp o nd ing  p riva te  ke y is to  b e  use d  to  id e ntify the  Zyxe l De vic e  

fo r FTP c o nne c tio ns. Yo u must ha ve  c e rtific a te s a lre a d y c o nfig ure d  in the  My Ce rtific a te s 

sc re e n.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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C HA PTER 1 7

Log  a nd Re port

17.1  Ove rvie w

Use  the  syste m sc re e ns to  c o nfig ure  d a ily re p o rting  a nd  lo g  se tting s.

17.1.1  Wha t You Ca n Do In this Cha pte r

• The  Log  Se tting  sc re e ns (Se c tio n 17.2 o n p a g e  157) sp e c ify whic h lo g s a re  e -ma ile d , whe re  the y a re  e -
ma ile d , a nd  ho w o fte n the y a re  e -ma ile d .

17.2   Log  Se tting

The se  sc re e ns c o ntro l lo g  me ssa g e s a nd  a le rts. A lo g  me ssa g e  sto re s the  info rma tio n fo r vie wing  (fo r 

e xa mp le , in the  Monitor > Vie w Log  sc re e n) o r re g ula r e -ma iling  la te r, a nd  a n a le rt is e -ma ile d  

imme d ia te ly. Usua lly, a le rts a re  use d  fo r e ve nts tha t re q uire  mo re  se rio us a tte ntio n, suc h a s syste m e rro rs 

a nd  a tta c ks.

The  Zyxe l De vic e  p ro vid e s a  syste m lo g  a nd  sup p o rts e -ma il p ro file s a nd  re mo te  syslo g  se rve rs. The  

syste m lo g  is a va ila b le  o n the  Vie w Log  sc re e n, the  e -ma il p ro file s a re  use d  to  ma il lo g  me ssa g e s to  the  

sp e c ifie d  d e stina tio ns, a nd  the  o the r fo ur lo g s a re  sto re d  o n sp e c ifie d  syslo g  se rve rs.

The  Log  Se tting  ta b  a lso  c o ntro ls wha t info rma tio n is sa ve d  in e a c h lo g . Fo r the  syste m lo g , yo u c a n a lso  

sp e c ify whic h lo g  me ssa g e s a re  e -ma ile d , whe re  the y a re  e -ma ile d , a nd  ho w o fte n the y a re  e -ma ile d .

Fo r a le rts, the  Log  Se tting  sc re e n c o ntro ls whic h e ve nts g e ne ra te  a le rts a nd  whe re  a le rts a re  e -ma ile d .

The  Log  Se tting  sc re e n p ro vid e s a  summa ry o f a ll the  se tting s. Yo u c a n use  the  Edit Log  Se tting  sc re e n to  

ma inta in the  d e ta ile d  se tting s (suc h a s lo g  c a te g o rie s, e -ma il a d d re sse s, se rve r na me s, e tc .) fo r a ny lo g . 

Alte rna tive ly, if yo u wa nt to  e d it wha t e ve nts is inc lud e d  in e a c h lo g , yo u c a n a lso  use  the  Ac tive  Log  

Summa ry sc re e n to  e d it this info rma tio n fo r a ll lo g s a t the  sa me  time .

17.2.1  Log  Se tting  Sc re e n

To  a c c e ss this sc re e n, c lic k Config ura tion > Log  & Re port > Log  Se tting .
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Fig ure  98   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  67   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting

LABEL DESCRIPTION

Ed it Do ub le -c lic k a n e ntry o r se le c t it a nd  c lic k Edit to  o p e n a  sc re e n whe re  yo u c a n mo d ify the  

e ntry’ s se tting s.

Ac tiva te To  turn o n a n e ntry, se le c t it a nd  c lic k Ac tiva te .

Ina c tiva te To  turn o ff a n e ntry, se le c t it a nd  c lic k Ina c tiva te .

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  lo g .

Sta tus This fie ld  sho ws whe the r the  lo g  is a c tive  o r no t.

Na me This fie ld  d isp la ys the  na me  o f the  lo g  (syste m lo g  o r o ne  o f the  re mo te  se rve rs).

Lo g  Fo rma t This fie ld  d isp la ys the  fo rma t o f the  lo g .

Inte rna l - syste m lo g ; yo u c a n vie w the  lo g  o n the  Vie w Log  ta b .

VRPT/ Syslog  - Zyxe l’ s Va nta g e  Re p o rt, syslo g -c o mp a tib le  fo rma t.

CEF/ Syslog  - Co mmo n Eve nt Fo rma t, syslo g -c o mp a tib le  fo rma t.

Summa ry This fie ld  is a  summa ry o f the  se tting s fo r e a c h lo g .
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17.2.2  Edit Syste m Log  Se tting s

This sc re e n c o ntro ls the  d e ta ile d  se tting s fo r e a c h lo g  in the  syste m lo g  (whic h inc lud e s the  e -ma il 

p ro file s). Se le c t a  syste m lo g  e ntry in the  Log  Se tting  sc re e n a nd  c lic k the  Edit ic o n.

Ac tive  Lo g  

Summa ry

Clic k this b utto n to  o p e n the  Ac tive  Log  Summa ry sc re e n.

Ap p ly Clic k this b utto n to  sa ve  yo ur c ha ng e s (a c tiva te  a nd  d e a c tiva te  lo g s) a nd  ma ke  the m ta ke  

e ffe c t.

Ta b le  67   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  (c o ntinue d )

LABEL DESCRIPTION
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Fig ure  99   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  > Ed it Syste m Lo g  Se tting
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  68   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  > Ed it Syste m Lo g  Se tting

LABEL DESCRIPTION

E-Ma il Se rve r 1/ 2

Ac tive Se le c t this to  se nd  lo g  me ssa g e s a nd  a le rts a c c o rd ing  to  the  info rma tio n in this se c tio n. 

Yo u sp e c ify wha t kind s o f lo g  me ssa g e s a re  inc lud e d  in lo g  info rma tio n a nd  wha t kind s o f 

lo g  me ssa g e s a re  inc lud e d  in a le rts in the  Ac tive  Log  a nd Ale rt se c tio n.

Ma il Se rve r Typ e  the  na me  o r IP a d d re ss o f the  o utg o ing  SMTP se rve r.

SSL/ TLS Enc ryp tio n Se le c t SSL/ TLS to  use  Se c ure  So c ke ts La ye r (SSL) o r Tra nsp o rt La ye r Se c urity (TLS) if yo u 

wa nt e nc ryp te d  c o mmunic a tio ns b e twe e n the  ma il se rve r a nd  the  Zyxe l De vic e .

Se le c t STARTTLS to  up g ra d e  a  p la in te xt c o nne c tio n to  a  se c ure  c o nne c tio n using  SSL/ TLS.

Se le c t No  to  no t e nc ryp t the  c o mmunic a tio ns.

Ma il Se rve r Po rt Ente r the  sa me  p o rt numb e r he re  a s is o n the  ma il se rve r fo r ma il tra ffic .

Ma il Sub je c t Typ e  the  sub je c t line  fo r the  o utg o ing  e -ma il. Se le c t Appe nd syste m na me  to  a d d  the  

Zyxe l De vic e ’ s syste m na me  to  the  sub je c t. Se le c t Appe nd date  time  to  a d d  the  Zyxe l 

De vic e ’ s syste m d a te  a nd  time  to  the  sub je c t.

Se nd  Fro m Typ e  the  e -ma il a d d re ss fro m whic h the  o utg o ing  e -ma il is d e live re d . This a d d re ss is use d  

in re p lie s.

Se nd  Lo g  To Typ e  the  e -ma il a d d re ss to  whic h the  o utg o ing  e -ma il is d e live re d .

Se nd  Ale rts To Typ e  the  e -ma il a d d re ss to  whic h a le rts a re  d e live re d .

Se nd ing  Lo g Se le c t ho w o fte n lo g  info rma tio n is e -ma ile d . Cho ic e s a re : Whe n Full, Hourly a nd Whe n 

Full, Da ily a nd Whe n Full, a nd  We e kly a nd Whe n Full.

Da y fo r Se nd ing  Lo g This fie ld  is a va ila b le  if the  lo g  is e -ma ile d  we e kly. Se le c t the  d a y o f the  we e k the  lo g  is e -

ma ile d .

Time  fo r Se nd ing  
Lo g

This fie ld  is a va ila b le  if the  lo g  is e -ma ile d  we e kly o r d a ily. Se le c t the  time  o f d a y (ho urs 

a nd  minute s) whe n the  lo g  is e -ma ile d . Use  24-ho ur no ta tio n.

SMTP 
Authe ntic a tio n

Se le c t this c he c k b o x if it is ne c e ssa ry to  p ro vid e  a  use r na me  a nd  p a sswo rd  to  the  SMTP 

se rve r.

Use r Na me This b o x is e ffe c tive  whe n yo u se le c t the  SMTP Authe ntic a tion c he c k b o x. Typ e  the  use r 

na me  to  p ro vid e  to  the  SMTP se rve r whe n the  lo g  is e -ma ile d .

Pa sswo rd This b o x is e ffe c tive  whe n yo u se le c t the  SMTP Authe ntic a tion c he c k b o x. Typ e  the  

pa sswo rd  to  p ro vid e  to  the  SMTP se rve r whe n the  lo g  is e -ma ile d .

Ac tive  Lo g  a nd  Ale rt

Syste m lo g Use  the  Syste m Log  d ro p -d o wn list to  c ha ng e  the  lo g  se tting s fo r a ll o f the  lo g  c a te g o rie s.

disa ble  a ll log s (re d  X) - d o  no t lo g  a ny info rma tio n fo r a ny c a te g o ry fo r the  syste m lo g  o r 

e -ma il a ny lo g s to  e -ma il se rve r 1 o r 2.

e na ble  norma l log s (g re e n c he c k ma rk) - c re a te  lo g  me ssa g e s a nd  a le rts fo r a ll 

c a te g o rie s fo r the  syste m lo g . If e -ma il se rve r 1 o r 2 a lso  ha s no rma l lo g s e na b le d , the  

Zyxe l De vic e  will e -ma il lo g s to  the m.

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - c re a te  lo g  me ssa g e s, a le rts, 

a nd  d e b ug g ing  info rma tio n fo r a ll c a te g o rie s. The  Zyxe l De vic e  d o e s no t e -ma il 

d e b ug g ing  info rma tio n, e ve n if this se tting  is se le c te d .
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E-ma il Se rve r 1 Use  the  E- Ma il Se rve r 1 d ro p -d o wn list to  c ha ng e  the  se tting s fo r e -ma iling  lo g s to  e -ma il 

se rve r 1 fo r a ll lo g  c a te g o rie s.

Using  the  Syste m Log  d ro p -d o wn list to  d isa b le  a ll lo g s o ve rrid e s yo ur e -ma il se rve r 1 

se tting s.

e na ble  normal log s (g re e n c he c k ma rk) - e -ma il lo g  me ssa g e s fo r a ll c a te g o rie s to  e -ma il 

se rve r 1.

e na ble  a le rt log s (re d  e xc la ma tio n p o int) - e -ma il a le rts fo r a ll c a te g o rie s to  e -ma il se rve r 

1.

E-ma il Se rve r 2 Use  the  E- Ma il Se rve r 2 d ro p -d o wn list to  c ha ng e  the  se tting s fo r e -ma iling  lo g s to  e -ma il 

se rve r 2 fo r a ll lo g  c a te g o rie s.

Using  the  Syste m Log  d ro p -d o wn list to  d isa b le  a ll lo g s o ve rrid e s yo ur e -ma il se rve r 2 

se tting s.

e na ble  normal log s (g re e n c he c k ma rk) - e -ma il lo g  me ssa g e s fo r a ll c a te g o rie s to  e -ma il 

se rve r 2.

e na ble  a le rt log s (re d  e xc la ma tio n p o int) - e -ma il a le rts fo r a ll c a te g o rie s to  e -ma il se rve r 

2.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  a d d re ss.

Lo g  Ca te g o ry This fie ld  d isp la ys e a c h c a te g o ry o f me ssa g e s. It is the  sa me  va lue  use d  in the  Displa y 

a nd  Ca te g ory fie ld s in the  Vie w Log  ta b . The  De fa ult c a te g o ry inc lud e s d e b ug g ing  

me ssa g e s g e ne ra te d  b y o p e n so urc e  so ftwa re .

Syste m lo g Se le c t whic h e ve nts yo u wa nt to  lo g  b y Log  Cate g ory. The re  a re  thre e  c ho ic e s:

disa ble  a ll log s (re d  X) - d o  no t lo g  a ny info rma tio n fro m this c a te g o ry

e na ble  norma l log s (g re e n c he c k ma rk) - c re a te  lo g  me ssa g e s a nd  a le rts fro m this 

c a te g o ry

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - c re a te  lo g  me ssa g e s, a le rts, 

a nd  d e b ug g ing  info rma tio n fro m this c a te g o ry; the  Zyxe l De vic e  d o e s no t e -ma il 

d e b ug g ing  info rma tio n, ho we ve r, e ve n if this se tting  is se le c te d .

E-ma il Se rve r 1 Se le c t whe the r e a c h c a te g o ry o f e ve nts sho uld  b e  inc lud e d  in the  lo g  me ssa g e s whe n it 

is e -ma ile d  (g re e n c he c k ma rk) a nd / o r in a le rts (re d  e xc la ma tio n p o int) fo r the  e -ma il 

se tting s sp e c ifie d  in E- Ma il Se rve r 1. The  Zyxe l De vic e  d o e s no t e -ma il d e b ug g ing  

info rma tio n, e ve n if it is re c o rd e d  in the  Syste m log .

E-ma il Se rve r 2 Se le c t whe the r e a c h c a te g o ry o f e ve nts sho uld  b e  inc lud e d  in lo g  me ssa g e s whe n it is e -

ma ile d  (g re e n c he c k ma rk) a nd / o r in a le rts (re d  e xc la ma tio n po int) fo r the  e -ma il 

se tting s sp e c ifie d  in E- Ma il Se rve r 2. The  Zyxe l De vic e  d o e s no t e -ma il d e b ug g ing  

info rma tio n, e ve n if it is re c o rd e d  in the  Syste m log .

Lo g  Co nso lid a tio n

Ac tive Se le c t this to  a c tiva te  lo g  c o nso lid a tio n. Lo g  c o nso lid a tio n a g g re g a te s multip le  lo g  

me ssa g e s tha t a rrive  within the  sp e c ifie d  Log  Consolida tion Inte rva l. In the  Vie w Log  ta b , 

the  te xt “ [c o unt=x]” , whe re  x is the  numb e r o f o rig ina l lo g  me ssa g e s, is a p p e nd e d  a t the  

e nd  o f the  Me ssa g e  fie ld , whe n multip le  lo g  me ssa g e s we re  a g g re g a te d .

Lo g  Co nso lid a tio n 
Inte rva l

Typ e  ho w o fte n, in se c o nd s, to  c o nso lid a te  lo g  info rma tio n. If the  sa me  lo g  me ssa g e  

a pp e a rs multip le  time s, it is a g g re g a te d  into  o ne  lo g  me ssa g e  with the  te xt “ [c o unt=x]” , 

whe re  x is the  numb e r o f o rig ina l lo g  me ssa g e s, a p pe nd e d  a t the  e nd  o f the  Me ssa g e  

fie ld .

OK Clic k this to  sa ve  yo ur c ha ng e s a nd  re turn to  the  p re vio us sc re e n.

C a nc e l C lic k this to  re turn to  the  p re vio us sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  68   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  > Ed it Syste m Lo g  Se tting  (c o ntinue d )

LABEL DESCRIPTION
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17.2.3  Edit Re mote  Se rve r

This sc re e n c o ntro ls the  se tting s fo r e a c h lo g  in the  re mo te  se rve r (syslo g ). Se le c t a  re mo te  se rve r e ntry in 

the  Log  Se tting  sc re e n a nd  c lic k the  Edit ic o n.

Fig ure  100   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  > Ed it Re mo te  Se rve r
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

17.2.4  Ac tive  Log  Summa ry

This sc re e n a llo ws yo u to  vie w a nd  to  e d it wha t info rma tio n is inc lud e d  in the  syste m lo g , e -ma il p ro file s, 

a nd  re mo te  se rve rs a t the  sa me  time . It d o e s no t le t yo u c ha ng e  o the r lo g  se tting s (fo r e xa mp le , whe re  

a nd  ho w o fte n lo g  info rma tio n is e -ma ile d  o r re mo te  se rve r na me s). To  a c c e ss this sc re e n, g o  to  the  Log  

Se tting  sc re e n, a nd  c lic k the  Ac tive  Log  Summa ry b utto n.

Ta b le  69   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  > Ed it Re mo te  Se rve r

LABEL DESCRIPTION

Lo g  Se tting s fo r Re mo te  Se rve r

Ac tive Se le c t this c he c k b o x to  se nd  lo g  info rma tio n a c c o rd ing  to  the  info rma tio n in this se c tio n. Yo u 

sp e c ify wha t kind s o f me ssa g e s a re  inc lud e d  in lo g  info rma tio n in the  Ac tive  Log  se c tio n.

Lo g  Fo rma t This fie ld  d isp la ys the  fo rma t o f the  lo g  info rma tio n. It is re a d -o nly.

VRPT/ Syslog  - Zyxe l’ s Va nta g e  Re p o rt, syslo g -c o mp a tib le  fo rma t.

CEF/ Syslog  - Co mmo n Eve nt Fo rma t, syslo g -c o mp a tib le  fo rma t.

Se rve r 
Ad d re ss

Typ e  the  se rve r na me  o r the  IP a d d re ss o f the  syslo g  se rve r to  whic h to  se nd  lo g  info rma tio n.

Lo g  Fa c ility Se le c t a  lo g  fa c ility. The  lo g  fa c ility a llo ws yo u to  lo g  the  me ssa g e s to  d iffe re nt file s in the  syslo g  

se rve r. Ple a se  se e  the  d o c ume nta tio n fo r yo ur syslo g  p ro g ra m fo r mo re  info rma tio n.

Ac tive  Lo g

Se le c tio n Use  the  Se le c tion d ro p -d o wn list to  c ha ng e  the  lo g  se tting s fo r a ll o f the  lo g  c a te g o rie s.

disa ble  a ll log s (re d  X) - d o  no t se nd  the  re mo te  se rve r lo g s fo r a ny lo g  c a te g o ry.

e na ble  norma l log s (g re e n c he c k ma rk) - se nd  the  re mo te  se rve r lo g  me ssa g e s a nd  a le rts fo r a ll 

lo g  c a te g o rie s. 

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - se nd  the  re mo te  se rve r lo g  

me ssa g e s, a le rts, a nd  d e b ug g ing  info rma tio n fo r a ll lo g  c a te g o rie s.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  a d d re ss.

Lo g  Ca te g o ry This fie ld  d isp la ys e a c h c a te g o ry o f me ssa g e s. It is the  sa me  va lue  use d  in the  Displa y a nd  

Ca te g ory fie ld s in the  Vie w Log  ta b . The  De fa ult c a te g o ry inc lud e s d e b ug g ing  me ssa g e s 

g e ne ra te d  b y o p e n so urc e  so ftwa re .

Se le c tio n Se le c t wha t info rma tio n yo u wa nt to  lo g  fro m e a c h Log  Ca te g ory (e xc e p t All Log s; se e  b e lo w). 

Cho ic e s a re :

disa ble  a ll log s (re d  X) - d o  no t lo g  a ny info rma tio n fro m this c a te g o ry

e na ble  norma l log s (g re e n c he c kma rk) - lo g  re g ula r info rma tio n a nd  a le rts fro m this c a te g o ry

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - lo g  re g ula r info rma tio n, a le rts, a nd  

d e b ug g ing  info rma tio n fro m this c a te g o ry

OK Clic k this to  sa ve  yo ur c ha ng e s a nd  re turn to  the  p re vio us sc re e n.

C a nc e l C lic k this to  re turn to  the  p re vio us sc re e n witho ut sa ving  yo ur c ha ng e s.
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Fig ure  101   Ac tive  Lo g  Summa ry

This sc re e n p ro vid e s a  d iffe re nt vie w a nd  a  d iffe re nt wa y o f ind ic a ting  whic h me ssa g e s a re  inc lud e d  in 

e a c h lo g  a nd  e a c h a le rt. (The  De fa ult c a te g o ry inc lud e s d e b ug g ing  me ssa g e s g e ne ra te d  b y o p e n 

so urc e  so ftwa re .)

The  fo llo wing  ta b le  d e sc rib e s the  fie ld s in this sc re e n.

Ta b le  70   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  > Ac tive  Lo g  Summa ry

LABEL DESCRIPTION

Ac tive  Lo g  

Summa ry

If the  Zyxe l De vic e  is se t to  c o ntro lle r mo d e , the  AC se c tio n c o ntro ls lo g s g e ne ra te d  b y the  

c o ntro lle r a nd  the  AP se c tio n c o ntro ls lo g s g e ne ra te d  b y the  ma na g e d  APs.

Syste m lo g Use  the  Syste m Log  d ro p -d o wn list to  c ha ng e  the  lo g  se tting s fo r a ll o f the  lo g  c a te g o rie s.

disa ble  a ll log s (re d  X) - d o  no t lo g  a ny info rma tio n fo r a ny c a te g o ry fo r the  syste m lo g  o r e -ma il 

a ny lo g s to  e -ma il se rve r 1 o r 2.

e na ble  norma l log s (g re e n c he c k ma rk) - c re a te  lo g  me ssa g e s a nd  a le rts fo r a ll c a te g o rie s fo r 

the  syste m lo g . If e -ma il se rve r 1 o r 2 a lso  ha s no rma l lo g s e na b le d , the  Zyxe l De vic e  will e -ma il 

lo g s to  the m.

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - c re a te  lo g  me ssa g e s, a le rts, a nd  

d e b ug g ing  info rma tio n fo r a ll c a te g o rie s. The  Zyxe l De vic e  d o e s no t e -ma il d e b ug g ing  

info rma tio n, e ve n if this se tting  is se le c te d .
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E-ma il Se rve r 1 Use  the  E- Ma il Se rve r 1 d ro p -d o wn list to  c ha ng e  the  se tting s fo r e -ma iling  lo g s to  e -ma il se rve r 

1 fo r a ll lo g  c a te g o rie s.

Using  the  Syste m Log  d ro p -d o wn list to  d isa b le  a ll lo g s o ve rrid e s yo ur e -ma il se rve r 1 se tting s.

e na ble  norma l logs (g re e n c he c k ma rk) - e -ma il lo g  me ssa g e s fo r a ll c a te g o rie s to  e -ma il se rve r 

1.

e na ble  a le rt log s (re d  e xc la ma tio n p o int) - e -ma il a le rts fo r a ll c a te g o rie s to  e -ma il se rve r 1.

E-ma il Se rve r 2 Use  the  E- Ma il Se rve r 2 d ro p -d o wn list to  c ha ng e  the  se tting s fo r e -ma iling  lo g s to  e -ma il se rve r 

2 fo r a ll lo g  c a te g o rie s.

Using  the  Syste m Log  d ro p -d o wn list to  d isa b le  a ll lo g s o ve rrid e s yo ur e -ma il se rve r 2 se tting s.

e na ble  norma l logs (g re e n c he c k ma rk) - e -ma il lo g  me ssa g e s fo r a ll c a te g o rie s to  e -ma il se rve r 

2.

e na ble  a le rt log s (re d  e xc la ma tio n p o int) - e -ma il a le rts fo r a ll c a te g o rie s to  e -ma il se rve r 2.

Re mo te  Se rve r 

1~4

Fo r e a c h re mo te  se rve r, use  the  Se le c tion d ro p -d o wn list to  c ha ng e  the  lo g  se tting s fo r a ll o f the  

lo g  c a te g o rie s.

disa ble  a ll log s (re d  X) - d o  no t se nd  the  re mo te  se rve r lo g s fo r a ny lo g  c a te g o ry.

e na ble  norma l log s (g re e n c he c k ma rk) - se nd  the  re mo te  se rve r lo g  me ssa g e s a nd  a le rts fo r a ll 

lo g  c a te g o rie s.

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - se nd  the  re mo te  se rve r lo g  

me ssa g e s, a le rts, a nd  d e b ug g ing  info rma tio n fo r a ll lo g  c a te g o rie s.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  a d d re ss.

Lo g  Ca te g o ry This fie ld  d isp la ys e a c h c a te g o ry o f me ssa g e s. It is the  sa me  va lue  use d  in the  Displa y a nd  

Ca te g ory fie ld s in the  Vie w Log  ta b . The  De fa ult c a te g o ry inc lud e s d e b ug g ing  me ssa g e s 

g e ne ra te d  b y o p e n so urc e  so ftwa re .

Syste m lo g Se le c t whic h e ve nts yo u wa nt to  lo g  b y Log  Cate g ory. The re  a re  thre e  c ho ic e s:

disa ble  a ll log s (re d  X) - d o  no t lo g  a ny info rma tio n fro m this c a te g o ry

e na ble  norma l log s (g re e n c he c kma rk) - c re a te  lo g  me ssa g e s a nd  a le rts fro m this c a te g o ry

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - c re a te  lo g  me ssa g e s, a le rts, a nd  

d e b ug g ing  info rma tio n fro m this c a te g o ry; the  Zyxe l De vic e  d o e s no t e -ma il d e b ug g ing  

info rma tio n, ho we ve r, e ve n if this se tting  is se le c te d .

E-ma il Se rve r 1 E-

ma il

Se le c t whe the r e a c h c a te g o ry o f e ve nts sho uld  b e  inc lud e d  in the  lo g  me ssa g e s whe n it is e -

ma ile d  (g re e n c he c k ma rk) a nd / o r in a le rts (re d  e xc la ma tio n p o int) fo r the  e -ma il se tting s 

sp e c ifie d  in E- Ma il Se rve r 1. The  Zyxe l De vic e  d o e s no t e -ma il d e b ug g ing  info rma tio n, e ve n if it 

is re c o rd e d  in the  Syste m log .

E-ma il Se rve r 2 E-

ma il

Se le c t whe the r e a c h c a te g o ry o f e ve nts sho uld  b e  inc lud e d  in lo g  me ssa g e s whe n it is e -

ma ile d  (g re e n c he c k ma rk) a nd / o r in a le rts (re d  e xc la ma tio n p o int) fo r the  e -ma il se tting s 

sp e c ifie d  in E- Ma il Se rve r 2. The  Zyxe l De vic e  d o e s no t e -ma il d e b ug g ing  info rma tio n, e ve n if it 

is re c o rd e d  in the  Syste m log .

Re mo te  Se rve r 

1~4 Syslo g

Fo r e a c h re mo te  se rve r, se le c t wha t info rma tio n yo u wa nt to  lo g  fro m e a c h Log  Ca te g ory 

(e xc e p t All Log s; se e  b e lo w). Cho ic e s a re :

disa ble  a ll log s (re d  X) - d o  no t lo g  a ny info rma tio n fro m this c a te g o ry

e na ble  norma l log s (g re e n c he c kma rk) - lo g  re g ula r info rma tio n a nd  a le rts fro m this c a te g o ry

e na ble  norma l log s a nd de bug  log s (ye llo w c he c k ma rk) - lo g  re g ula r info rma tio n, a le rts, a nd  

d e b ug g ing  info rma tio n fro m this c a te g o ry

OK Clic k this to  sa ve  yo ur c ha ng e s a nd  re turn to  the  p re vio us sc re e n.

C a nc e l C lic k this to  re turn to  the  p re vio us sc re e n witho ut sa ving  yo ur c ha ng e s.

Ta b le  70   Co nfig ura tio n > Lo g  & Re p o rt > Lo g  Se tting  > Ac tive  Lo g  Summa ry (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 1 8

File  Ma na g e r

18.1  Ove rvie w

Co nfig ura tio n file s d e fine  the  Zyxe l De vic e ’ s se tting s. She ll sc rip ts a re  file s o f c o mma nd s tha t yo u c a n 

sto re  o n the  Zyxe l De vic e  a nd  run whe n yo u ne e d  the m. Yo u c a n a p p ly a  c o nfig ura tio n file  o r run a  she ll 

sc rip t witho ut the  Zyxe l De vic e  re sta rting . Yo u c a n sto re  multip le  c o nfig ura tio n file s a nd  she ll sc rip t file s 

o n the  Zyxe l De vic e . Yo u c a n e d it c o nfig ura tio n file s o r she ll sc rip ts in a  te xt e d ito r a nd  up lo a d  the m to  

the  Zyxe l De vic e . Co nfig ura tio n file s use  a  .c o nf e xte nsio n a nd  she ll sc rip ts use  a  .zysh e xte nsio n.

18.1.1  Wha t You Ca n Do in this Cha pte r

• The  Config ura tion File  sc re e n (Se c tio n 18.2 o n p a g e  168) sto re s a nd  na me s c o nfig ura tio n file s. Yo u 
c a n a lso  d o wnlo a d  a nd  up lo a d  c o nfig ura tio n file s.

• The  Firmwa re  Pa c ka g e  sc re e n (Se c tio n 18.3 o n p a g e  173) c he c ks yo ur c urre nt firmwa re  ve rsio n a nd  
up lo a d s firmwa re  to  the  Zyxe l De vic e .

• The  She ll Sc ript sc re e n (Se c tio n 18.4 o n p a g e  175) sto re s, na me s, d o wnlo a d s, up lo a d s a nd  runs she ll 
sc rip t file s.

18.1.2  Wha t you Ne e d to  Know

The  fo llo wing  te rms a nd  c o nc e p ts ma y he lp  a s yo u re a d  this c ha p te r.

Configura tion File s a nd She ll Sc ripts

Whe n yo u a p p ly a  c o nfig ura tio n file , the  Zyxe l De vic e  use s the  fa c to ry d e fa ult se tting s fo r a ny fe a ture s 

tha t the  c o nfig ura tio n file  d o e s no t inc lud e . Whe n yo u run a  she ll sc rip t, the  Zyxe l De vic e  o nly a p p lie s the  

c o mma nd s tha t it c o nta ins. Othe r se tting s d o  no t c ha ng e .

The se  file s ha ve  the  sa me  synta x, whic h is a lso  id e ntic a l to  the  wa y yo u run CLI c o mma nd s ma nua lly. An 

e xa mp le  is sho wn b e lo w.

Fig ure  102   Co nfig ura tio n File  /  She ll Sc rip t: Exa mp le

# enter configuration mode

configure terminal

# change administrator password

username admin password 4321 user-type admin

#configure default radio profile, change 2GHz channel to 11 & Tx output 

power # to 50%

wlan-radio-profile default

2g-channel 11

output-power 50%

exit

write
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While  c o nfig ura tio n file s a nd  she ll sc rip ts ha ve  the  sa me  synta x, the  Zyxe l De vic e  a p p lie s c o nfig ura tio n 

file s d iffe re ntly tha n it runs she ll sc rip ts. This is e xp la ine d  b e lo w.

Yo u ha ve  to  run the  a fo re me ntio ne d  e xa mp le  a s a  she ll sc rip t b e c a use  the  first c o mma nd  is run in 

Privile g e  mo d e . If yo u re mo ve  the  first c o mma nd , yo u ha ve  to  run the  e xa mp le  a s a  c o nfig ura tio n file  

b e c a use  the  re st o f the  c o mma nd s a re  e xe c ute d  in Configura tion mo d e .

Comme nts in Config ura tion File s or She ll Sc ripts

In a  c o nfig ura tio n file  o r she ll sc rip t, use  “# ”  o r “ !”  a s the  first c ha ra c te r o f a  c o mma nd  line  to  ha ve  the  

Zyxe l De vic e  tre a t the  line  a s a  c o mme nt.

Yo ur c o nfig ura tio n file s o r she ll sc rip ts c a n use  “ e xit”  o r a  c o mma nd  line  c o nsisting  o f a  sing le  “ !”  to  ha ve  

the  Zyxe l De vic e  e xit sub  c o mma nd  mo d e .

No te : “ e xit”  o r “ !'”  must fo llo w sub  c o mma nd s if it is to  ma ke  the  Zyxe l De vic e  e xit sub  
c o mma nd  mo d e .

In the  fo llo wing  e xa mp le  line s 1 a nd  2 a re  c o mme nts. Line  7 e xits sub  c o mma nd  mo d e .

Errors in Config ura tion File s or She ll Sc ripts

Whe n yo u a p p ly a  c o nfig ura tio n file  o r run a  she ll sc rip t, the  Zyxe l De vic e  p ro c e sse s the  file  line -b y-line . 

The  Zyxe l De vic e  c he c ks the  first line  a nd  a p p lie s the  line  if no  e rro rs a re  d e te c te d . The n it c o ntinue s with 

the  ne xt line . If the  Zyxe l De vic e  find s a n e rro r, it sto p s a p p lying  the  c o nfig ura tio n file  o r she ll sc rip t a nd  

g e ne ra te s a  lo g .

Yo u c a n c ha ng e  the  wa y a  c o nfig ura tio n file  o r she ll sc rip t is a p p lie d . Inc lud e  setenv stop-on-error 

off in the  c o nfig ura tio n file  o r she ll sc rip t. The  Zyxe l De vic e  ig no re s a ny e rro rs in the  c o nfig ura tio n file  o r 

she ll sc rip t a nd  a p p lie s a ll o f the  va lid  c o mma nd s. The  Zyxe l De vic e  still g e ne ra te s a  lo g  fo r a ny e rro rs.

18.2  Config ura tion File

Clic k Ma inte na nc e  > File  Ma na ge r > Configura tion File  to  o p e n this sc re e n. Use  the  Config ura tion File  

sc re e n to  sto re , run, a nd  na me  c o nfig ura tio n file s. Yo u c a n a lso  d o wnlo a d  c o nfig ura tio n file s fro m the  

Zyxe l De vic e  to  yo ur c o mp ute r a nd  up lo a d  c o nfig ura tio n file s fro m yo ur c o mp ute r to  the  Zyxe l De vic e .

Ta b le  71   Co nfig ura tio n File s a nd  She ll Sc rip ts in the  Zyxe l De vic e

Co nfig ura tio n File s (.c o nf) She ll Sc rip ts (.zysh)

• Re se ts to  d e fa ult c o nfig ura tio n.

• G o e s into  CLI Config ura tion mo d e .

• Runs the  c o mma nd s in the  c o nfig ura tio n file .

• G o e s into  CLI Privile g e  mo d e .

• Runs the  c o mma nd s in the  she ll sc rip t.

! this is from Joe

# on 2010/12/05

wlan-ssid-profile default

ssid Joe-AP

qos wmm

security default

!
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Onc e  yo ur Zyxe l De vic e  is c o nfig ure d  a nd  func tio ning  p ro p e rly, it is hig hly re c o mme nd e d  tha t yo u b a c k 

up  yo ur c o nfig ura tio n file  b e fo re  ma king  furthe r c o nfig ura tio n c ha ng e s. The  b a c kup  c o nfig ura tio n file  

will b e  use ful in c a se  yo u ne e d  to  re turn to  yo ur p re vio us se tting s.

 Configura tion File  Flow a t Re sta rt

• If the re  is no t a  sta rtup- c onfig .c onf whe n yo u re sta rt the  Zyxe l De vic e  (whe the r thro ug h a  
ma na g e me nt inte rfa c e  o r b y p hysic a lly turning  the  p o we r o ff a nd  b a c k o n), the  Zyxe l De vic e  use s the  
syste m- de fa ult.c onf c o nfig ura tio n file  with the  Zyxe l De vic e ’ s d e fa ult se tting s.

• If the re  is a  sta rtup- c onfig .c onf, the  Zyxe l De vic e  c he c ks it fo r e rro rs a nd  a p p lie s it. If the re  a re  no  
e rro rs, the  Zyxe l De vic e  use s it a nd  c o p ie s it to  the  la stg ood.c onf c o nfig ura tio n file  a s a  b a c k up  file . If 
the re  is a n e rro r, the  Zyxe l De vic e  g e ne ra te s a  lo g  a nd  c o p ie s the  sta rtup- c onfig .c onf c o nfig ura tio n 
file  to  the  sta rtup- c onfig - ba d.c onf c o nfig ura tio n file  a nd  trie s the  e xisting  lastg ood.c onf c o nfig ura tio n 
file . If the re  isn’ t a  la stg ood.c onf c o nfig ura tio n file  o r it a lso  ha s a n e rro r, the  Zyxe l De vic e  a p p lie s the  
syste m- de fa ult.c onf c o nfig ura tio n file .

• Yo u c a n c ha ng e  the  wa y the  sta rtup- c onfig .c onf file  is a p p lie d . Inc lud e  the  setenv-startup stop-
on-error off c o mma nd . The  Zyxe l De vic e  ig no re s a ny e rro rs in the  startup- c onfig .c onf file  a nd  
a p p lie s a ll o f the  va lid  c o mma nd s. The  Zyxe l De vic e  still g e ne ra te s a  lo g  fo r a ny e rro rs.

Fig ure  103   Ma inte na nc e  > File  Ma na g e r > Co nfig ura tio n File

Do not turn off the  Zyxe l De vic e  while  c onfig ura tion file  uploa d is in 

prog re ss.
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The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  72   Ma inte na nc e  > File  Ma na g e r > Co nfig ura tio n File

LABEL DESCRIPTION

Re na me Use  this b utto n to  c ha ng e  the  la b e l o f a  c o nfig ura tio n file  o n the  Zyxe l De vic e . Yo u c a n o nly 

re na me  ma nua lly sa ve d  c o nfig ura tio n file s. Yo u c a nno t re na me  the  la stg ood.c onf, syste m-

de fa ult.c onf a nd  sta rtup- c onfig .c onf file s.

Yo u c a nno t re na me  a  c o nfig ura tio n file  to  the  na me  o f a no the r c o nfig ura tio n file  in the  Zyxe l 

De vic e .

C lic k a  c o nfig ura tio n file ’ s ro w to  se le c t it a nd  c lic k Re na me  to  o p e n the  Re na me  File  sc re e n.

Sp e c ify the  ne w na me  fo r the  c o nfig ura tio n file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-

9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f 

the  c o nfig ura tio n file .

Re mo ve Clic k a  c o nfig ura tio n file ’ s ro w to  se le c t it a nd  c lic k Re move  to  d e le te  it fro m the  Zyxe l De vic e . 

Yo u c a n o nly d e le te  ma nua lly sa ve d  c o nfig ura tio n file s. Yo u c a nno t d e le te  the  syste m-

de fa ult.c onf, sta rtup- c onfig .c onf a nd  la stg ood.c onf file s.

A p o p -up  wind o w a sks yo u to  c o nfirm tha t yo u wa nt to  d e le te  the  c o nfig ura tio n file . C lic k OK 

to  d e le te  the  c o nfig ura tio n file  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut d e le ting  the  

c o nfig ura tio n file .

Do wnlo a d Clic k a  c o nfig ura tio n file ’ s ro w to  se le c t it a nd  c lic k Downloa d  to  sa ve  the  c o nfig ura tio n to  yo ur 

c o mp ute r.

Co p y Use  this b utto n to  sa ve  a  d up lic a te  o f a  c o nfig ura tio n file  o n the  Zyxe l De vic e .

C lic k a  c o nfig ura tio n file ’ s ro w to  se le c t it a nd  c lic k Copy to  o p e n the  Copy File  sc re e n.

Sp e c ify a  na me  fo r the  d up lic a te  c o nfig ura tio n file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-

9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f 

the  c o nfig ura tio n file .
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Ap p ly Use  this b utto n to  ha ve  the  Zyxe l De vic e  use  a  sp e c ific  c o nfig ura tio n file .

C lic k a  c o nfig ura tio n file ’ s ro w to  se le c t it a nd  c lic k Apply to  ha ve  the  Zyxe l De vic e  use  tha t 

c o nfig ura tio n file . The  Zyxe l De vic e  d o e s no t ha ve  to  re sta rt in o rd e r to  use  a  d iffe re nt 

c o nfig ura tio n file , a ltho ug h yo u will ne e d  to  wa it fo r a  fe w minute s while  the  syste m 

re c o nfig ure s.

The  fo llo wing  sc re e n g ive s yo u o p tio ns fo r wha t the  Zyxe l De vic e  is to  d o  if it e nc o unte rs a n e rro r 

in the  c o nfig ura tio n file .

Imme dia te ly stop a pplying  the  c onfig ura tion file  - this is no t re c o mme nd e d  b e c a use  it wo uld  

le a ve  the  re st o f the  c o nfig ura tio n b la nk. If the  inte rfa c e s we re  no t c o nfig ure d  b e fo re  the  first 

e rro r, the  c o nso le  p o rt ma y b e  the  o nly wa y to  a c c e ss the  Zyxe l De vic e .

Imme dia te ly stop a pplying  the  c onfig ura tion file  a nd roll ba c k to  the  pre vious c onfig ura tion - 

this g e ts the  Zyxe l De vic e  sta rte d  with a  fully va lid  c o nfig ura tio n file  a s q uic kly a s p o ssib le .

Ig nore  e rrors a nd finish a pplying  the  c onfig ura tion file  - this a pp lie s the  va lid  p a rts o f the  

c o nfig ura tio n file  a nd  g e ne ra te s e rro r lo g s fo r a ll o f the  c o nfig ura tio n file ’ s e rro rs. This le ts the  

Zyxe l De vic e  a p p ly mo st o f yo ur c o nfig ura tio n a nd  yo u c a n re fe r to  the  lo g s fo r wha t to  fix.

Ig nore  e rrors a nd finish a pplying  the  c onfig ura tion file  a nd the n roll ba c k to  the  pre vious 

c onfig ura tion - this a p p lie s the  va lid  p a rts o f the  c o nfig ura tio n file , g e ne ra te s e rro r lo g s fo r a ll o f 

the  c o nfig ura tio n file ’ s e rro rs, a nd  sta rts the  Zyxe l De vic e  with a  fully va lid  c o nfig ura tio n file .

C lic k OK to  ha ve  the  Zyxe l De vic e  sta rt a p p lying  the  c o nfig ura tio n file  o r c lic k Ca nc e l to  c lo se  

the  sc re e n.

# This c o lumn d isp la ys the  numb e r fo r e a c h c o nfig ura tio n file  e ntry. This fie ld  is a  se q ue ntia l va lue , 

a nd  it is no t a sso c ia te d  with a  spe c ific  a d d re ss. The  to ta l numb e r o f c o nfig ura tio n file s tha t yo u 

c a n sa ve  d e p e nd s o n the  size s o f the  c o nfig ura tio n file s a nd  the  a va ila b le  fla sh sto ra g e  sp a c e .

File  Na me This c o lumn d isp la ys the  la b e l tha t id e ntifie s a  c o nfig ura tio n file .

Yo u c a nno t d e le te  the  fo llo wing  c o nfig ura tio n file s o r c ha ng e  the ir file  na me s.

The  syste m- de fa ult.c onf file  c o nta ins the  Zyxe l De vic e ’ s d e fa ult se tting s. Se le c t this file  a nd  c lic k 

Apply to  re se t a ll o f the  Zyxe l De vic e  se tting s to  the  fa c to ry d e fa ults. This c o nfig ura tio n file  is 

inc lud e d  whe n yo u up lo a d  a  firmwa re  p a c ka g e .

The  sta rtup- c onfig .c onf file  is the  c o nfig ura tio n file  tha t the  Zyxe l De vic e  is c urre ntly using . If yo u 

ma ke  a nd  sa ve  c ha ng e s d uring  yo ur ma na g e me nt se ssio n, the  c ha ng e s a re  a p p lie d  to  this 

c o nfig ura tio n file . The  Zyxe l De vic e  a p p lie s c o nfig ura tio n c ha ng e s ma d e  in the  We b  

Co nfig ura to r to  the  c o nfig ura tio n file  whe n yo u c lic k Apply o r OK. It a p p lie s c o nfig ura tio n 

c ha ng e s ma d e  via  c o mma nd s whe n yo u use  the  write c o mma nd .

The  la stg ood.c onf is the  mo st re c e ntly use d  (va lid ) c o nfig ura tio n file  tha t wa s sa ve d  whe n the  

Zyxe l De vic e  la st re sta rte d . If yo u up lo a d  a nd  a pp ly a  c o nfig ura tio n file  with a n e rro r, yo u c a n 

a p p ly la stg o o d .c o nf to  re turn to  a  va lid  c o nfig ura tio n.

Size This c o lumn d isp la ys the  size  (in KB) o f a  c o nfig ura tio n file .

Ta b le  72   Ma inte na nc e  > File  Ma na g e r > Co nfig ura tio n File  (c o ntinue d )

LABEL DESCRIPTION



Cha p te r 18 File  Ma na g e r

NWA50AX Use r’ s G uid e

172

18.2.1  Exa mple  of Config ura tion File  Downloa d Using  FTP

The  fo llo wing  e xa mp le  g e ts a  c o nfig ura tio n file  na me d  sta rtup -c o nfig .c o nf fro m the  Zyxe l De vic e  a nd  

sa ve s it o n the  c o mp ute r.

1 Co nne c t yo ur c o mp ute r to  the  Zyxe l De vic e .

2 The  FTP se rve r IP a d d re ss o f the  Zyxe l De vic e  in sta nd a lo ne  mo d e  is 192.168.1.2, so  se t yo ur c o mp ute r to  

use  a  sta tic  IP a d d re ss fro m 192.168.1.3 ~192.168.1.254.

3 Use  a n FTP c lie nt o n yo ur c o mp ute r to  c o nne c t to  the  Zyxe l De vic e . Fo r e xa mp le , in the  Wind o ws 

c o mma nd  p ro mp t, typ e  ftp 192.168.1.2. Ke e p  the  c o nso le  se ssio n c o nne c te d  in o rd e r to  se e  whe n 

the  firmwa re  re c o ve ry finishe s.

4 Ente r yo ur use r na me  whe n p ro mp te d .

5 Ente r yo ur p a sswo rd  a s re q ue ste d .

6 Use  “ c d ”  to  c ha ng e  to  the  d ire c to ry tha t c o nta ins the  file s yo u wa nt to  d o wnlo a d .

7 Use  “d ir”  o r “ ls”  if yo u ne e d  to  d isp la y a  list o f the  file s in the  d ire c to ry.

8 Use  "g e t”  to  d o wnlo a d  file s. Tra nsfe r the  c o nfig ura tio n file  o n the  Zyxe l De vic e  to  yo ur c o mp ute r. Typ e  

get fo llo we d  b y the  na me  o f the  c o nfig ura tio n file . This e xa mp le s use s get startup-config.conf.

La st Mo d ifie d This c o lumn d isp la ys the  d a te  a nd  time  tha t the  ind ivid ua l c o nfig ura tio n file s we re  la st c ha ng e d  

o r sa ve d .

Up lo a d  

Co nfig ura tio n File

The  b o tto m p a rt o f the  sc re e n a llo ws yo u to  up lo a d  a  ne w o r p re vio usly sa ve d  c o nfig ura tio n file  

fro m yo ur c o mp ute r to  yo ur Zyxe l De vic e .

Yo u c a nno t up lo a d  a  c o nfig ura tio n file  na me d  syste m- de fa ult.c onf o r la stg ood.c onf.

If yo u up lo a d  sta rtup- c onfig .c onf, it will re p la c e  the  c urre nt c o nfig ura tio n a nd  imme d ia te ly 

a p p ly the  ne w se tting s.

File  Pa th Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse ... to  find  it.

Bro wse ... C lic k Browse ... to  find  the  .c o nf file  yo u wa nt to  up lo a d . The  c o nfig ura tio n file  must use  a  

“ .c o nf”  file na me  e xte nsio n. Yo u will re c e ive  a n e rro r me ssa g e  if yo u try to  up lo a d  a  fie  o f a  

d iffe re nt fo rma t. Re me mb e r tha t yo u must d e c o mpre ss c o mp re sse d  (.zip ) file s b e fo re  yo u c a n 

up lo a d  the m.

Up lo a d Clic k Uploa d  to  b e g in the  up lo a d  p ro c e ss. This p ro c e ss ma y ta ke  up  to  two  minute s.

Ta b le  72   Ma inte na nc e  > File  Ma na g e r > Co nfig ura tio n File  (c o ntinue d )

LABEL DESCRIPTION
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9 Wa it fo r the  file  tra nsfe r to  c o mp le te .

10 Ente r “ q uit”  to  e xit the  ftp  p ro mp t.

18.3  Firmwa re  Pa c ka g e

Clic k Ma inte na nc e  > File  Ma na g e r > Firmware  Pa c ka g e  to  o p e n this sc re e n. Use  the  Firmwa re  Pa c ka ge  

sc re e n to  c he c k yo ur c urre nt firmwa re  ve rsio n a nd  up lo a d  firmwa re  to  the  Zyxe l De vic e .

No te : The  We b  C o nfig ura to r is the  re c o mme nd e d  me tho d  fo r up lo a d ing  firmwa re . Yo u o nly 
ne e d  to  use  the  c o mma nd  line  inte rfa c e  if yo u ne e d  to  re c o ve r the  firmwa re . Se e  the  
CLI Re fe re nc e  G uid e  fo r ho w to  d e te rmine  if yo u ne e d  to  re c o ve r the  firmwa re  a nd  
ho w to  re c o ve r it.

Find  the  firmwa re  p a c ka g e  a t www.zyxe l.c o m in a  file  tha t (usua lly) use s a  .b in e xte nsio n.

The  firmwa re  upda te  c a n ta ke  up to  five  minute s. Do not turn off or re se t 

the  Zyxe l De vic e  while  the  firmwa re  upda te  is in prog re ss!

C:\>ftp 192.168.1.2

Connected to 192.168.1.2.

220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------

220-You are user number 1 of 5 allowed.

220-Local time is now 21:28. Server port: 21.

220-This is a private system - No anonymous login

220 You will be disconnected after 600 minutes of inactivity.

User (192.168.1.2:(none)): admin

331 User admin OK. Password required

Password:

230 OK. Current restricted directory is /

ftp> cd conf

250 OK. Current directory is /conf

ftp> ls

200 PORT command successful

150 Connecting to port 5001

lastgood.conf

startup-config.conf

system-default.conf

226 3 matches total

ftp: 57 bytes received in 0.33Seconds 0.17Kbytes/sec.

ftp> get startup-config.conf

200 PORT command successful

150 Connecting to port 5002

226-File successfully transferred

226 0.002 seconds (measured here), 1.66 Mbytes per second

ftp: 2928 bytes received in 0.02Seconds 183.00Kbytes/sec.

ftp>
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Fig ure  104   Ma inte na nc e  > File  Ma na g e r > Firmwa re  Pa c ka g e

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Afte r yo u se e  the  Firmwa re  Uploa d in Proc e ss sc re e n, wa it two  minute s b e fo re  lo g g ing  into  the  Zyxe l 

De vic e  a g a in.

No te : The  Zyxe l De vic e  a uto ma tic a lly re b o o ts a fte r a  suc c e ssful up lo a d .

The  Zyxe l De vic e  a uto ma tic a lly re sta rts c a using  a  te mp o ra ry ne two rk d isc o nne c t. In so me  o p e ra ting  

syste ms, yo u ma y se e  the  fo llo wing  ic o n o n yo ur d e skto p .

Fig ure  105   Ne two rk Te mp o ra rily Disc o nne c te d

Afte r five  minute s, lo g  in a g a in a nd  c he c k yo ur ne w firmwa re  ve rsio n in the  Da shboa rd sc re e n.

18.3.1  Exa mple  of Firmwa re  Uploa d Using  FTP

This p ro c e d ure  re q uire s the  Zyxe l De vic e ’ s firmwa re . Do wnlo a d  the  firmwa re  p a c ka g e  fro m 

www.zyxe l.c o m a nd  unzip  it. The  firmwa re  file  use s a  .b in e xte nsio n, fo r e xa mp le , "600ABFH0C0.b in". Do  

the  fo llo wing  a fte r yo u ha ve  o b ta ine d  the  firmwa re  file .

1 Co nne c t yo ur c o mp ute r to  the  Zyxe l De vic e .

2 The  FTP se rve r IP a d d re ss o f the  Zyxe l De vic e  in sta nd a lo ne  mo d e  is 192.168.1.2, so  se t yo ur c o mp ute r to  

use  a  sta tic  IP a d d re ss fro m 192.168.1.3 ~192.168.1.254.

Ta b le  73   Ma inte na nc e  > File  Ma na g e r > Firmwa re  Pa c ka g e

LABEL DESCRIPTION

Bo o t Mo d ule This is the  ve rsio n o f the  b o o t mo d ule  tha t is c urre ntly o n the  Zyxe l De vic e .

C urre nt Ve rsio n This is the  firmwa re  ve rsio n a nd  the  d a te  c re a te d .

Re le a se d  Da te This is the  d a te  tha t the  ve rsio n o f the  firmwa re  wa s c re a te d .

File  Pa th Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse ... to  find  it.

Bro wse ... C lic k Browse ... to  find  the  .b in file  yo u wa nt to  up lo a d . Re me mb e r tha t yo u must d e c o mp re ss 

c o mp re sse d  (.zip ) file s b e fo re  yo u c a n up lo a d  the m.

Up lo a d Clic k Uploa d  to  b e g in the  up lo a d  p ro c e ss. This p ro c e ss ma y ta ke  up  to  two  minute s.
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3 Use  a n FTP c lie nt o n yo ur c o mp ute r to  c o nne c t to  the  Zyxe l De vic e . Fo r e xa mp le , in the  Wind o ws 

c o mma nd  p ro mp t, typ e  ftp 192.168.1.2. Ke e p  the  c o nso le  se ssio n c o nne c te d  in o rd e r to  se e  whe n 

the  firmwa re  re c o ve ry finishe s.

4 Ente r yo ur use r na me  whe n p ro mp te d .

5 Ente r yo ur p a sswo rd  a s re q ue ste d .

6 Ente r “ha sh”  fo r FTP to  p rint a  `# ' c ha ra c te r fo r e ve ry 1024 b yte s o f d a ta  yo u up lo a d  so  tha t yo u c a n 

wa tc h the  file  tra nsfe r p ro g re ss.

7 Ente r “b in”  to  se t the  tra nsfe r mo d e  to  b ina ry.

8 Tra nsfe r the  firmwa re  file  fro m yo ur c o mp ute r to  the  Zyxe l De vic e . Typ e  put fo llo we d  b y the  p a th a nd  

na me  o f the  firmwa re  file . This e xa mp le s use s put C:\ftproot\Zyxel Device_FW\600ABFH0C0.bin.

9 Wa it fo r the  file  tra nsfe r to  c o mp le te .

10 Ente r “ q uit”  to  e xit the  ftp  p ro mp t.

18.4  She ll Sc ript

Use  she ll sc rip t file s to  ha ve  the  Zyxe l De vic e  use  c o mma nd s tha t yo u sp e c ify. Use  a  te xt e d ito r to  c re a te  

the  she ll sc rip t file s. The y must use  a  “ .zysh”  file na me  e xte nsio n.

C lic k Ma inte na nc e  > File  Ma na ge r > She ll Sc ript to  o p e n this sc re e n. Use  the  She ll Sc ript sc re e n to  sto re , 

na me , d o wnlo a d , up lo a d  a nd  run she ll sc rip t file s. Yo u c a n sto re  multip le  she ll sc rip t file s o n the  Zyxe l 

De vic e  a t the  sa me  time .

No te : Yo u sho uld  inc lud e  write c o mma nd s in yo ur sc rip ts. If yo u d o  no t use  the  write 
c o mma nd , the  c ha ng e s will b e  lo st whe n the  Zyxe l De vic e  re sta rts. Yo u c o uld  use  
multip le  write c o mma nd s in a  lo ng  sc rip t.

C:\>ftp 192.168.1.2

Connected to 192.168.1.2.

220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------

220-You are user number 1 of 5 allowed.

220-Local time is now 21:28. Server port: 21.

220-This is a private system - No anonymous login

220 You will be disconnected after 600 minutes of inactivity.

User (192.168.1.2:(none)): admin

331 User admin OK. Password required

Password:

230 OK. Current restricted directory is /

ftp> hash 

Hash mark printing On  ftp: (2048 bytes/hash mark) .

ftp> bin

200 TYPE is now 8-bit binary

ftp> put C:\ftproot\Zyxel Device_FW\600ABFH0C0.bin
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Fig ure  106   Ma inte na nc e  > File  Ma na g e r > She ll Sc rip t

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  74   Ma inte na nc e  > File  Ma na g e r > She ll Sc rip t

LABEL DESCRIPTION

Re na me Use  this b utto n to  c ha ng e  the  la b e l o f a  she ll sc rip t file  o n the  Zyxe l De vic e .

Yo u c a nno t re na me  a  she ll sc rip t to  the  na me  o f a no the r she ll sc rip t in the  Zyxe l De vic e .

C lic k a  she ll sc rip t’ s ro w to  se le c t it a nd  c lic k Re na me  to  o p e n the  Re na me  File  sc re e n.

Sp e c ify the  ne w na me  fo r the  she ll sc rip t file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-

9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f the  

c o nfig ura tio n file .

Re mo ve Clic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k De le te  to  d e le te  the  she ll sc rip t file  fro m the  Zyxe l 

De vic e .

A p o p -up  wind o w a sks yo u to  c o nfirm tha t yo u wa nt to  d e le te  the  she ll sc rip t file . C lic k OK to  d e le te  

the  she ll sc rip t file  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut d e le ting  the  she ll sc rip t file .

Do wnlo a d Clic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k Downloa d  to  sa ve  the  c o nfig ura tio n to  yo ur 

c o mp ute r.

Co p y Use  this b utto n to  sa ve  a  d up lic a te  o f a  she ll sc rip t file  o n the  Zyxe l De vic e .

C lic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k Copy to  o p e n the  Copy File  sc re e n.

Sp e c ify a  na me  fo r the  d up lic a te  file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-

9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f the  

c o nfig ura tio n file .

Ap p ly Use  this b utto n to  ha ve  the  Zyxe l De vic e  use  a  sp e c ific  she ll sc rip t file .

C lic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k Apply to  ha ve  the  Zyxe l De vic e  use  tha t she ll sc rip t 

file . Yo u ma y ne e d  to  wa it a while  fo r the  Zyxe l De vic e  to  finish a p p lying  the  c o mma nd s.

# This c o lumn d isp la ys the  numb e r fo r e a c h she ll sc rip t file  e ntry.

File  Na me This c o lumn d isp la ys the  la b e l tha t id e ntifie s a  she ll sc rip t file .

Size This c o lumn d isp la ys the  size  (in KB) o f a  she ll sc rip t file .

La st 

Mo d ifie d

This c o lumn d isp la ys the  d a te  a nd  time  tha t the  ind ivid ua l she ll sc rip t file s we re  la st c ha ng e d  o r 

sa ve d .

Up lo a d  She ll 

Sc rip t

The  b o tto m p a rt o f the  sc re e n a llo ws yo u to  up lo a d  a  ne w o r p re vio usly sa ve d  she ll sc rip t file  fro m 

yo ur c o mp ute r to  yo ur Zyxe l De vic e .

File  Pa th Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse ... to  find  it.
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Bro wse ... C lic k Browse ... to  find  the  .zysh file  yo u wa nt to  up lo a d .

Up lo a d Clic k Uploa d  to  b e g in the  up lo a d  p ro c e ss. This p ro c e ss ma y ta ke  up  to  se ve ra l minute s.

Ta b le  74   Ma inte na nc e  > File  Ma na g e r > She ll Sc rip t (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 1 9

Dia g nostic s

19.1  Ove rvie w

Use  the  d ia g no stic s sc re e n fo r tro ub le sho o ting .

19.1.1  Wha t You Ca n Do in this Cha pte r

The  Dia gnostic s sc re e n (Se c tio n 19.2 o n p a g e  178) g e ne ra te s a  file  c o nta ining  the  Zyxe l De vic e ’ s 

c o nfig ura tio n a nd  d ia g no stic  info rma tio n if yo u ne e d  to  p ro vid e  it to  c usto me r sup p o rt d uring  

tro ub le sho o ting .

19.2  Dia g nostic s

This sc re e n p ro vid e s a n e a sy wa y fo r yo u to  g e ne ra te  a  file  c o nta ining  the  Zyxe l De vic e ’ s c o nfig ura tio n 

a nd  d ia g no stic  info rma tio n. Yo u ma y ne e d  to  g e ne ra te  this file  a nd  se nd  it to  c usto me r sup p o rt d uring  

tro ub le sho o ting . All c a te g o rie s o f se tting s a nd  she ll sc rip t file s sto re d  o n the  Zyxe l De vic e  will b e  inc lud e d  

in the  d ia g no stic  file .

C lic k Ma inte na nc e  > Dia g nostic s> Dia g nostic s to  o p e n the  Dia g nostic s sc re e n. Clic k Colle c t Now to  

ha ve  the  Zyxe l De vic e  c re a te  a  ne w d ia g no stic  file .

Fig ure  107   Ma inte na nc e  > Dia g no stic s> Dia g no stic s

The  De bug  Information Ce nte r sc re e n the n d isp la ys sho wing  whe the r the  c o lle c tio n is in p ro g re ss, wa s 

suc c e ssful, o r ha s fa ile d . Whe n the  d a ta  c o lle c tio n is d o ne , c lic k Downloa d  to  sa ve  the  mo st re c e nt 

d ia g no stic  file  to  a  c o mp ute r.
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Fig ure  108   Ma inte na nc e  > Dia g no stic s: De b ug  Info rma tio n Co lle c to r

19.3  Re mote  Ca pture

Use  this sc re e n to  c a p ture  ne two rk tra ffic  g o ing  thro ug h the  Zyxe l De vic e  c o nne c te d  to  the  Zyxe l 

g a te wa y o r ZyWALL, a nd  o utp ut the  c a p ture d  p a c ke ts to  a  p a c ke t a na lyze r (a lso  kno wn a s ne two rk o r 

p ro to c o l a na lyze r) suc h a s Wire sha rk.

C lic k Ma inte na nc e > Dia g nostic s> Re mote  Ca pture  to  o p e n the  Re mote  Ca pture  sc re e n.

Fig ure  109   Ma inte na nc e  > Dia g no stic s> Re mo te  Ca p ture

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  75   Ma inte na nc e  > Dia g no stic s> Re mo te  Ca p ture

LABEL DESCRIPTION

Se rve r Po rt Ente r the  numb e r o f the  se rve r p o rt yo u wa nt the  p a c ke t a na lyze r to  c o nne c t to  in o rd e r to  

c a p ture  tra ffic  g o ing  thro ug h the  Zyxe l De vic e . The  d e fa ult p o rt numb e r is 2002.

Sta rt Clic k this b utto n to  a llo w the  p a c ke t a na lyze r to  sta rt c a p turing  tra ffic  g o ing  thro ug h the  Zyxe l 

De vic e .

Sto p Clic k this b utto n to  sto p  the  p a c ke t a na lyze r fro m c a p turing  tra ffic  g o ing  thro ug h the  Zyxe l 

De vic e .
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C HA PTER 2 0

LEDs

20.1  Ove rvie w

The  LEDs o f yo ur Zyxe l De vic e  c a n b e  c o ntro lle d  suc h tha t the y sta y lit (ON) o r O FF a fte r the  Zyxe l De vic e  

is re a d y. The re  a re  two  fe a ture s tha t c o ntro l the  LEDs o f yo ur Zyxe l De vic e  - Loc a tor a nd  Suppre ssion (se e  

Se c tio n 1.4 o n p a g e  18).

20.1.1  Wha t You Ca n Do in this Cha pte r

• The  Suppre ssion sc re e n (Se c tio n 20.2 o n p a g e  180) a llo ws yo u to  se t ho w yo u wa nt the  LEDs to  
b e ha ve  a fte r the  Zyxe l De vic e  is re a d y.

• The  Loc ator sc re e n (Se c tio n 20.3 o n p a g e  181) a llo ws use rs to  se e  the  a c tua l lo c a tio n o f the  Zyxe l 
De vic e  b e twe e n se ve ra l d e vic e s in the  ne two rk.

20.2  Suppre ssion Sc re e n

The  LED Sup p re ssio n fe a ture  a llo ws yo u to  c o ntro l ho w the  LEDs o f yo ur Zyxe l De vic e  b e ha ve  a fte r it’ s 

re a d y. The  d e fa ult LED sup p re ssio n se tting  o f yo ur AP is d iffe re nt d e p e nd ing  o n yo ur Zyxe l De vic e  mo d e l. 

Yo u c a n g o  to  the  Ma inte na nc e  > LEDs > Suppre ssion sc re e n to  se e  the  d e fa ult LED b e ha vio r a nd  

c ha ng e  the  LED sup p re ssio n se tting . Afte r yo u ma ke  c ha ng e s in the  sup p re ssio n sc re e n, it will b e  sto re d  

a s the  d e fa ult whe n the  Zyxe l De vic e  is re sta rte d . Se e  (Se c tio n 3.1 o n p a g e  28) fo r info rma tio n o n d e fa ult 

va lue s fo r d iffe re nt mo d e ls.

No te : Whe n the  ZyXEL De vic e  is b o o ting  o r p e rfo rming  firmwa re  up g ra d e , the  LEDs will lig ht up  
re g a rd le ss o f the  se tting  in LED sup p re ssio n.

To  a c c e ss this sc re e n, c lic k Ma inte na nc e  > LEDs > Suppre ssion.
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Fig ure  110   Ma inte na nc e  > LEDs > Sup p re ssio n

The  fo llo wing  ta b le  d e sc rib e s fie ld s in the  a b o ve  sc re e n.

20.3  Loc a tor Sc re e n

The  Lo c a to r fe a ture  id e ntifie s the  lo c a tio n o f yo ur Zyxe l De vic e  a mo ng  se ve ra l d e vic e s in the  ne two rk. 

Yo u c a n run this fe a ture  a nd  se t a  time r in this sc re e n.

To  run the  lo c a to r fe a ture , e nte r a  numb e r o f minute s a nd  c lic k Turn On b utto n to  ha ve  the  Zyxe l De vic e  

find  its lo c a tio n. The  Lo c a to r LED will sta rt to  b link fo r the  numb e r o f minute s se t in the  Loc a tor sc re e n. The  

d e fa ult se tting  is 10 minute s. While  the  lo c a to r is running , the  turn o n b utto n will g ra y o ut a nd  re turn a fte r 

it’ s finishe d . If yo u ma ke  c ha ng e s to  the  time  d e fa ult se tting , it will b e  sto re d  a s the  d e fa ult whe n the  

Zyxe l De vic e  re sta rts.

No te : The  Lo c a to r fe a ture  is no t a ffe c te d  b y the  Sup p re ssio n se tting .

To  a c c e ss this sc re e n, c lic k Ma inte na nc e  > LEDs > Loc a tor.

Ta b le  76   Ma inte na nc e  > LED > Sup p re ssio n

LABEL DESCRIPTION

Sup p re ssio n O n If the  Suppre ssion On c he c k b o x is c he c ke d , the  LEDs o f yo ur Zyxe l De vic e  will turn o ff a fte r 

it’ s re a d y.

If the  c he c k b o x is unc he c ke d , the  LEDs will sta y lit a fte r the  Zyxe l De vic e  is re a d y.

Ap p ly C lic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t C lic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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Fig ure  111   Ma inte na nc e  > LEDs > Lo c a to r

The  fo llo wing  ta b le  d e sc rib e s fie ld s in the  a b o ve  sc re e n.

Ta b le  77   Ma inte na nc e  > LED > Lo c a to r

LABEL DESCRIPTION

Turn On

Turn Off

C lic k Turn On b utto n to  a c tiva te  the  lo c a to r. The  Lo c a to r func tio n will sho w the  a c tua l 

lo c a tio n o f the  Zyxe l De vic e  b e twe e n se ve ra l d e vic e s in the  ne two rk.

O the rwise , c lic k Turn Off to  d isa b le  the  lo c a to r fe a ture .

Auto ma tic a lly Exting uish 

Afte r

Ente r a  time  inte rva l b e twe e n 1 a nd  60 minute s to  sto p  the  lo c a to r LED fro m b linking . 

De fa ult is 10 minute s.

Ap p ly C lic k Apply to  sa ve  c ha ng e s in this sc re e n.

Re fre sh C lic k Re fre sh to  up d a te  the  info rma tio n in this sc re e n.
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C HA PTER 2 1

Re boot

21.1  Ove rvie w

Use  this sc re e n to  re sta rt the  Zyxe l De vic e .

21.1.1  Wha t You Ne e d To Know

If yo u a p p lie d  c ha ng e s in the  We b  Co nfig ura to r, the se  we re  sa ve d  a uto ma tic a lly a nd  d o  no t c ha ng e  

whe n yo u re b o o t. If yo u ma d e  c ha ng e s in the  CLI, ho we ve r, yo u ha ve  to  use  the  write c o mma nd  to  

sa ve  the  c o nfig ura tio n b e fo re  yo u re b o o t. Othe rwise , the  c ha ng e s a re  lo st whe n yo u re b o o t.

Re b o o t is d iffe re nt to  re se t; re se t re turns the  Zyxe l De vic e  to  its d e fa ult c o nfig ura tio n.

21.2  Re boot

This sc re e n a llo ws re mo te  use rs c a n re sta rt the  Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k Ma inte na nc e  > 

Re boot.

Fig ure  112   Ma inte na nc e  > Re b o o t

C lic k the  Re boot b utto n to  re sta rt the  Zyxe l De vic e . Wa it a  fe w minute s until the  lo g in sc re e n a p p e a rs. If 

the  lo g in sc re e n d o e s no t a p p e a r, typ e  the  IP a d d re ss o f the  Zyxe l De vic e  in yo ur We b  b ro wse r.

Yo u c a n a lso  use  the  CLI c o mma nd  reboot to  re sta rt the  Zyxe l De vic e .
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C HA PTER 2 2

Shutdown

22.1  Ove rvie w

Use  this sc re e n to  shut d o wn the  Zyxe l De vic e .

Alwa ys use  Ma inte na nc e  > Shutdown > Shutdown or the  shutdown 

c ommand be fore  you turn off the  Zyxe l De vic e  or re move  the  powe r. 

Not doing  so  c a n c a use  the  firmwa re  to  be c ome  c orrupt.

22.1.1  Wha t You Ne e d To Know

Shutd o wn write s a ll c a c he d  d a ta  to  the  lo c a l sto ra g e  a nd  sto p s the  syste m p ro c e sse s. Shutd o wn is 

d iffe re nt to  re se t; re se t re turns the  Zyxe l De vic e  to  its d e fa ult c o nfig ura tio n.

22.2  Shutdown

To  a c c e ss this sc re e n, c lic k Ma inte na nc e  > Shutdown.

Fig ure  113   Ma inte na nc e  > Shutd o wn

Clic k the  Shutdown b utto n to  shut d o wn the  Zyxe l De vic e . Wa it fo r the  Zyxe l De vic e  to  shut d o wn b e fo re  

yo u ma nua lly turn o ff o r re mo ve  the  p o we r. It d o e s no t turn o ff the  p o we r.

Yo u c a n a lso  use  the  CLI c o mma nd  shutdown to  shut d o wn the  Zyxe l De vic e .
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C HA PTER 2 3

Cloud Mode

23.1  Ove rvie w

The  Zyxe l De vic e  is ma na g e d  a nd  p ro visio ne d  a uto ma tic a lly b y the  NCC (Ne bula Co ntro l Ce nte r) whe n 

it is c o nne c te d  to  the  Inte rne t a nd  ha s b e e n re g iste re d  in the  NCC. If yo u ne e d  to  c ha ng e  the  Zyxe l 

De vic e ’ s VLAN se tting  o r ma nua lly se t its IP a d d re ss, a c c e ss its simp lifie d  we b  c o nfig ura to r (se e  Cha p te r 

4 o n p a g e  30). Yo u c a n c he c k the  NCC's Ac c e ss Point > Monitor > Ac c e ss Points sc re e n o r the  

c o nne c te d  g a te wa y fo r the  Zyxe l De vic e 's c urre nt LAN IP a d d re ss. Alte rna tive ly, d isc o nne c t the  

g a te wa y o r d isa b le  its DHCP se rve r func tio n a nd  use  the  Zyxe l De vic e 's d e fa ult sta tic  LAN IP a d d re ss 

(192.168.1.2).

Fig ure  114   Clo ud  Mo d e  Ap p lic a tio n

23.2  Cloud Mode  We b Config ura tor Sc re e ns

Whe n yo ur Zyxe l De vic e  is ma na g e d  thro ug h NCC, yo u c a n a c c e ss o nly the  fo llo wing  sc re e ns thro ug h 

the  We b  Co nfig ura to r:

• Da shboa rd

• Config ura tion > Ne twork > IP Se tting

• Config ura tion > Ne twork > VLAN
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• Ma inte na nc e  > She ll Sc ript

• Ma inte na nc e  > Dia g nostic s

• Ma inte na nc e  > Log

The se  sc re e ns a lso  ha ve  fe we r o p tio ns tha n tho se  in sta nd a lo ne  Zyxe l De vic e s. The  re st o f the  Zyxe l 

De vic e ’ s fe a ture s must b e  c o nfig ure d  thro ug h the  NCC.

23.3  Da shboa rd

This sc re e n d isp la ys g e ne ra l AP info rma tio n, a nd  c lie nt info rma tio n in wid g e ts tha t yo u c a n re -a rra ng e  to  

suit yo ur ne e d s. Yo u c a n a lso  c o lla p se , re fre sh, a nd  c lo se  ind ivid ua l wid g e ts.

Fig ure  115   Da shb o a rd

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  78   Da shb o a rd

LABEL DESCRIPTION

AP Info rma tio n

MAC Ad d re ss This fie ld  d isp la ys the  MAC a d d re ss o f the  Zyxe l De vic e .

Se ria l Numb e r This fie ld  d isp la ys the  se ria l numb e r o f the  Zyxe l De vic e .

Pro d uc t Mo d e l This fie ld  d isp la ys the  mo d e l na me  o f the  Zyxe l De vic e .

2.4G  C ha nne l 
Info rma tio n

This fie ld  d isp la ys the  c ha nne l numb e r the  Zyxe l De vic e  is using  a nd  its o utp ut p o we r in the  

2.4 G Hz sp e c trum. This sho ws Not a c tiva te d  if the  wire le ss LAN is d isa b le d .

5G  C ha nne l 
Info rma tio n

This fie ld  d isp la ys the  c ha nne l numb e r the  Zyxe l De vic e  is using  a nd  its o utp ut po we r in the  5 

G Hz sp e c trum. This sho ws Not a c tiva te d  if the  wire le ss LAN is d isa b le d .

Ethe rne t This fie ld  d isp la ys whe the r the  Zyxe l De vic e ’ s Ethe rne t p o rt is c o nne c te d  a nd  the  IP a d d re ss 

o f the  g a te wa y to  whic h the  Zyxe l De vic e  is c o nne c te d .

Inte rne t This fie ld  d isp la ys whe the r the  Zyxe l De vic e  is c o nne c ting  to  the  Inte rne t.

Ne b ula  
Co nne c tivity 
Sta tus

This fie ld  d isp la ys whe the r the  Zyxe l De vic e  c a n c o nne c t to  the  Zyxe l Ne b ula  Co ntro l Ce nte r 

(NCC ).
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If the  Zyxe l De vic e  c a nno t c o nne c t to  the  Inte rne t o r to  NCC, a n e rro r me ssa g e  is sho wn o n this sc re e n, 

a s in the  fo llo wing .

Ne b ula  C o ntro l 
Ce nte r 
Ac tiva tio n Sta tus

This fie ld  d isp la ys whe the r the  Zyxe l De vic e  ha s b e e n re g iste re d  a nd  c a n b e  ma na g e d  b y 

the  NCC .

Use  Pro xy to  
Ac c e ss NCC

This d isp la ys whe the r the  NAP use s a  p ro xy se rve r to  a c c e ss the  NCC (Ne b ula  Co ntro l 

C e nte r).

Ta b le  78   Da shb o a rd  (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 2 4

Ne twork

24.1  Ove rvie w

This c ha p te r d e sc rib e s ho w yo u c a n c o nfig ure  the  ma na g e me nt IP a d d re ss a nd  VLAN se tting s o f yo ur 

Zyxe l De vic e  in c lo ud  mo d e .

Se e  Se c tio n 9.1 o n p a g e  69 fo r info rma tio n a b o ut IP a d d re sse s.

No te : Ma ke  sure  yo ur VLAN se tting s a llo w the  Zyxe l De vic e  to  c o nne c t to  the  Inte rne t so  yo u 
c o uld  ma na g e  it with NCC.

24.1.1  Wha t You Ca n Do in this Cha pte r

• The  IP Se tting  sc re e n (Se c tio n 24.2 o n p a g e  189) c o nfig ure s the  Zyxe l De vic e ’ s LAN IP a d d re ss.

• The  VLAN sc re e n (Se c tio n 24.3 o n p a g e  191) c o nfig ure s the  Zyxe l De vic e ’ s VLAN se tting s.

24.2  IP Se tting

Use  this sc re e n to  c o nfig ure  the  IP a d d re ss fo r yo ur Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k 

Config ura tion > Ne twork > IP Se tting .
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Fig ure  116   Co nfig ura tio n > Ne two rk > IP Se tting

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  79   Co nfig ura tio n > Ne two rk > IP Se tting

LABEL DESCRIPTION

IP Ad d re ss Assig nme nt

Ge t 
Auto ma tic a lly

Se le c t this to  ma ke  the  inte rfa c e  a  DHC P c lie nt a nd  a uto ma tic a lly g e t the  IP a d d re ss, 

sub ne t ma sk, a nd  g a te wa y a d d re ss fro m a  DHCP se rve r.

Use  Fixe d  IP 
Ad d re ss

Se le c t this if yo u wa nt to  sp e c ify the  IP a d d re ss, sub ne t ma sk, a nd  g a te wa y ma nua lly. 

IP Ad d re ss Ente r the  IP a d d re ss fo r this inte rfa c e .

Sub ne t Ma sk Ente r the  sub ne t ma sk o f this inte rfa c e  in d o t d e c ima l no ta tio n. The  sub ne t ma sk ind ic a te s 

wha t p a rt o f the  IP a d d re ss is the  sa me  fo r a ll c o mp ute rs in the  ne two rk.

G a te wa y Ente r the  IP a d d re ss o f the  g a te wa y. The  Zyxe l De vic e  se nd s p a c ke ts to  the  g a te wa y whe n 

it d o e s no t kno w ho w to  ro ute  the  p a c ke t to  its d e stina tio n. The  g a te wa y sho uld  b e  o n the  

sa me  ne two rk a s the  inte rfa c e .

DNS Se rve r IP 
Ad d re ss

Ente r the  IP a d d re ss o f the  DNS se rve r.

Use  Pro xy to  Ac c e ss 

Inte rne t

If the  Zyxe l De vic e  is b e hind  a  p ro xy se rve r, yo u ne e d  to  se le c t this o p tio n a nd  c o nfig ure  the  

pro xy se rve r se tting s so  tha t the  Zyxe l De vic e  c a n a c c e ss the  NC C thro ug h the  p ro xy se rve r.

Pro xy Se rve r Ente r the  IP a d d re ss o f the  p ro xy se rve r.

Pro xy Po rt Ente r se rvic e  p o rt numb e r use d  b y the  p ro xy se rve r.

Authe ntic a tio n Se le c t this o p tio n if the  p ro xy se rve r re q uire s a uthe ntic a tio n b e fo re  it g ra nts a c c e ss to  the  

Inte rne t.

Use r Na me Ente r yo ur p ro xy use r na me .

Pa sswo rd Ente r yo ur p ro xy p a sswo rd .

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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24.3  VLAN

This se c tio n d isc usse s ho w to  c o nfig ure  the  Zyxe l De vic e ’ s VLAN se tting s. Se e  Se c tio n 9.3 o n p a g e  71 fo r 

mo re  info rma tio n a b o ut VLAN.

Use  this sc re e n to  c o nfig ure  the  VLAN se tting s fo r yo ur Zyxe l De vic e . To  a c c e ss this sc re e n, c lic k 

Config ura tion > Ne twork > VLAN.

Fig ure  117   Co nfig ura tio n > Ne two rk > VLAN

Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

Ta b le  80   Co nfig ura tio n > Ne two rk > VLAN

LABEL DESCRIPTION

VLAN Se tting s

Ma na g e me nt 
VLAN ID

Ente r a  VLAN ID fo r the  Zyxe l De vic e .

Unta g g e d /
Ta g g e d

Se t whe the r the  Zyxe l De vic e  a d d s the  VLAN ID to  o utb o und  tra ffic  tra nsmitte d  thro ug h its 

Ethe rne t p o rt.

Ap p ly Clic k Apply to  sa ve  yo ur c ha ng e s b a c k to  the  Zyxe l De vic e .

Re se t Clic k Re se t to  re turn the  sc re e n to  its la st-sa ve d  se tting s.
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C HA PTER 2 5

Ma inte na nc e

25.1  Ove rvie w

Whe n the  Zyxe l De vic e  is se t to  wo rk in c lo ud  mo d e , the  Ma inte na nc e  sc re e ns le t yo u ma ng e  she ll sc rip t 

file s o n the  Zyxe l De vic e , g e ne ra te  a  d ia g no stic  file , o r vie w lo g  me ssa g e s.

Se e  Cha p te r 18 o n p a g e  167 fo r info rma tio n a b o ut she ll sc rip ts.

25.1.1  Wha t You Ca n Do in this Cha pte r

• The  She ll Sc ript sc re e n (Se c tio n 25.2 o n p a g e  192) sto re s, na me s, d o wnlo a d s, a nd  up lo a d s she ll sc rip t 
file s.

• The  Dia gnostic s sc re e n (Se c tio n 25.3 o n p a g e  193) g e ne ra te s a  file  c o nta ining  the  Zyxe l De vic e ’ s 
c o nfig ura tio n a nd  d ia g no stic  info rma tio n if yo u ne e d  to  p ro vid e  it to  c usto me r sup p o rt d uring  
tro ub le sho o ting .

• The  Log  > Vie w Log  sc re e n (Se c tio n 25.4 o n p a g e  194) d isp la ys the  Zyxe l De vic e ’ s c urre nt lo g  
me ssa g e s whe n it is d isc o nne c te d  fro m the  NCC.

25.2  She ll Sc ript

Use  she ll sc rip t file s to  ha ve  the  Zyxe l De vic e  use  c o mma nd s tha t yo u sp e c ify. Use  a  te xt e d ito r to  c re a te  

the  she ll sc rip t file s. The y must use  a  “ .zysh”  file na me  e xte nsio n.

C lic k Ma inte na nc e  > She ll Sc ript to  o p e n this sc re e n. Use  the  She ll Sc ript sc re e n to  sto re , na me , 

d o wnlo a d , a nd  up lo a d  she ll sc rip t file s. Yo u c a n sto re  multip le  she ll sc rip t file s o n the  Zyxe l De vic e  a t the  

sa me  time .

Fig ure  118   Ma inte na nc e  > She ll Sc rip t
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Ea c h fie ld  is d e sc rib e d  in the  fo llo wing  ta b le .

25.3  Dia g nostic s

This sc re e n p ro vid e s a n e a sy wa y fo r yo u to  g e ne ra te  a  file  c o nta ining  the  Zyxe l De vic e ’ s c o nfig ura tio n 

a nd  d ia g no stic  info rma tio n. Yo u ma y ne e d  to  g e ne ra te  this file  a nd  se nd  it to  c usto me r sup p o rt d uring  

tro ub le sho o ting . All c a te g o rie s o f se tting s a nd  she ll sc rip t file s sto re d  o n the  Zyxe l De vic e  will b e  inc lud e d  

in the  d ia g no stic  file .

C lic k Ma inte na nc e  > Dia g nostic s to  o p e n the  Dia gnostic s sc re e n. C lic k Colle c t Now to  ha ve  the  Zyxe l 

De vic e  c re a te  a  ne w d ia g no stic  file .

Ta b le  81   Ma inte na nc e  > She ll Sc rip t

LABEL DESCRIPTION

Re na me Use  this b utto n to  c ha ng e  the  la b e l o f a  she ll sc rip t file  o n the  Zyxe l De vic e .

Yo u c a nno t re na me  a  she ll sc rip t to  the  na me  o f a no the r she ll sc rip t in the  Zyxe l De vic e .

C lic k a  she ll sc rip t’ s ro w to  se le c t it a nd  c lic k Re na me  to  o p e n the  Re na me  File  sc re e n.

Sp e c ify the  ne w na me  fo r the  she ll sc rip t file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-

9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f the  

c o nfig ura tio n file .

Re mo ve Clic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k De le te  to  d e le te  the  she ll sc rip t file  fro m the  Zyxe l 

De vic e .

A p o p -up  wind o w a sks yo u to  c o nfirm tha t yo u wa nt to  d e le te  the  she ll sc rip t file . C lic k OK to  d e le te  

the  she ll sc rip t file  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut d e le ting  the  she ll sc rip t file .

Do wnlo a d Clic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k Downloa d  to  sa ve  the  c o nfig ura tio n to  yo ur 

c o mp ute r.

Co p y Use  this b utto n to  sa ve  a  d up lic a te  o f a  she ll sc rip t file  o n the  Zyxe l De vic e .

C lic k a  she ll sc rip t file ’ s ro w to  se le c t it a nd  c lic k Copy to  o p e n the  Copy File  sc re e n.

Sp e c ify a  na me  fo r the  d up lic a te  file . Use  up  to  25 c ha ra c te rs (inc lud ing  a -zA-Z0-

9;‘ ~!@ # $%^&()_+[]{}’ ,.=-).

C lic k OK to  sa ve  the  d up lic a te  o r c lic k Ca nc e l to  c lo se  the  sc re e n witho ut sa ving  a  d up lic a te  o f the  

c o nfig ura tio n file .

# This c o lumn d isp la ys the  numb e r fo r e a c h she ll sc rip t file  e ntry.

File  Na me This c o lumn d isp la ys the  la b e l tha t id e ntifie s a  she ll sc rip t file .

Size This c o lumn d isp la ys the  size  (in KB) o f a  she ll sc rip t file .

La st 

Mo d ifie d

This c o lumn d isp la ys the  d a te  a nd  time  tha t the  ind ivid ua l she ll sc rip t file s we re  la st c ha ng e d  o r 

sa ve d .

Up lo a d  She ll 

Sc rip t

The  b o tto m p a rt o f the  sc re e n a llo ws yo u to  up lo a d  a  ne w o r p re vio usly sa ve d  she ll sc rip t file  fro m 

yo ur c o mp ute r to  yo ur Zyxe l De vic e .

File Typ e  in the  lo c a tio n o f the  file  yo u wa nt to  up lo a d  in this fie ld  o r c lic k Browse ... to  find  it.

Bro wse ... C lic k Browse ... to  find  the  .zysh file  yo u wa nt to  up lo a d .

Up lo a d Clic k Uploa d  to  b e g in the  up lo a d  p ro c e ss. This p ro c e ss ma y ta ke  up  to  se ve ra l minute s.
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Fig ure  119   Ma inte na nc e  > Dia g no stic s

The  De bug  Information Ce nte r sc re e n the n d isp la ys sho wing  whe the r the  c o lle c tio n is in p ro g re ss, wa s 

suc c e ssful, o r ha s fa ile d . Whe n the  d a ta  c o lle c tio n is d o ne , c lic k Downloa d  to  sa ve  the  mo st re c e nt 

d ia g no stic  file  to  a  c o mp ute r.

Fig ure  120   Ma inte na nc e  > Dia g no stic s: De b ug  Info rma tio n Co lle c to r

25.4  Vie w Log

The  NCC p e rio d ic a lly g a the rs lo g  file s fro m the  d e vic e s b e ing  ma na g e d  b y it. Be fo re  the  NCC p ulls lo g s 

fro m the  Zyxe l De vic e  o r whe n the  Zyxe l De vic e  is d isc o nne c te d  fro m the  NCC, yo u c a n use  this sc re e n 

to  vie w its c urre nt lo g  me ssa g e s. To  a c c e ss this sc re e n, c lic k Ma inte na nc e  > Log .

No te : Whe n a  lo g  re a c he s the  ma ximum numb e r o f lo g  me ssa g e s, ne w lo g  me ssa g e s 
a uto ma tic a lly o ve rwrite  e xisting  lo g  me ssa g e s, sta rting  with the  o ld e st e xisting  lo g  
me ssa g e  first.

Eve nts tha t g e ne ra te  a n a le rt (a s we ll a s a  lo g  me ssa g e ) d isp la y in re d . Re g ula r lo g s d isp la y in b la c k. 

C lic k a  c o lumn’ s he a d ing  c e ll to  so rt the  ta b le  e ntrie s b y tha t c o lumn’ s c rite ria . C lic k the  he a d ing  c e ll 

a g a in to  re ve rse  the  so rt o rd e r.
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Fig ure  121   Ma inte na nc e  > Lo g  > Vie w Lo g

The  fo llo wing  ta b le  d e sc rib e s the  la b e ls in this sc re e n.

Ta b le  82   Ma inte na nc e  > Lo g  > Vie w Lo g

LABEL DESCRIPTION

Sho w Filte r /  Hid e  

Filte r

Clic k this b utto n to  sho w o r hid e  the  filte r se tting s.

If the  filte r se tting s a re  hid d e n, the  Displa y, Ema il Log  Now, Re fre sh, a nd  Cle a r Log  fie ld s a re  

a va ila b le .

If the  filte r se tting s a re  sho wn, the  Displa y, Priority, Sourc e  Addre ss, De stina tion Addre ss, Sourc e  

Inte rfa c e , De stina tion Inte rfac e , Protoc ol, Ke yword , a nd  Se a rc h fie ld s a re  a va ila b le .

Disp la y Se le c t the  c a te g o ry o f lo g  me ssa g e (s) yo u wa nt to  vie w. Yo u c a n a lso  vie w All Log s a t o ne  

time , o r yo u c a n vie w the  De bug  Log .

Prio rity This d isp la ys whe n yo u sho w the  filte r. Se le c t the  p rio rity o f lo g  me ssa g e s to  d isp la y. The  lo g  

d isp la ys the  lo g  me ssa g e s with this p rio rity o r hig he r. Cho ic e s a re : any, e me rg , a le rt, c rit, e rror, 

wa rn, notic e , a nd  info , fro m hig he st p rio rity to  lo we st p rio rity. This fie ld  is re a d -o nly if the  

Ca te g ory is De bug  Log .

So urc e  Ad d re ss This d isp la ys whe n yo u sho w the  filte r. Typ e  the  so urc e  IP a d d re ss o f the  inc o ming  p a c ke t tha t 

g e ne ra te d  the  lo g  me ssa g e . Do  no t inc lud e  the  p o rt in this filte r.

De stina tio n 

Ad d re ss

This d isp la ys whe n yo u sho w the  filte r. Typ e  the  IP a d d re ss o f the  d e stina tio n o f the  inc o ming  

p a c ke t whe n the  lo g  me ssa g e  wa s g e ne ra te d . Do  no t inc lud e  the  p o rt in this filte r.

So urc e  Inte rfa c e This d isp la ys whe n yo u sho w the  filte r. Se le c t the  so urc e  inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  

the  lo g  me ssa g e .

De stina tio n 

Inte rfa c e

This d isp la ys whe n yo u sho w the  filte r. Se le c t the  d e stina tio n inte rfa c e  o f the  p a c ke t tha t 

g e ne ra te d  the  lo g  me ssa g e .

Pro to c o l This d isp la ys whe n yo u sho w the  filte r. Se le c t a  se rvic e  p ro to c o l who se  lo g  me ssa g e s yo u wo uld  

like  to  se e .

Ke ywo rd This d isp la ys whe n yo u sho w the  filte r. Typ e  a  ke ywo rd  to  lo o k fo r in the  Me ssa g e , Sourc e , 

De stina tion a nd  Note  fie ld s. If a  ma tc h is fo und  in a ny fie ld , the  lo g  me ssa g e  is d isp la ye d . Yo u 

c a n use  up  to  63 a lp ha nume ric  c ha ra c te rs a nd  the  und e rsc o re , a s we ll a s p unc tua tio n ma rks 

()’  ,:;? ! +-*/ = # $% @  ; the  p e rio d , d o ub le  q uo te s, a nd  b ra c ke ts a re  no t a llo we d .

Se a rc h This d isp la ys whe n yo u sho w the  filte r. C lic k this b utto n to  up d a te  the  lo g  using  the  c urre nt filte r 

se tting s.
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Re fre sh Clic k this to  up d a te  the  list o f lo g s.

C le a r Lo g Clic k this b utto n to  c le a r the  who le  lo g , re g a rd le ss o f wha t is c urre ntly d isp la ye d  o n the  sc re e n.

# This fie ld  is a  se q ue ntia l va lue , a nd  it is no t a sso c ia te d  with a  sp e c ific  lo g  me ssa g e .

Time This fie ld  d isp la ys the  time  the  lo g  me ssa g e  wa s re c o rd e d .

Prio rity This fie ld  d isp la ys the  p rio rity o f the  lo g  me ssa g e . It ha s the  sa me  ra ng e  o f va lue s a s the  Priority 

fie ld  a b o ve .

C a te g o ry This fie ld  d isp la ys the  lo g  tha t g e ne ra te d  the  lo g  me ssa g e . It is the  sa me  va lue  use d  in the  

Displa y a nd  (o the r) Ca te g ory fie ld s.

Me ssa g e This fie ld  d isp la ys the  re a so n the  lo g  me ssa g e  wa s g e ne ra te d . The  te xt “ [c o unt=x]” , whe re  x is a  

numb e r, a p pe a rs a t the  e nd  o f the  Me ssa g e  fie ld  if lo g  c o nso lid a tio n is turne d  o n a nd  multip le  

e ntrie s we re  a g g re g a te d  to  g e ne ra te  into  this o ne .

So urc e This fie ld  d isp la ys the  so urc e  IP a d d re ss a nd  the  p o rt numb e r in the  e ve nt tha t g e ne ra te d  the  

lo g  me ssa g e .

So urc e  Inte rfa c e This fie ld  d isp la ys the  so urc e  inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  the  lo g  me ssa g e .

De stina tio n This fie ld  d isp la ys the  d e stina tio n IP a d d re ss a nd  the  p o rt numb e r o f the  e ve nt tha t g e ne ra te d  

the  lo g  me ssa g e .

De stina tio n 

Inte rfa c e

This fie ld  d isp la ys the  d e stina tio n inte rfa c e  o f the  p a c ke t tha t g e ne ra te d  the  lo g  me ssa g e .

Pro to c o l This fie ld  d isp la ys the  se rvic e  p ro to c o l in the  e ve nt tha t g e ne ra te d  the  lo g  me ssa g e .

No te This fie ld  d isp la ys a ny a d d itio na l info rma tio n a b o ut the  lo g  me ssa g e .

Ta b le  82   Ma inte na nc e  > Lo g  > Vie w Lo g  (c o ntinue d )

LABEL DESCRIPTION
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C HA PTER 2 6

Trouble shooting

26.1  Ove rvie w

This c ha p te r o ffe rs so me  sug g e stio ns to  so lve  p ro b le ms yo u mig ht e nc o unte r. The  p o te ntia l p ro b le ms a re  

d ivid e d  into  the  fo llo wing  c a te g o rie s.

• Po we r, Ha rd wa re  Co nne c tio ns, a nd  LED

• Zyxe l De vic e  Ma na g e me nt, Ac c e ss, a nd  Lo g in

• Inte rne t Ac c e ss

• WiFi Ne two rk

• Re se tting  the  Zyxe l De vic e

26.2  Powe r, Ha rdwa re  Conne c tions, a nd LED

The  Zyxe l De vic e  d o e s no t turn o n. The  LED is no t o n.

1 Ma ke  sure  yo u a re  using  the  p o we r a d a p te r inc lud e d  with the  Zyxe l De vic e  o r a  Po E p o we r inje c to r/

switc h.

2 Ma ke  sure  the  p o we r a d a p te r o r Po E p o we r inje c to r/ switc h is c o nne c te d  to  the  Zyxe l De vic e  a nd  

p lug g e d  in to  a n a p p ro p ria te  p o we r so urc e . Ma ke  sure  the  p o we r so urc e  is turne d  o n.

3 Disc o nne c t a nd  re -c o nne c t the  p o we r a d a p te r o r Po E p o we r inje c to r/ switc h.

4 Insp e c t yo ur c a b le s fo r d a ma g e . Co nta c t the  ve nd o r to  re p la c e  a ny d a ma g e d  c a b le s.

5 If no ne  o f the se  ste p s wo rk, yo u ma y ha ve  fa ulty ha rd wa re  a nd  sho uld  c o nta c t yo ur Zyxe l De vic e  

ve nd o r.

The  LED d o e s no t b e ha ve  a s e xp e c te d .

1 Ma ke  sure  yo u und e rsta nd  the  no rma l b e ha vio r o f the  LED. Se e  Se c tio n 3.1 o n p a g e  28.

2 Che c k the  ha rd wa re  c o nne c tio ns. Se e  the  Q uic k Sta rt Guid e .

3 Insp e c t yo ur c a b le s fo r d a ma g e . Co nta c t the  ve nd o r to  re p la c e  a ny d a ma g e d  c a b le s.
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4 Disc o nne c t a nd  re -c o nne c t the  p o we r a d a p te r o r Po E p o we r inje c to r to  the  Zyxe l De vic e .

5 If the  p ro b le m c o ntinue s, c o nta c t the  ve nd o r.

26.3  Zyxe l De vic e  Ma na g e me nt, Ac c e ss, a nd Log in

I fo rg o t the  IP a d d re ss fo r the  Zyxe l De vic e .

1 The  d e fa ult in-b a nd  IP a d d re ss in sta nd a lo ne  mo d e  is http:/ / DHCP- a ssig ne d IP (whe n c o nne c ting  to  a  

DHCP se rve r) o r 192.168.1.2.

2 If yo u c ha ng e d  the  IP a d d re ss a nd  ha ve  fo rg o tte n it, yo u ha ve  to  re se t the  Zyxe l De vic e  to  its fa c to ry 

d e fa ults. Se e  Se c tio n 26.6 o n p a g e  205.

3 If yo ur Zyxe l De vic e  is a  DHCP c lie nt, yo u c a n find  yo ur IP a d d re ss fro m the  DHCP se rve r. This info rma tio n 

is o nly a va ila b le  fro m the  DHCP se rve r whic h a llo c a te s IP a d d re sse s o n yo ur ne two rk. Find  this 

info rma tio n d ire c tly fro m the  DHCP se rve r o r c o nta c t yo ur syste m a d ministra to r fo r mo re  info rma tio n.

4 If the  NCC ha s ma na g e d  the  Zyxe l De vic e , yo u c a n a lso  c he c k the  NCC's AP > Monitor > Ac c e ss Point 

sc re e n fo r the  Zyxe l De vic e 's c urre nt LAN IP a d d re ss.

I c a nno t se e  o r a c c e ss the  Log in sc re e n in the  We b  Co nfig ura to r.

1 Ma ke  sure  yo u a re  using  the  c o rre c t IP a d d re ss.

• The  d e fa ult IP a d d re ss (in sta nd a lo ne  mo d e ) is 192.168.1.2.

• If yo u c ha ng e d  the  IP a d d re ss, use  the  ne w IP a d d re ss.

• If yo u c ha ng e d  the  IP a d d re ss a nd  ha ve  fo rg o tte n it, se e  the  tro ub le sho o ting  sug g e stio ns fo r I 
fo rg o t the  IP a d d re ss fo r the  Zyxe l De vic e .

2 Che c k the  ha rd wa re  c o nne c tio ns, a nd  ma ke  sure  the  LED is b e ha ving  a s e xp e c te d . Se e  the  Q uic k Sta rt 

Guid e  a nd  Se c tio n 3.1 o n p a g e  28.

3 Ma ke  sure  yo ur Inte rne t b ro wse r d o e s no t b lo c k p o p -up  wind o ws a nd  ha s Ja va Sc rip ts a nd  Ja va  

e na b le d .

4 Ma ke  sure  yo ur c o mp ute r is in the  sa me  sub ne t a s the  Zyxe l De vic e . (If yo u kno w tha t the re  a re  ro ute rs 

b e twe e n yo ur c o mp ute r a nd  the  Zyxe l De vic e , skip  this ste p .)

• If the re  is a  DHCP se rve r o n yo ur ne two rk, ma ke  sure  yo ur c o mp ute r is using  a  d yna mic  IP a d d re ss.

• If the re  is no  DHCP se rve r o n yo ur ne two rk, ma ke  sure  yo ur c o mp ute r’ s IP a d d re ss is in the  sa me  
sub ne t a s the  Zyxe l De vic e .

5 Re se t the  Zyxe l De vic e  to  its fa c to ry d e fa ults, a nd  try to  a c c e ss the  Zyxe l De vic e  with the  d e fa ult IP 

a d d re ss. Se e  Se c tio n 26.6 o n p a g e  205. 
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6 If the  p ro b le m c o ntinue s, c o nta c t the  ne two rk a d ministra to r o r ve nd o r, o r try o ne  o f the  a d va nc e d  

sug g e stio ns.

Adva nc e d Sug g e stions

• Try to  a c c e ss the  Zyxe l De vic e  using  a no the r se rvic e , suc h a s Te lne t. If yo u c a n a c c e ss the  Zyxe l 
De vic e , c he c k the  re mo te  ma na g e me nt se tting s to  find  o ut why the  Zyxe l De vic e  d o e s no t re sp o nd  
to  HTTP. 

• If yo ur c o mp ute r is c o nne c te d  wire le ssly, use  a  c o mp ute r tha t is c o nne c te d  to  a  LAN/ ETHERNET p o rt.

I fo rg o t the  p a sswo rd .

1 The  d e fa ult p a sswo rd  is 1234. If the  Zyxe l De vic e  is c o nne c te d  to  the  NCC a nd  re g iste re d , c he c k the  

NCC fo r the  p a sswo rd .

2 If this d o e s no t wo rk, yo u ha ve  to  re se t the  Zyxe l De vic e  to  its fa c to ry d e fa ults. Se e  Se c tio n 26.6 o n p a g e  

205.

I c a n se e  the  Log in sc re e n, b ut I c a nno t lo g  in to  the  Zyxe l De vic e .

1 Ma ke  sure  yo u ha ve  e nte re d  the  use r na me  a nd  p a sswo rd  c o rre c tly. The  d e fa ult p a sswo rd  is 1234. This 

fie ld s a re  c a se -se nsitive , so  ma ke  sure  [Ca p s Lo c k] is no t o n.

2 Yo u c a nno t lo g  in to  the  We b  Co nfig ura to r while  so me o ne  is using  Te lne t to  a c c e ss the  Zyxe l De vic e . 

Lo g  o ut o f the  Zyxe l De vic e  in the  o the r se ssio n, o r a sk the  p e rso n who  is lo g g e d  in to  lo g  o ut.

3 Disc o nne c t a nd  re -c o nne c t the  p o we r a d a p te r o r Po E p o we r inje c to r to  the  Zyxe l De vic e . 

4 If this d o e s no t wo rk, yo u ha ve  to  re se t the  Zyxe l De vic e  to  its fa c to ry d e fa ults. Se e  Se c tio n 26.6 o n p a g e  

205.

I c a nno t use  FTP to  up lo a d  /  d o wnlo a d  the  c o nfig ura tio n file . /  I c a nno t use  FTP to  up lo a d  ne w 
firmwa re . 

Se e  the  tro ub le sho o ting  sug g e stio ns fo r I c a nno t se e  o r a c c e ss the  Log in sc re e n in the  We b Config ura tor. 

Ig no re  the  sug g e stio ns a b o ut yo ur b ro wse r.

I c a nno t a c c e ss the  Zyxe l De vic e  d ire c tly a nymo re  a fte r switc hing  to  NCC ma na g e me nt.

• Che c k the  Zyxe l De vic e  IP a d d re ss a nd  lo g in c re d e ntia ls using  the  NCC a nd  use  the m to  a c c e ss the  
Zyxe l De vic e . No te  tha t the  b uilt-in We b  Co nfig ura to r will ha ve  limite d  func tio na lity whe n ma na g e d  
thro ug h NCC.



 Cha p te r 26 Tro ub le sho o ting

NWA50AX Use r’ s G uid e

201

I e na b le d  NCC Disc ove ry, b ut the  Zyxe l De vic e  is still in sta nd a lo ne  mo d e .

Ma ke  sure  yo ur Zyxe l De vic e  is re g iste re d  to  the  NCC.

The  Zyxe l De vic e  is a lre a d y re g iste re d  with NCC , b ut it is still in sta nd a lo ne  mo d e ; it c a nno t 
c o nne c t to  the  NC C.

1 Ma ke  sure  tha t NCC Disc o ve ry is e na b le d  (se e  Se c tio n 9.4 o n p a g e  73).

2 Che c k yo ur ne two rk’ s fire wa ll/ se c urity se tting s. Ma ke  sure  the  fo llo wing  TCP p o rts a re  a llo we d : 443, 4335, 

a nd  6667.

3 Ma ke  sure  yo ur Zyxe l De vic e  c a n a c c e ss the  Inte rne t.

4 Che c k yo ur ne two rk’ s VLAN se tting s (se e  Se c tio n 9.3 o n p a g e  71). Yo u ma y ha ve  to  c ha ng e  the  

Ma na g e me nt VLAN se tting s o f the  Zyxe l De vic e  to  a llo w it to  c o nne c t to  the  Inte rne t a nd  a c c e ss the  

NCC.

No te : C ha ng ing  the  ma na g e me nt VLAN a nd  IP a d d re ss se tting s o n the  Zyxe l De vic e  a lso  
p ushe s the se  c ha ng e s to  the  NCC. Do  this o nly if yo ur d e vic e  c a nno t o the rwise  
c o nne c t to  the  NC C.

5 Ma ke  sure  yo ur Zyxe l De vic e  d o e s no t ha ve  to  g o  thro ug h ne two rk a uthe ntic a tio n suc h a s a  c a p tive  

p o rta l, If yo ur ne two rk use s a  c a p tive  p o rta l, the  ne two rk a d ministra to r ma y ha ve  to  c re a te  a  ne w VLAN 

witho ut this re q uire me nt. Cha ng e  yo ur Zyxe l De vic e ’ s ma na g e me nt VLAN se tting s a s ne c e ssa ry.

So me  fe a ture s I se t using  the  NCC  d o  no t wo rk a s e xp e c te d .

1 Ma ke  sure  yo ur Zyxe l De vic e  c a n a c c e ss the  Inte rne t.

2 Che c k yo ur ne two rk’ s fire wa ll/ se c urity se tting s. Ma ke  sure  the  fo llo wing  p o rts a re  a llo we d : 

• TCP: 443, 4335, a nd  6667

• UDP: 123

3 Afte r c ha ng ing  yo ur Zyxe l De vic e  se tting s using  the  NCC, wa it 1-2 minute s fo r the  c ha ng e s to  ta ke  

e ffe c t.

I c a n o nly se e  ne we r lo g s. O ld e r lo g s a re  missing .

Whe n a  lo g  re a c he s the  ma ximum numb e r o f lo g  me ssa g e s (se e  Se c tio n 1.4 o n p a g e  18), ne w lo g  

me ssa g e s a uto ma tic a lly o ve rwrite  the  o ld e st lo g  me ssa g e s.
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The  c o mma nd s in my c o nfig ura tio n file  o r she ll sc rip t a re  no t wo rking  p ro p e rly.

• In a  c o nfig ura tio n file  o r she ll sc rip t, use  “# ”  o r “ !”  a s the  first c ha ra c te r o f a  c o mma nd  line  to  ha ve  the  
Zyxe l De vic e  tre a t the  line  a s a  c o mme nt.

• Yo ur c o nfig ura tio n file s o r she ll sc rip ts c a n use  “ e xit”  o r a  c o mma nd  line  c o nsisting  o f a  sing le  “ !”  to  
ha ve  the  Zyxe l De vic e  e xit sub  c o mma nd  mo d e .

• Inc lud e  write c o mma nd s in yo ur sc rip ts. Othe rwise  the  c ha ng e s will b e  lo st whe n the  Zyxe l De vic e  
re sta rts. Yo u c o uld  use  multip le  write c o mma nd s in a  lo ng  sc rip t.

No te : “ e xit”  o r “ !'”  must fo llo w sub  c o mma nd s if it is to  ma ke  the  Zyxe l De vic e  e xit sub  
c o mma nd  mo d e .

I c a nno t up lo a d  the  firmwa re  up lo a d e d  using  FTP.

The  We b  Co nfig ura to r is the  re c o mme nd e d  me tho d  fo r up lo a d ing  firmwa re  in sta nd a lo ne  mo d e . Fo r 

ma na g e d  Zyxe l De vic e s, using  the  NCC o r AC is re c o mme nd e d . Yo u o nly ne e d  to  use  FTP if yo u ne e d  to  

re c o ve r the  firmwa re . Se e  the  CLI Re fe re nc e  Guid e  fo r ho w to  d e te rmine  if yo u ne e d  to  re c o ve r the  

firmwa re  a nd  ho w to  re c o ve r it.

26.4  Inte rne t Ac c e ss

Clie nts c a nno t a c c e ss the  Inte rne t thro ug h the  Zyxe l De vic e .

1 Che c k the  Zyxe l De vic e ’ s ha rd wa re  c o nne c tio ns, a nd  ma ke  sure  the  LEDs a re  b e ha ving  a s e xp e c te d  

(re fe r to  Se c tio n 3.1 o n p a g e  28). Se e  the  Quic k Sta rt Guid e  a nd  Se c tio n 26.2 o n p a g e  198.

2 Ma ke  sure  the  Zyxe l De vic e  is c o nne c te d  to  a  b ro a d b a nd  mo d e m o r ro ute r with Inte rne t a c c e ss a nd  

yo ur c o mp ute r is se t to  o b ta in a n d yna mic  IP a d d re ss.

3 If c lie nts a re  trying  to  a c c e ss the  Inte rne t wire le ssly, ma ke  sure  the  wire le ss se tting s o n the  wire le ss c lie nts 

a re  the  sa me  a s the  se tting s o n the  Zyxe l De vic e .

4 Disc o nne c t a ll the  c a b le s fro m yo ur Zyxe l De vic e , a nd  fo llo w the  d ire c tio ns in the  Quic k Sta rt Guid e  

a g a in.

5 Re b o o t the  c lie nt a nd  re c o nne c t to  the  Zyxe l De vic e .

6 If the  p ro b le m c o ntinue s, c o nta c t yo ur ISP.

The  Inte rne t c o nne c tio n is slo w o r inte rmitte nt.
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1 The re  mig ht b e  a  lo t o f tra ffic  o n the  ne two rk. Lo o k a t the  LEDs, a nd  c he c k Se c tio n 3.1 o n p a g e  28. If the  

Zyxe l De vic e  is se nd ing  o r re c e iving  a  lo t o f info rma tio n, try c lo sing  so me  p ro g ra ms tha t use  the  Inte rne t, 

e sp e c ia lly p e e r-to -p e e r a p p lic a tio ns.

2 Che c k the  sig na l stre ng th using  the  NCC, AC, Zyxe l De vic e  We b  Co nfig ura to r, o r the  c lie nt d e vic e  itse lf. 

If the  sig na l is we a k, try mo ving  the  c lie nt c lo se r to  the  Zyxe l De vic e  (if p o ssib le ), a nd  lo o k a ro und  to  se e  

if the re  a re  a ny d e vic e s tha t mig ht b e  inte rfe ring  with the  wire le ss ne two rk (mic ro wa ve s, o the r wire le ss 

ne two rks, a nd  so  o n).

3 Re b o o t the  Zyxe l De vic e  using  the  We b  Co nfig ura to r/ CLI o r the  NCC o r AC.

4 Che c k the  se tting s fo r Q o S. If it is d isa b le d , a c tiva te  it. Whe n e na b le d , ra ise  o r lo we r the  p rio rity fo r so me  

a p p lic a tio ns.

5 If the  p ro b le m c o ntinue s, c o nta c t the  ne two rk a d ministra to r o r ve nd o r.

26.5  WiFi Ne twork

I c a nno t a c c e ss the  Zyxe l De vic e  o r p ing  a ny c o mp ute r fro m the  WLAN.

1 Ma ke  sure  the  wire le ss LAN (wire le ss ra d io ) is e na b le d  o n the  Zyxe l De vic e .

2 Ma ke  sure  the  ra d io  o r a t le a st o ne  o f the  Zyxe l De vic e ’ s ra d io s is o p e ra ting  in AP mo d e .

3 Ma ke  sure  the  wire le ss a d a p te r (insta lle d  o n yo ur c o mp ute r) is wo rking  p ro p e rly.

4 Ma ke  sure  the  wire le ss a d a p te r (insta lle d  o n yo ur c o mp ute r) is IEEE 802.11 c o mp a tib le  a nd  sup p o rts the  

sa me  wire le ss sta nd a rd  a s the  Zyxe l De vic e ’ s a c tive  ra d io .

5 Ma ke  sure  yo ur c o mp ute r (with a  wire le ss a d a p te r insta lle d ) is within the  tra nsmissio n ra ng e  o f the  Zyxe l 

De vic e .

6 Che c k tha t b o th the  Zyxe l De vic e  a nd  yo ur c o mp ute r a re  using  the  sa me  wire le ss a nd  wire le ss se c urity 

se tting s.

Ha c ke rs ha ve  a c c e sse d  my WEP-e nc ryp te d  wire le ss LAN.

WEP is e xtre me ly inse c ure . Its e nc ryp tio n c a n b e  b ro ke n b y a n a tta c ke r, using  wid e ly-a va ila b le  so ftwa re . 

It is stro ng ly re c o mme nd e d  tha t yo u use  a  mo re  e ffe c tive  se c urity me c ha nism. Use  the  stro ng e st se c urity 

me c ha nism tha t a ll the  wire le ss d e vic e s in yo ur ne two rk sup p o rt. WPA2 o r WPA2-PSK is re c o mme nd e d .

The  wire le ss se c urity is no t fo llo wing  the  re -a uthe ntic a tio n time r se tting  I sp e c ifie d .
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If a  RADIUS se rve r a uthe ntic a te s wire le ss sta tio ns, the  re -a uthe ntic a tio n time r o n the  RADIUS se rve r ha s 

p rio rity. Cha ng e  the  RADIUS se rve r’ s c o nfig ura tio n if yo u ne e d  to  use  a  d iffe re nt re -a uthe ntic a tio n time r 

se tting .

I c a nno t imp o rt a  c e rtific a te  into  the  Zyxe l De vic e .

1 Fo r My Ce rtific a te s, yo u c a n imp o rt a  c e rtific a te  tha t ma tc he s a  c o rre sp o nd ing  c e rtific a tio n re q ue st tha t 

wa s g e ne ra te d  b y the  Zyxe l De vic e . Yo u c a n a lso  imp o rt a  c e rtific a te  in PKCS# 12 fo rma t, inc lud ing  the  

c e rtific a te ’ s p ub lic  a nd  p riva te  ke ys.

2 Yo u must re mo ve  a ny sp a c e s fro m the  c e rtific a te ’ s file na me  b e fo re  yo u c a n imp o rt the  c e rtific a te .

3 Any c e rtific a te  tha t yo u wa nt to  imp o rt ha s to  b e  in o ne  o f the se  file  fo rma ts:

• Bina ry X.509: This is a n ITU-T re c o mme nd a tio n tha t d e fine s the  fo rma ts fo r X.509 c e rtific a te s.

• PEM (Ba se -64) e nc o d e d  X.509: This Priva c y Enha nc e d  Ma il fo rma t use s lo we rc a se  le tte rs, up p e rc a se  
le tte rs a nd  nume ra ls to  c o nve rt a  b ina ry X.509 c e rtific a te  into  a  p rinta b le  fo rm.

• Bina ry PKCS# 7: This is a  sta nd a rd  tha t d e fine s the  g e ne ra l synta x fo r d a ta  (inc lud ing  d ig ita l sig na ture s) 
tha t ma y b e  e nc ryp te d . A PKCS # 7 file  is use d  to  tra nsfe r a  p ub lic  ke y c e rtific a te . The  p riva te  ke y is no t 
inc lud e d . The  Zyxe l De vic e  c urre ntly a llo ws the  imp o rta tio n o f a  PKS# 7 file  tha t c o nta ins a  sing le  
c e rtific a te .

• PEM (Ba se -64) e nc o d e d  PKCS# 7: This Priva c y Enha nc e d  Ma il (PEM) fo rma t use s lo we rc a se  le tte rs, 
up p e rc a se  le tte rs a nd  nume ra ls to  c o nve rt a  b ina ry PKCS# 7 c e rtific a te  into  a  p rinta b le  fo rm.

• Bina ry PKCS# 12: This is a  fo rma t fo r tra nsfe rring  p ub lic  ke y a nd  p riva te  ke y c e rtific a te s.The  p riva te  ke y 
in a  PKCS # 12 file  is within a  p a sswo rd -e nc ryp te d  e nve lo p e . The  file ’ s p a sswo rd  is no t c o nne c te d  to  
yo ur c e rtific a te ’ s p ub lic  o r p riva te  p a sswo rd s. Exp o rting  a  PKCS # 12 file  c re a te s this a nd  yo u must 
p ro vid e  it to  d e c ryp t the  c o nte nts whe n yo u imp o rt the  file  into  the  Zyxe l De vic e .

No te : Be  c a re ful no t to  c o nve rt a  b ina ry file  to  te xt d uring  the  tra nsfe r p ro c e ss. It is e a sy fo r this 
to  o c c ur sinc e  ma ny p ro g ra ms use  te xt file s b y d e fa ult.

Wire le ss c lie nts a re  no t b e ing  lo a d  b a la nc e d  a mo ng  my Zyxe l De vic e s.

• Ma ke  sure  tha t a ll the  Zyxe l De vic e s use d  b y the  wire le ss c lie nts in q ue stio n sha re  the  sa me  SSID, 
se c urity, a nd  ra d io  se tting s.

• Ma ke  sure  tha t a ll the  Zyxe l De vic e s a re  in the  sa me  b ro a d c a st d o ma in.

• Ma ke  sure  tha t the  wire le ss c lie nts a re  in ra ng e  o f the  o the r Zyxe l De vic e s; if the y a re  o nly in ra ng e  o f a  
sing le  Zyxe l De vic e , the n lo a d  b a la nc ing  ma y no t b e  a s e ffe c tive .

In the  Monitor > Wire le ss > AP Informa tion > Ra dio List sc re e n, the re  is no  lo a d  b a la nc ing  ind ic a to r 
a sso c ia te d  with a ny Zyxe l De vic e s a ssig ne d  to  the  lo a d  b a la nc ing  ta sk.

• Che c k tha t the  AP p ro file  whic h c o nta ins the  lo a d  b a la nc ing  se tting s is c o rre c tly a ssig ne d  to  the  Zyxe l 
De vic e s in q ue stio n.
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• The  lo a d  b a la nc ing  ta sk ma y ha ve  b e e n te rmina te d  b e c a use  furthe r lo a d  b a la nc ing  o n the  Zyxe l 
De vic e s in q ue stio n is no  lo ng e r re q uire d .

26.6  Re se tting  the  Zyxe l De vic e

If yo u c a nno t a c c e ss the  Zyxe l De vic e  b y a ny me tho d , try re sta rting  it b y turning  the  p o we r o ff a nd  the n 

o n a g a in. If yo u still c a nno t a c c e ss the  Zyxe l De vic e  b y a ny me tho d  o r yo u fo rg e t the  a d ministra to r 

p a sswo rd (s), yo u c a n re se t the  Zyxe l De vic e  to  its fa c to ry-d e fa ult se tting s. Any c o nfig ura tio n file s o r she ll 

sc rip ts tha t yo u sa ve d  o n the  Zyxe l De vic e  sho uld  still b e  a va ila b le  a fte rwa rd s.

Use  the  fo llo wing  p ro c e d ure  to  re se t the  Zyxe l De vic e  to  its fa c to ry-d e fa ult se tting s. This o ve rwrite s the  

se tting s in the  sta rtup -c o nfig .c o nf file  with the  se tting s in the  syste m-d e fa ult.c o nf file .

No te : This p ro c e d ure  re mo ve s the  c urre nt c o nfig ura tio n.

1 Ma ke  sure  the  Po we r LED is o n a nd  no t b linking .

2 Pre ss the  RESET b utto n a nd  ho ld  it until the  Po we r LED b e g ins to  b link. (This usua lly ta ke s a b o ut te n 

se c o nd s.)

3 Re le a se  the  RESET b utto n, a nd  wa it fo r the  Zyxe l De vic e  to  re sta rt.

Yo u sho uld  b e  a b le  to  a c c e ss the  Zyxe l De vic e  in sta nd a lo ne  mo d e  using  the  d e fa ult se tting s.

26.7  Ge tting  More  Trouble shooting  He lp

Se a rc h fo r sup p o rt info rma tio n fo r yo ur mo d e l a t www.zyxe l.c o m fo r mo re  tro ub le sho o ting  sug g e stio ns.
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A PPENDIX  A

Importing  Ce rtific a te s

This a p p e nd ix sho ws yo u ho w to  imp o rt p ub lic  ke y c e rtific a te s into  yo ur we b  b ro wse r.

Pub lic  ke y c e rtific a te s a re  use d  b y we b  b ro wse rs to  e nsure  tha t a  se c ure  we b  site  is le g itima te . Whe n a  

c e rtific a te  a utho rity suc h a s Ve riSig n, Co mo d o , o r Ne two rk So lutio ns, to  na me  a  fe w, re c e ive s a  

c e rtific a te  re q ue st fro m a  we b site  o p e ra to r, the y c o nfirm tha t the  we b  d o ma in a nd  c o nta c t info rma tio n 

in the  re q ue st ma tc h tho se  o n p ub lic  re c o rd  with a  d o ma in na me  re g istra r. If the y ma tc h, the n the  

c e rtific a te  is issue d  to  the  we b site  o p e ra to r, who  the n p la c e s it o n the  site  to  b e  issue d  to  a ll visiting  we b  

b ro wse rs to  le t the m kno w tha t the  site  is le g itima te .

Ma ny Zyxe l p ro d uc ts, suc h a s the  Zyxe l De vic e , issue  the ir o wn p ub lic  ke y c e rtific a te s. The se  c a n b e  use d  

b y we b  b ro wse rs o n a  LAN o r WAN to  ve rify tha t the y a re  in fa c t c o nne c ting  to  the  le g itima te  d e vic e  

a nd  no t o ne  ma sq ue ra d ing  a s it. Ho we ve r, b e c a use  the  c e rtific a te s we re  no t issue d  b y o ne  o f the  

se ve ra l o rg a niza tio ns o ffic ia lly re c o g nize d  b y the  mo st c o mmo n we b  b ro wse rs, yo u will ne e d  to  imp o rt 

the  Zyxe l-c re a te d  c e rtific a te  into  yo ur we b  b ro wse r a nd  fla g  tha t c e rtific a te  a s a  truste d  a utho rity.

No te : Yo u c a n se e  if yo u a re  b ro wsing  o n a  se c ure  we b site  if the  URL in yo ur we b  b ro wse r’ s 
a d d re ss b a r b e g ins with https:// o r the re  is a  se a le d  p a d lo c k ic o n ( ) so me whe re  
in the  ma in b ro wse r wind o w (no t a ll b ro wse rs sho w the  p a d lo c k in the  sa me  lo c a tio n).

Goog le  Chrome

The  fo llo wing  e xa mp le  use s Go o g le  Chro me  o n Wind o ws 7. Yo u first ha ve  to  sto re  the  c e rtific a te  in yo ur 

c o mp ute r a nd  the n insta ll it a s a  Truste d  Ro o t CA, a s sho wn in the  fo llo wing  tuto ria ls.
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Export a  Ce rtific a te

1 If yo ur d e vic e ’ s We b  Co nfig ura to r is se t to  use  SSL c e rtific a tio n, the n up o n b ro wsing  with it fo r the  first 

time , yo u a re  p re se nte d  with a  c e rtific a tio n e rro r.
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2 Clic k Adva nc e d > Proc e e d to  x.x.x.x (unsafe ).
 

3 In the  Addre ss Bar, c lic k Not Se c ure  > Ce rtific a te  (Inva lid).
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4 In the  Ce rtific a te  d ia lo g  b o x, c lic k De ta ils > Copy to  File .

5 In the  Ce rtific a te  Export Wiza rd, c lic k Ne xt.
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6 Se le c t the  fo rma t a nd  se tting s yo u wa nt to  use  a nd  the n c lic k Ne xt.

7 Typ e  a  file na me  a nd  sp e c ify a  fo ld e r to  sa ve  the  c e rtific a te  in. C lic k Ne xt.
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8 In the  Comple ting  the  Ce rtific a te  Export Wiza rd sc re e n, c lic k Finish.

9 Fina lly, c lic k OK whe n p re se nte d  with the  suc c e ssful c e rtific a te  e xp o rt me ssa g e .

Import a  Ce rtific a te

Afte r sto ring  the  c e rtific a te  in yo ur c o mp ute r (se e  Exp o rt a  Ce rtific a te ), yo u ne e d  to  insta ll it a s a  truste d  

ro o t c e rtific a tio n a utho rity using  the  fo llo wing  ste p s:
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1 Op e n yo ur we b  b ro wse r, c lic k the  me nu ic o n, a nd  c lic k Se tting s.
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2 Sc ro ll d o wn a nd  c lic k Adva nc e d  to  e xp a nd  the  me nu. Und e r Priva c y a nd se c urity, c lic k Ma na ge  

c e rtific a te s.
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3 In the  Ce rtific a te s p o p -up  sc re e n, c lic k Truste d Root Ce rtific ation Authoritie s. C lic k Import to  sta rt the  

Ce rtific a te  Import Wiza rd.
 

4 Clic k Ne xt whe n the  wiza rd  p o p s up , a nd  the n o n the  fo llo wing  sc re e n c lic k Browse .
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5 Se le c t the  c e rtific a te  file  yo u wa nt to  imp o rt a nd  c lic k Ope n.
 

6 Clic k Ne xt.
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7 Co nfirm the  se tting s d isp la ye d  a nd  c lic k Finish.
 

8 If p re se nte d  with a  se c urity wa rning , c lic k Ye s.
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9 Fina lly, c lic k OK whe n yo u a re  no tifie d  o f the  suc c e ssful imp o rt.

Insta ll a  Sta nd- Alone  Ce rtific a te  File

Ra the r tha n insta lling  a  p ub lic  ke y c e rtific a te  using  we b  b ro wse r se tting s, yo u c a n insta ll a  sta nd -a lo ne  

c e rtific a te  file  if o ne  ha s b e e n issue d  to  yo u.

1 Do ub le -c lic k the  p ub lic  ke y c e rtific a te  file .

2 Clic k Insta ll Ce rtific a te .
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3 Clic k Ne xt o n the  first wiza rd  sc re e n, c lic k Pla c e  a ll c e rtific a te s in the  following  store , a nd  c lic k Browse .

4 Se le c t Truste d Root Ce rtific a te  Authoritie s > OK, a nd  the n c lic k Ne xt.
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5 Co nfirm the  info rma tio n sho wn o n the  fina l wiza rd  sc re e n a nd  c lic k Finish.
 

6 If p re se nte d  with a  se c urity wa rning , c lic k Ye s.
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7 Fina lly, c lic k OK whe n yo u a re  no tifie d  o f the  suc c e ssful imp o rt.

Re move  a  Ce rtific a te  in Goog le  Chrome

This se c tio n sho ws yo u ho w to  re mo ve  a  p ub lic  ke y c e rtific a te  in G o o g le  Chro me  o n Wind o ws 7.

1 Op e n yo ur we b  b ro wse r, c lic k the  me nu ic o n, a nd  c lic k Se tting s.
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2 Sc ro ll d o wn a nd  c lic k Adva nc e d  to  e xp a nd  the  me nu. Und e r Priva c y a nd se c urity, c lic k Ma na ge  

c e rtific a te s.
 

3 In the  Ce rtific a te s p o p -up  sc re e n, c lic k Truste d Root Ce rtific a tion Authoritie s.
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4 Se le c t the  c e rtific a te  yo u wa nt to  re mo ve  a nd  c lic k Re move .

5 Clic k Ye s whe n yo u se e  the  fo llo wing  wa rning  me ssa g e .
 

6 Co nfirm the  d e ta ils d isp la ye d  in the  wa rning  me ssa g e  a nd  c lic k Ye s.
 

Fire fox

The  fo llo wing  e xa mp le  use s Mo zilla  Fire fo x o n Wind o ws 7. Yo u first ha ve  to  sto re  the  c e rtific a te  in yo ur 

c o mp ute r a nd  the n insta ll it a s a  Truste d  Ro o t CA, a s sho wn in the  fo llo wing  tuto ria ls.
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Export a  Ce rtific a te

1 If yo ur d e vic e ’ s We b  Co nfig ura to r is se t to  use  SSL c e rtific a tio n, the n the  first time  yo u b ro wse  to  it yo u a re  

p re se nte d  with a  c e rtific a tio n e rro r. C lic k Adva nc e d .
 

2 Clic k Vie w Ce rtific a te .
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3 Clic k De ta ils > Export.

 

4 Typ e  a  file na me  a nd  c lic k Sa ve .
 

Import a  Ce rtific a te

Afte r sto ring  the  c e rtific a te  in yo ur c o mp ute r, yo u ne e d  to  imp o rt it in truste d  ro o t c e rtific a tio n a utho ritie s 

using  the  fo llo wing  ste p s:
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1 Op e n Fire fox a nd  c lic k Tools > Options.
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2 In the  Options p a g e , c lic k Priva c y & Se c urity, sc ro ll to  the  b o tto m o f the  p a g e , a nd  the n c lic k Vie w 

Ce rtific a te s.
 

3 In the  Ce rtific a te  Ma na g e r, c lic k Authoritie s > Import.


