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IMPORIANT

READ C AREFULILY BEFO RE USE

KEEP THIS G UIDE FO R FUTURE REFERENC E

Thisisa Users Guide fora seriesofproducts. Notallproducts support allfimware features. Screenshots
and graphicsin thisbookmay differslightly from yourproduct due to differencesin yourproduct
hardware, fiimware, oryourcomputeroperating system. Every effort hasbeen made to ensure that the
information in thismanualisaccurate.

Some screensoroptionsin thisbookmaynotbe available foryourproduct (see the product fe ature
tablesin Section 1.4 on page 18).

Related Documentation

Quick Start Guide

The Quick Start Guide showshow to connectthe ZyxelDevice and accessthe Web Configurator.
ClReference Guide

The CIIReference Guide explains how to use the Command-Line Interface (CI) and ClIcommands
to configure the ZyxelDevice.

Note:kisrecommended you use the Web Configuratorto c onfigure the ZyxelDevice.

Web Configurator Online Help
Clickthe help iconin any screen forhelp in configuring thatscreen and supple mentary informa tion.
Nebula ControlCenterUsers Guide

This Use¥s Guide showshow to manage the ZyxelDevice remotely. The featuresofthese devicescan
be managed through Nebula ControlCenter. Ealso offersfeaturesthatare notavailable when the
ZyxelDevice isin standalone mode (see Section 2.1.2 on page 20).

NXC Series Users Guide

Se e this Users Guide forinstruc tions on using the NXC asan AP Controller (AC) forthe ZyxelDevice.
Thisisused when the ZyxelDevice issetto be managed by a Zyxel AC.

More Information

Go to support.zyxelcom to find otherinformation on the ZyxelDevice.

NWA50AX User's Guide

2



Document Conve ntions

Wamings and Notes

These are how wamings and notesare shown in this guide.

Wamings tell you about things that could hamm you oryourdevice.

Note: Notestellyou otherimportant nformation (forexample, otherthings you may need to
configure orhelpfultips) orrecommendations.

Syntax Conventions
* Allmodelsin thisseriesmay be referred to asthe “ZyxelDevice” in this guide.
e Productlabels, screen names, field labelsand field choicesare allin bold font.

* Arghtangle bracket(>) within a screenname denotesa mouse click. Forexample, Configuration >
Network > IP Se tting me ans yo u first ¢ lic k Configuration in the navigation panel, then the Ne twork sub
menu and finally the IP Setting tab to getto thatscreen.

Icons Used in Figures

Figure s in this guide may use the following generic icons. The ZyxelDevice iconisnotan exact
representation of yourdevice.

ZyxelDevic e Router Switc h Intemet

Server De skto p Iaptop APController

-rl-.rr-.l

Printer Nebula Switc h Nebula Gateway Smart TV.

by
+I

IP Phone

1
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CHAPTER 1
Inttoduc tion

1.1 Overview

The ZyxelDevice canbe managed in one ofthe following methods: emote management through
Nebula ControlCenter(NCC) orlocalmanagementin Standalone Mode. The ZyxelDevice runs in
standalone mode by default, butitisrecommended to use NCC managementifitisavailable foryour
device. Formore information about Access Point (AP) management, see Section 2.1 on page 20.

Use the ZyxelDevice to setup a wireless network with other [IEEE802.11a/b/g/n/ac/axcompatible
devicesin either2.4 GHzand 5 GHznetworksorboth at the same time.

When two ormore APsare interconnected, thisnetworkiscalled a Wire le ss Distrib utio n Syste m (WDS).
See Section 1.2.20on page 13 formore information on wotand repeaterAPsand how to set them up.

1.2 ZyxelDevice Roles

Thissection descrbes some ofthe differentrolesthat yourZyxelDevice can take up within a netwo k.
Notallmlesare supported by allmodels(see Section 1.4 on page 18). The ZyxelDevice can serve asa:

¢ AccessPoint (AP) - Thisisused to allow wireless clientsto connectto the ntemet.

e Radio Frequency (RF) monitor- An RFmonitorsearchesforrmogue APsto help eliminate network
threatsif it supports monitormode and rogue APsdetection/containment. An RFmonitorcannot
simultaneously actasan AP.

* RootAP-AmwmotAPconnectsto the gateway orswitch through a wired Ethemet connection and
haswielessrepeatersconnected to it to extend itsrange.

e Wielessrepeater- A wirelessrepeaterwirelessly connectsto a mot APand extendsthe network's
wirelessrange.

The following figure shows a network setup thatusesthese differentrolesto create a secure Wirele ss
Distrib ution System (WDS). The mot AP(Y)isconnected to a network with ntemetaccessand hasa
wirelessrepeater(X) connected to it to expand the wirelessnetwork'srange. Clients (A, B,and C) can
accessthe wired network through the wirelessrepeaterand/ormot AP.

Fa client (D) tries to set up hisown AP (R) with we ak se c urity se ttings, the networkbecomesexposed to
thre ats. The RFmonitor(M) scansthe area to detectallAPs, which can help the network administrator
discoverthese rmgue APsand remove them oruse the NXC to quarantine them.
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Chapterl Introduc tion

Figure 1 Sample Network Se tup
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1.2.1 RootAP

In Root APmode, youcan have multiple SSIDs active forregularwireless connec tions and one SSID for
the connection with a repeater(repeaterSSID). Wirele ss c ients can use eitherSSID to associate with the
ZyxelDevice in Root APmode. A repeatermust use the repeaterSSID to connectto the ZyxelDevice in
Root APmode.

When the ZyxelDevice isin Root APmode, repeatersecurity between the Zyxel Device and other
repeatersisindependent ofthe security between the wirele ss clients and the APorrepeater. When
repeatersecurty isenabled, both APsand repeaters must use the same pre-shared key. See Section
10.2 on page 76 and Section 14.2 on page 120 formore details.

Unless specified, the term “se c urity settings” refers to the traffic between the wirele ss ¢ ients and the AP.
At the time of writing, repeatersecurty iscompatible with the Zyxel Device only.

1.2.2 Wireless Repeater

Using Repeatermode, yourZyxel Device can extend the range ofthe WILAN. In the figure below, the
ZyxelDevice in Repeatermode (Z) hasa wirelessconnection to the ZyxelDevice in Root APmode (X)
whichisconnected to a wired networkand also hasa wirelessconnection to anotherZyxelDevice in
Repeatermode (Y) atthe same time.Zand Yactasrepeatersthatforward traffic between associated
wirele ss clients and the wired IAN. Clients A and Baccessthe AP and the wired networkbehind the AP
thmughrepeatersZand Y.
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Figure 2 RepeaterApplication
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When the ZyxelDevice isin Repeatermode, repeatersecurty between the ZyxelDevice and other
repeaterisindependent ofthe security between the wirelessclients and the APorrepeater. When
repeatersecurty isenabled, both APsand repeaters must use the same pre-shared key. See Section
10.2onpage 76 and Section 14.2 on page 120 formore details.

ForNCC managed devices,youonly need to enable APSmart Mesh to automatically create wirele ss
linksbetween APs. See the NCC Users Guide formore details.

T setup a WDSin standalone mode APs, do the folowing steps. You should aleady have the ot AP
setup (see the Quick Start Guide forhardware c onnec tions).

1 Go to Configuration > Object> WDS Profile in yourrwot AP Web Configuratorand click Add.
2 Entera profile name, an SSID forthe WDS, and a pre-shared key.
3 Do stepsland 2 forthe wirelessrepeaterusing the same SSID and pre-shared key.

4 Once the securty settingsofpeersides match one another, the connection between the motand
repeaterZyxelDevicesismade.

T setup a WDSin NXC managed ZyxelDevices, see the NXC Users Guide.

1.2.3 Radio Frequency (RF) Monitor

The ZyxelDevice canbe setto workasan RFmonitorto discovernearby Access Points. The information
itobtains from other APsisused to tag possible mgue APsand quarantine them if the ZyxelDevice is
managed by the NXC (see Section 2.2 on page 22). fthe ZyxelDevice’sradio setting is set to MON
Mode (RFMonitormode), it willserve asa dedicated RFmonitorand its APclientsare disconnected.
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The modelsthatdo not support MON Mode support Rogue APDetection (see Section 10.3 on page 79).
Rogue APDetection allowsthe APto scan allchannelssimilarto MON Mode exceptthatthe Zyxel
Device still works asan AP while it sc ans the envimnment forwirele ss signals. To see which ZyxelDevices
support the RFMonitorfeature, see Section 1.4 on page 18.

The ZyxelDevice in MON Mode scansa range of WiFichannelsthatyou specify in a MON Profile, eitherin
the 24 GHzor5 GHzband. T scanboth bands, youneed to setbothradio 1 and radio 2in MON Mode.
Once a rogue APisdetected, the networkadministratorcan manually change the network se tting s to
Iimitits ac cessto the network using its MAC addressorhave the device physically emoved. If the Zyxel

Device ismanaged by an NXC, the networkadministratorcan also use Rogue AP Containment through
the NXC.

MON Mode in Standalone Mode

T use an RFmonitorin standalone mode, do the following steps:

Create a MON Profile in Configuration > Object> MON Profile > Add. Specify a Channeldwell time to
determine how long the RFmonitorscansa specific channelbefore moving to the nextone.

™ scanall2.4 GHzand 5 GHzchannels, select auto in Scan Channel Mode. Make sure thatthe Activate
checkboxisselected and click OK

Go to the Configuration > Wireless > APManagementscreen and set Radio 1 OPMode (2.4 GHz) and/or
Radio 2 OPMode (5 GHz) to MON Mode.

Selectthe Radio 1(2) Profile thatyou created in the previous step. Make sure thatthe Radio 1(2)
Activate checkboxisselected and click Apply.

Go to Monitor> Wireless > Detected Device to see a list of APsscanned by the RFmonitor.

Selectan APorAPsin the list and click Mark as Rogue APorMark as Friendly AP.

MON Mode in NXC-Managed Zyxel Devices

ForNXC-managed ZyxelDevices, do the following stepsin the NXC Web Configurator:

Create a MON Profile in CONFIGURATION > Object> MON Profile > Add. Specify a Channeldwell time to
determine how long the RFmonitorscansa specific channelbefore moving to the nextone.

™ scanall2.4 GHzand 5 GHzchannels, select auto in Scan Channel Mode. Make sure thatthe Activate
checkboxisselected and click OK

Go to the CONFIGURATION > Wireless > APManagement> Mgmt AP List > Edit screen and/orset Radio
1 OPMode (2.4 GHz) and Radio 2 OPMode (5 GHz) to MON Mode.

Selectthe Radio 1(2) Profile thatyou created in the previousstep. Select Overmide Group Radio Setting
and clck OK

Go to MONITOR> Wireless > Detected Device to see a list of APsscanned by the RFmonitor.

Selectan APorAPsin the list and click Mark as Rogue APorMark as Friendly AP.
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7 D quarantine a mgue AP, go to CONFIGURATION > Wireless > Rogue AP, selectthe APsyou want to
quarantine, and click Containment. Make sure the Enable Rogue AP Containmentcheckboxis
selected, and click Apply.

1.3 Sample Feature Applic ations

Thissection descrbes some possible scenarosand topologiesthatyou can setup using yourZyxel
Device.

1.3.1 MBSSID

A Basic Service Set (BSS) isthe setofdevicesforming a single wireless network (usually an accesspoint
and one ormore wirele ss ¢ lients). The Service Set IDe ntifie r (SSID) is the name ofa BSS. In Multiple BSS
(MBSSID) mode, the ZyxelDevice provides multiple vitual APs, each forming its own BSSand using its
own individual SSID pro file.

You can configure multiple SSID profiles, and have allofthem active at any one time.

You can assign different wire le ss and se c urity settingsto each SSID profile. This allows you to
compartmentalize groupsofusers, set varying accessprivieges, and priortize netwo 1k traffic to and
from certain BSSs.

To the wireless clientsin the network,each SSID appearsto be a differentaccesspoint. Asin any wire le ss
network, clientscan associate only with the SSIDs forwhic h they have the corect sec urty se ttings.

Forexample, you might wantto setup a wirelessnetworkin youroffice where Intemet tele phony (Vo IP)
users have priorty. You also wanta regularwirelessnetworkforstandard users, aswellasa ‘guest’
wire le ss ne two 1k fo rvisito rs. In the follo wing figure, VoIP_SSID use rs have Qo Spriority, SSID01 is the wire le ss
network forstandard users, and Guest_SSID is the wirele ssnetwork forgue st users. In thisexample, the
guestuserisforbidden accessto the wired Iand Area Network (LAN) behind the APand canaccess
only the Inte met.
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Figure 3 Multiple BSSs
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1.3.2 Dual-Radio

Some ofthe ZyxelDevice modelsare equipped with dualwirelessradios. Thismeansyou can configure
two different wirele ss networks to operate simultaneously.

Note: A different channelshould be configured foreach WIAN interface to reduce the
effectsofradio interference.

You could use the 2.4 GHzband forregularInte met surfing and downloading while using the 5 GHz
band fortime sensitive traffic like high-de finition vide o, music, and gaming.
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Figure 4 DualRadio Application

1.4 Zyxel Device Product Fe a ture

The following table lists the featuresofthe ZyxelDevice..

Table 1 ZyxelDevice Pooduct Feature Table

FEATURES NWA50AX

Supported Wireless Standards IEFE 802.11a
IEEES802.11b
IFEE 802.11¢g
IEEE 802.11n

IEEE 802.11ac
IEEE802.11ax

Supported Frequency Bands 2.4 GHz
5 GHz

Available Security Modes None
WEP
WPA2-MIX WPA2-PSK
WPA2-PSK-MIX
Enhanced-open
WPA3-personal

Numberof SSID Profiles 64
Numberof Wireless Radios 2
MonitorMode & Rogue APs Containment® No
Rogue AP Detection Yes
WDS (Wire le ss Distrib ution System) - Root AP & Yes
RepeaterModes
Tunnel Forwarding Mode No
Iayer2 olation No
Supported PoEStandards IEEE 802.3at
PowerDetection Yes
External Antennas No
IntemalAntennas Yes
NWAS50AX User's Guide
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Table 1 ZyxelDevice Poduct Feature Table (c ontinued)

FEATURES NWA50AX
Antenna Switc h No
Console Port 4-Pin Serial
IED Iocator Yes
IED Suppression Yes
AC (AP Controller) Disc overy No
NebulaFe x PRO No
NCC Discovery Yes
802.11rFast Roaming Support Yes
802.11k/v Assisted Roaming Yes
Blue tooth Iow Energy (BLE) No
USB Po 1t for BLE No
Ethemet Storm Contwol No
Grounding No
Powerdack Yes

Maximum numberoflog messages

512 eventlogs

A. ForNXC managed devicesonly. See the NXC Users Guide fordetails.
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C HAPTER 2
APManagement

2.1 Management Mode

The ZyxelDevice isa unified APand canbe managed by the NCC orworkasa standalone device. We
recommend you use NCC to manage multiple APs(see the NCC Users Guide).

Note: Notallmodelscanbe managed by NCC oran AC. See Section 1.4 on page 18 to
checkwhetheryourproductsupportsthese.

The following table showsthe defaultIPaddressesand fimware upload methods fordifferent
managementmodes.

Table 2 ZyxelDevice Management Mode Comparison

MANAGEMENTMO DE DEFAULTIP ADDRESS UPLOAD IRMWARE VIA

Nebula ControlCenter Dynamic NCC Portal

Standalone Dynamic or Built-in Web Configurator
Sta tic (192.168.1.2)

When the ZyxelDevice isin standalone mode and connectsto a DHCP server, it usesthe IPaddress
assigned by the DHCP server. Otherwise, the Zyxel Devic e uses the default static management IP
address (192.168.1.2). You can use the NCC Discovery screen to allow the ZyxelDevice to be managed
by the NCC.

When the ZyxelDevice ismanaged by the NCC,itactsasa DHCPclientand obtainsan IPaddressfrom
the NCC.kcanbe configured ONLY by the NCC. D change the ZyxelDevice backto standalone
mode, use the Resetbutton to restore the default configuration. Alte matively, you need to c heck the
NCC forthe ZyxelDevice’sIPaddress and use FIP to upload the default configuration file atconf/
system-de fault.confto the ZyxelDevice and rebootthe device.

2.1.1 Standalone

When working in standalone mode, the ZyxelDevice is c onfigured mainly with its b uilt-in We b
Configurator. Youcan only connectto and setup one ZyxelDevice ata time in thismode.

See Chapter5onpage 42 fordetaied information about the standalone Web Configuratorscreens.

2.1.2 Nebula Control Center

In thismode, whichisalso called cloud mode, youcan manage and monitorthe ZyxelDevice through
the ZyxelNebula cloud-based network management system. Thismeansyoucan manage devices
remotely without the need of connecting to each device directly. koffersmany featuresto better
manage and monitornotjust the ZyxelDevice, but yournetworkasa whole, including supported
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switchesand gateways. Yournetworkcan also be managed through yoursmartphone using the
Nebula Mobile app. See Section 23.1 on page 186 foran example NCC managed networktopology.

NCC allowsdifferentlevelsofmanagement. Youcan configure each device onitsown orconfigure a

setofdevicestogetherasa site. Youcan also monitorgroupsofsitescalled organizations, as shown

below.

Table 3 NCC Managementlevels

Organization

Site A

Site B

Device A-1

Device A-2 Device B-1

Device B-2

Ik graphically presents yourde vic e/network sta tistics and showsan overview of yournetworktopology,
asshown in the folowing figure. It also sendsreports, alerts, and no tific ations forevents, such aswhen a

site goes offline.

Figure 5 Taffic Monitoring Graph From NCC
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See the NCC (Nebula ControlCenter) Users Guide forhow to configure Nebula managed devices. See
Chapter24 on page 189 if you wantto change the ZyxelDevice’s VLAN se tting ormanually set its IP
address.

Note: Make sure yournetwork frewallalows TCP ports 443, 4335, and 6667 aswellas UDPport
123 so the device canconnectto and sync with the NCC.

2.2 Switching Management Modes

The ZyxelDevice isin standalone mode by default, with NCC and/orAC discovery enabled.

Standalone-to-NCC

Registerthe ZyxelDevice atthe NCC website and then tum on the Zyxel Device. Make sure that NCC
Discovery isenabled (see Section 9.4 on page 73). The NCC managesthe ZyxelDevice automatic ally
when itisdiscovered.

NCC-to-Standalone

Unregisterthe ZyxelDevice from the NCC organization/site. Reset the ZyxelDevice to factory defaults
(see Section 26.6 on page 205).

2.3 Zyxel One Network (ZON) Utility

ZON Utility isa program designed to help youdeploy and manage a networkmore efficiently. Edetects
devicesautomatically and alowsyouto do basic settings on devicesin the network without having to
be nearit.

The ZO N Utility issue s re q ue sts via ZyxelDisc o very Protoc o1(ZDP) and in response to the query, the device
respondsbackwith basic information including IPaddress, ftmware version, loc ation, system and model
name in the same broadcastdomain. The information isthen displayed in the ZON Utility screen and you
can perform tasks like basic configuration ofthe devicesand batch fimware upgrade init. Youcan

download the ZON Utility at www.zyxeLcom and installiton yourcomputer(Windows operating system).

2.3.1 Require ments

Before installing the ZON Utility on your PC, please make sure it meetsthe requirementslisted below.

Operating System
At the time of wrting, the ZON Utility iscompatible with:

* Windows 7 (both 32-bit/ 64-bit ve rsio ns)
* Windows 8 (both 32-bit/ 64-bit ve rsio ns)
* Windows 8.1 (both 32-bit/ 64-bit ve rsio ns)
e Window 10 (both 32-bit/ 64-bit ve rsio ns)
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Note: b checkforyour Windows operating system version, right-clickon My Computer>
Properties. You should see thisinformation in the Generaltab.

Note: Lkissuggested thatyouinstalNpcap, the packetcapture library forWindowsoperating

systems, and remove WinPcap orany otherinstalled packetcapture toolsbefore you
install the ZON utility.

Hardware
Here are the minimum hardware re quire me nts to use the ZON Utility on your PC.

* Core i3 processor

* 2GBRAM

* 100 MBfree hard disk

* WXGA (Wide XGA 1280x800)

2.3.2 Run the ZON Utility

1 Double-click the ZON Utility to run it.

2  'The first time you run the ZON Utility, you willsee if yourdevice and fimware version support the ZON
Utility. Clic k the OKbutton to close thisscreen.
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Fyouwantto checkthe supported modelsand fimware versionslater, you can click the Show
information aboutZON icon in the upperright hand comerofthe screen. Then select the Supported
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Chapter2 AP Management

modeland fimware version link. Fyourdevice isnotlisted here, see the device release notesforZON
utility support. The release notesare in the fimware zp file on the Zyxelweb site.

Figure 7 ZON Utility Screen
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3 Selecta networkadapterto which yoursupported devicesare connected.
Figure 8 Network Adapter
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4 Clickthe Go button forthe ZON Utility to discoverallsupported devicesin yournetwo rk.

Figure 9 Discovery
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5 'The ZON Utility screen shows the devicesdiscovered.
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Figure 10 ZON Utility Screen
1 Lo T b

Selecta device and then use the iconsto perform actions. Some functionsmaynotbe available for

yourdevices.

Note: You must know the selected device admin password before taking actionson the

device using the

ZO N utility ic o ns.

Figure 11 Password Prompt
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The folowing table describesthe iconsnumbered from le ft to right in the ZON Utility sc reen.

Table 4 ZON Utility k ons

ICON

DESCRIPIION

1 IP Configuration

Change the selected device’sIPaddress.

2 Renew IP Address

Update a DHCP-assigned dynamic IPaddress.

3 RebootDevice

Use thisicon to restart the selected device(s). Thismay be use ful when trouble sho o ting
orupgrading new fimware.

4 Reset Configuration to
Default

Use thisicon to reload the factory-default configuration file. This me ans that you wil
lose all previo us c o nfigura tions.

5 IocatorIED

Use thisicon to locate the selected device by causing itsIocator IED to blink.

6 Web GUI

Use thisto accessthe selected device Web Configuratorfrom yourbrowser. You wil
need a usemame and password to log in.

7 Fimmware Upgrade

Use thisicon to upgrade new fimware to selected device(s) ofthe same model Make
sure you have downloaded the fimware from the Zyxelwebsite to yourcomputerand
unzipped itin advance.

8 Change Password

Use thisicon to change the admin password ofthe selected device. You must know
the current admin password before changing to a new one.
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Table 4 ZON Utility It ons (c ontinued)

ICON DESCRIPIION

9 Configure NCC You must have ntemetaccessto use thisfeature. Use thisicon to enable ordisable the

Discovery Nebula ControlCenter(NCC) discovery feature on the selected device. Fitis
enabled, the selected device willtry to connectto the NCC. Once the selected
device isconnected to and hasregistered in the NCC, it willgo into the Nebula cloud
managementmode.

10 ZAC Use thisicon to run the Zyxel AP Configuratorofthe selected AP.

11 Clearand Rescan

Use thisicon to clearthe listand discoveralldeviceson the connected networkagain.

12 Save Configuration

Use thisicon to save configuration changesto permanent memoryon a selected
device.

13 Settings

Use thisicon to selecta networkadapterforthe computeron which the ZON utility is
installed, and the utility language.

The following table describesthe fieldsin the ZON Utility main screen.

Table 5 ZON Utility Field s

IABEL

DESCRIPIION

Tpe

This field displaysanicon ofthe kind ofdevice discovered.

Model

This field displays the modelname ofthe discovered device.

Fimware Version

This field displays the fitmware version ofthe discovered device.

MAC Address This field displays the MAC addressofthe discovered device.

IP Address This field displaysthe IPaddressofan intemalinterface on the discovered device that
fist received an ZDP disc o very re que st from the ZON utility.

System Name This field displays the system name ofthe discovered device.

Iocation This field displays where the discovered device is.

Sta tus This field displays whetherchangesto the discovered device have been done

suc c e ssfully. As the ZyxelDevice doesnot support IP Configuration, Renew IP address
and Fash IocatorIED, this field displays “Update faied”, “Not support Renew IP
address” and “Notsupport Hash IocatorIED” respectively.

NCC Discovery

This field displays if the discovered device supportsthe Nebula ControlCenter(NCC)
discovery feature. Fit'senabled, the selected device willtry to connectto the NCC.
Once the selected device isconnected to and hasregistered in the NCC, it'lgo into
the Nebula cloud managementmode.

Serial Number

Enterthe admin password ofthe discovered device to display its serialnumber.

Hardware Version

This field displays the hardware version of the discovered device.

2.4 Ways to Access the Zyxel Device

You can use the following waysto configure the Zyxel Device.

Web Configurator

The Web Configuratorallows easy ZyxelDevice setup and management using an Intemetbrowser. I

yourZyxelDevice ismanaged by the NCC oran AC, use thisonly fortrouble shooting if you cannot
connectto the Intemet. This Users Guide provide sinformation aboutthe Web Configurator.
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NCC

This is the primary meansby which you manage the ZyxelDevice in cloud (NCC) mode. With the NCC,
youcanremotely manage and monitorthe ZyxelDevice through a cloud-based networkmanagement
system. See the NCC Users Guide formore information.

ZON Utility

Zyxe1One Netwo rk (ZO N) Utility is a utility too1that a ssists you to set up and maintain networkdevicesin a
simple and efficient way. Youcan download the ZON Utility at www.zyxelcom and installit on your
computer(Windowsoperating system). Formore information on ZON Utility see Section 2.3 on page 22.

Command-Line Interface (CII)

The CIlIallows you to use text-based commandsto configure the ZyxelDevice. You can accessit using
remote management(forexample, SSHorTelnet) orvia the console port. See the Command Reference
Guide formore informa tion.

File Transfer Protoc ol (FIP)

Thisprotocolcan be used forfimware upgradesand configuration backup and restore.

2.5 Good Habits forManaging the Zyxel Device

Do the following thingsregulary to make the ZyxelDevice more secure and to manage it more
effectively.

* Change the password often. Use a password that'snoteasy to guessand that consists o f different
typesofcharacters, such asnumbersand letters.

* Write down the password and putitin a safe place.

* Backup the configuration (and make sure you know how to restore it). Restoring an e arier wo rking
configuration may be usefulif the ZyxelDevice becomesunstable oreven crashes. fyou forget your
password, you wilhave to reset the ZyxelDevice to its factory default settings. Fyoubacked up an
eardierconfiguration file, you wilnot have to totally re-c onfigure the ZyxelDevice; you can simply
restore yourlast c onfiguration.
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Chapter3 Hardware

C HAPTER 3
Hardware

See the Quick Start Guide forhardware mstallation and c onnec tions.

3.1 ZyxelDevice Single 1ED

The IED ofthe ZyxelDevice canbe controlled by using the suppression fe ature suc h thatthe IEDs stay lit
(ON) orOFFafterthe ZyxelDevice isready. Referto Chapter20 on page 180 forthe IED Suppression
and Iocatormenusin standalone mode.

3.1.1 ZyxelDevice 1ED

Figure 12 NWAS0AX IED
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The following are the IED descriptions foryourZyxelDevice.

Table 6 ZyxelDevice IED

COIOR STATUS DESCRIPTION
Amber Blinks amberforlsecond | The ZyxelDevice isbooting up orisconnecting with NCC.
I and green for1 second
- Gren altematively.
Amber Blinks amberand green The ZyxelDevice is discovering the NCC oran AC.
I altematively 3 times and
Green then tumssolid green for3
|
seconds.
Amber Blinks amberand green The ZyxelDevice ismanaged by an AC but the uplinkis
I altematively 2 times and disconnected.
Green then tumssolid green for3
I
seconds.
Bl Green Slo w Blinking (On for1 The wirelessmodule ofthe ZyxelDevice isdisabled orfails, the
— second, Offfor1second) | ZyxelDevice isusing default wirele ss se ttings, orthe Zyxel
Device isconfigured to be managed by NCC butisnotyet
registered with the NCC.
| | Green Steady On The ZyxelDevice isready foruse, the ZyxelDevice’s wirele ss
interface isactivated, and/orwirelessclientsare connected
to the ZyxelDevice.
Bright Blue Steady On The ZyxelDevice’s wirelessinterface isactivated, but there
are no wireless clientsconnected.
_-'“- Blue Slo w Blinking (Blink for 1 The ZyxelDevice is performing a ChannelAvailability Check
time, Off for 1 second) (CAC) with Dynamic Frequency Selection (DFS) to monitora
channelforradarsignals.
L Red On The ZyxelDevice failed to bootup orisexperencing system
failure.
. Fast Blinking (On for50 The ZyxelDevice isundergoing fimware upgrade.
millise c onds, Off for 50
millise ¢ o nd s)
_" Slo w Blinking (Blink for3 The Uplink port of the ZyxelDevice in standalone mode is

times, Off for3 seconds)

disconnected.
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C HAPTER 4
Web Configurator

4.1 Overview

The Web Configuratorisan HIMI-based management nterface thatallows easy system setup and
managementvia intemetbrowser. Use a browserthat supports HIML5, such Intemet Explorer 11, Mo zilla
Firefox, orGoogle Chrome. The ecommended screen resolution is 1024 by 768 pixels.

Inorderto use the Web Configuratoryou need to allow:

* Web browserpop-up windows from yourdevice.
e JavaScript (enabled by default).

* Java pemnissions (enabled by default).

4.2 Accessing the Web Configurator

1

2

Make sure yourZyxelDevice hardware isproperdy connected. See the Quick Start Guide.

fthe ZyxelDevice and yourcomputerare notconnected to a DHCPserver, make sure yourcomputers
IPaddressisin the range between "192.168.1.3" and "192.168.1.254".

Browse to the ZyxelDevice’s DHCP-assigned IPaddressorhttp://192.168.1.2. The Ioginscreenappears. f

youare in NCC mode,checkthe NCC’s AP> Monitor> Access Pointscreen forthe ZyxelDevice’s AN IP
address.
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ZYXEL Qb
NWASDAX

Q)

fa ZyxelDevice isin standalone mode and supports NCC, the login page displays asshown in the
following figure.

ZYXEL @ Engnd  ~
NWASDAX

&

,_
{
L =
b

Click Nebula Mode to show the following screen. Here, you can watch a tutoral forusing the Zyxel
Nebula ControlCenter(NCC) oraccessthe linkto the NCC, as shown in the following figure. Otherwise,
continue with the nextstep. The NCC isa cloud-based networkmanagement system thatallowsyou to
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remotely manage and monitorthe ZyxelDevice (see Section 2.1.2 on page 20).

ZYXEL

O

Q g

Nebula maximizes your network efficiency.
Transform te Nebula?

=

Fyouwantto retum to the login page, click Standalone Mode and follow the next steps.

Enterthe username (default: “admin”) and password (default: “1234”). If the ZyxelDevice isbeing
managed orhasbeenmanaged by the NCC, checkthe NCC's Site-Wide > Configure > General se tting

screen forthe ZyxelDevice's cumrent password.

Selectthe language you preferforthe Web Configurator. Click Iogin.

The wizard screen opens when the ZyxelDevice isaccessed forthe first time orwhen you reset the Zyxel

Device to itsdefault factory settings.

Fyoulogged in using the default username and password, the Update Admin Info screen appears.

Otherwise, the dashboard appears.

ZYXEL

Apply lgnora

The Update Admin Info screen appearsevery time you log in using the default username and default

password. Fyou change the password forthe default useraccount, thisscreendoesnotappear

anymore.
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4.3 Navigating the Web Configurator

The following summarizes how to navigate the Web Configuratorfrom the Dashboard screen. The
following figures show the Dashboard screen forstandalone mode and forcloud (NCC) mode. The
screen isdifferent forstandalone mode and cloud (NCC) mode and may vary slightly fordiffe rent

models.

Figure 13 The Web Configurators Main Screen forStandalone Mode
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The Web Configuratorsmain screen isdivided into these parts:

e A -Ttle Bar
* B- Navigation Panel
* C-Main Window
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Chapter4 Web Configurator

4.3.1 Title Bar

The title barprovidessome useful linksthat alwaysappearoverthe screensbelow, regardlessofhow
deep into the Web Configuratoryou navigate. ¥yourZyxelDevice isin NCC mode,notalliconswillbe
available in the Ttle Bar.

Figure 15 Ttle Bar
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The icons provide the following func tio ns.

Table 7 Ttle Bar. Web Configuratork ons

TABEL DESCRIPIION

Wizard Click thisto open the wizard. See Chapter7 on page 49 formore information.

Help Click thisto open the help page forthe cument screen.

Forum Click thisto go to ZyxelBiz User Forum, where you can get the latest Zyxel De vice information
and have conversations with otherpeople by posting yourmessages.

Site Map Click thisto see an overview oflinks to the Web Configuratorscreens.

ClI Click thisto open a popup window thatdisplaysthe ClIcommandssentby the Web
Configurator.

Iogout Click thisto log out of the Web Configurator.

nebula Click thisto open the NCC web site login page in a new tab orwindow.

Site Map

Click Site MAPto see an overview of links to the Web Configuratorscreens. Clicka screen’slinkto go to
thatscreen.

Figure 16 Site Map
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CIIMessages

ClickCIIto lookatthe CllIcommandssentbythe Web Configurator. These commandsappearin a
popup window, such asthe following.

Figure 17 ClIMessages
&l L

|

ClickClearto remove the currently displayed information.

Note: See the Command Reference Guide forinformation about the commands.

4.3.2 Navigation Panel

Use the menu items on the navigation panelto open screensto configure ZyxelDevice features. Click
the armow in the middle ofthe rightedge ofthe navigation panelto hide the navigation panelmenusor
drag it to resize them. The following sec tions introduc e the ZyxelDevice’snavigation panel menus and
theirscreens.

Figure 18 Navigation Panel
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4.3.3 Standalone Mode Navigation Panel Menus

The following are the screensavailable in standalone mode. Note that some screensmaynotbe
available foryourZyxelDevice model See Section 1.4 on page 18 to see whic h features yourZyxel
Device modelsupports.
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Dashboaxd

The dashboard displays generaldevice information, syste m status, system resource usage, and
interface statusin widgetsthatyoucan re-amange to suit yourneeds.

Fordetails on the Dashboard’sfeatures, see Chapter6 on page 44.

Monitor Me nu

The monitormenu screens display status and sta tistic s info rma tio n.

Table 8 MonitorMenu Screens Summary

FOIDER ORIINK TAB FONCTION
Ne two rk Sta tus Ne two rk Display generalIAN interface information and pac ket sta tistic s.
Sta tus
Wire le ss
AP Information Radio List Display nformation about the radiosofthe connected APs.
Sta tion Info Sta tion List Display nformation about the connected stations.
WDS Link Info WDS Link Info | Display statistic s about the ZyxelDevice’s WDS (Wire le ss Distrib utio n

Syste m) c onnec tions.

Detected Device Detected Display mformation about suspected rogue APs.
Device
Iog View log Display log entries forthe ZyxelDevice.

Configuration Menu

Use the configuration menu screens to configure the Zyxel Device’s features.

Table 9 Configuration Menu Screens Summary

FOIDER ORIINK TAB FUNCTION
Ne two rk IP Se tting Configure the IPaddress forthe ZyxelDevice Ethemetinterface.
VIAN Manage the Ethemetinterface VIAN se ttings.
NCC Discovery Configure proxy serversettingsto accessthe NCC.
Wire le ss
AP WIAN Se tting Manage the ZyxelDevice’s general wire le ss se tting s.
Management
Rogue AP Rogue/Fiendly AP Configure how the ZyxelDevice monitors forrogue APs.
List
DCS DCS Configure dynamic wireless channelselection.
Object
User User Create and manage users.
Se tting Manage default settingsforallusers, generalse tting s fo ruse rse ssio ns,
and rulesto force userauthentication.
AP Profile Radio Create and manage wielessradio settingsfilesthatcanbe
associated with diffe rent APs.
SSID Create and manage wirele ss SSID, se c urity, MAC filtering, and layer-2
isolation flesthatcan be associated with diffe re nt APs.
MON Profile MON Profile Create and manage rogue AP monitoring flesthatcanbe
associated with different APs.
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Table 9 Configuration Menu Screens Summary (c ontinued)

FOIDER ORIINK TAB FUNCTION
WDS Pro file WDS Create and manage WDSpmwfilesthatcanbe used to connect to
different APsin WDS.
Certific a te My Cettificates Create and manage th e ZyxelDevice’scerttificates.
Tusted Certificates | Inportand manage certificates from trusted sources.
Syste m
Host Name Host Name Configure the system and domain name forthe ZyxelDevice.
PowerMode PowerMode Configure the ZyxelDevice’s powersettings.
Date/Time Date/Time Configure the cumentdate, time, and time zone in the ZyxelDevice.
WWW Serwice Control Configure HTIP, HTIPS, and generalauthentic a tion.
SSH SSH Configure SSHserverand SSHservice settings.
FIP FIP Configure FIP serversettings.
Iog & Report
Iog Setting Iog Setting Configure the system log, e-maillogs, and remote syslog servers.

Maintenance Menu

Use the maintenance menu screensto manage configuration and fimware files, run diagnostic s, and
rebootorshut down the ZyxelDevice.

Table 10 Maintenance Menu Screens Summary

FOIDER ORIINK

TAB

FONCTION

Fle Manager

Configuration File

Manage and upload configuration files forthe ZyxelDevice.

Fimware Package

View the cument frmware version and to upload fimware.

Shell Script

Manage and run shellscript files forthe ZyxelDevice.

Diagno stic s

Dia gnostic s

Collect diagnostic nformation.

1EDs Sup p re ssio n Enable this feature to keep the IEDs o ff afterthe ZyxelDevice starts.
Iocator Enable this feature to see the actuallocation ofthe ZyxelDevice
between severaldevicesin the network.
Antenna Antenna Switc h Change antenna orentation forthe radios.
Reboot Reboot Re start the ZyxelDevice.
Shutdown Shutdown Tum o ff the ZyxelDevice.

4.3.4 Cloud Mode Navigation Panel Menus

¥ yourZyxelDevice isin NCC mode, you only need to use the Web Configuratorfortroubleshooting if
yourZyxelDevice cannotconnectto the lntemet.

Dashboaxd

The dashboard displays general Zyxel Device information, and AP mformation in widgetsthatyoucan
re-amrange to suit yourneeds.

Fordetails on the Dashboard’sfeatures, see Chapter23 on page 187.
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4.3.5 Tables and lLists

Configuration Menu

Use the configuration menu screensto configure the ZyxelDevice’s features.

Table 11 Configuration Menu Screens Summary

FOIDER ORIINK TAB FUNCTION
Ne two rk IP Se tting Configure the IPaddress forthe Zyxel Device Ethemetinterface.
VIAN Manage the Ethemetinterface VIAN se ttings.

The Web Configuratortablesand listsare quite flexible and provide severaloptions forhow to display

the ir e ntrie s.

4.3.5.1 Manipulating Table Display

1

Here are some ofthe waysyou can manipulate the Web Configuratortables.

Clicka column heading to sort the table’sentriesaccording to thatcolumn’s critera.

R Summery

Clickthe down armow nextto a column heading formore optionsabouthow to display the entrie s. The
optionsavailable vary depending on the type of fieldsin the column. Here are some examplesofwhat

youcando:

e Sortin ascending alphabeticalorder

e Sortindescending (reverse) alphabeticalorder
* Selectwhich columnsto display

* Group entries by field

* Show entriesin groups

e Hliterby mathematicaloperators(<,>,or=) orsearching forte xt.

NWA50AX User's Guide

38



Chapter4d Web Configurator

3

4 Selecta columnheading and drag and drop itto change the column order. A green checkmark
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5 Use the iconsand fieldsatthe bottom ofthe table to navigate to differentpagesofentriesand control
how many entries display at a time.
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4.3.5.2 Working with Table Entries

The tableshave iconsforworking with table entries. A sample isshown next. You can often use the [Shift]
or[Ctd] key to select multiple entriesto remove, activate,ordeactivate.

Figure 19 Common Table kons

Efsiln Suifamany

Here are descriptions forthe mostcommon table icons.

Table 12 Common Table kons

TABEL DESCRIPIION

Add Clickthisto create a new entry. Forfeatures where the entry’s position in the numbered listis
important (features where the ZyxelDevice applies the table’s entriesin orderlike the
frewallforexample),youcanselectan entry and clickAdd to create a new entry afterthe
selected entry.

Edit Double-clickanentryorselectitand click Editto open a screen where you can modify the
entry’s settings. n some tablesyoucanjustclicka table entry and edit it dire c tly in the
table. Forthose typesoftablessmallred tianglesdisplay fortable entries with changesthat
you have notyetapplied.

Remove T remove an entry, selectitand click Remove. The ZyxelDevice confirms you want to
remove itbefore doing so.

Activate D tum on an entry, selectitand click Activate.
Inhactivate D tum off an entry, selectit and click mactivate.
ObjectReference Selectanentry and clickObject Reference to open a screen that shows whic h setting s use
the entry.
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C HAPTER 5
Standalone Configuration

5.1 Overview

The ZyxelDevice isin standalone mode by default. Use the web configuratorto manage and configure
the ZyxelDevice directly. As shown in the following figure, wirelessclientscan connectto the Zyxel
Device (A) to accessnetworkresources.
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5.2 Starting and Stopping the Zyxel Device

Here are some ofthe waysto start and stop the ZyxelDevice.

Always use Maintenance > Shutdown orthe shutdown command
before you tum off the Zyxel Device orremove the power. Not doing so
can cause the fimware to become comupt.

Table 13 Starting and Stopping the ZyxelDevice
MEIHO D DESCRIPIION

Tuming on the power Acold start occurs when you tum on the powerto the ZyxelDevice. The ZyxelDevice
powersup, checksthe hardware, and starts the system processes.

Rebooting the Zyxel A wam start (without powering down and powering up agaim) occurs when you use the
Device Rebootbutton in the Rebootscreen orwhen you use the reboot command. The Zyxel
Device writesallcached data to the localstorage, stopsthe system processes, and then
doesa wamnm start.
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Table 13 Starting and Stopping the ZyxelDevice

MEIHOD

DESCRIPIION

Using the RESETb utton

¥ you pressthe RESETbutton on the backofthe ZyxelDevice, the ZyxelDevic e setsthe
configuration to its default valuesand then reboots. See Section 26.6 on page 205 for
more informa tion.

Clic king Maintenance
> Shutdown >

Shutdown orusing the
shutdown command

Clic king Maintenance > Shutdown > Shutdown orusing the shutdown command writesall
cached data to the localstorage and stopsthe system processes. Wait forthe Zyxel
Device to shutdown and then manually tum offorremove the power. kdoesnot tum off
the power.

Disc onnec ting the
power

Poweroffoccurswhen you tum offthe powerto the ZyxelDevice. The ZyxelDevice simply
tumsoff. Edoesnotstop the system processesorwrite cached data to localstorage.

The ZyxelDevice doesnotstop orstart the system processeswhen you apply configuration files orrun

shellscripts although you may temporarly lose accessto networkresources.
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6.1 Overview

C HAPTER 6
Dashboard

Thisscreen displays generaldevic e information, syste m status, system resource usage, and interface

statusin widgetsthatyou can re-amange to suit yourneeds. Youcan also collapse, refresh, and close

individualwidgets.

Figure 20 Dashboard
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The following table descrbesthe labelsin thisscreen.

Table 14 Dashboard

TABEL DESCRIPIION

Widget Settings (A) Use thislinkto re-open closed widgets. Widgetsthatare alrady openappeargrayed out.
Re fre sh Time Se tting Set the intervalforrefre shing the information displayed in the widget.

(B)

Refresh Now (C)

Click thisto update the widget'sinformation imme diately.

Close Widget (D)

Click thisto close the widget. Use Widget Settings to re-open it.

Device Information

System Name

This field displays the name used to identify the ZyxelDevice on any network. Click the icon
to open the screen where youcan change it.

System Iocation

This field displaysthe location ofthe ZyxelDevice. Clickthe icon to open the screen where
youcan change it.

ModelName

This field displays the modelname of this Zyxel Device.

Serial Number

This field displaysthe serialnumberof this Zyxel Device.
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Table 14 Dashboard (continued)

TABEL DESCRIPIION
MAC Address This field displaysthe MAC addressesused by the ZyxelDevice. Each physicalportor
Range wirelessradio hasone MAC address. The fist MAC addressis assigned to the Fthemet IAN

port, the second MAC addressisassigned to the first radio, and so on.

Fiimware Version

This field displaysthe version numberand date ofthe fimware the ZyxelDevic e is ¢ urre ntly
running. Click the icon to open the screen where youcan upload fimware.

Iast imware This field displays whetherthe latest fimware update wassuccessfully completed.
Upgrade Status

Iast irmware This field displaysthe date and time when the last fimware update wasmade.
Upgrade

System Resources

CPUUsage

This field displays what percentage ofthe ZyxelDevice’s processing c apability is ¢ ure ntly
being used. Hoveryourcursoroverthis field to display the Show CPUUsage icon thattakes
youto a chartofthe ZyxelDevice’srecent CPUusage.

Memory Usage

This field displayswhatpercentage ofthe ZyxelDevice’s RAM is currently being used. Hover
yourcursoroverthisfield to display the Show Memory Usage icon thattakesyou to a chart
ofthe ZyxelDevice’srecent memory usage.

Flash Usage This field displays what percentage ofthe ZyxelDevice’sonboard flash memory is ¢ urre ntly
being used.
Ethemet Neighbor
IocalPort This field displaysthe port ofthe ZyxelDevice, on which the neighborng device is
(De scrip tion) discovered.
ModelName This field displays the modelname ofthe discovered device.

System Name

This field displays the system name ofthe discovered device.

FW Version This field displays the fimware version ofthe discovered device.

Port (Description) | This field displays the discovered device’sport which isconnected to the ZyxelDevice.

P This field displaysthe IPaddressofthe discovered device. Clickthe IPaddressto access
and manage the discovered device using its Web Configurator.

MAC This field displaysthe MAC addressofthe discovered device.

WDS (Wire le ss Distrib utio n Syste m) Up link/ Do wnlink Sta tus

MAC Address This field displaysthe MAC addressofthe mot APorrepeaterto which the ZyxelDevice is
connected using WDS.

Radio This field displaysthe radio numberon the mot APorrepeaterto which the ZyxelDevic e is
connected using WDS.

Channel This field displaysthe channelnumberon the mot APorrepeaterto which the ZyxelDevice
isconnected using WDS.

SSID This field displays the name ofthe wirelessnetworkto which the ZyxelDevice isconnected
using WDS.

Se c urity Mode This field displays which secure encryption methodsisbeing used by the ZyxelDevice to
connectto the mot APorrepeaterusing WDS.

Link Sta tus This field displays the RSSI(Received Signal Strength Indicator) and transmission/reception

rate ofthe wireless connection in WDS.

Syste m Sta tus

System Uptime

This field displays how long the ZyxelDevice hasbeen running since it last restarted orwas
tumed on.

Current Date/ This field displaysthe cummentdate and time in the ZyxelDevice. The formatis yyyy-mm-dd
Tme hh:mm:ss.

Current Iogin This field displaysthe username used to log in to the c urmre nt se ssion, the amountof

User

reauthentic ation time remaining, and the amountoflease time remaining.
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Table 14 Dashboard (continued)

TABEL

DESCRIPIION

Boot Status

This field displays detailsabout the ZyxelDevice’s startup state.
OK- The ZyxelDevice started up suc c e ssfully.
Fimware update OK- A firmware update was successful

Problematic configuration afterfimware update - The application of the configuration
failed aftera fitmware upgrade.

System default configuration - The ZyxelDevice successfully applied the system default
configuration. This oc c urs when the ZyxelDevice starts forthe first time oryou inte ntionally
reset the ZyxelDevice to the system default settings.

Fallback to lastgood configuration - The ZyxelDevice wasunable to apply the startup-
config.confconfiguration file and fellbackto the lastgood.confconfiguration file.

Fallback to system default configuration - The ZyxelDevice wasunable to apply the
lastgood.confconfiguration file and fellback to the system default ¢ onfiguration file
(syste m-d e fault.c onf).

Booting in progress - The ZyxelDevice isstillapplying the system c onfigura tion.

Management
Mode

This shows whe therthe ZyxelDevice issetto workasa stand alone AP.

Interface Status

fan Ethemetinterface doesnothave any physicalportsassociated with i, its e ntry is

Summary displayed in light gray text. Click the Detailicon to go to a (more detaied) summary screen
ofinterface statistics.

Name This field displaysthe name ofeach interface.

Sta tus This field displays the cunent statusofeach interface. The possble valuesdepend on what
type of interface it is.

Inactive - The Ethemetinterface isdisabled.

Down - The Ethemetinterfface isenabled butnotconnected.

Speed / Duplex - The Ethemetinterfface isenabled and connected. This field displays the
portspeed and duplex setting (Full o r Half).

VD This field displaysthe VIAN ID to whic h the interfface belongs.

IPAddrNetmask | Thisfield displaysthe cumentIPaddressand subnet mask assigned to the interface. I the IP
addressis0.0.0.0, the mterface isdisabled ordid notreceive anIPaddressand subnetmask
via DHCP.

IP Assignment This field displays how the interface getsitsIPaddress.

Static - Thisinterface hasa static IPaddress.
DHCP Client - Thisinterface getsits IPaddress from a DHCP server.

Action If the interface hasa static IPaddress, thisshowsn/a.

Ifthe interfface hasa dynamic IPaddress, use thisfield to getorto update the IPaddressfor
the interface. Click Renew to send a new DHCPrequestto a DHCP server.
WIAN Interface This displa ys sta tus information forthe WIAN interface.

Sta tus Summa ry

Sta tus This displays whetherornot the WIAN interface isactivated.
MAC Address This displays the MAC addressofthe radio.
Radio This indic ate s the radio numberon the ZyxelDevice.
Band This indic ates the wirele ss frequency band cumently being used by the radio.
This shows - when the radio isin monitormode.
OP Mode Thisindic ates the radio’soperating mode. Operating modesare AP (MBSSID), MON

(monitor), Root APorRepeater.
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Table 14 Dashboard (continued)

TABEL DESCRIPIION
Channel This indic ates the channelnumberthe radio is using.
Antenna This indic ate s the antenna orientation forthe radio (Wallor Ceiling).
Thisfield isnotavailable ifthe ZyxelDevice doesnotallow you to adjust antenna orentation
forthe ZyxelDevice’sradio(s) using the web configuratorora physic al switc h. Referto
Section 1.4 onpage 18 to see if yourZyxelDevice hasan antenna switc h.
Sta tion This displays the numberofwireless clientsconnected to the ZyxelDevice.
AP Information This shows a summary of connected wirele ss Ac c e ss Points (APs).

AllSensed Device

link to go to the Monitor> Wireless > Detected Device screen.

Un-Classified AP

This displays the numberofdetected unclassified APs.

Rogue AP

This displays the numberofdetected rogue APs.

Fiendly AP

This displays the numberofdetected friendly APs.

6.1.1 CPUUsage

Use thisscreento lookata chartofthe ZyxelDevice’srecent CPUusage. T accessthisscreen, click

CPUUsage in the dashboard.
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The following table

descrbesthe labelsin thisscreen.

Table 15 Dashboard > CPUUsage

TABEL DESCRIPTION
% The y-axis represents the percentage of CPUusage.
time The x-axis shows the time period overwhich the CPUusage occurned.

Re fre sh Interval

Enterhow often you want thiswindow to be automatically updated.

Re fre sh Now

Clic k this to update the information in the window right away.
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6.1.2 Memory Usage

Use thisscreento lookata chartofthe ZyxelDevice’srecent memory (RAM) usage. To accessthis
screen, click Memory Usage in the dashboard.

Figure 22 Dashboard > Memory Usage
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The following table descrbesthe labelsin thisscreen.

Table 16 Dashboard > Memory Usage

TABEL DESCRIPTION
% The y-axisrepresents the percentage of RAM usage.
time The x-axis showsthe time period overwhich the RAM usage occured

Re fre sh Interval Enterhow often you want thiswindow to be automatically updated.

Re fre sh Now Clic k this to update the nformation in the window right away.
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C HAPTER 7
Se tup Wizard

7.1 Accessing the Wizard

When youlog into the Web Configuratorforthe fist time orwhen you reset the ZyxelDevice to its
default configuration, the wizard screen displays.

Note: Fyou have already configured the wizard screensand wantto openitagain, clic k the
Wizard icon on the upperright comerofany Web Configuratorscreen.

7.2 Using the Wizard

This wizard helpsyou c onfigure the ZyxelDevice IPaddress, change time zone, daylight saving and
radio settings, and edit an SSID profile to change generalwirele ss and wire le ss se ¢ urity se tting s.

7.2.1 Step 1 Time Settings

Use thisscreen to configure the ZyxelDevice’scountry code, time zone and daylight saving time.
* Country Code: Selectthe country where the ZyxelDevice islocated.

Note: The country code field isnotavailable and youcannotchange the country code if the
ZyxelDevice productscomply with the US. laws, policiesand regulationsand are to be
sold to the US market.

* Time Zone: Selectthe time zone of yourlocation. This will set the time difference between yourtime
zone and Greenwich Mean Time (GMD.

* Enable Daylight Saving: Selectthe option if you use Daylight Saving Time. Configure the day and time
when Daylight Saving Time starts and ends.

e Offsetallowsyou to specify how much the clockchangeswhen daylight saving beginsand ends.
Entera numberfrom 1to 5.5 (by 0.5 inc re me nts).

ClickNextto proceed. ClickCancelto close the wizard witho ut saving.
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Figure 23 Wizard: Time Settings
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7.2.2 Step 2 Password and Uplink Connection

Use thisscreen to configure the ZyxelDevice’s system password and IPaddress.

Change Password: Entera new password and retype it to ¢ onfirm.

Uplink Connection: Select Auto (DHCP) if the ZyxelDevice isconnected to a routerwith the DHCP server
enabled. Youthen need to checkthe muterforthe IPaddress assigned to the ZyxelDevice in orderto

accessthe ZyxelDevice’s Web Configuratoragain.

Otherwise, select Static IPwhen the ZyxelDevice is NOTconnected to a routeroryou wantto assign it a

fixed IPaddress. You wilneed to manually enter:

* the ZyxelDevice’sIPaddress and subnet mask.

* the Paddressofthe muterthathelpsforward traffic.

addressofa computerbefore youcan accessit.

Click Prev to retum to the previousscreen. Click Nextto proceed. Click Cancelto close the wizard

witho ut saving.

a DNSserversIPaddress. The Domain Name System (DNS) mapsa domain name to anIPaddress
and vice versa. The DNSserverisextremely importantbecause without it, you must know the IP
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Figure 24 Wizard: Change Password and Uplink Connection

woard Letling

Chargr Fepiward

¥ b = O

o

—rr e Pl

n Ldins Coanacfion
e rm omd

= ACIThO0
ligtwiar| Aoy
Sa il e

e eipel_ S

7.2.3 Step 3 Radio

Use thisscreen to configure the ZyxelDevice’sradio transmitte 1(s).

* ChannelSelection: Select Auto to have the ZyxelDevice automatically choose a radio channelthat
hasleastinterfference. Otherwise, select Manualand specify a channelthe ZyxelDevice willuse in the
24 GHz or5 GHz wire le ss TAN. The optionsvary depending on the frequency band and the country

you are in.

¢ Maximum Output Power Enterthe maximum output powerofthe ZyxelDevice. Ifthere isa high
density of APsin an area, decrease the outputpowerofthe ZyxelDevice to reduce interfference with

otherAPs.

Note: Reducing the output poweralso reducesthe ZyxelDevice’seffective broadcast radius.

Click Prev to retum to the previousscreen. ClickNextto proceed. Click Cancelto close the wizard

witho ut saving.

Figure 25 Wizard: Radio
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7.2.4 Step 4 SSID

Use thisscreen to enable, disable oredit an SSID profile.
Selectan SSID profile and click the Status switch to tum iton oroff. T change an SSID profie’s se ttings,

such asthe SSID (WiFinetworkname) and WiFipassword, double-c lick the SSID profile entry from the list.
See Section 7.2.4.1 on page 52 formore informa tion.

Note: Youcannotadd orremove an SSID profile afterrunning the setup wizard.

Figure 26 Wizard: SSID

Wi Tething
als]
i Al sy el Sl L j | T T ol i
2 = L Lassmid Pt T L i e 2. 2
q ¥ = JUE St
!::'_ Pl W A B ¥ o |
= T T i - — [ TR
i = Iy R Dy S
e z
I - =l S0
o = i B ik
3 . ¥ -
.--.:-_ g - -y H
T Tl WS 0 P Dy B |

7.2.4.1 Edit SSID Profile

Use thisscreen to configure an SSID profile.
The screen variesdepending on the security type you selected.

* SSID: Entera descriptive name ofup to 32 printable charactersforthe wirele ss TAN.
e VIAN ID: Entera VIAN ID forthe ZyxelDevice to use to tag traffic originating from this SSID.

Band Mode: Selectthe wirelessband which this profile should use. 2.4 GHz is the frequency used by
IEEE 802.11b/g/n wirele ss c ients. 5 GHz is the frequency used by IEEE802.11ac/a/n wire le ss ¢ lie nts.

Se c urity Type: Select WPA2 to add sec urty on this wirele ss network. Otherwise, select OPEN to alow
any wirele ss ¢ lient to associate this network witho ut authe ntic a tio n.

Personal: Fyou set Security Type to WPA2 and select Personal, entera pre-shared key ofbetween 8
and 63 case-sensitive ASCIIcharacters (including spacesand symbols) or64 hexadecimal
characters.

Click OKto proceed. ClickCancelto close the screen without saving.

7.2.5 Summary

Use thisscreen to checkwhetherwhatyou have configured iscomect. Click Save to apply yoursettings

and complete the wizard setup. Otherwise, click Prev to retum to the previousscreenorclick Cancelto
close the wizard without saving.
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Figure 27 Wizard: Summary
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C HAPTER 8
Monitor

8.1 Overview

Use the Monitorscreens to ¢ heck status and sta tistic s info rma tio n.

8.1.1 WhatYou Can Do in this Chapter

The Network Status screen (Section 8.3 on page 55) displaysgeneralIAN interface information and
packet sta tistic s.

The AP Information > Radio Listscreen (Section 8.4 on page 57) displays statistic s about the wirele ss
radio transmitters in the ZyxelDevice.

The Station Info screen (Section 8.5 on page 61) displays statistic s pertaining to the associated
sta tio ns.

The WDS Link Info screen (Section 8.6 on page 62) displays statistic s about the ZyxelDevice’s WDS
(Wire le ss Distrib utio n Syste m) ¢ o nne c tio ns.

The Detected Device screen (Section 8.7 on page 63) displaysinformation about suspected rogue
APs.

The View Log screen (Section 8.8 on page 66) displaysthe ZyxelDevice’scumentlog messages. You
can change the way the log isdisplayed, youcan e-mailthe log, and youcan also clearthe log in
this screen.

8.2 WhatYou Need to Know

The following termsand conceptsmay help asyouread through the chapter.

Rogue AP

Rogue APsare wirelessaccesspointsoperating in a networkscoverage area thatare not underthe

controlofthe networksadministrators, and canopen up holesin a network’s sec urity. See Chapter13
onpage 117 fordetails.

Friendly AP

FHendly APsare otherwirelessaccesspointsthatare detected in yournetwork,aswellasany othersthat

youknow are nota threat(those from neighboring networks, forexample). See Chapterl3onpage 117
fordetails.
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8.3 Network Status

Use thisscreen to bokatgeneral Ethemetinterface mformation and packet statistics.  access this
screen, c lic k Monitor> Ne twork Sta tus.

Figure 28 Mo nitor> Ne two rk Sta tus
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The following table descrbesthe labelsin this screen.

Table 17 Monitor> Ne two rk Sta tus

TABEL DESCRIPTION

Interface Use the Interface Summary section forIPv4 network se ttings. Use the IPv6 Interface Summary

Summary section for IPv6 network settingsif you connectyourZyxelDevice to an IPv6 network. Both
sectionshave similarfieldsasdescrbed below.

IPv6 Interface

Summary

Name This field displays the name ofthe physical Ethemetport on the ZyxelDevice.

Sta tus This field displays the cument statusofeach physicalport on the ZyxelDevice.
Down - The portisnotconnected.
Speed / Duplex - The portisconnected. Thisfield displays the port speed and duplex se tting
(Fullor Half).

VD This field displays the VIAN ID to which the portbelongs.

IP AddrYNetmask | Thisfield displaysthe cunment P address(and subnet mask) ofthe interface. Fthe IPaddressis

0.0.0.0 (in the IPv4 netwo1k) or:: (in the IPv6 netwo1k), the interface doesnothave anIPaddress
P Address

yet.
IP Assignment This field displays how the interface getsits IPv4 address.
Static - Thisinterface hasa static IPv4 address.
DHCP Client - Thisinterface getsits IPv4 addressfrom a DHCP server.

Action Use thisfield to getorto update the IPaddress forthe interface. Click Renew to send a new
DHCPrequestto a DHCP serwer. Ifthe interface cannotuse one ofthese waysto getorto
update its IP address, this field displaysn/a.

Port Statistics Table

PollInterval Enterhow often you want thiswindow to be updated automatically, and click Set Interval
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Table 17 Monitor> Ne two rk Status (c ontinued)

TABEL DESCRIPIION
Set Interval Clic k this to set the Poll Intervalthe screen uses.
Sto p Clic k this to stop the window from updating automatically. Youcan startitagain by setting the

Poll Interval and clicking SetInterval

Switc h to Graphic
View

Click this to display the port statisticsasa line graph.

Name This field displays the name ofthe interface.

Sta tus This field displays the cunent status of the physicalport.
Down - The physicalportisnotconnected.
Speed / Duplex - The physicalportisconnected. This field displaysthe port speed and duplex
setting (Fullor Half).

TkPkts This field displaysthe numberofpacketstransmitted from the ZyxelDevice on the physicalport
since it waslastconnected.

RxPkts This field displays the numberofpacketsreceived by the ZyxelDevice on the physicalport
since it waslastconnected.

Tk Bcast This field displays the numberofbroadcast packetstransmitted from the ZyxelDevice on the
physicalportsince it waslastconnected.

Rx Bcast This field displays the numberofbrmadcastpacketsreceived by the ZyxelDevice on the
physicalportsince it waslastconnected.

Collisions This field displaysthe numberofcollisionson the physicalportsince it waslastconnected.

T This field displays the transmission speed, in bytespersecond, on the physicalportin the one-
second intervalbefore the screen updated.

Rx This field displaysthe reception speed, in bytespersecond, on the physicalportin the one-
second intervalbefore the screen updated.

Up Tme This field displays how long the physicalporthasbeen connected.

System Up Time

This field displays how long the ZyxelDevice hasbeen running since itlastrestarted orwas
tumed on.

8.3.1 Port Statistics Graph

Use the portstatisticsgraphto lookata line graph of packet statistic s forthe Ethemetport. T view, click
Monitor> Ne twork Status and then the Switch to Graphic View button.
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Figure 29 Monitor> Network Status > Switch to Graphic View
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The following table descrbesthe labelsin thisscreen.

Table 18 Monitor> Network Status > Switch to Graphic View

TABEL DESCRIPIION

Re fre sh Inte rval Enterhow often you want thiswindow to be automatically updated.

Refresh Now Clic k this to update the nformation in the window right away.

Port Selection Selectthe Ethemet port forwhich you want to view the packet sta tistic s.

Switc h to Grid Click this to display the portstatisticsasa table.

View

Kbps/Mbps The y-axis re pre sents the speed of transmission orreception.

Tme The x-axis showsthe time period overwhic h the transmission orreception occured.

X This line re pre se nts tra ffic transmitted from the ZyxelDevice on the physicalportsince it waslast
connected.

RX This line re presents the traffic received by the ZyxelDevice on the physicalportsince it waslast
connected.

Iast Update This field displays the date and time the information in the window waslastupdated.

8.4 Radio IList

Use thisscreen to view statistic s forthe ZyxelDevice’s wirelessradio transmitters. T accessthisscreen,
c lick Monitor> Wireless > AP Information > Radio List.
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Figure 30 Monitor> Wirele ss > AP Ihnformation > Radio List (forZyxelDevice that supports WDS)
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Figure 31 Monitor> Wirele ss > AP nformation > Radio List (forZyxelDevice thatdoesnotsupport WDS)
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The following table descrbesthe labelsin thisscreen.

Table 19 Monitor> Wireless > AP Information > Radio List

TABEL DESCRIPIION

More Information | Clickthisto view additionalinformation about the selected radio’s wirele ss tra ffic and station
count. hformation spansa 24 hourperod.

Sta tus This displays whetherornot the radio isenabled.

Ioading Thisindicates the AP’sload balance status (Undedoad orOvedoad) whenload balancing is
enabled on the ZyxelDevice. Otherwise, it shows - when load balancing isdisabled orthe
radio isin monitormode.

MAC Address This displays the MAC addressofthe radio.

Radio This indic ate s the radio numberon the ZyxelDevice to which itbelongs.

OP Mode This indic ates the radio’soperating mode. Operating modesare AP (MBSSID), MONIIOR, Root
APorRepeater.

AP/WDS Pro file Thisindic atesthe AP profile name and WDSprofile name to which the radio belongs.

This field isavaiable only on the Zyxel Device that supports WDS.

Pro file This indic ate s the AP profile name to which the radio belongs.

This field isavaiable only on the ZyxelDevice thatdoesnotsupport WDS.

Frequency Band | Thisindicatesthe wirelessfrequency band cumently being used by the radio.

This shows - when the radio isin monitormode.

Channel This indic ate s the radio’s channelID.

Transmit Power This displays the output powerofthe radio.

Sta tio n This displays the numberofwirelessclientsconnected to thisradio on the ZyxelDevice.
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Table 19 Monitor> Wireless > AP Information > Radio List (continued)

TABEL DESCRIPIION

Uplbad This displays the totalnumberofpacketsreceived by the radio.

Download This displays the totalnumberofpackets transmitted by the radio.

Channel This indic ate s how muc h IEEE 802.11 traffic the radio can receive on the channel kdisplays
Utiliza tio n whatpercentage ofthe radio’schanneliscumently being used.

8.4.1 APMode Radio Information

Thisscreen allowsyou to view a selected radio’s SSID details, wire le ss tra ffic sta tistic s and station c ount
forthe preceding 24 hours.  accessthiswindow, selecta radio and click the More Information button
in the Radio List screen.
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Figure 32 Monitor> Wireless > AP Ihnformation > Radio List > More Information
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The following table descrbesthe labelsin thisscreen.

Table 20 Monitor> Wirele ss > AP Information > Radio List > More Information

TABEL DESCRIPTION
SSID Detail This list shows information about allthe wirele ss c ients that have connected to the specified
radio overthe preceding 24 hours.
# This is the ite ms se quentialnumberin the list. E hasno bearing on the actualdata in this list.
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Table 20 Monitor> Wireless > AP Information > Radio List > More Information (c ontinued)

TABEL DESCRIPIION
SSID Name This displays an SSID associated with thisradio. There can be up to eight maximum.
BSSID This displays a BSSID associated with thisradio. The BSSID is tied to the SSID.
Se ¢ urity This displays the security mode in which the SSID isoperating.
Mode
VIAN This displays the VIAN ID associated with the SSID.
Tra ffic Sta tistic s This graph displays the overall traffic nformation ofthe radio overthe preceding 24 hours.
Kbps/Mbps This y-axis re pre se nts the amountofdata moved acrssthisradio in megabytespersecond.
Tme This x-axis re pre se nts the amountoftime overwhich the data moved acrossthisradio.

Station Count

Thisgraph displays the connected station nformation ofthe radio overthe preceding 24 hours

Sta tio ns The y-axis re pre se nts the numberofconnected stations.

Tme The x-axis showsthe time period overwhich a station wasconnected.

Iast Update This field displays the date and time the information in the window waslastupdated.
OK Clic k this to close this window.
Cancel Clic k this to close this window.

8.5 Station IList

Use this screen to view statistic s pertaining to the associated stations (or“wireless ¢ lients”). Clic k Monitor
> Wireless > Station Info to accessthisscreen.

Figure 33 Mo nitor> Wire le ss > Sta tion Info
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The following table descrbesthe labelsin thisscreen.

Table 21 Monitor> Wire le ss > Sta tio n Info

TABEL DESCRIPIION

# This is the station’sindex numberin this list.

P Address This is the station’sIP address.

MAC Address This is the station’s MAC address.

Radio This is the radio numberon the ZyxelDevice to which the stationisconnected.
Capability This displays the supported standard curently being used by the station orthe standards

supported by the station.

802.11 Features

This displays whe the r the station supports IEEES802.11r, IEEE 802.11k, IEEE 802.11v ornone of the
above (N/A).
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Table 21 Monitor> Wire le ss > Station Info (c ontinued)

TABEL DESCRIPIION

SSID Name This indic ate s the name ofthe wirelessnetworkto which the stationisconnected. A single AP

can have multiple SSIDs ornetwo rks.

Se ¢ urity Mode This indicates which secure encryption methodsisbeing used by the station to connectto the

network.
Signal Stre ng th This is the RSSI(Received Signal Strength Indicator) of the station’s wirele ss c onnec tion.
Tk Rate This is the maximum transmission rate of the station.
Rx Rate This is the maximum reception rate ofthe station.

Association Time This displays the time the station first associated with the ZyxelDevic e’s wire le ss ne two k.

Re fre sh Clic k this to re fre sh the items displayed on thispage.

8.6 WDS Link Info

Use this screen to view the WDS tra ffic statisticsbetween the ZyxelDevice and a mot APorrepeaters.
See Section 1.2on page 12 to know more about WDS. Clic k Monitor> Wireless > WDS Link Info to access

thisscreen.

Figure 34 Mo nitor> Wire le ss > WDS Link Info
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The following table descrbesthe labelsin thisscreen.

Table 22 Monitor> Wirele ss > WDS Link Info

TABEL DESCRIPIION

WDS Uplink Info Uplink re fers to the WDSlink from the repeatersto the mot AP.

WDS Do wnlink Downlink re fers to the WDS Iink from the oot AP to the repeaters.

Info
When the ZyxelDevice isinroot APmode and connected to a repeater, only the do wnlink
information isdisplayed.
When the ZyxelDevice isinrepeatermode and connected to a mot APdirectly orvia another
repeater, the uplink nformation is displayed.
When the ZyxelDevice isinrepeatermode and connected to a mot APand otherrepeaten(s),
both the uplinkand downlink information would be displayed.

# This is the mdex numberofthe mot APorrepeaterin this List.
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Table 22 Monitor> Wire le ss > WDS Link Info (c ontinued)

TABEL DESCRIPIION

MAC Address This is the MAC addressofthe motAPorrepeaterto which the ZyxelDevice isconnected using
WDS.

Radio This is the radio numberon the mot APorrepeaterto which the ZyxelDevice isconnected
using WDS.

SSID Name This indic ate s the name ofthe wirele ss network to which the ZyxelDevice isconnected using

WDS.

Se ¢ urity Mode

Thisindicates which secure encryption methodsisbeing used by the ZyxelDevice to connect
to the mot APorrepeaterusing WDS.

SignalStre ng th This is the RSSI(Received Signal Strength Ihdicator) ofthe wireless connection in WDS.

Tk Rate This is the maximum transmission rate ofthe mot APorrepeaterto which the ZyxelDevice is
connected using WDS.

Rx Rate This is the maximum reception rate ofthe mot APorrepeaterto which the ZyxelDevice is

connected using WDS.

Association Time

This displays the time the ZyxelDevice first associated with the wire le ss ne two rk using WDS.

Re fre sh

Clic k this to re fre sh the items displayed on thispage.

8.7 Detected Device

Use thisscreen to view information about sumo unding APs which you could markas Rogue orFrendly.

Click Monitor> Wireless > Detected Device to accessthisscreen. Notall Zyxel Devices support monitor

mode (see Section 1.4 on page 18). Formore mformation about Rogue APs,see Section 10.3 on page

79.

Note: Ithe ZyxelDevice supports monitormode, the radio oratleast one ofthe Zyxel
Device’sradio mustbe setto monitormode (in the Wireless > APManagementscreen)
morderto detectotherwireless devices in its vic inity.

Ifthe ZyxelDevice doesnotsupport monitormode, tum on rogue AP detection in the
Configuration > Wireless > Rogue APscreen to detectotherAPs.
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Figure 35 Monitor> Wireless > Detected Device (forZyxelDevice that supports Monitormode)
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Figure 36

Monitor> Wireless > Detected Device (forZyxelDevice that doesnot support Monitormode)
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The following table descrbesthe labelsin thisscreen.

Table 23 Monitor> Wireless > Detected Device

TABEL DESCRIPIION
Discovered APs
Rogue AP This shows how many devicesare detected asrogue APs.

Suspected rogue
AP

This shows how many devicesare detected aspossible ogue APsbased on the classification
rule(s) in Section 10.3 on page 79.

Friendly AP

This shows how many devicesare detected asfriendly APs.

Un-c lassified AP

This shows how many devicesare detected, but have notbeen classified aseitherRogue or
Fiendly by the ZyxelDevice.

Detect Now

Clic k this button forthe ZyxelDevice to scan for APsin the network.

Detected Device
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Table 23 Monitor> Wireless > Detected Device (continued)

TABEL DESCRIPIION

MarkasRogue Click thisbutton to markthe selected APasa rmogue AP. Formore on managing rogue APs, see

AP the Configuration > Wireless > Rogue APscreen (Section 10.3 on page 79).

Mark as Friendly Click thisbutton to markthe selected APasa friendly AP. Formore on managing friendly APs,

AP see the Configuration > Wireless > Rogue APscreen (Section 10.3 on page 79).

# This is the detected device’sindex numberin this list.

Sta tus Thisindic atesthe detected device’s status.

Device This indic ate s the type ofdevice detected.

Role This indicates the detected device’smwle (such asfriendly orrogue).

Classified by Thisindicatesthe detected device’s classification rule.

MAC Address Thisindicatesthe detected device’s MAC address.

SSID Name Thisindic ates the detected device’s SSID.

ChannellD Thisindic atesthe detected device’schannelD.

802.11 Mode This indic ates the 802.11 mode (a/b/g/n/ac/ax) transmitted by the detected device.

Se ¢ urity This indic ate s the encryption method (if any) used by the detected device.

Description Thisdisplaysthe detected device’sdescription. Formore on managing friendly and rogue APs,
see the Configuration > Wireless > Rogue APscreen (Section 10.3 on page 79).

Iast Seen This indic ate s the last time the device wasdetected by the ZyxelDevice.

Re fre sh Clic k this to re fre sh the items displayed on thispage.

8.8 View log

Iog messagesare stored in two separate logs, one forregularlog messagesand one fordebugging
messages. Inthe regularlog,youcanlbokatallthe log messagesby selecting Alllogs, oryoucan
selecta specific categoryoflog messages(forexample, user). Youcan also lookatthe debugging log
by selecting Debug Iog. Alldebugging messageshave the same priorty.

T accessthisscreen, click Monitor> Iog. The log isdisplayed in the following screen.

Note: When a log reachesthe maximum numberoflog messages, new log messages
automatically overwrite existing log messages, starting with the olde st existing log
message fist.

Eventsthat generate an alet (aswellasa log message) displayinred. Regularlogsdisplayin black.
Clicka column’sheading cellto sort the table entriesby that column’s criteria. Click the heading cell
again to reverse the sortorder.

The Web Configuratorsavesthe fittersettingsonce youclckSearch. Fyouleave the View Iog screen
and retum to it later, the last filterse ttings would stillapply.
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Figure 37 Monitor>Iog > View log
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The following table descrbesthe labelsin thisscreen.

Table 24 Monitor>Iog > View Iog

TABEL

DESCRIPIION

Show Filter/ Hide
Hlter

Clic k this button to show orhide the filte rse ttings.

I the fitersettings are hidden, the Display, Emaillog Now, Refresh, and Clearlog fieldsare
available.

If the filtersettings are shown, the Display, Prority, Source Address, Destination Address, Source
Interface, Destination Interface, Potocol, Keyword, and Search fieldsare avaiable.

Display Selectthe categoryoflog message(s) you wantto view. Youcan also view AllIlogs atone
time, oryou can view the Debug Iog.
Prio rity This displays when you show the filter. Selectthe priority oflog messagesto display. The log

displays the log messages with this priority orhigher. Choicesare: any, emerg, alext, crit, enor,
wam, notice, and info, from highe st priority to lo we st prio rity. This field is re ad -o nly if the
Category is Debug Iog.

Source Address

This displays when you show the filter. ype the source IPaddressofthe incoming packetthat
generated the log message. Do notinclude the portin this filter.
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Table 24 Monitor>Iog > View log (continued)

TABEL

DESCRIPIION

Destination
Address

This displays when you show the filter. Type the IPaddressofthe destination ofthe incoming
packet when the log message wasgenerated. Do notinclude the portin this filter.

Source Interface

Thisdisplays when you show the filter. Select the source interface ofthe packetthatgenerated
the log message.

Destination

This displays when you show the filter. Select the destination mterfface ofthe packetthat

Interface generated the log message.

Protocol This displays when you show the filter. Selecta service protocolwhose log messagesyou would
like to see.

Keyword This displays when you show the filter. Type a keyword to look forin the Message, Source,
Destination and Note fields. Fa match isfound in any field, the log message isdisplayed. You
canuse up to 63 alphanumerc charactersand the underscore, aswellas punctuation marks
O 5?2 +-%=#$% @ ; the period, double quotes, and bracketsare notallowed.

Search This displays when you show the filter. Clic k this button to update the log using the c ument filter

se tting s.

Emaillog Now

Clic k thisbutton to send log messagesto the Active e-mailaddressesspecified in the Send Iog
To field on the Configuration > Iog & Report> Iog Settings screen.

Re fre sh Clic k thisto update the listoflogs.

Clearlog Click thisbutton to clearthe whole log, regardlessofwhatis cumently displayed on the screen.

# This field isa sequentialvalue, and itisnotassociated with a specific log message.

Tme This field displays the time the log message wasrecorded.

Prio rity This field displays the priority of the log message. E hasthe same range ofvaluesasthe Prority
field above.

Category This field displaysthe log that generated the log message. tisthe same value used in the
Display and (other) Category fields.

Message This field displaysthe reason the log message wasgenerated. The text “[count=x]”, where xisa
number, appearsatthe end ofthe Message field iflog consolidation is tumed on and multiple
entrieswere aggregated to generate into thisone.

So urc e This field displays the source IPaddress and the port numberin the eventthat generated the

log message.

Source Interface

This field displays the source interface ofthe packetthatgenerated the log message.

Destination

This field displays the destination IPaddress and the port numberofthe eventthatgenerated
the log message.

Destination

This field displays the destination interface ofthe packetthatgenerated the log message.

Interface
Protocol This field displays the service protocolin the event that generated the log message.
No te This field displays any additionalinformation about the log message.
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C HAPTER 9
Ne twork

9.1 Overview

Thischapterdescrbeshow you can configure the management IPaddress and VIAN settingsofyour
ZyxelDevice.

The Intemet Protocol(IP) addressidentifiesa device on a network. Every networking device (inc luding
computers, servers, outers, printers, etc.) needsan IPaddressto communicate acrossthe network.
The se networking devicesare also known as ho sts.

Figure 38 IP Setup
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The figure above ilustratesone possible setup ofyourZyxelDevice. The gateway IPaddressis 192.168.1.1
and the managed IPaddressofthe ZyxelDevice is 192.168.1.2 (default), but if the ZyxelDevice is
assigned anIPaddressby a DHCP server, the default (192.168.1.2) wilnotbe used. The gateway and
the ZyxelDevice mustbelong in the same IPsubnetto be able to communicate with each other.

9.1.1 WhatYou Can Do in this Chapter

* The IPSetting screen (Section 9.2 on page 69) configures the ZyxelDevice’sIAN IPaddress.
* The VIAN screen (Section 9.3 on page 71) configures the ZyxelDe vic e’s VIAN se tting s.

* The NCC Discovery screen (Section 9.4 on page 73) configuresthe ZyxelDevice’s Nebula Control
Center(NCC) disc overy se ttings.

9.2 IP Se tting

Use thisscreen to configure the IPaddressforyourZyxelDevice. Tb accessthisscreen, click
Configuration > Network > IP Se tting .
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Figure 39 Configuration > Network > IP Se tting
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Each field isdescrbed in the following table.

Table 25 Configuration > Network > IP Se tting

TABEL DESCRIPIION
IP Address Assignme nt

Get ) Select thisto make the interface a DHCP client and automatically getthe IPaddress,

Automatic ally subnet mask, and gateway addressfrom a DHCP server.

Use Fixed IP Selectthisif you want to specify the IPaddress, subnet mask, and gateway manually.

Address

IP Address Enterthe IPaddress forthisinterface.

Subnet Mask Enterthe subnetmaskofthisinterfface m dotdecimalnotation. The subnet maskindicates
whatpartofthe IPaddressisthe same forallcomputersin the network.

Gateway Enterthe IPaddressofthe gateway. The ZyxelDevice sendspacketsto the gateway when
itdoesnotknow how to oute the packetto its destination. The gateway should be on the
same network asthe interface.

DNS ServerIP Enterthe IPaddressofthe DNSserver.

Address

IPv6 Address Assignment

Enable Stateless | Selectthisto enable IPv6 statele ss auto-c onfiguration on the ZyxelDevice. The ZyxelDevice

AddeSA'-}tO' wilgenerate an IPv6 addressitself from a prefixobtained from an IPv6 routerin the netwo rk.

configuration

(SLAAC)

Link-Iocal This displays the IPv6 link-localaddress and the network pre fix that the ZyxelDevic e

Address generatesitself forthe IAN interface.
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Table 25 Configuration > Network > IP Setting (c ontinued)

TABEL DESCRIPIION

Pv6 Address/ Enterthe IPv6 address and the prefixlength forthe IAN interface if you want to use a static

Pre fix leng th Paddress. This field is optional
The prefix length indicates what the left-most part ofthe IPaddressis the same forall
computersin the network, thatis, the network address.

Gateway Enterthe IPv6 addressofthe default outgoing gateway using colon (:) hexadecimal
no ta tion.

Me tric Enterthe priority ofthe gateway (if any) on the IAN interface. The ZyxelDevice decides

which gateway to use based on this priority. The lowerthe number, the higherthe priorty.
two ormore gatewayshave the same priority, the Zyxel Device uses the one thatwas
configured first. Enterzero to set the metric to 1024 forIPv6.

DHCPv6 Client

Selectthisoption to setthe ZyxelDevice to actasa DHCPv6 client.

DUD This field displays the DHCP Unique IDe ntifie r (DUID) o f the ZyxelDe vic e, whic h is unique and
used foridentification purposes when the ZyxelDevice is exchanging DHCPv6 messages
with others. See Appendix Bon page 230 formore information.

Request Address Selectthisoption to getan IPv6 address from the DHCPv6 server.

DHCPv6 Request Selectthisoption to determine whatadditionalinformation to get from the DHCPv6 server.

Options

DNS Serwver Selectthisoption to obtain the IPaddress ofthe DNSserver.
NTP Server Selectthisoption to obtain the IPaddressofthe NIP server.
Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Reset Click Resetto retum the screen to its last-saved settings.

9.3 VIAN

This se c tion disc usse s how to c onfigure the Zyxel Device’s VIAN se ttings.

No te : Mis-c onfiguring the management VIAN settingsin yourZyxelDevice can make it
maccessble. Fthishappens, you wilhave to reset the Zyxel Device.

Figure 40 Management VIAN Setup

VLAN

=y £h "Internet.

NWA50AX User's Guide

4l




Chapter9 Network

In the figure above,to accessand manage the ZyxelDevice from computerA, the ZyxelDevice and
switch Bsportsto which computerA and the ZyxelDevice are connected should be in the same VIAN.

A VituallocalArea Network (VIAN) allows a physicalnetworkto be partitioned into multiple logical
networks. Deviceson a logicalnetworkbelong to one group. A device can belong to more than one
group. With VIAN, a device cannotdirectly talkto orhearfrom devicesthatare notin the same
group(s); the traffic must first go through a router.

VIAN also ncreasesnetwork performance by limitng broadcaststo a smallerand more manageable
logicalbmadcastdomain. In traditional switched envinnments, allbroadcast packetsgo to each and
every individualport. With VIAN, allbroadcastsare confined to a specific broadcast domain.

IEFE802.1Q Tag

The IEEE802.1Q standard defines an explicit VIAN tag in the MAC headerto identify the VIAN
membership ofa frame acrossbridges. A VIAN tag includes the 12-bit VIAN ID and 3-bit use r prio rity.
The VIANID associatesa frame with a specific VIAN and provide s the information thatdevicesneed to
processthe frame acrossthe network

Use thisscreen to configure the VIAN settings foryourZyxelDevice. b accessthisscreen, click
Configuration > Network > VIAN.

The screen variesdepending on whetherthe ZyxelDevice hasan extra Ethemetport (exceptthe uplink
port).

Figure 41 Configuration > Network > VIAN (forZyxelDevice with one Ethemet port)
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Each field isdescrbed in the following table.
Table 26 Configuration > Network > VIAN
TABEL DESCRIPIION
VIAN Setting s

Management Entera VIAN ID forthe ZyxelDevice.

VIAN D

As Native VIAN Selectthisoption to treat this VIANID asa VIAN created on the ZyxelDevice and notone

assigned to it from outside the network.

IAN Se tting
Po 1t Se tting
Edit Double-clickanentryorselectitand clickEditto open a screen where you ¢c an modify the
entry’s settings. n some tablesyoucanjustclicka table entry and edit it dire c tly in the
table. Forthose typesoftablessmallred tianglesdisplay fortable entries with c hangesthat
you have notyetapplied.
Activate/ D tum on an entry, selectitand click Activate. To tum off an entry, selectitand click
Ihactivate Inactivate.
# This is the index numberofthe port.
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9.4

Table 26 Configuration > Network > VIAN (c ontinued)

TABEL DESCRIPIION

Sta tus This field indic ates whetherthe portisenabled (a yellow bulb) ornot(a gray bub).

Port This field displays the name ofthe port.

PVDD This field displaysthe port numberofthe VIAN ID.

VIAN Configuration

Add Clickthisto create a new entry. Forfeatures where the entry’s position in the numbered listis
important (features where the ZyxelDevice appliesthe table’s entriesin orderlike the SSID
forexample),youcanselectanentry and click Add to create a new entry afterthe
selected entry.

Edit Double-clickanentryorselectitand click Editto open a screen where you ¢ an modify the
entry’s settings. In some tablesyoucanjustclicka table entry and edit it dire c tly in the
table. Forthose typesoftablessmallred trianglesdisplay fortable entries with changesthat
you have notyetappled.

Remove D remove an entry, selectitand click Remove. The ZyxelDevice c onfims you want to
remove itbefore doing so.

Activate/ D tum on an entry, selectitand click Activate. To tum off an entry, selectitand click

Ihactivate Inactivate.

# This is the index numberofthe VIAN ID.

Sta tus This field indic ates whetherthe VIANisenabled (a yelow bulb) ornot(a gray bulbb).

Name This field displays the name ofeach VIAN.

VD This field displays the VIAN ID.

Member This field displays the VIAN membeship to which the port belongs.

Apply Click Apply to save yourchangesbackto the ZyxelDevice.
Reset Click Reset to retum the screen to its last-saved settings.

NCC Discovery

Youcan manage the ZyxelDevice through the ZyxelNebula ControlCenter(NCC). Use this screen to
configure the proxy serversettingsif the ZyxelDevice isbehind a proxy server.

T accessthisscreen, click Configuration > Network > NCC Discovery.
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Figure 42 Configuration > Network > NCC Discovery

Each field isdescrbed in the following table.

Table 27

Configuration > Network > NCC Discovery

IABEL

DESCRIPIION

Nebula Control Center Sta

tus

Intemet

This field displays whetherthe ZyxelDevice can connectto the Intemet.

Nebula Connec tivity

This field displays whetherthe ZyxelDevice can connectto the Zyxel Nebula Control
Center(NCC).

Nebula ControlCenterDiscovery Setting

Enable

Selectthisoption to tum on NCC discovery on the ZyxelDevic e. The ZyxelDevice wil try
to discoverthe NCC and go into NCC managementmode whenitisconnected to the
Intemetand hasbeen registered in the NCC.

FNCC discovery isdisabled, the ZyxelDevice wilnot discoverthe NCC and remain in
standalone operation.

Use Proxy to Access NCC

¥the ZyxelDevice isbehind a proxy server,youneed to selectthisoption and configure
the proxy serversettings so that the ZyxelDevice can accessthe NCC through the
pProxy server.

Proxy Server

Enterthe IPaddressofthe proxy server.

Proxy Port

Enterthe service port numberused by the proxy server.

Authentic ation

Select thisoption if the proxy serverrequire s authentication before it grantsaccess to
the NCC.

User Name

Enteryourproxy username.

Password Enteryourproxy password.
Apply Click Apply to save yourchangesbackto the ZyxelDevice.
Reset Click Resetto retumn the screen to itslast-saved settings.
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CHAPTER 10
Wire le ss

10.1 Overview

This chapterdisc usses how to configure the wirele ss ne two rk se tting s in your Zyxel Device.
The following figure providesan example ofa wirele ss netwo rk.

Figure 43 Example ofa Wirele ss Network

The wirelessnetworkis the partin the blue circle. In this wireless netwo1k, devices A and Bare called
wire le ss ¢ lients. The wirele ss c lients use the accesspoint (AP) to interact with otherdevices (such asthe
printer) or with the Inte me t. Your Zyxel Devic e is the AP.

10.1.1 What You Can Do in this Chapter

* The APManagementscreen (Section 10.2 on page 76) allowsyou to manage the ZyxelDevice’s
general wire le ss se tting s.

* The Rogue APscreen (Section 10.3 on page 79) allows you to assign APs eitherto the ogue APlistor
the friendly AP list.

* The Inad Balancing screen (Section 10.4 on page 83) allowsyou to configure network traffic load
balancing between the APsand the ZyxelDevice.

e The DCSscreen (Section 10.4 on page 83) allowsyou to configure dynamic radio channelselec tion.
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10.1.2 WhatYou Need to Know

The following termsand conceptsmay help asyouread thischapter.

Station / Wireless Client

A station orwirelessclientisany wireless-capable device thatcan connectto an AP using a wireless
signal

Dynamic Channel Selection (DCS)

Dynamic ChannelSelection (DCS)isa feature thatallowsan AP to automatically selectthe radio
channelwhichitbmwadcasts. Formore information, see Section 10.5 on page 84.

10.2 APManagement

Use thisscreen to manage the ZyxelDevice’s general wire le ss se tting s. Clic k Configuration > Wireless >
APManagementto accessthisscreen.
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Figure 44 Configuration > Wireless > AP Management
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Each field isdescribed in the following table.

Table 28 Configuration > Wireless> AP Management

TABEL DESCRIPIION

Radio 1 Setting

Radio 1 Activate Selectthe checkboxto enable the ZyxelDevice’s fist (de fault) radio.
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Table 28 Configuration > Wireless > AP Management (continued)

TABEL

DESCRIPIION

Radio 1 OPMode

Selectthe operating mode forradio 1.

APMode meansthe radio canreceive connectionsfrom wirelessclientsand passtheirdata
traffic through to the ZyxelDevice to be managed (orsubsequently passed on to an
upstream gateway formanaging).

MON Mode means the radio monitors the broadcastarea forother APs, then passestheir
information on to the ZyxelDevice where itcan be determined ifthose APsare friendlyor
rogue. fa radio issetto thismode itcannotreceive connec tions from wireless c lients (see
Section 1.2.3 on page 14).

Root APmeansthe radio actsasan APand also supportsthe wirele ss c onnec tio ns with
other APs(in repeatermode) to form a WDS (Wite le ss Distrib ution System) to extend its
wire le ss ne twork.

Repeatermeansthe radio can establish a wireless connec tion with other APs (in eitherrot
APorrepeatermode) to form a WDS.

Radio 1 Profile

Selectthe radio profile the radio uses.

Note: Youcanonly applya 2.4G APradio profile to radio 1. Otherwise, the first
radio wilnotbe working.

Radio 1 WDS Profile

This field isavaiable only when the radio isin Root APorRepeatermode.

Selectthe WDSprofile the radio usesto connectto a mot APorrepeater.

Uplink Selec tion This field isavaiable only when the radio isin Repeatermode.

Mode
Select AUTO to have the ZyxelDevice automatic ally use the settingsin the applied WDS
profile to connectto a mot APorrepeater.
Select Manualto have the ZyxelDevice connectto the mot APorrepeaterwith the MAC
addressspecified in the Radio 1 Uplink MAC Address field.

Max Output Power Enterthe maximum output power(between 0 to 30 dBm) ofthe ZyxelDevice in this field. If

there isa high density of APsin an area, decrease the output powerofthe ZyxelDevice to
reduce interference with other APs.

Note: Reducing the output poweralso reducesthe ZyxelDevice’s effec tive
broadcastradius.

MBSSID Se tting s

Edit ClickEditicon ( | ")to open a screen where you can modify the entry’s settings. In some
tablesyoucanjustclicka table entry and edit it directly in the table. Forthose typesof
tablessmallred triangles display fortable entries with changesthatyou have notyet
applied.

# This field shows the index numberofthe SSID

SSID Pro file This field displaysthe SSID profile thatis associated with the radio profile.

Radio 2 Setting

Radio 2 Activate

This displaysif the ZyxelDevice hasa second radio.

Selectthe checkboxto enable the ZyxelDevice’ssecond radio.
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Table 28 Configuration > Wireless > AP Management (continued)

TABEL

DESCRIPIION

Radio 2 OP Mode

This displays if the ZyxelDevice hasa second radio. Select the operating mode forradio 2.

APMode meansthe radio canreceive connectionsfrom wirelessclientsand passtheirdata
traffic through to the ZyxelDevice to be managed (orsubsequently passed on to an
upstream gateway formanaging).

MON Mode meansthe radio monitors the broadcastarea forother APs, then passestheir
information on to the ZyxelDevice where itcan be determined if those APsare friendlyor
ogue. fa radio issetto thismode itcannotreceive connec tions from wireless c lients (see
Section 1.2.3 on page 14).

Root APmeansthe radio actsasan APand also supports the wirele ss c onnec tio ns with
other APs(in repeatermode) to form a WDSto extend its wirele ss ne two rk.

Repeatermeansthe radio can establish a wireless connec tion with other APs (in eitherroot
APorrepeatermode) to form a WDS.

Radio 2 Profile

This displays if the ZyxelDevice hasa second radio. Selectthe radio profile the radio uses.

Note: Youcanonlyapplya 5G APradio profile to radio 2. Otherwise, the second
radio wilnotbe working.

Radio 2 WDS Pro file

This field isavaiable only when the radio isin Root APorRepeatermode.

Selectthe WDSprofile the radio usesto connectto a mot APorrepeater.

Uplink Selec tion This field isavaiable only when the radio isin Repeatermode.

Mode
Select AUTO to have the ZyxelDevice automatic ally use the settingsin the appled WDS
profile to connectto a mot APorrepeater.
Select Manualto have the ZyxelDevice connectto the mot APorrepeaterwith tbe MAC
address specified in the Radio 2 Uplink MAC Address field.

Max Output Power Enterthe maximum output power(between 0 to 30 dBm) ofthe ZyxelDevice in this field. If

there isa high density of APsin an area, decrease the output powerofthe ZyxelDevice to
reduce interference with other APs.

Note: Reducing the output poweralso reducesthe ZyxelDevice’s effec tive
broadcastradius.

MBSSID Se tting s

Edit

Click Edit ( | ")to open a screen where you can modify the entry’s settings. In some tables
youcanjustclcka table entry and edititdirectly in the table. Forthose typesoftablessmall
red trianglesdisplay fortable entries with changesthat you have notyetappled.

# This field shows the index numberofthe SSID

SSID Pro file This field shows the SSID profile thatisassociated with the radio profile.
Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Reset Click Resetto retum the screen to its last-saved settings.

10.3 Rogue AP

Use thisscreen to enable Rogue APDetection and import/exporta mgue orfriendly AP list in a txt file.
Click Configuration > Wireless > Rogue APto accessthisscreen.
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Rogue APs

Armgue APisa wirelessaccesspointoperating in a networkscoverage area thatisnotunderthe
controlofthe networkadministrator, and which can potentially open up holesin a network’s se ¢ urity.

In the following example,a cormporate network’ssecurity iscompromised by a ogue AP (RG) setup by
anemployee athisworkstationin orderto allow him to connecthisnotebook computerwirelessly (A).
The company’'slegitimate wirelessnetwork (the dashed ellipse B) iswell-secured, but the rogue AP uses
inferiorse c urity thatiseasily broken by an attacker(X) running readily available enc ryption-c rac king
software. In thisexample, the attackernow hasaccessto the company network, including sensitive
data stored on the file server(C).

Figure 45 Rogue AP Example
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Fdendly APs

Fyouhave more than one AP in yourwirele ss network, you should also configure a List of “friendly” APs.
Friendly APsare wirelessaccesspointsthatyou know are nota threat. Eisrecommended thatyou
export (save) yourlist of fiendly APsoften, especially if you have a network with a large numberof
accesspoints. Exported lists show MAC addressesin txt file formatseparated by line breaks.

Rogue AP Detection

This feature allows the ZyxelDevice to monitorthe Wil signals forotherwireless APs (see also Section
1.2.3onpage 14). Detected APswilappearin the Monitor > Wireless > Detected Device screen, where
the ZyxelDevice willlabel APs with the criteria you selectin Suspected Rogue AP Classification Rule as a
suspected rogue. The APswhich you markaseithermgue orfriendly APsin the Monitor > Wireless >
Detected Device screen wilappearin the Wireless > Rogue APscreen. See Section 1.4 on page 18 to
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know which modelssupport Rogue AP Dete ction.

Note: Enabling Rogue APDetection might affectthe performance of wireless c lients
associated with the ZyxelDevice.

Figure 46 Configuration > Wireless > Rogue AP (forZyxelDevicesthat support Monitormode)
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Figure 47 Configuration > Wireless > Rogue AP (forZyxelDevicesthat support Rogue AP Detection)
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Each field isdescrbed in the following table.

Table 29 Configuration > Wireless > Rogue AP

TABEL DESCRIPIION
Rogue AP Detec tion Setting
Enable Rogue AP Selectthischeckboxto detect Rogue APsin the network
Detection
Suspected Rogue AP Selectthe checkboxes(Weak Security (Open, WEP, WPA-PSK), Hidden SSID, SSID
Classific ation Rule Keyword) ofthe charactersticsan AP should have forthe ZyxelDevice to markitasa
Rogue AP.
Add Click thisto add an SSID Keyword.
Edit Selectan SSID Keyword and c lic k this button to mo dify it.
Remove Selectan existing SSID keyword and clic k thisbutton to delete it.
# This is the SSID Keyword’s index numberin this List.
SSID Ke ywo rd This field displays the SSID Keyword.
Rogue/Friendly AP List
Add Click thisbutton to add an AP to the list and assign it eitherfriendly orrogue status.
Edit Selectan AP in the list to edit and reassign its sta tus.
Remove Selectan AP in the list to remove.
# This field isa sequentialvalue, and itisnotassociated with any interface.
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Table 29 Configuration > Wireless > Rogue AP (continued)

TABEL DESCRIPIION
Role This field indic ates whe therthe selected APisa rogue-ap ora friendly-ap.  change the
AP smwle, clic kthe Edit button.
MAC Address This field indic atesthe AP sradio MAC address.

Description

This field displaysthe AP’sdescription. You can modify thisby clic king the Edit button.

Rogue/Friendly AP List
Importing/Exp o rting

These controlsallow you to export the cumentlist ofrogue and friendly APsorimport
existing lists.

Fle Path / Browse /

Enterthe file name and path ofthe list you wantto importorclick the Browse button to

Importing locate it. Once the File Path field hasbeen populated, clic kImporting to bring the list into
the ZyxelDevice.
Youneed to wait a while forthe importing processto finish.
Exporting Clic k thisbutton to export the cument list of eitherro gue APsorfriendly APS.
Apply Click Apply to save yourchangesbackto the ZyxelDevice.
Reset Click Resetto retum the screen to its last-saved settings.

10.3.1 Add/Edit Rogue/Frie ndly List

ClickAdd orselectan AP and clic kthe Edit button in the Configuration > Wireless > Rogue APtable to

display this screen.

Figure 48 Configuration > Wireless > Rogue AP > Add/Edit Rogue/Friendly AP List

Edif Rogue/Friendly AP List

e BT

Fach field isdescrbed in the following table.

Table 30 Configuration > Wireless > Rogue AP > Add/Edit Rogue/Frendly AP List

IABEL

DESCRIPIION

MAC

Enterthe MAC addressofthe APyou wantto add to the list. A MAC addressisa unique
hardware identifierin the following hexadecimalformat: xx:xx:xx:xx:xx:xx where xxis a
hexadecimalnumberseparated by colons.

Description

Enterup to 60 charactersforthe APPsdescription. Spacesand underscoresare allowed.

Role Selecteither Rogue APorFriendly APforthe APsmwle.
OK Click OKto save yourchangesbackto the ZyxelDevice.
Cancel Click Cancelto close the window with changesunsaved.

10.4 DCS

Use thisscreen to configure dynamic radio channelselection (see Dynamic ChannelSelection (DCS) on
page 76). Clic k Configuration > Wireless > DCSto accessthisscreen.
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Figure 49 Configuration > Wireless > DCS
bcs
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Each field isdescribed in the following table.

Table 31 Configuration > Wireless > DCS

TABEL DESCRIPIION

DCSNow Clic k this to have the ZyxelDevice scan forand selectan avaiable channelimmediately.
Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Reset Click Resetto retum the screen to its last-saved settings.

10.5 Technical Reference

The following section contains additionaltechnicalinformation about the featuresdescrbed in this
chapter.

Dynamic Channel Selection

When numermwus APsbroadcast within a given area, they ntroduce the possbility of heightened radio
mnterference, especially if some orallofthem are broadcasting on the same radio channel K the
interference becomestoo great, then the network administratormust o pen his AP ¢ o nfiguration o p tio ns
and manually change the channelto one thatno otherAPisusing (oratleasta channelthathasa
lowerlevelofinterference) in orderto give the connected stationsa minimum degree ofinterference.
Dynamic channelselection frees the network administratorfrom thistask by le tting the APdo it
automatically. The APcan scan the area around it looking forthe channelwith the leastamountof
interference.

In the 2.4 GHz spectrum, each channelfrom 1to 13 isbroken up into discrete 22 MHz se gments that are
spaced 5 MHzapart. Channelliscentered on 2.412 GHz while channel13 iscentered on 2.472 GHz.

Figure 50 An Example Three-ChannelDeployment
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Three channelsare situated in such a way asto create almost no interfference with one anotherifused
exclusively: 1,6 and 11. When an APbroadcastson any ofthese 3 channels, it should not inte ffere with
neighboring APsaslong asthey are also limited to same trio.

Figure 51 An Example FourChannelDeployment
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However, some regionsrequire the use ofotherchannelsand often use a safety scheme with the
following fourchannels: 1,4, 7 and 11. While they are situated sufficiently close to both each otherand
the three so-called “safe” channels(1,6 and 11) thatinterfference becomesinevitable, the severity ofitis
dependentupon otherfactors: proximity to the affected AP, signalstre ngth, activity, and so on.

Finally, there isan altemative fourchannelscheme forEISL c onsisting of channels 1, 5,9, 13. This o ffers
signific antly lessoverdap thatthe otherone.

Figure 52 An Altemative Fourr-ChannelDeployment
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11.1 Overview

CHAPTER 11

User

Thischapterdescrbeshow to set up useraccountsand usersettings forthe ZyxelDevice.

11.1.1 What You Can Do in this Chapter

* The Userscreen (see Section 11.2 on page 87) providesa summary of alluseraccounts.

* The Setting screen (see Section 11.3 on page 89) controls default settings, login settings, loc kout
settings, and otherusersettings forthe ZyxelDevice.

11.1.2 WhatYou Ne

ed To Know

The following termsand conceptsmay help asyouread thischapter.

UserAccount

A useraccountdefinesthe privlegesofa userlogged into the ZyxelDevice. Useraccountsare used in

controlling accessto configuration and servicesin the ZyxelDevice.

UserTypes

These are the typesofuseraccountsthe ZyxelDevice uses.

Table 32 TypesofUserAccounts

TYPE

ABIITTIIES

10 GIN MEIHO D(S)

Admin Users

admin

Change ZyxelDevice configuration (web, CLD

WWW, TEINET SSH, FIP

limite d-ad min

IookatZyxelDevice configuration (web, CL)

Perform basic diagno stics (CILD)

WWW, TEINET, SSH

Access Users

user

Used forthe embedded RADIUSserverand
SNMPv3 useraccess

Browse usermode commands (CL)

Note: The default admin accountisalways authenticated locally, egardlessof the
authentic ation method setting.
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11.2 UserSummary

The Userscreen providesa summary of alluseraccounts.  accessthisscreen click Configuration >
Object> User.

Figure 53 Configuration > Object> User
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The following table descrbesthe labelsin thisscreen.

Table 33 Configuration > Object> User

TABEL DESCRIPTION
Add Click thisto create a new entry.
Edit Double-clickanentryorselectitand click Editto open a screen where you c an modify the

entry’s settings.

Remove D remove an entry, selectit and click Remove. The ZyxelDevice confims you want to
remove itbefore doing so.

ObjectReference Selectan entry and clickObject Reference to open a screen that shows which se tting s use

the entry.
# This field isa sequentialvalue, and itisnotassociated with a specific user.
UserName This field displays the username ofeach user.
UserBpe This field displays type ofuserthisaccount wasconfigured as.

* admin-thisusercanlookatand change the configuration ofthe ZyxelDevice

¢ limited-admin - thisusercan look at the configuration ofthe ZyxelDevice butnot to
change it

* user-thisuserhasaccessto the ZyxelDevice’sservicesbutcannotlookat the
configuration

Description This field displaysthe description foreach user.

11.2.1 Add/Edit User

The UserAdd/Editscreen alowsyouto create a new useraccountoredit an existing one.

11.2.1.1 Rules forUserNames

Entera username from 1to 31 characters.
The username can only contain the following characters:

* Alphanumeric A-z0-9 (there isno unicode support)

* _[underscores]
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e -[dashes]

The fistcharactermustbe alphabetical(A-Za-z), an underscore (_),ora dash (-). Otherlmitations on

usernamesare:

e Usernamesare case-sensitive. Fyouentera user'bob'butuse 'BOB when connecting via CIESorFIP,
it will use the account settingsused for' BOB not ‘bob’.

* Usernameshave to be different than usergroup names.

e Here are the reserved usernames:

e adm * admin any e bin daemon
e debug e devicehaecived ftp * games halt

e Idap-users e Ip mail * news nobody
* operator * radius-users ot e shutdown sshd

* sync * uucp zyxel

T accessthisscreen, go to the Userscreen, and click Add orEdit.

Figure 54 Configuration > Object> User> Add/Edit A User
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The following table descrbesthe labelsin thisscreen.

Table 34 Configuration > User> User> Add/Edit A User

TABEL DESCRIPIION

UserName Tpe the username forthisuseraccount. You may use 1-31 alphanumeric characters,
underscores(_),ordashes(-), butthe fist charactercannotbe a number. Thisvalue iscase-
sensitive. Usernames have to be different than usergroup names, and some wordsare
reserved.

Userype Select whattype ofuserthisis. Choicesare:
* admin-thisusercanlookatand change the configuration ofthe ZyxelDevice
* limited-admin - thisusercan look atthe configuration ofthe ZyxelDevice butnot to

change it

* user-thisisused forembedded RADIUSserverand SNMPv3 useraccess

Password Enterthe password ofthisuseraccount. Ecanconsistof4 - 63 alphanumeric characters.

Retype Re-enterthe password to make sure you have entered it comec tly.

Description Enterthe description ofeach user, iff any. You can use up to 60 printable ASCIIcharacters.
Defaultdescriptionsare provided.
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Table 34 Configuration > User> User> Add/Edit A User(c ontinued)

TABEL DESCRIPIION

Authentic ation This field isnot available if the usertype is user.

Tme o ut Setting s
Fyou wantto set authentication timeoutto a value otherthan the default settings, select
Use Manual Settings then fill yourpreferred valuesin the fieldsthatfollow.

Iease Time This field isnot available if the usertype is user.

Enterthe numberofminutes thisuserhasto renew the cument session before the useris
logged out. Youcan specify 1 to 1440 minutes. You can enter0 to make the numberof
minute s unlimited. Admin usersrenew the session every time the main sc re e n re fre she s in the
Web Configurator.

Re authentic ation

This field isnot available if the usertype is user.

Tme
Tpe the numberofminutesthisusercanbe logged into the ZyxelDevice in one se ssion
before the userhasto log inagain. Youcan specify 1 to 1440 minutes. You can enter0 to
make the numberofminutes unlimited. Unlike Iease Time, the userhasno opportunity to
renew the session witho ut logging out.

OK Click OKto save yourchangesbackto the ZyxelDevice.

Cancel Click Cancelto exit this sc reen without saving yourc hanges.

11.3 Se tting

This screen controls default settings, login settings, lo c ko ut settings, and otherusersettings forthe Zyxel

Device.

T accessthisscreen, login to the Web Configurator, and click Configuration > Object> User> Se tting.
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Figure 55 Configuration > Object> User> Setting
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The following table descrbesthe labelsin thisscreen.

Table 35 Configuration > Object > User> Setting

TABEL

DESCRIPIION

User De fault Se tting

Default Authe ntic ation
Time o ut Se tting s

The se authentication timeoutsettingsare used by default when youcreate a new
useraccount. They also controlthe settings forany existing useraccountsthatare
setto use the default settings. You can stilmanually configure any useraccount’s
authe ntic a tion time o ut se tting s.

Double-clickanentry orselectitand click Editto open a screen where you can
mo dify the entry’s se tting s.

This field isa sequentialvalue, and itisnotassociated with a specific entry.

UserType

These are the kindsofuseraccountthe ZyxelDevice supports.

* admin-thisusercanlbokatand change the configuration ofthe ZyxelDevice

¢ limited-admin - thisusercanlookatthe configuration ofthe ZyxelDevice butnot
to change it

* user-thisisused forembedded RADIUSserverand SNMPv3 useraccess

Lease Time

This is the defaultlease time in minutes foreach type ofuseraccount. It defines the
numberofminutesthe userhasto renew the curnent session before the useris
logged out.

Admin usersrenew the session every time the main screen re freshe s in the Web
Configurator.

Re authe ntic ation Time

This is the default reauthentic ation time in minutesforeach type ofuseraccount. k
definesthe numberof minutes the usercanbe logged into the Zyxel Device in one
session before having to log in again. Unlke Iease Time, the userhasno opportunity
to renew the session withoutlogging out.

Userlogon Settings
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Table 35 Configuration > Object> User> Setting (c ontinued)

TABEL

DESCRIPIION

Limit the numberof
simultaneouslogonsfor
administration account

Selectthischeckboxifyou wantto seta limit on the numberofsimultaneouslogins
by admin users. Fyoudo notselectthis,admin userscanlogin asmany timesasthey
want atthe same time using the same ordifferent IPaddresses.

Maximum numberper
administration account

This field is e ffe c tive when Limit ... foradministration accountischecked. Type the
maximum numberofsimultaneousloginsby each admin user.

Userlockout Settings

Enable logon retry limit

Selectthischeckboxto seta limit on the numberoftimeseachusercanlogin
unsuc c e ssfully (forexample, wrong password) before the IPaddressislocked outfor
a specified amountoftime.

Ma ximum re try c ount

This field is e ffec tive when Enable logon retry limitischecked. Type the maximum
numberoftimeseach usercan login unsuccessfully before the IPaddressislocked
out forthe specified lockout period. The numbermustbe between 1 and 99.

Iockout period This fie ld is e ffe c tive when Enable logon retry limitischecked. Type the numberof
minute s the usermust waitto try to login again, f logon retry limitisenabled and the
maximum retry countisreached. Thisnumbermustbe between 1 and 65,535 (about
45.5 days).

Apply Click Apply to save the changes.
Reset Click Resetto retum the screen to its last-saved settings.

11.3.1 Edit User Authe ntic ation Tim e out Se tting s

Thisscreen allows you to setthe default authentication time out settings forthe selected type ofuser
account. These default authentic ation time out settings also c ontrolthe settings forany existing user

accountsthatare setto use the default settings. You can still manually configure any useraccount’s
authentic ation time o ut se tting s.

T accessthisscreen, go to the Configuration > Object> User> Setting screen, selectone ofthe Default
Authentication Time out Se ttings e ntry and c lic k the Editicon.

Figure 56 User> Setting > Edit Use r Authe ntic ation Time o ut Se tting s
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The following table descrbesthe labelsin thisscreen.

Table 36 User> Setting > Edit Use r Authe ntic a tion Time o ut Se tting s

TABEL DESCRIPIIO N
UserBype This read-only field id e ntifie s the type of useraccount forwhich you are ¢ onfiguring the
default se ttings.
* admin-thisusercanlookatand change the configuration ofthe ZyxelDevice.
¢ limited-admin - thisusercanlookatthe configuration ofthe ZyxelDevice butnot to
change it.
Iease Tme Enterthe numberof minutes this type of useraccount hasto renew the cument session

before the userislogged out. Youcan specify 1 to 1440 minutes. You can enter0 to make
the numberofminute s unlimited.

Admin usersrenew the session every time the main screen re fre shesin the Web Configurator.
Accessuserscanrenew the session by clicking the Renew button on theirscreen. Fyoualow
accessusersto renew time automatic ally, the userscanselectthischeckboxon theirscreen
aswell In thiscase, the sessionisautomatically enewed before the lease time expires.

Re authentic ation
Tme

Type the numberofminutesthistype ofuseraccountcanbe logged into the ZyxelDevice in
one session before the userhasto log inagain. Youcan specify 1 to 1440 minutes. Youcan
enter0 to make the numberof minutes unlimite d. Unlke Iease Time, the userhasno
opportunity to renew the session without logging out.

OK

Click OKto save yourchangesbackto the ZyxelDevice.

Cancel

Click Cancelto exit this screen without saving yourchanges.
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C HAPTER 12
AP Profile

12.1 Overview

Thischaptershowsyou how to configure preset profiles forthe ZyxelDevice.

12.1.1 What You Can Do in this Chapter

* The Radio screen (Section 12.2on page 94) createsradio configurationsthatcanbe used by the APs.

* The SSIDscreen (Section 12.3 on page 100) configuresthree different typesofprmfiesforyour
networked APs.

12.1.2 WhatYou Need To Know

The following termsand conceptsmay help asyouread thischapter.

Wireless Profiles

Atthe heartofallwireless AP configurationson the ZyxelDevice are profiles. A profile representsa group
ofsaved settingsthatyoucan use acrossany numberofconnected APs. You can setup the following
wireless profile types:

* Radio - This profile type definesthe propertiesofan AP sradio transmitter. You can have a maximum
of64 radio profiles on the ZyxelDevice.

* SSID - This profile type definesthe propertiesofa single wirelessnetworksignalbroadcastby an AP.
Fachradio on a single APcanbrmadcastup to 8 SSIDs. Youcan have a maximum of 64 SSID profiles
on the ZyxelDevice.

® Security - This profile type definesthe securty settingsused by a single SSID. & controls the encryption
method required fora wireless client to associate itself with the SSID. You can have a maximum of 64
securty profiles on the ZyxelDevice.

* MAC Hiltering - This profile providesan additionallayerofsecurty foran SSID, allowing you to block
accessoralow accessto thatSSIDbased on wireless client MAC addresses. fa client's MAC address
ison the list, then itiseitherallowed ordenied, depending on how you set up the MAC Fiterprofile.
Youcan have a maximum of 64 MAC filtering profiles on the ZyxelDevice.

SSID

The SSID (Service Set IDentifier) is the name that identifies the Service Set with which a wirele ss station is
associated. Wirele ss stations associating to the accesspoint (AP) must have the same SSID. In other
words, it is the name ofthe wireless network that clientsuse to connect to it.
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WEP

WEP (Wired Equivalent Privacy) encryption scramblesalldata packetstransmitted between the AP and
the wireless stationsassociated withitin orderto keep network communic ations private. Both the
wire le ss stations and the accesspoints must use the same WEPkey fordata encryption and decryption.

WPA2

WPA2 (IEEE 802.111) is a wirele ss se c urity standard that defines strongerencryption, authentic ation and
key managementthan WPA. Key differencesbetween WPA2 and WEP are improved data encryption
and userauthentic a tion.

IEEE 802.1x

The IEEE 802.1x standard outlines enhanced security methods forboth the authentication of wire le ss
stations and encryption key management. Authentication isdone using an extemal RADIUSserver.

IEEE 802.11k/ v Assisted Roaming

IEEE802.11kis a standard forradio resource management of wire le ss LANs, whic h allo ws c lie nts to
request neighborlists from the connected APand discoverthe bestavailable APwhen roaming. An
802.11k neighborlist can contain up to six BSSIDs with the highe st RCPI(Received Channel Power
Indicator) value in both bands (5 GHz and 2.4 GHz, in the ratio of4:2).

The IEEE802.11v BSS Transition Management feature letsan AP automatically provide load information

ofthe neighborAPsto clients. k helpsthe ZyxelDevice steerclientsto a suitable APforbetter
performance orload balancing.

12.2 Radio

Thisscreen allowsyouto create radio profilesforthe ZyxelDevice. A radio profile is a list of settingsthat
an ZyxelDevice can use to configure itsradio transmitte(s). To acc e ss this scre en c lic k Configura tion >
Object> AP Profile.

Note: Youcan have a maximum of 32 radio profileson the ZyxelDevice.
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Figure 57 Configuration > Object> AP Profile > Radio
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The following table descrbesthe labelsin thisscreen.

Table 37 Configuration > Object> AP Profile > Radio
TABEL DESCRIPIION
Add Click thisto add a new radio profile.
Edit Clic k this to edit the selected radio profile.
Remove Clic k this to remove the selected radio profile.
Activate D tum on an entry, selectitand click Activate.
hactivate T tum off an entry, selectit and click mactivate.
Object Clic k this to view which otherobjects are linked to the selected radio profile.
Reference
# This field isa sequentialvalue, and itisnotassociated with a specific user.
Sta tus This field shows whetherornotthe entryisactivated.
A yellow bubb signifies that thisrule isactive. A gray bulb signifies that thisrule isnotactive.
Profile Name This field indic ate s the name assigned to the radio profile.
Frequency Band | This field indic atesthe frequency band which thisradio profile is c onfigured to use.
Apply Click Apply to save yourchangesbackto the ZyxelDevice.
Reset Click Resetto retum the screen to its last-saved settings.

12.2.1 Add/Edit Radio Profile

Thisscreen allowsyou to create a new radio profile oredit an existing one.Tb accessthisscreen, click
the Add button orselecta radio profile from the list and clic k the Edit b utton.
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Figure 58 Configuration > Object> AP Profile > Radio > Add/Edit
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The following table descrbesthe labelsin thisscreen.

Table 38 Configuration > Object> AP Profile > Radio > Add/Edit

TABEL DESCRIPTION
Hide / Show Click this to hide orshow the Advanced Settings in this window.
Advanced Settings
General Settings
Activate Selectthisoption to make this profile active.
Profile Name Enterup to 31 alphanumeric charactersto be used asthisprofile’sname. Spacesand
underscoresare allowed.
802.11 Band Select whetherthisradio would use the 2.4 GHzor5 GHzband.
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Table 38 Configuration > Object> AP Profile > Radio > Add/Edit (c ontinued)

TABEL

DESCRIPIION

802.11 Mode

Selecthow to let wirelessclientsconnectto the AP.
¥802.11 Band isset to 2.4G:

e 11b/g:allowseither IEEE802.11b or IEEE802.11g compliant WIAN devicesto associate
with the ZyxelDevice. The ZyxelDevice adjusts the transmission rate automatic ally
according to the wireless standard supported by the wirelessdevices.

e 11n:allows IEEE802.11b, IEEE802.11g and IEEE802.11n compliant WIAN devices to
associate with the ZyxelDevice.

e 1lax: allowsIEEE802.11b, IEEES802.11g, IEEES802.11n, and IEEE802.11ax ¢ o mpliant WIAN
devicesto associate with the ZyxelDevice. fthe WIAN device isn’tcompatible with
802.11ax, the ZyxelDevice willc o mmunic ate with the WLAN devic e using 802.11n, and
S0 on.

¥802.11 Band isset to 5G:

¢ 1la:alowsonly IEEE802.11a compliant WIAN devices to associate with the Zyxel
Device.

e 11n:alowsboth IEEE802.11n and IEEE802.11a compliant WIAN devicesto associate
with the ZyxelDevice.

e 1lac:allowsIEEE802.11n, IEEE802.11a, and IEEES802.11ac compliant WIAN devices to
associate with the ZyxelDevice. fthe WIAN device isn’tcompatible with 802.11ac, the
ZyxelDevice willcommunic ate with the WIAN device using 802.11n, and so on.

¢ 1lax: allowsIEEES802.11n, IEEES802.11a, IEEE802.11ac, and IEEE802.11ax compliant WIAN
devicesto associate with the ZyxelDevice. fthe WIAN device isn’t compatible with
802.11ax, the ZyxelDevice willcommunic ate with the WIAN devic e using 802.11ac,
and so on.

Channel Wid th

Selectthe channelbandwidth you want to use foryourwirele ss network.

Select20 MHz if you want to lessen radio interference with otherwireless devicesin your
neighborhood.

Select20/40 MHz to allow the ZyxelDevice to choose the channelbandwidth (20 or40
MHz) that hasleastinterfference.

Select20/40/80 to allow the ZyxelDevice to choose the channelbandwidth (20 or40 or80)
thathasleastinterference. Thisoptionisavailable only whenyouselectllac orllaxin the
802.11 Mode field.

Note: Ifthe envimnnment has poorsignal-to-noise ratio (SNR), the ZyxelDevice wil
switch to a lowerbandwidth.

Channel
Selection

This is the radio ¢ hannelwhich the signalwilluse forbmwadcasting by thisradio profile.

e DCS:Choose Dynamic ChannelSelection to have the ZyxelDevice choose a radio
channelthathasleastinterference.

* Manual Choose from the avaiable radio channelsin the list. ¥ yourZyxelDevice is
outdoortype, be sure to choose non-indoorschannels.

Enable DCS
Client Aware

Select this to have the ZyxelDevice switch channels only when there are no clients
connected to it. Fthere isa clientconnected, the ZyxelDevice willnot switch channelsbut
generate a log. The ZyxelDevice triesto scan and switch channelsagain atthe end ofthe
specified time intervaloratthe scheduled time.

Fyoudisable this then the ZyxelDevice switcheschannelsimmediately regardlessofany
client connections. In thisinstance, clientsthatare connected to the ZyxelDevice when it
switcheschannelsare dropped.

Enable DCS
Client Aware

This field isavailable when you set Channel Selection to DCS.

Select thisto have the ZyxelDevice switch channelsonly when there are no clients
connected to it. Fthere isa clientconnected, the ZyxelDevice willnot switch channelsbut
generate a log. The ZyxelDevice triesto scan and switch channelsagain atthe end ofthe
specified time intervaloratthe scheduled time.

KFyoudisable thisthen the ZyxelDevice switcheschannelsimmediately regardlessofany
client connections. In thisinstance, clientsthatare connected to the ZyxelDevice when it
switcheschannelsare dropped.
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Table 38 Configuration > Object> AP Profile > Radio > Add/Edit (c ontinued)

TABEL

DESCRIPIION

2.4 GHz Channel
Selection Method

This field isavailable when you set Channel Selection to DCS.

Selecthow you want to specify the channelsthe ZyxelDevice switchesbetween for2.4
GHzoperation.

Selectauto to have the ZyxelDevice display a 2.4 GHz Channel Deploymentfield you can
use to limit channelswitc hing to 3 or4 channels.

Select manualto selectthe individualchannelsthe ZyxelDevice switchesbetween.

Note: The method isautomatically set to auto when no channelisselected or
any one ofthe previously selected channelsisnot supported.

Channel D

This field isavailable only when you set Channel Selection to DCSand set 2.4 GHz Channel
Selection Method to manual

Selectthe channelsthatyou want the ZyxelDevice to use.

2.4 GHz Channel
Deployment

Thisisavaiable when you set Channel Selection to DCSand the 2.4 GHz Channel Selec tion
Method isset to auto.

SelectThree-Channel Deployment to limit c hannelswitc hing to channels 1,6, and 11, the
three channelsthat are sufficiently attenuated to have almost no impacton one another.
In otherwords, thisallows you to minimize c hannelinterference by limiting c hannel-
hopping to these three “safe” channels.

Select FourChannel Deploymentto imit c hannelswitc hing to fourc hannels. Depending
on the country domain, if the only allowable channelsare 1-11 then the ZyxelDevice uses
channels1, 4, 7,11 in this c onfiguration; o the rwise, the ZyxelDevice useschannels1,5,9, 13
in this configuration. Fourchanneldeployment expandsyourpoolofpossible channels
while keeping the channelinterference to a minimum.

Enable 5 GHz DFS
Aware

This field isavailable only when you select5G in the 802.11 Band field, set Channel
Selection to DCSand set5 GHz Channel Selection Method to auto.

Selectthisif yourAPsare operating in an area known to have RADARdevices. Thisallows
the ZyxelDevice to downgrade itsfrequency to below 5 GHz in the e vent RADAR signalis
detected, thus preventing it from inte rfe ring with that signal

Enabling this forcesthe APto selecta non-DFSchannel

5 GHz Channel
Selection Method

Selecthow you want to specify the channelsthe ZyxelDevice switchesbetween for5 GHz
operation.

Select Auto to have the ZyxelDevice automatically select the best channel

Select manualto selectthe individualchannelsthe ZyxelDevice switchesbetween.

Note: The method isautomatically set to auto when no channelisselected or
any one ofthe previously selected channelsisnot supported.

ChannelD This field isavailable only when you set Channel Selection to DCS and set5 GHz Channel
Selection Method to manual
Selectthe channelsthatyou want the ZyxelDevice to use.

Tme Interval Selectthisoption to have the ZyxelDevice survey the other APs within its broadc ast radius

atthe end ofthe specified time interval

DCSTme Interval

This field isavailable when you set Channel Selection to DCS and selectthe Time Interval
option.

Entera numberofminutes. This regulates how often the ZyxelDevic e surveysthe other APs
within its broadc ast radius. fthe channelon which it is curre ntly broadc asting suddenly
comesinto use by another AP, the ZyxelDevice willthen dynamically select the next
available clean channelora channelwith lowerinterference.
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Table 38 Configuration > Object> AP Profile > Radio > Add/Edit (c ontinued)

TABEL DESCRIPIION
Sc hedule Selectthisoption to have the ZyxelDevice survey the other APs within its broadc ast radius
ata specific time onselected daysofthe week.
Start Time Specify the time ofthe day (in 24-hourformat) to have the ZyxelDevice use DCSto
automatically scan and find a less-used channel
Week Days Selecteachdayofthe weekto have the ZyxelDevice use DCSto automatically scan and

find a less-used channel

Advanced Settings

Guard Interval

This field isavailable only when the channelwidth is 20/ 40MHz or20/40/ 80MHz and the
802.11 Mode iseitherllnorllac.

Set the guard intervalforthisradio profile to eithershortorlong.

The guard intervalisthe gap introduced between data transmission from usersin orderto
reduce interference. Reducing the intervalincreasesdata transferratesbutalso increases
interference. Increasing the intervalreducesdata transferratesbutalso reduces
interference.

Enable A-MPDU
Aggregation

This field isnotavailable when you set 802.11 Mode to 11a or1lb/g.
Selectthisto enable A-MPDUaggregation.

Message ProtocolData Unit (MPDU) aggregation collects Ethemet frames along with their
802.11n headersand wrapsthem in a 802.11n MAC header. This method isusefulfor
increasing bandwidth throughput in environmentsthatare prone to high enmorrates.

Enable A-MSDU
Aggregation

This field isnotavaiable when you set 802.11 Mode to 11a or1lb/g.
Selectthisto enable A-MSDUaggregation.

Mac Service Data Unit (MSDU) aggregation collects Ethemet frames without any of their
802.11n headersand wrapsthe headerlesspayload in a single 802.11n MAC header. This
method isusefulforincreasing bandwidth throughput. kisalso more e fficient than A-MPDU
exceptin envimnmentsthatare prone to high emorrates.

RIS CTS Thre shold

Use RIYCTSto reduce data collisionson the wireless network if you have wire le ss c lients
thatare associated with the same APbutoutofrange ofone another. When enabled, a
wirelessclient sendsan RIS(Request T Send) and then waitsfora CTS(ClearD Send)
before it transmits. This sto ps wire le ss ¢ lie nts from transmitting packetsatthe same time
(and causing data collisions).

A wirelessclient sendsan RISforallpacketslaigerthan the number(ofbytes) that you
enterhere. Setthe RIYCTSequalto orhigherthan the fragmentation threshold to tum RIY
CTSoff.

Beacon Interval

When a wirelessly networked device sendsa beacon, tincludeswithita beacon interval
This spe cifiesthe time period before the ZyxelDevice sendsthe beacon again. The interval
tellsreceiving deviceson the networkhow long they can waitin low-powermode before
waking up to handle the beacon. A high value helps save cument consumption of the
accesspoint.

DTM

Delivery Traffic Indic ation Message (DTIM) is the time period afterwhich broadcastand
multicast packetsare transmitted to mobile clientsin the Active PowerManagement
mode. A high DTIM value can cause clientsto lose connec tivity with the ne two rk. This value
canbe setfrom 1to 255.

Enable Signal
Thre sho ld

Selectthe checkboxto use the signalthreshold to ensure wirelessclientsreceive good
throughput. This allo ws only wire le ss ¢ lients with a strong signalto connectto the AP.

Clearthe checkboxto notrequire wireless clients to have a minimum signal stre ngth to
connectto the AP.

Station Signal
Thre sho ld

Seta minimum c lient signalstrength. A wirelessclientisallowed to connectto the AP only
when its signalstrength is strongerthan the specified threshold.

-20 d Bm is the strongestsignalyou can require and -105 is the we akest.
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Table 38 Configuration > Object> AP Profile > Radio > Add/Edit (c ontinued)

TABEL DESCRIPTION
Disassociate Seta minimum kic k-o ff signalstrength. When a wireless client’s signalstrength islowerthan
Sta tio n Thre sho Id

the specified threshold, the ZyxelDevice disc onnec ts the wire le ss ¢ lie nt from the AP.

-20 d Bm is the strongest signalyou can require and -105 is the we ake st.

Alow Station
Multiple Retries

Connection after

Selectthisoption to allow a wireless client to try to associate with the APagain afteritis
disconnected due to weaksignalstrength.

Sta tion Re try
Count

Set the maximum numberoftimesa wirelessclientcan attemptto re-connectto the AP

Allow 802.11n/
ac/ax stations
only

Selectthisoption to allow only 802.11 n/ac/axclientsto connect, and reject 802.11a/b/g
c lie nts.

Bla ¢ klist DFS
channelsin

presence ofradar

This field isavailable if 802.11 Band isset to 5G and Channel Selection is set to DCS.

Enable thisto temporarnly blacklist the wireless channelsin the Dynamic Frequency
Selection (DFS) range whenevera radarsignalisdetected by the ZyxelDevice.

Enable 802.11d

Clearthe checkboxto preventthe AP from broadcasting a country code, also called a
country hformation Hement (IE),in beacon frames. Thismakesthe APincompatble with
802.11d networksand devices.

802.11d isa WiFinetwork specification that allowsthe APto broadcasta countrycode to
WiFi c ient. The country code indicateswhere the APislocated. ¥ WiFiclientsare unable to
connectto the APdue to anincompatible country code, you should disable 802.11d.

Multic a st Se tting s

Transmissio n
Mode

Specify how the ZyxelDevice handles wire le ss multic a st tra ffic .

Se le c t Multic ast to Unicastto broadc ast wire le ss multic ast traffic to allofthe wirele ss c lie nts
a s unic a st tra ffic. Unic ast traffic dynamically changesthe data rate based on the
application’sbandwidth re quire ments. The re transmit me c hanism o f unic a st tra ffic
provides more reliable transmission ofthe multic a st traffic, although it also produces
duplicate packets.

Select Fixed Multicast Rate to send multic ast traffic to allwirelessclientsat a single data
rate. You must know the multicastapplication’sbandwidth requirementsand set it in the
following field.

Multic a st
Rate(Mbps)

¥you set Tansmission Mode to Fixed Multicast Rate, selecta data rate at which the Zyxel
Device transmits multicast packetsto wirelessclients. Forexample, to deploy4 Mbpsvideo,
select a fixed multic ast rate higherthan 4 Mbps.

WIAN Rate Control
Se tting

Setsthe minimum data rate that2.4Ghz WiFiclientscan connectat,in Mbps. At the time of
write, allowed valuesare: 1, 2,5.5,6,9, 11, 12, 18, 24, 36, 48, 54.

Se ts the minimum data rate that 5Ghz WiFiclientscan connectat, in Mbps. At the time of
write, allowed valuesare: 6,9, 12, 18, 24, 36, 48, 54.

Increasing the minimum data rate canreduce networkoverthead and improve Wik
network pefformance in high density environments. However, WiFic lients that do not
support the minimum data rate wilnotbe able to connectto the AP.

OK

Click OKto save yourchangesbackto the ZyxelDevice.

Cancel

Click Cancelto exit this sc reen without saving yourchanges.

12.3 SSID

The SSID screens allow you to c onfigure three different typesofprofiesforyournetworked APs: an SSID

list, which can assign specific SSID ¢ onfigurations to your APs; a sec urity list, which can assign spe c ific
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encryption methodsto the APswhen allowing wirelessclientsto connectto them; and a MAC filte rlist,
which can limit connectionsto an APbased on wireless clients MAC addresses.

12.3.1 SSID List

Thisscreen allowsyou to create and manage SSID configurationsthatcanbe used by the APs. An SSID,
orService Set IDentifier, isbasic ally the name ofthe wirelessnetworkto which a wirelessclientcan
connect. The SSID appearsasreadable textto any device capable ofscanning forwireless frequencies
(such asthe WiFiadapterin a laptop), and isdisplayed asthe wirelessnetworkname when a person
makesa connection to it.

T accessthisscreen click Configuration > Object> AP Profile > SSID > SSID List.

Note: Youcannotadd orremove an SSID profile afterrunning the setup wizard.

Figure 59 Configuration > Object> AP Profile > SSID > SSID List (De fa ult)
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Figure 60 Configuration > Object> AP Profile > SSID > SSID List (After wizard setup)
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The following table descrbesthe labelsin thisscreen.

Table 39 Configuration > Object> AP Profile > SSID > SSID List
TABEL DESCRIPIION
Add Click thisto add a new SSID profile.

Thisbutton isnotavailable afteryou configure the ZyxelDevic e using the wizard.
Edit Click this to edit the selected SSID profile.
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Table 39 Configuration > Object> AP Profile > SSID > SSID List (c o ntinued)

TABEL DESCRIPIION
Remove Clic k this to remove the selected SSID profile.

Thisbutton isnotavailable afteryou configure the ZyxelDevic e using the wizard.
Object Click thisto view which otherobjectsare linked to the selected SSID profile (forexample, radio
Reference profie).
# This field isa sequentialvalue, and itisnotassociated with a specific user.
Pro file Name This field indic ate s the name assigned to the SSID profile.
SSID This field indic ate s the SSID name asitappearsto wirele ss c lie nts.
Se ¢ urity Pro file This field indic ates whic h (if any) sec urity profile is associated with the SSID profile.
QoS This field indic atesthe Qo Stype associated with the SSID profile.
MAC Hltering This field indic ates whic h (if any) MAC filter Profile is associated with the SSID profile.
Pro file
VIAN D This field indic ate s the VIAN ID associated with the SSID profile.

12.3.2 Add/Edit SSID Profile

Thisscreen allowsyouto create a new SSID profile oredit an existing one. T accessthisscreen, clic kthe
Add button orselecta SSID profile from the list and click the Edit button.
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Figure 61 Configuration > Object> AP Profile > SSID > SSID List > Add/Edit SSID Pro file (NWA50AX)
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The folowing table describesthe labelsin thisscreen.

Table 40 Configuration > Object> AP Profile > SSID > SSID List > Add/Ed it SSID Pro file

TABEL DESCRIPTION

Create new Selectanobjecttype from the listto create a new one associated with this SSID pro file.

Object

Pro file Name Enterup to 31 alphanumerc characters forthe profile name. Thisname isonly visible in the
Web Configuratorand isonly formanagement purposes. Spacesand underscores are
allowed.

SSID Enterthe SSID name forthis profile. This is the name visible on the network to wirele ss c lie nts.
Enterup to 32 characters, spacesand underscoresare allowed.

Se ¢ urity Pro file Selecta securty profile from this list to associate with this SSID. Fnone exist, you c an use the

Create new Objectmenu to create one.

Note: kishighlyrecommended thatyoucreate securty profilesforallofyourSSIDs to
enhance yournetwo rk se c urity.
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Table 40 Configuration > Object > AP Profile > SSID > SSID List > Add/Ed it SSID Pro file (c ontinued)

TABEL DESCRIPIION

MAC FHiltering Selecta MAC fitering profile from the list to associate with this SSID. F none exist, you can use

Pro file the Create new Objectmenu to create one.

MAC filtering allows you to limit the wirele ss ¢ lients connecting to yournetwork through a
particularSSID by wirele ss c ient MAC addresses. Any clients that have MAC addressesnotin
the MAC filtering profile ofallowed addressesare denied connec tions.

The disable setting meansno MAC fitering is used.

QoS Selecta Qualityof Service (QoS)accesscategory to associate with this SSID. Accesscategories
minimize the delay of data packetsacrossa wielessnetwork Certain categores, such as
video orvoice, are given a higherprorty due to the time sensitive nature oftheirdata packets.
QoSaccesscategoresare asfollows:
disable: Tums o ff Qo Sforthis SSID. Alldata packetsare treated equally and nottagged with
accesscategores.

WMM: Enablesautomatic tagging ofdata packets. The ZyxelDevice assignsaccesscategores
to the SSID by examining data asit passesthrough it and making a best guesseffort.
some thing looks like video traffic, forinstance, tistagged assuch.
WMM_VOICE Allwire le ss tra ffic to the SSID istagged asvoice data. Thisisrecommended ifan
SSID isused forac tivities ike placing and receiving VoIP phone calls.
WMM_VIDEO: All wire le ss tra ffic to the SSID istagged asvideo data. Thisisrecommended for
ac tivitie s like video conferencing.
WMM_BEST EFFORT All wire le ss tra ffic to the SSID istagged as“besteffort,” meaning the data
travels the best oute it c an without displacing higherpriorty traffic. Thisis good forac tivitie s
that do notrequire the best bandwidth throughput, such as surfing the Inte met.
WMM_BACKGROUND: All wire le ss traffic to the SSIDistagged aslow priority or“background
traffic”, meaning allotheraccesscategorestake precedence overthisone. Ftraffic from an
SSID doesnothave strict throughput re quire ments, then thisaccesscategoryisrecommended.
Forexample, an SSID that only hasnetwork printers connected to it.
Rate Limiting

Do wnlink Define the maximum incoming transmission data rate (eitherin mbpsorkbps) on a perstation
basis.

Uplink Define the maximum outgoing transmission data rate (eitherin mbpsorkbps) on a perstation
basis.

VIAN DD Entera VIAN ID forthe ZyxelDevice to use to tag traffic originating from this SSID.

Hidden SSID Selectthisif you wantto “hide” your SSID from wire le ss ¢ lie nts. This te lls any wire le ss ¢ lie nts in the

vic inity o f the AP using this SSID profile not to display its SSID name asa potentialconnec tion.
Notallwirelessclientsrespectthisflag and display it anyway.

When a SSIDis “hidden” and a wirelessclientcannot see it, the only way youcan connect to
the SSID isby manually entering the SSID name in yourwireless connection setup screen(s)
(these vary by client, c lient c onnec tivity so ftware, and operating system).

Enable Intra-BSS
Ta ffic Blocking

Selectthisoption to prevent crossovertraffic from within the same SSID on the ZyxelDevice.

Enable U-APSD

Selectthisoption to enable Unscheduled Automatic PowerSave Delivery (U-APSD), which is
also known as WMM-PowerSave. Thishelpsincrease battery life forbattery-powered wirele ss
clientsconnected to the ZyxelDevice using this SSID profile.

802.11Kk/v Assiste d

Selectthisoption to enable IEEE802.11k/v assisted maming on the ZyxelDevice. When the

Roaming connected clientsrequest 802.11k neighborlists, the ZyxelDevice willresponse with a list of
neighborAPsthatcanbe candidatesformaming.
Sc hedule SSID Selectthisoption and set whetherthe SSIDisenabled ordisabled oneach day ofthe week

You also need to selectthe hourand minute (in 24-hourformat) to specify the time period of
each day during which the SSIDisenabled/enabled.
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Table 40 Configuration > Object> AP Profile > SSID > SSID List > Add/Edit SSID Pro file (c ontinued)

TABEL DESCRIPIION
OK Click OKto save yourchangesbackto the ZyxelDevice.
Cancel Click Cancelto exit this screen without saving yourchanges.

12.4 Sec urity List

Thisscreen allows you to manage wirele ss sec urity configurationsthatcan be used by your SSDDs.
Wire le ss se c urity is implemente d stric tly between the APbrwadcasting the SSID and the stationsthatare
connected to it.

T accessthisscreen click Configuration > Object > AP Profile > SSID > Se c urity List.
Note: Youcan have a maximum of 32 security profiles on the ZyxelDevice.

Figure 62 Configuration > Object> AP Profile > SSID > Se ¢ urity List (NWA50AX)
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The following table descrbesthe labelsin thisscreen.

Table 41 Configuration > Object > AP Profie > SSID > Se c urity List

TABEL DESCRIPIION

Add Click thisto add a new security profile.

Edit Clic k this to edit the selected security profie.

Remove Clic k this to remove the selected securty profile.

Object Clic k this to view which otherobjectsare linked to the selected security profie (forexample,
Reference SSID pro file ).

# This field isa sequentialvalue, and itisnotassociated with a specific user.

Profile Name This field indic ate s the name assigned to the securty profile.

Se ¢ urity Mode This field indic ate s this profile’s se c urity mode (if any).

12.4.1 Add/Edit Se c urity Profile

Thisscreen allowsyou to create a new security profile oredit an existing one. T accessthisscreen, click
the Add button orselecta securty profile from the list and clic k the Edit button.
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Note: These screens optionschange based on the Security Mode selected.

Figure 63 Configuration > Object> AP Profile > SSID > Se c urity List > Add/Edit Se ¢ urity Pro file > Se ¢ urity
Mode: none (NWA50AX)
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The following table descrbesthe labelsin thisscreen.

Table 42 Configuration > Object > AP Profile > SSID > Se ¢ urity List > Add/Edit Se ¢ urity Pro file > Se ¢ urity
Mode: none

TABEL DESCRIPTION
General Settings
Pro file Name Enterup to 31 alphanumeric charactersforthe profile name. Thisname isonly visible in

the Web Configuratorand isonly formanagementpurmposes. Spacesand underscores
are alowed.

Se c urity Mod e Selecta security mode from the list: none, enhanced-open, wep, wpa2, wpa2-mix or
wpa3.

enhanced-open uses Opportunistic Wirele ss Enc ryption (OWE) whic h enc rypts the
wirele ss connection when possble.

Advance

Note: Clickon the Show Advanced Settings button to show the fieldsdescribe below.

Idle Tmeout Enterthe idle interval (in seconds) thata clientcanbe idle before authentication is
disc ontnued.
OK Click OKto save yourchangesbackto the ZyxelDevice.
Cancel Click Cancelto exit this screen without saving yourc hanges.
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Figure 64 Configuration > Object> AP Profile > SSID > Se ¢ urity List > Add/Edit Se ¢ urity Pro file > Se ¢ urity
Mode: enhanced-open
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The folowing table describesthe labelsin thisscreen.

Table 43 Configuration > Object > AP Profile > SSID > Se ¢ urity List > Add/Ed it Se ¢ urity Pro file > Se ¢ urity
Mode: enhanced-open

TABEL DESCRIPTIO N
General Settings
Profile Name Enterup to 31 alphanumerc charactersforthe profile name. Thisname isonly visible in

the Web Configuratorand isonly formanagement purposes. Spacesand underscores
are alowed.

Se ¢ urity Mode

Selecta security mode from the list: none, enhanced-open, wep, wpa2, wpa2-mix or
wpa3.

enhanced-open uses Opportunistic Wirele ss Enc ryption (OWE) whic h enc rypts the
wirele ss connection when possble.

Authentic ation Settings

Transition Mode

Enable thisforbackwardscompatbility. Thisoption isonly available if the Security Mode
iswpa3 orenhanced-open. Thiscreatestwo vitual APs (VAPs) with a primary (wpa3 or
enhanced-open) and falback (wpa2 ornone) security method.

Ithe Security Mode iswpa3, enabling thiswillforce ManagementFrame Protectionto be
setto Optional Kthisisdisabled orif the Security Mode isenhanced-open, Management
Frame Protection willbe setto Required.

Advance

Note: Clickon the Show Advanced Settings button to show the fieldsdescribe below.

Idle Tmeout

Enterthe idle interval(in seconds) thata clientcan be idle before authentic ation is
disc ontnued.
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Table 43 Configuration > Object > AP Profile > SSID > Se ¢ urity List > Add/Edit Se ¢ urity Pro file > Se ¢ urity
Mode: enhanced-open (continued)

TABEL

DESCRIPIION

Management Frame
Protec tion

Thisfield isavailable only when you select wpa2 in the Security Mode field and set Cipher
Type to aes.

Data framesin 802.11 WIANscan be encrypted and authenticated with WEP, WPA or
WPA2. But 802.11 management frames, such asbeacon/probe response, association
request, association response, de-authentication and disassociation are always
unauthenticated and unencrypted. IEEE802.11w Protected Management Framesallows
APs to use the existing security mec hanisms (encryption and authentication methods
defned in IEEE802.11i WPA/WPA2) to protect management frames. Thishelps prevent
wirele ss Do S attacks.

Selectthe checkboxto enable managementframe protection (MFP) to add sec urity to
802.11 management frames.

Select Optionalif you do notrequire the wireless c lients to support MFP. Management
frameswillbe encrypted if the c lie nts support MFP.

Select Required and wirele ss ¢ ients must support MFP in orderto join the ZyxelDevice’s
wire le ss ne two rk.

OK

Click OKto save yourchangesbackto the ZyxelDevice.

Cancel

Click Cancelto exit this sc reen without saving yourc hanges.

Figure 65 Configuration > Object> AP Profile > SSID > Se ¢ urity List > Add/Ed it Se ¢ urity Pro file > Se ¢ urity
Mode: wep (NWA50AX)
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The following table descrbesthe labelsin thisscreen.

Table 44 Configuration > Object > AP Profile > SSID > Se ¢ urity List > Add/Ed it Se ¢ urity Pro file > Se ¢ urity

Mode: wep

TABEL DESCRIPIION

General Settings

Profile Name Enterup to 31 alphanumerc charactersforthe profile name. Thisname isonly visible in

the Web Configuratorand isonly formanagement purposes. Spacesand underscores
are alowed.

Se ¢ urity Mode

Selecta security mode from the list: none, enhanced-open, wep, wpa2, wpa2-mix or
wpa3.

enhanced-open uses Opportunistic Wirele ss Enc ryption (OWE) whic h enc rypts the
wirele ss connection when possble.

Authentic ation Settings

Authentication Type

Selecta WEP authentication method. Choicesare Open orShare key.

Key Iength Selectthe bit-length ofthe encryption key to be used in WEP ¢ o nne c tio ns.
Fyouselect WEP-64:
e FEnter10 hexadecimaldigitsin the range of “A-F’, “a-f” and “0-9” (forexample,
0x11AA22BB33) foreach Key used.
or
e Enter5 ASCIIcharacters(case sensitive) ranging from “a-z”, “A-Z” and “0-9” (for
example, MyKey) foreach Key used.
Fyouselect WEP-128:
e FEnter26 hexadecimaldigitsin the range of “A-F’, “a-f” and “0-9” (forexample,
0x00112233445566778899AABBCC) foreach Key used.
or
e FEnter13 ASCIlcharacters(case sensitive) ranging from “a-z”, “A-Z” and “0-9” (for
example, MyKey12345678) foreach Key used.
Key 1~4 Based on yourKey Iength selection, enterthe approprate length hexadecimalorASCI
key.
Advance

Note: Clickon the Show Advanced Settings button to show the fieldsdescrbe below.

Idle Tmeout Enterthe idle interval(in seconds) thata clientcan be idle before authentic ation is
disc ontinued.

OK Click OKto save yourchangesbackto the ZyxelDevice.

Cancel Click Cancelto exit this sc reen without saving yourchanges.
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Figure 66 Configuration > Object> AP Profile > SSID > Se c urity List > Add/Edit Se ¢ urity Pro file > Se ¢ urity
Mode: wpa2 (NWA50AX)
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The following table descrbesthe labelsin thisscreen.

Table 45 Configuration > Object > AP Profile > SSID > Se ¢ urity List > AAdd/Edit Se ¢ urity Pro file > Se ¢ urity

Mode: wpa?2

TABEL DESCRIPTION

General Settings

Pro file Name Enterup to 31 alphanumeric charactersforthe profile name. Thisname isonly visible in
the Web Configuratorand isonly formanagement purposes. Spacesand underscores
are alowed.

Se c urity Mode Selecta security mode from the list: none, enhanced-open, wep, wpa2, wpa2-mix or

wpa3.

enhanced-open uses Opportunistic Wirele ss Enc ryption (OWE) whic h enc rypts the
wirele ss connection when possble.

Authentic ation Setting s

This field isavaiable when you select the wpa2, wpa2-mix orwpa3 sec urity mode.

Personal
Selectthisoption to use a Pre-Shared Key (PSK) with WPA2 encryption or Simultane ous
Authentication of Equals (SAE) with WPA3 enc ryption.
Pre-Shared Key Entera pre-shared key of between 8 and 63 case-sensitive ASCIIc haracters (inc luding
spacesand symbols) or64 hexadecimalcharacters.
Advance

Note: Click on the Show Advanced Settings button to show the fieldsdescrbe below.
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Table 45 Configuration > Object > AP Profile > SSID > Se ¢ urity List > AAdd/Edit Se ¢ urity Pro file > Se ¢ urity
Mode: wpa2 (continued)

TABEL DESCRIPIION
CipherType Selectanencryption ciphertype from the list.

e auto - Thisautomatically choosesthe bestavailable cipherbased on the cipherin
use by the wirelessclient thatisattempting to make a connection.

e aes- Thisisthe Advanced Encryption Standard encryption method. kisa more
recentdevelopmentoverTKIP and considerably more robust. Not all wire le ss ¢ lie nts
may support this.

Idle Tmeout Enterthe idle interval(in seconds) thata clientcan be idle before authentic ation is

disc ontinued.

Group Key Update
Tmer

Enterthe interval(in seconds) at which the APupdatesthe group WPA2 encryption key.

Pre -Authe ntic ation

Select Enable to allow pre-authentic ation. Otherwise, select Disable.

Management Frame
Protec tion

Thisfield isavailable only when you select wpa2 in the Se curity Mode field and set Cipher
Type to aes.

Data framesin 802.11 WIANscan be encrypted and authenticated with WEP, WPA or
WPA2. But 802.11 management frames, such asbeacon/probe response, association
request, association response, de-authentication and disassociation are always
unauthenticated and unencrypted. IEEE802.11w Protected Management Framesallows
APs to use the existing security mec hanisms (encryption and authentication methods
defned in IEEE802.11i WPA/WPA2) to protect management frames. Thishelps prevent
wirele ss Do S attacks.

Selectthe checkboxto enable managementframe protection (MFP) to add sec urity to
802.11 management frames.

Select Optionalif you do notrequire the wireless c lients to support MFP. Management
frameswillbe encrypted if the c lie nts support MFP.

Select Required and wirele ss ¢ ients must support MFP in orderto join the ZyxelDevice’s
wire le ss ne two rk.

OK

Click OKto save yourchangesbackto the ZyxelDevice.

Cancel

Click Cancelto exit this sc reen without saving yourc hanges.
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Figure 67 Configuration > Object> AP Profile > SSID > Se ¢ urity List > Add/Edit Se ¢ urity Pro file > Se ¢ urity
Mode: wpa2-mix (NWA50AX)
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The following table descrbesthe labelsin thisscreen.

Table 46 Configuration > Object > AP Profile > SSID > Se ¢ urity List > AAdd/Edit Se ¢ urity Pro file > Se ¢ urity
Mode: wpa2-mix

TABEL DESCRIPTION
General Settings
Pro file Name Enterup to 31 alphanumeric charactersforthe profile name. Thisname isonly visible in

the Web Configuratorand isonly formanagement purposes. Spacesand underscores
are alowed.

Se c urity Mode Selecta security mode from the list: none, enhanced-open, wep, wpa2, wpa2-mix or
wpa3.

enhanced-open uses Opportunistic Wirele ss Enc ryption (OWE) whic h enc rypts the
wirele ss connection when possble.

Authentic ation Setting s

Personal This field isavaiable when you select the wpa2, wpa2-mix orwpa3 sec urity mode.

Selectthisoption to use a Pre-Shared Key (PSK) with WPA2 encryption or Simultane ous
Authentication of Equals (SAE) with WPA3 encryption.

Pre-Shared Key Entera pre-shared key of between 8 and 63 case-sensitive ASCIIc haracters (inc luding
spacesand symbols) or64 hexadecimalcharacters.

Advance

Note: Click on the Show Advanced Settings button to show the fieldsdescrbe below.
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Table 46 Configuration > Object> AP Profile > SSID > Se c urity List > AAdd/Edit Se ¢ urity Pro file > Se ¢ urity
Mode: wpa2-mix (continued)

TABEL DESCRIPIION
CipherType Selectan encryption ciphertype from the list.
e auto - Thisautomatically choosesthe bestavailable cipherbased on the cipherin
use by the wirelessclient thatisattempting to make a connection.
¢ aes-Thisisthe Advanced Encryption Standard encryption method. kisa more
recentdevelopmentoverTKIP and considerably more robust. Not all wire le ss ¢ lie nts
may support this.
Idle Tmeout Enterthe idle interval(in seconds) thata clientcanbe idle before authentic ation is

disc ontinued.

Group Key Update
Tmer

Enterthe interval(in seconds) at which the APupdatesthe group WPA2 encryption key.

Pre -Authe ntic ation

Select Enable to allow pre-authentic ation. Otherwise, select Disable.

OK

Click OKto save yourchangesbackto the ZyxelDevice.

Cancel

Click Cancelto exit this screen without saving yourc hanges.

Figure 68 Configuration > Object> AP Profile > SSID > Se ¢ urity List > Add/Edit Se ¢ urity Pro file > Se ¢ urity
Mode: wpa3 (NWA50AX)
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The following table descrbesthe labelsin thisscreen.

Table 47 Configuration > Object > AP Profile > SSID > Se ¢ urity List > AAdd/Edit Se c urity Pro file > Se ¢ urity
Mode: wpa3

IABEL DESCRIPIION

General Settings

Profile Name Enterup to 31 alphanumerc charactersforthe profile name. Thisname isonly visible in

the Web Configuratorand isonly formanagement purposes. Spacesand underscores
are alowed.
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Table 47 Configuration > Object> AP Profile > SSID > Se ¢ urity List > AAdd/Edit Se ¢ urity Pro file > Se ¢ urity
Mode: wpa3 (continued)

TABEL

DESCRIPIION

Se c urity Mode

Selecta security mode from the list: none, enhanced-open, wep, wpa2, wpa2-mix or
wpa3.

enhanced-open uses Opportunistic Wirele ss Enc ryption (OWE) whic h enc rypts the
wirele ss connection when possble.

Authentic ation Settings

Personal

This field isavaiable when you select the wpa2, wpa2-mix orwpa3 security mode.

Selectthisoption to use a Pre-Shared Key (PSK) with WPA2 enc ryption or Simultane ous
Authentic ation of Equals (SAE) with WPA3 enc ryption.

Pre-Shared Key

Entera pre-shared keyofbetween 8 and 63 case-sensitive ASCIIc haracters (inc luding
spacesand symbols) or64 hexadecimalcharacters.

Transition Mode

Enable thisforbackwardscompatibility. Thisoption isonly available if the Security Mode
iswpa3 orenhanced-open. Thiscreatestwo vitual APs (VAPs) with a primary (wpa3 or
enhanced-open) and falback (wpa2 ornone) security method.

Ithe Security Mode iswpa3, enabling thiswillforce ManagementFrame Protectionto be
setto Optional Fthisisdisabled orif the Security Mode isenhanced-open, Management
Frame Protection willbe set to Required.

Advance

Note: Clickon the Show Advanced Settings button to show the fieldsdescrbe below.

Idle Tmeout

Enterthe idle interval (in seconds) thata clientcanbe idle before authentic ation is
disc ontnued.

Group Key Update
Tmer

Enterthe interval(in seconds) at which the APupdatesthe group WPA2 encryption key.

Pre -Authentic ation

Select Enable to allow pre-authentication. Otherwise, select Disable.

Management Frame
Protec tion

Thisfield isavailable only when you select wpa2 in the Se curity Mode field and set Cipher
Type to aes.

Data framesin 802.11 WIANscan be encrypted and authenticated with WEP, WPA or
WPA2. But 802.11 management frames, such asbeacon/probe response, association
request, association response, de-authentication and disassociation are always
unauthenticated and unencrypted. IEEE802.11w Protected Management Famesallows
APs to use the existing security me c hanisms (encryption and authentic ation methods
defined in IEEE 802.11i WPA/WPA2) to protect management frames. Thishelps prevent
wireless DoSattacks.

Selectthe checkboxto enable managementframe protection (MFP) to add sec urity to
802.11 management frames.

Select Optionalif you do notrequire the wireless ¢ ients to support MFP. Management
frameswilbe encrypted if the clie nts support MFP.

Select Required and wireless clients must support MFP in orderto join the ZyxelDevice’s
wire le ss ne two rk.

OK

Click OKto save yourchangesbackto the ZyxelDevice.

Cancel

Click Cancelto exit this sc reen without saving yourc hanges.
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12.5 MAC Filter List

Thisscreen allowsyou to create and manage securty configurationsthatcanbe used by yourSSIDs. To
accessthisscreen click Configuration > Object> AP Profile > SSID > MAC Filte r List.

Note: Youcan have a maximum of 32 MAC filtering profiles on the ZyxelDevice.

Figure 69 Configuration > Object> AP Profile > SSID > MAC Filte r List

MAT Fibwer Lig Surreniory
B A
& Prafle oo s Tl A tgm

B | f e 2 (7 few ied oh i

The following table descrbesthe labelsin thisscreen.

Table 48 Configuration > Object > AP Profie > SSID > MAC Filte r List

TABEL DESCRIPIION

Add Click thisto add a new MAC filtering profile.

Edit Clic k this to edit the selected MAC filtering profile.

Remove Clic k this to remove the selected MAC fitering profile.

Object Clic k this to view which otherobjectsare linked to the selected MAC fitering profile (for
Reference example, SSID profile).

# This field isa sequentialvalue, and itisnotassociated with a specific user.

Profile Name This field indic ate s the name assigned to the MAC filtering profile.

Fiter Ac tion This field indic ate s this profile’s filte ra ¢ tion (if any).

12.5.1 Add/Edit MAC Filte r Profile

Thisscreen allowsyou to create a new MAC fitering profile oredit an existing one.Tb accessthisscreen,
clickthe Add button orselecta MAC filterprofile from the list and clic k the Edit button.

Note: Each MAC fittering profile can include a maximum of512 MAC addresses.
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Figure 70 Configuration > Object> AP Profile > SSID > MAC Filte r List > Add/Ed it MAC Filte r Pro file
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The following table descrbesthe labelsin thisscreen.

Table 49 Configuration > Object> AP Profile > SSID > MAC FHilter List > Add/Edit MAC Filte r Pro file

TABEL DESCRIPIION

Pro file Name Enterup to 31 alphanumerc characters forthe profile name. Thisname isonly visible in the
Web Configuratorand isonly formanagement purposes. Spacesand underscoresare
allowed.

Fiter Ac tion Selectallow to permmit the wirele ss ¢ lient with the MAC addressesin thisprofile to connectto the
networkthrough the associated SSID; selectdeny to blockthe wirele ss c lie nts with the specified
MAC addresses.

Add Click thisto add a MAC addressto the profile’s list.

Edit Click this to edit the selected MAC addressin the profile’s list.

Remove Clic k this to remove the selected MAC address from the profile’s Lst.

# This field isa sequentialvalue, and itisnotassociated with a specific user.

MAC This field specifiesa MAC addressassociated with thisprofile. You can clickthe MAC address to

make iteditable.

Description

This field displaysa description forthe MAC addressassociated with thisprofile. You can click
the description to make it editable. Enterup to 60 characters, spacesand underscores
allowed.

OK

Click OKto save yourchangesbackto the ZyxelDevice.

Cancel

Click Cancelto exit this screen without saving yourchanges.
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CHAPTER 13
MON Profile

13.1 Overview

Thisscreen allows you to set up monitormode configurations thatallow yourZyxelDevice to scan for
otherwireless devicesin the vicinity. Once detected, you can use the Wireless > MON Mode screen
(Section 10.3 on page 79) to classify them aseitherrmgue orfriendly.

NotallZyxelDevices support monitormode and mgue APsdetection.

13.1.1 WhatYou Can Do in this Chapter

The MON Profile screen (Section 13.2onpage 117) createspresetmonitormode configurationsthatcan
be used by the ZyxelDevice.

13.2 MON Profile

Thisscreen alowsyou to create monitormode configurationsthatcanbe used by the APs. T access
thisscreen, log into the Web Configurator, and click Configuration > Object> MON Profile.

Figure 71 Configuration > Object> MON Pro file
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The following table descrbesthe labelsin thisscreen.

Table 50 Configuration > Object > MON Pro file

TABEL DESCRIPIION

Add Click thisto add a new monitormode profile.

Edit Click this to edit the selected monitormode profile.
Remove Clic k this to remove the selected monitormode profile.
Activate D tum on an entry, selectitand click Activate.
hactivate D tum offan entry, selectitand click mactivate.
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Table 50 Configuration > Object> MON Profile (c ontinued)

TABEL DESCRIPIION

Object Click this to view which otherobjectsare linked to the selected monitormode profie (for
Reference example,an APmanagement profile).

# This field isa sequentialvalue, and itisnotassociated with a specific profile.

Sta tus This field shows whetherornot the entryisactivated.

Pro file Name This field indic ates the name assigned to the monitorprofile.

13.2.1 Add/Edit MON Profile

Thisscreen allowsyouto create a new monitormode profile oredit an existing one. T access this
screen, clickthe Add buttonorselectand existing monitormode profile and click the Edit button. See
Section 1.2.3 0on page 14 formore mformation about MON Mode.

Figure 72 Configuration > Object> MON Profile > Add/Edit MON Pro file
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The following table descrbesthe labelsin thisscreen.

Table 51 Configuration > Object> MON P file > Add/Edit MON Pro file

TABEL DESCRIPIION
Ac tivate Selectthisto activate thismonitormode profile.
Profile Name This field indic ates the name assigned to the monitormode profie.

Channeldwell time

Enterthe interval(in milliseconds) before the ZyxelDevice switchesto anotherchannelfor
mo nito ring .

Scan ChannelMode

Selectauto to have the ZyxelDevice switc h to the next sequentialchannelonce the
Channeldwell time expires.

Select manualto set specific channelsthrough which to cycle sequentially when the
Channeldwell time expires. Selecting thisoptions makesthe Scan Channellist o p tio ns
avaiable.

SetScan Channellist | Selectone ormore than one channelto have the ZyxelDevice using this profile sc an the
(2.4 GHz) channel(s) when Scan ChannelMode is set to manual
These channelsare limited to the 2.4 GHzrange (802.11 b/g/n/ax).
SetScan Channellist | Selectone ormore than one channelto have the ZyxelDevice using this profile sc an the
(5 GHz) channel(s) when Scan Channel Mode is set to manual
These channelsare limited to the 5 GHzrange (802.11 a/n/ac/ax). NotallZyxel Devices
supportboth 24 GHzand 5 GHz frequency bands.
OK Clck OKto save yourchangesbackto the ZyxelDevice.
Cancel Click Cancelto exit this sc reen without saving yourchanges.
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CHAPTER 14
WDS Profile

14.1 Overview

This chaptershows you how to ¢ onfigure WDS (Wire le ss Distrib ution Syste m) profile s forthe ZyxelDe vic e
to form a WDS with other APs.

14.1.1 What You Can Do in this Chapter

The WDS Profile screen (Section 14.2 on page 120) creates preset WDSconfigurationsthatcan be used
by the ZyxelDevice.

14.2 WDS Profile

Thisscreen allows you to manage and create WDSprfiesthatcanbe used by the APs. b access this
screen, clic k Configuration > Object> WDS Profile.

Figure 73 Configuration > Object> WDS Pro file
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The following table descrbesthe labelsin thisscreen.

Table 52 Configuration > Object> WDS Pro file

TABEL DESCRIPIION

Add Click thisto add a new profile.

Edit Click this to edit the selected profile.

Remove Clic k this to remove the selected profile.

# This field isa sequentialvalue, and itisnotassociated with a specific profile.
Profile Name This field indic ate s the name assigned to the profile.

WDS SSID This field shows the SSID specified in this WDS profile.
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14.2.1 Add/Edit WDS Profile

Thisscreen allowsyouto create a new WDSprofile oreditan existing one.Tb accessthisscreen, c lick the
Add button orselect and existing profile and clic k the Edit button.

Figure 74 Configuration > Object> WDSProfile > Add/Edit WDS Pro file
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The following table descrbesthe labelsin thisscreen.

Table 53 Configuration > Object > WDSProfile > Add/Edit WDS Pro file

TABEL DESCRIPIION

Pro file Name Enterup to 31 alphanumeric charactersforthe profile name.

WDS SSID Enterthe SSID with which you want the ZyxelDevice to connectto a mot APorrepeaterto
form a WDS.

Pre-Shared Key Entera pre-shared key of between 8 and 63 case-sensitive ASCIIc harac ters (inc luding

spacesand symbols) or64 hexadecimalcharacters.

The key isused to encrypt the traffic between the APs.

OK Clck OKto save yourchangesbackto the ZyxelDevice.
Cancel Click Cancelto exit this sc reen without saving yourchanges.
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CHAPTER 15
Certificates

15.1 Overview

The ZyxelDevice can use cettificates(also called digital IDs) to authentic ate users. Certificates are
based on public-private key pais. A certificate contains the certificate ownersidentity and public key.
Certtificates provide a way to exchange public keys foruse in authe ntic a tion.

15.1.1 What You Can Do in this Chapter

* The My Certificates screens(Section 15.2onpage 125) generate and exportself-signed certificatesor
cettification requests and import the ZyxelDevice’s CA-signed certific ates.

¢ The Trusted Certificates screens (Section 15.3 on page 132) save CA certificates and trusted remo te
host certificates to the ZyxelDevice. The ZyxelDevice trusts any valid certificate that you have
mported asa trusted certificate. It also trusts any valid certificate signed by any of the certificates
that you have imported asa trusted certificate.

15.1.2 WhatYou Need to Know

The following termsand conceptsmay help asyouread thischapter.

When using public-key cryptology forauthentication,each hosthastwo keys. One keyispublic and can
be made openly available. The otherkey is private and mustbe kept secure.

The se keys work lke a handwrtten signature (in fact, certificatesare often referred to as “digital
signatures”’). Only you can write yoursignature exactly asit should look. When people know what your
signature looks like, they can verify whethersomething wassigned by you, orby someone else. In the
same way, yourprivate key “writes” yourdigital signature and yourpublic key allowspeople to verify
whetherdata wassigned by you,orby someone else.

This process works as follows:

1 Tm wantsto send a message to Jenny. He needsherto be sure thatitcomes from him, and that the
message contenthasnotbeen altered by anyone else along the way. Tim generatesa public key pair
(one public key and one private key).

2 Tm keepsthe private key and makesthe public key openly available. This meansthat anyone who
receivesa message seeming to come from Tim can read it and verfy whetheritisreally from him ornot.

3 Tm useshis private key to sign the message and sendsitto Jenny.
4 Jennyreceivesthe message and uses Tim’s public key to verify it. Jenny knows that the message is from

Tm, and that although otherpeople may have been able to read the message, no-one can have
altered it (because they cannotre-sign the message with Tim’s private key).
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Additionally, Jenny usesherown private key to sign a message and Tm usesJenny’spublic key to verify
the message.

The ZyxelDevice usescertificatesbased on public-key cryptology to authentic ate users atte mpting to
establish a connection, notto encryptthe data thatyou send afterestablishing a ¢ onnec tion. The
method used to secure the data that you send through an established connection dependson the
type of connection.

The cettific ation authorty usesits private key to sign c ertificates. Anyone can then use the centification
authorty’s public key to verify the certific ates.

A certification path is the hierarc hy of c e ttific a tion authority c ertificate s that validate a cettific ate. The
ZyxelDevice doesnottrusta certificate fany cerntificate onitspath hasexpired orbeen revoked.

Certific ation authorties maintain directory servers with databasesofvalid and revoked certificates. A
directory of certificatesthat have beenrevoked before the scheduled expirationiscalled a CRL
(Certificate Revocation List). The ZyxelDevice canchecka peerscertificate againsta directory server's
listofrevoked certificates. The frameworkofservers, software, proceduresand policiesthathandleskeys
iscalled PKI(pub lic -ke y infra struc ture ).

Advantages of Cettificates
Certtific ate s o fferthe following be ne fits.

¢ The ZyxelDevice only hasto store the certificatesofthe certification authortiesthat youdecide to
trust, no matterhow many devicesyouneed to authenticate.

* Key distrbution is simple and very secure since youcan freely distrbute public keysand younever
need to transmit private keys.

Self-signed Certificates

You can have the ZyxelDevice actasa certification authority and sign itsown certificates.

Fac tory De fault C e ific a te

The ZyxelDevice generatesits o wn unique self-signed centific ate when you first tum it o n. This c e rtific a te
isreferred to in the GUIlas the factory default certific ate.

Certrtificate File Formats

Any certtificate that you want to importhasto be in one ofthese file formats:

* Binary X.509: Thisis an [IU-Trecommendation that definesthe formats forX.509 certificates.

e PEM (Base-64) encoded X.509: This Privacy Enhanced Mailformatuseslowercase letters, uppercase
lettersand numeralsto convert a binary X509 cetificate into a printable form.

e Bnary PKCS#7: Thisisa standard thatdefnesthe generalsyntaxfordata (inc uding digitalsigna tures)
thatmaybe encrypted. APRKCS#7 file isused to transfera public key certificate. The private keyisnot
included. The ZyxelDevice cunently allowsthe importation ofa PKS# 7 file that contains a single
certific ate.

e PEM (Base-64) encoded PKCS# 7: This Privacy Enhanced Mail (PEM) format useslowercase letters,
uppercase lettersand numeralsto convert a binary PKCS# 7 c ertific ate into a printable form.
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* Bmnary PKCS#12: Thisis a format fortransfe ming public key and private key c ertific ate s.The private key
mn a PRKCS#12 file is within a password-encrypted envelope. The file’spassword isnotconnected to
yourcerttificate’spublic orprivate passwords. Exporting a PKCS# 12 file creates thisand you must
provide it to decryptthe contents when you import the file into the ZyxelDevice.

Note:Be carefulnotto converta binary file to text during the transferprocess. kiseasy forthis
to occursince many programs use text flesby default.

15.1.3 Verifying a Certific ate

Before youimport a trusted c ertific ate into the ZyxelDevic e, you should verfy that you have the comect
certificate. You can do this using the centificate’s fingerprint. A cettificate’s fingerprintisa message
digestcalculated using the MD5 or SHA1 algorithm. The following procedure describeshow to checka
certificate’s fingerprint to verify that you have the actualcertificate.

1 Browse to where you have the certificate saved on yourcomputer.

2 Make sure thatthe certificate hasa “.cer” or“.cit” fle name extension.
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3 Double-clickthe certificate’sicon to open the Centificate window. Clickthe Details tab and scrolldown
to the Thumbprint Algorithm and Thumbprint field s.
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4 Use a secure method to verify that the certificate o wnerhasthe same information in the Thumbprint
Algorithm and Thumbprint fields. The secure method may vary based on yoursituation. Po ssible
exampleswould be overthe telephone orthrough an HTIPSconnec tion.
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15.2 My Cetificates

Click Configuration > Object> Certificate > My Cettificates to open this screen. Thisis the ZyxelDevice’s

summary list of ¢ e rtific ate s and c e rtific a tion re q ue sts.

Figure 75 Configuration > Object> Certtificate > My Cettificates
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The following table descrbesthe labelsin thisscreen.

Table 54 Configuration > Object > Cettificate > My Certtificates

IABEL

DESCRIPIION

PKiStorage Space
in Use

Thisbardisplaysthe percentage ofthe ZyxelDevice’s PKIstorage space thatiscumently in use.
When the storage space isalmost full, you should considerdeleting expired orunnecessary
cettificatesbefore adding more cettificates.

Add

Click thisto go to the screen where you can have the ZyxelDevice generate a certificate ora
c ertific ation re que st.

Edit

Double-clickan entry orselectitand click Editto open a screen with an in-depth listof
mformation about the certificate.

Remove

The ZyxelDevice keepsallofyourcertificatesunlessyou specifically delete them. Uploading a
new fimware ordefault configuration file doesnotdelete yourcertificates. b remove an
entry, selectitand click Remove. The ZyxelDevice confirmsyou wantto remove itbefore
doing so. Subsequentcertificatesmove up by one when you take thisac tion.

Object Reference

You cannotdelete certificatesthat any ofthe ZyxelDevice’sfeaturesare configured to use.
Selectanentry and clickObject Reference to open a screen that shows which setting s use
the entry.

This field displaysthe centificate indexnumber. The centificatesare listed in alphabeticalorder.

Name

This field displays the name used to identify thiscentificate. kisrecommended thatyou give
each certificate a unique name.

Type

This field displays what kind of c ertific ate this is.

REQ representsa certification request and isnotyeta vald certificate. Send a centification
request to a certific ation authorty, whic h then issues a cetific ate. Use the My C ertific a te
Importscreen to importthe certificate and replace the request.

SEIFre presents a self-signed certificate.

CERTrepresents a certificate issued by a c ertific a tion authority.

Subject

This field displaysid e ntifying information about the certificate’sowner, such asCN(Common
Name), OU(Organizational Unit ordepartment), O (Organizationorcompany) and C
(Country). kisrecommended thateach certificate have unique subject informa tion.
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Table 54 Configuration > Object > Certificate > My Certific ates (continued)

TABEL DESCRIPTION

Issuer This field displays id e ntifying information about the c ertific ate’s issuing c e rtific a tion a utho rity,
such asa common name, organizationalunitordepartment, organization orcompany and
country. With self-signed c e tific ate s, this is the same information asin the Subjectfield.

Valid Fom This field displaysthe date thatthe certificate becomesapplicable.

Vald B This field displaysthe date that the certificate expires. The text displaysin red and includesan
Expired! message if the certificate hasexpired.

Import ClckImportto opena screen where youcan save a certificate to the ZyxelDevice.

Re fre sh Click Refresh to display the current validity status ofthe certific ates.

15.2.1 Add My Certtificates

Clic k Configuration
Certificates screen.

> Object> Certificate > My Centificates and then the Add icon to open the Add My
Use thisscreen to have the ZyxelDevice create a self-signed certificate, enmla

certificate with a certification authorty orgenerate a certific ation re que st.

Figure 76 Configuration > Object> Certificate > My Certificates > Add
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The following table descrbesthe labelsin thisscreen.

Table 55 Configuration > Object> Certificate > My Cettificates > Add

IABEL

DESCRIPIION

Name

Type a name to identify thiscertificate. You can use up to 31 alphanumerc and
~1@#$%"&()_+[1{}’,.=- characters.

Subje ¢ t Info mation

Use these fieldsto record information thatide ntifies the ownerofthe certificate. You do
not have to fillin every field, although you must specify a Host IP Address, Host Domain
Name, orE-Mail The certification authority may add fields(such asa seralnumber) to the
subjectinformation when itissuesa certificate. kisrecommended thateach certific ate
have unique subjectinfoma tion.

Selecta radio button to identify the certificate’sownerby IPaddress,domain name ore-
mailaddress. Type the IPaddress (in dotted decimalnotation), domain name ore-mail
addressin the field provided. The domain name ore-mailaddress is forid e ntific ation
purposesonly and can be any string.

Adomamnname canbe up to 255 characters. Youcan use alphanumeric characters, the
hyphen and periods.

Ane-mailaddresscanbe up to 63 characters. Youcan use alphanumeric charac ters, the
hyphen, the @ symbol periodsand the underscore.

Org aniza tio nal Unit

Identify the organizationalunitordepartment to whic h the certificate ownerbelongs. You
canuse up to 31 characters. Youcan use alphanumeric characters, the hyphen and the
underscore.

O1ganization

Identify the company orgroup to whic h the certificate ownerbelongs. You can use up to
3lcharacters. Youcan use alphanumeric characters, the hyphen and the underscore.

T wn (City)

Hdentify the town orcity where the certificate ownerislocated. Youcan use up to 31
characters. Youcan use alphanumeric characters, the hyphen and the underscore.

State (Province)

Hdentify the state orprovince where the certificate ownerislocated. Youcan use up to 31
characters. Youcan use alphanumeric characters, the hyphen and the underscore.

Country

Id entify the nation where the certtificate ownerislocated. You can use up to 31
characters. Youcan use alphanumeric characters, the hyphen and the underscore.

Key Type

The ZyxelDevice usesthe RSA (Rive st, Shamirand Adleman) public-key encryption
algorthm. SHA1 (Secure Hash Algorithm) and SHA2 are hash algorithmsused to
authenticate packetdata. SHA2-256 or SHA2-512 are part ofthe SHA2 setof
cryptographic functionsand they are considered even more secure than SHA1.

Selecta key type from RSA-SHA256 and RSA-SHA512.

Key Iength

Selecta numberfrom the drop-down listbox to determine how many bits the key should
use (1024 to 2048). The longerthe key, the more secure itis. Alongerkey also uses more PKI
storage space.

Extended Key Usage

Select Server Authentication to allow a web serverto send clients the certific ate to
authentic ate itseIf.

Select Client Authentication to use the certificate’skey to authentic ate clientsto the
secure gateway.

These radio buttonsdealwith how and when the certificate isto be generated.

Create a self-signed
c etific a te

Select this to have the ZyxelDevice generate the certificate and actasthe Certification
Authority (CA) itself. Thisway you do notneed to apply to a centific ation authority for
certtificates.

Create a certtification
request and save it
localy forlater
manualenmwlment

Selectthisto have the ZyxelDevice generate and store a requestfora certific ate. Use the
My Certificate Edit screen to view the certification requestand copy it to send to the
c ertific ation authorty.

Copy the certtification reque st from the My Certificate Edit screen and then send it to the
c ertific a tion authorty.
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Table 55 Configuration > Object > Certificate > My Certificates > Add (continued)

TABEL DESCRIPIION

Create a certification | Selectthisto have the ZyxelDevice generate a requestfora certificate and apply to a
requestand enmllfor | certification authorty fora certificate.
a certific ate

immediately online You must have the certification authorty’scertificate alrady imported in the Trusted

Certtificates screen.

When you selectthisoption, you must select the certific ation authority’s enro Ilme nt
protocoland the certific ation authority’s c e rtific ate from the drop-down list boxes and
enterthe certification authornty’sserveraddress. You also need to fillin the Reference
Numberand Key if the c etific ation autho ity re quire s the m.

Enrollment Protocol This field applieswhen you select Create a certification request and enroll fora certificate
immediately online. Select the certific ation authority’senrollment protocolfrom the drop-
down list box.

Simple Certificate Enrollment Protocol (SCEP) isa TCP-based enmIment protocolthat was
developed by VeriSign and Cisco.

Certificate Management Protocol (CMP) isa TCP-based enmwlment protocolthatwas
developed by the Public Key Infrastruc ture X.509 working group ofthe Intemet
Engineering Task Force (IEIF) and is specified in RFC 2510.

CA Server Address This field applies when you select Create a centification request and enroll fora centificate
immediately online. Enterthe IPaddress (or URD of the certific ation authority server.

Fora URL youcan use up to 511 of the folowing characters. a-zA-Z0-9'0)+,/:.=?;!*# @ $_%-

CA Cettific ate This field applies when you select Create a centification request and enroll fora certific ate
immediately online. Select the certific ation authority’s c e rtific ate from the CA Centificate
drop-down list box.

You must have the certification authority’scertificate alcrady imported in the Trusted
Certificates screen. Clic k Trusted CAs to go to the Trusted Certificates screen where you
can view (and manage) the ZyxelDevice'slist ofcertificates of trusted c ertific ation
autho ritie s.

Request When you select Create a centification request and enroll fora certificate inmediately
Authentication online, the certification authorty may wantyou to include a reference numberand key to
ide ntify you when you send a c ertific a tion re q ue st.

Fillin both the Reference Numberand the Key fields if yo ur c e rtific a tion authority use s the
CMPenwlment protocol Just the Key field displays if yo ur c e tific a tion authority use s the
SCEP enmlment protocol

Forthe reference number, use 0 to 99999999.

Forthe key, use up to 31 of the following c haracters. a-zA-Z0-9; | *~!@# $%" &*()_+\{}":,./

<>=-
OK Click OKto begin certificate orcertific ation reque st generation.
Cancel Click Cancelto quit and retum to the My Certificates screen.

Fyou configured the Add My Certificates screen to have the ZyxelDevice enrlla certificate and the
certificate enmllmentisnotsuccessful, yousee a screen with a Retum button thattakesyoubackto the
Add My Certtificates screen. Click Retum and checkyourinformation in the Add My Certtificates screen.
Make sure that the certific ation authorty mnformationiscomectand thatyourhtemetconnection is
working propedy if you want the ZyxelDevice to enmll a certificate online.

15.2.2 Edit My Certificates

Click Configuration > Object > Certificate > My Certificates and then the Editicon to open the My
Certtificate Editscreen. You can use thisscreen to view in-de pth c ertificate information and change the
certificate’sname.
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Figure 77 Configuration > Object> Cettificate > My Cettificates > Edit
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The following table descrbesthe labelsin thisscreen.

Table 56 Configuration > Object > Certtificate > My Cettificates > Edit

IABEL

DESCRIPIION

Name

This field displaysthe id e ntifying name ofthiscertificate. You can use up to 31 alphanumeric
and ;'~1@# $%"&()_+[1{})’,.=- characters.

Certific a tion Path

This field displays fora certificate, not a c ertific a tion re que st.

Clic k the Refresh button to have thisread-only textbox display the hierarc hy of ¢ ertific ation
authortie s that validate the certificate (and the centific ate itself).

If the issuing c e rtific ation authority is one that you have imported asa trusted certific ation
authority, it may be the only c ertific a tion authority in the list (along with the c e rtific a te itse If).
Ifthe certificate is a self-signed certific ate, the certific ate itself is the only one in the list. The
ZyxelDevice doesnot trust the certificate and displays “Not trusted” in this field if any
certificate on the path hasexpired orbeen revoked.

Re fre sh Click Refresh to display the cenrtific ation path.

C e rtific a te These read-only fields display detailed information about the certificate.

Information

TBpe This field displays generalinformation about the certificate. CA-signed meansthata
Certific a tion Authority signed the centificate. Self-signed meansthatthe certificate’sowner
signed the certificate (nota certific ation authority). “X.509” me ans that this certificate was
created and signed according to the IIU-TX.509 recommendation that definesthe formats
forpublic -key c ertific a te s.

Version This field displays the X.509 version number.

Serial Number This field displays the certific ate’s id e ntific ation numbergiven by the c ertific a tion autho rity
orgenerated by the ZyxelDevice.

Subject This field displays information that id e ntifie s the ownerofthe certificate, such asCommon
Name (CN), Organizational Unit (OU), Organization (O), State (SI), and Country (C).

Isuer This fie ld displayside ntifying information about the c e ttific a te’s issuing c e rtific a tio n a utho rity,

suchasCommon Name, Organizational Unit, Organization and Country.
With self-signed c ertific ates, thisis the same asthe Subject Name field.

“none” displaysfora c ertific a tion re que st.

Signature Algorthm

This field displays the type ofalgorithm that wasused to sign the certificate.

Valid From This field displays the date that the centificate becomesapplicable. “none” displaysfora
c ertific a tion re que st.

Valid D This field displays the date that the certificate expires. The text displaysin red and includes
an Expired! message if the certificate hasexpired. “none” displays fora certification
re q ue st.

Key Algorithm This field displays the type ofalgorithm that wasused to generate the certificate’skey pair
(the ZyxelDevice uses RSA encryption) and the length ofthe key setin bits (1024 bits for
example).

Subje c t Alte mative This field displays the certificate ownersIPaddress (IP), domain name (DNS) ore-mail

Name addre ss (EMAL).

Key Usage This field displays for what func tions the certificate’skey can be used. Forexample,

“DigitalSignature” meansthatthe keycanbe used to sign centificates and
“KeyEncipherment” meansthatthe keycanbe used to encrypt text.

Extended Key Usage

This field displays forwhat EKU (Extended Key Usage) func tions the certificate’skey canbe
used.

Basic Constraint

This field displays generalinformation about the centificate. Forexample, Subject Trpe=CA
means that thisis a certific ation authority’s certificate and “Path Iength Constraint=1”
meansthatthere can only be one certtific ation authority in the certific ate’s path. This fie ld
doesnotdisplay fora certific ation re que st.
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Table 56 Configuration > Object > Cettificate > My Certificates > Edit

TABEL

DESCRIPIION

MD5 Finge rprint

This is the certificate’smessage digest that the ZyxelDevice calculated using the MD5
algorthm.

SHA1 Fing e rprint

This is the certificate’smessage digest that the ZyxelDevice calculated using the SHA1
algorthm.

Certific ate m PEM
(Base-64) Encoded
Format

Thisread-only text box displays the certificate orcertification request in Privacy Enhanced
Mail (PEM) format. PEM useslowercase letters, uppercase lettersand numeralsto converta
binary certificate into a printable form.

Youcancopyand paste a certification request into a certification authority’s web page,
an e-mailthatyou send to the certification authority ora text editorand save the file on a
managementcomputerforlatermanualenrlment.

Youcancopyand paste a certificate into an e-mailto send to fiendsorcolleaguesoryou
cancopyand paste a certificate into a text editorand save the file on a management
computerforlaterdistibution (via fllppy disk forexample).

with Private Key

Export Certific a te Use thisbutton to save a copy ofthe certificate without its private key. Clic k this button and

Only then Save in the File Download screen. The Save Asscreen opens, browse to the location
that you want to use and clickSave.

Password Fyouwantto exportthe certificate with its private key, create a password and type it here.
Make sure you keep thispassword in a safe place. You wilneed to use it if you import the
certificate to anotherdevice.

Export Certific ate Use thisbutton to save a copy ofthe certificate with its private key. Type the certificate’s

password and clic k this button. Click Save in the File Download screen. The Save As screen
opens, browse to the location that you want to use and click Save.

OK

Click OKto save yourchangesbackto the ZyxelDevice. You can only change the name.

Cancel

Click Cancelto quit and retum to the My Certificates screen.

15.2.3 Import Certificates

Click Configuration > Object> Certificate > My Certificates > Inportto open the My Certificate Inport
screen. Follow the instruc tions in thisscreen to save an existing certificate to the ZyxelDevice.

Note: Youcanimporta certificate thatmatchesa comesponding certification request that
wasgenerated by the ZyxelDevice. Youcan also import a certificate in PKC S# 12
format, including the certificate’s public and private keys.

The cettificate you importreplacesthe comesponding requestin the My Centificates screen.

You mustremove any spacesin the certificate’s flename before you can importit.

NWA50AX User's Guide

131




Chapterl5 Cettificates

Figure 78 Configuration > Object> Certtificate > My Certificates > Import
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The following table descrbesthe labelsin thisscreen.

Table 57 Configuration > Object> Certificate > My Cettificates > Import

TABEL DESCRIPIION

File Path Type in the location of the file you wantto upload in this field orclic k Browse to find it.
Youcannotimporta certificate with the same name asa certificate thatisaleady in the Zyxel
Device.

Bro wse Clic k Bowse to find the certificate file you want to upload.

Password

This field only applies when you import a binary PKCS#12 format file. Type the file’spassword that was
created when the PKCS# 12 file wasexported.

OK Click OKto save the certificate on the ZyxelDevice.

Cancel Click Cancelto quit and retum to the My Certificates screen.

15.3 Tusted Certificates

Click Configuration > Object> Certificate > Trusted Certificates to o pen the Trusted Certificates screen.
Thisscreen displaysa summary list o fc e tificate sthat you have setthe ZyxelDevice to acceptastrusted.
The ZyxelDevice also acceptsany valid certificate signed by a certificate on thislist asbeing

trustwo rthy; thus you do notneed to import any certificate thatissigned by one of these certificates.
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Figure 79 Configuration > Object> Certificate > Trusted Certificates
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The following table descrbesthe labelsin thisscreen.

Table 58 Configuration > Object > Cettificate > Trusted Certificates

TABEL DESCRIPIION

PKiStorage Space | Thisbardisplaysthe percentage ofthe ZyxelDevice’s PKlstorage space thatiscumrently in use.
in Use When the storage space isalmost full, you should considerdeleting expired orunnecessary
certificatesbefore adding more certificates.

Edit Double-clickanentry orselectitand click Editto open a screen with an in-depth listof
information about the certificate.

Remove The ZyxelDevice keepsallofyourcertificatesunlessyou specifically delete them. Uploading a
new fimware ordefault configuration file doesnotdelete yourcettificates. o remove an
entry, selectitand click Remove. The ZyxelDevice confirmsyou want to remove it before
doing so. Subsequentcertificates move up by one when you take this ac tion.

ObjectReference | Youcannotdelete certificatesthatany ofthe ZyxelDevice’sfeaturesare configured to use.
Selectanentry and clickObjectReference to open a screen thatshows whic h se tting s use the

entry.
# This field displaysthe certificate indexnumber. The certificatesare listed in alphabeticalorder.
Name This field displays the name used to ide ntify this c e tific ate .
Subject This field displays id e ntifying information about the certificate’sowner, such asCN(Common

Name), OU(Organizational Unitordepartment), O (Organization orcompany) and C
(Country). Eisrecommended thateach certificate have unique subject informa tion.

Issuer This field displaysid e ntifying information about the c ertific ate’s issuing c e rtific a tion a utho rty,
suchasa common name, organizationalunitordepartment, organization orcompany and
country. With self-signed c e rtific a te s, this is the same information asin the Subjectfield.

Valid From This field displays the date that the certificate becomesapplicable.

Vald D This field displays the date that the certificate expires. The text displaysin red and includesan
Expired! message if the certificate hasexpired.

Import ClickImportto open a screen where you can save the cettificate of a certific ation autho rity
that you trust, from yourcomputerto the ZyxelDevice.

Re fre sh Clic k this button to display the c ument validity status ofthe certific ates.

15.3.1 Edit Trusted Certificates

Click Configuration > Object> Certificate > Trusted Certificates and then a certificate’sEditicon to open
the Trusted Certificates Edit screen. Use thisscreen to view in-de pth information about the certific ate,
change the certificate’sname and set whetherornot you want the Zyxel Device to checka
certification authorty’slistofrevoked certificatesbefore trusting a certificate issued by the certific ation
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autho rity.

Figure 80 Configuration > Object> Cettificate > Trusted Certificates > Edit
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The following table descrbesthe labelsin thisscreen.

Table 59 Configuration > Object > Cettificate > Trusted Certificates > Edit

IABEL

DESCRIPIION

Name

This field displays the identifying name ofthiscertificate. You can change the name. You
canuse up to 31 alphanumeric and ;' ~!@# $%"&()_+[1{}’,.=- characters.

Certific a tion Path

Click the Refresh button to have thisread-only textbox display the end entity’s c e rtific a te
and a list o f c ertific a tion authority c e rtific ate s that shows the hierarchy of c etific ation
authoritiesthatvalidate the end entity’s c ertific ate . f the issuing c e rtific a tio n authority is o ne
thatyou have imported asa trusted certificate, it may be the only c e rtific ation authority in
the list (along with the end entity’s own certificate). The ZyxelDevice doesnot trust the end
entity’s certificate and displays “Not trusted” in this field if any certificate on the path has
expired orbeen revoked.

Re fre sh

Click Refresh to display the cenrtific ation path.

Enable X.509v3 CRL
Distrib utio n Po ints
and OCSP checking

Selectthischeckboxto have the ZyxelDevice checkincoming certificatesthatare signed
by thiscertificate against a Certificate Revocation List (CRD oran OCSP server. You also
need to configure the OSCPorIDAPserverdetails.

OCSP Server Selectthischeckboxifthe directory serveruses OCSP (Online Certtificate Status Protocol).
URL Type the protocol, IPaddressand pathname ofthe OCSP server.
D The ZyxelDevice may need to authenticate itself in orderto assessthe OCSP server. Type
the login name (up to 31 ASCIlc haracters) from the entity maintaining the server(usually a
c ertific a tion authority).
Password Type the password (up to 31 ASCIIcharacters) from the entity maintaining the OCSP server
(usually a certific ation authority).

IDAP Server Selectthischeckboxifthe directory serveruses IDAP (Lightweight Directory Access
Protocol). IDAPisa protocoloverTCPthatspecifieshow clientsaccessdirectoriesof
certificatesand listsofrevoked centificates.

Address Type the IPaddress(in dotted decimalnotation) ofthe directory server.

Port Use this field to specify the IDAP serverport number. You must use the same serverport
numberthatthe directory serveruses. 389 isthe default serverport numberforIDAP.

D The ZyxelDevice may need to authenticate itselfin orderto assessthe CRLdirectory server.
Type the login name (up to 31 ASCIIcharacters) from the entity maintaining the server
(usually a c ertific a tion autho rity).

Password Tpe the password (up to 31 ASCIIc haracters) from the entity maintaining the CRLdirec tory
sewver(usually a c ertific a tion autho rity).

Certific ate These read-only fieldsdisplay detailed mformation about the certificate.

Information

Tpe This field displays generalinformation about the certificate. CA-signed meansthata
Certific ation Authority signed the certificate. Self-signed meansthatthe certificate’sowner
signed the certificate (nota certification authorty). X509 me ansthat this certificate was
created and signed according to the ITU-TX.509 recommendation thatdefinesthe formats
forpublic -key certific ates.

Version This field displaysthe X.509 version number.

Serial Number This field displays the certific ate’s identific ation numbergiven by the c ertific ation authorty.

Subject This field displays information that identifies the ownerofthe certificate, such asCommon
Name (CN), Organizational Unit (OU), Organization (O) and Country (C).

Issuer This fie ld displayside ntifying information about the c e ttific a te’s issuing c e rtific a tio n a utho rity,

such asCommon Name, Organizational Unit, Organization and Country.

With se lf-signed c ertific ates, this is the same information asin the Subject Name field.

Signature Algorithm

This field displaysthe type ofalgorithm that wasused to sign the certificate. Some

c e rtific a tion autho ritie s use rsa-pke sl-shal (RSA public -private key encryption algorithm and
the SHA1 hash algorithm). Otherc ertific ation authorities may use rsa-pkesl-md5 (RSA
public-private key encryption algorithm and the MD5 hash algorthm).

NWA50AX User's Guide

135




Chapterl5 Cettificates

Table 59 Configuration > Object > Certificate > Trusted Certificates > Edit (c ontinued)

TABEL DESCRIPIION

Valid From This field displaysthe date thatthe certificate becomesapplicable. The text displaysin red
and includesa NotYet Vald! message if the certificate hasnotyetbecome applicable.

Vald B This field displays the date that the certificate expires. The text displaysin red and includes
an Expiring! orExpired! message if the certificate isaboutto expire orhasaleady expired.

Key Algorithm This field displays the type ofalgorithm that wasused to generate the certificate’skey pair
(the ZyxelDevice uses RSA encryption) and the length ofthe key setin bits (1024 bits for
example).

Subje c t Alte mative This field displaysthe certificate’sownersIPaddress (IP), domain name (DNS) ore-mail

Name address (EMAIL.

Key Usage This field displays for what func tions the certificate’skey can be used. Forexample,

“DigitalSignature” meansthatthe keycanbe used to sign centificatesand
“ReyEnciphement” meansthatthe keycanbe used to encrypt text.

Basic Constraint

This field displays generalinformation about the centificate. Forexample, Subject Trpe=CA
meansthatthisisa centification authorty’scertificate and “Path Iength Constraint=1"
meansthatthere can only be one certific ation authorty in the certificate’s path.

MD5 Fingerprint

This is the certificate’s message digest thatthe ZyxelDevice calculated using the MD5
algorthm. You c an use thisvalue to verfy with the c e rtific ation authorty (o verthe phone for
example) that thisis actually theircertificate.

SHA1 Fing e rprint

This is the certificate’s message digest that the ZyxelDevice calculated using the SHA1
algorithm. You c an use thisvalue to verfy with the c e rtific ation authority (o verthe phone for
example) that thisis actually theircertificate.

Certific a te Thisread-only text box displays the certificate orcertification request in Privacy Enhanced
Mail (PEM) format. PEM useslowercase letters, uppercase lettersand numeralsto converta
binary certificate into a printable form.

Youcancopy and paste the certificate into an e-mailto send to fiendsorcolleaguesor
youcancopy and paste the certificate into a texteditorand save the file on a
managementcomputerforlaterdistribution (via floppy disk forexample).

Export Certific ate Clic k this button and then Save in the File Download screen. The Save As screen opens,
browse to the location that you want to use and click Save.

OK Click OKto save yourchangesbackto the ZyxelDevice. You can only change the name.

Cancel Click Cancelto quit and retum to the Tusted Certificates screen.

15.3.2 Import Tiusted Certificates

Click Configuration > Object > Certificate > Trusted Certificates > Imnportto open the Import Trusted
Cettificates screen. Follow the instruc tionsin thisscreen to save a trusted certificate to the ZyxelDevice.

Note: You mustremove any spacesfrom the certificate’sfillename before youcan importthe

certificate.
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Figure 81 Configuration > Object> Certificate > Trusted Certificates > Import
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The following table descrbesthe labelsin thisscreen.

Table 60 Configuration > Object > Certificate > Trusted Certificates > Import

TABEL DESCRIPIION

File Path Type in the location ofthe file you wantto upload in thisfield orclick Browse to find it.
You cannotimporta certificate with the same name asa certtificate thatisaleady in the Zyxel
Device.

Bro wse Click Bowse to find the certificate file you want to upload.

OK Click OKto save the certificate on the ZyxelDevice.

Cancel Click Cancelto quit and retum to the previousscreen.

15.4 Technical Reference

The following section contains additionaltechnicalinformation about the featuresdescribed in this
chapter.

ocCcsp

OCSP (Online Certtificate StatusProtocol) allowsan applicationordevice to checkwhethera certific ate
isvalid. With OCSP the ZyxelDevice checksthe statusofindividualcentificatesinstead of downloading a
Certificate Revocation List (CRD. OCSPhastwo mam advantagesovera CRL The fiustisreal-time status
information. The second isa reduction in netwo rk traffic since the ZyxelDevice only getsinformation on
the cettificatesthatit needsto verfy, nota huge list. When the Zyxel Devic e requests c ertific ate status
information, the OCSP serverretumsa “expired”, “curmre nt” or “unknown” response.
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CHAPTER 16
Syste m

16.1 Overview

Use the system screensto configure general Zyxel Device settings.

16.1.1 What You Can Do in this Chapter

The Host Name screen (Section 16.2 on page 138) configures a unique name forthe ZyxelDevice in
yournetwo k.

The Date/ Time screen (Section 16.3 on page 139) configuresthe date and time forthe ZyxelDevice.

The WWW screens(Section 16.4 on page 143) configure settings for HIIP or HTIPSac c e ss to the Zyxel
Device.

The SSHscreen (Section 16.5 on page 151) configures SSH(Secure SHell) forsecurely accessing the
ZyxelDevice’scommand line interface.

The Telnetscreen (Section 16.6 on page 155) configures *lnet foraccessing the ZyxelDevice’s
command line interface.

The FIPscreen (Section 16.6 on page 155) specifies FIP serversettings. Youcan upload and
download the ZyxelDevice’sfimware and ¢ onfiguration file susing FIP. Please also see Chapter18on
page 167 formore information about fimware and configuration files.

16.2 Host Name

A hostname isthe unique name by which a device isknown on a netwo k. Clic k Configuration > Syste m
> Host Name to open thisscreen.

Figure 82 Configuration > System > Ho st Name

ymnl Hipre

Cranersl Lattinga
T b AiE |Seiesad]
Talleen Loenins | Ol
Tzl M I Chtice ]
| gl | [ dmsat ]
NWA50AX User's Guide

138



Chapter16 System

The following table descrbesthe labelsin thisscreen.

Table 61 Configuration > System > Host Name

IABEL DESCRIPIION

System Name Choose a descriptive name to ide ntify yourZyxelDevice device. Thisname can be up to 64
alphanumerc characterslong. Spacesare notallowed, but dashes(-) underscores(_) and
periods(.) are accepted.

System Iocation | Specify the name ofthe place where the ZyxelDevice islocated. You can enterup to 60
alphanumerc and ()’ ,;?! +-% = #$%@ characters. Spacesand underscoresare allowed. The
name should start with a letter.

Domain Name Enterthe domain name (if you know it) here. Thisname ispropagated to DHCP clients
connected to nterfaces with the DHCP serverenabled. Thisname can be up to 254
alphanumerc characterslong. Spacesare notallowed, butdashes“-” are accepted.

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Reset Click Resetto retum the screen to its last-saved settings.

16.3 Date and Time

Foreffective scheduling and logging, the ZyxelDevice system time mustbe accurate. The Zyxel Device
hasa software mechanism to set the time manually orgetthe cument time and date from an extemal
server.

T change yourZyxelDevice’stime based on yourlocaltime zone and date, ¢ lic k Configuration >
System > Date/ Tme. The screen displaysasshown. You can manually set the ZyxelDevice’s time and
date orhave the ZyxelDevice getthe date and time from a time server.
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Figure 83 Configuration > System > Date/Time
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The following table descrbesthe labelsin thisscreen.

Table 62 Configuration > System > Date/Time

TABEL

DESCRIPIION

Cumrent Time and Date

Curre nt Tme

This field displays the present time ofyourZyxelDevice.

Curent Date

This field displaysthe present date of yourZyxelDevice.

Tme and Date Setup

Manual Selectthisradio button to enterthe time and date manually. ¥you configure a new time
and date, time zone and daylight saving atthe same time, the time zone and daylight
saving will affectthe new time and date you entered. When you enterthe time settings
manually, the ZyxelDevice usesthe new setting once you click Apply.

New Time This field displays the last updated time from the time serverorthe last time c onfigured

(hh:mm:ss) manually.

When you set ime and Date Setup to Manual, enterthe new time in this field and then click
Apply.
New Date This field displays the last updated date from the time serverorthe lastdate c onfigured

(yyyy-mm-dd)

manually.
When you set ime and Date Setup to Manual, enterthe new date in thisfield and then click
Apply.

Getfrom Time
Server

Selectthisradio button to have the ZyxelDevice getthe time and date from the time server
you specify below. The ZyxelDevice requeststime and date settings from the time server
underthe following circ umstances.

When the ZyxelDevice starts up.
When you click Apply or Syne. Now in this screen.
24-hourintervals a fter starting up.
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Table 62 Configuration > System > Date/Time (continued)

TABEL

DESCRIPIION

Tme Server Address

Enterthe IPaddressor URLofyourtime server. Check with yo ur ISP/ ne two rk a d ministra to r if
you are unsure o f this info ma tion.

Sync. Now

Clic k this button to have the ZyxelDevice getthe time and date from a time server(see the
Tme ServerAddress field). Thisalso savesyourchanges(exceptthe daylight saving settings).

Tme Zone Setup

Tme Zone

Choose the time zone of yourlocation. This will set the time difference between yourtime
zone and Greenwich Mean Time (GMT).

Enable Daylight
Saving

Daylight saving isa period from late spring to fallwhen many countries set theirclocks
ahead ofnormallocaltime by one hourto give more daytime light in the evening.

Select thisoption if you use Daylight Saving Time.

Start Date

Configure the day and time when Daylight Saving Time startsif you selec te d Enable Daylight
Saving. The atfield usesthe 24 hourformat. Here are a couple ofexamples:

Daylight Saving Time starts in most parts ofthe United Stateson the second Sunday of
March. Each time zone in the United States starts using Daylight Saving Time at2 A.M. local
time. So in the United Statesyou would select Second, Sunday, March and type 2 in the at
field.

Daylight Saving Time starts in the European Union on the last Sunday of March. Allofthe time
zones in the European Union start using Daylight Saving Time atthe same moment (1 A.M.
GMTorUIC). So in the European Union you would selectLast, Sunday, March. The time you
type in the atfield dependson yourtime zone. h Gemrmany forinstance, you would type 2
because Gemany's time zone isone hourahead of GMTorUIC (GMT+1).

End Date

Configure the day and time when Daylight Saving Time endsif you selected Enable Daylight
Saving. The atfield usesthe 24 hourformat. Here are a couple ofexamples:

Daylight Saving Time endsin the United States on the fist Sunday of November. Each time
zone in the United States stops using Daylight Saving Time at2 A.M. localtime. So in the
United Statesyou would select Fiust, Sunday, Novemberand type 2 in the atfield.

Daylight Saving Time endsin the European Union on the last Sunday of October. Allof the
time zonesin the European Union stop using Daylight Saving Time at the same moment (1
AM. GMTorUIC). So in the European Union you would select Last, Sunday, October. The
time you type in the atfield dependson yourtime zone. h Germany forinstance, you would
type 2because Gemany's time zone isone hourahead of GMTorUIC (GMT+1).

Offset

Specify how much the clockchangeswhen daylight saving begins and ends.
Entera numberfrom 1 to 5.5 (by 0.5 inc re me nts).

Forexample, iff you set thisfield to 3.5,a log occurred at6 P.M.in localofficial time wil
appearasifithad occumed at 10:30 P.M.

Apply

Click Apply to save yourchangesbackto the ZyxelDevice.

Reset

Click Reset to retum the screen to its last-saved settings.

16.3.1 Pre-defined NTP Time Servers List

When you tum on the ZyxelDevice forthe first time, the date and time start at 2003-01-01 00:00:00. The
ZyxelDevice then attempts to sync hronize with one ofthe following pre-defined list of Network Time
Protocol(NIP) time servers.
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The ZyxelDevice continuesto use the following pre-defined list o f NIP time serversif youdo notspecify a
time serverorit cannot sync hronize with the time serveryou specified.

Table 63 Default Time Servers
0.poolntp.org

l.poolntp.org

2.poolntp.org

When the ZyxelDevice usesthe pre-defined list of NTP time servers, it randomly selects one serverand

trie s to sync hronize with it. i the sync hronization fails, then the ZyxelDevice goesthrough the rest of the
listin orderfrom the fist one tried until eitheritis successfulorallthe pre-defined NTIP time servers have
been tred.

16.3.2 Time Server Sync hroniza tion

Click the Sync. Now button to getthe time and date from the time serveryou specified in the Tme
ServerAddress field.

When the Inading message appears, youmay have to wait up to one minute.

Figure 84 Ioading

The Cumrent Time and Cument Date fields willdisplay the approprate settings if the sync hroniza tion is
suc c e ssful.

I the sync hronization wasnotsuccessful, a log displaysin the View Log screen. Tiy re -c o nfiguring the
Date/ Time screen.

T manually setthe ZyxelDevice date and time:

1 Click System > Date/ Time.

2 SelectManualunderTime and Date Setup.

3 Enterthe ZyxelDevice’s time in the New Time field.

4 Enterthe ZyxelDevice’sdate in the New Date field.

5 UnderTime Zone Setup, selectyourTime Zone from the list.

6 Asanoptionyoucanselectthe Enable Daylight Saving checkboxto adjustthe ZyxelDevice clockfor
daylight savings.

7 ClckApply.

T getthe ZyxelDevice date and time from a time serwer:

1 Click System > Date/ Time.

2 SelectGetfrom Time SexrverunderTime and Date Setup.
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3 UnderTime Zone Setup, selectyourime Zone from the list.

4 UnderTme and Date Setup, entera Time Server Address.

5 ClckApply.

16.4 WWW Overview

The following figure shows secure and insecure management ofthe ZyxelDevice coming in from the
WAN. HTIPSand SSHaccessare secure. HTIP, e lInet, and FIPmanagementaccessare notsecure.

Figure 85 Secure and Insecure Service Access From the WAN
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16.4.1 Service Access Iimitations

A service cannotbe used to accessthe ZyxelDevice when you have disabled that service in the

comesponding screen.

16.4.2 System Timeout

There isa lease timeout foradministrators. The ZyxelDevice automatically logs you out if the
managementsession remainsidle forlongerthan thistimeout period. The managementsession does

nottime out when a statistics screen is polling.
Each userisalso forced to log in the Zyxel Device forauthentication again when the reauthentic ation
time expires.

You can change the timeout se ttings in the Userscreens.

16.4.3 HTIPS

Youcan setthe ZyxelDevice to use HTIP or HTIPS (HTIPS ad d s se ¢ urity) for Web C o nfigurator se ssio ns.

HTIPS (Hyperle xt TansferProtocoloverSecure SocketIlayer,orHITPoverSSl) isa web protocolthat
encryptsand decryptsweb pages. Secure SocketIayer(SSD) isan application-levelprotocolthat
enablessecure transactionsofdata by ensuring confidentiality (an unauthorized party cannotread the
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transferred data), authentic ation (one party c an ide ntify the otherparty) and data inte grity (you know if
data hasbeenchanged).

kreliesupon certificates, public keys, and private keys(see Chapter15on page 122 formore
imformation).

HTIPS on the ZyxelDevice isused so thatyou can securely accessthe Zyxel Device using the Web
Configurator. The SSLprotocolspecifiesthatthe HTIPSserver(the Zyxel Device) must always

authentic ate itself to the HTIPS ¢ lie nt (the c o mputerwhic h re que sts the HTIPS ¢ o nne ¢ tion with the Zyxel
Device), whereas the HTIPS c lient only should authentic ate itse f when the HTIPSserverrequires it to do
so (select Authenticate Client Certificates n the WWW screen). Authenticate Client Certificates is
optionaland ifselected meansthe HTIPSc lie nt must se nd the ZyxelDevice a certificate. Youmustapply
fora certificate forthe browserfrom a CA thatisa trusted CA on the ZyxelDevice.

Please referto the following figure.

1 HIIPSconnection requests from an SSIraware web browsergo to port 443 (by default) on the Zyxel
Device’sweb serwer.

2 HTIPconnectionrequestsfrom a web browsergo to port 80 (by default) on the ZyxelDevice’s web
server.

Figure 86 HTIP/ HTIPS Inple me ntation

Web Server

HTTPS HTTP

Note: Fyoudisable HITPin the WWW screen, then the ZyxelDevice blocksall HTTP connec tion
attempts.

16.4.4 Configuring WWW Service Contiol

Click Configuration > System > WWW to open the WWW screen. Use thisscreen to specify HTIP o r HTIPS
se tting s.
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Figure 87
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Configuration > System > WWW > Service Control
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The following table descrbesthe labelsin thisscreen.

Table 64 Configuration > System > WWW > Service Control

TABEL DESCRIPIION

HTIPS

Enable Selectthe checkboxto alow ordisallow the computerwith the IPaddressthat matches
the IPaddress(es) in the Service Controltable to accessthe ZyxelDevice Web
Configuratorusing secure HTIPs c o nnec tions.

ServerPort The HTIPSserverlistenson port 443 by default. Fyou change the HTIPSserverport to a

different numberon the ZyxelDevice, forexample 8443, then you must notify people who
need to accessthe ZyxelDevice Web Configuratorto use “https://ZyxelDevice IP
Address:8443” as the URL

Authentic ate Client

Select Authenticate Client Certificates (optional) to require the SSLc lient to authe ntic ate

Certtificates itse if to the ZyxelDevice by sending the ZyxelDevice a certificate. T do thatthe SSLclient
must have a CA-signed certificate from a CA thathasbeen imported asa trusted CA on
the ZyxelDevice.

Se rve r Certific a te Selecta certificate the HTIPS server(the ZyxelDevice) usesto authentic ate itself to the

HTIPS c lient. You must have certificatesaleady configured in the My Certificates screen.

Re dire c t HTIP to HTIPS

T allow only secure Web Configuratoraccess, selectthisto redirect all HTTP connec tion
re quests to the HTTPS server.

HTIP

Enable Selectthe checkboxto allow ordisallow the computerwith the IPaddressthat matches
the IPaddress(es) in the Service Controltable to accessthe ZyxelDevice Web
Configuratorusing HTIP ¢ o nne c tio ns.

ServerPort You may change the serverport numberfora service f needed, howeveryou must use
the same portnumberin orderto use thatservice to accessthe ZyxelDevice.

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Reset Click Resetto retum the screen to its last-saved settings.

16.4.5 HTIPS Example

Fyouhave notchanged the default HTIPSport on the ZyxelDevice, then in yourbrowserenter “https://

ZyxelDevice IP Addres

s/” asthe web site addresswhere “ZyxelDevice IP Address” isthe IPaddressor

domain name ofthe ZyxelDevice you wish to access.
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16.4.5.1 Google Chrome Waming Messages

When you attemptto accessthe ZyxelDevice HTIPSserver, you willsee the emormessage shown in the
following screen.

Figure 88 Security Alert Dialog Box (Google Chrome)
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Select Advanced > Proceed to 192.168.1.2 (unsafe) to proceed to the Web Configuratorlogin screen.

16.4.5.2 Mozilla Firefox Waming Messages
When you attemptto accessthe ZyxelDevice HIIPSserver,a Waming screen appears as shown in the
following screen. ClickLeam More... if you want to verify more information about the c e ttific ate from the

ZyxelDevice.

Click Advanced > Accept the Risk and Continue.
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Figure 89 Security Certificate 1 (Fire fox)
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16.4.5.3 Avoiding Browser Waming Messages

Here are the main reasonsyourbrowserdisplays wamings about the ZyxelDevice’s HITPSserver

certificate and whatyoucando to avoid seeing the wamings:

* The issuing c ertific ate authority ofthe ZyxelDevice’s HIIPSservercettificate isnotone ofthe browsers
truste d c ertific ate authoritie s. The issuing c ertific ate authority ofthe ZyxelDevice'sfactory default
c ertific ate is the ZyxelDevice itself since the certificate isa self-signed certificate.

e Forthe browserto trust a self-signed certificate, import the self-signed certificate into youroperating

system asa trusted certificate.

e T have the browsertrust the certificatesissued by a certific ate authorty, import the c etific ate
authority’s c ertificate into youroperating system asa trusted centificate. Referto Appendix A on

page 206 fordetails.

16.4.5.4 Enrolling and Importing SSLClient Certificates

The SSLclientneeds a certificate if Authenticate Client Cextificates isselected on the ZyxelDevice.

You must have imported atleast one trusted CA to the ZyxelDevice in orderforthe Authenticate Client
Certtificates to be active (see the Cettificateschapterfordetails).

Apply fora certificate from a Certific ation Authority (CA) thatistrusted by the ZyxelDevice (see the

ZyxelDevice’s Trusted Certificates Web Configuratorscreen).
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Figure 90 Tusted Certificates
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The CAsendsyoua package containing the CA’s trusted c ertific ate (s), yourpersonalec e rtific a te (s) and
a password to mstallthe personalc ertific a te (s).

16.4.5.5 Installing a Personal Cetific ate

Youneed a password in advance. The CA may issue the password oryou may have to specify it during
the enmwlment. Double-clickthe personalcertificate given to youby the CA to produce a screen siilar
to the one shown next.

1 ClickNextto begin the wizard.
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2 'The file name and path ofthe certificate you double-clicked should automatically appearin the Fle
name text box. Click Browse if you wish to import a different c ertificate.
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4 Have the wizard determine where the certificate should be saved on yourcomputerorselectPlace all
certificates in the following store and choose a differentlocation.
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5 ClickFinish to complete the wizard and begin the import process.
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6 You should see the following screen when the certificate iscomectly installed on yourcomputer.
et ot WY

_Hirj The moort was muccesaful,

16.4.5.6 Using a Certificate When Accessing the Zyxel Device

T accessthe ZyxelDevice via HITPS:
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1 Enter‘https://ZyxelDevice IP Address/’ in yourbrowsersweb address field.
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2 When Authenticate Client Certificates isselected on the ZyxelDevice, the following screen asks you to
selecta personalcertificate to send to the ZyxelDevice. Thisscreen displayseven if you only have a
single certificate asin the example.

I — X

Idenilicahon ——

T ik ot o want Lo veem regues ideniication
TN Solict the certdic.sls 1o ura when conmeetng:

Momii | Ve Deicaie. |

[ ox ] toa |

3 Younextsee the Web Configuratorlogin screen.

16.5 SSH

Youcan use SSH(Secure SHell) to securely accessthe ZyxelDevice’scommand line interface.

SSHisa secure communication protocolthatcombinesauthentication and data encryption to provide
secure encrypted communication between two hostsoveran unsecured network. In the following
figure, computer Bon the Intemet uses SSHto securely connectto the ZyxelDevice (A) fora

management session.

Figure 91 SSHCommunication Overthe WAN Example
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16.5.1 How SSH Wo1ks

The following figure isanexample ofhow a secure connectionisestablished between two remote hosts

M-

Figure 92 How SSHv1 Works Example
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1 Host dentification

The SSHclient sendsa connection requestto the SSHserver. The serveride ntifie s itse If with a host key.
The clientencryptsa randomly generated session key with the host key and serverkey and sends the
result back to the server.

The client automatically savesany new serverpublic keys. In subse quent connec tions, the server
public keyischecked against the saved version on the client computer.

2 Encryption Method
Once the identification is verified, both the client and servermust agree on the type ofencryption
method to use.

3 Authentication and Data Transmission

Afterthe identification isverified and data encryption activated, a secure tunnelis established
between the client and the server. The client then sends its authe ntic ation information (username
and password) to the serverto log in to the server.
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16.5.2 SSH Implementation on the Zyxel Device

YourZyxelDevice supports SSHversions 1 and 2 using RSA authentication and fourencryption methods
(AES, 3DES, Arc hfour, and Blo wfish). The SSHserverisimplemented on the ZyxelDevice formanagement
using port 22 (by default).

16.5.3 Require ments for Using SSH

You mustinstallan SSHclient program on a client computer(Windows orlinux operating system) thatis

used to connectto the ZyxelDevice overSSH

16.5.4 Configuring SSH

Click Configuration > System > SSHto open the following screen. Use this screen to c onfigure yourZyxel
Device’s Secure Shell settings.

Note: kisrecommended that youdisable Telnet and FIP when you c onfigure SSHfor se c ure
connec tions.

Figure 93 Configuration > System > SSH
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The following table descrbesthe labelsin thisscreen.

Table 65 Configuration > System > SSH

TABEL DESCRIPIION

Enable Selectthe checkboxto allow ordisallow the computerwith the IPaddressthat matchesthe IP
address(es) in the Sexrvice Controltable to accessthe ZyxelDevice CIllusing thisservice.
Note: The ZyxelDevice usesonly SSHversion 2 protocol

Version 1 Selectthe checkboxto have the ZyxelDevice use both SSHversion 1 and version 2 protocols.
youclearthe checkbox, the ZyxelDevice usesonly SSHversion 2 protocol

ServerPort You may change the serverport numberfora service ifneeded, howeveryou must use the
same portnumberin orderto use thatservice forremote management.

ServerCertificate | Selectthe certificate whose comesponding private keyisto be used to id e ntify the ZyxelDevic e
for SSH c onnec tions. You must have certificatesaleady configured in the My Certificates
screen.

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Reset Click Reset to retum the screen to its last-saved settings.
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16.5.5 Examples of Secure Telnet Using SSH

This sec tion showstwo examplesusing a command interface and a graphicalinterface SSHc lie nt
program to remotely accessthe ZyxelDevice. The configuration and connection stepsare similarfor
most SSHclient programs. Referto yourSSHcelient program users guide.

16.5.5.1 Example 1: Microsoft Windows

Thissection descrbeshow to accessthe ZyxelDevice using the Secure ShellClient program.

1 Iaunch the SSHclient and specify the connection mformation (IPaddress, port number forthe Zyxel
Device.

2 Configure the SSHclientto acceptconnection using SSHversion 2.

3 Awindow displays prompting you to store the hostkey in you computer. Click Yes to ¢ ontinue.
Figure 94 SSHExample 1: Store Host Key
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Enterthe password to log in to the ZyxelDevice. The Cllscreen displays ne xt.

16.5.5.2 Example 2: Linux

This section describes how to accessthe Zyxel Device using the OpenSSHclient program thatcomes
with mo st Linux distrib utio ns.

1 Test whetherthe SSHservice isavailable on the ZyxelDevice.

Enter“telnet 192.168.1.2 22” ata termmalpromptand press[ENTER]. The computeratte mpts to
connectto port 22 on the ZyxelDevice (using the default IPaddressof192.168.1.2).

A message displaysindic ating the SSHprotocolversion supported by the ZyxelDevice.
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Figure 95 SSHExample 2: Test

$ telnet 192.168.1.2 22
Trying 192.168.1.2...
Connected to 192.168.1.2.
Escape character is '"]'.
SSH-1.5-1.0.0

2 Enter“ssh -2 192.168.1.2”. Thiscommand forcesyourcomputerto connectto the ZyxelDevice
using SSHversion 1. If this is the first time you are connecting to the ZyxelDevice using SSH, a message
displays prompting you to save the host nformation ofthe ZyxelDevice. Type “yes” and press [ENTER].

Then enterthe password to log in to the ZyxelDevice.
Figure 96 SSHExample 2: Iog in

$ ssh -2 192.168.1.2

The authenticity of host '192.168.1.2 (192.168.1.2)' can't be established.
RSA1l key fingerprint is 21:6c:07:25:7e:£4:75:80:ec:af:bd:d4:3d:80:53:d1.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.1.2' (RSAl) to the list of known hosts.
Administrator@192.168.1.2's password:

3 e Cllscreen displays next.

16.6 FIP

Youcanupload and download the ZyxelDevice’s fimware and c onfiguration file s using FIP. Tb use this
feature, yourcomputermust have an FIP client. See Chapter18 on page 167 formore information
about fimware and configuration files.

T change yourZyxelDevice’s FIP settings, c lic k Configuration > System > FIPtab. The screen appears
as shown. Use thisscreen to specify FIP settings.

Figure 97 Configuration > System > FIP
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The following table descrbesthe labelsin thisscreen.

Table 66 Configuration > System > FIP

TABEL DESCRIPTION

Enable Selectthe checkboxto allow ordisallow the computerwith the IPaddressthat matchesthe IP
address(es) in the Service Controltable to accessthe ZyxelDevice using thisservice.

TS required Selectthe checkboxto use FIPoverTLS (Transport Iayer Security) to encrypt ¢ o mmunic a tio n.
Thisimple ments TLSas a security me c hanism to secure FIP clientsand/orservers.

ServerPort You may change the serverport numberfora service f needed, howeveryou must use the
same portnumberin orderto use thatservice forremote management.

ServerCertificate | Selectthe centificate whose comesponding private keyisto be used to id e ntify the ZyxelDevic e
for FIP c onnec tions. You must have certificatesalready configured in the My Certificates
screen.

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Reset Click Resetto retum the screen to its last-saved settings.
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CHAPTER 17
Iog and Report

17.1 Overview

Use the system screensto configure daily reporting and log se ttings.

17.1.1 What You Can Do In this Chapter

* The Iog Setting screens(Section 17.2on page 157) specify whichlogsare e-mailed, where they are e-
mailed, and how often they are e-mailed.

17.2 Iog Setting

These screenscontrollog messagesand alerts. Alog message stores the information forviewing (for
example, in the Monitor> View Ilog screen) orregulare-mailing later,and an alertise-mailed
immediately. Usually, alerts are used foreventsthatrequire more serious attention, such assystem emors
and attacks.

The ZyxelDevice providesa system log and supportse-mailprofiles and remote syslog servers. The
system log isavailable on the View Log screen, the e-mailprofilesare used to maillog messagesto the

specified destinations, and the otherfourlogsare stored on specified syslog servers.

The Iog Setting tab also controls whatinformationissaved ineachlog. Forthe system log, youcan also
specify which log messagesare e-mailed, where they are e-mailed, and how often they are e-mailed.

Foralerts, the Iog Setting screen controls which events generate alertsand where alertsare e-mailed.
The Iog Setting screen providesa summary of allthe settings. You can use the Edit Iog Setting screen to
maintain the detailed settings(such aslog categories,e-mailaddresses, servernames, etc.) foranylog.

Altematively, if you want to edit whateventsisincluded ineachlog, youcan also use the Active Iog
Summary screen to edit thisinformation foralllogsatthe same time.

17.2.1 Iog Setting Screen

™ accessthisscreen, click Configuration > Ing & Report > Iog Setting.
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Figure 98 Configuration >Iog & Report>Iog Setting
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The following table descrbesthe labelsin thisscreen.

Table 67 Configuration >Iog & Report> Iog Setting

TABEL DESCRIPIION
Edit Double-clckanentryorselectitand clickEditto open a screen where you can modify the
entry’s se tting s.
Activate D tum on an entry, selectitand click Activate.
hactivate D tum offan entry, selectitand click mactivate.
# This field isa sequentialvalue, and itisnotassociated with a specific log.
Sta tus This field shows whetherthe log isactive ornot.
Name This field displays the name ofthe log (system log orone ofthe remote servers).
Iog Format This field displays the formatofthe log.
Intemal- system log; youcan view the log on the View Iog tab.
VRPT Syslog - Zyxel's Vantage Report, syslog-compatible format.
CEF Syslog - Common Event Format, syslog-compatible format.
Summary This field is a summary ofthe settingsforeachlog.
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Table 67 Configuration >Iog & Report > Ilog Setting (continued)

TABEL

DESCRIPIION

Active Iog
Summary

Click thisbutton to open the Active Iog Summary screen.

Apply

Clic k this button to save yourchanges(activate and deactivate logs) and make them take
effect.

17.2.2 Edit System Iog Settings

This screen controls the detailed settingsforeach log in the system log (which includes the e-mail
profies). Selecta system log entry in the Iog Setting screen and clic k the Editicon.
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Figure 99 Configuration >Iog & Report > Iog Setting > Edit System Log Setting
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The following table descrbesthe labelsin thisscreen.

Table 68 Configuration >Iog & Report> Iog Setting > Edit System Iog Setting

TABEL DESCRIPIION
E-Mail Server1/2
Active Selectthisto send log messagesand alertsaccording to the information in this se c tion.
You specify whatkindsoflog messagesare included inlog information and whatkindsof
log messagesare included in alertsin the Active Iog and Alert sec tion.
Mail Server Tpe the name orIPaddressofthe outgoing SMTP server.
SSI/TLS Enc ryp tion Select SSUMS to use Secure Sockets Layer(SSD orTransport Iayer Se c urty (TLS) if you
wantencrypted communicationsbetween the mailserverand the ZyxelDevice.
Select STARTIIS to upgrade a plain textconnection to a secure connec tion using SSI/TLS.
Select No to notencrypt the ¢ o mmunic atio ns.
MailServerPort Enterthe same port numberhere asison the mailserverformail traffic .
Mail Subject Tpe the subjectline forthe outgoing e-mail Select Append system name to add the
ZyxelDevic e’s system name to the subject. Select Append date time to add the Zyxel
Device’s system date and time to the subject.
Send From Tpe the e-mailaddress from which the outgoing e-mailisdelivered. Thisaddressisused
inreples.
Send Ing © Tpe the e-mailaddressto which the outgoing e-mailisdelivered.
Send Alerts Tpe the e-mailaddressto which alertsare delivered.
Sending Iog Selecthow often log information ise-mailed. Choices are: When Full, Houldly and When

Full, Daily and When Full, and Weekly and When Full.

Day forSending Iog

This field isavailable if the log ise-mailed weekly. Select the day of the weekthe log ise-
mailed.

Tme forSending
Iog

This field isavaiable ifthe log ise-maied weekly ordaily. Select the time of day (hours
and minutes) when the log ise-mailed. Use 24-hournotation.

SMTP
Authe ntic a tion

Selectthischeckboxifitisnecessary to provide a username and password to the SMTP
sewer.

UserName Thisboxiseffective when you selectthe SMTP Authentication checkbox. Type the user
name to provide to the SMTP serverwhen the log ise-mailed.
Password Thisboxiseffective when you selectthe SMTP Authentication checkbox. Type the

password to provide to the SMTP serverwhen the log ise-mailed.

Active Iog and Alert

System log

Use the System Iog drop-down listto change the log settingsforallofthe log categores.

disable alllogs (red X) -do notlog any information forany category forthe systemlog or
e-mailany logsto e-mailserverlor?2.

enable normallogs (greencheckmark) -create log messagesand alertsforall
categoresforthe system log. Fe-mailserverl or2 also hasnomallogsenabled, the
ZyxelDevice wile-maillogsto them.

enable normallogs and debug logs (yellow checkmark) -create log messages, alerts,
and debugging mformation forallcategories. The ZyxelDevice doesnote-mail
debugging nformation, even if this se tting is selec ted.
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Table 68 Configuration >Iog & Report > Iog Setting > Edit System Iog Setting (c ontinued)

TABEL DESCRIPIION

EmaiSerwerl Use the EMail Server1 drop-down list to change the settingsfore-mailing logsto e-mail
serverl foralllog categores.
Using the System Iog drop-down list to disable alllogsovemidesyoure-mailserverl
se tting s.
enable nommallogs(greencheckmark) -e-maillog messagesforallcategoresto e-mail
serverl.
enable alertlogs (red exclamation point) - e-maialentsforallcategoriesto e-mailserver
1.

EmaiServer2 Use the EMail Server2 drop-down list to change the settingsfore-mailing logsto e-mail
server2 foralllog categores.
Using the System Iog drop-down list to disable alllogsovermidesyoure-mailserver?2
se tting s.
enable nomallogs(greencheckmark) -e-maillog messagesforallcategoresto e-mail
server2.
enable alertlogs (red exclamation point) - e-maialentsforallcategoriesto e-mailserver
2.

# This field isa sequentialvalue, and itisnotassociated with a specific address.

Iog Category

This field displayseach category of messages. It is the same value used in the Display
and Category fieldsin the View Iog tab. The Defaultcategory ncludesdebugging
messagesgenerated by open source software.

System log

Select which eventsyou wantto log by Iog Category. There are three choices:
disable alllogs (red X) - do notlog any information from thiscategory

enable nommallogs (greencheckmark) -create log messagesand alerts from this
category

enable normallogs and debug logs (yelow checkmark) -create log messages, alerts,
and debugging information from thiscategory; the ZyxelDevice doesnote-mail
debugging nformation, however, even if this se tting isselected.

EmaiServerl

Selectwhethereachcategoryofeventsshould be ncluded in the log messageswhen it
ise-mailed (greencheckmark) and/orin alerts (red exclamation point) forthe e-mail
settings specified in E-Mail Sexrverl. The ZyxelDevice doesnote-maildebugging
information,evenifitisrecorded in the System log.

EmailServer2

Selectwhethereachcategoryofeventsshould be mcluded nlog messageswhenitise-
mailed (green checkmark) and/orin alerts (red exclamation point) forthe e-mail
settings specified in EMail Sexver2. The ZyxelDevice doesnote-maildebugging
information, even ifitisrecorded in the System log.

Iog Consolidation

Active

Selectthisto activate log consolidation. Iog consolidation aggregates multiple log
messagesthatamve within the specified Iog Consolidation Interval In the View Iog tab),
the text “[c ount=x]", where xisthe numberoforiginallog messages,isappended atthe
end ofthe Message field, when multiple log messageswere aggregated.

Iog Consolidation

Type how often, in seconds, to consolidate log mformation. ifthe same log message

Interval appearsmultiple times,itisaggregated into one log message with the text “[c ount=x]",
where x isthe numberoforiginallog messages, appended atthe end ofthe Message
field.

OK Clic k this to save yourchangesand retum to the previousscreen.
Cancel Clic k this to retum to the previousscreen without saving yourchanges.
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17.2.3 Edit Remote Server

Thisscreen controls the settingsforeach log in the remote server(syslog). Selecta remote serverentry in
the Iog Setting screen and click the Editic on.

Figure 100 Configuration >Iog & Report > Iog Setting > Edit Remote Server
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The following table descrbesthe labelsin thisscreen.

Table 69 Configuration >Iog & Report>Iog Setting > Edit Remote Server

TABEL DESCRIPTION
Iog SettingsforRemote Server

Active Selectthischeckboxto send log information according to the information in this se c tion. You
specify whatkindsofmessagesare included in log mformation in the Active Iog sec tion.

Iog Format This field displays the formatofthe log information. Eisread-only.

VRPT Syslog - ZyxeI's Vantage Report, syslog-compatible format.
CEF Syslog - Common Event Format, syslog-compatible format.

Server Tpe the servername orthe IPaddressofthe syslog serverto which to send log information.

Address

Iog Facility Selecta log facility. The log facility alowsyou to log the messagesto different files in the syslog
server. Please see the documentation foryoursyslog program formore information.

Active Iog

Selection Use the Selection drop-down list to change the log settingsforallofthe log categones.
disable alllogs (red X) - do notsend the remote serverlogsforanylog category.
enable nomallogs (green checkmark) - send the remote serverlog messagesand alertsforall
log categores.
enable normallogs and debug logs (yellow checkmark) - send the remote serverlog
messages, alerts, and debugging information foralllog categornes.

# This field is a sequentialvalue, and itisnotassociated with a specific address.

Iog Category | Thisfield displayseachcategory of messages. kisthe same value used in the Display and
Category fieldsin the View Iog tab. The Defaultcategory includesdebugging messages
generated by open source software.

Selection Select whatinformation youwantto log fom eachlIog Category (except Alllogs; see below).
Choicesare:
disable alllogs (red X) - do notlog any mformation from thiscategory
enable normallogs (green checkmark) -log regularinformation and alerts from thiscategory
enable normallogs and debug logs (yellow checkmark) - log regularinformation, alerts, and
debugging mformation from thiscategory

OK Clic k this to save yourchangesand retum to the previousscreen.
Cancel Clic k this to retum to the previous screen without saving yourchanges.

17.2.4 Active Iog Summary

Thisscreen allowsyou to view and to edit whatinformation isincluded in the system log, e-mailprofies,

and remote serversatthe same time. kdoesnotlet youchange otherlog settings (forexample, where

and how often log informationise-maied orremote servernames). b accessthisscreen, go to the Iog
Setting screen, and click the Active Iog Summary button.
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Figure 101 Active log Summary
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Thisscreen provides a different view and a different way ofindic ating which messagesare included in
eachlog and each alert. (The Defaultcategory includesdebugging messagesgenerated by open

sourc e software.)

The following table descrbes the fieldsin this screen.

Table 70 Configuration >Iog & Report> Iog Setting > Active log Summary

TABEL DESCRIPIION

Active Iog I the ZyxelDevice issetto controllermode, the AC section controlslogsgenerated by the
Summary controllerand the APsection controlslogsgenerated by the managed APs.

System log Use the System Iog drop-down list to change the log settingsforallofthe log categories.

disable alllogs (red X) -do notlog any information foranycategory forthe system log ore-mail
any logsto e-mailserverl or2.

enable normallogs (greencheckmark) -create log messagesand alertsforallcategoriesfor
the system log. Fe-mailserver1 or2 also hasnomallogsenabled, the ZyxelDevice wile-mail
logsto them.

enable normallogs and debug logs (yellow checkmark) -create log messages, alerts, and
debugging nformation forallcategories. The ZyxelDevice doesnote-maildebugging
information, even if this se tting is selected.
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Table 70 Configuration >Iog & Report > Iog Setting > Active Iog Summary (c ontinued)

TABEL

DESCRIPIION

EmaiServerl

Use the EMail Server1 drop-down list to change the settingsfore-mailing logsto e-mailserver
lforalllog categores.

Using the System Iog drop-down list to disable alllogsovemidesyoure-mailserver1 settings.

enable nommallogs(greencheckmark) -e-maillog messagesforallcategoriesto e-mailserver
1.

enable alertlogs (red exclamation point) - e-maialertsforallcategoresto e-maiserverl.

EmailServer2

Use the E-Mail Server2 drop-down list to change the settingsfore-mailing logsto e-mailserver
2foralllog categories.

Using the System Iog drop-down list to disable alllogsovemdesyoure-mailserver?2 settings.

enable nommallogs(greencheckmark) -e-maillog messagesforallcategoriesto e-mailserver
2.

enable alertlogs (red exclamation point) - e-maialertsforallcategoriesto e-maiserver2.

Remote Server
1~4

Foreachremote server, use the Selectiondrp-down listto change the log settingsforallofthe
log categores.

disable alllogs (red X) - do notsend the remote serverlogsforanylog category.

enable nomallogs (green checkmark) - send the remote serverlog messagesand alertsforall
log categores.

enable normallogs and debug logs (yellow checkmark) - send the remote serverlog
messages, alerts, and debugging information foralllog categories.

# This field isa sequentialvalue, and itisnotassociated with a specific address.

Iog Category This field displayseach category of messages. tisthe same value used in the Display and
Category fieldsin the View Iog tab. The Defaultcategory includesdebugging messages
generated by open source software.

System log Select which eventsyou wantto log by Iog Category. There are three choices:

disable alllogs (red X) - do notlog any nformation from thiscategory
enable normallogs (greencheckmark) -create log messagesand alerts from thiscategory

enable normallogs and debug logs (yellow checkmark) -create log messages, alerts, and
debugging nformation from thiscategory; the ZyxelDevice doesnote-maildebugging
information, however, even if this se tting isselected.

EmaiServerl E-
mail

Select whethereachcategory ofeventsshould be included in the log messageswhenitise-
mailed (greencheckmark) and/orin alerts (red exclamation point) forthe e-mail se tting s
specified in EEMail Serverl. The ZyxelDevice doesnote-maildebugging information, even if it
isrecorded in the System log.

EmaiServer2 E-
mail

Select whethereachcategoryofeventsshould be mcluded inlog messageswhenitise-
mailed (greencheckmark) and/orin alerts (red exclamation point) forthe e-mail se ttings
specified in EMail Server2. The ZyxelDevice doesnote-maildebugging nformation, even if it
isrecorded in the System log.

Remote Server
1~4 Syslo g

Foreachremote server, select what information you wantto log from each Iog Category
(except Alllogs; see below). Choicesare:

disable alllogs (red X) - do notlog any nformation from thiscategory
enable normallogs (green checkmark) -log regularinformation and alerts from thiscategory

enable normallogs and debug logs (yellow checkmark) - log regularinformation, alerts, and
debugging mformation from thiscategory

OK

Click this to save yourchangesand retum to the previousscreen.

Cancel

Clic k this to re tum to the previous screen without saving yourchanges.
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18.1 Overview

C HAPTER 18
File Manager

Configuration files define the ZyxelDevice’s settings. Shellscriptsare flesof commandsthatyoucan
store on the ZyxelDevice and run when youneed them. Youcan apply a configuration file orrun a shell
script witho ut the ZyxelDevice restarting. You can store multiple c onfiguration files and shellscript file s
on the ZyxelDevice. Youcan edit configuration filesorshellscriptsin a text editorand upload them to
the ZyxelDevice. Configuration files use a .confextension and shell scripts use a .zysh e xte nsion.

18.1.1 What You Can Do in this Chapter

* The Configuration File screen (Section 18.2 on page 168) stores and names configuration files. You
can also download and upload configuration files.

¢ The Fiimware Package screen (Section 18.3 on page 173) checks yourcument fimware version and

uploadsfimware to the ZyxelDevice.

* The Shell Scriptscreen (Section 18.4 on page 175) stores, names, downloads, uploadsand runs shell

script file s.

18.1.2 Whatyou Need to Know

The following termsand conceptsmay help asyouread thischapter.

Configuration Files and Shell Scripts

When you apply a configuration file, the ZyxelDevice usesthe factory default settingsforany features
thatthe configuration file doesnotinclude. When you run a shellscript, the ZyxelDevic e only appliesthe
commandsthatitcontains. Othersettingsdo notchange.

The se fileshave the same syntax, which isalso identicalto the way yourun Cllcommands manually. An

example isshownbelow.

Figure 102 Configuration File / Shell Script: Example

# enter configuration mode
configure terminal
# change administrator password

#configure default radio profile,
power # to 50%
wlan-radio-profile default
2g-channel 11

output-power 50%

exit

write

username admin password 4321 user-type admin

change 2GHz channel to 11 & Tx output
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While configuration files and shellscripts have the same syntax, the ZyxelDevice appliesconfiguration

file s diffe re ntly than it runs shell scripts. Thisisexplained below.

Table 71 Configuration Hesand Shell Scripts in the ZyxelDe vic e

Configuration Files (.c onf)

She Il Sc rip ts (.zysh)

* Resetsto default configuration.

e Goesinto ClIPrvilege mode.

¢ Goesinto ClIConfiguration mode. * Runsthe commandsin the shellscript.

* Runsthe commandsin the ¢ onfiguration file.

You have to run the aforementioned example asa shellscript because the first command is run in
Privilege mode. fyou remove the fist command, you have to run the example asa configuration file
because the restofthe commandsare executed in Configuration mode.

Comments in Configuration Files or Shell Scripts

In a configuration file orshellscript, use “#” or“!” asthe fistcharacterofa command line to have the
ZyxelDevice treat the line asa comment.

«|»

Yourconfiguration flesorshellscriptscan use “exit” ora command line c onsisting of a single to have

the ZyxelDevice exit sub command mode.

@y

Note: “exit” or must follow sub commandsifitisto make the ZyxelDevice exit sub
command mode.

In the following example lines1 and 2 are comments. Line 7 exits sub command mode.

! this is from Joe

# on 2010/12/05
wlan-ssid-profile default
ssid Joe-AP

gos wmm

security default
|

Emors in Configuration Files or Shell Scripts

When you apply a configuration file orrun a shellscript, the ZyxelDevice processes the file line-by-lne.
The ZyxelDevice checksthe fist ine and appliesthe line fno enmorsare detected. Then it c o ntinue s with
the next line. ¥the ZyxelDevice findsan eror, it stops applying the configuration file orshellscript and
generatesa log.

Youcan change the way a configuration file orshellscriptisapplied. hclude setenv stop-on-error
off in the configuration file orshellscript. The ZyxelDevice ignoresany ermorsin the configuration file or
shellscript and appliesallofthe valid commands. The ZyxelDevice stillgeneratesa log forany eno1s.

18.2 Configuration File

Click Maintenance > File Manager> Configuration File to open this screen. Use the Configuration File
screen to store, run, and name configuration files. Youcan also download configuration file s from the
ZyxelDevice to yourcomputerand upload configuration files from yourcomputerto the ZyxelDevice.
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Once yourZyxelDevice isconfigured and functioning propendy, it ishighly ecommended thatyouback
up yourconfiguration file before making furtherconfiguration changes. The backup configuration file
willbe usefulin case youneed to retum to yourpre vio us se tting s.

Configuration File Flow at Restart

e fFthere isnota startup-config.confwhen you restart the Zyxel Device (whetherthrough a
managementinterface orby physic ally tuming the poweroffand backon), the ZyxelDevice uses the
system-default.confconfiguration file with the Zyxel Device’s default se ttings.

¢ Ifthere is a startup-config.conf, the ZyxelDevice checksitforemorsand appliesit. ¥there are no
enors, the ZyxelDevice usesitand copiesitto the lastgood.confconfiguration file asa backup file. ¥
there isan enor, the ZyxelDevice generatesa log and copiesthe startup-config.confconfiguration
file to the startup-config-bad.confconfiguration file and trie s the existing lastgood.confconfiguration
file. K there isn’t a lastgood.confconfiguration file oritalso hasan envor, the Zyxel Device appliesthe
system-default.confconfiguration fie.

* Youcan change the way the startup-config.conffile isapplied. nclude the setenv-startup stop-
on-error off command. The ZyxelDevice ignoresany erorsin the startup-config.conffie and
applesallofthe valid commands. The ZyxelDevice stillgeneratesa log forany emors.

Figure 103 Maintenance > Flle Manager> Configuration File
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Do not tum off the Zyxel Device while configuration file upload is in
progress.
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The following table descrbesthe labelsin thisscreen.

Table 72 Maintenance > Flle Manager> Configuration Hle

IABEL

DESCRIPIION

Rename

Use thisbutton to change the labelofa configuration file on the ZyxelDevice. You can only
rename manually saved configuration files. You cannot rename the lastgood.conf, system-
default.confand startup-config.conffiles.

You cannotrename a configuration file to the name ofanotherconfiguration file in the Zyxel
Device.

Clcka configuration file’srow to selectitand click Rename to open the Rename Hle screen.

Be=nom=

| .. gree| |

Specify the new name forthe configuration file. Use up to 25 characters (inc luding a-zA-Z0-
95 ~1@# $%" &O_+[1{},.=-).

Click OKto save the duplicate orclickCancelto close the screen without saving a duplicate of
the configuration file.

Remove

Clcka configuration file’srow to selectitand click Remove to delete it from the ZyxelDevice.
Youcanonly delete manually saved configuration files. You cannot delete the system-
default.c onf, startup-config.confand lastgood.conffies.

A pop-up window asksyou to confirm that you wantto delete the configuration file. Clic k OK
to delete the configuration file orclick Cancelto close the screen without deleting the
configuration file.

Download

Clicka configuration file’srow to selectitand click Download to save the c onfiguration to your
computer.

Copy

Use thisbutton to save a duplicate ofa configuration file on the ZyxelDevice.

Clicka configuration file’srow to selectitand clickCopy to open the Copy File screen.

Copy File

Specify a name forthe duplicate configuration file. Use up to 25 characters (inc luding a-zA-Z0-
95 ~1@# $%" & _+[1{),.=-).

Click OKto save the duplicate orclickCancelto close the screen withoutsaving a duplicate of
the configuration file.

NWA50AX User's Guide

170




Chapter18 Fle Manager

Table 72 Maintenance > Fle Manager> Configuration File (c ontinued)

TABEL

DESCRIPIION

Apply

Use this button to have the ZyxelDevice use a specific ¢configuration fie.

Clcka configuration file’srow to selectitand click Apply to have the ZyxelDevice use that
configuration file. The ZyxelDevice doesnothave to restartin orderto use a different
configuration file, although you wilneed to wait fora few minute s while the system
reconfigures.

The following screen givesyou optionsforwhatthe ZyxelDevice isto do ifitencountersanemnor
in the configuration file.

agply Configinalian Fils

Apply Configurabes Fla

Immediately stop applying the configuration file - thisisnotrecommended because it would
leave the rest of the configuration blank. K the interfaceswere notconfigured before the fist
emor, the console port may be the only way to accessthe ZyxelDevice.

Inmediately stop applying the configuration file and rollback to the previous configuration -
this gets the ZyxelDevice started with a fully valid configuration file asquickly aspossible.

Ignore enors and finish applying the configuration file - thisappliesthe valid partsof the
configuration file and generatesermorlogsforallofthe configuration file’s eno rs. This le ts the
ZyxelDevice apply mostof yourconfiguration and youcan referto the logsforwhat to fix.

Ignore enors and finish applying the configuration file and then rollback to the previous
configuration - thisappliesthe valid partsofthe configuration file, generatesemorlogsforallof
the configuration file’s emors, and starts the ZyxelDevice with a fully valid c onfiguration file.

Click OKto have the ZyxelDevice start applying the configuration file orclick Cancelto close
the screen.

Thiscolumn displays the numberforeach configuration file entry. This field isa sequentialvalue,
and itisnotassociated with a specific address. The totalnumberofconfiguration file s that you
cansave dependson the sizesofthe configuration files and the available flash storage space.

File Name

This column displays the labelthatidentifies a ¢ onfiguration file.
You cannotdelete the following configuration filesorchange theirfile names.

The system-default.conffile containsthe ZyxelDevice’s default settings. Select this file and click
Apply to reset allofthe ZyxelDevice settingsto the factory defaults. This c onfiguration file is
included when youupload a fimware package.

The startup-config.conffile isthe configuration file thatthe ZyxelDevic e is ¢ ume ntly using. ¥you
make and save changesduring yourmanagement session, the changesare applied to this
configuration file. The ZyxelDevice appliesconfiguration changesmade in the Web
Configuratorto the configuration file when you click Apply orOK L appliesconfiguration
changesmade via commands when you use the write command.

The lastgood.confisthe mostrecently used (valid) configuration file that wassaved when the
ZyxelDevice lastrestarted. Fyouupload and apply a configuration file with an enor, youcan
apply lastgood.confto retum to a valid c onfiguration.

Size

This column displays the size (in KB) of a c onfiguration file.
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Table 72 Maintenance > Fle Manager> Configuration File (c ontinued)

TABEL DESCRIPIION

Iast Modified Thiscolumn displaysthe date and time thatthe individualconfiguration fleswere lastchanged
orsaved.

Uplbad The bottom partofthe screenalowsyouto upload a new orpreviously saved c onfiguration file

Configuration Fle | from yourcomputerto yourZyxelDevice.
You cannotupload a configuration file named system-default.conforlastgood.conf.

Fyouupload startup-config.conf, it wilreplace the cument configuration and immediately
apply the new settings.

File Path Type in the location ofthe file you wantto upload in this field orclic k Browse... to find it.

Browse... Clic k Bowse... to find the .conffile you want to upload. The configuration file must use a
“.conf’ flename extension. You willreceive anemormessage if you try to upload a fie ofa
different format. Rememberthat you mustdecompresscompressed (.zip) flesbefore youcan
upload them.

Upload Click Upload to begin the upload process. Thisprocessmay take up to two minutes.

18.2.1 Example of Configuration File Download Using FIP

The following example getsa configuration file named startup-c onfig.c onffrom the ZyxelDevice and
savesiton the computer.

1 Connectyourcomputerto the ZyxelDevice.

2 'The FIPserverIPaddressofthe ZyxelDevice in standalone mode is 192.168.1.2, so set yourc omputerto
use a static Paddress from 192.168.1.3 ~192.168.1.254.

3 Use anFIPclienton yourcomputerto connectto the ZyxelDevice. Forexample, in the Windows
command prompt, type ftp 192.168.1.2. Keep the console session connected n orderto see when
the ftmware recovery finishe s.

4 Enteryourusername when prompted.

5 ©Enteryourpassword asrequested.

6 Use “cd” to change to the directory thatcontains the files you wantto download.

7 Use “di or“ls” if you need to display a list of the filesin the directory.

8 Use "get’ to download files. Tansferthe configuration file on the ZyxelDevice to yourcomputer. ype
get followed by the name ofthe configuration file. Thisexamplesuses get startup-config.conf.
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C:\>ftp 192.168.1.2

Connected to 192.168.1.2.

220—————————-— Welcome to Pure-FTPd [privsep] [TLS] —-————————-
220-You are user number 1 of 5 allowed.

220-Local time is now 21:28. Server port: 21.

220-This is a private system - No anonymous login

220 You will be disconnected after 600 minutes of inactivity.

User (192.168.1.2: (none)): admin
331 User admin OK. Password required
Password:

230 OK. Current restricted directory is /

ftp> cd conf

250 OK. Current directory is /conf

ftp> 1s

200 PORT command successful

150 Connecting to port 5001

lastgood.conf

startup-config.conf

system—default.conf

226 3 matches total

ftp: 57 bytes received in 0.33Seconds 0.l17Kbytes/sec.
ftp> get startup-config.conf

200 PORT command successful

150 Connecting to port 5002

226-File successfully transferred

226 0.002 seconds (measured here), 1.66 Mbytes per second
ftp: 2928 bytes received in 0.02Seconds 183.00Kbytes/sec.
ftp>

9 Waitforthe file transferto complete.

10 Enter“quit” to exit the ftp prompt.

18.3 Fiomware Package

Click Maintenance > File Manager> Fimware Package to open thisscreen. Use the Fiomware Package
screen to checkyourcument fimware version and upload fimware to the ZyxelDevice.

Note: The Web Configuratoristhe rcommended method foruploading firmware. You only
need to use the command line interface f younneed to recoverthe fitmware. See the
ClReference Guide forhow to determine if you need to recoverthe fimware and
how to recoverit.

Find the fimware package at www.zyxelcom in a file that (usually) uses a .bin e xte nsion.

The fimware update can take up to five minutes. Do not tum offorreset
the Zyxel Device while the fimware update is in progress!
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Figure 104 Maintenance > Fle Manager> Firmware Package
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The following table descrbesthe labelsin thisscreen.

Table 73 Maintenance > Fle Manager> Fiimware Package

IABEL DESCRIPIION

Boot Module This is the version of the boot module thatis c umrently on the ZyxelDevice.

Curent Version | Thisisthe fimware version and the date created.

Released Date This is the date that the version ofthe fimware wascreated.

File Path Type in the location ofthe file you wantto upload in this field orclic k Browse... to find it.

Browse... Clic k Browse... to find the .bin file you wantto upload. Rememberthat you mustdecompress
compressed (.zip) flesbefore youcan upload them.

Upload Click Upload to begin the upload process. Thisprocessmay take up to two minutes.

Afteryou see the Fiimware Upload in Process screen, wait two minutesbefore logging into the Zyxel
Device again.

Note: The ZyxelDevice automatically rebootsaftera successfulupload.

The ZyxelDevice automatically restarts causing a temporary networkdisconnect. h some operating
systems, you may see the following icon on yourdesktop.

Figure 105 Network emporarly Disconnected
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Afterfive minutes, log in again and checkyournew fimware version in the Dashboard screen.

18.3.1 Example of Fiomware Upload Using FIP

This procedure require s the ZyxelDevice’s fimware. Download the fimware package from
www.zyxelcom and unzip it. The fimware file usesa .bin extension, forexample, "600ABFHOC0.bin". Do
the following afteryou have obtained the fimware file.

1 Connectyourcomputerto the ZyxelDevice.

2 'The FIPserverIPaddress ofthe ZyxelDevice in standalone mode is 192.168.1.2, so set yourcomputerto
use a static IPaddress from 192.168.1.3 ~192.168.1.254.
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3 Use anFIPclienton yourcomputerto connectto the ZyxelDevice. Forexample, in the Windows
command prompt, type ftp 192.168.1.2. Keep the console session connected in orderto see when
the fmware recovery finishe s.

4 Enteryourusername when prompted.

5 Enteryourpassword asrequested.

6 Enter“hash” forFIPto printa “#'characterforevery 1024 bytesofdata youupload so thatyoucan
watch the file transferprogress.

7 Enter“bin” to setthe transfermode to binary.

8 'hansferthe fimware file from yourcomputerto the ZyxelDevice. Type put followed by the path and
name ofthe fimware file. Thisexamplesusesput C:\ftproot\Zyxel Device_FW\600ABFHOCO.bin.

C:\>ftp 192.168.1.2

Connected to 192.168.1.2.

220—-————————— Welcome to Pure-FTPd [privsep] [TLS] ——————————
220-You are user number 1 of 5 allowed.

220-Local time is now 21:28. Server port: 21.

220-This is a private system - No anonymous login

220 You will be disconnected after 600 minutes of inactivity.

User (192.168.1.2: (none)): admin

331 User admin OK. Password required

Password:

230 OK. Current restricted directory is /

ftp> hash

Hash mark printing On ftp: (2048 bytes/hash mark)
ftp> bin

200 TYPE is now 8-bit binary
ftp> put C:\ftproot\Zyxel Device_FW\600ABFHOCO.bin

9 Waitforthe file transferto complete.

10 Enter“quit’ to exit the ftp prompt.

18.4 Shell Script

Use shellscript files to have the ZyxelDevice use commandsthatyou specify. Use a texteditorto create
the shellscript files. They must use a “.zysh” flename e xte nsion.

Click Maintenance > File Manager> Shell Scriptto open this screen. Use the Shell Scriptscreen to store,
name,download, upload and run shellscript files. You can store multiple shellscript file s on the Zyxel
Device atthe same time.

Note: You should include write commandsin yourscripts. Fyou do not use the write
command, the changeswillbe lost when the ZyxelDevice restarts. You could use
multiple write commandsin a long script.
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Figure 106 Maintenance > Fle Manager> ShellScript

CorfHm
Masll Sesnh
. -

Upiooac Shed Sonpl

Fito ihed Sorenl

frmwore Pockoge

Each field isdescribed in the following table.

Table 74 Maintenance > Fle Manager> Shell Script

TABEL DESCRIPTION
Rename Use thisbutton to change the labelofa shellscript file on the ZyxelDevice.
Youcannotrename a shellscript to the name of anothershellscript in the ZyxelDevice.
Clicka shellscript’srow to selectitand click Rename to open the Rename File screen.
Specify the new name forthe shellscript file. Use up to 25 characters (inc luding a-zA-Z0-
95 ~1@# $%" &) _+[1{}’,.=-).
Click OKto save the duplicate orclickCancelto close the screen withoutsaving a duplicate ofthe
configuration file.
Remove Clicka shellscript file’srow to selectitand clickDelete to delete the shellscript file from the Zyxel
Device.
A pop-up window asksyou to confirm thatyou wantto delete the shellscriptfile. Click OKto delete
the shellscript file orclick Cancelto close the screen without deleting the shellscript file.
Download Clicka shellscript file’srow to selectit and click Download to save the configuration to your
computer.
Copy Use thisbutton to save a duplicate ofa shellscript file on the ZyxelDevice.
Clicka shellscript file’srow to selectitand click Copy to open the Copy Hle screen.
Specify a name forthe duplicate file. Use up to 25 characters (including a-zA-Z70-
95 ~1@# $%" &) _+[1{Y,.=-).
Click OKto save the duplicate orclickCancelto close the screen withoutsaving a duplicate ofthe
configuration file.
Apply Use this button to have the ZyxelDevice use a specific shellscript file.
Clicka shellscript file’srow to selectitand click Apply to have the ZyxelDevice use that shellscript
file. You may need to wait awhile forthe ZyxelDevice to finish applying the commands.
# Thiscolumn displays the numberforeach shellscript file entry.
File Name This column displays the labelthatidentifies a shellscript file.
Size This column displays the size (in KB) of a shellscript file .
Iast This column displays the date and time thatthe individualshellscript files were last changed or
Mo difie d saved.
Upload Shell | The bottom partofthe screen allowsyou to upload a new orpreviously saved shellscript file from
Script yourcomputerto yourZyxelDevice.
File Path Type in the location of the file you wantto upload in thisfield orclick Browse... to find it.
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Table 74 Maintenance > Fle Manager> ShellScript (c ontinued)

TABEL DESCRIPIION
Browse... Clic k Bowse... to find the .zysh file you want to upload.
Uplbad Click Upload to begin the upload process. Thisprocessmay take up to several minutes.
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CHAPTER 19
Diagnostics

19.1 Overview

Use the diagnosticsscreen fortrouble shooting.

19.1.1 What You Can Do in this Chapter

The Diagnostics screen (Section 19.2 on page 178) generatesa file containing the ZyxelDevice’s
configuration and diagnostic information if you need to provide it to customersupport during
trouble shooting.

19.2 Diagnostics

Thisscreen providesan easy way foryou to generate a file containing the ZyxelDevice’s c onfiguration
and diagnostic nformation. You may need to generate thisfile and send itto customersupport during
troubleshooting. Allcategoriesofsettingsand shellscript filesstored on the ZyxelDevice wilbe included
in the diagno stic file.

Click Maintenance > Diagnostics> Diagnostics to open the Diagnostics screen. Click Collect Now to
have the ZyxelDevice create a new diagnostic file.

Figure 107 Maintenance > Diagno stic s> Diagnostic s
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The Debug Information Centerscreen then displays showing whetherthe collectionisin progress, was
successful, orhasfailed. When the data collection isdone, click Download to save the mostrecent
diagnostic file to a computer.
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Figure 108 Maintenance > Diagnostics: Debug Information Collector
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19.3 Remote Capture

Use thisscreen to capture network traffic going through the ZyxelDevice connected to the Zyxel
gateway orZyWAILL and output the captured packetsto a packetanalyzer(also known asnetworkor
protocolanalyzer) such as Wire shark.

Click Maintenanc e> Diagnostics> Remote Capture to open the Remote Capture screen.

Figure 109 Maintenance > Diagnostic s> Remote Capture
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The following table descrbesthe labelsin thisscreen.

Table 75 Maintenance > Diagnostic s> Remote Capture

IABEL DESCRIPIION

SerwverPort Enterthe numberofthe serverport you want the packet analyzerto connectto in orderto
capture traffic going through the ZyxelDevice. The default port numberis 2002.

Start Clic k thisbutton to allow the packetanalyzerto start capturing traffic going through the Zyxel
Device.
Sto p Clic k this button to stop the packetanalyzerfrom capturing traffic going through the Zyxel
Device.
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CHAPTER 20
1 EDs

20.1 Overview

The IEDsofyourZyxelDevice canbe controlled such thatthey stay lit (ON) orOFFafterthe ZyxelDevic e
isready. There are two featuresthatcontrolthe IEDsofyourZyxelDevice -Iocatorand Suppression (see
Section 1.4 on page 18).

20.1.1 WhatYou Can Do in this Chapter
* The Suppressionscreen (Section 20.2 on page 180) allowsyou to set how you want the IEDs to
behave afterthe ZyxelDevice isready.

* The Incatorscreen (Section 20.3 on page 181) allowsusersto see the actuallocation ofthe Zyxel
Device between severaldevicesin the network.

20.2 Suppression Screen

The IED Suppression feature allowsyou to controlhow the IEDs of yourZyxel Device behave afterit’s
ready. The default IED suppression setting of your APisdifferent depending on yourZyxelDevice model

Youcan go to the Maintenance > IEDs > Suppression screen to see the default IED behaviorand
change the IED suppression setting. Afteryou make changesin the suppression screen, it wilbe stored
asthe default when the ZyxelDevice isrestarted. See (Section3.1onpage 28) forinformation on default
valuesfordifferent models.

Note: When the ZyXELDevice isbooting orperforming firmware upgrade, the IEDs willlight up
regardless of the setting in IED sup p re ssion.

To accessthisscreen, click Maintenance > IEDs > Suppression.
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Figure 110 Maintenance > IEDs > Suppression
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The following table descrbesfieldsin the above screen.

Table 76 Maintenance > IED > Sup pre ssion

TABEL DESCRIPTION
Suppression On If the Suppression Oncheckboxischecked, the IEDsofyourZyxelDevice willtum off after
it'sready.

¥the checkboxisunchecked, the IEDs will stay lit afterthe ZyxelDevice isready.

Apply Click Apply to save yourchangesbackto the ZyxelDevice.

Reset Click Resetto retum the screen to its last-saved settings.

20.3 IocatorScreen

The Iocatorfeature identifiesthe location of yourZyxel Device among severaldevicesin the network.
You can run thisfeature and seta timerin this screen.

D run the locatorfeature, entera numberofminutesand click Tum On button to have the ZyxelDevice
find itsloc ation. The IncatorIED willstart to blink forthe numberofminute s setin the Iocatorscreen. The
default setting is 10 minute s. While the locatoris running, the tum on button willgray out and retum after
it's finished. Fyou make changesto the time default setting, it wilbe stored asthe default when the
ZyxelDevice restarts.

Note: The Iocatorfeature isnotaffected by the Suppression setting.

™ accessthisscreen, click Maintenance > IEDs > Iocator.
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Figure 111 Maintenance >IEDs> Iocator
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The following table descrbesfieldsin the above screen.

Table 77 Maintenance > I1ED >Iocator

TABEL DESCRIPIION

Tum On Click Tum On button to activate the locator. The Iocatorfunction willshow the actual

location ofthe ZyxelDevice between severaldevicesin the network.
Tum Off

Otherwise, c lick Fam Offto disable the locatorfeature.

Automatic ally Exting uish Entera time intervalbetween 1 and 60 minutesto stop the locatorIED from blinking.
After Defaultis 10 minutes.

Apply Click Apply to save changesin thisscreen.
Re fre sh Click Refresh to update the information in this screen.
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CHAPTER 21
Reboot

21.1 Overview

Use thisscreen to restart the ZyxelDevice.

21.1.1 WhatYou Need To Know

Fyouapplied changesin the Web Configurator, these were saved automatically and do notchange
when youreboot. Fyou made changesin the CII, however, you have to use the write command to
save the configuration before youreboot. Otherwise, the changesare lost when youreboot.

Rebootisdifferent to reset; re set re tums the ZyxelDevic e to its d e fault ¢ o nfig ura tio n.

21.2 Reboot

Thisscreen alowsremote userscan restart the ZyxelDevice. o accessthisscreen, click Maintenance >
Reboot.

Figure 112 Maintenance > Reboot
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Clickthe Rebootbutton to restart the ZyxelDevice. Wait a few minute s untilthe login screen appears. ¥
the login screen doesnotappear, type the IPaddressofthe ZyxelDevice in your Web browser.

Youcan also use the ClIcommand reboot to restart the Zyxel Device.
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C HAPTER 22
Shutd own

22.1 Overview

Use thisscreen to shut down the ZyxelDevice.

Always use Maintenance > Shutdown > Shutdown orthe shutdown
command before you tum off the Zyxel Device orremove the power.
Notdoing so can cause the fimware to become comupt.

22.1.1 WhatYou Need To Know

Shutdown writesallcached data to the localstorage and stopsthe system processes. Shutdown is
different to reset; reset re tums the ZyxelDevice to its default c onfiguration.

22.2 Shutdown

T accessthisscreen, click Maintenance > Shutdown.

Figure 113 Maintenance > Shutdown
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Clic kthe Shutdown button to shut down the ZyxelDevice. Wait forthe ZyxelDevice to shutdown before
you manually tum offorremove the power. Edoesnot tum off the power.

Youcan also use the ClIcommand shutdown to shut down the ZyxelDevice.
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C HAPTER 23
Cloud Mode

23.1 Overview

The ZyxelDevice ismanaged and provisioned automatically by the NCC (Nebula ControlCenter) when
itisconnected to the ntemetand hasbeenregistered in the NCC. Fyouneed to change the Zyxel
Device’s VIAN setting ormanually setitsIPaddress, accessits simplified web configurator(see Chapter
4onpage 30). Youcancheckthe NCC's Access Point > Monitor> Access Points screen orthe
connected gateway forthe ZyxelDevice'scunment IAN IP addre ss. Alte matively, disc onnec t the
gatewayordisable its DHCP serverfunc tion and use the ZyxelDevice'sdefault static IANIP address
(192.168.1.2).

Figure 114 Cloud Mode Application
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23.2 Cloud Mode Web Configurator Scre ens

When yourZyxelDevice ismanaged through NCC, youcan accessonly the following screens through
the Web Configurator:

e Dashboand
¢ Configuration > Network > IP Se tting
¢ Configuration > Network > VIAN
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e Maintenance > Shell Script
e Maintenance > Diagnostics
¢ Maintenance > log

These screens also have feweroptions than those in standalone ZyxelDevices. The rest of the Zyxel
Device’sfeatures must be configured through the NCC.

23.3 Dashboard

Thisscreen displaysgeneral AP information, and clientinformation in widgetsthatyoucanre-amange to
suit yourneeds. Youcan also collapse, refresh, and close individualwidge ts.

Figure 115 Dashboard
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The following table descrbesthe labelsin thisscreen.

Table 78 Dashboard

TABEL DESCRIPIION
AP Information
MAC Address This field displays the MAC addressofthe ZyxelDevice.

Serial Number This field displays the serialnumberofthe ZyxelDevice.

Product Model This field displays the modelname ofthe ZyxelDevice.

2.4G Chz.alnnel This field displays the channelnumberthe ZyxelDevice is using and its output powerin the
Information 2.4 GHz spe c trum. This shows Notactivated if the wireless AN isdisabled.
5G Chaqnel This field displays the channelnumberthe ZyxelDevice is using and its output powerin the 5
Information GHz spectrum. This shows Notactivated if the wireless IAN isdisabled.
Ethemet This field displays whetherthe ZyxelDevice’s Ethemetportisconnected and the IPaddress

ofthe gateway to which the ZyxelDevice isconnected.
Intemet This field displays whetherthe ZyxelDevice isconnecting to the Intemet.
Nebula This field displays whe therthe ZyxelDevice can connectto the ZyxelNebula ControlCenter
Connec tivity (NCC).
Sta tus
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Table 78 Dashboard (continued)

TABEL DESCRIPIION

Nebula Control This field displays whetherthe ZyxelDevice hasbeenregistered and canbe managed by

Center the NCC.
Activation Status

Use Proxy to This displays whe therthe NAP usesa proxy serverto accessthe NCC (Nebula Control
AccessNCC Centen.

I the ZyxelDevice cannotconnectto the ntemetorto NCC,an enmormessage isshown on thisscreen,
asin the following.
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C HAPTER 24
Ne twork

24.1 Overview

Thischapterdescrbeshow you can configure the management IPaddress and VIAN settingsofyour
ZyxelDevice n cloud mode.

See Section9.1on page 69 forinformation aboutIPaddresses.

Note: Make sure your VIAN se ttings allow the ZyxelDevice to connectto the Intemetso you
could manage it with NCC.

24.1.1 What You Can Do in this Chapter

* The IPSetting screen (Section 24.2 on page 189) configuresthe ZyxelDevice’s AN IPaddress.
e The VIAN screen (Section 24.3 on page 191) configures the ZyxelDe vice’s VIAN se tting s.

24.2 TP Se tting

Use thisscreen to configure the IPaddressforyourZyxelDevice. Tb accessthisscreen, click
Configuration > Network > IP Se tting .
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Figure 116 Configuration > Netwo rk > IP Se tting
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Each field isdescribed in the following table.

Table 79 Configuration > Network > IP Se tting

TABEL DESCRIPTION
IP Address Assignment
Get Select thisto make the interfface a DHCP client and automatically getthe IPaddress,

Automatic ally

subnet mask, and gateway addressfrom a DHCP serwer.

Use Fixed IP Selectthisif you want to specify the IPaddress, subnet mask, and gateway manually.

Address

P Address Enterthe IPaddress forthisinterface.

Subnet Ma sk Enterthe subnet mask of thisinterface in dotdecimalnotation. The subnet maskindicates
whatpartofthe IPaddressisthe same forallcomputers in the network.

Gateway Enterthe IPaddressofthe gateway. The ZyxelDevice sendspacketsto the gateway when
itdoesnotknow how to oute the packet to its destination. The gateway should be on the
same network asthe interface.

DNSSerwerlP Enterthe IPaddressofthe DNSsewer.

Address

Use Proxy to Access
Intemet

the ZyxelDevice isbehind a proxy server,youneed to selectthisoption and configure the
proxy serversettings so that the ZyxelDevice can accessthe NCC through the proxy server.

Proxy Server

Enterthe IPaddressofthe proxy server.

Proxy Port

Enterservice port numberused by the proxy server.

Authentic ation

Selectthisoption if the proxy serverrequires authentication before it grantsaccessto the
Inte met.

UserName Enteryourproxy username.

Password Enteryourproxy password.
Apply Click Apply to save yourchangesbackto the ZyxelDevice.
Reset Click Resetto retum the screen to its last-saved settings.
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24.3 VIAN

This se c tion disc usse s how to c onfigure the Zyxel Device’s VIAN settings. See Section 9.3 on page 71 for
more information about VIAN.

Use thisscreen to configure the VIAN settings foryourZyxelDevice. T accessthisscreen, click
Configuration > Network > VIAN.

Figure 117 Configuration > Network > VIAN
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Fach field isdescrbed in the following table.

Table 80 Configuration > Network > VIAN

TABEL DESCRIPIION
VIAN Settings
Management Entera VIAN ID forthe ZyxelDevice.
VIAN DD
Untagged/ Set whetherthe ZyxelDevice addsthe VIAN ID to outbound traffic transmitted through its
Tagged Ethemetport.
Apply Click Apply to save yourchangesbackto the ZyxelDevice.
Reset Click Resetto retum the screen to its last-saved settings.
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25.1 Overview

C HAPTER 25
Mamtenance

When the ZyxelDevice issetto workin cloud mode, the Maintenance screenslet you mange shellscript
file s on the ZyxelDevice, generate a diagnostic file, orview log messages.

See Chapterl8onpage 167 forinformation about shell scripts.

25.1.1 WhatYou Can Do in this Chapter

* The Shell Scriptscreen (Section 25.2 on page 192) stores, names, downloads, and uploadsshellscript

file s.

¢ The Diagnostics screen (Section 25.3 on page 193) generates a file contamning the ZyxelDevice’s
configuration and diagnostic mformation if youneed to provide it to customersupport during

trouble shoo ting.

¢ The Ing > View Iog screen (Section 25.4 on page 194) displays the ZyxelDevice’scunentlog

messageswhenitisdisconnected from the NCC.

25.2 Shell Script

Use shellscript files to have the ZyxelDevice use commandsthatyouspecify. Use a texteditorto create
the shellscript files. They must use a “.zysh” flename e xte nsion.

Click Maintenance > Shell Scriptto open thisscreen. Use the Shell Secript screen to store, name,
download, and upload shellscriptfiles. You can store multiple shellscript file s on the ZyxelDevice at the

same time.

Figure 118 Maintenance > ShellScript
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Each field isdescrbed in the following table.

Table 81 Maintenance > ShellScript

TABEL DESCRIPIIO N
Rename Use thisbutton to change the labelofa shellscript file on the ZyxelDevice.
Youcannotrename a shellscript to the name of anothershellscriptin the ZyxelDevice.
Clicka shellscript’srow to selectitand click Rename to open the Rename File screen.
Specify the new name forthe shellscript file. Use up to 25 characters (including a-zA-Z0-
9;' ~1@# $%" &()_+[1{},.=-).
Click OKto save the duplicate orclickCancelto close the screen withoutsaving a duplicate ofthe
configuration file.
Remove Clicka shellscriptfile’srow to selectitand clickDelete to delete the shellscript file from the Zyxel
Device.
A pop-up window asksyou to confirm thatyou wantto delete the shellscriptfile. Clic k OKto delete
the shellscript file orclick Cancelto close the screen without deleting the shellscript file.
Download Clicka shellscript file’srow to selectit and click Download to save the configuration to your
computer.
Copy Use thisbutton to save a duplicate ofa shellscript file on the ZyxelDevice.
Clicka shellscript file’srow to selectitand clickCopy to open the Copy Hle screen.
Specify a name forthe duplicate file. Use up to 25 characters (including a-zA-Z0-
9; ~1@# $%" &()_+[1{},.=-).
Click OKto save the duplicate orclickCancelto close the screen without saving a duplic ate ofthe
configuration file.
# This column displays the numberforeach shellscript file entry.
File Name This column displays the labelthatidentifies a shellscript file.
Size This column displays the size (in KB) ofa shellscript file .
Iast This column displays the date and time thatthe individualshellscript files were last changed or
Mo difie d saved.
Upload Shell | The bottom partofthe screen allowsyou to upload a new orpreviously saved shellscript file from
Script yourcomputerto yourZyxelDevice.
File Type in the location ofthe file you wantto upload in thisfield orclic k Browse... to find it.
Browse... Clic k Bowse... to find the .zysh file you want to upload.
Upload Click Upload to begin the upload process. Thisprocessmay take up to several minutes.

25.3 Diagnostics

Thisscreen providesan easy way foryou to generate a file containing the ZyxelDevice’s c onfiguration

and diagnostic nformation. You may need to generate thisfile and send it to customersupport during

troubleshooting. Allcategoriesofsettingsand shellscriptfilesstored on the ZyxelDevice willbe included
in the diagno stic file.

Click Maintenance > Diagnostics to open the Diagnostics screen. Click Collect Now to have the Zyxel
Device create a new diagnostic file.
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Figure 119 Maintenance > Diagnostics
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The Debug Information Centerscreen then displays showing whetherthe collection isin progress, was
successful, orhasfailed. When the data collection isdone, click Download to save the mostrecent
diagnostic file to a computer.

Figure 120 Maintenance > Diagnostics: Debug Information Collector
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25.4 View log

The NCC periodically gatherslog files from the devicesbeing managed by it. Before the NCC pullslogs
from the ZyxelDevice orwhen the ZyxelDevice isdisconnected from the NCC, you can use thisscreen
to view itscurmrentlog messages. To accessthisscreen, click Maintenance > Iog.

Note: When a log reachesthe maximum numberoflog messages, new log messages
automatically overwrite existing log messages, starting with the oldest existing log
message first.

Eventsthat generate analent (aswellasa log message) displayinred. Regularlogsdisplay in black.
Clicka column’sheading cellto sort the table entries by thatcolumn’s criteria. Click the heading cell
again to reverse the sortorder.
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Figure 121

Maintenance >Iog > View log
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The following table descrbesthe labelsin thisscreen.

Table 82 Maitenance >Iog > View log

TABEL

DESCRIPIION

Show Filter/ Hide
Fiter

Clic k this button to show orhide the filtersettings.

I the fitersettings are hidden, the Display, Emaillog Now, Refresh, and Clearlog fieldsare
avaiable.

If the filtersettings are shown, the Display, Prority, Source Address, Destination Address, Source
Interface, Destination Interface, Protocol, Keyword, and Search fieldsare avaiable.

Display Selectthe category oflog message(s) you wantto view. Youcan also view Alllogs atone
time, oryou can view the Debug Iog.
Prio rity This displays when you show the filter. Select the priority oflog messagesto display. The log

displays the log messages with this priority orhigher. Choicesare: any, emerg, alext, crit, enor,
wam, notice, and info, from highe st priority to lo we st prio rity. This field is re ad-o nly if the
Category is Debug Iog.

Source Address

This displays when you show the filter. ype the source IPaddressofthe incoming packetthat
generated the log message. Do notinclude the portin this fiter.

De stina tion
Address

This displays when you show the filter. ype the IPaddressofthe destination ofthe incoming
packet when the log message wasgenerated. Do notinclude the portin this filter.

Source Interface

This displays when you show the filter. Select the source interface ofthe packetthatgenerated
the log message.

De stina tion This displays when you show the filter. Select the destination interfface ofthe packetthat

Interface generated the log message.

Protocol This displays when you show the filter. Selecta service protocolwhose log messagesyou would
like to see.

KReyword This displays when you show the filter. ype a keyword to look forin the Message, Source,
Destination and Note fields. fa match isfound in any field, the log message isdisplayed. You
canuse up to 63 alphanumerc charactersand the underscore, aswellas punctuation marks
O 5?2 +-%=#$% @ ; the period, double quotes, and bracketsare notallowed.

Search This displays when you show the filter. Clic k this button to update the log using the c ument filter

se tting s.
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Table 82 Maintenance >Iog > View log (continued)

TABEL DESCRIPIION

Re fre sh Clic k this to update the listoflogs.

Clearlog Click thisbutton to clearthe whole log, regardlessofwhatiscumently displayed on the screen.

# This field isa sequentialvalue, and itisnotassociated with a specific log message.

Tme This field displays the time the log message wasrecorded.

Prio rity This field displays the priority of the log message. t hasthe same range ofvalues asthe Prority
field above.

Category This field displaysthe log that generated the log message. It isthe same value used in the
Display and (other) Category fields.

Message This field displays the reason the log message wasgenerated. The text “[count=x]”, where xisa
number, appearsatthe end ofthe Message field iflog consolidation is tumed on and multiple
entries were aggregated to generate into thisone.

So urc e This field displaysthe source IPaddress and the port numberin the eventthat generated the

log message.

Source Interface

This field displays the source interface ofthe packetthatgenerated the log message.

Destination

This field displaysthe destination IPaddressand the port numberofthe eventthatgenerated
the log message.

Destination

This field displays the destination interface ofthe packetthatgenerated the log message.

Interface
Protocol This field displays the service protocolin the event that generated the log message.
No te This field displays any additionalinformation about the log message.
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C HAPTER 26
Trouble shooting

26.1 Overview

Thischapterofferssome suggestionsto solve proble msyou mightencounter. The potentialproblemsare
divided into the following categories.

* Power, Hordware Connections, and IED

e ZyxelDevice Management, Access,and login
* IntemetAccess

¢ WiFi Ne two 1k

* Resetting the ZyxelDevice

26.2 Power, Hardware Connections, and I1ED

The ZyxelDevice doesnottum on. The IED isnot on.

1 DMake sure you are using the poweradapterincluded with the ZyxelDevice ora PoEpowerinjector
switc h.

2 Make sure the poweradapterorPoEpowerinjector switch isconnected to the Zyxel Device and
plugged in to an appropriate powersource. Make sure the powersource istumed on.

3 Disconnectand re-connectthe poweradapterorPoEpowerinjec tor switc h.
4 TInspectyourcablesfordamage.Contactthe vendorto replace anydamaged cables.

5 IXnone ofthese stepswork, you may have faulty hardware and should contactyourZyxelDevice
vendor.

The IED doesnotbehave asexpected.

1 Make sure you understand the normalbehaviorofthe IED. See Section 3.1 on page 28.
2 Checkthe hardware connections. See the Quick Start Guide.

3 Ispectyourcablesfordamage. Contactthe vendorto replace any damaged cables.
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4 Disconnectand re-connectthe poweradapterorPoEpowerinjectorto the ZyxelDevice.

5 Ithe problem continues, contactthe vendor.

26.3 ZyxelDevice Management, Access, and Ilogin

Iforgotthe IPaddress forthe ZyxelDevice.

1 'The defaultin-band IPaddressin standalone mode is http:// DHCP-assigned IP (when connectng to a
DHCPserver) 0r192.168.1.2.

2 TIyouchanged the IPaddressand have forgotten it, you have to reset the ZyxelDevice to itsfactory
defaults. See Section 26.6 on page 205.

3 TFyourZyxelDevice isa DHCPclient, you can find yourIPaddress from the DHCP server. This information
isonly available from the DHCP serverwhich allocatesIPaddresseson yournetwork Find this
information direc tly from the DHCP serverorcontact yoursystem administratorformore informa tion.

4 Tthe NCC hasmanaged the ZyxelDevice, youcan also checkthe NCC's AP> Monitor> Access Point
screen forthe ZyxelDevice'scurmrent IAN IPaddress.

Icannotsee oraccessthe Iogin screen in the Web Configurator.

1 Make sure you are using the conmectIPaddress.
e The default IPaddress(in standalone mode) is 192.168.1.2.
e fyouchanged the IPaddress, use the new IPaddress.
e fyouchanged the IPaddressand have forgotten it, see the troubleshooting suggestionsforl
forgotthe IPaddress forthe ZyxelDevice.

2 Checkthe hardware connections, and make sure the IED isbehaving asexpected. See the Quick Start
Guide and Section 3.1 on page 28.

3 Make sure yourlhtemetbrowserdoesnotblockpop-up windowsand hasJavaScriptsand Java
enabled.

4 Make sure yourcomputerisin the same subnetasthe ZyxelDevice. (fyou know thatthere are outers
between yourcomputerand the ZyxelDevice, skip this step.)

* Ifthere isa DHCPserveron yournetwork, make sure yourcomputerisusing a dynamic IPaddress.
e Ifthere isno DHCP serveron yournetwork, make sure yourcomputersIPaddressisin the same

subnet asthe ZyxelDevice.

5 Resetthe ZyxelDevice to itsfactory defaults, and try to accessthe ZyxelDevice with the default IP
address. See Section 26.6 on page 205.
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6 Ifthe problem continues, contactthe network administratororvendor, ortry one ofthe advanced
sug g e stio ns.

Advanced Suggestions

* Tiyto accessthe ZyxelDevice using anotherservice, such asTelnet. Fyoucan accessthe Zyxel
Device,checkthe remote management settingsto find out why the ZyxelDevice doesnotrespond
to HTIP.

e fyourcomputerisconnected wirelessly, use a computerthatisconnected to a IAN/ EIHERNETpo rt.

Iforgotthe password.

1 'he default password is 1284. If the ZyxelDevice isconnected to the NCC and registered, check the
NCC forthe password.

2 TIthisdoesnotwork, youhave to resetthe ZyxelDevice to itsfactory defaults. See Section 26.6 on page
205.

Ican see the Ioginscreen, but Icannotlog in to the ZyxelDevice.

1 Make sure you have entered the username and password comectly. The default password is 1234. This
fieldsare case-sensitive, so make sure [Capslock]isnoton.

2 Youcannotlog in to the Web Configurator while someone isusing Telnet to accessthe ZyxelDevice.
Iog outofthe ZyxelDevice in the othersession, orask the person who islogged in to log out.

3 Disconnectand re-connectthe poweradapterorPoEpowerinjectorto the ZyxelDevice.

4 TIthisdoesnotwork, youhave to resetthe ZyxelDevice to itsfactory defaults. See Section 26.6 on page
205.

Icannotuse FIPto upload / download the configuration file./ Icannotuse FIP to upload new
fiimware.

See the troubleshooting suggestionsforIlcannotsee oraccessthe Iogin screen in the Web Configurator.
Ignore the suggestionsaboutyourbrowser.

Icannotaccessthe ZyxelDevice directly anymore afterswitc hing to NCC management.

* Checkthe ZyxelDevice IPaddressand login credentials using the NCC and use them to accessthe
ZyxelDevice. Note that the built-in Web Configuratorwil have limited func tionality when managed
through NCC.
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Ienabled NCC Discovery, but the ZyxelDevice isstillin standalone mode.

Make sure yourZyxelDevice isregistered to the NCC.

The ZyxelDevice isaleady registered with NCC, butitisstilin standalone mode;itcannot
connectto the NCC.

1 Make sure that NCC Discoveryisenabled (see Section 9.4 on page 73).

2 Checkyournetwork'sfirewall sec urty se ttings. Make sure the following TCPportsare allowed: 443, 4335,
and 6667.

3 Make sure yourZyxelDevice can accessthe Intemet.

4 Checkyournetworks VIAN settings (see Section 9.3 on page 71). You may have to change the
Management VIAN settings ofthe ZyxelDevice to allow it to connectto the ntemetand accessthe
NCC.

Note: Changing the management VIAN and IPaddress settings on the ZyxelDevice also
pushesthese changesto the NCC. Do thisonly if yourdevice cannot otherwise
connectto the NCC.

5 Make sure yourZyxelDevice doesnothave to go through network authentication such asa captive
portal Fyournetworkusesa captive portal, the networkadministratormay have to create a new VIAN
witho ut this re quire ment. Change yourZyxelDevice’s management VIAN settings asnecessary.

Some features Iset using the NCC do not workasexpected.

1 Make sure yourZyxelDevice can accessthe Intemet.

2 Checkyournetwork's fire wall se c urity se ttings. Make sure the following portsare allowed:
e TCP: 443, 4335, and 6667
e UDP: 123

3 Afterchanging yourZyxelDevice settings using the NCC, wait 1-2 minutes forthe changesto take
effect.

Icanonlysee newerlogs. Olderlogs are missing.

When a log reachesthe maximum numberoflog messages(see Section 1.4 on page 18),new log
messagesautomatically overwrite the oldestlog messages.
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The commandsin my configuration file orshellscript are not working propey.

* Ina configuration file orshellscript, use “#” or“!” asthe fistcharacterofa command lne to have the
ZyxelDevice treat the line asa comment.

* Yourconfiguration flesorshellscriptscan use “exit” ora command line consisting of a single “!” to
have the ZyxelDevice exit sub command mode.

® Include write commandsin yourscripts. Otherwise the changeswillbe lost when the ZyxelDevice
restarts. You could use multiple write commandsin a long script.
Note: “exit” or“!” must follow sub commandsifitisto make the ZyxelDevice exit sub
command mode.

Icannotupload the fimware uploaded using FIP.

The Web Configuratoristhe rrcommended method foruploading frmware in standalone mode. For
managed ZyxelDevices, using the NCC orAC isrecommended. Youonlyneed to use FIPifyouneed to
recoverthe fimware. See the ClIReference Guide forhow to determmine if you need to recoverthe
fimware and how to recoverit.

26.4 IntemetAccess

Clentscannotaccessthe ntemetthrough the ZyxelDevice.

1 Checkthe ZyxelDevice’shardware connections, and make sure the IEDsare behaving asexpected
(referto Section 3.1 onpage 28). See the Quick Start Guide and Section 26.2 on page 198.

2 Make sure the ZyxelDevice isconnected to a brnadband modem orruterwith Intemetaccessand
yourcomputerissetto obtain an dynamic IPaddress.

3 Iclientsare trying to accessthe ntemet wirele ssly, make sure the wire le ss se tting s on the wire le ss ¢ lie nts
are the same asthe settingson the ZyxelDevice.

4 Disconnectallthe cablesfrom yourZyxelDevice, and follow the direc tions in the Quick Start Guide
again.

5 Rebootthe clientand reconnectto the ZyxelDevice.

6 Ithe problem continues, contact yourISP.

The Intemet connection is slow orinte mitte nt.
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1 'There mightbe a lotoftraffic on the network. Inokatthe IEDs,and checkSection 3.1 on page 28. Ithe
ZyxelDevice issending orreceiving a lot of information, try closing some programsthat use the Intemet,
especially peerto-peerapplications.

2 Checkthe signalstrength using the NCC, AC, ZyxelDevice Web Configurator, orthe clientdevice itself.
If the signalis we ak, try moving the clientcloserto the ZyxelDevice (if possible), and lookarmund to see
ifthere are any devicesthat might be interfering with the wireless network (microwaves, otherwire le ss
networks, and so on).

3 Rebootthe ZyxelDevice using the Web Configurator Cllorthe NCC orAC.

4 Checkthe settingsforQoS. Fitisdisabled, activate it. When enabled, raise orlowerthe priority forsome
applic ations.

5 [Ifthe problem continues, contactthe network administratororvendor.

26.5 WiFi Ne twork

Icannotaccessthe ZyxelDevice orping any computerfrom the WIAN.

1 Make sure the wireless IAN (wirelessradio) isenabled on the ZyxelDevice.
2 Make sure the radio oratleast one ofthe ZyxelDevice’sradiosisoperating in APmode.
3 Make sure the wirelessadapter(installed on yourcomputer) is working propedy.

4 Make sure the wirelessadapter(installed on yourcomputer) is IEEE802.11 compatible and supports the
same wireless standard asthe ZyxelDevice’sactive radio.

5 Make sure yourcomputer(with a wirelessadapterinstalled) is within the transmission range ofthe Zyxel
Device.

6 Checkthatboth the ZyxelDevice and yourcomputerare using the same wirele ss and wire le ss se ¢ urity
se tting s.

Hackershave accessed my WEP-encrypted wire le ss LTAN.

WEPisextremely insecure. Esencryptioncanbe brokenby an attacker, using widely-available software.
kisstonglyrecommended thatyou use a more effective security me c hanism. Use the stronge st se ¢ urity
mec hanism that allthe wirelessdevicesin yournetwork support. WPA2 or WPA2-PSKisrecommended.

The wirele ss se c urity isnot following the re-authentic ation timersetting Ispecified.
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Ia RADIUS server authe ntic ate s wire le ss sta tio ns, the re-authentication timeron the RADIUSserverhas
prorty. Change the RADIUSserversconfiguration if you need to use a different re-authentication timer
setting .

Icannotimporta certificate into the ZyxelDevice.

1 ForMy Certtificates, youcanimporta centificate thatmatchesa comesponding certification requestthat
wasgenerated by the ZyxelDevice. Youcan also import a certificate in PRKCS# 12 format, inc uding the
certificate’spublic and private keys.

2 Youmustremove any spacesfrom the certificate’s flename before you can import the certificate.

3 Anycettificate thatyou wantto importhasto be in one ofthese file formats:

Binary X.509: Thisis an ITU-Trecommendation that define s the formats for X.509 c e rtific a te s.

PEM (Base-64) encoded X.509: This Privacy Enhanced Mailformatuseslowercase letters, uppercase
letters and numeralsto convert a binary X.509 c ettificate into a printable form.

Binary PKCS# 7: Thisisa standard thatdefinesthe generalsyntaxfordata (inc luding digitalsigna tures)
thatmaybe encrypted. APRKCS#7 file isused to transfera public key certificate. The private keyisnot
included. The ZyxelDevice cunently allowsthe importation ofa PKS#7 file that containsa single
certificate.

PEM (Base-64) encoded PKCS# 7: This Privacy Enhanced Mail (PEM) formatuseslowerc ase letters,
uppercase lettersand numeralsto convert a binary PKCS#7 c ertific ate into a printable form.

Binary PRKCS# 12: Thisis a format fortransfe ming public key and private key c ertific ate s.The private key
i a PRCS# 12 file is within a password-encrypted envelope. The file’spassword isnotconnected to
yourcerttificate’spublic orprivate passwords. Exporting a PKCS# 12 file creates thisand you must
provide it to decryptthe contents when you import the file into the ZyxelDevice.

Note:Be carefulnotto converta binary file to text during the transferprocess. tise asy forthis

to occursince many programs use text filesby default.

Wireless clientsare notbeing load balanced among my Zyxel Devices.

Make sure thatallthe ZyxelDevicesused by the wirele ss c lients in que stion share the same SSID,
securty, and radio settings.

Make sure thatallthe ZyxelDevices are in the same broadcastdomain.

Make sure thatthe wirelessclientsare in range ofthe otherZyxelDevices;ifthey are only nrange ofa
single ZyxelDevice,thenload balancing maynotbe aseffective.

In the Monitor> Wireless > AP Information > Radio Listscreen, there isno load balancing indicator
associated with any ZyxelDevices assigned to the load balancing task.

Checkthatthe APprofile which containsthe load balancing settingsiscomnectly assigned to the Zyxel
Devicesin question.
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* The load balancing taskmay have been terminated because furtherload balancing on the Zyxel
Devicesin question isno longerrequired.

26.6 Resetting the Zyxel Device

Fyoucannotaccessthe ZyxelDevice by any method, try re starting it by tuming the poweroffand then
onagain. Fyoustillcannotaccessthe ZyxelDevice by any method oryou forgetthe administrator
password(s), youcan resetthe ZyxelDevice to its factory-default settings. Any configuration files orshell
scriptsthat you saved on the ZyxelDevice should stillbe avaiable afterwards.

Use the following procedure to reset the ZyxelDevice to its fac tory-default se ttings. This o ve rwrite s the
se tting s in the startup-c onfig.c onf file with the settings in the syste m-de fault.c onf file.

Note: Thisprocedure remo ves the ¢ urre nt ¢ o nfigura tion.

1 Make sure the PowerIED ison and notblinking.

2 Pressthe RESETbutton and hold it untilthe PowerIED be gins to blink. (This usually takes about ten
seconds.)

3 Release the RESETbutton, and wait forthe ZyxelDevice to restart.

You should be able to accessthe ZyxelDevice in standalone mode using the default se ttings.

26.7 Getting More Tioubleshooting Help

Search forsupportinformation foryourmodelat www.zyxelcom formore trouble shooting sugge stions.
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Importing Certificates

Thisappendix shows you how to import public key certific ates into yourweb browser.

Public key certificatesare used by web browsersto ensure thata secure web site islegitimate. When a
certificate authority such as VeriSign, Comodo, orNetwork Solutions, to name a few, receivesa
certificate requestfrom a website operator, they c onfim thatthe web domain and contactinformation
in the request match those on public record with a domain name registrar. ¥ they match, then the
certificate isissued to the website operator, who then placesiton the site to be issued to allvisiting web
browsersto let them know that the site islegitimate.

Many Zyxelproducts, such asthe ZyxelDevice, issue theirown public key certificates. These canbe used
by web browserson a IAN or WAN to verify thatthey are in factconnecting to the legitimate device
and notone masquerading asit. However,because the certificates were notissued by one ofthe
severalorganizationsofficially recognized by the mostcommon web browsers, you wilneed to import
the Zyxelcreated certificate into yourweb browserand flag that certificate asa trusted authority.

Note:Youcansee ifyou are browsing on a secure website if the URLin yourweb browsers
addressbarbegins with https:// orthere isa sealed padlockicon ( % ) somewhere
in the main browserwindow (notallbrowsers show the padlockin the same location).

Google Chrome

The following example uses Google Chrome on Windows 7. You first have to store the certificate in your
computerand then installit asa Trusted Root CA, as shown in the follo wing tutorals.
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Export a Certific ate

1 Iyourdevice’s Web Configuratoris setto use SSLc e rtific ation, then upon bro wsing with it forthe first
time, you are presented with a certification eror.

Your connection 15 not private

192 160 0 1
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Clck Advanced > Proceed to x.x.x.x (unsafe).
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4 Inthe Centificate dialog box, clickDetails > Copy to File.
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6 Selectthe formatand settings you want to use and then clic k Next.
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7 Type a flename and specify a folderto save the certificate in. Clic k Next.
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8 Inthe Completing the Certificate Export Wizard sc re e n, c lic k Finish.

R ey @
Completing the Certificate Export
Wizard
e s hewe sucteerdolly compisted the Certicats Boport
r‘ _ﬁ wzard,
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Eipart Keys Fia
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Poe Fopmat DERCEn

s ) e
9 Fmally, click OKwhen presented with the successfulcertificate export message.
T

e Pl el FLLTFILE

Importa Cextificate

Afterstoring the certificate in yourcomputer(see Exporta Certificate), youneed to installitasa trusted
oot c ertific ation authority using the following steps:
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1 Openyourweb browser, click the menuicon, and clic k Se tting's.

# ©
Mew tab Ctrl+T
Mew window Ctrl+M
Mew incognito window  Ctrl+5Shift=N
History >
Downloads Ctrl+]
Bookmarks »
Zoom - 100%  + -
Print... Cirl+P
Cast...
Find... Ctrl+F
Mare tools b
Edit Cut Copy Paste
Help >
Exit

NWA50AX User's Guide

212



Appendix A Inporting Cettificates

Scrolldown and click Advanced to expand the menu. UnderPrivacy and secunty, click Manage

certtificates.
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In the Certificates pop-up screen, click Tusted Root Certific ation Authorities. Click Inport to start the
Certificate Inport Wizard.
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Click Next when the wizard popsup, and then on the following screen click Browse.
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5 Selectthe cettificate file you wantto import and click Open.
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@ Pigce o certScute r Ew loeang plone
Certficis sare:
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7

Confirm the settings displayed and clic k Finish.

Completing the Cartificate Import
Wizard
; . | Thir e afcae vl b gt wfe o dich S

L_.;P"' ¥ haves Epecified e folowng cestngo
s picre hwe Seieriee s wnee R |
| o bl Cerafoals
| Fis Fidvm Tl imaloe
|a 1 ] ¥

Fpresented with a sec urity waming, c lick Yes.

Bty Wamg xj

Yow are about 1o install & certicate from a certfication autkarnty (C4)
,& clarming 1o represend:

T e W

‘findowt canmot validete thet the cerificste = acbuslly From

v % W T T . Yo should condinm #songin by contacting
s & 3 K U Thee followimg omsiber will ssset o inbhis
process

Thumbpret jchalh ™ » B 4 F _EF W AT 4T HL

‘Wamng:

¥ oo inshwil then oot certificete. Windows will nubomarticelly Enst amy
oertificorte mboed by this G Instalbing & cerificate with an unceadfimmes
thumbprint i 2 securiy el B oo chick “Yet™ you scknowiedge this
mzk

Do you vaet tn install thie cerbfirme?

Ver | Ne i

NWA50AX User's Guide

216



Appendix A Inporting Cettificates

9 Fnally, clickOKwhen you are notified of the successfulimport.

= : —r ﬂ
6 The #mpset was successdul

aK

Install a Stand-Alone Cettificate File

Ratherthan installing a public key certificate using web browsersettings, you can installa stand-alone
certificate file if one hasbeen issued to you.

1 Double-clickthe public key certific ate file.

By

cert

2 ClickInstall Certificate.

Gerral | Cisly | Carnfcalion Paih

Eify Certifcate Information

Thoe C& ool cevidieale i ool trusied, To enable inssk,
mstall this certiicate @ e Trusted oot Certification
Authenriees hore.

Isained e gl SHEEF FEDIOA

L by ospfed_SA00F FECITE

Wald from [0 19) 2015 bo B 16/ 2%

NWA50AX User's Guide

217



Appendix A Inporting Cettificates

3 ClckNexton the fist wizard screen, click Place allcertificates in the following store, and c lic k Bowse.

Farif abe Shais
Cerificans siores ore syriem reks wree ooy bicaies are heph.

e can suttmanzaly wwed & (ertficaln alste, o win) G Eealy o locng for
e corificats

7 Beromabosdy select e cerifioate gione based on e hpe oF ceraficate
W Mpce ol e ficales i B Folowrg sloe
Cerafoate shore;

(oo, |

L e sboul 2 fipie pleey

| cha | et | | Cancel,

4 SelectTusted Root Certificate Authorities > OK, and then clic k Next.

FY

Lt ie Imped Wisand =
- s o,
Salect the ertficess ghs U wart o ue,
| Personal a | o yeu cen specty & noebon for
R s et ot b Ay izt | g
. Enderprise Trust | mtE-mie
o Inbmrreciate Carbfosbon dothoriies e e e,
| Acfres Deecmoey user CBeect
I Frumberd Srdmbary 5
L] A = - ¥ S
_‘immm ---\-_ﬁ_-:.
o ][ conos |
Lesrn mogre shock (ergficite sires
[ amak | mests | | cocos
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Confirm the information shown on the fmalwizard screen and c lic k Finish.

Completing the Certificate Import
Wizard

ﬁ H I Thie cwr-&Rciade will b s el e pou sich Fraa,
-

|_etocn || Frwh | | GCoes |

Fpresented with a sec urity waming, click Yes.

Sezurity Wimng 2.1

& 'Wou sre shout ko install a certfcate from 8 cerhfication suthearty LA
* clsimng 1o represent

P o

'Ff'md-um cmnngt vebdebe that the cetificete in schally from

L0 T o 8 You shewdd confirm th aeigin by contscting
51-'1 £ " | L TiThefolloming ruomnber wall pish you in the
ot

Thuirbprint lshalF©— #F I ARF 4 o . S e |
Wt

Moz ingtall Bhie reet cartdigate, Windowi il sutsmaticilly sust any
emrtilic it niled by Bhis TR Inelalieg & cert®@icdla wilk an unconfemsd

Phuribniet & & scuiity ik T yeu chek ey you scknoabedga this
il

D& pou want te sal e cerlificatal

S |
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7 Fnaly, click OKwhen you are notified of the successfulimport.

il o Wiz E

ﬂ The impart st saccesful

Remove a Certtificate in Google Chrome

This se c tion shows you how to remove a public key certificate in Google Chrome on Windows 7.

1 Openyourweb browser, click the menu icon, and clic k Se tting's.

# ©
Mew tab Ctrl+T
Mew window Ctrl+M
Mew incognito window  Ctrl+5Shift=N
History »
Downloads Ctrl+)
Bookmarks b
Zoom - 100% + -
Print... Ctrl+P
Cast...
Find... Ctrl+F
More tools »
Edit Cut Copy Paste
Help »
Exit
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Scrolldown and click Advanced to expand the menu. UnderPrivacy and secunty, click Manage
cefttificates.

(D)

Cefumry amd meuri]y

Synr arel Dongls ssrnmes
Wby BECTHE TEE FeilE 0 o ety el Cafta CODOTIE

dilprw THimars mgrem

Iy IiFsid] IHE ol DEF Bin F D Sulige’ Wi S 5] allTied Df@isg) W b i .
Segmal @ T Mot Trach spgaey| sySh o Bavpng e Te
Allirw ndtwe oy Slwe o piu lidss farp=sil Ml ends aevwl '-l
Frpinag Dade Tt RIaDeT Demer 19ny] A70 DRI IG .
1ne oy by el yout praleeeced, sesi il poosmb sied Foes s

e g LT W r
b TR REL pertsewien wul sethirm

el 1R "

T pETrE AR T T e WRD RITEN TR LR TR DOSTET] T SR R

Clew inumairg Sdls "

Hag iy, ro ok, cocte, g Taee

In the Certtificates pop-up screen, clic k Tusted Root C extific a tion Authoritie s.

! !W

rededoupese:  |sMe - - =
1 :Mﬂmltﬂhhmm {0
| Intarwnctate Cor ACHLOn Authontes | | Fruste P |
i[ﬂ.ﬂi'.l'l:l- Tt Boy Espirabn... Feendy Name s

|l Tt Bt .. AckTrurtSxtmmal CA,.,  S00/2000  Sactgs (ASfTnat)
| CalAffreTnst Comme... AfmTnstCommeos  120LEN  Afrn st Com.,
ulBaitmore CybarTru., EsGmone CyberTrust,..  SI3/025  DCepeCert Balwmor,.,
CglCerben A Cortun C4 Ei1Lf3037  Certaw
o) o b T sl b, b Trimbiesd Mads,,,  12/313039  Cavlum Trusind .,
el ] Pydis P, Gl 3 Bl Brimiee'y . 3{330°0 Werliagn Claag 3,
S COMODO BSA Cert ., COMODORSHCertife., 1/19/008  Sechge (Fomerd.

I:._;Jl:q:-pl.m&:.' 1967, . Copyright [ ESSTML,.  LATL1599  Marssof Teest..
| siDglert domred 0. Dglet fsared DR 10700031 Dotert L

[ o, == trmee Achewred |

s -
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4 Selectthe certificate you wantto remove and click Remove.

5 ClickYes when you see the folo wing waming message.

T =

Delatag pystem rogE < erthc sl roght prevent inme Windoes

_h ‘trﬂpl.'n.g-nl o warking prepsily. The kol ipillem erfical inet
2 el ey e B e
Ml Mg p erf e eqafl oamy Tud= 293781 I Updals Racl Ceddioale &
iritalled, dny daleted third gty rool ceil stes will b rimtaned
sulamabcilly, bl tha sl (el CetilfmtEl wall fiak, Do veu wanl s
deiete thi selecied demd icabeisll

6 Confim the detais displayed in the waming message and click Yes.

Hpof Certificade Shome |

Do you want to DELTTE the following cedficate from the Foot Sore?

T Subgect | gl SBSRFIFEDIIA
Izsuer | Sef kosued

Tirne Walidety © Monday, October 19, X005 through Thorsday, Cctober

15 2025

Geial Kurnbar | SE2EEF0D

Thumibpnint {shalj + CEAT 417 EAFLS L N T R
Thumdbpant {med5): ™ aSF 47 ¢ T 38 ¢ 8

N e

Fire fox

The following example uses Mo zilla Firefox on Windows 7. You first have to store the certificate in your
computerand then installit asa Trusted Root CA, as shown in the following tutorals.
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Export a Certific ate

1

S B Werning: Prrentisl lacuny b W =

- e @ i 152.168.1.1 e B

Warning: Potential Security Risk Ahead

1o steal information ks pour passvori, emsls o cedit card Seiain

Rt @fanes Bk i o help Mogiie ey andg ok matelous s

Hrefon detected a poipnhal seowiny tThreat and @ not comtinue 1o TR TRE T L B poul wint this &ia. aitaden cauld irg

e (oo

Fyourdevice’sWeb Configuratoris setto use SSLc e ttific a tio n, the n the first time you browse to it you are

presented with a certification ermor. Click Advanced.

=M

Click View Certificate.

L]

Warning: Potential Security Risk Ahead

Firefox detecied 4 pobential security theeat and did nod conbnue to 15214812 H wou wisi this ste, attackars could try
b steal indormation bke your passwords, email, of cedt cand details

[ Bk, | Hecormaresnaded |

Wieirabe Degwe PReet Enlily ma Cart Boatei Frelon dosd rdd Tronl SRS file Esecauis & uhid & certifhicale

thad i§ St walis doe 1921668 1.2 The cemificate 4 .o

Ersnr oo ki

ICTT oo s
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3 ClickDetails > Export.

Camby i e ] SEFFERATA =]

I:r".“

CrrPile e iz b

T ol Ly L P

Cormlnaie [ i

w kgl MR
o Carniesty
EuEr
e e
il s s g e
iE
iy il
Thetal Wbl

| Elas
4 Type a flename and click Save.

e iy Vo b [

4 * Cwirgupmi ¢ Loesl [l 00| @ - | ]

JETIE = - ] " i

Fipapnr IR TIRTD r

dvy mtor | B ot sty | R -

& jiade Dol . ] | Lomam

Importa Cextificate

Afterstoring the certificate in yourcomputer, youneed to importitin trusted 1ot c etific ation authoritie s
using the following steps:
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1 OpenFiefox and click ools > Options.

(= B

] N @ @

= Sign inte Syne

@ Content Blocking Standard
E} MNew Window Cirl+ 1y
&2 Mew Private Window Ctrl+Shift+F
a Restore Previcus Session

Zoom — JaerEl 1 |8

Edit Gt 6
I\ Library b
M Add-ons Ctrl+Shift+4

(-ﬁ' Options )

,/ Customize...
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In the Options page, click Privacy & Security, scrollto the bottom ofthe page, and then click View
Certificates.

A Cytins = :"'-."_.'LE'_q

— O [ at el e mem P ey o W D

~ Sk T

Detoptive Contend ard Dangerouis Softwane Protection

B davwgesoun aoct decemine conle |

(E B 1 ) < BHOCK QARQETCAN OO DA

F o NNRITE pi BB ofte @B S LA
-ﬂ Fitwhiin Arco|

A M

Certificatem
WiTie= b ipred feiparite you periingl cerhthie
SHEC DNE BT AT

B Rl qveg iy D

| ety CHOSE reqptyacted seepi 10 coniforrt the plieod sapidry af Wiew Ceridcatey

perfihemis

» orviem & Them Sy [eooes

M frefge SaEnan

In the Certificate Manager, c lic k Authorities > Inport.
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