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2 Test Summary
ltem Standard Test Case ID Result
Multi-Step registration WINNE-TS-0122- 1 WINNF.FT.C.REG.1 Pass
Single-Step registration for CBSD with WINNF-TS-0122-
CPI signed data V1.0.0 WINNF.FT.C.REG.5 Pass
Missing Required parameters WINNF-TS-0122-
(responseCode 102) V1.0.0 WINNF.FT.C.REG.8 Pass
Pending registration (responseCode WINNF-TS-0122-
200) V1.0.0 WINNF.FT.C.REG.10 Pass
Invalid parameter (responseCode 103) WINN\I;'I;)S(—)0122- WINNF.FT.C.REG.12 Pass
Blacklisted CBSD (responseCode 101) W'NN&TOS(')OQZ WINNF.FT.C.REG.14 Pass
Unsupported SAS protocol version WINNF-TS-0122-
(responseCode 100) V1.0.0 WINNF.FT.C.REG.16 Pass
Group Error (responseCode 201) WINN\I/:{'I;)S(—)0122- WINNF.FT.C.REG.18 Pass
Unsuccessful Grant WINNF-TS-0122-
responseCode=400 (INTERFERENCE) V1.0.0 WINNF.FT.D.GRA.1 Pass
Unsuccessful Grant
responseCode=401 WINN\E{-BS(')OQZ WINNF.FT.C.GRA.2 Pass
(GRANT_CONFLICT) o
Heartbeat Success Case (first WINNF-TS-0122-
Heartbeat Response) V1.0.0 WINNF.FT.C.HBT.1 Pass
Heartbeat responseCode=105 WINNF-TS-0122-
(DEREGISTER) V1.0.0 WINNF.FT.C.HBT.3 Pass
Heartbeat responseCode=500 WINNF-TS-0122-
(TERMINATED_GRANT) V1.0.0 WINNF.FT.C.HBT.4 Pass
Heartbeat responseCode=501
(SUSPENDED_GRANT) in First W'NN\'/:{TS'MZZ' WINNF.FT.C.HBT.5 Pass
.0.0
Heartbeat Response
Heartbeat responseCode=501
(SUSPENDED_GRANT) in W'NN\E{TS'OQZ WINNF.FT.C.HBT.6 Pass
.0.0
Subsequent Heartbeat Response
Heartbeat responseCode=502 WINNF-TS-0122-
(UNSYNC_OP_PARAM) V1.0.0 WINNF.FT.C.HBT.7 Pass
Heartbeat Response Absent (First WINNF-TS-0122-
Heartbeat) V1.0.0 WINNF.FT.C.HBT.9 Pass
Heartbeat Response Absent WINNF-TS-0122-
(Subsequent Heartbeat) V1.0.0 WINNF.FT.C.HBT.10 Pass
Successful Relinquishment WINN\I;'I;)S(—)0122- WINNF.FT.C.RLQ.1 Pass
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Item Standard Test Case ID Result

Successful Deregistration WINNE-TS-0122" | WINNF.FT.C.DRG.1 Pass
Successful TLS connection between WINNF-TS-0122-

UUT and SAS Test Harness V1.0.0 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate W'NN\E{TOS(')M 22 | WINNF.FT.C.SCS.2 Pass
TLS failure due to expired server WINNF-TS-0122-

certificate V1.0.0 WINNF.FT.C.SCS.3 Pass
TLS failure when SAS Test Harness WINNF-TS-0122-

certificate is issue by unknown CA V1.0.0 WINNF.FT.C.5CS.4 Pass
TLS failure when certificate at the SAS WINNF-TS-0122-

Test Harness is corrupted V1.0.0 WINNF.FT.C.5CS.5 Pass
UUT RF Transmit Power Measurement WINN\|/:1'-I;)860122' WINNF.PT.C.HBT Pass
SAS Version: 1.0.0.3

The UUT is a CPE-CBSD product. According to the specifications of the manufacturer, it must comply
with the requirements of the following standards:

Test standards:

CBRSA-TS-9001-V1.0.0

CBRS Alliance Certification Test Plan

WINNF-TS-0122-V1.0.0

Test and Certification for Citizens Broadband Radio Service (CBRS); Conformance and Performance
Test Technical Specification; CBSD/DP as Unit Under Test (UUT)

WINNF-19-IN-00033 V1.0

CBRS CPE-CBSD as UUT Test Guidelines

KDB 940660 D01 Part 96 CBRS Eqpt v02

KDB 940660 D02 CPE-CBSD Handshake Procedures v02

Remark:
Model No.: EG2013B-M11, EG3013B-M11

Only the model EG2013B-M11 was tested, since according to the declaration from the applicant, the
electrical circuit design, layout, components used, internal wiring and functions were identical for all the
above models, with only difference on model name.

Unless otherwise agreed in wrltmg ﬂ!\s document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or a at http://lwww.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions fur Electronic Documents at http://www.sgs.com/en/Terms-an -Conditions/Terms-e-Document. aspx.
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client's instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
B (N1 except in full, without prior written approval of the Company. Any unauthorized alteration, fura\ery or falsification of the content or
P 2 S appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
7.} |r.5u°mﬂ“esmg semes results shown In thls test repol trafar anly to the sample(s) tested and such sampla(s)are ratalnadfor 30 days only
y Attention: To ck sting finspection report & certificate, pl tact us at telephone: (86-755) 8307 1443
or email: CN fucl

L1 | No.1 Workshap, M-10, Mbddle Sem Smence&Technolngy Park, Shenzhen, China 518057 1 (86-755) 26012053 f (86-755)26710594  www.sgsgroup.com.cn
| PE - R - RHEBPEM- 1068 E HB4R: 518057 1 (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com
|

Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd.
Shenzhen Branch

Report No.: SZEM200700600002
Page: 50f 127

3 Contents

Page
L0 0 LT o o Y ] 1
LIS LIRS 10T 3
00 0 I VS 5
GENERAL INFORMATION......cotiittiimtiissmsssssrasss s ssssssasssssss s s sas anasms s sas saas s sasss anssssssms sasan s nasnssasannsssnesas 7
4.1 9] = 7Y S = SRR 7
4.2 DESCRIPTION OF CBSD/DP SUPPORT FEATURES ....vttttieeieiiitttrieeeeessssissseeeesesessssnssssneesesssssssssssseeseesaans 7
4.3 SUMMARY OF TEST RESULTS .t iittttetieeeessstttteeeaeessssusstaeeeesesssassssseseeaasesaasssseeeeassssasnsssseeseessssnssssnsneees 8
4.4 MODIFICATION RECORD .....cciiuettetteeeeseseestteeeeseessaaasaseeeesaeessaassseeeeeaasesaassssneeaaesssaassssnesaeesssassssnnneeeeeaaans 8
4.5 MEASUREMENT UNCERTAINTY ..tttttteeeiieiuuuteeeeeeeesaaaunsseeeeeesessassssneeseesssaasssssnsssessssassssssesseessssmsssssseeeeesnnns 9
4.6 DESCRIPTION OF SUPPORT UNITS ..t iiittitiieee e s sietttteeee e e e e esasaeeeeeeesssssssseeeeeaasssannssseneeseesssnsnssnnneeeeennans 9
4.7 TEST LOCATION. ...ttteeteeeesesuteeeeeeeeseaeauateeeeeaeeesaasnsaeeeeaeeasansssaneeeeeeeaasssseaeeeaeeaaaasnssenneaeeesannssnsnnneasnesnnnsnnns 9
L L T I S 10
TEST METHOD AND ENVIRONMENT......cciiittiissmmsssrssssssssss s snsss s ssssssssss s nssms snssssssss sasssansssssassssnssnenas 11
6.1 CBSD/DP CONFORMANCE AND PERFORMANGE ....ccceeiisuetteieeeesessassusseeeeeesssaassssseesssesssssnssnsnseseesssnnnnnnes 11
6.2 CPE-CBSD HANDSHAKE PROCEDURES.........uuttittiteeeiisseteeteseeeseaaassseseeseesssaassssnesssesssassssseseseesssnnnnnnes 11
6.3 CBSD TEST PROCEDURE ....cctiiiiiiitttttteteeeessseieeeeeeaaessssssseeeeeaaesaaaasnseeeeeaaesaaaasssseeeeeeessaanssnsneeeeeeeennnnnnes 11
6.4 DURATION AND DUTY CYCLE MEASUREMENT .....cccuutitteeeeeeesssnueeeeeesesssssssssesesassssassnssssssaesssssssssseeseesennns 11
6.5 DURATION AND DUTY CYCLE TEST PROCEDURE .....uuttttiieeiiicetieeeeeeeeesssnnseeeeseessssssnseesesaesssnssssnsnessasennns 11
6.6 TEST ENVIRONMENT ettt teiitttteeeeeeeeesaeseeeeeeesesassasaneeeeeeeaaanssaeneeeaeeeaasssssaneeeeeeeaasnsssaneeaeeseaasnsnnneeaesenans 12
6.7 IS 1= 10 SR 12
LIS I 0. 1 13
71 CBSD REGISTRATION PROCESS ... .uutttttieeeiisiertetteeeesesassseeneseeessaaasssseseeseessaaasssssssseesssanssssseseeeesssnnnnnes 13
700 WINNFE.FT.C.REG. T .ottt a et 13
7.1.2  WINNFE.FT.C.REG.S ...ttt 14
7.1.8  WINNFE.FT.C.REG.8 ...ttt 15
714 WINNFE.FT.C.REG.T0 ..ottt 16
715 WINNFE.FT.C.REG. 12 ...ttt sttt 17
716 WINNFE.FT.C.REG. 14 ...ttt ettt e s 18
707 WINNFE.FT.C.REG.TE ...ttt 19
7.1.8  WINNFE.FT.C.REG. T8 ..ottt 20
7.2 CBSD SPECTRUM GRANT PROCESS ...cciiiiiiiiieiieieeeee s e isiteeeee e e s s sssaasaeeeeaeessssssasaeeesaaessnsnsnseseeeesssnnnnnnes 21
720 WINNFE FT.C.GRA T ettt ettt sn et e s 21
722  WINNFE.FT.C.GRA.2......ooeeeeeeeeeeee ettt ettt ettt st e s 21
7.3 CBSD HEARTBEAT PROCESS.....cccutitiiiieeeiiesiiete e e e e e s ssseteeee s e e e s ssssssateeeeaaesssasssaeeeeaeeesasnsnsneneeenssnnnnnnes 22
730 WINNFEFT.CoHBT. T ettt ettt ettt a et 22
7.3.2  WINNFE.FT.C.HBT. 3.ttt ettt s st e s 24
738  WINNFEFT.CHBT. A ..ottt ettt nne et e s 25
7.3:4  WINNF.FT.C.oHBT.5 oo 26

D A, A M, o s L oo o condrt oo o Sars bt

subject to Terms and Conditions for Electronic Documents at http://www.sgs.com/en/Terms-and-Conditions/Terms-e-Document.aspx.

Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is

advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of

Client's instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a

: & transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced

" R | Sppearance of this document s umlawiul and offohders may be prosecuted io the fallost oXiSn of T law. UNISss olhorwice statd the

v'\l“sue‘”””&mﬁ“gSe"“m ’:?ﬁf‘.".ﬁ?ff?ﬁ""rﬂ'.’;‘»fﬂ!%'ﬁ?l"’ q\r‘tlrls:‘f?h:;rllj 3"3“.?15,“;."?"‘?‘?’s‘ﬁsf?d‘ﬂ".‘? ?s”fff.-?ﬂ?l‘?;'ﬂ-‘.s,))f.'-ﬂ?i-‘-‘i‘f!ﬂ?ﬁ'f?’ﬁ‘?—.??ﬁﬁ-ﬁﬂ'@;‘\- (86-755) 8307 1443,

5 d HDLWr;‘}n:t‘shgpNMﬂEAﬁbdldll ,j gd::cgiTwhnohgyPark. Shenzhen,China 518057 1 (86-755) 26012053 f (86-755)26710594  www.sgsgroup.com.cn

HE T - REEPREM-106—8T B HB4R: 518057 1 (86-755)26012053 f (86-755)26710504  sgs.china@sgs.com

I
Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd.
Shenzhen Branch

Report No.: SZEM200700600002

Page: 6 of 127
7.3.5  WINNF.FT.C.HBT.6 ...ttt et e et a e s a e st e aeaaneee s 27
N I YA o o I O o | = U 28
A Y o O o = I TR 29
R I YA o O o = I L T 30
7.4 CBSD RELINQUISHMENT PROCESS ....c.ccttteutteseseeseasesesseessesessesessesessessesessesessessssssessessssensssensesensesensns 31
A B YA o B O o | O T 31
7.5 CBSD DEREGISTRATION PROCESS ....cuvettueesteeseseeseatesesseseasesessesessesessessesessesessessssssessesessensssensesensasensns 32
I B YA o o O B € B R 32
7.6 CBSD SECURITY VALIDATION ....ctiuietetetesaeseseeseseesessesessesessessssessssesessessesessesessessssesessessssensasensesensasensns 33
o B YA o B O T O T R 33
7.6.2  WINNF.FT.C.SCS.2......oeeeeeeeeeee ettt ettt ettt e st e e et e e st e e e st e e eaaneee s 33
7.6.3  WINNF.FT.C.SCS.3....eeeeeeeeeeeee ettt ettt e et e et e e sttt e e e st e aeanneee s 34
7.6.4  WINNF.FT.C.SCS. 4ottt ettt e e sttt e et e e st e e e aaseeaeaannee s 34
7.6.5  WINNF.FT.C.SCS.5.....eoeeeeeeeeeee ettt ettt ettt e et e e st e e st e aeaaneee s 35
7.7 CBSD RF POWER MEASUREMENT .....c.uetttettteseseeseasesessesessenessessssessesessesessesessesessssessensssensssensesensasensns 36
A B /Y o B O = | = R 36
7.8 DURATION AND DUTY CYCLE ..ututttuietiieseseetestesessesessesessenessessaseseesessesessesessesessesessessssensesensesensesessesesseses 38
7.9 VERIFY THAT THE DEVICE WILL REGISTER WITH A SAS WHEN OPERATING BELOW 23 DBM .........ccceeneee. 40
LI =S 0. LI N 5 41
8.1 L0 N L L o B O = SRR 41
8.2 WINNF.FT.C.REG.S....coiieiee ettt ettt e bt e et e e e s s e e e e nb e e e e s bt e e e e nnneeeeeanneeas 43
8.3 L0 N N L o B O R PP 45
8.4 L0 N T L o B O = i PR 46
8.5 WINNF . FT.C.REG. T2, ettt ettt e et e e st e e st e e e e nb e e e e bt e e e e nnneeaeeanneeas 47
8.6 WINNF.FT.C.REG. T4 ... ettt et e ettt e e s e e e e n b e e e s bt e e e s nnneeeeeanneeas 48
8.7 L0 N L o I O | i I SRR 49
8.8 L0 N L L o I O | T I PR 50
8.9 L0 L L L o B O €] 7 N PR 51
810  WINNF.FT.C.GRA 2. ettt ettt e sttt e e s bt e e e s nb et e e e aasee e e s anseeeesanseeeesanneeeean 54
8.11 L0 N L L o I O | = PSR 57
o T 2 T | | I O = I S TSRO 64
o T T A | | I O = I TSRO 70
814  WINNF . F T G HBT .S Lot e ettt e ettt e e e e bt e e e e aase e e e s anseeeesansbeeesannneeeean 77
815  WINNF.FT.C.HBT.B .ottt e ettt e ettt e e s ab et e e e anbe e e e e anseeeesansbeeeeannneeeean 82
T G A | | I O | = RO ST 89
T T | | I O = I TSRO 96
8.18  WINNF . FT.C HBT .10 oottt e et e e st e e e st e e e s nnnee e e e enseeeeennneeas 100
8.19  WINNF.FT.C.RLQ.T oottt e et e et e e e st e e e st e e e e nb e e e e s snbeeeeeanneeeeennneeas 106
8.20  WINNF.FT.C.DRG.T oottt ettt e e et e e st e e e sttt e e e nb e e e s nbeeeeeanneeeeennneeas 116
8.21 LA N L\ L o I O T T PRSP 122
8.22  WINNF.FT.C.SCS 2 .ttt ettt et e e e e bt e e s nb e e e s anbeee e ennneeeeesnneeas 123
B.23  WINNF . FT.C. SO S 3 it e et e et e e st e e e s n bt e e e e nbee e e s anbeeeeeanneeeeennneeas 124
8.24  WINNF.FT.C.SCS .4 . ittt e e ettt e e st e e e s nb e e e s anbee e e e snneeeeennneeas 125
8.25  WINNF.FT.C.SCS.5 ittt e e e e s bt e e e s bt e e e s nnbee e e e snseeeeennneeas 126
PHOTOGRAPHS ...ttt s s s e e e s e e an e £ e e AR e £ e a e R e R R e n R an e R R anann R e as 127
9.1 EUT CONSTRUCTIONAL DETAILS (EUT PHOTOS).....ceutteuieeneaieeseesessesessesesseseeseseesesaesessesessenessesessenens 127

Unless otherwise agreed in wrltmg ﬂ!\S document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or a at http://lwww.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions fur Electronic Documents at http://www.sgs.com/en/Terms-an -Conditions/Terms-e-Document. aspx.

Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of

Client's instructions, if any. The Company’s sole responsmlllsf is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, furgery or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
resuits shown In thls test report refer anly( to the sampie(s) tastad and such sampla(s) are retained for 30 days only

Attention: To ck the |1|lr ty ¢ ng linspection report & certificate ase contact us at telephone: (86-755) 8307 1443
or email: CN.Doc LIL

i. |Not Wm‘kshop M-10, Middle Semrmn Smence&Technolugy Park, Shenzhen, China 518057  t (86-755) 26012053 f (86~755)26710594  www.sgsgroup.com.cn
| PE - R - RHEBPEM- 1068 E FB4: 518057 1 (86-755)26012053 f (86-755)26710504  sgs.china@sgs.com
|

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd.
Shenzhen Branch

Report No.: SZEM200700600002
Page: 7 of 127

4 General Information
4.1 Details of E.U.T.

Power supply: Adapter Model NO.: JT-H050200
Input: 100-240V~50/60Hz
Output: 5.0V, 2A

Cable: DC cable: 100cm unshielded

Sample Type: Mobile device

CBSD Class: A (Indoor CPE)

Transmitter Frequency Band: LTE Band 48

Transmitter Frequency Range: 3550~3700MHz

Hardware Version: A

Software Version: 0.0.0-DBG

Test sample: 12030000322041P0529(S/N)

Antenna Gain: 6.5 dBi

4.2 Description of CBSD/DP Support Features

Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
c2 Mandatory for UUT which supports single-step registration with no CPI- N

signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

C4 Mandatory for UUT which supports N
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT N

measurement report type.

Cé6 Mandatory for UUT which supports parameter change being made at the N
UUT and prior to sending a deregistration.

Y: Supported
N: Not supported
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4.3 Summary of Test Results
WINNF-TS-0122
Classes Test Case Items Pass Items Pass Rate (%)
FT (CBSD, DP/CBSD) 25 25 100
PT (CBSD, DP/CBSD) 1 1 100
Total 25 25 100

Note:

1. Functional Test (FT): Test to validate the conformance of the Protocols and functionalities
implemented in the CBSD/DP UUT to the requirements developed by WIinnForum and supporting
FCC/DoD requirements.

2. Field/Performance Test (PT): Test to check the capability of the CBSD/DP UUT to support various
traffic models and actual operations in the field.

Duration and Duty Cycle
Period Limit Test Result
10-second 1-second Pass
300-second 10-second Pass
3600-second 20-second Pass

Note: Limited in duration and duty cycle to the minimum time necessary to get a grant from the SAS.
This time should not exceed 1 second within any 10-second period, 10seconds within any 300-
second period, or 20 seconds within any 3600-second period.

4.4 Modification Record

1. The Pass/Fail criteria “UUT shall not transmit RF” is replaced by “CPE-CBSD UUT shall not transmit
user traffic”.

2. The Pass/Fail criteria “UUT shall stop transmission” is replaced by CPE-CBSD UUT shall stop
transmitting user traffic”
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4.5 Measurement Uncertainty
No. Item Measurement Uncertainty
1 Radio Frequency +7.25x 108
2 RF conducted power +0.75dB
3 Temperature test +1°C
4 Humidity test *+ 3%
5 Supply voltages +1.5%
6 Time *+ 3%
4.6 Description of Support Units
Description Manufacturer Model No. Serial No.
EPC Lanner Electronics Inc. LICA-1513A LR202002004052
Router TP-LINK TL-R860+ 1175379002425
mBS105
B i Baicell 1202 7219BSP 1
ase station aicells (FCC ID: 2AG32MBS110596) 0200007219BSP000

4.7 Test Location
All tests were performed at:
SGS-CSTC Standards Technical Services Co., Ltd., Shenzhen Branch

No. 1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, Guangdong, China.
518057.

Tel: +86 755 2601 2053 Fax: +86 755 2671 0594
No tests were sub-contracted.
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5 Equipment List
Test Equipment Manufacturer Model No. |Inventory No.| Cal Date | Cal Due Date
Laptop Lenovo Pro-13API REF. / /
(With SAS Test hamess) 2019 No.SEA1800
Spectrum Analyzer R&S FSP SEMO004-06 | 2019-09-24 | 2020-09-23
Spectrum Analyzer Keysight N9020A SEMO004-17 | 2020-05-21 | 2021-05-20
Shield Room SAEMC MSR433 SEMO001-11 2018-03-13 | 2021-03-12
Coaxial Cable SGS N/A SEMO031-01 2020-07-11 2021-07-10
Attenuator Weinschel WA41 SEMO021-09 N/A N/A
Associates
- Shanghai
Humidity/ Temperature | y1ot0 0 rological ZJ1-2B | SEM002-03 | 2019-09-27 | 2020-09-26

Indicator

Industry Factory
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Test Method and Environment

CBSD/DP Conformance and Performance

Test Requirement: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.0

Test Method: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.0
WINNF-IN-0156_WInnForum_SAS Test Harness CBSD_UUT_Tutorial_
vi 00 1

CPE-CBSD Handshake Procedures

Test Requirement: KDB 940660 D02 CPE-CBSD Handshake Procedures v02

Test Method: WINNF-19-IN-00033 V1.0

KDB 940660 D02 CPE-CBSD Handshake Procedures v02
CBSD Test Procedure
Connect the UUT to SAS Test Harness system and RF Test instruments via the CBSD interface

and RF components. The highest level is set to test configuration.
UUT shall be UTC time synchronized

c. The frequency band is granted and set as UUT supported Modulation and Channels, transmitted

6.4

power of the UUT according to it granted parameters from the SAS TestHarness.

Each test case results was recorded and validated by SAS Test Harness system and RF
instruments test cases was recorded test results from SAS Test Harness system.

Duration and Duty Cycle Measurement

The CPE-CBSD shall validate and ensure that limited in duration and duty cycle to the
minimum time necessary to get a grant from the SAS.

6.5

a.

Duration and Duty Cycle Test Procedure

CPE-CBSD as UUT does not receive any RF signal from its “Compatible BTS-CBSD” (FCC ID:
2AG32MBS110596), so CPE-CBSD as UUT does not transmit. UUT shall be UTC time
synchronized.

Use the WinnForum SAS Harness #1 for CPE-CBSD as UUT and run test case
WINNF.FT.C.GRA.1 for CPE-CBSD as UUT.

CPE-CBSD as UUT starts to receive the RF signal from its “Compatible BTS-CBSD”, so CPE-
CBSD can start communicating with the WinnForum SAS Harness #1. Make note of the time
when RF Test equipment logs the first transmission from CPE-CBSD which is above
23dBm/10MHz — this is the start time of the {X time out of Y time}.

When the test case WINNF.FT.C.GRA.1 finishes and the questions appear on the WinnForum SAS
Harness #1 console, do NOT answer the questions. Wait until Y time has passed from step #3.
During this Y time, the RF test equipment is logging the amount of time CPE-CBSD as UUT
transmitted EiRP above 23dBm/10MHz. The amount of time logged for transmitting EIRP above
23dBm/10MHz is the X time.

Answer the questions on the WinnForum SAS Harness #1 console so the WinnForum SAS
Harness #1 is ready for the next test.
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6.6 Test Environment

Test Harness Version: V1.0.0.3

Operating System: Microsoft Windows 10
TLS Version: 1.2

Python Version: 2.7.13

Environmental Conditions: 25deg. C, 65%RH
Input Power: 120Vac, 60Hz

6.7 Test Setup

SAS-CBSD Interface
for CPE-CBSD UUT

BTS-CBSD |
F Y ‘

SAS-CBSD Interface
for BTS-CBSD

CBSD RF

|

|

RF Test Interface | |
l

I

Equipment

!
]
|
|
|
— I

]

CPE-CBSD
Unit-Under-
Test

\ J

CPE-CBSD User
Traffic Interface

CPE-CBSD as UUT, BTS-CBSD direct communication without Domain Proxy
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WINNF.FT.C.REG.1

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery
and Authentication with the SAS Test Harness

® UUT is in the Unregistered state

CBSD sends correct Registration request information, as specified in
[n.5], to the SAS Test Harness:
® The required userld, fccld and cbsdSerialNumber registration
parameters shall be sent from the CBSD and conform to
proper format and acceptable ranges.
® Any REG-conditional or optional registration parameters that
may be included in the message shall be verified that they conform to
proper format and are within acceptable ranges.
Note: It is outside the scope of this document to test the Registration information
that is supplied via another means.

Pass

Fail

® SAS Test Harness sends a CBSD Registration Response
as follows:
- cbsdld=C
- measReportConfig shall not be included
- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any positive
response (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds
after Step 3 is complete. This is the end of the test. Verify:
® UUT shall not transmit RF

Pass

Fail
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7.1.2 WINNF.FT.C.REG.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness

® UUT is in the Unregistered state

® All of the required and REG-Conditional parameters shall be configured and
CPI signature provided

CBSD sends Registration request to the SAS Test Harness:

® The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airInterface, measCapability and cpiSignatureData

> registration parameters shall be sent from the CBSD and conform to proper | O
format and acceptable ranges. Pass Fail

® Any optional registration parameters that may be included in the message
shall be verified that they conform to proper format and are within acceptable
ranges.

® SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdld=C

- measReportConfig shall not be included.

- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any positive

4 response (responseCode=0) to further request messages from the UUT. - B
Monitor the RF output of the UUT from start of test until 60 seconds
5 | after Step 3 is complete. This is the end of the test. Verify: u 0

® UUT shall not transmit RF Pass Fail
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7.1.3 WINNF.FT.C.REG.8
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- -
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = R
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
®  UUT shall not transmit RF
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7.1.4 WINNF.FT.C.REG.10
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- -
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = R
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=200) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
UUT shall not transmit RF
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7.1.5 WINNF.FT.C.REG.12
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- -
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = R
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=103) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
UUT shall not transmit RF
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7.1.6 WINNF.FT.C.REG.14
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- -
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = R
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=101) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
UUT shall not transmit RF
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7.1.7 WINNF.FT.C.REG.16
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- -
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = R
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=100) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: :
Pass Fail
UUT shall not transmit RF
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7.1.8 WINNF.FT.C.REG.18
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
’ o UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness - -
® UUT is in the Unregistered state
o | CBSD sends a Registration request to SAS Test Harness. - -
SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:
3 - SAS response does not include cbsdld N N
- responseCode = R
4 After completion of step 3, SAS Test Harness will not provide any positive response B B
(responseCode=201) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify: u O
5 . Pass Fail
UUT shall not transmit RF
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7.2 CBSD Spectrum Grant Process
7.2.1  WINNF.FT.C.GRA.1
# Test Execution Steps Results
1 | Ensure the following conditions are met for test entry: . -
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. u D.
Pass Fail
SAS Test Harness sends a Grant Response message, including
3 -- -
responseCode = R
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: b Fail
® UUT shall not transmit RF ass a
7.2.2 WINNF.FT.C.GRA.2
# Test Execution Steps Results
1 | Ensure the following conditions are met for test entry: » -
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. u D.
Pass Fail
SAS Test Harness sends a Grant Response message, including
3 cbsdld=C - -
responseCode = R
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=401) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: p Fail
® UUT shall not transmit RF ass a
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7.3 CBSD HeartBeat Process

7.3.1  WINNF.FT.C.HBT.1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | @ UUT has registered successfully with SAS Test Harness, with cbsdld = C - -
UUT sends a message:
2 | ® If message is type Spectrum Inquiry Request, go to step 3, or -- --
® If message is type Grant Request, go to step 5
UUT sends Spectrum Inquiry Request. Validate:
3 ® cbsdld=C | O
® List of frequencyRange objects sent by UUT are within the CBRS frequency Pass Fail
range
SAS Test Harness sends a Spectrum Inquiry Response message, including the
following parameters:
4 | ® cbsdld=C . .
® availableChannel is an array of availableChannel objects
® responseCode =0
UUT sends Grant Request message. Validate:
® cbsdld=C
® maxEIRP is at or below the limit appropriate for CBSD category as defined by [ | O
5 P :
art 96 Pass Fail
®  operationFrequencyRange, F, sent by UUT is a valid range within the CBRS
band
SAS Test Harness sends a Grant Response message, including the parameters:
® cbsdld=C
6 |® grantld = G = a valid grant ID B .
® grantExpireTime = UTC time greater than duration of the test
® responseCode = 0
UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:
e cbsdid=C u O
7 Pass | Fail
® grantld=G
®  operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
g | ® cbsdld=C _ _
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
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For further Heartbeat Request messages sent from UUT after completion of step 8,
validate message is sent within latest specified heartbeatInterval, and:
® cbsdld=C
® grantld=G
®  operationState = “AUTHORIZED” - O
9 | and SAS Test Harness responds with a Heartbeat Response message including the P Fail
following parameters: ass al
® cbsdld=C
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Verify:
10 ® UUT does not transmit at any time prior to completion of the first heartbeat | O
response Pass Fail
®  UUT transmits after step 8 is complete, and its transmission is limited to within
the bandwidth range F.

Spectrum Plot Ant.1
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7.3.2 WINNF.FT.C.HBT.3

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld = C
O validgrantld=G
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
> latest Heartbeat Response, and formatted correctly, including: B B
® cbsdld=C

® grantld=G

®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following

parameters:
5 |® cbsdld=C _ _
® grantld=G

® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify: | O
5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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7.3.3 WINNF.FT.C.HBT.4

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O valid cbsdld =C

O validgrantld=G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatInterval,
> and is formatted correctly, including: | O
® cbsdld=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
5 |® cbsdld=C _ _

® grantld=G
® transmitExpireTime = T = current UTC time
® responseCode = 500 (TERMINATED_GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify: | O
5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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7.3.4 WINNF.FT.C.HBT.5
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld = C
1 O validgrantld=G - -
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including: - O
2| ® cbsdld=C p Eail
® grantld=G ass al
®  operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
5 |® cbsdld=C _ _
® grantld=G
® transmitExpireTime = T = current UTC time
®  ?responseCode = 501 (SUSPENDED_GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs: [ O
A. UUT sends a Heartbeat Request message. Ensure message is sent within Pass Fail
latest specified heartbeatlnterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “"GRANTED”
> B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
® chdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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7.3.5 WINNF.FT.C.HBT.6
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
valid cbsdld = C
1 valid grantld = G B B
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatInterval,
> and is formatted correctly, including: [ | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 cbsdld = C B B
grantld = G
transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs:
A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatlnterval, and is correctly formatted with parameters:
cbsdld=C
grantld =G
operationState = “GRANTED”
| O
5 | B. UUTsends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
cbdsld =C
grantld =G
Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.6 WINNF.FT.C.HBT.7
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O valid cbsdld = C
1 O validgrantld=G B B
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatInterval,
> and is formatted correctly, including: [ | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 cbsdld = C B B
grantld = G
transmitExpireTime = T = current UTC time
® responseCode = 502 (UNSYNC_OP_PARAM)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is
correctly formatted with parameters: - O
5 O cbsdld =0 Pass | Fail
O grantld=G
Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.7 WINNF.FT.C.HBT.9

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O valid cbsdld = C

O validgrantld=G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state(i.e. has not performed its
first Heartbeat Request)
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatInterval,
> and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G

®  operationState = “GRANTED”

After completion of step 2, SAS Test Harness does not respond to any further
Sle messages from UUT to simulate loss of network connection - -

Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: [ O
4 | At any time during the test, UUT shall not transmit on RF interface

Pass Fail
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7.3.8 WINNF.FT.C.HBT.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O valid cbsdld = C

O validgrantld=G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,
> and is formatted correctly, including: [ | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 cbsdld =C B B
grantld = G

transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify:
5 | ® UUT shall stop all transmission on RF interface within (transmitExpireTime + 60
seconds), using the transmitExpireTime sent in Step 3.

Pass Fail
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7.4 CBSD Relinquishment Process

7.4.1

WINNF.FT.C.RLQ.1

SGS-CSTC Standards Technical Services Co., Ltd.

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

®  UUT has successfully registered with SAS Test Harness, with cbsdld=C

®  UUT has received a valid grant with grantld = G

® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically:

® cbsdld=C

® grantld=G

Pass

Fail

SAS Test Harness shall approve the request with a Relinquishment Response
message with parameters:

- Ccbsdld=C

- grantld=G
® responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
® response (responseCode=0) to further request messages from the UUT

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

complete. This is the end of the test. Verify:

®  UUT shall stop RF transmission at any time between triggering the
relinquishment and UUT sending the relinquishment request

Pass

Fail
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7.5 CBSD Deregistration Process

7.5.1 WINNF.FT.C.DRG.1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdld=C
1 ®  UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
> UUT sends a Relinquishment request and receives Relinquishment response with __ __
® responseCode=0
3 ® UUT sends Deregistration Request to SAS Test Harness with cbsdld = C. P:ss FDaiI
SAS Test Harness shall approve the request with a Deregistration Response
message with parameters:
4 ® cbsdld=C - -
®  responseCode =0
5 After completion of step 3, SAS Test Harness will not provide any additional positive _ _
® response (responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
6 ®  UUT stopped RF transmission at any time between triggering the deregistration | O
and either A OR B occurs: Pass Fail
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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7.6.1 WINNF.FT.C.SCS.1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
®  The UUT shall establish a TLS handshake with the SAS Test Harness using n 0
1 configured certificate. .
®  Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection
®  Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
®  Make sure that cipher suites from one of the following is selected, - O
2 ® TLS_RSA_WITH_AES 128 GCM_SHA256 p Fail
® TLS_RSA WITH_AES_256_GCM_SHA384 ass al
® TLS _ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
® TLS ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
® TLS ECDHE_RSA WITH_AES_128 GCM_SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - 0
3 | ® UUT sends a registration request to the SAS Test Harness and the SAS P Fail
Test Harness sends a Registration Response with responseCode = 0 and ass al
cbsdlid.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [ ] O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
7.6.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures p Eail
ass ai
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. p Eail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u U
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 | complete. This is the end of the test. Verify: :
®  UUT shall not transmit RF Pass | Fail
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7.6.3 WINNF.FT.C.SCS.3
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures b Eai
ass ai
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | @ UUT shall use CRL or OCSP to verify the validity of the server certificate. p Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u L
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 complete. This is the end of the test. Verify: ,
®  UUT shall not transmit RF Pass | Fail
7.6.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures b Eai
ass ai
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | @ UUT shall use CRL or OCSP to verify the validity of the server certificate p Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u L
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 complete. This is the end of the test. Verify: ,
®  UUT shall not transmit RF Pass | Fail
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7.6.5 WINNF.FT.C.SCS.5
# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures b Eai
ass ai
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate p Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. u L
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 complete. This is the end of the test. Verify: ,
®  UUT shall not transmit RF Pass | Fail
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7.7 CBSD RF Power Measurement
7.7.1 WINNF.PT.C.HBT
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
®  UUT has registered with the SAS, with CBSD ID = C
® UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - --
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectrumlnquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
®  UUT sends Heartbeat Request, including:
O cbsdld=C
2 O grantld=G - -
®  SAS Test Harness responds with Heartbeat Response, including: o cbsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - O
3 )
® Note: it may be required for the vendor to provide a method or configuration Pass Fail
to bring the UUT to a mode which is required by the measurement
methodology. Any such mode is vendor-specific and depends upon UUT
behavior and the measurement methodology.
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RF measurement plot for Test Case :

®  Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power
measurement method.

Conducted Power Limit
Channel Freq. (MHz) (dBm) Verdict
(dBm)
Ant. 1
Low 3560 26.96 27.5 Pass
Target Power: 27.5dBm
|= Keysight Spectrum Anslyzer - C:ann?lpower ‘ : . _— ==

Ref Value 40.00 dBm Center Freq: 3.560000000 GHz Radio Std: None Peak Search
i, Trig: Free Run Avg|Held:>10/10
#FGain:Low ™ #Atten: 40 dB Radio Device: BTS
Mkr1 3.55592 GHz
Ref 40.00 dBm 17.174 dBm

Center 3.56 GHz
#Res BW 1 MHz #VBW 3 MHz

Channel Power Power Spectral Density

26.96 dBm /20 MHz 13.95 dBm /MHz

Note: The Ref offset=Antenna Gain + Path loss
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7.8 Duration and Duty Cycle

Duration and Duty Cycle
. Minimum Time Limit .
Period Pass / Fail
(s) (s)
10-second 0.008 1-second Pass
300-second 0.235 10-second Pass
3600-second 0.844 20-second Pass

Note:

1. Limited in duration and duty cycle to the minimum time necessary to get a grant from the SAS. This
time should not exceed 1 second within any 10-second period, 10seconds within any 300-second
period, or20 seconds within any 3600-second period.

2. Pass = Minimum Time < Limit

10s Period Test data

23dBm

s - : T_on: 0.089s
Duty Cycle: 0.9%

Level (dBm)

—— Trace

Time (s)
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300s Period Test data

23dBm

Level (dBm)

T_on: 0.442s
Duty Cycle: 0.15%

—— Trace

150 180 210 240 270

Time (s)

120 300

3600s Period Test data

23dBm

Level (dBm)

T_on: 5.162s
Duty Cycle: 0.14%

—— Trace

1800 2160 2520 2880 3240

Time (s)

1440

360 720 1080 3600

Note:

1.

”f A

Red color line in above plot represents the 23 dBm.
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7.9 Verify that the device will register with a SAS when operating below 23 dBm

Verified in test case WINNF.PT.C.HBT.1, the CPE-CBSD as UUT default EIRP is under 23 dBm and can
register success with SAS. After granted, the CPE-CBSD UUT will adjust the EIRP by maxEirp.

T_on: 1514s
Duty Cycle: 0.76%

Level (dBm)

— Trace

0 20 40 60 80 100 120 140 160 180 200
Time (s)

Note:

2. Redcolor line in above plot represents the 23 dBm.
3. When Granted the product will transmit at power level above 23dBm.
4. Only when the product sends packets the product will work at max EIRP.
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8 Test Data Log

8.1 WINNF.FT.C.REG.1
"registrationRequest": |
{
"airInterface": {
"radioTechnology": "E_UTRA"
|3
"callSign": "baicells",
"cbsdCategory": "A",
"cbsdSerialNumber": "12030000322041P0529",
"fccld": "2AG32EG2013BM11",
"groupingParam": [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

1,

"installationParam": {
"antennaGain": 6,
"antennaModel": "Interal PIFA",
"height": 4.0,
"heightType": "AGL",
"indoorDeployment": false,
"latitude": 68.53534,
"longitude": -158.53972

I3

"measCapability": [,

"userld": "Baicells_01"

}
2020-07-20T02:44:17.266Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse™: |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"response”: {
"responseCode": 0
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8.2 WINNF.FT.C.REG.5
"registrationRequest": |

{

"airInterface": {
"radioTechnology": "E_UTRA"

I3

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "PVs4hWOnI8HB43F31zGXcAeSFa3rcGiBcjSoldVWbPO8vdObwE-p-
JjiNNsDCOtOYS4bT3g3hVB5UwgeEjD8frvDkf2NODRgYmh4VCprg8xbk3L8QMsX_I1B9gT2czrKcVod_geWm
msNJyEJPcapwTpOa0YelhbalhDK54AY5A_YYZHjqptbtp20kx9y-
smjQm3slpvZjEFUaNp4R1KrrinMOH1huuvC7DIb9pCSDTDT6S2pB8p7Qf-v-
ANfD4g0IT9cUauizpYDholZg0ZUI3gcQRL3Yr2IHx65R8dGymhQYdUTC8nxFcg8pMdm_rrGagX3466H89Dxh
3XNsQdaC5g",

"encodedCpiSignedData":
"eydjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsImFudGVubmFCZWFtd2lkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo3LCJhbnRIbm5hTW9kZWwiOiddbnRlcmF
sIFBJRKEILCJoZWInaHQiIOjQuMCwiaGVpZ2hOVHIwWZSI6IKFHTClsimhvemleb250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIljo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGF0OY Sl6eyJjcGIJZCI
6ImNwaTEyMylsImNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMiLCJpbnNOYWxsQ2VydGIimaWNhdGIvbIRpbWUIQil
yMDIwWLTAS3LTIyVDE4OjM20jU3WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
I3
"fceld": "2AG32EG2013BM11",
"groupingParam™: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"
}
1,
"measCapability": |
"RECEIVED_POWER_WITHOUT_GRANT"
1,

"userld": "Baicells_01"

}
2020-07-24T06:20:23.608Z - INFO - Registration message contains cpiSignatureData
2020-07-24T06:20:23.609Z - INFO - protectedHeader = {u'alg: u'RS256', u'typ": u'JWT'}
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2020-07-24T06:20:23.609Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 0,
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 7,
"verticalAccuracy": 3
b
"fceld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-22T18:36:57Z",
"cpild": "cpi123"
13
"cbsdSerialNumber": "12030000322041P0529"

}

2020-07-24T06:20:23.647Z - INFO - verified signature on cpiSignatureData

2020-07-24T06:20:23.647Z - INFO - cbsdCategory="A’, removing optional param from cpi_schema

2020-07-24T06:20:23.651Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-07-24T06:20:23.653Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse™: |

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {
"responseCode": 0
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8.3 WINNF.FT.C.REG.8
"registrationRequest": |
{
"airInterface": {
"radioTechnology": "E_UTRA"
2
"callSign": "baicells",
"cbsdCategory": "A",
"cbsdSerialNumber": "12030000322041P0529",
"fccld": "2AG32EG2013BM11",
"groupingParam”: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

1,

"installationParam": {
"antennaGain": 7,
"antennaModel": "Interal PIFA",
"height": 4.0,
"heightType": "AGL",
"indoorDeployment": false,
"latitude": 68.53534,
"longitude": -158.53972

|3

"measCapability": [],

"userld": "Baicells_01"

}
2020-07-14T06:28:47.411Z - INFO - engine sent successfully, the response to CBRS : {

"registrationResponse™: |

{
"response”: {
"responseCode": 102
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8.4 WINNF.FT.C.REG.10
"registrationRequest": |
{
"airlnterface": {
"radioTechnology": "E_UTRA"
2
"callSign": "baicells",
"cbsdCategory": "A",
"cbsdSerialNumber": "12030000322041P0529",
"fccld": "2AG32EG2013BM11",
"groupingParam”: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

1,

"installationParam": {
"antennaGain": 7,
"antennaModel": "Interal PIFA",
"height": 4.0,
"heightType": "AGL",
"indoorDeployment": false,
"latitude": 68.53534,
"longitude": -158.53972

|3

"measCapability": [],

"userld": "Baicells_01"

}
2020-07-14T06:32:53.826Z - INFO - engine sent successfully, the response to CBRS : {

"registrationResponse™: |

{
"response”: {
"responseCode": 200
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8.5 WINNF.FT.C.REG.12
"registrationRequest": |
{
"airlnterface": {
"radioTechnology": "E_UTRA"
2
"callSign": "baicells",
"cbsdCategory": "A",
"cbsdSerialNumber": "12030000322041P0529",
"fccld": "2AG32EG2013BM11",
"groupingParam”: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

1,

"installationParam": {
"antennaGain": 7,
"antennaModel": "Interal PIFA",
"height": 4.0,
"heightType": "AGL",
"indoorDeployment": false,
"latitude": 68.53534,
"longitude": -158.53972

|3

"measCapability": [],

"userld": "Baicells_01"

}
2020-07-14T06:37:03.357Z - INFO - engine sent successfully, the response to CBRS : {

"registrationResponse™: |

{
"response”: {
"responseCode": 103
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8.6 WINNF.FT.C.REG.14
"registrationRequest": |
{
"airInterface": {
"radioTechnology": "E_UTRA"
2
"callSign": "baicells",
"cbsdCategory": "A",
"cbsdSerialNumber": "12030000322041P0529",
"fccld": "2AG32EG2013BM11",
"groupingParam”: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

1,

"installationParam": {
"antennaGain": 7,
"antennaModel": "Interal PIFA",
"height": 4.0,
"heightType": "AGL",
"indoorDeployment": false,
"latitude": 68.53534,
"longitude": -158.53972

|3

"measCapability": [],

"userld": "Baicells_01"

}
2020-07-14T06:40:41.736Z - INFO - engine sent successfully, the response to CBRS : {

"registrationResponse™: |

{
"response”: {
"responseCode": 101
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8.7 WINNF.FT.C.REG.16
"registrationRequest": |
{
"airlnterface": {
"radioTechnology": "E_UTRA"
2
"callSign": "baicells",
"cbsdCategory": "A",
"cbsdSerialNumber": "12030000322041P0529",
"fccld": "2AG32EG2013BM11",
"groupingParam”: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

1,

"installationParam": {
"antennaGain": 7,
"antennaModel": "Interal PIFA",
"height": 4.0,
"heightType": "AGL",
"indoorDeployment": false,
"latitude": 68.53534,
"longitude": -158.53972

|3

"measCapability": [],

"userld": "Baicells_01"

}
2020-07-14T06:45:19.111Z - INFO - engine sent successfully, the response to CBRS : {

"registrationResponse™: |

{
"response”: {
"responseCode": 100
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8.8 WINNF.FT.C.REG.18
"registrationRequest": |
{
"airInterface": {
"radioTechnology": "E_UTRA"
2
"callSign": "baicells",
"cbsdCategory": "A",
"cbsdSerialNumber": "12030000322041P0529",
"fccld": "2AG32EG2013BM11",
"groupingParam”: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

1,

"installationParam": {
"antennaGain": 7,
"antennaModel": "Interal PIFA",
"height": 4.0,
"heightType": "AGL",
"indoorDeployment": false,
"latitude": 68.53534,
"longitude": -158.53972

|3

"measCapability": [],

"userld": "Baicells_01"

}
2020-07-14T06:48:03.413Z - INFO - engine sent successfully, the response to CBRS : {

"registrationResponse™: |

{
"response”: {
"responseCode": 201
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8.9 WINNF.FT.C.GRA.1
"registrationRequest": |

{

"airInterface": {
"radioTechnology": "E_UTRA"

}s

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "G-b45Dz-xr-
uuEZEeMduo9d5RYObFDrNhVhVkw4PX6LdhRXGAEpBqOUKwFyWVynsGe7YuP4D5gg2iw0O5C-
9A57DqCkjUbaTLZMGQEbEhOwokFghjgZzv_YUH-Xa3gdwZIsnPedA9-Zx2NnmNzbQ5C51cPsW33-a3J6zP-
So3x8xGflad2JK1LRRQkBmMkFV-zEJNj-swGBp1AWRNAmMAVsTp1bh6voFBa-
ARjg7k8ndaefmxcwLdb57dSulMwI95ssSVgHf3dLaGMWhKJs-
n4YfJjblyQetSb20K3tJE6FSp6seECWVIUPG23zNknhov01z5Vr1WmiCeHa3oh17z5Ipw",

"encodedCpiSignedData":
"eyJjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsImFudGVubmFCZWFtd2lkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo2LCJhbnRIbm5hTW9kZWwiOiJJbnRIcmF
sIFBJRKEILCJoZWInaHQiOjQuMCwiaGVpZ2h0VHIwZSI6IkFHTClsImhveml6b250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIljo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGF0OY SI6eyJjcGIJZCI
6ImNwaTEyMylsimNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMILCJpbnNOYWxsQ2VydGImaWNhdGlvbIRpbWUIQIl
yMDIwLTASLTIwVDExQjIxQju4WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
I3
"fceld": "2AG32EG2013BM11",
"groupingParam™: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

}
1,
"measCapability": [,
"userld": "Baicells_01"

}
2020-07-20T03:21:12.644Z - INFO - Registration message contains cpiSignatureData

2020-07-20T03:21:12.645Z - INFO - protectedHeader = {u'alg': u'RS256', u'typ: u'JWT"}
2020-07-20T03:21:12.645Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
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"antennaAzimuth": 0
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 6,
"verticalAccuracy": 3
b
"fccld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-20T11:21:58Z7",
"cpild": "cpi123"
b
"cbsdSerialNumber": "12030000322041P0529"
}
2020-07-20T03:21:14.615Z - INFO - verified signature on cpiSignatureData
2020-07-20T03:21:14.617Z - INFO - cbsdCategory="A’, removing optional param from cpi_schema
2020-07-20T03:21:14.625Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-07-20T03:21:14.628Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {
"responseCode": 0

}
2020-07-20T03:22:58.157Z - INFO - grant request from CBRS : {
"grantRequest": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"operationParam"”: {
"maxEirp": 27,
"operationFrequencyRange": {
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"highFrequency": 3570000000,
"lowFrequency": 3550000000

}
2020-07-20T03:22:58.181Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": [

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {
"responseCode": 400
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8.10 WINNF.FT.C.GRA.2
"registrationRequest": |

{

"airInterface": {
"radioTechnology": "E_UTRA"

}s

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "G-b45Dz-xr-
uuEZEeMduo9d5RYObFDrNhVhVkw4PX6LdhRXGAEpBqOUKwFyWVynsGe7YuP4D5gg2iw0O5C-
9A57DqCkjUbaTLZMGQEbEhOwokFghjgZzv_YUH-Xa3gdwZIsnPedA9-Zx2NnmNzbQ5C51cPsW33-a3J6zP-
So3x8xGfla42JK1LRRQkBmMkFV-zEJNj-swGBp1AWRNAmMAVsTp1bh6v9FBa-
ARjg7k8ndaefmxcwLdb57dSulMwI95ssSVgHf3dLaGMWhKJs-
n4YfJjblyQetSb20K3tJE6FSp6seECWVIUPG23zNknhov01z5Vr1WmiCeHa3oh17z5Ipw",

"encodedCpiSignedData":
"eyJjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsimFudGVubmFCZWFtd2lkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo2LCJhbnRIbm5hTW9kZWwiOiJJbnRIcmF
sIFBJRKEILCJoZWInaHQiOjQuMCwiaGVpZ2h0VHIwZSI6IkFHTClsImhveml6b250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIljo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGF0OY Sl6eyJjcGIJZCI
6ImNwaTEyMylsiImNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMILCJpbnNOYWxsQ2VydGImaWNhdGlvbIRpbWUIQIl
yMDIwLTASLTIwVDExQjIxQju4WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
I3
"fceld": "2AG32EG2013BM11",
"groupingParam™: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

}
1,
"measCapability": [,
"userld": "Baicells_01"

}
2020-07-20T03:36:12.306Z - INFO - Registration message contains cpiSignatureData

2020-07-20T03:36:12.306Z - INFO - protectedHeader = {u'alg': u'RS256', u'typ': u'JWT"}
2020-07-20T03:36:12.308Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
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"antennaAzimuth": 0
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 6,
"verticalAccuracy": 3
b
"fccld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-20T11:21:58Z7",
"cpild": "cpi123"
b
"cbsdSerialNumber": "12030000322041P0529"
}
2020-07-20T03:36:12.388Z - INFO - verified signature on cpiSignatureData
2020-07-20T03:36:12.390Z - INFO - cbsdCategory="A’, removing optional param from cpi_schema
2020-07-20T03:36:12.398Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-07-20T03:36:12.401Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {
"responseCode": 0

}
2020-07-20T03:36:45.851Z - INFO - grant request from CBRS : {
"grantRequest": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"operationParam"”: {
"maxEirp": 27,
"operationFrequencyRange": {
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"highFrequency": 3570000000,
"lowFrequency": 3550000000

}
2020-07-20T03:36:45.868Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": [

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {
"responseCode": 401
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8.11 WINNF.FT.C.HBT.1
"registrationRequest": |

{

"airInterface": {
"radioTechnology": "E_UTRA"

}s

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "G-b45Dz-xr-
uuEZEeMduo9d5RYObFDrNhVhVkw4PX6LdhRXGAEpBqOUKwFyWVynsGe7YuP4D5gg2iw0O5C-
9A57DqCkjUbaTLZMGQEbEhOwokFghjgZzv_YUH-Xa3gdwZIsnPedA9-Zx2NnmNzbQ5C51cPsW33-a3J6zP-
So3x8xGflad2JK1LRRQkBmMkFV-zEJNj-swGBp1AWRNAmMAVsTp1bh6voFBa-
ARjg7k8ndaefmxcwLdb57dSulMwI95ssSVgHf3dLaGMWhKJs-
n4YfJjblyQetSb20K3tJE6FSp6seECWVIUPG23zNknhov01z5Vr1WmiCeHa3oh17z5Ipw",

"encodedCpiSignedData":
"eyJjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsImFudGVubmFCZWFtd2lkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo2LCJhbnRIbm5hTW9kZWwiOiJJbnRIcmF
sIFBJRKEILCJoZWInaHQiOjQuMCwiaGVpZ2h0VHIwZSI6IkFHTClsImhveml6b250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIljo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGF0OY SI6eyJjcGIJZCI
6ImNwaTEyMylsiImNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMILCJpbnNOYWxsQ2VydGImaWNhdGlvbIRpbWUIQIl
yMDIwLTASLTIwVDExQjIxQju4WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
I3
"fceld": "2AG32EG2013BM11",
"groupingParam™: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

}
1,
"measCapability": [,
"userld": "Baicells_01"

}
2020-07-20T03:56:29.704Z - INFO - Registration message contains cpiSignatureData

2020-07-20T03:56:29.704Z - INFO - protectedHeader = {u'alg': u'RS256', u'typ': u'JWT"}
2020-07-20T03:56:29.706Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
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"antennaAzimuth": 0
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 6,
"verticalAccuracy": 3
b
"fccld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-20T11:21:58Z7",
"cpild": "cpi123"
b
"cbsdSerialNumber": "12030000322041P0529"
}
2020-07-20T03:56:29.790Z - INFO - verified signature on cpiSignatureData
2020-07-20T03:56:29.792Z - INFO - cbsdCategory="A’, removing optional param from cpi_schema
2020-07-20T03:56:29.796Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-07-20T03:56:29.799Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {
"responseCode": 0

}
2020-07-20T03:56:51.181Z - INFO - spectrumInquiry request from CBRS : {
"spectruminquiryRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"inquiredSpectrum": |
{
"highFrequency": 3570000000,
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}
2020-07-20T03:56:51.197Z - INFO - engine sent successfully, the response to CBRS : {
"spectruminquiryResponse”: [

{

"availableChannel": [
{
"channelType": "GAA",
"frequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

13
"ruleApplied": "FCC_PART_96"

]1
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {

"responseCode": 0

}
2020-07-20T03:57:04.601Z - INFO - grant request from CBRS : {

"grantRequest": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"operationParam": {
"maxEirp": 27,
"operationFrequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

}
2020-07-20T03:57:04.615Z - INFO - engine sent successfully, the response to CBRS : {
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"grantResponse”: |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"channelType": "GAA",
"grantExpireTime": "2020-07-27T03:57:04Z2",
"grantld": "53540677",
"heartbeatInterval": 60,
"response”: {
"responseCode": 0

}
2020-07-20T03:57:24.000Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "53540677",
"grantRenew": false,
"operationState": "GRANTED"

}
2020-07-20T03:57:24.010Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "53540677",
"response": {
"responseCode": 0

}s
"transmitExpireTime": "2020-07-20T04:00:44Z"

}
2020-07-20T03:58:25.381Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "53540677",
"grantRenew": false,
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"operationState": "AUTHORIZED"

}

2020-07-20T03:58:25.384Z - INFO - Time interval between two heartbeat request messages is: 61.381, limit
is: 65.0
2020-07-20T03:58:25.398Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "53540677",

"response”: {

"responseCode": 0
2
"transmitExpireTime": "2020-07-20T04:01:45Z2"

}
2020-07-20T03:59:26.799Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld"; "53540677",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T03:59:26.802Z - INFO - Time interval between two heartbeat request messages is: 61.418, limit

is: 65.0

2020-07-20T03:59:26.815Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "53540677",
"response": {
"responseCode": 0

2
"transmitExpireTime": "2020-07-20T04:02:46Z"
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2020-07-20T04:00:28.198Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld"; "53540677",
"grantRenew": false,
"operationState": "AUTHORIZED"

}
2020-07-20T04:00:28.203Z - INFO - Time interval between two heartbeat request messages is: 61.4, limit is:
65.0

2020-07-20T04:00:28.216Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |
{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "53540677",

"response": {
"responseCode": 0

2

"transmitExpireTime": "2020-07-20T04:03:48Z"

}
2020-07-20T04:01:29.678Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "53540677",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T04:01:29.681Z - INFO - Time interval between two heartbeat request messages is: 61.479, limit
is: 65.0

2020-07-20T04:01:29.696Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "53540677",
"response”: {
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"responseCode": 0

}1
"transmitExpireTime": "2020-07-20T04:04:49Z2"

}
2020-07-20T04:02:31.098Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "53540677",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T04:02:31.101Z - INFO - Time interval between two heartbeat request messages is: 61.419, limit
is: 65.0

2020-07-20T04:02:31.114Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "53540677",
"response”: {

"responseCode": 0

|3
"transmitExpireTime": "2020-07-20T04:05:51Z"
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8.12 WINNF.FT.C.HBT.3
"registrationRequest": |

{

"airInterface": {
"radioTechnology": "E_UTRA"

}s

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "G-b45Dz-xr-
uuEZEeMduo9d5RYObFDrNhVhVkw4PX6LdhRXGAEpBqOUKwFyWVynsGe7YuP4D5gg2iw0O5C-
9A57DqCkjUbaTLZMGQEbEhOwokFghjgZzv_YUH-Xa3gdwZIsnPedA9-Zx2NnmNzbQ5C51cPsW33-a3J6zP-
So3x8xGfla42JK1LRRQkBmMkFV-zEJNj-swGBp1AWRNAmMAVsTp1bh6v9FBa-
ARjg7k8ndaefmxcwLdb57dSulMwI95ssSVgHf3dLaGMWhKJs-
n4YfJjblyQetSb20K3tJE6FSp6seECWVIUPG23zNknhov01z5Vr1WmiCeHa3oh17z5Ipw",

"encodedCpiSignedData":
"eyJjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsImFudGVubmFCZWFtd2lkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo2LCJhbnRIbm5hTW9kZWwiOiJJbnRIcmF
sIFBJRKEILCJoZWInaHQiOjQuMCwiaGVpZ2h0VHIwZSI6IkFHTClsImhveml6b250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIljo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGFOY SI6eyJjcGIJZCI
6ImNwaTEyMylsimNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMILCJpbnNOYWxsQ2VydGImaWNhdGlvbIRpbWUIQIl
yMDIwLTASLTIwVDExQjIxQju4WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
I3
"fceld": "2AG32EG2013BM11",
"groupingParam™: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

}
1,
"measCapability": [,
"userld": "Baicells_01"

}
2020-07-20T04:07:16.255Z - INFO - Registration message contains cpiSignatureData

2020-07-20T04:07:16.256Z - INFO - protectedHeader = {u'alg': u'RS256', u'typ': u'JWT"}
2020-07-20T04:07:16.256Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
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"antennaAzimuth": 0
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 6,
"verticalAccuracy": 3
b
"fccld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-20T11:21:58Z7",
"cpild": "cpi123"
b
"cbsdSerialNumber": "12030000322041P0529"
}
2020-07-20T04:07:16.348Z - INFO - verified signature on cpiSignatureData
2020-07-20T04:07:16.349Z - INFO - cbsdCategory="A’, removing optional param from cpi_schema
2020-07-20T04:07:16.357Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-07-20T04:07:16.359Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {
"responseCode": 0

}
2020-07-20T04:07:27.766Z - INFO - spectrumInquiry request from CBRS : {
"spectruminquiryRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"inquiredSpectrum": |
{
"highFrequency": 3570000000,
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}
2020-07-20T04:07:27.782Z - INFO - engine sent successfully, the response to CBRS : {
"spectruminquiryResponse”: [

{

"availableChannel": [
{
"channelType": "GAA",
"frequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

13
"ruleApplied": "FCC_PART_96"

]1
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {

"responseCode": 0

}
2020-07-20T04:07:39.135Z - INFO - grant request from CBRS : {

"grantRequest": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"operationParam": {
"maxEirp": 27,
"operationFrequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

}
2020-07-20T04:07:39.148Z - INFO - engine sent successfully, the response to CBRS : {
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"grantResponse”: |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"channelType": "GAA",
"grantExpireTime": "2020-07-27T04:07:392",
"grantld": "381997033",
"heartbeatInterval": 60,
"response”: {
"responseCode": 0

}
2020-07-20T04:07:50.486Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "381997033",
"grantRenew": false,
"operationState": "GRANTED"

}
2020-07-20T04:07:50.502Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "381997033",
"response": {
"responseCode": 0

}s
"transmitExpireTime": "2020-07-20T04:11:10Z"

}
2020-07-20T04:08:51.894Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "381997033",
"grantRenew": false,
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"operationState": "AUTHORIZED"

}

2020-07-20T04:08:51.898Z - INFO - Time interval between two heartbeat request messages is: 61.408, limit
is: 65.0
2020-07-20T04:08:51.917Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "381997033",

"response”: {

"responseCode": 0
2
"transmitExpireTime": "2020-07-20T04:12:11Z"

}
2020-07-20T04:09:53.344Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "381997033",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T04:09:53.348Z - INFO - Time interval between two heartbeat request messages is: 61.449, limit

is: 65.0

2020-07-20T04:09:53.359Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "381997033",
"response": {
"responseCode": 0

2
"transmitExpireTime": "2020-07-20T04:13:132"
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2020-07-20T04:10:54.813Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "381997033",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T04:10:54.818Z - INFO - Time interval between two heartbeat request messages is: 61.47, limit is:
65.0

2020-07-20T04:10:54.834Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "381997033",
"response": {
"responseCode": 105

}1
"transmitExpireTime": "2020-07-20T04:10:54Z"
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8.13 WINNF.FT.C.HBT.4
"registrationRequest": |

{

"airInterface": {
"radioTechnology": "E_UTRA"

I3

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "PVs4hWOnI8HB43F31zGXcAeSFa3rcGiBcjSoldVWbPO8vdObwE-p-
JjiNNsDCOtOYS4bT3g3hVB5UwgeEjD8frvDkf2NODRgYmh4VCprg8xbk3L8QMsX_I1B9gT2czrKcVod_geWm
msNJyEJPcapwTpOa0YelhbalhDK54AY5A_YYZHjqptbtp20kx9y-
smjQm3slpvZjEFUaNp4R1KrrinMOH1huuvC7DIb9pCSDTDT6S2pB8p7Qf-v-
ANfD4g0IT9cUauizpYDholZg0ZUI3gcQRL3Yr2IHx65R8dGymhQYdUTC8nxFcg8pMdm_rrGagX3466H89Dxh
3XNsQdaC5g",

"encodedCpiSignedData":
"eydjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsiImFudGVubmFCZWFtd2IkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo3LCJhbnRIbm5hTW9kZWwiOiddbnRlcmF
sIFBJRKEILCJoZWInaHQiIOjQuMCwiaGVpZ2hOVHIwWZSI6IKFHTClsimhvemleb250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIljo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGFOY SI6eyJjcGIJZCI
6ImNwaTEyMylsImNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMiLCJpbnNOYWxsQ2VydGIimaWNhdGIvbIRpbWUIQil
yMDIwWLTAS3LTIyVDE4OjM20jU3WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
I3
"fceld": "2AG32EG2013BM11",
"groupingParam™: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"
}
1,
"measCapability": |
"RECEIVED_POWER_WITHOUT_GRANT"
1,

"userld": "Baicells_01"

}
2020-07-24T06:36:47.661Z - INFO - Registration message contains cpiSignatureData
2020-07-24T06:36:47.661Z - INFO - protectedHeader = {u'alg": u'RS256', u'typ": u'JWT'}
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2020-07-24T06:36:47.663Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 0
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 7,
"verticalAccuracy": 3
b
"fceld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-22T18:36:57Z",
"cpild": "cpi123"
b
"cbsdSerialNumber": "12030000322041P0529"
}
2020-07-24T06:36:47.701Z - INFO - verified signature on cpiSignatureData
2020-07-24T06:36:47.703Z - INFO - cbsdCategory="A’, removing optional param from cpi_schema
2020-07-24T06:36:47.707Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-07-24T06:36:47.707Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse™: [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {
"responseCode": 0

}
2020-07-24T06:36:59.062Z - INFO - spectrumInquiry request from CBRS : {
"spectruminquiryRequest”: |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"inquiredSpectrum": |
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"highFrequency": 3696000000,
"lowFrequency": 3676000000

}
2020-07-24T06:36:59.069Z - INFO - engine sent successfully, the response to CBRS : {
"spectruminquiryResponse”: [

{

"availableChannel": [
{
"channelType": "GAA",
"frequencyRange": {
"highFrequency": 3696000000,
"lowFrequency": 3676000000

13
"ruleApplied": "FCC_PART_96"

],
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {

"responseCode": 0

}
2020-07-24T06:37:10.423Z - INFO - grant request from CBRS : {

"grantRequest": [

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"operationParam": {
"maxEirp": 27,
"operationFrequencyRange": {
"highFrequency": 3696000000,
"lowFrequency": 3676000000
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}
2020-07-24T06:37:10.436Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"channelType": "GAA",
"grantExpireTime": "2020-07-31T06:37:10Z",
"grantld": "97083869",
"heartbeatInterval": 60,
"response": {
"responseCode": 0

}
2020-07-24T06:37:25.802Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "97083869",
"grantRenew": false,
"operationState": "GRANTED"

}
2020-07-24T06:37:25.812Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse”: [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "97083869",
"response": {
"responseCode": 0

2
"transmitExpireTime": "2020-07-24T06:40:45Z"

}
2020-07-24T06:38:27.221Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
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"grantld": "97083869",
"grantRenew": false,
"operationState": "AUTHORIZED"

}
2020-07-24T06:38:27.223Z - INFO - Time interval between two heartbeat request messages is: 61.419, limit

is: 65.0
2020-07-24T06:38:27.229Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |
{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "97083869",

"response”: {

"responseCode": 0
}s
"transmitExpireTime": "2020-07-24T06:41:47Z2"

}
2020-07-24T06:39:28.680Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "97083869",
"grantRenew": false,
"operationState": "AUTHORIZED"

}
2020-07-24T06:39:28.683Z - INFO - Time interval between two heartbeat request messages is: 61.459, limit
is: 65.0

2020-07-24T06:39:28.688Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse”: [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "97083869",
"response”: {
"responseCode": 0

2
"transmitExpireTime": "2020-07-24T06:42:48Z"
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}
2020-07-24T06:40:30.040Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld"; "97083869",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-24T06:40:30.043Z - INFO - Time interval between two heartbeat request messages is: 61.36, limit is:
65.0

2020-07-24T06:40:30.055Z - INFO - engine sent successfully, the response to CBRS : {

"heartbeatResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "97083869",
"response": {
"responseCode": 0

2
"transmitExpireTime": "2020-07-24T06:43:50Z"

}
2020-07-24T06:41:31.420Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "97083869",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-24T06:41:31.421Z - INFO - Time interval between two heartbeat request messages is: 61.379, limit

is: 65.0

2020-07-24T06:41:31.427Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
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"grantld": "97083869",
"response": {
"responseCode": 0

2
"transmitExpireTime": "2020-07-24T06:44:51Z"

}
2020-07-24T06:42:32.779Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest":
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "97083869",
"grantRenew": false,
"operationState": "AUTHORIZED"

}
2020-07-24T06:42:32.783Z - INFO - Time interval between two heartbeat request messages is: 61.36, limit is:
65.0

2020-07-24T06:42:32.789Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "97083869",
"response”: {

"responseCode": 500

}s
"transmitExpireTime": "2020-07-24T06:42:32Z2"
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8.14 WINNF.FT.C.HBT.5
"registrationRequest": [

{

"airInterface": {
"radioTechnology": "E_UTRA"

}7

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "G-b45Dz-xr-
uuEZEeMduo9d5RYObFDrNhVhVkw4PX6LdhRXGAEpBqOUKwFyWVynsGe7YuP4D5gg2iw0O5C-
9A57DqCkjUbaTLZMGQEbEhOwokFghjgZzv_YUH-Xa3gdwZIsnPedA9-Zx2NnmNzbQ5C51cPsW33-a3J6zP-
So3x8xGfla42JK1LRRQkBmMkFV-zEJNj-swGBp1AWRNAmMAVsTp1bh6v9FBa-
ARjg7k8ndaefmxcwLdb57dSulMwI95ssSVgHf3dLaGMWhKJs-
n4YfJjblyQetSb20K3tJE6FSp6seECWVIUPG23zNknhov01z5Vr1WmiCeHa3oh17z5Ipw",

"encodedCpiSignedData":
"eyJjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsImFudGVubmFCZWFtd2lkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo2LCJhbnRIbm5hTW9kZWwiOiJJbnRIcmF
sIFBJRKEILCJoZWInaHQiOjQuMCwiaGVpZ2h0VHIwZSI6IkFHTClsImhveml6b250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIljo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGFOY SI6eyJjcGIJZCI
6ImNwaTEyMylsimNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMILCJpbnNOYWxsQ2VydGImaWNhdGlvbIRpbWUIQIl
yMDIwWLTASLTIwVDExQjIxQju4WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
b
"fceld": "2AG32EG2013BM11",
"groupingParam": [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

}
1,
"measCapability": [],
"userld": "Baicells_01"

}
2020-07-20T05:54:04.323Z - INFO - Registration message contains cpiSignatureData

2020-07-20T05:54:04.323Z - INFO - protectedHeader = {u'alg': u'RS256', u'typ': u'JWT'"}
2020-07-20T05:54:04.325Z - INFO - encodedCpiSignedData contents = {
"installationParam": {

Unless otherwise agreed in wrltlng 1h\s document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or a at http://lwww.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions fur Electronic Documents at http://www.sgs.com/en/Terms-an -Conditions/Terms-e-Document. aspx.

Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client's instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, fura\ery or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
S'S'!su'ts: show"n In‘thlsklas( re

te n ne

nspecti;n & Testing Servic rafar anly to tha sampie(s) tasted and such sampla(s) are ra\alnad for 30 days only
nticity ert

attelephone: (86-755) 8307 1443,

Lir j e‘nce&Technology Park, Shenzhen, China 518057 1 (86-755) 26012053 f (86-755)26710594  www.sgsgroup.com.cn
| PE - R - RHEBPEM- 1068 E FB4: 518057 1 (86-755)26012053 f (86-755)26710504  sgs.china@sgs.com
|

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd.
Shenzhen Branch

Report No.: SZEM200700600002
Page: 78 of 127

"antennaAzimuth": 0,
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 6,
"verticalAccuracy": 3
|3
"fccld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-20T11:21:58Z7",
"cpild": "cpi123"
2
"cbsdSerialNumber": "12030000322041P0529"

}

2020-07-20T05:54:04.407Z - INFO - verified signature on cpiSignatureData

2020-07-20T05:54:04.408Z - INFO - cbsdCategory="A’, removing optional param from cpi_schema

2020-07-20T05:54:04.414Z - INFO - cpiSignatureData data successfully validated against jsonschema

2020-07-20T05:54:04.415Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse”: |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {
"responseCode": 0

}
2020-07-20T05:54:13.342Z - INFO - spectrumInquiry request from CBRS : {
"spectruminquiryRequest":
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"inquiredSpectrum"; |
{
"highFrequency": 3570000000,
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}
2020-07-20T05:54:13.358Z - INFO - engine sent successfully, the response to CBRS : {

"spectruminquiryResponse™: [

{

"availableChannel": [

{

"channelType": "GAA",

"frequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

|3
"ruleApplied": "FCC_PART_96"

]s
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {

"responseCode": 0

}
2020-07-20T05:54:24.180Z - INFO - grant request from CBRS : {

"grantRequest": [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"operationParam"”: {
"maxEirp": 27,
"operationFrequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

}
2020-07-20T05:54:24.201Z - INFO - engine sent successfully, the response to CBRS : {
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"grantResponse™: |

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"channelType": "GAA",
"grantExpireTime": "2020-07-27T05:54:24Z",
"grantld": "254450451",
"heartbeatinterval": 60,
"response”: {
"responseCode": 0

}
2020-07-20T05:54:33.160Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest":
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "254450451",
"grantRenew": false,
"operationState": "GRANTED"

}
2020-07-20T05:54:33.187Z - INFO - engine sent successfully, the response to CBRS : {

"heartbeatResponse”: [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld"; "254450451",
"response": {
"responseCode": 501

}7
"transmitExpireTime": "2020-07-20T05:54:33Z2"

}
2020-07-20T05:54:50.019Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "254450451",
"grantRenew": false,
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"operationState": "GRANTED"

}

2020-07-20T05:54:50.025Z - INFO - Time interval between two heartbeat request messages is: 16.861,
limit is: 65.0
2020-07-20T05:54:50.042Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "254450451",
"response”: {
"responseCode": 501

b
"transmitExpireTime": "2020-07-20T05:54:50Z2"
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8.15 WINNF.FT.C.HBT.6
"registrationRequest": |

{

"airInterface": {
"radioTechnology": "E_UTRA"

}s

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "G-b45Dz-xr-
uuEZEeMduo9d5RYObFDrNhVhVkw4PX6LdhRXGAEpBqOUKwFyWVynsGe7YuP4D5gg2iw0O5C-
9A57DqCkjUbaTLZMGQEbEhOwokFghjgZzv_YUH-Xa3gdwZIsnPedA9-Zx2NnmNzbQ5C51cPsW33-a3J6zP-
So3x8xGfla42JK1LRRQkBmMkFV-zEJNj-swGBp1AWRNAmMAVsTp1bh6v9FBa-
ARjg7k8ndaefmxcwLdb57dSulMwI95ssSVgHf3dLaGMWhKJs-
n4YfJjblyQetSb20K3tJE6FSp6seECWVIUPG23zNknhov01z5Vr1WmiCeHa3oh17z51pw",

"encodedCpiSignedData":
"eyJjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsImFudGVubmFCZWFtd2lkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo2LCJhbnRIbm5hTW9kZWwiOiJJbnRIcmF
sIFBJRKEILCJoZWInaHQiOjQuMCwiaGVpZ2h0VHIwZSI6IkFHTClsImhveml6b250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIljo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGF0OY SI6eyJjcGIJZCI
6ImNwaTEyMylsimNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMILCJpbnNOYWxsQ2VydGImaWNhdGlvbIRpbWUIQIl
yMDIwLTASLTIwVDExQjIxQju4WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
I3
"fceld": "2AG32EG2013BM11",
"groupingParam™: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

}
1,
"measCapability": [,
"userld": "Baicells_01"

}
2020-07-20T06:24:47.010Z - INFO - Registration message contains cpiSignatureData

2020-07-20T06:24:47.010Z - INFO - protectedHeader = {u'alg': u'RS256', u'typ': u'JWT"}
2020-07-20T06:24:47.012Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
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"antennaAzimuth": 0
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 6,
"verticalAccuracy": 3
b
"fccld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-20T11:21:58Z7",
"cpild": "cpi123"
b
"cbsdSerialNumber": "12030000322041P0529"
}
2020-07-20T06:24:47.102Z - INFO - verified signature on cpiSignatureData
2020-07-20T06:24:47.105Z - INFO - cbsdCategory="A’, removing optional param from cpi_schema
2020-07-20T06:24:47.111Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-07-20T06:24:47.115Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {
"responseCode": 0

}
2020-07-20T06:24:58.046Z - INFO - spectrumInquiry request from CBRS : {
"spectruminquiryRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"inquiredSpectrum": |
{
"highFrequency": 3570000000,
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}
2020-07-20T06:24:58.061Z - INFO - engine sent successfully, the response to CBRS : {
"spectruminquiryResponse”: [

{

"availableChannel": [
{
"channelType": "GAA",
"frequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

13
"ruleApplied": "FCC_PART_96"

]1
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {

"responseCode": 0

}
2020-07-20T06:25:06.905Z - INFO - grant request from CBRS : {

"grantRequest": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"operationParam": {
"maxEirp": 27,
"operationFrequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

}
2020-07-20T06:25:06.921Z - INFO - engine sent successfully, the response to CBRS : {
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"grantResponse”: |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"channelType": "GAA",
"grantExpireTime": "2020-07-27T06:25:06Z",
"grantld": "342146731",
"heartbeatInterval": 60,
"response”: {
"responseCode": 0

}
2020-07-20T06:25:15.825Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "342146731",
"grantRenew": false,
"operationState": "GRANTED"

}
2020-07-20T06:25:15.8427Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "342146731",
"response": {
"responseCode": 0

}s
"transmitExpireTime": "2020-07-20T06:28:35Z"

}
2020-07-20T06:26:16.686Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "342146731",
"grantRenew": false,
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"operationState": "AUTHORIZED"

}

2020-07-20T06:26:16.690Z - INFO - Time interval between two heartbeat request messages is: 60.86, limit is:
65.0

2020-07-20T06:26:16.704Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "342146731",
"response”: {
"responseCode": 0

|3
"transmitExpireTime": "2020-07-20T06:29:36Z"

}
2020-07-20T06:27:17.545Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "342146731",
"grantRenew": false,
"operationState": "AUTHORIZED"

}
2020-07-20T06:27:17.549Z - INFO - Time interval between two heartbeat request messages is: 60.86, limit is:
65.0

2020-07-20T06:27:17.563Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "342146731",
"response": {
"responseCode": 0

2
"transmitExpireTime": "2020-07-20T06:30:37Z"
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2020-07-20T06:28:18.404Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "342146731",
"grantRenew": false,
"operationState": "AUTHORIZED"

}
2020-07-20T06:28:18.407Z - INFO - Time interval between two heartbeat request messages is: 60.859, limit
is: 65.0
2020-07-20T06:28:18.423Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse”: |
{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "342146731",

"response": {

"responseCode": 501
}s
"transmitExpireTime": "2020-07-20T06:28:18Z"

}
2020-07-20T06:28:31.000Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "342146731",
"grantRenew": false,
"operationState": "GRANTED"

}

2020-07-20T06:28:31.003Z - INFO - Time interval between two heartbeat request messages is: 12.595, limit
is: 65.0

2020-07-20T06:28:31.019Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "342146731",
"response”: {
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"responseCode": 501

|3
"transmitExpireTime": "2020-07-20T06:28:31Z"
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8.16 WINNF.FT.C.HBT.7

"registrationRequest":

{

"airInterface": {
"radioTechnology": "E_UTRA"

}s

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "G-b45Dz-xr-
uuEZEeMduo9d5RYObFDrNhVhVkw4PX6LdhRXGAEpBqOUKwFyWVynsGe7YuP4D5gg2iw0O5C-
9A57DqCkjUbaTLZMGQEbEhOwokFghjgZzv_YUH-Xa3gdwZIsnPedA9-Zx2NnmNzbQ5C51cPsW33-a3J6zP-
So3x8xGflad2JK1LRRQkBmMkFV-zEJNj-swGBp1AWRNAmMAVsTp1bh6voFBa-

ARjg7k8ndaefmxcwLdb57dSulMwI95ssSVgHf3dLaGMWhKJs-
n4YfJjblyQetSb20K3tJE6FSp6seECWVIUPG23zNknhov01z5Vr1WmiCeHa3oh17z51pw",

"encodedCpiSignedData":
"eyJjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsImFudGVubmFCZWFtd2lkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo2LCJhbnRIbm5hTW9kZWwiOiJJbnRIcmF
sIFBJRKEILCJoZWInaHQiOjQuMCwiaGVpZ2h0VHIwZSI6IkFHTClsImhveml6b250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIIjo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGF0OY Sl6eydjcGIJZCI
6ImNwaTEyMylsimNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMILCJpbnNOYWxsQ2VydGImaWNhdGlvbIRpbWUIQIl
yMDIwWLTASLTIwVDExQjIxQju4WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
I3
"fceld": "2AG32EG2013BM11°",
"groupingParam™: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

}
1,
"measCapability": [,
"userld": "Baicells_01"

}
2020-07-20T06:29:48.055Z - INFO - Registration message contains cpiSignatureData

2020-07-20T06:29:48.055Z - INFO - protectedHeader = {u'alg': u'RS256', u'typ: u'JWT"}
2020-07-20T06:29:48.055Z - INFO - encodedCpiSignedData contents = {
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"installationParam": {
"antennaAzimuth": 0,
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 6,
"verticalAccuracy": 3
b
"fccld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-20T11:21:58Z",
"cpild": "cpi123"
b
"cbsdSerialNumber": "12030000322041P0529"
}
2020-07-20T06:29:48.132Z - INFO - verified signature on cpiSignatureData
2020-07-20T06:29:48.134Z - INFO - cbsdCategory='A’, removing optional param from cpi_schema
2020-07-20T06:29:48.141Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-07-20T06:29:48.141Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {
"responseCode": 0

}
2020-07-20T06:30:03.013Z - INFO - spectruminquiry request from CBRS :{
"spectruminquiryRequest”: |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"inquiredSpectrum™: |

Unless otherwise agreed in wrltmg ﬂ!\S document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or a at http://lwww.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions fur Electronic Documents at http://www.sgs.com/en/Terms-an -Conditions/Terms-e-Document. aspx.
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client's instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, furgery or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer onl; tc the sampie(s) tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity o sting finspection report & certificate, please contact us at telephone: (86-755) 8307 1443,

or email: CN.Docch L\.K(T"(‘;U om

.| No.1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, China 518057  t (86-755) 26012053 f (86-755) 26710594  www.sgsgroup.com.cn
| PE - R - RHEBPEM- 1068 E FB4: 518057 1 (86-755)26012053 f (86-755)26710504  sgs.china@sgs.com
|

)
o RN

2, Inspection & Testing Services

Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd.
Shenzhen Branch

Report No.: SZEM200700600002
Page: 91 of 127

"highFrequency": 3570000000,
"lowFrequency": 3550000000

}
2020-07-20T06:30:03.028Z - INFO - engine sent successfully, the response to CBRS : {
"spectruminquiryResponse”: [

{

"availableChannel": [
{

"channelType": "GAA",

"frequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

b

"ruleApplied": "FCC_PART_96"

],
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {

"responseCode": 0

}
2020-07-20T06:30:13.888Z - INFO - grant request from CBRS : {
"grantRequest": [

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"operationParam": {
"maxEirp": 27,
"operationFrequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

Unless otherwise agreed in wrltmg 1h\s document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or a at http://lwww.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions fur Electronic Documents at http://www.sgs.com/en/Terms-and-Conditions/Terms-e-Document.aspx.
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client's instructions, if any. The Company’s sole responsmlllsf is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, furgsry or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the

results shown in this test rebort refer only( tothe sampie(s) tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing finspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, China 518057 1 (86-755) 26012053 f (86-755) 26710594  www.sgsgroup.com.cn

| PE - R - RHEBPEM- 1068 E FB4: 518057 1 (86-755)26012053 f (86-755)26710504  sgs.china@sgs.com
I
Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd.
Shenzhen Branch

Report No.: SZEM200700600002
Page: 92 of 127

2020-07-20T06:30:13.901Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"channelType": "GAA",
"grantExpireTime": "2020-07-27T06:30:13Z2",
"grantld": "676416777",
"heartbeatinterval": 60,
"response": {
"responseCode": 0

}
2020-07-20T06:30:24.743Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "676416777",
"grantRenew": false,
"operationState": "GRANTED"

}
2020-07-20T06:30:24.759Z - INFO - engine sent successfully, the response to CBRS : {

"heartbeatResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "676416777",
"response”: {
"responseCode": 0

}s
"transmitExpireTime": "2020-07-20T06:33:44Z2"

}
2020-07-20T06:31:26.023Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "676416777",
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"grantRenew": false,
"operationState": "AUTHORIZED"

}
2020-07-20T06:31:26.029Z - INFO - Time interval between two heartbeat request messages is: 61.281, limit
is: 65.0
2020-07-20T06:31:26.049Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |
{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "676416777",

"response": {

"responseCode": 0
|8
"transmitExpireTime": "2020-07-20T06:34:46Z"

}
2020-07-20T06:32:26.903Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "676416777",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T06:32:26.905Z - INFO - Time interval between two heartbeat request messages is: 60.878, limit

is: 65.0

2020-07-20T06:32:26.917Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "676416777",
"response”: {
"responseCode": 0

}s
"transmitExpireTime": "2020-07-20T06:35:46Z"
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}
2020-07-20T06:33:27.802Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "676416777",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T06:33:27.806Z - INFO - Time interval between two heartbeat request messages is: 60.9, limit is:
65.0

2020-07-20T06:33:27.825Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |
{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "676416777",

"response”: {
"responseCode": 502

}s

"transmitExpireTime": "2020-07-20T06:33:27Z2"

}
2020-07-20T06:33:40.012Z - INFO - relinquishment request from CBRS : {
"relinquishmentRequest": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "676416777"

}
2020-07-20T06:33:40.026Z - INFO - engine sent successfully, the response to CBRS : {
"relinquishmentResponse™": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "676416777",
"response”: {
"responseCode": 0
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8.17 WINNF.FT.C.HBT.9

"registrationRequest":

{

"airInterface": {
"radioTechnology": "E_UTRA"

}s

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "G-b45Dz-xr-
uuEZEeMduo9d5RYObFDrNhVhVkw4PX6LdhRXGAEpBqOUKwFyWVynsGe7YuP4D5gg2iw0O5C-
9A57DqCkjUbaTLZMGQEbEhOwokFghjgZzv_YUH-Xa3gdwZIsnPedA9-Zx2NnmNzbQ5C51cPsW33-a3J6zP-
So3x8xGflad2JK1LRRQkBmMkFV-zEJNj-swGBp1AWRNAmMAVsTp1bh6v9FBa-

ARjg7k8ndaefmxcwLdb57dSulMwI95ssSVgHf3dLaGMWhKJs-
n4YfJjblyQetSb20K3tJE6FSp6seECWVIUPG23zNknhov01z5Vr1WmiCeHa3oh17z51pw",

"encodedCpiSignedData":
"eyJjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjY0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsImFudGVubmFCZWFtd2lkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo2LCJhbnRIbm5hTW9kZWwiOiJJbnRIcmF
sIFBJRKEILCJoZWInaHQiOjQuMCwiaGVpZ2h0VHIwZSI6IkFHTClsImhveml6b250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIIjo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGF0OY Sl6eydjcGIJZCI
6ImNwaTEyMylsimNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMILCJpbnNOYWxsQ2VydGImaWNhdGlvbIRpbWUIQIl
yMDIwWLTASLTIwVDExQjIxQju4WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
I3
"fceld": "2AG32EG2013BM11°",
"groupingParam™: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

}
1,
"measCapability": [,
"userld": "Baicells_01"

}
2020-07-20T06:35:38.141Z - INFO - Registration message contains cpiSignatureData

2020-07-20T06:35:38.141Z - INFO - protectedHeader = {u'alg': u'RS256', u'typ': u'JWT"}
2020-07-20T06:35:38.141Z - INFO - encodedCpiSignedData contents = {
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"installationParam": {
"antennaAzimuth": 0,
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 6,
"verticalAccuracy": 3
b
"fccld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-20T11:21:58Z",
"cpild": "cpi123"
b
"cbsdSerialNumber": "12030000322041P0529"
}
2020-07-20T06:35:38.230Z - INFO - verified signature on cpiSignatureData
2020-07-20T06:35:38.230Z - INFO - cbsdCategory='A’, removing optional param from cpi_schema
2020-07-20T06:35:38.234Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-07-20T06:35:38.236Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {
"responseCode": 0

}
2020-07-20T06:35:49.101Z - INFO - spectruminquiry request from CBRS :{
"spectruminquiryRequest”: |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"inquiredSpectrum™: |
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"highFrequency": 3570000000,
"lowFrequency": 3550000000

}
2020-07-20T06:35:49.117Z - INFO - engine sent successfully, the response to CBRS : {

"spectruminquiryResponse”: [

{

"availableChannel": [
{

"channelType": "GAA",

"frequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

b

"ruleApplied": "FCC_PART_96"

],
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {

"responseCode": 0

}
2020-07-20T06:35:57.980Z - INFO - grant request from CBRS : {
"grantRequest": [

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"operationParam": {
"maxEirp": 27,
"operationFrequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000
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2020-07-20T06:35:57.996Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"channelType": "GAA",
"grantExpireTime": "2020-07-27T06:35:57Z2",
"grantld": "249097716",
"heartbeatinterval": 60,
"response": {
"responseCode": 0

}
2020-07-20T06:36:14.859Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "249097716",
"grantRenew": false,
"operationState": "GRANTED"

}
2020-07-20T06:39:34.880Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "249097716",
"response”: {
"responseCode": 501

}s
"transmitExpireTime": "2020-07-20T06:39:34Z2"

Unless otherwise agreed in wrltmg 1h\s document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or a at http://lwww.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions fur Electronic Documents at http://www.sgs.com/en/Terms-and-Conditions/Terms-e-Document.aspx.
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client's instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, furgsry or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
results shown in this test rebort refer only( tothe sampie(s) tested and such sample(s) are retained for 30 days only.

i A5 0 4 P 1

f lnsuectmn&TestmgSem:es i

Attention: To check the authenticity of testing finspection report & certificate, please contact us at lr!pplmm (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

(.| No.1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, China 518057 1 (86-755) 26012053 f (86-755) 26710594  www.sgsgroup.com.cn
[ - R4 - BHEREM-105—8 5 FB4: 518057 t (86-755)26012053 f (86-755)26710504  sgs.china@sgs.com
I

Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd.
: Shenzhen Branch

Report No.: SZEM200700600002
Page: 100 of 127

8.18 WINNF.FT.C.HBT.10
"registrationRequest": |

{

"airInterface": {
"radioTechnology": "E_UTRA"

I3

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "PVs4hWOnI8HB43F31zGXcAeSFa3rcGiBcjSoldVWbPO8vdObwE-p-
JjiNNsDCOtOYS4bT3g3hVB5UwgeEjD8frvDkf2NODRgYmh4VCprg8xbk3L8QMsX_I1B9gT2czrKcVod_geWm
msNJyEJPcapwTpOa0YelhbalhDK54AY5A_YYZHjqptbtp20kx9y-
smjQm3slpvZjEFUaNp4R1KrrinMOH1huuvC7DIb9pCSDTDT6S2pB8p7Qf-v-
ANfD4g0IT9cUauizpYDholZg0ZUI3gcQRL3Yr2IHx65R8dGymhQYdUTC8nxFcg8pMdm_rrGagX3466H89Dxh
3XNsQdaC5g",

"encodedCpiSignedData":
"eydjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsImFudGVubmFCZWFtd2lkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo3LCJhbnRIbm5hTW9kZWwiOiddbnRlcmF
sIFBJRKEILCJoZWInaHQiIOjQuMCwiaGVpZ2hOVHIWZSI6IKFHTClsimhvemleb250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIljo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGF0OY Sl6eyJjcGIJZCI
6ImNwaTEyMylsImNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMiLCJpbnNOYWxsQ2VydGIimaWNhdGIvbIRpbWUIQil
yMDIwWLTAS3LTIyVDE4OjM20jU3WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
I3
"fceld": "2AG32EG2013BM11",
"groupingParam™: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"
}
1,
"measCapability": |
"RECEIVED_POWER_WITHOUT_GRANT"
1,

"userld": "Baicells_01"

}
2020-07-24T06:44:33.944Z - INFO - Registration message contains cpiSignatureData
2020-07-24T06:44:33.946Z - INFO - protectedHeader = {u'alg": u'RS256', u'typ": u'JWT'}
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2020-07-24T06:44:33.946Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
"antennaAzimuth": 0
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 7,
"verticalAccuracy": 3
b
"fceld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-22T18:36:57Z",
"cpild": "cpi123"
b
"cbsdSerialNumber": "12030000322041P0529"
}
2020-07-24T06:44:33.9927Z - INFO - verified signature on cpiSignatureData
2020-07-24T06:44:33.993Z - INFO - cbsdCategory="A’, removing optional param from cpi_schema
2020-07-24T06:44:33.996Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-07-24T06:44:33.996Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse™: [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {
"responseCode": 0

}
2020-07-24T06:44:45.338Z - INFO - spectrumInquiry request from CBRS : {
"spectruminquiryRequest”: |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"inquiredSpectrum": |
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"highFrequency": 3696000000,
"lowFrequency": 3676000000

}
2020-07-24T06:44:45.3427 - INFO - engine sent successfully, the response to CBRS : {
"spectruminquiryResponse”: [

{

"availableChannel": [
{
"channelType": "GAA",
"frequencyRange": {
"highFrequency": 3696000000,
"lowFrequency": 3676000000

13
"ruleApplied": "FCC_PART_96"

],
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {

"responseCode": 0

}
2020-07-24T06:44:54.709Z - INFO - grant request from CBRS : {

"grantRequest": [

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"operationParam": {
"maxEirp": 27,
"operationFrequencyRange": {
"highFrequency": 3696000000,
"lowFrequency": 3676000000
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}
2020-07-24T06:44:54.717Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"channelType": "GAA",
"grantExpireTime": "2020-07-31T06:44:542",
"grantld": "309457349",
"heartbeatInterval": 60,
"response": {
"responseCode": 0

}
2020-07-24T06:45:04.062Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "309457349",
"grantRenew": false,
"operationState": "GRANTED"

}
2020-07-24T06:45:04.086Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse”: [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "309457349",
"response": {
"responseCode": 0

2
"transmitExpireTime": "2020-07-24T06:48:24Z"

}
2020-07-24T06:46:05.457Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
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"grantld": "309457349",
"grantRenew": false,
"operationState": "AUTHORIZED"

}
2020-07-24T06:46:05.460Z - INFO - Time interval between two heartbeat request messages is: 61.394, limit
is: 65.0
2020-07-24T06:46:05.470Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |
{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "309457349",

"response”: {

"responseCode": 0
}s
"transmitExpireTime": "2020-07-24T06:49:25Z"

}
2020-07-24T06:47:07.357Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "309457349",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-24T06:47:07.358Z - INFO - Time interval between two heartbeat request messages is: 61.9, limit is:
65.0

2020-07-24T06:47:07.361Z - INFO - LAST HBT RESPONSE THAT SET TRANSMIT_EXPIRE_TIME WAS
AT: 2020-07-24 06:46:05.457000

2020-07-24T06:50:27.368Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "309457349",
"response": {
"responseCode": 501
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"transmitExpireTime": "2020-07-24T06:50:27Z2"
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8.19 WINNF.FT.C.RLQ.1
"registrationRequest": |

{

"airInterface": {
"radioTechnology": "E_UTRA"

}s

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "G-b45Dz-xr-
uuEZEeMduo9d5RYObFDrNhVhVkw4PX6LdhRXGAEpBqOUKwFyWVynsGe7YuP4D5gg2iw0O5C-
9A57DqCkjUbaTLZMGQEbEhOwokFghjgZzv_YUH-Xa3gdwZIsnPedA9-Zx2NnmNzbQ5C51cPsW33-a3J6zP-
So3x8xGfla42JK1LRRQkBmMkFV-zEJNj-swGBp1AWRNAmMAVsTp1bh6v9FBa-
ARjg7k8ndaefmxcwLdb57dSulMwI95ssSVgHf3dLaGMWhKJs-
n4YfJjblyQetSb20K3tJE6FSp6seECWVIUPG23zNknhov01z5Vr1WmiCeHa3oh17z5Ipw",

"encodedCpiSignedData":
"eyJjYnNkU2VyaWFsTnVtYmVyljoiMTIwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsimFudGVubmFCZWFtd2lkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo2LCJhbnRIbm5hTW9kZWwiOiJJbnRIcmF
sIFBJRKEILCJoZWInaHQiOjQuMCwiaGVpZ2h0VHIwZSI6IkFHTClsImhveml6b250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCI6ZmFsc2UsImxhdGI0dWRIljo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ22XJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbmFsSW5zdGFsbGVyRGFOY SI6eyJjcGIJZCI
6ImNwaTEyMylsimNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMILCJpbnNOYWxsQ2VydGImaWNhdGlvbIRpbWUIQIl
yMDIwLTASLTIwVDExQjIxQju4WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCl6IkpXVCJ9"
I3
"fceld": "2AG32EG2013BM11",
"groupingParam™: [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

}
1,
"measCapability": [,
"userld": "Baicells_01"

}
2020-07-20T08:12:23.401Z - INFO - Registration message contains cpiSignatureData

2020-07-20T08:12:23.401Z - INFO - protectedHeader = {u'alg': u'RS256', u'typ": u'JWT"}
2020-07-20T08:12:23.401Z - INFO - encodedCpiSignedData contents = {
"installationParam": {
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"antennaAzimuth": 0
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 6,
"verticalAccuracy": 3
b
"fccld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-20T11:21:58Z7",
"cpild": "cpi123"
b
"cbsdSerialNumber": "12030000322041P0529"
}
2020-07-20T08:12:23.438Z - INFO - verified signature on cpiSignatureData
2020-07-20T08:12:23.440Z - INFO - cbsdCategory="A’, removing optional param from cpi_schema
2020-07-20T08:12:23.443Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-07-20T08:12:23.444Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response": {
"responseCode": 0

}
2020-07-20T08:12:34.272Z - INFO - spectrumInquiry request from CBRS : {
"spectruminquiryRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"inquiredSpectrum": |
{
"highFrequency": 3570000000,
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}
2020-07-20T08:12:34.279Z - INFO - engine sent successfully, the response to CBRS : {
"spectruminquiryResponse”: [

{

"availableChannel": [
{
"channelType": "GAA",
"frequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

13
"ruleApplied": "FCC_PART_96"

]1
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {

"responseCode": 0

}
2020-07-20T08:12:45.190Z - INFO - grant request from CBRS : {

"grantRequest": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"operationParam": {
"maxEirp": 27,
"operationFrequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

}
2020-07-20T08:12:45.197Z - INFO - engine sent successfully, the response to CBRS : {
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"grantResponse”: |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"channelType": "GAA",
"grantExpireTime": "2020-07-27T08:12:45Z2",
"grantld": "411279619",
"heartbeatInterval": 60,
"response”: {
"responseCode": 0

}
2020-07-20T08:12:56.049Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"grantRenew": false,
"operationState": "GRANTED"

}
2020-07-20T08:12:56.056Z - INFO - engine sent successfully, the response to CBRS : {

"heartbeatResponse": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "411279619",
"response": {
"responseCode": 0

}s
"transmitExpireTime": "2020-07-20T08:16:16Z"

}
2020-07-20T08:13:56.890Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "411279619",
"grantRenew": false,
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"operationState": "AUTHORIZED"

}

2020-07-20T08:13:56.892Z - INFO - Time interval between two heartbeat request messages is: 60.84, limit is:
65.0

2020-07-20T08:13:56.898Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"response”: {
"responseCode": 0

|3
"transmitExpireTime": "2020-07-20T08:17:16Z"

}
2020-07-20T08:14:57.749Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T08:14:57.750Z - INFO - Time interval between two heartbeat request messages is: 60.859, limit

is: 65.0

2020-07-20T08:14:57.756Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "411279619",
"response": {
"responseCode": 0

2
"transmitExpireTime": "2020-07-20T08:18:17Z"
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2020-07-20T08:15:58.608Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"grantRenew": false,
"operationState": "AUTHORIZED"

}
2020-07-20T08:15:58.611Z - INFO - Time interval between two heartbeat request messages is: 60.86, limit is:
65.0

2020-07-20T08:15:58.618Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"response": {
"responseCode": 0
I3
"transmitExpireTime": "2020-07-20T08:19:18Z"

}
2020-07-20T08:16:59.427Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T08:16:59.431Z - INFO - Time interval between two heartbeat request messages is: 60.82, limit is:
65.0

2020-07-20T08:16:59.443Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"response”: {
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"responseCode": 0

}s
"transmitExpireTime": "2020-07-20T08:20:19Z"

}
2020-07-20T08:18:00.286Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T08:18:00.289Z - INFO - Time interval between two heartbeat request messages is: 60.858, limit

is: 65.0

2020-07-20T08:18:00.293Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "411279619",
"response”: {
"responseCode": 0

|3
"transmitExpireTime": "2020-07-20T08:21:20Z"

}
2020-07-20T08:19:01.108Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "411279619",
"grantRenew": false,
"operationState": "AUTHORIZED"

}
2020-07-20T08:19:01.111Z - INFO - Time interval between two heartbeat request messages is: 60.821, limit
is: 65.0
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2020-07-20T08:19:01.117Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"response”: {
"responseCode": 0
2
"transmitExpireTime": "2020-07-20T08:22:21Z"

}
2020-07-20T08:20:01.946Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T08:20:01.947Z - INFO - Time interval between two heartbeat request messages is: 60.838, limit

is: 65.0

2020-07-20T08:20:01.953Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"response": {
"responseCode": 0

I
"transmitExpireTime": "2020-07-20T08:23:21Z"

}
2020-07-20T08:21:02.845Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"grantRenew": false,
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"operationState": "AUTHORIZED"

}

2020-07-20T08:21:02.848Z - INFO - Time interval between two heartbeat request messages is: 60.9, limit is:
65.0

2020-07-20T08:21:02.852Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"response”: {
"responseCode": 0

I3
"transmitExpireTime": "2020-07-20T08:24:22Z2"

}
2020-07-20T08:22:03.665Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"grantRenew": false,
"operationState": "AUTHORIZED"

}
2020-07-20T08:22:03.667Z - INFO - Time interval between two heartbeat request messages is: 60.82, limit is:
65.0

2020-07-20T08:22:03.673Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "411279619",
"response": {
"responseCode": 0

2
"transmitExpireTime": "2020-07-20T08:25:232"
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2020-07-20T08:23:05.144Z - INFO - relinquishment request from CBRS : {
"relinquishmentRequest": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619"

}
2020-07-20T08:23:05.154Z - INFO - engine sent successfully, the response to CBRS : {
"relinquishmentResponse™": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "411279619",
"response": {
"responseCode": 0
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8.20 WINNF.FT.C.DRG.1

"registrationRequest": [

{

"airlnterface": {
"radioTechnology": "E_UTRA"

b

"callSign": "baicells",

"cbsdCategory": "A",

"cbsdSerialNumber": "12030000322041P0529",
"cpiSignatureData": {

"digitalSignature": "G-b45Dz-xr-
uuEZEeMduo9d5RYObFDrNhVhVkw4PX6LdhRxGAEpBgOUKwFyWVynsGe7YuP4D5gg2iWO5C-
9A57DqCkjUbaTLZMGQEbEhOwokFghjgZzv_YUH-Xa3gdwZIsnPedA9-Zx2NnmNzbQ5C51cPsW33-a3J6zP-
So3x8xGfla42JK1LRRQkBmkFV-zEJNj-swGBp1AwRNAMAVsTp1bh6v9FBa-

ARjg7k8ndaefmxcwLdb57dSulMwI95ssSVgHf3dLaGMWhKJs-
n4YfJjblyQetSb20K3tJE6FSp6seECWVIUPG23zNknhov01z5Vr1WmiCeHa3oh17z5Ipw",

"encodedCpiSignedData":
"eydjYnNkU2VyaWFsTnVtYmVyljoiMTIiwMzAwMDAzMjlwNDFQMDUyOSIsImZjYO0lkljoiMkFHMzJFRzIwMTN
CliwiaW5zdGFsbGF0aW9uUGFyYWO0iOnsiYW50ZW5uYUF6aW11dGgiOjAsiImFudGVubmFCZWFtd2IkdGgi
OjkwLCJhbnRIbm5hRG93bnRpbHQIOjAsImFudGVubmFHYWIuljo2LCJhbnRIbm5hTW9kZWwiOiJJbnRIlcmF
sIFBJRKEILCJoZWInaHQiOjQuMCwiaGVpZ2h0VHIwZSI6IkFHTClsImhveml6b250YWxBY2N1cmFjeSI6Mywi
aW5kb29yRGVwbG95bWVudCl6ZmFsc2UsImxhdGI0dWRIIjo20C41MzUzNCwibG9uZ2I0dWRIljotMTU4LjU
zOTcyLCJ2ZXJ0aWNhbEFjY3VyYWN5ljozfSwicHJvZmVzc2lvbomFsSW5zdGFsbGVyRGFOY SI6eyJjcGIJZCI
6ImNwaTEyMylsimNwaU5hbWUiIOiJDUEIfVXNIcI8xMjMiLCJpbnNOYWxsQ2VydGImaWNhdGIvbIRpbWUIQIl
yMDIwWLTAS3LTIwVDExQjIxOju4WiJofQ",

"protectedHeader": "eyJhbGciOiJSUzI1NilsInR5cCI6IkpXVCJ9"
13
"fccld": "2AG32EG2013BM11",
"groupingParam": [
{
"groupld": "Baicells_01",
"groupType": "INTERFERENCE_COORDINATION"

}
I,
"measCapability": [],
"userld": "Baicells_01"

}
2020-07-20T08:28:01.572Z - INFO - Registration message contains cpiSignatureData

2020-07-20T08:28:01.572Z - INFO - protectedHeader = {u'alg': u'RS256', u'typ': u'JWT'"}
2020-07-20T08:28:01.572Z - INFO - encodedCpiSignedData contents = {
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"installationParam": {
"antennaAzimuth": 0,
"heightType": "AGL",
"antennaModel": "Interal PIFA",
"longitude": -158.53972,
"height": 4.0,
"indoorDeployment": false,
"latitude": 68.53534,
"horizontalAccuracy": 3,
"antennaDowntilt": 0,
"antennaBeamwidth": 90,
"antennaGain": 6,
"verticalAccuracy": 3
I3
"fccld": "2AG32EG2013BM11",
"professionallnstallerData": {
"cpiName": "CPI_User_123",
"installCertificationTime": "2020-07-20T11:21:58Z",
"cpild": "cpi123"
2
"cbsdSerialNumber": "12030000322041P0529"
}
2020-07-20T08:28:01.608Z - INFO - verified signature on cpiSignatureData
2020-07-20T08:28:01.608Z - INFO - cbsdCategory='A’, removing optional param from cpi_schema
2020-07-20T08:28:01.611Z - INFO - cpiSignatureData data successfully validated against jsonschema
2020-07-20T08:28:01.611Z - INFO - engine sent successfully, the response to CBRS : {
"registrationResponse”: |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {
"responseCode": 0

}
2020-07-20T08:28:14.460Z - INFO - spectruminquiry request from CBRS : {
"spectruminquiryRequest”: [
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"inquiredSpectrum”: |

Unless otherwise agreed in wrltmg ﬂ!\S document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or a at http://lwww.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
subject to Terms and Conditions fur Electronic Documents at http://www.sgs.com/en/Terms-an -Conditions/Terms-e-Document. aspx.
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client's instructions, if any. The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, furgery or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer onl; tc the sampie(s) tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity o sting finspection report & certificate, please contact us at telephone: (86-755) 8307 1443,

or email: CN.Docch L\.K(T"(‘;U om

.| No.1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, China 518057  t (86-755) 26012053 f (86-755) 26710594  www.sgsgroup.com.cn
| PE - R - RHEBPEM- 1068 E FB4: 518057 1 (86-755)26012053 f (86-755)26710504  sgs.china@sgs.com
|

)
o RN

%, Inspection & Testing Services /&

Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd.
Shenzhen Branch

Report No.: SZEM200700600002
Page: 118 of 127

"highFrequency": 3570000000,
"lowFrequency": 3550000000

}
2020-07-20T08:28:14.469Z - INFO - engine sent successfully, the response to CBRS : {

"spectruminquiryResponse": [

{

"availableChannel": [

{

"channelType": "GAA",

"frequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000

}s
"ruleApplied": "FCC_PART_96"

I,
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"response”: {

"responseCode": 0

}
2020-07-20T08:28:25.362Z - INFO - grant request from CBRS : {

"grantRequest": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"operationParam"”: {
"maxEirp": 27,
"operationFrequencyRange": {
"highFrequency": 3570000000,
"lowFrequency": 3550000000
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2020-07-20T08:28:25.369Z - INFO - engine sent successfully, the response to CBRS : {
"grantResponse": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"channelType": "GAA",
"grantExpireTime": "2020-07-27T08:28:25Z",
"grantld": "706691896",
"heartbeatinterval": 60,
"response": {
"responseCode": 0

}
2020-07-20T08:28:36.200Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "706691896",
"grantRenew": false,
"operationState": "GRANTED"

}
2020-07-20T08:28:36.210Z - INFO - engine sent successfully, the response to CBRS : {

"heartbeatResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "706691896",
"response”: {
"responseCode": 0

}7
"transmitExpireTime": "2020-07-20T08:31:56Z2"

}
2020-07-20T08:29:37.101Z - INFO - heartbeat request from CBRS : {

"heartbeatRequest": |

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "706691896",
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"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T08:29:37.104Z - INFO - Time interval between two heartbeat request messages is: 60.901,
limit is: 65.0
2020-07-20T08:29:37.111Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse”: [
{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"grantld": "706691896",

"response”: {

"responseCode": 0
13
"transmitExpireTime": "2020-07-20T08:32:57Z2"

}
2020-07-20T08:30:38.420Z - INFO - heartbeat request from CBRS : {
"heartbeatRequest":
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "706691896",
"grantRenew": false,
"operationState": "AUTHORIZED"

}

2020-07-20T08:30:38.421Z - INFO - Time interval between two heartbeat request messages is: 61.318,
limit is: 65.0

2020-07-20T08:30:38.427Z - INFO - engine sent successfully, the response to CBRS : {
"heartbeatResponse”: [

{

"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "706691896",
"response”: {

"responseCode": 0

}7
"transmitExpireTime": "2020-07-20T08:33:58Z2"
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}
2020-07-20T08:31:40.220Z - INFO - relinquishment request from CBRS : {

"relinquishmentRequest™: |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "706691896"

}
2020-07-20T08:31:40.229Z - INFO - engine sent successfully, the response to CBRS : {

"relinquishmentResponse”: |
{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",
"grantld": "706691896",
"response”: {
"responseCode": 0

}
2020-07-20T08:31:57.759Z - INFO - deregistration request from CBRS : {

"deregistrationRequest": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529"

}
2020-07-20T08:31:57.766Z - INFO - engine sent successfully, the response to CBRS : {

"deregistrationResponse": [

{
"cbsdld": "2AG32EG2013BM11Mock-SAS12030000322041P0529",

"response": {
"responseCode": 0
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(WTes
Yo. Tie Source Destination Protocol Lensth Info [
28 71.512699  192.168.24.100 192.168.24.103 TLsvi.2 571 Client Hello
20 71.513009  192.168.24.103 192.168.24.100 TLsvi.2 1514 Server Hello
36 71.513017  192.168.24.103 102.168.24.100 TLsvi.2 1514 Certificate [TCP segment of a reassembled PDU]
31 71.513023  192.168.24.103 192.168.24.100 TLsvi.2 66 Certificate Request, Server Hello Done
35 72.072980  192.168.24.100 192.168.24.103 Tep 1514 55195 - 5000 [ACK] Seq=518 Ack=2933 Win=20448 Len=1460 [TCP segment of a reassembled PDU]
36 72.672087  192.168.24.100 102.168.24.103 TLsvi.2 1514 Certificate [TCP segment of a reassembled PDU]
38 72.077698  192.168.24.100 192.168.24.103 TLsvi.2 522 Client Key Exchange, Certificate Verify, Change Cipher Spec, Finished
39 72.090910  192.168.24.103 192.168.24.100 TLsvi.2 165 Change Cipher Spec, Finished
4172.132616  192.168.24.100 192.168.24.103 TLsvi.2 248 [TLS segment of a reassembled PDU]
42 72.133019  192.168.24.103 192.168.24.100 HTTP 168 HTTP/1.1 100 Continue v

> Frame 29: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NPF_{597B70C7-DF67-43F3-9908-7ES16DAFA6DB}, id @
Ethernet II, Src: Realteks_68:@1:f1 (9@:e@:4c:68:01:f1), Dst: Baicells_Oc:ba:1d (48:bf:74:@c:ba:1d)
> Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.100
> Transmission Control Protocol, Src Port: 5000, Dst Port: 55195, Seq: 1, Ack: 518, Len: 1460
v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 86
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 82
Version: TLS 1.2 (0x@303)
v Random: 5b45f7c732e7ddc3b34ed15a7de4133blbect971134d4284...
GMT Unix Time: Jul 11, 2018 20:27:51.800000008 o E TN 8]

Random Bytes: 7de41 711344
Session ID Length: 32
Session ID: £ 3491175..

Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (@x09d)
Compression Method: null (@)
Extensions Length: 10
> Extension: renegotiation_info (len=1)
Extension: heartbeat (len=1)
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([ Thees
Yo. Tize Source Destination Protocol Length Info
«iT- 202 203.923240 192.168.24.100 192.168.24.103 HTTP 144 GET jcriserver.cri HTTP/1.1
204 203.956611  192.168.24.103 192.168.24.160 HTTP 1090 HTTP/1.1 200 OK

> Frame 202: 144 bytes on wire (1152 bits), 144 bytes captured (1152 bits) on interface \Device\NPF_{597B70C7-DF67-43F3-9908-7ES16DAFA6DB}, id @
Ethernet II, Src: Baicells_@c:ba:1d (48:bf:74:0c:ba:1d), Dst: Realteks_68:@1:fl (00:e@:4c:68:01:f1)

> Internet Protocol Version 4, Src: 192.168.24.100, Dst: 192.168.24.103

> Transmission Control Protocol, Src Port: 59919, Dst Port: 88, Seq: 1, Ack: 1, Len: 99

* Hypertext Transfer Protocol
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@ @ tywertest Transfer Protocol: Protocol || #%: 20 - 22E: 2 08y || m= petaue
MRS a8 x
MO HEE ) HEG RO SR KNS BIEY  AEW  TAD @)

) R[] &= sz Eaaarx
(W Tes -]+
Yo Tize Souzce Destinacion Protocel Lensth Info

29 20.612778 192.168.24.100 192.168.24.103 TLSV1.2 571 Client Hello

30 20.613139  192.168.24.103 192.168.24.100 TLSvi.2 1514 BEFVER HETTS

32 20.613155 192.168.24.103 192.168.24.100 TLSV1.2 201 Certificate, Certificate Request, Server Hello Done

36 20.702669 192.168.24.100 192.168.24.103 TLSV1.2 61 Alert (Level: Fatal, Description: Certificate Revoked)

> Frame 30: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NPF_{597B70C7-DF67-43F3-9908-7ES16DAFA6DB}, id @
Ethernet II, Src: Realteks_68:@1:f1 (9@:e@:4c:68:01:f1), Dst: Baicells_Oc:ba:1d (48:bf:74:@c:ba:1d)
> Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.100
> Transmission Control Protocol, Src Port: 5000, Dst Port: 55200, Seq: 1, Ack: 518, Len: 1460
v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 86
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 82
Version: TLS 1.2 (0x@303)
v Random: 369af8ff63cfb14114956baa202701dfed7b928a386213F1..
GMT Unix Time: Jan 12, 1999 15:25:51.000000000 + E{RiEm[E
Random Bytes: 63cfb14114950baa202701dfed7b928a386213F1ccO1404c..
Session ID Length: 32
Session ID: 5c7d6d15ba2f16c3ddfcebl1de78a0e725072820c06e74e..
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x0@9d)
Compression Method: null (@)
Extensions Length: 10
ion: renegotiation_info (len=1)
: heartbeat (len=1)
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o, Tize Source Destination Protocol Length Info
4 0.050092 192.168.24.100 192.168.24.103 TLSv1.2 571 Client Hello
5 0.050385 192.168.24.103 192.168.24.100 TLSV1.2 1514 Server Hello
6 0.050389 192.168.24.103 192.168.24.100 TLSV1.2 1514 Certificate [TCP segment of a reassembled PDU]
7 0.050391 192.168.24.103 192.168.24.100 TLSV1.2 66 Certificate Request, Server Hello Done
11 0.179967 192.168.24.100 192.168.24.103 TLSv1.2 61 Alert (Level: Fatal, Description: Certificate Expired)

> Frame 4: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) on interface \Device\NPF_{597B70C7-DF67-43F3-9908-7E516DAFAGDB}, id @
Ethernet II, Src: Baicells_Oc:ba:1d (48:bf:74:@c:ba:ld), Dst: Realteks_68:@1:f1 (00:e@:4c:68:01:f1)
> Internet Protocol Version 4, Src: 192.168.24.100, Dst: 192.168.24.103
> Transmission Control Protocol, Src Port: 55202, Dst Port: 5000, Seq: 1, Ack: 1, Len: 517
v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)
Length: 512
v Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 508
Version: TLS 1.2 (0x@303)
Random: 3c789673b47a3fb897dc60937235Fb8CbE59350a4842e3¢3...
GMT Unix Time: Feb 24, 2002 15:29:55.000000000 + E{FiH[E
Random Bytes: b47a3fb897dc60937235Fb8cb659350a4842e3¢30Cdd7d71..
Session ID Length: @
Cipher Suites Length: 118
> Cipher Suites (59 suites)
Compression Methods Length: 1
> Compression Methods (1 method)
Extensions Length: 349
Extension: ec_point_formats (len=4)
> Extension: supported_groups (len=52)
> Extension: signature alsorithms (len=32)
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8.24 WINNF.FT.C.SCS.4

M TEERR AR 5 _ 5 x
SR BEE  HEY  BRO RO ARE) KO mEY  BRW IAO  #hH)

xelaesEFezHaaar
Soueee Dercinacion Protecet [P

18 20.271780 192.168.24.100 192.168.24.103 TLSV1.2 571 Client Hello

19 20.272034 192.168.24.103 192.168.24.100 TLSV1.2 1514 Server Hello

20 20.272041 192.168.24.103 192.168.24.100 TLSV1.2 1514 Certificate [TCP segment of a reassembled PDU]

21 20.272043 192.168.24.103 192.168.24.100 TLSV1.2 65 Certificate Request, Server Hello Done

25 20.321695 192.168.24.100 192.168.24.103 TLSV1.2 61 Alert (Level: Fatal, Description: Unknown CA)

> Frame 19: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NPF_{597B70C7-DF67-43F3-9908-7E516DAFAGDB}, id ©
Ethernet II, Src: Realteks_68:01:f1 (@0:e0:4c:68:01:f1), Dst: Baicells_@c:ba:1d (48:bf:74:@c:ba:1d)
> Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.100
> Transmission Control Protocol, Src Port: 506, Dst Port: 55204, Seq: 1, Ack: 518, Len: 1468
v Transport Layer Security
v TLSV1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (exe303)
Length: 86
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)

Length: 82
Version: TLS 1.2 (0x@303)
v Random: 15b5ed748...

GMT Unix Time: Mar 9, 2016 06:29:56.000000000 + E{FiH[E
Random Bytes: 106ccfdfd6eca3385509534be025b7915b5ed7482380c10e.
Session ID Length: 32
Session ID: cI f 62536931d1cecsf30c4ds..
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x0@9d)
Compression Method: null (@)
Extensions Length: 10
> Extension: renegotiation_info (len=1)
Extension: heartbeat (len=1)

74 Oc ba 1d 00 e@ 4c 68 @1 f1 08 00 45 00 H-t Lh E ~
c9 fc 40 00 40 6 ©0 @0 cO a8 18 67 cO a8 @@ g
13 88 d7 a4 82 a@ 1c 9c ae 87 la b9 50 10 N R 4
b7 ea @0 @0 16 03 ©3 00 56 02 00 00 52 03 -
df 52 64 10 6c cf df d6 ec a3 38 55 @9 53 “V-Rd-1- ----8U-S
25 bf 91 5b Se d7 48 23 80 cl Qe 73 34 34 K-%- [~ H# s44
cl 7b a@ 4a 49 bf f9 02 ae ce a2 00 Qa 76 % {1 v
93 1d 1c ec 5f 30 c4 d9 c5 37 83 la 78 8f %6 _e 7%
00 9d 00 @0 @a ff ©1 00 01 @0 00 of 00 o1 seeeeees o .
©3 03 Qa e@ @b 00 ©a dc 90 @a d9 @0 04 ec mecee seccees v
Q @ wAR 5: Qive capture in progress> || #e: 32 - EEF: 5 asew || m= petaue
A R AR 5 - a8 x
XHE)  HEE V) BEG) WO A #iHS)  BIEY  BEW) IO #HhH)
i) N QRes=EFeiEaaarn
Yo. Tie Source Destination Protocel Lensth Info
18 20.271780 192.168.24.100 192.168.24.103 TLSV1.2 571 Client Hello
19 20.272034 192.168.24.103 192.168.24.100 TLSv1.2 1514 Server Hello
20 20.272041 192.168.24.103 192.168.24.100 TLSV1.2 1514 Certificate [TCP segment of a reassembled PDU]
21 20.272043 192.168.24.103 192.168.24.100 TLSV1.2 65 Certificate Request, Server Hello Done
25 20.321695 192.168.24.100 192.168.24.103 TLSV1.2 61 {Alert (Level: Fatal, Description: Unknown CA)

> Frame 25: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{597B70C7-DF67-43F3-9908-7E516DAFAGDB}, id ©
Ethernet II, Src: Baicells_@c:ba:1d (48:bf:74:0c:ba:1d), Dst: Realteks_68:@1:fl (00:e@:4c:68:01:f1)
> Internet Protocol Version 4, Src: 192.168.24.100, Dst: 192.168.24.103
> Transmission Control Protocol, Src Port: 55204, Dst Port: 5000, Seq: 518, Ack: 2932, Len: 7
v Transport Layer Security
v TLSV1.2 Record Layer: Alert (Level: Fatal, Description: Unknown CA)
Content Type: Alert (21)
Version: TLS 1.2 (exe303)
Length: 2
> Alert Message

0000 @@ ed 4c 68 @1 f1 48 bf 74 oc ba 1d @8 0@ 45 00
0010 @@ 2f 29 bb 40 00 40 @6 5e f2 co a8 18 64 cO a8
0020 18 67 d7 a4 13 88 ae 87 1la b9 82 a@ 28 of 50 18
0030 04 fe 4 89 00 00 15 00 02 02 30

© 7 Record laver version (tls. record. version), 2 byte(s) || #: 36 - 22R: 5 s || mm: eanie
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M TR LR 5 - a X
TR BEE  HEY  WROG  WRO  ARE) KGO mEY  BHW IAO  #he)
L) @ $SEaaafr
XSRS
Tize Source Destination Protocol Length Info ~
8 10.109982 192.168.24.100 192.168.24.103 TLSV1.2 571 Client Hello
9 10.116192 192.168.24.103 192.168.24.100 TLsvi.2 1514 BErver Feiio
10 10.110196 192.168.24.103 192.168.24.100 TLSV1.2 1514 Certificate [TCP segment of a reassembled PDU]
11 10.110198 192.168.24.103 192.168.24.100 TLSV1.2 66 Certificate Request, Server Hello Done
15 10.239850 192.168.24.100 192.168.24.103 TLsvi.2 61 Alert (Level: Fatal, Description: Decrypt Error)
20 12.749932 192.168.24.100 192.168.24.103 TLSV1.2 571 Client Hello
21 12.750155 192.168.24.103 192.168.24.100 TLSV1.2 1514 Server Hello
22 12.750158 192.168.24.103 192.168.24.100 TLSV1.2 1514 Certificate [TCP segment of a reassembled PDU]
23 12.756160 192.168.24.103 192.168.24.100 TLSvi.2 66 Certificate Request, Server Hello Done
27 12.879848 192.168.24.100 192.168.24.103 TLSV1.2 61 Alert (Level: Fatal. Description: Decrvot Error) e

> Frame 9: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NPF_{597B70C7-DF67-43F3-9908-7E516DAFAGDB}, id @
Ethernet II, Src: RealtekS_68:@1:f1 (9@:e@:4c:68:01:1), Dst: Baicells_Oc:ba:1d (48:bf:74:@c:ba:1d)
> Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.100
> Transmission Control Protocol, Src Port: 5000, Dst Port: 55206, Seq: 1, Ack: 518, Len: 1460
v Transport Layer Security
v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (0x0303)
Length: 86
v Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 82
Version: TLS 1.2 (0x@303)
Random: afc1719e777a35558faf814992ff99d0dbo6d97c689889a...
GMT Unix Time: Jun 10, 2063 16:38:54.000000000 + E{FiLH[E

<

Random Bytes: 777a. faf814992ff99dedf b
Session ID Length: 32
Session ID: & 185ebf fe7bef651091f...

Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (@x09d)
Compression Method: null (@)
Extensions Length: 10
> Extension: renegotiation_info (len=1)
Extension: heartbeat (len=1)

0030 @1 ff b7 ea 00 00 16 03 03 00 56 02 03
03 af c1 71 9e 77 7a 35 55 8f af 81 49 92 ff 99
de df bo 6d 97 c6 89 88 9a 6f bf be c5 ce 34 83
85 20 81 9c a6 30 74 d1 ed 8d a4 9c 85 2f 18 Se
bf 6e 65 9f 7 be 6 51 09 1f 88 2d 01 43 b9 9
77 f6 00 9d 00 00 0a ff ©1 00 01 00 00 of 00 61
01 16 03 03 0a el 6b 00 ©a dd 00 0a da 00 04 ed

30 82 @4 €9 30 82 02 d1 a8 @3 @2 @1 02 02 14 52 ] e R

29 4b df 79 97 95 f6 39 69 14 e4 16 e2 of d9 bf JKey---9 i -
©0cO  c8 6a e@ 30 @d 06 @9 2a 86 48 86 f7 od @1 @1 @b §-@--* Heeooo !
© 7 Record laver version (tls. record. version), 2 byte(s) || #e: 20 - 22R
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9 Photographs

9.1 EUT Constructional Details (EUT Photos)

Please Refer to external and internal photos for details.
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