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Test Summary for CBSD under control of Domain Proxy

Item Standard Test Case ID Result

Unsuccessful Grant WINNF-TS-0122-

responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.C.GRA.1 Pass

Unsuccessful Grant

responseCode=401 W'NN\'/:iTOSleZ' WINNF.FT.C.GRA.2 Pass

(GRANT_CONFLICT) e

Heartbeat responseCode=105 WINNF-TS-0122-

(DEREGISTER) V1.02 WINNF.FT.C.HBT.3 Pass

Heartbeat responseCode=501

(SUSPENDED_GRANT) in First WINNP-TS-0122- WINNF.FT.C.HBT.5 Pass
V1.0.2

Heartbeat Response

Heartbeat responseCode=501

(SUSPENDED_GRANT) in WINNP-TS-0122- WINNF.FT.C.HBT.6 Pass
V1.0.2

Subsequent Heartbeat Response

Heartbeat responseCode=502 WINNF-TS-0122-

(UNSYNC. OP_PARAM) V1.0.2 WINNF.FT.C.HBT.7 Pass

Heartbeat Response Absent (First WINNF-TS-0122-

Heartbeat) V1.02 WINNF.FT.C.HBT.9 Pass

Heartbeat Response Absent WINNF-TS-0122-

(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass

Grant Response contains WINNF-TS-0122-

measReportConfig V102 WINNF.FT.C.MES.3 Pass

Successful TLS connection between WINNF-TS-0122-

UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS.1 Pass

TLS failure due to revoked certificate WINN\'/:iTOSé()lzZ' WINNF.FT.C.SCS.2 Pass

TLS_ fallure due to expired server WINNF-TS-0122- WINNE.ET.C.SCS.3 Pass

certificate V1.0.2

TLS failure when SAS Test Harness WINNF-TS-0122-

certificate is issue by unknown CA Vv1.0.2 WINNF.FT.C.SCS 4 Pass

TLS failure Wh_en certificate at the SAS WINNF-TS-0122- WINNE.ET.C.SCS.5 Pass

Test Harness is corrupted V1.0.2

UUT RF Transmit Power Measurement WINN\l/:iTOSémZZ' WINNF.PT.C.HBT.1 Pass

SAS Version: 1.0.0.3
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Test Summary for Standalone CBSD
Item Standard Test Case ID Result
Multi-Step registration W'NN\ZTOSéOHZ' WINNF.FT.C.REG.1 Pass
Single-Step registration for CBSD with WINNF-TS-0122-
CPI signed data V1.0.2 WINNF.FT.C.REG.5 Pass
Missing Required parameters WINNF-TS-0122-
(responseCode 102) V102 WINNF.FT.C.REG.8 Pass
Pending registration (responseCode WINNF-TS-0122-
200) V1.0.2 WINNF.FT.C.REG.10 Pass
Invalid parameter (responseCode 103) WINN\I/:iTOSé0122- WINNF.FT.C.REG.12 Pass
Blacklisted CBSD (responseCode 101) W'NN\ZTOS;HZZ' WINNF.FT.C.REG.14 Pass
Unsupported SAS protocol version WINNF-TS-0122-
(responseCode 100) V102 WINNF.FT.C.REG.16 Pass
Group Error (responseCode 201) WINN\I/:iTOSé0122- WINNF.FT.C.REG.18 Pass
Unsuccessful Grant WINNF-TS-0122-
responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.D.GRA.1 Pass
Unsuccessful Grant
responseCode=401 WINN\I/:iTOSé0122- WINNF.FT.C.GRA.2 Pass
(GRANT_CONFLICT) o
Heartbeat Success Case (first WINNF-TS-0122-
Heartbeat Response) V1.0.2 WINNF.FT.C.HBT.1 Pass
Heartbeat responseCode=105 WINNF-TS-0122-
(DEREGISTER) V1.0.2 WINNF.FT.C.HBT.3 Pass
Heartbeat responseCode=500 WINNF-TS-0122-
(TERMINATED_GRANT) V1.0.2 WINNF.FT.C.HBT.4 Pass
Heartbeat responseCode=501
(SUSPENDED_GRANT) in First WINNF-TS-0122- WINNF.FT.C.HBT.5 Pass
V1.0.2
Heartbeat Response
Heartbeat responseCode=501
. WINNF-TS-0122-
) .FT.C. .
(SUSPENDED_GRANT) in WINNF.FT.C.HBT.6 Pass
V1.0.2
Subsequent Heartbeat Response
Heartbeat responseCode=502 WINNF-TS-0122-
(UNSYNC_OP_PARAM) V102 WINNF.FT.C.HBT.7 Pass
Heartbeat Response Absent (First WINNF-TS-0122-
Heartbeat) V1.0.2 WINNF.FT.C.HBT.9 Pass
Heartbeat Response Absent WINNF-TS-0122-
(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass
Successful Relinquishment WlNN\ZTOSéOlZZ' WINNF.FT.C.RLQ.1 Pass
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Test Summary for Standalone CBSD
Iltem Standard Test Case ID Result

Successful Deregistration WINN\'ZTOS;HZZ' WINNF.FT.C.DRG.1 Pass
Successful TLS connection between WINNF-TS-0122-
UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate WINN\'/:iTOSéOJ'ZZ_ WINNF.FT.C.SCS.2 Pass
TLS failure due to expired server WINNF-TS-0122- WINNE.ET.C.SCS.3 Pass
certificate V1.0.2 R )
TLS failure when SAS Test Harness WINNF-TS-0122-
certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS.4 Pass
TLS failure wh_en certificate at the SAS WINNF-TS-0122- WINNE.ET.C.SCS.5 Pass
Test Harness is corrupted V1.0.2
UUT RF Transmit Power Measurement W'NN\'ZTOSéOlZZ' WINNF.PT.C.HBT Pass
SAS Version: 1.0.0.3

The UUT is a BTS-CBSD which operate as standalone CBSD. According to the specifications of the
manufacturer, it must comply with the requirements of the following standards:
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Test standards:

CBRSA-TS-9001-V1.2.1

CBRS Alliance Certification Test Plan

WINNF-TS-0122-V1.0.2

Test and Certification for Citizens Broadband Radio Service (CBRS); Conformance and Performance
Test Technical Specification; CBSD/DP as Unit Under Test (UUT)

KDB 940660 D01 Part 96 CBRS Eqpt v03
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4 General Information

Details of E.U.T.

Product Information:

The EUT is a base station

Power supply:

POE POWER SUPPLY

Model: G0566-480-100

Input Power: AC 100-240V 50-60Hz 1.5A Max
DC Output: 48V 1A

Sample Type: Fixed device

CBSD Class: A

Transmitter Frequency Band: LTE Band 48

Transmitter Frequency Range: 3550~3700MHz

Hardware Version: VER.B

Software Version: BaiBLQ 5.0.5.2

Test sample: 1202000762247HD0038
Antenna Gain: 5.97dBi(Ant1/Ant2/Ant3/Ant4)
MIMO supported 2*2 UL 2CC

Antenna Type:

Integrated Antenna

Note: The UUT is a BTS-CBSD which operate as standalone CBSD.

4.2 Description of CBSD Support Features

Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
C2 Mandatory for UUT which supports single-step registration with no CPI- N
signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

C4 Mandatory for UUT which supports N
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT N
measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the N
UUT and prior to sending a deregistration.

Y: Supported
N: Not supported
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4.3 Summary of Test Results

Test Summary for Standalone CBSD
Classes Test Case Items Pass Items Pass Rate (%)
FT (CBSD, DP/CBSD) 25 25 100
PT (CBSD, DP/CBSD) 1 1 100
Total 26 26 100

Note:

1. Functional Test (FT): Test to validate the conformance of the Protocols and functionalities
implemented in the CBSD UUT to the requirements developed by WInnForum and supporting

FCC/DoD requirements.
2. Field/Performance Test (PT): Test to check the capability of the CBSD UUT to support various
traffic models and actual operations in the field.

4.4 Measurement Uncertainty

No. Iltem Measurement Uncertainty
1 Radio Frequency +7.25x 108
2 RF conducted power + 0.75dB
3 Temperature test +1°C
4 Humidity test + 3%
5 Supply voltages +1.5%
6 Time + 3%

4.5 Description of Support Units

Description

Manufacturer Model No. Serial No.

Router

TP-LINK TL-R860+ 1175379002425

& H T
Testing Services &
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4.6 Test Location

All tests were performed at:
SGS-CSTC Standards Technical Services Co., Ltd., Shenzhen Branch

No. 1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, Guangdong,
China. 518057.

Tel: +86 755 2601 2053 Fax: +86 755 2671 0594
No tests were sub-contracted.

4.7 Test Facility

The test facility is recognized, certified, or accredited by the following organizations:

* A2L A (Certificate No. 3816.01)

SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch is accredited by the
American Association for Laboratory Accreditation(A2LA). Certificate No. 3816.01.

* FCC (Designation Number: CN1336

SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch has been recognized as an
accredited testing laboratory.

Designation Number: CN1336.

Test Firm Registration Number: 787754
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5 Equipment List
Test Equipment Manufacturer Model No. |Inventory No.| Cal Date | Cal Due Date
Laptop REF.
Samsun 930XCJ / /
(With SAS Test hamess) g N0.SEA1900
Spectrum Analyzer Keysight N9020B SEMO004-28 | 2024-03-19 | 2025-03-18
Shield Room SAEMC MSR433 SEMO001-11 | 2024-03-12 2027-03-11
Coaxial Cable SGS N/A SEMO031-01 | 2024-07-10 2025-07-09
Attenuator Weinschel WA41 SEM021-09 N/A N/A
Associates
Splitter MACOM 2090-6214-00 N/A N/A N/A
idi Shanghai 2023-00-27 | 2024-09-26
H“m'd'%gmerat“re Meteorological 7J1-28 SEM002-03
Industry Factory 2024-09-26 | 2025-09-25
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Test Method and Environment
CBSD/DP Conformance and Performance
Test Requirement: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2

Test Method:

CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2

WINNF-IN-0156_WInnForum_SAS_Test Harness_CBSD_UUT_Tutorial_

v100.1

CBSD Test Procedure

Connect the UUT to SAS Test Harness system and RF Test instruments via the CBSD interface
and RF components. The highest level is set to test configuration.

UUT shall be UTC time synchronized

The frequency band is granted and set as UUT supported Modulation and Channels, transmitted
power of the UUT according to it granted parameters from the SAS TestHarness.

Each test case results were recorded and validated by SAS Test Harness system and RF
instruments test cases was recorded test results from SAS Test Harness system.

KR
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6.3 Test Environment
Test Harness Version:
Operating System:
TLS Version:

Python Version:

Environmental Conditions:

Input Power:

6.4 Test Setup
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Vv1.0.0.3

Microsoft Windows 10
1.2

2.7.13

25deg. C, 65%RH
120Vac, 60Hz

SAS Test
Harness

SAS-CBSD
interface

CBSD Unit-
Under-Test

CBSD RF
mterface

RF Test
Equipment

CBSD as UUT, BTS-CBSD communication with SAS

L

Inspection & Te

s

t4

o Co. Ltd
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7 Test Data For Standalone CBSD
7.1 CBSD Registration Process

711 WINNF.FT.C.REG1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with the - -
SAS Test Harness
® UUT is in the Unregistered state
CBSD sends correct Registration request information, as specified in [n.5], to the SAS
Test Harness:
® The required userld, fccld and cbsdSerialNumber registration parameters shall
be sent from the CBSD and conform to proper format and acceptable ranges. - 0
2 ® Any REG-conditional or optional registration parameters that may be included in | Pass Fail
the message shall be verified that they conform to proper format and are within
acceptable ranges.
Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.
SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdld=C - -
- measReportConfig shall not be included
- responseCode = 0
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u O
. Pass Fail
®  UUT shall not transmit RF

W A

ting Services &
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7.1.2 WINNF.FT.C.REG.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

UUT is in the Unregistered state

All of the required and REG-Conditional parameters shall be configured and CPI
signature provided

CBSD sends Registration request to the SAS Test Harness:

®  The required userld, fccld and cbsdSerialNumber and REG-Conditional

cbsdCategory, airlnterface, measCapability and cpiSignatureData registration m 0
2 parameters shall be sent from the CBSD and conform to proper format and Pass Fail
acceptable ranges.

®  Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.

SAS Test Harness sends a CBSD Registration Response as follows:
3 - Chsdld=C

- measReportConfig shall not be included.

- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any positive response

4 (responseCode=0) to further request messages from the UUT. B B
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u 0

Pass Fail

() UUT shall not transmit RF
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7.1.3 WINNF.FT.C.REG.8
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include chsdid

responseCode = 102

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

UUT shall not transmit RF

Pass Fail

)
% Inspec
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7.1.4 WINNF.FT.C.REG.10
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include chsdid

responseCode = 200

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=200) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

UUT shall not transmit RF

Pass Fail
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7.1.5 WINNF.FT.C.REG.12
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include chsdid

responseCode = 103

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=103) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

UUT shall not transmit RF

Pass Fail
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7.1.6 WINNF.FT.C.REG.14
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include chsdid

responseCode = 101

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=101) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

UUT shall not transmit RF

Pass Fail
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7.1.7 WINNF.FT.C.REG.16
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. -- --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

SAS response does not include chsdid

responseCode = 100

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=100) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

UUT shall not transmit RF

Pass Fail
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7.1.8 WINNF.FT.C.REG.18
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -

Test Harness

UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness.

SAS Test Harness rejects the request by sending a CBSD Registration Response as

UUT shall not transmit RF

3 follows:
- SAS response does not include cbsdld
- responseCode = 201
4 After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=201) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
c complete. This is the end of the test. Verify: n O

Pass Fail
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7.2 CBSD Spectrum Grant Process
7.21 WINNF.FT.C.GRA.1

# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: B B
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. u D.
Pass Fail
SAS Test Harness sends a Grant Response message, including
3|e cbsdid=C - -
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u D_
) Pass Fail
®  UUT shall not transmit RF
7.2.2 WINNF.FT.C.GRA.2
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: _ .
® UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 UUT sends valid Grant Request. u D.
Pass Fail
SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 401
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=401) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u D_
) Pass Fail
®  UUT shall not transmit RF
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7.3 CBSD HeartBeat Process
7.3.1  WINNF.FT.C.HBT.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
1 | @ UUT has registered successfully with SAS Test Harness, with chsdld = C - -

UUT sends a message:
2 | ® If message is type Spectrum Inquiry Request, go to step 3, or -- --
® If message is type Grant Request, go to step 5

UUT sends Spectrum Inquiry Request. Validate:

3 ® cbsdid=C [ | O
® List of frequencyRange objects sent by UUT are within the CBRS frequency Pass Fail
range
SAS Test Harness sends a Spectrum Inquiry Response message, including the
following parameters:
4 | ® cbsdld=C . .
® availableChannel is an array of availableChannel objects
® responseCode =0
UUT sends Grant Request message. Validate:
® cbsdid=C
® maxEIRP is at or below the limit appropriate for CBSD category as defined by [ | O
5 .
Part 96 Pass Fail
® operationFrequencyRange, F, sent by UUT is a valid range within the CBRS
band
SAS Test Harness sends a Grant Response message, including the parameters:
® cbsdid=C

6 | ® grantld = G = a valid grant ID
® grantExpireTime = UTC time greater than duration of the test
® responseCode =0

UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:

. |® ‘cbsdid=C - D'|
® grantld=G Pass Fai
® operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
8 ® cbsdid=C B B

® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
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For further Heartbeat Request messages sent from UUT after completion of step 8,
validate message is sent within latest specified heartbeatinterval, and:
® chsdld=C
® grantld=G
®  operationState = “AUTHORIZED” - 0
9 | and SAS Test Harness responds with a Heartbeat Response message including the :
following parameters: Pass Falil
® cbsdid=C
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Verify:
10 ® UUT does not transmit at any time prior to completion of the first heartbeat | O
response Pass Fail
® UUT transmits after step 8 is complete, and its transmission is limited to within
the bandwidth range F.
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7.3.2 WINNF.FT.C.HBT.3

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validchsdld =C

O valid grantld = G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
5 latest Heartbeat Response, and formatted correctly, including: B B
® chsdld=C
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdid=C _ _

® grantld=G
® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify: | O
5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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7.3.3 WINNF.FT.C.HBT.4

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validchsdld =C

O valid grantld = G

1 O grant is for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdid=C _ _

® grantld=G
® transmitExpireTime = T = current UTC time
® responseCode = 500 (TERMINATED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify: | O
5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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7.3.4 WINNF.FT.C.HBT.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validcbsdld=C
1 O valid grantld = G - --
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT isin GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is formatted correctly, including:
2 |® cbsdid=C P )
® grantd=G ass Fail
® operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

® cbhsdld=C

® grantld=G

® transmitExpireTime =T = current UTC time

® ?responseCode = 501 (SUSPENDED_ GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs: [} O
A. UUT sends a Heartbeat Request message. Ensure message is sent within Pass Fail
latest specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C

® grantld=G
® operationState = “GRANTED”

B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
® chdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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7.3.5 WINNF.FT.C.HBT.6

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validcbsdld=C

O valid grantld = G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G

transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_ GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”

| O
5 | B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
® chdsld=C

® grantld=G

Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.6 WINNF.FT.C.HBT.7
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
valid cbsdld = C
1 valid grantld = G B B

grant is for frequency range F, power P
grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F

on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G
transmitExpireTime = T = current UTC time
® responseCode = 502 (UNSYNC_OP_PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is

correctly formatted with parameters:
- | O

S cbsdid = C Pass | Fail

grantld = G
Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.7 WINNF.FT.C.HBT.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
valid cbsdld = C
1 valid grantld = G B B

grant is for frequency range F, power P
grantExpireTime = UTC time greater than duration of the test

® UUT isin GRANTED, but not AUTHORIZED state(i.e. has not performed its

first Heartbeat Request)

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “GRANTED”

After completion of step 2, SAS Test Harness does not respond to any further

3le messages from UUT to simulate loss of network connection - -
Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: [ O

4 | At any time during the test, UUT shall not transmit on RF interface Pass Fai
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7.3.8 WINNF.FT.C.HBT.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validcbsdld=C

O valid grantld = G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G

transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the RF output of the UUT. Verify:
5 | ® UUT shall stop all transmission on RF interface within (transmitExpireTime + 60

seconds), using the transmitExpireTime sent in Step 3. Pass Fail
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7.4 CBSD Relinquishment Process
7.41 WINNF.FT.C.RLQ.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

®  UUT has successfully registered with SAS Test Harness, with cbsdld=C

1 | @ UUT has received a valid grant with grantld = G - -

® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically: | O
® cbsdid=C Pass Fail
® grantld=G

SAS Test Harness shall approve the request with a Relinquishment Response

message with parameters:

3 - cbsdid =C -- --
- grantld = G

® responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
4 | ® response (responseCode=0) to further request messages from the UUT -- --

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify: | O
® UUT shall stop RF transmission at any time between triggering the Pass Fail

relinquishment and UUT sending the relinquishment request
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7.5 CBSD Deregistration Process
7.5.1  WINNF.FT.C.DRG.1

# Testgté%c;utlon Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
®  UUT has successfully registered with SAS Test Harness, with cbsdid=C
1| @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within
the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
5 UUT sends a Relinquishment request and receives Relinquishment response with _ _
® responseCode=0
3 | ® UUT sends Deregistration Request to SAS Test Harness with cbsdld = C. P:ss Flgil
SAS Test Harness shall approve the request with a Deregistration
Response message with parameters:
4 |® cbsdld=C - -
® responseCode =0
5 After completion of step 3, SAS Test Harness will not provide any additional positive B B
® response (responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4
is complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the | O
deregistration and either A OR B occurs: Pass Fail
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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7.6 CBSD Security Validation

7.6.1  WINNF.FT.C.SCS 1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using u u
1 configured certificate.
® Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection
® Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
® Make sure that cipher suites from one of the following is selected, - O
2 ® TLS RSA WITH_AES 128 GCM_SHA256 .
® TLS RSA WITH_AES_256_GCM_SHA384 Pass | Falil
® TLS ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
® TLS ECDHE _ECDSA_WITH_AES 256 GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM_SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - 0
3 | ® UUT sends a registration request to the SAS Test Harness and the SAS .
Test Harness sends a Registration Response with responseCode = 0 and Pass Falil
cbsdid.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is ] 0
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
7.6.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
1 | ® UUT shall start CBSD-SAS communication with the security procedures . =
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. .
®  Make sure that Mutual authentication does not happen between UUT and the Pass Fail
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. » O
Pass Fail
® SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - O
5 | complete. This is the end of the test. Verify: ,
®  UUT shall not transmit RF Pass | Fail
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Attention: To check t
or email: CN.Docch

Unless otherwise agreed in writing, this documenl is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of thls document is advised that information contained hereon reflects
the Company‘s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such

.;axtmn(l 1ty of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,

k(@
L1d. | No.t Workshap, u-wmddleSedmnSuerwe&redmu!ogyPark,ManshanDistndShenzhen Guangdong,China 518057 t (86-755)26012053  f (86-755) 26710594  www.sgsgroup.com.cn
HE - K RHEURNEERR-1061S B #B4%:518057  t (86-755)26012053 f (86-755) 26710594  sgs.china@sgs.com
I

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/l Report No.: SZCR240700252304
Page: 36 of 46

7.6.3 WINNF.FT.C.SCS.3

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. » D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
L ; | O
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Fall
7.6.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| [l
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. » D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
L . | O
5 complete. This is the end of the test. Verify: :
®  UUT shall not transmit RF Pass | Fall
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7.6.5 WINNF.FT.C.SCS.5

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - 0
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate p Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 | ® UUT may retry for the security procedure which shall fail. » D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is n O
5 | complete. This is the end of the test. Verify: _
®  UUT shall not transmit RF Pass | Falil
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7.7 CBSD RF Power Measurement
7.7.1  WINNF.PT.C.HBT

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID = C
® UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O chsdid=C
2 O grantld=G -- --
®  SAS Test Harness responds with Heartbeat Response, including: o cbsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - 0
3 :
® Note: it may be required for the vendor to provide a method or configuration Pass Fai
to bring the UUT to a mode which is required by the measurement
methodology. Any such mode is vendor-specific and depends upon UUT
behavior and the measurement methodology.
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RF measurement plot for Test Case:
®  Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may

include additional configuration of the UUT, as required, to fulfill the requirements of the power
measurement method.

Path Antenna Arra _
Freq. Coggjéted Loss Gain Gair¥ EIRP FSD Limit Verdict
MHz dBm/MHz
3600 2.443 8 5.97 3.01 19.423 20 Pass
3620 -7.123 8 5.97 3.01 9.857 10 Pass
Note:
1. Array Gain=10log(n), n is the antenna number, for this test the n=2
2. EIRP PSD= Conducted PSD+ Path Loss+ Antenna Gain+ Array Gain

Target Power: 20dBm/MHz

| SENSE:INT| | [12:03:34 PMOCt 31, 2024

Marker 1 3.592920000000 GHz Avg Type: RNIS
ANNNNN

 Keysight Spa:trum Ana\yzar SweptSA = |- \@_l
PNO: Fast () Trig: Free Run Avg|Hold:>100/100 TYPE
IFGain:Low #Atten: 30 dB DET|

Mkr1 3.592 92 GHz D CRSak
Ref 20.00 dBm 2.443 dBm —|

Next Pk Right
|
Next Pk Left
||
Marker Delta
||

Mkr—CF

Center 3.60000 GHz Span 40.00 MHz
#Res BW 1.0 MHz #VBW 3.0 MHz* Sweep 1.000 ms (1001 pts)
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Target Power: 10dBm/MHz

=S|

ak Search

o Keysight Spa:trum Ana\yzav Swept SA

H SENSE:INT| [ [11:58:14 AMOct 31, 2024
Marker 13. 619080000000 GHz ) Avg Type: RMS
PNO: Fast () Trig: Free Run Avg|Hold:>100/100
IFGain:Low #Atten: 30 dB

Mkr1 3.619 08 GHz D CRSak
Ref 20.00 dBm -7.123 dBm —|

Next Pk Right
|
Next Pk Left
||

Marker Delta

Center 3.62000 GHz Span 40.00 MHz
#Res BW 1.0 MHz #VBW 3.0 MHz* Sweep 1.000 ms (1001 pts)
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8 Test Data Log For Standalone CBSD

Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.

8.1 WINNF.FT.C.SCS.1

M 555 pcapng - 8 x
TP WRE WEV) WG WO HEN SHE BEM BEW IRO R
Ami® TREB Re==TL4S ERQQT

LI = B+
No.  Time Source Destination Protacal Lengtl Infa ~
213040876 192.168.24.15 192.169.26.103 T 60 50609 ~ 5009 [ACK] 5q=1 Ack=] Hin-14848 Len-0
22 36.341734 152.168.24.15 192.168.24.103 Tivl.2 571 Client Hella 1
| z3seemmst  1s2.168.24.163 192.168.26.15 TSw1.2 3162 Server hello, Certificate, Certificate Request, Server Hello Dane
2430344118 192.168.24.15 192.168.26.103 T 66 50833 + 5600 [ACK] SeqeS1B Acks146 Mine17664 Lens6
253834018 152.188.24.15 192.168.26.203 e 50 50683 ~ 5889 [ACK] SequS18 Ack=2921 Win=20488 Len=8 =
26 36.348118  152.168.24.15 192.168.28.103 T 60 50689 + 5800 [ACK] SeqeS1B Acks3109 Wins23552 Lensd frm
273043315 152.188.24.15 192.188.28.103 TP 1514 58653 + 5088 [ACK] SeqSLE Ack-3188 Wine23SS2 Lene1488 [TCP segment of o reassesbled POU]
n30.43m5  192.168.26.15 192.168.28.103 Tsviz 1518 Certificate
2930437858 192.188.24.183 192.168.28.15 e 545088 ~ 58683 [ACK] Seq-3189 Ack3438 Wine131325 Len-3 =
0 30437250 192.168.28 192.169.28.103 Tisvi.z 624 Client key Exchange, Certificate verify, Change Cipher Spec, Encrypted mandshake Message
313045728 192.188.24. 192.168.24.15 TSW1.2 185 Change Cipher Spec, Encrypted Handshake Ressage
3230.447426  192.168. 192.169.28.103 T 66 50689 + 500 [ACK) 58~4098 ACK-3160 WiN-23552 Len=0 -
| 33 30.445086  192.168.24.15 192.168.24.103 TLSv1.2 248 Application Data
343048376 192.166.24.103 192.169.28.15 TLSVL2 108 Application Data .|
53530450700 192.168.24.15 192.168.24.103 TP 1514 50650 + 5600 [ACK] Seqed202 Ack=3214 WEN=23S52 Lens1460 [TCP segent of a reassembled POU]
3630450709 192.168.24.15 192.169.28.103 TLSvL2 222 Agplication Data
373045772 192.168.24.183 192.188.24.15 1 54 5088 + 50683 [ACK] Seq3214 AcksS838 Wins131328 Lensd L
192.168.24.183 192.168.28.15 TLSWL.2 180 Application Dsta v
Frase 23: 3162 bytes on wire (252 <optured (25295 bits) on interface \DevAcE\NPF_(9793A005-D987-4C13-544F-EG7001452004), 44 © DIES

 Ethernet 1T, Src: RealtekSemic_33 18:58), Dst: BalcellsTech 2f:68:2f (4B:bf:74:2f160:21)
48 f)
Source: RealtekSewic_33:10:38 (9:20:4c:33:10
Type: Tovd (axb509)
Internet Protocol Version 4, Src: 192.168.24.103, Dst: 192.168.24.15
Transmission Cantrol Protocsl, Src Port: 5089, Dst Port: 58683, Seq: 1, Ack: 518, Len: 3108
¥ Transport Layer Security
~ TLSv1.2 Record Layer: Mandshske Protocol: Server Hello
Content Type: Mandshake (22)
Version: 115 1.2 (@xaz03)
Lengthn: 36
 Handshaks protecel: server sello
shake Type: Server Hello (2)
Length: 82
Version: TUS 1.2 (98383}
Randon: 111 1
Session ID Length: 32
session ID: fecsas
Cipher Suite: TLS RSA WITH AES 256 60N SHA3SA. (@xBad)
Conpression Method: null (8)
Extensions Length: 10
Extension: renegotistion_info (len=1)
Extenzion: heartbest (lensl)
[3835 Fullstring: 771,157,65261-15]
[335: 6d37Fh1b330686e07675650d8ebTabsF ]
¥ TLSVL.2 Record Layer: Handshake Pratocal: Certificate
Content Type: Handzhake (22)
Version: TLS 1.2 (@x3393)
Langen: 2961
Handshake Protecol: Certificate
¥ TUSVL.2 Record Layer: Handshaks Protocol: Multiple Handshake Messages
Content Type: Handshake (22)

[ERC T e— im0 . PR 12 N
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8.2 WINNF.FT.C.SCS.2

M sc5.2.pcapng - 8 x
O WRE RV G RRO 94 RS SV TEw IAD e
dm @ I NEEQesEFTaEIEaqqn

[T S+
No.  Time Destinaton bretocol Langt oo
532 3723810 ias2e103 WP 14 Ger jerlserver.crl NITR/LO
538 57200113 ¥ 192.168.24.15 TP 113 T 200 ¢
4o v wmamrm asasseas B2168.200068  WTR DARGET forlsmver.erl WITRAE
I e weamsean  asmassaeass amasmaeas WP 1034 KT/ 208 0

Ten captured (1392 BATS) on Anterface \Device\NPF_(07934905-0987-4C13-J44F-E6TDRIST004), 10
P s e 138}

192
» Transwission Contral Protacel, Sre ports 5376, Dst Port: M, Seq: 1, dck: 1, Len: 120

O 7 scs2pcapng i 9706 - BT & [00%) Bl Defout
M sc5.2pcapng - 8 x
RO RO RV REG) RRO 94 RS SV TEwW IAD e
dm;@ DRE =@ FASE0QQD
[LIc3
No. Source Protacel Lengt Info -
| 182.168.24.108 TUSVL.2 3286 Server Wello, Certificate, Certificate Aequest, Server Mello Done

192.188.24.15 TLSVL2 61 Alert (Level: Fatal, Description: Unknom Ci)

192.188.24.15 T2 871 Client elle

TiSvi.z 3296 Server Wells, Certificate, Certificate Aequest, Server Hello Done
TUSVL.Z 61 Alert (Level: Fatal, Description: Unknow CA)

TUSvL.2 571 Client Hello

TUSuL.2 3206 Server Hello, Certificate, Certificate Request, Server Hello Dane
TUSvi.2 81 Alert (tevel: Fatal, Descripticn: Unknown Ca)

TiSiz 571 Client hells

TUSVL.2 3296 Server Hello, Certificats, Certificats Request, Server Hello Dane
TUSil.2 62 Alert (Level: Fatal, Description: Unknown CA

TiSvi.2 574 Client Helle

TUSv1.2 3296 Server Mello, Certificate, Certificate fequest, Server nello Done
TUSV1.2 61 Alert (Level: Fatal, Descripticn: Unknown CA)

TUSVL.2 571 Client Hello

TLSil.2 3296 Server Hello, Certificate, Certificate Request, Server Hello Dane
TUSvi.2 61 Alert (Level: Fatal, Descripticn: Unknow CA)

TiSviz 571 Client wello

96 10.690755  192.158.24.103 TESL.2 3296 Server Hello, Certificate, Cortificats Rsquest, Server Hallo Done 1
[ Freee 31 525 bytes o vire (2638 vit). Sask byies capred (263 i) on dnierrae oeiiceir e =
> Ethernet 17, Sr 21)

» Internet protecol version 4, e tonath te 103, Dst: 192. anoba.ts
Transatszion Control Protacel, Sre Port: 508, DSt Part: G09El, Seq: 1, Ack: S1B, Len: 3242
¥ Transpoct Layer Security
¥ TLSv1.2 Record Lsyer: Mandshake Protocal: server Hello
Content Typa: Handshake (22)
Version: TLS 1.2 (2x383)

82
n: TLS 1.2 (8xe383)

Session 10 Length: 32
Sesston 0.

Cipher Suite: TLS_RSA_WITH_AES_256_00N SHANM (@xde3d)
Conpressian Method: nall (i

Extensions Length: 10

Extenzicn: renegotistion infa (lensl)

Extansion: hesrtbeat (len-1)

[2635 Pullstring: 771,17,65201-15]

[3435: 643701b3IBEEeTFATSESRGTLT A |

» TLSw1.2 Record Layer: Hamdshake Protocsl: Certificate
» TLSv1.2 Record Lsyer: Hsndzhake Protocol: ultiple mandshake Messages
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M 5c5.3.pcapng - 8 x
) WEE RV G RRO 9WA RS SN TEwW IAD R0
dmB TRBR==EFETF aaal
[LICS H= ) +
Ne.  Time Source Destination Protacol Lengt Irko -
| reomss  amass2es 192.168,24.103 TiSvL2 571 Clent Hello
& & 976540 192.160.24.15 TUSV1.2 3161 Server Hello, Certificats, Certificate Rsquest, Servar Hello Dons
12 5.001873 192.168.24.183 TiSL2 61 Alert (Level: Fatal, Description: Certificate Expired)
12 6.155781 192.168.24.183 TiS2 571 Client Hello
19 6.150038 192.168,24.15 TLSUL.2 3161 Server Hello, Certificate, Certificate fequest, Server Hello Done
23 6179388 152.168.24.123 Tisv2 61 alert (Level: Fatal, Description: Certificate Expired)
28 7.200711 192.168.24.103 TiSL2 571 Client ello
2 7.281183 182.168.24.15 TLSUL.2 3161 Server Mello, Certificate, Certificate Request, Server Hello Done
33 7.208009 192.168.24.183 TiSuL2 6 Alert (Level: Fatal, Description: Certificate Expired)
38 5.398779 192.168,24.103 TiSvl2 571 Clent Hello
39 5.299017 192.168.26.15 TUS1.2 3161 Server Hello, Certificats, Certificats Request, Server Hello Done
a3 g.a17257 192.168.24.103 TUSL2 61 Alert (Level: Fatal, Description: Certificate Expired)
a5 5517983 182.168.24.183 TiS2 571 Client Hello
50 0518000 192.168,24.15 TUSUL2 3161 Server Hello, Certificate, Certificate Aequest, Server Hello Done
54 9.536418 152.168.24.123 TSz 61 alert (Level: Fatal, Descripticn: Certificate Expired)
59 10.635279 192.168.24.103 TiS.2 571 Client Hello
60 10.638522 192.168.24.15 TLSVL.2 S161 Server Mello, Certificate, Certificate Request, Server Mello Done
&4 10.653438 192.168.24.103 TiSul2 6 Alert (Level: Fatal, Description: Certificate Expired)
011880 192.165.24.15 192.168,24.103 TiSvl2 871 Client Hello -
Frass 7: 571 bytes on wire (4568 Bits), 571 bytas ceptured (4560 DATH) on Anterface VDvce WPF_{B793M0US-DRGT-ACL3- AT -E6TD9NAS2004), 44 ©
Ethernet II, Src: BaicellsTech 2F:68:2F (40:bF:74:2F168:2F), Dst: ResltekSewic_33:10:58 (00:e0:4c:31:10:50)
> Internet Protocal Verslon 4, Srci 192.163.24.15, Dst: 192.168.26.183
» Transmission Contral Protocol, Sre Port: 50696, Dst Port: 508, Sen: 1, Ack: 1, Len: S17
¥ Transport Layer Security
¥ TLSw1.2 Recard Layer: Hamdshake Protocal: Client Hells
Content Type: nandzhake (22)
Version: TLS 1.0 (8x0301)
Length: 312
* Wandshake Protocal: Client Hello
Handshake Type: Client hells (1)
Lengen: sas
Version: TLS 1.2 (8x0303)
Randoa:
Session T0 Length: @
Cipher Suites Lemgen: 150
» Chpher suites (80 sultes)
Conpression Methods Length: 1
Conpressian Methad: (1 method)
Extensions Length: 307
Extenzica: e point forests (lenes)
Extension; supparted_groups (len28)
Extension: ignature_slgorithes (lene32)
Extansion: heartheat (lem=1)
Extenzion: next_protocal negatistic (lensd)
extension: application Layer_protocsl negotiatica (len-11)
Extension: padding (len203)
{384 L1248 Bcedciain geITCRS]
[344_r [truncated]: +1268907n1 0007, 13, ' i1, s, 8,003 54 1,04 0041, 8942, 043, 0044, 0045, 5967, 0065, 5950, 00, 006D, 05, BBES, OIS, D07, 6035, 8096, 0997, 0003, 099, 8699, < |
[343 Fullstring [truncated]: 771,45200-89196 49152 43155-49172-45162- 165163161159 107-106- 136-135-138-1: 1
[343: a286141555540953305¢cTA1ETa 1 11ba]
[ vy i 72 - PR 0 AT EE note
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M scsdpcopng - o x
TR KRO WAV WG RO SHA) KHG) SN TEW IAN eRK
am.@® ERBResgETFiIEE QN
LICS -J+
No.  Time Source Oestination brotocol Lengt Info =13
1968618 1321682405 192.168.24.103 TiSva2 571 Client Hello
I 20 6.662665 192.168.24.103 192.168.24.15 TUSvA.2 3163 Server Helle, Certificate, Certificate lwlll“. Server Hello Done.
24 6.665971 192.168.23.15 152.168.24.183 Tisvi.2 61 Alert (Level: Fatal, Description: Unknown CA)
29776497 192168 &, TiSvi.2 572 Client Hello
30 7.765276 TUSVI.2 5163 Server Nello, Certificate, Certificate Request, Server Nello Dane
34 7763084 TUSvi2 61 Alert (tevel: Fatal, Description: Unknown G
39 8964101 T2 871 Client Mello
10 5.564256 TISV.2 3163 Server Hello, Certificate, Certificate Request, Server Hello Done
TUS1.2 61 Alert (Level: Fatal, Description: Unknown CA
TSz 571 Client Mello
TiSvi.2 3163 Server Hello, Certificate, Certificate Request, Server Hello Done
Tisvi.2 61 Alert (Level: Fatal, Description: Unknown CA)
T2 571 Client hello
TUSV1.2 3163 Server hello, Certificate, Certificate Aequest, Server Mello Done
TiSVL2 61 Alert (Level! Fatal, Description: Unknown C3)
TiSv1.2 71 Client Mello
TiSVi.2 3163 Server Hello, Certificate, Certificate Request, Server Hello Dane
TLSv1.2 61 Alert (Level: Fatal, Description: Unknown CA)
192.168.24.15 192.168,24. e TiSei.2 572 Client Hello v
Frome 30: 3163 bytes on wire mm am) 3163 bytes (.m?ed (zsm bits) on me« \Device\rer. (muau 0987-4C13-944¢ - umnlszuo-) do ~|[#a
Ethernet 11, Sec
Tntemnet Protecel Version 4 Soct 192,108,34,185, D3t 192/180,34,15
Transaizsion Contral Protocol, Src Port: 5009, Dit Port: SOBL3, Seq: 1, Ack: 518, Len: 3103
~ Transport Layer Security
“ TLSV1.2 Record Layer: Mandshake Protocol: Server Hello
Content Type: Handshake (22)
Version: 1L 1.2 (x8203)
Length: 86
~ Mandshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 82
Version: TLS 1.2 (@xe343)
Randon:
Session 10 Lengeh: 32
Session 10
Cipher Suite: TLS_RSA MITH _AES_256_GOH_SHA3GS (0x005d)
Compression Method: null (8)
extensions Length: 10
Extension: renegotiation_nfo (len-1)
Extension: heartbest (lenel)
[3435 Fullstring: 771,157,65281-15]
134351 6437Fb1b3906d6e1875650d8eb74b4¢]
¥ TLSV1.2 Record Layer: Wandsnake Protacel: Certificate
Content Type: Handshake (22)
Version: LS 1.2 (ex8393)
Length: 2962
Wondshake Protocol: Certificate
“ TUSV1.2 Record Layer: Handshake Protocol: Maltiple Handshake Messuges
Content Type: Nendshake (22)
Verston: TLS 1.2 (9x9303)
Length: 46 u
¥andshake Protocol: Certificate Request
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8.5 WINNF.FT.C.SCS.5

M 5055pcapng - 5 x
TN MO WAV BRG) RRO SA KHG SEN TEw IAD 6B
dmo@ T RBss=gFIEEaaan
[LICS )+
No.  Time Source Oestinarion Protacal Lengt Info =
s 16560200 192.168.24.15 192,188,261 Tisviz 571 Client nello
| sssesn  maeseas misaes TUSV1.2 3162 Server Hello, Certificats, Certificats Rsquest, Server Hello Done
a3 16,582068  192.168.24.13 192.168.24.183  TiSL2 62 Alert {Lewel: Fatal, Description: Decrypt Error)
so1sumss 13 192)188.24183 TS 57 Client Hello
5116120051 192188, 192,168, 24,15 TUSVL.2 5162 Server Hello, Certificate, Certificate Aequest, Server Hello une
ssimscerz  132.168. 132,168,261 Tusaz 61 alert {tevel: Fatal, Deseriptin: Decrypt Error)
6019200131 192.168.24.15 192.168.24.103  Tus2 571 Client Hello
sliaemm e lmassaes TLSVL2 5162 Server Wello, Certificate, Certificate Request, Server Hello Dune
6519267697 192.188.4.15 192.166.24.183  TiSvl2 63 Alert (Level: Fatal, Descriptien: Decrypt Error)
71omeseas  192.188.24.15 192,188,261 Tusviz 57 Cliemt nello
27066074 192.168.2403  192.168.26.15 Tusvi.z 362 server Hello, Certificate, Certificate Request, server Hello Dane
76 m3mmmL  192.108.24.13 192.169.24.18  TSL2 62 Alert {Lewel; Fatal, Description: Desrypt Errer)
s 1m1seas 19218824088 TS 57 Client Hello
5221486010 19218524185 192.165.24.15 TUSVL.2 5162 Server Hello, Certificate, Certificate Request, Server Hello Dane
os 7ysesisn 1321882415 132,188,261 Tusa.z 62 alert {ievel: atal, Deseription: Decrypt Error)
9222605067 102.168.24.15 192,168,410 Tus2 571 Client Hello
3 zzsessy  lmn1ssaelen  1saieees TLSVL2 362 Server Hello, Certificate, Certificate Request, Server Hello Dune
97 e 1321882415 1920168.24.183  TiSuL2 61 Alert (Level: Fatal, Descriptien: Decrypt Error)
102 23,858068  192.188.24.13 192.168.24.188  TiSviz 57 Cliemt nello

Frame 41: 3162 bytes on wire (25296 bits), 362 bytes cAptured (25296 BATs) on Anterface \DVACE\WSF_(0793AB05-D967-4C13-BA4F-E6T091457004), 44 ©
Ethernet 11, Src: AealtekSemic_33:10338 (98:e9i4ci33:10:38), Dsts BaicellsTech 3i08:3f (48:bF:74:3f:68:21)
> Internet Pratocol Vercion 4, Src: 192.163.34.183, Det: 192.168.24.15
» Transeission Contral Protucel, Sre Port: 5009, Dst Port: 54912, Seq: 1, Ack: 518, Len: 3108
¥ Transport Layer Security
¥ TLSw1.2 Record Layer: Handshake Protocsl: Server Hello
Content Type: wandshake (22)
Version: TLS 1.2 (@x9303)
Length: 86
~ Wandshake Protocal: Server Helle
Hamdshake Type: Server hello (2)
Lengen: 82
Version: TLS 1.2 (9x0393)

Session 10 Length: 32
Session 101 9,
Ciphér Suite: TLS_RSA WITH AES_256_GCN SHAIDS (0x009d)
Compression Method: null (8)
Extensions Length: 18
Extension: renegotistion_infa (lensl)
Extenzion: heartheat (lensl)
(2435 Fullstring: 771,157,65201-15]
[3835: 6d37D1bTI0EEeIFAT5ESRGRLTA |

» TLSv1.2 Mecard Layee: Handshake Protocal: Certificate

» TLSV1.2 fecord Layer: Mamdshake Protocol: Multiple Mandshake Messages
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9 Photographs

9.1 EUT Constructional Details (EUT Photos)
Please Refer to Integral and internal photos for details.

- End of the Report -
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