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1 Introduction

This guide outlines general information for using and programming CenconX series keypads, safe locks, and
various system components, including accessories and software client. This guide assumes the installer has
knowledge of electrical, mechanical, and computer concepts, as well as having familiarity with safe lock
systems and associated components. For reliable and safe operation of the equipment, comply with all
safety precautions outlined in this guide.

1.1 Approved Standards

The CenconX family of safe locks conform to the following approved standards:

e UL 2058 (High Security Electronic Locks)
e EN 1300:2018
e Model: CENX - FCC ID: 2ASNP-CENX, IC ID: 24793-CENX

Note: This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses, and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

e Reorient or relocate the receiving antenna

e Increase the separation between the equipment and receiver

e Connect the equipment into an outlet on a circuit different from that to which the receiver is connected
e Consult the dealer or an experienced radio/TV technician for help

Changes or modifications not expressly approved by dormakaba USA Inc. could void the user's authority to
operate the equipment.

This device contains license-exempt transmitter(s)/receiver(s) that comply with Innovation, Science and
Leorantic Dayveleame et Canada's liceasc-exempt RSS(s). Operation is subject to the following two
conditions:

1. This device may not cause interference.
2. This device must accept any interference, including interference that may cause undesired operation of
the device.

L'émottoLr rascoptour oremet de dasnco contonu cans o pressnT opodrcil ost canforme dux CHE
Alnaeeat on, Scicnoos of Bévo ol oacmanT oo nigue Canadd cpalicablz s aax apparails radio ssenpts oo
licence. L'axploitatian oot aataristo cus deux coaditions zuivantss :

1 Ldpparsi. o doit pas arcduire e brouillags.
2. Lapparsi. doit accoptar tout brod Hage racicd lzetriquoe suoi méme i lx Brodillege st sascoptiolz J on
compromettre le fonctionnement.

CET APPAREIL EST CONFORME A LA NORME RSS INDUSTRIE CANADA EXEMPT DE LICENCE. Son
fonctionnement est soumis aux deux conditions suivantes:(1) Cet appareil ne doit pas provoquer
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dinte-farcronget? 21 Cot apocrzil doit acoopoor toute irterforaace, v conpris les inte-foreroos poedyant codscr
un mauvais fonctionnement du dispositif. Cet appareil numérique de la classe [B] respecte toutes les
exigences du Réglement sur le matériel brouilleur du Canada.

1.2 Electrical Precautions

Ensure alkaline batteries (where applicable) are new and in good condition; leaking batteries can cause
damage to components and can also cause serious bodily harm. Do not apply power (where applicable)
before completing all steps of the installation; doing so may damage the components. Ensure all power
supplies are plugged into grounded electrical receptacles that comply with local building code(s). When AC
mains power is required the power supply shall be installed in accordance with NFPA 70 and any applicable
electrical codes.

1.3 Environmental Specifications

Operating & Storage Temperature Range: For UL compliance, this product was verified for operation at 32
122 °F (0 50 °C)
Relative Humidity Range: 0 95% non-condensing

1.4 Tools

dormakaba USA Inc. recommends having the following tools on hand to install CenconX safe locks and their
components:

e Digital voltmeter

e Wire cutters and needle nose pliers

e Set of screwdrivers

e Drill and drill bits

e Automatic saw (band saw, hand saw)
e US or Metric taps

e File or equivalent tool

e Allinstallation/hardware documentation for quick reference

Consult the CenconX Installation Guide (Doc# CX004.0524) for further details on the specific parts and tools
required for installation.
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2 Typical System Layout

The following sub-sections review safe lock system components with related diagrams. Refer to each
presduct s meldual decumantaticn far maore deto'led irforne gtica on hardware installation and proper device
usage.

The following diagram (Figure 1) shows a complete CenconX system layout for a single lock system with
primary and secondary dispatcher. Please note that your system may not include all components shown.

Figure 1 — CenconX Authorization & Verification Framework
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In the CenconX system, Lock Users use credentials to access and open safe locks through one or more of the
following methods:

e Entering a valid credential using the CenconX keypad.
e Utilizing a wireless BLE credential at a CenconX keypad. This credential is managed using the
Software backend database and dispatched to a Mobile device running the Mobile Client Application.

When setting up your CenconX system, you have the ability to configure a single client/database setup for a
single Owner (Primary Dispatcher), or you can introduce a second client/database to allow for a Secondary
Dispatcher to have some control over system management and access.

2.1 Safe Lock Hardware

The CenconX system components have been tested as compatible with the CenconX system and should not
be substituted. Zongd.t aach corocnans Mdividual dosarnontazian for progsr i aating, connectivity, and
installation. The safe itself must be appropriate for the lock hardware to provide maximum security; certain
makes and models of safes may not be appropriate for this CenconX safe lock system. If unsure, consult with
dormakaba USA Inc. Sales or Support for further information.

2.2 System Components
Each system may differ depending on customer requirements. The following sub-sections cover the full suite
of the CenconX safe lock system.
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2.2.1 Keypad

The CenconX Keypad is the user interface for the entire system. All Keypads are available in both Tamper
Evident and Serviceable options, which will impact how the keypad is physically mounted. Refer to the
CenconX Installation Guide (Document # CX004.0524) for more information.

2.2.2 Safe Lock

The safe lock is either a dead bolt or a swing bolt that locks and unlocks when the Keypad receives correct
user credentials. Refer to the CenconX Installation Guide (Document # CX004.0524) for more information.

2.2.3 AC Adapter

The AC Adapter can be used to power the System where batteries alone would not be appropriate. Refer to
the AC Adapter Installation Guide (Document # 7037.0320) for more information.  to/Ordzr # FO110 7, “AC-
Power Supply Multi-&daatsr)

2.2.4 Battery Box

The Battery Box can serve as the secondary power source to the CenconX System. Refer to the Battery Box
Installation Guide (Document #7035.0421) for more information. The Battery Box is not UL evaluated.

T lenSOrdzr & fDa0Rs, "Barto-y Box'

2.2.5 Alarm Box

The Alarm Box is a hard-wired external alarm device. If used, the Alarm Box must be plugged into the BAT port
of the primary lock. The Alarm Box allows for a remote disable input that can block the open command to the
lock if asserted. Refer to the Alarm Box Installation Guide (Document #7036.0320) for more information. The
Alarm Box is not UL evaluated. ¢ teay/Ordor ¥ F0&L&a, “ald- 9y Box® ]

2.2.6 Reset Box (coming soon)

The Reset Box offers the capability to remove users and reset the Master Combination. To reset the lock, the
lock must be disconnected from any power source (AC Power or Battery) and powered from the Reset Box
only. The Reset Box must be connected to the BAT port on the back of the CenconX safe lock. The Reset Box
has a green LED that will light when the reset function is performed. If a lock is already reset, applying the
Reset Box will not light the LED.

Refer to the Reset Box User Guide (Document #70839.0521) for more information. The Reset Box is not UL

2.2.7 Power Considerations

The system common power across all components. As long as 9V DC power is supplied to the system, the
system will work as intended. It is unnecessary to apply multiple sources of power to some or all
components.

Some considerations to follow:

e The standard-profile Keypad models require two 9V batteries to be inserted into the tray.

e The low-profile Keypad models require a Battery Box or Power Adapter accessory for power. These
keypads include an emergency battery connection to apply power from outside of the safe container.

e A Battery Box accessory is available to be attached inside the secure container to grant power to the
system.

e A Alarm Box can be connected to the primary lock to provide power to the system. This Alarm Box must
be physically located in the secure side of the container.

e An AC/DC Power Adapter accessory can be used to apply line power to the system.
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e When resetting a lock via the Reset Box, a 9V battery must be inserted into the Reset Box to apply power
for the short duration usage.

2.3 Getting Started

This section outlines typical use of a CenconX System with a single or multi-user setup with references to
various sections found through this document.

Follow these steps to get started implementing a System:

1. Identifying System Requirements (System Planning Stage)

a.

b.

Identify Required System Components — Review Zaoficn &7 Sy st Sormpencnt s for
installation procedures regarding each component of a System.

Identify System type — Review Section_ 3.1 Understanding the CenconX System to understand the
difference between the single database setup and the dual database setup to determine
which one is right for you.

Identify Required User Types and Privileges — Read Zaaticly 4.2 "Concoe X Syatom Uscr yacs”
3.2.1.8 Lock User Permissions — System User Functions, and 3.2.2.5 Software User Permissions —
System User Functions for an overview how each user is authorized to use the system.

2. Configure the System

a.

Install/Commission/Activate — Read Section 3.6 Installing, Commissioning, and System Activation
for instructions on performing this step.

3. Customize the System

a.

b.

Set Date and Time - Read Section 3.8 Change Time/Date/DST for instructions on setting or re-
setting the Time.

Configure other System Functions - Instructions for configuring custom options are provided in
Section 3.5 System Functions and elsewhere throughout the document.

4. Running/Maintaining the System)

a.

b.

Refer to Section 4 Keypad replacement for information pertaining to replacement of defective
CenconX keypads.

Refer to Section 3.9 Battery Levels for information about system power and knowing when to
reploss vour dovies's ottt oS,

Refer to Section_3.11.2 Reset a Lock to learn how to revert a lock to its default/factory settings.
Refer to Section 3.10 View Audits to learn how to view and retrieve audits (see also Appendix A:
List of Audits)
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3 How to Use the System

This section outlines how to use the installed system and how to execute specified functions. Please note that
your installation may not include everything outlined in this section.

3.1 Understanding the CenconX System
CenconX is a keyless OTC safe lock solution consisting of three primary components:

e The CenconX keypad/lock system
e The dormakaba Safe Locks mobile app
e The dormakaba Apexx Series Software

3.1.1 System Description

The CenconX system it a combined hardware and software solution that grants administrators control over
the setup and configuration of CenconX safe locks and the control and management of CenconX lock
systems and the individuals who use them.

Users of various types can be granted access to CenconX Lock systems through the use of One Time Codes
(OTCs) or Personal Identification Numbers (PINs). OTCs and PINs can be assigned and dispatched to users
via Apexx Series Software who use them to gain access to the CenconX lock system by entering them on a
CenconX keypad or a mobile application installed on their smart phone.

In addition to lock configuration, user and device (lock, keypad, mobile device) management, and code
dispatching, Apexx Series Software also allows users to pull audits and create audit reports, create and
manage lock access schedules, as well as a whole array of other system management tools. Refer to Apexx
Zeries Sofbwarae 5 blit-in help menu for detailed descriptions of all software features and how to use them.

3.1.2 Primary Dispatcher vs. Secondary Dispatcher

As previously mentioned, when setting up your CenconX system, you have the ability to configure a single
client/database setup for a single Owner (Primary Dispatcher), or you can introduce a second
client/database to allow for a Secondary Dispatcher to have some control over system management and
access.

Primary and Secondary Dispatcher roles vary slightly in what abilities they have with regard to system
management. For more details, refer to the following sections in this document:

e 3.2.2.3 Software Users - Dispatcher
e 3.2.2.5 Software User Permissions — System User Functions
e 3.3.1 Lock Access Modes

3.2 CenconX System User Types

In CenconX, there are three types of users who utilize and/or control various aspects of the lock system:

e Lock Users
e Mobile Application Users
e Software Users

Their functions and abilities regarding the roles they play in the lock system are described in the subsections
that follow.

3.2.1 Lock User Types

There are four types of Lock users, each with different capabilities. The sub-sections outlined below cover
each Lock User Type and their respective functions.
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3.2.1.1 Lock User Type - Admin

The Administrator (Admin) User is the most powerful of the Lock Users, responsible for aspects of the lock
system such as installation, Lock User setup/creation, and system configuration.

e There will always be 1 Admin (aka Master) User per safe lock.

e The Admin User ID is 00

e the Admin user ID can never be disabled.

e The Admin user cannot open a lock directly, though the Admin has the ability to create other Lock
Users (Managers and Standard Users) who have the ability to open locks.

¢ Admins are involved in the initial installation and setup of a lock

¢ Admins have advanced user capabilities such as the ability to reset locks and reinstall keypads.

e Admins have the ability to change the combinations of users of all types, including their own.

Rofor o thi Lock Usor Pormiszicas Cha tfar o mere detgied b cakdewn of the Admia Uscr's abil Tics.
3.2.1.2 Lock User Type - Manager
As the name suggests, Managers are involved in the management of the lock system and its users.
e A safe lock can have up to 2 Manager Users
e The Manager User IDs are 01 and 02
e Managers have more privileges than normal Lock Users (Static & OTC Users), but not as many as the

Administrator.
e Unlike the Administrator, Managers can open locks

Refer to the Lock User Permissions Chart for a more detailed breakdown of Manager Uscr' s chilizics.

3.2.1.3 Lock User Type - Static Pin User *coming soon*

Static Pin Users are one of the two Standard User types (the other being OTC Users) that are subordinate to
both the Admin and Manager User types.

Static PIN Users are assigned fixed combinations that can be used to access the safe lock system.

e Static PIN Users can be assigned various abilities, including the ability to open locks or view audits at
the keypad.
e Static User PINs are fixed at 6-digits long

Refer to the Lock User Permissions Chart for a more detailed breakdown of the Static Pin Usit's cibilitiss.
Note: Static Users are only available in the Primary Dispatcher (Owner) database.

3.2.1.4 Lock User Type - One Time Code User

One Time Code Users are one of the two Standard User types that are subordinate to both the Admin and
Manager User types.

OTC (One Time Code) users receive single-use opening codes valid for one use on an associated lock. The
dispatching of these codes and the user-lock associations are controlled by Software Users.

e A safe lock can have an unlimited number of OTC users

e Regardless of the number of OTC users, only a maximum of 50 one-time-codes can be
assigned/dispatched to users at any given time

e If the System is configured with a Secondary Dispatcher, the 50 one-time-codes is distributed evenly
between the Owner and Dispatcher (25 each)

e An OTC user can be dispatched, at most, 3 one-time-codes for a particular lock without them being
expired or consumed.

Refer to the Lock User System Functions Chart (Table 2) for a more detailed breakdown of the OTC Usit' s
abilities.
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3.2.1.5 Lock User Permissions — Access Lock

A user may be granted permission to open the lock. This capability allows the user to open the lock when they
present the proper credential(s). Access restrictions such as Time Delay, are enforced unless override
privileges are granted.

3.2.1.6 Lock User Permissions — Audit Lock

A user can be granted permission to retrieve audits. This user can retrieve audits by connecting the system to
a PC and utilizing the Apexx Series Software, or review audit information from the Keypad menus.

If using a mobile device, audits will be retrieved from the lock and sent to the software backend whenever the
mobile device is used to operate the lock.

3.2.1.7 Lock User Permissions — Time Delay Override with Combination

A user may be granted permission to Override Time Delay. This will allow the user to open the lock without
waiting for the time delay period to expire. If the system is in Dual User Mode and one user has this privilege,
the Time Delay will be overridden.

The Table below shows the permitted mix of capabilities a user may perform. The configuration software and

lock firmware shall enforce this capability mix. The numbers in the table represent the states of each user
privilege (1=enabled, 0 = disabled)

Table 1 - User Capabilities

TDO

w/Combo Audits  Access User Capabilities
0 y 0 e Can retrieve audits only
e Cannot open the lock
0 0 1 e Can open the lock only
0 y ] e Can open the lock

e Can retrieve audits
e Can open the lock
e Can override the Time
1 0 1 Delay with their
credential(s)
e Cannot retrieve audits
e Can open the lock
e Can retrieve audits
1 1 1 e Can override the Time
Delay with their
credential(s)
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3.2.1.8 Lock User Permissions — System User Functions
The Table below shows the list of System User Functions available for each Lock User type.

Table 2 - Lock User System Functions

Admin Manager Static PINUser OTC No
Functions (ID=00)  (ID=01or (ID=03-49)  USer A”th.e";'c“tm"
02) require
*COMING SOON*
Commission Keypad/Lock N/A N/A N/A N/A Yes
Reset Lock via Keypad Yes No No No No
Reinstall Keypad Yes No No No No

Configure Lock Access

Schedule No No No No No
View Lock Access Schedule No No No No No
gco;;‘ic?uul;e Lock Holiday NG NG No No No
View Lock Holiday NG NG NG No NG
Schedules

Set Time Format Yes Yes No No No
Set Date Format Yes Yes No No No
Daylight Saving Time (DST) Yes Yes No No No

Enable/Disable (if permitted)

Yes

Set Date/Time on Lock Yes (if permitted) No No No
Yes
View Audits on Keypad Yes Yes (requires Access No No
Privilege)
Yes
Retrieve Audits to PC Yes Yes (requires Access No No
Privilege)
Yes
Activate PC Link Yes Yes (requires Access No No
Privilege)
Assign Lock Access NG NG No No No

Schedule
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Admin Manager Static PINUser OTC No

Functions (ID=00) (ID=0lor  (ID=03-49) ¢ Authentication

02) required
*COMING SOON*

Enable/Disable Dual User

Mode No No No No No

Enable/Disable Dual User

Mode Applies to Managers e e e e e

Enable/Disable Dual

Credential Mode No No No No No

Enable/Disable Dual

Credential Mode applies to No No No No No

Managers

Get System Information Yes Yes Yes Yes No

Add/Delete/Disable/Enable NG NG No No NG

Users

Assign Lock Access for a NG NG No No NG

User

Add/Delete Manager (in

lock) No No No No No

Enable Time Delay Override

Feature (per lock) N® N® e e N®

Add/Remove Time Delay

Override Privilege for a No No No No No

Manager/User

Set Time Delay: Delay Period

& Open Period Time (per No No No No No

lock)

Set Manager Combination

(Manager in lock) e e e e e

Open Lock No Yes Yes Yes No

Change Own Lock User Yes Yes Yes No NG

Combination
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Admin Manager Static PINUser OTC No
Functions (ID=00)  (ID=01or (ID=03-49)  USer Authentication
02) required
*COMING SOON*

Time Delay: Delay Period
Counting - up/down/none N N e e e
Time Delay: Open Period
Counting - up/down/none e e e e e
Cancel Time Delay (cancel
lock opening) Yes Yes Yes No No
Set Duress Combo
Enable/Disable per System N® N® e e 0\
Change Admin (in lock)
Combination WES N® e e 0\
Open Lock with Override 1ES

. L No Yes (requires Access No No
Time Delay w/ Combination .

Privilege)

Set Keypad Backlight
On/Off Yes Yes Yes Yes Yes
Set Buzzer On/Off Yes Yes Yes Yes Yes
Set Language on keypad Yes Yes Yes Yes Yes
Force PIN Change on 1t use No No No No No
Accept Firmware Update Yes Yes No No No
Configure Remote Input
signal No No No No No
Show last Close Codes Yes Yes Yes Yes Yes
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3.2.2 Software Users
Software Users use Apexx Series Software to perform system administrative tasks, such as
controlling/changing system settings and providing and configuring system access.

Software Users fall into the following categories:

e Administrator
e Manager
e Dispatcher
e Auditor
3.2.2.1 Software Users - Admin

e The Admin has full control over users of all user types (Software and Lock Users)
e Can create, delete, and/or update Lock Users using the software interface
e Can create specialized groups of locks within the software

Refer to the Software User System Functions Chart (Table 3) for a more detailed breakdown of the Admin
Usct s abil Tics.
3.2.2.2 Software Users - Manager

e Can manage Dispatchers and Audit-only Users.
e Can create routes for OTC users within the software
e Can create, delete, and/or update Lock Users using the software interface

Refer to the Software User System Functions Chart (Table 3) for a more detailed breakdown of the Manager
Usct s abil Tics.
3.2.2.3 Software Users - Dispatcher

e The Dispatcher is able to provide one-time-codes to users, but has a limited capacity to do so.
o If the System is configured with a Secondary Dispatcher, the 50 one-time-codes is distributed
evenly between the Primary Dispatcher and the Secondary Dispatcher (25 each)
e An Admin has the ability to assign Dispatchers to one or more Lock Groups. This would define which
locks the Dispatcher would be able to dispatch one-time-codes for.

Refer to the Software User System Functions Chart (Table 3) for a more detailed breakdown of the
Dispatcher Usir's abil Tics.

3.2.2.4 Software Users — Audit Only User

e Can only view Audit reports

Refer to the Software User System Functions Chart (Table 3) for a more detailed breakdown of the Audit Only
Usct s abil Tics.

3.2.2.5 Software User Permissions — System User Functions
Table 3 shows the list of System User Functions available for each Software User type.
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Table 3 - Software User System Functions

SW User -

Primary
Dispatcher
Tenant

Roles: admin,

SW User -

Secondary
Dispatcher
Tenant

Roles: admin,

SW User vid “PC
application for
FW update over
UsB"

FW update works

SW User -

“Spec|al installer
softwors”

Special software
works differently

) differently for
dispatcher, manager, uncommissioned for
Functions manager, auditor auditor, (no ID and PIN uncommissioned
dispatcher N VS.
authorization) .
commissioned
VS.
. locks
commissioned
(require
authentication
with valid ID and
PIN)
Commission Keypad/Lock No No No No
Reset Lock via keypad No No No No
Reinstall Keypad No No No No
Configure Lock Access e admin
Schedule « manager No No No
. e admin e admin
View Lock Access Schedule No No
e manager e manager
Configure Lock Holiday e admin No NG NG
Schedule ¢ manager
View Lock Holiday e admin e admin
No No
Schedules e manager e manager
. e admin
Set Time Format No No Yes
e manager
Set Date Format O RN No No Yes
e manager
Daylight Saving Time (DST) e admin
Enable/Disable e manager e o Yes
Set Date/Time on lock O Gl © GELIlle No Yes
e manager e manager
Retrieve Audits to PC D Cllull * admin No No
e manager e manager
Assign Lock Access e admin
Schedule « manager No No No
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SW User —

Primary
Dispatcher
Tenant

Roles: admin,

SW User —

Secondary
Dispatcher
Tenant

Roles: admin,

SW User ¥ig “PC
application for
FW update over
Use"

FW update works

SW User -

"Spacial installar
softwarg”

Special software
works differently

) differently for
dispatcher, manager, 2 for
. . . uncommissioned .
Functions manager, auditor auditor, uncommissioned
. (no ID and PIN
dispatcher R VS.
authorization) .
commissioned
VS.
.. locks
commissioned
(require
authentication
with valid ID and
PIN)
Enable/Disable Dual User e admin No No No
Mode e manager
Enable/Disable Dual User e admin N N N
Mode Applies to Managers e manager © © ©
Enable/Disable Dual e admin N N \
Credential Mode e manager ° © ©
Enable/Disable Dual -
Credential Mode Applies to el No No No
Managers * manager
e admin e admin
Get System Information e manager e manager Yes Yes
o dispatcher o dispatcher
Add/Delete/Disable/Enable e admin No No No
Users e manager
Assign Lock Access for a e admin NG NG No
User e manager
Add/Delete Manager (in e admin NG NG No
lock) e manager
Enable Time Delay Override ¢ admin N N N
Feature (per lock) ¢ manager © © ©
Add/Remove Time Delay .
Override Privilege for a * admin No No No
Manager/User ¢ manager
Set Time Delay: Delay Period .
& Open Period Time (per * admin No No No
e manager

lock)
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SW User —

Primary
Dispatcher
Tenant

Roles: admin,

SW User —

Secondary
Dispatcher
Tenant

Roles: admin,

SW User ¥ig “PC
application for
FW update over
Use"

FW update works

SW User -

"Spacial installar
softwarg”

Special software
works differently

dispatcher, manager, S':Ziﬁ:ﬁg;g;ed for
Functions manager, auditor auditor, uncommissioned
di (no ID and PIN
ispatcher R VS.
authorization) .
commissioned
VS.
.. locks

commissioned

(require

authentication

with valid ID and

PIN)
Set Manager Combination e admin N N 4
(manager in lock) e manager © © ©
Open Lock No No No No
Time Delay: Delay Period e admin
Counting — up/down/none e manager N Mo e
Time Delay: Open Period e admin
Counting - up/down/none e manager = Mo No
Cancel Time Delay (cancel
lock opening) No No No No
Set Duress Combo e admin N N N
Enable/Disable per System e manager © © ©
Change Admin (in lock) e admin
Combination e manager No No No
Open Lock with Override
Time Delay w/ Combination e Mo No No
Configure Input/Output e admin
settings for lock e manager N Mo fes
Dispatch OTC to lock/user e admin ¢ admin
(and optionally mobile e manager * manager No No
device) e dispatcher o dispatcher
Send FW files to ¢ admin e admin Yes Yes
keypad/lock e manager e manager
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SW User —

Primary
Dispatcher
Tenant

Roles: admin,

SW User —

Secondary
Dispatcher
Tenant

Roles: admin,

SW User ¥ig “PC
application for
FW update over
Use"

FW update works

SW User -

"Spacial installar
softwarg”

Special software
works differently

) differently for
dispatcher, manager, 2 for
. . . uncommissioned .
Functions manager, auditor auditor, (no ID and PIN uncommissioned
dispatcher R VS.
authorization) .
commissioned
VS.
o locks
commissioned
(require
authentication
with valid ID and
PIN)
Dispatch Activate with or . -
without Open command O Gl O Gl Ne Ne
admin admin
Dispatch Sync to a mobile * i
device/lock e manager e manager No No
o dispatcher o dispatcher
Transfer Ownership ¢ admin No No No
admin admin
Enter Close Code for prior * *
Open dispatch e manager e manager No No
o dispatcher o dispatcher
Force Close of an open e admin e admin No No
Dispatch e manager e manager
Create/Edit/Delete Lock e admin e admin No No
Users e manager e manager
Accept Mobile Device e admin e admin NG No
registry ¢ manager e manager
Create Lock entries in e admin N N .
database « manager @ o o
Create Secondary .
Dispatcher tenant O RN Mo e Ne
Send updated info from
Primary Dispatcher .
database to Secondary O G b2 = MO
Dispatcher database
Import info into Secondary N/A « admin NG NG

Dispatcher database
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SW User —

Primary
Dispatcher
Tenant

Roles: admin,

SW User —

Secondary
Dispatcher
Tenant

Roles: admin,

SW User ¥ig “PC
application for
FW update over
Use"

FW update works

SW User -

"Spacial installar
softwarg”

Special software
works differently

di differently for
ispatcher, manager, uncommissioned for
Functions manager, auditor auditor, (no ID and PIN uncommissioned
dispatcher R VS.
authorization) .
commissioned
VS.
o locks
commissioned
(require
authentication
with valid ID and
PIN)
Cancel or Remove
Secondary Dispatcher e admin No No No
tenant
Create/Edit/Delete SW user ¢ admin * admin No No
e manager
. ¢ admin e admin
Create/Edit/Delete Route of
locks e manager e manager No No
o dispatcher o dispatcher
e admin e admin
Display retrieved audits ¢ manager e manager No NG
from locks o dispatcher o dispatcher
¢ auditor e auditor
e admin e admin
. . e manager e manager
Display SW audits or logs . . N N
ISpray uet reg o dispatcher o dispatcher © ©
¢ auditor e auditor
Set I_.ock.User/Mob|‘lg e admin e admin
application user ability to No No
e manager e manager

self-dispatch OTC

3.2.3 Mobile Application Users

Mobile Application Users use credentials on their mobile devices to gain access to the CenconX lock system.
These credentials are managed in the system by Software Users and can be accessed by Mobile App users on

their mobile devices.

e Mobile App users are assigned lock access and various privileges using Apexx Series Software (this is

done by Software Users)
e Mobile App Users are Lock Users, but not all Lock Users are Mobile App Users.
e Mobile Users also play a key role with respect to auditing the lock system.
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3.3 CenconX System User Modes
The User Mode is a system setting that determines how many Users and what class of user can gain access
to the Keypad and applies to all locks connected to the System.

Note: The User Mode can only be set by authorized Software users.

3.3.1 Lock Access Modes

Different User Modes are available to users in the Primary and Secondary Dispatcher databases. See Table 4
and Table 5for details.

Table 4 - User Mode Lock Access (Primary Dispatcher Database)

Mode Lock Access Notes
Single 10TC User or 1 Static User
(Dual Mode Single user is the default User Mode for safe locks
OFF) or 1 Manager
Dual . .
Requires 2 One Time Code Users (or 1 Manager) to

(OTC + 2 OTC Users or 1 Manager authenticate. Duress can be activated with either of the
oOTC) USCE s G kN ticns.
Dual . . . .
(Static + 2 Static Users Requires 2 Static User IDs to authenticate. Duress can be
Static) or 1 Manager activares wth cithor of the use: s camoitat ons,
Dual . Requires 1 Static User and 1 One Time Code User IDs to
(Static + (il sigtite Beep -1 OS Beer) authenticate. Duress can be activated with either of the

Or 1 Manager \ A
OTC) UsCr s Sonkneticns.

Table 5 - User Mode Lock Access (Secondary Dispatcher Database)

Mode Lock Access Notes
Single
(Dual Mode 1 Access User or 1 Manager Single user is the default User Mode for safe locks
OFF)
Dual . .
Requires 2 One Time Code Users (or 1 Manager) to
(OTC + 2 OTC Users or 1 Manager authenticate. Duress can be activated with either of the
OTC) uscr's comkincticns.
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3.3.2 Wrong Try Penalty

The Wrong Try Penalty occurs when a User inputs a credential incorrectly 4 times in a row. The penalty period
is for 5 minutes, within that time no safe lock connected to the Keypad will open. All menu access and
command inputs on the Keypad will also be locked for 5 minutes. Once the 5-minute penalty is over, 2
consecutive incorrect credential inputs will initiate another 5-minute penalty. The Wrong Try Penalty does not
expire. This penalty cycle will not be cleared until the lock is successfully opened.

During the penalty period, the keypad will produce 2 short low beeps and 2 short RED flashes that will repeat
every 10 seconds to signify the penalty is in effect. The time will count down on the screen. During this penalty
the Keypad will respond to any key press with 2 short low beeps and 2 RED flashes. When the Wrong Try
Penalty is over, the LED will flash GREEN twice and the keypad will produce 2 high beeps.

Note: If power to the Keypad is interrupted and restored during a Wrong Try Penalty, the penalty period will
resume with same time remaining.

During the Wrong Try Penalty period, system operations and lock access via mobile devices will also be locked
to users.

3.3.3 Schedules

Schedules are a 7-day time periods consisting of user defined Locking Periods during which access to
particular lock(s) becomes restricted.

Software Users can create Lock Access Schedules to set specified time periods for valid lock system access.
Once these schedules are created, they can be applied to one or more lock systems. Each lock can have only
1 access schedule applied for all users (One Time Code and Static PIN).

3.3.4 Time Delay

Note: This feature only applies to Static users and is configurable only through the software client.

During a Time Delay, the safe lock cannot be opened until the delay period expires. The Time Delay period
ranges from 00 (Disabled) to 99 minutes and is set through the Apexx Software client. Once the Time Delay
period is complete, the Confirmation Window period starts. During the confirmation period, the user can re-
authenticate to open the lock.

e Keypads will provide continuous feedback to signify the Delay Period and Confirmation Window.

e The Keypad will beep and flash a RED LED once every 10 seconds during the Time Delay period.

e The Keypad will then beep and flash a GREEN LED once every 10 seconds during the Confirmation
Window, signifying the safe lock can now be opened.

e The Confirmation Window is configurable from 1to 60 minutes.

e The CenconX Keypad provides on-screen feedback during the Delay Period and Confirmation Window.
Authorized users have the ability to configure how this feedback is displayed.

e There are multiple ways to override the Time Delay period, if enabled. If Time Delay is enabled for a
lock, each valid User ID with a Combination will trigger the start of the time delay period if the intent is
to open the lock.

e If Dual User mode is enabled, and a One Time Code User enters their credentials first, the Time Delay
will not be applied.
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3.3.5 Duress Mode

Note: Duress Mode (Silent Alarm) is not UL evaluated.

Duress Mode functions as a silent alarm that creates an external signal if a Duress Combination is entered. A
Curs: Sorbiation is the Uscr's conbimetion with tho ezt digit 2nte-cd cne rembor highoe o lavweer, For
instance, a User Combination of 1-2-3-4-5-6-7-8 will use a Duress Combination of either 1-2-3-4-5-6-7-7 or 1-
2-3-4-5-6-7-9. When the Duress Combination is entered, a silent alarm will signal, and the lock will open.

Note: Combinations ending in 0 would use 1or 9. Combinations ending in 9 will use 0 or 8.

e Duress Mode can be turned on/off per lock via Software

e Duress can be triggered by entering a Duress Combination using the CenconX keypad or through the
mobile app.

e At the keypad, Duress for One Time Code users will be instigated by pressing the <return key+ (<=1 a
single time after the one-time-code is entered. Pressing the <return key = (=} twice after entering the
one-time-code will be considered non-duress.

e Duress Mode (Silent Alarm) can also be used to trigger an external alarm system by using an Alarm
Box. The Alarm signal will be output on the output line as a 1-second pulse (pulse high for one second)

3.3.6 Second Credential Support via Mobile Device

The CenconX system can be configured to require a secondary credential requirement for authentication. In
addition to entering static PINs or one time codes at the keypad, mobile devices can be registered to users
using the software backend which can allow for one time codes to be entered via a Mobile Device that has
the mobile application installed. Refer to section 3.12 Mobile App for more information on setting up and using
the mobile application.

3.4 CenconX Keypad - Layout, Usage, and Settings
3.4.1 Keypad Layout & General Usage

1 Elb: 3“ ]

®
fwl (B (Bom @

E: s I? L

®

dormoinba s

Below is a list of buttons and their functions on the Keypad:

e Number Pad - Can be used for entering User combinations and specific optional functions on screen

e Pound Key (#) = Is used to return to a previous screen, or to wake up the Keypad without entering a
number. Pressing the pound key twice will put the keypad in sleep mode.

e Up and Down Arrows (AV) = Navigate through the menu options with these

e RoIUrh key (5= = Confirms a selection or complete a command sequence
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3.4.1.1 Keypad — Sleep mode

After a brief period of inactivity, the CenconX keypad goes into sleep mode. While asleep, the keypad will not
respond to any BLE communication and will therefore not be able to communicate with the Mobile app. To
wake up a sleeping keypad, simply press any of its keys.

3.4.2 Keypad —Menu Settings

To enter the Main Menu, press any non-numeric button followed by your user credentials.

What the User sees on the Keypad menu depends on both the installation/commission state and on what user
credentials are entered. There are four possible menu configurations:

e Pre-Commissioned menu

e Unauthenticated Menu

e Admin/Master Menu

e Manager Menu

e Static PIN User Menu (coming soon)

3.4.2.1 Keypad — Menu Settings — Pre-Commission Menu (Installer Checkout Mode)

Initially, before the lock and keypad are commissioned, the lock and keypad are connected and powered, but
thi systoris ot yot oporatioral. iz stotois known az “Instalor chaeckedt mede,

At this state, thir ivsmdllar canm pross the numbes 17 <oyt cpe the ek, Pressing any other key will open the
Pre-Commission Menu.

The Pre-Commission Menu will have the following options available:

e Commission
e Time/Date
o Time Format
o Date Format
o Set Time/Date
o Observe DST
e System
o SysInfo
»  Keypad
=  Lock
Language
Backlight
Buzzer
FW Update
Diagnostic

o O O O O
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3.4.2.2 Keypad — Menu Settings — Unauthenticated Menu (in Commissioned State)

Once the lock and keypad have been commissioned, the user can wake the keypad, then use various keys to
access certain functions/features as outlined below:

Note: If you press any of the numeric keys to wakeup the keypad, this will be read as the first digit of a One
Time Code value.

e Press the Up (A) arrow key to bring up the Language menu.
e Press the Down (V) arrow key to display the menu for an unauthenticated user (no PIN entry
necessary). The Unauthenticated Menu will have the following options available:

= System
e SysInfo
o Keypad
o Lock

e Language
= Activate Secondary Dispatcher

e Press the <return key= & to begin the lock opening sequence for a Statin PIN User (coming soon)
e Press the Pound key (#) to change a user code.

3.4.2.3 Keypad — Menu Settings — Admin/Master Menu

After commissioning the system, the user can press the Pound key (#) then enter the correct Admin code to
view the Admin/Master Menu. The following menu features/options will be available:

= Change Code
= Activate Primary Dispatcher
= Deactivate Primary Dispatcher
= Deactivate Secondary Dispatcher
= Time/Date
o Time Format
o Date Format
o Set Time/Date
o Observe DST

= Audits
= PCLink
= System
o SysInfo
»  Keypad
= Lock
o Language
o Backlight
o Buzzer
o Lock
o FW Update
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3.4.2.4 Keypad — Menu Settings — Manager Menu

After commissioning the system, the user can press the Pound key (#) then enter a correct Manager code to
view the Manager Menu. The following menu features/options will be available:

=  Open Lock

= Change Code

= Time/Date
o Set Time/Date
o Observe DST

= Audits
=  PCLink
= System
o SyslInfo
»  Keypad
» Lock
o Language
o Backlight
o Buzzer
o FW Update

3.4.2.4 Keypad — Menu Settings - Static PIN User Menu (coming soon)

After commissioning the system, the user can press the Pound key (#) then enter a correct Static PIN User
code to view the Static PIN User Menu. The following menu features/options will be available:

=  Open Lock

= Change Code

= Time/Date
o Set Time/Date
o Observe DST

= Audits
= PCLink
= System
o SysInfo
»  Keypad
= Lock

o Language
o Backlight
o Buzzer
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3.5 System Functions

The System menu allows the User to view and change various aspects, such as Buzzer, Backlight, etc. Below is

a table that outlines Buzzer, LED, and Screen Messages in response to certain events.

Table 6 - Buzzer, LED, and Screen Messages

Event

Buzzer

LED

Screen Message(s)

System wakeup

Short high beep

Short GREEN flash

N/A

Short GREEN or RED

High beep + GREEN flash = Valid Key

Key press Short beep flash
Low Beep + RED flash = Invalid Key
Valid command 3 short high 3 short GREEN
Success
response beeps flashes

Invalid command
response

3 short low beeps

3 short RED flashes

Invalid Message

2 short low beeps

2 short RED flashes -

Wrong Try Penalty - every 10 everv 10 seconds Wrong Try Penalty
seconds y
Wrong Try Penalty 2 short high 2 short GREEN
ends beeps flashes
1 low beep - 1 RED flash — every 10

Time Delay Window

every 10 seconds

seconds

Time Delay

Confirm window

1 high beep -
every 10 seconds

1 GREEN flash — every
10 seconds

Confirmation Window

Low Battery

2 low beeps

2 RED flashes

Low Battery

Critical Low Battery

3 long low beeps

3 long RED flashes

Critical Low Battery
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Event Buzzer LED Screen Message(s)
Master Reset & Elnon igh 9 SBIE (LA Reset Success
beeps flashes

Power On -

No lock connected

5 medium to low
beeps

5 medium RED
flashes

Connect Lock

Power On -

Bad configuration

5 medium to low
beeps

5 medium RED
flashes

Bad Config

Power On/Wake Up -
Lock Connected but
Not Installed

1 medium low
beep

Solid RED LED

Install Primary Lock

Power On - Keypad
not compatible

1 long low beep

Continuous alternate
flashing RED and
GREEN

Wrong Keypad Model Cannot Install

Master reset

3 short high
beeps

3 short GREEN
flashes

Reset Success

3.5.1 System Info

The System Info screen provides information related to the Keypad and safe locks connected to the System,
including Firmware version and Model number. Note: This information is only available to authorized users.

Follow these steps to navigate through the System Info menu:

I N N

Enter and Authorized User ID and Combination.
Moot Threugh TR Bain beau anc scloct 'System™,
Zolect *Sys Info™ farm tha sub-menu.
Zeloct botwecr "Keypad™ ar "Lock™.
If "Keypad™ g sxleatee, the follewing infarmat an s aveilable on scroech:

e "Batt Status™ - Displays battery level with a percentage

e "FW version® = Shows the current firmware version on the Keypad

e *Model" - Displays the Model # of the Keypad

o LU Pt 1t and "S/k Font #° — Shows the serial number of the Keypad (divided between two

screens)

6. If "Lock™ 5 zelecton, the felewing informaticn s evdilable cn o scroeoa:

e 'Close Codes™ - shows the latest close code

e "FW version® — Displays the current firmware version on the safe lock
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o CLUh Pot 1 ard "s5im POt 7 — Shows the serial number of the safe lock (divided between two
screens)

e "Port | Lock™ - Represents the Port and Lock #s

e "Open Count™ = Shows how many times the safe lock was opened
3.5.2 Backlight Mode

The Backlight illuminates whenever a key is pressed on the Keypad. By default, the Backlight setting is Off to
conserve battery power (if applicable).

Follow these steps to toggle the Backlight Mode On and Off:

Enter an Authorized User ID and Combination.

Mgt Threugh the bain Beau ane scloest 'System”,

Zolect “Backlight™ fam tha sukb-menu.

Zelact batweser "On® and " Off™ to LinableLisc e Boackliaht kads,

*Success Mode updated” will gz par an szr22n and tae Kxypad wil. beep three times and flash a GREEN
LED once complete.

N N

3.5.3 Buzzer Mode
The Buzzer provides sound to signal specific functional outcomes. The Buzzer Mode is active (on) by default.

Follow these steps to toggle the Buzzer Mode On and Off:

Enter an Authorized User ID and Combination.

Moot Threugh TR Bain beau anc scloct 'System™,

Select "Buzzer® from the sub-menu.

Zelact Loowoon 'On” and *Off™ o Lnablo/Liscl .z buzze Wode.

*Success Mode updated” will dppuizar an sorszn and tie Kaypad wil. boop teice crd flesh o GREEN LED
once complete.

o s

WARNING: Once the Buzzer Mode has been turned off, there will be no audible signals for successful or
unsuccessful commands.

3.5.4 Combination Length
The Combination (PIN) Lengths for Users in a CenconX System are as follows:

¢ One Time Code users use 9-digit PINs

e Static users use 6-digit PINs (entered in conjunction with their 2-digit User ID)
3.5.5 Force Change Combination (software only???)

The Force Change Combination setting is a security rule that, when enabled, forces Manager and Standard
users to change their combination prior to first use.

e In new systems, Force Change Combination is turned off by default.
e This setting can be turned on/off by a Admin Software User.

e The Force Change Combination rule applies to newly added users and newly reset combinations.
Follow these steps to change the Force Change Combination Rule:

1. Enter an Authorized User ID and Combination.
2. mowigats threugh tha Bain Boau ane scloct "Syatorm,
3. Zcloect *CZambingtica” from the sulb-menu.

dormakaba USA Inc. System User Guide CX003.0524 Rev ? 10/24 | 29



4. Soloct Rorss Change Combinatior

Zelact “yoz® to onforco 19 rule, o "ko” Tigners the rale,
6. "Sacecs: Updatzd wil cpooor anssrzen, and the Kayoad will becp thres time: ane flasa 9 GREEN LED
once the setting has been changed.

3.5.6 Input and Output Signals

Input and Output Signals are available on CenconX locks that can configured to perform various system
functions. Using the Input Signal will require the installation of a Battery/Alarm Box (Item/Order # 704045).

Depending on how it is configured, it will perform one of the following functions when this signal is asserted:
Input Signal

e Ignored - Input Signal will have no effect on how the system operates

e Remote Disabled/Lockout - When an open lock request is received for any lock, all requests to open will
be blocked regardless of which target lock the user is attempting to open. This is the default setting.

¢ Time Delay Override - Time Delay for all locks in the system is cancelled and any lock may be opened
immediately by a user. If one or more locks were in either the Delay Period or the Confirmation Window,
Time Delay is canceled, and the lock can be opened immediately by a user, with open privilege, providing
the correct credentials

e Dual User Override - Dual User requirements are ignored, allowing a single user to open a lock or access
the menus

Output Signal

e Ignored - Output Signal will have no effect on how the system operates
e Duress Alarm - when a Duress Combination is entered, the output signal will send a 1 second pulse.
e Bolt Switch State - sends a signal indicating whether the bolt switch is secure or not

3.6 Installing, Commissioning, and System Activation

The system requires that a lock and keypad be connected through an Install or pairing activity. This can be
done before or after the Keypad and Lock have been mounted to the safe. To facilitate test opening, physical
fit placement, it is recommended that you physically mount the Keypad and Lock prior to setting up the
system. Refer to the CenconX Installation Guide for detailed instruction on the physical mounting of the Lock
and Keypad. (Document # CX004.0524)

e Prior to pairing/installing a lock to a keypad, the lock must be in a factory (reset) state

o Pricr to coemimissicning the Leck aqd keypad, the iqstallzr can prass the nuaebezr 17 kzy 1o
open the lock. Pressing any other key will open the Pre-Commission Menu.

e |tisrecommended that the lock be open during the commissioning process

e The lock and keypad can be paired/installed either before or after they are physically
mounted

e Refer to the CenconX Installation Guide for details on how to physically mount the lock and
keypad and apply power.

¢ Important! The Commissioning of the lock/keypad involves the creation of the lock Admin
user. Once created, the installer must give the Admin user PIN to the owner of the system
backend database when the system is Activated.

3.6.1 Install and Commission a Lock and CenconX Keypad
Followe those stops to tINS LALL" Clagically, slacthcrice |y i) o Safe Lack 2 0 CenconX Keypad:

1. Connect the CenconX lock and keypad together as outlined in the CenconX Installation Guide
2. Power up the CenconX lock and keypad as outlined in the CenconX Installation Guide
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3. If using an alarm box and external alarm, install and connect these according to instructions.
4. Prosz the "1 kow on the kovpad o verify that the leck aponz and thet the eutput signal is epcrat onal
(recommended)

At this stage, you can use the keypad to access, view, and/or change a limited number of lock/keypad
settings via the keypad menu. No credentials/authentication are required. These are as follows:

e Buzzer
e Keypad Backlight
e FW Update

e View FW levels of the lock or keypad
e View Serial Number (S/N) of lock or keypad

5. Prosz any of the kovpad s <ovs Toovedke up the keyond.

Ifthe koewpand mond. scleet *Commission®, taerr 5 e5s the <return key = (.

7. When prompted, the installer must use the keypad to enter the Admin PIN, then press the <return key>
Z¥=7. Retain this PIN for later so the system database owner can setup the Admin User in the software.

o

3.6.2 Install and Commission a Lock and CenconX Keypad (Activation)
With the lock system now commissioned and operational, it must be connected to the Primary Dispatcher

database. This process is known as Activation and can be achieved three different ways described in the
following sections.

Some things to note regarding Activation:

e The Activation process can be performed either at the same time as commissioning or done later.
e Once activated, new configuration and/or static user data can be transmitted to the system via
import/export process with the software database or via the mobile device.

3.6.2.1 Activation Method - Via Cable

1. Using Apexx Zzrics saftwearc, the ivstallzr can eornect o LSE Te the locs systam's keypad and crooto
an encrypted export file containing all the preliminary settings and configurations as well as specific
lock secrets that could allow the mutual trust between this lock system and the Primary Dispatcher
Database.

Note: Ihe nataller will nood to cothoenticats with the admin's FIN ot the ook i order to cnabsls USE.

2. The installer provides this file to the Software Admin, who uses it to import the required information
into the database.

3.6.2.2 Activation Method 2 (?2??)

1. The Software Admin manually enters the serial numbers of the lock(s) being activated into Apexx
Series software.

2. The Software admin produces an export file, which is given to the installer.

3. Using the installer application, the installer connects to the keypad via USB and installs the required
files to activate the system.
Note: Ihiz atallzr will nood to cuthenticats with tha Admin's FIN ot the leck i order to chakle US6

3.6.2.3 Activation Method - Via Mobile

1. The Software Admin manually enters the serial numbers of the lock(s) being activated into Apexx
Series software.

2. The Software Admin can select a Mobile User and send the required installation files/information to
their mobile device.

3. The okl Dzerz doevien (s used as o aridge to provids o conmectica betveasr the databass and the
keypad/lock.
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4. When on site, the installer/mobile device user wakes up the keypad, then authenticates with the
Admin PIN to transfer the installation information.

3.6.2.4 Completing the Activation process

Regardless of the Activation method chosen, once the installation files/info is shared between the database
and lock system and the Admin authenticates with their ID and PIN, the following steps must occur:

1. Inthe Soncond keyoed mrenu, highlich: “Activate Primary Dispatcher®, then press the <return key = &%,
2. Select "Activate”, then press the <return key = i+=.
3. If using a mobile device to activate the system, select *Enter Claim Code", then press the <return key>

{0

At this point, a new randomized Admin/Master PIN will be created. This new PIN can be exported and then
manually imported by the Software Admin into the software database, or if using a mobile device, the device
can connect to the lock system to retrieve this information and share it with the database when the mobile
device connects to the network.

3.7 Open a Lock
3.7.1 Open a Lock — CenconX Keypad
You can open a lock in the CenconX lock system by one of the following ways:

e Entering a Static ID and PIN at the keypad
e Entering a one-time-code at the keypad
e Using a mobile device with a one-time-code

\[edple/38 Before attempting to open a lock, observe the following:

e The lock must already be commissioned and activated in the database

e A Software User must create a Lock User in the software backend

e The Lock User must be assigned to the lock(s) you are attempting to open

e If using a Mobile device, ensure it is provisioned in the database and that the mobile device is assigned
to the user who is attempting to open the lock

3.7.2 Open a Lock — Static ID and PIN
You can open a lock using a Static ID and PIN at the keypad by doing the following:

1. Wake up the CenconX keypad by pressing the <return key = (+=].
2. Use the numeric keys to enter your Static User ID and PIN, then press the <return key = (<.
3. If in Dual User mode, you will be asked to provide a second set of valid credentials.

Once all opening conditions have been satisfied (Dual User, Time Delay, etc.), the lock motor will activate and
lock access will be granted.

3.7.3 Open a Lock — One Time Code at the Keypad
You can open a lock using a One Time Code at the keypad by doing the following:

1. Wake up the CenconX keypad.
Note: if you use one of the numeric keys to wake up the keypad, this will be read as the first digit of a
One Time Code.

2. Use the numeric keys to complete the entry of the One Time Code, then press the <return key = (<1,
3. If in Dual User mode, you will be asked to provide a second set of valid credentials.
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Once all opening conditions have been satisfied (Dual User, Time Delay, etc.), the lock motor will activate and
lock access will be granted.

3.7.4 Open a Lock — One Time Code using Mobile Device
Refer to sections 3.12.4.2 Open a Lock (Single User mode) and 3.12.4.3 Open a Lock (Dual User mode)

3.7.5 Open a Lock — Remote Disable

With the application of the Alarm Box, the opening sequence can be disabled by asserting a signal on the
Alarm Box. The signal may come from an external alarming system that could be connected to this lock to
prevent it from opening.

Please observe the following while using the Remote Disable:

e The Remote Disable assertion will not block users from accessing the menus on a Display Keypad

e The signal must be asserted prior to the user authentication for it to be recognized by the system

e Duress combinations will still trigger the alarm signal, even if Remote Disable is asserted

o A Raypad wit o display will show Lock #x M1 oot whan The cmese Ssakle is eszemod, The
would be replaced by a lock that is targeted to be opened

e A non-Display Keypad will indicate that the opening of the lock has failed if an opening is attempted
with the Remote Disable asserted. The Keypad will produce 3 low beeps accompanied by 3 RED LED
flashes

3.8 Change Time/Date/DST
Follow these steps to change the Time/Date/DST on a CenconX Keypad:

1. Enter an Authorized User ID and Combination.

2. Navigate through the Main Menu and select "Time/Date".

3. Select one of the follow sub-menu options:

*Time Format™ — Choose between 24Hr and 12Hr

"Date Format® — Choose between yy_mm_dd, mm_dd_yy, and dd_mm_yy

60 o Q2

*Set Time/Date™ - Input the time and date with the number pad
d. *Observe DST" - Select either Enable or Disable
4. *"Success updated” dppodrs ohss-aclr. The Keypad will beep three times and flash a GREEN LED once
complete.

Note: If the Time/Date is not set after a prolonged power outage, access time lock schedules cannot be
enforced and may result in the inability to open the lock until the Time/Date is set.

3.9 Battery Levels
The battery level of the CenconX keypad will be one of the following states (listed from highest to lowest

power):

e Good

e Low Battery

e Critical Battery
e Dead Battery

To check the battery level at the CenconX keypad, do the following:

1. Enter an Authorized User ID and Combination.
2. From the Keypad display Main kiznu, szloct "System?, 11 press the <return key = i4=].
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3. Select "Sys Info, thon press the <return key » (+=].
4. Select "Keypad®, t1cIr press the <return key = i)
5. Select "Batt Level”, thon press the <return key = (&7 to view the battery level.

If using a mobile device, the Battery Level will be retrieved from the lock and sent to the software backend
whenever the mobile device is used to operate the lock.

Note: If the Keypad is using an AC Adapter, then the battery level indicator will always be at *Line Powered™.

3.9.1 Low Battery Warning

Low Battery Warnings indicate that the batteries need to be replaced immediately to ensure continued and
safe operations of the device.

3.9.1.1 Low Battery Warning - Display Keypad
Keypads with a display will provide the following indicators as a Low Battery Warning:

e Upon wake-up, the Keypad will emit 2 high beeps and 2 GREEN LED flashes, followed by 2 low beeps
and 2 RED LED flashes.
o Iho sorzon will dsplay "Low Battery™ an wwiz-up and at the end of an open sequence.

3.9.2 Critical Low Battery Warning

Critical Low Battery Warning indicates that the system will not respond to any other commands until the
battery is replaced.

The CenconX Keypad will provide the following indicators as a Critical Battery Warning:

e Upon wake-up, the Keypad will emit 3 high beeps and 3 GREEN LED flashes, followed by 3 low beeps
and 3 RED LED flashes.
o |ho aorzon will dsplay "Critical Low Battery™ any wclkic-up.

3.9.3 Replacing Batteries in Critical Low Battery State

When in Critical Low battery state, and the batteries are within the secure container, the system must do a
restart when a battery (or batteries) is applied to the Keypad. The restart can be forced by pressing the # key
when the new battery is applied to the Keypad. The safe should be opened and the inside batteries replaced.

Note: If the Time/Date is not set after a prolonged power outage, access time lock schedules cannot be
enforced and may result in the inability to open the lock until the Time/Date is set.

3.10 View Audits

Note: This function is not UL evaluated.

Audits can be viewed directly on the CenconX Keypad display screen. A maximum record of 50 events can be
viewed on the Keypad display screen. The Keypad will display:

e The code indicating the Event/Action
e The Date and Time of the Event/Action
e The ID of the User who performed the Action

To view audits from the display, the User must have Audit Privileges enabled. The Admin and Manager User
IDs are granted Audit Privileges by default.

Follow these steps to view Audits on screen:

1. Enter an Authorized User ID and Combination.
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2. Navigate through the CenconX riziw and z¢loat "Audits®,
3. Navigate through each Audit transaction with the Arrow buttons on the Keypad.

To view the codes defined for each audit, please refer to Appendix A.

3.11 Locks

Certain functions and commands can be carried out on the Keypad without the use of software.

3.11.1 Physical Installation of a Lock

For information and steps on how to physically install a safe lock to a system, refer to the CenconX Keypad &
Lock Installation Guide (Document # CX004.0524).

3.11.2 Reset a Lock

Each CenconX safe lock can be reset to factory defaults. A lock reset can be done one of two ways:

1. Master Reset via the Keypad (both Display and Non-Display versions)
2. Mechanical Reset via the Reset Box (Item/Order # ?22??7?).

When a lock is reset:

e The Master Combination is reverted to the default (1-2-3-4-5-6-7-8).
e All Managers and Standard Users are deleted.

e All System and lock settings will be reset to their default.

e All locks will be uninstalled and unpaired from any Keypad.

Two items will not be deleted:

1. Audits.
2. Open count.

3.11.3.1 Master Reset — CenconX Keypad
Note: A Lock Reset can be performed at the keypad by the Admin user.

Follow these steps to reset a safe lock on a CenconX Keypad:

Enter an Authorized User ID and Combination.

Navigate through the Main Menu and select "System™.

Select "Locks™ from the sub-menu.

Select "Reset".

Zolact *Yes™ ta corfirm.

*Confirm Reset™ wil. cpozar an z2raxn. Select "Yes™. "Reset Success™ will appzar on sorzon whon the ook
is reset.

ook W~

When the Master Reset is successful, the keypad will respond with 3 short beeps and 3 GREEN led flashes

3.11.3.3 Mechanical Reset
A mechanical reset can be done utilizing the Reset Box (Item/Order # ???2??). Refer to the Reset Box User
Guide (Document #7039.0521) for more information. The Mechanical Reset is not UL evaluated.

It is important after the reset operation, that the Reset Box is disconnected from the operational lock. If the
safe door is closed with the reset box attached, the lock will no longer open.

Note: The number of resets that can be performed using the Reset Box is pre-determined
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3.11.2 Open a Lock During Time Delay
3.11.2.1 Open a Lock During Time Delay - Display Keypad

Follow these steps to open a safe lock during a Time Delay on a CenconX Keypad:

1. Using the Keypad, input the User ID and Combination.

2. "Lock # Start Delay* will appear on screen and provide timer feedback. The type of feedback depends on
the setting for count feedback (the time may count down, up, or only show time remaining). A key must
be pressed to check the Time Delay status.

Once the Time Delay period expires, "Lock # status Confirm™ appears on screen.

If a lock is in the confirmation window, it can be opened. Press a key to exit the Time Delay Status.

Input the User ID and Combination.

From the sub-menu, select "“Open Lock™.

The lock will open, and the screen will display *Lock Open”. After a few seconds, the lock will close.

No ok W

3.11.3 Cancel a Time Delay

If desired, a Time Delay period can be cancelled. Some things to know when cancelling a Time Delay:

e The opening activity is cancelled.

e The Time Delay Period will end, and there will be no Confirmation period.
e The Lock cannot be opened.

e Re-authentication will initiate a new Time Delay period.

3.11.3.1 Cancel a Time Delay — CenconX Keypad
Follow these steps to cancel a Time Delay on a CenconX Keypad:

1. While a safe lock is currently in a Time Delay, press the <return key = (=] on the Keypad.

2. Input a valid User ID and Combination.

3. From the sub-menu, select *Cancel TD".

4. *Lock Dly Cancelled” will appear on screen and the Keypad will beep three times and flash a GREEN LED.

3.11.4 Allow Time Delay Override

For a user to execute a Time Delay Override, the lock must be configured to allow Time Delay Override. The
Time Delay Period and Confirmation Window period must be set.

To allow the Time Delay Override feature, a Software Admin or Manager User must enable the feature for the
specific lock.

3.11.5 Open Lock During Time Delay Using Override with Combo
3.11.5.1 Open Lock During Time Delay Using Override with Combo - CenconX Keypad (???)

Follow these steps to Open a lock during a Time Delay using Override on a CenconX Keypad:

1. Using the Keypad, input the User ID and Combination.

2. "Lz ™ Start Doeley will appocr on soroon whonz ‘W' represents the lock number. The screen will then
provide timer feedback.

3. There is no continuous feedback. A key must be pressed to check on the Time Delay status. When a key
is pressed, the Keypad w Il dizp.y the frodback for the st urgert’ leck.

4. Press a key to exit the Time Delay Status screen.

5. Input the User ID and Combination.

6. From the Time Delay Menu, select *Open Lock".

a. For multi-lock systems, select the corresponding lock number on the keypad

dormakaba USA Inc. System User Guide CX003.0524 Rev ? 10/24 | 36



b. If the selected lock has Time Delay and Time Delay Override enabled, and the User has Time
Delay Override w/ Combo privileges for the lock, then the lock will open
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3.12 Mobile App - dormakaba Safe Locks Mobile Application

The following section describes how to set up and use the dormakaba Safe Locks Mobile Application and use
a mobile device to interface with the CenconX lock system.

3.12.1 Mobile App - Registration Setup

aftee downlocdirg and rstalng the mokie ape. voumus: ecmplete tho setup anc register waur makils davice
with “he softwers aockzne.

Mote: [ procond, wou will Food an 0 and temporany PR TRz must be provided by the softviars administrator
pricr o campleting the oo rog strarion procozs,

DEer the malkilz aop.
2. D2 the Exgist-otion "Sotup’ scrosn, under Dovice 107, eopy the dov'es 10 remoct and give 17wl wour
softwzrs acminiztratar The Scftears adrnowill 5o chis iqfermeation 2o crrol, wour mokils devieo ir the
softwiore,
2nthe BExgist-otion "Sotu e scrson, htes your neteork data by cheos g from ors of e fellowing Tes
et o s

Ao botesork sotup usieg GH codo:

i Clics tho "scor 2GR code” auttan.

i. whon prompted, allew: the dpp to dcccss yaur maokbilo devics's camara,

ji. align the targst frame with the SR codo, After J fowe soccnds, tae dpelicarion will
Autermarically detoct crd pracass 1c 3OR oo,

Mote: this O cods will b2 prosvidos by wour So e o Adninstrarer whan cnealitg wour
oo,
b, Manaal Metweork Sotuop:

i Clics tho zroer manadl 4 outtan,

i. Dnche Loter mcruoly acrson, 2hor 1ae URL address, ot Mumber, and Scaret kayin
th Sields provicsd, (Mete: 19e "hrtps:s S caaractars will be autermomically inearparatsd
inZhe "JRL cddress” fizaed

ji. whon all ficads oo fillec in click the cant nuc” buttan,

WAt A fove soecords for the network data te oo pracossod and aathont cotod.
If wad are oroneptad 1o, Cick the "updates” autton to updoto the P cpp.
N il rcast b asked to Login to the apg.

LE

ENCEEY

3.12.2 Mobile App — Logging In

Note: You must first register your mobile device before attempting to log in. If logging in for the first time, you
will need an ID and temporary PIN. This must be provided by the software administrator.

3.12.2.1 First time Logging In

D the malkils aop.

O the Login® screon snteryed Lo and temperary Bik Ui che folds provdad,

Clic s the "Lagin® buttan.

Zota now porscndl FIM by aataring o new pinin the "Later o moss PIRT ficld,

ClTIrnE WoUr i S I Dy Sntorirg it aganin ths 2Contirns PIkT ficld,

Clic s the "Zhangs PIkT buttan,

O che Sotup” sorson, reds oves thaterms of use anc prvacy pelley by 2icking ther respootive
namss.

Clic s tho choc s boo & o coospt the torms o vese and orivacy polisy, Mote; this iz -cguircs te continus,
e Clics thio zant ue” auttan,

T L S

=
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0 cosined, 2ick the chook boves 8 o cor sont to usingsharing anabytics. Mote: those ars ootional, dnc
nat recuirzd toocentinue,

1. Tlics the “sant nue outtan.

2. vod will Be directad ta the "HAd Lock” scrzon.

3.12.2.2 Logging In (standard)
DEer the malkilz aop.
O che Logine screon sntzryeds D o—oand PIk Ui che £2les pravided,
Clic the "Login® buttan,
vl will be directod to the Had lock? scrzoon.

Nl T

3.12.3 Mobile App - Navigating the mobile app
Loeoto: anthe bottom af the sorzon are the follewing four butzors taat whoen prassad, will take yod 1o
sorezns contdin g dll of Zhe tocls vau ll heed to ooorats the Lo syatzm dsing your rMmolkls doevice

M - kil
= 1 1

ICH LoCks ST Settings

(=3

Find

=
—

[hize scrzon: ars described in tae folowing soctiors.

3.12.4 Mobile App - "Find Lock” Screen

= e "Find Lock™ Se-ooa alloves ol o uze yeur mchile dovce te cannaest to and apar lacks vid
ol Blactooth.
ind lock

Mote: Yoo oo covies's Blustoath sottngs st be crablaed 2o fine and cochn locss,

Mote: Lotz attzmpt ng to Fine alock snzure thr Zoroond aoypod is awake oy prozsing o
af its buttens.

3.12.4.1 Finding a Lock
D and lag nousirg the Mokl app. )
RGOS T the "HAd ook scroon by elickirg the & oA,
whon prampted. allew: the gpp te acecas the dovicea s Leaation,
If uzimg < ancroid paane = W promptoed, allov the aop te sord yed noificationr s,
Hhe apgowill scan for awailzbls lecks movour arcd, wWhen the scan is camplaoe, o lizt of locks will appear
Al the scrzsn, You 2an soan for ccks again gz ory time by pressing tae trefresht button.

o e PO

3.12.4.2 Open a Lock (Single User mode)
Yiod can cpen ohe of the cks thet gapeas s in tae “Had Lock? dst by caing tho following:

Clics an cne of ta¢ locks on the "Fad Loeck™ scrozn.
2. D the Lock dotai s sorcan, tho usas con oot the door in ame of T widys:
A, Koy Buttan:
L Prass tae key Uutton ta cpen tho leck wio Blueteoth,
L. Manaal Sopeniag code
LI o o ot Poes o walicd apcning codo, prozs the reguoest opening code” button,
i Pross tae sshow opaaing 2ocs buttan, he app owill dsploy the 2-digit apening code,
ji.  Usitg the Soncany kaypac, eater the $-digit aponing code,
v, Fross 1A <returr koys T3 an tha keypad,
Mote: |ho cpocarancs of tho Koy Button will chango depaadiag on o waristy of factors, Soo cha-t
bozlany for Koy Wutton dppaarancs safgbfoh
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Key Button descriptlan

o Ligcibxon koy Buttan

o Ligcibxon koy Buttan

o Srcn auter ring mdicatss the lock is ooon

o Sz ring remzinz until the alose cods is auccossfully
latricsed

o Lhablzd Koy Luttan
o hod oumer ring indicatos orroe opcning ook
o kil g il flazk £ Timcs

o Lnabl=d Key Buttan

3.12.4.3 Open a Lock (Dual User mode)
Yiod can cpen on of The ocks that dppears in the "Had Lock? dst by caing tho following:

. Clicsanene af tc lecks an the "FHad Lock™ scrozn.
2. DO the Lock dotai s’ sarcan, the usas can cpen the ook in ame of Do wiays:
A, Koy Buttan:
i Prass tac koy Uutton ta cpen the lock via Blucteath.
L. Mandgal Sopeniag code
LI o o met howve o walid aponing code pross tae frequost opening eode” button,
i Pross tae sshow opaaing 2ocs buttan, he app owill dsploy the 2-digit apoeniag code.
ji. Using the Ceneang kovpac, ot the $-digit apening code,
v, Press tac <returr koys T3 an tha keypad,
200 The appowill preagt you Teonter O sooed crodertial, & sccondary crocantial oo oo presented in one
af TR s
A Zecanc mobile dov'oo:
oA zcoond uses can compaets tho cacnirg sogdanss by Lsirg tha Boy Butor an tacir casn
desvico, ar byomanaally 2noorirg e apoening eoda s dases bed previaushy
L. Zame mcbile dovioo
i Prass tac tuse th's phoens bueton.
i, 1 aad wour phans B the secord uszr and hove them entar their 10— and Pis Yin che
ficlds or the “Lodin zeooad uscr™ screon.
fii.  Sooonme usor = Eooss Login® autton.

3.12.4.4 Close a Lock
Drce o ook hes beon apoacd the gsor can aloss the lock by doing the followeng:

D the Lok dotailzt sorzen wkanthe leck is nthe opon stome, pross the sertor cloga coda™ outtan,
2. Inthooassn codo window, the uszr coq ehoosn 1o cloan the ook by e of tane wioys:
A RoTHows closc eodo:
i Pross tac fretricve” button.
ii. Press tae alke button or oo the gpplicotion succsssta by obtains the closs codo “ram tho
Ik,
b, mandgal scso coado crtry:
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i laE the scroon on the close Sods ntey field = _ _ _ _ _ _
i. Dbsorve the cloese code that is cisalaved on thoe Concons kevpad's d'sgphey sorcsn,
ji. Later tho closo eoda using yoLr mobila dovoe's kowpad.
iv. Pross tac tokl button,
20 It swrtom s oo configursd to regdirs o pheto of an odditonal close zealflock, do ths fallowiag:
A I prompted olow the opo 2o aceoss wour maokils dovieos eomeara,
b, Paint your dovoes's camord <t tae clese sealflock, taer prozs the outtan te taks o pictura
SNots; you can uze the ¥ buttan to turn the camera flazk te aume. on, or off)
<o Pross tac tsovn phato” outton, o press the "retake” auttan to attempt o betoer pheto, thon
faooet steps S0t S,
do Press tac ake buttan to confinm that the ghota hes Beom saved,

3.12.5 Mobile App - "Lochks" Scresn

i : : .
B hotlocks® Soocoq cantdiag alist of all the locks that the uzer has pe missians to opal,
LoCks

Informotior an cach of the locks intis list can be ascossod by sinplo clizking o the ek namz.,
I Tially, T The ussr docs net hoo any pormissior T oper any bocks, the "Locks” scrocn wil, cpooor crmpy
If t1c usct dacs Fows por mission Toapon beks, all ccks wil gopcar or this pagz Fsted i ot crdsy “mam tap
o bottans
N sams sases, o locsw T appear with d peading uplead ar denarnload oo indicating ther chee e is nes
infarrnat on that acods te o0 sant 7o or ram the Lok
Upan clicking a ok, the ussrwill e accoss to the fallewing details:

e Map
o Prawidos o map show 'my the lacaticor of t1e leck,
o Ihe bocemion of the lock is indicatad by o acrge, RED pin mcrkar,

r |
o o znlargs the Mae. ol'ck the T sl inon,
O & retlrn T the datails so-can, zimply click the oloz arbow < i he tap-heft carmor,

e LockName
o Pravidos the e of the Lock and the lock qumiber Cdetermingd by its ordor in the route)

e Address
o Pravidos the aderass of the lock Satrzet, city postal code, ote))

e Coordinates
o letitude crd leagite de decimal degres cocrdingos away “Fam yeur curreat loocaticn {as cofinged in

the softasre)

e Distance from your Current Position
o Providos A medsuramoent of the plhysical dstance aotwoon 1 uscr erd tha ook,

e  Synchronization with the server
o will rotiy the uscr o ay ponding uplocdss doweloads.
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o anyth g that nosds to b synch- orized will appear in RER.
= o updots the firresseare, sics S8 the button or the actmem of the soroch to meigeto o
the "Synet sorson,

¢ OneTime Code

O Prascnts tho Qe Hime Codo Tt can ke usoed open 1ae ek

o Ihe Qe Hime Codoe will appaar inanc of the %ol owirg stotss:
" Hldden ths cods will appoar ga v et
B cLxpirc fecde aon me erges be used besaase of time limit)
B cZanceled (ae dispatcher hos coqseled the ons time eoce)
B tTonsdncd” (ehon ths codz has alrecdy Boon usods
B oo fo anay Cwhon gocfens g s chabloc for thot leck?

e Firmware
o Providi s the fis vnsiars worsicn of the Lock and Koypad
o If tag firrmware wersian for cithor the Lock or kaypod is out oF dane, it will appea- - RED.
= o updots the firmasere, cics S8 the bathea gzt bottor of the 5o oo B0 noigane to
thi "synat scroch. ¥

whic wicwing J pa-tiealas Lecs, Tyou arce clese to the lacks lecatian, o berner will gpecar netifying wau there
the kock is closa by Whon tais baansr gppedrs, yau cdn sithor cick ' DISMISS™ to haee tae bannce cisappadr, ar
vl ek "DPEM 1T t0 nepdgame 1o the 'Lock Dooeils” scrson,

3.12.6 Mobile App - "Sync" Screen

e "Zyne” Seeoan is uscd for meobile doviee sytick ranizatio with the sobaor,

i—._..l

Sync It cantding a liztof ol pencing dowhcacs and upleads far all dota poracinirg to the lecks
Agsacatd with the uzer

If tacrs “sn't ary dota that reods oo be syncheorized the synet zorcen wl, e i an srmpty state,

wlen the usor noads to perfanm o syrchron 2etion of ory king, the apgosdll noicots this wita q eed dot @
. » »

P zune, 4 download. or Y uplood icons.

Al the o+
If t9ers arz rowark saues click the "REFRESHT button ta chock for pendiag cowr loadz suploceds,

Drce o safie neteork connoction is estaklished, the pend ry deswnleod anc uplocd cusiss will be precoszed.

3.12.6.1 Mobile App - Firmware updates

Url'ke —he other coswnbood upload typos, dowv'oo 50 rawars updatzs are not automorically procoesssd and most
b ccknowdzdaos by the usor bafore orocassicg. e dodats cok aqad kevpac firrmaara gsing the maokilo apg,
Ao the Salcaiag:

b |
Clic s T =Y buttan ot the actmem of thae scrocn.
I thz list of poading cosnlbocdz, cl'ck tae paading firmesars dana packege.
I tho Mo firmmescre ceecibe bl weradans, elick the "UPRATE" button,

DR
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3.12.7 Mobile App - "Szttings" Menu

T | % [he "Satmiags” moeny colnidins o waricty of teols and informeticn e Felp the aser of tie mchila
L] 0 0
aApplicotion.

agttings

Zply cick on Hottings” nesnuicon ot the bottam of the scrzen, and tha Click on cne of the foloawine:

:
U Language
O Ihe "Languose” setting allowes uacrz To ehangs the makil> aopieations prossniotion language.

o haage tae languacs, click tha languacs of wour ehoice Then click the Blue crras < in the top-left
ZArneE to return e tho mdia "Soimings ' o on

L PIN
O Il "FIN™ sotting allowes you to changs the porsendl SN o the assr whois curksnly logoad v ta
thi app.
O e rzact waur uzer PIN, de the %ol owing:

Lot your FIN in the "Latar PIK Fold prowvidoe.

Pross tac “canfirn button.

Liter & nosy uscr P Fr the ko FIsT ficld grovidod.

Contirns the nas uses <IN Dy crtoring it again thz P Zanfirm FIMC ficld provided,
Fross 1 “2aangs PINT button.,

[ R U R

e W Privacy Policy
o Clicaing “Privacy Fodosy™ will disalay the ornes of use for tae mchile app. Dnee soure fitisacd

readd g, click the bluc arrow < i the top-loft corner to rsturn To the main "S5etmiags” man.

o Consent
O Ihe "Zongeat” sotthgs o dllonys ol T 227 ©F JC]JsT yaur consent ta the torms of uze, privacy
pedicy, or the callect g oF appe basaed aaalytical ot
o Clics the chocs box 8 to consat, o leave blank ) to roemase corse it

Mote: |ho uzer muzt conscnt 1o the torme: oF usa anc privaey pol oy ir arder T remain legaed inoaad
Cant hue To usc the app.

wihen finizkod, ol'ek tae blez oo < i The tope-left cormer to return 2o thoe main "Satings ' nesn.

e 7Help
o Zonhizings uscful informotion To assizt wol i uzing the Zoaconi Lock Systens including links —o
veobsites documertatior, and vidoos.
e Reset
o Tlicing *Rosot will allow he ussr the alx’Toy to reset the gpplicaticor by delotirg all zowed opo
dAoto. [ consent Tod comnplete dpp Eeset, ook tie obock box B o corsoat, thon clizk the Heset
buttan.

o ™ Log out
o Tlicaing *Log outt wil log aut tae currsnt vsor anc the epoowill navigate to the “Login® scroch.
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4 Keypad replacement

A new Keypad can be installed into a system to replace a damaged unit. This operation can be completed by
an authorized user. An Audit record will be recorded to the lock to indicate which user installed the new
keypad. Once paired, the system returns to regular operation.

A CenconX keypad can be replaced by one of the following users:

e Alock-recognized Static PIN User can enter their ID and PIN to accept the new keypad
e A One Time Code can be dispatched to a user and entered to accept the new keypad

5 Apexx Series Software

Note: The Apexx Series Software is not UL evaluated.

Apexx Series Software is a multi-faceted client that manages Users, Schedules, and Systems to be used in
concert with both Apexx and CenconX safe locks systems. This section outlines certain software functions.
Review the software online help by pressing F1 within the client for information not outlined here. Also review
the Apexx Software Installation Guide (Document #802.0124) for basic installation steps.

The best and most comprehensive guide to using the Apexx Series Software is the built-in help menu that can
be accessed by pressing F1 on your keyboard when running the software client. This section is meant to only
highlight some of the software tools.

5.1 Firmware Update

When a new firmware version is available, these files will be available to registered Apexx Series Software
users.

Using the Apexx Software client, keypad and lock firmware can be updated. There are four firmware files that
can be updated:

e Bootloader for the Keypad
e Application for the Keypad
e Bootloader for the Lock
e Application for the Lock

Important: To update the Lock and Keypad Firmware to the newest version, the Manager user will require the
following:

e A PC with the Apexx Series Software client installed
e A USB-to-Mini-USB Cable

The version of firmware currently on your device can be viewed in the CenconX Keypad menu, the dormakaba
Safe Locks mobile application, or by using a PC with the Apexx Series Software client installed.

e CenconX Keypad - to vicw the ook and koypad Sierwsare ewsls, ravigots threugh the kevead's mond
aim: scloeet "System?, then selact ' Sys Info™ fram tho suo-menu and select "FW Level”.

e Mobile Application - the "Locks” screen on the mobile app shows all system details, including the
current firmware version of each device. To update your firmware using the mobile app, see section
3.12.6.1 Mobile App — Firmware updates.

e Apexx Series Software - you can view the firmware levels of all keypads and locks in your selected
reagicn by wisitirg tho '‘Dashboard”.
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Follow these steps to update the lock and keypad firmware:

Important: when updating FW on a system mounted to a safe, always ensure the safe door is open prior to
the beginning of the FW update process.

1. Connect the Keypad to the PC by doing the following:
a. Plug the USB-connector end of the cable into the USB Port of the PC
b. Plug the mini-USB end of the cable into the mini-USB port on the Keypad
On the Keypad, enter a valid User ID and the corresponding combination.
From the Apexx Series Software Main Menu, select "Locks” > "Loock Systems™.
On Apexx Software’s "Lock System Search™ screen, open the CenconX lock system you wish to update.

On the lock system details screen, locate and click the ; "Update Firmware™ button.

o B

In the "“Firmware Update™ window, use the drop-down lists to select your connection type (choose "USB™),
and your Firmware file. If your firmware file does not appear in the list, navigate to the "Firmware
Management” screen to manage your firmware files.

Note: refer to the Apexx Series Software’s help menu under “Firmware Management™ for more details on
managing firmware for Apexx and CenconX keypads and locks.

7. Click the "Update Firmware" button. The Firmware Update process will begin, and will conclude after
several seconds (the time will vary depending on the size of your lock system).

5.2 Audit Reports

Follow these steps to perform an Audit report using the Apexx Series Software client:

1. From the Apexx Series Software Main Menu, select "Reports® = "Audit Report™.
2. Set all of your report criteria by doing the following:

Date Range - the Audit Report will include Audit events that fall between the selected "From" and "To"
dates.

e Click the "Date Range" check-box

e Use the interactive Calendars to select a "From" and "To" date. Use one of the following
methods:

» Click the '_:ﬂ Calendar symbol to open the interactive calendar. Use the n norrows
to navigate to the appropriate month, then click the calendar to select a specific day
for both your "From" and "To" dates.

= Click the "From" text field, then type a start date (format is Month/Day/Year), then
click the "To" text field and type an end date.

Event - the Audit Report will include only Audit events of the type selected by the user.

e Click the "Event" check-box
e Use the slider icons to select one or more Events (event type) from the list provided. An event
type is selected when the slider is blue and to the right ™#_ An event type is unselected when

the slider is grey and to the left

Devices / Lock Systems - the Audit Report will include only Audits from the selected devices

e Click the "Include all devices" check-box, or
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e Click the check-box next to one or more of the listed devices to include them in the report.

3. Once your Audit Report criteria has been set, click the "Run Report™ button.

dormakaba USA Inc. System User Guide CX003.0524 Rev ? 10/24 | 46



Appendix A: List of Audits

The following is the list of audit definitions and the codes associated with them.

Table 7 - Audits

Audit . A Audit . . Audit . A
Code Audit Definition Code Audit Definition Code Audit Definition
1 Power up 29 Battery Critical 49 Holiday Changed
2 RTC Time Set 30 User Mode Changed 50 Observe DST Changed
3 Lock Reset w/ Reset Box 32 Ciree Sl Mee: 51 Lock Commissioned
Changed
4 HEES NBSEE ) [\ etz 33 PC Link Enabled 52 Lock Activated
combo
5 Lock Installed 34 PC Link Disabled 53 Wrong (%?iemdbmotlon
8 U3 (e Vel nee 35 RTC Time Reset
Changed
Audits viewed Via
? Keypad or Software 36 Eitteny Coee
Lock Firmware Update
10 Lock Opened 37 Started
. Keypad Firmware
11 Lock Uninstalled 38 Update Started
14 User Added, Modified, or 39 Time Delay Override
Deleted Enabled
. Time Delay Override
17 Keypad Reinstalled 40 Disabled
18 Bolt Opened 41 Auto Open of Primary
Lock
19 Bolt Closed 42 SRS AUe Ol
Setting
20 Battery Low 43 Configure Input Signal
Setting
Time Delay Overridden Remote Time Delay
21 - L4 .
via Combo Override
55 Wrong Try Penalty 45 Remote Force Single
Started User Mode
23 Duress Alarm 46 Require Combo Change
Open attempted,
26 remotely disabled 47 Schedule Changed
27 DST Table updated 48 Schedule Assignment

Changed
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Appendix B: CenconX Series Release Notes

Software

Version
Number

Release
Date

Details

X XXX
(Initial
Version)

Keypad Firmware

Version
Number

Release
Date

Details

X.X.X.X
(Initial
Version)

Keypad BLE Firmware

Version
Number

Release
Date

Details

X.X.X.X
(Initial
Version)

Lock Firmware

Version
Number

Release
Date

Details

X.X.X.X
(Initial
Version)
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